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7 Z— /A% AWS Incident Detection and Response ICA > R—RIB &R, 77UT5r—>3a> o\
TA—XVAZARNKT DA NI ORAETS—LBREZERTIHLEN HYVET, CO7TOEAD—
RELT, ChsOT75—ALNONBZELETIEBRNOT—LERETEILEN HYET,

To—LZERBETIRIIHRENDIRANTZI9TARAEZUTIERLET,

« To—LN "TPo5—L REILEDOK, EZRUIRKROD—IOO—RICBEND DEREE
BBV, F—LE AWS ASORRBNBABEREEDZTT, M H—&hTEBHICER
LBEWTS—LNRELESERK, F—ANFMF2MNT )Y % AWS Incident Detection and
Response ICfEETDHENHVET,

« BELEEKEBERICK) . AWS Incident Detection and Response A #BEN O E Y] x F — L% 24
B 365 HA V2 F YR TUYDIIBRIIIVS—2 TR ENTEERT,

BEEBTIORNTY N
« IDR CLI Zf£fH L T AWS Incident Detection and Response (Z12£ 32 75— A& EiK KX DM D
AR,

Amazon CloudWatch 72 —ANERE V) IAKOFMIC DOV T, "CloudWatch 75— AMELY)
Ak BSBLTLSEEL,
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HJB—RN—=FA—OFTVT—=23 2 NT A= VARAFTZZIV T TS —LDOEVY)IAGKDEFMIZ DOV
Tk, "™W—RN—=—FTA—OTF T V5= N 3—XVAT_RVITTFS5—LOEY)iAHK,) &
SRLTLSEETL,

CloudWatch 7 5 — AL DO ELV) JA &

AWS Incident Detection and Response I&. Amazon CloudWatch 7 5 —A%ZHV) A&k, EX%
D—o0—R&E7OAF7 9714 7JICEZR VI TEET, AWS Incident Detection and Response
&, Amazon CloudWatch 7 2 —AZWVIALZET, U TOZENTEERT,

N

Z—LAVD TPS—L RECE A ZEBNICKRELET,
s F—LZIVY—JL, BALBHFSA2ITUNIRISL THRLET,

FUR—=RUETS—LZBEILBRICT S EHIZ. AWS Incident Detection and Response T (& 24
TORARNTSOTF 1 AEHELTVET,

c BRETZ—LOIVH—DAVRNZERBTZLEHIC, EHNBEXDTFOAEERINYFZIT
DERTPICTZ—LZNFTEIX NI VABXEFEALTT I —LEZRELET,

c FRENDT—ERAVNOBRBHELCESVT, P77—ALALCKRET—S0BZRELET. i
A, T—ERANOMBENBEAN) —LAZERTDTZ—LEZRIVIXNIIATRE, R
BLTVWBETF—8% "ER) (FR) ELTROSBENHYVET. RELTVWEITF—RRA MK,
EZRVIIRROBBERD VY —ALLEBN BB EZRLTVRAEMN H21-0TT, &
o, BEXPIZARELLEEELORAT—EIRANERBIBZDTZ—LEZZIIXRNID
ABE, F=BRAV N 2HBECHRELBEVWX NV VAZEZR2V2TIBT75—LTR. REL
TWaTF—42% "TERTHELVL (RHF) ELTRSIBENBYET,

« D—OJ0—RICEATRENBREEN HDBEIC "75—L REBICBDTI—LZERLET,
BIZE, BEBRVY-—AZBAICKRELEEETRELS, BEERVY-AZHBNICEEHRAZD
CRHEBEREEFRENDIREAIfMBBLERIINVA—TBELICTI—LZRELET,

« J—UV0—ROAAEI—TIVARVIVAZEEBRTINAZLXNITADTZ—LZHBELT
ERLET,

— RV 7R AWS OH—E A ICHERE 1D Amazon CloudWatch 75 —ADN U AKNZDWVWTIE, AWS
re:Post @ Incident Detection and Response D7 Z—AICBTE2RARN T T IT 1ROV TOR—
JEZRBRLTLSEZL,
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HB—RN—F 1 —OTF77IV5—>3 2 N7 A#A—XAETZRI) T S—LOEV)IA
M

AWS Incident Detection and Response &, Amazon EventBridge Z/t L= — RN—F 14— T
DT—>23 NTA—XAETEZRIVT (APM)Y =LA SOTFTZ—LDOEYIAKZEFR—KNL
TVWET, COMEICEKY, APMTZ—RZERYVRAT I ETREMNBTON, EETEZAWS D
H—ERAENLTFTHI> MO Amazon EventBridge 1 X2 R/NAIZ APM AR NE)N—T 42T
TEET,

A= VAWNOLY ]

« Y—RA (APM) - AWS O H—E A (#l: Amazon API Gateway X* Amazon SNS) — Transform
Lambda B§# - 571 A X Ln Amazon EventBridge 4 X2 M /YA - AWS Incident Detection and
Response

« Y —X (APM) » /N\— K F—® Amazon EventBridge 4 X2 N/ A - Transform Lambda B8% -~ 7
AR [ Amazon EventBridge 4 X2 b /YA -~ AWS Incident Detection and Response

AWS Incident Detection and Response &, DARXLANRY RNAICYFZR—T RIIL—=ILZA2A
N—JLL T. Transform Lambda BEIC K > TIEFEEN LT T — M ZEVY)IAHKE T, SaaS Amazon
EventBridge FEEDHEE. N— M F—AXRMNABRNZ—D RIL—IHFA1VARN=ILENTVWSD A
RYBMNATRBEVWCEIEEL TLKEE LV, Amazon EventBridge E D/N\— M F—#HE&&T2 TV
% APM QA ANCDOWTIE, TAmazon EventBridge O#E& 1 #SBL TS EEV,

N=RF—ARYNNAELZRFMED AWS A1 XY RNAY—RZFERALIZHEEDHI

ROBEF, N—=RF—ARXRNNAELZRMED AWS A XY MNNAYV—RAZ2FEALLHKEEOHIZRL
TVEY,

Amazon EventBridge £ D/N\— KN F—#EZ1T>TL% APM OFFMBZ I ANID2VWTIRE,
"Amazon EventBridge DG 1 ZZRL TS EE L\,

Amazon API| Gateway Z{Ef L =& 05l

IRORIE, APl Gateway ZFEAL HEOHZRL TVET,

Amazon Simple Notification Service Z £ U i=# & 0 4l

RDORIE, Amazon SNS ZFERAL EHKEDHERLTVWET,
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BET7OEAZEENTSDE8HIZ. AWS Incident Detection and Response & &€& — R ICEHAE
DHERATAD CloudFormation 7> 7L —hZRELE T, chsOT7TL—HME, AWS U
V—AERXEZRIAMO=-ILOtEY N7y 7 2B88LLET,

CloudFormationE EEEBREFA T EFHTHERTZ OO T L —NEFIBEICOVWTIE, B
TORSTEIHEDRFIXNEZSHBLTLSEETV,

 EventBridge E BEREETNTVD APMASTZ7—AZRYIAD
« EventBridge £ BEHZEEL TVWEWAPM AST7 5 —AZEY)IAD
« Amazon SNS Z B E#HEEL 1 APM A ST S5 —LZEY)IAD

(® Note
CloudFormation 7> 7L — N ICEZEENfNBETT, cnSOEEICOVTE, BIOREY D
THBAL TVWET, AWS Incident Detection and Response I APM 75— K ZXET2 1o
CHEBERAO—REXOFMI-DOWTIE., "EventBridge TAPM 75— KR ZEY)AD S
DNRAO—REH,, ZZRBLTLEEY,

EventBridge TAPM 72— K ZEV) AT O DORAO— REH
Incident Detection and Response & APM 72— K2 ECHSEV)IAKTTH?

AWS Incident Detection and Response &, ZfiE h o REP BRI O—ROEFEEBLDZI IR~
NAIRXFZ=DRIL=INZAZVAN=ILET, COEBHNDOLEDICHARARLAARY NNAZRERT S
DHIRARNT ST 1ATT,

RAO—RBEDRSBERICTILEN BV XIH?

AWS Incident Detection and Response IC&k 2 TEWIAFND AR MNADARY NI, RIET
E£EIRD JSON F—EEORTHAMBETT,

"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent"
"detail": {
"incident-detection-response-identifier": "Your alarm name from your APM",
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}

ROBIE, BBRAIEBBEON—RF—AXRYRNNADLSDARY RERLTVET,
A

"version": "Q",

"id": "a6150a80-601d-be4l-1alf-2c5527a99199",
"detail-type": "Datadog Alert Notification",

"source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
"account": "123456789012",

"time": "2023-10-25T14:42:257",

"region": "us-east-1",
"resources": [],
"detail": {

"alert_type": "error",

"event_type": "query_alert_monitor",

"meta": {

"monitor": {
"id": 222222,

"org_id": 3333333333,

"type": "query alert",

"name": "UnHealthyHostCount",

"message'": "eEawseventbridge-Datadog-aaalllbbbc",

"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
<= 1",

"created_at": 1686884769000,

"modified": 1698244915000,

"options": {

"thresholds": {
"critical": 1.0

I
},
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count”
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}
.
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
.
"states": {
"source_state": "OK",
"dest_state": "Alert"
.
"duration": @
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]

AR NHFEBRENDFIC, detail-type & source 75— RMAFREL 2 APM OFHlERT C
EEBLTLKEZV, ChSERYVAKFIICEETRXEN HV) ETF., incident-detection-
response-identifier F—RFXREFEL TVEWESH, BYVIAKBIICEMTEZHXEN HVWET,

Lambda B#E LEED AR N2 ZEHL, Z—T Y ROADARLAR NNNAXEET7 AL A
RYMNACBRELET, BERENERAO—RICE, DEBF—EEORTHFIEENDIZENHY)

9,
THtk:

"version": "Q",

"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",

"source": "GenericAPMEvent",
"account": "123456789012",
"time": "2023-10-25T14:42:257",

"region": "us-east-1",
"resources": [],
"detail": {

"incident-detection-response-identifier":

"alert_type": "error",

"UnHealthyHostCount"
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"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,

"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",

"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
<= 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0
}
I
},
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count”
}
},
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
},
"states": {
"source_state": "OK",
"dest_state": "Alert"
},
"duration": 0@
},
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
TZ—LDESR

Version May 26, 2026 18



AWS Incident Detection and Response 1—H'—# 1 R AWS Incident Detection and Response M #:& & FE

]

detail-type & ams.monitoring/generic-apm. VY —Al& GenericAPMEvent (Z7& V), 4
ICEEFHLVF—EEORT THS incident-detection-response-identifier A" FEET D &
SICEVYYELL,

incident-detection-response-identifier Bk, APM A EETEIRAMO—RICEDV
TT7o2—hBLPSEBENET, APMTT—KREBD/NAFE, APMZEICERVYET, Lambda
BE% (k. Lambda A"Z(THL 2 7= APMJSON RAO—RDIELWNAASTS—LBRETE

L. incident-detection-response-identifier BICHERAITBZI LD ICERETIHEN HVYE
9,

incident-detection-response-identifier {El&. AWS Incident Detection and Response |-
EEENBDTI—LRATZEIL—ETHIYVENHV)ET, incident-detection-response-
identifier THREET D —EOBERETNEN, F2R—F 12T HIC AWS Incident Detection
and Response F—AICRHE D BEHN HV) EFT, incident-detection-response-
identifier F—OEATHELFXELTVBAAR NEREEhELA,

EventBridge L BEEHEA T TVWSD APM A ST T —AZEYIAD

RO KNEY V1&, Amazon EventBridge E BEREENTWVWBA T T VT—23a> o NT7#—X VAT

—Z)>Y (APM) Y —)LA S AWS Incident Detection and Response e 72— AZZEETZ 701

AZRLTWET, Amazon EventBridge & BEEKEEE N TS APM OFFEBZJANIDOVWTIRE,
T Amazon EventBridge O#iE 1 ZZBL T XV,

BftE iz CloudFormation 77 L—h&2F 7O/ T2t COREBEFHTREYRNT Y
TITBEETEET, MEERETRHIC, AWSOH—ERAICUVUV&En=0—)L (SLR)
AWSServiceRoleForHealth EventProcessor A7 A MNIEREhTWVWB L Z2HRELE
9,

F7> a1 &&ERT % CloudFormation

CloudFormation 7> 7L — KN %Z 9% &, Amazon EventBridge fi&Z#EA L T APM 'S5 AWS
Incident Detection and Response ([C7 5 —AZBVIAC O ICHEBREA 2V TSANZOF v &4
RT3 7O0CRAEZFRILTEERT,
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® Note

— ® CloudFormation 7> 7L —h~hZ AL TF7O14E =) Y —2RX (Lambda X°
EventBridge & &) IZlk, BMOARMNRELET, ChsOH—EAORESOFMIC OV
T, TAWS OflE, ZSRL TS EE L,

— @ CloudFormation 7> 7L — M &, AWS Incident Detection and Response /" 7 5 — A
ZRVACRBENF H$HBDITXTOAWS PHORNED=232ICF7O/MLET, 1202

TURNEGR—KNT—ARK, APMT7S—KNDZEREB2>IZAWS THI Y MNTHANE
9o

CORFIXRNTEHIEL T NewRelic ZFEAL TWET A, CloudFormation 7> 7
L — & Amazon EventBridge & SaaS i h TVBEED APM ICERATE XY,

ma’'ETANLES, logger.info() A7 — K X2 h%Z TransformLambdaFunction 5
HIBRL T, R4 O— R Amazon CloudWatch Logs ICRRENBEVKSICLET,

Z @ CloudFormation T 7'L—h&Z2 7704 95 - DRIR R4

« N—KhF—A4~R>KNY—RA% Amazon EventBridge TRET B HENHVWET. APMEARY
RY—AREULTERETSFIBEICOVTIE. "Amazon EventBridge 1—H'—7 4 K1 ® "Amazon
EventBridge TM SaaS /N\— K F—AS5DA R NDZE, B#SBLTLIESL,

« 77'L—BM® TransformLambdaFunction (Lambda B8%k) 2ZEL T, APM R/ O—R
NDT7Z—KEBDO JSON NAICETIWT ["detail"]["incident-detection-response-
identifier"] ZEMOEICERETIHLEN BV ET,

BIIRE X2 FIE:

1. EventBridge AV —I)LZREE T, KRB AZ1—T., [[N—RhF—aARVRNY—=A]ZBRLE

EE

 [Amazon EventBridge /N\— R~ F+—] RY VAT APM Z#EL £ T,
c [EY M7V ZBIRL, FIRICHWVWET,

AR BEOATYT TR, N=hF—AXRYRNY—=ADOOAVY =T [ARY MNNALEE
T3] Z2BRLET, COFT2a22BRIBE, N—hF—ARVKNY—ARERUEH
DN—KF—ARRNNANBEBNICERENTT (BRI —HITIBENHYET),
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https://aws.amazon.com/pricing/
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e N—RF—ARKNNAFERY—AORBHZIE—LET, 41XV B
INAEEEY —Al, CloudFormation 7> 7'L—KNEZF 7O/ T3 L&
(C. PartnerEventBusNameParameter E WS ERHOD/NTAXA—XRELTHERAETINET,

« New Relic ®fl: aws.partner/newrelic.com/1234567/source_name

« CloudFormation 7> 7L —hZF 70435 & EI(C, PartnerEventBusPrefixParameter
CADTEN—BNF—ARRNARAEFERY —ADRIOEr»ZIE—LET,

« New Relic ®#l(& aws.partner/newrelic.com T9
2. CloudFormation 7> 7' L—h&2X D> O—RLTHwREL EF T,
« 7>7L—BNT TransformLambdaFunction 28213

« def lambda_handler(event, context) T, event["detail"]["incident-
detection-response-identifier"] 272 —LA&HN APM 75 —AL0D JSON R/ O—R
ICRREND JSONNAIRRELET, APMCEICNANBRBYET, UTICAZVS DA R
LEITHN,. FEORSAMO—REFEBDBEENHBYVET,

« New Relic ®fl: event["detail"]["incident-detection-response-identifier"]
= event["detail"]["workflowName"],

« Datadog M #l: event["detail"]["incident-detection-response-identifier"]
= event["detail"]["meta"]["monitor"]["name"]

« Splunk ®Hl: event["detail"]["incident-detection-response-identifier"] =
event["detail"]["ruleName"]

 CloudFormation 7> 7'L— KN Z®REFELE T,

CloudFormation 7> 7'L—h®OF7'04:

1. 3= Y NTHIRNB KV —23 2T CloudFormation AV —I)IL&2HEE T,
2. [ARYIUDERI D [FHFLVWUY—RAZFER (EH)] ZBRLET,

c BEEOTTL—REER], [TOTL—RT77A4ILNOTYTO—R], [77 14 %Z1EIR] OJE
(CiBIRL., O—HDIICHRTFL £ CloudFormation ¥ 7L—hZ7vy7O—RLE T,

ARV UDHMEIEETS:
« AZYUEZZEANLET (fl: NewRelicIntegrationForIDR).
s IRFZGORETHRICRBLE NI X—2E] Z2EELET,
« APMNameParameter (5l: NewRelic)

« PartnerEventBusNameParameter (f5l: aws . partner/newrelic.com/1234567/
source_name)
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- PartnerEventBusPrefixParameter (§l: aws . partner/newrelic.com)
« [RN] ZERLET,
4. ARY AT AV ERETS:
s R=TIOTEWETAYO—IL, CloudFormation HHARXALABTIAM VY —AEERTE D K
SIETRFIVIRYIAREFICLET,
5. HEREER:
s NOX—ZREHAELKREENTVWADEZRIIL., EE] ZBIRLET,

6. CloudFormation A& Y V&, APM 4 X2 K% AWS Incident Detection and Response IC#i& 9 %
EHICMEBERD)Y—AZF7O/MLET, AZY UV RAT—R AN CREATE_COMPLETE £ERREN
PETHBLET,

7. CloudFormation A XY 2k, Y27 )L{EH New Relic D/NTX—RIZAHh&E N, US-EAST-1
)= 3> TCRITENEERELT, XOUY—AEERLET,

» CustomEventBus: NewRelic-AWSIncidentDetectionResponse-EventBus

+ EventBridgeRule: aws.partner/newrelic.com/1234567/source_name|NewRelic-
AWSIncidentDetectionResponse-EventBridgeRule

TransformLambdaExecutionRole: IDR-TransformLambdaExecutionRole-us-east-1

TransformLambdaFunction: NewRelic-AWSIncidentDetectionResponse-Lambda-Transform

» TransformLambdaPermission: NewReliclntegrationForIDR-TransformLambdaPermission-
[random_string]

A>77L—>3>FAN
AZYOTTOA4LES, APMASTAIMRAO—REZEEFELTHREEZTANLET,

1. Lambda J>YV —JLIZBE L T. APMNameParameter-AWSIncidentDetectionResponse-
Lambda-Transform B8#%&iBIR L £9, [Monitor] (EZXV>J) X7 &BIRLET,
2 XNV ORI ST TCEEBRRVUVHLZHRLET,

3. [Amazon CloudWatch Logs 2%k~ %] ZBIRL T, TAMRASAO—RFLEIZ—0OT AL
)—LZHBELET,

AWS Incident Detection and Response ND A4 X2 KN/YA ARN O&#F

1. Amazon EventBridge >V —IJ)ILZRAZEE T, [IRVMNNA] ZBIRLE T,
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2. CloudFormation AZY VD —HE L THERE N [HAZLAR N/NA] O ARN 20—
LET (Bl: arn:aws:events:us-east-1:123456789123:event-bus/NewRelic-
AWSIncidentDetectionResponse-EventBus).

c COARN Z2 P7o—LEBVWIAKDOT T—HK-BEZ O " —RN—FT1—APMTZ—L, &
233> ® "EventBridge 1 X N/NAARN) 74 —J)LRIZEMLET,

3. AVAR—F14>J7OEAH, AWS Incident Detection and Response l&, CDHARXRLA RV N
INATNZ—2 R EventBridge L —ILZER LU TAPM 7S —LZEYIAXET,

FA77>32 2. FHOHKE

AWS Incident Detection and Response A" 7 2 —AZRVIATCHLENH D AWS 7hHO 2 h& AWS
)—3>ZEll, AOFIEZERITLET, AWS Incident Detection and Response Tld, &% 32
FTVWBRUY—AZLYRARICEELTHAETEDZLSIC, 77U5r—>3 > )Y —RERL AWS
TFHOURE) =23V TTPoI—ALEZRETDENHEEINEST, A VFOREYR—KNT—A
. APMT7S—RDZERTEB>LEAWS THI Y RNTHANET,

1. APM %Z& Amazon EventBridge /\— M F—A4 X2 MY —R (aws.partner/apm_name/
integrationName % &) & U TEEL T, EventBridge /N\— M F—A X MNAZERL F
To APMZARYRNY—RELTRERETDHARTA2IZDOVWTIEE. TReceiving events from a
Saa$ partner with Amazon EventBridges 2B L T & L\,

2. ROWITNAZEEITLET,
o (H#2) $YourApmName-AWSIncidentDetectionResponse-EventBus EWS ZFD
EventBridge H AR LA R NINAEEKLET,

s RBEFZL) DAZRLANRNNADKDYIZFT T #)L N®D EventBridge 1 X NNAZFERAL
£¥9,

AWS Incident Detection and Response (&, AWSServiceRoleForHealth_EventProcessor
SLRZNUTHARARLARY MNNARFLEGTF7ALRNDARY MNAICIYZ—=T R)IL—)
(AWSHealthEventProcessorEventSource-DO-NOT-DELETE) Z4 > ARN—=)LUET, IL—I
V—RAGHABLARY MNAFLERTF 72NN OARNNAERY, L= DEEFEEXIE AWS
Incident Detection and Response £ V) &, £, L—ILEHT—R/N—=—FT1—0 APM /1 R K~
ZEV)IATCNR—2E—BUET,

BN=RF—ARRNAARY NZZEHT S, $YourApmName-
AWSIncidentDetectionResponse-LambdaFunction & WS & Hi?M Lambda B ZE/ERK L £
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Incident Detection and Response THOJ—JO— RO A 7R—F 4
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IDRCLI Z2FALTO—20—REAVR—=F 12T TERVERE. D—V0—RET
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HALET, D—VO0—ROAVR—FA42JICETBDTT—r TR, 7—78—RKR, 7—F5779
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. BAE
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TZ2—LRYVIAKDOTT—h2FT72O0—RLET,
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EEhTWEWEE, 102 F UK
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fl:

arn:aws:cloudwatch
tus-east-1:1234567
89012:alarm:ALB_5x
x_Target_Response

(7—70—ROEEFERKREE

RB358)

fl:

Sam Smith — Application

Manager

VTP LERT, LEILCKEL

T "™NAL EAHNLET,

fl:

sam.smith@example.com
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STy o0H

ExampleZ > 7' v U 04l

B7EL

M RF 1 XN, [CustomerName] — [WorkloadName] ZX{RE L TVWET,
ATY T B%

BEETOV3Y

1. RODESIC, Y R—N T—ACHTIHRVDOERESERICEEBLET,

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<Application_Name>>. I am currently investigating and
will update you in a few minutes once I have finished initial investigation.

Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>

ATY 7 15H

I =X NEHE

SNt a> TR, COTUTYVOICEHBENZ IS —SAVRNTSICOVWTEHBEL, Ei&E
DFHEMOKIERLET, IO —XANTSURE, ATV INAARATY 700125 —>3 %
BTSHBREIhETS,

s II T —I XN

AWS Incident Detection and Response F—AlE, U TOHARY—AT—IFRILE—OT RL A
ZHR—N T—RAIZEMLET. AWS AT—IRILA—IF, MEORBA/DEICEDAREMD
HBDEMDAT—IRILT—ZEH{RELTVET,

« NARI—AT—UKRIA—: customeremaill, customeremail2, mobile1

« AWS AF—27KJLA —: aws-idr-oncall@amazon.com, tam-team-email %% &

« 1ERYOEEE: [Cholk, GBOUOII1Z5—3aVICOHEENDEX—IILDOELET
T, HFPOAI1THy—2a> FRTLES, ThSsDEKEZEHBRLET, ChsDEKE
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. IRNTOBETR—I VT ULTEBESEL, pager-duty BEDHARI—R—I VT AD
EX—LT7RLABETT, [BE] £2¥3>0 Q215 —2 a5\ . [1 BEY OEE
AR AT SRS EEATALECETHERERRNIEMLET, ]

s AT RNI-ILDRE

BEEN T V)Y D EERT B = 6HIZ AWS Incident Detection and Response ZHEBEEFTIH ES
D, BERFBHTVYDZERTRINEDD, FEEAVIFURNIEAINLEEEZICSETENT
Dy RBEHIDIHNESHERLET,
(BEFEOFHCEITVT120FT73a>EBRLEY)
« AWS Incident Detection and Response ¢ Amazon Chime/Zoom 7 U Y 2 & {ER T S
- BEFRNMRHELLBHT VYD

- SBRBES < QBBSEH/FA >

« BEHZIE. AWS Incident Detection and Response F— AN SEEFEE I 1 25— 3|
WELT, IXTOAIFURODT VY DFMZRHBHLET,

« TOM-FHlZEELET.
s IVT=IAXVRNODIAAL—>3Y

VBRI T—DADRNTSODOBEEN 1T MIISELEVIESE,. AWS Incident Detection
and Response (EX DELELIEXLET,

TAAL—232F2EBRIEI, YR—NT—ACEBMTS, EFZHTD, FLEETOW
FR{ISBENHINESHEEELERT,

« TAAL—232FBHIC, RYEIT2HE, IBIVT7 XD NOEBEICERL L2
L TLEEL,

s HRIDIAHL—2 3 iE#KS%: [escalationEmailAddress#1] / [PhoneNumber] — — DiE#& 5% (C T
AAL—2320FBHIC XX DHFEET,

s COEBBREZE [T—AICEMULET/ERFZN TET]

« 2BBODIAHNL— a2 iE#&%: [escalationEmailAddress#2] / [PhoneNumber] — < O iE#& 5t (C
TAAL—232FBHICXXDTHEEET,

s COEBRBREZE [T—AICEMULET/ERFZN TET]
. TOH

dX1Z7—2 3 5E
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ot arTRk, AVIFUORNEBIVIZTHNFAVIF NS LTI ZT—>3>
FrRILADEEEN AT —ORIS —EAI 15— a2 2B FECODVTHALET,

- HENHBIB/BENII1ITT -3 VEHE

Z MFtE L. AWS Incident Detection and Response ", 75— M BEBEANDBENEFEE R
LTVWBRERDT—2ATYTHSHMIL EBEICHBENET,

AWS Incident Detection and Response l&, "I —S X KNTS2 -A 22 F 2 NO-I)LDOR
By ICRENTVWBRERSIC, BRICROSNET VY DAOSMEBERICVIIANLET

(1 RV OELZE] AFATEAES A ICIELU T 1 2BRLUET),

LIV —IAYNT Y IV S =T XY N O [ARRI—AT—IHRILA—] Fr—R
@ CCIBMENTVA L ERBLET,

OR

1L [T =X RTZY IV T =X N O [AARAEN—AT—IRILE =] H LT 1
EIfRV) DELE K] FT—AD CCICEMENATVRS EZHWIELET,

2. RODFTL—RNICEDVWT, IV AV RNEBEARESERICEELET,
(1 2ZBIRLEY)
EENBHDBEDT>7TL—B -Amazon Chime 7U v

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>
Please join the Amazon Chime Bridge below so we can start the steps outlined in
your Runbook:
Amazon Chime Meeting ID: <insert_Meeting_ID_here>
Link to Amazon Chime Bridge: <insert_Link_here>
International dial-in numbers: https://chime.aws/dialinnumbers/

FEBIHDEEOTUTL— N -BERIRBLETUYD

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>
Alarm State Change Reason - <insert_state_change_reason>
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Alarm Start Time - <Example: 1 January 2025 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

YBYHDBEDTUTL—h - SEEOBNET YD

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert_conference_number>
Conference URL: <insert_bridge_URL>

3.T7—R%, REFDNARI—FI3aVICRELEXT,

4. LD, FEBNIHZBZEOAI 17— 3 2EFLER, T—AN S [1 BHRY OEMEE])Z
HIBRL R (1 EFRY) OFLEE] A FATERIESE).

5, LD [TV =S AV NODIAAL =23 V] FBEICHVET,

6. BFEAN 30 FHUAICKELBEVERRF, T7—ALANEETZRTERZEHRILEL, EZXZVDT
ERHITLER T,

- FENBRVEEOIZ 15— 3 UEHE

— MFTEIE., Incident Detection and Response A'&¥D [N T =D ZRT T BEICT Z— LN
BELEEEICHBENAETET,

1. FENBVBEOBRAIEZEETDHIC, [TT—IXARNTSU MBI TF—IXURNI
=S AVRNTSUICRERENTVBELEICEIVT, YR—NT—AD CC HSBERK
DIEFEFLZRIEL, HIBRFLEFEMLERT,

['[1 BRY) OEMKZE] ZEBMLBEWVWTLSEE WV, " (1 BRY OELKE] AFRATRERSSICERA
Eh&EY)

2. ROTVTL—RCEIVWT, IVT—IAV M BLVBHAZHEERICEFLET.

HEFBEWVEEOT7TL—b

AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>

Alarm State Change Reason - <insert state change reason>
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Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2025, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will
engage to assist.

3. T7—R%, (REPOHAZN—T O a2V ICRELET,
4, BEEN 0 2UACKELBZVEER., T—AZHBRLET,

T70Tr—23a>0F7—FT7I0FvBE

cOteo2asTl, AVITFUORNEBIVIZTEARL—I VIV ITHREBETRITTV
T—>3V/0—U0—RT7—FTI9FYTOBREZHALET,

s FEBHY—ERAN BB AWS THONED—=232 -COF7)Tr—>3&9R—rh32)—
SavHFHBAWS THIRNDODUAR, TTVT—232 Y R—hg2, BREBDA2TZ
ARNZOFr+TOMMEZIDZTICKELET,

» 123456789012
» US-EAST-1 - ZEIC/ISU TRERZFA
« Amazon EC2 - A E(ZJSU TR FH A
 DynamoDB - A EIZ U TR A

- TO
« US-WEST-1-ZSEIC/ISU THE A
- TO
« BlOoT7HI> B
- TO

Incident Detection and Response TH > R—RULIED—IJ0—R%
TARNTS
TZo—ALDHEV)IAKNTET TS E, AWS Incident Detection and Response D7 —2 00— ROE_ZZ

D> %BHMIL, BEOEREZXELET, 7—IJ0—REZCOBAASTITATICEZR) Y
JgEhEd,
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Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS #it##t case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T04:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.
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At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an #### support case on behalf
of the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and #### Engineering joined
the bridge. The Incident Manager confirmed there was no on-going AWS impact to
services the workload depends on. The investigation shifted to the specific resources
in the customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.

At 2023-02-04TQ4:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T0Q4:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 10 minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS #### and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.

N =R

« 77U —<3>F— LD AWS Support Center ConsoleNDF7 VAR 7O 3a -0 9%
c AVITFUINKEIVIIARNTD

« AWS Support App in Slack T Incident Detection and Response DY R— K T —AZEE TS
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