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a. AppFabric t¥17RETCERATBI NV BEZEBELET,
b. THIRYIh#&, ROVZFATUUARNT "Nevery Z2BRITZCEEZHHHLET, OE
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12. [Add] GBIN) ZIBIRLET, VFA4 TR —UL Y MER., ERERICOARRTEET,
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ZERTBIHBEN HYVET. 1 277V r5r—>3 R ROY 7H 721 A NAzure MonitorT,
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Monitor7 7’7 —2 3V RA QKN BETT,
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]
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[
{
"Name": "message",
"Type": "string"
1,
{
"Name": "process",
IlTypell:
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
I
{
"Name": "status",
"Type": "string"
I
{
"Name": "time",
"Type": "bigint"
I
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
1,
{
"Name": "metadata",
IlTypell:
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
I
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{

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"severity",
"string"

"duration",
Ilintll

"type_name",
"string"

"activity_id",
Ilintll

"type_uid",
Ilintll

"observables",
"array<struct<name:string, type

"category_name",
"string"

"class_uid",
Ilintll

"category_uid",
Ilintll

"class_name",
"string"

"timezone_offset",
Ilintll

:string, type_id:int,value:string>>"
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{
"Name": "end_time",
"Type": "bigint"

I

{
"Name": "activity_name",
"Type": "string"

I

{
"Name": "cloud",
"Type":

"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,

},

{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"

},

{
"Name": "query_result",
"Type": "string"

},

{
"Name": "query_result_id",
"Type": "int"

},

{
"Name": "severity_id",
"Type": "int"

},

{
"Name": "status_code",
"Type": "string"

},

{
"Name": "status_detail",
"Type": "string"

},

{
"Name": "status_id",
"Type": "int"

},

{
"Name": "network_interfaces",
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"Type":
"array<struct<name:string,type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
I
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strtL
},
{
"Name": "user",
"Type":
"struct<name:string, type:string,groups:array<struct<name:string,uid:string>>, type_id:int>"
I
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string,type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
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},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
I
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
},
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
I
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
},
{
"Name": "disposition_id",
"Type": "int"
},
{
"Name": "disposition",
"Type": "string"
},
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
},
{

"Name": "auth_type_id",
IITypell: Ilintll
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},
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
},
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
I
{
"Name": "auth_type",
"Type": "string"
I
{
"Name": "firewall _rule",
"Type": "struct<version:string,uid:string>"
I
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
},
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
},
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
I
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
},
{
"Name": "raw_data",
"Type": "string"
},
{

"Name": "email_uid",
"Type": "string"
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},
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays<
1,
{
"Name": "start_time_dt",
"Type": "string"
1,
{
"Name": "direction",
"Type": "string"
1,
{
"Name": "smtp_hello",
"Type": "string"
1,
{
"Name": "unmapped",
"Type": "string"
1,
{
"Name": "direction_id",
"Type": "int"
1,
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmazc
},
{
"Name": "email",
"Type":
"struct<uid:string, from:string,to:array<string>,data_classification:struct<category:string
1,
{
"Name": "impact_id",
"Type": "int"
1,
{
"Name": "resources",
"Type":

"array<struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:strinc
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1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
1,
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
1,
{
"Name": "confidence_id",
"Type": "int"
1,
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string, type:string,value:string, provider:string>>"
1,
{
"Name": "rcode",
"Type": "string"
1,
{
"Name": "app_name",
"Type": "string"
1,
{
"Name": "rcode_id",
"Type": "int"
1,
{
"Name": "query",
"Type":

"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
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},
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups:z
I
{
"Name": "response_time",
"Type": "bigint"
I
{
"Name": "delay",
"Type": "int"
I
{
"Name": "start_time",
"Type": "bigint"
I
{
"Name": "proxy_http_request",
"Type":
"struct<version:string,url:struct<port:int,scheme:string,path:string,hostname:string, query
},
{
"Name": "version",
"Type": "string"
},
{
"Name": "stratum",
"Type": "string"
},
{
"Name": "stratum_id",
"Type": "int"
},
{
"Name": "dispersion",
"Type": "int"
},
{
"Name": "traffic",
"Type":
"struct<bytes_out:int,chunks:bigint,bytes:int, packets:int,packets_in:bigint>"
I
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{
"Name": "precision",
"Type": "int"
I
{
"Name": "size",
"Type": "int"
I
{
"Name": "actual_permissions",
"Type": "int"
I
{
"Name": "base_address",
"Type": "string"
I
{
"Name": "requested_permissions",
"Type": "int"
I
{
"Name": "end_time_dt",
"Type": "string"
I
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
},
{
"Name": "remediation",
"Type": "struct<desc:string>"
},
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
I
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
},
{
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"Name": "time_dt",
"Type": "string"

},

{
"Name": "group",
"Type": "struct<name:string,type:string,uid:string>"

},

{
"Name": "users",
"Type":

"array<struct<name:string, type:string,uid:string, type_id:int,risk_level:string,risk_level_

I

{
"Name": "confidence_score",
"Type": "int"

I

{
"Name": "state",
"Type": "string"

I

{
"Name": "state_id",
"Type": "int"

I

{
"Name": "evidence",
"Type": "string"

I

{
"Name": "confidence",
"Type": "string"

I

{
"Name": "risk_level",
"Type": "string"

I

{
"Name": "risk_score",
"Type": "int"

I

{
"Name": "impact_score",
"Type": "int"

I
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{
"Name": "risk_level_id",
"Type": "int"
I
{
"Name": "finding",
"Type":
"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti
},
{
"Name": "user_result",
"Type":
"struct<name:string,type:string,uid:string,type_id:int, account:struct<name:string,uid:stri
I
{
"Name": "codes",
"Type": "array<int>"
I
{
"Name": "command",
"Type": "string"
I
{
"Name": "type",
"Type": "string"
I
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
},
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
I
{
"Name": "tls",
"Type":

"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays
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},
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string,category_
I
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
},
{
"Name": "type_id",
"Type": "int"
},
{
"Name": "databucket",
"Type":
"struct<name:string, type:string,file:struct<attributes:int,name:string,owner:struct<name:s
I
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
I
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
},
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string,fingerprints:array<struct<v
I
{
"Name": "is_mfa",
"Type": "boolean"
I
{
"Name": "logon_type_id",
"Type": "int"
I
{
"Name": "auth_protocol_id",
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"Type": "int"

I

{
"Name": "logon_type",
"Type": "string"

I

{
"Name": "is_remote",
"Type": "boolean"

I

{
"Name": "is_cleartext",
"Type": "boolean"

I

{
"Name": "auth_protocol",
"Type": "string"

I

{
"Name": "is_renewal",
"Type": "boolean"

I

{
"Name": "lease_dur",
"Type": "int"

I

{
"Name": "relay",
"Type":

"struct<name:string,type:string,ip:string,mac:string,namespace:string,type_id:int>"

},

{
"Name": "transaction_uid",
"Type": "string"

},

{
"Name": "file_result",
"Type":

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

I

{
"Name": "file_diff",
"Type": "string"

I
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"array<struct<type:string,data_classification

{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"create_mask",
"string"

"web_resources_result",

Ilappll’

:struct<category:string, category_id:int, confi

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

"array<struct<title:string,uid:string,attacks

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"src_url",
"string"

"priority_id",
Ilintll

"verdict",
"string"

Ildescll’
"string"

"verdict_id",
Ilintll

"priority",
"string"

"finding_info_list",

:array<struct<version:string,tactics:array<st
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"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"expiration_time_dt",
"string"

"expiration_time",
"bigint"

"comment",
"string"

"entity",

"struct<data:string,name:string,version:string,uid:string>"

"entity_result",

"struct<data:string,name:string, type:string,version:string,uid:string>"

"struct<type:string,file:struct<name

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"module",

"exit_code",

Ilintll

"injection_type",
"string"

"injection_type_id",
Ilintll

"request",
"struct<uid:string>"

"response",
"struct<error:string,code:int,message

:string, type:string,path:string,desc:string, type_id:

:string,error_message:string>"
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},
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int,parent_
I
{
"Name": "prev_security_states",
"Type": "array<string>"
I
{
"Name": "security_states",
"Type": "array<string>"
I
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
},
{
"Name": "url",
"Type":
"struct<port:int,scheme:string, path:string, hostname:string,query_string:string, resource_ty
I
{
"Name": "tunnel_type_id",
"Type": "int"
I
{
"Name": "tunnel_type",
"Type": "string"
I
{
"Name": "protocol_name",
"Type": "string"
I
{
"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
},
{
"Name": "num_trusted_items",
"Type": "int"
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}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",
"string"

"num_resolutions",
Ilintll

"S(:an",
"struct<name:string,type:string,type_id

"num_detections",
Ilintll

"num_processes",
Ilintll

"num_files",
Ilintll

"total",
Ilintll

"num_folders",
Ilintll

cint>"
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}I
{

"struct<command:string,flags:array<string>, command_response

iy
{

"array<struct<references:array<string>, severity

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"dce_rpc",

"share",

"string"

"client_dialects",
"array<string>"

"open_type",
"string"

"tree_uid",
"string"

"share_type_id",
Ilintll

"share_type",
"string"

"dialect",
"string"

"cis_benchmark_result",
"struct<name:string>"

"vulnerabilities",

:string,opnum:int, rpc_interface

:string,affected_packages:array<struct<name
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"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string, category_id:int,confidentiality:string, confic
I
{
"Name": "database",
"Type":
"struct<name:string,type:string,uid:string,type_id:int,data_classification:struct<category
}
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FAIDBEARYNISAEEALET,

5. AWST7HIKNIDEASBIDOEAIC, AWSTHIVRNIDZEZASLET. £VT, (EK] =
BRULET,

6. HARLY—A®D Amazon S3 DFFZEREFELE T, Ch%ZEFEHL T Amazon Data Firehose B
FEAN)—LZERELET,

Firehose TEMEARN —LZERTS

1. Amazon Data Firehose AV —=J)LICBBL £,
2. [BEANJ—LDER] ZBIRLET,
3. [Y—ZA]IZIF [Direct PUT] Z3&IRL £ 7,
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4.
5,

10.

11.

12.
13.
14.
15.

BB k] (C k. [S3] ZBIRL T,

[LO—REZEB|BLVER]) 023> T, [LO—REXOZRZEMICTS]) ZFRL, B
FxX & L T Apache Parquet Z3&RL £ 9,

AWS Glue 7—7 )T, BIOFIETHERL = AWS Glue T—7 )L ZBIRL, BF/N—>3a %
BIRLET,

[EEXDERE] [Clk, Security Lake HARX ALY —ATHERL = Amazon S3 /N Y M ZEIRL
-

[BHWN—T 13 Z2J1 2k B3] £ 8RLET,
[JSON O A > 5 A 2 #E#7] (I [B%h] ZBIRLET,

o [¥—F] Ik, eventDayValue EABLET,
« JQR]ICE, (.time/1000) |strftime("%Ysmsd") EA DL ET,
[SSNTYRNRTLT714vORICIE, ATOEZRAADLET,

ext/<custom source name>/region=<region>/accountld=<account_id>/eventDay=!
{partitionKeyFromQuery:eventDayValue}/

<custom source name>, <region>, <account_id> %& Security Lake DDA X LY — AR
AWS V=232 E AWS TAHIVNIDIZEEMAET,

[S3NTY RIS—HATL74v9R]ICiE. UTOEEADLET,

ext/AppFabric/error/

(BT (C [300] ZEIRL E T,

Sy 7744 X] 2l [128 MiB] ZBRL £ T

Ny 7 7@k (IC& [60%] 2 BIRLET,

Firehose BBEA RN —LADER7OLAZZETLET,

AppFabric BUV) JA & DERK

Amazon Security Lake ICTF—X ZIXE TS (CIE. LABIIZIER L /= Firehose BMfEA RN —AZH B
BRrE L THERATBELY A % AppFabric AV =)L TER T I HLEN B £, Firehose ZH D
BRRELTERAT BRI AppFabric BRIV AKX ZRET D HFEOFMICOVWTR, "THIBmMOE
i EBBLTLEE,
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Singularity Cloud

Singularity Cloud 772 Y R 7 #—Alk, IXTOERRET, IXTOHATIVOERHNSIT O R—TF
A AZREBELET, TORFEEEAD A (AL F. BHAOBEPXNZ—H15, EOFMK
EXTUOYLVITRENDRESERREET, E¥1UT 1 ZHRLET,

AWS AppFabric EEOJ OV IAKICEET 2 EEEE

TO+to> 3> T, Singularity Cloud TfEA 3% AppFabric H hAF—~<, HAHFERX, HH%EIC
DVWTHBALET,

AF—TEER
Singularity Cloud (&, EAT® AppFabric HHAF—Y XX EHR—MLTVWET,

OCSF - JSON: AppFabric kA —7">H A4/ N—tF 21T 14 AF—X 7L —ALD—% (OCSF) #FH
LTF—ZZERNKL, F—XZ JSONFEXTHILET,

D& P
Singularity Cloud &, JX® AppFabric HHEFAASOEEOATOZEZHR—KNLET,

* Amazon Simple Storage Service (Amazon S3)

- BEEOYJ ZET Amazon S3 /N7 Y N 57— X ZF{E 9 B Singularity Cloud& S IC ZEFRXET S
([Zl&. Singularity Cloud’s RF 1 X MDERICHWVET,

Splunk

SplunkiFEBOL VI AZ2EHBDICKIEET, TEEABEE. SplunkdtF1UF1EFT
H—NEVTAORETZY N7 #—LZFEALT, FOZRILZATLOREMEFEMEHITLT
WET, EF2UTA, A T7ZARNZOF v, PTVT—23 0 OBBENFERBA VDT MNIE
P2O0EHE, TFOZIIDRIALCIBDFFEZRRL, FIRIRNFVATA—A—=—320ZMETD I
HIZ. B Splunk ZEBLTVWET,

AWS AppFabric EEOV OV IAKICBET 2 EREE

LT+t 92 3> Tk, Splunk TERT % AppFabric HHAF—<, HAERK., HAXICODVWTE
BALET,
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AF—I KX

Splunk &, AT ® AppFabric HEHAF—Y EFEXZEHR—MLTVET,

+ Raw - JSON
« AppFabricld, Y—AT77UTr—>3a AEALTVWETOAF—YOHEITF—2% JSON ¥
RNTHHILET,
+ OCSF - JSON

+ AppFabric §ZA—7>H A \—tF1UF 1 AF—I 7L —LD—% (OCSF) 2EAL TF—X&
EERIL, F—5% JSON FXTHILET,

+ OCSF-Parquet

- AppFabric @A —7" >4 N\—tF1UF 1 RF—I7L—ALT—¥ (OCSF) £FEAL TF—&
ZIERILL., TF—2R % Apache Parquet EXTHAHL £,

35 PR
Splunk (&, AT ® AppFabric H h&EFZEHR—KLTVET,

* Amazon Data Firehose
- EEOJ %8 Firechose AN —LANSEEONT EZETHSplunkkSIC ZERETSICIE.
Splunk™ T 7% 4 M ®Splunk "Amazon Data Firechose 7 RA> | OFIEICHEVE T,
* Amazon Simple Storage Service (Amazon S3)
- EEOJZET Amazon S3/NNT Y MY ST —RZZETD LS ICSplunkZERET B (C
l&. Splunk 7T 7H 4 KD TAWSH Splunk 7 RFA > M SQS X—AM S3 AT DFEEL DOFIE
2 TLSEZVL,

X117 41)Y—AD Delete AWS AppFabric

AWS AppFabric for security Z5| Z#HZFAL BEVBEE., BMBEAIRELBEVELSIC, &Y
N7y 7TEICHERL EHDBFTO T —2X & AppFabric for security )Y —R&ZHIBRL T &

Wo AppFabric VY —A%Z 0V —>T Y79 %ICI&, Software as a Service (SaaS) 7 7)o —=3
JZEICDY—REERLUEFEQOIEFT) Y —AZHIBRTEIHBEN HVYET. B iAKkSE >HVIA
hES>TTVr—2a B >TFT7Vr—3 N RIL

REOT7URAZHKRL IR, PT7UNY RILZHBRTERT,

NEY D

)Y —ADHIER 150


https://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
https://docs.splunk.com/Documentation/AddOns/released/AWS/SQS-basedS3
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« HRV) Ak K DHIER

« HUV)IA K DHEIER

« 77 V)FRAIDHIBR

« P77V RILOHIBR

HR V) IA & 55 O HIl BR

B V) A& DERERIC H ST &IRIRL =354, AppFabric for security A" 1—%—I(C48hH > THVIA
hEZERLET, BVVIAKEZHIRTDICEK., ATOFIEICHWVET,

1.  https://console.aws.amazon.com/appfabric/ (& % AppFabric A2V —I)LZEE X T,
2. [BRUBICIR=DT, EAIOXZ1—ZEBRALKT,

3. @MWiAK] ZEIRLET,

4. FT7URAZERLET,

5 HIRTZEVIAKEDBICHZD AT a2 KRR ZFERL, [HIR] ZERLET,

6. BMYWIRAKEZATOATRY VAT, [HIRR] ZBRL THEELET,

7. IXTORVYIAAETLREOFIEZEIELET,

B V) JA & D HIBR

HV)AKZHIBRTDICE, ROFIBEILCHVET,

[FUBHICIR=DT, EAlOXZ1—ZRHALXT,

[BXV)iA k] ZBIRL KT,
TF7URAOEIIHZ AT IAVREVEBRLET,

(72232 ROYTHIUA 21— BRLET,

[HIBR] ZZBIRLE T,

BYAKDRIREATOTRY JAT, [HIER] 2BRLTHEELET,

2

7771 FEE D HIER
F7URTEHRT D ICE, ROFIECHVET,

1. [EUHICIR—DT, £AOX_1—zZ2zRHALE T,

B R % DB =


https://console.aws.amazon.com/appfabric/
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EEHAR

2

7

1

2
3.
4

(77 VFRGE Z&IRLET,

HIRLEWT ZURAOBICHD AT aVREVEBIRLET,
(7023 RAVYTAIX_1—%BIRLET,

[HIRR] ZBIRLE T,

BV)IAKDEIBRZATAOTRY VAT, [HIR] 2BRL THEELET,

7N RILOHEIER

T7ZUNYRILZHIBRTBICE. ROFIECHWVWET,

FEUBHICIR—DT, EAOX_1—=Z2RBALET,
[77UNY R ZBIRLUET,

[BIBR] R ZBIRLE T,

[delete] EANDLTHEEL, [HIBR] ZiBIRLE T,

FT7UNY RILOHIE
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AWS AppFabric for productivity & (&

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEEND AN B ET,

® Note

Amazon Bedrock ZFIf: BEIFERH AWS ZEELE£T. AWS AppFabric for productivity
(& Amazon Bedrock LIZHEBEENTWS ., I—H—IF Amazon Bedrock ICEFEE T
20 MNO-ILZ#ELT, AIOZEHE, EF2UT1, EEH2FERZRILLET,

AWS AppFabric for productivity ('L E1—) &, BEOT7 7V T5r—>3a> rs0TFANEE
RAUTAUHANET I3V 2ERTRET, Y—RN—F4—=F7V75—23>OIVR
1I—HY—DEEMZBEITDIOICRILEERT, 77075r—>a3a>FRAYN—E&., o7 7) 75—
2O —F—RITIRARTBCENTTIVT—23a DEEMZEESHRDIATEETH
BDLEERBEBLUTVETN, E77TVT5—a3a  E0REEBELTERIDCERFEATLVEY
Ao AppFabric for productivity 2R T2 &, P7UTr—>a>FRAYN—E. JORAT 75—
SAVOT—BRAVHARNRT O IV EERTD, EH A EFALEAPI ZFE>T, HIREL
FEEBEOERAI TARNE2BUTRYRRELEI RI—Y—TIOARVIVAZRBRTE
%9, AppFabric for productivity ICk 2 TEBOFT 75— 3> OF -2 REEE DD, F
ROYN—E 2 S EREZBEFTLEIEBEITDILEN BLLLBEYET, 77V5r—>3a>FROY
IN—I&. AppFabric for productivity Z BOF7 7D 7r—>3> 0O Ul ICEFEBOAL N TE, T
VRI—H—IC—EBULEIVARVIVAZRHIDERAKFIC, HOT77UT—23a> 0BET S
VTFANERRTDCENTEERT,

AppFabric for productivity &, Asana. Atlassian Jira Suite, Google Workspace, Microsoft

365. Miro, Slack, Smartsheet % &, —fRICKKFIAENTWVWA TSV Tr—23a>07F—2&2ER
L &9, AppFabric for productivity Z#E A3 nid, 77U FROY/N—&., 1—Y—0KAHAER, BE
E,. O VILT 12502 R)N=VFFTAXENETTVTr—2a 8%, ChETRYEEGE
ICBETEDRSICBYET, —FTLIYVRI—Y—E, SFRTEBETIVT—23 0 28HHL T,
BEETERDAN VA NIEEORNZLEDD CEBLKTIEATEDRSICBEYET,

NEY D

- AR
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« AppFabric for productivity NOF7 7t X

« 77— a2 B%FEM 0 AppFabric for productivity ('L E1—) QR %ZRET S
« T2 RI—%—[EF® AppFabric for productivity ('L E1—) OEFAZHKT S

« AppFabric for productivity APIs7°'L E' 1 —)

 AppFabric TN T —XIE

AR

AppFabric for productivity 235 &, 77U r—>a>FROAYN—k, JORAT77U—> 13
VDT =BRAVHARNRT O EERTDAPI ZFELT, FIRFELEBREFEOERAI TIARY
REBUTKRYRRLEI RI—HY—-—TIOARVIVAZRETELT,

s VAARAT7Ur—>3a>0l1—Y—7—X0OE—Y —A: AppFabric for productivity (= & 2 THEH
DT 7VTr—23>07F—3ReEnad ), FROVN—R 2 HABREEZBEITEER
FTRIUENBLKBYNET, SaaST77VTr—23a>07F—2, RELRT—RZAT%&, EOTT
DT—2a  ICE BB ENICEENICERCTDET, OT77Vr—>a > TCHEATE
DEOICMBENET, ChickY, FFVT5—>3a>oFROYN—RBXR)ZBZLOTF—2EHH
AATIVRI—YP—DEEMZEHDENTEET,

e I—H—TOARVIVAZZLICA> MO—=)L: #AROY/N—I&. AppFabric for productivity &
BHEOTZ7UT—>3a> 0 Ul ICEEBHIADCET, I—5—TI9ARVIVAZEZLICOV N
AO—=J)L&Ns, 77VT5r—23a>2E0 00 TFANIETVTIN=VYFSAXEnkA 054
RXRHREND T3 alRI—F—ICREBEIBZDENTEET, T RI—F—E&, Fk
M SaaS F7Vr—>3arX, ZFAIVETOEHICEIRLET7Ur—23> A5, AppFabric for
productivity ZF|FITEEX T, ThICKY, PFUT—>3 2z EBASFEZ2EVTHBZE
KWL, EEORNEZEICIBETS CEANTREICEYET,

s MBILICH A ZREZEERE: 77U r—>a3a>rFRAOAYN—R. EREh L1 —F—XICET
B21—H—LARILDA YA NZ1EDAPI =) TWMETEET, TFILEHARLLEY., B
AZLAZTOV7T NEERLEY, BEOT7IVT—23 2L TREZBEL LY THIHLEN
HV)EB A, AppFabric S5 LEBMEZEVRE, 77V5—23>FROYN—IC&DER
Al EBED KV AE—FT 1 5HBE, HHiAHk, BILETREICLET, ThICKY T US5—3>
TFROYN—R, REEELRXRAVICVY—RAZEREED N TREICAYET,

c PT—TA477O0MD)T77LVAICKY I—Y—DEREZHEEE: AppFabric for productivity &, 7

IRTYRNO—FHELT, 1Y/ NOERICERALEBESTZDZT7—TA 77 RNEERFEY—A
T77A4)N%ERRL, LLM7OR Y NCRTBIRI—Y—OEEEZEBELET,
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« I—YH—1ERE VT A OHA NOERICERL ALY —T—FT14 770 ME, 1—H—
HFTOEARATEDEDICEIEE T, AppFabric for productivity i, ISVOFEFRIE 7 V2 AHfH %
BEETEDY—AELTERALET,

A—AT—A

T7Ur—>3a>FAROY/N—I&, AppFabric for productivity 2R 32T 7 U5 —>3a>mn
EEMZERIFTE £9, AppFabric for productivity (Zld, T RI1I—Y—0EEME EIC&RI D, B
TOI—AT—AILERER 2220 API FAZEEhTVET,

- 1 BOEEOEEM W
« RITWEBA VYA NAPIE, P7U5—232 EX=), ALVE—, Xv+t&—2, A
DBE)ZEMLTRAL—ICA VYA NERTTBDCET, 1 HOEBZMWRI<SEETS
CEETBEICTDAPITY, ES8ICI—H—lk, X—ILEKX., @BOAT D 1—-I)&E. 77
AVTATLADEREWS T 7TV r—>3avazEMLETo>arez, BaNEAETT
T—=2AUDBRTITRENTEERT, HlAERF, REICHARY—TITAAL—a> a2
REBF, REDAFENESZHRTEDLFTEL, #HETI WD 7O aVZEHRELT, TO
BEODTHIVRMNIZR—DFY—ENDZE—TA VI ZRETDCEETEXRT, 7V NOMNE
714=)IR(BZARAVE, FiIEE. X—I)OEEEB/ZEERE)FEBHALIEN, ADEThEAR
FT7O023aOERTAICHRET D ENTARETT,
s REIQOZ—TFT 12T O%fE
L2BEMBO APIIF, 2@BOABRZENLEY, EX=IIL®P XY E—2F0MOT7 75— 3
VEENL CEEEOREVWT —T A 77 RNERRLEN TR IET, aRBICAFEERIEL
DAPITY, I—H¥—RI<SICaBII@MFTLERFITE, AT VERODTRLEHICZT TV
T—2arvEetlEADFREANrETET,

AppFabric for productivity N®F7 7t A

AppFabric for Productivity &, BEZLEI—RTUU—RAEhTHY), KERZ (/N—2 Z 743
AWS U= 3> TCRIATEER T, HMICODVTIEAWS U—2 3>, Ty MAWS AppFabric T R
RAVKNED#—2 BSBLTLKETVAWS £V T7 7L >R,

FD)—=2a>Tlk, XROWFhH0RET AppFabric for productivity i 7 V2 ATE XY,
T70r—>a>FROYN—&LT
77 r—=< 3 B%E M0 AppFabric for productivity ('L E1—) OERZRET S
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https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/general/latest/gr/appfabric.html

AWS AppFabric EEAAR
« ITVRI—H¥—&LT
« T2 RI—Y%—MmE IO AppFabric for productivity (L E1—) ODER%ZBHKRT S

T77)4—> 3> RAEED IO AppFabric for productivity (7L
Ei1—-)OERZHAKBTS

AWS AppFabric for productivity #8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

COtEUa>TR, TTUT—3a>rFROY/N—A AWS AppFabric for productivity (7°L
E1—)Z2T7705—23a ICKEaTHDICKRILSEET, AWS AppFabric for productivity %z £ 3
&, FROYN—W, BEROTTVT—23 2 BTEX=IL, ALVE—ARV N, BRD,
XV tE—IRBENS AIZFRALIEAVHARNRTIOOIAVEERTRET, I—HF—ICE&2T&H
WIYFBRTTIVT—23 VI OARVIVAZBETEER T, YR—KNEhTWBT77UTr—>3
D' ANE, TAWS AppFabric Supported Applications1 Z2Z8BL T &L\,

AppFabric for Productivity l&, 77U —23a>FROYN—IC, RETHRIOENIZRETE
FXRBRANODT IV EAZRMELET, AppFabric for productivity DERZFKR T EE ., £
AppClient Z# L, TANI—H—% 1 ABRLET, COFZEGE, I—H—H, 77Us5—3
> & AppFabric BORRIES LV AT 15— 3 0RNZBBLTARNTZENTEDKSIC
TRHCEZBNELTVERT, 1 ADI—Y—TFTAKNLES, P7US—> 3> % AppFabric (CiE
FELTHRIEZITV., TOR, TORAZMOI—Y—ICIEFET ("TAT Y 7 5. AppFabric IZ77°1)
T—2ar okiE ) VIANT D, Z5R), P70 r—>3araRAvYN—&IVRI1I—Y—%
RELESOT—Z2ERETDLH, AppFabric Tk, P7UTr—2a > 0BEHRERIEL TH SEHEA
HHEZIKTEDELSICLTVET, T5TBET, EEHRDFETI—H—IZLBFHEELTS
HDOERFELET,

N =R/

- BIRREMH

« AT ¥ 7" 1. AppFabric for productivity @ AppClient Z/ERK 3 %

s ATV 2. F7U—>3 0 %FRALREATS

« AT Y7 3. AppFabric I—H%—R—ZJURLZF7UT—>3ICEEBMNTS

- AF Y7 4. AppFabric EEALTIORT U —Y 32 DAV YA RET IS IV EERTS
« AT Y7 5. AppFabric 77U —>3> 0KtV IVIANTD
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https://aws.amazon.com/appfabric/supported-applications/
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« AppFabric for productivity AppClients O & I

« AppFabric for productivity ® AppClients AppClients D "SI 1 —F 1424

Bl RRSRAF

HBTHEC. ZERTILENHYVETAWS THOUU N, FHIZOWVWTEE, TICHA427v )
TB5AWS THI b, ZZRBLUTLKEE Y, £, LT "appfabric:CreateAppClient"
IAM RS — T ORATED1—H—% 1 ALLEERTHDHBEN HYET, Cchicky), 11—
H— & T 7 ) — 3> % AppFabric ICBRT D ENTEE T, AppFabric for productivity o #
BENDT VL AERZNETHHEOFMICOWVWTIE, "AppFabric for productivity IAM 7R 1) 2 — @
Bl EBBLTL XL,

AppFabric for productivity ik, 7L E1—FERERI (N—2ZT7 ) OXTRATEERT, AT
NDATY 7Z2RABRITHHEIC. CEHEOREMNA OB THIEEZRAELET,

AT Y 7" 1. AppFabric for productivity ® AppClient Z#ERK T 3

AppFabric for productivity 1 >34 R&EF7 75— 3V ATRRTEDRSICTBICE, EIC
AppFabric @ AppClient ZE L THE K BEANH V) £9 ., AppClient & (&, AppFabric for productivity
DIT—KRDIATHY, P7I)5—a>2 & AppFabric BINDZ LRI 15— 3a > = 0gEICT
3, BFAT7HBOAUh 77T —23>054TF7 2 NeELTH#EBELE T, AppClient ZEK TS &
AppClient ID A"f¥5& hFEF, Zhid. AppFabric A", F7Usr—>3a>rB&T1—H—0O AWS 7
NDOVKREBELTVRLLEZRBTEDELSICTHEDD, FAXREE—BEOEBIFTT,

AppFabric for Productivity i&. 777U —2 3> FROYN—IC, RETHRIOENTZRETHE
FEXERAOT IV EAZRMBLFET, AppFabric for productivity @ﬁﬁﬁ’&ﬁﬁ#“?%c‘:%u =7
AppClient Z#E L. TARMI—HY—%& 1 ABRLET., COFERF. 1Y 77U sr—>3
> & AppFabric BORRIS LI 17— /E/G/;lbh’éiﬂﬁilel\?é c‘:?b"(%%&iot_
THCEZANELTVET, 1 ADI—HY—TFANLES, 77U —> 3% AppFabric (2%
ELTHKRIALZITV, TDE, 77"11%@@1-"1*-[1’5‘5?3“( F27 v 7 5. AppFabric IZF7 71
T—23a ORI ZEVVIANT S, 28R), 770 75r—>ar#ROAYN—EI 2V RI1I—Y—%
RELESOT—R2EREIT DS, AppFabric Tk, 77U T—>3a> 0EHREBRIEL TH SEHEA
HEZILATEDRSICLTVET, T5F2CLET, EEHZIFETI—HY—IZL3HAAZETFS
HDOERFELET,

AppClient Z/ERX 9 % IZld. AWS AppFabric CreateAppClient APl AXRL—2 3> & FERHLE
T, AppClient ZER TEF T I ML EN HBHE S, UpdateAppClient API AXRL—> 32 zEAT
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& redirectUrls ZZE T2 T TEMRET, appName R FHAZEHFEL D AppClient (2 BEIE
SNTVRETDMONTA—REZEETIHLENHD5EE. TO AppClient ZHIERL . FlICER
TREIVENBHYET, FHMICOVWTIE, TCreateAppClient; 2B L T EE L,

APl Z{H L T, Python, Node.js, Java, C#., Go, Rust B&ENEHROI7OIZIJIE
FECreateAppClientZFEAL T, AWS H—ERICT7UT—2 3 ZBEFTEERT, FMICOV
T, "IAMIA—Y—HA R, O TUITAREZDH ) ZZRLTLKEEV, O API AXRL —
2AVERFTIDICE, THOURBEN—32 4 0FAFERZFEATHIHLEN HYET, BR
N=232 4 OFBICOVTR, IAMI—H—HA4 RO AWSAPIUIJTANDEEZEZSRLTLKE
=L,

VOTARNT714—=)LR

 appName - AppFabric 1—H'—R—Z I ORAEBER—S TI1—H—ICRRENZDT7UT5r—23>0
BHITY, AER—D TR, I RI—H—@EF, P7UT5—>3 2 RHIC AppFabric 4/ >4 h%&
RRTBDHAZROSNET, AER—DOFMHICO VTR, "ATYVT 2 A VHANERTRT
BLEm"TTVICHETTSD, BSRBLTLKEESV,

« description-77 Vs —>3a>0OHATT,

« redirectUrls - ARRICIY RI—HF—HVRX AL I KN&EnD URI TT, redirectUrls & 5 E
TEBIMTEET, HlXIE. https://localhost:8080,

- starterUserEmails - 77U —> 3 U RIENDETO[, 1OV A NEZITRZLHD
TOEANHFAENhD I —HF—DEX—)L7RLATY, FATEDT7RLAE 1 D2OAKTT,
fl: anyuser@example.com

-« customerManagedKeyIdentifier (A 7> 32)-F— X OBES{LICEAET D HAXI—X
Z—T RF— (KMS H4EHK) ® ARN TF, EELAVEE. AWS AppFabric YX— RE—H'(F
AEhET, AWWSFHIEDF— BLRUPHAZI—IZ—I RF—OFMIZIOVTIE, TAWS Key
Management Service BIRE A Ry O "HAZN—F—E AWS F—, ZZBRLTLKLEEV,

LARZA7 1—=)LR

 appClientArn - AppClient ID &% Amazon )Y —A%X—LA (ARN) T9, flZIE. AppClient
ID & alb2c3d4-5678-90ab-cdef-EXAMPLE11111 T9,

« verificationStatus - AppClient DRRIEAT—RX AT,

« pending_verification - AppClient ®#&ZEA", AppFabric TEZEHEITHTT, AppClient M
RN OB ETIEE., <D AppClient ZFEATE D DIF (starterUserEmails THEEE i)
1TADI—H—0OhEBVET, COI1—H—IF, AppFabric I—H—KR—K ) (A7 v 7 3.
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AppFabric 1= —R—ZJLURL ZT7 7D —>3IZEMTS TRMN) T, F7UT5r—>3
UHFRIEEEhTVEVWC L ERTBHNZHETEET,

- verified - AppFabric IC&KZRIEZOLANEEICET L. AppClient FBRIEEHK T,

« rejected - AppClient DRREE 7' Ot AA" AppFabric IC&k 2 THEBENEL £, RIETOEARN
BEENERICETIBRETRK., O 1—H—4H AppClient ZEAT A &> TEFH A,

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],

"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"
3
To> FRIITDE, —EARKEHTTP200 LAR AZRLET,
{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

;(fa:fy :7°:2. I) {T-__-// Ei_/'4i|mu:JEl/|mu-fT75'%b

OAuth 2.0 DA 7O0—&MIL T, P7UT—> 32 H AppFabric D1 > H A4 N ZEREICHKET
EBERS5ICLET, ETRITDA—REZEHLET, COOA—RHFTTVIT—>320 ID ZHREL &
T, FHICOVWTE., THERL ZZRLTLKEEZ VY, RIZ, COFAA—REZTIEAMN—T2EX
BLET, ChickY), PTUT—232 RO AppFabric 1 A4 RZ2BEBLTRRTDTIEA
RAT7Dr—>2a2Iii@d5EhET, FHAICODVTE, "Th—021 Z2RLTLKEEL,
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F7VTr—>32 &R 327 0L AERENEIZDHFEOFRICOVWTR, 77V r—>3 %
WIBLEHDT IV EA%ZFATE 25RLTSEEL,

1. BAIO—RZERTSIZIE. AWS AppFabric oauth2/authorize APl AR L —> 32 %#FH
LET,

VDOTARNT714—=)LR

« app_client_id(&%ZE)- AT ¥ 7" 1. AppClient DYERK THER LI AWS THI K @
AppClient ID T, AppClient Z¥EK T %, HlAIF. alb2c3d4-5678-90ab-cdef-
EXAMPLE11111,

« redirect_uri (%EB)- ATY 71 TCHEALLERTEICTI RIS —% CUAALIKT
% URIl, AppClient ZER 3 %, HIZIE, https://localhost:8080,

+ state (%) - VIVIARNEO=INY VHOREZHE R TDLONO—EDETY., Hlx
(¥, a8904edc-890c-1005-1996-29a757272ak4,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. RREI#., 1—HY—RBEELEZURIICUAALI R NEN, BIO—RAVIVUNTXA—REL
TRENET, HlZF. code=mMONyI9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAxX7BYK1D9krG3J2Vtpr0jVXZOFSUXO9whdekgJ-oampc T,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG332Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. AppFabric oauth2/token API AR L —2 a2 ZFEAL T, CORATI—RZTFTIEAN—7
ERBLUET,

CODR=D2VIEAPIUOTANIERAE N, AppClient DBRIINZTT T5 XTIk
starterUserEmails [CX L THMT T, AppClient DRIENTT L EREK., COM—T2F
EQL1—HY—ICTEFEATEET, COAPIARL—2IVEERTITDICR., THUVRNESR
N—=232 4 OFRERZFEATIHEN BYVET, BR/N—232 4 OFMAICOVTE. 1AM
A—H4—HAROAWSAPIUVTARNDERZSRL TS EZ,
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DOTART714—=)LR

e code (MEB)-HZRENDATY T TRIALERICZHE > £RITI—R, filx
(&, mM@ONyJ9.MEUCIHQQgQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,.

« app_client_id(#Z8) - AT ¥ 7" 1. AppClient DIER THERL = AWS THI K D
AppClient ID T9, AppClient Z/ER T %, HlAIE. alb2c3d4-5678-90ab-cdef-
EXAMPLE11111,

- grant_type (#7B) - fEld authorization_code THIFNIELEY EFH A,

« redirect_uri (#ER)- ATV 71 TCHEALLERARICI—H—Z ICUAALINTD
URI, AppClient Z#ER T %, <55k, RAD—ROERICEALLEEOERUVAANL Y
NURITHBDYXENHVYET, HlAIE. https://localhost:8080,

LARVAT71—=)LR

« expires_in- h—O 2 OBEMHRITINZDETORYEBEETT, F7 4L NOEHRE
12 KRBT,

- refresh_token- &M /token VI TARNTEZTW>LEEHN—DTT,
« token-&#D /token JOTANTRTR2Ib—D2TT,
« token_type - CD{ElF Bearer IC&VET,

- appfabric_user_id - AppFabric 1—%'—ID T9, CcDfElE. UIIARY
authorization_code 95 NRA 72 FERALTVRBEDHRRENET,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mM@NyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1DOkrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
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}Il

ToO2avHFEMedE, T—EAEHTTP 200 LAR AZRLET,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

AT Y 7 3. AppFabric 1—HY—R—ZRJLURL ZF7 7 Vr—> 3> I(CEMN
R

ITVRI—HY—EF, A1OBLANOERICEDND, BaOT77)T5—>3a>rhrsBsnd7—23
ANDT U tA%, AppFabric IZFFRAITAAENH Y £T, AppFabric ik, EAOI—H—R—%F)
(RYZ7FY7EME) ZBELTCETCI RIS =TTV —>3 2B 0E85ET, 7
ZTVr—23arFROYN—NCOT7O0LAZESTEETHEME ZMEL ET, AppFabric for
productivity ZBXIC T2 ERHABS L1 —H—RBF 01— —FKR—FI)ILFEEhFET, 1—H—
FECT, A ARNROART VT —=232>F 023> 0ERICERENDZTTIr—23 >
Z, BREULEYEBBLLEYTEERY, OJ109% &, 1—Y—R@ 77U —> 3> % AppFabric
for productivity ICERTEDRSICAY, BAOT7UT—>23 2 TAOHA NPT O IR
WTEEYT, 77U —=> 3> % AppFabric for productivity & B#EE 23 (Z1E. $E D AppFabric
URLZTZZ7UT—>3a 2 ICBMIRHENFHYVET, chlk, I—H—DT77V5r—>3>rns
AppFabric 1= —R—RI)LIZEET IV ELATEDELDICTRLEHICAAEBRVATY T TT,

1. P705—=2a>0REICEHR, VAALIKNURLZEMTS I3 R LET,
2. ZYUTHIEIIAVHNRON2LES, LT AppFabricURL ZUX AL I KNURLELTT L
FT—>3avIcEBMUET,

https://userportal.appfabric.<region>.amazonaws.com/eup_login
URL ZEMT S &, 1—%—% AppFabric 1—H—R—ZRIICEEITBLSICTTVIT5—>3>T

REENET, T, I—H¥—kOY 1> L. AppFabric for productivity ® 1 >4 NDEKIZFE
BEndT77)r—23 2R U TEBITRCENTEERT,
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ATY 7 4. AppFabric 2 ERALTCOOAT7 U r—>a3a> o4 A4 NE
To>arvaRRiTd

A—Y—»FT77Vr—>aaERdde. 1——0/ (4 N&2FRTE, 77U5—>3>
EOVTFANEY)BADFENf B TEERZSHDENTEERT,, AppFabric &, 1—H—
HFEDIDTIOERERICEDIVWTA YA NEER L ET, AppFabric I&, AppFabric AWS 7 H >
NAFIETS ICI—H—FT—R2ERELET, AppFabric L&D F—ROERAFEICOVTOFMA
(&. TAppFabric TOF—ZMNE ; ZSRLTEZV,

A—F—LRILVDAHARNET O3V ZTTIT—32ATERULTRRIDEER, Al Z
SEARALUIZLTO API Z2ZFRATEERT,

« ListActionableInsights —FMICDOVWTIE, UT®O "ETHEEA A4 by o> 3>
ZESRLTLSEEZL,

« ListMeetingInsights —FMICD2VWTRE, XHA RTRRARTS '2F0ERE, oI 3%
SRLTLSEETY,

RITHEEE A >4 N (ListActionableInsights)

ListActionableInsights &, 777U —>3> (EX—J, ALVE—, Xvt&—>, ZBAY
BE)ZBEMTBTITAETACEIVTETHRERA VYA NERTTSD, B OEBEME
K<EETDIDICH/KIDAPITY, RRENDA A RNIE, 1A NOEKICERE L
T—TAT7F7IORNDEDAKIIEEENATVSD LS, I—F—RBA1HA NOERICFERE
NET—RETRERKERTEET, ESICCDAPIRF, 1OV NIEIKHREEIZ TS
VEBRTENTER LS, I—H—RGBIOTFT7VT—>3 A8 0QAT 7V r—3> Ty
DAVERITIDCENTEXRT, EAMICIE,. ZD API [ Asana, Google Workspace, Microsoft
365, Smartsheet BENDT'ZY N7+ —LEE KL, I—F—NFX—I)EF, ALVF—AXRV B
DR, FRAVDERBERTSCEZTHEICLET. KBRESEETTI (LLM) TR, #HRE 1D
T30 (A=ILEXREAVERE) ICEHNICHFHZEMTEERT, 1—HF—FhEETH
CHABIYAAXTED D, ERAEEZEBEILL, EEMZEHRDENTEEXRT, T RI1—H—
HFT7VTr—23>72ERTHEEEREKIC, AppFabric Tl., 1—H—RGEUERR—ZILZE
RUTOOART7VT—>3>2Fo23a2%RkR, WE. ETTEET, 7OV E2ETIT5
4. AppFabric l&. 1—%—% AppFabric 1—H—R—XI)LIZUAALOIKNLT, 7O 3> oA
ERALTHDNSCNERTTEDRSICTRDEEISVICERL TWET, AppFabric TERE NS
To2a>vnINTUI, BAEOURLFHYET, <® URL & ListActionableInsights API L
ARVADL AR ATHERATELT,
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RLRE, YR—RENTVWBROOART TV Tr—>3>70>ave, EOF7VTr—23 > THR—
RENTVRIDZXREDHEEDTT,

« E X—)LMi%fE (Google Workspace., Microsoft 365)
« ALUHA—A X2 ~NDERK (Google Workspace., Microsoft 365)
- XRAYU DIER (Asana, Smartsheet)

DOITARNT714—=)LR
- nextToken (7' 3a)-REOA>HANOEY NERBITRDEOOR—IF—23 2 N—=7
~TY,

« includeActionExecutionStatus - 7O IV DRITAT—RZADIVARNZZTFAND T 1)
R—TF, CNSOTIIAVRESNEAT—RAEBICEIVWTT IR TEnET, £EH
TZ %{E: NOT_EXECUTED | EXECUTED

DOTARNAY R —

« EFAYH —|F Bearer Token EEELEEICETHBENHYET,

LARVAT71—=)LR

« insightId-£RE A1 RO—EDID T,

« insightContent - A >H A NOBEELE, 1 VYA NOERICERAENET—T AT T7IRAND
BHIAKI VO ZBRLET, E: 2551, #HIAKUV Y (<a>&2 V) Z8C HIML O TYT
EE

- insightTitle-4&KE A/ NOHETT,
« createdAt- A H A NFERESNIZBRETY,

« actions-4EHKeEehtA YA NTHBEIhZTFTOI>OUARNTYS, FoOYavAxA7>oxy
N

e actionId-&ERE kT o> —Z2Z0IDTY,
33

e actionIconUrl-7O2 3> OETHIHEBETATVWED 7S US—23>>0OF 41 URL T

g,
« actionTitle-&ERENETo>a>0HETT,

AT Y7 4. AppFabric 2R L TIORT VT =320 YA NET IS IV ERTTS 164



AWS AppFabric EEHA R

« actionUrl-I> RI—H¥—2A" AppFabric DI1—H—R—ZITF U3 E2RRLTET
ITHLEHOOD—ENDURLTY, F: TV aAVEETIDEE, ISVOTIVr—a>ilEcn
URL ZH L T1—YH—% AppFabric 1—%—R—ZJIL (RY 77y 7EE) ICVXALI KL
£9,

« actionExecutionStatus-792 3 NDAT—RAZRIHHEBETYT, EETEDER
EXECUTED | NOT_EXECUTED T4,

- nextToken (F7°'>3aV)-REOA A MDY NERMEBTHIEOOR—JF—3a =7

VTY, CB558R@ATIaC DT 1—I)LRT, nul FRENEBEE. O—RITBAHARH*E

hAEBZ\WZEZZHRLUET,

M DOVWTIE, TActionablelnsightsy 2B L T &L\,

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

ToO2aVHFRMITRE, H—ERRF HTTP 200 LAR AZRLET,

200 0K

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"
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iy

{
"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",

"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

]I

"nextToken": null

LB O E(H (ListMeetingInsights)

ListMeetingInsights &, @BOABZENL LY, EX=IX XY E—2F0M0T 7)o —
SAVEEHL TEEEYOEVT —TA 77V RNRERRLEYNTBHIET, SEOKXFBICE T TERE
THDICKIUDAPITY, I—H—RGI<ICaR @A LERNITE, ATV ZERODTR1H
CT77VT—>a> BN EARFEANfrETET,

DOTART71—=)LR

"
L1l
\I
-
I
A\

« nextToken (F7'232)-REDA>HANOEY NERBITRLHOR—TJK—
~T9,

JDOTARAY A —

o HEAYA—|E Bearer TokenfBL EEICETHEN BV ET,

LARAT 14 —=I)LR
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« insightIld-&gE A4/ NO—EDID TY,

« insightContent- A/ 2% A4 NOFHBAT, FHFHBEXFIHOEXTHARTENET, A, &
T/ YA N EBLEDOD, KE,

« insightTitle-&ERE kA YA NOHETT,
- createdAt - A YA "R ERESNZHETT,

« calendarEvent - I—H—H"FEITREEEBL AL VA —ARVNEERFLETT., ALA—
ARNATZTON:

e startTime - AR NOBEBEZTT,
« endTime - IR NORTERATT,
« eventUrl-ISV7Z7US—>3a>0ALURA—AXKMNO URL T,

« resources- A1 YA MNOERICEETRMHNDIY—RAEELIJARNTT, UY—AAXATZIH
N

« appName - VY —ANBITRD 77U —>3a > OEZFETY,
« resourceTitle- VY —AODHETT,

- resourceType- UY—ADZRA 7T, I§ETE B{EIF EMAIL | EVENT | MESSAGE | TASK T
¥,

« resourcelrl - 77U —>3a>HNJY—AURL TT,
« appIconUrl-UY—ANEBITDT7IVTr—3a>OEBK URL T,

« nextToken (7> a)-REOA > HARNOEY NEMBITEILEHOR—DSF—>3a>V N—=7
VTT, 5S8R KATTIAVDT 4= RT, nul AMRENEBEK, O—RITB2DAHA DT
NUUEBEWCEZEBKRLET,

SEMICDOVWTIE, TMeetinglnsights; 2B L T EEV,

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

TO2avHARMIBE, HTTP 201 LARY AFRENE T,
200 OK

{

"insights": [
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{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE44LL"

"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
1,
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
},
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

iy
"eventUrl": "http://someapp.com/events/1234",

iy
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"resources": [

{

"appName": "SOME_TASK_APPLICATION",

"resourceTitle": "Code Complete task is due",

"resourceType": "TASK",

"resourceUrl": "http://someapp.com/task/1234",

"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}

}
]I

"nextToken": null

AHARNRPTIIAVICEITR T — RNV VERELTSEZL,

ERENEAHARNRTOIAVICETEZ T —RNY I %EED EE K, AppFabric
PutFeedback APl ARL —2 32 ZFEALET, cOMEZT TV Tr—>a 2 ICBHRALE, BE
? Insightld £ =& Actionld ICH T2 7 4 — R/NY U5l (1~5, EAKRKEVEVEEFMA STV %
EETEET,

VOTARNT714—=)LR

c id-T7A—RNYIDREERNRELED AT TV MNDOREBFTT, Insightld A Actionld DV h
MZBEYERT,

« feedbackFor-7 1 —RNYIVDEERNRERD VY —AZALT7TT, FHTESE:
ACTIONABLE_INSIGHT | MEETING_INSIGHT | ACTION

- feedbackRating-1 A5 5 FXTOFETT, ENREVRETMMATVWCEZEKRLET,

LARYAT7 4 =)L R

« LARVAZ7 1 —=)ILREH)EEA,

SHMICDOWTIE., TPutFeedbacky ZZBL T &L,

curl --request POST \

--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \

--header "Authorization: Bearer <token>" \
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--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

TO2IaUHFBRBLEBE, Y—EARKZEDO HTTP AXZF DO HTTP 201 L AR AZIRLET,
ATY 7 5. AppFabric ICF7 7T —23a>OKRAEZ )V IVITIANTS

CCIEBDETIC, T7US—23>0 Ul %, AppFabric DVOAFT 7 r—>a>oA4 %4 K
ETO2AVEBOIACEISICEHL, 1 AOI—YF—ICEBIBAI A NZRELELE, TAN
(Z#E R L. AppFabric ICk > THEEBILLET O ARV I RAZMBO I - —ICEEFEVEEE,
T7)r—2a>% AppFabric ICEEL., LE1I—EREZZTET, 77UT5—>3a>FR0OY
N—EIVRIY—ZRBELESOTF—XZRETSH LS, AppFabric Tk, 77U5r—>3>o
BHRERIEL THSBRAHEBAERILARTEDELSICLTVET, T5F5ET, EEHDHETI—
H—ICXBDFAZLTH-H0EBELET,

BRI Ot ADFEK

appfabric-appverification@amazon.com IZX—J)LZZEFEL, F7UT—>3 2 0KiAEIZD VT ARNL
T, BREEZ7OAZRABLET,

EX—LORXIZFRXDEREEOET,

« AWS7HDUKID

- RAZMEI DT 7VT—>320OBK
- B2 ® AppClient ID

- B OEELER

e, TERTHNIE, UATOBEREEHI L, BRIBEUPHEZTMIDRICRIUEET.

» TURREFAY S8 (#F)
- UU—RH
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@® Note
AWS 7HIORKNIZ—%—FERFAWS N— N F—BERIZ—vy—HFVBEEE. E
A=)LTOE—-LTLEETV, BMLTHBLKE, BRIV OELAZAE—F1ICEHD N
TEET,

R
RIE7OEREMAT S, ROEEEBLLTVBLEN B ET.

« AppFabric for productivity AWS 7HJ > N Z2FRAT2ICE., BUNE 2ERATIHLENf HVET

T, LTOEEDSSE 1 DULEEFBELTVBDHRENHVYET,

. HEEIE., 2 EE T Select AWS i FEE AWS Partner Network 232 ® AWS /N\—KF—T
T, FHMICOVWTE, TAWSH—ERAN—KF—F71471 ZSBLTLSEETL,

- FIE T 24BN, BX 3 F/M T AppFabric H—E AIZ 10,000 RILAEZERLTVWD Z &,

« 77 VT—232H AWS MarketplacelcBEHEhTWVWD &, FMICOVTRE, TAWS
Marketplaces ZZBRL T<EE V),

BEEA T — R ADEH O 5

T7VTr—>3>0BENRTIDE, X—ITREN B, AppClient D AT—X AN
pending_verification 7S verified ICEDYWET, 77U IT—>3a AN TEhEEEE.
RIEEZOERAZRO TITOBENF HVET,

AppFabric for productivity AppClients M &I
AWS AppFabric for productivity #8E(& 7L E1—MRTHY), EEE D AEEN B ET,

AppFabric for productivity ® AppClients ZBE 925 & T, RIABRTRAOTOLADAL—XT
ARL—2 a2 EEBZRRATEXRT,
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AppClient D ZEET 3

AppClient A7 —2 ANHEFRZ L AppClient ICBI T 25z R~ D & & &, AppFabric
GetAppClient APl ARL =232 ZFEALET, FHMICDOWTE, "GetAppClients 228U T
<EzEL,

AppClient DEFMIZEB T DIk, PBLSEE IAMARI S —OHF TN BET
9, "appfabric:GetAppClient"F#HIC DWW Tk, TAppClients DFFHZEESD OO T VA%
FHTE, ZBRLTLSEEL,

VOTARNT714—=)LR

« appClientId - AppClientID TT,

LARVAT71—=)LR

« appName - AppFabric 1—H#'—R—Z ) OEBER—STI1—H—ICRRENBDT7UIr—>3a>n
FZHEITTY,

-+ customerManagedKeyIdentifier (F 7> 32)-F—XDOBES{LICEAET D HAXII—X
F—T RF— (KMS ") O ARN T, EEELKWES, AWS AppFabric YEx—2 RF¥F—A"F
AEh&xEd,

« description-F7 7V —>3a>0OHBETT,

« redirectUrls - ARRICTI RI—HY—HNFUAAL I KMEND URI TT, redirectUrls (& 5 BE
TEMNTEET, HlAE, https //localhost:8080,

« starterUserEmails - 77U —2 3 UFRIAIENBDETO[, 1A N Z2Z TR H0
TOtEAY ﬁ‘F—Iéfnél—‘U‘—G) EX—=I7RLATY, FATEDTRLAKE1D2DOAKTT,
iz (&£, anyuser@example.com.

« verificationStatus - AppClient DRRIEAT—R AT,

« pending_verification - AppClient ®#&FEA". AppFabric TEEZH#ITH T, AppClient D&
AANEDDETIE, 20 AppClient ZFEHATE S DL (starterUserEmails TEEE hi) 1
ADI—H—DIh &V ET,

 verified - AppFabric ICX PRI TOLZANEEICTET L. AppClient FBREIEZEH& T,

« rejected - AppClient D57 O+ AN AppFabric IZ&k 2 THEBEhEL £, BRIETOEARN
BRETNEEICETISBRETRK., O 1—H—4H AppClient ZFEAT A > TEFH A,

curl --request GET \

AppClients © & 172



AWS AppFabric EEHA R

--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

TO2AVHFRHMTRE, H—ERRF HTTP200 LAR AZRLET,

200 0K

"appClient": {
"appName": "Test App",

"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",

"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,

"starterUserEmails": [
"anyuser@example.com"

1,
"verificationDetails": {
"verificationStatus": "pending_verification"

AppClients ® —E& &K R

AppClients DU AN ZXRRT S & &k, AppFabric ListAppClients APl AXRL—> 3> #FERAL
£ 9, AppFabric Tk, 1 D® AppClient ICDZ 1 DDAHNHFAENETAWS THI K, ZOHF!
RISHREEENDAEMN BV T, FMICDOWVWTIE, MListAppClients; 2B LTS EE L,

AppClient Z U A ML B IZIE, 2x< &% "appfabric:ListAppClients" IAM 7R 2 —DFFHA
HFYUETYT, FHHICOVWTIEE., TAppClients Z—EBRTRIDLHDT VA ZHFATSH, 25RL
TLEEL,

VOTARN714—=)LR
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« BATA—I)LREBYEEA,

LARYAT7 14 =)L R

« appClientARN - AppClient ID &% Amazon Y —A%—LA (ARN) T3, XL, AppClient
ID (& alb2c3d4-5678-90ab-cdef-EXAMPLE11111 T,

- verificationStatus - AppClient DRBRIEAT—R AT,

« pending_verification - AppClient ®#&EEA". AppFabric TEIE#ITH T, AppClient D&
ANEDBDETIE, <O AppClient ZFEATE S DIF (starterUserEmails THEEES k) 1
ADI—H—DAhER)ET,

- verified - AppFabric IC&ZRIEZTOLANEEICET L. AppClient FBRIEEHK T,

« rejected - AppClient ®RREE 7' Ot AA" AppFabric IC&k 2 THEBENEL £, RIETOEARN
BEEChEEBICETIRETIE, BOI1—F—A" AppClient ZFEHATHEETEFRE A,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

TO2aAVHFEUNTDE, Y—EAGFEHTTP 200 LAR AZRLET,

200 OK

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}
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AppClient ZE# 9 %

AppClient IZ X3S 4F 1T S 1 iz redirectUrls ZE# 9% & & (k. AppFabric UpdateAppClient API

ARL—23a2 & FEALET, AppName, starterUserEmails’z &, TOMDNTX—RZLET

PYUENHBHEW. AppClient ZHIBRL TH L W AppClient ZHER L ET., FHMHIC DOV TE,
MUpdateAppClients; 228 L T EE L,

AppClient ZE#H 33 Clk, 27 < &% "appfabric:UpdateAppClient" IAM RS —DEFAIH
PDETT, FMICOVTIEE, TAppClients ZEFH T B LODOT IV AZFHATTE 1 2SR LTLKE
=L,

VDOTARNT714—=)LR

- appClientId (#ZB) - redirectUrls & E#71 9 % AppClient ID T,

« redirectUrls (&%) - EFH & 1= redirectUrls W ') A NT T, redirectUrls (& 5 BETEBMNTE
£,

LARYRAT7 14 =)L R
« appName - AppFabric 1—H#'—R—ZIOEBER—I TI1—H—ILRRENZDTTUT5—>3 >0
BEITY,

 customerManagedKeyIdentifier (7> 32)-F—XOBES{LICEAEThD HAXI—X
ZF—TU RF¥F— (KMS "4 HK) O ARN TT, EEELBZWIES, AWS AppFabric Y X—2 RE—HfE
HAEnhExd,

« description-F77UT—>3 > OHATT,

- redirectUrls - FARRICI RI—H—HVRXALIKNEND URI TT, HlZEF. https://
localhost:8080,

- starterUserEmails - 77U —2 3 U FRIAIE WD ETO[., 1AM N 2Z TR -H0
TOEANHFAEhD I —DEX—ITRLATY, FATEDTRLAGF1D20O&TT,
FlZ &, anyuser@example.com,

« verificationStatus - AppClient DRIEAT—RX AT,

- pending_verification - AppClient ®#&ZEA". AppFabric TEEHITH TT ., AppClient D&
ANEDBDETIE., <O AppClient ZFEATE S DIF (starterUserEmails THREES i) 1
ADI—H—DAhER)ET,

- verified - AppFabric IC&KZRIEZOLANEEICET L. AppClient FBREEEHK T,
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« rejected - AppClient ®#EE 7' O+ AN AppFabric IZ&k 2 TIEBEhEL £, BRIETOEARN
BETNEREICKETIBRETR., O 1—H—4H AppClient ZFEAT AL @FTEFH A,

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

} 1

TO2AVHFEMTDE, T—EAGFEHTTP 200 LAR AZRLET,

200 0K

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1)
"verificationDetails": {
"verificationStatus": "pending_verification"
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AppClient Z HIkx 9 %

RE(Z% 2 1= AppClients ZHIBR 9 % & & (&, AppFabric DeleteAppClient APl AXRL—> 3%
FRLET, HMICDOVWTIE, DeleteAppClient; Z#5BL TS EE L,

AppClient ZHIBR g3 (Cld, 27 < &% "appfabric:DeleteAppClient" IAM RS —OFFAIH
DETT, FMICOVWTIEE, TAppClients ZHIBRT B OO T IV AZFHA TS 2R LUTLKE
=L,

VOTARNT714—=)LR

« appClientId - AppClientID T3,

LARVAT71—=)LR

« LARVAZ7 1 —=)ILREHEEA,

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

ToOavHFRMLIESEE, Y—EARZEO HTTP AXZ#HD HTTP 204 L ARV AZEL £,
IVRIA-Y—RAM—V2ZEHTD

AppClient " T RI—H—RHICHEBITA =02, BWHRIMNMNBD EEHFTEET, .h

& R—2 > API & grant_type refresh_token £ Z#HA AL E THEATD L TRITTEFE

9, grant_type A" authorization_code TH3FZ S, EHITNE refresh_token &, k—7
YAPIOL AR AD—FELTRENET, 74 NOBMHRE 12 BETT. EFHAPIZ
O TICE. "appfabric:Token" IAMARU S —DF AN BETY, FMIIOVWTE, "h—7
21 BKRV TAppClients ZE#M IR ODT I EAZFHAT T2, 2L TKEEL,

VDOTARNT714—=)LR

« refresh_token (#4%) - &RAID /token VIO T ARNTETR > EEHK—DU T,
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« app_client_id (%ZH)-AWS 7HJ > NAICERE 1 iz AppClient VY —AD ID T,
- grant_type (#7B) - refresh_token THRIFNIERY EH A,

« expires_in- h—=O 2 OBEMHRATINDETORYEBEETT, F74ILNOEMERE 12 &
FEﬁ-C"?o

« refresh_token- HZAID /token VIO TARNTRHFW>EEHN—DU>TT,
« token - &AID /ftoken VO TARNTEIFW>Eb—02TT,
« token_type - CDOfElF Bearer IZ&VET,

- appfabric_user_id - AppFabric 1—%'—ID T9, CDfflk. UIIARY
authorization_code 2 N B4 7Z2FEALTVWREENDHABRENET,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3r

TO2AVHFEUMNTRDE, Y—EAGFEHTTP 200 LAR AZRLET,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"
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AppFabric for productivity ® AppClients AppClients D NS5 7 )L 1 —F 41
>

AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

ZDto 3> Tk, AppFabric for productivity D& < $HBITS—E RS TIL a1 —F 42D
THALET.

KREEOT 7V r—>3>

AppFabric for productivity 2 F LTIV ARV I RA&#@{LIT2 77V r—>a > ROV /N —
., TV RI—HY—ICHEZ L RIIFICKRIAITOCLAZRZIMBENf GVET, 77V5r—23a ik
ITNXT, RREDREASAZ—HNL, BRIETOLANETULEBEDGK, RIDEKDIRREICAKY E
9o, DFEV) ., AppClient DERBFICHERA L = starterUserEmails I ZOX Y E—I N RREN
7,

Application unverified by AWS AppFabric
RandoSoft

E Allow AWS AppFabric to send data to an unverified app
RandoSoft ix MEQUESTing 1o access vour data. RandoSoft has not beon venified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wrverified apps might put your data at risk.

Continue Exit
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CreateAppClient T 5 —

ServiceQuotaExceededException

AppClient DERBF ISR DBIANRKEL I2BE. AWS FHI YV NI EIZHERTE S AppClient D3
ZEATVET, ERIFE1TT, HTTP AT—XA]— R:402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient T5—
ResourceNotFoundException

AppClient DFFMZEBITHEZICUTOHIANF RTIENDHEIE. EL LV AppClient BB FA" A
ENTVBRCEZHERLET, cB550ITT—Wk., BELL AppClient YRO2ASBAh Ikl ezE
BRLET,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

DeleteAppClient T5—
ConflictException

AppClient ZKIB 35 £ & CUTOBAFRTE NIBAE, BOBKRY I TARNFEFTFRTT. 2
55FRTTRETHBLTAS, BESHALILE L, HTTP AF—K AT— K: 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

AppClient ZHIBR T2 L Z LU TOHAN RRENDHBEE. IEL L AppClient BRI FAADENT
WBZELZBRELET, CBE5NDIT—F, EELE AppClient F¥RONS8BHA 2 ECeEZERLE
£
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ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient T5—
ResourceNotFoundException

AppClient ZEF T2 EZICUUTOHIAN RRENDHEEE,. EL W AppClient BBl FAADENT
WBCELZMRALET, CcESOIT—IF, EELE AppClient FRONSBA 2 eZEKRLE
E

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize I o —

ValidationException

APINTA=Z2OWVWT LD, APl OARTERENTVRGHIREEZEBE L TVEWVES, UTO
BIADNRETDENBDYNET,

ValidationException
HTTP Status Code: 400

A 1: AppClient ID AHEEE hTL &L

DOTARNINTG X—&IZ app_client_id A& V) £ A, AppClient FFEEERKE N TVWEVE
BRERTB D, BEFFD app_client_id ZFEAL THERL £9. AppClientID ZR2F3 (I
(. ListAppClient APl AL —> 3> #FERALE T,

A 2: AppFabric ¥ HARNY—NFR—I RF—ICT IV EATERZY
Message: AppFabric couldn't access the customer managed key configured for AppClient.

BTSEL, BET IV EAERNIZTEE Nz, AppFabric FBE, HAZI—IYR—I RF—ILT
DEATRENTEFERA, BELEXF—HNFEITHDEEZHEL., AppFabric ICEYIART 7t A
RN FEEThTVWR L E2BABLET,
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BRI EBELEUAAL YN URL A EZD

Message: Redirect url invalid

DOTARNDIVA ALY RNURLAELWVWCEZREFELET, AppClient ZHEERFLEFEFHFLLEE
ICEELE, UAAMLIBNURLOVTNAE—BITEDHBENHYET, FUFHAOUEAL I
URL Z—ERTRTBICIE. GetAppClient APl ARL —> 3 #ETLET,

Token T5—
TokenException

W<DOADERDLS, ATFTOIZ—HARETZIHEENHIET.

TokenException
HTTP Status Code: 400

BR 1 BEWEX-IIEEEATVS
Message: Invalid Email used

FERALTWVWBX=)LT RL AN, AppClient Z4ERK L Iz& & (C starterUserEmails BHEIZU R
RENETRLAE—HLTVWACEZHRBLET, —BLAVBEE., " BIDEX—ITRL
ACZEBELTHSBERLET. FALTVWAX—)LZRRTBHICIE. GetAppClient APl FRL —
23 aRITLET,

BH2 h=UUNBEENTVEVIEES, grant_type ' refresh_token & L TIRE N B,

Message: refresh_token must be non-null for Refresh Token Grant-type

DOTARNTEELEEHFN =00 null £-E@FZETT, Token APl d—=I)LOL AR AL, ZE
LET 95 1477 refresh_token ZIEL X T,

ThrottlingException

AP, FAIEhTWVWR I —RZHBADL— KR THTHEND &, AT OBIANRET D AR
HV)ERT,

ThrottlingException
HTTP Status Code: 429
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ListActionableInsights, ListMeetingInsights. PutFeedback ® TZ—
ValidationException

APINZX=20OWVWTFNAY, APl DR TERENTVRHERBBEZFBLL TLVEWEE, UTO
BIADNRETDENBHYET,

ValidationException
HTTP Status Code: 400

ThrottlingException

API A", FAIENhTVWBR VA —RZHABL—NTHUHELD L, UTOHANRET D AN
HWERT,

ThrottlingException
HTTP Status Code: 429

T RI——m G o AppFabric for productivity (7'L E1—) O fE
RAaeRKBRT3

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEENDAEMN B ET,

Ot azik, AWS AppFabric for productivity ('L E1—) ZB#ICLTRAVERBED—
70-%FEEEMLEEEEZEVSaaS 77U —>3a > 0L RI1I—HF—ZR/RELTVWET, LTD
FIBIZR>TTF7UT—>3a 0 %#45L, AppFabric &R T hiE, JOAT7UT5—>ar(4 2%
A NZERTRL, FAOTTVT—23>20F7 02320 (A=ILEEPRBOAT D 1—-I)LBRERLE)
ERITTRDCENTEERT, BERTED TSV T—> 32k, Asana. Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack, Smartsheet & & T3, AppFabric IZO T2 YNDT Y
TAZFATHE, AppFabric A SBEVOT7UTr—>ac, JAARAT 7V r5—23a>oA4%
ARRTOIVEEERNIACZENTED LS, EFEMRO@MEPD -0 70— OKIRENIE
BIC&RIBEET,

AppFabric for productivity &, Amazon BedrockZ3ERA L ERK Al ZFEH L TWE T, AppFabric
&, I—H—NHATRWICHFTLEZSICOAK, AP ARNETOIIAVZEERLET, 1—
HY—l&k, F77VT5r—=>avic, AT 1TV EEL2ICONO-ILT2EREZFELE
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9, AppFabric A", 1 YA NOERICFERE D, EBELZIABESETTFILONL—Z20T%
WEIC, BEEOTF—RE2FAITIEREHYYERA, SFMICOVTIE., TAmazon Bedrock &< &
EM) 2SRBRLTLSEETV,

N

- BIREH

« AT Y7 1. AppFabric lcH A4 >

c ATYVT 2 AVHARNERTIBDCEEZTTIICHATS

c ATV 3. F7VT—23 B ELTAYARNET OOV EERTD

c ATVZ 4 BT 7VT—23TAVHA b ZERLIAQATZVr—23 79> 3 %
e

s ITHBRTEFI21)T 1 EEEM T O AppFabric for productivity (7L E 1 —) BEANDT VA% E
)

+ AppFabric for productivity D T R1A—H—TS5—OKZTINa1—F129

Bl R SR
EREBERT B, UTORANF TEoTVB L ERRBLET,

« AppFabric I 1 > 1 >3 % -8 O FRALEER: AppFabric for productivity DA ZBFEKR T 5 (-

l&. Asana, Google Workspace, Microsoft 365, Slack D W\ FhAO7ONAE—DT7 TFL —
AL A VRIER (A——RBENAT—R) FRETT, AppFabric lcHA> 1T
& . AppFabric for productivity ZB%IC T2 ETNEFNOT7 SV 5r—23a> T, 1—H¥—& L TER
ENET, Y4212 F%E, BEVOTTIT—2 3028 LTI YA MNOERZRBRTE
X7,

s P77V —23 B RTHLOORMERK: VART 7V Tr—23>04 34 NEET VA
., I—Y—HARATZT7TIT—2aVICETVTORERENET, 42142 ORAER
BF (A—HY—BENAD—R) @, BATHIT7VTr—>3>2ell, BEICBYET, YR—b
ENTVWBT7UT—>32ICI&., Asana, Atlassian Jira Suite. Google Workspace. Microsoft
365, Miro, Slack, Smartsheet B ENFHVET,

AT Y 7 1. AppFabric ICH 1> 14>

T 7VJr—<, 3> % AppFabric ICE#H L., SEVOIATOYRA YA NEFEOT 7T —
2aAVICEERYIAKET,
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1. AppFabricld, EQF7 TV —2 a0 TEESERERBEFETHEATD LN TE, TT7UI—
JAVOIVARVIVAZEHET, TD =, LT O AppFabric for productivity @ 78— A
R=DIZTIVERATRDLEOOIVRNIRAVNE, FTVT—2320ZEICBBVET, <0
R—LR—T T, AppFabric ZBMICTH7OCAICETRZ IV TFARNNFBREETINTHEY,
1——RBERACHAI M 2ROSNhET, 1—H—7H AppFabric ZBRICLEIS &L TV
BPIXRNTCOT7TVT—23>T, COEAEAIRTENET,

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

2. Asana, Google Workspace, Microsoft 365, Slack D WVFhADTONAF—HSBEH DR
MBEREFE>THA A LET RAMBRIVARVIV A%EBIIE. AppFabric ZE%
CLESELTVWBR 7 U S—2areER@U7ONAMZ—2FERALTHA 412 LET, Hlx
(&, App1 T Google Workspace DFREEEHRZEFEAL I23BE . App2 TE., EEBEYA 4
VIRMBENBHDHBEICE. Google Workspace 2R T D ENHEENET, Flo7O/NA
A—BEITHAAVFRGEER,. P77V Tr—23 0 2ERT2 70 AZHERITIHHLE
FHIET,

@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

3. HAVAVORABEHBRDOANZEROShIZSAHL, 2OTO/NA S —H S AppFabric IZH A
AV TREEERBLET,

AT Y 7 1. AppFabric IZH A A > 185
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

[ G Sign in with Google |

l & Sign in with Apple |

OR

‘ }\dl.’ll"::"n'-‘(}rk email.com |

¥ We'll email you a magic code for a password-free

sign in. Or you can sign in manually instead.

Sign in to AWS AppFabric with Slack

P =2

Select a Slack account or workspace

Andrew
email.address@acme.com
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

.

Cancel Accept and Continue

ATYVT 2 AOYANERRTDERTTIICEHETTS

YA 429 % &, AppFabric for productivity ZBRIICL LS ELTWVWAT7UTr—>3>RAIC, 2
AAT7VT5—23> A5 ANEeT VAV ERRTTDEZ, AppFabric ICEFAI T2 A ES D
EERDIEEBER—INFRRENET, HIZIE. AppFabric I, Google Workspace ® X—JLXHL >
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H—DANRNZEV) A Asana ICRRTBDCEZFATEIAEDD, EV2EKDICTT, 2D
SAENDATY Ik, AppFabric ZBMICTBD 77U Tr—>3a> &Il 1BETITIE, TOREMXE
HY)EBAS

(7]

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name].

By clicking "Allow", you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

ATYT 3. TTIVTr—2a2 R LTAOYANET O3V EERT
%

BEOATYTEZRTITRE, [FTVT—23EEHRINR—JICERET, TR, JORTY
Vr—23a>0A A RNRTOIIVOERIERATRI/YOTTVT—232 0, ik, Y0,
BEGITAET, BEALEDFE, YA VAVLTRABEDARATYTZETLEER, COR—TD%
EoT, BELETTVT—>3 28BLET,

F7VTr—232zEGI2 k. ERAIZDT7VT—2a2 0 ICHD [#Ek) 20VYOLEK
EE

AFVT 3 TTIT—V AV EBRLA VA NET VYAV RERT B 187
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Connect applications Leam more

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate indghts and actions that superchange your productivity,

Application = Status a Action

I smartsheet {2 ot connected
B2 Slack © ot connected Connect [
& Google Workspaoe 2 Mot connected
o8 Asana S Not connected m
£ Atlasslan Jira suite ) Not connected m
m Mo S Mot connected Connect [
¥ Microsoft 365 ©) Not connected Connect [/

When you click “Conmect”, you are instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Onge AWS AppFabeic ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign
i, AWS AppFabric will continue to process your Information and create insights in this maner, until you disconnect the application and AWS AppFabisic. Learn more about how AWS AppFabrie handles

your data,

AOBVARNEERLT O3 AXETITRICK, P70 T5—>2a3a>o%142 4 RAEREAD
L. AppFabric ICTF—ZADT IV AERERFETIHEN BV ET,

Sgned I
@ © @ AWS AppEabric is requesting parmission to access the fabric-...
(AR S R ER =~ "R TR
3 slack 07 AcmeWidgets
. .
Learn m
Connect applications eammre
Please connect any applications that you use. Connected | ind actions that supercharge your productivity.

Application & Action

B s A

_ AWS AppFabric is requesting permission to

Goagle W Connect [

= e Workepacn access the Acme Widgets Slack workspace

L N Connect [

ve Asama What will AWS AppFabric be able to view? —

©  Atlassian Jira suite 5 Content and info about you v

M i &) Content and info about channels & conversations » Connect [

B Microsoft 365 Content and info about your workspace » " e
When you click "Connect”, you are Instructing AWS AppFabric Cancel m + professional Information, and other Information) from that
application and ingest it. Once AWS AppFabric ingests that ini srfaced to you within the application that you've used to sign
in. AWS AppFabric will continue to process your information 3 WS AppFabric. Learn maore abaut how AWS AppFabric handles
your data

T7VTr—2a>FERBCERTRE, TOTTVT—2 320 OART—R AN [REL] H S [HERE
HICEDWET, LEOERBATY TR, AVFARPT IV 0OERICERTDTTIT—
JAVZELRTIIBENBYET,
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T705—>3a> i@, 1 EERTIhETOREBFIKALCHELS DT TREH)EEA. EEWICERL
THRENFHYVET, BERBEHAEVWSE, I VHANEERTHLEHDOT 7t7\1‘§|3E7§‘§|€ﬁ€ﬁ$
chTWwasC tiﬁﬁwu?%fiwt?o

T7VTr—232>0ARAT—2AICE. A TORENFHYET,
o EEUEH - AppFabric FEFEEHR T, F7UT—2320T7F—REFE>TA VYA RNEERL TV
x9,

o RIEHE - AppFabricl&, 77V T—23>0F—RZ2F>TAHA M EERLTVER A, Bt
FTHREAOHANDEREBRBLTEET,

ARIZKBRLUELL, BEELTKEEZV, -T7UT—23>0RAICKBUZATEENH Y &
o cOIT—HRRENLECER, BRI ZIJVYILTBET T T—232 28 ELET,

Connect applications Lear more

Pease conmect any applications that you use. Connected apps previde the source of infarmation AppFabric uSes to generate insights and actians that supercharge your productivity.

Application v Status - Action

Smartsheet ) Connected Dlsconnec t

% Slack @ Connected | Disconnect

G Google Werkspace {2 Connected { Disconnect
Authorization falled. Please reconnect

€ Atlassian Jira suite
» i

BT Microsoft 365

@ © @ 6

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to slq nin.
KWS APpFabric will continue 1o Process your Iformation and creats insights in this manner, until you disconnect the application and AWS AppFabac. Learm aboit how MNS AppFabiric !
data

EYRNTYTHRTLEDT, PTIVT—23VICRBDCENTEERY, T7UT5r—2a2RICAY
YA RNFRRENDET, BEBHLABDENBYET,

BEEAOT7)r—23> 28893 ER}, BYELCRUTZOR=JICRYET, 775 —

2avEYIMTHE, AppFabric k. TOTF7UTr—>a>nF—2E2ERALEY, HILLF—2%
IELTHLVWA YA N EERLEY TR EEZBELELET, UHLET VY —>3>07F—%&
. 7BURIC, TOBT77V5—>azaBEERELETAE. BBNICHIBRENET,
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ATY7T 4 BOOTFT7TIVT—>320TA A Ne®ELOORAT 7Y
T—>3 FTO0> a2 ERTIS

F7 ) r—> 3% AppFabric ICERTH E, BAMOSVWA YA RNITIOEALEY, FHOD
T70—=2a > ps8 QAT 7V —23a>Fo2 a2 zZ2BERTLEY TR ENTEDLRS
ICIEVWET, E: COMBERST 7T THREICERATESDDITTREL, FRATEZIHLESHE. 7
7Vr—3>FAROY /N—H AppFabric for productivity O & DEEEEBRICL TVWB A ICHKEEL £
¥,

DOAT7VTr—>3>A2%4 b~
AppFabric for productivity (CldX D 2 BEOA B A KRFHYIET,

o RITHEERA YA M AppFabric A, EHELET 77U —2a > EZ2EMLULTE X—=)L. ALY
H—ARVN, BRAY, XvE—JZF0EHRZEZHL., I—F—HFEBEINEEELRF—A2HA
REERLET, &5IC, HBEShDZ T30 (X—I)OREE, @BOATD1—-IIERE, XA
VDERBEYNEREThDEEHYNET, chsOT70>a>vlk, FEOTF7TV5r—>3a>%
AOWEEE, EPLVETIDENAETT, fIAEFE. WUITXNEHAXIY—ITAAHL—23
UNBYVET, HBETIhDZ T3 @G IES5TY, EV2EMVHARNEZITIW2 T, BEED
E—FAVTRATD1-ILTBD, EVW2LEENMTAFET,

c RBROEMBIBIZDAI AN COBBEZRESE, SEORBIMTTEBIBDENTESE
T AppFabric "SEDLBEINL., 2SBEOENZFRICEFEHET, =5IC, EHREThTWLDS
T70r—2arns, BETEDZT—TAT7INEX=I, Xvt—2, BAIVBE)NFRR
ENFET, PFUT—2a3arzWBATAVT OV ERTFENf BT, 2B0OEFERNICHE
HBENTEXT,

OOAFT7V—2a>rFosray

BEDA YA NTREESIC, AppFabric T, #HREhD T U232 (X—ILOERFE. KFBORT
DIA—IIERE, FRAUVDERBE) ZERTDCEETEXRT, POIAVEERTHDEEIC, &k
BRT7VT5—2a3a>0 00TV EDVTHEFANMIETVTIREND 71 —I)LREBFANTDC
ENTEEFET, BIAE, 1A NIESVT, HBENDREXA—ILPEZAIVOEMREERTS
BETT, BT NZT702a>xzD )Y UTBE, AppFabric YFrET 21— —A(A20X—T7 1A
ANRREN, BBALESAEDDTOVR, POV ERITITREICCCTRETDENT
BET, EHAIE, BEBEBDIRBESETTI LLM) BN FZ—2a2 Z2RBTCEN BB I
&, AppFabric &, I—H—AFBRIICERSLITANET > TVWEVTI IV EEFTLERA,
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® Note

J—%—&, AppFabricLLM O N ZRIALBETHEEZEVE T, AppFabric i& LLM O
HINDBEPXPREZRIELEL A, FMIC OV T, TAWS Responsible Al Policys ZZ 8
LTLEEL,

E X—)L DR (Google Workspace., Microsoft 365)

AppFabric Tlk, 1—H'—@, FAOT77VIT—2 3 ATA—INEZREVEFEITDENTESE
T EHA. FBE. Cc/Bec. X—IOHHR, X—IAXZE, BEEOT7 1 —)LREYR—-—REALT
WE T, AppFabric Tk, ZAVDRTICETHEEEEMRIZ LS, Cchon74—)LRICOVT
DVBANTRENBNET, EX—IORMENTTLIES, [EE] ZBIRULTE X—ILZEFEL
x7.

X=)LZEETBICRE, UATOT7 1 —ILRADADEHBEATT,

c 1DOUEDZEFEEDNDE X—IT RLA (To, CC, BCC)e BEMBEX—ITRLATHZIZHLEND
WERT,

c BBEXXDT 14— R,

AWS AppFabric Action

& Send Email

From

Subject line

Fallow up on the pricing program

Message

Please follow up on the pricing program offline and let me know if you have any

questions, 3

EX—IIAEFEENDE, EETNECEZTRIHRBEENIRTENET, 510, BESLLT
TVT—232TEX—NLNERRIBDEDODVINRTENRT, CcOUIZIIYITSB
ET7TVT—232ICFRERLKBETE, X—INEBENLIEZBBTERT,
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AWS AppFabric Action

& Send Email

-
| @ Email sent

noemig@acme.com

cc
roseacme.com,brad@acme.com
BCC

ruth@acme.com

Subject line

Foltow wp on the pricing program

Message
Please follow up on the pricing program offline and Let me know if you have any questions.
( CCCCC )

HLUA—A4 R NDYERK (Google Workspace, Microsoft 365)

AppFabric Tlk, 1—%—@&, FAOT77VT5—23a>ATHL O A —ZmELZVERL Y TE
F9, EXOAL A —ARIRNTA=)ILR(ARNORA NI, 5P, BB T BR, BEE)
AR, AIRYNORBRBE) FYR—FEATVET, AppFabric TlE, RRAVDETICET 3 EME
ZEMBITRLEH, ChSsDT7A—)LRICAVTUVEANTRENHYET, ALUOF—ARV K
DRENTTLES, [EK] ZBIRLTARY NEERLET,

ALVHA—ARRNEHERTDEER, UTOT7 A —)LRANDAHRFHETT,

- 24N, FRBERK, BTHEE, /IXMNORA,

- RBEERERTEBRYBICTDCERFETEREA,

s BE7 11— REEETIN, ANI2BEREMNBEEX—NTRLAZANTILENHY X
ER

%-?‘y T4 BAOTTIVT—23a>rTAUYA N EBRLIVOQAT U Tr—23a> 7023 a2E279 192
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AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 AM v 2023/11/27

Ends

10:00 AM v 2023/11/27

Inwite - optional

coam,

Description

Hey friends,
Let's review the pricing program with Alex.
Thanis,

=N
8
=N
8
ccccc 11 [ Create

ALVHA—ARVKEZEFITRE, ARVINERETNECEZRIHBBEANIRRENET, €5
2. BEENLETTIVT—2 30 TARYRERRIDEODI L IONRRENET, OV D%
VY IFBRETTIT—23VICTREPLSBEHTE, ARV IIERENECEZRETEERT,

AWS AppFabric Action
& Create Calendar Event

[ &) Event created

Title
Review Pricing Program revisions with Alex

When

Invite

Com, 2]

Deseription

Google Calendar [3

el

November 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Huy friends, Lat's review the pricing program with Alex. Thanks,Ruth Sent from my iPhane

AT OIERK (Asana)

AppFabric Tlk, 1—%—&, BHOT TV —>3 WA S Asana DR AV ZiREL 12V ER L
EVTEET, BERXORRVTA—)IR (RARVA, ZAVEE. BB, FATVOABRBE) 'Y
R—RENTVET, AppFabric Tk, ZFRAVDERICETZREZEMRIDEH, chsD 71—
LRIZOAVFUOVZANTBDCENHYET, FAVDRBENTTLES., (EHK] ZEIRLTRRYD
ZERLET, RAVE, LLM O#RIZH-ST, ZHTB Asana J—IVAR—R, 7O ITU K,

BRATOVTFhDL ICERENET,

Asana FAVEERTDEER., UTOT7 1 —ILRADAARFEHETT,

%\?‘y T4 BROTTIVT—230TAUHA NeRRALIVQAT V=307 023V EETT
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« RARNILERR,
 BEEEIIZHE, BHECRBVWREX—ILTRLAZAOLETAERY) EHE A,

AWS AppFabric Action

<o Create Task

Title

Meet with Finance about Acme pricing

Assignee - optional

our service.

RATONEREND E, Asana ICRARAIVNMMERENEC L ZRIBEREBENARTENET, &5
IZ. Asana DR AV ZHBRBTED IV VERTENET, OV DDV OTDE, 7TV
T—=2aVIlTREPLKBEHTE, FRAINEREhiEC e z2RLEY), RRATVZXH TS Asana
D—DAR—=RA, 7O IV, FERRARAVICBBHE LY TEIENTEET,

AWS AppFabric Action
¢ o Create Task

-
| (&) Task created

Title
Meet with Finance about Acme pricing

Assignee

uuuuu

2 AU DERK (Smartsheet)

AppFabric Tlk, 1—%—F&. H&OTFT 7V —>3 2 KWH S Smartsheet DR AT ZiREL 12V 4
BRULYTEERT, BERXORAVT A=) R(BAVAE, RAVMEE., HIH, RRAVOABRLKLE)
HFHR—RENTVWET, AppFabric Tlk, RRAVDERICETIHEEZEMIZ LD, chso
T7A4—=I)LRICOAVTIUOVEZANT B CENHBYYET, FRAVDREN T LS, [MER] ZiBIRL
TERAVEERLET, Smartsheet DX AT Tl&. AppFabric E#H L W75 4 X— KM Smartsheet
—REERL., EREHADRZRATVZINTAILET, chik, AppFabric "ERKTHT7 o> 3>
.1 DDFATHRRENIC—TILTEDRSICTDEHIZITHOIET,
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Smartsheet R AV ZER TR EZEE, UTOT7 1 —)LRANDAHIFHETT,

« RARNILERR,
s ABENIHE, BHECRBVWEZEX—ILTRLAZAOLETAERY) EHE A,

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional
(@)
2023/11/27 @)

Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

cancel  (ITCED
ancel | cr y

RAUVNEREND &, Smartsheet ICXRATVHFEREN L ZRTHREERNIARRENET, &
512, Smartsheet DR AV ZHRBTED NV VERTENET, COUOEDIVITRE, T
TVTF—2a icTERPL<S<BEL T, ERE N Smartsheet > — N IZH DR RV EBRTEET,
SHERE NS Smartsheet DR AT IE, IXNTZDI—KNIZADETIhET, —MNHIBRE NS

&, AppFabric # LW — R EZERLET,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acrme pricing
Assignees
alex@acme.com
Diue Date
2023-11-27
Deseription
W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service.
v teheet [
€l

ITELRTEF211) T EEEME GO AppFabric for productivity (7°L E 1 —)
BWEEANDT OV LEAZEETS

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEEN BV E T,
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AppFabric for productivity ® 1—4%—7R—2& L&, AppFabric for productivity (7L £ 1 —hR) #aE &
HELTWS SaaS 7775 —>23>n, IXTOI—H—IC2BAEhTVWET, <S5 ULEERK A
BEADT IV LAZEBATEELEVEZIATVWS ITEBEDHIR, UTOSEZRETESE
¥,

- ID7AONAZ— (IdP) OJ A & #IBRT2:ID 7ONA A —RBREOOT AT OARETOY I
BT, £R A BEAOI—YY—T O A Z&HTEEXT,

« BEDT 7V —>3>20 OAuth ZEMICTS: OAuth ZEMNICTRET, XTI ARNU—LA
THIREERTTEET, COTIVVaAVREDE, I—H—F, OAuth R EZSREETHT T
T—23a %OV —OAR—AICEGZETERLSZYET,

AppFabric for productivity DT> R1I—H¥—I5—O K71 —F 1>
o

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEE NS AN B ET,

ZDto 3> Tk, AppFabric for productivity D& < $HBITS—E RS TIL a1 —F 42D
TRHRBALET,

KREEOT 7V r—>3>

AppFabric for productivity Z#E LTIV ARV I A&t 77V r—>3ai@FE, T RI1—
H—ICBEZ LRI HICRIEVOCAZRIMBEN HY)FET, AppFabriclcH 14> L&kSEL
EEE L [REREE ONF—ARRENLBE, TOT7TVTr—232@, #ROYN—OIDETT
Dr—2a>0EFBEROEEME 2R T S AppFabric DRIIZVOEANTTLTWAWZ L%
BERULET, P7VT—>23 @3 IXT, RRIEOREASAZ—KNL, BRIETOELANETLES
B0k, RIEEHDIRREIZEYET,

RAREOT7VT—2 32 2FRAITIEEFRIENYVETT, T7UT—23 2V 0RRENTHTH
BFER. AT—BANRIABHICEDL>THSHEAZRBIBDLIICLET,

NSTNa—F42Y 196



AWS AppFabric

BEEHA R

[App Name]

-

£ Allow AWS AppFabric to send data to an unverified app

Learn mare

Application unverified by AWS AppFabric

they elaim they are.

Yfou should not autherize this app unless you trust the developer of this app, Allewing unverified apps might put your
data at risk.

Learn mare about how AWS AppFabric handles your data

[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who

Continue

BEARELELE. €5 —ERTH. EEEICHIELET

(InternalServerException),

cOXYtE—2&, AppFabric D 1—H—R—FNATT7IVTr—>3 20D ANMETERDL 2 f2V),
FPEEIS—., B, BELAENRRATT V=23 20lLEY) LESEAICRTEhET, &

TES—EHALLEZL,

[ @ Something went wrong. Please try It agaln or check with your Admin,

Connect applications

Please cannedt any applications that you use. Connected apps provide the source of Information AppFabic uses to generate Insights and actions that supercharge your productivity.

Application

B smartsheet

42 Slack

5 Google Workspace
»

wa Asana

& Atlassian Jira sulte

B Microsoft 365

v

Status

@ Connected

@ Connected

@ Connected

2 Mot connected

) Mot connected

2 Not connected

© Mot connected

a

X

‘When you click "Connect”, you ane Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabeic Ingests that informathon, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabeic will continue to process yeur information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

dam.
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DOTAROAOY RUTIZEKY), DOTARMEREhELLE, LESKLTH
5£5—EHL TS EEV (ThrottlingException).

COXYE—TF, AppFabric DIA——R—ZIATTVT7—>32 ) ANMELTERA D12V,
AO0Y NUVITOBENFRRATT 7V Tr—>32 2L LIEBECRTREAET, BTES —
EHALEZL,

[ (%) The request was denied due to request throttling. Please try it again in same time. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action

E Smartsheet (@ Connected
A Slack ) Connected Disconn act

5 Google Workspace @ Connected Disconne ot
s8 Asana ) Mot connected m
€ Atlassian Jira suite 2 Not connected m

W i 2 Hot connected
Connect [5

B Microson 365 3 Not connected

When you click "Connect”, you are Instructing AWS AppFabric to access your information (2.9, messages, files, calendar Invites, colleagues, prafessional Information, and other Information) fram that
application and Ingest it. Onoe AWS AppFabric Ingests that information, it will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnedt the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

AppFabric ZEA I 2R H Y T A. AppFabric CEEOJ AL TLKEEW
(AccessDeniedException),

COXY =&, AppFabric DA—H—R—FIWATT7VT—32ZVARNMETERA 212V,
TOEAEBOFANRRTT 7V Tr—23 2 ZGML Y LEBECRTIENE T, AppFabric (2
BEYA42M42LET,
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[ & You are not authorized to use AppFabric. Piease check with your IT Admin. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application - Status - Action

Smartsheet & Connected
S Slack & Connected
5 Google Workspace @ connected
on Asana ) Not connected m
€ Atlassian Sira suite 2 Not connected Connect [

W miro © Not connected Connect [

BT Microsoft 365 © Mot connected m

‘When you click “Connect”, you are Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleag iy nal and other In from that

application and Ingest it. Once AWS AppFabric Ingests that information, It will use it to create insights and recommendations that will be surfaced to you within the application that you've used te sign in.
AWS AppFabric will continie to process your Information and craate insights in this manner, until you disconnect the application and AWS AppFabiic. Learn mare about how AWS AppFabeic handles your

data,

AppFabric for productivity APIs7'L E 1 —)
AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEENS BV ET,

cOto> 3Tk, AWS AppFabric £E M@ E#BED APl ARL—2 3>, F—2F, —KRWN%E
IZ5—ICO2WTEHBALET,

(® Note

T DO AppFabric AP IZ DWW Tk, TAWS AppFabric APl Referencey ZZHBL T &
Wo

NEY D
» AppFabric for productivity ® API 72> 3> (7LE1—)

» AppFabric for productivity ® APl F—& & (7L E1—)

« AppFabric for productivity ® —f#&#7%& API T — (ZLE1—)
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AppFabric for productivity ® API 793> (FLE1-)

AWS AppFabric for productivity #8677’ L E1—MRTHY), EEE D AEMN B ET,

AppFabric for productivity BEE Tk, XD T V> I AP R—KRENTVET,

AppFabric APl DZF DD T U3 ICD2VWTIk, TAWS AppFabric API Actionsy; 238U T &
=L\,

[N =R
=0\

» CreateAppClient
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AWS FIEDF— ELFEHAZI—YZ—T R AWS KMS F—THES{tE I, AppFabric ICfREE
-

Y—EATHONN=02

T7)Tr—2a Il#R 5800 AppFabric 77 )RAIZER TR HE. —SBOF 7V —>3
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AWS SDKs 27, FEEBAICEAT D EBHEROTFARN T A —I)LRICADLEF—ZRE. B
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I—H—%YBTRE, TOI—HF—DOXAF—2BITNT, RECHBENET,

BRER DS

T7UNRILEZRETDEERF., AWSFIEDF— FLEEHARAEZI—NXZ—I RF—0OVTNH

ZBRTEFET, BEEOTVOBRYWRAKAICT—RZINEL TERILT BB, AppFabric &7 —2 &+
B Amazon Simple Storage Service (Amazon S3) N7 Y NZ—BMWICREL., CoF—&FRHL

THESILLET, cOFENTY NE. NTYRFAT7HA4 ORI —%2ERAL T 30 BERIZHIBR
ThET,

AppFabric l&, TLS12 ZFAL THEEFOITXNTOTF—XZREL. AWSERZ V4 ZFAHALT O
AWS O —ERAAPIVOTANIBRELET,

F—EE

AppFabric &, AWS FTENF— FLERBNDAZIN—NFZ—I RF—ICXKDTF—2OBES{LETR—K
LTVET, BEHMENETF—REZLICBERBTEDINT, NAZN—NZ—IRF—E2FEATEC
EZHEBOLET, DAZXN—NZ—I RF—7BIRT B &, AppFabricld, DAXRNY—YXR—I R
F—AOTIVERAEZFATEI VY —ARIV I —EHAZII—NZ—IRF—ICTEYFLET,
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F—RUI—F, HRAEI—IZ—T RE—AOTIERAEZHBLET., IRNTOHRAI—TZ—
TRFE—IZIFE, F—RUI—HF1O2EFBETT, CORVI—CE. TOF—%EATER1—

H—EZDEAAEERETIAT—RAYRFEENRTVET, F—RUI—F, HARI—Y

Z—Y RF—DERBICEETEET, F—RUS—OERICOVTHEMZ DV TIE, [AWS KMS

FROYN—HA1 K] O[F—DER] DRI — 2SBLTIEEL,

AppFabric THARXRY—XZX—Y RE¥—ZFEHATBICIE, AppFabric VY —RAZERT S AWS
Identity and Access Management (IAM) 1—H'—FZE@FAO—JLIZ, DAZIY—NXZF—I R*F—%FEH
TRT IO ELAHFINBETT, AppFabric TOXKMERATBF—ZIEK L. AppFabric 1—H—ZF D
F—OI1——ELTEMTREZEGMOLET, COFETR., T—EZNOT 7 ASENFIR
TENET, I— I BEBELEITIHERBIROESY T,

* kms:DescribeKey

* kms:CreateGrant

* kms:GenerateDataKey

* kms:Decrypt

AWSKMS OV =) Tk, BYIBF—KRIS—2FALTF—Z2EKIZFIEZHALET, ¥—
RS —OFMICOVWTE., TAWSKMS #ROY/N—HA Ry ® TAWSKMSOF—RUZ—, %
ZRLTEEL,

LT, 2hefFada2F—RU>—0HITT,

c F—DEEBAWS THOY MO —NI—H— &,
e NAZII—NZ—IRF—FLERHDAZIN—~NZ—IRF—ZFEHIZDEEEZ2HBHOHLET,
s P7T7UNRILODF—FRII—IF, TEYRNTYTENET, us-east-1

AppFabric & TFFRIZEH 9 % 5% AWS KMS

AppFabricCHARN—NZ—I R¥F—ZFHATHICEFANINMUETT, FHICOVWTEF., TAWS
KMS #AROY/N—HA K1 @ T5FA AWS KMSy ZZBL TS &L\,

App Bundle Z/ERX T % &. AppFabric [&CreateGrant VI AN ZREELTI—H—IZKRHL>TEH
A ZER L FT AWS KMS, DFFR] AWS KMS (&, AppFabric ICEEET7 D> M® AWS KMS F—
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ANDTILAREHFTITZEHICFERAENET, AppFabriclk, DT Z2 KA, LWTFTORAFARL —
JAVTHAZIN—EBF—ZFATH_LZRODET,

¢« DABZRY—IXZ—DRF—IZLL > THEBENETF—EF—ZERTS AWSKMS VI TR
NGenerateDatakKey#& IZEELE T,

« [ZDecrypt VI AKNZXEE AWSKMS LTHESILEhETF—2F—ZESL, T*—2OEBES{L
EEEROT TV —23a> T ORAN=—DOESKKICERATEET,

c BEFOT TV =23 T OEAN =D ZBESIL AWSKMS 3 BEncrypt UV T ARNZE 2
EFLET,

T2 N0BIZATICRLET,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-

ea000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00ea®dccPaleddfcd@bce@ddcO00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
}
3,

T7UONYRILZHIBRT S &, AppFabric W AR —BEF—ICHULTRITEIhET T NEEL
LET,

AppFabric A" TR ZERT %A E AWS KMS 231
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AppFabricDEES{tF*F—OEZX) YT

AppFabric T AWS KMS T AZN—XXR— R¥—ZFEHTSH &, AWS CloudTrail ATV ZEAL T
AppFabric "IAETD VIV ITARNZEHFTE ET AWS KMS,

AR &, AppFabric CreateGrant A" W ARAN—NZ—I RF— (CHEALLEEEICRBFEND
CloudTrail 1 X> NDHITT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:33Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",

"requestParameters": {
"granteePrincipal": "appfabric.us-east-1.amazonaws.com"
"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"
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I
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

iy

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

1,
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
]
}
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ROARYS—BITE, AppFabric Y—ERDF7UT—3 32NV RLAOT IR EHBLTVE
¥,

JSON

"Version":"2012-10-17",

"Statement": [

{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource™: "*"
}I
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion"”,
"appfabric:DeleteIngestionDestination"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
]
}
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"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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TLEEL,
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® Note
AWSAppFabricReadOnlyAccess 7R ') > —I&, AppFabric for productivity @ #EE\ 0 5% & BX
WERT7VEAZFALER A,

T 7 AR O FAH

CORIVD—IZE, LTFOFTIOEAFINrEENTVET,

« appfabric— 77 UNY RIOBEE, F7UN RILO—EXRR, T7VERRORE, T7 VX
RMOUARN, BWIAKOEE, BA&DO—BRR, BIAKEOEIE, BV iAKLEOEE, HY)
RAKEDVAR, BROEVY—-ARAZTO-—BERRZTOERZ/FELETT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

1,

"Resource": "*"
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AWS BIER!) S —: AWSAppFabricFullAccess

AWSAppFabricFullAccess RUS—Z IAM T A FUTATAILTREYFTEERY, CORIZ—
(k. AppFabricht—EAANDEEB#ERZNHFELET,
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AppFabric for productivity D#EEN RBERTE 7T LEI—RTH B &

. AWSAppFabricFullAccess RUS —RE COBEANDT IV EAZFALTLVEE

A o AppFabric for productivity DHEEEN DT U AZFFAI T2 FZEDFMIC DV TR,
T AppFabric for productivity IAM 7R > —®Hl ; 2SBL TS EE L,

T U AT A O
CORDI—ICE, LTOT IV EAFANFrEENTVET,

 appfabric— AppFabric IC BB EEBERZNELET,
s kms—IAUTAZ—EBRTIBDLEOOT IV LAFAZFELET,
« S3FNTD Amazon S3NTY hOERZREL T, NTY NMUBEZEBELET,

« firehose — Amazon Data Firehose B(fEA N — A% — ~LU., BEAN)—LZRERTSDT
VAT ERELET,

* iam— AppFabric AWSServiceRoleForAppFabric ®H—ERICU >V V&eni-O—-I)LZERT S
ERZNSLET, FMIZOWTIE, TAppFabric DU —EZAU > OO—)LOFEHR) #88BLTL
ZEV,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

}I

{
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"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"

"Sid": "S3ReadAccess",
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets"
]I

"Resource": "*"

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

"Sid": "AllowUseOfServicelLinkedRole",
"Effect": "Allow",
"Action": ["iam:CreateServicelLinkedRole"],
"Condition": {
"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

},
"Resource": "arn:aws:iam::*:role/aws-service-role/
appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"

}

AWS Y Z— R7R1) 2 —: AWSAppFabricServiceRolePolicy

IAM T>>7 14 7 41 |C AWSAppFabricServiceRolePolicy RV —&TRAYFITBH_EWRFTERX
TA, CORDI—F, I—H—ICRH > T AppFabrichA 79> a0 #R{TITRD L EHFTNT S,
H—ERAZVO2nicO-)LETEYFENET, FMHICOWVWTE. TAppFabric D —EAD >
JO0-)IOEAL ZZRLTLSEZ L,
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T U2 AFFA O

CORDVI—=IZE, LTOT IV EAFANFrE8ENATVET,

+ cloudwatch— AppFabric [ Amazon CloudWatch AWS/AppFabric BBIZREICXKNUY O A
F—REANTRDT IV EAERZFEL £, Amazon CloudWatch ([Z#R1EE 1 f=AppFabric X k
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2EMETAT IV EAFTENAFELET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace'": "AWS/AppFabric"}
}
}I
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecoxd",

"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
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"Condition": {
"StringEqualsIgnoreCase”: {"aws:ResourceTag/AWSAppFabricManaged":

ntruen}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {

"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
I
"responseElements": {

"appBundle": {

arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {

"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",

"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",

"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

},

"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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