adws

DESILORANTZ VT 1 AL BEE AWS O —E R

AWS BREHAZ > A

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

AWS HREHA X A: ODBESILORARNTTOFT 1 A& HEE AWS O
H—ER

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—RRLAF Amazon UADEGRE LY —EFRAICEATI LR TE
FtA. T, BERICEBEEZADUEMNI HBDFERT, £ Amazon DEAZEBLESFER
THEATRZEETEEFEEA, Amazon AFABEL TV EVZOMO TN TOEZEEF Amazon & DR
B, BE XEBROBEICHIHIPDST, ThEXEITIMEENEETT,




AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

Table of Contents

2= OO 1
DS OO 2
B 1l 7 7 0 T oottt ettt a et s ettt 3
F N A S i =2 TR 3
R I B A N 3
TOHERBETIET ILT N LA AWS oottt 4

e = ST 4

B = | AU 5

Rk A= o - OO 6
THERAETNBEETIL AWS DT —E R e 6
ER=E (AR S Nk Ao b e O N () - .. S 7
bt b s < KOOSO SOTURRTURRUR 7
Ly () R A (.= | 2O 7
REHB DT — B DBET Y oottt 8
DESIEORARTZITAAAWS DH—E R e 10
AWS ClOUATTAI ..ottt e e e e e e e e e e e e e e e e e e eeeeaeaeeeeeeaaaaannssssaenns 10
AMazon DYNamoODB ... e 11
Amazon EC2 B KT AMAzZon EBS .......ooooiiiecee ettt eren e enee e 13
AMAZON ECR .ottt aaaaaaaaaans 14
AMAZON ECS ...ttt e e e e e e e e e e e e e e e e e e — i ——————— 15
AMAZON EFS oottt a e e e e e aaaaaaaaaaaeeaer—————— 16
AMAZON EKS L. e e e ——————————————— 17
AWS ENCIYPioN SDK ... .ottt ettt e e s e e e e e e e e e aaaeaaeeeeeeeeeeeaenrrnaaaanas 20
AWS KIMS ettt e et e e e e e e e e e e e e e e e e bbb ——————raaaaaaaaaaaaaaaaaane 21
AWS Lambaa ...t a e e e e aaaaaaaeaaaeeaea—————_ 24
AMAZON RDS ..ottt e e e e e e e ————————————aaaaaaaaaaaaes 24
AWS SECIEIS IMANAGET ..ottt e et e ettt e e e e e e e e e e e aeaaaeaeeeeeeeeeeessssssnaannns 26
AMIAZON S ...ttt e e oo e e e e e e e e e e ——————————————— e eeaaeeaaaaaaaeeeeeeeer———————————— 27
AMAZON VP C L.ttt e et oo e e e e e e e e e e ettt eeaeeeeeaeeaaaeeeeeraer————————————— 29
el RS 30
N i B G O = RS 31
22 5 - R 33
et ——eeeeeeeeeeeeeeeeieieisssssseeeeeeeteeeeeeeeeeeaaaaeaiatabee———eetataaaaaaaeeeaeaaaaannnrareees 33
A e oo e e e e —t————————teeeeeeeeeeeeeaeeiaaa————eeeaaaaaaaeeaaeaaaaaaaarraraaaaes 34




AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

B e e e e e e e e e e e e—e——————————————eeeeeeeeeeeeeeaeeeeteter——————————————————— 36
e et e e e e e e e e e eeeeee et ettt e e————————————————aaeeeeeeeeaaaeeeeeeeetererr——————————————— 38
DD e e ettt eeeee———————————eaeeeeeeeeeeeeeeeeeeeettteete————————————————————aaaaaaaaaaaaes 41
e e e e e e e e e eeeeeeeeeeeeeeeee—————————————————aeeeeeeeaaaaaaeaeeeeeerrrrrrar————. 45
B oo e oo e e e e e eeeeeeeeeeeeeeeee——ee———————————eeeeeeeeeeeeeeeeaeettteetere—————————————————————— 48
B e eeeeeeeeet—a———————eeeeeeeeeeeeeeeeeeeeeettettee—————————————————aaaaaeaaaaaaaeeeeeeeens 49
H oottt et e ettt et e e oo oo oo oot eeeeeeeeee——————————— e aeeeeeeeeeeeeeeeeeeeetetete—————————————————————aaaaaaaaaaaees 50
| ettt et e e oo e e e oo eeeeeeeeeeeeeee—a.——..aaeeeeeeeeeeeeeeeeeettteeetetttttn————————_aaaeeeeeeeaeeeeeeeeeerrrrrrrrrrrnnna, 52
L et e e e e ettt e eaeeeeeeeeeeeeeeeeeeetetttteettta——————————_aaaeeeeeeeeaeeeeeeeeereeterrrrrrrnrrr———_ 54
VL ettt e e e e e e e eeeeeeeeeeeeeeeee—e———————————————aeeeeeeeeeaaeeeaeeeerererrerrrrr———————— 55
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 59
P e e e e e e e e e e e e e————————————————eeeeeeeeeaaeeeeeeeeteeeat——————————————————— 62
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 65
R e ettt ettt et et oo oo oo oo et eeeeetea——————————eaeeeeeeeeeeeeeeeeeeeettteee———————————————————— e aaaaaaaaaaaes 65
S e e e e eeeeeeeeeeeeeeeeeee—————————eeeeeeeeeeeeeeeeeeeeeteteteee——————————————————aaaaaaaaaaaees 68
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 72
U oo ettt e oo e e e e e e oo ettt eeeeeeee——————————aeaeeeeeeeeeeeeeeeeeeeetttetee———————————————————— e aaaaaaaaaaees 73
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 74
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 74
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 75
......................................................................................................................................................... IXxvi




AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

DEEILORANTZOT 1 AL EE AWS OH—E R
Kurt Kumar, Amazon Web Services

2026 £ 2 A (RF 1 X2 NERF)

EEE. TORIBROBBET - 2RBEIZDLOOEFNBYAN—tEF1UT1V-ITT,
BEEBEERA OF7O/4/B3E, ERZHETDILEHICTF—RICETITERIREFEL TV, BEL
EELTZ VT A AZBUTCOEERRRZREID LI, BENET— S RBHBOEELE
ETT, COHARE, BSLORAE FMEETD AWS BSUREZERIDIDICRIUEET,

BHOYAN—tEF1VTAOBREICE. T—RREEOVAINEENET. Chik, BHRT7EY b
ANDRET IV EALE2TTF—EAKRDIIZBEETY, T—2E&F, ZFEBCEBOEDSZXATEY b
T, il BEIRR. BHME, FFIXE. - RBENEEFIET, EZRAZREITS L
WS ZElk, F—RZRETDEVWSZLETT,

T—REEE, REFrRELERTEEDRAT - ZREIDDICRIUEET. ERILBEVHATR
CRHTDHEL AV —2Z2RHELEXT, AWS VTV RADESIENET—RICTIEATRICE,

A—H%—k, F—2FEALTESILIZHERE, T—ENREFENTVI Y —ERZEATIH#ER%E
BEELRT, COMBOERFZVE, I —RBTF—22ESHLTRRIBDCENTERE

Ao

BE, BKELTEDF— R 3BESYET. 1 DREEFOF—RT, XY NT—FH (Y h
D=5 )Y —ABBE) EERCBHTEF—ZOLETT, £5 1 DRREROF—KT, AR
L—SHOF—85E, BELTWIHKEROF—20ZETT, Hle LT, 7OY YARNL—
I, ATVIIRARL=—T, F—ER—RA, F=HAT. T/ DALV E—%Y K (IoT) F/N1 A%z
ETF, BRATOF—RER, TTUT—S 3V EERY—ERNFTIT 4 7 CRABELRERALT
WBF—5EELET. BlE. FABCT—22RET58T. BERLEVBEROURY 28R
TEET,

COHARTR, BEFOTF—REREFOTFT—RZESILTILONDEBEEHERANTZIT 4
ACOVWTEHBALET, Fh, Z2<0O THEATESESL#EEEE I MO—)LICODVWTEREELF
TANS DY —ER, ChSOBESLIOXF—>32E@F, AWS VST RREOH—EALAXI
TRETEFET,




AWS BREHA A A DESILORANTZUT 1 AEHEEAWS OH—E R
X RE

COHARE, AHBBEEREEXOWAD, MK, FRE, KBEOCEBTEATERT, B8
AFTF—2RBEEROFMEREONHEEICHZDL, FLERFOEFIVT EEOBRILZEEL
TLBLICADDST, COHA RTHATIHEREHIAORNKRELCLKRETT,

- REREELE (CEO). BRERMEMLEE (CTO). &ZSFHREMLE (CIO). BEFEHEF1IVT(E
£% (CISO) B &, XD HEHZRET 2 HITRE

- EMELEIERPEMRE L, RITREOREZELSTIRMEEE
s LTOERZESESRART—IOFRINA—ETTIVTr—2320F—F+—
« DAZ4&H, 7228, REZHOFM
« BAEShLEABEEDETRRADER

« FEBLVOCEEZEQOD VT SAT U AGEZEL, AT TAT AR —OEBFRAOER %218
MIDRAVTTAT A, AZERE, ANFABYE

NRE 2



AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

AWS BES{tAO T 7 O—F

BESATILIVXAR, #EE (BESL), EHEE (XY E—JREBO—-—RETFIRILESR) .
F)?JJ:(?PQ)L%%)KEG)‘IZ#:LU?'rﬂ ERAZ R ?%&otl;ﬁ#éht?&;ﬂ’]’ﬂﬁl_f?o
ES{t, BEt, SLVCEEIZIAFZNOTHEATIHEE, COHA RICEDHIC "TF—2ES
LIZOVT ) ZHRECEZHEOLET,

AWS RE={v E&

Bk, AR AWS, REFR, FLEREXTUAOTF—X2DOES{L AWS OH—E R ZHR—KNT
2O0EFIVFAILFARBHLTT,. 41 /R=2IAODAWS IZIY MX U NE, FHEERBS
{LHEEDEMIY FO—IAOKREDOFHMIC OV TR, AWS FUZRIIFEOHNREREXKTZH IO
HMEEZSRLTLSEZL,

AWS &, BEHREETIICH > TTF—RXZ2RBELET, . XAEEEZRLL,. HEERAMZR
EITREETEIRSHTILIIVALAAWS O —ER ZBALET, chsOTIIVRXALR,
PIRERBECEZMARICE > TEETNETT, BEITIHRER. BUF. ¥R, ZFRLEL2TELE
FANSHTVET,

AWS FF7 4 N TERRIINDES{ERETHY) ., RN E/N—RIVITHRELY )1 -3 200 H#
BENET, HHOESNLIATSATSUTHSD AWS-LC I, EARELERLEOBFANLEHD
F—=T2V—ARELTHIATEERT, AWSLC HDOZ<OESTIIVAXLERERGF. WD/ D
BREDTIYRNTA—ALATOREOEREMEEFIVT A E2RIATIEHICERICRIEET A TVE
T 475 VIENIST D FIPS-140 7OV S ATERIAENE T,

BETLIUXL
RO IBEOESHKTIIVALZERLET,

- ERHEESHTE, B (FLERI) AONT U Y OF—LES (FLEREER) AN S/ R—
RE—ORT7EFEALET,. NTVYIF—QFESHICEERAENBVLEOHRETERTHN. 75
AR=RNF—ADTI7EAREBUKFRIDHLENF HYET, &, ML-KEM X> ML-DSA & E DR
AREFTFILIIVAXLAWS ODH—ERX ZHR—FMNELEYR—NTBEHETT, k. RSA X
M HiERES (ECC) B EDREKRDES{TIL IV XL AWS DH—ER £EHR—KNLTVET,

o MMEFILTEH., BUF—Z2FRALTHESLEESH, FLRETF—FORMERIAZITVET,
AWS OH—E R (& —MHIZ, AES-256 DE— RZFEATHIREFOTFT—XOESLOLHIC
AWS Key Management Service (AWS KMS) &LfEEaE N E T,

AWS BES{LEHE 3


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/aws/aws-lc

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

« OSBRI, ERNMES(LENMESLEBAIED B TEAET N, BEME, T4,
BRBLET 7V Tr—>320-00R2TRANE7ORN L ZHEBELET, fle L TR, /\J
DIEBRF-—MBRBBES BN ET,

TOHRBES/HT7ILO) XL AWS

ROKEF, FTF—2EREITZLEHICH—ERALAEOTF7OCICELTVS AWS £EEXBESIL
FILAVXL, E—R, BREF—HAAZXEDLENDTT., COHAMAV AR, BESLRENE
Lt32IConT, KEOEBEEEICHEILLET,

H—EARNTHATEDTINIAVAXLRIEERTETHY, EH—EAORFIXNTHBEAEZATY
£29, ARENETILIAVXALAILCYINIITSATSVOREN VERBRE. FF/N—>3>20
AWS-LC ZATTVICEENTVRIAESHZRERL TLEEL,

FILAVZXLEKE, XKO220ATIVOVTHA AWS T TOFEAIERBENTVET,

s WREhDTINIVAXALE, AWSEFIVTAENT X AOEEEZBRELTVET,
s FRTINIVAXALE., —HOT7VT5—23a>0EBEMOENTERATEETN, BLEhEt

ho
JERTREF S 1L

RORIZC, BER, F—TITV—XTK, FIRILBZEAWS OLHIC TOFERICELTWDEE
ASNBDIERBTILIVALERLET,

2A47 TILd) XL AT—RRA

(=X g RSA-OAEP (22048 E'Y NE Acceptable
1T RA)

(=X g HPKE (P-256 £ =l Acceptable
P-384, HKDF. AES-GCM)

F—TTV—=XUK ML-KEM-768 & 7= l& ML- &5 (BFmE)
KEM-1024

F—TIT)—X2UK P-256, P-384, P-521& /= (& Acceptable

X25519 % 3 L #= ECDH(E)

TOEEESIL7 L)AL AWS 2


https://github.com/aws/aws-lc

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

F—TIT)—X>UK ECDH(E) & brainpool Acceptable
P256r1, brainpoolP384r1, &
7= (& brainpoolP512r1

5 ML-DSA-65 & /= & ML- B % (B FH)
DSA-87

5 SLH-DSA IR (BT

[BA] P-256, P-384, P-521& 1z I& Acceptable
Ed25519 Z{# A L /= ECDSA

[BA] RSA (22048 EY NEZ 215 Acceptable
A)

X FREE S 1L

ROERF, BE, FEAEhIEESH, SLTF—FYEZTAWS OLHIC TOFEAICHEL TL
PEEZSNARBTILIVALO—ETT,

2AT TILOV XL AT—8A
Rl E NIZBES 1L AES-GCM-256 HESR{E
RALE NS AES-GCM-128 Acceptable
AL E N ZBE &1L ChaCha20/Poly1305 Acceptable
BES{LE—R AES-XTS-256 (7OY VAN  #RE{E
L—2F)
EeS{tET—R AES-CBC/CTR (EFRFEE— KR) Acceptable
F—ZvEVY AES-GCM-256 HESR{E
F—SvEY 256 EY NF—%ET AES- Acceptable

KW 7z & AES-KWP

KRS S 1L 5



AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

TOMOESLER

XOEKE, \v>a1, F—HE., BROXAYE—IF
ZA5h3F7INAVXLD—ETT,

REAWS D=9 TOFEAICELTWS EE

2AT TILOV XL AT—2A
Nva SHA-384 HESR{E
Nv>1 SHA-256 Acceptable
Nv>1 SHA3 Acceptable
F—HiE SHA-256 ZfEf L I HESR{E
HKDF_Expand & 7z (& HKDF
*—WE HMAC-SHA-256 Z{EA L =7  Acceptable
7> 3X—F— R KDF
XY =IO —R HMAC-SHA-384 HESR{E
XY E—IFEA—R HMAC-SHA-256 Acceptable
XY E—IFEA—R KMAC Acceptable
NAT—RNYZ 2 SHA384 I & B EES 1L HESRA{E
NAD—RN\YZ 2 PBKDF2 Acceptable

THEAETNDES{LAWS O —E A

AWS DH—E R I, RIBEAOTILIVALDRERBFA—T VYV —ARKILKFLTTF—22RE
LET, PIDdVAXLDEGKWEBIRERERF, Y—EAICK>TERYET, —FHnD AWS VY-l
H—ERAR, BEOTZIIAVAXLZFERALET, ThUAOEZERK, YR—KkEahTWVWB 7)Y
ALEF—DORENSEBRTDCEE, HRETNBTFT7AIINNEFERATEIEETERT,

AWS BES{LY —ERRF, TRTREWSHEFIVT A RECERL TV .0, BRRLEER
DHEHFICENTEET, AWS O —EX N EATZTF—R X1 VT BEOTLBEIANID
WTk, AWS " VT 54T ATOTZ L, Z5RLTSEZT L,

T DHOEESLEIE 6


https://aws.amazon.com/compliance/programs/

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

EEILORANT ZIT 14 ADHRE

SNtV IaAUTIR, TF— 22T HEEIBERAETNHDHBEZEEARLETANS V5D
Re CNSO—BHNBESILORARNT ST 1A, CEBEOENOTEHY) EFEA AWS OH—
ER, COEYSITR, ROKNEYDICDOVWTHBALET,

- F—29HE

« BERFOT—ZDOESIL

« REPOT—XDOESIL

T—32 08

T—RPEER, RYRND—TJHNOTF—R2EEEEHBELCEOSVTHER. 28I270€AD

CETT, FT—RICBELUERBEHIOCREFEOI MO ZHMIZIRICRIUDIED, H5092Y

AN—EFIVTAOVAVEBERIISVTEEZERTT. T—F5FE. Well-Architected 7
L—LD—00tF1VT4OFEAWS OOAVR—FKVNTT, ATOVICR. BBT—2. #E

T—2, FRET—2, RRAT-RXBENBVEIN, 7ERBETOEFNREBICL>TERZZS
BFBYVET, F—EFE7O0LA, EREE, EFLOFRICOVTR, "F—E258 (FI(A b
R—=/N—)AWS ; Z2ZRL TV,

TF—RERELES, EATIVICHKEZRELARILICESVT, ABOBESLEBEEERTS
ENTEET, HIARE, BBT—RXICEERMESLEFEAL,. ARTF—FICEBES{LEXERZV
CHEBITHI T2 BEN B ET., BSLHEORFTOFMIC ODWTIE. Creating an enterprise
encryption strategy for data atresty 2B L TS EEV, ZOHA RIZEBET N TV S HMP5E
BEELHEREHIREROT—RIZBRSNTVETYN, BENAT7O0—F2EHAL TEEFD
T—EOESLEHBEERTDI_ELEETEXRT,

BIEFDT—ZOES

AWS YO—/NL%Y RT—4 AWS U—T 3> BT BTEEENDTRTDOF—KIE, AWS £
BENBRERNDHIC, WELAV—AWS T Lo THBMICESENET, . FAA
SEUFA—Y—YBOTRTDORS T4 Y % AWS BEELLET .

T—U0—RZBBIZDT—2NHEE., THEEFOT—RXZESILIDBRO—MBNBERANTZ Y
TAARRDEHYTT AWS V5T R,

TF—258 7


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

T2, HBOEH. ZHITIRIUPIAVTSATVARAEECETVT, BEHFOT—XIC
BT RMEBORESIRI—ZERLET, BUT—X, TLEIBEBET—RIIFEEIhIEETO
T—REREENTRICELELEBBEOLET, RUT—ICL2 TR, BEICISUT, FERT—X
RARETF—RBE, ODTI)OESILEEETRIHEEELHYET,

c BIEROF—REZESILTBEEE. BSURVI—TERENTVREREZFAOBESHLTILI
DXL, 7OV 9BSE—R, F—OREZFEATRHEEZHEOLET, T S5IC. Application
Load Balancer, Amazon AP| Gateway ') ) — A, Amazon CloudFront 'J Y —A, Amazon Virtual
Private Cloud (Amazon VPC) Y —RIZEEFN TS hi TLSRUS —Z2EHMICHEFEL. Ths
FREOESRI—E—BLTVBRLEBRIT AL ZHEBHLET,

s ROWVWTNAZFEALT, BERXRYRNI—IVBLPAWS VSTIRAVTIZARNTIFYADIE
BT EYRNEATLABORNZ 7 1Y VZBEHILLET,

« AWS Site-to-Site VPN 1Z#:

s IPsec THEE{LE N7 S 4 R— NAWS Direct ConnectiZ#: #1293 AWS Site-to-Site VPN
EEREOHBEKEDE

« Direct Connect MAC 2% 1) 5 1 (MACsec) ZH7R— KL THREZXRY NTJ—2H S Direct
Connect T —> 3V ICTF—RZRBSLT 5 ik

BNMFEORAICEIVT, YR—Y REEAEE TLISAKRUD—REOT VA MO—=I)LKRY
D—ERELET, &RMEHECR., I ICBEZZTIBDLHICHERPIROT I AEEZR
E¥%&V0S, EF1VTFAORANTTIOTAATY,, JRMFEQOERAICOVT, FHLLSE,
FAM TOEFIVTARARNTS9TARA ETIAMARVS—ORARNT ST 1R, 258
LTLEEL,

REFOT—ZDOESIL

Amazon Simple Storage Service (Amazon S3) X Amazon Elastic File System (Amazon EFS) & & ®
FTRXTDAWS F—RARL—DH—ERAILCE, REPOTF—RZBS{LTRATIVFAEEH
TWET, Bk, ()X BED AWS Key Management Service 256 £ ¥ k Advanced Encryption
Standard (AES-256 AWS KMS) 7O Y VBESELV AWS BEHLY—EAZFEAL TERITEhE

9 AWS CloudHSM,

T2, IVRY-IVROBSHLOKENE, T2 RY-IY ROBSHZERTEZVRITH
FHREENDERICETE, V4TV MIOBSILEREEY—N—ROBESLEERALTT—221
S TEEXT,

7347‘/|\1ﬂ|10)ﬂ*="fbt(3 WNREBBDTTVT—2 30 G —EANT—R2ZETSH
—ZZO0—NITHESKLITZTANETT, AWSDOH—ERX BES{tEhiT—2%



https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

ZHWMAEHT, F—2O0BESLFLEESHKICEESLEREA. 757147 MIOBESLIZE
AWS KMS, AWS Encryption SDK, DD H— R)N—F 1 OBESLY —IILEL@EFT— I:Z’Eﬁ
RAT2Bar®dUET,

s Y—N—BAIOBEStERF. F—ROEFETT—REZHESILIZDETIT, T—RZE2XFEITD7

DT—23>FERY—EANTVET, —N—AIOBESLTE, 7\I\L/—/7I:I27$12|30)H‘z
FIL AWSKMS IC ZFRATEET, £, LnuX 77AMINATALAZARL—TFT AT AT A
(0OS) LRI THEBILTS LUKS K&, H—RN—TFTA1RHOBSILY - —EREZFERATSEC
EETEFRT,

LT, AWS VT RICREFDT—RZRELIZEED—MRNBRARNTZIT1ATY,

— 258, HBOEH, BRUOZREITIRFPIAVTSA T RAEREICETIVWT, REFOD

—RICETREBOESLR)—ZERBLE T, FMICDOVTIE, Creating an enterprise
encryptlonstrategyfordataatrestJ ZZRLUTILKEET Y, BHT—X, FLEBBRTF—2II98
TNBDREPOT—RIESILTRD BB BEOLET, RUT—IC&K2 TR, HEICISU
T, BT —ZPLHT—2ALE, OoATIdVORESILERETIHEEEHYET,

- REFOTF—RZESHKTRHEER. AR LEBESAETILIVAAL, 7OV IBSE—R, ¥—

NREZFEATIEZHEOLET,
SPNFEORRBICEIVT, BSEF—OT 7 ERAFHRIS —ERHRELET,



https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

DESILORANTZIV9T1AAWS O —EX

CNEOVIAVTE., LTO ORARNTSIOTAAEHREBEEIZODVTHBALET AWS 0 —E
Ao

* AWS CloudTrail

* Amazon DynamoDB

» Amazon Elastic Compute Cloud (Amazon EC2) & & ' Amazon Elastic Block Store (Amazon EBS)

* Amazon Elastic Container Registry (Amazon ECR)

* Amazon Elastic Container Service (Amazon ECS)

* Amazon Elastic File System (Amazon EFS)

* Amazon Elastic Kubernetes Service (Amazon EKS)
* AWS Encryption SDK

+ AWS Key Management Service (AWS KMS)

+ AWS Lambda

* Amazon Relational Database Service (Amazon RDS)

+ AWS Secrets Manager

* Amazon Simple Storage Service(Amazon S3)
* Amazon Virtual Private Cloud (Amazon VPC)

DESILORANTZ T 14 A AWS CloudTrail

AWS CloudTrail &, AWS PAHTIY NOHANFTVA, AVTTATVA, BLRVEBEREVATDOE
BEZTADLDICXELET,

COY—ERATRE, LTOBESIKEORARNTSIT 1 AZBRFALTLEEL,

+ CloudTrail QY EHAZI—YZ—I RO AWS KMS key 2 L THESLT D HENF HYET,
OJ77A4)NE2Z T2 S3NTY NERALUU—232CHsd KMS F—%&18IRLE T, EMICD
WTlEk, Tl ZEHL TKMS F—2FATD, 2SRBLTLSEEL,

s BIIOEF1UFTFALAV—ELT, SEFOOT77AIIBRIAZEMCLET, OT 77 1 I)LREE
&, CloudTrail O 774N ZBELLERICEEENLED, BIREhIZA, BEEATLALA
ZHMTADDICKIABEET, HBAICODVTIEE., CloudTral DO 7 7 A )L OEEMRIEZEMIC
TB, 2SRLTLEE,

AWS CloudTrail 10


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

c AVE—TIALAVPCIYRRANZFEHAL T, CloudTrail XNT VY OA4 02—y h&#&
HEF IO VPCODY —RAEBETEDRSICLET, FMICOVTRK, "VPC IV RAKRA
NT®O AWS CloudTraill DfEH ; 2SRBLTSEEL,

« aws:SourceArn £ F—%& KMS ¥—7RUU > —I(ZIBIL T, CloudTrail A E®D 1 DRI ER
DIFHICH L TDHR KMS F—ZFEATEDLDICLET, FHMICOVWTIE, CloudTrail ® AWS
KMS key K> —58BETH, EBBLTIEEL,

« T AWS Config. cloud-trail-encryption-enabled AWS YXx—2 R)L—JLZERL T, OF774)
DOEES{LERIEL TEAL XD,

« CloudTrail A" Amazon Simple Notification Service (Amazon SNS) NEY V TEBHZZEETD LS
REETNTVSHEEIE., aws:SourceArn (FhE A 72 3> M aws:SourceAccount) &4
F—% CloudTrail RUZ—AT—KXZ NIZEMLT, SNS REY INOREBTHORNTD
TAZBFIELET, FHMICOVWTIE, TCloudTrail ® Amazon SNS hEY IR > — #SBL
TLEEV,

- ZFEAL TVSHEE AWS Organizations, TOHEBD OIXTHOA R ~&EOYT AWS THY
N ICRBRIHHABOMFZERLET. chiZlF, HBROEEBTHV MBIV IXNTOX
DIN=TAHAHIDRFEEFIhET, FHICOVTE, THEBOIFOERK Z2ZRBLTEE L,

c PEF—EIERETRZIINTO ICEAENE AWS -3 VEEHZEERL, Than!)—
TAVOMSTHIVNTIOTAETA2RBELET, FHLWI—232 AWS 2289 S
&, CloudTrail BFFLWU =2 a2 ZHEMWICED, TOU—23a 0/ R MNE2OJICERLE
9,

Amazon DynamoDB OBES{LORARNTZI9T 1 A

Amazon DynamoDB &, 7)Y %—2 R NoSQL F—RZR—AY—ERATT, HEN DO FRARET

AT—Z7NWBNT =X AZRHELE T, DynamoDB DREBEENBEL TR, F—XZBEL
XFATIRETIRIC, 774XV F—, O—ALBLFITO-NILOEAZVATFTY DR,
ANU—=4L, O-=NIL7—=T I, XY 2T v 7, DynamoDB Accelerator (DAX) 9 S AR —iE %
E ST —7 I THRELET,

FRSEOBEHCHRY, Y—N—BEERISATY MIOBES{ERETHET, F—2OH
T BAMERBTEET,

H—N—RIOBES{ETERE. ILLT—TILOEREKIC AWS KMS keys ZFEAL TT—7 )L 2=
ILTEXT, AWSFIEF—., AWSNER—I RF—, FEBRHDAEZI—IXR—I RF*—ZEH
TEET,. F—CREDAEIN—NR—IRF—ZHAITZILZ2HEBHOLET. ChiFx, BT
F—ERLICHWTERLHTT, o, COF—FATEZFEATRIE. T—TILLRILOBESL

Amazon DynamoDB 11


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html

AWS HEHA A A DEB{LORANTZ VT 1 AEHEEAWS O —E R
F—., DynamoDB 7—7 /)L, O—ALB LI O-NILOEHZIVAFTFY IR, ANI—LA
FIXTEAUF—THESKEIRhET, ChSOF—RATOFEMICODVWTE, "HAZY—F—¢&
AWS £—1 ZZRLTLSEZ L,

® Note

AWS FIEF—, AWSYR—I RF—, AARN—NZ—I RF—RGULOTEYNYERSC
ENTEET,

F—=ZDIOTAT > MNIOBELEI RY—T ROREICE, REDEEEROEA T Amazon
DynamoDB Encryption Client & 8 T& £ 9, DynamoDB Encryption Client (&, & B O & & 0 #
EMERBEIDHESHICMAT, BECBALET, 2522 T, BHEOEBMPHIR, BSLE
NEEOROBEBANDEREZE, HELEBNOFELLEEEZREL, BEAHOREBEEZRHLET,

COY—EARATRE. ATOBSIKEORARNT T IT 1 Az L T EEL,

s F—OEMEPBIBROAT D 1-I)BREDHEREZ, ChSORAVERTIZIHENHD 1—H—
DHICHBLTLKEEVY, F—OREZEMIIHRETSH. BIBRORTD1—-)IZRETHE, T
NTOI1—%—& DynamoDB H—E AlE, F—RXDOES{LEESIL, BROPT—TIILICHT B
HEV) BEIAKRBREEZRITTELRLSBYET,

« DynamoDB &7 7 # LN T HTTPS ZFEAL TEHEEHROTF— X ZBS{LLETH, EBmMotF2
DF 14 HIHFrERENET, ATOVWTNAOFTa>a2ERATEET,

« AWS Site-to-Site VPN EE&1{tIC IPsec ZER T % #Eki.
« AWS Direct Connect 7’54 R— NELEETEIL T D - H D

« AWS Direct Connect IPsec THEE{LE ni=7"Z 4 X— K~ AWS Site-to-Site VPN E#HDERHE O
i,

« RETSAR—=KNIZTR (VPC) AN S Dk DynamoDB ICT7 VAT B HEN HDHE
&, VPCH—RMNIJIAIVRARANEFERALT, 7O0VAZ VPCARAUY—ADKIZHFATTS
CENTERT, kY, RSFTAVINFNTVYILUR—FY NERATDEEHE
-
« VPCIVRRAVNEZFALTVWRBARK., IVRKRAVNIEERFSNATVWAIY RRA >
RRUS—EIAMRUS —%, AREnLEI1—H—, UY—R, Y—EAOKICBREL T EE
Wo BEMICOWTR, TIAM ARV —ZERL T DynamoDB I RARA 2 MADT Ut A%

T8, & TIVRRAY MRS —2FEALTY—ERND TV L AE4IHT D, £BBLTL L
=0,

Amazon DynamoDB 12


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

EELRD S —ICRE2 T, BSUFBEZT—RINL., JLRNILOTF—2ESKETT)T—
SAVLRILTERETEERT,

c VZAR—OREFIC, FYYII1ROTF—X, BET—X, OV 7 7ML BEDREFDT—&
ZHESILTBDRIICDAX VTZAR—ZRHBLET, BFOIVTAZ—TRREROES{LZERN
ICTB_ERFTERREA, COY—N—flOBEStE, BERBEBDZIANL—DZRBATDIFETY
EANST—RZREIDDICRIUEERT . REKO DAX BES{LIE AWS KMS L HBIVICHEE S
h, 92A2—OBESHKICERAENZE—HF—EAOTF7AIINF—2EELET, BSLEehic
DAX VZAZ—DHERBICH—EADT 7 I MF—AFELZVWEE., AWSKMS EHEHIC
HLWAWS YR—I RF—ZEALXT, FMEICOVTRE, TRERO DAXES{L, 258U
TLEE L,

® Note
NAZI—IZ—RF—E DAX VTARXR—TREATEXEA,

c VSAZ—DOEY NTYTHRICEERFDT—REBSKLITDLSICDAX VTAX—ZHREL &
T, BFOUVTAZ—TCREZFOESKLEEMC TR LRI TEEE A, DAX IE TLS Z2FH
LXFP7TVT—23a E0T5AR—BOVITIARBROL AR AZBEIKL, 9TAX—0
x509 ;AFFAEZFEALTIUVTARAEZ—D ID ZRIALET, HMICOVTIE, TEEFO DAX S
by EZBBLTLKEEV,

« T AWS Config, dax-encryption-enabled AWS Y Zx—2 R)L—I)LZEEL T, DAXITAX—D
ES{LZREALL THBFLET,

Amazon EC2 & Amazon EBS OIS LORARNT S U957 1 A

Amazon Elastic Compute Cloud (Amazon EC2) &, AWS V2O RTRI—Z 7)o E1—
TAVIBREERHMLET, REY—N—ZXBLEHRLEGFEBHL T, RRICAT—ITYTEEEA
T—=NLRZ I N TEET, Amazon Elastic Block Store (Amazon EBS) l&, EC2 41 > AX > ATHEH
I2EHO07OYILRILOANL—UR) 1I—-LAZRBELET,

ChEDY—ERATE., UTOBESIKLORARNTZSIT 1 AZ#H®IFL TS EE L,
c INTOEBS AU I—ALALBENETF—E0BF—EZZTFTLET. ChiZkl), KU —
ICR-T, BY)IBEFIVT A LBESILOERHZRELTRETERT,

« RS —ERMMERTEMEICISUT, EC2AV ARV AR, LG EC2ZAVARV AL
FVTLIAZRY NI)—VBTEEPOT—XOES{LERELE T,

Amazon EC2 & & ' Amazon EBS 13


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

c EC2AVABRVADT —RRYI1—LEF—REBSRYI—LOHAEZERSILLET, B
NiZEBSARUI—-—LRRDTF—RZRELXT,

« RUI—-LATREFOT—2X

s RJI—LEAVAZADETERHENDZ IXNTOT—X

c RUI—LDSERENLEINTOARFTY TSIy bk

s TNSOAFTYTIIY RDSERENEITXNTORY 1—4

FMCOVTEE, "TEBSESIOLLSAL ZZFRLTSEZ L,

s MEDO OTHIRNDEBSARKRUI—AICKLT, F7FIILNTHESLZEMICLET AWS U —
T3, Z5FBET, HLWEBSARUI—ALAEARFY T3y NIAE—IE TN TEFIAYICES
FltehET, ChEFBEEFEDEBS AR I—AFERFAFT YT ay NIRFEELEBA, FFMIIC
2VWTR, "F72)NTHESILEBWMICTS ) 2SR LTLSEETLY,

« AMazonEC2 A1 VARV ADA VARV AARNTIL— R 1—LZBESILLET, 5T
ET, ARL—=—TFT A VI ATATREENATVBIRET 7ML T—RORBEILRIEET, &
MIZDOWTIEE, AmazonEC2 A VARV AARNTES{ILZFEAL TREFDT—2ZREITD S
i (AWS 7O75E) 23RL T EEL,

» T AWS Config, BEELAR) I —ALI—IZREL T, BYSESILRELZRIAEL TERAIZEH
FIVvIERTLET,

Amazon ECR ODES{LORARNTSOF 1 A

Amazon Elastic Container Registry (Amazon ECR) l&, F¥1U 7574, AT—FEUT 1, SEk%E
BALENF—2ROAVTFAX—LPARNIS—EATY,

Amazon ECR &, Amazon ECR "B 3% Amazon S3 /N7 Y NCA X—PZRELET, &
Amazon ECR DR KNUICKE, URD NUDERKICEREE NDESILEREN BV ET. 77
N Tl&. Amazon ECR l& Amazon S3 "EE 3% (SSE-S3) BS{tF*—IC LD F—/N—HIDOESIL
ZEALET, FHICOVWTE, "REFOESIL) (AmazonECR RF 1 XV N) 25RBLTLKE
L,

COY—ERATRE, UTOBESIKORARNTSIT 1 AZBRFALTLEEL,

« Amazon S3 A& TS (SSE-S3) BB F—IC&BH—N—AIESL (F72ILN) Z2ERTZR
DI, AWSKMSIZCREENTWRIHARN—NZR—RKMS F—%#FERALET, COF—2
A7TRREEHHEHAVERBA S>3 2REHLET,

Amazon ECR 14


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

® Note
KMS £—I&, DR KU AWS V=23 LREIU ICFEETIHLENHYFT,

« DRZRNUOZ7OED I ZJEIC Amazon ECR A F 7 ) NTHER T BHERERVY HEBZ VT
<EEV, MYBLEBE, F—2AOTIEA UK NUET Y S 1EhLHLLAX—T0D
EFIL, AX=F TN ENEEOESLEEDKEICKETZ RNl HYET,

- ZfFEHL T AWS CloudTrail . Amazon ECR (925 VIV I AN ZRHELFT AWSKMS, O
ITORMJICKEK, KYBREICEITEDRSICESLITHFAMNF—NEEATVET,

« BED Amazon VPC IV RARA 2V NELREBED VPCHASOT I ERAEZHBTHRSIC
Amazon ECRARV S —ZRELE T, chiZklY), EENICHEED Amazon ECR Y —ZAAD
XY RND=OTF VAN DEEN, BEDVPCHASOT IV ELADHKNHFATENET, Amazon
VPCIVRARAVNEDRETSAR—RNZY ND—2 (VPN) EHE2ELT D E, BEEFOT—
RZBESLTEERT,

« Amazon ECR EV Y —AXR—ADRI I —ZHPR—NLTVWET, ChsORUS—ZFERAL
T EBERXIPT7RLAFEIBEDIPFRLAICEITVTIT IO EAZHIRRTEET AWS OH—
E X,

Amazon ECS OIS tORARNTSOF 1 A

Amazon Elastic Container Service (Amazon ECS) &, Y2 AX—TAV T+ NDREIT. £k, EEZ
XETDH, GETCAT—Z7INEAVTFERY—ERATY,

Amazon ECS Tlk. A TOWVWTFNA D FETEHEFOT— X EBEEILTEET,

« H—EAXY> 104K £ERAL T AWS App Mesh, #7044 &k Envoy 7OF > &, A8
J—RPEFEET—RVIABEDAYIIT RRANED TLS #EFEZRELE T, AWS
Private Certificate Authority Rz & B FHERNAELU LFEAEN S TLSHIAEZFERATE R T, i
EFI—RUTILICOVWTE., "T(ACM) B EFHRNAEL IZFEHE AWS App Mesh % H
L T AWS Certificate Manager DY —ERAB TR 74 Y VBS{LEEMICT S, (AWS 7OJEE
B)ZzsRLTSEE,

« HR—RENTWVWBHEAE. AWS Nitro Enclaves 2B L £9., AWS Nitro Enclaves
l&. Amazon EC2 1 AR AN S enclaves E IEND DB N ERITIREZIERTE S
Amazon EC2 #EET T, ik, MEMOIFELCFEVTF—RORBIZ/IUDKSICHRFTENT
WET, £/, Nitro Enclaves BT D ACM IZ& Y, NTUY IERTT T4 R—KD SSL/TLS
MEBAEE, DITJTFIVT—23arBKRTU T T H—/N— (AWS Nitro Enclaves ® & % Amazon

Amazon ECS 15


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

EC2AVAZRVATEHEBL TVWDHY—/\—) TERATEEXT, FHICOVTIE, AWS Nitro
Enclaves — Isolated EC2 Environments to Process Confidential Datay (AWS 7O 5% %) 25 RL
TLEEV,

« Application Load Balancer T Server Name Indication (SNI) Z’ZO0 R JJL&E A L £ 9, Application
Load Balancer D& — O HTTPS U AFT—OERICEBOT 7V r—23>Z2F7O014TEERT,
FEVAFT—ICRIMBED TLSAEHEN BV ET. ACMHNRETZIHES). BCERAHEERE
BAT& %9, Application Load Balancer & Network Load Balancer &, W3 % SNI #HR—K
LET, FMIZOVTI, "Application Load Balancer A" SNI Z L 7= AN — NBIRTEHR D
TLSHFRAEZHR—RTDLSICAYELE (FJOTRRE), 25RBLTLKEELV, AWS

e EFIVTFTAEEFHEMEEMEETESICIE. AWS Private Certificate Authority %Z £/ L T Amazon
ECS RAUTTLSEEAEZ T 7O/ LET, FHMIZ DWW T, Retaining TLS all to your
container part 2: Using AWS Private CA1 (AWS 7OV RE) 25BL T EE L,

- Secret discovery service (Envoy) £ ld ACM (7R A M & ni-FEBAE (GitHub) Z AL T, App
Mesh (Z ##E TLS (mTLS) ZR%EL £ 9,

COY—EARATRE. ATOBSIEORARNT T IT 1 AZ@FAL T EEL,

- BT HagETHNE, EF21UTF 18D, AWS PrivateLinklZ Amazon ECS 4 > & —
TJTIAAVPC IV RRAKRNEERELET, VPNEHEZENLTINSOI O RRANCIT O
ATdE, BEFOTF—ENFBESEhET,

© APl F—®F—ERXR—AFIABEBRBEEOREFREZLLICRELET, ChSsZBSLLEND

X=BELTNTFX—=RARNTIZRETEE T, <l AWS Systems ManagerO#ee<T ¥, =1
L. AWS Secrets Manager c DY —EATRI—IL Yy NzEBHNICO—FT—>3>L, T4
LB—DOLYNZERLT, >—JLYNZHBETED LY, ZFEATILZHEBOLET
AWS 7ho2 K,

— R BR—ANOI—Y—FLBET7Ur5—>3>, §FLEEVI7LoABOY—RN—FT 14—

B HTTPS API 1 7I7\I\E?T?TL‘%’%A(¢ AWS OH—E A, AWS Security Token
Serwce() POSBMBLE-KNEEFIVTARIABEHREEALTENRSOVIIAMIBRALE
IAWS STS,

Amazon EFS OBES{tORARNTTOFT 1 A

Amazon Elastic File System (Amazon EFS) I&. AWS V95T RTORET 7 AILS AT LDERE
BREICKRIBEET,

COY—ERATRE, UTOBESIKEORARNTSIT 1 AZBRFALTLEEWL,

Amazon EFS 16


https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

« T AWS Config, efs-encrypted-check AWS Y Zx—2 R)L—J)ILZRELET, cDIL—I/L
l&. Amazon EFS A" ZFRALT7 7ML TF— R ZBBILTR RS ICRETNTVBRI A ESH ZHE
7L FEF AWS KMS,

+ Amazon CloudWatch 75 —A%Z/EK L T Amazon EFS 7 7 AL AT LADEES{L &2 @H L F
¥ Tk CloudTrail %' T CreateFileSystem A1 R N EEHL, BB{LENT L\T&L\
TP7ANDATLNERENDETS—LZN)H—LET, HFHICOVWTE., "™F1—-KUT
L REBIZ Amazon EFS 77 AN AT LADBEEL T2 2SBLTLSEEL, o

s EFSNYVURMNIIN—ZFEALTTI7PAIINATLEIDIRNTD C5FTBDET, 94T
N & Amazon EFS H—EAB® TLS 1.2 R RIINFBRES KVP#RFEh, IXTORY ~ND—7
T77ANDATALNNFS) NS 74V IONZOREESIENERN D RILZNLTIIL—TFT12T0EnE
o ROAN RIE, BEFOESICTLS 2EATIHEEERELE T,

sudo mount -t efs -0 tls file-system-id:/ /mnt/efs

FHEICOVWTR, TEFSY UV MAIN—ZFERLUTEFS 77 AN ATLAEZIINTD, %
ZRLTLIEE L,

- ZfEHAL T AWS PrivateLink, 1> X—7 I A AVPC I RKRA NZEEEKEL, VPCs &
Amazon EFSAPI D7 S A R—NEREZBIULET, VPNEHZZNLTIV RRAMA, F
FRIVRERA D SEEENDTF—INBELENET, FHICOVWTR, T41&2—T14
AVPCTVRRARZFERALTAWS O —ERAICTIOEATSE) ZSRBLTLSEEL,

*« IAMID RXR—AMKR)Z—0 elasticfilesystem:Encrypted &#-¥—%FEHAL T, BSLE
NTVWEBEVWEFS 77 MU ATAZI—F—HFERTEBZVELSIZLET, FHEICOVTE.
"IAM ZERA L TBESILE N7 7PAIN AT LAOERERH TR 25RLTSEZL,

- EFSEESILICERA TS KMS F—l&, VY—AR—ADF—RII—2FALTHRNEET IR
RETIHENHYVET,

« EFS 77 A AT LR —D aws:SecureTransport &#F¥—%@FRHL T, EFS 77
AN ATLNDEREIC, NFSOTA T2 NI TLS ZEHNICEALET, SFMAICOVT
l&. TAmazon Elastic File System IZ& % 7 7 4 L 7— X D BES{thttps://docs.aws.amazon.com/
whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.ntml ; (AWS 7R 1 k
R—N\N—)ZSRLUTL<EEV, Amazon Elastic File System

Amazon EKS OES{LORANTSIF 14 A

Amazon Elastic Kubernetes Service (Amazon EKS) ZfEH 3% &, JHB ® Kubernetes 1> MO —
LNTL=/—REAVAN=IITIFH#IFAWS §5 %<, T Kubernetes ZEITTE

Amazon EKS 17


https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html

AWS REHA XA DESILORARNTZUT 1 AEHEE AWS OH—E R

£ 9, Kubernetes Tl&, 1—H—FIAE, NAT— R, API F—LBENHEEBROERICT—
LY RARIABEET, F7F2ILRTR, ChsD—ILY NEAPIH—N—DOERBELEDT—X
ARNTICESEENhTCREFENAET, COT—FARNTE eted EFIFNE T, Amazon EKS T
&, etcd./— KR® Amazon Elastic Block Store (Amazon EBS) 7R ') 1 — Al Amazon EBS EE&1{t T
BEELENET, APl FTUERELR etcd DTV EREEROTNTOI—H—F. ¥—IL v K
EMBELEEETEE T, 510, BRIZEBICARY REERTZHERZFO>I—HF—EHETE,
TOT IO EAIEZFE>TETOZNEBMO—IL Y NERINBDENTEXRT, VRZ—I RF¥—
FEEADAEII—AWS YZR— R¥F—ZFEHL T AWS KMS keys, Amazon EKS TREHF N h
50>—JLYNEeBESILTEET, etcd ZEATEIREBOSEE L T, AWS Secrets and Config
Provider (ASCP) (GitHub VR N)) 2R TR L ETEEXT, ASCPRR IAMB LTI Y—R
R—=ADRIVD—ERELT, TUVRBAXRZVTAZ—HADORFED Kubernetes RY RN —2
LY MOKICHRERTBRELET,

Kubernetes Tk, XD AWS ANL—H—EREZFEHTEEXT,

« Amazon EBS Tk, YW —RARNL—2 RTA4/N—F & Amazon EBSCSI RS A /N—%&EHT
EET, £€558I1LE, RUI—LOBESIERPHAZII—NZ—RF—OREOLEHDODNTAX—2
NFEFEIATVWET,

« Amazon Elastic File System (Amazon EFS) (Cl&, Amazon EFSCSI RZA//N—ZFERATEET,
ChRBN7O0E>aZ>J BN 7O0E>a > J0mazEYR—MLET,

COY—EARATRE. ATOBSILORARNT T IT 1 Az LT EE L,

c etcd ZEALTVWAEBE, F7FINRTI—ILYRNATD IV NGBESHENTICREEIE
IH, O—ULY PR EREBETDLEHIEUTZRITLTILSEZ L,

- "REFO—IJLYRTF—2ZRESILT S (Kubernetes RF 1 X K),

« Kubernetes —2JL Y NROLARO—7EESILAWSKMS ICEALET, ok, >—7
LY hNE—BEDOF—RXF—THRESIKLTEEFT, F—BStF—Z2FALTAWSKMS, F—X&
F—Z2BSLTEXRT, F—BSLF—E. EHNERATD1—-/TEENICO—FT—>3T
ZE T, Kubernetes | AWSKMS 7’504 ZERTBE, TXTHO Kubernetes —2o L v
NABEE XetcdT ICREFEENET, N 5E Kubernetes APl H—/N\—IZ&K > THAKESTE
9, FMAICOVTIE, TAmazon EKS BS{tZ7ONAEZ—IC XD FHMEHEOHR—NDF
A1 8LV "TBBFEODIFAR— AWS KMS T T Kubernetes >—2JL Y N ZWES5{LT2, 25
BLTLSEZL,

« =ULYNOBRIMIBRVCEETRAKZFHRIZO-NR—ATI+EAD> ~O—JL (RBAC)
L= TERAZEMCREFRELET. HILLZ—TILY NOERP, BFEO—TL Y KD

Amazon EKS 18
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
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https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
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