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Amazon Managed Service for Prometheus 7 —%2 AR — A DR

D—O ANR—RAE, Prometheus X NU DV ADRFEVIVICEAETNDEAOREBEANR—ATT,
D—DAR—ATlE, EF. —BRR. 8RR, HIER. XMUIJAOBMYYIAAEVTVBE, EBRE
ZRUTHILEHOZEHHA VT ORI NOA—IHFYR—KEhFEdT, PTHONADOU =23
CEWLTI1D2UEDD—DAR—ARAZFOICENTEEXRT,

D—DAR—AZEY NTYT7TIRICE. ROFIEICHVET,

(® Note

V=D AR—ADEROFHEMERAREEL AT a2 ICDOVWTIE, TAmazon Managed
Service for Prometheus 7— 7 AR—A&ER TS, 2SHBLTLSEETL,

Amazon Managed Service for Prometheus 7 —2J AR—AZER TS IZ(F

1. Amazon Managed Service for Prometheus 122 Y — )L (https://console.aws.amazon.com/
prometheus/) ZB& £ J,

2. [WorkSpace TAUTFRA]IC, ILWIO—DAR—ADIA VT AZANLET,

D= AR—ATA VT AR, T—OAR—AQBRICEIULDDHL YR TVEETT, chldk—
ETELSTEBVEEA. 2200V —VAR—AICALUVIA VT AZRTDEETEXRT, £
L, IXTOT—U AR—AIZIF Amazon Managed Service for Prometheus (C& 2 THERKE
NE—EBEDD—UVAR—AIDHFEVNEHTShET,

3. (A7 IAV)HEMZEBICRTZEMTAICE. FLLWEITZEM ZERLET,
[F-1CRTDERMEZADLET, [fE] T, EETRTICEZEMTERT,
BORTZEMTSICE., FLWAERTZEM 2BEERLET.
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4. [D—UVAR—A%ZERT D] ZERLET,

D—DAR—ADFMAR—IHRRENET, CZICF, COTV—TAR—ADAT—Z
A, ARN, T—JAR—AID, UE—LEZRAHXAEIVTVADIY RRAZ N URL BEDIE
BHARTENKT,

BN AT—RAN ERF] CBZAEEN BN ET, AT—RAN [TITAT|ICBBET
F2THS, XMNUTADEY)IAKDREICEATLSEET W,

[TV RBRAUN-UE—REBEA&K URL & [T RBRAV K- 2T URL ICERE AL URL
ZEEEOET, ChSOURLIEF, COD—TAR—AIARNDVIRAZ)E—RTEZIAT K
5(Z Prometheus H—/N—ZBHTHEEE, ThSOXRNVIJAICITIVZRTITREEICH
BIZBERYET,

) — 2 ANR—AAND Prometheus X 1) 2 ADMELY) JA &

XRNDVORAZBYVIACFED 12k, AR RF7AO2O Prometheus T—J I N (I—2 I K
E—RTERITENTVS Prometheus 1 VARV RA) ZFALTITAZ—NDS ANV O AZEE
L. Amazon Managed Service for Prometheus I8 AU TARNL =S EEZR U T ZTSZET
T cOtEU>3a>Tlk, Helm ZEAL T Prometheus T—2 I ROFLVWA AR A%EEY
N7Yv7d3dZ&l&kV), Amazon EKS A5 Amazon Managed Service for Prometheus 7 —%2 &
R=AANDXARNI) T AOEY) AR ZFRETDHEICOVWTHALET,

Kubernetes X /— RLARIDXND) T AZE, AmazonEKS TX RNV O AZER TSI
k. AmazonEKS X1 -F4F7 RAVEFEHTEEXT, FMICOVWTIE, "Amazon EKS 11—
Y—HA R, O "FMEAAERIDZSIZTA4TRAY, 2B LTLEETV,

XNVOAZRBEIDFEXPTHAMEOEVX NI A ZERT B HEBE, Amazon Managed
Service for Prometheus IC7— X 2BV AT O SEIZDWVW T, "Amazon Managed Service for
Prometheus 7 —OJ ANR—AICARND JAZEY) AT Z#ZBRLTLEEV,

(® Note
D= AR—ALWYATNEX NI TR, F7#I) BT 150 BERFE I, TOREDH
BICHIBRENE T, ZRK 1095 H BF) ETT— I AR—RZREL T, REHPBZHET
EXRT, FMICOVTRE, "TT—JAR-ADHEE 2FRL TS,
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OtV a>OFEICHES &, Amazon Managed Service for Prometheus Z AR ICERE L THEE
THBENTEET, BIICD— VU AR—AZERLTVB L ZFRELTVET, CcOEY3
> Tk, Amazon EKS V5 AR —IZ# L LV Prometheus 4 —/N\—%& LY NT7Y7LET, HLL
H—N—F., 77 #J)LNREZAFEMA L T Amazon Managed Service for Prometheus ICX K1) U A%
EEITRDI—CINELTEELET. COFEICERRDEREHENF HYET,

« #1L ) Prometheus H—/N—H"X NV O AZPRETH7TD Amazon EKS VT AZ—NFHETT,

« Amazon EKS 75 AR —ICI& Amazon EBS CS| RZA/N—Z A 2 AR=ILLTVWBURENfHVYE
9 (Helm THE),

Helm CLI 3.0 AR Z A T2 HREN BV ET,

LTFOEI>3a>OFEERITIBHICE, Linux Rizld MacOS AVE1—R2ZFERATHILENH
WERT,

ATFY7T1:FHiLLVHeim Fy—RKURSNUZEBNT S

RXOAX >V RZAALT, HFLLVHemFYy—RNURD RNV ZEBMULET, chSOION ROFFEM
[ZDWTR, THelmRepos ZZRL T EE L,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus BHIZRZ/EKT B

KON RZEAHDL T, Prometheus H—/N—&TDMODEZZV I AVR—F NED
Prometheus BRIZEEZER L £9 ., prometheus-agent-namespace &, COZBZEBIZFHFS
BRICEZEMAET,

kubectl create namespace prometheus-agent-namespace
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COHV)IAKRTTETIE, Prometheus T—2 I MABEL TULS Amazon EKS V5 AR —DH—
EAT7AIORNOIAMO—I)IZ2ERTIHEN HV)ET,

H—EAT7AHTNOIAMO-I)ZEHATSE. IAMO—)L% Kubernetes Y —E A7 AT NI
BENTDCENTEET, COY—EATHIURNE, TOHY—EAT7HI N 2FERATZIEEZED
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RYROOAVTFIET IV EAAWS FAZRNETEERT, FHICODVTRK, "H—EATAHTIUHAD
IAM O—)Ly ZZRLTSEE W,

chsO—)LZ2EERELTVWEVEESEK., TAmazon EKS 95 AZ—AS XA KN A%HY)
ATTESDOY—EAO—I)NEEL OFIREICH>TO—ILZEZELET, TOEIIVOFIET
&, eksctl 2RI HHBENHYET, FHMICOVWTIEE. "TAmazon Elastic Kubernetes Service
DERGE - eksctly ZZRL TS EE L,

(® Note

EKS £/ TREB<K AWS, FIOEAF—ET—IL Y NF—DHZEMEAL T Amazon
Managed Service for Prometheus [C7 VA9 %154, EKS-IAM-ROLE X—A® SigV4 %
FEHITDCERETEXREA

ATYT 4 FHLOWY—N—ZEY NTYTLTAXRNI T ADEYAHZEH
"I

#FL W Prometheus T—2 I h&E 42 AK—J)LL., Amazon Managed Service for Prometheus
V=D AR—ALZA NI DAZEETRICE. UTOFIEICHVET,

#FL W Prometheus T—2 I h&E 42 AK—)LL., Amazon Managed Service for Prometheus
D= AR=ALLA NI AZZEETRICR

1. THFANIF14R2ZMEAL T, my_prometheus_values_yaml EVWSBEID T 7 1 )L & EMK
L. XORBEZRLET,

« IAM_PROXY_PROMETHEUS_ROLE_ARN &, T"Amazon EKS VT AZ—HAS X KO AZEY)
AL SO —EZAO—)LNOEEE 1 THEMK L = amp-iamproxy-ingest-role ® ARN I[CEZ %
£9,

« WORKSPACE_ID l&., Amazon Managed Service for Prometheus 7—J AR—AD ID ICEZE
BAET,

« REGION l&. Amazon Managed Service for Prometheus ®'\)— 3 ICEEMAE T,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP

## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
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##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. ROOAX RAEAHDL T, Prometheus H—/N\—ZERKL £ T,

« prometheus-chart-name &, Prometheus V) —ARICEEBRAET,

« prometheus-agent-namespace l&, Prometheus BRIZENZRICBEMIET,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

Prometheus X N JAICHTH IO T DET

D—DAR—AILX RNV OAFBVIAEND LSICBE 228, TENSOXRNVVAICH LTIV =
RITTEET, XMV IVRZIVIVTD—MWABSEER., Grafana BEDHY—ERAZFEALTX KN
DAZVIT)TBDETT, cOEYZ 3T, Amazon Managed Grafana Z £/ L T Amazon
Managed Service for Prometheus DX KUV RAZ VT T2 HEZFEBLEXT,

@ Note

Amazon Managed Service for Prometheus D X KN O A&V T 3§D 5EX. Amazon
Managed Service for Prometheus APl Z{EA 32 FEIC DV TR, "Prometheus X KU J
ACHTRIVIVNET, 22RLTKEEL,
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TOV=AQOH—RN—TFT 14— I8V, BrTF—RYV—RAZKABIIHRBELB LM TEHD
AWS H—EZANQEHRZEHREILLET,

Amazon Managed Service for Prometheus Tl&. Amazon Managed Grafana ZfRAL TO—7
AR—=AADARND DRIV RRTITD N PR—RENTWVWET, Amazon Managed
Grafana 1>V —/JL T, BEfE® Amazon Managed Service for Prometheus 7H > R ZE#&RHL

T. Amazon Managed Service for Prometheus 7—9 AR—AZF—XY—AE L TEMNTEE
9, Amazon Managed Grafana &, Amazon Managed Service for Prometheus IC7 VA3 =&
ICHELFTAEROBREZEE L £9, Amazon Managed Grafana A5 Amazon Managed Service
for Prometheus N\ D#ZE{ZERK T B HEDOFMIC DWW T, TAmazon Managed Grafana User
Guides OFIEZSRL TSEEL,

Amazon Managed Service for Prometheus @ 7 Z — k Z Amazon Managed Grafana TRR 9 %
CEETEEXRT, Po2—MEDREZRETAFIRICOVWTR, "7F—bh%& Amazon Managed
Grafana £lEA—7"2 YV —AM Grafana £HEET D1 BSBLTLSEE L,

® Note

Amazon Managed Grafana 7 —9 AR—AN T Z A RXR—KNVPC ZFEATH L SICEREL
TW3H &k, Amazon Managed Service for Prometheus ®J—2 AXR—A %@L VPC
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ZRUTHILEHOEHHAVT ORI NOA—IFYR—KhEhET, THUVNAOU—23 2
CEETD2HUEDT—TVAR—AZHFEIENTEERT,

Amazon Managed Service for Prometheus 7—J AR—AZER L TEETBICE. Coto> 3
OFEEFERALET,

N =R

« Amazon Managed Service for Prometheus 7 — 90 ARXR—AZEHX T %

s T—DAR—ADHRE

¢« D=DAR—ATIAVTAZwWETS

- Amazon Managed Service for Prometheus 7— 9 AR—A Dl (ARN ZEL) ZHRT D
« Amazon Managed Service for Prometheus 70— AXR— A& HIBR T 5

Amazon Managed Service for Prometheus 7 — 9 AR — A ZER
EEC)

Amazon Managed Service for Prometheus 7— 9 AR—AZERTBICIE. ATOFIEICRVE
9. AWS CLI & Amazon Managed Service for Prometheus AV =IO EES ZFER TS H &R
RTEET,

(® Note

Amazon EKS 95 AZ—%&FE1TL TWVW3FEIE. AWS Controllers for Kubernetes & L
THLWD—DOAR—AZERTD_EETEET,

ZHEALTID—OAR—RAZEHRTSICE AWS CLI

1. UTOONYRZAHDLT, D—OAR—AZERLET, COHITIE my-first-
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D —0 AR—ADER, 21



Amazon Managed Service for Prometheus J1—%—AH4R

AT3EETEET, VJ—VAR—AIAM VT AR, D= AR—AOHRNZEZILDDAY)
FTVWEFTT, CNEF—EBETELSTEBVEEA. 200D —VAR—AICALIAUT A
ERTAEETEERT, LEL, IXNTOT—TAR—AIZIF Amazon Managed Service for
Prometheus ICK 2 TERENTE—BEDTV—TJAR—AID HFEYHTShET,

(A723a)MEBOKMS F—ZFALTTV— IV AR—AILRFENTVETF—RZBSLT
B2k, FHTD AWS KMS F—IZ kmsKeyArn/N\TX—2ZEHBD N TEE T, Amazon
Managed Service for Prometheus [ HARXY—XZ—J REF—OFEAICKH L THRELEEA

F, F—ICBEEITZIANRETDIZEEHN H V) £F AWS Key Management Service, Amazon
Managed Service for Prometheus IZ&k 27— AR—AADTF—2 OB, £LFIHEON
ABI—XZ—I RF¥F—0OEK. BB, ERAFEOFMICOVTR. "REFOESL, 258K
LTLEEL,

FI([]) ADONFA—=REBEATS3a>THY, IV RICEFENZE2OBEVTEE L,

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

COOANY RERDT—RZRLEXT,

« workspaceIldlF, CcODIV—TVAR—AD—EZNDID TT, cOID ZEEZHTLIEEL,
carnlk, COIV—DVAR—AMD ARN TT,

e status &, T—I9AR—ADBEDAT—RATT, J—JAR—ADERER
CREATING =2 A[gEMEN H V) £,

* kmsKeyArn &, D=0 AR—ATF—ZOBEESLICERAETNBINAZII—NZ—J RF—-TY
(EEEIhTVWRHEE).

(® Note
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create-workspace X2 R CREATING AT—ZRAZRL IZBEEF. BTXRXOIONV R%E
ANTBZET, D=V AR—ADEBHI BN ESH ZHIBTE RS, my-workspace-id
[&. create-workspace N> RA'SIBRE iz workspaceld DEIZEEMAE T,

aws amp describe-workspace --workspace-id my-workspace-id

describe-workspace N> RA'S status EUT ACTIVE FiREhis, D—JAR—A
EHERAITIERAITETVET,

Amazon Managed Service for Prometheus 2V =)L ZFEAL TV — V0 AR—AZERT B IC1F

1.

Amazon Managed Service for Prometheus 112/ — )L (https://console.aws.amazon.com/
prometheus/) ZFAE £ 9,

[MERK] ZiBIRLE T,
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® Note
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AWS CLI
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® Note
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® Note

DZAZ—&, Amazon Y —AZX—L (ARN) ICL2TARAILAN—ELBHERTSIET,
VZ7AZ—%ZHIBRL., BUBRTHLWIZAZ—ZERTHE, ARNBEHFLWISAR—
THMAZNET, 0O, RATILAN-BHLLVIZAZ—DXN)TAZIREL LS
ELET, RAILAN-—DEKRE, 7FAZ—DHIBRE FEBEICITVET,

AWS API
AWS APl ZERAL TAILAN—ZEKTBICE

CreateScraper APl AXRL —2 3> & FERAL T, AWSAPITRILAN—ZERLET, X
DHITIE, us-west-2 =23 TCRILAN—ZERLET, AWSTHIU K, O—0RA
R—A, EF¥a1)F 14, Amazon EKS V7 A —IFHEZMBED ID ICEE#BRA, AUVLA4/N—IC
FERITIREZEETIHLENf HBYVET,

(@ Note
EXIVFTATIN—TERBTRY NG, BREDISRAZ—OEF21VF1IIIL—TEH
TZYNIRETHIHLENHYET,
PBEEE2DUEDTRASEUTF A=V —2ILHB 2 2ULEOHTRY N EESDHD
RBEFHVVET,

scrapeConfiguration l&. base64 TI > 11— R& h/z Prometheus 8% YAML 7 7 AL T
¥, GetDefaultScraperConfiguration API ARL—> 3 CRAREEZA V> O—RTE
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ZEEW,

POST /scrapers HTTP/1.1
Content-Length: 415
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
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"destination": {

"ampConfiguration":
"workspaceArn":

{

"arn:aws:aps:us-west-2:account-id:workspace/

ws-workspace-id"
}
.
"source": {
"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]

}
1,
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

}

AWS CLI

AWS CLIZERAL TARAIL A N—Z2EXKT B

create-scraper AN RZFHALTAWSCLITRAILAN—%ZERLET, XDHIT

(&, us-west-2 V=3 TAILAN—ZERLET,. AWSTHIV N, T—DAR—
A, EF¥I1UT 4, Amazon EKS V5 AR —1EHZMBED ID ICEEH!A, RAIVLAN—ICFEA
TEORELIEETDHLENHYET,

(® Note
EFIVFATIN=TEHTZRY N, BREDIZAZ—OEF1 VT4 TIL—TCYH
TZYNIRETHIHENHYET,
DPBELSEE2DULEDTRASEVTF A=V —=2ILHB 22U EOHTRY NEEDD
RBENFHYNET,

scrape-configuration l&, base64 TI > J— R& iz Prometheus 38E YAML 7 7 4L T
9. NAKREWR. get-default-scraper-configuration AN REFEALTA Y O—R
TZFET, scrape-configuration OFEROFHICODVWTE., "TAILAN—EEL 2SRL
TLEZL,

aws amp create-scraper \
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--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LT, AWSAPI TERATEZEDAILAN—FARL—232DELEBIVARNTT,

« CreateScraper APl XL —2 3 ZERALTAILAN—ZERLET,

« ListScrapers API AL =23V Z2FALTBREFEORILAN—Z—BRRLET,

 UpdateScraper APl AR L —2a > FEAL T, RILAN—OIA VT A, RE. FEREEE
EEHLET,

« DeleteScraper APl AXRL —2 3> & FERALTARAILA/N—ZHIBRLET,

« DescribeScraper APl AR L —> 3 Z AL TRV LA N—DOFMAZEELFT,

« GetDefaultScraperConfiguration APl AR L —23a > &AL TAILAN—OARKZREEZTRBL
-

(® Note
AL AE>YT 9% Amazon EKS 75 A& —I&, Amazon Managed Service for Prometheus
PAXRNVDACZT IV EATERDELDICRESNTVBLEN B ET, XKOKEY UTE.
DZAZ—DFREFEICODVTHBALET,

VAATAI>2 NDRE

Amazon EKS U5 A& —& Amazon Managed Service for Prometheus 77— AR — AN B/
BTAIVNIHBDEZECVAARAT AV NAVLAN—ZERTBICE. ROFIEZFEH
LET, HlZE. Amazon EKS V5 AZ—&ZELY—AT NI N account_id_source
& . Amazon Managed Service for Prometheus 7— 90 AR—RAZELX—T'Y NTHI b~
account_id_target %% &L &7,

JOARATHIRRETRAILAN—ZERTDICE

1. Y—ATHDOKMT, O—J) arn:aws:iam: :account_id_source:role/Source Z{ER
L. ROEERV—E2EMLET,
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d—H—H1 K

{
"Effect": "Allow",
"Principal": {
"Service": [
"scraper.aps.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "scraper_ARN"
},
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
}
}

2. Y—X (Amazon EKS 77 A&—) &£&X—%"¥Y N (Amazon Managed
Service for Prometheus 7—9 AR—R) DI X TDHELEDLE T,
O—JL arn:aws:iam: :account_id_target:role/Target Z/ERK
L. AmazonPrometheusRemoteWriteAccess D7 V7 ZAHF A ZF DX DE
BDRENHYNET,

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_id_source:role/Source"
1,
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"sts:Externalld": "scraper_ARN"

3. --role-configuration #7773 & FALTRAYILAN—ZERLF

FERV—ZEMY

9o
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aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4, AVLAN—OERZRIELET,

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "scraper-id",
"arn": "arn:aws:aps:us-west-2:account_id _source:scraper/scraper-id",
"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",
"status": {
"statusCode": "ACTIVE"
b
"createdAt": "2024-10-29T16:37:58.789000+00:00",
"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw",
"securityGroupIds": [
"'sg-security-group-id",
"sg-security-group-id"
1,
"subnetIds": [
"subnet-subnet_id"

Iy

"destination": {
"ampConfiguration": {
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"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"
}
}

RoleConfiguration £EH—ERAICD) >0 hzO0—IILOBEOEE

RoleConfiguration TRAEKH—ERICU V& hizO—/)LIC¥IV)E X T Amazon

Managed Service for Prometheus 7 — 9 AR—RIZEZIATHE S, UpdateScraper ZFE#

L. RoleConfiguration BULTCRILAN—ERLUTHIRNDD—DOAR—AERETIHE
HFHYET, RoleConfiguration FATZL A /N—HASHIBREh, Y—ERICU>>IEchiEO—-)
FEAETNET,

AOLAN—ERUTHIVRDDT—DAR—AZZEL., 5|&#Z RoleConfiguration Z{#H
¥ 5F Ak, UpdateScraper T RoleConfiguration Z2BEEETIHEN HVET,

NARI—IZ—T RF—TEMCEITVBT—IAR—AADAY L A /\—DHER

HNAZI—NXZF—2 RF¥F—&FEHL T Amazon Managed Service for Prometheus 7 — %2 AR—AIC
XNV ORAZBRYYIAC AL AN—ZERTBICEK, V—AREZR—TYRNOBEBEZRLTHV NI
BREL = --role-configuration ZFAL £ 9,

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\
--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",
"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'

ATLAN—ERFEDO—MREETS—

UTE, FILLAVLAN—DOERKFICRETIEEN HIHE— RV EBETT,
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Amazon Managed Service for Prometheus d—H¥—HAR
« BEIZAWS VY —AHFBEELELA, BEELEEFIVTATIL—T. T XY M, Amazon
EKS VZAZ—NFELTVRIHLENHYVET,

« IP7RLAEEANTELTVWET, CreateScraper APl ICETH TRy R EID, 2BLEE
12DIPF7RLANBETT,

Amazon EKS 95 A2 —MERE

Amazon EKS 95 A X —l&, RAVLAN=DANIDAICTIVELATEDLRSICRETDIHLEND
WET, COREICE22O0AT7>a sy ET,

« AmazonEKS O 7 JtEAI > M) ZFEAL T, Amazon Managed Service for Prometheus 1L ¥
B—IZOTARR—ANOT IV AEZEBNICAELE T,

* Amazon EKS VAR —EXR—TI RX KNV IV ARV LAEVTRICFBHTRELE T,

LTFTOREY DT, ChSOZBFIBEICOVWTEHLLSHBALED,
TOERVAIRNURFERALTARAILAN—T72EARHIZ Amazon EKS #38E T 2

Amazon EKS D7 VATV NV ZFERATI L. VFAR—DESXNIVIRZAILAEVYD
I2=HNDT Ut A% Amazon Managed Service for Prometheus IC4V 532 B EBEBZHFET
¥,

AL AE>T % AmazonEKS 75 AR —&, APIREIZFTFAI T B R DICERET I HLEN BV E
o VTAZ—FREEE— RIE, API E/zl& API_AND_CONFIG_MAP IZERETBDHUENHIET,
Nk, Amazon EKS AV = DI T AZ—FHMD [TV LAKRE]) X7 THREBTEET, FMICHO
WTIEk. TAmazon EKS 1—H—H 4 R1 ® "Amazon EKS 95 A2 —T Kubernetes # 7~ T
RADOTOEAZ IAMO—)LEEI1——ICFTTE, 25RBLTSEEL,

VAR —DEBRBRLEBERBICAILAN—ZERTEXT,

o« DT AR—DERKE - Amazon EKS 12V —)LZEAL T Amazon EKS VAR —ZERT D &
BIZ(VTAZ—D—HELTRILAN—ZERNTBDFIBIZH>T), COT IV EAZRETE
£, TOEBAIVNURVD—HFEEBNICHEREN, JFAX—XRNVIANOT AN
Amazon Managed Service for Prometheus ICEFRJE h&E T,

« VSAZ—DERRIZEM - Amazon EKS VS ARXR—HNFBRICFETHESE. RAET— RZ API
F/-lE API_AND_CONFIG_MAP ICE&EL £9 ., Amazon Managed Service for Prometheus APl &
ld CLIZFAL T, £ AmazonEKS V=)L &2 AL THERLERILAN—ICK, B
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BHICELOWTIEAIVNURUS —HEEENh, ROLAN—DESITAR—ICTIEATE
BRIICHYNET,

TORAIVRNURDS —OEE

AL A4 N—%&4EKL. Amazon Managed Service for Prometheus TP7 VAL NJRI I —%
BEHNICERTEDRSICTRE, RORVI—DNERENET, TOERAINJOFHAICOWT
&, TAmazon EKS 1—%'—H44 R, @ "IAM O—J)LEIFEI1—H—IC Kubernetes N\OTF7 VA%
AR ESRBLTSEEL,

"rules": [
{

"effect": "allow",

"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

Amazon EKS O #& 41


https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html

Amazon Managed Service for Prometheus J1—%—AH4R

1,

"verbs": [
"get",
"list",
"watch"

]

},
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.com"

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [

"get"

]

.
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}

AOLAN—T O tARIZ Amazon EKS ZFEITHRET S

aws-auth ConfigMap ZfEHL T kubernetes V75 AR —ADT VA Z#HT2EET

£. Amazon Managed Service for Prometheus AV L A /N—IZX KD OAANOT VA ZHFITE
£9, XOFIETIE, Amazon Managed Service for Prometheus (Xt L T, Amazon EKS 75 &
B—DARNVIORERIVLAETTREOOT IV AEZRELET,
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® Note

ConfigMap BL U T IEAI NUDOEHMICOWTIE, TAmazon EKS 1—H—H 41 KR
® TIAM O—)LE#=ld 11— —I(Z Kubernetes N\OT7 VAR FA T2, #SBLTLKEE
(AT

COFIETIE., kubectl& CLIAWS ZEHAL E£9, kubectl A4 AM—=)LOFEMIZ OVTIE,
FAmazon EKS 1—H—H4 R, ® Tkubectl D4 A=), #SBLTLEE,

Amazon EKS 95 AR —XZ— RARNVIOARAOLAEJRICFETRETSICE

1. clusterrole-binding.yml EVWSHEHHD 7 7 AL ZERL ., ROTFANZLRRLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:

- apiGroups: [""]

resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]

- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole
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name: aps-collector-role
apiGroup: rbac.authorization.k8s.io

2. VJAZ—TROOANV RZETLEY,

kubectl apply -f clusterrole-binding.yml

kY, 9FARAZ—0O=INAFT 4T EL=INFERENET, COBITIEE, aps-
collector-role ZO0—JL#. aps-collector-user Z1—H—RKELTHEALTVET,

3. ROIANV RIF, scraper-id EVWS IDDARAIVLAN—ICEATIEHREZERBALET, hlk,
BOEI>3a>oAN Y RaeFEALTERLERILA/N—TT,

aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper MFERA S roleArn ZIRLE T, COFERRFROKXSICHEYET,

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS Tk, D ARN ICBIOERANRETT, KOATY T THERATILEHIC, BEh
5 ARN DEREFARIDIVEN HVET, COERICEDLDETHREL TSEETL,

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

BlzE. 0 ARN DIEE.

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

LTOLSICERTDIHBENBYET,

arn:aws:iam::111122223333:role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. BIOATYTTEELE roleArn &, V75AZ—ZBBLVP V-3 = FHALT, V95 ARAZ—
ATUTOON REEITLET,
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eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

chli&kly), RULA/N—I& clusterrole-binding.yml 7 7 A J)LICER L EO—)LE1—
H—ZFERALTISAR—ICTIVEATELRT,

AT LAN—DE EHIR

AWS APl £zl ZEALTAWSCLI, FHADY MDAV LAN—Z—8BRRLIZY, HIERL V)
TZEET,

(® Note

BH/N—23 0O AWSCLI £k SDK Z2FERALTVWS CE&2RELET, &H/N—>23 >
Lk, BFOBREMBECNZ, EF21VTATYTTF—RNEEENTVET, £LE., F
CRFOINRSAVIVARD I A%EMH TS AWS CloudShell Z BB ICHERAL F
9,

TAIVRAOIXRTORAILAN—2—EBERTTSICIE, ListScrapers APl AR L —> 3> ZFEH
LET,

Tk, ZFEALTAWSCLIZHUTHLET,

aws amp list-scrapers --region aws-region

ListScrapers ik, PHIVMNADINTOARILA/N—ZEBELET, Hi:

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
},
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"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

}
I
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

}

AOLAN—%HIBRTDIZIE, ListScrapers AL —>a> & FERHAL THIBRTZD2RIL 4 /N\—0
scraperId Z# 8D}, DeleteScraper ARL — 3 =AU THIBRLE T,

Tk, ZFEALTAWSCLIZHUTHLET,

aws amp delete-scraper --scraper-id scraperId

AVLAN—E

Prometheus B DAV L A N—REZFEAL T, AOLAN—HDANIIRAZKREHLTRETSDH
EEHFHETEERT, fIRE. XNVIRET—VAR—ALLEEITIERELEETEET, BIXNI
ROFZERALT, XRUTADTRILZENICEEMADEETERT, AVLAN-RERF. A
TJLAN—DERD—HTHD YAML 77 AL TT,

FLWAOILAN—"EK LS, APl J—)L Tbase64 TLT1—R&EhizYAML 77
1L EREBELTHREZEEL 9, Amazon Managed Service for Prometheus APl @

Amazon EKS O #& 46


https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteScraper.html

Amazon Managed Service for Prometheus J1—%—AH4R

GetDefaultScraperConfiguration ARL —> 3> Z8CRNARE7/ 74N ZEHA D O—RT
EET,

ARILAN—DREEZETDHIC, UpdateScraper ARL —2 3> &EFEHATEET, XKV
DADY—2AR (BIDO Amazon EKS VS AR —RE) ZEFHTHIHMEN HDHEIE. RIVLA/N—%H|
BRU. ILLWY —ATEBERTIHLEN HYVET,

HR—RENTWBERE

A7LAN—OREXXICETZIEHR (e BEOFMEAREZT) ICD2VWTIE, Prometheus
K1 X2 N® "Configurationy ZZBL TV, JO-NILEREAT>a>E
<scrape_config> A7 3avIllEk,. RE—MWICKELZRFT 2 IAVHFRBEHEATVET,

HBR—KREhTWVWBHY—EAIE AmazonEKS D& TH D =8, HiR—rhEThdH—EABRHERE
(<*_sd_config>) I& <kubernetes_sd_config> D& TT,

HTENDRELISIOELBUAN:

+ <global>

» <scrape_config>

« <static_config>

* <relabel_config>

« <metric_relabel_configs>

« <kubernetes_sd_config>

ChontEI>a>vAOHERE., YOTARETTALORIC-ERRENET,
REZ7AILOHI

LT, 30BMOARAILA7THERO YAMLERE7 7AILOB 2 TILTT, OB T ILICIE, kube

APl H—/N—X K1) O R &, kube-controller-manager & & T kube-scheduler X K 1J 2 ADHR— K
FEENTVET, FMICOVTE., "AmazonEKS 1—H¥—HA R, 0 "I ~O=)L7L—>
DRMIX DT A% Prometheus XX TEE T2, 2SR L T EE L,

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
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kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
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regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https

BT, AWSYZR—I ROLIVEZ—ICEBOHIRTT,

« RAOLATEE —AILAN—RETE., 30WXRBOARAILATHEBEZEIEETCEEEA,
« =4V N —static_config AN RX—5Y NEIPF7RLAELTEETSDHLEN HYET,
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« DNSf#R — 2—7 v NEBICEEL T, CORETRAS DY —/V\—R& & Kubernetes api ¥ —
/N— kubernetes.default.svc D& TT, DI XNTONIVBIE IP T RLATIEET D&
BENfHYET,

o RBH -RANMBEZVBEEERLET, BDELFE, BTk Bearer THRIFTNERST, 77
4 )l /var/run/secrets/kubernetes.io/serviceaccount/token ZI I HLEN HV) E
T, D2FY, FHAITIEE, RBAUEIVAVEROLSICBEZIMLENHYET,

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer dTF7 2 NTHBD 1, BB TEET,

ARILAN—RBEORS TN 21—FT1427

Amazon Managed Service for Prometheus JIL V2 —l&, XKNU OV A0OKHEREZBEBHHNICTV
£9, LAL, FELEXKNUSD AN Amazon Managed Service for Prometheus 77— AR—A(C
RRENBWEE, EOKRSICRNT TN 1—FT12ITERBTLLSD,

/A Important
Amazon EKS VAR —DTZAR—KNT IO EAFBHIEB>TVR I ZBFBLET, &
MIZOVWTEE, "TAmazonEKS 1—H—HA R, O "TOTAZ—TZAR—BRILV RKRA>
b~ ZZRLTLSEZL,

up X MUY RAXERIZY —)LTF, Amazon Managed Service for Prometheus L 72— H L
EEIVRRAVNIOVWT, COXKNVDVAREBNICESENET, COXKNIUDVAILEK 3D
DREANHY), ILIVZ—ATRELTVRBEON S I 21 —FT 12 JIIRIEET,

c up FFEELBV —IVRERAZ RO up XMV IAANFELBWES, L IX—HFITY RRA
VhERHETERBA DI EZERLET,

IVRRAV RN BFEETDCENBERFE, ALV EZ—HDNIVRRA M 2RETERVERRE
W< BHWET,

Amazon EKS O #& 50
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s RVLATEREZRETDIULEN HRDEENHET, Kl relabel_config ZABITHHE
FHBIEENBYVET,

« RHEICHERAET NS role ICEABEANHDARBENHY KT,

« Amazon EKS 75 AZ—TER& N Amazon VPC TDNS A"EB#ICE > TLVEWVWEENH
V), QLR —HFTIVRRANERHTERVAIEEREN HV) ET,

c Up FEETDIEDD, BEIZ0O—up FEETZIHNO0ONHEE. ILIX—RIVRERA NERE
TZEFXTH. Prometheus EEEOX RN VR ZBETEEE A,

cOBEE, curl TV RRAVBMIHUTEEIN REZETLTHDEVVAELNER A,
Z7’OKR3) (http & https), T RARA M, FRALTVSR—NEE, FHENfNELVC L
ZRIETEET, e, TV RRANOREN BN 200 L AR ATHY) . Prometheus
RICH2>TVBEZBRTDELETEXRT, BRI, LARVADAKXEFGRFEH A X&Y)
RELTBDCERFRTEFRLA (AWSTYEZR—U RIOLIVZ—OFIRICOVTE, X0tV a3z
SRLTLKEEW),

c up AFFEEL, OKYKREVW —up AFFEL, #D0KWKREZEVFE, XKJT AR Amazon
Managed Service for Prometheus [CEEENTVWET,

Amazon Managed Service for Prometheus (F = I& Amazon Managed Grafana & D REX v
JAR—R) TELWXRNUIORZBREL TVWACEZHERELET, cul ZE£E5—EFAL T, /
metrics IV RARA UV NCFRULUETF—ENBINESHERRBETEET, £, RUVLAN—
HEVOIYRRANHBE, OFBEEZBATVEVIEEMELTLKEETY, RAILI1EY
TJENBDARNVIOALIY RRA NOBEFAXRSBICIE, count(up) ZEALTup XKUTAD
BzERLUET,

AL AN—DOFHIREE

Amazon Managed Service for Prometheus A" R I 27X F—IJ REBRAIL A N—IZE, LW<D
DPOFIRFBHYET,

e )=232 —EKSUVZAZ—, NZX—J RAVLA/V—, Amazon Managed Service for
Prometheus 7— 2V AR—ARGINTRERU AWS V=23V ICHBDDBENF HYVET,

e ALOR——1)—=23201FThHIHEVY), &K 10 D Amazon Managed Service for
Prometheus AL A /N—ZZETEEX T,

Amazon EKS O #& 51


https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html

Amazon Managed Service for Prometheus J1—%—AH4R

® Note
D#—8D5|ELFZJIIANTRDET, COLERZSELFRENTEERT,

c XNYDALARVA—FEND120D /metrics TVRIKANIVIDITARNDASOLARA
DAXIE 50 XHNA KN (MB) ZEBAD _ERFETERE A,

« ROLAN=—BEYYVDIRRA N —AOVLA/N—EHK 30,000 ® /metrics TV RKRA >
REXAOLAETTEEXT,

c RAOLAT7ER —AILAN—RETRK. I0WKRBOAILATHREEETETEA,

Amazon MSK D Y% —= R Prometheus L V5% —%%ET

Amazon Managed Service for Prometheus L 2 2 —%Z A9 % (Cl&. Amazon Managed
Streaming for Apache Katka 7 Z AR —HADX KN VA Z#HELU TEBBITD AL A N—ZERL &
¥, Amazon Elastic Kubernetes Service EMET DAV L AN—ZERKTBDEETEET,, i
ICDWTIE, TAmazon EKS O#&1 Z25BL TS EE L,

AL AN—DERK

Amazon Managed Service for Prometheus L 7 Z—I&, Amazon MSK V7 ZAX—HAS5XKNJ T X
ZRELVLTRETZIRAILA/N—TEHENTWVWET, Amazon Managed Service for Prometheus
TREERCKD>TARAILAN—NERBEINET, /1 VARXVA, I—2I2 8, RVLAN—%
CEETEELALSTE, BEBRAT—ZEUTA, EF¥F21UT1, EEMERRATEET,

AI9LAN—. KOFIETHBE AWSCLI §2LS5I1C, AWSAPI £/-1F 2EFEAL TERTEE
g,

MEOAIVLAN—ZERTBICE, WSDO2DPORREZHENIHYVET.

« Amazon MSK 9 S AZ—N1ERZHA THIBEN HVET,

« AUVL A/N—& Prometheus XKU OV AZRNETDLEHICChSODNS LI—RIZTIVEATS
PDEN BB, Amazon VPC ANDR— K 11001 (JMX Exporter) & & T 11002 (Node Exporter)
TOAVINTURNTTAVIORFATAERSIZ Amazon MSK VS AZ—DEF1)F 14T )—
TERELET,

« Amazon MSK 75 A X —N"1Z1E 95 Amazon VPC Tld, DNS ABEMICHE>TVWBDHREANH Y E
9,
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® Note

DZAZ—&, Amazon Y —AZX—L (ARN) ICL2TARAILAN—ELBHERTSIET,

VZ7AZ—%ZHIBRL., BUBRTHLWIZAZ—ZERTHE, ARNBEHFLWISAR—
THMAZNET, 0O, RATILAN-BHLLVIZAZ—DXN)TAZIREL LS

ELET, AILAN—DHIERE., 77AX—0HIBRE ERIMEICITVWET,

To create a scraper using the AWS API

CreateScraper APl AXRL —2 3> & FERAL T, AWSAPI TRILAN—ZHERLET, X
OFOIAR Y R, RKERF(N—2ZFZB) V=23 AT LAN—2ERLUET, #4#
# ATV % Amazon MSK V9 S AZ—RBHICBEEMA, AVLAN—FREZEELET,

(® Note
B—TYRNISABR—E—RTBDEISICEF1IUTFAIIN—TEHTZYRERELE
T 2 D0DTRATGED)FA—Y—VICEEN>TLHBLEE2D2OHT XY NHFEEN
=

POST /scrapers HTTP/1.1
Content-Length: 415
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7
User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-east-1:123456789012:workspace/ws-
workspace-id"
}
I

"source": {
"vpcConfiguration": {
"securityGrouplIds": ["sg-security-group-id"],
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"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]
}
1,
"scrapeConfiguration": {
"configurationBlob": base64-encoded-blob

}

O T, scrapeConfiguration /N X—&I(ZIF., MSK VT AX—0O DNS L d—R%Z$§
E T3 base64 TIL> 11— R&E hi= Prometheus :2E YAML 7 7 A )L HETT,

EDNSLO—RIEF,. BEOTRASEUF4A—V—20O7O0—H—IRRAKRERL, 7
SATURNEBIRLE AZ2AKICOBENE7O—D—CEELTETHAMERBETEET,
MSK 2T AZ—70ONT4ODNS LO—ROKEFE., 75ARX—RENTO—H—/—RETAR
ASEUTFA—=V—="20OBICHBELET,

e FIA)LKREBE-32ODAZICEEND3D207O0—H—/—R=3D2ODNSLI—R

c HARLHRE-2DO0AZICEEND22070—H—/—KR=22ODNSLI—KR

MSK V5 AX—®0O DNS L 1—RZEE IS ICIE, https:/console.aws.amazon.com/msk/home?
region=us-east-1#/home/ T, MSK AV —)LZHEE9d. MSK VT AX—ICBEILET, [V
ONT 4], [7O0—A—]. [TV RKRA N ZRBIRLET,

MSK 9T AR—DSEXRNVIOABAIL A7 T5DELSIZ Prometheus ZERETAICIE, XD 2D
DA HFHY)ET,

1. 75 AZ—LAJLO DNS R (#3E) - 5 AZ—ND~AX—A DNS B & EF
LT, 3IXTO7O0—H—%2EHBWICKRELET, 7O0-H—I> RKRA
~ MA"b-1.clusterName.xxx.xxx.xxx MFE, DNSLI—R&L T
clusterName.xxx.xxx.xxx ZFEALET, cnlZ&kV), Prometheus F VT AZX—ANDT
XNTO7O0—H—%Z2BHENICAILATTEET,

Ben7O—-H—I2RRAV N -EDMABFHOLHICRETO—N—I RRA2 ~NEE
BICEELE T, RETREB7TO—HA—&ABIF (b-1. b-2) EEALET, fIXEF. RDLS
IC7R) &Y,

dns_sd_configs:
- names:
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- b-1.clusterName.XxXxX.XXX.XXX
- b-2.clusterName.xxX.XXX.XXX
- b-3.clusterName.XxxX.XXX.XXX

(@ Note

AWS OV —I)LOEBEO MSK V95 AX—T > RikA >
RclusterName.xxx.xxx.xxx\CEBEBZET,

FHIC OV TIE, Prometheus RF 21 X M T<dns_sd_config>; 2B L T EE L,

LTRAVLAN—RET7ALDOHTT,

global:
scrape_interval: 30s
external_labels:
clusterArn: msk-test-1

scrape_configs:
- job_name: msk-jmx
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11001
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address_ ]
target_label: instance
regex: '(.*)'
replacement: '${1}'

- job_name: msk-node
scheme: http
metrics_path: /metrics
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scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11002
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address_ ]
target_label: instance
regex: '(.*)'
replacement: '${1}'

TOWThADOIATY RZEITLT, YAML 7714 )L % basebd ICEHLET, FEOA T4
> base6d AV N—Z2—%FRALTTI7AIIN 2ERTHEETEET,

Example Linux/macOS

echo -n scraper config updated with dns records | base64

Example Windows PowerShell

[Convert]::ToBaseb64String([System.Text.Encoding]: :UTF8.GetBytes(scraper config
updated with dns records))

To create a scraper using the AWS CLI

create-scraper 1N > R%&fH L T AWS Command Line Interface TAY L 1 /N—&ERL
£, XOFOITY RIF, KERB(IN—2ZFLH) V-3 ICRAO LA N—ZERLE
¥, #### 12TV % Amazon MSK 7 2 AR —ERICEEMR, AVLAN—REZEEL X
CB

(® Note
B—TYRNISABR—E—RITBDESICEFIUFAIIN—TEHTZYRERBELE
T 2DODTRATGED)FA—=Y—DVICEEN>TLHBLEE2D2OHTZRY NHFEEN
x99,
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aws amp create-scraper \

--source vpcConfiguration="{securityGroupIds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2'73}" \
--scrape-configuration configurationBlob=base64-encoded-blob \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-
west-2:123456789012 :workspace/ws-workspace-id'}"

- AWSAPI THERTEDAIVLAN—FARL—232OREBVARNZRICRLET,

CreateScraper APl AR L —> 3> &ZFERALTARAILAN—ZHEKLET,
« ListScrapers APl ZRL —2 3> ZEALTBRFOARAIL A N—Z—&EXRRLET,

« UpdateScraper APl AR L —> 3 Z AL T, ADLAN—OIA VT A, BRE. FLEBFEEL
EEHLET,

« DeleteScraper API XL —2 a2 ZERALTAILA/N—ZHIBRLET,
« DescribeScraper APl AL —2 3> &ZFERALTAILAN—OFBZERBLET,

PAATAHIY NDERE

XND O ARYNET S Amazon MSK U5 A X —7H" Amazon Managed Service for Prometheus L
DR—EREBBITHINCHDFEIC, VOARTHIREETAIVLAN—RERT D IZIE,
ROFIEZFEALET,

BIZIE, Amazon MSK A& B &H DY —AFT B> N account_id_source, & KU Amazon
Managed Service for Prometheus 7—J AR—AN HBD 2 FEBOZ—TYNTHOU K~
account_id_target M2 DDFHI Y N BHBBATT,

JOARATHIRRETARAILAN—ZERTDICE

1. Y—AT7HDO2BNT, O—J arn:aws:iam::111122223333:role/Source Z4EHK L. XD
EFEAR)—2EBMLET,

"Effect": "Allow",

"Principal": {

"Service": [
""'scraper.aps.amazonaws.com"

]

},
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"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "arn:aws:aps:aws-region:111122223333:scraper/scraper-
id"
},
"StringEquals": {
"AWS:SourceAccount": "111122223333"
}
}
}

2. VY—A (Amazon MSK 7 2 A& —) &£&&—%"Y N (Amazon Managed Service for Prometheus
D—DAR—=A) DIXTOEAXEDLE T, O—JL arn:aws:iam: :444455556666:ro0le/
Target Z4ER L. AmazonPrometheusRemoteWriteAccess D7 ¥ L AR A &3 DX DEHER

) —ZEMTRIHBENFHYNET,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/Source"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {
"sts:ExternalId": "arn:aws:aps:aws-region:111122223333:scraper/scraper-id"

3. --role-configuration #7°>a> & FERALTAILAN—&EEKLET,

aws amp create-scraper \ --source vpcConfiguration="{subnetIds=[subnet-
subnet-id], "securityGroupIds": ["sg-security-group-id"]1}" \ --
scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn="arn:aws:aps:aws-
region:444455556666:workspace/ws-workspace-id'}"\ --role-configuration
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'{"sourceRoleArn":"arn:aws:iam::111122223333:r0le/Source",
"targetRoleArn":"arn:aws:iam: :444455556666:r0le/Target"}"'

4. AUVLAN—OERZRILELTT,

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "s-examplel23456789abcdef@",
"arn": "arn:aws:aps:aws-region:111122223333:scraper/s-
examplel23456789abcdef@": "arn:aws:iam::111122223333:role/Source",
"status": "ACTIVE",
"creationTime": "2025-10-27T18:45:00.000Z",
"lastModificationTime": "2025-10-27T18:50:00.000Z",
"tags": {},
"statusReason": "Scraper is running successfully",
"source": {
"vpcConfiguration": {
"subnetIds": ["subnet-subnet-id"],
"securityGroupIds": ["sg-security-group-id"]

.
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:aws-region:444455556666:workspace/
ws-workspace-id"'"
}
.
"scrapeConfiguration": {
"configurationBlob": '"<base64-encoded-blob>"
}

Amazon MSK D&

59



Amazon Managed Service for Prometheus J1—%—AH4R

RoleConfiguration EH—E ALV > hO0—-I)ILOBEOEE

RoleConfiguration TRREKH—ERICUV V& hizO-)LICHVY) H X T Amazon

Managed Service for Prometheus 77— AR—AICEZIATH AL, UpdateScraper ZEH

L. RoleConfiguration BUTCRILAN—ERUT7HIRNDD—OAR—RAERETIHE
NFHV)ET, RoleConfiguration FARAIL A /N—ASHIBREh, Y—ERICU>I2chizO-)
FEAETIhET,

ARILAN—ERUTHINDID—DAR—AZZEEL, 5lZ#E RoleConfiguration Z{£H
¥ 3H Ak, UpdateScraper T RoleConfiguration Z2BERETHIHLEN HVET,

AT LA N—DOkE & HIBR

AWS APl £iik #FEHALTAWSCLI, PHIRODAIVLAN—%&E—ERRLEY), HIBRL V)
TEET,

(® Note

R#M/N—2320O AWSCLI Rzlk SDK Z2EAL TVWB L ZRRBLET, &F/N—>23 >
ICiE, EFOBREMEEICME, EXF2UTATYTTF—REEENTVET, T, B
CEFOANY RZAVIVARDV IV A& RHET S AWS CloudShell Z BEBIRICEAL &
EED

THIRADOITXTOARILAN—Z—BRRTSICIE. ListScrapers APl AR L —> 3> & FER
LET,

FhE., ZFEALTAWSCLIZHVDVELETT,

aws amp list-scrapers

ListScrapers ik, PHUVMADIXNTOARILA/N—&ZEBRLET, Hi:

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:aws-region:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",
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"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
},
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"vpcConfiguration": {
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:aws-region:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"
}

ATOLAN—%HIBRTBICIE, ListScrapers AXRL—> 3> #FHAL THBRTZAIL A4 /N\—0
scraperId Z R D}, DeleteScraper AR L —a > FERL THIBRLE T,

Fhk., ZFEALTAWSCLIZHUTHLET,

aws amp delete-scraper --scraper-id scraperId

Amazon MSK A8 IREch =X KNJ T A

Amazon MSK & #& 9 % &, Amazon Managed Service for Prometheus L 72— XD X KU D
AZEHBNICAILAETLET,
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X N A jmx_exporter ¥ 3 7 & pod_exporter ¥ 37

XNUORA

jmx_config_reload_failure_total

jmx_scrape_duration_seconds

jmx_scrape_error

java_lang_Memory_HeapMemoryUsage_used

java_lang_Memory_HeapMemoryUsage_max

java_lang_Memory_NonHeapMemoryUsage_
used

kafka_cluster_Partition_Value

kafka_consumer_consumer_coordinator_
metrics_assigned_partitions

kafka_consumer_consumer_coordinator_
metrics_commit_latency_avg

kafka_consumer_consumer_coordinator_
metrics_commit_rate

kafka_consumer_consumer_coordinator_
metrics_failed_rebalance_total

FEA/B B

JIMXTVAR—Z—HFRET7AIIOBO—
RICKBU &R,

BEOWNET A VLT IMXARNITRAZRY
LATT20ICHD 2 2R ELORRE,

IMX XRNYZ AR LA E T RIS —#
RELEAESHERLET (1=T5—. 0=
BH)o

BE, JVMIZEAEhTVWBE—7TXEUD
E (/N1 MEA),

XEVEBIZEATEDE—TXEVDOHRATK
(N1 b EAu),

RE, WM ICEAThTVWRE—TBUAD X
TUDE (/N1 MEAL),

N—FT1423>IDEREYIRIICOEET
%5, Katka 95 AZ—N—FT 423 ICHET
D|IEDIREFR - IKME,

CHAVT1—N—ICREEITSHhTLS
/Y_j__4:/3>0)§&0

7Y NEDZIYRNTIDICHAD2EIUR
B OFGEE,

18&HEYOAFAT7EY NI Y OB

KBLEOAVD1—-XR—-TJIL-—TOBREDE
T8

Amazon MSK O #E&
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k

XNUORA

kafka_consumer_consumer_coordinator_
metrics_last_heartbeat_seconds_ago

kafka_consumer_consumer_coordinator_
metrics_rebalance_latency_avg

kafka_consumer_consumer_coordinator
metrics_rebalance_total

kafka_consumer_consumer_fetch_manage
r_metrics_bytes_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_latency_avg

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_lag_max

kafka_consumer_consumer_metrics_conn
ection_count

kafka_consumer_consumer_metrics_inco
ming_byte_rate

kafka_consumer_consumer_metrics_last
_poll_seconds_ago

kafka_consumer_consumer_metrics_requ
est_rate

kafka_consumer_consumer_metrics_resp
onse_rate

SLIEED

REON—RE—RF'O—FT1X—8—ICE
TNhTHSOYUH,

A2 1—RXR—TJIL—TOBREHIHNZDI)
MR OFIGR”E,

A2 1—X—JILN—7TOBREOEHE,
O221—~X—-CED1¥HLY)OFEIEHEN
1 N

JIVFUIIANCIAAZIURENDOFY
B

1¥8HEVOT7IYVFIIOITANDE,
1BV IHEE NS L I— ROFHEE,
O 1—X—AOEEDO/N—FT14>3>
OLIO—RBICETEIERARTY,

TOT 4T BERODBEDHK,
FTRTOH—N—HLS51¥HEVICZELEF

BHINA MG

BEN>1—<X—poll() FOHLAS OB
o

1BHEZY)DEFEIIIANDEK,

1BV DOREL AR ADH,
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XNUORA

kafka_consumer_group_ConsumerLagMetr
ics_Value

kafka_controller KafkaController Value

kafka_controller_ControllerEventMana
ger_Count

kafka_controller_ControllerEventMana
ger_Mean

kafka_controller ControllerStats MeanRate

kafka_coordinator_group_GroupMetadat
aManager_Value

kafka_log_LogFlushStats_Count
kafka_log_LogFlushStats_Mean

kafka_log_LogFlushStats_MeanRate

kafka_network_RequestMetrics_Count

kafka_network_RequestMetrics_Mean

kafka_network_RequestMetrics_MeanRate

kafka_network_Acceptor_MeanRate

SEA/B Y

A2 1—~N—NENDREENTVR A %
AY, A2 1—X—=JIL—70ORENGI>
>1—-~N—Z71E.

Katka 1> NO—F—DREDREF = (FE (1
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kafka_server_Fetch_queue_size
kafka_server_Produce_queue_size
kafka_server_Request_queue_size

kafka_server_BrokerTopicMetrics_Count

kafka_server_BrokerTopicMetrics_MeanRate

kafka_server_BrokerTopicMetrics_OneM

inuteRate

kafka_server_DelayedOperationPurgato

ry_Value

kafka_server_DelayedFetchMetrics_MeanRate

kafka_server_FetcherLagMetrics_Value

kafka_server_FetcherStats_MeanRate

kafka_server_ReplicaManager_Value

kafka_server_ReplicaManager_MeanRate

kafka_server_LeaderReplication_byte_rate

kafka_server_group_coordinator_metri
cs_group_completed_rebalance_count
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kafka_server_group_coordinator_metrics_offset
_commit_count

kafka_server_group_coordinator_metrics_offset
_commit_rate

kafka_server_socket _server_metrics c
onnection_count

kafka_server_socket_server_metrics_c
onnection_creation_rate

kafka_server_socket_server_metrics_c
onnection_close_rate

kafka_server_socket_server_metrics_failed_aut
hentication_total

kafka_server_socket_server_metrics_i
ncoming_byte_rate

kafka_server_socket_server_metrics_o
utgoing_byte_rate

kafka_server_socket_server_metrics_r
equest_rate

kafka_server_socket_server_metrics_r
esponse_rate

kafka_server_socket _server_metrics_n
etwork_io_rate

kafka_server_socket_server_metrics_io_ratio

kafka_server_controller_channel_metr
ics_connection_count
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kafka_server_controller_channel_metrics_incom
ing_byte_rate

kafka_server_controller_channel_metrics_outgo
ing_byte_rate

kafka_server_controller_channel_metrics_reque
st_rate

kafka_server_replica_fetcher_metrics_connecti
on_count

kafka_server_replica_fetcher_metrics_incoming
_byte_rate

kafka_server_replica_fetcher_metrics_request_
rate

kafka_server_replica_fetcher_metrics_failed_a

uthentication_total

kafka_server_ZooKeeperClientMetrics_Count

kafka_server_ZooKeeperClientMetrics_Mean

kafka_server_KafkaServer_Value

node_cpu_seconds_total

node_disk_read_bytes_total
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node_disk_reads_completed_total

node_disk_writes_completed_total

node_disk_written_bytes_total

node_filesystem_avail_bytes

node_filesystem_size_bytes

node_filesystem_free_bytes

node_filesystem_files

node_filesystem_files_free

node_filesystem_readonly

node_filesystem_device_error
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BT D Amazon MSK & Amazon Managed Service for Prometheus O#FES IClk, RO FIRA H V) T
T

« Amazon MSK 7OE> 3> RUVZARXR—TDO&HKR— K (Amazon MSK Serverless TIERIATE
FHEA)

¢« KRaft XZF—RE—REHAEDEBETNT VY OTOELANEMICHE>TWS Amazon MSK &
FSAZ—TRYR—REThTLVELEA

« Amazon MSK Express 7O0—H—TRHYR—KREhTVEHA

« T, Amazon MSK 25 A& — & Amazon Managed Service for Prometheus L 22X —/0—%
AR—ABO1ARYE T ZHR—KLTVET,

Prometheus E B MO H DI XNV TDAERFEDELSBEDTIT A,

Prometheus X NU D RAZT 7T =230 A2V T AR OFYNASAIVLAEVTILT
Amazon Managed Service for Prometheus TR 3% 2k, Prometheus E#® /metrics T R
RA 2 KD S Prometheus BEEOX NV D RAZA 2V ARNILANUTLRBETEIHREN HYET, It
BOXNUIAZRRTDENTEXRTHN, XETRESHY EFEA. Kubernetes (Amazon EKS Z&
BYXMDOZELLDTATSURH—ERARF., ChSOXKNIIRAEZERZELTVET,

Amazon EKS ® X 1) U A% Prometheus B DT RARA VNIV AR—RTBHDE, Thsn
X N1 %2 A% Amazon Managed Service for Prometheus L 72 —TBHEBWICAIL (BT TS
CENTEET,

A OVTE, LTORRNEY VZZRLTSEEL,

« XRUY A% Prometheus XRUJRAELTIVAR—KTRIEREDSA TSV EH—ERADFH
MIZDOWTIEE, "Prometheus RF 1 X2 M @ TExporters and integrations; ZZ8B L T<EE
W,

« Prometheus EIX NV AZMBEOI—RASITIVAR—NTBHZEOFMICOVTIE,
"Prometheus RF 1 X~y @ "Writing exportersy 28R L T<EE L,

« Amazon Managed Service for Prometheus L 7 X —%Z & EL T Amazon EKS 75 AZ—H 5 X
NVORAZBENICAILAETTRHEEOFMIOVTIE, "TAmazon EKS X Z—2 RO
LOZ—%ZHZETS1 2ZRLTLEEL,
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Amazon Managed Service for Prometheus L 72—k, XNV OAREZTOAELAOEZR U >
JERNTZTND1—FATIIKAD>VNBAOTZRHLET.,. Chs5s0OJFBEIC Amazon
CloudWatch Logs ICIAfEE h, H—EARE, XNUTARE, F—RIIVAR—KNFARL—>3
CEAgRILET, ALIEX—E&, XKNVIDARENATSA2O 3 2OFXEIVR—F> 0O
JERHLET,
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P—EZAREOT G, UTFERCZ—7Y MRETOERACE I ERERBELET,

« Kubernetes APl VY —AADT IV ARORIAETEGET7 IV EAFTORE,
s Y—EAREREDREILT —,

ROBlIE, S—EARBEFPCHRETDIAEENDH S BN EFALZ - T I EAHFAIZ—ZRL
TVERT,

FELAELV Amazon EKS V5 AR —

BEE N Amazon EKS VT AZ—NBFELBEWVWEE, XROIT—HNRRENET,

{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source exists."
3,
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
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H—EADENET 7 AR

AL V92— CH—ERAZERIZLHOEYNZO-IR—-AOF7I7AO> ~O—Jl (RBAC) 7
TEAFANFBVEE, ROIZ—HFRRENET,

{

"component": "SERVICE_DISCOVERY",

"timestamp": "2025-04-30T17:25:41.946Z",

"message": {

"log": "Failed to watch Service - Verify your scraper source permissions are

valid."

I

"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
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AL IZ—ICI 2V RRA VN EZERIT D EHOOENAO-IR—AOT7 oA NO-)
(RBAC) 7 7 AFFAIN B VBE, ROIT—NFRRENET,

{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.94672",
"message": {
"log": "Failed to watch Endpoints - Verify your scraper source permissions are
valid."
1,
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
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ROBIE, XRVIARILAEI7OCARICRETDAREMENHZ —HRNVEIALIVEZ—IT5—
ZRLTVERT,

RELTWAXRNUTAIY RRA2 K

=TV RAARYAT /metrics TV RRA DV MAEATEBZRVEE, ROIT—AKRRE
hEI,

{
"component": "COLLECTOR",
"message": {
"log": "Failed to scrape Prometheus endpoint - verify /metrics endpoint is
available",
"job": "pod_exporter",

"targetLabels": "{__name__=\"up\", instance=\10.24.34.0\", job=

\"pod_exporter\"}"

+
"timestamp": "1752787969551",

"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

BERSrEREAELL

ALOR—=NEZ—=TY NIV RRAV M OERERIUTERZVES, ROLIT—HFRRFENE
ERD

"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"message": "Scrape failed",
"scrape_pool": "pod_exporter",
"target": "http://10.24.34.0:80/metrics",
"error": "Get \"http://10.24.34.0:80/metrics\": dial tcp 10.24.34.0:80: connect:

connection refused"

.
"component": "COLLECTOR"
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TOAR—Z—OT &, IWEL XN DA% Amazon Managed Service for Prometheus 7 —%2 A
R—ALEETZ7OLAICETS, UTZ22CERERULET,

s MBENIZXRNDDRETF—RKRA MO,

e D—OAR—ADEBEICRD IV AR—MDOEXHK,

c XNUJADEERHXATRHOT IV ELAHFALT—,

« TOAR=—MNAT T4 DEEFERHED KK,

ROPlE, XRVIOAOIVAR—RN7OCARICRETDAREMENI HD—BHUEITIAR—F—T
3_E/ﬁbfb\$3—o
ZAZEEAROASHV

ARNVOGATIVAR=—BDE—=TY ND—=DAR—ANRIASBVEE, KOILZ—HARRE
nEXY,

{
"component": "EXPORTER",
"message": {
"log": "Failed to export to the target workspace - Verify your scraper
destination.",
"samplesDropped": 5
1,
"timestamp": "1752787969664",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
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scrapeConfigld

O7Z%ERLIERATLAEVTRED—BEOHBFo

AL OR—BFEZRZIVTES 73



Amazon Managed Service for Prometheus J1—%—AH4R

timestamp

OVIYRNIUAFERES MIZBL.
Xy =T

OJXY =200 72Y, BMOBERLT 1 —)LRIBENZBZENHBVET,
OAVR—F2 b

AJz4%/KL =2 R—%> N (SERVICE_DISCOVERY, COLLECTOR, % 7zl& EXPORTER)

NZTND1—F42 0 OV 2ERTS

ALY 2—nBOJR. XRVOARKICETE —BHUEBEONS /L1 —FT 14 JICRIER
9,
1. Y —EABREORERE
« SERVICE_DISCOVERY OJ TR IS —&FL@FE T IV LAFITILS—Z2®ABLET,
« AL U X —7 Kubermnetes VY —RAICT VAT RIEHICBERT IV EAFAZFE>TVB L
ZHERLET,
2. ANVORRYVLAEV T DEE
« COLLECTOROJTCARAYVLAETORBZEEBLET,
« B—TYRIVRRAVRNFTIORATAETHY) ., XNJVIVRAZRTEZBAELET,

« 77ATI7A=)II—)T, ALIRZ—DOX—TY NIY RRAY M OEEAFTEATLY
DLEEMFELERT,

B.AXNUTAIVAR—NDOEE
« EXPORTEROJ TCIVAR—MDLRBZHIBLET,
c D—DAR—ANFEL, ELKBREENTVAR L ZHFELET,
c AL VEZ—CD—DAR—ANDEEIAKHBERBRT VEAHF AN D & 2HFELET,

AL 2&2—rBEOJANOT IO+

L 2Z—280O% &, Amazon CloudWatch Logs ICBEINICEEEhET, chsoOJICT Y
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3. L %Y A&— /aws/prometheus/workspace_id/collector/collector_id @AY J )L —
TERBODUTTGERLET,

4. QAR RNZSBELEIRELT, BEBRERBELET,

CloudWatch Logs Insights Z#FAL TIAL IV 2—OJZ 0TS R SMITBDEETEXRT, HIX
., IXTOH—EAREIZS—ZHETSICIE:

fields @timestamp, message.message
| filter component = "SERVICE_DISCOVERY" and message.message like /Failed/
| sort @timestamp desc
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N "ToZ—Li ZBRLTSEE,
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ICHEFETRAEICOVTHBALET, ADOT ALV X—0OFMICOW T, TAWS Distro for
OpenTelemetryy ZZRBL T EE L\,
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EHEMOHBIARNIIDAEWRFREDRISBEDTITH, 4 ZSBLTLEETL,

ADOT (Z &% Prometheus X N1 2 ADUREIZE. Prometheus Receiver, Prometheus Remote
Write Exporter, Sigv4 Authentication Extension & W5 3 D® OpenTelemetry 1> R—% > MAEH
EhET,

BEfE M Prometheus ME&E & A L T Prometheus Receiver Z#K L T, Y—EABRHE X K
DOADAILAE T ZRTTEET, Prometheus Receiver I&, X ~1J 9 A% Prometheus
NHEEXTRAILAEILET, AVLAEIRROT TV —23a 2RI RIRA42 N

ik, Prometheus 75472 A7 5 THEBRTDIYVENH') EF, Prometheus Receiver

(&. Prometheus RF 1 X2 ~h® MConfigurations TEHEAE N TWS Prometheus DAL AE> T
EBIRIIFTOBREZINTHR—BNLTVET, ChSOFREZEE ADOT AL IV X—DERE
ICBEY N TBZENTEET,

Prometheus Remote Write Exporter (&, remote_write I RARA 2V NEZFEAL T, AUVLAEY
TJENEXRNVOAZEBR—BZINDT—DAR—AICEELET, F—RXZEZT IV AR—KNTS HTTP
DOTARNE, REBFEEO AWS 77O K J)LTH S AWS SigV4 & Sigv4 Authentication Extension
TEBRENET, FHMICOVTIE, TSignature Version4 DB R 7O A, Z25BL T EE L,

L 22 —I&. Amazon EKS £® Prometheus X R VAT RIRA > N2 BEWICKRE
L. <kubernetes sd_config> ICHBREZFEAL T,

LT O FEE. Amazon Elastic Kubernetes Service £zl B2 EE A Kubernetes 2E1TLTW% Y
FAZ—TDO_DREDHZRLTVE T, cNSODATYTEZRERITITHICE. 74 NOFREHE
BFI—OBENBEAT23a>oVWdTnsrhrsn AWS SREHEHRAVETT AWS , FFlICcODWVT
k. AWS " SDKfor Go ME&E) Z2SHBLTKEET VY, COFETR., 7OLAOHKEETANICHE

RAEhBdHFINT7IVRERLEST, COYTILT T Ik, Prometheus 954 T RNSA4TS
JDKRSIZ, /metrics TV RARAVNTARNIVORAZLRBELET,

HI R SR

LTOMVAKAREFIEZRKBIBEIC, Y—EATATY MO IAMO—-ILEFER) S —ZRE
TRILENHYEXT,
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B—EATAI RO IAMO—)LEEERIY—ZRETDICE

1. TAmazon EKS V9T AZ—NHDS XKV OAZRV) A OO —EAO—)LND&EL OFIEIC
2T, Y—ERT7HIRDIAMO—=)ILZEKLET,

ADOT L 78—, XNUIJRZARAIVLAEVJULTIVAR—KNTREECZOO-I)%E
ERALET,

2. RIZ, BERVD—ZHmELET, IAM OV —)L (https://console.aws.amazon.com/iam/) % 8

EFXT,

3. EfRloFES—3arRa4 T AL ZEIRL, AT YT 1 TERKL = amp-iamproxy-
ingest-role Z#HL £ 7,

4. [EHEER 27 Z2BRL, [EHEROGE] ZRRLET,

5. {SHEBFHARIS —D JSON T, aws-amp % adot-col ICEZERA T [EEARV—NEH] &
igﬁllia-o EEE%E"JKZRIJ:/_L;;KG)J-\5L:KF)$?O

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE : sub": "system:serviceaccount:adot-
col:amp-iamproxy-ingest-sexrvice-account",

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

}
}
}
]
}
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6. [FTOEAFU T EERL, ROT IV LAHFAARIVS—HFO-LICTRYFEhTVWSRILE
HmIELET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
]I
"Resource": "*"
}
]
}

Prometheus X N 2 AQOIREDE ML

@ Note

Amazon EKS THREIZERZ/ER TS &, alertmanager &/ —RIVAR—Z—REFT7 %
INTEMCE>TVET,

Amazon EKS & 7= (& Kubernetes 7 5 A X —T Prometheus DREZERICT S ICF

1. aws-otel-community DURZ NUAS, BTN T7VZE74—oLTOVA—2LFET,

RIS, WFOORY RZERITLET,

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. A X—<% Amazon ECR ¥ DockerHub % EDL A RNVICT Y1 ULET,
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3.

KD &SI Kubernetes 38 EZ2 IE—LUCGERAL., Y2 IWNTFFVEOSAZ—IZF7O/4LF
9, prometheus-sample-app.yaml 7 7 A4 J)LA® {{PUBLIC_SAMPLE_APP_IMAGE}} &,
FEETYALEAA—DICEEBRZAET,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

RDAR Y REAADLT, YO TIIWT7TIUNRBLECEZ2BRELET, ONROEH
T. NAME %l|{C prometheus-sample-app A"RREhET,

kubectl get all -n aoc-prometheus-pipeline-demo

ADOT L2 —DOF 7 AN NDA VAR AZR2BLET, TOLEHICE., T X0
RZAHDL T, ADOT L 22 —0 Kubernetes =B BL £,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

RIZ, TUTL—KNT774)2#mEL T, YOUR_ENDPOINT % Amazon Managed Service for
Prometheus 7 —%2 AR —A M remote_write T R7RA > M, YOUR_REGION ZfERAF D) —
DAVICBEERAET, VUV AR—ADFMEMHIRL 1= & E(C Amazon Managed Service for
Prometheus 1>V —JLICRRE 115 remote_write T RARA > REFAL TS EEV,

£ /. Kubernetes [RENDH—E AT HT> N> 3> YOUR_ACCOUNT_ID®D % AWS 7H™
NIDICEETHXENHYET,

DTk, ADOT AL VX —DOFRETHER (scrape=true) ZFEAL T, AVLAEVTTS
A=Y RIVRRARNEEELTVWET, ADOTIOLIZ—k, ChIC&2THUTILT
TUDIY RRANEITAZ—AD kube-system T RIRA 2 RASKBITEET, BlD
HYOTNWTTIVRAROLAETTRHBER., ChEeBIRILFTORED) SHIBRTEET,

RXOIAX RZEAHLT, ADOTOLV&2—%=2F7040LF T,

kubectl apply -f prometheus-daemonset.yaml

RDIAR > RZAALT, ADOTOL VX —HREBL & &2MEL £9, NAMESPACE %IT
adot-col ZIRL T IEE LY,
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kubectl get pods -n adot-col

8. OVIVAR—Z—Z%FALT, NMT A HEEIDZD_CZHRIELET, Y2TILTT
L—RRERICOJIVAR—R—EHMEENTVET, ROOX REAHNLET,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

BYOTIWTTIRSARILAETENIEX NI DAO—EEE, ROBIOKISIZHEY)ET,

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus XX NV RAZZ TE2 A ESHAZTANTBIC
(. awscurl ZFEALET., COV—IILZFEATSHE, AWS Sigv4 FRALZFEALTANU R
SARNUTHTTP UV T ANZEETE 5%, Amazon Managed Service for Prometheus
PESVIVERTIDIEODELVWT IV EAFAZFED AWS FRABEREO—HILICKET B &
ENfBYVET, DAV ARN=I)IFIBIZDOVWTlkawscurl, Tawscurly 2B LTS EE L,

RXOIX > RO AMP_REGION & AMP_ENDPOINT I, Amazon Managed Service for
Prometheus 7— 7 AR—ADBERICBEELRZIE T,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}
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LARVAELTARNVODRZZITRNE, NA T4V ORENF KL, BYTILTTIH
5 Amazon Managed Service for Prometheus ICX N VAN EEICEHRE N ZERKRL
ED

2U=2T7T
COTEZRVIV—"FYT7IBICR. ROOAXREZAHDLET,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

AR E

Prometheus Receiver l&, Prometheus KF 1 X2 k@ TConfigurationy THEAET TV
Prometheus DAV L AE T EBIRILFTOREZINTHR—NLTVET, CNSDOEEE
EEZADOT OLVZ—OREICEY TR ENTEET,

Prometheus Receiver MEREICIE, H—EARE., RIVLAEITRE, BIRILERENEEIF
3-0 b:/—/\'—wgﬁﬁli7ﬂ®$5l:7&‘)§?o

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

RETTALOBELFICRLET,

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:

- role: endpoints
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tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

BEF @ Prometheus SREN H D HFEEF. ENRRERTEEMA SN BVLSIC, $XFZ $$ICE
EMADVEBENHV)ET, *Thid. relabel_configurations M replacement DETHICEETT, fl
ZIE, IRD K S relabel_configurations &2 & LE T,

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CNERXDEISICEELFET,

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter & Sigv4 Authentication Extension

Prometheus Remote Write Exporter & Sigv4 Authentication Extension D% E (&, Prometheus
Receiver RV) EEETT, NATTAOCOERBETE, BRICXRNUTAFRYIAEFATVT,
M F—2A % Amazon Managed Service for Prometheus IC TV AR— RN TR EFHATETVWET, X
D Hlik. Amazon Managed Service for Prometheus EBIE T2 O DBV ARENHKNEHZRL
TVET,

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:

endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
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authenticator: "sigv4auth"

COFERF, F7#4I MO AWS BRIEHRF T —> 0 AWS FZRHEHRZFEAL T, AWS Sigv4 (C
KOTERBETNIEHTTPS UOTARNEEFELET, FMICOVWTIE. TConfiguring the AWS SDK
forGoy ZZRLTLKEEV, Y—EAILIE aps ZIBETEIHEN BV ET,

TF7O/40FEICHADST, ADOT OL IV X—R@F7#I MO AWS BRAHEHRF T —2ICU AL
TNTVWBRAT2a>oVWTnNICT IO EATERDIHREN HY) ﬁ@“o Sigv4 Authentication Extension
(& ICHkF L AWS SDKforGo ., ThZzFERAL (FREIFHRZMBL RRELET. <S5 OFFELFER
([Z. Amazon Managed Service for Prometheus O ') E— K& & JA& VEAFAN HB & Z2HER
TRIHVENHYET,

AWS Distro for Open Telemetry Z A L T Amazon ECS A5 D X ~1J 0 AEY) A
EERET D

DU 3> Tk, Amazon Elastic Container Service (Amazon ECS) A5 X KU AZYREL .
AWS Distro for Open Telemetry (ADOT) Z £ L T Amazon Managed Service for Prometheus (ZEX
VIADFEICODWTEHBELET, £/, Amazon Managed Grafana TX KU O A& REL T D H %
ICD2VWTEHBLET,

BIRSAF

/A Important

BT SHEIIC. AWS Fargate V5 AX—LEDO T 7 # )L NERED Amazon ECS RiE

& . Amazon Managed Service for Prometheus 7 — 9 AR —A# & U Amazon Managed
Grafana V) —J AR—ANBETT, 1—H -2 FF0OT—270—R, Amazon
Managed Service for Prometheus, Amazon Managed Grafana &L TWVW2 & ZRIRE
LTVET,

FHECOVTER, UTOVY02ZRLTSIEEL,

« Fargate 75 AR —ICF 7 # )L FERET Amazon ECS BEBZER T B HFEICOW Tk, TAmazon
ECS #RAYN—FHA R, O "OFTAZ—DERI ZZRULUTEE L,
« Amazon Managed Service for Prometheus 7 — 0 AR—AZERT D FEIC DV TR, TAmazon

Managed Service for Prometheus 1—H%'—H A4 Ry O "D =0 AR—ADERL ZZRLTLKE
=L,
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« Amazon Managed Grafana 7 —9 AR—AZEKT B FEIC DOV T, "Amazon Managed
Grafana User Guides ® "Creating a workspaces ZZBR L TS & L\,

ATYVT 1L AARZLADOT AL VA=V TFHFAXR—DZERT D

UTORET7T7ANET>7L—RNELTHERALT, MEO ADOT AL VR —O0FFAX—D%
E&ELET, my-remote-URL & my-region l&. EAF D endpoint & region DEIZEEHX
£9, EEZ%Z adot-config.yaml EVWS 77 A IIICHEREFELET,

(® Note
CDERETIF. sigvaauth HL5EMEEZ £/ L T Amazon Managed Service for Prometheus
ANDOFTHU ZRIELFT, sigvsauth OBEFEOFEMIC DWW T, GitHub @
" Authenticator - Sigv4s ZZ8B L T E&E L\,

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
pProcessors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
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- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigvé4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

ATY 7 2.ADOT AL YA —0>FTFAX—2% AmazonECR DR KNDICT7'YS 193

Dockerfile ZEA L T, 27T F 4 X—2 &K L T Amazon Elastic Container Registry (ECR) 'J 7R
SRNIETYZILET,

1. Dockerfile ZEJ)LRLT, A>T FA X—2%&IE—L T OTEL Docker 41 X—IZEMMUL F
9,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. AmazonECR URZ NUZERLET,

# create repo:
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COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. AVTFAX—TZERLET,

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

® Note
OAVFFOEL R, TOAVTFARITENZIRFEFURETITS L ZRREL
TVWERT, TS5THEWVWEES, A X—JDEILRKEI --platform NZX—X O ERN
BBICBEDENDNET,

4. Amazon ECRURZ KNVICHA A2 LET, my-region &, EAFD region DEICEE
BmAET,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. AVTFAX—J%#TYZILET,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

AT Y 7 3: Amazon ECS R AV EE& % £/ L T Amazon Managed Service for Prometheus %& A%
LA1E>TTS

Amazon Managed Service for Prometheus 2 AV L 1 E> 2/ 9% Amazon ECS R AV E&&ZEK
LET, RARAIVEZICIKK, adot-collector EVWSFH NI TF &, prometheus £EWS FHI
NIAVTFTEEDDIVLENHYET, prometheus X RNJIRAZERKL, adot-collector i
prometheus Z AV L AMETILET,

® Note

Amazon Managed Service for Prometheus @ —EAXAE L TEITEh, ATFAS XKD
DAZRELET, cOBEOITFIE, Prometheus 2T —2 12 M E—RTO—AI
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TEITL. O—AHILDOX KN 2 A% Amazon Managed Service for Prometheus (23215 L &
CB

Bl: AV EE

DLT0lE, BAOVEBNIEDRSBEONZRLTVWET, COBlzT>7L—RELTHER
LT, MEANDRARVEEZERTE LT, adot-collector ® image DfEIE, VRIS KU D
URL &4 X—2&% ($COLLECTOR_REPOSITORY:ecs) ICEZE# A E T, adot-collector &
prometheus @ region MfElF. EAHPD region NEICEEMA T,

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
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1,
"requiresCompatibilities": [
"FARGATE"

1,
Ilcpull: Il1®24ll

AT Y 7" 4: Amazon Managed Service for Prometheus IC7 VAT A ZRAVICRAETS

ARUVLAETENIEX KNP A% Amazon Managed Service for Prometheus ([ZEE 9% (C

(&. Amazon ECS Z#AZIZ AWS APl ARL — 3> 2FUPETEOOELVW T IEAF TN RET
To RAVHAD IAMO—)LZ#ERL, TOO—/LIC AmazonPrometheusRemoteWriteAccess 7R
) —BTRYFIRIRBENHYVET. cOO—LNZERLTRIS—ETRYFITBHEDOFHMIC
D2WTE, "2AVAO IAMO—I)LER) S —DER L BSRBL TS EE L,

IAM O—)L(Z AmazonPrometheusRemoteWriteAccess 27X Y FL. TOO—I%Z2RAVI_E
ALEs, ROLAEYTEhiEX KN 2 A% Amazon ECS (Z &k 2 T Amazon Managed Service for
Prometheus ICAETEE T,

AT Y 7 5: Amazon Managed Grafana TX KUV A& /E LT3

/A Important

BRI HHEIC. Amazon ECS RAVERERICK L T Fargate R AV ZRTITRIHEN HVE
9, 5LV E, Amazon Managed Service for Prometheus TXKNU A ZERT S &
FTEFEREA,

1. Amazon Managed Grafana 7 — 2V AR—ADFTET—2a R4 T, AWST7AAVDTIC
HdTF—RJ—AZERLET,

2. [F—RY—RA]Z7 D [Y—ERX] T, [Amazon Managed Service for Prometheus] ZiZRL . [F
7LD —=23 2 ZBRUET,

3. [F—ZFY—AnEM ZBIRLET,
4. ecs BRY prometheus 7L 74V VREZFEAL T, XRNVIJAOIVI) ERTZEITVET,
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VE—REEAHZFEALEZ AmazonEC2 A VARV AN SDXA KNI T ADE) A H
DERE

Dt 3> Tlk., Amazon Elastic Compute Cloud (Amazon EC2) 1 > AR A LT, DE—h

EEAAZFEAT S Prometheus Y —/N—ZRTITBDHFEICODVTHBALET, Go TERikE T
ET7TVT—23 08 XMN) O AZREL, TS % Amazon Managed Service for Prometheus

D= AR—AIZEF TR HZEICODVTHALET,

EIE=2es

/A Important

MBI BEIIC, Prometheus v2.26 AgZ A AN — LU THLKBENf BV ET, 1—H—7H
Prometheus, Amazon EC2, Amazon Managed Service for Prometheus ICEBL TW3 Z &
ZEIRELTVWET, Prometheus DA > AN—)LHEEICDOWTIE, Prometheus VT 744
N® TGetting starteds ZZBL T EE L,

Amazon EC2 & 7= l& Amazon Managed Service for Prometheus ICEEN TV WESIE., ETUTD
EO2AVEFOCEEHBEOLET,

« Amazon Elastic Compute Cloud & &

« Amazon Managed Service for Prometheus & (&

Amazon EC2 A® IAM O— )L O ER

XNUDRABANI—Z2TFDIC1E, £ AWS BERD D —
AmazonPrometheusRemoteWriteAccess ZfEA L T IAM O— )L ZERTEIHEN BV ET, TD
%, TOO-IIEZE D1 AR A%ZEE L. Amazon Managed Service for Prometheus 7 —%2 A
R=ALXNVDORAZARNI—ZVJTEEXT,

1. 1AM 112V —JL (https://console.aws.amazon.com/iam/) ZB& £ 7,

2. FEF—2arR4>T[A-I] ZBRL, [A—I)ZERK] 2BRLET,

3. BEEINEICTATAOEEELTAWS O —EX] &ZBRLET, 1—AT—ARELT
[EC2] ZBIRLET. [AN: TUVLAFH] ZEIRLET,

4. #BE/N—IZ TAmazonPrometheusRemoteWriteAccessy EA DL ET, [RUS—F] T
[AmazonPrometheusRemoteWriteAccess] ZiBIRL, [RU—&T7 XY F] ZEBRLET, R
N BRIV EZBIRLE T,
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5. (A723a)IAMO—I)IZIAM 2T Z2ERLET. R\ ] Z2BRLET,
6. O—ILDOBEEHZADLET, [RU>—ZEK] 2 BIRLET,

Amazon EC2 1 2 AZ> ADieE

Amazon EC2 /1 ARV AZEE T SICIE. "Amazon Elastic Compute Cloud Linux € > AZ > A
RA1—Y—HA4R, O TAAZADEE ) OFIEICHVET,

FETIVT—23 > 0ET

IAM O—J)LZEKL. TOO—-IILZEALTECCA VAR AZRBBLES, TFET7TUT—
CERITLUTBEZRIETEERT,

\ll
]

TET7TVT—232ETARMXNI IR ZRITIBICE

1. UTOFU7L—rEFEALT, main.go EVSEEID Go 77 ML EERLET,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

2. ROOAXZV RZERTLT, BUSKFERZA AN -ILET,

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. TEFTVIT—3a ERITLET,

go run main.go
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FETTVT—232ER—bN 8000 TERITEh, DT TVWSDFTANTO Prometheus X 1)
DABRRLULET, cNSOXNIUIDADHIZLTICRLUET,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge

promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

Amazon Managed Service for Prometheus 7 — %9 AR—ZANER

Amazon Managed Service for Prometheus 7 — 20 AR—AZ/ER T BIZF. Create a workspace
DFIBICHVET,

Prometheus H—/N\—®MDE1T

1. UTOYAMLZ77A4I)L0HIETT7L—REULTHERAL T, prometheus.yaml & W5 ZH]
DFHLVWIT7PAINEERLET, url ICDVWTRE, my-region ZEARO)—2 32 0OfE
\C. my-workspace-id % Amazon Managed Service for Prometheus THEKE N =T —T A
R—AIDICEBEBRAET, region [CD2WVWTW, my-region ZEARO) -3 > OEICE
EWMAET,

ADOT L V& — 93



Amazon Managed Service for Prometheus J1—%—AH4R

Bl: YAML 77 1)L

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. Prometheus —N—%ZXTL T, FET7VT—23>2 0O XKD A% Amazon Managed
Service for Prometheus 7 — 9 AR—AIZEFELE T,

prometheus --config.file=prometheus.yaml

T, Prometheus Y —N—ICK2>TFET7 7V —23 >0 X KO AN Amazon Managed
Service for Prometheus 7 —9 AR—AILEFEEhET,

Prometheus 1 VAR AZ AL V92— LTHERATS

IT—21I2 ME—R (Prometheus T—2 I N EFEFEND) TERITL TWS Prometheus 1 2 AR
VAEFEAL, XMNVORABERAILAE> S L T Amazon Managed Service for Prometheus 7 — %
7\/\°—7\(’:ﬁ1§_@€§?o

LTOREYOTRR, I—2I M E—RTEITENTLVS Prometheus 1 VAR AZXRNI O A
DAL IR —ELTERETHIETEIERFZEICODVTHALET,

Prometheus JL U X — 94



Amazon Managed Service for Prometheus J1—%—H4R

/A Warning
Prometheus T—> I N EERTIHE. TOREEX D TFARI—HF—HrEHLE
T, EF 1T 1 #EEEBWICL T, Prometheus DAYV LAET T RIRA RHINT
Y O3 —FY NMZOBEEThBVWRSICLET,

BUXNUOAEY NZEZRU T THEHD Prometheus 1 VAR AZ®Y RTY 7L, Fh
5% 1 D0 Amazon Managed Service for Prometheus 7—J7 AR —AICEEL TR TAKEERRT
3561, EEHRERETIHLEN BV ET, EEHRERETSFIRICKDAVIEES. Amazon
Managed Service for Prometheus IZEEE B ITXTOTF—2 Y2 TN, EEYTILEEDT
RERRICHEVET, BEEHROBRESZEICOVTIE, "TAmazon Managed Service for Prometheus
CEGEENDETHAEXRN) D AOEEHR) 25RBLTSEEZV,

N

« Helm ZHAL = L L\ Prometheus #—/\—/»' S OBV A& DERE

- EC2 E® Kubernetes M I & % BEF M Prometheus H—/\—4»' S OBV A& DERTE
- Fargate £ @ Kubernetes | & % BE7F M Prometheus H—/N\—#A' S OBV A& DERTE

Helm Z AL =% L L) Prometheus 4 —/N\—H S OELV) IAHK DERE

OtV a>OFEICHES £, Amazon Managed Service for Prometheus & AR IZERE L T
BEEBDENTEXRT, Tk, Amazon EKS 75 AZ—IZ# L L) Prometheus H—/\—%
Y RNTYTLET, HILLH—N—Ek, F7 7L NREZEAL T Amazon Managed Service for
Prometheus ICX MUV AZEBLET. COFEICEROEREZHENF HYET,

« ¥1L V) Prometheus ' —/N\—HF XKD O RAZWRETSDtD Amazon EKS VS AZ—HNUETT,

« Amazon EKS 25 AZ—IZl& Amazon EBSCSI RZA/N—% A2 ARN—=)LLTVBIHENH)E
9 (Helm THE),

* Helim CLI 3.0 A Z AT A HBEN BV E T,

s UTOEIZ3IVOFIRERTISICE, Linux £ macOS AVE1—X2FERATIHEND
WERY,
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ATFY T 1 FHLWHem Fry—RKURS KU ZEEBMT S

RKOOARX > RZAHDLT, HFILLWHemFYy—RNURDS RNV ZEBIMLET.,. cnS5OON RO
IC2WTE., "Helm Repos ZZRL T EE W,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus BRIZZRE%ZERK T 2

ROIAXY RZEAHDL T, Prometheus H—/N—&EFOMOEZZV T AVKR—FX2 NAD
Prometheus BRI ZEEZER L E9 . prometheus-namespace l&. COBBZEBICHFFZBEIICE
EMAET,

kubectl create namespace prometheus-namespace

ATYT 3 H—EATHI RO IAMO—)ZRET S

CCTHRATRIAAR—F 12T FETlE. Prometheus —/N—A"E17& hTL S Amazon EKS
DSAR—TH—ERAT7HONOIAMO— ) 2EFRAT2HRENFHV)ET,

H—EAT7AD RO IAMO=)LZEATSHE, IAM O—)L% Kubernetes Y —E AT HI > NIC
BEENMTRCENTEERS, CcOY—ERTHIUNE, TOH—ERTHINEFERATSIRY R
AOOAVTFHICAWS PO AR ZRMTEERT, FHHEICOVWTRE., "H—EAXAT7HTU 2 O IAM
O—J)L, 8BBLTLEE L,

CchsOO—)LZFERELTVEWVWESIE., "Amazon EKS V5 AZ—NAS X KN AZE)
ATTEHDH—EAO—)NEEL OFIBEICH>TO—ILZERELET, TOEIIVOFIET
&, eksctl ZEATHIHENHVYET, FMICODVWTIE. TAmazon Elastic Kubernetes Service
DR AE - eksctly ZZRLUTLKEE L,

@ Note

EKS &zl TRE<SAWS, 7IV9EAF—&—IL Y hF—D&hZEAL T Amazon
Managed Service for Prometheus IC7 VA3 %354, EKS-IAM-ROLE X—A® SigV4 %
FRIZDERFRTEEREA,
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ATYVT 4LV —N—ZEYRTYTLULTXNUOADOEY)IAKZFHBTS

Amazon Managed Service for Prometheus 7— 9V AR—AIICX KD D AZEFETHEHLV
Prometheus Y —/N—Z A AN —=)ILTFBICE. UTOFIBEIZHVET,

Amazon Managed Service for Prometheus 7— 9V AR—AICX KD D AZEFETHEHLV
Prometheus Y —/N—&Z A 2 AN—=)LTBICEF

1. TFANIF14R2%ZFEAL T, my_prometheus_values_yaml EVSEBD T 7 A ILEHER
L. RORBZRERLET,

« TAM_PROXY_PROMETHEUS_ROLE_ARN [&. TAmazon EKS V95 AZ—NAS5XNI) O A%H)
ACEHOY—EAO—)LNDERE, THEMK L &= amp-iamproxy-ingest-role ® ARN ([CBZ# X
£,

« WORKSPACE_ID (&, Amazon Managed Service for Prometheus 7—J AR—AD ID I[CE&E
BAET,

« REGION l&. Amazon Managed Service for Prometheus ®')—2 a2V ICEEHBRA KT,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. ROOX REAHDL T, Prometheus H—/N\—Z KL £,
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« prometheus-chart-name l&. Prometheus V) —ARICBEEBRAET,
« prometheus-namespace l&., Prometheus BHIZE DB RIICEZMRAIET,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

® Note

helm install N RFEEXTEBRHFEZTCHARINAATEEXT, FMHICOVTIE,
THelm RF LI XMy @ THelminstally ZBLTLEE W,

EC2 £ @ Kubernetes NIZ & % BE1E D Prometheus H—/N\—A S OELV) AR DERTE

Amazon Managed Service for Prometheus l&. Amazon EKS ZRE{TLTWA I T AZ—B KT
Amazon EC2 L TEIET 2 B EE R Kubernetes 75 A X —A M Prometheus H—/Y—A 5 M X
NRUODADERYIAZZHR—KNLTVET, cOEIZ I OFMAEFIERK., Amazon EKS 7T A
X —MA O Prometheus H—/N—ZXRRE L TWVWE T, Amazon EC2 LD B2 EE A Kubernetes 75
AZ—NBEEFIEERRRU TITH. Kubernetes VS AZ—TH—ERAT7AHDU> MO OIDC 7O/NA
A—EIAMO—LZFHTHRETIXLENBDIRNERYET,

COEUIAVOFIETIE., Kubernetes NV T —IXZ—2 v —E LT Helm Z2EHALET,

N =Ry
c ATV 1. H—ERAT7AHI N IAMO—IIZ2RET S
e« AT Y7 2:Helm ZFEHAL TEEZED Prometheus Y—/\N\—% 7Y J4JL—RT>

ATV T L H—EATATV MO IAMO—ILZRETS

CCTHBETRAR—FT 14T HETIE, Prometheus H—/N—HEITE 1 TL 3 Amazon EKS
DSAR—TH—EAT7HONOIAMO—)ILZ2ERTIHEN HV)ET, chsoO—I)LixH—
EAO—ILNEERENET,

H—EZ2O0-)LZFEATSHE. IAM O—)L% Kubernetes Y —E AT HT 2 NCBEER TR ZENT
EET, COY—ERTAIY NG, TOH—ERTHYY NEFEATHEROAY KOV FFHC
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TOEAAWS FAIZNETEXRT, FMICODVTR, "H—EAT7ADVROIAMO—-I, 25
BLTSEZW,

ChesOO—)LZELERELTVWEWEEE., "TAmazon EKS V7 AX—AS XA KU T AZEIA
CEOOY—EAO—IIDFRE) OFIBEICH>TO—ILZZELET,

AT Y7 2:Helm ZEA L TEEEFE®D Prometheus Y—/N\—&T7 v 79 L —RT3

cOtEIa>OFIEICE, VE—RNEZIAHKE sigv4 Z5EEL T, Amazon Managed Service for
Prometheus 7—J AR—AAND ) E—RFEZIAAZITAD K SIC Prometheus B —/N—ZFZRESH &
ORATIHEENEENET,

Prometheus /N\—> 3> 2260 IEZFAL TVW3IES

IN—=3> 2.26.0 LA ® Prometheus H—/N\—A X—J T Helm Fy— R Z2FEAL TVWRBEIE.
LTOFIEICRVWET,

Helm F ¥ — K %Z AL T Prometheus H—/N\—HA 5D E—REZAAZRTETDICIE
1. HemEBE77ANICHLWIE—REZEAAEI> 3 #ERLET,

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN} (&, TAFT Y7 1. H—EAT7HU > hD IAM
O—)L%E&ET 51 TERL &= amp-iamproxy-ingest-role ® ARN ICEZ#® X ET, O—ILD
ARN (& arn:aws:iam: :your account ID:role/amp-iamproxy-ingest-role &W5
EXICARYET,

« ${WORKSPACE_ID} l&. Amazon Managed Service for Prometheus D —J AX—A ID ([C&
EWMRAET,

« ${REGION} (&, Amazon Managed Service for Prometheus 7 —J AR—AD)—2 3>
(us-west-2 B &) ICBEMAET,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
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server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm ZfEA L TBEFE®D Prometheus H—/N\—DEBREEHFL XTI,

« prometheus-chart-name (&, Prometheus V) —ABICEEBRAET,

« prometheus-namespace l&. Prometheus #—/N\—A"4 2> AN —)LE hTL % Kubernetes
ZHZEBICBEEMRAET,

« my_prometheus_values_yaml &, Hem BRE7 7 AL O/NAICEEBRAE T,

« current_helm_chart_version l&. Prometheus % —/N\—® Helm ¥ ¥ — M DRED/N—

TAVICBEBRAET, BEOFYy—hO/N—23 2, helmlist ON> REFERAL THRET
EFT,

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

LB D /N—= 3> ® Prometheus 5

2.26.0 K YBID/N—2 3> D Prometheus ZFAL TWVWRBEEK, U TOFIEICHRWVWET, Cns
DATY T TRYA RA—T77O0—F2EFERALET. Chik. REIO/N—2 3> ® Prometheus Tl&
AWS BEN—23 2 4 0BR7OEA (AWS SigV4) I'RA T4 TICHR—RERTVWEWEDH T
9,

CNSNDFIETIE. Prometheus DF7OAIZ Helm Z2FAL TVWDEDERELET,
Prometheus H—/N\—A S5 D) E—REEIAXKZERETDICIE

1. Prometheus ¥ —/\—T, HILWUE—REEIAXBREZERLET., T, HFLLEFHF 774
LEERLET, COT77AIDOABEF % amp_ingest_override_values.yaml. £ LFE T,
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d—H—H1 K

COYAML 77 A4 RDERZBIMLET,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION} l&. Amazon Managed Service for Prometheus 7—J AR—AD ) —TJ 3V ICEE

MAET,

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} &, "AT Y7 1. HY—ERTHIV D

IAM O—)LZ5%E 9 %1 TR L = amp-iamproxy-ingest-role ® ARN ICEZ# 2 FT, O—J/L
® ARN (& arn:aws:iam: :your account ID:role/amp-iamproxy-ingest-role &\

SEXCBEYET,

${WORKSPACE_ID} l&, D—UVAR—AIDICEZEH]AET,
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2. Prometheus Helim ¥F ¥ —KZ7 Y79 L—RLET, £, LTOIOIY RZAHL T Helm
FY—RBZEHRBELET, cOOAN ROHENT, BEIIC prometheus EVWSXFIEED
a—_—\’_l\&%bi?o

helm 1ls --all-namespaces
R, LFOAN RZAALET,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-name &, BIO X > RTIRE /= Prometheus Helm F+ — N M
BRIICBZEMAET, prometheus-namespace &, BEIEBEOZRICEERIET,

Helm F¥—hkO&A D> 0O—R

Helm F+— R ZEXEO—ANICEVO-RLTVWAWESR, XOON REFALTE VY
I:I_ I\“-C“éij-o

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

Fargate £ ® Kubernetes |Z & % BEFE® Prometheus H—/\—5A' S OELY) A & DERTE

Amazon Managed Service for Prometheus l&. Fargate E TE#ET % B2 EEE Kubernetes 7
T AX—MA D Prometheus F—/N\—ASDXKNJ DT AOEVY)A&ZHR—KLTWVWET, Fargate
L TE¥%ET S Amazon EKS U5 AX—H® Prometheus H—/N\—HAS X NJ T AZEVYIATIC
(&. amp_ingest_override_values.yaml E WS HHD 7 7 A I DTFT7 2 )L NBEZRXD KRS IZH—
N—Z4 RLET,

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
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annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

RNDAX > RZEERITLT, A—N—F 4 RZEHL T Prometheus Z4 > AM—=)ILLFET,

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

U]

COHem F¥—RDRETKE, /—RIJVAR—ZR—ETZ—MNIR—Dr—ZEPICL., 512

Prometheus H—/N\—OF 7’014 OERTEZEZHIZLTVET,

RODTARNITVDFERITIDE, A VARN—IIZEEITEET,

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]13}1}321

= 0 A7 — 2 B IC Amazon Managed Service for Prometheus Zt ¥ ~
VA K-
Amazon Managed Service for Prometheus ICTF— X Z%ET2 &, TOTF—RBFU—3 A0

AWS PRASEVUT A=V —2ETEBNICL7UT—hEh, AT7—JEUT 1, AR, &
FAVTAZRUIDIRAMNDITAR—DSRETNET, BEORRICI>TR, cSICAAMK
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ZEOBDTIAMNE—THEZENTDCENLERLVEEN HYET. RECSITA%E—T7T

=

BT —MRNBEHFEF2O2HY KT,

BAUF—R22E B8RO TFHFERERA VAR AN HDEEE. TOF—X%Z Amazon
Managed Service for Prometheus ICIAfEL ., F— X NEBEHRZBBNICITOEZ LN TER
9, chik, F—2A% Amazon Managed Service for Prometheus 77— AR —AICHEEIZEET
BDLEHICKRIBET,

SURAMT—XOEEHBROFMICOWVWTIE., "TAmazon Managed Service for Prometheus (2%
EEn280AMARNIVANEEHR, 28RBLTLEEV,

AWS U= a2V FRIATERBRWEBETET—RILT IV EATESRLSICTRHEERRE. BloU—
2aVO220BDV—VAR—ALARNI TV AZEETEET,

ANVIAF—REZBBDDV— I AR—AILEEITBDFEOFHFMICOVWTR, TJO0ARAU—I3>
0 — 9 AR—A%Z A L T Amazon Managed Service for Prometheus |[C SIS ZEMNT S, %
ZRLTLSEEV,

(N =Xy

Amazon Managed Service for Prometheus (CIAEE N2 S HAMEX KN 9 AN EEH R

Prometheus (- & % Amazon Managed Service for Prometheus ND S AMET—X DIEE

Prometheus Operator Helm F + — ~ Z £ L T Amazon Managed Service for Prometheus \ D 5
AAMT—RE2LY NTYTTB

AWS Distro for OpenTelemetry Z{£H L T Amazon Managed Service for Prometheus (Z & 8] F 1%
T—REXEETD

Prometheus 1= 1 — 7 4 Helm F ¥ — ~IC & % Amazon Managed Service for Prometheus \ N &
ARAMT—20EE

Amazon Managed Service for Prometheus D& Al AR EICBE T2 — BN G ERADOEE

JOAR)—=232)—0AR—A%ZEAL T Amazon Managed Service for Prometheus (Z & 1]
HEEMNT S

Amazon Managed Service for Prometheus ICIAEE N2 SUAMX N O AOEEH
B

B D Prometheus T—2 I N (I—2 I M E—RTRITENTVS Prometheus 1 AR
A) A5, Amazon Managed Service for Prometheus 7 — 9 AR—RIZTF— R ZEETEE T,
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CNESDA VARV AOVK IANRUX RN VRAZREL TEFLTVSRFEE, F—X0OEH
AMFrBREINET (WThADI-2I 2 M F—RDEFEZFLEL TE, Amazon Managed
Service for Prometheus 7— I AR—ARBID A VAR AN SEEHRETF—XEZEFELET),
72 L. Amazon Managed Service for Prometheus 7—O AXR—A Tk, XMV OV AOEENf BB
ICHIBRREND K DICTBENEFENE T, chiCk, XMNVIVANBERERRENDOEHE,
T—RAVIZIANEARNL—DICH U TEBREREN RETD L ZRBTERT,

Amazon Managed Service for Prometheus THEZ® Prometheus T— I MASOTF—X2ZBE
WICEEHRITZICIEK, EET—ZFERABLTVWBRI—CI VMDY NCE—DISRE—FBE
BWHET, FAVARVAILLTVABZEVETE T, VFAZ—RILKY, IhSDAVARY
ANHREF—RZHF O >EOELTEINENET, LTV AHRICKY) ., Amazon Managed Service for
Prometheus TEX RV ANDY —RA BB TDENTREICEY FT, RENICREENADI AN
DACRIZAZR—FRIHFEENRTITN, LT7VAREENLEVLESD, XNUIJRARBRBE—-DODY—A
HSEBENRTWVWBRLSICRIET,

(® Note

BED/N—2 3> 0 Kubernetes (1.28 B &KV 1.29) Tlk, cluster FRILAFVEIRE
DARNVDANEIHENBDBZEN HYET, <nlZ&kV) . Amazon Managed Service for
Prometheus N EEHRICEBEN RETH AN B ER T, FHEICOVWTE. STHMEIC
BET2L<HDEBMZESZRLTEZT,

LTFMOKNEY 2Tk, Amazon Managed Service for Prometheus TF—2 % BEIN ICEEHERT 3
KD, TF—REREETDHEIC cluster TRILE __replica_ FRILEEHDHEERLET,

/A Important

EEHRBRZEREL ZVEE,. Amazon Managed Service for Prometheus ICEEE D 3XT
DF—BY D TIHFRENRICBVET, ChSsOTF—RY2 TN, EETDH T
FEEIRFET,

Prometheus |Z & % Amazon Managed Service for Prometheus \NO S AT —X D
A5

Prometheus TEATRAMBREEZ LY N7Y7I3ICR,. ETARIL—TOIRTOA VAR
ACHATBS NI ZEHL T, Amazon Managed Service for Prometheus TEN S ZEBITE B &
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SITBDHENFNHYET, Prometheus 1V AZVANDI— I N agaAdIIIN—7T0—5E
LTHEATBDICE, cluster FRILEFEALET, JIL—7HRNOZL 7 AHZREBICER TSI

&, __replica_ SRINZFEALET, EEHREMEEESICF, __replica__ & cluster
DEAFOSRINEZBERTEIHLEN HYVET,

® Note

_replica__ FARIIE, replica EVWSEEDOHRIC2 DOT A —AAT7RESIMMTVIE
ERXTT,

Fl: I—RAZARY K

RNDI—RAZARY RNTIlE, cluster FARILIE Prometheus 1 AR AOI— I N prom-
teaml ZFBIL . _replica_ IARINIEL 7 JH replical & replica2 Z&FBILE T,

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus l&, c NS DSXRIILEZFEODOESTAKL VDA SOTF—
BTN ERETEIEE. YOTINEZTAND EEIC replica FRILERYBREET, OF
W, LZ7UAZEILY)—XAREENRZOTREREL, BEOZY—XICHLT11 O V—XI Y
EVIFERENE T, cluster FRIILFRFETNET,

(® Note

BED/N—2 3> 0 Kubernetes (1.28 B KV 1.29) Tlk, cluster SRV EIEE
DARNVDANEDENBDZEN HYET, <nlZ&kV), Amazon Managed Service for
Prometheus O EEHRICEBENI RET D AREMEN BV ET,

AMACOVWTE, SATAKIC
32 L<Hh2ERMESRLTLEET,

SAUAET—&
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Prometheus Operator Helm F ¥ — ~ & £ A L T Amazon Managed Service for
Prometheus N\OSAAMET—XZEZY N7V T T2

Helm ® Prometheus Operator TERATAMREZEY N7V 733 ICE., EAXIIL—T0
FTRXTDA VARV AICARSIRIILZBERAL, <hs DT AX)L%E Amazon Managed Service for
Prometheus THEREITEDLSICTHIHENHVYET, &5I(Z. Prometheus Operator Helm F + —
NT replicaExternallLabelName & &k ¥ externallLabels BMZRETIHEEHVET,

Bl: YAML A Y X —

XD YAML AY X —TIl&, externallLabel (C cluster ABNE T, Prometheus 1 > AZ > AD
IT—-2xhegdAlINL—T70—FHELTHEIILET, £z, replicaExternallabels &Y
IL—=THOELTIVHZZBANLET,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

BED/N—2 3> D Kubernetes (1.28 8 & T 1.29) Tld. cluster IARILAFVEIME
DXRNVIDANEDENBFZENHYET, ChiZk'), Amazon Managed Service for
Prometheus N ERFBRICEBENI RET D AN BV ET, FMAICOVWTE, SHTAMKIC
BET2L<HDEBMZESZRLTEZ,

AWS Distro for OpenTelemetry Z 8 L T Amazon Managed Service for Prometheus
CETRANT—2Z2IAETD

AWS Distro for OpenTelemetry (ADOT) (&, OpenTelemetry 7O I 9 NOZE TABREICHGL
ETFA4ANIELI—232TE, ADOT R, PF7UTr—23a> 2RV TRAOS#EML—REX
NIVOREBMETERDLSIC, Y—AAPI, G473V, Iz hERHMLET. ADOT DFiH
(C2WTIk, AWS T Distro for Open Telemetry ICDWT 3 ZZRBLTKEEL,

S AMERET ADOT Z2RETSICIE, ADOT ALV RX—0>FTFA X—T&REL., AR
& cluster__replica__% AWS Prometheus 'V E—RNEZIAK TV AR—Z—I BRI HEN
BYVET, COITVAR—R—F, RILAEVTENIEXRN) A% remote_write T R7R

4 > MNEH T Amazon Managed Service for Prometheus 77— AR—RAIZEEFELET, chsnNT
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R )L % Remote Write Exporter ICFRET D E, TRLZUNORTHRICEETD XN VAN REE
NdNEHSENTEET, AWS Prometheus ) E—REBERAKT IV AR—X—OFHMICOWVWT
(&. Amazon Managed Service for Prometheus ® Prometheus ') E—RNEZIAK TV AR—ZF —
DRBAEEI EZBLTEEZL,

® Note

BED/N—2 3> D Kubernetes (1.28 KT 1.29) Tk, cluster SRV EIRE
DXARNVOANEDENBFZENHYET, ChiZKV) ., Amazon Managed Service for
Prometheus D ERHEBRICEABHIRET D AN B E T, FHICOVWTE, sHTAMI
BET2L<HBDEEMZESHRLTEZT,

Prometheus X 1 =7 4 Helm F ¥ — (2 &k % Amazon Managed Service for
Prometheus N\ DA AT — X DIEFE

Prometheus X 1=7 4 Helm Fv— N TEITAMREREZEY N7V 79I, aTAKTIL—
TDIRTDA VAR AICHEBSRIL%ZEA L T, Amazon Managed Service for Prometheus T
TNSZRANTEDLSICTRILREN BV ET., AT, Prometheus A1 =75 1 Helm F ¥ —hk
A5 Prometheus ® 1 DDA > AZ > AIZ external_labels ZEBIT25EDHlZRLTVE
C

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

(® Note

BEOLZUNWNFBERZEER, BE2L7VAEZFERALTFy— N 28&HKEF7O047F
PRENHVET, Prometheus IZ1°"F7 4 Helim Fr— Tk, I A—-F—JI)L—
THSEELTVHOHEERXTEE, LTVAEZENICERETD CENTEBRVLEDT
T, replica IR/ ZBEBFRET BICIE. Prometheus Operator Helm F ¥ — KN Z AL &
ED

SUAtT—X 108


https://aws-otel.github.io/docs/getting-started/prometheus-remote-write-exporter
https://aws-otel.github.io/docs/getting-started/prometheus-remote-write-exporter

Amazon Managed Service for Prometheus J1—%—AH4R

® Note

BED/N—2 3> 0 Kubernetes (1.28 KT 1.29) Tk, cluster FRILAFVWEIRE
DXRNVOANEDENDFZEN BV ET, ChiZKV), Amazon Managed Service for
Prometheus D ERHEBRICEABHIRET D AIEMEN BV E T, FHICOVWTE, SHTAMIE
BET2L<HBDEEZESRLTSEZT,

Amazon Managed Service for Prometheus DS A AMEREICET5 — RN BEEBRAD
[E &

HOTIWRA NEBHTDEHIC, BIOTARIICIE _replica_ BEHZIHBEN HY)EITH?

=0 AMERE Tk, Amazon Managed Service for Prometheus l& Prometheus 1 2 AZ AN I S
AZ—HDB8)—RF—%BHITD T, F—EYTIHFEELHEVKRSICLET, V—F—L TV
WA S5OF—2H U TIIOEEN 30 WEELEL =3B 4. Amazon Managed Service for Prometheus
(& BEIEVICBI D Prometheus 1 VAR A2 =S —L 7TV AICREL., RKELET—RZEHT
F—REHFHLVWI—F—DSWMWIAKETT, LEN2T, FAF "TLWLWA, THY, HBEEEhFE
hoe CNEMTOLEBE. ROXSBEENf RETDARHMEN BV ET,

« PromQL Tcount DOV IV AER[TTDE, HLVWU—F—0BHHEBEHIC, BELY)ESVEN
RENBDZENHYET,

e ILWY—F—nBHEABEFICEFD!) —A—AH active series limits (& B &, active
series OBHAEMLET, FMICOVTEE, TAMP DU #—4&, Z2SBLTSEETL,

Kubernetes (Z &3 B @ cluster SR BV, XNUODRAZEEHRL TUVBVLRDSTT, E€5Th
FCOEEZBRTEETITD,

FLOLWXKNDU O A apiserver_storage_size_bytes A" Kubernetes 1.28 TE A& 1, cluster
SRIIHFBIMENEL . 2O cluster FARJILICEK V), Amazon Managed Service for Prometheus
NDEEHROBBEN RETHUEMENHY F£T, Kubernetes 1.3 Tlk, FXRILEH storage-
cluster_id CEEENTVET (1.28 L 129 DED/NY FTERBHAEREEhTVE

T VTAZ—N, COXRNIUIR%E cluster FRILFETHHILTVWSEHEE, Amazon
Managed Service for Prometheus XBEEN T2 RRIZEEHRTEELA, COBEZ

B8 ¥ % IZ &k, Kubernetes VS ARX—ZHRIHMONY FEAN—3a 7Y TIL—RT
PLEBEMHOLET, £k, Amazon Managed Service for Prometheus (ZEXU V) AL BT
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[C, apiserver_storage_size_bytes X KU JA®D cluster SR ZBIRINFHFITDEE
TE&ZEY,

(® Note

Kubernetes M ZE MM IC DLV Tk, Kubernetes GitHub 7’0 T U R ® "Rename Label
cluster to storage_cluster_id for apiserver_storage_size_bytes metric, 2R L TS &L\,

JAARAV—=2320—0AR—A%ZEA L T Amazon Managed Service for
Prometheus ([CSATAMLZENT S

JOR)=2a Al ETF—RICEMTSDICIE. AWS =23 B TERDD—I AR—AICX
NJDORABRBEETEEXT, Prometheus TlE, BEOZAX—EVOR)—23 > THEZEIALDNE
FHAYR—RENTVET,

LTopHlE, Heim 2 AL TI—> T2 N E— RTEHET S Prometheus —/N\—% &Y N7 Vv
LT, EBRDU—23202 20D —JAR—ALARNV DR ZRXETHIHEERLTVET,

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: __ address__
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
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regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2 id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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Prometheus X N DRI TD I DELT

V=D AR—=ALZX NI D ADTBY)IAETFND LD 2125, ThESOXRNIJVALCHLTIIV %
KITTEXRY,

XRNDORZBRENICRATEIA YD 1R—RZEKT SICIF. Amazon Managed Grafana 7 & @
H—ERAEFEHATEET, Amazon Managed Grafana (F =& Grafana D AR RFOV A VAR
VAV, EREFRBFARTLATLEY T3V ABAIINTXNIORAZRRT DTS T 4
AINAVR—T I A AZBETEET, Amazon Managed Grafana O FFMIC DWW TIE., TAmazon
Managed Grafana 1—%—7H4 K, Z25RBLTSEEV,

T, SALOMNIIVZFEALT, 1ERVYODIITVOER., TF—ROEKR, £LEFXB
JDOREFERATAMBEOT7IT—>3 2 0ERETSCEETEERT, FALIKNIT

l&. Amazon Managed Service for Prometheus API & 2% ® Prometheus ¥ L) §5 PromQL Z
AL T, Prometheus 7—J7 AR—ANSTF—RZWMEBLET, PromQL EZDEBXOFMICDOWVWT
l&. Prometheus RF 1 X2 ~h® TQuerying Prometheuss ZZ8BL TS EE L\,

NEY D

« PromQL ¥F—h>—h

c EXELOX

« SIEXINILELIZR

- EHNEET

- ZIHEEF

- ZANEITI) OB

s XNVOADOUI) 2RETD

« Amazon Managed Service for Prometheus THEH ¥ % 7= % ® Amazon Managed Grafana O+ ¥ b
TY7

» Amazon Managed Service for Prometheus TfEH 3 % Grafana F7—7"> YV —AE /(& Grafana
Enterprise DY K7 Y

« Amazon EKS 9 AKX —TE1EY S Grafana ZEAL VT

 Prometheus Bt API ZFERL LS T

s BOTVOOVIVERARRICEIZMAZIIETS
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PromQL F¥—hk>r—hK

Amazon Managed Service for Prometheus 7— O AR—ATX KNIV ORAZVTUTDEE R,

< ® PromQL (Prometheus 7 TUERE) F—r—KNZOAYVIOVTF7LVAELTHEALE

9, PromQL ZFEATHE, MEVIVSEZ2FALTRRINTF—RZUTILZALTERELVE
fFTEET,

PromQL DI DWW T, PromLabs VT 7H A4 h®D "PromQL F—h>—h, Z2SRBLTLKEE
(AN

BEXEL VAR

XRNDOARBETGRINY F¥—THRINEZERLFT,

# Select all time series with the metric name http_requests_total
http_requests_total

# Select time series with specific label values
http_requests_total{job="prometheus", method="GET"}

# Use label matchers

http_requests_total{status_code!="200"} # Not equal
http_requests_total{status_code=~"2.."} # Regex match
http_requests_total{status_code!~"4.."} # Negative regex match

SHAXV MNLEL IR

REOEBICHSIHTIIOEEZRRLET,

# Select 5 minutes of data
http_requests_total[5m]

# Time units: s (seconds), m (minutes), h (hours), d (days), w (weeks), y (years)
cpu_usage[1h]
memory_usage[30s]
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4 HEE
SHEET

BHOBRICEENF2T—2Z2FEHNLET,

# Sum all values
sum(http_requests_total)

# Sum by specific labels
sum by (job) (http_requests_total)

sum without (instance) (http_requests_total)

# Other aggregation operators

avg(cpu_usage) # Average
min(response_time) # Minimum
max(response_time) # Maximum

count(up) # Count of series
stddev(cpu_usage) # Standard deviation

BB

B#ZzEALTTF—R2ZH®/LET,

# Rate of increase per second (for counters)
rate(http_requests_total[5m])

# Increase over time range
increase(http_requests_total[1lh])

# Derivative (for gauges)
deriv(cpu_temperature[5m])

# Mathematical functions

abs(cpu_usage - 50) # Absolute value
round(cpu_usage, 0.1) # Round to nearest 0.1
sqrt(memory_usage) # Square root

# Time functions
time() # Current Unix timestamp
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hour() # Hour of day (0-23)
day_of_week() # Day of week (0-6, Sunday=0)

“IEET

BEMRECREREZRITLET,

# Arithmetic operators
cpu_usage + 10

memory_total - memory_available
disk_usage / disk_total * 100

# Comparison operators (return @ or 1)
cpu_usage > 80

memory_usage < 1000

response_time >= 0.5

# Logical operators

(cpu_usage > 80) and (memory_usage > 1000)
(status_code == 200) or (status_code == 201)

SANBEIIOH

Amazon Managed Service for Prometheus 7— 0 AR—ATHEATED BN EETZXV T UL
1)

# CPU usage percentage
100 - (avg by (instance) (rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

# Memory usage percentage
(1 - (node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes)) * 100

# Request rate per second
sum(rate(http_requests_total[5m])) by (job)

# Error rate percentage
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sum(rate(http_requests_total{status_code=~"5.."}[5m])) /
sum(rate(http_requests_total[5m])) * 100

# 95th percentile response time
histogram_quantile(@.95, sum(rate(http_request_duration_seconds_bucket[5m])) by (le))

# Top 5 instances by CPU usage
topk(5, avg by (instance) (cpu_usage))

XNVDOADIUI) 2 RET S

Amazon Managed Service for Prometheus ICl&, XRUJADI IV DRITZ2REITD-OOFE
FAEREhTLWET,

Amazon Managed Service for Prometheus AWS PrivateLink T® @£ A

Amazon Managed Service for Prometheus TX KUV RAZ VTV TR LODORY NT—U KT
740k NTVYIOALB—FYRNIVRRARNENLT, EEEFVPCIVRRAUME
1L TERITTE LT AWS PrivateLink, ZfEH T % & AWS PrivateLink, VPCs A5 D% Y KD —
IRNZ 74y 0k NTVY IV E3—%Y h2RBALTICAWS XY RT—UHTHREENE
¥, Amazon Managed Service for Prometheus ® AWS PrivateLink VPC I RFRA > N EERT
BICFk, "1 Z2BRBLTIKEEVAE—T I A AVPC T RKRA > ~TH Amazon Managed
Service for Prometheus M £

Foal & 7oA

AWS Identity and Access Management l&, UY—ZAANDT VA AWS ZZ£(ICHEBTHDICK
MOVI7H—EATY, IAMZFERAL T, EERE (11 2) L, #ICVDY—ADOERAER
A93 (FUOEAFAZR5TS) M Z2HMH L EFT. Amazon Managed Service for Prometheus (I
IAM EFREENTVD LS, FT—REZEICRDIENTE XTI, Amazon Managed Service for
Prometheus Zt Y N7 Y 7°9 % & E &, Amazon Managed Service for Prometheus 77— AXR—A
ICREFEENEXNUIAICHL T Grafana H—/N—HA STV TVERITTEDLSICTSH IAMO-)L
ZERTIHVENHYET. IAMOFERICOVTER., TAM ) 28RBLTEE L,

Amazon Managed Service for Prometheus O+ Y K7 Y FIZRID2ES5 1 2O AWS X1 T 4
AL, AWS BENN—2 32 4 DBER7OEA (AWS SigVd) TF. BE/N—T 3> 4 iE, HTTP
LK D TEBENIEZAWS UV TARNCRIAIERZEMTSZ7OLATYT, X1 UT1 0D,
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ADEFEAEDVODIANE, FTOEBARAF—IDE—DLYRNTIORAF—TEBRENDTIOEA
F—TEBERBAWS THRIBENfHYVET, ChsD220F—F., —BOICEF2IUT 1B HRE W
ENFET, Sigv4 OFMIZDOVWTIE, TSignature Version4 OEZ 7Ot A #SBLTSEEL,

Amazon Managed Service for Prometheus TER T2 7= D
Amazon Managed Grafana Dt Y N7 v 7’

Amazon Managed Grafana l&, Z#—7">Y—A® Grafana @ N 7 I IXZ— RY—ERT, F—
ToOVY=ADY—=RN—=FT 14— ISV, BROFTF—RY —RAEZABREICEEBILB LN TRDLEHD
AWS H—EZANDEHRZHRILLET,

Amazon Managed Service for Prometheus Tl&. Amazon Managed Grafana ZfRAL TO—7
AR—=AADARND DRIV RRTTD N PR—RENTWVWET, Amazon Managed
Grafana 1>V — LT, BEE® Amazon Managed Service for Prometheus 7> N ZE#&RHEL

T. Amazon Managed Service for Prometheus 7—9 AR—AZF—XY—AE L TEMNTEE
9, Amazon Managed Grafana (&, Amazon Managed Service for Prometheus IC7 VA% =&
ICHERZFRIABEHROBREZEE L T, Amazon Managed Grafana A5 Amazon Managed Service
for Prometheus N\ D#Z{ZERK T B HEDOFMIC DWW T, TAmazon Managed Grafana User
Guides OFIEZSRL TSEE L,

Amazon Managed Service for Prometheus ® 7 7 — & Amazon Managed Grafana THRRT %
CEETEEXRT, 72— hEDRELZRETAFIRICOVWTR., "7F—bh%& Amazon Managed
Grafana £lEA—7>2Y —AD Grafana E#HEET D, 2SRBLTLIEZL,

7°Z 4 RX— K~ VPC T®M Amazon Managed Grafana "\ M {&#%

Amazon Managed Service for Prometheus l&. Amazon Managed Grafana " X N JAX®T7Z— bk
NDUVTVZRTITREEIERITIBDT—ERAIRRA M ZRBLTVET,

Amazon Managed Grafana l&. 7’24 X—K VPC 2R T2 XS ICEBKTE X (Grafana T
TFAR—RNVPCZEY NTY 7T IBDFEOFHEMCOWTIE. "Amazon Managed Grafana User
Guides ® "Connecting to Amazon VPC, ZZBL T EEWV), FREICK 2 TR, ZOVPC H5
Amazon Managed Service for Prometheus D —E ALY RRA 2V NZT IV LATEBRVEEN D
WETD,

BENDTZAR—KNVPC Z2FERHTH LS ICERE N TS Amazon Managed Grafana 7—2 A
AR—ZAIZ, Amazon Managed Service for Prometheus 27— Y —XA &L TEMTSIZEF, £7
VPC I RRA > NZEHERL T, Amazon Managed Service for Prometheus ZE LU VPC (Z§E#: 9
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BPRENFHYVET, VPCIY RKRA NOEROFHMIZOWVWTIE. "TAmazon Managed Service for
Prometheus AN A >R —T7 T A AVPC T RARA 2 NDIERK I #SBLTSEE L,

Amazon Managed Service for Prometheus T{£/H 9 % Grafana
F—7">Y —AFE =l Grafana Enterprise DY N7 Y S

Grafana D4 >~ AR > A%ZEMA L T, Amazon Managed Service for Prometheus D X K1) U A%
DIVTEET, CORNEY U T, Grafana DAZR RFPOVA VAR A%ERL T Amazon
Managed Service for Prometheus DX KO AZ VTV E3HEICODVWTBHALET,

Bl SR AF

Grafana 4 > A&X > A — Amazon Managed Service for Prometheus TEREE TZ& % Grafana 1 > A&
VANBETT,

Amazon Managed Service for Prometheus Tld., Grafana /N\—2 3> 735 UEZFEALTTO—U A
R=AADXRNDDAICOITVZRTITRDRCENYR—FENTVET, N—2 32 7.35 BREIC
. AWS BE/N—232 4 (SigV4) BEEDHR—KIAHAEENTVET,

Grafana D/N—2 3 ZHBREITHICE, ROIOX RZEAHLE
9, grafana_install_directory &, Grafana 1 VAR —=IANDODNAICEEHRAET,

grafana_install_directory/bin/grafana-server -v

AR RF7OVO Grafana ZE&EFEALTVWEVA, KUFLWN—3a D0 RERBEE, FiL
WADABRVABAVARN=ITEET, AXRFPOVD Grafana 2ty N7 Y7 I2FIEICD
WTI, Grafana RF I X M® TGrafana DA VA R—)Ls ZZRBL T &, Grafana O BiH
FEICDWVWTIE, Grafana RF 1 X N TGetting started with Grafanay 2B L T E&E L\,

AWS 7 H7J >~ — Amazon Managed Service for Prometheus DX KUV AICT Ot AT3ICIE, IE
LOWTZ7OEAFATZEDAWS THI Y N HABETT,

Grafana Z Amazon Managed Service for Prometheus £ BT 3 K S

ZERE T B ICIE. AmazonPrometheusQueryAccess 7R 1) > —F 1= I

aps:QueryMetrics, aps:GetMetricMetadata. aps:GetSeries, aps:GetLabels ®7 ¥
TARAZEFEOTHONIOAT AV TRV EN HYVET, FHICOVWTE, TIAMOT7 V7 EAFF

AERDD— ZZRLUTKEEZ L,

ROEO23a>Tlk, Grafana P SORENEY N7 Y IOV TEHLLHBALE T,
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ATFY 7T 1:AWSSigV4 2ty RTY 7T

Amazon Managed Service for Prometheus l& AWS Identity and Access Management (IAM) &3&

# L T, Prometheus APISTRELE T, T/ # )L M Tk, Grafana ® Prometheus ¥—% Y —A
(&. Prometheus AN"FBAEZ X BEE LBVWEDEREL £, Grafana T Amazon Managed Service
for Prometheus MFRREH K VR AMELZRATESDXRSICTBICIE. Grafana F—2X Y — AT SigV4
FEAHR—RNE2EMCTEIHENHYET, BESEEEOD Grafana #—7 Y —AHY—/NN—F =&
Grafana Enterprise H—/N\—Z#EAL TVW3FEEFE. COR—ZOFIEICHK > T EE LV, Amazon
Managed Grafana ZffA L TV %5 4E, Sigv4 Rk E£ICHE{tE E T, Amazon Managed
Grafana O FFMHIC DLW Tk, TAmazon Managed Grafana &ldy ZSBL T EE WV,

Grafana T SigV4 ZBMIZ TS IC1E, AWS_SDK_LOAD_CONFIG 8 & T
GF_AUTH_SIGV4_AUTH_ENABLED IRIBEZE$Z true IZFXEL T Grafana ZEE L &

T GF_AUTH_SIGV4_AUTH_ENABLED RIEZHIE, Grafana DT 7 # )L REEZF—/N—F 14 KL
T SigV4 HR—KhZ2BMICLET, FMICOVWTIE, Grafana RF 1 X MO MConfiguration) %
SRLTLSEETY,

Linux

Linux EO AR RF7 O Grafana Y —/N\—T Sigv4 2B#ICTBICE, AOIX REZAHLE
CB

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

Windows LD AR > RF7O Grafana T SigV4 ZBMIZTBICIE., Windows X > R77O2 7
NEFALT, XOOXREAHDLET,

set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true
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cd grafana_install_directory

.\bin\grafana-server.exe

AT Y 7 2: Grafana T Prometheus ¥—&XY —AZEMNT S

LTFOFIETIE, Grafana T Prometheus 7*—2 Y — XA %% E L T. Amazon Managed Service for
Prometheus X R VALK TH IV TV Z2ETITHHEEHALET,

Grafana 3 —/\—IZ Prometheus —&X YV —AZBMT 3 (C &

1. Grafana A2V —I)lZ2RAE XY,

2. [RE] T, [F—2YV—R]ZERLET,
3. [F—RY—AzEm ZE#RLET,

4. [Prometheus] Z#IRL £,
5

HTTP URL & L T, Amazon Managed Service for Prometheus 2V =)L DD — T AR—AD
HHER—DIZRTEND [T RARAN-IJI) URL] ZEELET,

6. ¥EELLEHTTPURL A5, URL ICEBMENTWS /api/vl/query EWS XEHIZHIBRL &
¥, _hiE. Prometheus F—2Y —AICK > TEHEHWICEMENDEHTT,

IEL W URL (&, https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k178I19 D K S [C7x V) ¥ T,

7. [EI;JQ'\EE]T“ [SIgV4 nlL,nIE] ®|\7)L21§?Rbfﬁxﬂtub$?o

8. Sigv4 A, Grafana TREIFRAIERZEFEEETH A, 72/ bo7ANAM A —FI1—>
ZEALTHBHTERT, REFAIFHRZEEEEIDFINISICHABTESD LD, UTTRE
ATOFIEZFHB L F£9, Amazon Managed Service for Prometheus T Grafana Zf£H 3 %
CEICBIhTELES, F7ALRNOTAONAR—FI—22FRTRICEZHEHHLET, Ch
C&Y), RBHEEEFIVTAABAELET, F7AILNOTAOANAE—FI—2ZRETDH
EDOFEMIC OV T, TSpecifying Credentialsy Z8BL T EE W,

- REFARHZEEERIDICE. LTZRITLET,

a. [SigV4 FREEMEM] T, [REEZ7ONAZF—1ELT[7IVEARES—VL Y h¥—] &8
RUET,
b. [FOEAF—ID]IC. AWS FUEAF—IDEAHLET,

c. [—VLYRTOERAF-IIE, AWSS—JL Y RTOERAF—ZADLET,

AT Y 7 2: Grafana T Prometheus ¥—& YV —A%ZBINT 3 120
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d. [BIEZFO—)LDARN] & [AFID] 74— REZADERKRICLEXT,

e. [F7#IbMDJ—232] T, Amazon Managed Service for Prometheus 7 — 2 AR —
AD)—=23V#BRLUET, cOV—232@, ATYT5TEELLEZURLICESR
NTWBD—23a E—HIIBLENfHNVET,

f. MRELTTAN ZERLEXT,

"Data source is workings EWS XY 2—IHFRTEIET,

ROATU—>y a3y Mg, PORAF—EY—IL Y hF—EEE Sigvs BIEDFH
MBEERLTVET,

Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- ROYEFT7ALNOTONAA—FI—22FERTHICE (RBRRICHR), UTZET
LEXY,

a. [SigV4 RIIMEEM] T, [FRA7ONAH—] £ LT [AWS SDK OF 7 # )L R &R L
x£¥9,
b. [BIEZHFO—ILOARN] & [AEID] 74— REFZEADEHKICLET,

c. [F7#AIKRDJ—232] T, Amazon Managed Service for Prometheus 77— AR —
ADY—232#BRUET, cOV—23a2@F, ATV 5THELLZURLICESR
nNTVWBD—232 e —HI2BENFHIEXT,

d MRELTITAN ZERLZET,
MData source is workings EWS XY 2—IHFRRENET,

COXYE—HFRRENBVESE., XROEI>3a> T, ERICEITZNTTI
A—TFTA4VTDENESBLTLSEETL,

AT Y 7 2: Grafana T Prometheus ¥—& YV —A%ZBINT 3 121
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RDADV)—>>3v NE, SDKDOTFT7 # )L N ® Sigv4 FBAEDFMFREZRL TVE
ER

Sigv4 Auth Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. HLLWF—2Y—-AICHWLTPromQL VI UETANLET,
a. [AEZRBIRLET,
b. "OES5BEH>T) PromQL VT AREITLET,

prometheus_tsdb_head_series

ATV 3 (AT2aN[MRELTT AN FEELEVEEONT T
1—FTa4Y

BOFIET [RELTTAN ZEBRLULEEELCIZ—HARTENDBERF. AT ZHIBLTEE
W,

HTTP IZ— ROMYXEBA
URLICEENTLVART—JAR—ADAELVZEZHEL T LEEL,

HTTP I — Bl hTVWEXRT

COIT—, FABHBNEMNTHICEZRERLET. ATZFIT Y ILTLSEEL:

c [F7AILROU=T3 VI CEELE) =23V ELWC E2HBLET,
« RABEWMICERFN BV EZHELET,

- AL TVLWSEREERIC AmazonPrometheusQueryAccess R > —A"ERAE N TVS C & 2R
LET, FHICO2VWTEE, "TIAMOT7 OV EAFRER) S — ) BSRLTLSEE L,

ATV 3 (AT MRELTCTFAN FEELEVBEORNT TN 1—F142Y 122
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« AL TVWAERIERIC. < D Amazon Managed Service for Prometheus 77— AR—AAD T
DA’ HDEZHERLET,

HTTP I —: AEBZT—HhVIA

CHIZ—DORTZTIN21—FT 42T %T5ICE, Grafana b—/\N—0OOT 2R L T, FMICD
WTIlk, Grafana RF¥ 21 X M® TTroubleshooting, 2B L T &L\,

NFRREN/HESError http: proxy error: NoCredentialProviders: no valid
providers in chain, 7 # )L NORIEHR7ONA T —F I —2 &k, FHTE2ELE AWS &
AMEHRERDIFBDCENTEERBATLE, TSpecifying Credentials ;) (22 TERIAIEHRARES
NTVWBR e zBRBLTIKEEY, HAEREZHEATSHEE. AWS_SDK_LOAD_CONFIG JREFEA
true ICEREETNTVWDR ZEZBERLTSEETL,

Amazon EKS 9 5 A X —TEI{ET % Grafana ZfEAL VT

Amazon Managed Service for Prometheus Tl&. Grafana /N\—> 3> 7.3.5 A\ Z A L T Amazon
Managed Service for Prometheus 7— I AR—ARD XA N U DALV TV ZRITT D ENYR—
REhTWVWET, N—232 735 LRICIE. AWS BE/N— 32 4 (Sigv4) RIEOHR—KNAE
FhTVET,

Grafana Z Amazon Managed Service for Prometheus £ EET 2 K5

ICERE T B ICIF. AmazonPrometheusQueryAccess 7R 2 —& 1= (&

aps:QueryMetrics. aps:GetMetricMetadata. aps:GetSeries. aps:GetLabels ® 7%
EARAZEOTAVNCOATAVIRILBEN SV ET, FHMEICOVTRE. TIAM 0T T & AFF
AERDD—1 Z22RBLTLKEEV,

AWS SigV4 Y RT Y7 $%

Grafana l&, AWS &/N\—2 32 4 (SigV4) Rl ZHR— NI 5 FigezBML EL 1=, FEMICO

WTIE. T(Signature Version4 WEE7OEA, Z2RLTLKEE ), Grafana —/N\—Tlk, < ®
BEFET7ZIILNTEMIE>TVELEA, Tk, Kubernetes 75 AZ—A® Grafana D77
OA4IC Heim ZFEALTVWAHEQOEREL T, COMBEZBMICISZFIEZHALE T,

Grafana 7.3.5 AR D —/\—T Sigv4 2BXIC TS ICIE

1. Grafana OREZFA—/N—T4 RTDHLLVEHMT7 7 1L ZER
L. amp_query_override_values.yaml EWSBZFZNFITET,

Amazon EKS T Grafana Z#f 9% 123
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2. UTORBZT7AINICABL, 774N %EREFLET, account-id %, Grafana H—/\—
HFETENTVWBAWS THIRNIDICEERZIET,

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

—® YAML 7 7 4 )LA® amp-iamproxy-query-role &, X®O "H—EAT7HT KD IAM
O—)LOFRE, V3V THEHRTZIO-IILOBETT, T—TJAR—ALLKMLTII Z2E1T
TREHOO0-LFBRCERENTVEHEER. 774)AOO-)LZMEOO-/LEICEEH
AB_ENTEET,

CDTF7AINIE, D THelm ZFEHL 1= Grafana Y—/N—OTF7 v I L — R, TERALET,

B—EATHI2 MO IAM O—ILDOERE

Amazon EKS 7 5 AR —T Grafana Y —/N\—&Z AL TW3HEEF. 7OERAFBICH—ERTH

DOMOIAMO—=)L (H—ERAO—IEEREINED) ZFEATHILZHEOLET, CchZzR1T
L TIAM O—JL% Kubernetes Y —ERXAT7HU 2V NCBEFN G E, Y—EATHDV MNEEOHY—
EAT7HI N2FERTREEORY ROOAVTFIZTIVEAAWS FFAIZ2FE5ETEXT, FHMICO
WTk, TH—ERT7ATVFDIAMO—)) 25BLTLEE,

ChSOIVIVRAOY—EAO-ILZRERELTVWEVEER., "XKNJVJADITVZETTS
EODH—EATAIV RO IAMO—I)LDFEE) OFIRICH 2 TO-ILZREL KT,

TD%, EHEBEABROEZME Grafana Y —EAT7HI N Z2BMTIHEN HVYET,
EHEBREOEMLIC Grafana Y —EAT A R ZEBMNTS I

1. B—ZFIND142RINS, Grafana U —N—OEHZEREEY—ERATHO N EEBERELE
T, HlxE., ROON RZFEHTEEXT,

kubectl get serviceaccounts -n grafana_namespace

H—EATHV MO IAM O—ILORE 124


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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2. AmazonEKS OV —I) T, EKSUVZAZ—ICHEEMRITOENTWVWARHY—EATHT> MO IAM
O—I)ZzREET,

3. [EHERDOEE] ZERLET,

4. Conditon ZEFHL T, ATY 71 OIN RHADTHEFEL /= Grafana BEIZE & Grafana ¥ —
EAT7HIRNEBE2EDET, UTICHZERLET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
}I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-
account",
"system:serviceaccount:grafana-namespace:grafana-service-account-
name"'
]I
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

5. [EBEARVZ—OEH Z2BRLET,

H—EATHV MO IAM O—ILORE 125
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Helm ZfEMA L /= Grafana Y —/\—0O 7 v 745 L —R

COATY T TR, BIOEYZ 32T amp_query_override_values.yaml 7 7 A JLIZEML =
IVNVZFERTBESIC Grafana H—/N—&FT Y 7L —KRLET,

LTFOIRY RERTLUET, Grafana D Helm F+— NOFMIZ DOV TIE, "Grafana
Community Kubernetes Helm Charts; ZZ8B L TS &L\,

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana T® Prometheus ¥—4& Y —A D& N

LTFOFIETIE., Grafana T Prometheus ¥ —2 Y — A %Zz%E L T. Amazon Managed Service for
Prometheus X R VALK TH IV IT ) Z2RTIHHEEHALET,

Grafana Y —/\—IZ Prometheus ¥—2 Y —AZBMT 3 (C &

1. Grafana A2V —)IZRHEXT,

2. [RE]|T, [F—E2Y—RA]ZBRLET,
3. [F—RY—RzEMm ZFERLET,

4. [Prometheus] ZBIRL £,
5

HTTP URL & L T, Amazon Managed Service for Prometheus >V =)D — D0 AR—AD
FHER—JIZRREND[TRRAN-UITJ URL] ZEBELET,

6. EELLHTTPURLAS, URL ICEBMENTWS /api/vl/query &WSXEFEHIBRL =
¥, < nlk. Prometheus 7—5“J ALK >TEHBNICEMEND EHTT,

7. [E’;JL‘;\EIE] T, [SlgV4 wu\nIE] ) Fﬁl)biigiﬂb'(ﬁﬁt‘m: LET,
[BIEZFO—)DARN] & [AEBID] 7 1 =)L REZHDEKRICLET, XRIZ, [F7FILbBD

I)—<> 321 T, Amazon Managed Service for Prometheus 7—J AR—ADH D) —>23a 2%
BRLULET,

8. MRELTTAN ZERLZFT,

MData source is workings EWS XY 2—IHFRRENET,

Helm ZfEfA L = Grafana ¥ —/\—0O7 v 7J L —R 76


https://grafana.github.io/helm-charts
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9. HILLWF—ARY—AICHLTPromQL VI UZFTARNLET,

a. [AE]ZRBIRLEXT,
b. XOKXSBEHTI)LPromQL VT ZETLET,

prometheus_tsdb_head_series

Prometheus BE#: APl ZFEAL =0T

XRNDOAORREI I Z1TSIZIE Amazon Managed Grafana B EDY =)L 2 EA T2 HEN &
EETTH. Amazon Managed Service for Prometheus Tk, XNV ZAOVTVICERTE S
Prometheus E#: APl £ WK DAHR—KRENTVET, FATREESR T X TD Prometheus Bt API
DEMIZDOVWTIE, "Prometheus Bt APl 2B L T &,

Prometheus E#t API &, Prometheus 7 TS5 PromQL Z#EAL T, BIF—XEZEELF
T PromQL & ZDEXDOFMIZ DWTIE, Prometheus RF 1 X M TQuerying Prometheus
BSBLTLSEZL,

NSO API ZFERALTXRNIRICOTI) Z2RITTBEE,. U T ANE AWS Signature Version
ANEBEZTOLATERENTVIMSENH ' ET, AWS Signature Version4 2ty KTV 7923
E. BRTOLAZEIILTEER T, FMICOWVWTIE, Taws-sigvd-proxys Z2SHBL TS EE L,

AWS SigV4 7O0F 2 ZN L BRI, ZFEALTEITTEETawscurl, XKOKNEY O T
l&. awscurl Z L T Prometheus B2 APIs #2T )L, %ZEHALTAWSSigV4 2RETDH
ECOVWTHBALET, awscurl

[N =R/
« awscurl Z{EA L T Prometheus E#: API TO T % ETT

awscurl ZfEH L T Prometheus E#t APl TO T %R ETT3

Amazon Managed Service for Prometheus @ API U 2 T AN, SigV4 TERITHILENHY X
¥, awscurl ZFEATIE, JIVOTOLAZERILTEET,

awscurl Z4 2 AR—=ILTBICE, Python3 & pip NV T—IRZ—v—HA2ARN=I)LEhT
WRHRENHYET,

LInux R—ADA VAR AT, XOIAY RTawscurl 24 AM—=J)LLET,

AALOKNOVIVZERTS 127
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$ pip3 install awscurl

macOS ¥ Tk, ROIN> RTawscurl Z4 A —=J)LLET,

$ brew install awscurl

ROBIE, B> 7D awscurl 2T TT, Region, Workspace-id, QUERY DEANDIE, 11—
AT—ACRBUEEICEERAET,

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
JIVXFSE, URLIVI—RIBLBENHYNET,

query=up BENDIV I TR, ROXSBHERIBSIET,

{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

I

"value": [

awscurl Z2ERAL YTV 128
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1652452637.636,
Illll

iy

BELEVUIIARNC awscurl TERTBICIE. BWEZRABTBREATOVWT A DOFETETH
BENFHUET,

s IAMO—IOT7VEAFXF—DE—DVLYRNF—ZEBETD,. A—ILOTIOEAF—E—7
LY N¥F—I&. https://console.aws.amazon.com/iam/ TR TEET,

BIZE, XKDKRSIZBYNET,

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials 8K /aws/config 77 A ILICRTFEENTVWIRET 7ML ESRT
%, FRATA7O77MIOBRZIEETHIEETEEXT, BELBWES., default 77
AN ERENET, GlAE, ROKSICEYET,

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

s EC2AVABVAILEERTSNTVWAA VAR ATO7 7ML EERT S,

awscurl A>T+ 2 FERALEOITVVOITANDENT

BDON—232 0 Python 42 AR—ILEhTVWT, BEITZIREFERFEB LI N TERVE
Bk, A7 FZEALTawscurl 77U T5r—2 3> e 2 OEFERHRENY T—2{LTEERT, X

awscurl Z2ERAL YTV 129
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OB Tk Docker T2 A L%xFERAL T awscurl Z2F7O4 L FTAH, OCl EHDEENDT XA
LEAXR—DHFERATEET,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

FOTVOOVTVERRRICETDHEAZIMETS

JIVORER., RTEAEIIVUAS 1 HAABICLAEBENLEITI UG TILOEHEBICEIVT
STEENET, TOoEZIVIVICEITZMEIAZEEBL T, uBE Y T IINZ2EBHTEERT, VD
TARNIVIUNTXA—A stats=all &S & T, query £iI& queryRange API OO T
LARVAIL, RBENEIIVH D TIIICETIHAT—REEHDENTEXT, samples
F72T U NN stats AT TV MRICERE 1, stats F— RN L AR ATRENET,

samples Z7 IV NILUTOBEBHETERENET,

£ . BA

totalQueryableSamples MBENEOTIVHTIILOEFTHR. ChHNERICER
ENBFEHRTT.

totalQueryableSamp BATYTTREBEENEIVIVY O TILOE, <hnlk,

lesPerStep TIRYIDEBALARTE, TEOREODATY 7 TO—
RENLEHDTILOBA SKRAIEIDOEIIE L TERE
x7,

HOZ7LOVIITARE, stats BHREBCL AR ADOHFIZATICRLET,
query D

GET
endpoint/api/vl/query?query=up&time=1652382537&stats=all

[
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{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
.
"value": [
1652382537,
nqn
]
}
1,
"stats": {

"timings": {

"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219

1,

"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [

[
1652382537,
1

]

]
}
}
}
}

queryRange M 4l:

GET

7 TV kEr

131
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endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D

%29%29&start=1652382537&end=1652384705&step=1000&stats=all

5]
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3,
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}
2TVt 132
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EERL

Amazon Managed Service for Prometheus l&., #WZEB 7L IV AXLZFERALTXA NI VAT —X
NDEEBNZ—ZEHNICHBT2EEREBEZRHELET., COMER, #HLEWMETRE
KECERGBECEREZYTARIEICKY, BENCHAEZREBNICK/REL., T2—FNOEFZER
WL, EZRUVIJOEMMEZBALEEBDOICKRIEERT,

Amazon Managed Service for Prometheus DEZE®RE T, SUF LAY N7 L AN (RCF) 7
dUXLZFERALES, cOTIILIVXALR, BRIF—XE29MLUTEEOEENZ—2 2L

L. ThSsONEZ—2ASOREZRBELET. COFTILIVXALAKEHFHZERICESL, IEL
EF—2ZBYICABLT, REShEEEOEEEAITERHELET,

EERENBETDMHEAL

Amazon Managed Service for Prometheus DEE#&REHTIE, #HFEEZEAL T, FEBL E VER
EBLTCAXANVIATF—BROEERBNZ—2ERBELET, DATLARBEOERE/NZ—2 & FHW
BNVI—>3a2a2FEL, fSREZRSL T, BEZEHICRETEDRSICLET, 77UT—
SAVORBICHENICES TS LD, BNEITURRBREICELTVET,

REREGE. BEREAPIZ—XRBEQOTTVIT—23 NTA—IXVAXRNVORZEZRIVT
L. CPUEXEVUDHERRREZBUTAZ7ZARNTIOF Y OREZEHL T, BRI Y-8
EEBREL. NZT7AYIGMEBUTEF YN TATSODTOZ—XZR/ELT, FHLAL
ZBENBVAESRAX NV OARZEZZIJLET, FTRARENE—2, FHNEED, Iz
EERFERN S RRERICRETY,

ZUELNY RTALAN(RCF) PLAOVXALR, BRIIF—XOWICEAENET. RCF &,
T—RAR—AZZEIL, ERDEDSE<SBNILIBARA U N ZEIITIREREZERLET, &
OF7LIVALE, BET—EHNSEFBL. EXNVIAOBEOBECBNETIILEZBELET,

BMCTDE, BRT—REDHLUTIR—ATAUNE—2V EEHNERZRIL, FTHEEhDED
FRZERL TREZBELET, PIDdVAXLR42O0F—HIZERLET,

- upper_band - FEE B EEED LR

* lower_band - & h 3 EZRED TR

- score-TF—RRAVNOEEERTBEEREAIT

- value - EBEOERX N U AE

REREN BT 5 LEH e
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EEREORKEE

Prometheus XN JATEERHEOERZREBEITDICE. IOV AXLNBEEONR—2 28T
2EODT R BEBETF—EANVETYT, RESERZBIL-HICE. BEEREZEMCTSEIC, D
BLEE 14 BEAO—EBLEXNVIOATF—RZHETRHLZ2HBOLET,

PreviewAnomalyDetector APl ZEAL T, EEREAXRNVIREEDLSICEHE TR N %

7’LE1—T&%9, PreviewAnomalyDetector ZFAL T, BEF—XIZFLT7ZILIVX

LZTANL, ERBEZXVJICEEITDEICTOEMNMZFTMLET, FMICOVTE,
MPreviewAnomalyDetector APl 2B L T &V,

RERHNERETDEER., UTORARNTZITARAZEEBL T EE L,
s RELEXRNVIDADNSHDD - —BELENZ—2EEIOXRNIVTAL SRS, REIFERMED
BVWTF—EXRAN-ABT—RZBTEXT,

s ENT R EHERATDZ-NT7F—NVALRBEZOLEZEZLEHIEC, RMNIOEH—F1FV
TAT—RTRELS, ENENLEX RNV IR (FEPEHEBE) CEEFREZEALET,

- BEOHE —RENQI—AT—ALBRHERELELREOHABRELCESVTTILIVALNS
X—R2HELET,

« PIdVXLONT #—XRVAZEZZI2T TR -BEHEhEEEEZEHNICLEI-L T,
SATLNEATRICONTTIIIOVALNSIEHREEER AU A M ERHLTVWSD L EHED
LEY,

PreviewAnomalyDetector API

PreviewAnomalyDetector ARL—2 32 ZFEAL T, EELLHBICEERETILI VXA
KODTARNVIARAF—EHFEDLSIZoHENBIAERTI I RRANEERLET, COIUR
KAV N, REFICTFATIR—ONT =X AZTHES LORBRIETDDICKRIEET,

B HTTP B15d

GET, POST
BR—KRENTVWBIRAO—REAT

URLI>O—RENENTA—&

POST A ® application/x-www-form-urlencoded
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BR—REhTVWRI/NTX—Z

query=<string> Prometheus MY L) XF%|,

start=<rfc3339 | unix_timestamp> query_range ZFEAL T—EHEICHE>TIOIV
ZFMEi T 25HE. BRI ALARZT,

end=<rfc3339 | unix_timestamp> query_range ZFRA L T—EHBEICHhE>TII V%
METEBEE. RTEALARVT,

step=<duration | float> VLU DMERATY 7'1& (duration EXEIE float OF
). query_range ZFEAL T—EHBICHOE>THOIVEAFAETHEEIC, TOUVITUTHE
EENBBEICOKMEALET,

JIUNZAXA—Z2DOER

JTM PromQL X% U T 1) /S5 X—2A2 ® RandomCutForest (RCF) BT Y 'L E

T, FMAICOVTIE.

" Amazon Managed Service for Prometheus API U7 7L > A1 ®

"RandomCutForestConfigurationy 2B L T &V,

RCF BBIEROERZFEAL XTI,

RCF(<query>

[,shingle size

[,sample size
[,ignore near
[,ignore near
[,ignore near
[,ignore near

expected from
expected from
expected from
expected from

above

below

above ratio

below ratio]]111)

DIVERKINTONTA=RBAT2a>THY), ERIDETTAINMENERAEIET, &
PREXFEROEHYTTY,

RCF(<query>)

DIV ZEFRBEBTI YT IRBEN BN ET, HHONTX—22EHIDEECHBEDA TSI
NFX—Z2ZHERTDICE, BRICEDHUEZZRLET.

TITUNTXA—=2DOER
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RCF(<query>,,,,,1.0,1.0)

COBITE, BFECHEAMEOLERCEIVT, EEREOANAVE ROY TEZERTILERND
X—BDHERELET,

APl DO T AN ERE

RIL U Uk, QueryMetrics APl ERIUERXZIRLE T, API E 2852 7 LA FIAAEEC
BB E, TOBRIICMAT, ChsOHFLVERIEZERLET,

« anomaly_detector_preview:lower_band — PromQL X 0RO HFED TR

- anomaly_detector_preview:score-0~1NDREAIDT7, 1EETOTF—XRANTOEE
NEEENrBVCEZERLET,

« anomaly_detector_preview:upper_band — PromQL X MO #E R ) BFHED LR

VO TITANBI

POST /workspaces/workspace-id/anomalydetectors/preview
Content-Type: application/x-www-form-urlencoded

query=RCF%28avg%28vector%28time%28%29%29%29%2(%208%2C
%20256%29&start=1735689600&end=1735695000&step=1m

L AR A6l
200 OK
{
"status": '"success",
"data": {
"result": [
{

"metric": {3,
"values": [
[
1735689600,
"1735689600"
1,

1735689660,
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"1735689660"

"metric": {

"anomaly_detector_preview":

}I

"values": [

L
1735693500,
"1.7356943E9"

1,

1735693560,
"1.7356945E9"

"metric": {

"anomaly_detector_preview":

iy

"values": [

[
1735693500,
"1.7356928E9"

]I

1735693560,
"1.7356929E9"

"metric": {

"anomaly_detector_preview":

iy

"values": [

[

"upper_band"

"lower_band"

"score"

APl U ITARNERE
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1735693500,
Il®.®ll

]I

1735695000,
Il®.®ll

"resultType": "matrix"
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N=—NLZeFEALT, BELEXNIVIVRAZEEFRLEETEZX
)>09%
Amazon Managed Service for Prometheus TEZEL X NU T ALCHLTT V>3 &2RTTS

L= ZRETEXRT, CchSDIIL—ILE, XNVIRZEZRZITULEY, ZELEXNIIRA
CESTVTHLLVHEENREX NIV RZERLIZY) TEET,

Amazon Managed Service for Prometheus (&, EHINICFHEE hd 2 BEOIIL—IILZHR—KL T
WET,

« BRIL—INTRE, BECLXBELILBZZACHEEFTOEVAZERMICFHEL, TOEREZHL VK
RItEY FELTRETERT, Z<NHE. BAICHEECAEBERCHLTIIVZRTIRA
A AOREXERICBARTIZDLINERFINICEETT,

« P5—KIL—=ITlE, PromQL ELE WMEICETWITTS—NEHEERTEET, IL—ILIC
EO2TLEWENNVH—ENDE, P53 MNIF—Jr—ICBHNEFEINET, 75—KY
X=F¥—TIL—IZEBITRRSICERELLEY ., L—ILZBHAX IV ARNI)—LOL>—/N—
(Amazon Simple Notification Service % &) ICEET D LS ICREL LV TEET,

Amazon Managed Service for Prometheus TIL—I)LZERT3ICE., L—ILZEETS 1 DL
EDOYAMLIIL—=IL7 714 %&EEKL ET, Amazon Managed Service for Prometheus ®JL—JL
77A4LOFERE. AZ>2 RF7O2 O Prometheus DIL—IL7 7AILERUTT, FMICOVT
(&. Prometheus R¥F 1 X2/ ~® TDefining Recording rulesy & TAlerting rules; 228 L T< K&
(A1

D—DAR—AILREEBOIN—=INTT7ANEEDDENTEET, TNTNOIL—ILT7AIIE.
A2 DBBMZEICHEMENET T, -7 74 2EHRIZTnE, BEFED Prometheus L—ILT7 7 A
LWEZBELREYREELEYTRHRELEL, TOEEFT—IVAR—AILAVR—NTEET, £, B
BAN=NITIL—TBNZEEICE, BE2RTEFTDENTEXRT,

IL—=ILDIEFF

LW=LT77A4NLATE, L=ILEIL=LITIL—T R MENET, L—-ILT774ILD1 20—
TIL=7A0IL—)ILE, BELLASTIEIEECFHMENET, LENF>T, BRIL-ILTRE. 3
BRIL-LOBREZ, BUL—ILITIL—TICEENRTVREROERIL-INOHERTZ—NIL—ILTHE
ATEEXT, LEL, HYDIL—ILT77TAILDORTIEFRIEETEZVED, HIEHRIL—IILOBR
ZEALTBRIOL—LNIN—TELEREROIL—IILT7FAILADOIL—ILEZHAETEIERETEERLE A,
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Amazon Managed Service for Prometheus I—H—HA R
ReEY D

s L=IILOBERICKXEL IAM T O AR 2EHRTD

W=7 F7AINEEKTS

Amazon Managed Service for Prometheus IC)L—I)LERET7 7 A I 2T Y 7O0—RF3
LW=IIBRET7ANEHmEFTLFERTS

LW=ILFEDORNZ TN a—FT12Y

W—=Z—0rZTINIa—TF127

W=ILOFERIZHLERIAM T I LAFAIZERTS

J—%—IZ, Amazon Managed Service for Prometheus TIL— )L Z2ERA T2 OO T V2 AFFA %=
NETZHENHET, XOT I EAHFA%ED AWS Identity and Access Management (IAM) 7R
US—RERL, TORUS—EI—H— JL—7, ELEO-LCBYETET,

(® Note

IAM OFEHIC DWW TR, TAmazon Managed Service for Prometheus @) Identity and Access
Management; ZZRBL T<EZ L\,

W= eERIZDI-ODT IO AEZRETEIRI S —

RORIVD =G, W= Z2ERTREODTIEA#EZ., TADVRADINTOIVY—-RAIZH/EL
=

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aps:CreateRuleGroupsNamespace”,
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
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"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": "*"

1 DDBAEBICOKAT IV EAEEZNETZHR)S —

BEDRIV—ICOKT IV LAEERNETEIR)—ZER TR EETEERT, ROV TR
> —I&. EEE N RuleGroupNamespace DA T IV AEZNFELE T, ORI —%FH
I B3I, <account>, <region>, <workspace-id>, <namespace-name> %, FHI> NIC
WU EBYIBEICEERAET,

W=7 T7A4)N&EKRTS

Amazon Managed Service for Prometheus TIL— I ZFERATSICE. L—ILZERTDIL—ILTT
1)L %ZERLET, Amazon Managed Service for Prometheus DIL—IL7 7 A4 )Lk, AZX> RT

A2 ® Prometheus DIL—IL 7 7AIILERUERXD YAMLTHFART7AILTT, FMICOVT
[&. Prometheus R¥F 1 X2 h® TDefining Recording rulesy & TAlerting rules; 228 L T<KE&E
Lo

BEXNBIIL-—NT7T7AILOHFZULTICRLET,

groups:
- name: cpu_metrics
interval: 60s
rules:
- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8
for: 10m
keep_firing_for: 20m
labels:
severity: critical
annotations:
summary: "Average CPU usage across cluster is too high"
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COBITIRK, 0B EICFHMAENBIL—ILTI—7 cpu_metrics ZBERLET, CDIL—ILY
IL—7"1&. avg_cpu_usage EVSBRDRFIL—INZFEALTHLVXNIOAZERL, T

ha75—MNTHEALET, A 7ONTAO—FICOVWTUTICHBEALET, 83

ENTEDTZ—RIL—IXTMOT7ONT 1 OFMICDOVWTIE, Prometheus RFIX KD
FAlerting ruless Z2Z8BL TS EZ L,

- record: avg_cpu_usage - C DI —J)LIE,. avg_cpu_usage EVSFHL WX KNV O A ZE
BRLUET,

» interval ZONTAAEBEEATVWEWES, IL—LJIL—T 077 #) s OFHEREREG 60 ¥
T9,

- expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)- CDFE&HFK/IL—IL O
XiE, &/ —ROBES5 5B CPU FHFEAREFEL, instance FRILBICTIL—FLLE
T,

« alert: HighAverageCPU-Z D7 Z—hkJIL—J)LIE. HighAverageCPU EWSFHLWF7Z—b
ZHERLET,

« expr: avg_cpu_usage > 0.8 - ZORIF. CPU FHFERARN 80% ZBAD YT z2kE
FTBLSICTIT—HNIERLET,

o for: 10m-7Z—bIE,. CPU QOFHEERARN DELLEE 10 7B 80% ZHALFEICOAKFEE
LE9,

CcOBE. XMVOVARBES 7EOFHELTFHEEIhET, LENF>2T, 77—HME., ¥i15
CPU EFZEA 80% ZBA % 5 2BOH T I (85T 10 2) NEHEL T2 2ULHBIFZEICD &
BELFRT,

« keep_firing_for: 20m-COF7Z—hKEE, B 7IADBELSEEL 20 7ELEVEZTES &
THEMERELET, chlF, PT2—MEHRLTLERETRZRYEBETIOZH<SDICKILEE
CB

® Note

IL=ILE&E7 74 ) Z0O—HILTERKL T Amazon Managed Service for Prometheus (7 ¥
70— R3 3 H., Amazon Managed Service for Prometheus 1>V — LA TERE, E&%ZE
K., WRE. TY7O—RTEEXT, EE550FETE, AUL7A—X Y RNIL—IAEAEHh
£9, 77AINOTY7O—REFMEDFMICOWVWTIK, TAmazon Managed Service for
Prometheus ICIL—I)LEREZ7 74N ETY70—RTD, Z8RBLTLKEEL,
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Amazon Managed Service for Prometheus ([CJL—JLERET7 7 1)L
Z2T7Y70—R93

W=IBRET7AINICHBERZI—I)NZREELLLS, AVVY—ILATITI7AILZERL TRETER
T, Tlzlk, IV —I® AWSCLIZERALT7 74N ZTY7O—RTEXRT,

® Note

Amazon EKS 75 AZ—%FE1TL TW3FEEE. AWS Controllers for Kubernetes & L
TLN=—ILEBET7ANETYITO—RIBDEETEEXT,

Amazon Managed Service for Prometheus 12V — )L ZFEAL TIL—IILBREDHETFER, &
LK BHZEBOERZITSICIE

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZH&E X7,

R=DOELBIIHZDXZ_1—TAA2ZERL, [TXTO WorkSpaces] ZEIRL £T,
D—DAR—ADIT—DVAR—AID ZBRL, IL—-IIEB]XTZERLET,
[BEIZEEZEMN ZBIRLET,

(774N &2ER] ZBRL, LI-ILERT7AILEZBRLET,

o A 0N

T, BRZEEE] £iBRL T, Amazon Managed Service for Prometheus 1>V — LA TE
B, I-LEET7 7ML EERBREHFETDLEETEET, ChiZkY, BT ILFT72)
REET77AIINERENET, chEHELTT7Y7O0—-—RLET,

6. (FA72al)BEZEBICRTZEBMTSICE, FHLWRIT&EM £&IRLET,
[F—]ICRTOBRFEADLET, [{E] Tk, FETRIICEZEMTEET,

BORTZEBMTBICE, FLWEITZEM 2BRLET.

7. [#:17] Z18IRL £9, Amazon Managed Service for Prometheus &, #IRUL ZIL—ILT7 7ML E
BAUBRMTHLLVERZEZERLET,

L= 774 V&7 Y 70— K35 v
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BEALUTAWSCLI 75 —RMZX—D vy —REZHLVWRIZEOD—IJAR—AICT Y 7O—R
ERCY ™S

1. Po—KNIZ—2¥v—TF7A4I)DOAR% base64 TLT>>1—RULET, Linux Tk, x0T
REFHTEEXT,

base64 input-file output-file

macOS Tld, XNIANY RZFEATEET.

openssl baseb64 input-file output-file

2. UATOVWFhADIR RZAHNLT, BUIZEOERE 7 7AILOT Y T7O—-REFTVET,

AWSCLINN—=232 2T, XDKLSICADLET,

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLIN=232 1T, RDKSICAHDLET,

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. T7—RMIR—DV—DORENBHIBDIETHEHLAVET, AT—RAZHERTDHICE,. R
ODOANZ RZAHDLET,

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status A" ACTIVE THhNE., L—ILT77AIUFBRCE>TVET,

W—ILRET7T7AINEmETZFERTS

Amazon Managed Service for Prometheus ICBEIC 7Y 7O—RUEIL—=ILT77AILDIL—ILZEE
T2EER. FLWIL—ILT7740LZT7Y 70— RLUIBIEOREZEEMAS S, OV —ITH
EOREZEERETEET, BEIIRUT, BEOT77AILZEZFEVO0—RL, TFANIF1 X
THWRELT, ILWN—>23272T7 Yy 70— RTEET,

L—L77 (L EmES S 145
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Amazon Managed Service for Prometheus 12V —J)LZFEAL TIL—IILBREZRET S IC1E

1.

o & 0N

Amazon Managed Service for Prometheus 12V — )L (https://console.aws.amazon.com/
prometheus/) ZB&E £7,

R=DOELBIZHZDX_1—TAAZERL, [TXTO WorkSpaces] ZEIRL £T,
D—DAR—=ADT—IAR—AID Z&RL., JL-ILEEB]ZTZ2BRLET,
WEITDIL—IINBRET7AILOEEZBIRLET,

(A7 23N REOIL-IRET7AINEXVO0-RITBHFEE, XV O— R iz [T
E—] Z#RLET,

[ZE] ZBRLT, VY -IIATREZEERELETT, TTLES., [RE] ZBRLEXT,

Rk, BRZEEMAD])ZBRLT, FILLRETV 7ML ETYTO—RIBDEETER
T, TOHER., FLLWIL—ILERT7 7ML ZBIRL, [HT] 2BRLTT7YTO—-RLET,

ZERALTIL—ILREZ7A4I) AWSCLI ZiRET DI

1.

W=7 7A4IDAE% base64 TT1—RULEXT, Linux Tk, ROIN RZFEATER
EE

base64 input-file output-file

macOS Tld, XNIANY RZFEATEE T,

openssl baseb64 input-file output-file
LTOVWThAOOAYY REAHDLT, ILWI 7ML ETY7O—-RLET,

AWSCLIN—=232 2T, XDKISICADLET,

aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLIN—=232 1T, RDKSICAHNLET,

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region
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3. W=7 7ANFBHIBEDZERTHEOLILNERT, AT —RXAZHEEITZICE, ROOINU R%
ABLET,

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status A" ACTIVE THIE, -7 7AUFBERMCZ2>TVET, ThETE, CDI)IL—
LW77ANOUBION—2 3 FBEMBERRICEYET,

L=LFHEORNZ TN 1—FT142T

ZDOHA RTIE. Amazon Managed Service for Prometheus (AMP) @ JL— )L 5%l (B 9 % — iR #9 7
BMEORNZ TN A—FAVIFIRERTYTNARTYTTHALET, 77— NIL—I)LERR
L= OBEZZHL THEARATZICE., ROFIBEICHVET,

NeEY D

« PZ2—hETAT—ZAZKRIATS

« RELTVWBRTZ—RBHZHRTS

s L=ILDANILART—RAZHRTS

« VDIVTHA7 Y hEFERALTERVIAKZDEEXEZNET S

- —RINE OREE L RIRE

c L=ILFHEORARNTZI9T 4R

TZ7—hRRITAT—FAZRIATS

=LA DOEEBEE NS TN 1—TF 120092 ERF, FTERBERY ALERTSZ2IULTT
TR RERTENEDAESH ZHERLET, ALERTS BRIICE XD SRILNEENET,
« alerthame - 72— N O & #il,
- alertstate - [fREF] £ [ETH].
« pending— 77— hIE for ATHEES N -HBEFHLTLERT,

o fiing — 72— M EENEHE. REEZHLZLTVWET, BEMOSRILETZ—KMIL—LT
EREhET,

L=ILHEDO RS TN a—F12Y 147
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® Note

TZ—RhA [RTH] LB REF]OBE. YOTIIER ] TT. 77— 74 RILR
RBOZE. YOTILRBERENFTEA,

RELTWRTZ—NBHIZHERT D
75— NEFRTHTEBANBS BVEEER, ROTS5—MIZ—I v —RELRBLET,

TR IF—D v —OREZHERITD - IL—LI—N—ERENELKREREEhTWVWSR L
ZHELET, T2 MNOETICEEZEAD MO H 2 FHERE. KFERBR. XELIXIL
BEDI—RNTOYIREEZRRBLET, P2—HMIL—IILER/BTRIN—REeLI—N—ZLE
LT, Bl —EHELET, time_interval ZF DI —KDEBE., RAM1LARARXRVTHEE
ThiBERERICHD EEBELET,

2. T5—RLY—N—OT IV AHT%HETS —Amazon SNS REY V2 FERAT2HEE. AMP
NBHNZRITITDEOICBEBRT IV EAFTFAZFTF >TVWAH 2B LET, FMICOVT
k. TAmazon SNS REY VICT7S—K XY E—IRFEETD OO T I EAFFA % Amazon
Managed Service for Prometheus IC{4 59 % 1 #8BL TS EE L,

3. LY—N—ARAMO—ROEBRMEKRIATSE -T5—RLZ—N—DTF7—KIFX—TF¥—0DONR
AO0—REREZEZTANTVS CEZHERLET. Amazon SNS OEHIZ OV T, "Amazon
SNS XY tE—RIFL—IINEEBRTS, 28BLTLIEEV,

4. TZ2—RIZ—vy—OJ0BFE-AMP ET75—MNZX—Jv—H 5O zRMHL. BE™H
BOFNYTIC/ILBEEFRT, FHMIZDOVWTIE, TCloudWatch Logs T Amazon Managed Service
for Prometheus A X N ZEZR V2T 321 ZSRLUTLKEZ L,

-_—

T7—RMIZ=v—0OFMICOVTE., "75—hNYF—2v—%Z#FHL T Amazon Managed
Service for Prometheus T7 2 — KN ZEBEH IVEIETS ) BSRBLTIKEE L,

W=ILDANAART —RA%ZHERT S

L=ILOEXANELLEVWE, AN KBTI B AEMAN DY RS, IL—ILAFMICKBRL LEHZE
EIRICE. ROFEZEALERT,

Example

ListRules AP| Z£H 9 3
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Q—H—H1 K

ListRules APl l&, JL—ILOAILAICBETRIEHRERERMHELET,

IRZFIVILT, BEZIHLET.

L AR ADHI:
{
"status": "success",
"data": {
"groups": [
{
"name": "my_rule_group",
"file": "my_namespace",
"rules": [
{
"state": "firing",
"name": "broken_alerting_rule",
"query": "...",
"duration": 0,
"keepFiringFor": 0,
"labels": {3,
"annotations": {3},
"alerts": [],
"health": "err",

health KT lastError 7 1 —

"lastError": "vector contains metrics with the same labelset after applying

alert labels",
"type": "alerting",

"lastEvaluation": "1970-01-01T00:00:00.00000000Z",
"evaluationTime": 0.08
}
]
}
]
}
}
Example
NEOVZERATS

ListRules API IZl&, RFTDOBHRDO AN RRENET, &V)
TABOYZ2BMCLTUTICZ9EALET,

- THMEXRBORALARDT

HMBBEREICOVWTR, D—UAR—A

L=ILONILVAART—RAZHRTS

149



Amazon Managed Service for Prometheus J1—%—H4R
s FLLIZ—XvE—2
- BENE T — 4

NEATXY 2—2 Db

{
"workspaceId": "ws-a2c55905-e0@b4-4065-a310-d83ce597a391",
"message": {

"log": "Evaluating rule failed, name=broken_alerting_rule, group=my_rule_group,
namespace=my_namespace, err=vector contains metrics with the same labelset after
applying alert labels",

"level": "ERROR",

"name": "broken_alerting_rule",

"group": "my_rule_group",

"namespace": "my_namespace"

}I

"component": "ruler"

}

N=F—F LR T75—NIZ=2F—A50070F0MOHFIICOVWTRK., TIL—F—D KT
FJL2a—TF14201 B8&C T75—MIZF—2 ¥—%FH L T Amazon Managed Service for
Prometheus T7 2 —hZ2EBEHIVEXETD, 2SRBLTLIEZL,

JIVTH7EY heEALTRYAKDELEZ0ET S

T7 AN TR, RFHMERCEZEALTF7EY ML (A 2AZRNOTD) TERHMAES QK
o XRNVTAOWMY)AKNBNIHE, BEIL—ILE. IXTOXRNIITANMYIATNIERICRK
ZFBTHMAITIBESLAUEZREBEVESNHIET,

® Tip
F7ty NEHiFEFERTDE, BY)IAXDEEICLZBEEFHS T ENTEEXT, il
ICDWTIlE, Prometheus RFIXIRD TAT7 1Y NMEEHFL ZSBLTLSEEV,

Bl: BHEX KDY AN

JL—ILA" 12:00 IZFHEL T, B IAKDBEICEY XNV TADRHFOHT TN 1145 50D E
NDTHDHEE, IL=ITE 1200 ZALARARTTHTILNERIOAVERA, ChEBFTSIC
l&. my_metric_name offset 15m B ENAFA 7Y NEBIMULET,
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Bl BHEDYV—ADLSOXAN) I AZNET D

XRNVOAN, 2 DO —N—BERBDYV—ANSERETNDHEE. XNUVIAKELES
BEICEVYAENDAEEEN B ET,. CnEBERMITDICIE, metric_from_server_A /
metric_from_server B DL BRXEFHKL T,

V=AY —N—AEH—N—BOWMYAFEOETHMMEhd L, FHLBEVBERNIESLE
Fo A7V N 2RI L, FHMEREZHBETERT,

— XAV DR BRE
RBL-ATF-RCBFBFY YT

FEFMEEBELERRIL-LTF—E2OF Y TIIRFWVWEEE (VI API £ Ul Z2FAL T
RRFRIL—IOTO PromQL REEERETLIEEE), ROVWIThAFRRTH2 AN B KT,

1. RVEHMERE - L— LI -7 EBHBORKTMMZF DL ETEEE A, FHMEREAER
EEhiEERERzZEAZ L, BROFMMMARKDONDUEEN B ET, REShEEREZEX
PEBOEHLUCFMEOXEZEICKY), BRIL—IIAE<EDAEEN B ET, FHICOV
TIE. Prometheus RFIX RO THE ) Z2ZBLT<EE WV, CloudWatch X kU T A
RuleGrouplLastEvaluationDuration ZA L (FHMAHEZEZ2 )T L, FHEICKEA
PAVTETVRIL—IINTIL—TZHETEETT,

2. RELULEFMEOEZRUVY -AMP &, fHMEANAF Y TENERAZI T ZEBHTHLEHD
RuleGroupIterationsMissed CloudWatch X K1)V AZE# L £9, ListRules APl IZIF. &
W=7 N—T7 OFEEZ & &RFTMEBELNIRTENET, ChiZkY, RELLEFEO/NZ—
VEBETEERT, FMICOVWTIE., MListRuless ZZRL TS EE L,

WREBE: IL-IILZ2BcOIIN—TI0ET2

HMEHEEEBEID O, L—LERXOIL—LITIL—-TCRELET. JIL—THOIL—ILEEIE
BICRTEAEIN. L-ILTIL—TRBAFTLTRITTEET., HECKEIZEEIL—ILZELY
L=T7ERELET, — BRI, L-ILTIL—TZh&e<T2E, MEO—EMMEL, Frv 7
FOBLBEYERT,

LW=ILFMORANTZI0T 1A

1. V=NIN—TH A XOFHE K- L—INTIN—T&r&EKLTHE, —ELELHAZRRLE
T BETRDIN—NZTIN—TULETY. REBIL—LTIL-—TREBTIELET,
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2. BYIBFiiERERET S — M1 LV—BTS— N ATLERBONT VARAZEYET, X
B)IREDARN)IADREM/NZR—2HR LT, BEOEZHEEEZERLET,

BEBEXKNVIALZA7 Y NMEtiFZFEATS -BYVIAKOEBEZFHE S A 7Y hZEMLF
T BACThERYRAKZNZ—2VICESVWTA 7Y NEBZFAELE T,

4. FE/)NT #— 2 ADE_ZAR) > —RuleGroupIterationsMissed X NU I AZBHL F
¥, ListRules API TFIMliRsE Z L £7,

5 L—ILXORIE-L—ILEREFEIIVOBETRAANELIC—HIBDEZHAELET, cFE
FRFEEETRZETANLTEREZERLEXT,

6. L—ILDOANIAZEHNICHEFETD - L—ILFETIZ—AEVWAERLET. EHNEEEN
VWA, 2BEOTEEZRIUILET,

SNSORTZTNDA—FTAVIFIBERARNTZIOFT 4 RIS 2 &IZ& V), Amazon Managed
Service for Prometheus M JL—)LFHAICEE T2 — MBS EEEZSEL THRRTEEXT,

VW—=Z—OKNZTN1—FT142T

CloudWatch Logs T Amazon Managed Service for Prometheus 1 X NEE_X) >0 9% %#FEH
I2E, POo—MNIZ—2y—&)—F—ICHIRIBEORN S TN 21 —FT 10T &{TS5ZENTE
F9. cOtVTAVICE, L—F—BEONSTIN1—TFT1IRNEYINEFATVET,

OJCRDIL—F—RKBIZ—HNEENTVBEHESE

"workspaceId": "ws-12345c67-89c0@-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name__ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

N=Z—DOrZTN21—F12Y 152



Amazon Managed Service for Prometheus J1—%—H4R

}

ChiE, L=IORTHICMASADIZ—ARELIECEZRLET,
RITIBITIIY

IZ—XVvtE—2%EALT, L-ILOERTORNS TN 1T 12T ZTVET,
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72— ZR—2v—%ZFEHL T Amazon Managed Service
for Prometheus T7 2 — M Z2BEH RVOERIET

Amazon Managed Service for Prometheus A"E1T3 27— M-I AFREBTD &, EEFEETILET
T—RMETIT—RMIZR—Dv—IC&>TREENET, PT7—NOEERHR, -7, T
ARNJ=LDOLY—=N—ADI)I—FT 1> %1TVET, Amazon Managed Service for Prometheus
l&. L Z—/\—& L T Amazon Simple Notification Service D& &ZHR—K~L, BULT7HD MO
Amazon SNS REY JICXYE—DZIN—FT 12T TEERT, 77— NIFX—Iv—2FEAL T,
To—RZEFICLUEYELELEYTRDEETEERT,

T Z—KXZ—2 ¥ —I&. Prometheus @ Alertmanager & B DBEEZIREL £ T,
T2—RMIZR—DFY—ORETTAINEFERTDE., ROBEZBHTEXT,

c JUN—TU-BUIRZTZ—he1 DOBHICEFEDET, ChERIC. ZHROATLICERKIC
EENFREL, KEOTZ7— M EARKICRETDIARMEOH D ABRELZSATLAFLERICRILEER
T, BIAEE. ZRYRD—UVBELCLY, Z<O/—RICAKICEEIr RELELELET, chs5D
BATOTZ—RFTIN=TEnhTVWDE, PT—RMZX—DFy—HFEEITIEHMF 12K
WERT,

TZ2—ROIN—=TUETIL—TIENEBHAORAIV T, PZ—MNIFR—JF¥—RETT7A
LWON—FT A2 TI V=L 2> TERENET, FHICOVWTE., <route>; Z2FRL TS
W

s B -OBEOTS—RFBRICRBL TWREHEEIC, BEOTS—MOBAZMFILET, Hlx
E., 9AZ—ICEETEBRVEVSTS—MEBLTVRHBEIC. TOUVSAZ—ICET S
DINTOTZ—RNEZ1—NTFTBESILTIT—NIF—TJFY—ZBHTEET, chlcky), £
BOBBERFBEROBVTI—RREBILRETDIOEZHS ENTEET, BiEIL—I)LORRA
EOFEMIZOVTIE, T<inhibit_rule>; Z#SBLTLEEV,

s ALV ARA- XD TFFVAOKEFRE, BELEKRELEFT7Z—h2I1—-MLET. FELE
TZ2—RNIRULT, POTATBHALVADIRNTOEMA K PR ERKRI Y Fr—E&—HT
BRESHDFIYVINITOIAET, —BLIEHE, TOTF—NIBEIZBHAEEFENEE
Ao

HALAZERT S, PutAlertManagerSilences APl ZFHALE T, FHMAICOVWTIE.
FPutAlertManagerSilencesy S B L TS EE V),

154


https://prometheus.io/docs/alerting/latest/configuration/#route
https://prometheus.io/docs/alerting/latest/configuration/#inhibit_rule

Amazon Managed Service for Prometheus J1—%—H4R

Prometheus 7> 7'L—h

AR RF7O> O Prometheus Tl&, 1/':'J|J0)7_-/7°|/— R77A4 )N 2FERLETFTL—NEHR—
RULTWET, TU7L—HMTR., RHEOER, =207+ —X Y N3 E, SETEBLEBZITS
CENTEFXT,

Amazon Managed Service for Prometheus Tl&, 72—V Z—2J v —RBEERUTZ—MIXR—
SY—RBETTANCT T L—REBMLET,

NeEY

s PO—KMIFZ—DFY—QOBREICHERZRIAMTIELAFUZERTD

« Amazon Managed Service for Prometheus TP Z— N ZEBHLPINL—T12JT2LHDT
TR —REZERLET,

« Amazon Managed Service for Prometheus TP 2 — Y ZX—2J ¥ —ZFRALTT7Z—hL 2 —
N=ICT75—hEEZXTD

« Amazon Managed Service for Prometheus IC7 Z— MY ZX—TJ Y —FRE77AIINETY70O—R
k)

« 72— K% Amazon Managed Grafana £/zl&A—7"> YV —A®D Grafana £EET

+ CloudWatch Logs 2R L7 —MXZX—¥—ORZ7I)WN221—FT 4200 %1T5

72— Z— VYV —DOBECHERZRIAM T O AF2ERET

N N
\

Amazon Managed Service for Prometheus TPV 2 — KN RX—2J v —ZFERATDLOOT 7 AFF
AZ1—Y—IHFETRIRENBYVET. UTOT UV AFFAZEEL AWS Identity and Access
Management (IAM) R > —ZER L, TORU—Z21—H%—, JI—7", O—JIICEYHETE
ED

Amazon Managed Service for Prometheus T7 25— N ZEBEH &
CN—TFTATTRLODDT I —MIR—D vV —REZERLE
9,

Amazon Managed Service for Prometheus TP 7 — MY X—2 v —&F207L—MNZFERATSIC
F. 75— RYZX—2 ¥ —0OKE YAML 7 7 1 )LZ4ER L £J. Amazon Managed Service for
Prometheus 72— MY Z—2v—T77A4I)ICEK, RO2ODOFXELEIIAVHFHYET,
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- template_files: Ik, LZ—N—DS8EEBENEXYE—DILEAENEZTOTL— NS
FhET, FHEICDOVTEE, Prometheus RF 1 X M® "Template References & "Template
Examples) ZZBRL T<EE W,

- alertmanager_config: ICl&, 72— RN ZX—J v —ORENEENET, cnlllE, AZ>
K702 ® Prometheus D75 — KNI Z—J v —BE77AIINERUBENFERAEThE T, FMI
DWW Tk, Alertmanager R¥F 1 X~ K@ TConfigurationy ZZBL TV,

@ Note

Amazon Managed Service for Prometheus Tld&, L ® Prometheus RF 1 X2 N TEHEA
ENTWVD repeat_interval FREICEMNDOFIRA BV ET, FRSChDHRAERF S5 H

BTd, 5HR)REWMEICERELTE S5 HBE L THRDN, 5 BEAOHEIf BiBTS &

BHFfrBEEENET,

(® Note

ERE 7 7 1 )LI& Amazon Managed Service for Prometheus 1>V — )L CEERET D &
ETEFETHN, CCTEEITDIERICHSBENHYVET, REZ77AILOTYTO—RE
EIRREDFFMICOWVWTIE, TAmazon Managed Service for Prometheus o 75— KXY & —
SY—RBEITANETY7O—RTBD, 2SRLTLEZL,

Amazon Managed Service for Prometheus D 7 52— KX ZX—2J ¥ —BE7 7ML Tk, YAML 7 7
A1ILDIL—KNICHB alertmanager_config F—OHFIC, PI—RMIZX—TJ 7Y —NDRENETZ TN
TELIRBENfHYVET,

LT, 72— RIZX—J+—RET7MILOEFNEHTT,

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
region: us-east-2
attributes:
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key: keyl
value: valuel

BEYR—RMENTWVWBL>—/V—I&. Amazon Simple Notification Service (Amazon SNS) % (T
T REICMHMOBEOLS —N—NEBEETNTVREE, TORERFEBTENET,

LTRBIOTS—RMIZ—2v—RET7AILOHT, template_files 7OV I L
alertmanager_config 7OY VOMmAZEHAL TVWET,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |
urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

F7#)RN® Amazon SNS F>7L—KN70OY YD

77 # )L N ® Amazon SNS OFRE T, ARNICA—N—F4 RLBEVRY ., ATOT>7L—b
FERENINET,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "
"33

{{ if gt (len .Alerts.Firing) 0 -}}

Alerts Firing:

{{ template "__text_alert_list" .Alerts.Firing }}
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{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}

Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

Amazon Managed Service for Prometheus TF7 2 — MY X —
Oy —ZFEALTTS—NLY—N—IZTS—RNZEETS

To—hE, P72—RIL—=LICLK>TEREND E, PTIT—MNIRXR—Dv—IlEFEnET, 75—
RYZ=—Dv—, PT7—FOEBHR, XOTFVAROTZ—MOELE, REBIZELUETIL-T
BB EDHEEZRITLET, RIC, PTI—REXYE—2ELTT7I—MNLY—N=ICEELET,
ARL—Z—ADOBH., BBRLE. FLEMOLETOTZ—MORKENTEDTI—NLD—
N—ZBRETEET,

Amazon Simple Notification Service (Amazon SNS) & PagerDuty Z Amazon Managed Service for
Prometheus TFZ—RLZ—N—EULTRETEET, UTORNEYITRE., 75—ML2—N—
ZHERUTERETDHEICODVTHBALET,

N =R

« AmazonSNS Z7Z5—hL>—N—ELTEATS

- PagerDuty Z72—KL2—N—&EELTHERATS

Amazon SNS # 75 —KL2—N—&ELTEATS

BE1F M Amazon SNS M E Y & & Amazon Managed Service for Prometheus D 72— KL > —/\—¢&
LTEATACEE, ILLNEY VERER TR CEETEXRT, (BEIXAMT7ONEYVEFERT
BEEBEOLET, cORAT T, NEYIHS E X—JL, SMS, HTTP IZT7 5 — NZExi%
TEET,

To—RKIZ—2v—OL>—N—ELTHERATDHL LV Amazon SNS REY V2 ER TS ICIE,
F27Y 7 1: REY O ZERTS) OFIEICHVET, NEYIDORATELT, 47 [BXE] 228
RLTLSEETL,

ZT® Amazon SNS REY VICX Y E—I A REEThDEVCICEX=ILEZEITBHICE. "TATV S
2: NEVOILRTRHT AV )T a wERTED OFIBEICHVET,
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FRELEBEFED Amazon SNS REY UV ZFERTEIAESHICHA DI DST, UTORRIVZRETT
%I1Zl&, Amazon SNS REY M Amazon JY —AZxZ—L (ARN) A RETT,

N =R

« Amazon SNS hEY JICTP =M XY E—DREFEITDLHDOT U AFFH%Z Amazon Managed

Service for Prometheus (Cf¥ 53 %

Amazon SNS hEY VXY E—TZREEBEIBDLDIICTI—MNR—T v —ZEETD

Amazon SNS ICX Y —T%& JSON ELTEFEI BRSPS —MNIR—J VY —ZRETD
T72—bhOXY I & MOEELICIEETSESIC Amazon SNS ZFRET S

Amazon SNS XY —JREEIN—IILZBEETS

Amazon SNS REY JICTI—RNAVYE—DZEETHLOOT VAT =
Amazon Managed Service for Prometheus I+ 59 %

Amazon SNS REY JIZX Y £—2 & EE TS ICIE. Amazon Managed Service for Prometheus (C

TORAHTZNGFETRIHLENBYET, RORVI—AT—MXURNE, TOT IV EAFTZA

ELET, chill, BELULERERBLEHEENS EF1UT 1 BEOMIEICH&ZI D Condition A
T—RXVRFEENRTVET, Condition AT—K X2 M, Amazon SNS REY JANDT I &
AZFHPRL, COBENDT HI> NE Amazon Managed Service for Prometheus 7 — %9 AXR—A D

SOANRL—=2320HZFALET, BEALVECRBICEIZAEOFMIOVTRR, "H—EAH
TOARDRIEREBLEORIE, Z2BLTLSEET,

Amazon SNS REY JICXY E—DZEFE TS H DT U AFFH Z Amazon Managed Service for
Prometheus I 59 % IC &

1. Amazon SNS 12V — )L ®Mhttps://console.aws.amazon.com/sns/v3/homeZ W T < Z& L,
2. FTES—23URAUT, [NEYI]ZERLET,

3. Amazon Managed Service for Prometheus TEAL TWVWS REY VORBEZBIRLE T,

4. [MRE) ZBRLET,

5. [P7EARID—]ZBRL., RORV—AT—M X NZEBRFORI—IZEMLET,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
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d—H—H1 K

},
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,

"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
1,
"StringEquals": {
"AWS :SourceAccount": "account_id"
}
1,
"Resource": "arn:aws:sns:region:account_id:topic_name"

[ZF72 321 Amazon SNS hEY IV TH—EABIORESL (SSE) A BMICE>TVRIEEE.
ReEY VDOBESILICERENDF—0 AWS KMS F¥—7R1) 2 —IZ kms :GenerateDataKey*#
& Ut Akms:DecryptFFAIZIE L T, Amazon Managed Service for Prometheus A" @

BEENEREY XY E—DZEBTERRSICTRIHREN HYET,

BIZIE, LTFEARUS—ICEMTEET,

{
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

]
}

FHHICOWTEE, TSNS hEY VIR THAWSKMS 7O EAFFAL 2ZRL TLSEE L,

6. [EEZREF] ZERLKT,

Amazon SNS
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® Note

F7 4 )L N Tk, Amazon SNS I AWS:SourceOwner ICREZRELET AR S —
BERLET, EMAICOVTIE., TSNS T7OUEARIS —, #SBLTLSEETL,

(® Note

IAM &, FEFIROBLVRUS —ZEBLRIBIL—IICRVET, SNS REY TIC, RF2
X MEEhiz Amazon SNS ARV —70OY VXY EHIBROBL VRS —TOY U5 H
2BE. NEY IRV —OT IV EAHAARNSEENREA, KU —Z2FMEL THAFFA
TENTVR L Z2H#FEITRICE. "R —0fHimE, 22RLT<ESWL,

FATRA)—2320 SNS REY U8 E

aps.amazonaws.com Z{#HA L T. Amazon Managed Service for Prometheus 7— 9 AXR—A & [d
U TAmazonSNS REY UV ZRETEET, AWS U —23 2 EFT A1) —2 32 (us-east-1
BE)YDSNS REYVZEFTNA21)—2 3 (af-south-1 B E) THEATDICEK, V—2ary—
EATVIONIERZFERTIXEN HYET, V-3 —EADORATIE., us-east-1
%, FATZIATNA>21)—T 3 (aps.us-east-1.amazonaws.com) [CBEEM|RZFT,

RORIC, ATRA2V=232 IR/ ITRI) -3 B —EERATUINILERLET,

ATRA2)=232ex0) =23V —ERATUINIL

)—23># )—=3> =23 H—ERATI>Y
N

T7Vh(T—78%7) af-south-1 af-south-1.aps.amazonaws.co
m

STINT 140 (BB ap-east-1 ap-east-1.aps.amaz

onaws.com

TOTINDTAYD (ZA) ap-southeast-7 ap-southeast-7.aps.amazonaw
s.com
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)—>3>f& -3 )—a H—ERTVD
NI

B (ZZ /) eu-south-1 eu-south-1.aps.amazonaws.co
m

B (Fa—UvE) eu-central-2 eu-central-2.aps.amazonaws.
com

3R (UAE) me-central-1 me-central-1.aps.amazonaws.
com

TOTINDT4v 9 (XL—2 ap-southeast-5 ap-southeast-5.aps.amazonaw

7) s.com

FATRNA)=23 0 28RICTBHFEICDOVTIE. Amazon Web Services 8D 7 7L AD
NAM 11— —HA R, O TAWS U—2 30 0ERE ) 22BLTLSESL,

CNSDATRNA)—23 212 Amazon SNS REY U ZRETHEEEF., ELWU—23arH—
EAZTVIONLEERALT, V=23 EOT75—MBEZEMICLTLSEEL,

H—EABTOLR D B S REBMIEORLE

BEALLREMER, FIYIVERAIHLOOTIEARTEREEEVISFAFAH, &0 E
EOBBDIUTATALT I ORTERHTETCLESBAICEL S, £F1UT (4 LOM

BETT, TEAWS, $—ERABOBYTELICEY, BALAREMEARETITERAHY S
T, Y—EABTORYTELE. 1 DOH—ER (FTHLITH—ER) A, BOH—E R (FOH
LERY—ER) ERCHTEECRETITERA S ET, FEHLTY—E R, ZREST
DEATBDCENBAENBRETRAEVEETTIOFTEEALT. BMOSEEOY Y — ALK
PMEERFTHLS CBREENDIBEFIHBYET, ChEB<EDIC, AWS KR, ATV KK
DIVY—AANDTF I EAEFREENEY—ERT IS NLTIRTOY—EADF— R ERET
BEHIRIDY—IFAEEATVET,

)Y — AR —T aws:SourceArn K aws:SourceAccount YO—/NILEBEITHF AR
F—%fEMHL T, Amazon Managed Service for Prometheus #* Amazon SNS IZf¥59 % 1) Y —AA
DTV EAFAZFIRIZDCEZHEOLET,. MAOITO-NILEHATFANF—ZRLUKRY
S—AT—RMAVNTERATSHAE. aws:SourceAccount fEE, aws:SourceArn fEICEF N
BDT7HIORN, ALTHIMIDZRLTVWBRRBENHVET,
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aws :SourceArn OB, Amazon Managed Service for Prometheus 7 —%2 AR —A® ARN T (T
nEBYEREA,

BRALUVEREBEL SREITDEOOKREDRNBFERF., VY—ADTLE ARN ZFEEEL
T aws:SourceArn JO—NILE&HAVTHEFANF—Z2FERHITSDETT, VDY—ADESE
% ARN F*THZIZEX, BHOVY—-RAZEETSHEE. aws:SourceArn 7 O—/V)L
OAVTFAMEHEF—Z2FEAL T, ARN OKRABHLZTAIRA—R (*) TRLET, X
&, arn:aws:servicename: :123456789012:* T9,

TAmazon SNS REY JICT =M XY - 7FEETHLODOT U AFF A %Z Amazon Managed
Service for Prometheus (459 % 4 ([CEEEBE N TWS AR —I&, Amazon Managed Service for
Prometheus T aws:SourceArn 8 & aws:SourceAccount JO—NIEHITHFARNF—%
FALT, BALUEREREZBLETDHEZRLTVET,

1
L]

1

Amazon SNS REY VICXY =P ZEEIT R ELSICTT—MNIFZF—IJ v —%ZRET

2

BERATO FHHRELIEFBEFD) Amazon SNS REY VZERL S, chETFS—ML2—/N—
ELTTT—RMIZR—Dv—REICEMNTEET, 75— MNFX—2v—, BELETS—HKL
S—N—ICTS—RNEEETEET, TOLHIZIE. Amazon SNS REY 2D Amazon VY —XA
Z—A (ARN) ZH > TWBRENHV)ET,

Amazon SNS O L > —/N—5REDFMIC DL TIE. Prometheus DERICEETD RFIX D
M<sns_configs>1 ZZRL T EE W,

HR—NEhaxW7O0NT 1

Amazon Managed Service for Prometheus Tl&, 72—t ®OL > —/Y—& L T Amazon SNS A"
R—REhTVET, £EL, Y—EAOFHKWIZKY, AmazonSNS L —N—0IXTn7’O
NTANFYR—RNRENDDHTEDY)EFREA, LTOZO/NT 1 1&. Amazon Managed Service for
Prometheus D7 7 — KN Z—J v —RBRE7 7ML TREATEETE A,

)

« api_url: - api_url & Amazon Managed Service for Prometheus IC& 2 THEIWICEREE D
., co7ONTAFERATEEEA,

« Http_config- cOZ7ONT/ . ABT7OFEZBRETEDLSICTHENDTT, Amazon
Managed Service for Prometheus Tld, C O#EERFBHEHR—RNEhTVELR A,
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Amazon Managed Service for Prometheus d—H¥—HAR
T, SQVAREICE—2a 7ONT A1 E2EHIBEN HYVET, V=23 7TONT1Z2EE
LABWESE, BAVIIANETS OO+ 5 5E8|A Amazon Managed Service for Prometheus
ICRtEhEEA,

Amazon SNS REY 0L > —N—ELTT7S—RMNIZ—2v—2BRTDICE

1. BEOTS—RIX—Jv—RE77ALEHEALTVSBAR, TFARNIFIRTINT 7
(LEBEET,

2. receivers 7OY 7IZ Amazon SNS MAADBEDL —/N—HH2HEE. ThsZzH|
BMLET. EH®DO AmazonSNS REY V%L —N—ELTERTZICE. B EY O %
receivers 7AY JRDMEBIN sns_config 7OY VICEBMLET,

3. receivers o< 3avICXkO YAML 7OV o &EBMLET,

- name: name_of_receiver
sns_configs:
- sigv4:

region: AWS #####
topic_arn: ARN_of_SNS_topic
subject: yoursubject
attributes:

key: yourkey

value: yourvalue

subject ZEELBVES, F72ILRTRE, FRILBEEBZFERTZ T 72NN TOTL—RD
SHENERENETH, COERFSNSICERRIEDAREMI HYVET, HRICEHAE KD TV
L—KNZ2ZETBICE. COHARD "Amazon SNS IZX Y t—% JSON ELTHEETE LI
To2—RMZR—2Fv—%ZH{RETS1 2ZRLTKEEL,

cDEF, TZI—MIFZ—2D¥—5&E7 7 A4 )L%& Amazon Managed Service for Prometheus (7 ¥
Z7O—RIBDMBENHYET, FHMICOVWTIEE. "Amazon Managed Service for Prometheus 1= 7
T—MIEX—Vv—BET7AILNZETY7TO—RTD, Z25RBLTLEEL,

Ui

Amazon SNS ICX Y t—>2% JSON ELTHEET SR EDICTI—MNIEX—D v —%5%

ET
Amazon Managed Service for Prometheus 72— kY ZX—2 ¥ —l&, 7 FIBMTR, XY E—

VETL—VFEFANURNERTHALET. ShiE, OY—EATHFLICK VEBAH S
WET, RDYIZ, TS5—h%E JSONHRTRETBLSLTI—MIX—I v —ERETES
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J, JSON ZFHTHE. AWSLambda £HEEFIIT 7Y IUZETI RARA> N T Amazon SNS
DEAIVARN)—LDOXAY -2 2BREICMEBTEERS, 74N MNOTUTL—NE2EATIRD

WIZ, XvtE—20OHNE%Z JSON THAITRNARLT VT L—REERTDE, FTVARNI—
LBEBTORBPAREICEY) T,

I\VZ—/‘\’ A5 Amazon SNS IZ JSSON FERTXY =2 %2 B hT2ICFE. 75—KY
v —0NRTE

NEREZEHL T, template_files L—hEIZIAVRHICRODA—REZEHET,

N

default_template: |

{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }3}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if
gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range
$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}
{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )
@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":
"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":
"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "3}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -}},"groupLabels": {{ "{" }}{{ range
$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index 1},
{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "}" }3}{{- end }3}{{ if gt (len .CommonLabels) @ -}},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},
{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }3}{{ if gt (len .CommonAnnotations) @ -1}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}},
{{ end }}"{{ $commonAnnotations.Name 1}}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3H{- end }}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

(® Note

COTFTL—KNE, EHFETF—2HS JSON ZERKLET, F—RICEHRIXENEENT
WBEEE. COT7L—hEFERATHEIICENRSZTO0—RLTLSEZT,
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COTVTL—RNFEEBATERAETIADKSICTDICE. RD&LSIZ alertmanager_config 7
AYyoTTF7L—hZESRBLET,

alertmanager_config: |
global:
templates:
- 'default_template'

(® Note

SOTTL—KE, XV E—DKRNLH%%Z IJSONELTHITRENTT, cOTVT
L—KC&kY, XV tE—PKNLENLEEENET, COREDTTL—NEEATS
BE. XV AN EF-N—TFARTDIERETEXREA, FRTIT2IF—/N—F4
RiF, 77 L—hrWEBEETIET,

AAICOVWTR, UTZ2SRLTSEEL,

e PTO5—RNIZR=DF—RET77AINICOVTIE, "Amazon Managed Service for Prometheus T
To7—RhRZ2BBBIOIN—TFT1T03DEHONDTI5—MNIF—DFY—REZERLET, - 2SR
LTLKEEL,

s RE77A4ILNOTY 77O—RIZDWVWTIE., "TAmazon Managed Service for Prometheus (27 2 —
NYZ—Dv—RET7AINETYTO—RTD, Z5RBLTLEEL,

T52—RMOXY =2 RMMBOEEERICEEFETHDESIC Amazon SNS 258 ET S

Amazon Managed Service for Prometheus [&. Amazon Simple Notification Service (Amazon SNS)
CDRTT—RAYE—TJBFEETEET, EX—IL, JIT 7YY, Slack, OpsGenie % E D
HOEERICAYE—DRIEETRDICEH., CRSOIVRRAVNIAYE—DZEETDRSIC
Amazon SNS ZRET A HLEN HYET,

LTo+023a> Tk, MOREEEICTS—MNEEETD KD IC Amazon SNS ZERET D HEICD
VWTHEILET,

(N =R/

« EX—=)L

« JIT] TV
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» Slack
» OpsGenie

EX—=I

EX=)ICXYE—2%2HATDEKDI2 AmazonSNS REY BRI IZIE. YT AU TS 3
VEEBLET. Amazon SNS OV =T, [HTROVT> a2 ] a7z BRLT, [HTAYY

TOAVIVARMR=DERETRS, (W7 RIUT2a > 0ER] 28RL., [EX—)L] ZBIRLE

To Amazon SNS 1S5, BBELEEX—=)IT7 RLAILERX—IFEEEnET, BREZT AN
2, YTRI9SA47ULEREY OH S5 Amazon SNS BHIZ E X—)ILELTZETEE T, FHMIC
D2WTIE., TAmazon SNS REY UABTRUS47 3%, 28RBLTLKEED,

DITJTvY

DITJT7YOIVRERAVMIXYE—RENTSDESIC Amazon SNS hEY V&2 BR TSI
&, Y7 ROV 723> ERLET. Amazon SNS AV VY=L T, [WT7RIVT>av]| &7
EERLT, [BMTROVTDaV]VARNR=DEREET, (HTAIVTT a2 nER] &R
L. [HTTPHTTPS] ZBIRLE£TF, YT AV VT a2 ZERLES, BEFIRICH>TH TR
VT3V BETITATICTIRVENHYES, PIOT147ICBDE, HTTPIV RRA U~

T Amazon SNS BEINZEEhET, FMIZ OV T, "Amazon SNS hEY IAHT 205
1792, #BBLTLKEE, Slack VI7 7YV FERALTERSEBRWEICAYE—D%
RITTDHEDOFHMCOVWTK, ™I 7 7vU%EHL T Amazon SNS X ¥ £— % Amazon
Chime, Slack, F7 & Microsoft Teams ICRKTITBDICIFESTNIFRIVTIA? BSBLTLES
W

Slack

Slack XY= #H N TB K5I Amazon SNS REY VBRI D ICIE, 2 DDOFEN B
£, Slack ICLEKD EX—IDSTFr U RIANDHEZFEATSDE., Slack TE X=Xy E—D
ZZ(TE>T Slack F¥ U RIICEETEE T, £k, Lambda BFEFEA L T, Amazon SNS
BHI%Z Slack ICEEMADENTEET, EX—I)Z slack FYRIICEETDHZEOFEMICD
WTl&. Slack Webhook AWS @ SNS REY OB T AV U7 a2 ORL 25RBLTLEE
W, Lambda B8¥Z/ERK L T Amazon SNS XY 2—> % Slack [CE# T2 HEOFHMIC OV T,
"How to integrate Amazon Managed Service for Prometheus with Slacky ZZBL T E&E L\,

OpsGenie

OpsGenie XY t—2ZH DT B KD Amazon SNS REY V& BR T HEICOVWTIE,
Integrate Opsgenie with Incoming Amazon SNS; ZZ8B L T< &\,
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Amazon SNS XY +—REEN—I)I 2 BB TS

Amazon Simple Notification Service (Amazon SNS) Tld, XV tE—HFBEOEEZF LLTLVS
PBENFHYVET, cNSOBEZF LEZLTVAEVXY DR, BZERICEEENET, 77—k
Xvt—k, UTOIL—=)LICETWVT, Amazon SNS Lo —/N—IC & V) BEIZISU THEE, 1V
BT, FLEREEEIET,
« XV E—JIZUTF MADOXENFEETNTVBIEE,

« XY t—21F TError - not a valid UTF-8 encoded stringy ICBZE#HAShET,

o F—7 [truncated] T [true] DX Y E—BMEAN 1 DBMEhET,

« F—7# [modified] T{EA" [Message: Error - not a valid UTF-8 encoded string] ® X ¥ —2 B
A1 DEmMENET,

XY E—IFZENHE,
« XY t—2 & [Error - Message should not be empty] ICEZ#Z SNET,

« F—7A" [modified] TEA" [Message: Error - Message should not be empty] D XY £—2 B A" 1
DEMENET,

XY= NFYPYBTShIZEES
s XV E—DRYPVETSNEDATIUOVICBEYET,
o F—7 [truncated] TN [true] DX Y E—BMHA 1 DEBMENET,

« F—7# [modified] T{EA" [Message: Error - Message has been truncated from X KB, because it
exceeds the 256 KB size limitf] D XY £—BMHAN 1 DEBMNMEhEF T,

HEICOAY NO—IIXFEEZFIEASCI XENFEENATVET,

c 7SI HVNIOY MNO—IAXFEERERIEASCI XENFEENTVSHEE, SNSRERY TSI Y
N %Z [Error - contains control- or non-ASCI| characters] ICEZE#A £ T,

* SNSEX=)ILOHEBOHEE., HIT\n)BEDTI MNO—IXFZHIBRLET,
HEH ASCIl THRWVIFE,
« & (& [Error - contains non printable ASCIl characters] ICEZ X 5N ET,

« F—7" [modified] TIEA" [Subject: Error - contains non-printable ASCII characters] D X Y £—=
BHEN 1 2EBMENERT,

HEFNVETSNIZEE,
s BRERYVETSAEZOADTOVIERYET,

« T4 [mOdIerd] T{EAN" [Subject: Error - Subject has been truncated fromXcharacters
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s XV tE—-DRMEOF—/ENBWEIEE
c BUWBXY E—CBHRBHIBRENET,

« F—7A" [modified] TEA" [MessageAttribute: Error - X of the message attributes have been
removed because of invalid MessageAttributeKey or MessageAttributeValue] D XY —2 B
A1 2BEMENET,

s XV tE—UBMUNMIYBTSNESE,
s ROBAYE—JBEHEGHIBRENET,

« F—2" [modified] T{EA" [MessageAttribute: Error - X of the message attributes have been
removed, because it exceeds the 256KB size limit] D XY £—J BHA 1 DIEBMENE T,

PagerDuty 2 72— KNL>—N—&ELTEATS

PagerDuty ICE#7 5 — N Zi#{E 9 % & 5 IZ Amazon Managed Service for Prometheus Z 3% E T &
£9., COHEE T, PagerDuty &+ —%& (CfRTF AWS Secrets Manager L. Amazon Managed
Service for Prometheus IC2— 0L Y NZFGRABMBD T IV AR AZRETIHENF SV ET,

PagerDuty ®ft&IC kY, BEfbtENEA D OF O MRRDT—070—-NTEICKY, BEEBTS—
NABUBF—LXN—ICEBYBERAZI TR KSICRYET, PagerDuty 27> —KL 2 —
N—EULTHEATHE, PagerDuty DT AAL—>32RVD—, A=)V AT21—-D2T, A
DIUFUNEBMEEEERALT, TN ZARICHER LU THBRTEERERT, cOKEE. T—EAD
AAMZHEFL, SLAEGZRLETEOICOATLAOBEANQRREMISHA FAREAREFREICSH
ICRIBEET, FMICDOVWTIE, PagerDuty VT 7H 4 M® PagerDuty 7L Y IX—R, #ZBL
TLEZL,

PagerDuty €A 7> 3>

F7ar B Y|
routing_key H—EALDOHEEH (=4l

PagerDuty JL—F 1 >/
JF—, h%E Secrets
Manager ARN & U TIEET S
PDENFHYVET

service_key H—EALDOHKEEH EW (AR N APV DEE)
PagerDuty ¥ —EAF—,
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Q—H—H1 K

F7ar

client

client_url

description

details

severity

class

component

group

source

(® Note

S

7z Secrets Manager ARN &
LTEETIHLENBYET

BAEEDIZAT>NID

BHIOREEEAONY I
7
141272 NOFRA

AFONCET MR
RBREITIEZEOF—EENNR
TOtY K~

12FVNDEEREE
ARVRNDIZARIERRA
>

AR N 2BEHITBY—AX

)

SUOAVKR—FT N

=k

AVR—F2 NOwWET I —
-

HEEZTRIATLD—E
T

WA

WwWhz

WwWhz

WwWhz

Wiz

Wz

WLz

Wiz

Wiz

WLz

url, service_key_file. routing_key_file. http_config #7°> 3> @EHR—h

ThTVWEXEA,

LT MEY 2T, Amazon Managed Service for Prometheus T PagerDuty 2 72— KL > —
N—EULTHRETADHFEICODVTIHBALET,

PagerDuty
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N =R

« AWS Secrets Manager 8 & 7O AHFAI#RET D

« PagerDuty lc 75— KZIEETDESICTI—KNIR—T Y —%HRETD

AWS Secrets Manager 8 &V PO AFA%2RET S

PagerDuty IC 75— N ZX{ETHIIC, PagerDuty EFEF—2 R ICREL. BEBRT VAR
ERETDIHENHYET, COTOEATIE AWS Secrets Manager, T>—2L Y M&EEKL.
HARI—X Z— R AWS Key Management Service (AWS KMS) ¥—%=#HL TRES{LL., >—
JLY NEFORFILF—OBRAICTIEATDEHICHERT VAT % Amazon Managed
Service for Prometheus ICfA5EL&E T, XOFIETE. COREZ7OLAOZATY ZIZ DOV TFHA
LET,

Secrets Manager for PagerDuty T>—2L Y NZEK TS ICIE

PagerDuty 272 — KL >—/N—& LU THERTSIZ(E. PagerDuty #i4 ¥ —% Secrets Manager (C
REFTILENHVET. UTOFIEICH>TEEZL,

1. Secrets Manager AV — )| ZB&E X T,

2. HLLWO—UL Y NERTFE ZBIRLET,

3. [Secret type] (>—2 L ¥ NZ A7) T, [Other type of secret] fEOBEN—IL v N) ZiBIRL
-

4. [F—EEORT]IZE, PagerDuty fiE&*¥—%Z>— UL Y MEELTAHNLET, Ch
l&. PagerDuty BE&DI—T 1 T F—FLBE Y —EAF—TT,

DRA] Z38IRL E T,

=LY RDBREHRBZADL T [RN] ZEBRLET,
MBEIZHUTAO—T—2aVREZTV. [RN\] ZBRLE T,
REZMEL., [RfF] ZBRLET,

>—OLYRNEERLIZS, TOARN ZEEBHET, 77— MR-V —ZREITDELEL
BEIZEVNEXT,

.©.°°.\‘.°’.0"

=LY REHAZI—NZR—TJ RAWSKMS F—THESHLTDICE

=LY RNETOBEAAF—ICTIOELRATE-ODOT VAT %Z Amazon Managed Service for
Prometheus I 532 BEAN BV ET,
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d—H—H1 K

1. >—

a.

b.

d.

2Ly NUY—RARIZ—: Secrets Manager 1>V =)L T —IL Y NEREET,

[VY—ADT VA Z2ZRL XTI,
[7 7 AFFAOMmE] Z28RLET,

RORV—AT—RM A RNEZEBILET. AT—RNX2 NT, ######## BREDEIC
BEEBAET,

{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012:workspace/WORKSPACE_ID"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}

[REF] ZBIRLE T,

2. KMSF—RUZ— AWSKMS OV —)LTAWSKMS ¥—ZHEEXT,

a.

b.

[F—RU—]ZBRLET,
[(fmEE] 2 BIRL XTI,

RORV—AT—RM A RNEZEBILET. AT—RNX2 NT, ######## BREDEIC
BEEBAET,

{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
I

"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {

PagerDuty
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"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012 :workspace/WORKSPACE_ID"

iy
"StringEquals": {
"aws:SourceAccount": "123456789012"

}
d. [RfF] 2BRLKXY,

ROATY T - ROKREY D, PagerDuty IC 77— R Z2EETBDELSITI—MIZ—TIv—%5
ETDICEAET,

PagerDuty (7 EETDERIICTI—MNR—I VY —ZRETD

PagerDuty IC 72— R E2IAETRLSICTI—MNNFR—IJ v —ZRETBICRK. 77— IFR—
SY—DERZEMIDZBENHYVET, ChlF. AWSIYERI X NIV —J)L, AWSCLI, %
1zl& AWS SDKsZfER L TRITTE X T,

Example7 52— KX Z—2 ¥ —DRE

AR, PagerDuty IC7 2 —RNZEFEITBDTZ—RIR—D Vv —REDHITT, COBITIE, #asns
HHAEREDEICEEBRAET,

alertmanager_config: |
route:
receiver: 'pagerduty-receiver'
group_by: ['alertname']
group_wait: 30s
group_interval: 5m
repeat_interval: 1h
receivers:
- name: 'pagerduty-receiver'
pagerduty_configs:
- routing_key:
aws_secrets_manager:
secret_arn: 'arn:aws:secretsmanager:aws-
region:123456789012:secret:YOUR_SECRET_NAME'
secret_key: 'YOUR_SECRET_KEY'
refresh_interval: 5m
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description: '{{ .CommonLabels.alertname }}'
severity: 'critical'
details:
firing: '{{ .Alerts.Firing | len }}'
status: '{{ .Status }}'
instance: '{{ .CommonLabels.instance }}'

Example AWS CLI

LT, PS—MNIF—Y—DOEESEEFHIALHICERAEND AWSCLIONY RTT, —Dfl
Tk, #H#nnnt e EDEICEERAETT,

aws amp put-alert-manager-definition \
--workspace-id WORKSPACE_ID \
--data file://alertmanager-config.yaml

PagerDuty IBED KNS TN 1—F 125
75— RN PagerDuty ICEEENTLVEWVESE, KAOBEHEZERELTLSEETL,

« —JLYRMNFFEL, ELV PagerDuty FEF—HNEFENTVWB L ZRHRBLET,
e —=UOLYRIHAZI—EEDOKMS F—THRESILENTWVWER L ZHERALET,

« —OLYRMEKMS F—DmEAED)Y—ARZ—A". Amazon Managed Service for
Prometheus IZAEB T VEAFAZRFELTVWA I Z2BRLET,

¢« PTO—RNIZR—IF—REDARNHF>—ILYRNZELKSBLTWVWA L ZBRABLET,
« PagerDuty 7 1> N T PagerDuty fREF — N EBMTTIT 1T THDI L &2BRELET,

Amazon Managed Service for Prometheus l&. NS 7 )2 1—F 14 > (213D Amazon
CloudWatch Logs &A@ CloudWatch X KU O AZHR—NLET, FHICOVWTE,

MCloudWatch Logs T Amazon Managed Service for Prometheus 1 X NEE XV 2T 3%, H
& T TCloudWatch X k1) 2 A% {#F L T Amazon Managed Service for Prometheus ® ')V —AE
—R)T9B, #SRBRLUTLEE,

* SecretFetchFailure
* AlertManagerNotificationsThrottledByIntegration

* AlertManagerNotificationsFailedByIntegration
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Amazon Managed Service for Prometheus [C 72— NN R —
DY—RETTAINETYITO—RTB

T2—RMNIFZ—DY—RBRE77AINICHXAEREHZBALLS, AV —)LATHERL TRETESE
9, F£/F. Amazon Managed Service for Prometheus 1>V —J)L & 1z (& AWS CLIZfEA L TBEF
NDT77AI)NET7Y7TO—RTEXT,

® Note

Amazon EKS V5 AR —%#ETL TVW3HEEIE. AWS Controllers for Kubernetes Z A L
CTPo5—MNIZ—F—RBET7ANETYITO—RIBDEETEET,

Amazon Managed Service for Prometheus 12V =)L ZFEALTT7 7 — M ZX—2 v —REZRE
FLEREEBRTDICE

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZH&E X7,

2. R=DOELRBICHBZIX_1—T A4 %BIRL, [TNTH WorkSpaces] ZiZIRL £,

3. T—UAR—ANI—VAR—AID Z#RL., [FTZ7—MIZX—Dv—]1 2T &ZBRLET,

4, D—DAR—AILEETS—RIZ—J+—OESNIEVESR. [EBEEM £BIRLET,

@ Note
BRTBDTI— MR v—ERNFV—IVAR—ALLRICHBHEERF. KDVIZ[E
B Z2FBRLET,

5. [774)0) 22K 2BRL, 77— MR-V —ER7T7AIINZERL T, [#1T] ZBRL K
ERD

® Note
TR, [BEREER]|A73I2ZBRLT, HILLWI7AMILZERLTOAY—ILT
ERFEETIEETEET, ChiCkY, OTILOF T ILNRENERE hE
T, COREZMELTHASTY7TO—RLET,
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BFEALTT7S5—RMNIZ—SV—BREETD—IVAR—AZFOTAWSCLI 7Y 7O—RTBICIE

1. Po—KNIZ—2¥v—TF7A4I)DOAR% base64 TLT>>1—RULET, Linux Tlk., xOIX>
REFHTEEXT,

base64 input-file output-file

macOS Tld, XOAN Y RZFEHATEET,
openssl base64 input-file output-file

2. UTOVFhAOIONREZADLT, 774)L2FY7O—RLET,
AWSCLINN—232 2T, XOKIIZAHBLET,

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

AWSCLIN—=232 1T, RDKSICAHDLET,

aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region

3. P72—RMNIFX—TY—DORENBVNCBZETHUAANET, AT—FAZMEITSICEF. X
DX RZAALZET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

status " ACTIVE THNIE, FILLW P S—KIZX— v —DEENEMCBE>TVET,

ZEALTI)—JAR—ADTZ—MIZR—J v —REZHMULUVERE AWSCLI CEZHZ DI

1. Po2—KNIZ—2¥Y—TJF7AI)OAR% base64 TLT>1—RULET, Linux Tlk., XxOIIX>
REGFHTEEXT,

base64 input-file output-file

macOS Tlk, XNOIXN> RZFEHTEET,
REVTANETY7O—RTD 176
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openssl baseb4 input-file output-file
2. LWTFOVTFhADOIONRZAHNLT, 774027y 7O0—RLET,

AWSCLIN—=232 2T, RDKRSICAHDLET,

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

AWS CLIN—=232 1T, RDKXSICABLET,

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. MLLFPZ—RMIZRX—Tr—ORENFBVNCBDIETHHIDPNET, AT—RAZHEIETSIC
F. ROOAN RZAHDLET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

status A" ACTIVE THhNIE, HFILLW TP S—RIZX— vV —DERIEMCE>TVWET, T
NETEE, UBIOTS—RKNIZ— V¥ —ORENBIBERICAYET,

Vo—bh%Z Amazon Managed Grafana £z F—7"2Y—AD
Grafana £ #RE T

Amazon Managed Service for Prometheus A ® Alertmanager TEK L =7 Z—KIL—Il

l&. Amazon Managed Grafana X° Grafana IZEE L TRRTDCEN TEERT, cnllkVY, 7
S—RNIL=ILETS—RhE2E—DOREICHKETEEI, Amazon Managed Grafana AT, 7Z—h
N=ILEERKENLETS—RERRTEET,

B2 SR A

Amazon Managed Service for Prometheus & Amazon Managed Grafana IZ#& 32 81lC, LT O#D
REENBLENATVIRENf HYNET,

S — K% Grafana £E#HET 3 177
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+ Amazon Managed Service for Prometheus AWS 7 AU N 8K IAM O—=)LZ7' 075 LA TH
RITBICE, BBFEO K&V IAM RIAIBEHRNIHETT,

AWS THIU N LT IAM BIAIEBMOERDFMICOVTE, T Z2BLTIKEELEY L
T Y7 AWS,

« Amazon Managed Service for Prometheus 7 — TV AR—ANH V), ZTIIZT—XABY)IATEN
TVBRENHYET, HILWI—DOAR—RZELY N7 Y7 FBICIE., "Amazon Managed
Service for Prometheus 7 — T ANXR—ADER 1 2B L T EEV, £, Alertmanager X JL—
Z—13E®D Prometheus DEIEZZEBMBL THEKMBEEHYET, chSOREY JOFEMICOVT
l&. Prometheus D RFIX R ZSRLTLSEE L,

« Amazon Managed Service for Prometheus T, Alertmanager OFREEIIL—IL 7 7 4 ILHFBEICERK
ENTVWBHENH ') ET, Amazon Managed Service for Prometheus T® Alertmanager O &4
C2VWTk, "T753—KhYZF—2 v —%#EHL T Amazon Managed Service for Prometheus T7
T—hZBEBEHIVEETSD, 28RBLTKEETV, L—I)LOFEHEICOWVWTE., TI—JIEFEHL
T, BEULEXNDVOAZEZEEELGEE_RX)J03%, 2Z5RLTLEEL,

« Amazon Managed Grafana "y R7 v 7 hTWVWBH, F—7T>2VY—A/N\—23 > O Grafana
NETENTVIBENHVYET,

+ Amazon Managed Grafana Zf£f 3 %5 4&k. Grafana 77— RN ZFERAL TV R HEBEANHY E
T, FHMICDOVWTIE, "Migrating legacy dashboard alerts to Grafana alertingy ZZ8R L T< K
=0,

o =T Y—=AN—=23 >0 Grafana ZFEATHHEEE. N—23 2 91 UBREEITLTVS
PENFHVYET,

® Note

BLEIO/N—2 3> D Grafana ZFEA TR EETEERTHN. a7 > — b (Grafana
To2—PN MEZBMICTHIHLEN HVYET, £, Grafana »* S Amazon Managed
Service for Prometheus ZMO'H T (C Ik sigv4 Z7OF>OEY RT Y THFREICEDE
ENFHYET, FHMICOVTIE. "Amazon Managed Service for Prometheus T
% Grafana #—7°> Y —AF /=& Grafana Enterprise Dty N7 Y 7, #ZRBL T

=0,

« Amazon Managed Grafana IZl&, Prometheus Y —AICHTBDROT VL AFANUETT,
chsOF7UtAFFAE, https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-
permissions.html THEAETNTVWBRH—EAEBRI S —EHAZN—BEEBRIZ—0OWThHIC
EMT2HENHYVET,
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aps:ListRules
aps:ListAlertManagerSilences
aps:ListAlertManagerAlerts
aps:GetAlertManagerStatus
aps:ListAlertManagerAlertGroups
aps:PutAlertManagerSilences

aps:DeleteAlertManagerSilence

Amazon Managed Grafana €Y K7 v 7

BEIZ Amazon Managed Service for Prometheus 1 2 AR ATI—ILETZ—RFBEEE N TVD
4. Amazon Managed Grafana ZFNSDFTZ—RMDA YL 1 R—RELTHERTREHOEK
l&. 3 X T Amazon Managed Grafana I TE&E L £,

Amazon Managed Grafana 275 —h DX Y 1 R—RELTHERT I

1.
2

N o o A

D—OANR—AM Grafana AV =)L Z2HEE T,
[fRE] T, [F—RY—A]| ZBIRLFT,

Prometheus —X Y —AZERTIHIHEEXT, £/ Prometheus F—RY —AZFHREL TV
TWIBE., FHMICOVWTIE TAFT Y 7 2: Grafana T Prometheus F—&Y —AZEBMNT 5, %
SBLTLEEL,

Prometheus —2& Y —A T, [Alertmanager Ul ZEAL TT7 > — N 2EB] ZBRLE T,
[F—2Y =R M1V E—TIARIRYET,

#FL W Alertmanager —&X Y —AZER L E T,

Alertmanager — XY —ADFRER—I T, ROFZBEZEMLET,

* [5E%] Z Prometheus ICERELE T,

« [URL] §%ZEICI&. Prometheus 77— AR—A®D URL ZFEAHL, 7—TAR—Z ID DO X
FEINTHIBRL T, RREIZC /alertmanager ZEBIMULET, XDHITIE, variables &
BP0 (THONEED)BRICEERAET,

https://aps-workspaces.US East (N. Virginia).amazonaws.com/workspaces/ws-
example-1234-5678-abcd-xyz00000001/alertmanager.
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. [E23T] T. [SigV4Auth] 24 ICLET, chicky), UITARC AWS RN EFEAT S &
52 Grafana ICIEERLE T,

+ [SigV4Auth OF#] T, [T7 2L D) —23 2112 Prometheus €1 VAR AN —2 3>
BEELET, HlZXE., us-east-1 Z2HELET.

C [F7AIRN AT A% true CRELE T,
8. MRFELTTARN ZERLZET,

9. <N T, Amazon Managed Service for Prometheus ® 75— N A" Grafana 4 ~ AR > A L&
ITBHESICEBRENEL K, Amazon Managed Service for Prometheus € > AR ADT 5 —
NL=I, P5—NIN—=T(TOT17B8T7>—r2EL), Y4 L >VAAN. Grafana ® [T
TR R—DIRTRENDEZHERELET,

CloudWatch Logs ZFAL TP S —KYZ—2v—0ORZF 7L
SA—FTAT RIS

CloudWatch Logs © Amazon Managed Service for Prometheus 1 X NEE_X) >0 9% %#FEH
THE, TT—MNIZ—Dv—¢&)—F—ICHITHDEEONT I 21— 74/7Eﬁ5:tﬁfé
9, cOtEIZIVIIR, TIT—MNIZ—Iv—BEORNS TN 21—F1 VT NEYIHFE
TVWET,

(N =Ry
« FOTATRBRTS—RNDE
- 7z EXNTIN—TH1 X0ESE

c PO2—hGAXNKRETERES

c EOIAVTUVICETHEE

o M key/value ([CBIT B EE

s XV E—DDFIRICETZIES

¢« DY—AR—ADRIZ—ABVWCEICRDTT—
- EASCI XF BT HES

« KMS ZH U HIH#RIH ) REA

s TU7L—hIZ—

N
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TIOTATRTo—RNDES

OJCRDEESNEENTVWEES

{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "too many alerts, limit: 1000",
"level": "WARN"
.
"component": "alertmanager"
}

DEVY, FI—RMNIZR—DY—DQ[FITATBTS—RN OO A—R%2BIZTVET,
EITIBTOIa

V#4—20O5|2LEFZVITARNTD, CHA2A2 AWSIYEXI X2 ROV =)L L, https://
console.aws.amazon.com/servicequotas/ T Service Quotas AV —J)LZHE X T,

7—hEWITIN-THAXDEE

OJCRDESHEENTVEES

"workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567ac120002",
"message": {
"log": "Too many aggregation groups, cannot create new group for alert,
groups=1000, 1imit=1000, alert=sample-alert",
"level": "WARN"
},

"component": "alertmanager"

[E

DEYN. T7—MNEZ=2Fy—OTZ—MEHNIN—T OV A X0 #—22BAEL I
RITIBITIIY

group_by NS X—2ZFEALT, 75— NEWNITIL—TOH A XZNEKLET, FMICOVT
l&. Prometheus RFIXND T)L—KEHERE) Z2SBLTLSEETL,
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https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/
https://prometheus.io/docs/alerting/latest/configuration/
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ER

I—¥—H1 K
T, 92— 0O5|ZLFRVIVIANTBCEEAETT, ICHAA2 AWS YR XNV
Y —J)L L. https://console.aws.amazon.com/servicequotas/ T Service Quotas AV — )L ZHE &

—NGA AN KRETEDES
OJICRDBENEETATVWREE
{
workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567acl20002"
"message": {
"log": "alerts too big, total size limit: 20000000 bytes",
"level": "WARN"
1,
"component": "alertmanager"
}
DEV, VD—DAR=ABIEYDTZ—MNIZ=—IY—TF 53— NOHFA X0+ —2&2BRAEL I,
RITTBDTOTaI>
FEBERESRILZHIBRLT, P-4 XEZRBSLET,
ZOAVTUVICHTRES
OJICRODBEENEENATVIES
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
.
'component": "alertmanager"
}

Chid, PI—RIR—T+

oY DTL—=REC&Y, RETZ—MZEOXY E—DICERENIZC
EEBHRLET,
RITIBITIIY

—NFA AN RETERES
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T72—MNIZ=—2%—OT27L—hEHKIAL. INTOLY—N—ONACEMBETVTL—RH
HBD_ELZHERALET,

4D key/value ([CB8T 2 EH

OJCRDESENEENTVWEES

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
1,

"component": "alertmanager"

chid, F—XENEBDELEO, XVE—DBHO—HNERENLEZEZERLET,
RITIBITIIY

XV tE—CUBHORECEALTVWSR T 7L—NE2EBFHMAL., %% SNS XY - BHICHER
T3 2R LET, Amazon SNS REY VICEE T XY E— ORIEOFEMIC OV T,
TSNS hEY U D#&EE, ZSBLTLKEE L,

XY tE—TUDFIRICBETHES

OJICRDEENEENTVIES

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

[a

R, XV E—IHAXAO—BHIREIED L ZERLET,
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A

EM key/value ICET2ESE 183


https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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TZ2—RLY—=N=OXY =727 L—hZ2HFEL, A XHRICIREDLSICEELET,

VY—=AR—=ADRIZ—=HF BV EILLDIT—

OJCRDIZ—HAEENTVWRESE

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

}I

"component": "alertmanager"

chlEk, BEESNESNS NREYDVIZLTS—NZEETREHDOT UV AFITAH Amazon Managed
Service for Prometheus ICH W\ &EZZHRLE T,

RITI2TO>3Y

REY JIZSNS XY E—2&ZEETHHAN. Amazon SNS REY VDT UV EARI I —IC&K
T Amazon Managed Service for Prometheus ICEZ 5N TW3 & 2B L £T. Amazon SNS ~
EYOANDOT U tAZH—E R aps.amazonaws.com (Amazon Managed Service for Prometheus)

ICEFAITD SNS 7O ARV —ZERLET, SNSTIUEARD—OFEMICOVTE,
" Amazon Simple Notification Service ARXOY /N—HA Ry O "TP7O AR —FEOFERL &
TAmazon SNS 77 AV RO—LOT—ABl, ZZRLU T EE L,

JEASCI XFICETHES

OJICROBENEENTVRES

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,

"component": "alertmanager"
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}

chid, HBICEASCIXFABENTVWA L ZEKRLET,
RTIBTIOTaAY

TOTL—ROBBET1—ILRAS, EASCHNFEEZECTEEOHZIRIADSREEHIBRL £
9,

KMS ZHO'H TR B ELA

OJ1CXD AWSKMS TS —HEENhTVWBIES

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
.
"component": "alertmanager"
}

RIT92dT7o0>3>

Amazon SNS REY VDEESLICER T2 F—0F—7R1) > —T, Amazon Managed Service for

Prometheus H—E A7) > < /N)L aps.amazonaws.com A" kms:GenerateDataKey* 79 < 3
& kms:Decrypt PO IV ERTITRCENTAETNTVBDEZRILET, FHFMAICOVT
k. TSNS hEY JICWTHAWS KMS 7V ARG ZZRBL TS EE L,

FTL—hIF—

OJCRDIZ—HAEENTVWRESE

{
"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed. There is an error in a receiver that is using
templates in the AlertManager definition. Make sure that the syntax is correct and
only template functions and variables that exist are used in the receiver 'default',
sns_configs position #2, section 'attributes'"
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"level": "ERROR"
},

"component": "alertmanager"

chld. AlertManager EETHEAENTVSE T V7L —NIIZ—HNFHBD 2B HRLET, T
S—I2RNUICE, LZ—/N—, sns_configs ANME, ITZ—2EE7ONTAICEATIIERIE

FhTVET,
RITTBdT7O>3>
T72—MIZX—FV—DERBZRIALEXT. BXHAELL, FEITZTUTL—MEHREBHZ

SRLTVWB L ZBRLET., FMICDOVWTIE, Prometheus —7 2 Y —ARFIX MO
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Amazon Managed Service for Prometheus 77— AR—A
nOJEKEE—_XIT

Amazon Managed Service for Prometheus (&, Amazon CloudWatch Z#ERAL TAXRL —> 3 I(C
I3 7F—XZRMLET, CloudWatch XMU I RZFEAL T, VY —ADOFERARRE Amazon
Managed Service for Prometheus 7—J AR—AAND ) VT AN ZEFRTE T, CloudWatch
Logs UR—RZBMIZLT, DT—UOAR—ATRETIAARNOOTZBBTEE T,

UToREY 2TIE, CloudWatch DERABGEICOWTHFLLSHBALET,

CloudWatch X k1) 2 A% £ L T Amazon Managed Service for
Prometheus DY —AEZ_X2J>2T79%

Amazon Managed Service for Prometheus (&, EARRX K1) 2 A% CloudWatch IZ&RHEL £,
CNSDXRNUTRAILKY, T—DAR—AQOFEARRAARILENET, BtchiXKNUD
Al&. CloudWatch ® AWS/Usage BHIZERE & AWS/Prometheus BRIEE THEETEET, Ch
SOXRKNJYU A, CloudWatch TERTRATEERT, FARRAX NI TAOFHIC OV T,
MCloudWatch OFEARRA RV T A, Z2ZRLUTLEEV,

CloudWatch X )Y —R% CloudWatch & &I Z= [ . BA
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ResourceCount  CreateAle AWS/Usage D= AR—AZED 1
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries”,
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
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"aps:DeletelLoggingConfiguration"

CloudWatch Logs M #& 200


https://aws.amazon.com/cloudwatch/pricing/

Amazon Managed Service for Prometheus J1—%—AH4R

1,

"Resource": "*"

CloudWatch Logs 2K T 5 Il

AWS >V —)LE = #FHL T, Amazon Managed Service for Prometheus TO YV ;2% R E T
ZFE T AWS CLl,

Console

Amazon Managed Service for Prometheus 1>V =)L TOJ B EBR T B IC I

1.

D= AR—ADFEMNZILO AT 2T ICBEBLET,

2. [AJINZFILOELICHS [OT2EE] ZBIRLET,
3. [AJLARILIRAYTHIVIARNT, [TNXT)ZERLET,
4. [AFJITIL—=71RAVY TR VARNT, OJ2RTIdE0O07T7IL—TZ2BRLET,
CloudWatch A2V =)L THLWAT TN —TZERTHEETEET,
5. [Save changes] (EEORE)ZIVYILET,
AWS CLI

OJRKREF. Z2FAL TRETEEXT AWSCLL,

ZEALTOJRRERET S ICIE AWS CLI

ZEALTAWSCLL, XOONY REZRITLET,
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"Statement": [
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"Action": [

"logs:CreatelLogDelivery"”,
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"logs:DeleteLogDelivery",
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--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
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{
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message: {
query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",
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group: "test-alert",
namespace: "test",
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}
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queryType: "range",
start: "1683308700000",
end: "1683913500000",
step: "300000",
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ENZVEEROEE. REBENLEITIVS D TLRICEISKTIARNERELETN. XKNUJAD
ARNL=AJAR2BIREIREGNRETT, ChSOTNTRIANBIHEOFMICIOVT
I&. Amazon Managed Service for Prometheus DEER—2 0 "Hl&, 25BLTLEE,

AARZHIBTA2REOLEZFMATIN? ESTIIFE)IAKIDA
NeTFd e TERTNL?

FEAEDHBERIZEST, JAMOKREBLDEWMY)IAKL =TT (XMNJITADANL—2TRD
WEEBA), BVIAKL—RETHFBICE. NEHEEZEKS TS (NEBREERELTS) L, BYIA
T IOT4T7B32)—X0OHELELLLET,

dL92a>I—2Iz 8L 9232 (ALAMEV YD) BREEBYR I ENTESE

9, Prometheus —/N\— (Z—> T2 M E— RTZE1T) & AWS Distro for OpenTelemetry (ADOT) T
LOZ—0OMEAE N scrape_interval REZ T R—KLTVWET, flAE. REMBRZ 30¥HS
60 MIZHEX T E, MVWIALDFERHEN ¥RLET,

<relabel_config> Z{#MA L T, Amazon Managed Service for Prometheus IZJAfEEh2d X K1)
DARBTAINRI T TBDEETEET, Prometheus T— IV ROREICS IT2BIXRILA
[T OFMIZ DOWTIE, Prometheus R¥F 1 X2 M ® https://prometheus.io/docs/prometheus/latest/
configuration/configuration/#relabel_config 2B L T & L\,

DIVIAANZHIBTAREOFEEATTHL?

JTVUIANE, REBEAESDTIILOBICEIEET, VJTUOHEZK<IZE&, JIVUIARL
ZHIHTEE T,

JANCHEITZERIFATITA? 207


https://aws.amazon.com/prometheus/pricing#Pricing
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
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DIVIAANCREFELTVR VIV ZKL)FRICEETSICE, T 25RBLTLKEE
U Amazon Managed Service for Prometheus TO U L) JA N DEE

XNV OAORERE2E< LEEES,. G5 EREOHEIRIC 2 &
VEITH?

REFPEZEMIZD LR TERIN, TRIEL >TIAAMREBELHHRENDARMEEEALED
WEEA,

D= AR—ADRFHEZREIT D FELCODVTRE, TD—JAR—ADEE, Z2ZBL T
W

72— RIJITVOOARNZBSHMZABDICEESTIhELVWTTA?

TZ7—hI&Y, F=RIXNIBRITUNMEREND-H, JTUOIDARBEBRLET, 7Z—b
OIVIVZHEBILL, JANZHB IR EHICEATEIHBEZVS OPBNALET,

« Amazon Managed Service for Prometheus 72— N O£ - Amazon Managed Service for
Prometheus ADT 5 — R AT LDBE., ABH—EAREROTRAZEVTA—V—2%
=232 OXNIORZIOIVTRI-Y, MEESHEFLESTALZEMTS -HICEMD Y

TUNFBEIRDHBENHGVET. Sl STRAMDOLHD Grafana TOTZ—KFEFH
F9, ChiCkY, JRANNF IFBLULEICEZZHBENH V) E9 ., Amazon Managed Service for
Prometheus O 72— N H&EILENTHY, ZRPROIVIVHTEITAMEMESMHEZRRALE
T

AT Z— KR ATALATIREEL, Amazon Managed Service for Prometheus D XA 74 7 75—
NeFERITZEE2HBHOLET,

« P77 NEROKENL -7Z7—rOIOIT)ZKRENLTD 1 DOBFELLERL. BBHEFERZ RS
I52&ETT, 1"“&6_'71')’&%???6 T—=ROFH2TE, TIN50 LICDHLE
Tha5EE. HHEFEREZR<IZDE, 77— hNOIVIVIIARN 25501 ICHENTERT,

s REBILY INYIOER-ITIUDOILY INY T T4 RINFSREVRE, &YELDT— '}'l?b"'
WMFEh2d0, VJIVOIARBAELT, PromQL VTUDILY VINY T4 RIA,

TR EBEETRT—RIIBIB YA XA THD L Z2BELET. HIREF. XDIL— )L'Cti\ E:
108Dy INY T4 RIFEENTVET,

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
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for: 2m

expr Z avg(rate(container_cpu_usage_seconds_total[5m])) > QO ICEET D&, ¥
TUOJARNZHETEET,

—MREIC, PZ—RNIL—IIZHEL, Y —EALCREZXARNIIATTZ—MARELTVWB L%
BALET, BICKREOBBEELEIITI—h2EMTZHEE. BUX NIV IVAREZERUEHREZR
HIDEUX RNV IAREBROTZ—NIERBIZD TR ZEBRLTLES CENKLSHBYET,
TZ2—RNOTIN—THERICRETDCENZVEERE., T7—hEeKEL, IXTOTZ—hKE
BOBVRSICTRENTERT,

LEQOHREEGE, JANZHIBIZDICRIEET, JENICE, SATLAOREBZERIZIH
DEYNBTZ7—h Y FNEERTZICERLTAANEDONT L AZMBVLEN B ET,

Amazon Managed Service for Prometheus TO 72— MOFMIZODVW TR, "T77—hYXZ—
< v —% £ L T Amazon Managed Service for Prometheus T7 52— KN ZBEBH L VEHIXT D, &
SRBLTLEEV,

BREGVOTCERBTEETA?

& AWS AR AWS Cost and Usage Report ZIEB# L, FEREBERAICTHV MCBEENS TSN
EHEBREERHALE T, FMALCOVTE, AWS TJRARNEFRAMRRLAR—NEGF) Z5BLT
<EZzW, AWS " JARNEFEARRLAR—RNI—HY—HAR D 7,

AARMDEZZVJICREDIDSBANI D AZFEATEERT
n?

BY)IRABX NI O AY > 7 )LIE. Amazon Managed Service for Prometheus D% 1A KN RS A
N—TTF, BERYRAEFND Y TIILOBRICE >TABEREN RESZH, MYRAKNEZ—2E2FEZ
BYVITUTEBRITBDENTAXRTT,

AWS Cost Explorer l&., Amazon Managed Service for Prometheus ® 1A R ZE_X 2T 3578
DEETEDFEHRRTT, CostExplorer 2 EZZV>J LT, BMYWIRAEN LY TN ZELEHD
T4 X223 2IZH 2% Amazon Managed Service for Prometheus ® A ~ O & & day-by-day{&
MZEWRTEET, AWS OAMEEREZFEATDE., SHNZ—20FHLBEVWELETEZRD
IR EETEERT,
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/getting-started-ad.html
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IngestionRate XKUYV AZFERATSE, JANCEZBRIZEVIA&DOERZEZX) T
THLEHOMBAENRHEENET, ZEMOX KNI U AIngestionRate& U THEAT I FIRIFIX
NEHBYTT,

« D—DAR—=ALRINDEF -TAHIYMLRILEFTELS, T—UAR—AZEICRYAH%ZE
EZRVTLEY,

c ZEHMABABRE-VTILEZALDA VT A NEBDLHIC, BYRAKNEZ— Z2REEMNE L
(& minute-by-minutelB L £ 9,

« JOF7 VT4 7EZRY>2Y - CloudWatch 75 —LZREL T, BRICRTENDHICEAED
SEERHELET,

® Note

IngestionRate &, DT—PVAR—AHEVYOIANEERE, FLEFEEHEIRANDOREE Y
ICERATEETH, 100% ERTREDYEBA. K1 DBRTH TV TENEFYL —
NIngestionRateZW|ETH LS, CcOL—KMICHEZN TR E, BVIAEh YT

DEBBHTRAEL, ELENFBSNET, &S5IC. Amazon CloudWatch ®F—XREFR

)—F, BEOVIV) TCHERATEDFHMEEICEEL., 63 HULZBL 7—2 & 1 KERBR
ICHIREhET,

CloudWatch (2 & 7% Amazon Managed Service for Prometheus X MU ZANEZXR U > J O
IC2WTI, TCloudWatch X k1) 2 A% H L T Amazon Managed Service for Prometheus @ ')
V—AET_R)V09%, #25RBLTLEEL,

TOAARZRRITDICEEDTNIELVTT A AWS Cost
Explorer?

Amazon Managed Service for Prometheus JANDFEETEZBHRIIRE LT, . BRBS KT —
TAaVEHNBENERT—FEEH, BIAFE N Amazon Managed Service for Prometheus >/
TIDEREBOFERERE & RS AWS Cost Explorer Z12#t L £3, HIEH5EREE & day-by-day]
A NMEEZ I Cost Explorer ZEAL £ 9,

Amazon Managed Service for Prometheus ® JA N Z RT3 CI&:

TAARNZERRTDICFES TIIF KWV TTH AWS Cost Explorer? 210
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7 2t A AWS Cost Explorer

1. AWSNRIAZRIOAVY—=NIZHLZA4VLET,

2. Billing and Cost Management # v 2 21 /R— RICBEL 7,

3. EAOFES—>3>2XZ1—H5S Cost Explorer Zi#IRL £7,
4. CostExplorer—% 28 (1O THEATHHE) ZBRLET,

LR—KNZRETS

1. BEEEEAEOERBB (2025 F3 A~2026 F 2 ABE) CRELET,
2. 714)0E—T, UTZEBRLET,

« B —EA: TAmazon Managed Service for Prometheus; ZiEIRL £ 9,

« AR A 7" MetricSampleCounty Z7 1 LRV TLT, Y27 I)ILOWMYiA&EEZDBL
£¥9,

F=R2OTIN—TILERTR

1. Groupby T, V=23 &BRLT, V=23 EQJANEFERARRT—RERRILE
9,

2. EEORENLBETST., FTNFEITS7. FEET—TI) Z2BRLET,

3. BRA #BRLTLAR—PMZERLET,

T—BEDITIAR—N(FT>32)

1. BLBCH2FT7O0—-—RCSVZEBRLTF—RZIIVAR—KLET,

2. CSVI77ANICRK, BREPB, V-3, FARA7, FRE. EAKE EREhH2 7
LE) AEENET,

® Note

Cost Explorer — X IZIFBE 24 HEDEZEN HV)ET. HRFOFRBEH., 7—XEEH
ETHRATEBVEENf BV ET,
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1TARCEYAFTFNEY D TIIOREFAREITZICEES ThIFLL
TYH?

AL T, Amazon CloudWatch ®IngestionRate X NU OV RAZFEHAL TRYWIAENEY T I
NHEBLTOHEFETE ET AWS Command Line Interface, —hik, EADEREEZEEL .,
D—DAR—AZHEOFERANEZ—2 ZBHBITDDICKIEET,

BY)ART—REWMETSICIE:

aws cloudwatch get-metric-data \
--region your-region \
--start-time start-timestamp \
--end-time end-timestamp \
--metric-data-queries '[

{
"Id": "el",
"Expression": "SUM(METRICS())",
"Period": 3600
.
{
"Id": "wsl",
"MetricStat": {
"Metric": {
"Namespace": "AWS/Usage",
"MetricName": "ResourceCount",
"Dimensions": [
{"Name": "Service", "Value": "Prometheus"},
{"Name": "Resource", "Value": "IngestionRate"},
{"Name": "Type", "Value": "Resource"},
{"Name": "Class", "Value": "None"},
{"Name": "ResourceId", "Value": "YOUR_AMP_WORKSPACE_ID"}
]
.
"Period": 3600,
"Stat": "Average"
}
}

] 1

X~ RiFIngestionRate, 1 ¥H LYV OY D TIBTRHEE AL 1 KESHLEY OFEEZRL E
To 1DPAICHMYIAENES D TNOEBLTOHREZFETDICEK., 1 HEAHLYOTF—FRSA U~

1ARICEYRAENEY D TILOBEHETBICEESThELRVWTTA? 212
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2 3600 (1 BB ORE) 27T, TOBEICERYAEREY TN ZRBL, 1 AAOTAN
THO 1 BB DEFEE5TLET,

Monthly samples = X (hourly IngestionRate average x 3600)

e, 1 HET 1 ®&HV)FEE IngestionRate 500 2 TN RENZHE. TORREIY
500 x 3600 = 1,800,000 B> 7I)LICHFESLELE, ChZzAD 1 BEAZEICRYIEL, BRESFL
THEBRTOABIMY) AKBEZRELEXT,

FENTA-A:

« Period: 3600 (1 BfE/%)

« StartTime: A%l (#l: 2026-02-01T00:00:00Z)
- EndTime: B (#l: 2026-03-01T00:00: 007)
« Stat: F¥5

D—OAR—A IDsZRBRETBICIF

aws amp list-workspaces --region your-region

D—OAR—AID ZFEALTXRNIVORZT7 4BV TL, V=232AOINTO
Prometheus VY —AZ&HNTHNTREL, BETNET—VAR-ADT—ANDHERRLE
EE

BEIDARNDHICEEDISBTF—ROFMEZFERATERTIN?
Amazon CloudWatch O F—XREFRV> —&k, BEIV IV THEATESHFMAEICFELET,

« 15 BRFENDT—X: 1 7ERTY I % (Period: 60)
-« 15~63 HZBOTF—X:5 7ERTYU I Z2E1T79 % (Period: 300)
- 63 BZEADT—X: 1 KEBRKICHR (Period: 3600)

63 HZHBAPBRES M DIFZS. CloudWatch FBBNICT—2Z2&E 1 KBV BTV T
LET. 63 HULZBLIEADEREERTZEEE. REAEVNOEHT—XEFERITIHEND
WET, BRIYTIFHETER. ChsoBEYEET—XRANEERAL, &EZEFLTT1 A
A24kT 3600 2@ TE T,
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CHORENETR. dVF—ROEREHTIEAELS NEEV IngestionRateZBEH T2 EHICE
SICIRIABET, EHETEZHERBICOVWTIE, FIC CostExplorer 228 L T &V,

CloudWatch X MU 2 ZADORFOFEMIC DLV TIE. Amazon CloudWatch I—H—HA R, ® "X K~
DO ADRE) BSRBLTLSEETL,

Amazon Managed Service for Prometheus D JARNZE_X 1) >
TIB2LODRANTZ 0T 1 ARMATITH?

Amazon Managed Service for Prometheus D X H Z RN ICEEHS LOCZE LT D ICEK., XOEZ
RV TTS9T 1A ANEREEZBREFTLTLSEE L,

« Cost Explorer Z EHIICEZR VI L TEBOZHERZEHFL, BMYRAEFh YT 2E
CEBOTFAX 3 IChE2OANEEZRELET,

« AWS JARNEERHZABMIZL T, Amazon Managed Service for Prometheus O H O FHIL &
WIARBMICBETE TS —RhEZELET,

s D—DAR=ALRILODEZRI T EMVIAKAINA VO R E IngestionRateD =&H (.
T CloudWatch 7 2 —AZRELE T,

« CostExplorer F—2ZREOIARNDHELAR—MNOEDHICEFHHICTIIAR—RNLET,

AOOBRENBARIVEGLVORBZEETTA?

Amazon Managed Service for Prometheus Tl&, BVIAKEICISU LEEBROMEETILAKRA
TNhTVBS, YHOEAECIANODENFGVRERELRYVET, FHEN LMLOEY) A KB
BIZEITRICONT, QAR TAVET, BVIAAKBEEZECHEOFMIC OV TIEE. Amazon
Managed Service for Prometheus DRBER— 0 T8 E, Z2ZRL T EE L,

(® Note

- EERE. V-3 ATOEAZXNRELTEY, V232 ETOERARNRATT,
FWEVWL—FZEATZICE. V-23a>AOEREN ROBEBICETIHLENHY X
EE

- MMM T AWS Organizations, FEEDOFEARRE., PHUO NI ETRALS, XIAWT
DOVRZEIEFHENET (XRAVTHINEREICHABERTHINTT ), AR

Arrlgg%on Managed Service for Prometheus DA R ZEEZR VT TR EODRANT T VT 14 A 214
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://aws.amazon.com/prometheus/pricing#Pricing
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RADINTOTAIYRNTRYRAENEX NI TAOEF (V=232 H) AMROBEICE
TRE, IRXTOTHIVNOREL—MFESBYET,

Amazon Managed Service for Prometheus D 3 XTNT—T A
R—AZHIBRLEL LD, FERENBERENATVWAEILS5TT, &
S5BO2TVBDNDTL&SH?

COF/BED 1 DOFREMER., HIBRLED— O AR—ALZX NIV AZEFBITBIRSICHEREE NI

AWS XZR—D RATLAN—NDNFEHDZETY, "RATLAN—DREEHIR) OFIEICHE>T
<EZEW,

Amazon Managed Service for Prometheus D T XTNDT—I AR—RAZHIBRLEL A, FEBRENTE 215
RENTVBEDTT, E5H2TVBENOTL&SHN?
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D AWS OH—E A& DFE

Amazon Managed Service for Prometheus &, fid AWS OH —EAEHEENET, O

2 3 Tl&., Amazon Elastic Kubernetes Service (Amazon EKS) JARNEZ&X ) > J (Kubecost &
f£H) £ D#EE &, Amazon Data Firehose Z M L T CloudWatch A5 X M O A&V AT 5%
ICDWVWTEBALE T, £/, AWS Observability Accelerator ® Terraform € 1 —)L £ 7z ld AWS
Controllers for Kubernetes & £ L T. Amazon Managed Service for Prometheus 2t Y K7 Y 7°
BRUOCBEBIDFZEICODVTERALET,

NeEY
« Amazon EKS JARNEZR UV T L DS
+ AWS Observability Accelerator © Amazon Managed Service for Prometheus 2+ Y K7 Y 73 %

« AWS Controllers for Kubernetes % f£ i L T Amazon Managed Service for Prometheus Z & 9 %
+ CloudWatch X ~!) & 2 & Amazon Managed Service for Prometheus D&

Amazon EKS JARNEZRU T EDHE

Amazon Managed Service for Prometheus [& Amazon Elastic Kubernetes Service (Amazon EKS) M
JAREZAR Y (Kubecost ZfE ) EEaeh, JARNE D Z5EL. Kubernetes 75 AR —
NERBILICBETED AP A4 NERMFL FF, Amazon Managed Service for Prometheus % Kubecost
EHRHICFEATRE, EBEMOEVEETCIANEZRIV I ZAT—ILT, KYKBELZITRA
B—ZHYR—RNTEET,

Kubecost & DFAEEIC L), Amazon EKS V5 AZ—OIARNNHIA LK ARtEnET, IT7FL
RIDSTVTAR—LARI, ESICRENILFITARXR—LARIET, Kubernetes A TFARNDK
B TIAANZEHTEERT, BROAVT IR ITAZ—ICELENDLARA—MZERLT, >3 —
NYOEEFEFYy—2NYOOEMNTIAARNZERTERT,

B—OFS2A3—FERINFIOSAZ—NDZF')FT Kubecost EIRETRDFIEZLTICRLET,

c B—OSAZ—ME -Amazon EKS JARNEZR U VT RBE—DIUVTAR—EHETRIHE
IC2WTIk, AWS 7OJ5E® Mntegrating Kubecost with Amazon Managed Service for
Prometheusy ZZBL T &V,

s YIWNFUOFAR—HE -AmazonEKS JAREZ RV T 2BHDOD IS AR—EHRET DI EIC
2V\WTIk, AWS 7OJ =M "Multi-cluster cost monitoring for Amazon EKS using Kubecost and
Amazon Managed Service for Prometheusy 2B L T E&E L\,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
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® Note

Kubecost DERAFEDFMIC OV TIE, "TAmazon EKS 1—H'—HA Ry o TOAKNEZ
2T, BSRBRBLTLSEETL,

AWS Observability Accelerator T Amazon Managed Service for
Prometheus 2t Y K7 Y 793

AWS (&. Amazon Elastic Kubernetes Service (Amazon EKS) 77O TV hOEZX VY, OV
B, 75—, BV 1R=—RBEOATHF-NEVFT4Y—)LZRHELET, <hlllE, Amazon
Managed Service for Prometheus, Amazon Managed Grafana, AWS Distro for OpenTelemetry,
ZTOMOY—IHNEENET, ChSsOY—ILZ—RHICEALPIKTILEHIC. &F. 77—
NEUFAAWS TIOEFL—EF—EHEND ChSOY—ERATATIHF—NEUT 1 ZBRETD
Terraform €2 1 —)L AWS Z1RHL £,

AWS Observability Accelerator (&, Amazon Managed Service for Prometheus A® 2 DO L 2
S—7O77ALFABEEhTVET,

¢« NEX—TIRXARKNUDA(I—2 T ML A)-Amazon Managed Service for Prometheus 1L 7
B—ZEALET, chiF, 77AFZ—OABTERITEIAD7IIIR—IJREOI—-JITVRNLA
AILAN—TY, EBIRDOALIVX—RY REHWEBA, XKNVTAD &,

s ILTIYZR—T R -UFTAZ—ICZ Helm ZH T OpenTelemetry Collector 27704 LF 7T, XK
U A, KL —A (AWS X-Ray). 0% (Amazon CloudWatch) Z4R— KL EF,

CDEVIIUTR, HEShD I - NLAT7O-—FASHHT, MAEOAT>3a>IcoV
THALET,

Terraform 7> 7L — N EEMBFIEIC DV TIEE. AWS Observability Accelerator for Terraform @
GitHub R—T ZZRL T EE L,

il HR SR

AWS Observability Accelerator ZEA T S IC1k. BEFED Amazon EKS V5 AR —& ., LT OREIES
HHFBETT,

« AWSCLI-OX >V RZA A5 AWS e Z RO H T EHICEAEThET,
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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« kubectl - AN RZA NS EKS VTAR—ZFHIHIT D LEHICHEAETNET,

« Terraform (>=15.0)- DY) 1—>3a>0OUY—ADOERZBEELTIEHICFRAEhE
9. AWS 7 H 7> MAT Amazon Managed Service for Prometheus. Amazon Managed
Grafana, IAM ZHERB LT ER TR LOOT IV EAEZR D IAMO—)LZ AWS 7O/ X —
RETIHLENHVYET, Terraform AD AWS 7ONA X —%BRIT D FEDOFMMICOWVWT
(&, Terraform RF 1 X K® TAWS Providery 2B L TS E&E L,

REF=—IJRARNVIGA(I—CTRLRA)DHIZERTS

ZOHITIE, Amazon Managed Service for Prometheus L 2 2—% AL T, JILIX—KY R
ZF7O4 189 (C Amazon EKS 75 AX—AS Prometheus XNU O AZRIVLA7LET, L
DB—IC@. 2D20EBBTRATFEVTA—V—2IIDBLEL2D2OHTRY RIFBETY, F
HIZDWTIE, GitHub ® eks-amp-managed Ol ZSBL T &L,

TI—IRNLAAVTIZARZOFYEZRY Y Terraform T2 12— )L 2 ERA T3 ICIE

1. 700K TZ7AINE—HAS5, ROOAIXV REFEALTVRZ NV ZIO0-2LE
EE

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. XOOAX RZZETL T Terraform Z#HLL £ T,

cd examples/eks-amp-managed

terraform init

3. #LW terraform.tfvars 77 /I Z4ERL. LT OHIZEFERL £, Amazon EKS V5 A
F—OAWS )—23a>, O9FAZ—ID, VPC XY ND—0O0iFlzERALET, AL OVX—
CE, 2D0DEBBTRATGEVFTFA—V—2ICHPBLEE2DOHTZY NIHKRETT,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

# (mandatory) Subnets for the managed scraper (>= 2 AZs)
scraper_subnet_ids = ["subnet-aaa", "subnet-bbb"]
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https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/eks-amp-managed

Amazon Managed Service for Prometheus J1—%—AH4R

# (mandatory) Security group allowing scraper access to the EKS API
scraper_security_group_ids = ["sg-xxx"]

4. {FMH9 % Amazon Managed Grafana 7—9 AR—AN B VHERFERLET. HILLWI—U R
R—AZERTDFEICDOVWTIE, "Amazon Managed Grafana User Guides @ "Create your
first workspaces ZZBL TS EE V),

5. ANV RZATHROIOAI > REERTL T, Terraform T Grafana 7—J AR—A%ZFERHT 3 1=
DICMBER 2 DOEHREERLET, grafana-workspace-id &, Grafana 7—9 AR—A
OIDICBEBRZET,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. (F7°>3a>)BiE®D Amazon Managed Service for Prometheus 7 —9O AXR—A%ZFERH T3
ICiE, XOBIOKSIC terraform.tfvars 77 A J)LIC ID ZEBIL £ T, prometheus-
workspace-id & Prometheus 7—J ANXR—A D ICEEZ#MAXT, BFOTV—UAR—A %
ELBEVEEE, LV Prometheus 7—J AR—AN BB ICERENET,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ROV RZEALTYV1I—232%2F70O0/4LFT,

terraform apply -var-file=terraform.tfvars

chIZRY, UTZEC VY —ANAWS THI Y MCEREIhET,
« # L L Amazon Managed Service for Prometheus 7—J AR—A (BREDD—V AR—AZFEAT
BIHFEERRL),

« Amazon EKS V5 A& —H 5 Prometheus X NU DV RAZRVLATITBELDICEREENE
Amazon Managed Service for Prometheus AL 9 X — (T— T RLARILAN—),

- Amazon Managed Service for Prometheus 7 —%2 AR —AT®M Prometheus NFE&TFE T T — b
L=,

* kube-state-metrics & node-exporter I&. 1 > 7ZARNTZIOF ¥ XNU T AAIC Amazon EKS 75
AZ—ICF7O01&EnET,
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« Amazon Managed Grafana OBREDT— I AR—AADHFLVWF—FY—R A YT 1R—R,
A v < 17R— Rk EKS Monitoring D FICRRENET,

KRE: )L 7Y %— R OpenTelemetry Collector

NL—R, A7, EEAL V23 NAT7Z420 2T IlHBIT2XENf 258, L
JXZ—JR7O77A4INZFEALET. chiZ&V), Amazon EKS 75 A& —IZ Helm & H
T OpenTelemetry Collector A"77°'0 4 & 1, Prometheus X KUV A& AU L 4 7L T Amazon
Managed Service for Prometheus IZVJ) E— R EZIAHKTDI RS IZEEENET, £, NL—RA
(AWS X-Ray) &A% (Amazon CloudWatch) £ HR—KL TVET, FMIC DOV TR, GitHub ®
eks-amp-otel DBIZSBL TS EE L,

I T7XZR—2 R Terraform T2 12— )L Z2ERAT3ICIE

1. DR NDZERO2O—>2L, Terraform Z#HLL F T,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

cd examples/eks-amp-otel

terraform init

2. #¥LUW terraform.tfvars 774 I)L&ERL. LTOHlETZRL EFT,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

3. XZR—IRXKNVIADHIERBUARTY 7ZMEAL T, Amazon Managed Grafana 7—%2 A
KR—ZE APl F—%BELET (LRORT YT 4~6),
4. ROIAXVREFEALTYVI—23a>&2F7O040LF T,

terraform apply -var-file=terraform.tfvars

R, AWSTADYRNZROIVY—ANEREhET (-T2 NLAT7TO-FERE
Y, ALIVEZ—RBIVTAXR—ATRITENET ),

- Amazon Managed Service for Prometheus 7—2J AR—A (BEEE N TVLWARVES ),
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s TF—RY—REA YT 1R—REfEA = Amazon Managed Grafana 7 —9 AR— X,

« Amazon EKS V5 A& —0 Helm #HBATF 7 04 & h iz OpenTelemetry Collector, Prometheus
XNUORABEAIL A7 L. Amazon Managed Service for Prometheus ) E—REZAK TS
LOICEREENTVET,

« OpenTelemetry Collector DH—E A7 A2 K~ (IRSA) ® IAM O—)L,
NATZ42% AWS X-Ray ICRL—ALET (F7FILNTE) .
« Amazon CloudWatch [c/N1 7’54 &2 OJICEBBRLET (F72ILNTENM) 6

g“y:/:’-iﬁ— I\“a):\s—%/j__\o

FLWAYS 1R R—RERRTSIZIE. Amazon Managed Grafana 7—J AR—ATENA Y S 1
R—RZEEXT, 1 VT7FANTIOFvHA Y 1R—RIE Terraform [C& > TEEBMNIC7OED 3
Z2J&hFET, Amazon Managed Grafana OERAEDFMIC DOV TE. TAmazon Managed
Grafana User Guides @ "Working in your Grafana workspace; ZZ 8B L T &L\,

AWS Controllers for Kubernetes %Z £ L T Amazon Managed
Service for Prometheus Z B2 9 %

Amazon Managed Service for Prometheus &, AWS Controllers for Kubernetes (ACK) & &

. AmazonEKS D=V AR—A, 75— KhIZX—D+v—, I—F—DVV—-RAOEBZHR—K
LE9F. AWS Controllers for Kubernetes H AR L)Y —AEZ (CRDs) & X4 7 1 7 Kubernetes
FT2TONE, VFAZ—ADVY—AZEELUEBLSTEFERTEET,

CcOtEo>a>Tlk, BEIFED Amazon EKS U5 A& —T AWS Controllers for Kubernetes &
Amazon Managed Service for Prometheus ZFE T2 HEIC DOV THALE T,

AWS Controllers for Kubernetes #3871 L . Amazon Managed Service for Prometheus i ® ACK ]
YhO—Z—2BNTB7AJREERLEETEET,

Bl R SR AF

AWS Controllers for Kubernetes & Amazon Managed Service for Prometheus & Amazon EKS 75
AB—EHETRHEIC., ROBRZHENVBETT,

« Amazon Managed Service for Prometheus AWS 7 AU N & IAM O—=)LZ 709 Z LTI
KITDICE, BEFEO SR TOELAFANBETT,

AY S 1R—ROETR 221
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+ OpenlID Connect (OIDC) ZBMIC L BE7F D Amazon EKS V ZAZ—HNRHETT,

OIDC A"EMTHEWES., XROOAX REZFALTEMCTRHENTEE
T YOUR_CLUSTER_NAME & AWS_REGION &, ZAHDO > MW UEHBEYBEICEERITLSE
=L,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKS T OIDC 2R T2 FEDOFHMICOVWTIE., "TAmazon EKS 1—H'—FHA4 R, D
FOpenID Connect AT TATATANAZ PS5 I0FAZ—QA—HY—%RiAT2, &
ZAZ—F®OIAMOIDC 7’O/NA Z—D/ERK 1 BSRBLTLIEEL,

« Amazon EKS 75 A& —IC Amazon EBS CSI RTA/N—ND A AR—=ILENhTVBIHLENfHY E
EIS

« AWSCLIAMVAR=ILENTVWAUENHYET, AWSCLI Ik, AN RTINS AWS #
RBEENVOHITEHICERAETNET,

« Kubernetes D/NY T—IXZX—2 4% —THD Hem HFAM 2V AR=—ILEhTVRIHBENF HYET,

« Amazon EKS 95 A&Z—T, Prometheus D1 RO—=)L7L— XNV OAN Y NTYTEh
TVBRENFHYET,

c FILWIO—DOAR—ANSDOT Z— N DEFE % E %S Amazon Simple Notification Service
(Amazon SNS) REY INFBETT, REYIICXYE—DREETDEHOT I EAFAN
Amazon Managed Service for Prometheus ICfF5Eh TV\D & ZHBRRBL T EE L,

Amazon EKS V5 AR —NEL<KERE NS, kubectl get --raw /metrics ZHUHL
T. Prometheus AIC7 #—X Y RENIEXNU IO AZHETEET, <N T, AWS Controllers for
Kubernetes ¥ —EAJ> NO—Z5—Z A2 AM—J)LL., ThZEHAL T Amazon Managed Service
for Prometheus Y —AZF7 04 D ER/IFNBEVEL 1=,

AWS Controllers for Kubernetes Z AL D —O AR—AOF 704

# L LY Amazon Managed Service for Prometheus 7—2J AR—AZF7O4 352k, AWS
Controllers for Kubernetes A RA—Z5—%& A4 2 AR—=)LL., ThZFEALTIT—TAR—AZER
LET,
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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AWS Controllers for Kubernetes Z £ L T#H L L' Amazon Managed Service for Prometheus 7 — %
AR—AZTF7O/4TBICIE

1. TN REZEITL, Helm ZH L T Amazon Managed Service for Prometheus —E X
O hO—5—%ZA4A2ARN=)LLET, FHMIC DV TIE. GitHub @ Controllers for Kubernetes
K+ 1 X2 ~h® "nstallan ACK AWS Controllery 228 L T & W\, region [Cl&, us-
east-1% &, ATALICELEV—2ar aFEALTLSEZL,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | jgq -r '.tag_name | ltrimstr("v")'"

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

LES<TRE, RUZERITADESIBL AR ANRRENET,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

F723>T, ROON RZHEHL T Controllers for Kubernetes AWS 1> RO—Z —A1IEH
CAVARN=IENECEZBRETEET,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

chiZkV), O MNO—F— ack-prometheusservice-controller ([CB8T 2 1EHR
(status: deployed B &) NMIRENET,

2. workspace.yaml EVWSHEHD T 7 A I ZEHKL ., ROTHFANZRRLET, ChiFk. X
TRV —VAR—ADBREE L THEAETNET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

D= AR—AOF7O4 223
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name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:
ClusterName: EKS-demo

3. ROIANVRZRITLTIV—VAR—AZERLET (COOXY RTR, ATYT7 1 TREL
EYATLEBAERENET),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

LIFs<3sdE, PHU2 M my-amp-workspace EWSHLWI—TIAR—AN KRS h
9,
RDIAR > RZEITLT, T—OAR—AIDBEDIT—DAR—ADFHME AT —R A TR

LET, £h&E. Amazon Managed Service for Prometheus 1V —)LTHL VWD —0 AR—
AEHRITDEETEET,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
FLWI—IAR—AEERTBRDYIC, BEDT—VAR—AEFATBLEET
2FT,

4. ZDHETHERT S Rulegroups & AlertManager MEREEL T, 2 DOFL WV yaml 77 1)L & LA
TIERITHRETERLET,

RDEREZE rulegroup.yaml & UTREFELE T, WORKSPACE-ID &, BIDATY 7 THER
EO)—OAR—AIDICBEBRZIET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:

name: default-rule
spec:

workspaceID: WORKSPACE-ID

name: default-rule

configuration: |

groups:
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- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =

{{ $labels }}"

IXRDEXEZ alertmanager.yaml & U THRFEL E T, WORKSPACE-ID I&, BID AT YT T
BRAELETD—VAR—AIDICEBEMAE T, TOPIC-ARN ZBH%ZXIET S Amazon SNS k
EYO®OARN ICEE#X, REGION ZFEAPO CEEHX AWS V-3 2 £9, Amazon
Managed Service for Prometheus ([, Amazon SNS REY JADT VL AFANUETH D C
E2ThBVWTLSEE,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
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- topic_arn: TOPIC-ARN
sigvé:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(@ Note

CNSORET7AIINOERXOFMI-OWVWTIE, "RuleGroupsNamespaceDatay # &
* TAlertManagerDefinitionDatay ZZ8BL T & L\,

5, ROONYRZRITLT, L—IIIIN—TETPS—MNZ—r+—OREZERLET (D]
NV RTR, ATYT 1 TRELVESATLERBNERAEhET),

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

LESKTREEENBMCEYET,

® Note

)Y —REERTEDOTELELSEHRITREEE. yaml 771 I)LEE#FH L. kubectl
apply ON > RZBERTIDEFTTY,

DY —RAZHIBRTSICE., ROOYX REERFTLE

¥, ResourceType &, HIBRTBDUY—ADRATEL

T. Workspace, AlertManagerDefinition. RuleGroupNamespace O W\ T hhH
ICBZEMMRAE T, ResourceName &, HIRTBDVY—ADBRICBEZEHMAET,

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

AT, HLLWIO—IAR—ADTFTOMRTETTT. ADOEI>IVTRER, COT—TAR—AIL
ANV RAZREFEIDLIICITAR—EBHIDHEEBALET,
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Amazon Managed Service for Prometheus 7— I AR—AICEZIAL -8
M Amazon EKS U5 A X — DK

OtV 3a> Tk, Helm Z#EAL T, Amazon EKS 75 AZ—TR{TE N TS Prometheus %
BRL, BI0otY> 3> TERL = Amazon Managed Service for Prometheus 77— AR—AAD
XRNVOADV)E—RTEEIAKZETOREICODVTHALET,

COFIETE, XMNVIOAOERY)AKICEATILEHICERLEZIAMO—ILOZRABETT,
FEERLTVWEVESEE., "TAmazon EKS VT AZ—NDS ANV OAZEY) AT ZHOH—E
AO—)DERE) Z5RL T, FHEFIEZERELTKEEV, ChSOFEICKS &, amp-
iamproxy-ingest-role £WS IAM O—I)LFERKEhET,

Amazon EKS 75 AZ—% 1 JE—RNEZAKAILEBRTDIZIE

1. ROIOXV REFEHALT, 7—IAR—AN prometheusEndpoint ZEEBL F
¥ o WORKSPACE-ID &, BIDEIZ A2 THIELET—JAR—ADICEEHRRAET,

aws amp describe-workspace --workspace-id WORKSPACE-ID

BE N2 &ERICIE prometheusEndpoint A" EFEh, AOKSBERICEYET,

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-acl1234567890/

BOATY T THERATRLEDIC. COURLEZREFELTHEET,

2. ROTHFANTHLOVWI 7 M) ZERL, prometheus-config.yaml &\W\S HZHEZ
TE T, account BBDPDTHI>KNIDIC, workspaceURL/ & 5EF EMFRL 7= URL
2, region G AT LAOQHEEAWS V=232 ICEEMAET,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigv4:
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region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. XM Helm Y>> RZEHEAHL T, Prometheus DF¥—KE., BRIEBOZE. F¥yr—rD/N—
oaAavaEBRELET,

helm 1s --all-namespaces

CCETOFIBEICEILS &, Prometheus FY— RN EBRIZEICIEF ESE S5 E prometheus & L
SEMIAMMfTVTVNT, F¥r—rON—232F15.2.0 DKSICHEYET,

4. BIODATY 7 THERELE
PrometheusChartName, PrometheusNamespace., PrometheusChartVersion ZfERAL
T, XDOX > RZEFTLET,

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

BoRIZ, TYTIL—RIRBLECEZRIAYE—DHFRRENET,
5. ZEIZHUT, awscurl &AL T Amazon Managed Service for Prometheus T R7RA > ~

COTVERRITLT, XRVIANEEICEEENTVWD L Z2BEBLE T, Region ZFERH
AWS U—>3 > O |2, workspaceURL/ Z#ATY 7 1 TROWIZURLICEZEMAET,

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

chT, YAML 774 ) Z8EE L THEMAL T, Amazon Managed Service for Prometheus 7 —7%
AR—AZERL, TOD—IAR—AIZ Amazon EKS VS AR—HD SEHRTDENTEEL
o ChEDT77AINEHAZRAL)Y —AEZ (CRD) EFEN, Amazon EKS V75 AZ—RICEE
ENEI, AWS Controllers for Kubernetes 1> RO—F—&FAL T, 9T AX—HLS5FTXNTNH
Amazon Managed Service for Prometheus )Y —AZ BEEEBTEE T,

JE—REBZAKDLEODISTAZ—DER 228
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CloudWatch X kU 2 A & Amazon Managed Service for
Prometheus D#fEE

TRXTDOXRNIVIORAZ 1 APFRICEE HD EFEFITT, Amazon Managed Service for Prometheus
l&. Amazon CloudWatch X k) O A Z BEIMICIFEVWIAGEE A, 7272 L, Amazon Data
Firehose & AWS Lambda Z A 9% &, CloudWatch X k1) 2 A% Amazon Managed Service for
Prometheus IC7°Y < 1 TEE Y,

cOtY>3a>Tk, Amazon CloudWatch XU AARNU—LZEAZARNILXY MY
L. Amazon Data Firehose & AWS Lambda %Z{£ /A L T Amazon Managed Service for Prometheus
XMV ORAZMYRATCHECOVWTHBALET,

SFVFAEBEETEANL—232FBHIC, AWS Cloud Development Kit (CDK) ZfEA L T
AZY %Y N7V 7L, Firehose BIf§ AN —LA, Lambda, Amazon S3 /N7 Y hEERKL E
9,

AT ZANTZIOF ¥

FT. COLZEDAVTZARNTOF v 2Ry NTYTITRRENFHYET,

CloudWatch X UV RAA RN —LZEATRE, ARU—IVIAXANIVIAF—R%Z HTTP I R
KAV NELEE Amazon S3NT Y MZEETEET,

AVTZARNTIOFYTOEYRNTY T, RO A4 DDATY T TEBRENET,

- HIRFHZEBATD

« Amazon Managed Service for Prometheus 77— AXR—AZEK T %
- MEEREAAN=-ILTD

c AZV O RTFTO4TS

BIRRSAF

« AWSCLIAREICA VAR —Il&Eh, BHREhTLSB,
« AWS CDK TypeScript A" IREICA VAR =)L hTW3,
« Node.js & Go AIRIEBICA VAR —=ILEh TV,

- AWS #7#—/XEUT 1 CloudWatch X k)2 ZT 9 ZK—BZ— github YR K1)
(CWMetricsStreamExporter) AAO—AILNI VICERE ATV,

Firehose #&H ® Amazon CloudWatch X N1J 2 & 229


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
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Amazon Managed Service for Prometheus 7 — 9 AR—AZER T B IC &

1. cOLEOFET 74— 3>k, Amazon Managed Service for Prometheus £ TER{T&
NET, ROIN> RzZEAL T, Amazon Managed Service for Prometheus Workspace 7 —
DAR—AZERLET,

aws amp create-workspace --alias prometheus-demo-recipe

2. ROOAXRVRZFEALT, D=V AR—AHERE NI L ZHRBLE T,

aws amp list-workspaces

Amazon Managed Service for Prometheus O FF#IIC DWW Tk, "Amazon Managed Service for
Prometheus 1—H—74 R, Z2ZRLTEEV,

KEFEBEREAAN-ILTRICR
1. |EEROAAN=I

aws-olly-recipes URZKNUDII—KAS, ROOAN RZEFALTFALIKNUZ
CWMetricStreamExporter ICEELF T,

cd sandbox/CWMetricStreamExporter

BETE, COFALIRNIVZVRZNUDIL—NERBLET,
2. ROOAXZVRZRFTLT, FALIBMUZ /cdk ICEBELERY,

cd cdk

3. ROIOXY RZER{TLT, COK OkFEHREAAN—ILET,

npm install

4. FA4LIORNUZRDYRZSKNUDI—NIZRLTHAS, ROOX REFHALTFA4LOINDE /
lambda ICZEELE T,

cd lambda

AT ZARNZOF Y 230


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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5.

/lambda 7 #I)FICBELES, XOOX RZFEHAL T Go NkEFEEZAM AN —=ILE

EE

go get

CNTIXNTO{EERS A ARN—IEhIL I,

AEYVTF7TO4TBICE

1.

)R NJDI—BT config.yaml ZB§& . Amazon Managed Service for Prometheus 7 —
DAR—AURL #2ZEL T, {workspace} ZHLKHERLET—IOAR—AIDICEEHAE
T, 58I, V=232 &ZEL T, Amazon Managed Service for Prometheus 7 — %9 AR —
ANHD)—avaBELET,

BIZE, ATOBRZEELXRT,

AMP:
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region: us-east-2
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TO4chEd,

AZYDIHBEEEND IAMOEEZ#ELTHEREL, F7O0/4Z2ZETLET,
(A7232)ROOARXV RERITIDE, ARV INERENI-CEZRRETEERT,

aws cloudformation list-stacks
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CNTXRND I AZMET D Lambda BEBABREE 1 /i=®D T, Amazon CloudWatch A5 X KU A
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CloudWatch XN AARNU—LZERTDICIE
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streams:streamsList) ICBEL., [ XNV I AARNI—LDOEKR] ZFBIRLET,

2. BEBANVIAZERLET, INTOARNVIRAZERIZZELE, REDEMNZBASD
ARNVDOADHZBRTZDEELTERT,

3. Configuration T, [FAVY MFIEL TV EEFD Firehose ZiBIR] ZBIRL F T,

4. CDKIZ& > TUBTICHERE N iz Firehose ZfEA L £ 9, [Kinesis Data Firehose A K1) —A
ZER) ROYTRZIT, UAICHERUEARN) —AZEBIRLET, <hlE CdkStack-
KinesisFirehoseStream123456AB-samplel234 O &S K BRAICIEY E T,

HAOFEHX%Z [JSON] ICEELXT,
XRVOAARN)=LIZHDAYRTVERZNFTET,
I XNV AARNY—LOERK] ZBRLET,

(7> 32) Lambda BEBOFH L Z#FEET S ICIE. Lambda 1V —)LICBEL T
KinesisMessageHandler ¥ % BIRLET, [EZRV T 27 [OJ19 727 %8Rs
&, [REOHTHLUIIC, RUH—nTWS Lambda O I KRUNFRREIhET,

© N o O

(@ Note
ROELY [EZRV VT RTICRTENDELSICBDIETIC, ZATEZREN LS
CENBYET,

<N T, Amazon CloudWatch #*5 Amazon Managed Service for Prometheus ICX KU AH A B
)= 0&EndKS5ICKVEL L,

oY= T
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VI—R&0)V—=2TFY 7920

1. F9. XOOT> REMFEAL T CloudFormation A& Y 7 #HIKRL £,

cd cdk
cdk destroy

2. Amazon Managed Service for Prometheus 70— AXR—A & HIBRL £ 7,

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[0@] .workspaceld' --output text®

3. E#IZ. Amazon CloudWatch 1>V —)L % L T Amazon CloudWatch X R 2 AA KN —
LZHIBRLET,
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NBAVTUVICHRTHIEBRZHBIDEENI BVET, £, FATS "TAWSOH—ER 1 O
EFIVFTARBRELEERBRRAVE LY —OEFERBYET, T—2TTA4AN—OFMICOVT
l&. Data Privacy FAQChinay 23R L TKEEV, BMNICBF2F—XREICEITIHEHRICOV
Tl&. General Data Protection Regulation (GDPR) Center 228 L T &L\,

TF—RREBEOBNT, RIAEHREREL AWSTHIUN, AWSIAMZAFUoTATA 22—
F /= l& AWS Identity and Access Management (IAM) ZEAL TR O 1—H—ZRET DL ZH
EOLET, COFEICKY, TNTIhODITE2ETIDEHICHEBEROAN G I—H—IZF
EEh&ET, &, ROFAETTF—RZREITDELEEHHOLET:

« BTNV NTSEZRFEL (MFA) 2ERALE T,

« SSL/TLS ZFALTAWS UY—RAEBELET, TLS12 FHEBETITAHN, TLS13 Z#HREL £
9,
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R, ®OCloudTrail SEFFDEA, 2B LTLEE L,

« AWS BBtV 1—->3>e, ZOHFHOIXNTOF7ALMOEFIUT4O MO ZEA
LET AWS O —EA,
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« FRAOBIEPECRIDARNYIATAR) EEOF—EBORT)
C F—BHUTNORS LREYT
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TEBENET,

(® Note
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INTEATDF—&, WEOHAZN—NZX—I RF—OFEAFEOFMICOVWTE.
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HREPOT—RIFE HTTPS THEIMICES{LE & F. Amazon Managed Service for Prometheus
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AWS FIEDEES{tF—ZFEAL T hZEITVET,
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AR—AILTYZ7O—REhEF—XZEBNICES{LLET, AWSFIEF—ZFRT, BE.
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D= AR—ADERBFICHAZIN—NR—I RF—ZHEAITZEETERT,
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T

s F—RUZ—ORELME

c IAMARDS—ET S NOREE#R
. F—RUS—DBEMILE B
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® Note

Amazon Managed Service for Prometheus l&. AWS FiE¥—%Z2 AL TREFOESLZ
BEMNICEMICL, T—2Z8PTRELET,

EEL, DARY—XZ— RF—OFEAICIE AWSKMS BN BAEhET, DED:FA
IC2WTIk., TAWS Key Management Service D&, #2ZBL TS &L,

FMICOVTIEAWSKMS, ™ ElF) 228U T EE L AWS Key Management Service,

® Note

NAZI—X %~ RE—THEBE NET—FAR— A, BAKBIZAWS YE—T K
OLY2—%EATALBTEE A,

Amazon Managed Service for Prometheus #* TFFAI Zf£A 9 % 5% AWS KMS

Amazon Managed Service for Prometheus I1&, DARXN—IYRX—I R¥F—Z2FEHATD-HD5F
AN 3 OMBETT,

NDARI—NZ—2 RF—THE St E - Amazon Managed Service for Prometheus 77— AR —
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T, A—H—ICRD2>T I3 O2NOFTZERL T AWS KMS, DOFFT AWS KMS (&, 1—H—
ICRD>TEEHVHENBEVWEETE (AMazonEKS V95 AZ—NAS AL AMETEni X~
DOATF—R2ERETIHEAXZEIC ), Amazon Managed Service for Prometheus IZ 77> kD
KMS F—ADQT7 IV tAZHATAILEHICEAETIET,

Amazon Managed Service for Prometheus &, A TOREBBARL =320 HICTI—HF—DHA
BI—NF—IRF—ZFEAITIHAAZHLEELET,

« DescribeKey U TA K% [ZIEE AWSKMS LT, D—0AR—ADERRICIEEE h iz {#HhH
ABZN—ANZ—TDRKMS F—HNEBMNTHDEEZ2HRLET,

« GenerateDataKey UV TARN%Z [CEEAWSKMS LT, HAZN—NYZR—I RF—ICK>THES
ftEhicF—E2F—ZEHLET,

« |2 Decrypt JUTANZXAE AWSKMS LT, BSbEhiz7F—2F—2ESL., T—XDOES
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Amazon Managed Service for Prometheus l&. Amazon Managed Service for Prometheus A" 71—
H—CRD>TAWSKMS F—ZHATEDLIICTR I DOFALEF—ICERLET, F—KRV
D—ZETRIN, F—ZB/UITRIH, FLFHFTZRYETZET, F—ANOT IV EAZHIRKR
TEET, ChosOT7U>AVZ2ERTIRHEIC, TOBRZEBL THMBEN HBYVET, chilk
W, D=0 AR—ANDT—EFROND AN HY T,

ASHADFETHATANDT VA% HIBRT S &, Amazon Managed Service for Prometheus (&, 77
AR —ANZ—V RF—IZL 2T B ENLEITINTOTF—RICTIECATELRLEY, D—U A
R=ACEEEINEFLOVTF—REREITDICEETELRLLBYET, ChickY, TOTF—RITK
BEIRIARL—2aAUNREEZTET, VIV AR—RAILEBENEFHFLVTF—RIZETIVEAT
BRIV, KAILKODNDAEMEN BV KT,

/A Warning

s F—EEMICTDH, ¥—7KRI > —T Amazon Managed Service for Prometheus NDO 7 &
TRAZHIBRTDE, D—DAR—ATF—ZRILET IO ELATERBLSBYET, DJ—JAR—
ACEFBENDHFLVWTF—RICET IV EATELRLSAZY, KAILKRDIhS IEMENHY) E
C

Amazon Managed Service for Prometheus DF¥F —ANDT7 IV AZEBEXTTSD & T, 7—7
AR—ATF—RIZTIEATEDRSICRY, ILLWF—RXOZEFEZBHATEET,

- FAZEEMVYETE, BERTACERTET, J—VAR—ARODTF—RIFKAICKDA
£9,

ATYT 1 AARI—IFZ—I RF—ZEKT S

MMAAZN—NZ—D RF—F AWS YR X NV =), FizlE AWSKMS APIs ZEAL
THERTEERT, UTICHATDEIIC, RUZ—ZBUTELVWTFIOEAZRELTVSBRY.,
F — (& Amazon Managed Service for Prometheus 7— V7 AR—AERBUT AV NCH D DBERG H
VEB A

HMAAZI—XZ—IJ RF—ZERTBICE

AWS Key Management Service RO Y /N—HA4 R IZH D RMAAEZN—NZR—J RF—DERK
ATYTICRVET,

F—Ry—
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F—RVI—l, HRAEII—NZR—IRF—ADTIVEREHBLET, IXNTOHARAEII—IXR—
DRF-LZEF, F—RUI—DNM1D2EGHBETT, CORVI—ICR, TOF—Z2FATED 11—
H—CeXTOFEAFLEERETDIAT IR BENRTVET, DARYN—NXZR—I R*—%k
RITBIBRIC, F—RV—ZEETDENTEET, FMAMICOVTIE, AWS Key Management
Service FROYN—HA R O THAZRI—XZ—IRF—AOTIELANEE, 28RBL T
(A

Amazon Managed Service for Prometheus THARXY—NZX—J RF¥F—ZFEHTDICEFE. F—HKRD
S—THROAPI ANRL—2 3> #HFATHHENHYET,

« kms:CreateGrant - DARN—NXZX—I REF—ICHFTZEMLET, BEE L KMS F—AD
TORARZFELET, <hlZ&kV) . Amazon Managed Service for Prometheus A" % E & § % FF
AARL =23 AOT O EAZFALET., FMIC DV TR, TAWS Key Management Service
FROYN—=HA R, O "TFAOFEA) 25RLTSEZ,

—hiZ& V), Amazon Managed Service for Prometheus IELA T ZEITTEDLSICKY FT,

« GenerateDataKey ZHUHL T, BELEehETF—RXF—2ERXLTRELET, T—X
F—RESHIIISICEREAETABZEVWANASTT,

* Decrypt ZHUOHL T, REENEBSALT—2F—ZFAL THESKT—RICTIEALE
T

« kms:DescribeKey — HAZN—NZX—2 RF¥F—DFMZIEEL. Amazon Managed Service for
Prometheus A" ¥ —Z1REATEDLIICLET,

Amazon Managed Service for Prometheus ICIEMTE DRV —AT—M X MOFIEUATIZTRL
£,

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
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1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
I
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

iy

<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

c RU—TOHFITNIEEICETIFHFEM-COWVWTIE., TAWS Key Management Service X0 Y
N—FA4 R, Z22BLTEETV,

s F—TOERAORNZTNZ21—FTAVTICETHHMIOVWTIEF. TAWS Key Management
Service FROY/N—HA4 Ry ZZRBL T EZ L,

AT Y 7 2: Amazon Managed Service for Prometheus D A AZX Y —Y Z—2 R¥—%
EE9%
D—D AR—AZERT S & EE, Amazon Managed Service for Prometheus "7 —9 AXR—A I

REEIATVWERT—RZBSHLITDLHICHEATS KMS F—ARN ZA DL T, HWARN - XR—
JRF-ZBETEXRT,
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T2V AR—RPTS—KNEERTBHESE. Amazon Managed Grafana ICF—ADOT7 It A
EENETIHENHYET,

Amazon Managed Grafana ICHAZRN—XZ—I RF—AQOT IV AEZFETSHICE

1. Amazon Managed Grafana ) —7 ANX—A ') A~ T, Amazon Managed Service for
Prometheus N\DT7 VEAZHATET—U AR—ADEZE ZiEIRL £¥FJ., Amazon Managed
Grafana 7 — O AR—AOBEBHRNI R RENET,

2. D—DAR—ATEALTVS IAMO-IIOEFZEEEHET, BAIOFEAE
AmazonGrafanaServiceRole-<unique-id> ©9, A2V —J)LICIEk., O—J)IOZE£% ARN
NFRRENET, COBEIE, BOATYZTTAWSKMS IV —ILTHEELET,

3. AWSKMS HAZNY—NZR—T RF¥F—1) AT, Amazon Managed Service for Prometheus
D=0 AR—ADERFICEAL DAY —NZ—J RF—ZBRLE T, F—FREOFM
R=IHNHAEXT,

4. [F—1—H—-10HEICHD [EBM REZBRLET,

5. BEIOUARNDAS, ETEZBE S Amazon Managed Grafana IAM O—)L Zi#IRL£7, G
CROF2ICI. BRI TRETDIEETEERT,

6. [Ef] ZBRLT, AMO—J)ZF—1—HY—DJANIEMLET,

Z N T, Amazon Managed Grafana 7 —2 AR —AA S Amazon Managed Service for Prometheus
V=D AR—=ADT—RIZTIVEATED LRSIV E L, O1I—F—®O—-)LZzF+—1—H—
CEMLT, HOF—ERADLST—TJAR—AILT I ELATERRSICTRENTEET,

Amazon Managed Service for Prometheus St TF A B

eI TFANE, FT—RICEIT2EMOIATFANEBFEENEF—N)I—RTOFXT
>3a>otwy NTY,

AWS KMS &, ﬁbﬂa)mn BHRT—RELTHESMIAVTFANZEAL T, RiDFHAESLEY
R—KML&ET, F—REWSHLIZVIIANIESHLIACTFANEZEY DL, BESHKOVT
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FARNZESHKENET—RIZAWSKMS NA2 RLET, TF—RZ2ESLTRICRE. TOVIT
ARNC (BESLEE) BUBS{LIYTFARNZEOERT,

Amazon Managed Service for Prometheus BE&{t 1T+ A B

Amazon Managed Service for Prometheus (&, 3§ XT®H AWS KMS BE&S{tAXRL —> 3> TRUE
FATFANEFERALET, ¥—IF aws:amp:arnT, ERFT—I AR—AM Amazon ') —
Z%—L (ARN) TF

Example

"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

TRV IJCBESITHFANEZERATS

WHRAAZN—NZ—D RF—ZFEALTI—IAR—ATF—REZESLLTIEEE. BEELI—R
EAOJTHESEIVTFARNEZFERALT, HARI—NXZX—I REF—NEDLSICEAEThTVSH
ERETRDEEHETEET, B TFANE, AWS CloudTrail & 7zl Amazon CloudWatch
Logs I 2 TERENEOTICERRENET,

B TFARNEZEALTHAERIN—XZ—IJ RF—ADTIEAZFIHTS

WD ARN—ANFZF—TI RF— (CMK) ANDOT IV tAZ2HBITBHD conditions &L T, F—7R
Jo—E IAMARU S —HNOBSAVTHFANEZFERATHENTEERT, IV MNIBESHOY
TEFANDHNZERATEIEETEET,

Amazon Managed Service for Prometheus &, FFAI TSI TFANFKNZEAL T, 7AHD
JREFEEBRU—2a HODAZRN—ANZR—TRF—AODTIERAZFHBLET. 7 MNOHNT
. BEThEBESHCOTFANOFERZI S NFHFATEIARL -3 HFBETT,

Example

RIZ, BEOBESHMIAVTFARDARAIN—~NR—I RF—ADT I EARAZNETZF—RII—
AT—MXV R NDOBIERLET, CORVS—AT—M XY RNOEZFHTR, BSILITFANERE
EIAIESAIAVTFANKEHNFITZMNIHLETT,

{
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
},
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-

west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"

}
}

Amazon Managed Service for Prometheus D RES L+ —%& B4R

Amazon Managed Service for Prometheus 7 —%29 AR—AT AWS KMS HAZN—YX—I R¥—
ZEATSBHE. AWS CloudTrailF 7= (& Amazon CloudWatch Logs Z £ L T. Amazon Managed
Service for Prometheus A" EET 2 VT AN EZEBHTEEFIT AWS KMS,

RDOfFlFCreateGrant, NARXN—XRX—TJ RF—IZK>THEBILENLETF—RIIT I
ADescribeKeyd % 7= & (- Amazon Managed Service for Prometheus IC & 2 TR H&E © D KMS
ARL—=23FFZRIVTTBLHD Decrypt, . . KXY GenerateDataKey®d AWS
CloudTrail f X2 R TT,

CreateGrant

AWS KMS HAZN—NZX—I RF—ZFEALTIV—VAR—AZES{LTSH L, Amazon
Managed Service for Prometheus & 1—H—IZfX1 2T 3 DMCreateGrant J UV T A M ZIX(E
LT, BELEKMS F—ICF7 U EALF T, Amazon Managed Service for Prometheus A" #ER
THFAE. AWSKMS HARN—NZ—I RF—ICHERTShEZVY—-RIZBEOENT
9,
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LTOARY MITlE CreateGrant ARL —23a &L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

1,
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"
I

"responseElements": {
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"grantId":
"Qab0ac0dobo00f00eaddccPaleddfcO0bcedd0c000f0000000cObc0a®d@@aaafSAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

D= AR—AD AWSKMS HAZN—XZX—2 R¥F—ZHBMIC TS &. Amazon Managed
Service for Prometheus & —ZENF—ZERXLFEFT. VY—AD AWSKMSHARY—XX—
R¥F— AWS KMS Z35E 9 B GenerateDataKey J VT ARNZE IZEEFELET,

RIZ. GenerateDataKey ARL —2 32 ZERITD AR MNOHlIZRLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

BEEILENED—DAR—ATIV TN ERENSD &, Amazon Managed Service for

Prometheus |& Decrypt ARL —> 3 ZHUOHL., RETAhTVEIBES{tEhEZF—2F—%

FERALTHESKENLET—RITIVEALET,

RIZ, Decrypt ARL —2 3 ZRBE T2 AR NOFlERLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
.
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"

1,
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

1,

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID":

"ffO00af-00eb-00ce-0e00-ea@00fb@fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus [&. DescribeKey AL —>3>&FERAL T, T—
DAR—AICHER TS TVS AWSKMS AARY —XFR—I RF—ATHIV hEU—2 3
JICFERETIHDESHEBRBLET,

LTOARY MNITIE, DescribeKey ARL—2 3> &R L TVWET,

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",
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"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",

REPDOEESL 249



Amazon Managed Service for Prometheus J1—%—H4R

"recipientAccountId": "111122223333"
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"Statement": [

{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClustexrs"

1,

"Resource": "*"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {

I,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}I
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"eventTime": "2020-11-30T23:43:217",

"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
.
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
.
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

f5l: CreateAlertManagerDefinition

IXRDBIE, CreateAlertManagerDefinition 72> 3> &R CloudTrail OJI> KU TY,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

Amazon Managed Service for Prometheus 4 X2 ~ 04l 273



Amazon Managed Service for Prometheus J1—%—H4R

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
I
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-

env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3N@0jI1Iwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"
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f5l: CreateRuleGroupsNamespace

XD lE. CreateRuleGroupsNamespace 72> 3> %79 CloudTral A LT NJTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
I
"tags": {}
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

CloudTrail LO—ROABICDOWVTIE. TAWS CloudTrail 1—HY—44 R, ® "CloudTrail record
contents; ZZBL TS EEL,

H—EAT7HONO IAM O—)LDERE

HB—EATHD N0 IAMO—=ILE2FEATSE, IAM O—)L% Kubernetes H—E AT AT NIC
BEENIRDCENTEET, CcOY—EARATHIRNE, TOH—EATHVNEFERATZEED
RY ROOAVTFICT IV ERAAWS SFAIZETERT, FHICODVWTRK, "H—EAT7HV KD
IAMO—)L) Z2RBL T EEL,

H—EAT7AHT MO IAMO—-LEE, Y—EAO-LEEFHENET,

Amazon Managed Service for Prometheus TH—EAO— /)L Z{#EHA T % &. Amazon Managed
Service for Prometheus, Prometheus % —/\—. Grafana ¥ —/N\—E TORMERTICHELZO—I
ZRBIRLEHICKIEET,

EIE=3es

CONR—JDFIETIE, AWSCLI & EKSCTLONY RZA VAV R—TIA AN A2V A=) &
NTVRIBENDYET,
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Amazon EKS 9T AZX—NDS XNV DORAZRY)IACLEHOOY—EAO—)L
DR E

H—EAO—J)L&REL T, Amazon Managed Service for Prometheus ¢ Amazon EKS 7 5 A& —
M ® Prometheus H—/N\—AS XNV AZEYIADBDELSICTBICE., ROTIVEAFAZHFE DT
AoV RNZATAVTRIRENHYIET,

+ iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus NOEV) A DIz DH—EAO—IZRET S ICF

1. createIRSA-AMPIngest.sh EVWSEBMDT7 7 A/ I)LZERL. XOAR
ZRLET, <my_amazon_eks_clustername> &9 T AX—DHH
=, <my_prometheus_namespace> & Prometheus BRI ZEREICEZEMA FT T,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the OIDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then

echo
else
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>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
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eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ROOAXVRZAHDLT, RAVUTNCHBEBERENFELET,

chmod +x createIRSA-AMPIngest.sh

3. RUVVTKNZRITLET,

XNDOAOOVI) ZRTIBDLEOOY—EATHO MO IAMO—IL®
RIE

H—EAT7HADV> MO IAMO—)L (P—EAO—)L) Z25%E L T, Amazon Managed Service for
Prometheus 7—J AR—AASX KNV IAD VT ZRITTEDRSICTBRICE. XROT I EAFF
AZFEI2TAINIOAT AV TRIHBEN HYNET,

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus X NU VANV T ZRT IR OO —EAO—)%Z
RETHICE

1. createIRSA-AMPQuery.sh EWSHBDT7 7 A I ZERL. XOABRZERE
RLUET, <my_amazon_eks_clustername> E VT AX—DEZFIICEE #
Z. <my_prometheus_namespace> l& Prometheus BHIZEICEZEMRAI E T,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~https:\/\///")

SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role

SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy

#
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# Setup a trust policy designed for a specific combination of K8s service account

and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces

#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"

EOF
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..F

#
#
#
S

i
t

e

unction getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

Create the IAM Role for query with the above trust policy

ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen

#

# Create the IAM role for service account

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
1se

echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already

exists"
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fi

echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN

#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ROONVRZAALT, RVUTNCHEBERZNELET,

chmod +x createIRSA-AMPQuery.sh

3. RVUTKNZRITLET,

A2 —TIAAVPC I RKRA 2 NTOH Amazon Managed
Service for Prometheus @ & /A

Amazon Virtual Private Cloud (Amazon VPC) Z#EAL T AWS UV —RAZKRANTBHFEWF. VPC
& Amazon Managed Service for Prometheus BN 7’54/ RX— NEHREBITEE T, NS OELR
#EH T3 &, Amazon Managed Service for Prometheus i&E/N7 VY 0422 —% vy N&aZHET
ICVPCODVY—AELBETEET,

Amazon VPC &, EELERERXY ND—OTAWS DY —RAZREITHLEHICHERATES AWS
H—EATY, VPCEZFEATD LT, IPF7RLAREH, Y7XY M IL—KT—7I), XY K
D=0 —RIJIABEORY NI)—IUREZFHTEET, VPC Z Amazon Managed Service
for Prometheus ([C###:3 %1k, VPC Z AWS O —ERIZERTHLEODAZ—T T4 AVPC
IVRRAVNEEZELET, COIYRRAVNE, AVEF—FKY NS —RNIIA, XY ND—
DT RLAZEBR (NAT) A VAR A, £k VPN Efi 2 X EE T2 &% <, Amazon Managed
Service for Prometheus N AT —Z 7 )L CEEMOBVERZRHELE T, FHEICOVTE,
FAmazon VPC 1—%'—H4 Ry ® TAmazon VPC & ld, Z2ZBL TS &V,

AR =7 IAAVPC I RRA > Nk AWS PrivateLink, 724 X—KIP 7 RLAZ#ED
Elastic Network Interface ZfE L T AWS —EABO 7S A XR—KNBEZWREICTD AWS 75/
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LToERIE Amazon VPC 1—H—EXWRELTVWET, FHICODWVWTE. "Amazon VPC 1—
H—HA R, O "ERrFE 2SBLTLSEETL,

Amazon Managed Service for Prometheus DA > X—7 T4 A VPC T~

RRA > N DERK

AR —T7IAAVPC I RKRA> NZERL T, Amazon Managed Service for Prometheus O
AZBBLET, ROVTIhHAOH—ERABIY RRANZBEIRLET,

com.amazonaws.region.aps-workspaces

Prometheus BE#: AP| ZEA T2 Ik, cOY—ERABEZEIRLET, FHAICOVTIE.
" Amazon Managed Service for Prometheus 1—%'—74 R4 ® "Prometheus Bt APl, ZZ R
LTLEEL,

com.amazonaws. region .dps

D= AR—ADEBRAVZRITITBDICE. COY—ERBZBZEBRLET, FHFHEICODVTE.
" Amazon Managed Service for Prometheus 11— —7j 4 K1 ® "Amazon Managed Service for
Prometheus APl ZZBL TS E&E L\,

® Note

BiEA > X—%Y NTIEADMK VPC T remote_write ZFA L TLW3HFE ., sigv4 AT
V RIRA NEBHTE DK SIZ AWS Security Token Service, 4> X—7 I 4 A VPC
TIVRRAVNEERTRIHBEN HYET, OVPC I RKRA NOEROFMICOWT
& AWS STS, T AWS Identity and Access Management AWS STS 1—H—HA KR, ® "4
VBR—T7IAAVPCIVRRANOFERA 25RBLTLKEEW, V=23 fbEchiT
VRRA N BEFEHTSD AWSSTS K5I 2RETDIHENHVYET,

AR —TIALAAVPCIY RRANOERFIEZEOFHEM-DOVWTE, "Amazon VPC 1—H—
HAR, O TAUBR—TIA AT RIRA NDIER L BSBLTLSEE L,
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® Note

VPC I RAKRA MRV —%ZFERATSE, Amazon Managed Service for Prometheus 1 >
B—T7IAAVPCIVRRAVMADT IV AZHBTEET, FHMHICOVWTE, ROt
923VESRLTLKEZL,

Amazon Managed Service for Prometheus O > 2 —7 I 4 A VPC T RiRA > N ZERE H
T, VPC CRBE NIV —JAR—ALBR LT —EFRIATVWEHEE, XNJUTABRTFTT7#IL K
TAVE—TIAAVPCIY RRA hZ2BU TEFENET,. Amazon Managed Service for
Prometheus &, N7V YOIV RRAVRNELEGTTAR—RNAE—=TILA ALY RKRA N
(EESAERAPOEDN) ZFEALTZODRAVZETLET,

Amazon Managed Service for Prometheus VPC I RFRA 2 RADT U1 A0 &4

VPC I RKRANRUS—%EHTSE, Amazon Managed Service for Prometheus /1 > & —
TJIAAVPCIVRRAVMADT UV EAZHETEELRT, VPCIY RRA MR —K, TV
RRANDERBFELFZEERICI RRSANIMAD IAM VY —AR)S—TF, T KRR
AV NDERBFICRIS—2TRYFLBEWVESE, Y—EANOTILTIOEARAZHFHATEIT 74N
DRV —H Amazon VPC ICK > THEBWIZTRYFEhET, TV RRAVRNRUZ—EF, 1AM
TATFUTATAR=—AQORI) D = —EABRBOR) > —2 LEELEYEBEEHBRA -V TRIED
TRHYELA, Chik, FHMEEBED SEEECNEY—EANOT IV EAZHHTZHDB DR
>—T9,

HMCOVWTIEE., "TAmazon VPC 1—H—HA KR, O "WVPC T RRANICEKBDY—EADT D
T AFMH,, BSBLTLSEEV,

Amazon Managed Service for Prometheus D L RRA 2 RARU S —OFIERIZRALET, <R
1) —&, PromUser £WS5O—J)L&FSE, VPC £Z2H T Amazon Managed Service for Prometheus
ICERTRI1I—H—IC, J—TOAR—ARENL—NITLN—TOXRTZHFALETH., flaE, 7—U A
R—ADERRHIBREFTLER A

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AmazonManagedPrometheusPermissions",
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"Effect": "Allow",

"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:ListWorkspaces"

1,

"Resource": "arn:aws:aps:*:*:/workspaces*",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:role/PromUsex"

ROBIE, EBELEVPCHADEELEIPTRLADNSEFBENLEVIIANDANEITEELS
ICHFATHRI—ZRLTVET, O IP 7 RLAASOUIIANFIERBLET,

"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
.
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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Amazon Managed Service for Prometheus D L7 —®0O ~Z
JIN>a1—TFT1427

Amazon Managed Service for Prometheus [CB8 S 2BBEORNT TN 1—F 10T &TS 2. M
TOEI>aVHFRIEET,

KNeEY D

« 429 FEFIRBEBIZ —

s YU TINEELTVS

s YO TINDEBALAZ T ICHTRIT—HNERTREND

c HIRICETRIS— XYy E—IHFRREEND

« O—7AJL Prometheus Y —/N\—OH O FIREBZXTWVS

s —HOTF—EHFRRENEV

429 ¥z HIREBIT S —

ROBIDOERSH 429 T —HNRREnBDFEE. VT I ABMSD Amazon Managed Service for
Prometheus DBV IAK DI A —RZBATVWET,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

ROBIDEKS75 429 TS —HRRENBDHEEE., U U ILAMAD Amazon Managed Service for
Prometheus DD — DV AR—AB DT VT ATBEARNVDABO U #—2EZBATVWET,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
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per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded

ROBID XS 429 T —HNKRRENEIFS. VI LT ANE, RemoteWrite Prometheus Et API
EFEALTID—VAR—AILT—REZEETEDL—N(IBHLEYONZ YOI a2 ) ICRT
% Amazon Managed Service for Prometheus 7 # —2ZHB A TVEX T,

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c

url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

RDOBDORSI 400 T —HFRRENLEBE., VIITANET VT 14 7 5BERSO Amazon
Managed Service for Prometheus DV # — R ZBATVE T, 7IT 1 T BHERINI*—2O0E
FEOHMICOVWTEK, "T7O0T74T72)—ADTT7FZINDIA—2, ZSRBLTLIEE L,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1limit: @ global limit: 10000000 actual local limit: 92879)"

Amazon Managed Service for Prometheus D% —E AT # —X OFMIZ OV T, "Amazon
Managed Service for Prometheus DY —EAXA V7 4 —% 1 ZZRL T EE L,

BTN ERELTVDS

S A AM O Prometheus FIL—7" %A L TW3EEIE. Prometheus 1 > AZ > ATHEIBIARIL
ZEALTERRZRETAIZLENf BV ET, FHICOVTIE., "TAmazon Managed Service for
Prometheus ICIAEc N2 AMX N O ANDEEHKR) 22RBLTSESL,
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BEET—RICEIZTOMOBBEICOVTRE, XOEI>I>THHALET,

BOTINDBRALARTICEHIRIZ—HNRREND

Amazon Managed Service for Prometheus & 7 — 2 Z JEFICEVY) Ak, B2 TINORALAZY
TREIOY > TINENRBICBEDEDERELTVET,

F—2NIEHEIZEELZWEE, out-of-order samples, duplicate sample for
timestamp, FX (& samples with different value but same timestamp (CB8T D
IZ7—HARRENET, ChSsORERK. BE. Amazon Managed Service for Prometheus (C
TF—REEELTVWRITATUROBRENELLKBVENRERTRELET, FHALTLS
Prometheus 72 A 7V RAFI—2 I R E—RTEITLTVBRFEE, DU—XEPE—T Y RY
EBLTWRIL—ILOREZRIELET XNVIANFZALAR T Z2EERHL TVWBREERE.
BALARTHIBBEESY) THR L Z2BELET,

COEBEHRXEY NT Y TOMBAEOEMIC DOVWTIE, Prom Labs ® 7 O4 5% "Understanding
Duplicate Samples and Out-of-order Timestamp Errors in Prometheusy Z2ZBL T E&E L\,

FIRICBETD IS — XY E—IHNKRREND

(® Note

Amazon Managed Service for Prometheus (&, Prometheus @)Y —AFERARRZEZX)
U930 CloudWatch FEARRX MU I AZRML TWET, CloudWatch RN
XNVOAOT S — Lz FERATDE, Prometheus DU Y —AEFERARREETEZZ) >
JUTHRBRIZ—ZREBTEEXT,

ROWTNADIZT—XY =N RRENSBIFEE. Amazon Managed Service for Prometheus
ODWThADIF—Z2DE|ZELFREVIIANTDETHBEEBRTERT, FHMAICOVTE,
" Amazon Managed Service for Prometheus D H—E XV #—2, Z28RBL T EEV,

e A—H—BEN O )-SR <value> ZBAEL L, TEECEHL THEESE LFT<E
=)

c XRNUIRBLEY DY Y—ZHIR <value> BAEL L, EEECEKL THEZSIE LFT<
EE L

* ingestion rate limit (...) exceeded

+ series has too many labels (...) series: '%s'
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 the query time range exceeds the limit (query length: xxx, limit: yyy)
 the query hit the max number of chunks limit while fetching chunks from ingesters

+ Limit exceeded. Maximum workspaces per account.

O—AJL Prometheus H—/N\—OH O &IREZBZTWS

Amazon Managed Service for Prometheus IC &, 77— AXR—AA" Prometheus B —/N\—A' 5 21§
TEDT—REICRNIDY—ERIF—ZHHY) T, Prometheus Y —/Y—7A" Amazon Managed
Service for Prometheus ICIEfEL TVWBTF—XEZHET S ICIE. Prometheus H—/Y—IZxt L TH
TOOI)%ERERITLET, Prometheus O H A Amazon Managed Service for Prometheus @ iR
ZHATVDEHBRALEBEEE, IRITHAH—EAIA—ZO5ELFZVIIANTEET, FiH
[C2WTI, TAmazon Managed Service for Prometheus DY —E AV #—% ; ZZRL T EE
(A

HO&IRZERTZ-HICO—HNIIL B2 ET Prometheus H—/N—IZR L TEITTH IO
F—2DEHE FERT 0TI

BEOTIVT 1471521 —XHK prometheu
s_tsdb_he
ad_series

REOERVYAKL—bH rate(prom
etheus_ts
db_head_s
amples_ap
pended_to
tal[5m])

XNDVOREBZEDTOTATBIV)—XBORIE) A sort_desc

N (count
by(__name
)
({_name__!
=""1}))

XRNUORAI ) =X EDTRILE group
by(mylabe
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T—2DEH EATSOTY

Iname)
({_name___!

=|l|l})

—HOTF—RZHFRREThEZV

Amazon Managed Service for Prometheus ICIEfEE e TF— Rk, SRS XBEHRTHEEE IS5
EBABYNVET, KORWEE, F—EZHAWYIAFTFNTICHEEC NI HBEOEHEZRLTVET,

Amazon CloudWatch ZfFAL T, F— XA WREE NP ELEHEZEHFTEERT, FHICODVTRE,
FCloudWatch X k1) 2 A% £ L T Amazon Managed Service for Prometheus ©')J YV —AE_ &
209 %1 #Z2RLTLEEL,

Reason E K

greater_than_max_sample_age REBAI)EVOTITRBEREENET

new-value-for-timestamp BERLEY TG, IO TINERURALRARY
TTEEEIhTTH., BEEBEYEXRT,

per_metric_series_limit A—H—NDNXNVIORZEDTIT 14T )—XBD
EFRICELELL

per_user_series_limit A—Y—PTIOT14TBIV—AOEFTEO LRIZEL
FLEL

rate_limited VA& L—RAFEIREhEL L

sample-out-of-order BTN IBERRTEEFE AL, RWEBTEEHA

label_value_too_long FRIVMEORENFRENDNEHOLREBATVE
El

max_label_names_per_series A—H—HIFARNIVITRAZEDTRILBOED LRIZEL
FLE

missing_metric_name XNV ORAEBHFEEENTLVEREA
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Q—H—H1 K

Reason
metric_name_invalid
label _invalid

duplicate_label_names

7

oot

BUMBXNVVABHNEEENR L
BUMBIRIAEEENRL L

ER/IIONIIEBHFEESCINIRLLE
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Amazon Managed Service for Prometheus T®O X 7' (1

27, AWS UY—RAAWS [CEIWVEHTRHAZRLBHEIRILTT, EAWS 2T IZIE 2 2OEHD
FHYNET,

« X4 % — (CostCenter, Environment, Project, Secret & &), XTI F—Tlk. AXFE&/N
XENFXBlENnET,

- RTBEFFND AT DT 4—)L KR (111122223333, Production, F—ABKE), X
JEREBHETDE, ZOXNFHEFEALEGALERLUICAYET, FIF—LERKIC. RTETE
RXZFEPMXFENXBIENET,

ChEZEHLET, F—LEORTERENET, BT—TAR—RICE, K50 ORI ZEY)
HTBHIENTEET,

2T, AWS VDY —ANEBIEBBICKRIEET, Z2<NDAWS H—ERARRITF T ESFR—bK
LTWVWB s, BEEDH—EAOVY—AIZALURTZEWHETT, DY—ZANBEELTVWSR L
ERTCENTEET, A, Amazon SSNT Y MBI HTEEDERUZT %, Amazon
Managed Service for Prometheus 7— 2V AR—AIZEIN HE TR ENTEERT, ZTFTHEOF
ICDWTI, TTagging AWS Resourcesy Z#SBL TS EE L,

Amazon Managed Service for Prometheus Tlk, 7— T AR—REIN—=INTII—7BRIZ=E O

FRTERHBDeNTEERS, IV —I)L. AWSCLI, APIs, F£ild SDKs ZEAL T,
nsOVY—ADORT%EM, BB, HIBRTZEET, XJE. 7T—I0AR=ARIL—=ILITIL—TD
A, BE, BHICEATESDENL. IAIMARUS—TFERATSE. Amazon Managed Service for

Prometheus VY —AZ R TNB L VPIRETED I —H—2HHAITIEHICKRIEET,

2T OHFIR
BTIC@UATOR—2Y VBHEHBRFIHYET,

c BRUY—ALLR, BR50BNZTZRETERT,

- RTE—F, VDY—RTELTNTN—BTHIRLENF B ET. £k, FXTF—ICHETED
BE120&TT,

« RTF—DBEKXE UTF-8 T 128 Unicode XFE T,
« XRTEDOEAE UTF-8 T 256 Unicode XFETT,
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s BUNHAF—INEHD AWS H—EZAR VY —ATHERAETNTVREHEEE. O —ER
THAETNBIXZICHRIHIBEN BB EITERELTLKEEV, —BRWICHEATEZXF
&, UTF-8 TRIATEDHRZF, F, AR—RALE, . +=@_/-(IN\17>)TT,

c BTDF—ELETIR., AKNFEPMFENRBENET, RANTTZI9T1ARELT, RTTOKRX
FOFERAHZEREL, TOEHZINTOVY—AZALTT—ELTEREITD_LEZHEHLE
9o HlZIE, Costcenter, costcenter, CostCenter DWFhEFHATZIHLEREL, TN
TORJICAUVRAZFEALET, AXFENMNFORVWIIOVT, BHROZTICEGHEOBZVR
AlE@ERATR CERFBIFTSEZL,

s F—FLEREOTLT71YIARELT, aws:, AWS:, FERFZTOAXFENMNXFDHAEDEE
ZREEDODRFEALBEVWTSEEV, CNSIEAWS ERADEDICOXAFHNENATVET, O
L74YOREEODRTDF—XEERMEFTLIFHIBRTI D EGFTEREA, COTLT1YIR
ZEORTE, VWI—AZEDRTHBOFRICEADV I REhFEHA,

N =R
« Amazon Managed Service for Prometheus 7 —9 AR—A DX T F
c LTI —TERZEEORIFH

Amazon Managed Service for Prometheus 7 —2 AR—AND R
17

BRTERF, VI—RILEIWH TR ENTEDRHARLTGRILTE, RTICE, —BEOF—&F
T7O3VOE(F—EEORT)FEENET, XTEFE. AWS DY —ADHBIPEREICKIEE
¥, Amazon Managed Service for Prometheus Tld, T—J AR—A (BRI —=ILT I —TE7ZE
M) cRTEMHFBCENATEELT, O Y—)l. CLI. APls. £/l SDKs AWS AL T, Ch
S5QVY—A0RT BN, B, HIRTEET, 2T, VT—T7AR—ADHEG, BE, BIFICHE
ATZE3ED,. IAMRUZ—THERTSE, Amazon Managed Service for Prometheus ® 1) Y — A
ZHNFRTBLCBRETEZI N EHBIZOICKRIEET,

Amazon Managed Service for Prometheus 7— 0V AR—AD R T 2BRETHICE, OO 3>
NDFIEZFEALET,

NEY D

s D—DAR—AND X DIE
« D—DAR—ANDET DOERTR
« D—OAR—ANDEYT DiRE
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« D—DJAR—AN 5D ET DHI

D— D AR—AND R T OB

Amazon Managed Service for Prometheus 7—J AR—AICX T ZEMTHE, AWSUY—AD

BEEEE, TOELAOBEIIRIEET, £F, 7T—TVAR—AIC12REDORT (F—LED

RP)ZBMLET, ZTZEMLES, ThSODRTIZETVTIT—VAR—ANDT IV EREE
BI3IAMARUS—ZERTEET, ZI‘/‘J JIFEEF #FEHL TAWS CLI, Amazon Managed
Service for Prometheus 7 —J AR—AIZR T ZEBMTEET,

/A Important

D—DAR—AILRTREMTDE, TOD—DAR—ANDT IV AICEENf £ U B ARE
HABVYNEST, J—IJAR—AILEZTZEBMNTDHIC, 2T E2FALTIVY—ANDT It
AaHBELTVWSAEEOH S IAMR) > —Z2 X THEFBLTIEEV,

Amazon Managed Service for Prometheus 77— 9 AR—ADERBICR T ZEBIMNT B HEOFFMIC
DWW Tk, "Amazon Managed Service for Prometheus 7 — 9 AR—AZERT D1 2SBL TL
e\,

(N =Ry
« D—=DAR—ANQORITDEM (DY =)
« D—OAR—ANDRT DEHM (AWS CLI)

D—DAR—ANOZTOEM (O =)L)

d>Y—)Lz#ERAL T, Amazon Managed Service for Prometheus 77— AXR—AIZ 1 DL ED X
ZEMTEEXT,

1. Amazon Managed Service for Prometheus 122 Y — )L (https://console.aws.amazon.com/
prometheus/) ZB& £ T,

FTES—23asRAUT, XZ1—TAIVEERLET,
[T X T D WorkSpaces] Zi#IRL £9,
EEIDV—VAR—ANT—TAR—AID Z&RL KT,
[T 27T &2BRLET,

o M DN
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6. Amazon Managed Service for Prometheus 7 —J AR—AICZTHAEMENTVWEVES
. [RTZER] 2ZBRLET. ThUADOBER., [T Z2EE] ZERLET,

7. [F-1CR2T0BaZANLET, [B] Tk, EETERIICEZEMNMTEXT,
8. (A7TaV)BoRrITEZEMTZICIE, [FT 28BN 2BERIRLET,
9. XRTDEMNAETLES., [BREEZRE] Z&RLET,

D— I AR—AAND R YT DB (AWS CLI)

% {EH L T Amazon Managed Service for Prometheus 7—%9 AXR—AICX Y AWS CLI ZE&N3 3
Z&. ROFIBEIZHWVWET, T— T AR—AOERBEICRTZ2EMTSICE. TAmazon Managed
Service for Prometheus 7 — 9V ANR—AZERT D1 2SRBLTLKEEV,

CNSODATY T TR, OBFN—2aUNBRICAVARN=ILEhTWVWS D, BEF/N—>23 Y
IC AWSCLI EHFiENTVWAEZFIEELTVET, FMICOVWTIE, TAWS Command Line
Interface® A4 > AR—)L1 #SBLTLSEETL,

—ZFIILFEEFEIOYX RS AT, tagresource AN RERITLT, 2T Z2EBMTEDD—7
ANR—AD Amazon )Y —AFX—LAL (ARN) &, EMTARIDXF—BLPEZEELET. T—
DAR—AIZE@E 1 2LELDORTZEMTEET, HlAEF. My-Workspace &S H B D Amazon
Managed Service for Prometheus 7 — 9 AR—RA%&, XTF—H Status TRIEN Secret DR
g, BRIF—H Team TRIEN My-Team DRI D2 D2TRIFHFTBICE, XROESICAHDL
-

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspaces/IDstring
--tags Status=Secret, Team=My-Team

RILEBE, SOOI RBALELER A,
V=D AR—ADRT DRR

2. AWS VY —RAZBRIL TEEL, VY—ANDT IV AZEBIZDOICRIUEERT, %7
RFHOTHBOFMCOVWTEF, AWS TUY—ZANET[{F1 25RLTLSEEL,

Amazon Managed Service for Prometheus 7—J AR—AD R ITOFERR (A V=)L)

>V —=)L%Z#ERAL T, Amazon Managed Service for Prometheus 7 —%9 AXR—AIZEER T 5 N
TVWBRTERRTEET,

V=D AR—ADET DRR 296
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1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZH&E X7,

FEF—2asRAUT, XZ1—TFAAVEERLET,
[T XT D WorkSpaces] ZiBIRL E£T,
EBIDV—VAR—ANT—UAR—AID ZBRLE T,
(2127 2 BRLET,

o M w0 b

Amazon Managed Service for Prometheus 77— AR—AD X T O TR (AWS CLI)

ZEALTID—OAR—ADN AWS 2T AWS CLI ZRTRTDICEF. ROFIBIZHWVWET, 2THE
MmEATVEWEE, BEhDUARNEIZICEYNET,

—ZFIIFELEFEIOAN RS AT, listtags-for-resource AN RERTLET, HlxlE, 7—2
AR—ADRITF—ERTEDVARNERTTDICE., ROKSICAHLET,

aws amp list-tags-for-resource --resource-arn arn:aws:aps:uUs-
west-2:123456789012 :workspace/IDstring

BILBE, COOAXY RERDELSBHERERLET,

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}

D— D AR—ANDRT DiRE

D—OAR—AICHEENFSNTVWBERTNEZLEETCEET, F— DB ZLEEITEZIELETEE
T ik, BEOXTZHIBRL, HILL R ZFEAL T, TOF—LEAUEZF >R E2EMTS
CEERETY,

/A Important

Amazon Managed Service for Prometheus 7—J AR—AD R T Zi{ET D E, TDT—
DAR—ANDT VALK EBNEUBARENF HYVET, T—IAR—ADZ T DEH
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(F—) TFEREZREITIEIC. ZTOF—PEZFEALTIRZNIBED)Y—AAND
TOEAZHHTEAEEDHS IAM AR D —ZBFHIEL T LEEV,

Amazon Managed Service for Prometheus 7— 9 AR—AD R T OimE (A2 V=)L)

>V —=I)L%Z#ERAL T, Amazon Managed Service for Prometheus 7 —%9 AXR—RAIZEER T 5 N
TVWBRTEZRETEET,

1. Amazon Managed Service for Prometheus 122 — )L (https://console.aws.amazon.com/
prometheus/) ZB& £ J,

FTETF—23URAUT, XZ1—TAAVZBRLET,
[T X T D WorkSpaces] Zi#IRL £7,
EEIDV—VAR—ANT—TAR—AID Z&RL KT,
[T 27T &BRLET,

D= AR—ALLEZITFEMENATVEVESR, [T ZER] ZBRLET. ThIUNDES
&, [FTZ2EE] ZEBRLET,

[F-1CRTDERMEADLET, [fE] T, EETRIICEZEMNTERT,
8. (A7¥aUV)plorTJTZEMTBICE, [T zEM 2BEERLET,
9. RUDEMARTLES, [BREZRTF] ZERLKXT,

o a0 bk~ w DN

~

Amazon Managed Service for Prometheus 77— AR—AND R OimE (AWS CLI)

ZEALTI—TAR—ADET AWSCLI ZEFHITBICE. XAOFIEICRHWVET, BBFEOF—0IE
ZEELLY, BIOF—ZEMLEYTEXRT,

—ZFIILFEERFEIOIR RS AT, tagresource N RZEEITL T, XTEEFH TS Amazon
Managed Service for Prometheus 77— AXR—A®M Amazon JY—A%X—LA (ARN) &, ZTF—8
KU RTEZIEELET,

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring --tags Team=New-Team

D—DAR—AN 5D 2T OHI

D= AR—ACHENFTSNTVWS 1 DUEDRTZHIRTEXRT, FTZHIRLTE, TOXR
TJICBENITShTVWAMHO AWS VY —AD S RTFHIREhEE A,
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/A Important

Amazon Managed Service for Prometheus 7— 9V AR—AD X T ZzHIRTD &, TDT—7
AR=ANDT VA CHEF EUSBAREMNBVET, TV AR—AN SR T ZHIRT
BHIC, ZTOF—PEEFERALTVRSNIBEDD)Y—ANODT VA ZFHET 5 A
HOHD IAMAR) D —EBLTHERLTLIEEV,

Amazon Managed Service for Prometheus 7—J AR—AN SO X T OHIRR (>
J=I)

A=) ZEALT, RTEDT—VAR—AREDOBEENF T EMBRTEET,

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZH&E X7,

FTETF—23URAUT, XZ1—TAAVZBRLET,

[T XT D WorkSpaces] ZiBIRL £ T,

EEIDIV—IVAR—ADIT—TVAR—AID ZBRL KT,

(2T 27 &2BRLUET,

(2T 2B 2 BRLET,

HIRRT DR T &2 RO, [HIBR] Z2BRLET,

N o o bk~ W Db

Amazon Managed Service for Prometheus 7 —2J AR—AHA S5 DO X T O HIBR (AWS
CLI)

EEALTI—UAR—AH 525 AWS CLI MBI DI, ROFIRCHVET, XJEHIKL
TETORIABIBIDITEB I ER A, RTED—VAR—ALOBEER I HFRBENDE
<7,

® Note

Amazon Managed Service for Prometheus 7—9 AR—AZHIBRT B &, HIfRENLD—D
AR—ANSRTOBEEFGFHFIXTHEBRENET, T—IVAR—AZHIRITIHICET %=
HIBRT D HLEBREHYYEH A
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R—ZF)ELEWEIOY RT 42T, untag-resource AN REETL T, ZTZHIBRT DDV —
PDAR—AD Amazon JY—AZ—LA (ARN) &, HIBRTZEIDRITF—%BELET, Hlx
(&, My-Workspace E VWS BRINDT—YV AR—AN S Status EVWSRTXF—FHE ORI ZHIRT
BICEFE. ROEXSICAHBLET,

aws amp untag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tag-keys Status

RBLEHBE, COOANY REIAEERLEEA, T—IVAR—AIZHER TSN TVE X T 2R
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Amazon Managed Service for Prometheus AP| Reference

Amazon Managed Service for Prometheus &, XM 2 BHE®D APl Z1=HL TVET,

1. Amazon Managed Service for Prometheus APl - ch 5 M APl ZFEAT 2 &, DT—TJAR—A, A
IJLAN—, P2—MIZR—Iv—F&, L-IIJII—7Haz=lE. OJZFAOARL—>3
V%R EYH, Amazon Managed Service for Prometheus 77— AR—AZERB LV BEETE
F9, cnSOAPI ZBETBICE, cFESTFELTOTSIVISETANATE S AWSSDK %
FEHALET,

2. Prometheus B API - Amazon Managed Service for Prometheus (&, Prometheus & Bt M
HHTTPAPI ZHR—KLTVET, chSsOAPIZFEATRE, DARLATT)—3
COBE, D—o70—-0E8, ttOH—ERZA®Y—I)LEDHKE. Prometheus VL) SR
(PromQL) ZERALEEZRV 2 IF—RO 0T ) ERENTREICAVET,

7: 3> Tl&. Amazon Managed Service for Prometheus THR— K& hd APl AXRL —
ETF—EBEOD—EZRLET,

rl

2)=X, IR, APIUIITARND Y #—ZIZDOLW T, "Amazon Managed Service for
Prometheus 1—%'—7# 4 K, ® TAmazon Managed Service for Prometheus D —E AT # —4& |
ZSRLTLEE,
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R—AZEBRBLTEETS API ARL =23V EZRBELTVET, chilllE, T—TAR—XA,
ARILAN=, PRI ZR—=rv—F&K. L-IINTI—T7E5Z=E, OJTERAD API FEEH
9,
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AWS SDK T® Amazon Managed Service for Prometheus O £/

AWS Software Development Kit (SDK) &, Z<O—WE7OV IV ERBTERATEET,
FSDKIZIE, FROYN—ADNHFHEODEBTAWS TFUT -3 2HBICEETEDLSICTS
API, J—Rfl, B8RO RFIXIRIIREHEATVET, SRBNO SDK EY =IOV AKNICDOV
Tk, TAWS #ROY/N—t>&—, O "TAWS TOEEY—)L, 2SRBLTLIEETL,

® SDKON—T 3>

J7OTI O NTHERTS AWS SDK D00 SDK FRZEFEII REMFEAL., SDK ZHFHD
REICERDCEZBHOLET, AWSSDK IZIFk, BFFOEEEMEEICMA., EF21UFT«
TYTTF—REEBENTLVET,

Prometheus A #: API

Amazon Managed Service for Prometheus Tl&, BLT® Prometheus Bt API A HR—Kk&Eh TV
9,

Prometheus BE#t APl OEAGEOFMIC OWTIE, TPrometheus BE#: APl ZfERL VT, &
SBLTLEEL,

(N =R/

» CreateAlertManagerAlerts

+ DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence

* GetlLabels
* GetMetricMetadata

» GetSeries
» ListAlerts
» ListAlertManagerAlerts

 ListAlertManagerAlertGroups

+ ListAlertManagerReceivers
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ListAlertManagerSilences

ListRules

PutAlertManagerSilences

 QueryMetrics

RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts ARL—23 2@, D=V AR—AILTZ—hZERLET,
B HTTP B3

POST
B URI:
/workspaces/workspaceld/alertmanager/api/v2/alerts

URL VTUNZX—A:

alerts A7 T OB, FATSIONE1 2OT7S—RhERLES, P5—RNT2TH
ROBIERLLTICRLET,

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
b
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]

CreateAlertManagerAlerts 320
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JOITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
b
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"generatorURL": "https://www.amazon.com/"
}
]
L AR AHl

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence &, 1 2OTF7Z— Y ALV AZHIBRLET,
B HTTP B3

DELETE
B URI;

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

DeleteAlertManagerSilence 321
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URL VTUNTX—=Z: 3L

O TAKNB

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86F973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

L AR A6

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus &, 72— AN ZX—J ¥ —DAT—RXAICBEITZBHRZWMEBLET,
A% HTTP B5:

GET
B URI:

/workspaces/workspaceld/alertmanager/api/v2/status
URL VTN X—=&: %L

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1
Content-Length: 0,

GetAlertManagerStatus 322
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

L AR A

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilence l&. 1 2OTF7S—KM YA L AICEATREHREZNMEBLET,
A% HTTP B5:

GET
B7% URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

GetAlertManagerSilence 323
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URL VTUNTX—=Z: 3L

VO ITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b0@5f861f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A5l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
b
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"
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GetLabels

GetLabels AXRL —>3a2iFk, BRIICEBERGFSNTUVBEIIRILZMELET,
Bz HTTP B53:

GET, POST
E%h7% URI:

/workspaces/workspacelId/api/vl1l/labels

/workspaces/workspacelId/api/vl/label/label-name/values < ® URI & GET U
TANDIKRZEHR—KNLET,

URL VTUNZX—A:

match[]=<series_selector> SRINBEHHEDTU—X%2BERTD, >)—XELIVZ—
DiEVIRLEEUEIH. 7> 3,

start=<rfc3339 | unix_timestamp> BB R A LARR>V T, 7> a2,

end=<rfc3339 | unix_timestamp> & TRALARRV T 72320 TY,

/workspaces/workspaceld/api/vl/labels OHY > FILU IO ITA K

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/vl/labels OH > 7 )LIE%&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"status": "success",
"data": [

— !

__name
"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

“app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",

"area",

"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",

"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/values OHY > 7))LV O IT AN

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values O > 7°)LIE&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server: amazon
vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata ARL—23a ik, BEZ—TYRMDSARILAETEhTVWBEXNUD
ACBETEIAEZT—REZRBLET, 2—7Y MEBRERHEZhFEBA,

DIVRROTF—E 023V ATZIORNTRRENE T, EFTOITIVRODF—RBEXARNIIA
BERL, BICRER., TOXNVIAETLORENATVWREEOXEZF—RA T I ORY, IXTO
Z—=TYRIDIEBVANELTEENET,

B HTTP B54:
GET
B URI:
/workspaces/workspacelId/api/vl/metadata
URL JTUNTX—A:
limit=<number>BEBITAXKNJTADHZKE,
metric=<string> XX F—RZ7ANEZVVITBDXNIIAB, ZOEFRICTDE, INT
DARNDDAXEBF—EFBBENET,

JOTITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

GetMetricMetadata 327
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L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": '"success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

:]I

GetSeries
GetSeries ARL =23k, BEEOSRILEZY MZC—HTHERIOVANEERELET,
B HTTP B53:

GET, POST
B URI:

/workspaces/workspaceld/api/vl/series

URL 2TVUNZX—&:

match[]=<series_selector> I8 92 U—X%&ERTD, ZUV—AELIVZ—D#EVIRL
ZEUSIH, PB<<EE 1 D0 match[] 5IBEIBETHDHEN HVET,

start=<rfc3339 | unix_timestamp> BB ZE A LARZR VT 7232 TY,

GetSeries 328



Amazon Managed Service for Prometheus

Q—H—H1 K

end=<rfc3339 | unix_timestamp> & TRALARRY T 7232 TY,

VO TITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[J=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date:

20201201T1937257

User-Agent: Grafana/8.1.0

L AR A5

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date:

Tue,

Q@1 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server:

amazon

content-encoding: gzip

"status": "success",

"data":

{

}I

L

"__name__": "node_cpu_seconds_total",

"app": "prometheus",

"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "0Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

GetSeries
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{
},
]
}
ListAlerts

"__name__": "node_cpu_seconds_total",

"app": "prometheus",

"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "0Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",

"release": "servicesstackprometheuscfl4a6d7"

ListAlerts ARL—>3 2k, D—O9AR—ATRETITATRTS— N E2WBLET,

B HTTP Bh3d:

GET
B7% URI:

/workspaces/workspaceld/api/vl/alerts

JOTITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1

Content-Length: 0O,
Authorization: AUTHPARAMS

X-Amz-Date:
User-Agent:

L AR A

20201201T1937257
Grafana/8.1.0

ListAlerts

330



Amazon Managed Service for Prometheus

Q—H—H1 K

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-1.alert",
"severity": "none"
1,
"annotations": {
"message": "message"
.
"state": "firing",
"activeAt": "2020-12-01T19:37:25.4295659092",
"value": "l1le+00"

]
1

"errorType": ,

"error":

ListAlertManagerAlerts

ListAlertManagerAlerts &, 7T—JAR—ADTZ—KMNIZ—TJ v —THRERELTVWST

Z—MNIETRIBHREMBLET,
B HTTP BF:

GET
BR7% URI:

/workspaces/workspaceld/alertmanager/api/v2/alerts

ListAlertManagerAlerts
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JOITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.501Z2",

"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "active"
.
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlerts
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]

ListAlertManagerAlertGroups

ListAlertManagerAlertGroups ZARL—>3 2k, D=V AR—ADTZ7—KNIZX—IJ % —T
BRENTVWBRT7S—RNIIL—TOUARNZERBLET,

B HTTP B5A:

GET
B URI:
/workspaces/workspaceId/alertmanager/api/v2/alerts/groups

URLVIUNTX—A:

active 7—I)LfE, true DFE. BEND VAN T ITFATBTS—MFEENET, 7
7AI)IBNE True T #7232 T,

silenced 7 —I)LfE, true DHBE. BENBDVARNIRFEZTOTS—MNFEENET, F7 )
Ni& True T9, #7232 T9,

inhibited 7 —J)LfE, true M{E. BENDVARNIRGREBLEEhETS—MEENET, T
7A)BNE True TS, #7732 TY,

filter XEHOEH, FS—hE7ALRULTTHIYFv+—OURR, #7232 TT,
receiver XFH, P5—h&E274INEZVTTBLY—N—IC—BIBZERRR, #7233
<,

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6

HTTP/1.1 200 0K
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x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
I
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]

ListAlertManagerAlertGroups
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ListAlertManagerReceivers

ListAlertManagerReceivers ARL—>3a2 @, 77— MNIRX—J¥—THBERENTWLWSL
—N—ICHETRIBEREMBLET,

B HTTP B3

GET
B URI;

/workspaces/workspacelId/alertmanager/api/v2/receivers

URL VTUNFX—=%Z: 3L

O TAKNB

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

L AR AH

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"
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ListAlertManagerSilences

ListAlertManagerSilences l&, T—JAR—AIZEBHRENTVBRTS—r AL AICETS
BHREMBLET,

B HTTP B3

GET
B URI:

/workspaces/workspacelId/alertmanager/api/v2/silences

VO TITANBI

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AB

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

[
{
"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
.
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
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"endsAt": "2023-07-24T01:05:36.000Z",

"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"
}
1,
"startsAt": "2021-10-22T19:32:11.763Z"
}
]
ListRules

ListRules &, D—JAR—ALERENTWAIIL—IILICEHTRIRBEIEL T,

AZh7s HTTP B53:

GET
B75 URI:

/workspaces/workspaceld/api/vl/rules

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

L AR A5l

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

ListRules
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vary: Origin

{
"status": '"success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3,
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z7",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
},
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences ARL—23 2k, $IiLW P Z—RM YA L ADERELEERED

TZ2—RhYALVAOEHZITVET,

B HTTP BhEd:

POST
B URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

PutAlertManagerSilences
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URL VTUNZX—A:

silence YA LV RAEZRIT AT I VN, ERERIZCRLET,

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
)0 TA KNI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

{
"matchers":[

{
"name":"job",
"value":"up",
"isRegex":false,
"isEqual":true

}

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"
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}

L AR AHI

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics ARL—> a2k, BEOBRIZBV T, FLE—EHBICHLE TAIAZU N
IV &EFHELET,
Bxh% HTTP Bh33:
GET, POST
B7% URI:

/workspaces/workspaceId/api/vl/query < ® URI &, BEDHRIRTA 2 AZNITY
ZFMLET,

/workspaces/workspaceId/api/vl/query_range — ® URI &, —EHBICHLE>TAL >
AZRNOTIVZFHELET,
URL VTVUNT X—24&:

query=<string> Prometheus XMV T ) XF%l, query & query_range DA THEAETH
S

time=<rfc3339 | unix_timestamp> (F7>32)query ZEAL THENDRITAI VAR
RNOTVZFMTRH5E. FTHMEORALARYT,

timeout=<duration> (F 7> 3 V)OO XA AT I s F7 4 NE -query.timeout 7
SUDET, COENERIZEYET, query & query_range DEATHERHENET,
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start=<rfc3339 | unix_timestamp> query_range ZfAL T—EHBICHLE>THI IV
ZFMEiT 2B E. BHBRIALRZ T,

end=<rfc3339 | unix_timestamp> query_range ZFRA L TC—EHBEICHhE>TII V%
B TEBE. RTEALARVT,

step=<duration | float> VTV DHRATY 7@ (duration EXFE izl float OF
¥)o query_range ZFEALT—EHBICHOE>TOIVEHMETZ EEIL, TOII) THE
EENBHEEICOXRMALET,

max_samples_processed_warning_threshold=<integer> (F7'>av)uB&chio LT
JH>7) (QSP) DELELEWMEZRELET, VJIUNFCOLEVEICETS E, APIL AR
VALBEXAYE—IHNRRENET,

max_samples_processed_error_threshold=<integer>> (F7°>a>v)nBEhizo IV
27 (QSP) DIZ—LEVEZRELET. COLEVMEZBADVIVRGRIS—THERSE
N, FEEThFELA, BRLGIVITVIANEZEHSEHICEAETIET,

duration

Prometheus BE#t APl @ duration (Zl&, BEICHE T TUTOREMOVT A EEELET,

ms S U#

s®

m 2

h &

d B (1 BiREIC 24h £48%)
wil (1 BEEEIC 7d £EBE)
y & (1 EF B0 365d & 18E)

VO ITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0
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L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite AR L —> 3 I&k, Prometheus H—/N\—AS1JE—N URL ICX N O A &ZEZELL
TENEFRRTEEIAARET T, BE., COARL—23a 2RO BETICE,. Prometheus H—/N—7& &
DEREEDODIVZAT N EFERALET,

B HTTP B5:

POST
B75 URI:

/workspaces/workspacelId/api/vl/remote_write
URLVIUNTX—2A:

L
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RemoteWrite TOHEV)IAHKL — NI& 70,000 #> 7 IL/R, BUVIAK/N—A N4 X 1,000,000 H
7T,

VO TITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

® Note

DO TARNKIXOEIIZ DWW T, https://github.com/prometheus/prometheus/blob/
1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64 ® 7' K )L
NYT7T7TOEEREESRBLTILEEL,

L AR AB

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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