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Add, delete, or deprecate products and versions
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Use the TagOption Library to ensure
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|provisioned resources.
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End User
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O O HO009000Ga0000CGa0A0ATCER0G : OVSIONS s terminate provisioned products
: [o— o— E
2 el I el o ] — o
Product X Product Y : 2= = : D D D D

© Version1  Version 2

O
L]
O
O
Ll
O

@
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"Version":
"Statement": [

{

]

"Effect":
"Action":

]I

"2012-

n
"iam
"iam
na
na
na
na
na
"iam
na
na
na

ec2:

lam:
lam:
lam:
lam:
lam:

lam:
lam:
lam:
lam:
lam:

10-17",

"Allow",
[

CreateKeyPair",

:AddRoleToInstanceProfile",
:AddUserToGroup",

AttachGroupPolicy",
CreateAccessKey",
CreateGroup",
CreateInstanceProfile",
CreatelLoginProfile",

:CreateRole",

CreateUser",

Get*",

List*",

PutRolePolicy",
UpdateAssumeRolePolicy"

"Resource": [

]

"
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}

c. [Next: Tags] (XN\: &J) #BIRLE T,

d. (F723al)[(&7%EMm Z2BRLT, F—LEORTZVY—RAICEERFTET. &KX
50BNERTZEMTEXT,

(® Note
RIE, VY—AICEBINTERF—EEORTTT, Chlokl), VDY—ADE
Bl, BB RBRENFBZICHEYET, HFHEICOVTRE., TAWSLBOUTF7LVA
D7T7LAHAR, OAWS "TUY—Z2A0RTF G #SBLTLSEEL,

e. [RN:LE1I—-]ZEBRLZET,

f. [Policy Name] I "ServiceCatalogAdmin-AdditionalPermissions, & AHLF
ER

/A Important

Amazon S3 AWS Service Catalog IcRFENTWVWB T 7L —NCTIOERATSIC
&, BEEIC Amazon S3 7V LAFAZNETRIHEN HYET, FHHEICOWVWT
l&. Amazon Simple Storage Service 1—%—H A R® T1—H—KD) > —0Hl
ZSRLTLEZL,

g [RUZ—0ERK] Z2ERLET,
5. TUOERERR—DSDTZIH D142 RIIZEY . [Refresh] ZZIRLE T,
6. ¥E71—JLRIC SexrviceCatalog EAHNLTRUS—UARNZETAINEZDVILET,

7. [AWSServiceCatalogAdminFullAccess]/R!'J< —¢& [ServiceCatalogAdmin-
AdditionalPermissions]| RUZ—OF TV URY VU RAZBIRL, DRA\: BFE] Z&IRLF
ER

8. I1—Y¥—%E#HT3HEIE [Add permissions] ZIBIRL £7,
11— —%ERT HHEEF [Create user] ZBIRLE T, REFEHRZA YV O—RFLFIE—
L T, [Close] ZiBIRTE X T,

9. AROVEBEBLELTHAVACTBICE, PHIVRNEEDO URL ZFEALET. <D URL
ERRTDHICE. TES—> 3> R4S 20 [Dashboard] &R L. [Copy Link] Z:&IRL £7,
T2V 02 FH, COFIETERELEERLEZIAM I—Y—0EFE/NADT—
ReERALET,

BEEANODT I EAERONFE 10
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AWS Service Catalog T RI—¥—IC 7V AFAE2FETS

I RI—¥—H Z2FEHATSEIC AWS Service Catalog, AWS Service Catalog T RI1—H—
OA2V—=IEI—ANDOT IV EAZHATIHVENHVET., T/EAEZNETSZICE. IAM1—
H— JI—7, FEEIVRI-Y-—HFFEHRITZO-NIZRV—ETEYFLET, ROFIET
l&. AwWSServiceCatalogEndUserFullAccess RU>—Z IAMTIN—TICT7EYFLET,

IVRIA—Y—=ITIN-T LTI ERAEREZRNETSICE

1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB & £ 7,
2. FEX—23arRADT, [A——TIL-T1ZERLZET,
3. [FILN—T=EKR ZBRLT, XOBEZITVLET,

a. [1—%—Y)I—74](C "Endusexrs; EABDLFET,

b. BET7 1—J)L RIC AWSServiceCatalog EADL TRV —UARETAIINRITLE
CB

c. [AWSServiceCatalogEndUserFullAccess] /R —DF I Y URY UV RAZBERLE
¥, £, D) IC AWSServiceCatalogEndUserReadOnlyAccess ZiBIRTBD & &
TEFT,

d. [JIL—T7%EK] ZBRLET,
4. FESF—=23aRADT[A—Y—]EBRLET,
5. [A—Y—%Eh] 2&8RL. XOEELETVET,

a. [A—¥Y¥—FBIC1—TF—0BaZAILET,

b. Password - AWS Management Console 7 7 2 AZEIRL £ T,

c. [Next: Permissions] (XD AT Y 7 §Fd) ZiBIRL £ T,

d [A—¥—=JI—7I12Em Z&RLET,

e. [Endusers] FIN—TDF TV ORYDAZFICL, [RN: BT, [RN: LE1—] DJEIC
ZERLET,

f. [ERINR—TT, [A—Y—0ER] ZBRLET, FiEH®RZS V> O0—RELEFIE—-L
T, AU Z&RLET,

IVRI-—HF—AOT7 I EAERONE B
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Terraform 7O 3aZ>F9 I DAV AN—)LERETE

T Terraform R/ Z EEIZEH T 5 (CI& AWS Service Catalog, Terraform EmEEEL TVWSNDE
BAUT7AI> N Terraform 77O 3 ZJ IO A AN =)L TRETHDHLENf SV &
T, BRI, HFRHETS Terraform 7O I Z 29IV 2#FERATEET, cOIVD
~iE AWS, Terraform Z7OED I ZV 0TIV D UNBET B LOICHKELRTI—RESA VT TARNT
'7?1'7&'(/7\ N—JLU TEREL £9 AWS Service Cataloge <D 1 EBRY DY N7 Y 7 ICIEH

PHOHMVYVET, & GitHub VAR NUIC Terraform 7O I Z 0T DA VA R—)LE
ﬁ@ FIE AWS Service Catalog Zi2#L £,

FI1—0NRE

7Dt/3_/7#«b—/E/EHU&¢t &, 7O0E>3aZ 09I O 0RETHF1—
ICEFETEIRAIO—RXY+E—T% AWS Service Catalog #ELFEF, ¥F1—0 ARN ZBETSIC
l&. AWS Service Catalog A T ORIEZ G ZR/EITHEN HYET,

- 7O a2 I P VR IO IORNA—FT—OTHI U NCHYET

- 7OEDaZVITIOIUE, OFVTHL AWS Service Catalog AfThhiz0 &@LU — 3>
CHWET,

- 7OEDaZVITIVOIOVOF1I—G, UATICFRIDINENMNETNEBRBEARAF—NICRVET,

BZE., TAT M 1111111 CE>THERE W EREREZEALTT AT B
0000000000000 us-east-1A'5 ProvisionProduct AU HE hiHEE, FIEL

LY SQS ARN # T&%H % & AWS Service Catalog 228 L F Jarn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue,

DescribeProvisioningParameters [C&k > THUOHE ND Lambda BRICERFL O Y VA E
AEhzxET,

Confused Deputy Z Terraform Z7OEZ I _—_2>J TPV ICEMT S

lambda:Invoke BIED OO T IV LAZFHRITDbND, TV RKRA D
Confused Deputy 1> TFFANF—

AWS Service CatalogNF iR T H2 IO ICKk 2 TERE N Z/NT X—%/N—4 — Lambda B%IC
l&. AWS Service Catalog H—E A7 U NIIZOKYOARAT HD> KNlambda:Invoke7 7t A
FAZNETRITIOERARI—HHBYVET,

Terraform Z7OEZ a3 Z 09I 02 DA 2 ARN=)LERE 12
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:SexrviceCatalogTerraformOSParameterParser"
}
]
}

ik, EOMENIEL K AWS Service Catalog #EET D O ICHBEBHE—DOT VEAFTTH S
PBENFHVET, L., aws:SourceAccount Confused Deputy A THFARNF—ZFEATS
E, CNZEETSICHETEE T, AWS Service Catalog N hSDF 1 —IC XY - BEETS
&, B7OEB2aZ>dT7AI7> KMo ID % —IZ AWS Service Catalog AL ET, Zhid, R—
R7#VFAHEBEZBU THRERAIDTET, BEDTAIVRNEGHF IV 2ERATESD LD
CULEVBEIC®’IBEERT,

FEAE, UTOZMGZEMAL T, 000000000000 & 111111111111 ZRREFTDVIITAND*
ZHATEELD, IVDVICHIREDP TR CENTERT,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexrvice": "servicecatalog.amazonaws.com"

3,

"Action": "lambda:InvokeFunction",

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 13
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"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser",
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

sqs:SendMessage BRED OO T VL AZFRITH-dD, T RKRA D
Confused Deputy A TF AKNF—

7O 3aZ dARL =23 O IAHK AWS Service CataloghF 2t 32T L& 2 THER
& I 7= Amazon SQS F¥ 1 —IZIk, AWS Service Catalog Y —ERT U NIICOKIOARATHD
>~ b sgs:SendMessage (B RU'BEHET S KMS) 7OV AT ENGETETIVEARD I —HHYE
9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
}I
{

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 14
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"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

hnlk, EOMENIEL K AWS Service Catalog BEET D IO ICHEBEBHE—OT VEAFATH S
BEANHVET, 1L, aws:SourceAccount Confused Deputy AV TFANF—ZFEATS
E, CNEESSICHERTEE T, AWS Service Catalog N s DF 1 —IC XY - REEFETS
&, 7O aZ>IT7AhHI7> KMo ID Z%—IZ AWS Service Catalog AL ET, Zhid, R—
R7AVFAHEZBLU THRERAIZDFET, BEOT AV NEGHF IV ZFERATED LD
CLEWVEEICRIBEET,

FEAE, UTO&M4ZE/AL T, 000000000000 & 111111111111 ZRREFTD VI T AND*
ZHATRIRD, IVIVICHIREZN TR ZENTERT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"

3,

"Action": "sqs:SendMessage",

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 15
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"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]I
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
""000000000000",
"111111111111"

},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

Confused Deputy % Terraform Z7OEZ a—>J IV ICEBMT S



AWS Service Catalog SHEEHA R

BEIR T A

AWS Service Catalog DERZHBITICIE. AFZA7IVICHBBEUICRHRTAENERRT VTS
L—bhD12Z2FATEH. AFIFI—HMNUTIOFIBEICHS CENTEET,

COFI—RNUTILTR, WEROJEBERLITIV RI—HY—ELTRAVZERITLET, HZ0O
TEBEELT, R—bT74UFZEHRL, RCHREERLET, I RI-—H¥—@, I RI1—
H—AVY—-)LCT VAL THREZEERBHTESR CLEZRALET, BEREFXOVTIHLTT,

« Amazon Linux TETEh, HRHNFEATES AWS VY —RAAEE&HT S CloudFormation 7> 7
L—RNICEDLK IS RERIERE,

« Terraform 7O 3a_-_ I I TEITEN, RN ERATED AWS VY —A%ZEHTD
tar.gz REZ7 7 AINICEILKF—7 VY —ARE,

(@ Note
BT BHC., 49 AWS Service Catalogh Y K7V 7 OF U a > EEHETTLTWVWS
CEZBRLTLEEL,

N

- AMZ473V

» CloudFormation &m0 B S %
* Terraform Hm D EARE

ABRZA47TZV

AWS Service Catalog (=&, BEYICERFAENERHBT O TL—ROAMZATSUNFAEEATLS
S, ISICHBRTEET. AFSAT7SVUR—KNT7 A FOFEEORBZEZBIOTHU NI
E—UL, Z—XICEDPEBETHARAERIA ATBDENTEEXT,

NEY D

- BIREMH

- FHilEC55
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Al HR SR

ABZATSVOTTL— N eERTRHEIC. ROEOFHDEZBRLTLEEL,

« CloudFormation 7> 7L —hNE2EHA T2 LOHICHEBRT IEAHFT, FHMICOWTR, TICLD
T Ot A0 &M AWS Identity and Access Managementy 25 8BL T E&E L,

« AWS Service CatalogDERIC KX EREEEER, FMIC DV TE. Mthe section called “Identity
and Access Management’y ZZBL T EE L,

=3 i = Sy SE S}

Well-Architected 7 L —AD—2 OFEMIC DWTIE, TAWS Well-Architected; 22 8BL T &
(AN

CloudFormation @O RB 5 *

AWS Service Catalog DERZHBTBICIE. AFZA7IVICHBBENICRHRTAEhERRT VTS
L—bhD12Z2FATEH. AFIFI—HNMUTIOFIBEICHS CENTEET,

COFI—KNUTILTR, WEROJVEBEBLVPIV RI—YY—ELTERRAIVEERITLET, HEO
JEBEELT, R—r7xVF2ERL, RICBRBZERXLET, T RI—H—@F, T RI1—
H—O Y= )T AL TERERETED L ZBELE T, ®HMmlk. Amazon Linux TE{T
T3V RBERRETHY), BRNFEHTES AWS VY —RA%ZE&HT S CloudFormation 7>/
T7L—RNIZEIVWTVET,

(® Note

BT BHIC., 49 AWS Service Catalogh Y K7y 7 OF U a > EEETTLTWVWS
CEEBRELTLSEEZL,

N =R

« AT Y 7 1:CloudFormation 7> 7’'L—hZZDO0—KR¥ D
« ATYVT 2. F—RT7ZERTS

« ATV 3 R=—RNT7A2VAEERTS

c ATV 4 R—KN77)FICHUVEREERTS
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c ATV 5. TUTL—bHINEEBMULTAVRAE VAL X2 HIRT S

« ATVZ 6 IAMO-J)LZEY) T2 EBFHNEEMT S

c ATVT TAR=RT7AVANOT I AEROIY RI—F—ADOHFE

« ATV 8 I VRI—Y—OQIVARIVIVA%ZTANTS

AT Y 7 1: CloudFormation 7' L—hZ&ZD>O— RT3

CloudFormation 7> 7'L—hZFRAL T, R—h7 2 U FERHBERES RGO 3 =Y
TEET, chsnT 7L —RE, JSONFEEE YAML T7#—X Y RTEDTHFANTZAI)
T, 7AE>3aZ>J933)Y—RAZzBALET, FMIC DOV TE, CloudFormation 1—H—H 4
R T5F7L—hK 72— v k) BBRBLTLKEEV, AWS CloudFormation T7 4 R & =& {F
BEOTHFANIFT12E2FERALT, TV7L— N E2ERBLUORETEEXRT, cOFI—KMJUTILT
&, ABRIBD OO TIWNBTTL—RMAEEATVWES, COT7TL—RNTIE, SSH7
DEARAICEREENE1 DO Linux 1 VAR AZRBEBLET,

(® Note
CloudFormation T 7L — R Z2FERAT3ICIE. BRBT I LAFUN VETT, EEERA
FTBHEIC. EUWVERIHDEEZEBELTLSEEV, FHMAICOVTRE., AFAZ4735) 0
BRZHZSBLTLSEETL,

To7L—hOHTO—R

COFI—RIUTILOHFUTINTTL—B, development-environment.template & https:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template TR 8T T,

FO7L—MNOBE

BTN TOTL—ROTEFANIROESVTT,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This

ATY T 1 TFTL—rOA T O—R 19
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template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2

instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

},
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",
"m3.large",

"m3.xlarge", "m3.2xlarge" ]

iy

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern": "(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

},

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

ol
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

ATY T 1 TFTL—rOA T O—R

20



AWS Service Catalog EEEHA R

}
iy

"Mappings" : {
"AWSRegionArch2AMI" : {

"us-east-1" { "HvVM64" : "ami-08842d60" 3},
"us-west-2" { "HVM64" : "ami-8786c6b7" 1},
"us-west-1" { "HvVM64" : "ami-cfa8al8a" 3},
"eu-west-1" { "HVM64" : "ami-748e2903" 1},
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd&724c7" 1},
"sa-east-1" { "HVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
.
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1],
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
1,
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
]
}
}
},

ATYTLFUTL—ROFI O—K 21



AWS Service Catalog SHEEHA R

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }
.
"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}

}

TO7L—hDUY—RA
TU7L—hTR, HROBBRICERENDVY—AZESLET. ROEIZIVHIBYET,

« AWSTemplateFormatVersion (7> 3> - 2OF> 7L —MNOERICERENEANWS T2 7
L—rERON—=232, BFOT7TL—RMOERX/N—2 32K 2010-09-09 THY), BERT
HW—DOBEMBZETT,

s HR(AFFS>a)-7TTL—NDOFHH,

s NIX—=BR (A723aV)-HREEHITHILEHICI—H—NEBETIBENHD/NFTXA—%, &N\
FXA=BRIZDOVWT, TUTL—=KICE, ADTR2ENF —BIIBENfHIHPEHANIEEIE
T FHOFEFMICDOVWTIE, TAWS Service Catalog #l#IDEH ) #SBL TS EEV,

KeyName NZX—RZFEATHE., I RI1—%—H AWS Service Catalog ZFRA L THRZ R
BIDEEICIEETDHENDH S Amazon Elastic Compute Cloud (Amazon EC2) ¥ —XRTF7 & &8
ETEET. RORTY T THF—RTEERLET,

s ABF—B (AT>3aV)-FUTL—MCEITIEMNERZRHBEITZATOTY
Mo AWS::CloudFormation::Interface ¥ —&, T RI—H4 -0V —JIE2I—IC/NTX—X
NEDESICRRENDINZEERZLET, ParameterGroups Z7OANT 1k, NFX—20DT
W=7t BE*rE, ThosDIIL—TODRHELEEHELET, ParameterLabels 7 O/NF 1
F7LYRUBNFXA—2EZERLET, cOTVTL—NIESVERRZEHTH/ND
X—RBz21—HY—NFEETSE, TRI—HY-TO0VY—-J)E1—(CIF. REL Server size:
IZ Instance configuration EVWSIRILDODNTAXA—ENFERREN, BHL Key pair: (I
CIDR range: &V Security configuration EVWSIRILODNTA—EZHFRREIhETT,

« XVET (AT - ANV IOTYT TTILEBRIC. FERENTA—F—EOEEIC
FRTEDFTF—CHEITBREONYVEVY, TUY—R, &092aveE "HHhHy 923> T
Fn::FindinMap & AKBEBEZFERA TR E, F—ZWISTREERETEET, LROFTTL—
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NI, AWS D=2 3> OUARE, & IZRATSD Amazon XA X—2 (AMI) FEENT
WET, DI YE>Y AWS Service Catalog ZfEAL T, 1—H—» TERLEZ AWS ) —
TAVICESVTHEATS AMIZRELET AWS XXX NIV Y=L,

c JY—A(BA)— ARV IOVY—RAEEF070NT4, T7L—hO TOY—=R, 9> 3>
ETHH 923V TUY—RESRTEET, LEEOT> 7L —NTE,. Amazon Linux &
RITTDEC2AVAZVAE, TEDA VARV AANDSSH T VL AZFANTH X174 T
N—=TZEELET, EC2AVARVAVY—A® [Z7AONFT41 V> a>TR, 1—HY—HNFA
HULEBBREFERALT, SSH7 IV EAADA VARV ARATEXF—REBELET,

CloudFormation FIRED AWS U—2 3 > ZFAL T, BICERLENYETHS AMIID Z
BRU, EF1VUFTA4TIN—T2EVETET, X1 UT1TIL—TR&, 1—HF—NIEETS
CIDRIP 7 RLAEHEASHKR—KN2 TA NIV RTIOEAEHFUTTEDIRSICREETNET,

s BO (A3 -RHRORTAZETLECEEI—Y—ICBATEZTFAN, BHftEhiEzT>
TL—NE., BEENEAAZAONT VYOI DNSEZHEL, ThzI1—HY—ICRRLZE
T, 1——NSSHZFERALTA VAR AILERITDHICIE, DNSENFUETT,

FO7L—MNOBEOFMIZ OWVWTIE., CloudFormation 1—%—HA RO TF7FL—KUT7
LA Z28BLTLSEETV,

ATV 2: F—RTZERTS

IVRI—Y—=H, COFI—NIUTIRAOY > TINTOT7L—NIESVERRERETED LD
ICF DIk, Amazon EC2 F—RT7 ZERTIVEN HYWET, F—RTIE, F—2E2ESLTS
EHICERENBINT U OF—L, F—RE2ESHITRLEHICERAEND T4/ R—NF—DEH
EHEBTT, F—ARTOFEMIOVTR, AWS AV =LY L4 L, Amazon EC2 11— —
HA Ry @ "Amazon EC2 ¥ —~R7 ; ZHFEL T<EEV, Amazon EC2

ZOF1—KJTIL® CloudFormation 7> 7L — K (Zlddevelopment -
environment.template, KeyName/N\ZX—ZNEEFNRTVET,

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
},
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I RI—Y—I&. AWS Service Catalog ZEALTTF > 7L—MCEI<KHRERBIHEE
2, F—RTOBREEETIHLENf HYVET,

ERALEVWF—ARTHFITICTHINCHZEERE, "ATYT 3 R-—T7FVAZERTS
ICECZENTEERT., ThIUADBEER. ATOFIEZZTTLET,

F—RTZERTBICIE

1. Amazon EC2 102V — )L ® https://console.aws.amazon.com/ec2/ ZRW T & LY,
FTES—2 32 R4 0 [Network & Security] T, [Key Pairs] ZiZIRL T & LY,

2
3. [Key Pairs] R—< T, [Create Key Pair] Zi#IRL &7,

4. [Key pairname] I, BEAXTVWEBZANDL., {EHK] ZFBRLET,

5. AVVY=LTTFAR—RF—T7MIOREFEEROSNLS5, BREBFMICREFELET,

/A Important
T77AR—RNF—DT7AINERETEDOREIDRAIVITIETTT,

ATV T 3 R—NT AU FRERTS
REEI1—Y—(CERHIZICE. FUCERBOR—NT7FUAEERLET,
R=RNT7 AV F=ERTDICIE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH & £ 7,

2. ERAOFET—>3aoNRILTR—NT72)A] Z8RL., [R—b7x ) F0OERK] Z2FRL K
ER

3. UTOEZADLET,

« R—N7 #1) A% - Engineering Tools
« R—KN7#1FDFHH — Sample portfolio that contains a single product.
- FiIE%& - IT (iteexample.com)

4. [EAK] Z8RLFT,
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ATV 4 R—=RNT7THFVFCHLOVHREERT S

R—KRT7FVFRERLES, R—RNT7AVARNICEREERTIERBIBVET, COF1—KD
FPINTE, TOoZF )20V =)L A R—KNT7 A UJFAIC, Amazon Linux ETEITEh3 057 RE
RIRETH S Linux Desktop EVWSRBZEERL T,

R—RNR7FVARNICHRRZERTDICIE

1.

N

HDATYTZTT TS E, [Portfolios] R—=IAFTTILRRENTVET, ThUADBEEE.
[https://console.aws.amazon.com/servicecatalog/] ZB & £ 7,

ATYT2THERULEIVZSZT I IVY—=IR—KT7 ) FZ2BRLUTHEET,
[Upload new product] (L WREO 7Y 70— R) ZBRLE T,
HEHROERIR—>20 "BRFHEH, 023> T, ATZAHBLET,

« [BfAB]-Linux Desktop

« [BEmOFBH] - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- [FRAE#E]-IT
c [FA4ANJELI—2—]-(ZFH)
"TN—=23>OFM) R—2 T, [CloudFormation 7> 7L — h O fEMA] Z#IRL F
¥ [Amazon S3 T 7L —KhD URL ZIEETS]) ZEBIRL S, ROKSICAHLET,
« [T7L—bM0OE&EIR] -https://awsdocs.s3.amazonaws.com/sexrvicecatalog/
development-environment.template
« [N=>32 A4 K)]-v1.0
- [BH] - Base Version

[HR— NS £5S 32T, ADESICABLET,

o [X—)LDELE %] - ITSupport@example.com
e [HAR—KU>2PD]-https://wiki.example.com/IT/support

« [ R— KNDFiEA] -Contact the IT department for issues deploying or
connecting to this product.

[HmDEK] Z2FIRL T,
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ATYT 5 T7L—NEHHNEEMLTA VARV A A XZHIRT S

FHICRY, R=RT7AVFLXRILTORRBOFEANBLENET, #0TR. RROEHI> T
FANZHME (BEHIF) LV, CloudFormation 77’ L—KNICIL—I)LZE&M (T 7L —NEK)
LiEWTEET, FMIZOVTIE, TAWS Service Catalog #lI#DFEH #8BL T EEV,

T, BERKILT—CAVARARA T2 I —NFBIRTEBVRSICTE T 7L — NI
% Linux Desktop R ICIEMTE £, development-environment 7> 7' L—KICkV), I—H—&
6 ONDAVARVARATHSBIRTEET, COFNTE, BMBA AR AZRAT R 2 ODOK
NRAT (t2.micro BRV t2.small) ICHIBRL £9, FMICOVWTIE, "TAmazon EC2 1—H—
HARL O "T2AAZA) Z22RLUTLKEEW, Amazon EC2

T 7 L— N#I#% Linux Desktop @ ZBMNT 3k

1. R=R7#VFOFEMER—TT, [HK] 2BRL. [HHWOER] ZERLET,

2. THHOERL R—Z 0O "’y T, TLinux Desktopy ZERLET., KIZ, [#IHWZRA 7T,
[T>7L—R ZERLET,

3. TFU7L—bh&EN, £0>3>T, "FFRANITFT1R, Z2BRLET,
4. THFARNIFAZRIZ, LATORBZHEY)NHTERT,

{
"Rules": {
"Rulel™: {
"Assertions": [

{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":

"InstanceType"}1},
"AssertDescription": "Instance type should be t2.micro or t2.small"

5. [#H#nFi8A] IZ, Small instance sizes EAHBNLET,
6. [ER] ZEIRLET,
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ATY7 6 IAMO—-)ZEVYWETHEBHNZENT S

BEFHNE, ITORI-Y—HIFREELEHTSEEIC A AWS Service Catalog 51 & Z (1% IAM O—
LNEeEELET,

CDATY 7Tk, Linux Desktop HmICEEBHNZEMT S E, AWS Service Catalog FHmD
AWS CloudFormation 7> 7L — N ZBKTD IAM DY —RA&EFERHTEE T,

EBHOELTHRBICEANHTAH IAMO-LICE, ATOT7 VAR BETT,

1. AWS CloudFormation
2. ®BA® AWS CloudFormation > 7 L—NADOHY—E A

3. Y—EAMAB O Amazon S3 /N Y NA® AWS CloudFormation 7> 7L — RADFRAELY) 7O
A,

CORBHNICKY, IVRI—YV-RBEFEZEBL, EBRICThZ7OEDa -V JZ&B @ RE
LTEBTEDERDICBEYET, FMICOVTIE, TAWS Service Catalog i2B)DEEE s #SHRL T
<EEL,

EEBHNANFZWVES., T2 RI—H—7 Linux Desktop HRZFEAT B ICE. T
EMOIAMT7O2A#RZI R1I—HF—ICNHETIHLENF &VET, L&A,
ServiceCatalogEndUserAccessR!) 2 —I& AWS Service Catalog, T RI1—%—22>V—)L
E1-CT77tATREOICHERTIRO IAMT I AFATZAFELET,

BBHNZEERATZE, IV RI—Y—0O IAMERZH/PRICHZZ EVS IAMORARNT T
TARARSCENTEERT, FMIIOVTRE, IAIMA—F—HA RO "TSNEHEZRDHS) 25
BLTSEZL,

BEOHNZEMNTSICE

1. IAMI—H—HAR O "JSON ZTICHBHFHL WK —ZERT D1 OIERICHE>TSESE
W

2. UTOISONRIZ—RFIXYNEZEBFTET,

« cloudformation- CloudFormation AR Y U & {EMK. FeAkELY) . EHFH. HIBR, —ERR. X
T390 AWS Service Catalog T BT VL AFTEFELET,

« ec2— AWS Service Catalog # @M —&BT &% % Amazon Elastic Compute Cloud (Amazon
EC2) UY—ARZ—ERR., ZxEY), EEiA&K, 7OEED3aZ2J, 2JF0HT5 AWS
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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Service Catalog T2 B T7 V7 EAFTZFELET, F7O/4TBDAWS VY —RICK2T
. COTVEARFANBEEENDBEN HYVET,

« ec2-AWS 7HONALFHLVEBRUS —ZERL., BEEhLEBERIS —ZEES
- IAMO=)LICTRYFLET,

« S3—HNFIETS Amazon S3/NT Y RADT UV A%ZFFA L E I AWS Service Catalogo
HEzF7043sCk, 7O0ES3aZ2T0F7—T147 70 M\ DOT V1A AWS Service
Catalog "% ETT,

- servicecatalog— IV RI—H—ICRD>TUY—-AZ—ERR, ZixEY), EEAA,
RJFF, #BE)FT D AWS Service Catalog 7V EAFAE{HELE T,

« sns— BB D Amazon SNS REY V&2 —BRR, BiaElY, EEiAk, ZIFTTD
AWS Service Catalog 7 7 £ AFF A 25L& T,

(@ Note
T7TOAIREBERD VY —AILELO2TR, JSSONRUS —DPZEETIHENE
L2ZENBYERT,
JSON
{

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummaxry",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"

1,
ATY 7 6 BEHNZEEMT S 28
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N o o bk~ w

10.
11.

"Resource": "*"

},
{
"Effect":"Allow",

"Action":[
"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

DRAL [T 28RLUET,

RAN]. [LE2—] Z&IRLE T,

R —DOMHER] R—2 T, [BH] IC "linuxDesktopPolicy ) EAALE T,

[Create policy] (R1) > —DER) ZBIRLET,

FTETF—=23oRATA-N ZEBRLET, RIC, [A—ILOEK] 2FBRL T, XOBEZ
TLWET,

a. "EEINEIVTAT414%ER, TAWS H—ERAZZERL, "D AWS H—EAD
I—AT—RA1 T "H—ERANZOT, Z8IRLUE T, Service Catalog D1—AT —A%
BRL, (AN ZEBRLZET,

b. [linuxDesktopPolicy] RUZ—Z#HRL, FIYIRY IAZFICLET,
c. [RN]ZERLZET,

d. [Role name](d—JL%) |C linuxDesktopLaunchRole ZA L &7,
e. [Createrole] (A—JLDERK) ZBIRLET,

https://console.aws.amazon.com/servicecatalog T AWS Service Catalog 1>V —J)LZHE &
9,

[Engineering Tools] R— K7 # U A ZEIRLE T,
[R—KN7 ) FOFHM R—>2T, [##] 27 &8RL., FHOER] ZBIRLET,
[®M] T, [Linux Desktop] Z#IRL ., [HHNR 47T, [BE] ZBIRLET,
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https://console.aws.amazon.com/servicecatalog.

AWS Service Catalog SHEEHA R

12. [IAM O—JLMi#R] #38R L £9, &XIZ. [linuxDesktopLaunchRole], [fERK] DIEIZIEIRL £
CP

ATYT T R=RTAVANOT OEAEROIY R1I—F—AOFE

CNTR—RN7AUAZERL, BREEBNLEOT, IV RI—HY—IZTIVEREREZEFETEC
ENTEEXT,

EIE=es

IVRI—Y—0IAMTIIL—T2ERL TVEVWEEE., TAWS Service Catalog T RI1—4—
CT7 O AFTZFETE ) 25RBLTLEEL,

R—=KRT7AVFNOT I AERZRMH IS ICE

1. R=KT7 3 VFOFMR—DT, [TOERA X7 Z2BRLET,

2. [7OEAREONE] ZBIRLET,

3. PFIL=7127T, IRI—Y—DIAMIL—TOFIVIRYIDREFVIZLET,
4. [ZOtADEM ZF#RLET,

ATV 8 IV RIA—YF—DIVARIVIVAZTANTS

IVRI—Y—AHAIVRI-Y-OAVVY—IEI-CERBCT7V7EALTHRZREETED L2
WIBICEF, IVRI-Y—-—AWS ELTIEHA2M2L, TNEDRAVEERITLET,

I2VRI-Y—AIVRI-Y-ODVY-IINICTIEATED L ZEREITSICR

1. FIBEILCOVWTE., TAMI1—Y—FHA R, O "IAM1—HY—THA 4>, #SBLTLKKEE
(AN

2. XZ1—/N—T, Engineering Tools’R—h7#UAZERL I AWS V=32 ZEIRL
£F9, COF1I—KNUTI T, [us-east-1 V=3 ZBIRLE T,

3. https://console.aws.amazon.com/servicecatalog/ T AWS Service Catalog 1>V —I)LZFEE, B
TZHELET,

- [BR]-1-Y-HSrERATEIRR,
« [FAEDIZUIFKER] - I—Y—AFRBLLE7OED I Z I EHE R,

ATV T T R—=RTAVFANOT I RAEROLIY RI—HF—A0F5 30
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https://console.aws.amazon.com/servicecatalog/
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I RI—%—54" Linux Desktop AV NY JRRERBTED L ERIAT D ICIE

CcOFI1—RNUTITRE, [useast-1 U—2 a2 ZBRLTVBR ZEICERELTLSEZL,

1. A2V=I)o [#ERE] 9> 3> T [Linux Desktop] Zi&IRL £T,
2. HmoEg 2oy ILT, HRZBHITH VI F—RZHBLET,

3. [#E: Linux Desktop] R—> T, [TOEZ 32T EF&HEA] IC "Linux-Desktops LFEA
L&ET,

4. [NGA=ZIR=IT, UTZAHL, [N\ 20UV ILET,

o [H—NN—H A4 X]-t2.micro ZiBIRLET,

c [F—ARTV-ATYVT 2. F—RTEERTSD TERLEF—RTEBERLET,

 [CIDRE&H]- M2V ARANDEHRTDIPTRLAOEMS CDREEHZANLET, FXE
DIPFRLAASOTIEAEHFTTDT 74 )L ME (0.0.0.0/0) . £HEESD PP RL

A2 /32 ZEBMULTESZD IPTRLADKIZT IV EAZHRTZIL., £LEZOHREETS
CENTEXRT,

5. R0 2 BIRLTAEZYVZREEBLET, 02V —I)LIZI Linux Desktop D AX Y I D
ARY JHHR—HARTIENET,. HRORIDODAT—RXAG [BEEHR]| TT, fERzZEH
AWS Service Catalog T2 ETICHOAAVNET, BEOAT—RAERRTDICEK., 7T
ZEHLTILKEEV, ERFEEHITIE. AT—F AW [Available] IC& VW ET,

Terraform @O F AR

AWS Service Catalog l&., M ® HashiCorp Terraform (2ENDHNF >V ALK D REZE I 7 H—
EAZ7OESa_Z_>J#aEICLET AWS, & 1 DD —)L AWS Service Catalog & U TR L
T. Terraform BREZ KRR ICEE, B8, BATEET AWS, &k, EENMBITEMARRENE
Terraform > 7’ L—h0oA20OJ1, 7oA NA—-I), N—=23_Z>J, 2T, o
AWS PTHOY MAORELRZE, W D2HPDOEELMEEICD 2> T Terraform AWS Service Catalog
ZHR—KNLULET, Tl AWS Service Catalog, T RI—H—ATFT IO ELATEZRRBE/N—2a>
NDEEBDVARNFERTREN, ThSORRZE1DOTVAVTTFTOMTEERT,

® Note

HashiCorp 77 /O — QY R— N Z##iT S ICE. Terraform N\ORED T A 2 ALE
DFERE LT, AWS Service Catalog l&. Terraform #—7"> YV —RICE T3 UFINOSR%Z
External ICZEELEL fz, External ®BRE A 7IZE. aIlE Terraform #—7>VY—R& L
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https://developer.hashicorp.com/terraform/intro/terraform-editions
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TH S TV = Terraform Community Edition @ HR— MA"E8FENE T, BEFED Terraform
F—=—T 2V —ABBERTT7TAOED I Z VR BRENBRRIA T ICBITT D HEDF
MEFIEICOWTIE, TBE1E® Terraform Open Source EmB L 7O a — 2 JFHH
ROABRBEIATNOEH EZEBLILEEL,

LTOF1—KMUTIDOFIEE, AWS Service CatalogT Terraform EmZFEVARH DI DICKRIEE
9,

HEROVEBEE, PREBETHIVN (INTTHIN) THEZELET, Terrafrm Community
Edition & & Terraform Cloud 2RO ES5S5IZE Terraform 7O a __V 0T N RET
T FHMICOWVWTIX, Terraform Community Edition (External @24 7)Y 7O a3 -5 T
> & TTerraform YCloud Q7O I Z 0TI #8RUTLKEEL,

FI-KNIUTILTE, EEETNIRTUTORAVZRITLET,

« Terraform Cloud £ /(& External #mE A 70OWVWTFnAZFEAL T Terraform ERZEERL &
9, Service Catalog l&. [External] @GR 1 7" & L T Terraform Community Edition # &% 4
7.R_ |\ l/ i a-o

s BIRER—NT7AVAICEENTET,
« IVRI—¥Y—ARBETOEDSIZ DI TED LS ICRBOGHNEERLET .
« HRANDOZYT

e R—=KNT7AVFE TerraformBRZEIL RI1I—HYF—THIN (RR—DOTHIOURN) EEBLE
T,

Fa1—-—KNUTITR,. BBOBETHIRNTEHZEEB/NTT7THORNIS, BBEEAT a3
EEALTR—RN72VAZHELET, EBXEOFEMAICOVTRK., TR—K7xVF0HE, %
SRLTLEEV,

F1—KNUTITHERTS Terraform RRAICEENSD AWS VY —RE. 2> 7 )L% Amazon S3 /N
TYKRTT,

(® Note

BB I2HC. 49 AWS Service CatalogD Y R7Y 7 OF O3 EHEZERTLTWS
CEEBRELTLSEEZL,
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N =R

« BEF® Terraform Open Source ERB LV 7O 3 Z VI ZARGBONBRB XA T NOEFH

o BIREZM: Terraform Z7OED 3 Z2J IOV ORE

« ATV 7 1:Terraform REZ7 7 AN EHV>O0—R33

« AT Y7 2: Terraform R EERT D

« AT Y 7 3: AWS Service Catalog R— K 7 # 1) A& ER T S

« ATV T 4 AR—KT7A VA ICRREEBNT D

« ATV 7 5 BBO-IZEEKTS
6
7
8
9

« AT Y7 6: Terraform @ ICEBFHNEEMT S

s ATV T.IVRI—Y—-ICTVAFAZRETS

c ATV 8 AR—RN7#VFEIVRI—Y—EHETS

¢ ATV QR IVRI—Y—DIVDARIVIVAZTANTS
« AT Y7 10: Terraform ZOED I - JRIEQER

BEE M Terraform Open Source EmB LT 7O a Z I FHE RO
HEERA T \NOEFH

HashiCorp 727 /O —NHR— N Z#ETBICIE., Terraform ANDRIED T A O ALEDER

&L T, AWS Service Catalog l&, Terraform —7"2Y —XAIZE T % el DS R %& External (C
ZEELFEL L, External #mA A 7'ICI1E. BB Terraform #—7">VY—R&ELTHShTWiE
Terraform Community Edition ®HR—KFEENET, AWS Service Catalog I&. "##H. BRE
E7OEDa > Ichi®#RO0EMBRERRA 7L T Terraform F—7 2V —AZHR—KL
BLIEYELE, RTTEDIRER., ERN—2ae7OED>a -V IZ»BRzHhOETHHRF
O Terraform A—7 2V —AVY—AOEHELRFKRTOXTT,

FEBITLTVEWEERE, CoEI3a>ERICE2 T, BBED Terraform 7—7"2 Y — AR
E7AOESaZ 0 RAEGEEITANT External RRICBITTAHEN HYET,

1. DBRE®D Terraform U7 7 L AT > %= EH AWS Service Catalog L T, AZA—T> Y —
ARREAT & Terraform A—7 2V —ABBRA T OHADYR—KZEZEHET, Terraform
Reference Engine DE#FH HFEIC DWW TR, GitHub VAR KM ZZELEE W,

2. ILWARR R R A 72 ERAL T, BEFED Terraform Open Source £ mZBER L £9,
3. Terraform Open Source MR A 7 ZFEHAIT2HMTFORRE TN THIBRLE T,
4. LV External RE XA 72 FEAL T, BYOVY—R2BE7O0EZa3a_-_JLFT,
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https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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5. Terraform Open Source BmRA A 72 EAT2RENO7OED I Z I FHBRmEINTHETL
7,

BEORBZEBITLLERRE, targzRET7 74N ZHERATIH L VERIC External Em R4 7 %2 EH
LT EEL,

AWS Service Catalog l&. ZBIZISUTCNEEZBLUTHEEREYR—NLET, ChSOEEIC
KOTBEEDOTAI U NIZBRBEHINIVEICEDHEY, EELAHBI—IO—-RICFENF RS
Bak., THOVMEZECEZBLTHR—MZEKBEL TSEETL,

BB %ME: Terraform 77O 3a Z> 9IS DOERE

T Terraform R ZER T2 - DEIRFZM L L T AWS Service Catalog, Service Catalog BB &
THONNTTFHOo 7O a - 0TI 00 04 ARN=)ILLTRETIHEN H )
£9, 7O 3aZ> I Ik, Terraform Community Edition G (External #2mR 14 7' %
F) & Terraform Cloud & (Terraform Cloud #@mA A &2 /) OMBSICSHETT,

(® Note
IVDURER 1ERYDERET. H300ALNET,

Terraform Community Edition (External #@m X4 7)) 07 OE>a_-_>JI1I>2

AWS Service Catalog l& External ®m & 1 7 Z £ A L T Terraform Community Edition £
mMEYR—KNUET, External RE\RXA 7', 7O a2 J IV 0ORREICETV
T. Pulumi, Ansible, Chef ZEDMO7OEDIZ2 IV —)ILEHR—KLET,

HashiCorp @ Terraform Community Edition T External R X 1 7% £ 9% AWS Service Catalog
HEANHZE., AWS Service Catalog EEBET HI N (INTFTHD2 N IZ Terraform 7O 3
JOT VDOV EAVARM—ILLTRETIHENf HYVET, BZOIDETD)Y—AAWS
EEEBLET,

AWS Service Catalog l&. GitHub URZ NUIZ, AREH TS Terraform AWSTZ7'OED I =TTV
TUDAVAR =L EBREODFIEZRHMLET, URDZKNJIZEARDBHRERFArEENTVET,

« BEBAZAN=ILY =)
« J—ROBE
« AWS PHVUY MADOT7OA

BIR&AM: Terraform Z7OEZ a2 I IV ORE 34


https://github.com/aws-samples/service-catalog-engine-for-terraform-os/
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- 7023”200 —070—, RERGL. HIRICETZEMER

Terraform ZCloud RO 7’ O a - 01>

HashiCorp @ Terraform Cloud T Terraform Cloud #& X 1 7% £ H 3% AWS Service Catalog & &
M54, AWS Service Catalog EBETHI N (NTTHI2 M) I Terraform 7O a =2 F
IO A AN —ILTRETIHBEN HV ET, HashiCorp &, cOITZIJE—NRE
TEEBLET,

HashiCorp (&, Terraform Cloud T2 OBREFIEZ ST GitHub YR MU ZRHELET, AWS
Service Catalog R KU IZIFRDEBRBNIEENTVET,

« BEZAZVAN=ILY =)

- J—ROBE

« AWS 7HD Y MAOF7OA

- 70E23Z>IJD—070—., MER. FIRICETZEMNER

ATY 7 1:Terraform §XE7 7 AN ZH D O0— RT3

Terraform BRE7 7 A )L ZEH L T, HashiCorp Terraform 2REERS LT 7O a _JTE
F9, chSsOBRERFETL—FTFANTI7Z7AIT, 7O 320095 VYV—AZEBRLET,
EFEOTFANIFAX—ZFEALTHREZER. B, RETEET, 7OX I ZERTSIC
(&, Terraform BREZ tar.gz 77 AN ELTTF Y 7TO—RIBZBENHBYVET, COF1—KUTIL
Tk, (CEEBZERET 7 1)L AWS Service Catalog YAHEE N TW\S 18, FHEZHRATEXT,
COEREICKY, Amazon S3NNT Y RAERENE T,

REZ7AILORXI>O—R

AWS Service Catalog ICld, COF1—RUTFIITHERATES Y7 )lsimple-s3-
bucket.tar.gzBEZ77AIAAEEHTVET,
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provider "aws" {

}
resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditoxr0",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "*",
"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/sexrvicecatalog:provisioning":

"true"

"Action": [

"s3:CreateBucket*",
"s3:DeleteBucket*",

"s3:Get*",
"s3:List*",

"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

"Action": [

"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",
"Effect": "Allow"

"Action": [

"tag:GetResources",

"tag:GetTagKeys",

ATV 7 5 BEO-IEERT S
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"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResouxrces"

1,

"Resource": "*",
"Effect": "Allow"

}
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2592, O—IILRILEDI—HT—LRILOTIEARAEAFEENET, O—ILLRILOTIEA
2592, I H—LRILOTIEAEFEEAETHS., FHORNLRILOT VAR EE
hEBA, ChSOFT VAR, Condition 7OY U % accountLevel, roleLevel, £k
userlLevel ELTHEAL T, KU — JSON THEETEET,

s Ofllk., AWS Service Catalog API EZIAGKARL =232 OTF VAL RIL:
UpdateProvisionedProduct® & U TerminateProvisionedProduct, e EUV) 7

R L—>32:DescribeRecord, ScanProvisionedProducts, &V ICEFEAET 1
FJListRecordHistory, ScanProvisionedProducts & kT ListRecordHistory

APl AR L —> 3 & AccessLevelFilterKey EWS AL ZFEAL, COF—0DMERF L
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AccessLevelFilterKey f, roleLevel & "O—JL. . userlLevel (& "1—H—, [CHHELF
T)o FHMICDOVTIE, [Service Catalog ROV /N—HA Ky, ZZRBL T EE L,
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NIBDHAMY EEBERKDTIIINT IV EAZHALET,

JSON

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action": [
"servicecatalog:*"
]I
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel"”: "self"

}
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CORUY—F, RORUS—EMENCALEOTT,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"servicecatalog:*"

1,

"Resource":"*"

MR —TCondition7OY YV ZEEL & VHA AWS Service

Catalog . "servicecatalog:accountLevel" 77 EADEBELRLENDEL THRONE

9, accountLevel ®7 UVt AIZIK, roleLevel & userLevel D7 VAN EEND &ITF
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703" VR EBELFEETDILI-RIZOKFERLET,
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"sexrvicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"

}

Z7OEDIZ> IR HRICHTEIHINEEET I LA
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistory",
"servicecatalog:ScanProvisionedProducts"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"
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"Effect": "Allow",
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NOTIL: F7O4%kDINA T 542 %VERKT S AWS Service Catalogy SR L TS EE L,
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N RBERHTEET, G, COFXMTOTU7L— M ERZERF O RRZ Git IR MAE AWS
Service Catalog #FU'E T, VAR N AT a2 IZ&, GitHub, GitHub Enterprise, Bitbucket A"
BENET, ZAWSTHIUNABURDNITHONTRIALES, #HL LV AWS Service
Catalog #mEERT2H. BFEORBRZEMLTCURSNIAOTTL—KNT77AIICRETE
£F9, TVTL—RNT7F7AINICEENMASHh, URDKNUTIAZIY hEhd & (git-push ODEMA
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+ GitHub, GitHub Enterprise, Bitbucket DT> 7L —K7 7 4 )LA®D Terraform & & & 0 EH

« AWS U—> 3> Git BERRAD Y7R—K

HmEAROTVTL—RT7 7AW EFRETED HICHEBZIER

X @ AWS Identity and Access Management (IAM) R > —%F > 7L —RNEULTHEAL T, AWS
Service Catalog EBENMANBIRSNIOT T L—RI77ANICRRZRHTEDLSICLE

¥, DR —I(Zl&. CodeConnections &

DHAENSBERT IV EAHANEENTVET

AWS Service Catalogo AWS Service Catalog Tl&, A TOF> 7L —kRUZ—%IE—L,
DR N)EHBEEZEMNICTSIEEIL NZ—J RARUS—%2FERH TS AWS Service Catalog

AwSServiceCatalogAdminFullAccessC &EZHESH L E T,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CodeStarAccess",

"Effect": "Allow",
"Action": [
"codestar-connections

"codestar-connections
"codestar-connections
"codestar-connections
"codestar-connections

"codestar-connections
"codestar-connections

:UseConnection"”,
"codestar-connections:

PassConnection",

:CreateConnection"”,
"codestar-connections:

DeleteConnection”,

:GetConnection",
"codestar-connections:
"codestar-connections:

ListConnections",
ListInstallationTargets",

:GetInstallationUrl",
:StartOAuthHandshake",
:UpdateConnectionInstallation"”,
:GetIndividualAccessToken"
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1,

"Resource": "arn:aws:codestar-connections:*:*:connection/*"

},
{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
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VRBAEON—JaAVHRETHTEN, FERAT—ZANE)HETSIET,
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HmN—2320Y—AVED IV ID ZRTFIBICE. [BREERN—32] D2 V%8R
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NI EHBBRIDVENFHYVET,

&, TagOptions, BLVPHP—EAFT VT a v FEENET,

dm') YV —AOBEEMFTOHICE, R—KT7FUFOREENT, F
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/A Important
HmHFBIRENLRE, TORREERITD_ LRI TEXREA,

AWS Service Catalog IV — I ZEAL THRZHIBRT D ICIE

-

R=—KRT72VFR=DJICBEL., HIRIZRMEZECR-—N7 2V FZRRLET,
2. HRIIHRFBEERLTHS, RERIVOELICHD [HIRR] ZBRLE T,

3. HEVY-AOBZVEHROBEERE. TFARRY VA THIRR, EANLU THIBRYT 2R Mz H#53
L. [HIBR] Z2:8IRL £,

BEEVY—ADHDEROFEE. ATYT4ICEXET,

4. HROHIBRD A2 RIT, BERTT 7L 2BELET, cOT—7IICRE. HRICEERG
5HhTWBFXTD resources. AWS Service Catalog attempts A"RREh, HEOYIBREICC
nsnUY—AOBEENSITARBRENET,

5. TF*FANRYDRAIZ THIBR: EABLT, BRZEHIBRLTHEETZ VY —AZITNXTHIBRTS
EEBRELETS,

6. [BENITZMERL THIRR] ZBRLET,

AWS Service Catalog ARROINTOUY —AOBEERITERERTELEVES, HRARHIKREhE
Bh,. "HEZEHIR V2 RIICE, BENMUTRRICAMLULEABREXRSEOTAN RTENE
T, HRHIBREICARBMULZYY —ADOBEERTHRBROBRICOVTHLULSE, UTO "HEHIBREIC
KELEZEVY—AOBEEN ITRBROMBR, 25RBLTEEL,

N =R

- ZHEALLEEROHIBR AWS CLI

- BRBIBREFICKERLEDY —R0BEEN T RBROMER

ZERAL EHAOHEIBR AWS CLI

AWS Service Catalog Tl&, AWS Command Line Interface (AWS CLI) ZH L THR—KT7 U A H
SERMZEHBRTEET, AWSCLIE., ANV RTZA22I)IOOAN RZEFEALTAWS H—EXR
EXRVEVY)TERF—T2Y—AY—=)LTTF, AWS Service Catalog 5 HIHIBREEXICIE T AT A
FYUETT, TAAWSCLI UT7 AR, SHEICFEATHIANRXPAVUTNEEHE AWSCLI 9%
HIZ TERTESZIA—RNAY RTT,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
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EIE=2es

« AWSCLIZAVAR—)LLTERELET. FHICOVTEF. TAWSCLIOEHN—>23>04 >
AR—IFRERFEH B&T "TREQEXR, 2ZRLTKEETV, 1.11.24 £ 2.0.0 D&H/D
AWSCLIN—=>2 3> & ERALET,

s HROCLITAUTAZHIBRTSICIE, Bash BEEOAX—ZFIJ)LE JQON> RT 4> JSON 7’0
EYHHAYBETY, DNV RTA2ISON 7OEYHOA VAR —IILOFEMBICOVTE, jgnF
JOO0—R Z2SBLTLSEEV,

« TA T A%4ERKRL T Disassociation APIAWS CLI d—/)L&Z/N\Y FoEL, 1 DOOTY R
TRBZHRTEET,

HEZEEICHBRIZICE, ETRRICHEFTSATVRIXNTOD Y —AOBEER T ZHRTS
PDENFHYNVET, BRVY—-AOBEERTOHELTE., R—M7AUFOBEEMRT,. FE, 2TF
7oary, Y—ERATO2a RENFBYET, CLIZERAL THEZHIBRTS5E4E. CLI force-

delete-product T4 U7 A%ZEAL T Disassociate APIZH UL, DeleteProduct API%
BFE2VY—AOEENFTZHERTEERT., Chicky), BRI OBEENGRBRZEBICFTEIHSE
FBEIBYVET,

(® Note

LTOFETRITI7TAINARF, ChoDBRECZRTIDEOICERIZARL—FT 1>
TOATALK>TEBRRIHZENHYNET,

AWS Service Catalog R ZHIBR T2 -6 D AWS CLI TA4 U7 ADER

%Z{EH L T AWS Service Catalog #m AWS CLI ZHIBR 9 %154, CLI force-delete-product T
AT A%ZERTHE, Disassociate APl ZHT'H L T, DeleteProduct®O'HL ZhF% 1)
V—AOBEN T ZBBRTEET,

AWSCLIZE 7 #I)IWAIC alias 77 M I ZERKT S

1. AWS CLI OV —JL T, configuraiton 7 # LA ICBBLET., F7FIILKTRE., BE7AIILA
(& Linux £/ & macOS Tl "~/.aws/1 . Windows £l "SUSERPROFILE%\.aws\J & V)
£,

2. 77ANFET—>32#FEATRIH, AEOX—IFIITUTOON RZANLT, cli
EVSEROYT 74 )NAZERLET,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/
https://stedolan.github.io/jq/download/
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$ mkdir -p ~/.aws/cli

EREND 7 AINA Tcliy OF 7 #)I N/NAR, Linux £/ macOS Tl T~/.aws/
cli/i . Windows Tl& T%USERPROFILE%\.aws\cliiy EiZH')ET,

3. HLWcli 7FNET, 77ANIERFHELD alias EVSDBROTFARNT7AILZERL
£9, 774NFES =23 aERTIH, FEOX—ZIFITUTOONREADLT
alias 77 AL &ERTEET,

$ touch ~/.aws/cli/alias

4. 147BIC "[toplevells & ABLFET,
5. 774ILZREFLET,

RIZ, TAVTFARDIUT N E2FEBT alias 774N G2 D, Z—ZFIT142RDOD
OX > R&EFERAL T, force-delete-product (REEHIHIBR) TA VT RAZCDT7T7AIIICEBMTEE
E

force-delete-product (R m&HIHIBR) T4 )7 A% alias 77 A I)LICFEBTEMLET,

1. AWSCLI OV —I)IT, AWSCLIBRE7AINAICBEL., alias 774N E2RHEEXT,
2. 774D [toplevel] TOTICROIA—RIA VT RAZANLET,

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1
fi
if [[ "$1" !'= prod-* 1]; then
echo "Please provide a valid product id."
exit 1

B D HIBR 113



AWS Service Catalog

EEENAR

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources

must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi
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echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do

echo "\t${association}"

done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit

fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in

"${provisioningArtifactServiceActionAssociations[@]}"; do

associationPair=(${association//:/ })

provisioningArtifactId=${associationPair[0]}

serviceActionsList=${associationPair[1]}

serviceActionIds=${serviceActionsList//,/ }

for serviceActionId in $serviceActionIds; do

echo "Disassociating ${serviceActionId} from

${provisioningArtifactId}"
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aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactld --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. 774N EREFLET,

—ZFIILT12 ROEMERAL T, force-delete-product (R miAHIHIER) T4 1) 7 A% alias 77 4
JLIZEMLET,
1. —ZXFIILT4RIZEAVT, XROON RZEITLET,
$ cat >> ~/.aws/cli/alias

2. TAVTFARDUT RN EZR—ZFI)ID142 RIICEEY)FH, CTRL+D ¥—%3#L T cat ONX >
REHLRTLET,

force-delete-product (R mEHIHIR) T4 V7 AZHOCEHLET,
1. —ZFILNVAVRIVTROAN RZEITL, HIRERIA VT AZRTEHLET
$ aws servicecatalog force-delete-product {product-id}

ROPBIE, force-delete-product TA VT AON REFDFEROREFZRLTVWET,

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:
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port-123
Budgets:
budgetName
Tag Options:
tag-123
Service Actions on Provisioning Artifact:
pa-123:act-123
Are you sure you want to delete prod-123? y,n

2. yEADL, BREHRIDLERBLET.

HMmZERICHRIZDE, Z—ZFIINTAVRIVCRDERNIRRENTT,

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

ZOMOUY—A

TIA)FAAWSCLIOMER, AWS Service Catalog RO HIBRDFMICOVTIRK, XOUY—A%

ZRLTLSEE,

« AWS Command Line Interface (CLI) AWS CLI 1—%—HA4 ROIT A )T ADIEREFER,

e« AWSCLI TAUTAIVRIKD gt UIRD KU,
« AWS Service Catalog & 0 Bl
« AWS re:Invent 2016: YouTube M E%H AWS CLI 1—%%—, YouTube

HMBIREFICKERL 2V Y — A0 BEES T #EBRO R

VY —ADEENTREROGIAFIRERRTUAICERZEHRLIS ELTERBRLESERE, AT OHAIH

VANEZDOBRREBIEL TS LEEL,

im0 HIR
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://youtu.be/Xc1dHtWa9-Q?t=1593
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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® Note

)Y —ABEERTOMBRICRBMLEZEVS XY E—DHFRRENDENIC [REmOHBIRR] V1>
"RHEOHBIER, O3 OFIE1 ~3ZRITLT, VA RIZEE

ROZBALUIZ5E .
ERKZENTEXRT,

)Y —ADOBEENTHERICAKRL -EEZHRTDICE

"RMEHIRL D1 RTT,

V—AOBEEMRTHERICKBLUEHAAEHRBREADIMBRREER/REL TLEEL,

AT —RABINDEER

% O] kkkk
AR-

d—%—:username ICIFAT&EEITT
DERNIHYEHA:

R A

AWS Service Catalog &

fmlZ TagOptions, F
B, bhE<EE1O0

F <3 >Provision
ingArtifact #'EE

FHshTt\wah, &
mNRER—NT =)
FICEIYHETSshTW
3h, BEliCI1—H—
FHah., HRIZHY
FuHsdh, FRREZ
HigrTcEEBATL =,

HmzdliRL LSl
TV I1—%—ICi,
Hmn)Y—ADEE
R ZBRITDDICL
ERERI B EEA,

BRIRER

HmzBEEH
BRLTHET,

AWS Service Catalog
Tk, REEENFTZ
BRI DT VAR
AZF > TLWAEVHRE
)Y —AOBEENTZ
FRBRT B HIEDFMIC
DWTE., 7FAHD> b
EEEICEAVEDES
CEEHEHLET,

rPISI—232, 7=70L0O "TAT—2A, 5lzHBLET, U
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N—>a>nEHE

HmEFERITDEECRBN-—23 228 ETERT BRN-—TJIVBFWVWOTEEHMTERT,

N—23a2 Il CloudFormation 7> 7°'L—bh, &4 KL, BB, AT—RA, HAE AN S
x9,

N—232AT—32A

N=23 2, KO3 ODDAT—BRZAOVWT A ZIBETEET,

« FOFAT -TOFA4TBN=—230FN—23 UARNCRREN, - —HFEON—>23 Y
ERETEDELDICLET,

c T IOTAT -HTFTOTATN=232F N=232VVARNTHERRICBYET, cON—23
VASEBETNERFOOES I Z VB4 BRREEZZTERA,

o [HIBEREHR]-N—2 32 HHIREhd e, N—232 VAR SHIRERET, N—2 32 OHIK
FTICREXREA.

N=23a HA T A

N=23HARAZRELT, BRN—2 3V ICEIRBEHRELI RI—F—ICRMHEFTH &N
TEET, N=23VHAHDAR, TOTATBRRN-2aVICOHKFELET,

N=23A2HARZV AL, RD220FT>3IVHFHYNET,
c BL-F7AILITR, HRN—232VCRAMEVARHYYEEA, IV RI-—Y—REFTD/N—
TarveEFALT, JOED 3V E N RREEN S LOREHTEERT,

« SEMR-1—Y -G, FHERORAN-—TJavEHALTHLWIOED a2V X ARELEE
ITRERTEEREA, BAICUV—REchiz7OED3aZ U FHE Ry, BERLEEhZ/N—
>arveEFALTVWAEE, 1-¥—RZxo7O0E>a > IFsBmeRFoN—23a> &R
HLWN—232ZFERALTORERTEXRT,

N—3a > OEH

HmEERTRIEECRHBN-23 D 2EVETET, £, N—232V BV OTEEHRTEET,
HAOERICEITZFHEMIOVWTR, "HmoER 22RLTEE W,
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HmN—2a>eEHIBICE

1. AWS Service Catalog >V —I)L T, BEmZERLET,

2. BBUARNNIS, N—2a a2FEHI2HREBRLET,

3. [BEmFEMEAR—T7T, IN—=2arv] 27 &&RL, EHITRIN—Ta 2 z2BRLET,
4. [N=2 3> oF#l]|R—> T, ERN—2a zZmEEL, EEORTF ZBIRLET,

AWS Service Catalog #l#9 0 {§ F

#HWEEALT, IV RI-Y—HFR-BDT7FVFZERBLEEEICBEDR-—NT7FVTHOHA
mICEAEhZIL—LZFHEBLET, IV RI-Y—rEmzeBIse, FlNZERALTEAL
W—IHFRRENET, BRBER—KNT7AUFCANLES, HRllHNZERATEERT, 0. #
KI2EI<SICEMCRY, BBHCATVEVRBOREON-3aINTICERAEIET,

HH9

« AWS Service Catalog #2 & 0 %l FR

« AWS Service Catalog J& %10 #IFR

« AWS Service Catalog & ¥/ B # O #IfR

« AWS Service Catalog AZY VY N DHFIR
« AWS Service Catalog 7> 7°'L — N D #lfR

AWS Service Catalog 2 B 0 i R

BESNE, IRI-—F—HFrRnziEs, B, ELEKTITDEEIC D AWS Service Catalog
5| & Z (+% AWS Identity and Access Management (IAM) O—J)LZEEL 9, IAMO—JLik, 1—
H—FF AWS U —ERAN AWS H—ERZHERA TR -HIC—KHNICEIEZ TR ENTERTY
EAFAOOAL V23> TY, BEAEHICOVTE., UTZSRL TS EZ L,

 CloudFormation @AM 7 AT Y7 6: IAMO—)LZ2Z|V) B THREFHNZEMNT S
« Terraform Open Source ¥ =& Terraform Cloud #m R4 7 A7V 7 5: 28 O— )L #ERT S

BEHOE., R—r72U0F EHA-R—F7AVFOBEENT) RORHBICBEAEHET, EEH
HWE. R—RT7FUAFLRILPITXRTOR—RNT AV FICOEZHBIINL THEHAEhELEA, EE
DHNZR—RT7ZVFAADIXNTOHBICEHEN TS ICE, BEBOFHNZIRRAICELNICERTS
BEABHVNET,
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BEHONEWVEES, IVRI——RFEE0 IAMBIAERZFEALTHREZEHL, EEITIH
ENfHYVET, TOLHICIE, ERTHEATS AWS H—E A CloudFormation, KT ICXHT ST
TV AFANBETT AWS Service Catalog, BEIO—IIZEAITRECrY, IV RI-—Y—0

TOLAERZZORRBIIMVEBZRIPROEDICHRIZDZZENTEEXRT, TV RI—F—DT7 0t
AEROBEEOFHMICOWTIE, TTO Identity and Access Management AWS Service Catalog, %
SRBLTLEEV,

IAM O—)LZERL TEI)HTDIZE, AT IAM EEEERNIBRETT,

« iam:CreateRole

* iam:PutRolePolicy
+ iam:PassRole

* iam:Get*

e jam:List*

BEO-I)IORE

EHHANELTEHRICEHTAIAMO-ILICE., ATZ2FEATI2EOOT7 IV EAERNIKRET
g,

Cloudformation & & H

« arn:aws:iam::aws:policy/AWSCloudFormationFullAccess CloudFormation Y &— R
RS —
« ®ER® AWS CloudFormation 7> 7L —RROH—E R

« H—EAMEBE® Amazon S3 /N7 Y RA® AWS CloudFormation 7> 7L — MNADOFRAEY 7o+
Ao

Terraform @A

« EA®D AmazonS3 T 7’ L—hOHY—E A,
« H—EAFME® Amazon S3 /N7 Y RAD® Amazon S3 T 7' L—RMANDOEHEY) T O,

« Amazon EC2 1 > AR > AT®M resource-groups:Tag XA (OB a Z IR ENE
TRIC Terraform 7O 3 Z 0TI U FBIEZTET)

-+ resource-groups:CreateGroup DY —ARIN—T0R2ITHHF (VVY—ATIN—TZHERL T
2 % E|V) TS AWS Service Catalog 1= (- A5l ZZ (1)
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IAM O—)LDO{EHER) S —TIlk. AWS Service Catalog AO—IL%Z25|EZFD L E2HFTTIHE
FHYVET, UTOFIETIE. O—ILZ A7 AWS Service Catalog & LT Z&EIRT B &, EER
NEBNICEREENET, OAV-IILZ2FALTVWAWESR. TIAMO—-)LTEERD S —
ZEATZHEI O "O-LZ5EZHT5 AWS H—EROEFEERI—0OER, V> 322SR
LT EE V. https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/

® Note

servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct,
DTV EAERZREO—ILTEV)HTDZEFETEEXREA, "TAWS Service Catalog T/
RI—H—CT IV EAFATZGFETD, 29232042 FA2VRI—OFRICTENT
WBLSIZ, IIMO-I)LZFERITIXVENHYET,

(® Note

AWS Service Catalog 1>V —J)LT7’OE> 3”2 J & n il Cloudformation #2m& )Y —
AZERRTDIZEE, T RI—H—IZ CloudFormation 5t E W PO AN BETT, 7O
EDa" IchE®82REVYV—RAZIV-IITRRALTE, BBO-IIEEAEhEL
Ao

BEO-LZEXKTDICE

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZBE £,

Terraform #@ICEFEMOEBO—IILFZEN DETT, FHMIC DOV T, Terraform Open
Source HBAFD "A7v 7 5. BBO—)LDERL 25RBL T EEL,

[A—I)] ZBRLE T,

[Create New Role ($TL WO —I)LZER)] £iBIRL £7,

O—)L&ZABDL. [NextStep] ZiBIRL £,

[AWS Service Catalog] ®BE®D [AWS H—EAO—JL] T, &R 2BRLE T,
[Attach Policy] R—< T, [Next Step] ZiZIRL £,

O—)L%Z4EK T B I(ZIE, [Create Role] Zi#IRL £,

N o g M~ b
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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RDD—2FHLVWO-IICTERYFITBICE

1. #ERLEO—)L%ZERL T, [role details] R— &2 KRRLET,

2. [Permissions] Z 7 &i#R L T. [Inline Policies] 2> a>ZEBAL E£9, XIZ, [click here] &
BIRLET,

3. [Custom Policy] Zi#RL . [Select] ZBIRL T,
4. RIS —OEEIZEABDL, [Policy Document] TF 4 X ICXD XS IZBEVFITET,

"Statement": [

"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(® Note

EEHOOBBO-IIZEETSHEEE. "s3:Existing0bjectTag/
servicecatalog:provisioning":"true" OXF5EFERHITIHEN HVET,

5. BEmTHEATIEMOY—EAZEIZ, RUP—(CTZEMLET, FZE,. Amazon
Relational Database Service (Amazon RDS) O 7 V7 AFF A ZEMT B ICIE, Action JA KD
BREDITORRBIZANZAAL, ROTZEMLET,

"rds:*"

6. [RUS—%ER) Z2BTFXT,
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REFKIDIEHA

EHO-—IILZHZRELES, EFFHNELTHRICO-ILZEYHETES, cOT7oV>3a2EFE, IR
1—4Y—HFRERZEE TS L E(CO—)L%Z5/Z =+ AWS Service Catalog LS5 ICIERLET,

HECO—-ILICEYEHTSICE

1. Service Catalog >V —)JL (https://console.aws.amazon.com/servicecatalog/) ZB& £ 3,
HEZECR—RNT7A)FEZERLET,

(W49 27 2 BRL T, [HHWOER] 2BRLET,

HRHYSRBEBRL, FNZA47) 0 [EEE)] ZBIRLET, [HK1T] ZBRLET,

EEBOHN] O3> TR, THOV DS IAMO—)LZZERL TIAMO—JL ARN ZA S
I3, O—ILBZALTERT,

o & 0N

O—-IIEBZEEITRE, PTHOV N EBFHNEZEATEHE. THOMEIAMO-ILDOZ
DEMZFEALET, COT7O-FIC&Y, BBO-LOFKETHIY MIEFELBEVLS
ICTEXRT HATAIVRNIELERTD VY —RAZRBSTEANTERT,

® Note

BEEEnEO-LERE. BEBHNEERLETAD e, CORBHENZEERAL TR
mEEEIZI—H—DTHAINIFEELTVILENHY XTI,

6. IAMO—J/ZzEELLES, [1ERK] 2BIRL XTI,

BEREAZEBHIOICENT S

AWS Service Catalog Ik, O—J)IL D5 EZFVIITARNTREITENS APIs DRELL EREREZ
HR—KNLET, BEHNZEMTDE, BBHO—ILOFEKR) S —0 sourceAccount KV
sourceArn &G ZFEAL T, BBO-ILOT7 IV EAZHFRTEET, chllLl), FETED
V—ANSEBO—IIIFFOHENDLSICBYET,

ROBITIE. AWS Service Catalog T RI—H—@GFHI> M 111111111111 CELTL £ T,
AWS Service Catalog EEBEN R MO LaunchConstraint 2R TR &, T RI—Y—FESR
O—)ILOEBERI—ICROFZHZEBELT, 51Z2ZO-ILZT7HI2 M 111111111111 ([ZHIR
TE&ZET,

"Condition":{

BB o


https://console.aws.amazon.com/servicecatalog/
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"ArnLike": {
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

I

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

LaunchConstraint ZFA L T&®RE7OE>3a -9 951 —%—k,. ELU AccountId
(111111111111) ZEH 2TV B RENH Y ET, TS5 THVIEES, BEWE AccessDenied T5—T
KBL, BBO—-I)0ORAZB<SENTEET,

XD AWS Service Catalog APIs l&, BILU EREBERBEOLOICABE N TVET,

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

* ExecuteProvisionedProductPlan

sourceArn MREWE. ARNs arn:<aws-
partition>:servicecatalog:<region>:<accountId>: AWS Service Catalog ® & % H7KR—
RLET, HEDJUY—AARNsRHR—RENTLVEHA,

R E K DAL

A O—)JL AWS Service Catalog Z2FEFA L THmEEBHL, HRZEFEIC7OEDa - I3

ZHFEIBICE. AWS Service Catalog AV Y — LA SHRZEBLET, I—F—(CAKRTSHE

CHNZETARNTSICR., BURBEECTAMNR—RT7AUFEZERL., TOR—KNT 2 ) FTH
HNWeTANLET,

HAzERHTSICE

1. AWS Service Catalog 1>V —J)LMO X_1—T, Service Catalog, I RI—H¥—Z&IRL &
T,
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2. HmZzBERLT, BRoFElR—2zREET, [BBAT7>32]) 77T, O-IL0O
Amazon )Y —AFx—LA (ARN) ' RRENDEZHALET,
. [EmoEE] ZBRLET,
4., EBFIEEHFTL THXERERZEAOLET,
HENFEBCEB TR EZEAELET,

AWS Service Catalog & %10 i R

® Note

AWS Service Catalog l&. Terraform Open Source & 7= l& Terraform Cloud 25 & £ #1149
ZHR—NLTVEHA,

BHEKFE, AZYIDARNCETZENEZ(TS Amazon SNS REY IV &IEELE T,
LUTOFEZFERAL T, SNS REY IV ZERLETENEZEY T RAITSA4TLET,
SNS REY O RERLY T ROV T3> d3ICE

Amazon SNS 12V —)L (https://console.aws.amazon.com/sns/v3/home) ZBE £ T,

[NEY VZER] Z2BRLET,

NeEY 2&ZAHDL, [Create topic] ZiBIRL £7,

(M7 ROVTS 3> 0] 2&RUET,

[Protocol] T [Email] Z3#IRLU £ 9, [Endpoint] Tlk, BHRIZZEITHLEHICERATESD E X—
WP RLRAZEAALET, [HTAIVTa>0ER] £2ERLET,

6. AWS Notification - Subscription Confirmation EVWSHBZNERBE X—IL%22E
LEFT, EX—ILERE, BRICH>THTAIUT>arEzETLET,

o k~ 0 bh =

ROFIEZFEAL T, BIOFIETERENIZSNS NEY VZERTIBHOHEHNEZBEALET,
HRIlBAOFHNZERTSICE

1. Service Catalog 1>V —JL (https://console.aws.amazon.com/servicecatalog/) ZF& £,
2. HREBUCR—NT7AVFZEIRLET,
3. [HK] ZREL. [#INZEMN ZFBRLET,

BHROFK 126


https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog EEEHAR
4. [Hm) THmEBRL, #WEA47) 2 [BA] CRELET. BT 2BRLET,

5. [Choose a topic from your account] Zi2iR L T, [Topic Name] * S4ERK L 7= SNS hEY U &2
RLET,

6. [DEfE] ZBIRLET,

AWS Service Catalog X 7' & 1 O %R

® Note

AWS Service Catalog l&. Terraform F—7"> YV —AREO X TEFHHHNEHR—KL TV
TFtA,

RTBEFHFOHKIZ L), AWS Service Catalog EEEZ 7O a UV ZAERICEENS TS

EFDY—AQRT IV RI—Y—DNEHRITHDCEEHATRLRIBUETEERT, RTOEHHNF FAE
NTVWBEE, HBFRLEFAR—NT7FUFCEERTFShEHLVWERIR, 7O0EZ3aZ>T&H&

HEOBEHPICT7OEDIZ>TEniz )Y —ALEREIET,

HBICHITEIRTOEFHFZEMCITSICE

1. Service Catalog 1>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH& £,
BEHTRRREECR—NT7AUFEEBRLET,

[H#9] 27 2 8RL T, [HH™0EM 2BRLET,

[FNEAT) T, [RTOEH 2BRLET,

HEHm PoHRBZBRL T, [#1T] ZBRLET,

(BT DEHNR—D| T, [FTOEHEEMCTS]) ZBRLET,

DEfE] ZEIRLET,

S L T <

AWS Service Catalog AX Y V7t Y NDOFIR

@ Note

« AWS Service Catalog l&, Terraform F—7"> YV —AREO AR Y VY NN E Y R—
RLTWEEA.
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« AutoTags l&¥1E, CloudFormation StackSets TlEHR—REhTVEH A,

AZY Uty NO#HIFITIE, CloudFormation StackSets ZEFA L TREOF 7O F 7> a2 &5
ETEET, RROBBTEROTHIV RSB LT -3V EBETEET, IV RI—Y—i.
CNSOTNAIVNZEEL, BROF7O/MBRETFTOSBFEZRETEERT,

HRACAZY Y NO#HIWNEZBRAITZICE

Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZFH& £ 9,
DEBRRESCR—N7FVFZERLET,

[H#9] 2 7 2 BIRL T, [FIHOER] ZBRLE T,

HE] T, BRZBRLET, [HHWZAT] T, [REYIEY N ZBRLET,

A2V Y MOFKWOTAIU R, V=232 BROTIEAHFAZRELET,

o K~ w0 Dhd =

c [PHIURKRE]| T, HmEERTDTHI N E2EELERT,
« [U—2320RE| T, BRETTOAMT2HEN) -3, ThSORRBETNSD
=23 IlF7O/49BIEFEERLET,

- [Permissions] T, 2—%'Y NTFHO U NEEBITB-HICEAT S IAM StackSet EEE
A—J)ZBRLET, O—I)LZBRLKVES, StackSets 772 )LND ARN ZFAL &
Fo AZVIOEYRNOT IV ELAFANRENFHMICOVTE, cE55ZFBLTLEET,
6. [ERR] Z:&RLET,

AWS Service Catalog 7> 7L — N O #IR

® Note

AWS Service Catalog l&. Terraform Open Source & 7= l& Terraform Cloud 2RO F > 7
L—hrHNEHR—FLTVEEA,

1Y FEEERBT AL S CERTEAL TS 3 EERTEICE, 77 L— NGEERL
F9, TU7L—MNEWEEAL, IV RI—Y—PEBOOATSAT O ABHIZERTDER
<HREFEATEDELSICLET, AWS Service Catalog R— R 7 # U ARORRICTTL—bK
HYEBALET, T2 7L— NINEESTHIEE. A—hT7AUFE 1 DU EORRFEEA
TVRDHENFHYET,
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TOTL—RENE,. RROEELES CloudFormation T 7L —KRTERENTWR/NTX—&
NHEBEZRYVIAT 1 DQULEDI =) TERKENET, CloudFormation 7 7L —KD/NTFX—&
Tk, AZVIZERTDEEICI—H—NIEBETEZIENEYNZEELET, L&xl@F, NS
X—BT, EC2AVABRVAZECARY VZRETADEEICI—H N BIRTEDETETTELA
VABRVABRATEEELET,

TUTL—=—RONFX=REOLEY "', R—K7 2V FORKREFICH LU TLEHETEDIHS.
HRZERBIBDEEIL IS —NBIRTEZEZFRIBDELSTVITL—NHWNZEERTEET,
EARE, TUTL—RMNFA=RIZ, AB=—NA2VAZRVAZRAT (t2.micro X t2.small
BREYDKZEFERATEII—H—ICEDTRETEBEC2A VARV ARATHNETFIATVRES
. IRI—Y—NFBRTEDANVARVAZATZ2HIRTZDTTL— MKW EZEMTE SR
¥, CloudFormation 7> 7L —KR/N\NZX—XOFMIZ DOV T, CloudFormation 1—H—7 A
R "NFAXA—5, Z#BRBLTLSEZV,

TFUOTL—RMEHNER—RNT7AVUFARIINA I RENET, 1 DOR—RNT7 AV ATRHRBICT VT
L—h&EI#EEAL, BIOR—RT7AVUAFICRRZEHZHE. #HNE 2FEOR—NT7A2UFD
HRIZFEAShEEA.

BRI —cHAEEATLWAHRICTVTL - MW ZERAITZHE. SNEREOINTOHR
DERBE, R—N7AUFTHAORBOIXNTON—232VIECHLTISEBEMCBEYET,

TU7L—RNEHWIL—ILEZERTSICE. L—ILIF1RZEHATBH. AWS Service Catalog &
BEIVY—=ILTI—ILZISONTHFANELTRRLET, BXEHZETIL—ILOFMIC DL
Tk, "77L—hEHDOIIL—=)) ZSBLTLIEET,

1-Y—CABETRCHNETANT S}, AURRESETANR— N7 FUFEERL, T
DHE—RT A UATHHETANLET,

HRICT7L—MENZERTDICE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH& £,

2. [R=KR7A#VFAIR=DT, TV7L—rHNZERATIHRESCR—N 7 UFEZBRLE
9o

3. [HN o/ aveREAL., [HWDEN Z2BIRLET,

4. [BRERATOBRI T4 RIO[HER) T, T07L—MNEZERTSRRZEZERLET,
R, BB ATIT, [To7L—R Z2BRUET, [H1T] ZBRLET,

5. [T7L—RMEHEILA—IR—DT, JSSONIFA1RXELRFIL-—IELZT—DAZ—T 1A
AZFEALTHWIL—ILZHR/ELET,
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« L= ®JISON J—RZFETZICE. HNTFARNITA R 2T ZBRLET, 20X
T, FAZRKIZEHICVS2PDBNEENTVET,

LW=LELT—DAVE—TIAAZEALTIL—ILEZBETZICE, JL-ILELZ—]12T
ZEBRLET, cORTT, HEAFLETYTL—NTEEENIEEONTXA—2ZER
L. TONTA—ZTHAETNBEZEETERT, NTA—ZOBREICKSLT, FTv IV
ANTERZEBRYTD, BEEETSH, FLERAVNXYYUARNTENEY NEEETSHC
ET, FAECHhBEZEELET,

L= OBEEZETLES, L—IL0EM ZERLET, L-ILELT-]2TOT—TI)
CIL—IARTRENET, JSON HHZHEL THRETDICE. BN TFANELT -1 2T
ZBERLET,

6. HHNDIL—IOREEZRTLES, [ERF] ZBRLET, HNERTIBICE. R—KT7xUF
DFEAR—JICBBL., [H0) Z2ZREALET.

T7L—hEKEOIL-I

AWS Service Catalog R— RN 72U ATT 7L — NN ZERT DI TR, T RI1—
H—HNFT727L—hEFERATERRAITE, FALXSELTLVREROERICERAE NS
CloudFormation 7 7L — R TCETENENTX—RICIEETEDEICODVTHALET, LI
. TVRI—Y—HFERETICAEYREZEETD L EH<SLEOICRIUEET, LEAE,
IV RI—Y—HAHEDVPC TEMBEHTZY NERELED., TAMREICML.smallMd VAR
VABRATHERALENERIITDIL—ILEZBNTEET, . BREOVY—AZERTDHIIC,
JL—JL CloudFormation ZEA L TN X —REZKRILE T,

BL=LE, L=I&HE (FT7>32)eTH—232 (BERA)O22O07ONT 1 THERENET,
L=ILEHETE, L=V ODBMCEZIDPERELET, 7TH—>32 TR, BEOD/NTX—X
ICI—Y—HPEETEREEZRLET, L-IIEZRHZERZLEVES, L-LOTH -3 AEC
BB ET, L-LRBETH 232 2ERIDICE,. L-IIEEOHEKAKBEKBZERAL X
T, chix, T7L—RMDORules BV a2V TOXMFERATEZEHRTT, BRERARNTR L
ATERIN, L-IAFHAFTEETH a2 0RKERG. true Rzl false THIMENH VX
ED

ffl& LT, Parameters 293> TVPC EHTRY NKNTX—RZESLEELET.,. BED
HTZXY MNDEBENDVPCHILHDEEZRIATIIN—INEERTEET, LN 2T, 1—H—
N VPC ZIEEET D E., ET7H—3> CloudFormation Z5HEL T, AZY UV EERETLRIEHT
BHEICHTRY RASX—RENFTOVPCICHDINESHEBBLET, NTXA—XENFEHDS
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4. CloudFormation $<ICAZY VDEREERIEFICEKRLET, 1—H—H VPC ZIEEL &
WIBE., Y7ZxY NN X—ZEFEF T Y 2 CloudFormation E hEt A,

B

T7L—KDRules V> 3k, F—0OHEFI Rules ETNICHESE—OIOVTERENE

To L=—ILDEELAEHRFENTEHIAE T, BHOII—II2ETITHEERE. HONTRYIYET,
=&, SIARFTHALEBRESR, E—0J0), BRPIIL—IFHETH—a 0 2BEHE
MASKAEFEARTESTSLET,

JL—ILICIE RuleCondition Z7ONT A 2EHB ENTE, Assertions Z7ONT 1 ZEH D &
ENBYUET, L-ILZElL, 120N —IILEZHDOAZERTEET, Assertions Z7ANT 1

IC12UEDT7H—2aVAERTEET, ROBUTTL—KMCIRTELSIC, L—ILEEOHE

HIAKBIBZEAL T —IIEFHGETH—>23a228&LET,

"Rules":{
"Rule@l":{
"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
I
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
I
"Rule@2":{
"Assertions":[
{

"Assert":{
"Rule-specific intrinsic function"

iy

"AssertDescription":"Information about this assert"
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}

BT 7L —BMICE, Rules B&U Ruledl WS 2 2DI)—I)LZEET Ruled2 U a3 N

RRENET, Ruledl IZEk, IL—=IFKHKEE2ODOTH =23 NFEBENET, L—ILKHEOBEHK
HFtrue ICFHMEENBBE, FT7H—2320MAOBEHENTEELCBEBAENET. L—ILEHYN
false DFE. L—ILEEMICHEY ER A, Ruled2 IZIFIIL—ILEHEFBZVESD, BICEMICHEYE
T DEN A DOT7H—23UHABICFHAS LCERAENET,

L=IIFRHEETH—>a 0 2ERTII—IILEEOHEKIIAKBERICOVTIE., TAWS
CloudFormation 1—H¥—H4 R, ® TAWS JL—)LE%, #SBL TSV,

Bl: NT A —REO M4 E DHEFR

RD 2 D2D)—)I T, InstanceType NTX—ZDEZMHFEL EJ. Environment /NT X—X
NDfE (test £ prod) LU T, I—H—@F ml.small NTX—RIZXHL Tml.large £z
l& InstanceType ZIBETHIHSEN HVE T, InstanceType KX Environment /VTZ X —&
k. BUT>7L—bh® Parameters £V 3 TCESTAXLENf HYVET,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]

},
"prodInstanceType" : {

"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]

}
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}

AWS Service Catalog H—EAT7 o> 3>

(® Note

AWS Service Catalog l&. Terraform Open Source & /=& Terraform Cloud 2@ NS —E A
To>areEYR—RNLTVEEA,

AWS Service Catalog ZFA T2 &, AV T TA TV AEEF IV T A RNEZEBTFLEN S, EEX
JTFVAEIVRI—Y—RL—ZVT WS T ENTEET, Y—ERAT IV IVZFEAT
&, BEEEIK., AWS Service CatalogTCNDERA XAV NDET, BEOKNZ TN 1—F127,
BEENAEITY KOEF, POEAFAOUITARNELY R1I—F—CHATEET, AWS
Systems Manager RFIXV R EFERALT, Y—EAT7V232ZEHKLEFT, AWS Systems
Manager RF 1 X2 ~l&, Amazon EC2 DEILEXHBEEHBZED AWSRAKNTZ VT 1 AZRKT
PEUNERETNETIVAAOT IO RAZREBL, hAZLAT VAV EZERTDEELTEE
CB

COFI—KIUTILTRE., AmazonEC2 A ARV ANBEEZI RI—Y—ICHALET, &4
BERTUVEAFAZEML, Yy—EAT V>3 zER L RRICEERNTLS, O3 Z2 Y
ThEERETEOT Va2 2EALT, IV RI—HY—DITARVIVAZTAMLETD,

Bl FR SR

COFI=—RITILTR, B2 AWS EEEERI BV, TTIC ICHFBEL TEH Y AWS Service
Catalog, #f, R—K7AVF, BREI—HY—OXR—A Y NFBRICHDEEZFRELTVE
To cOFI1—KNUTI)ZERATSEIC AWS Service Catalog, Y N7 Y T7RAVE BBRAEER
AVZZTTLTLKEZ,

NeEY D

s ATV 1L IV RI—Y—OFVAFAZRETS

c ATVT 22 H—EATO 3 zERTS

c ATV 3 HY—EARATOIIIAVERBN—aVICEEMNTS

e ATV 4T VRI—Y—OQIVARVIVAZTARTS

« ATV 5. TH—EARAT V> 3> 2 EE TS AWS CloudFormation
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« ATV 6 NZTIND21—F12YT

A7V 7 1. IV RI—F—OTF VL AHTERET S

TITORI—H—EG, BEOHY—EATIAVERRERCRTIBDTIECAHFINf DETY,
DHITlE, T2 RI—%—I& AWS Service Catalog Y —E AT U 3a U #EEICT V7 EAL, Amazon
EC2OBREHZEEITIDLOOT IV EAHFUNf DETT,

TOEAHAAZEHRTDICE

1. https://console.aws.amazon.com/iam/ ¢ AWS Identity and Access Management (IAM) 1> —
LZ2REFET,

2. XZa—ps81—H¥—-JIN—TEZROHFET,

3. I RI—H¥—7# AWS Service Catalog VY —ANDT IV LAICERATSR I —TZ&RL&F
o cOBITR, TORI—H—-TI—TZBRLET, MEODERETIE, ZXHEIH T RI1—
H—ICR 2 THERENDTIL—TEEIRLET,

4. TIN—TOFMR—2O [FOEAFAIRT T, HLLVRVS—ZERTEDH. BEORD
D—ERELET., 0BT, JIL—7 D AWS Service Catalog 7OEZ a B LUK
TTPORAFTRAICERENLEADAZLARD D —ZERLT, BEORV—ICT IV EAFTZ
EBMLERT,

5. [RUI—=IR=DT, [RU>—OmE]) ZERL THELT IV EAFTZEMLET, E217
LNIFARFEFISONIF1 2EFEALTR)—2mETEET, cOPITIE, JSSON T
TAREFERLTT IV RAFAZEMLET, COFI—KNUFTILTRE. ATOTIEAFT%E
RUS—ICEBMULET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument”,

"ssm:GetAutomationExecution",
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"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribelInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}

RS —ZmEL R, RUS—OEBEZBRELUTERLET, chT, I RI1I—HY—-TJ)—
7°0O1—H%—IZ, AWS Service CatalogT Amazon EC2 0 BREBT7 V>3V 2RTI2T7 It
AFAFfTEENEL L,

ATYT 22 —EARAT O3V Z2EKTS

RiE, Amazon EC2 A VARV AZBREIZDV—ERAT Va2 ZERLET,

—

B W D

https://console.aws.amazon.com/sc/ T AWS Service Catalog AV —J)LZHE X T,
XZ1—Q [U—EARATI>3aV] z2BRLET,

[W—EAT7O23V|R=DT, [TO223a20FERK] 2BRLET,

TO3AaVOERR—DT, Y—EAT V>3 ZEET S AWS Systems Manager R¥F 1 X
VRZEBIRULET, AmazonEC2 1 VAR AN BEE T V2 3 & AWS Systems Manager
RFIXVHNICKR2TEZEENTVSR S, ROV IAIAXAZ1—OF7AI)INOFTS 3>
THD [Amazon RFIXV N ZZOEREFEALET,

AWS-RestartEC2Instance 72> 3> #REL TEIRLE T,

BERORBETF—LLLE2 LTI VOEAMEHRAZEELE T, COFHARI RI—
H—IRRENDEH, FOVIDORNBEEBBEITAIDICRIDEDEBIRL TS EEL,
[Parameter and target configuration] T, 7923202 —7Y &% SSM RFIXNNS
X=BR([A2VARVAID]&RE) ZBRL, NDX—20OX—TY NZ2BRLET, NTX—2X
ZEMITBICE. [NFX—20EMN ZERLET,

AT, O—LZBRLET, COBTRE, F7FILNOT7IOEAFAZERALET, DT
TEAFADREELARELT, COR—IJTERLKRT,
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9. RBREZWRELELS, [TUO2a20EK Z2EBRLET,
10. XRONR=T TR, P73 N ERENTEAARICRD ERMBEX YV E—IHARTENET,

ATYT I H—ERATO3avzHBN—-23a 2V ICHENFTS

ToO2avEERELES, TOTIIAVEHRBIIBENTISEN HYET,

1. [W—ERAF7 9> 3] R—I T, [AWS-RestartEC2instance] ZiBRL T, [FYZIAKNT Y
2aV]DOIEICERLULET,

2. [7O2a>oBERFIR—IT, IVRI—HY—IC&2>TH—EAT IV aUNETEIhD &
SICTHREBEBRLET, COHITIEE, [Linux Desktop] ZiBIRL £,

3. HEN—Ya ZERLET, 1BLOFIVIRY VRAZFEAL T, IXNTON—I3avzRE
RTEFXT,

4. [TO>a>OBRENT] ZBRLET,
5, ROR—=IT, BFEXYE—IHFRREIET,

T, AWS Service CatalogTH—EAT V2 3avfEEnhE Lz, COFI1I—RNUTILDXRD
ATY 7T, IVRI—Y—-ELTH—ERTI>a > 2EATHETT,

ATY7 4TI RI—Y—DIIVARIVIVAZTANTS
IVRI-—¥—RB7OEDIZVIEhERBIEHULTH—ERT I3V ERTTEERT. 20
FI-RNUTLOBWHE, IVRI-F—CRPBEE1D2OTOEZ IV IE niBHRAYN Y
BTY, 7OEZaZVIEThizBRE, BIORATY T TH—EAT V23V ICEEMN I - RR/N—
TavHSBRBIILENBYET,
IVRI-Y—ELTH—ERTIYIVITIRRATRICR

1. I RI1—%—& L T AWS Service Catalog AV —=)IcOJAL > LET,

2. AWS Service Catalog Y > 1 R—ROFES—>3aoRA(2T, 7AED a2 T Z& R
ARNZEBRLET, COUARANCIR, IVRI—HY—0O7HIoNRIC7OEED a3 Eniz® A
FRIENET,

3. [ZOEZaZ_UIEnEHBBOVARNAR=IT, 7O 3aZ JdEs A VAR A%ER
LET,

4. [ZOEZaZ_JEnERHROFMEI R—2D T, ALEO 7023 ZBRLTH S, [AWS-
RestartEC2instance] 7 7> 3a > &BIRL £,
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5. NABRLTIVIAVERTIDEEZHAELET., TIOZIVNEBENLEVSHEEXY £—
IHFRTRENKT,

ATY )5 TH—ERAT702 3> 2 EE 95 AWS CloudFormation

H—E AT O3> EFDO AWS CloudFormation VY —A & DBEEMNITEERTEET T, FEMICD
WTIk. AWS CloudFormation 1—H—H A RTHRESBLTLSEE,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmt1l435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

]I

"Resource": [
nxn

]

}I
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{
"Sid": "Stmt1435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
]I
"Resource": [
"arn:aws:sns:us-east-1:123456789012:*"
]
}
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3bucket-03252118 ! ! ! 3bucket 2 Availabl
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Created
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¥ More details

Product ID Type Support email contact
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Version ID Product owner Support link
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rec-| ssmimport 1

Provisioning artifact ID

pa-

Output key Qutput value Qutput description
CloudformationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
0a820480d74d [4

6. ZOEDaZ_ JEniE#mIDEFERALT, COREICHIET S AWS CloudTrail L 1— K%
BEIL, VOIAMROI—Y—ZBALET (BEERF. 7TFL—>3FRICEX=ITRL
AEAALET ), cOBITIE Tsteves TT,

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalld":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
"accessKeyId":[access key],
"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]
1,
"sessionIssuer":
{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName": [username]

}
}I

"eventTime":"2016-08-17T19:20:582", "eventSource" :"servicecatalog.amazonaws.com"
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7.

"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],

"provisioningParameters":[Shows all the parameters that the end user entered],

"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[],
"notificationArns":[]
},
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}
},
"requestID":[id],
"eventID":[id],
"eventType":"AwsApiCall",
"recipientAccountId":[account number]

CloudformationStackARN fE%Z L T CloudFormation 1 R N ZEAEIL . ERE iz
V—AICBET2158H%ZRELET., CloudFormation APl ZFERAL T OEHREMBITREE
TEET, FEHICOVWTIE. TAWS CloudFormation API U 7 7LV AL #SRBLTLSEE L,

Fi—-KUTIL A=Y -0 Y—RE) HTOHER
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AWS Service Catalog APl £7zld ZFEAL T, ATV T 1~4 ZETTEEXRT AWS CLI, FHllCD
WTI., TAWS Service Catalog RO Y /N—HA Ry KUV TAWS Service Catalog AN RS A
VU7 FLAL BBRBRLTLSEZL,

Terraform Open Source EmND AT —X AL T —NEE

Terraform Open Source ProvisionProduct OFEE & TAINTED REICIL—FT 1T &h, 7OE
AT ENEERED UpdateProvisionedProduct ICHEB ZENTEE T, CORBRBENRE
L& a:

« UpdateProvisionedProduct l&. RTDEFHPMBE, LBV Y—RATIL—TDERPEE
ZRAEFH A,

- UpdateProvisionedProduct &, Z7OEZ 3aZ & hiz®Hm% AVAILABLE £/=&
TAINTED ICERETDVLEN HIHNESHZRETRDEZIC, UETO7OEEDa ZJREICKS
kBEZRBLEH A,

AWS Service Catalog l&. HIZXT D& ZEAL £FProvisionProduct, ProvisionProduct
BEOXRBMIIKRZRTFTOLRKEE. BENICEKHBRENAEEA,

AT—RALS—0H
5l 1: AWS Service Catalog 1) Y —RAT I —7Z4EKL %\ ProvisionProduct

LT FUFATE, HAR—RNTBDVY—ATIN—TH i<, UDY—=RAICRITNFBEBHEThTVWELT
£, 7O a > JEn 8 AN T0O AVAILABLE JREICE 2 TVET,
1. ProvisionProduct TF7 o< a>vHNRBENET,

2. Terraform 77O 3a_-_>J I ED—2 7 0—FEET ProvisionProduct ICBELET
A, Resourceldentifier ZEH L ETH A,

3. ProvisionProduct 7—2 70—k VY —RIJIN—T7%2EKE3. 7O a > Jdshi#®
MDIREE%E ERROR ICEREL £ 9,

4. FM#%. UpdateProvisionedproduct BEZRBLET,

5. Terraform Z7OES3aZo 09I 0N TR, ERELET,

6. TO#HRE., UpdateprovisionedProduct 7—2 70—l 7O a_>JEhi®HADIRE
% AVAILABLE ICERELEITH., VDY—RIIN—T%2ERL LY., ZTOBRZRA VTR
ERFRpHYFEEA,
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fil 2: FIZFHL WD Y —A AWS Service Catalog Z MK 3% UpdateProvisionedProduct

LT FUATER., ILWIY—=RIZEZTNBREATVWELTE, 7O 3aZ e nit-8a
AF D AVAILABLE REEIZZ > TVET,

1. ProvisionProduct T7 0> a> hFRBENET,

2. Terraform Z7OEZ3IZ2JTI DU TEIh, £IEL., TResourceldentifier) Z#Rflt
LET,

3. ProvisionProduct 7—2 70— UY—RTIN—TZEKL, FEENLINTOUY—R
CRTZzEALET,

4. FHLWDY—REERTDHLWF—FT 14779 NT UpdateProvisionedProduct ZF%HL
7,

5. Terraform 7O 3aZ> 09I o8 TR, ERELET,

6. UpdateProvisionedProduct 7—2 70—k 7OEDaZ Jcn®#R0iREZ
AVAILABLE ICEREL XTI, ILLWDY—-RIZEMORTZERALEISERFLER A,

AT—BALT—D#ERE

AWS Service Catalog &, TAINTEDA'S I[CEREESNAEIXNTOTOED I Z I EFHBRICHL
TIYIV—=RITIN—=THFEREND&SICLETProvisionProduct, Terraform OB 3 Z>
TJIoUN B#IRE B WEEAResourceldentifier, £ AU Y —RTIL—TDERIC AWS
Service Catalog KM L 23846, 7AED 3" JEn R R ERRORREICEREE h, MEKTE
nEX9,

Terraform Open Source EmMAT—RKN7 74 IILDEE

Terraform Open Source D 7AOED I ZV T EAHBICEIXNT, BE—REBOT7AMIUNFHYET,

T7OEDaZ I0chiERRBETOMRET7AIICE 11 OBRFHYVET, cOT7AI)LIE, sc-
terraform-engine-state-${AWS: :AccountId}-${AWS: :Region} & WS FHI MO Amazon S3
NTY NMICRBEENTVET, RET 7 4 JLIF AccountID £ ProvisionedProductID #7
PIVRNEF—TREETIET,

ATF—=KRT77A4INANDT I tAk, GetStateFile AWS Lambda & & ¥ Amazon EC2 #2&F > 7
L—KNICHRENTWET, AWS Service Catalog BEEE L., Amazon S3 D AT—KNT7 7 M ILICE
BET7UVEATRERTEEFGA, BEEEIE AmazonEC2 ZFRALTT77AINICT IV EARATIHE
HFHYVET, 74 NTIE. AWS Service Catalog BB ZEFRET7AIILDVARNERRTESE
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TH., 727A4NORNBERHREETDHERFTEERA, Terraform 7O I Z 0TI O H
NI7ANORNBEHGHIEZTEEXT,
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THORJT DOEE AWS Service Catalog

AWS Service Catalog ICl&k, VY —AZDETEDRSICEZINARETATVET, ZJIC
l&. AutoTags & TagOptions M 2 BEAN H V) £,

AutoTags Ik, OZ7AEDIZ2TJEnVY—AOF VD UICEITREREBRN TS 2T AWS
Service Catalog T&H '), 2k 2T AWS Service Catalog ZOET a_Z o Jd&Ehi) Y —RICEBEH
ICEAEhET,

TagOptions k. TEI AWS Service Catalog 3 F—EBORT T, AWS ZTZEKTD -
NDT7TL—RNELTHELET,

N =R

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 54 75 1)

AWS Service Catalog AutoTags

® Note

AWS Service Catalog l&. Terraform F—7"> YV —AR @D AutoTags ZHR— KL TVEE
Ao

AutoTags &, O7OESa_—_>JE VY —AOF IV ICEHTHERZERNTE2T AWS
Service Catalog T&H '), (Z&k 2T AWS Service Catalog ZOEZ a ZoJd&Ehiz VY —AICEEHN
ICERAEThET,

AutoTags ICld, R—K~7 2 U, 8RR, 1—%—, EEN—T3>, 7OED3aZ J9Z&HE
ND—EDIDDRINEEFNET, chllkY), BEENHEXOYU TEREL 1= AWS Service Catalog
BEEZRMIZ—EORIHNREENET, AutoTags E1—F—DZT 50 HHIRICEEENEE
Ao

(® Note

AWS Service Catalog I&, Terraform F—7"2 Y — AR BED AutoTags ZHR—KLTVWEE
e
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AWS Service Catalog AutoTags &, VY —ARIC—BLEZIRHTEREBRITZIOICKIEET, Ch
F. R—K7xUF, R, FLEEIHV-—OFEZERETSESICKRIEE T, AutoTags ZFEH
LT. AWSConfig L—ILDREBEDREBEDARL -3 0V —AEZBETDILEETEE
I, Z7OEZaZ>Td&chiz)Y—A®D AutoTags l&. Amazon EC2 CloudFormationX> Amazon S3
BrE, Z7OEDIZVJICERAENDEZ VAN —LAY—EADORT I TRRTEERT,
Amazon EC2

@ Note

AWS Service Catalog OB a_—>J& i)Y —AIC AutoTags ZBAL &, &
AutoTags ZEFLEB A, FIORERICFLT7OE a _Jcsnic®]HR, 7O0EDaZ
JIOENET—T47708, EFLEEFHLLVEB/NAICEHL TE, BEFED AutoTags (&
TTDEARTENET,

AutoTag M54l

- aws:servicecatalog:portfoliocArn - ZOEZ a Z I FA BB OEEBTOR—NT # 1) F O ARN,

- aws:servicecatalog:productArn - ZOEZ a ZV JFLBROEE T O EE D ARN,

- aws:servicecatalog:provisioningPrincipalArm - 7OE 3a > JF&BREZEKL 7O 3 Z
2I7) NI (A—H—) ® ARN,

- aws:servicecatalog:provisionedProductArmn - 77O 3a Z2 JF & m D ARN,

I:I

- aws:servicecatalog:provisioningArtifactidentifier - TO 7’ O a9 F7—F1 77O N (E &
N—3>) 0 ID,

AWS Service Catalog TagOption 54 75 1)

EEENF7OESAZ 0N ERROX T ZEEICEETESDLSIC. AWS Service Catalog &
TagOption 54 75 U #RHEL TWET, TagOption Ik AWS Service CatalogTEEBE N2 F—L &
DRTTT, RTTREHYEBAN, AWS TagOption ICETVWT AWS ZTZERTZDLEHDOT
7L—KhELULTHEEL ET, TagOption

AWS Service Catalog l&. Terraform Open Source & /=& Terraform Cloud & & M TagOptions %
71;\)_ I\ l/ _C \/\ ﬁ ﬁ /bo

TagOption ZA 7SV EFRHTRE, KDL ELYBRIZETTEET,
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« AWS Service Catalog ')V —ADEY &R T

s FAECNEZTDOLOOI—F—NFERABLRERZADAT I

BEEE(E, TagOptions ZAR—RN 72 VA EHRICEER TR EN TEET, RORICTT LS
IC. HEoEE (ZOEDaZ20)PIZ, FEETSRIR—N7#1)FERED TagOptions & AWS
Service Catalog £8L. 7O a - U ZHRICEHALET,

TagOptions
; for porfolio |,
. ™
TagOption library /f/ _ AN

, Product 1

_i_.-'-"'_ "\-\.\_\H “\-\

P LY ",
— N, TagOptions 4 Product 2
for products
J— - .
- Provisioned product 3

[ Product 3 ——launch—  (with tags from the
portfolio and product 3)

Portfolic

Service Catalog administrator > Service Catalog user >

TagOption 54 7SV EHA TS &, TagOptions ZEMELL THR—KNT7 7 U AXRBAOBEESN T
ERIFL, BDEBEELLTNSEBTITA7LTRENTEET, COT7TO0—F&., 5475
DDEBEEMHZHFIZIOICKRILDENY T, BIFENICFERE N3 TagOption RHFRI KRR T T
N HEFATATRES TagOption ZEBE TR ELETEET,

TagOptions &, AWS Service Catalog 1>V —JL&E = l& TagOption 54 75 1) APl ZFEAL TEE
LET, FHMIZDOVWTIE, TService Catalog API U7 7 LA, #5BLTLSEEL,

AES

+ TagOptions IC kD H AN EH

+ TagOptions N EE

« X4 R1) > —T® TagOptions AWS Organizations M &
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TagOptions (2 & % & D2 &

J—H—AH" TagOptions 2F >R mERETD L. AWS Service Catalog &1 —H—ICKH 2> TXRD
To>avaexRITLET,
s BROITNTO TagOptions ZUYNEL, R—KRT7 AU AZRELET,

s JOEDaZVIENEREORT T, —ENOF—%FD TagOptions DHAFERHENDESICL
9, 11— -k, F—OEHEREVANZRELET, 1—¥—HFfEZERI» &, 7OE
TAZVITBRBRORTICBYNET,

 A—¥—@, 7OEDaZVIHRICHELBVR T ZRRBICEMTEENTEEXT,
RDI1—AT—Alk, #BEFIZ TagOptions NFEDKSICEETE A ERLTVET,
5] 1: —Z ® TagOption F—

E1E & (F TagOption[Group=Finance] Z#EK L. T h%& Portfoliol ICBEEFITET, <h

l&. TagOptions Z#F/=%&\V Product! T9, 1—H—#F7OEDaZ>JXABRzEEBTHE, B
—® TagOption &, XM &SI Tag[Group=Finance] £7%&V) £ 9,

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action
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Bl 2: R— K7 #1)AFATRLUF—%%D TagOptions DY ~

EEEEF. AUF—%&ED2 D0 TagOptions ZAR— K7 U FICEELTHY, TOR—KNT7=F1)
AROEEORRBICIEE LU F—%3ED TagOptions EEELEH A, BERKIC, I—H—kF+—ICH
ERfsnE2 20EOVTIhHZBIRIZDMLENf HYVET, 7OEDa 2T EZHORBICE.
F—d1—HY—PBRULEETRINFFShET,

CostCenter, 70 Product 1 Product 1

>

CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
LAUNCH! center. This tag is part of the
running instance.
Product 1
The user is given a choice of two
cost centers and can pick one

Bl R—KRT7AVFEZFOR—NT7 ) FORHEOMETRALUF—%&ED
TagOptions DY ~

BEEE, R—M7AVFICAUF—EFOEHD TagOptions ZEEL . TDR—KT7FUFAD
HEMICRALUF—EFOEHD TagOptions EH Y F£F, k. TagOptions DEHK (FRE AND AL —
> 3) H 5 —ENDIE AWS Service Catalog ZHER L ET., 11—V —HFfEmzEBHIdc, 1—H—
FnENEY NERTEBIRLET, 7O a2 I0FA0RRBIC, F—1—H—IERL E
TRINFMFHFSNET,
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

Pl4: BUF—EHEB T BEZFDEHBD TagOptions

BEENR—KNT7FVFICAUF—&FOELD TagOptions ZEEL., TDR—KNT U F
NHRFBICEALUF—EF ODELD TagOptions EH ) FF, & TagOptions D EH (FREE AND 7
RL—>3ar)hs5—EDfE AWS Service Catalog ZERL £F. ENTEF—DENFEOHS
BA2EBE., BEAUF—& OfEZEFDOXY AWS Service Catalog ZERL FF. < Tsc-
tagconflict-portfolioid-productid, portfolioid & productidiEiR—RT7 #1)FEHR
@D ARNs, Chicky, Z7OED2a -V IFH0ORRBIC. ELVWF—&, EEENfNMRRLUTEET
EREORTNFFHSNET,
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TR

CostCenter, 65
A CostCenter, 70

CostCenter, 72 Product 1
CostCenter, 73
Portfolio 2 AN D {/ CostCenter A
A CostCenter, 327 LAUNCH!
CostCenter, 115
CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the product. Tag conflict
should not prevent products from
being launched.

TagOptions N EE
EEEEF, LTOF7 U3 &%21TL T TagOptions T4 7 Z 1) T TagOptions ZEETE X T,

« fERL & HIRR

c TOTATIELERGIT VT 171t
o BEEAY (F/BIEAS (T AERR

- MW

1>V —)L T TagOptions ZER T IZ(&

1. Service Catalog 71>V —JL (https://console.aws.amazon.com/servicecatalog/) ZB & £ 7,
2. EAOFES—> 32 X_Z1—T [TagOptions 5475V ZBIRLE T,
3. [TagOption MDFHRIERK] T, ¥F—E&EZEANL, B ZBIRLET,

# LV TagOption MEREND &, F—E@ORT LT IL—T1LE h, [TagOptions] U A
RTTIL77XRY NEICY—RENET,

AWS Service Catalog API % i L T TagOption Z4ERX 9 % - (k. CreateTagOptions Z#S B L
TLEEL,

1>V —)L T TagOptions Z KR 3 IZ (&

1. Service Catalog 1>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH & £ 7,
2. EBAIOFES— 32 XZ1—T[TagOptions T4 7Z V], [FUV>3aV]DOIEIZERLET,
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3.

[HIBR] Z3ZIRL T, HIRRZEBEL XY,

>V =) T1 2L LD TagOptions £ B E - FEMCT D ICIE

Service Catalog 127V — )L (https://console.aws.amazon.com/servicecatalog/) ZFEE £ J,
ERAOFES—> 3> XZ1—T [TagOptions T4 7Z V], [FOIVIOIBISERLET,

BRMICTBICE, BWOIET VT 477 TagOption ZBIRLF T, RIC. [TU> 3] 2ER
L. ROYTHIUXZ31—-h5 [BML] 28RL, BREZEELXT.

ETFIOT14TILTBICE, ETFIT4TICLEWTFTOT 477 TagOption ZiBIRLFEF, X
2. [792av]z2BRL., ROYVTEIUXZI—HS [FETIT1471] 28RL., BRER
ELET,

O>Y—I)LT1 2B E® TagOptions ZR— K7 # U A ICBEN TS, TEETOEENTEREERT
Y

1.
2.

Service Catalog 127V — )L (https://console.aws.amazon.com/servicecatalog/) ZFEE £ J,
EROoFES—>3a o XZ1—7T, [R—h72VF] 15, BEFFTEIR—RNT7FUFELE
BEENTERBRIDR—NT AU FZHEET,

[TagOptions] 27 ZiBIRL, R—KT7 A VAL OEENS T ZTS, FLEEENSTEHBBRTS
TagOptions % 1 DL EBIRL £,

[7o>3aV]ZBRUET, RIC, [BEMT] £ [BIEN TR 21BRL ., BREEFILE
ER

OV —I)LT 1 2B L0 TagOptions ZR R ICBIER 12 A, TOEENITEMBRT D ICIE

1.

https://console.aws.amazon.com/servicecatalog/ T AWS Service Catalog >V — )L ZHE &
9o

EROFET—>3>XZ1—0 [BE] T, [®Hm] Z28RLET. RIC, BEFTZTS. I
B EMN T ZHRTIHEBEHEXT,

[TagOptions] 27 ZiBIRL, R—KT7 AV AL OEENITZTS, FLEEENSTEHBBRTS
TagOptions % 1 DL EBIRL £,

[70>3aV]ZBRUET, RIC, [BEMT] £ [BIEN TR 21BRL ., BREEFILE
ERD
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® Note

AWS Service Catalog APl Z 8 L T TagOptions Z R— RN 7 # U A XX HRICBEEN TS
(C k. AssociateTagOptionWithResource s #ZBL TS EE L\,

AWS Service Catalog API %Z i L T TagOptions % Bl Bk (B8 I & fEBR) 95 (C

l&. DisassociateTagOptionFromResource s 2B L TS &\,

1>Y—)L T TagOptions NIEZRET 3 IZ (&

1. Service Catalog 1>V —JL (https://console.aws.amazon.com/servicecatalog/) ZF & £,
2. ERlOFES— 3> XZ1—T[TagOptions 5475V Z&RLE T,

3. TagOption ZFRL ., EZRAEET. ERNAN—V2IZnTLVET), XKIZ. [wE] 2ER
LEXY,

4. [fB] 74 —I)LRT, EZ2fmEL. EEOREF] 2BRLEXT,

R R1) < —T®O TagOptions AWS Organizations 0 f§

ZOREY U TIE, AWS Organizations & & T TagOptions DX T RIS —OBMEZHBELET
AWS Service Catalog, £z, MAOHEZERICEATIESIC. RIFTREZEH<SHEICOV
TEBBLET,

TagOptions for &7’ O 3 Z> U & & & m (CloudFormation A& ¥ 27) AWS Service Catalog =i
AEh, OFITRV—FAWS PHU Y N EHBBEMN (OU) FEERL— N AWS Organizations
ICHERAEThET, fIRE, OUICRTRID—%ZTRYFIHE, BULRIRV—EEEDH OU AD
ITRTOTAINIERAEhET. BAORTFHREZERICERATZHEERE. HELBEVKRD
ICEBRITIDMBENHYET,

BIRY S —

RIRV—%FEHTSDE, AWS Organizations® 7 AT KD AWS VY —RATHORT OERTTE
ICETRIL—IINEERTEET, XTRU—2FEALT, THADKRLARILTAWS UY—RICAR
TG b0 —BLET7O0—FE2ERB LVHIFTEET,

ORI —, I—Y-—HF-BLEEZTZERAL, 2INEVY-RZEEL. BYIBZVY—ARS
B I HOOBEBFEZREHELET, iz, FTF—ZANFILTDHE, SLCHFAT
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PEEERTBDCEETEXRT, HIRAEFE. FTHOVMADOITXNTODEC2A VARV AIIL, BTF—
%Z CostCenter |IC, XJ M{E% Data Insights F/-(d Marketing ICFRETRD L ZERTER
ED

RIRVD—ZFERTDE, FTFFIL-IINZ2ERITZDFT> a2, RTOFENREZHE, EH
TRV —ARATZEETRDEOOAT I EBIRTEET, s@flA 72 a2 BRLAEVE
G, RTRV—TRIIFEWNO R T ZERELFIEETEE TN, AWS Organizations 1>V —JL
TIRIEEMELTLR—NENET,

THIORNLRIWNOZRVERZEY N7 Y732 HEOFMOVTIE, TAWS OrganizationsT
NDRITRIS—1 BBRBRLTIEEL,

TagOptions

TagOptions I&, 7O aZ>JZ&HmICBEET SR M AWS Service Catalog ICEAE N3
CloudFormation AR Y LRI DR T T#8ETT, AWS Service Catalog (Zl&. AWS Service
Catalog H@ICBEN TR F—EEORT EEETE S TagOptions ZA4 7 UNAEE AT
F¥9, AWS Service Catalog BmERETHEEEF. TOR—KNT7FUAFLEERRICEES

(T 5 N 1=BE#F ® TagOption F—® TagOption fEZFEIRL T, TOREMEEBEITHIXLENHY E
T, TagOptions FR—KRT7 AV FLARILELEFRBLARILTEREECND O, THIRE KXV
)= a3 ETHREETNTVRR—KNT7FVFEORTFTO—BEL oHEEZERATEET,

T TagOptions & FRE T 2 7 AN FEMIZ DL\ Tk AWS Service Catalog. AWS Service Catalog
TagOption Library; ZZBL T EE V),

AWS Organizations 2478 1) 2 — & AWS Service Catalog TagOptions B D& 0 [
\iﬁi

HEBADOT HD> M AWS Organizations TR —ZRETDHEREF. RO ELZ2HEHLE
9,

- EWRTOEHZ, AWS Service Catalog R— K7 # ) F R @D TagOptions L EETHEEH
EHBLET,

s TRHRZEHIDIUREMEOSHZIIT RI—F—EENZT OEHZHLE AWS Service Catalog
L. #772320IVRI—Y—2JTZ2HROEHICEMLET,

TagOption F— AWS Service Catalog Zf 35 &M%z TEBHTHHEScity, FIRVI—T
(&. Atlanta. . San FranciscoBKEDKEHERHTDRIEZIHE d2cityX T+ —% CERLF
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
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"accessKeyId": "keyId",

"userName": "dev-haw"
3,
"eventTime": "2020-09-23T21:07:58Z",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",

"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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