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CHOREZERETDICIE

1. VPCERBULWV—>23a 94T >NVPNIV RRAURNZERLET, ChETOICE
TAWS Client VPNIT RRA > R EER TS, THETNhTVWRIATY T Z2ETLET,

2. MEICHBELEYTRZYRNEYISATRNVPNIY RRAVNCEERTET,. ChETSIC
&, ™2—4YRNZYRND—2% AWS Client VPN T RIRA4 > NICBEMN T2, THBEAZTNT
WBRATYTZZETL, VPCEHTRY NEEBIRLET,

3. I—bTF—7N0o0—HANLZRYRND—DICI—hZEBIMLET. ChETSICIE. TAWS
Client VPN T RARA > N)L— KN DERH ) THRIETNTVBRIATYTEERITLET, [JL—KiE
BEIC., 92470 CIDRE&ERZAANL, [R—Y'Y NVPCH T XY NID] T local #3§
ELET,

4. FEIBIIL—IILEZEMLT, 94T NCVPCAOTIEAEZRBHLET, CNETSICE.
FEEIL—IZEBMNTS ) THEATNTWEIATY TZEZTLET, [(BUICTRIEEERY M
J—42112. VPC @ IPv4 CIDR EEEZ A DL ET,

5. 94T 2NIOZAT2RNDO CIDREBENOT IV AZFA TR EHDOEZEIL—ILZEML E
T ChZEITS5ICk,. "TEBIL-INZEMTS) THRAETHATWEIATYTZEITLET, [B
MCFTBREEERYNT—T]IC, 94T MO CIDREHZANDLET,

V24T NVPN 2EALERY RDO—=OANDOT 7 EAHIR

VPC ADRHEDV Y —AANDT IV EAZHFIRTDESIZ AWS Client VPN I RRA 2 R ZFRET
EET, - —R—AOFADFE., V74T NVPNIV RRANCT ORI I —H—
TIN—TCEIVWT, XY KND— 70) BANDT I EAZFIRIZIEETERT,

tFIVFTATIIN-TZERALTT IO EAZHRTS

=Y RZY ND—VBENFICEREhEEFI VT4 TN (OFA4TF7>NVPNEFI)
TATN—=7")2SRID X171 JI—TI—IE2EBMELEHIBRTD LT, VPC AN4E
EDVY—AANDT VL AZHUEEBFIERTEZIENTEET, COFRER "VF547 >~ VPN
EEALEVPCADTIVtEA) THHASTNTWVBRSFUFICHRLET, CORERK. TOZF
FTREESNEEARIL—IILICMA TERAETNET,
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BEDVY—ANOTIVEAZHATRICE, VDY—AHFRTENTVWIR A AXAICEHER TS
NTWBEFIUTATIN—TEZRELET. RIC. I9TATNVPNEFIUTFTATIL-TH5
DRZ74Y0ZFATIIL—INZERLET,

LTORTER, EF1UTAJL-—TABIZATNVPNEFIUTATIL—-TT, 2V
TAIILN—TBREC2CAVAEVAICEENTSh, EF21VT1JIN—T CREC2ZAARY
ACEHERFIFSNTVET, EF1VTAIIL—TARSOT I EARZHATRIL—)LZ2tFal)
TATIL—T7BICEBMTRE, JTATNEEF2IUTATI)I—T7BILEERTFSATWVWD MY
ABVALT O EATEET, EF21VTAJIN—TCI, EF1VFTATIL—-TALSOTIt
ARZFHATRDI-IANBEVER, 9TATNEEFIVTATIIL—T CILBEBERTShIZAVA
BUOALCTIEATERE A,

Region

Subnet
Security group B
Security group A ___J,_,..ré
D -'_H_FF__._.__,_.--"""-'_ TTTTT
—_'_'_‘—-—.___-_-_
‘uh 1=

[:]// Client VPN Client VPN Security group C
- endpoint network interface JeeTTy
—= - E

= =
TiTTl

FRIGTRHEIC, AT RVPNEFIUTAJIIL—TH VPC HOMEO Y —RAICHERITSH
TWBHAESHERRABLET, 94T NVPNEFIVTATIN—TZ2SRITBIL—IZEMNE
ERHIKRTRE, MOBEETRIVY—ANOT IV AZHAERLRIERTTDENTEET, Ch%
B<ICE, 9472 MVPNIV RRARNERELTHEAITDEHICERE N EFI VT4
VW=7 ZFERALET,

tFIVTATIN-TIN—ILEEKTSICE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
2. FEX—23arRAVT, [EFIVF1TIL—TZBRLET,
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3. DY—ANRITENTLVRA ARV ALRERTFSNATVREF1 VT AT —TZBRLE
ER

4. (720232 M NIVRL-ILOImE] DIEICERL T,
5. UL—ILoiEM] ZBRL., ROBREZITVET,

c [BATI T, [IXTOKRZ 74V T], REFHFTITBIRHENDRATORNT T 1Y U ZBIRL
£

c [V—R]T[HAZRL]ZEBRL, 94T VPN EFIUTATIIN—-TDIDZALEL
FBERLE T,

6. UL—IOFREF] ZRRLET,

BEDVY—ANOT 7 AZHIBRTZICE., VY—ANRITENATVWDA AR AICEHERNTS
NTWBEF1VTAIIN—TZHELET, VF4F7MVPNEFIUTATIL—THE5DKT
74V OZFATRIL—INHDBERE. ThZHIBRLET,

EFIVTATIIN-TIIN—-I)I2#EIBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FTEF—=23URALAUT, [EF21UT14TIN-T]2BRLET,

3. MNTURIL—II] ZBRLET,
4

LN=—ILDOUVANEBRBLET, VAR HFI9FAF7NVPNEF1IVTATIL—TTHBI—
IEHZHEE. L—IL0fHEE] 28R, TOIL—ILO[HIKR xT7A41>) 2iBIRLET,
[Save Rules (JL—ILDR7EF)] ZiBIRLE T,

A—H—TIN—TICETVWTTIERZHIRTS

DZA4AT>RNVPNIY RRA MDA —R—AOFAAICHREETNTVRIEER., /HENI—
B—TIN—TICXY RDT—VDHEDHINDT IV EAZHATELRT, TOLHICEK., ATOR
TYTERTLET,

1. Directory Service £/zl& 1dP TA1—H—ETJIIL—TZEBELET, FHHAICODVWTE., XOKEY
VESBLTLSEEL,
« 24T K~ VPN TO Active Directory Foal
« SAMLR—RAN7IFL—2a FAOEHEEREEE
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2. 94T RNVPNIV RRANOHFAIL—INEZERL T, BELETIL—THFZYRD—0D
EEREFE—ZICTIOELATEDLSICLET, FHFMICOVWTIE., TAWS Client VPN 28] )L —

i #BBBLTLKEEV,

D9ZAFT>RVPN I RARA NHMHERIAICREENTVWRBAR, I—F—TJIL—T%2%E
TEFERBA, ARIL—IIEERTRDEERE, IXNTOI—Y—ICT7 IV EALRHFAITIHLEN HYE
T REDI—H—TIN—THFIXYRNIT—VOREDBAICT IV ELATEDRSIZTRICE, EHO
DFAT2RNVPNIY RRARNEERLET, EEAE, RYND—DICTIOEAT R I —H—
TIN—=T&Il, ROBEEERITLET,

1. 71— —JI)I—TIcdLT, Y—N—HIBAE, V754 F7 > N NIBAE, BLTFF—DtEY NE
ERLET, FMICOVWTIEE, TTOMHESEE AWS Client VPN, 2B L TS EE L,

2. 947N VPNIV RRANEHERLET, FHICOVTIRE, TAWS Client VPNI > KRR
A1V hZEEHTS) 25RLTSEE,

B RYKND—VDINTRIEFZ—BNOT I ELAZHAAITIEFTIL—IINEERLET. LEAE.
EBENERIDVZATRVPNIV RRAVRDBE, XY ND—D2FBNOT IV AZF
ATRERBIL-—NEERTEET, FHIICOVWTRE, "ERBIL-IIZENTS, 22RBLTLE
=L,

_60)734 I\FIIL;\HIE AWS Client VPN

VAT NREEE. AWS VT T RADRUDIVNIRA RTREESIhET, V95476

HFOSATRMVPN I RRA MOERZFTENTVIAESHZHMH TR EHICERAETH
9, RAFEWTRDE, 94T NEITATFTMVPNIY RARA 2 NMIEHL TVPN Y
2aVEBILET, BANFKKRTDE, BREBESEI, 947 NEVPNEY S 3D ZHEY
TERLLBYET,

DZAT>RMVPN TR, ROBRATDIOTZAT > NEREFERATEERT,

« Active Directory F2alE (1—H'—~X—X)

- MEFEE FEHEXR—RA)

« VUMY AUFY (SAMLAR—ADN 7 T FL—2 3 FREE) (A—H—X—A)

LROFEOVThL ZEMTHEATEICLEE, ROKXSBI—HF—R—ADHFEEDHEFRAZE
HAEDETHEATZEETERT,
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- HEFRRFIE 7T FL—>3
- HEFREE L Active Directory F2iE

EII_I;

/A Important

s VAT RNVPN IV RRAVNZERTSICE. FATHRIAOR A T ICEEREL,
AWS Certificate Manager¢H—/N\—fEBEO 7O a Z 2 J 275 MEN BV E T,
H—N—RIAEOEREZ7OEDa ZJOFEMICOWTIE. "TTOHEFEE AWS Client
VPN, OFIEESBL T & W,

s MERRE DY XRX—ADOFAZEAELETHEATZEERE. MHDHFEZFEALT
VPN TEELLKFBALT D HEBA BV XY,

254 T > Kk VPN TO Active Directory &k

P9Z24F>NVPN &, &#ET 5 & T Active Directory B7R— N 2124 L £ 9 Directory
Service, Active Directory BEETIE, 754 7> NEBEED Active Directory 7 )L—7" (2% L TR
MENET, 954 7F >N VPN & Directory Service, AWS FhFEHAVTLIARY ND—9 T
7O a”>Jd&EniBEED Active Directory ICEBETEET, &Y, EFEOISAT
VRBRBAVISANSOF v EFERATEHENTEET, 7L ZAD Active Directory & i
AL TWT, BEF® AWS Managed Microsoft AD A% W 5& 1. Active Directory Connector (AD
Connector) ZFRET B HEN BV E T, 1 DD Active Directory H—/N\—&FER L T1——%F25
TZE T, Active Directory fi & DO FMIC DWW TIE. AWS Directory Service EEEH A4 RZSRL TL
EELV,

94T > K VPN IE, AWS Managed Microsoft AD & 7= l& AD Connector TE®IIZE > TW3 5
&, ZERFWF (MFA) ZHR—KLET. MFAXBMICE>TVBIEE. 9T4T7KNEITA
P7RMVPNIYVRARAVNIERTDIEEIL DY -8R, NAD—R, BRTP MFAJ—KR%ZA
NTBIHBENHVYET, MFA ZEMICTHEMIC DLW TIE, AWS Directory Service BEIEH A RD

TAWS Managed Microsoft AD D ZERFRIAZEMICTBICE 1 KUV TAD Connector DZEFEFT
AZEBMCTRICE 25RUTSEEL,

Active Directory T1—H—& I —T2RETH OO —REIIL—IILICOVWTR, T1—H—
EIIN=TDo#4—82, ZZRLTLEEV,
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T DO EEFLEE AWS Client VPN

MESRLTIRE, 954728 VPN BRIAZZERAL TOZA TR EY—N—BOFLZRTLE
T, AEFAEC . FREAME (CA) LR > TRITENLEBRIABTOZIILERTT. 94TV RN DT
AT72RNVPNIY RRAY NI ZAADE, Y—N—RBIFA T NIRABZEALTISA
TUOREFELERT., Y—N—ABEF— BLOPDLBLEE1 D20V FA T NEAEBEF—
ZERTILENBYNET,

H—/\—&EBHE & AWS Certificate Manager (ACM) IC 7Y 7’O0—RKRL, 9547 MNVPN IR

RAVKNEERTDEZIEETIHENHYERT, Y—/N—FIHEZACMICTYZ7O—RTS

EEF, FREER (CA) EIELET, VATV NIHAEBZ ACMICTY7O—RIBZUEN HDD
&, 94T NEHED CANFY—/N—FIAEND CA LEBDHFEETTT, ACM OFFMICOL
Tk, AWS Certificate Manager 1—%—74 RESBL T EE L,

DZATRVPNIV RRAVNCEETDITATRIEL, BRIOIZA4 T2 NEREL
F—ZERTERT., ChllKY), I-Y—FEBEZENIZBEC. BEODIZA T2 NIHAEZR
WHTCENTEET, cDFR. VJFATFVNVPNIVRRAVNEBERTDEEILL, 9547
Y NEAEN Y —N—FGIABEFU CAICL 2 TRITENATVNE, VT4 72 MIRAEO Y —/N—
ALAAE ARN ZIEETE X T,

AWS Client VPN THEAE NBIAER. XTOEIS I 42 TEEE W LAIAEILERBEZS
T. RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile ICE#F D REN BV ET,

(® Note

DZAT>RNVPNIVRIRAUBNE, 1024 EY RBEKRT 2048 EY RO RSA F—H A4 XD
HARPR—KNLTVWET, £, T4 T NIEAED [Subject (4F8B)] 7 1 —JL RIC CN B
FEENTVRIHENHYET,

94T NVPN B —EATHEALTVSEHEZ, ACMOBEBO—F7T—>3>, HLL
SEAEDFE A > R— BN, F(& IAM Identity Center N\OX X TF—RXNDEFHICKY) EF TS
&, VATV RNVPNY—ERAGIZAT72RNVPNIY RRA N ZEKYFHLUVEERET
BEEHLET, chid, RRSEEAIPZEHIOEATT,

2ARY
- OHEFFEZEMICTS AWS Client VPN
« AWS Client VPN H—/N\—FEEAE D E#
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DEERIAZBMICT S AWS Client VPN

Linux/MacOS F /= l& Windows TP 547> N VPN THERIAZEMNCTDIENTEEXT,

Linux/macOS

IROFIETIE, OpenVPN easy-rsa ZFEAL TH—N—E IS4 T MNOIEBREEF—ZERHL
TS, TOH—N—0OREEF—ZEACMICTYZTO—RLET, FMICOVTIK, TEasy-
RSA 3 Quickstart README ; ZZBL T &V,

H—

1.

N—&DTATVNOIEHEEF—ZERL, ThSZACMICTY7O—-RIBICE

OpenVPN easy-rsa VAR KNUOOO—>20—AHINIE1—RIZERL T, easy-rsa/
easyrsa3 7# )L ICBEBLET,

$ git clone https://github.com/OpenVPN/easy-rsa.git

$ cd easy-rsa/easyrsa3

FLUWLPKIREEIBILLET,
$ ./easyrsa init-pki

FUVWERELR (CA) £BEITBICIE, COOANVRZERTL, 7OV MIRRVET,
$ ./easyrsa build-ca nopass

H—N—GEREEF—ZERLET,
$ ./easyrsa --san=DNS:server build-server-full server nopass

VAT NEREEF—ZERLET,

DZATRNEREEIVTATURNTZAR—RF—R, VAT RERETDIEEICH
BIZBD1H, BFREFELTLSEE L,

$ ./easyrsa build-client-full clientl.domain.tld nopass

BEICBUT, 94TV NEABEF—2LEETRIVTATN (I RI—Y—) L
ICCDFIEZFIVRTZENTERT,

BRI
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https://github.com/OpenVPN/easy-rsa/blob/v3.0.6/README.quickstart.md
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6. Y—N—fIRABELF— BRI TATURARABEF—ZHARLAT7 #)NFZICIE-LT
NS, DARLT7ANRIZBELET,

AREEF—ZOE—TBHIC, mkdir INY RZEALTHARLT # LA ZERL E
T ROBITRE, R—LTALIRNIVICHARZLT #)FZERLET,

$ mkdir ~/custom_folder/

$ cp pki/ca.crt ~/custom_folder/

$ cp pki/issued/server.crt ~/custom_folder/

$ cp pki/private/server.key ~/custom_folder/

$ cp pki/issued/clientl.domain.tld.crt ~/custom_folder

$ cp pki/private/clientl.domain.tld.key ~/custom_folder/
$ cd ~/custom_folder/

7. Y—N—FHEEF—, BLRTIVTATUNIERAEEF—ZACMIZTY7O—RLET,
BEITATRNVPNIY RRA 2 RNEERTDFEO) -3 eE@UU—23a2IC
7Yy7O0—RLTLKEEV, UFOOXY > RIE., AWSCLI 2R L TAIREZ 7Y 70—
RLET, RDOYICACM OV V- ZEALTAREZTY 7O—RTBICE, AWS
Certificate Manager 1—%—7#4 R® "GEAED A VAR—Ky BSBLTLIES L,

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

$ aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

DZATVNEAEZ ACM ICTY7TO—RIDBERZHVEEBA. ¥—N—FIHEEL IS
AT NEREN R URIIHES (CA) ICL > TRITENTWAIHE, Client VPN I RRA
YhEERTBDEEIC, Y—N—CIFATNOEHICHL TH—/N—FEHZE ARN Z &£
R33N TEET, LORTYT T, AU CAZERAL THADIAERELZERL TVLE
T L, T2MERLETIEDHIC, VZATURIAEEZT7 Y 7O0—-RIBZATYTH
BEATLVET,

Windows

RXDFIETE, Easy-RSA3X VYT RNIITZ2A2ARN=)IL, ThefALTH-—N-&054
T RNOIARAES IV F—ZERLET,

FHEFREE 27
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B—N—C VAT RNDIAREEF—ZEHRL. ThESZACMICTYTO—RIBICE

1. EasyRSA DU —AR—TZHE, BHELD Windows DNN— 3D ZIP 774 &A™
YO—RULTHELET,

2. ANV RZ7OV7N&ERE, EasyRSA-3.x 7 2 AN HMHE W ESICBEBHLE T,
3. XROOANVREZRERFTLT, EasyRSA3 T I EBHEET,

C:\Program Files\EasyRSA-3.x> .\EasyRSA-Start.bat

4. FLUOVPKIREZHHILLET,

# ./easyrsa init-pki

5. HLUVWERELR (CA) ZBEITZIZEFE. COONVRERITL, 7OV NIRVET,

# ./easyrsa build-ca nopass

6. Y—N—GIRABEF—ZLERLFTT,

# ./easyrsa --san=DNS:server build-server-full server nopass

7. VATV NIABEF—ZERLET,
# ./easyrsa build-client-full clientl.domain.tld nopass

MRBIZISUT, 94T NEHABEF—2MRBETRIVTAT UM (I RI—HY—) &
ICCODFIEZZENVIRTENTEEXRT,
8. EasyRSA3> I )ZETLET,

# exit

9. H—N—RfIABEF—, BRIV FATURARBEF—ZNAZLT7AIIAICOE-LT
NS5, DAZLT7 AN IZBELET,

AAEEF—ZOAE—FBHIC, mkdir INY RZFEALTHARLT )X ZHERL &
T, UTOHITRE. C\ RTFATIZAARZLT7 AT ZERLET,

C:\Program Files\EasyRSA-3.x> mkdir C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\ca.crt C:\custom folder
C:\Program Files\EasyRSA-3.x> copy pkil\issued\server.crt C:\custom_folder
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C:\Program Files\EasyRSA-3.x> copy pki\private\server.key C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\issued\clientl.domain.tld.crt C:
\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\private\clientl.domain.tld.key C:
\custom_folder

C:\Program Files\EasyRSA-3.x> cd C:\custom_folder

10. ¥—N—FHAEEF—, LV ITA TV NIABEF—ZACMICTY7TO—RLET,

KREFIZATNVPNIV RRAVNEERTBDFEN )3 ERLUY—T3 VI
7Yy7O0—RLTLKEEV, ROION RTIEAWSCLI, ZFRAL CEIEEERT7 Y 70—
RLET, KDYICACM OV Y- ZFERALTAEREEZT Y 7O0—RTBICEF. AWS
Certificate Manager 1—H#'—H 4 R® TSEEAEDA VAR—bhy ZZRLTKEEV,

aws acm import-certificate \
--certificate fileb://server.crt \
--private-key fileb://server.key \
--certificate-chain fileb://ca.crt

aws acm import-certificate \
--certificate fileb://clientl.domain.tld.crt \
--private-key fileb://clientl.domain.tld.key \
--certificate-chain fileb://ca.crt

DZATF>2NilAEZ ACM ICTY7O—RIDBERFHY)EEA. Y—/N—FIHBELIZ
AT MERAEN B URRAEHES (CA) L& 2 TRITENTWAIFESE, Client VPN I RRA
VhEERTBEEIL, Y—N—CIFATROEAICHL TH—/N—FEHE ARN Z &
R33N TEERT, LORTYT T, AU CAZEAL THADAREZMERL TVE
T 2L, BEeMERILEITDEDHIC, VFATURNIAEZT7Y 7O—RIBDATYTH
BEIRTLET,

AWS Client VPN % —/N—iEBAE O E#

EMHRIYINIEOTAT >N VPN b —N—FIHEZEHL TBAR—KFTEEXET, FHAL TV
% OpenVPN easy-rsa D/N—2 32 ICWUT, FIERERZYET, FMICODVWTIE, TEasy-RSA3
Certificate Renewal and Revocation Documentationy Z2ZBL T &L\,

B—N—GIRAEZEMIT DI

1. ROVWFTIhAZITLVET,

BRI
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« Easy-RSA/N—232 3.1.x
- RIAEEMIONC RZERITLET,
$ ./easyrsa renew server nopass
« Easy-RSA/N—232 3.2x

a. HRYINICTRIOAN RERTLET,

$ ./easyrsa expire server

b. FEAEBILERLET,

$ ./easyrsa --san=DNS:server sign-req server server

2. NABRLT7ANRZZERL, TOT7ANFACHLLVI 7N ZIE-LT, 7AFIINACBEBLE
ER

mkdir ~/custom_folder2

cp pki/ca.crt ~/custom_folder2/

cp pki/issued/server.crt ~/custom_folder2/
cp pki/private/server.key ~/custom_folder2/
cd ~/custom_folder2/

B A B LA H

3. HILLWIT7AINZACMICAVR—KLET, BFITATVRNVPNIV RRAVNEFL
=232 ICA2R—BLTLKEZV,

$ aws acm import-certificate \

--certificate fileb://server.crt \

--private-key fileb://server.key \

--certificate-chain fileb://ca.crt \

--certificate-arn
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

DFATRNVPNTO TN YA F —SAML2O0XR—ADT I T
L—> 3> F8t

AWS Client VPN [&. 25472~ VPN I R7RA > M@ Security Assertion Markup Language 2.0
(SAML2.0) ED ID 7IFL— 3> &EHR—RLTVWET, SAML2.0 #4K—~¥3 ID7ON

VTN ATFT (SAML 2.0 R—AD 7 T 7L —2 3 2 FPEL) 30



AWS Client VPN EBEHNAR

A5 — (IdP) Z#EAL T, —fbEnt1—H— D 2ERTEET., TO%. SAMLR—ADT I
FL—2a RANfNEAETChDESICIOTATRNVPNIY RRA 2 NERREL, (AP (CEEN G
BCENTEXRT, TDE, 1—H—k&k, — bt hRiEHR=ZzFALTISATMVPNIY
RRA NCEHLET,

(N =Ry
« O SAML ZE&%-F 3 AWS Client VPN
e BALJ—0 70—

e« SAMLAR—ANT7IFL—2a FiAnEH/EEEREE
« SAMLR—A®D IdP 8ZEV Y —RA

M SAML ZHBIZF S AWS Client VPN

ROFEERFTLC, 9514FYRVPN DIV ING AT A2 DO SAML EERICTHENTEE
¥, £k, ISATFYRVPNIY RES Y ROELTH—ERR—RILEBMICLBEE. &
L7Y—ERR—ZLCTFTIEALTREZ 7ML E AWS HEERTBISA TV NEMEBTDLS
CI1—H—ICERLET, MO VTR, "TEILT7H—ERAR—%)LAND AWS Client VPN 7Tt
2, BBRLTLEEL,

SAMLAR—AD IdP 27 Z AT >N VPNIY RRADNIFEATRICRE. ROBREZTOILEND
WERY,

1. BIRULEIP T, FEHTS SAMLR—ANDOT 7' ZERKT S H AWS Client VPN, BEEDO T
D&EFERALET,

2. ENEHEBEREMMIZDEHICIAP ZBELETT AWSUY—RICHOVWTRE., TSAMLAR—A®D
IdP 52 Y — A, BSBLTLSEZL,

3. IdP T, #BZ P ELTERTD 7 IFL -3 XRXF—RRFAXNEERL, T
D_Hl/ia-o

CHOEBEEMNE XML RFIXNE, AWS & IdP OREIOEHEBREMIULIZILHICEAETLE
9o

4. O9TSATRNVPNIVRIRANEBRBUAWS Z7HDO MZIAMSAMLID 7ONA X —%4E
BRLUET,

IAMSAMLID 7ONAH—E, [P IZ&k > TERENEAZTF—E2ZRFIAXANEFAL
T. B0 IdP # AWS EEBHRELTERELE T, FHAICHOVTE., IAMI—Y—HA RO
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FSAMLID 7ONA A —DER L Z283BLTLEEV, BTIAPOT 7 VEREEREHTHIES
&, FILWXZRTF—RZRFIAXNEERL, IMMSAMLID 7ONA X —%ZEFHLET,

® Note
IAM SAML ID 7ONA A —%#ERATZEHIC IAMO—LEZERT DB ERSH Y Et
Ao

5. 924TF7>RNVPNIVRRLANEERLET,

RIARATELTT7IFL—2a @iz EL, FERLE IAMSAMLID 77ONA X —%15
ELET, HMEICOVWTIE., TAWSClient VPNI RIRA U N E2ERTS ) #SBLTLEE
Wo

6. VAT KREET7ANEITIVAR—KNL, I—H—ICBHLET. A WS HIRIHETDITA
ToROEBHFN—>aeaAd o O0—RL, ChaEALTERE77A4I)LZ20—RLT, 954
TRVPNIYVRARSANIEHETDRSICI—H—IZERLED,

a7 —2 70—

RORIZ, SAMLR—ADT7 I FL—>3a iz ERTBDIZ4TMVPNIY RRA2 MDFE
A7)—070-OBEZRLET, VAT MVPNIY RRA N EZERBLPRETDEE
l&. IAMSAMLID 7ONA X —ZEELET,

SUINHATA (SAML 2.0 R—AD 7 TFL—3 3 > 585E) 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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AWS Client VPN SEES A R

a3

un

L+ 1]

Client VPN endpoint

v SAML identity provider in 1AM

i R
|dp LR N

www.example.com/idp-app

User name

martha.rivera ‘

S ‘ ‘

1. I—H— AWS . BEENEISATYRNEFNAATHE, 95472 N VPN I RRA >
RADEGZRHEBLET,

2. 95A4F>>NVPNIRIKRA RN, IAMSAMLID 7ONA A —TEBEhEBHRICEOIWVT
IdP URL ERBSEU VI ARNZITA T NIEELET,

B.AWS BHEtENEIVSATUNE, I—F—OFNAATHLVWIT SO D4 ROZHEEXT,
TZ2OHRKIP ICUIIARNEREL, QA UR=JERRLET,

4. =Y —HAOTAR=DICFABHREASNL, IdP BBEEFNE SAML 7H—>32 2 IF4A47T
MNIZEBRUET,

5 AWS i BE&Eni=0T4F7 > NE, 94T >N VPNIY RIRA NI SAML 7H—>3> &%
ELET,

6. 7247 >RNVPNIVRIRA NI =23 azgiL, - —AOT7 A ZHFAELE
EEBELET,
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SAMLRX—AN 7 IFL—>a> BA0BEHEEEESHE

SAMLAR—ANT7IFL—2a RN EH#EEZEEEEZXRICRLET,

*« SAMLR—AD IdP TA—H—&TIIN—TZBRETRLHDIF—REL—ILICDOVWTE,
M—Y—&cdI—T0I74—5, 2Z2RBLTEEZL,

* SAML 7H—> 3 B rORBEBERBEZHTHIBENBYVET,

« AWS Client VPN (&, SAML 7t —=/ 3> TAudienceRestriction & & TFNotBefore and
NotOnOrAftery £HDHZEHR—KNLET,

« SAML & THR—RENBDBAY 1 XIE 128 KB T,
« AWS Client VPN (&, BRFERILEVIVIARNZRELEL A,

« SAML>>7)WO7T7IORNEHR—RENTVWERA, I—F—EF. AWSRHEEENLOT1T>
RASYIMILTAYTUORNTBD LS, BRZRTIBDIEETEET,

c 120U FATRVPNIY RRAVRNTHR—RNENBDEF, E—DIdP D& TT,

« IdP TEMIZE 2 TV B HEIE Multi-Factor Authentication (MFA) A" R—R&EhE T,

« A—H—F, AWSRMHEhLIZATUNEERALTITAT M VPNIY RRA D NS
FTRIBENFHYVET, N—23 120 BEFERAITIXENHYET, FMICODVWTEE, AWS
"RMHENLEOTAT O RNZFERL TERTD Z2SRLTLSEE L,

« |dP 523E(x. Apple Safari, Google Chrome, Microsoft Edge., Mozilla Firefox D& 7 2 OH TH
R—REhTVET,

cs AWSBMHENLEITATURNE, SAMLLARAD=HICI—H—0DF/NA AL TCP R— K
35001 2 FHLET,

¢« FULLKBEWURLFAERFEENDHS URL TIAMSAMLID ZANARZ—DXRATF—RRFIXD
RAEFiEhDE, I—F—OFRMOBBEANIBEL LY, 714V THBEICOBEN D AREMAN
HYVET, cORSH, IAIMSAMLID 7ONA A —ICRHL TITO B EHE. AWS CloudTrail Z
FALTEZRVITBCLZ2HEOLET, FMAICOVTE., IAMI—H—7F4 KD TAWS
CloudTraillZ AL 2 IAM B LV AWS STS U H L oOJ iR, Z22RBL T EEW,

« AWS Client VPN &, HTTP URA L O RNNAFT 42T Z AL TIAP IZ AuthN U O T A NZIE(E
LET. cOLH, HTTPURAL I KNIV TFA TN AP THR—K&Eh, IdP DX R F—&
REFEIXKNIFEETIHENHVET,

« SAML 7H—>3 > Tlk, NameID BHICEX—ILT7 RLAEREZFRATIHEN HVET,

« 1—%—% (NameID) DH{EARIE 1024 N1 hTF, I—H—BHFRVEREFETENET,

« VAT RMVPN H—EATHEALTVWSIIHAEZ, ACMOBEEO—FT—>32, L WA
EDFE M R—bN, £& IAM Identity Center N\OX X F—ZDEHICKWEHRITDE, 75
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ATRNVPNG—ERGITZAFTRVPNIV RRAVNELYFHLUVIAETHABEHRL &
T, chix, BRSBEEIHPZEH7OLATT,

SAML X—AD IdP :&EV VY —A

]

RDETIZ, AWS Client VPNTOERAANTARE N TWSD SAMLR—A® IdP &, IdP OFEEIC&KIL
2UY—AZRLET,

IdP JYy—A

Okta SAML T AWS Client VPN 1 —H'— %3359 %
Microsoft Entra ID (IB#& #5: Azure Active FIC OV TIE, Microsoft RFIX RO I
Directory) Y4 N0 "Fa1—K1UTJ)L: Microsoft Entra

0N A2 A (SSO) & AWS ClientVPN
@%uun:uJ BESBLTLSEZL,

JumpCloud & D#HE AWS Client VPN

AWSIAM PA T T4 T4 22— Toal & 78] ) 1= & @ |IAM ldentity Center &
AWS Client VPN O i F

T7VERTZ OO —ERATONA X —15H

HORICRENTVAWVIP ZFEALTSAMLAR—ADT 7 r—23a> 2 ERT2ICIE. X0
WEFEHAL TAWS Client VPN b —ERA7ONAM X —EHRZHRELE T,

» Assertion Consumer Service (ACS) URL: http://127.0.0.1:35001

* Audience URI: urn:amazon:webservices:clientvpn

IdP A5 M SAML L AR AIZE, 2PBLEELE1 DOBRUFEENTVRISEN HYVET, UTE
BEDOHITT,

B S

FirstName 1—%—0%A.
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https://aws.amazon.com/blogs/networking-and-content-delivery/authenticate-aws-client-vpn-users-with-saml/
https://learn.microsoft.com/en-gb/entra/identity/saas-apps/aws-clientvpn-tutorial
https://learn.microsoft.com/en-gb/entra/identity/saas-apps/aws-clientvpn-tutorial
https://learn.microsoft.com/en-gb/entra/identity/saas-apps/aws-clientvpn-tutorial
https://jumpcloud.com/support/integrate-with-aws-client-vpn
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
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B EAL]

LastName d1—%—ot,

memberOf A—Y—HIEITDTIN—7 (BHEM),
(® Note

memberOf B (k. Active Directory 7=k SAML IdP )L — 7 R—ANEFRIL—IL % EH
THRERICHETT, T, BERAXFENFZRXEBIL, EEESYICERETHIHLEN
HYVET, FHICOVWTE, "FYRND—IOXR—-ADOEFE, & "TAWS Client VPN 28] )L —
L1 EBBLTIEE W,

I T7H—EAR—ZILOFR—b

DZA4AF72RVPNIYV RRAKRTEILTH—ERAR=—ZIILZEMCL2HBE. I—H—F SAML
R—AOD IdP FAEHRZEAL TR—FILICOTA1 LET,

IdP "% M Assertion Consumer Service (ACS) URL ZHR— KL TW3HF AL, XD ACS URL
ZET7VJICEBMULET,

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

GovCloud ) —2 3> T Client VPN I RRA > R E2FEAL TVWRHEE., Kb V) I2XD ACS URL
BERALET, AU IDP 77U EFERL TEE) -3 & GovCloud V—> 3> OMB TRALT
34, WAHDO URL #EBMTEEXT,

https://gov.self-service.clientvpn.amazonaws.com/api/auth/sso/saml

IdP A"8#® ACS URL ZHR—BMLTVARWEER., UTZETLET,

1. 1dP (238 ®D SAML XR—RADT 7)) #ERL., XM ACSURL 2 ELET,

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

2. 7IFL—230XBF—2RFIXNEERL, FTUVO—-RLET,
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3. 95ATF>RVPNIRRSANERLU AWS 7HD MZ IAM SAML ID 70OV 4 X — &R
LET. FHCO2VWTEE. IAMI—H—HA4 RO "SAMLID 7AONA A —DER 1 #38BLTL
EEW,

(® Note

XA 7V)RICERLEZ7ONAFT—ICIAT, 2O IAMSAML ID Z7’ONA 2 —%4E
RLET,

4. J7A4AT RN VPN IV RRA NZEERL, EELEZ IAMSAML ID Z7ONA A —ZWAEEL
x5

AWS Client VPN TO U547 2 MR

DZATRNVPN TR 2EBEOIZAT Y RERBAYR—RERTVET, EF2UFT1TI)-7
EXRY RD—IOR—ADED (FRIL—ILZ2EA) TI,

tX¥a1UF1TIN—T

DFZAT 2 RNVPNIVRRAVNEERTRDEEIL, BEDVPC ASEFIUTATIL—T %8
ELT, 947N VPNIV RRAVNCHEATEES, YT7XYNEYVSATFTNVPNIY
RARANCBEEMRGFRE, VPCOFT7 AN EFI VT4 TIL—TFEBNICEREIhET, U
FATRNVPNIY RRA D RNZERLERT, EF2VFTATIN—T%ZZEETEELRT, FMICD
WTE, "TTE—TYRNZRYRND—DIEEF2VT14T)N—T7%2EHATS AWS Client VPN, £S5
LTLKEEW, X2 VTATIL—TRBIFATRNVPNIRY ND—=D4 20 Z—7 T4 AICEESR
Toh&ErT,

T70r—=>3>oteF1 0747 I0=7CI—I)LZ2EML T, BENFFICERE A 1T«
TN—=TH5OKRZ 714V IEFATHET, V9472 VPNI—H—H VPCHOT TV
T—23VICTIVEATEDRRDICTRENTEXRT,

BIZ, BEMFICERAEAEEFIVTATJIL-TZEELEVDL., IF4F72 N VPNIY RRA
PhEFAVTATIN-T%SRIBDIL-INZHKRIZZET, 94T NVPNI—H—DT Y
EAZFRTEERT, YEBEFIVTATIL—TI—IE, BRETS VPN T IV EAOELEIC L
TEEBZHEN BV ET FHAICOVWTR, "9F4T7 K VPN O FIF LS, 28R TL
Z2EW,

VPCEFXF1UFA4T)I—7TOFMI-DVWTIE., Amazon VPC 1—H—HA R® "VPC O+EF 1 1)
TATIN—T"1 #SRBLTLIEEV,
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AWS Client VPN EEEHA K
XY NID—=DOKR—ADEF

XY RND—IOR—AODERBEEARBIN—IINZFERALTEEENET, TIOEAZEMITEZIRY KD —
DZEW, PTUORAEZFE DAY —Z2FRIDEFRILI—INERETILEN HYVET., EEOXRY
RO—2IZxL T, 7O EA%EHFTT S Active Directory )L —7 £ #zld SAML XK—A®D IdP F')L—
TEBRLULET, BETNLETIL—TICEITRI—H—0O&N, BEENEXIYRND—DIZTIOEA
TE& XY, Active Directory £72l& SAMLR—AD 7 IFL—2a>FE2FAL TVEWEES, &
ERINTOI—H—ICT IV ERAZHFALEVEER. IXTOIZATUORNIT IO EAZHTTS
IL=IZEBETEET, FMICOVWTIE, TAWS Client VPN A )L—)L 1 Z5BRL TS EE L\,

2R
« AWSClient VPN IV RARA VRN EF I VT A TIN—TIL—IILZHEKTS

AWS Client VPN T RARA 2 M EF 21U T 1 T —T I — I ZEKT S

HITZXYRNEITSATN VPN ICHENTZEEICERAENS VPCOF7FIILMNOEFI T4
JIN—T%FRATdE, FALEVWTF7AILNOEFIVFTATIN—TRNZ T4V IHLE5DRT
74V OZGFRIDERKIC, FALEKBVRNRT 74V 0ZFILTILESBEfF GVET, U
V—AEERT7 75— a3 ICEENTSMETI RRANEFIVFTFATIINL—TDORS T4 Y
VEHFNELGEHRIZDISATUOMVVPNIVRRA N EFIVFTFATIN—=TI—IE2ERT
BICIk, ROFIEERTLET. EF2VF1TIL—TIL—IILOFEM- OV T, "Amazon VPC
A—H—HA R, O "VPCOEFIVTATI)—71 2BRBLTLEETL,

DZATF2RNVPNIV RRA M EFIVTATIN—THLSORNT T4V O EFTTRIL—ILZE

e sk

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBEE £,

2. FTET—23URAVT, [EF2IVTA4TIIL—T1ZBRLET,

3. DY—RFERTFVITI—>3avICHEERFShTVA X1 UT1TII—T&ERL, [77
AV, [MNIVRIL=INOHE] DIEICERLET,

4. [JL—ILmiEmM] ZFIRLET,

5. [BAT7] T, [TRTORT 74V I EBRLET. Thid. BEDZATORST 495
(SSH BE)ANDT VL AESIRT A TEET,

[V—=RAIC, 94T RMVPNIVRRAVRNDER—=TY RZY RD—=D (BT ZY N) ICEE
FFosnTWAEF21UFT4TI)L—70OID #EELET,
6. [NL—ILDORE] ZERLET,
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D EHFE 1] AWS Client VPN

TDZATRVPNIV RRARNDIZA T NERN RT—ZRETERT, \RT—%(E
A33&, FNAA, I—H—, BLUOVERBMHICESVT, ILWEREZFAT T 2 HRZLODY
DERTTEXRT. VFATUNERNRZ—E, 95472 N VPN H—EANFTFNARAET—
HW—ZRALL ERICRITEIET,

DZATRVPNIZV RRARNDIZAT 2 MNERNY RT—ZRETSICE, TNAA, I—
H— BRUCEGEBEMEZADELTEZIRY ., FILLVERZATRLGEETIDIREZIZAT

> K VPN H—ERAICIRY AWS Lambda BB ZERLET. VT4 TN VPNIZ RRA KT
Lambda BEZIEEL KT TNAAFITATURNVPNIZY RRAUNCERETDE, V547

Y MNVPNH—FERFEI—H—ICKH > T Lambda BBz O HE L £9., Lambda BEEIC & 2 THEER
ENEELEICHLT, 9247 VPNIY RRA MOEGNFAIEAET,

(® Note
RE. YR—RENTVWBRIZA T2 MNER/\D RS —D XA 71F Lambda BB FTT,

BEHCEERER

DZAT 2 RERN RZ—DEHEERBEEHZRICRLET,

« Lambda BIZ DL HIE. AWSClientVPN- 7L 714 Y O ATHEDIHENHVYET,
o BEFZFHD Lambda BEAHA" Y R—RENTVWET,

« Lambda B%l&. V547> VPNIZY RKRARNEFBU AWS V=232 & AWS THT 2 K
ICFEIIHBENBYET,

« Lambda B8%d 30 WRICXALTIRNLET., COERFREETETEA.

* Lambda BB EHMICHFIHENE T, chid, FNAARAEI - —DOFRER, & LTHERIL—
LAFHEE QB AIICHTHENET,

o L VERICX L T Lambda BBEA MO HE N, 75472 8 VPN H—ERALBE#HL S R
NBLARVAZMBLEBEWEE, 95472 N VPN U —EARERERZEELERT, Ch
&, Lambda BS#A"AOY MLEhi, BALTIRLE, FERFTOMBOFHLEVWIZS AR
ELEBE. BROLAR AN BEMBEEATEVEERBRECRELRT,

» Lambda BRICZTOED 3 "2 JEh EABETHEREL T, LATY—0EBHRLICEHKE
AT—=V2VUTERELIILTREZHEBOLET,

BEEURGR 39


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
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« Lambda BBIZEHL TE, V4T N VPNIY RRAY MOBRFEOEGRIFEEZZTEE
ho BEDERZRTLTLS, HLWERZEBIITDIRSI VTS T NIERTERY, FMIC
2WTE. TAWSClient VPN 224 7> hEKZHK T IS 25RLTSEEL,

c DFAT U MN AWS B NEOTZAT U NEFERLTIOZA4T7MVPN I RIRA 2 MICEE
I BHE. Windows IZIE/N—2 32 1.2.6 A, macOS ICE/N—23 2 124 LIREFERTS
RBENSHVET, FMHICIODVWTE., TAWSHRETZIVZTAT U hNEFALTERTS, 22
BLTLSEZL,

Lambda 1 2% —7 I A4 A

Lambda B#iE, V54T M VPNH—EALSOALELT, FNAAEME. I—Y—EBHE. &
FOEGBMEZZTII XY, TOR, VAT N VPN Y —EACERZFATRCEEETTS
ESNERETDHENHYVET,

VDOTARNAF—X

Lambda BA%E, RD7 1 —)L RZET JSONBLOB ZA N E L TETEY ET,

"connection-id": <connection ID>,
"endpoint-id": <client VPN endpoint ID>,
"common-name": <cert-common-name>,
"username": <user identifier>,

"platform": <0S platform>,
"platform-version": <0S version>,
"public-ip": <public IP address>,
"client-openvpn-version": <client OpenVPN version>,
"aws-client-version": <AWS client version>,
"groups": <group identifier>,
"schema-version": "v3"

« connection-id — 9S54 TF7>RNVPNIV RRARNADITAT > NEHD ID,
« endpoint-id— V74 F7> KN VPNIY RRA2 MO ID,

« common-name — 7/N1 ABAFo TNA ABICERTEDIVSAT > NEAETIE, HERIC
KO2TCTFNA AN —BICEINENET,

Lambda 1 X —7 T4 A 40


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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username — 1—4%—ID (&9 %154). Active Directory FRsfNHE. ik I1—H—=K T
¥o SAMLR—ANDT7 IFL—3VFEE0HE. Chik NameID TYH, HEFRIADEHEE. 0
714—I)LREZETT,

platform— 9S54 T2 NDARL—FTAVIATLT Y N T *—L4,
platform-version —ARL—FT A VI AT LON—232, V9F4T > M VPN H—E
A&, O9FAT RN OZATRMVPNIY RRAVNICERTDEE, BREITZTATUN
A Windows 7’72 Y R 7 #—ALAZEZTLTWBEEIZ --push-peer-info FALIF 14 TH
OpenVPN V9 ZA TV RN REICFETHBAICEZRHELET,

public-ip — #HRFNARAONT VYU IP T RL A,

client-openvpn-version— 774 7> MAEAL TWS OpenVPN /N—2 32,
aws-client-version—AWS 954 F7> "NX\—2 32,

groups — J I —7"ID (ZH T 515E). Active Directory FRELNDHES. < hlkActive Directory &/
W=7 O—BILB)ET, SAMLR—ADT7 IFL—a2EA0HE. Cnld ID7ONMH—
(1dP) I —7"O—EICBE)ET, HERIMADES, CO71—I)ILREZETY,

schema-version — AF¥—Y/N—>3>, F7#)INE Vv3 T,

LARY AAF—X

Lambda BE#IERDT 1 =)l RZBRITBEN HYET,

"allow": boolean,
"error-msg-on-denied-connection": "",
"posture-compliance-statuses": [],
"schema-version": "v3"

allow — %EH, FILVWEREZFTELRGERTTIHESHZERT T —ILE (true | false)o

error-msg-on-denied-connection — %%, Lambda BAIC &k > TEENETE n B
B, ITAT UV NCATYTEHA R AZRBIDEHICERATEDIRAK 255 XFDONF
5, Lambda BABOETHICEENfr RELLBS (AOY NUVIBREDEHRT), V97476
VPN H—ERAIZKD>TRDF7AINRXY DA DFZAT U NIIRENET,

Error establishing connection. Please contact your administrator.
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* posture-compliance-statuses — % H, A&HIFHAIC Lambda BAEEEA T 25
B, ChREETNAADAT—2ADYARNTT, T/INA AOEHIFHMEATIV
(compliant, quarantined. unknown X&) L2 T, AT—ZRABEERZLET. FRED
BARWE 255 XFTTF. RR10EHOARAT—RAZEETEET,

e schema-version — #%EB, A¥—NY/N—>3>, F7#)INEVv3 T,

BUU—23a>AOEBDIZAT RN VPNIY RRAZ NI L T, BU Lambda B ZEAT
XY,

Lambda BEZDER DO FEMIZ DV Tk, AWS Lambda FAROY /N—HA R®D TAWS Lambda® B4
FiE) BSBLTLSEEW,

EHFHADO =S DI T AT MER/N RS —DEMR

DZAT >V NERN\ RZ—ZFEALT, 954F72NVPNIY RRAY NERBFEOT/NA AER
Vai—=arekal, BT NAAOKEHI T34 T AZHETE LY, Lambda B T
NAARBANY RZ—E L THRETRICEK. JTFATRNVPNIY RRA NCHERLZFEAL
T V47N VPNIVRRAVNCEBRIDIZTATUN(TNAR) L, —BDITA
T NEAEEF—ZEKL FT. Lambda BEUE, VT4 T2 MNIABO—BOHBEE (VFA47
YKMVPNH—ERANSEEND) ZEAL T, TNAAZEBRIL, FNAAEBYV1->32h
SEEIAVTZATVART—RAZMBTEERT, MERAZI Y X—ADOFIALLEAEDE
BENTERY,

Tk, Lambda BB BESHRTERANBEHFTMZITSCEETEERT., LA, 9T54TF 0
VPN #—E RIZ & 2 T Lambda BAEICEE 1D platform 8 KT platform-version 7 41 —JL
ReFHETEET,

(® Note

B\ RT—ZFEHLTH/NAWS Client VPN 77U —>3a > N—2a &2 BRATEE
IH. B\ RS —aws-client-version® 7 4 —)L Rik AWS Client VPN 771 r—
avico&BEAE N, I—H—FNA ADREBEZEBHNSADETNET,

VAT NERN RT—2BMLTS

DZAT 2 NERN RZ—ZBCTSICE, 94T VPN I RRA N ZERELR
ZEL, Lambda B8%® Amazon VY —AX—LA (ARN) ZIEELF T, FMICOVTIE., TAWS

EHFMD DD T ZAT 2 MNERN RT—DER 42
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Client VPNIY RRA N EHERTD 1 RV TAWS Client VPN IV RARA VN EEET D1 25
BLTSEZL,

H—EALCUOEhiz0O0-)

AWS Client VPN &, AWSServiceRoleForClientVPNConnections E WO —EARICU > Vi
O—IIZz7hoMNIBBWNICERLET. O—IICE., 9547 KVPNIY RKRSAD MO
BRIz E(1Z Lambda BB ENOHEI T IV EAFAN BN ET, FHICODVTE, "oF—
EACUOEnz0—)LOER AWS Client VPN 2B L T EET L,

BRARRBZEZRIITTS

AT RNVPN I RRA Y MADEGOBEEEFEAT —ZAZRRTERT, FMHICOVT
&. TAWS Client VPN 254 7> hEHDRT1 2FRLTEE L,

HEIFEMICOSA T NG\ RS—2FEATDE, 9547 NVPNIY RRA NCELET
BTFNAADEKEN A T SAT UV AART—RAZEROTICRRIDCEETERT, FMICOVT
l&. TAWSClient VPN T RAKRA > hO#ESHEOTiCER) Z2SBLTIESTL,

FINA AN EGERRICKBML EBE. #BHiEOJ O connection-attempt-failure-reason
T714—=ILRASRKROEBEBHOVITNANREIAET,

« client-connect-failed — Lambda BaEIC &k > TEHRNEIThELATL I,

« client-connect-handler-timed-out — Lambda BE¥A" XA LTI RNLEL I,

« client-connect-handler-other-execution-error — Lambda BB TFEL ZVWIZ—H
HELELE,

+ client-connect-handler-throttled — Lambda %A AOY NILEhEL =,

« client-connect-handler-invalid-response — Lambda BIEKA"EXN L AR A%ZIRL £
Lo

« client-connect-handler-service-error — EHERTHRICH—ERBOIS—HNRHRELE
L,

AWS Client VPN T2 RIRA > hDOZEIN X)L

FT7ANRTRE, 94TV RVPNIY KRSV REHBBE. VFAFVRASDIRTORS
T4V IBISATYRVPN R RLBHTL—F AV FENET, 954 T2~ VPN IV KA

H—EALCUZOEchizO-)L 43
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AVRNTREINRILEBMHICITRDE, JFATRVPNIV RRAVBNIL—hT—T I EDIL—
RAOZATRNVPNIY RRAY NIEEENTOVWBRTFNARALT Y2 21ENET, Chilk
W, 94T RVPNIV RRAVRNIL—=RT—=TLASOIL—RE—HTREERY RT—IADIXA
BREFEODNTTAVILEGHNFIZATNVPN RO RIBHATIL—T A2 TENET,

ITRTODA—HY—RNSTAVINISATRVPNIVRRARNEBBLEVLSICTRIES
. DEINZILDOTZATRNVPNI RIRA NEFERTEEXT,

ROBITE, 94T VPNIY RRARNTHEIRRILABHCE>TVET, VPC
(172.31.0.0/16) BTCDORNZ 7 AV IDIENFITZAFTNVPN RORILBATIL—FT12T0&h
F9, AVTLIZAVY—ABTORNST T4V Dk, 9F4F7 VPN NORILBEHTIL—FT1>
JEnEt A,

On-premises network

CJ
N —
CIiF’N E G

endpoint tunnel

FEINZILOFR
USATYRVPN I RRA Y NOREINRILICE, ROFAN B ET.

c AWSEBTORZTT7AYIREFA VPN RORIINEBBTEDLSICTRET, IZA4AT KA
S5O0RZ74YIDIN—T AT ZREBILTEXRT,
c AWSHASDIEERZ 74V INDEZRBS LT, F—REEIANZHIBTEEY,

WN—=—T14 2T I EITREREER

« DEINFINZBEMLTRHEE. VPN BRGNS BILIENDE, JFATNVPNIV RERSAND
L=RT—=TILAOITXRTDOIL—KNFISAT O RDIIL—RT—=TIICEBNENET, ZOFANR
L—>3a ik, F72)LNOBEEREARYET, F7FILNOEBETE. 947> DIIL—bF
T—7ILHFIR) 0.0.0.0/0 TLEEEEh, IXTORNT T4 Y INF VPNRBHTIL—FT 1>
JENET,
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® Note

PENZRILE—REZFEALTVWSEEE, 947N VPNI RRARMDIL—K
T—7I)120.0.000)—hZEBMTRDE, EBHENSFHMENDUEEI DD, SHHL
ETFHA

¢ A7UY MR RILE—RABHBBE. UF4AFY R VPNIY RRAY ROL—hF—TF L%
BETHE, TRTDISATY MERA U LY hERET,
FEIN I OB

HMBRELLRBRFEOIZATRVPNIY RRA YV RTHEIR RV ZBEMICTERT, FHICOWV
T, UATORREY VZSRLTSEEL,

« AWS Client VPNI > RARA 2 N ZERT S
« AWSClient VPN T RRA >V NEEETD

AWS Client VPN T R7RA > NO#EHEO TV EEE

BHROJE,. 94T MVPNIY RRAD MOEROT ZF ¥ 7F v TE% AWS Client VPN ®
HEETY,

BEHROJICE, 94T N (I RI—TF)HFERIDRAIVT, Bzl TIDRAIIY
I, DFAT2RNVPNIV RRA VRO S TRIRA IV ITBEDERANRNIBETIERZ
BBITREFROTININFEENET, COBREEALTT7ALODYORETLEY, 954
TRVPNIVRRARMFEDRSIZERAEATVWR A ZSMLEY, BEROBEZT/NYIL
W) TEERT,

EHEOJE, AWS Client VPN A"ERAIEEBRITNTO) —2 a2 THERATERT, BHEOJTEK, 7H
7> N ® CloudWatch Logs AJ T I —7ICRITEhE T,

(® Note
RBULCHERIAOEHTRERE TR A
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gEHEOJI> N

BHREOJIVRNJE, F—EEORTO JSON EXD BLOB TY, RIZ, #HEOJTIV NI OHl%Z
RULET,

"connection-log-type": "connection-attempt",
"connection-attempt-status": "successful",
"connection-reset-status": "NA",
"connection-attempt-failure-reason": "NA",
"connection-id": "cvpn-connection-abcl23abcl23abcl2",
"client-vpn-endpoint-id": "cvpn-endpoint-aaalllbbb222ccc33",
"transport-protocol": "udp",

"connection-start-time": "2020-03-26 20:37:15",
"connection-last-update-time": "2020-03-26 20:37:15",
"client-ip": "10.0.1.2",

"common-name": "clientl",

"device-type": "mac",

"device-ip": "98.247.202.82",

"port": "50096",

"ingress-bytes": "0",
"egress-bytes": "0Q",
"ingress-packets": "0",
"egress-packets": "0Q",
"connection-end-time": "NA",
"username": "joe"

}

BHEOJINJICR, ROF—HEEFINET,
- connection-log-type —#HEOJ I MU DR AT (connection-attempt Fizld
connection-reset),

« connection-attempt-status —#E#HKJVIIARNDAT—RA
(successful, failed, waiting-for-assertion, F7 & NA),

« connection-reset-status —EH{EV LY FAXRYNDAT—RA (NA £/=l& assertion-
received),

« connection-attempt-failure-reason —#E#HI T —NEH (KXIHIT2EHEE).
« connection-id — & D ID,
« client-vpn-endpoint-id — #EB{ATONIEITA TN VPNIY RKRA2 KD ID,
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 transport-protocol — EHEICEAEThIEZNZ 2 AR—NZONIIL,
« connection-start-time — E& D RKEZ,

« connection-last-update-time — EHFDHRKREHKZ, COER. AN TEHNICEH
nxX9,

- client-ip— 954 TF7>2RDIPTPRLA, 947K VPNIRRANDIZAT 2N
IPv4 CIDR EEEN SEIV HTSNE T,

« common-name — REBAENR—ADFRIICFEAET N BAHEEOHBESR,

- device-type — IV RI—H—NERICEATEITFNAADZRAT,

« device-ip—FNAAONTUY I IPFTRL A,

« port — EHOR—MES,

- ingress-bytes —EHFOZE (A NIV R)NA M. COERK. OJATEHWICERE h
-

- egress-bytes —#EHDEF (FTIRNTR)NA M. COfER., OJHNTEHNICEFHEh
S

« ingress-packets —EHROZFE (A NV R)NTY M, COERK. OJATERWICER
EhET,

« egress-packets —#EHDEES (TIOMNDR)YNTY M, COfEE,. OJATERHWICE
MEhET,

« connection-end-time — FEHDKR TR, COER., BHEFSETLETPOESXEROFATH
KU IZZEE NATY,

« posture-compliance-statuses — 7247V hERH/\ RT—IZK>TREIDEHI T
FATVAART—RA (RETBEE).

« username - 1—H¥—R Ik, I RARA VNI —HF—R—ADFEE (AD £k SAML) 2 AT
BDEEILRBENET,

- connection-duration-seconds - EHOMERE (). TEEFRRBE-E. & "ERERTER
B, OECELLLBYET,

EROJO0BMELOFEMIIODVWTIE, TAWS Client VPN E##0OJ 1 28R LT EEV,
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D9ZATRVPNARAT—UDJICETRERSEE

DZATF72RNVPNIZV RRANZERTRDEER, YR—MTBFEDEE VPN EHORAH
ZERBLTIKEEZV, BEYR-—NLTWRIZA T hOHE, BEICHUTIZA4T > N VPN
IVRRAKRFENEBEZR/IEEDRIAT I TERNESH ZERBIBHBENHYET,

UTOERE, 7247 VPNIY RRAY NTHR—NTZ2EE VPN EGEORABICEE
LET,

95A4F>NCIDREBEOHAX

DZAT>RNVPNIY RRA NEIERTDEER, V547> NCIDREFEZIEETIHE
FHYVET, chlk, M12E£/22FY NIAIVOEO IPVACIDR7OY 9 TS, 94T~
VPN I RRARADZTNEND VPN EHEICIK, 7547 NCIDREELSEEDIP T
RLANEIYTEShET, V547N CIDREEARNDT RLAD—ZIEX, V54 F> K~ VPN
IRRAVNOUTARETFINEYR—RNITBDLEHICEFERATH, 94T MNCEIVNHTSC
EWRETEFEBA, VFATMNVPNIY RRA NODEREIZOVZTAT >N CIDRERZZE
TRELRETEXEA,

—MRIZ, 9FAT2RNVPNIZV RRANTHR-—RNIDFED IP 7 RLRA (DY) BERHER)
D2FBOBEBLIZATNCIDREEZEETDELEEZHBHOLET,

BENTShizH TRy NOK

HTZYRNEDSATRNVPNI RRANCBEENSGZE, - —FE 954 F> N VPN
IVRERARMADVPN YAV ERBIUTEDLSIIBYET, EHROHTRZRYRNE 1D
DIZAT>NVPNIVRRAVNCBHERGZDE, SAAMEREL, BMOELRF v /N>
TAEBMCTEET,

DFATFTRVPNIVRRAVROHTZRY NOBEEFTORICEI, ¥ R—rEh3EK
VPN 5D ZERICRLET,

$7 %Y NOBEEM HR— N & N B EEH
! 7,000
2 36,500
£ 66,500
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Y7 XY NOBEM T FR— M Eh3EREK
4 96,500
5 126,000

1 2OTFRASEDTFA=V—=2DBEBROYTRYNZE2ITAT>MVPNIY RIRA 2 NMCEEN
FTBER@FTEELA, LEN T, Y7y NOBEENSGFOKIE, AWS U—> 3> THERATRER
TFRASEUTA—=V—20OBICEKELET,

BIZE, 947> VPNI> RRARMAD 8,000 D VPN #EfiZ2z HR—RNTDENFERETH
58k, V747> N CIDREBEOK/N 11X /18(16,384 1P 7 RLA) ZHEEL., 2B<<EE 2
DOYTRYRNEIVTATRNVPNIY RIRAV NMCBEERTET,

O9SATURNVPNIY RRARTFEENSD VPN BEBHEOBEM DASKEWESIE., /16 CIDR T
AOYODH A ALULEETDLEBEOLET,

9ZA4T7>NCDREREZ—TYRNRYRD—VORECEIZRAUEHROFMMZOVTE,
F2EATREODIL—IERARNT ST 1A AWS Client VPN Z25BL TS EE WV,

DZAT>RVPNIY RRA MDA —ZOFMCOVWTEE, "TAWS Client VPN O U # — & |
ZZRBLTLKEZL,
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DOERA =BT S AWS Client VPN

COFI—KUTILTRE, UATFZETTS AWS CClient VPN T RRA 2 N EERLET,

s IRXTDIZFATRF1DOVPCIZTIVEBATEDKRSICLET,

s IRXTCDIFAT RN AVEZ—FY NITIVEATEDKSICLET,

- HEFRIZEALET,

ROEEF, COFI—RMITILERETLEEDOVPCEIZATRMVPNIY RRSAV NDEREE
RUTVWET,

I: L_\ |;| Subnet
= ad
@ ] ™,
; Client VPN Internet
Client VPN
g}/”/ network interface  gateway

—— endpaoint

Steps

- BIEREM

c ATVT LIV RRAVNERATZIBERT D

s ATVT 2 H—N—EIVFATNOBREEF—ZEHTS
c ATV 3 VOFATNVPN I RARA N ZERT D

c ATV 4 B—YRNFYRNT—VZHEFTD

« ATV 7 5:VPC ORBAIINL—IILZEMT S

c ATVT 6 AVE—FXY MO TIERAZRETS

s ATV T EFAIVTATIN—"TOEHZRIETS

c ATVT 8 VFAT R VPNIV RRAVIEBEIZAINEZ DV O—RTD
c ATVT 9 UFAT VR VPNIY RRAV NCERRT S
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Ik 35a

COFI—NUTILZREBRTDEIC, ATOEHZB/LELTVARZEZRIEL TS EZ L,

« DATRNVPNIY RRAV NERIETDLOICHERFFT,
- AWS Certificate Managerl_ZEBAE Z 1 ~R— N T3 1 IC A ERFFT,

* DBLEEIDDOYTRYNEAVR—RY NS —NTIAZEHDVPC, 7%y NMIBEMNG
S5ATVWBIL—rT—TILER, AVE—XYNTF—RIIA\NOI|— FRETT,

ATYT 1 IV RRAVNEATZERT S

94T RNVPNE, VT VPCTFOIEARAD® VPC H7 %Y NOBERIFE, YILFVPCH
KENAT VY RRY ND—92F 1) FBO Transit Gateway ODBEEMFITD 2 DO RAKRA 2 KNZ
4172 R—NLTVET, COFI—RMUFILTRE, VPCBENDIY RRAV NMZOWTHHBAL
£9, Transit Gateway T RRA 2 MCDO2VWTR., Ty 288U T & VWTransit Gateway & 7
Z4 7> KN VPN QS

ATYVT 2 H—N—CDOFATNOEABEF—ZLEKTD

COFI—RUTILTE, HERANERAEhET, HERITRE. 9547 VPN FiEHEE
FEALTOSATORNEYDTATNVPNIY RRAV NEORIAZEITLET, Y—/N—FIHE
EF— BRUODPLBLEE1 D20V FAT U NERABEF—HNYRETT, 2iB<<EE, H—NN—-3
B E & AWS Certificate Manager (ACM) IZ4 2 R—KL, 94T N VPN I RRA > M DOERK
RICIEETAHUENfNHYVET, ACMANDIZAT Y NEREDA VR—KNEA T3> T,

COENTHEATIAABEXLERF > TV EWESEE., OpenVPN easy-rsa 1—7 1 VT4 ZEAL
TERTEE T, OpenVPNeasy-RSA I—TFT A UT 1 ZFERALTH—N—"BLVO IV Z 47> NilH
ELXx—%Z4EREL., ACMIZAVAR—NTBDARATYTOFMICOVTIE., "TOMHEEFIE AWS Client
VPN, #8BLTEE L,

(® Note
H—N—FAEE., V947N VPNIY RRA NZERTRD V-3 EFLU AWS
)—2arT, ZFEALTZ7OED3IZ>T9%H. AWS Certificate Manager (ACM) (2 A
VIR—KNTBRUENBYET,



https://github.com/OpenVPN/easy-rsa

AWS Client VPN EEEHA K
ATYVT 3 OFATRNVPN I RRA NEERT S

DZATRVPNIYV RRARNE, 94T NVPNEY S 32 ZBMCLTERETSZ I
ERLTRETDVY—ATT, ChlF, IXTOIZATRNVPNEYSIVORTRAVRNT
9o

ID9Z4AFTRMVPNIY RRA NZERTBDICE
1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZHE X T,

2. FE&—23>2~RA 2T [Client VPN Endpoint] (724 7>~ VPN I RRA > N) Zi8R
L. [Create Client VPN Endpoint] (724 7> N VPN I RRA 2 NOERK) ZBIRLET,

3. (A723U)IFATURNVPNIVRARANDBRRTEBRPAZADLET,

4. [ClientIPv4 CIDR] (P ZA4 7> KNIPVACIDR) I, 9FAT2NIPTRLAZEVIETSIPT
KL AgFE% CIDR R TEEL £ T,

(® Note
IP7 RLAEHEEK, X—7YRMRYRNRID—TOOFT RLAZH, VPC OTF RL AZhH,
FEEIVZATRMVPNIY RRAVNCEENTSNDII—NEEETETE A,
V54T R RLAEHEE /22 AET, M2CIDR7AY VU A XEZBIBVRSICT
DRENBHYET, AT RMVPNIY RKRANDERRBICOTATRDT R
LAEHZZLEEFETD_ERFTERL A,

5. Y—N—FfIAZEARN T, ATY 7 2 THERLEY—/N—FLHAED ARN ZEBIRLE T,

6. [Authentication options] (R2REA 7" 3 >/) T. [Use mutual authentication] (B EFRFEZ R T B)
ZIBIRL TH S, [Client certificate ARN] (9 F 4 7> RiEBAE ARN) T, RIS 0547~
SEBAE M ARN ZiBIRL E 9,

B—N—FERABEITAT Y NIAEN B UREE (CA) LKL > TERENTVRHEE, ¥—
N=&DZATNOBMABDAAZTICOVTH —/N—FEHAZE ARN ZIEET DN TEXRT,

CORRTE, Y—N—RABLCHEITRDIIXNTOIZA T NIAEZERAL TFHREALTER

9o

7. (F7>32)DNSBRIZEATS DNS H—N—ZEELET, DAXALADNS H—/\—%
AT SI(CIE. [DNS Server 1 IP address (DNS #—/Y— 1 1P 7 KL X)] & [DNS Server 2 IP
address (DNS H—/N\—2IP 7 RLRA) IZ. EATSDNSH—/N—DIP PRLAZEEL &
¥ VPCDNS H—/N—ZFEATBICIE. [DNS H—/N—1IP 7 RL A] £7I& [DNS —/\—

AFYT 3 I9SAFRNVPNIY RIRA NEERT S 52
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2IP7RLAIOVTILIZIP 7 RLAZEEL., VPCDNS H—/N\— IP 7 RLAZEML &
EE

® Note
DZAT 2R DNS H—N—ICEETER L =ZMFELET,

8. BRYVEBETF7AIBIFRENEZKIZL T, [Create Client VPN Endpoint] (754 7> N VPN T R
KAV NDER) ZBRLET,

D9ZAFRMVPNIY RRANZERT D E, TORRER pending-associate 2BV ET,
VATV, 2BLEE1D20Z—TFYRNZRY RND—VZBERTLETOHK, VPN EiEEHE
MTEET,

DSAFT>RNVPNIV RIRAVNCHETESD A>3 0FHMCDVWTIEE, TAWS Client VPN
TORKRARNEERTD) BSRBLTLSEETL,

ATV 4: 3=V NZY ND—D=BENITS

D9SAT RN VPN EY S I ABIAUTDICKEK, F—TYRRYRND—OBISAT>RNVPNI
YV RIRANCEERTEIHENHVET, F—TYRNZYRND—DF, VPCOYTZYRNTT,

B—=TYRNRYNDT—=DZIVFZATNVPNIY RRADNIEERTSICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,

2. FES—23>~RA 2T, [Client VPN Endpoints] (754 7> K VPN I RRA > KN) &iBRL
£,

3. BIOFIETHERLEIZATNVPNIY RRA MNERBIRL TA S, [Target network
associations] (2—7"Y hxY N —7U OBEESTFT). [Associate target network] (Z—%7"Y RR Y
NDO—UZBEN %) ZEBRLET,

4. [VPC] T, Y7 XY "NHN"®HD VPC Z&RL F T,

[Choose a subnet to associate] (BB F2H 7%y N&2&RTSD) T, 9547 NVPNIY
RARAD NCBEMNSTZHTZY NEBRLET,

6. [Associate target network] (X—%7'Y hEY N —0 ZBE[IT3) ZBIRLF T,

7. RBAL—ILTHAEINTVRIFE, 94T RFVPCORY ND—O2EKICTIOERATSIC
. 1 207XV NOBEEFITTETY, PRATGEVTA—V—2VICBENFr RELLBE
CETAtZRHETZEHIC, BMOYTRY NeBENTRZENTEET,

ATYT 48—y " Y ND—U=BENF T3 53
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BIOTTZRYNEIVTATRNVPNIY RRAVNCEEFTRE, ROVEBARTENET,

« U954FT>RNVPNIY RKRA NOIREEA available IZZEDHYET, ST, 9547 N
VPN G EBEILTEDRSICKRYEFLEN, BAIL—ILEZEBMTDETVPCRHDOUY—RIZT D
TATBDERFTEFREA,

« VPCOO—ANIL—KD, 94T >RNVPNIVRRANIL—NTF—7IIICHEBHWICEME N
x99,

s VPCOTFT7AIKNDEFIVTATIN=TH, 9F4T72MVPNIY RKRANCEBHNICER
ThET,

ATY 7 5:VPC OFEAIIL—IZEMT S

DSAT RN VPCIZTOEARATBICE, 94T RNVPNIVRRARNDIL—RF—TILIC
VPCADI—NERTAII—INBEETIBENHYET, L—NE., BIOARATY T TERICEEBNIC
BMEhTWET, CcOFI1—RNJTITR, IXTOI—H—ICVPCADTIVERAZRFELF
9,

VPC OFEAIIL—ILZ2EMmYT 2 I

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW TS IZZ LY,

2. FEF—23URAVT, [VFAT2NVPNIY RRA N ZBRLULET,

3. RBUII—ILEEBMTDUVZAT>NVPNIY RRA NERIRLE T, [Authorization rules]
(FRA)L—)L) &iBIRL TH S, [Add authorization rule] GRAIIL—)LZEBINT D) ZBIRLET,

4. [Destination network to enable] (BMICTBEFERY RT—D) 2. PUOERAZHATHIRY
ROD—J®DOCIDRZADLET, flAE. VPCE2EADT IV LAZFATSICE. VPC O IPv4
CDR7OYVEEELET,

5. [Grantaccess to] (7 V7 AZE5TBHKR) T. [Allow access to all users] (TXTHIL—H—IC
TOLAZFATS) Z2BRLULET,

6. [Description] (8¢80) ., BRAIL—IOFELEHAZALLE T,
7. [Add authorization rule] GRRIIL—ILZEMT D) ZiBIRL F T,

ATVT 6 A2 E—FY MNOT I AZRMETS

AWS H—E A, ET7EHENEVPC, AV TLIARYKND—D, A2V —FY NxE, VPCs IZ
BEHRENEEMORY NTD—IOANDOT VA ERETEELET, BMORY ND—0Z &L, 9547

25 Y7 5. VPC DRANL—LEEMT D 54
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MVPNIVRARANDIL—=RT=TILIZRY RT=OADI—KEEML, 94T NTY
TACNETZIRAIL—INZRELET,

COFI—KRUTILTE, IXNTOIA—H—ICAVE—RYREVPCADTIEAZFELE
T VPCADT IV EARBRICREL 212, CORTYTTRAUVE—Y NMADT IV EAZRERE
LET,

A=Y NOT IV EAZREHITDICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW TS IZ&E LY,

2. FEF—23URAVT, [VFA4AT2NVPNIY RRA N ZBRLULET,

3. COF1—NUTILRBICHERLEITZAT2NVPNIY RRA MEBIRLET, [Route
Table] JL—RF—7)L) Z38RL TH S, [Create Route] JL— N DERK) ZIBIRL £,

4. [Route destination] (JL— R ®M3E%) IC 70.0.0.0/01 £EAHLET, [Subnet ID for target
network association] (2—%'Y hZY NDO—VBEENTOH7ZYNID) T, NZT71v 0%
WN—=FT42T092HTZYNOIDEZEBELET,

5. [Create Route] (JL— b D¥ERK) ZBIRL E T,

6. [Authorization rules] (RRAI)L—JL) ZBIRL TAH S, [Add authorization rule] (FRAIIL—I)LZEMNT
) ZERLET,

7. [Destination network to enable access] (7 V ZAZEBMICTREFEERY ND—D) T,
'0.0.0.0/0, EAABL, [Allow access to all users] (IXTHDI1—HY—IC T IO EAEHFTTS)
ZBRLET,

8. [Add authorization rule] GRRIIL—IILZEMT ) ZERL T,

ATV 7. EF1UTATIIN—TOEHZRLT S

CODFI—KUTLTRE, ATYT3IODIVTAFTRNVPNIY RRA NOERFICEFI) T A
IN—THIEEENEEATLE, 2%V, VPCOF7 AL RDEFIUFATIN—TH, R—
By REY RND—OFBERFSNBEEICISAFUNVPNIY REAY NCEBMICERE 1
£F, TORE. VPCOFTALROEFIUFATIN—THISATY R VPN IV RBEAD RIS
BEATShTVBETTT,

ROEF1VFTATIN—TOEHZHELET,

c RSTAVIEL—FAVIITBHTZY NCEERTSATVRDEFIUF4TI—T (CDE
BRF7AILRNDVPC EFIVFATIL—=7)IC&L2T, 41VEZ—FY RADFTIRNIZRE

ATYVT T EFIUTATIN—TODEHERITTS 55
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STAVIONFAENDE, COEHIZE, BE0.0.0.0/0 NODITXTDORNFT T4V U&RHT
FTBTIRNNTYRIL—LEEMLET,

« VPCADUY—ADEFIUFATN—TIZ, 54T N VPN IV REAY NCBRE D+
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TOEAZRETS

FRIIN—TICHR RRE R 10.0.0.0/16
VPC\DT 7 tA%

R"RHETD

RExR=—Iv—J)— NR—TI ¥ — R 192.168.0.0/24

TOZ4T N
VPNVPC ANDT Ut
ARMID

BRELTELUZ B
« TIVDZTI2T JIN—TEHZEAL TSAML BATRAE NI —Y—
(&, 172.16.0.0/24 \CDOIKRT IEZATEET,

rBERE, JIN—T7TBHEZFEAL TSAML BHRATRIAIE i1 —Y—E, 10.0.0.0/16 ICDO &
FTOELATEETY,

rEEE, JI-TEMEEAL TSAML BHTRIAE NI —F—F. 192.168.0.0/24 IZD
KT IELATERT,

c MOINTORZ T4V I, V54T RNVPNIY RRAUNIRD THIBRENET,
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® Note

SAML 7= FL—> 3 @RiizeEATSES. (JIL—7 D) 71—IL R, 1—H—0J
WN=TAXVN=2v 7 &EBEITS SAML BHEICHIELET, COEMEE SAMLID 7°’0O/N
AR —TEREEN, BIAFICIZATMVPNIZEENET,

INTOI—HY—JIN—TDOTItA

IL—IL DEREE JI—7"1D INXTOI1—H—IC *{E % CIDR
TOEAZFATS
I>>ZFU>09 S-XxXxXxx14 E= 172.16.0.0/24

W—=TCAF>TLZ
ARY RNT=TAD
TOEAZRMHTS

1l
o

REISIN—TICHHE S-XxXxxx15 e 10.0.0.0/16
VPCADTOtAR%
b )

IEx—v—49)L— S-XXXXX16 iR 0.0.0.0/0
TICEZEDREE LA

DTV EAZRMT

2

liITI:l

NEx—v—9)— S-XXXXX16 = 10.0.2.119/32
TR VPC NN E

—RARNANDT Ot

AERHETS

liITIJ

IDSZTFOTT S-xxxxx14 B 172.16.0.128/25
WN=TCHA>TLZ
ARY NID—=T D%
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EEENAR

IL—IL DA

T7ZxYMNADODT O
AZREHTS

IOOZTUVTY
L—TICFRTOE
AN RNy L
ERERBTS

RE—Tv—4 )L —
TEISLTUR
VPNVPCANDOTF Ot
AERETD

IXTOTIN—7
DT IO EAZRET
)

BRELTELUZ B4

JIL—7"1D

S-Xxxxx14

S-XXXXX16

ZE%L

FRTOI—H—IC
TOEAEHTES

1l
o

1l
o

%15 % CIDR

0.0.0.0/0

192.168.0.0/24

0.0.0.0/0

e BIRIN—TWEE—FRAN10.0.2.119/32 DIHEEKRE. 10.0.0.0/16 IC T O LEATEE

EE

s IXR=S¥—TIN—TRNTIYIO4 2 —%Y N, 192.168.0.0/24, H$ KV 10.0.0.0/16
ZYRND—VROE—FRAN (10.0.2.119/32) ICFT IV EATEETAH, 172.16.0.0/24 £
I+ 10.0.0.0/16 XY RT—V RO EFDHDEANIEGETIVEATEEEA,

« IVDZTIITIN—T,. NTVYIOAL B2 —%Y N, 172.16.0.0/24, B KV

172.16.0.128/25 \C TV EATEE T,

s DI —H—TIN—T (TEBEIN—T1BE)V K. NTIYIALUR—FYNITIEATE
FIHN, HOIL—ILTERENEMOEBERY ND—JICBRTIEATEREA,

>0 FAH
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AWS Client VPN T2 RARA 2 MR —ILZEMNT S

AWS XY ZRIA NIV =) ZERALT, 94T 2K VPNIY RRAY RADOT 7 AZHA
RERHFIRIBZDERIL—INZEMTEXRT, AFRIL—ILIE. Amazon VPC 2V —/ILKREEFEIX>
RZAVELKEAPI ZBEALTIZA4F72 M VPN IV RRANCEBMTEERT,

ZERALTOTZATRNVPN IV RRANCREAIL—IILZEMTSICE AWS IR XA NV

V=)

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFRWVW T IEE L\,

2. FTEF—23aURAVT, [VFAT>NVPNIY RRA N ZBRLET,

3. RWAIN—ILZEMTEZVZTAT>KNVPN I RKRAL NEIEIRL, [Authorization rules] (2T
JL—I)L) &iZIR L. [Add authorization rule] GRRIIL—ILZEBMNT ) ZBIRL £,

4. [Destination network to enable access] (7 7V L AZBMICTREFERY ND—D) 12, 1—
H—HANTOERATEDZXYRNT—UDOIPF7RLA%Z CIDREXRZETCALILET (VPC D CIDR 7
Ay 2&&),

5. BELERYRNRD—DITIVEALTELVWIZTA T NEIBELET, [For grant access to
(T OEAEOFERR)] T, ATFTOWVWThAZITVET,

s IRNTDIVTAT U NITOEAFTZEZSICF. [Allow access to all users (TXTNH1—
HW—ZTOEAZHTTH) 2BRLET,

s BEDIVZATUMOTIEAZFRTIZDICEK, BEDTIVELATIL—T0I1—F—A
DTV EAZFATB]) Z2RBIRL, [FTOVRAIIL—=TID]IC. PTOEREREZNFETSY
L=7DOIDZEAALET, &XF. Active Directory JIL—7"OtF 1 1) F 1 & BIF (SID)
A, SAMLAR—AD ID 7ONAZ— (IdP) TEZE T IL—70 ID/IZRIZEELF T,

* (Active Directory) SID ZEUB T B ICIE. LEXIERDKSIZ, Microsoft Powershell @ Get-
ADGroup X RLY NZFERHTE XY,

Get-ADGroup -Filter 'Name -eq "<Name of the AD Group>"'

F/z(&. [Active Directory Users and Computers (Active Directory 1—H'—& 2 E1—2X))
YV—)zRE, JII—T707ONT1ERRLET, £\ T, [Attribute Editor (BHEL T«
AN 2TICBEL., objectSID DEEMBLET., BEICHLU T, £ [View (RR)].
[Advanced Features (/& E % ##E)] O JEIZ#IR L T, [Attribute Editor (BMELIT 1 X)) X7 %
BMICLET,

AR —IIzEBmY 3 74
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« (SAMLR—ZADT7 IFL—3 a5l JIL—7 0 ID/EHiIE. SAML PH—3 3> TR
N3N —TEBHERE—BIIDHVENHYVET,
6. [HEA] ICEARBIL—INOFELEHBEZAILET,
7. [Add authorization rule (FFEIL—ILZEMT )] ZBIRLF T,

9ZA4T>RNVPNIY RRAD NMIEFEIL—ILZEMNT S IZE (AWS CLI)

authorize-client-vpn-ingress X > RZFEBAL £ 9,

AWS Client VPN T RIRA4 > MO SRAIIL—I)L ZHIBRT B

BEDIZATRNVPN I RRANOERIL—INZHBRTZICE, OV —ILEEE AWS CLI
EERALET,

ABIL—ILEEBRTSICE Q> Y—I)

1. Amazon VPC 12V —J)L® https://console.aws.amazon.com/vpc/ ZBWVW TS EE L\,

2. FTEF—=23a RADT, [VFA4T2NVPNIY RRA N ZBIRLET,

3. ERIL—INEMENTVWEISATNVPNIY RIRA NEBIRL, [FARIL—IL] &i&IR
LET,

4. HIRTBFERIL—INEZBRLTHS., [ERIL—IOHIR] Z2BIRL. ERIL—IOHIR 2BE
BIRL THIBRZFRELE T,

AZEIL—IIZHIRT I (AWS CLI)

revoke-client-vpn-ingress AN > RZFERALE T,

AWS Client VPN &I —IL DO ERT

BEDIZATRNVPNIY RRAVNOEREIL—INEZRRIBICE, IV —ILEEEF 2EAL
FIAWS CLI

ARIN—INERTIBICE (AY-I)

1. Amazon VPC 12V —)L® https://console.aws.amazon.com/vpc/ ZRWVW T & L,

2. FE&S—23>~RA 2T, [Client VPN Endpoints] (754 7> K VPN I RRA > KN) &iBIRL
-

ERBIN—IZHIKRT S 75


https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-client-vpn-ingress.html
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3. BUIIL—ILEXRRTDIVSATNVPNI> RERA N%EEIRL ., [Authorization rules] (327
IL—=I)) ZBIRLET,

ARI—IERTTBICIE (AWS CLI)

describe-client-vpn-authorization-rules AN > RZFERAL £,

AWS Client VPN 25 A4 F7 > RNEEAERTU A K

DAT 2 NEABARMIARNEFEAL T, BEODIZA TV NIBEDIZATNVPN IV R
RAVKANOTIVECLAZRYBETENTEERT, KMVARNZERT B, BBIEOUARNZAL>
R—KNTEET, BEODJUANEXMIANTIZFAILELTIVARAR—RNTBEETEEFT, UA
NOERKIE, Linux/macOS £ 7=k Windows T OpenVPN V7 R J I 72 FEALTETENET, 1
VIR—RNETVAR—BIE, Amazon VPC OV —J)LEF CLIAWS ZFEHAL TEITTEE T,

BH—N—&DFAT > NIAEOERDOFMIOV TR, "TOHERRE AWS Client VPN, 258
LTLEEWL,

® Note
VAT MNERAERD) ANOBMHARNI DN TVWEHER, V472 M VPNIVR
RAVBNCERTEREA LV ISA T NEATBRMIANEZERL, 9514T 2
VPNIZY RRAZNCAVR—RNITIRENHY KT,

VAT NEHERMBIANCEMTERTI NJOBBRSATVERT, RMVANIEMTE
BIVNIBOFEMBIIOVWTR., "J9F4AT7RVPNI#—5, ZZRL T EE L,

RAYD

« AWS Client VPN 254 7> NEBHEXI) ARNZEKT D

« AWSClient VPN 25 A4 7> NEBHEXRJARNZA 2 R—KNT B

« AWS Client VPN 95 A 7> RNEERREXMI) AR ETVAR—KT D

AWS Client VPN 254 7> MiEAERSIV AN ZEKT S

Linux/macOS F£=l& Windows AXRL —FT 41 VTS AT ALATIOZAT > N VPNIEBHELXJARNE
A RTEET, KWV ARMEFEALT, BEDIEBHEDISATNVPNIY RRLANADT D

TZAT > NEERERI AN 76


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-client-vpn-authorization-rules.html
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TAZEVYEBICENTEXRT. VFAT 2V NEABRMIJANDERDFMICOVTR, "T7954
TV hAEHERMIAN, ZZRLTLSEZ WV,

Linux/macOS

ROFIETIE, 94T NEBEXI ANDERKIC OpenVPN M Easy-RSA EWS5IX > R
FAA—T14)T142FERALTLSEETV,

OpenVPN Easy-RSA ZE>TOZA T NEAERMI AN ZEK TS ICIE

1. FIAEDEKICEAL Iz easyrsa 1V ARN—)LZFKRANLTVWRH—N—=-IZOJA L ZE
ED

2. O—AINVRZNI®D easy-rsa/easyrsa3 7 IILFICBEHLET,
$ cd easy-rsa/easyrsa3
3. UFZATVNIRAEZRYEL, 94T MNKMIARNEERLET,

$ ./easyrsa revoke clientl.domain.tld
$ ./easyrsa gen-crl

Z7OYV7RHFRRENLS, yes EADLET,

Windows

RDOFIETIE, OpenVPN Y7 R I T T7ZERBLTITAT Y MNRIIIAREERLE T, CC
Tk, OpenVPN V7 hIVI T ZEALTITZAT R EY —N—"DEBER LT F—ZEKT
BPATYTICRO>TVWAREZHRELTVET,

EasyRSA version 3.x.x ZE> T T4 TV NEAERM AN ZER TS ICIE

1. ANV RZ7OV7 NEZBE., EasyRSA-3xx TALIRNVIZBELET, Chid, BEVD
JATALICA VAN =ILENTVBREMRICKFELET,

C:\> cd c:\Users\windows\EasyRSA-3.x.x

2. EasyRSA-Start.bat 774 J)ZRETLUTEasyRSAZ T ZRBELFT,

C:\> .\EasyRSA-Start.bat

TZAT 2 NEERERI) ANDER 77
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3. EasyRSA> IINT, 947> NilBHEZE)HBL KXY,

# ./easyrsa revoke client_certificate_name

4. ZFOVTRKHFRRENLES, yes EAHALET,
5. VATV NIRAERMIANZERLET,

# ./easyrsa gen-crl
6. VZATVRERMIANE, ROBAICERENET,

c:\Users\windows\EasyRSA-3.x.x\pki\crl.pem

LD EasyRSAN—2 32 #EALTIZA T NEABRMU AN ZERTDICE
1. AN RZ7OYV7 ~ZBE. OpenVPN FA LI NJICBELET,

C:\> cd \Program Files\OpenVPN\easy-rsa

2. vars.bat 774 EETLET,

C:\> vars

3. UFATUNREABZERYEL, 94T MRMIANZERLET,

C:\> revoke-full client_certificate_name
C:\> more crl.pem

AWS Client VPN 2 Z A4 7> LA KM AR EA 2V R—hT D

AVR=—RNTBDITAT U MEABRMIARNEZHE > TVRILBEN BV ET, 754 T 2 NEHEXR
MIANDERDOFHFMZOWTIE, TAWS Client VPN 254 72 hEFEAE R AN ZEKT S 4
ZZRBLTLKEZL,

VAT NERABRNVARNDAR—BNZE, OV —)LE AWSCLINERTE XD,
DZAT > NERBERMMIARNEAVR—FTBICE (A VY-I)

1. Amazon VPC 112V — )L ® https://console.aws.amazon.com/vpc/ 2R W T IZE L\,

D547 NERBEMI AN DA K- K 75
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2. FTES—23>2ARA 2T, [Client VPN Endpoints] (754 F7> N VPNI>Y RKRARN) ZiBIRL
£,

3. UZATVNIRERMIANZEAVR—RNTBDITATMVPNIY RRSAMNEBIRLE
C

4. [Actions] ZiZIR L. [Import Client Certificate CRL (7 54 7> NEEBHE CRL D1 > R—N)] &
BIRLET,

5. [Certificate Revocation List] (GEBAE X% AN) T, 94T MEREBEXMIVARNT7A4ILD

NA%ZABD L, [Import client certificate CRL] (7 Z 4 7> NEEBBE CRL W 1 7 R—N) ZiBIRL
7,

94T b

EII_I;

AERMIARNEAZR—NTBIZE (AWS CLI)

import-client-vpn-client-certificate-revocation-list AN > RZFEAL £,

$ aws ec2 import-client-vpn-client-certificate-revocation-list --certificate-
revocation-list file://path_to_CRL_file --client-vpn-endpoint-id endpoint_id --
region region

AWS Client VPN 224 7> hIEEAE R AN ETVAR—K T3

O2Y—I)LE AWSCLIZBEAL T, 95472 NEREXMIVARNDIVAR—KRTEET,
DZAT > NEABERMMIARNEIVAR—KTBICE (A>VY—))

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ 2R W T IZE L\,

2. FEX—23a RAVT, [VFA4AT>NVPNIY RRA N ZBRLULET,

3. UVFATVNIRERMIARNZELIIVAR—RNTBDITAT2NVPN I RRA NEBIRL
9,

4. [Actions] (72> 3a>) #i&R L., [Export Client Certificate CRL] (254 7> NEEBAE CRL O T
9 AR— ) &iBIR L, [Export Client Certificate CRL] (54 7> RNiEFHE CRL 2T U AR—
NT3)ZBRLET,

9SA4T Y NERERMET Y AR—NTBICIE (AWS CLI)

export-client-vpn-client-certificate-revocation-list A¥ > RZFERAL £ 7,

D547 NERBEMUANOL I AR— K 79
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/export-client-vpn-client-certificate-revocation-list.html
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AWS Client VPN 25 4 7 > NE#t

AWS Client VPN ##ilk, 751472 NCEI2>TRHEDIZAT M VPNIY RRAZ MIRHLT
BYENEZTOTA7RBVPNEYZAYE, TOIYRRADVMIMLTIBE 60 ZAICKTL
EEETT, DFATUORNITZATURNVPNIV RRADNIERICERLIZEE, BEAEL
ENECEEBYET, Y2V ERTIDE, V4T RVPNIV RERARANDIZAT
NERIBRTLET,

94T NVPNEREZRTERVCKRTTEET, BRBEHREXRTIDE, 95147 MNCIDR7
Oy O8EEANSEN)YTShiEZIPFTRLA, IVRRLAUNID, B4 LARRY TR EDERNR
TENET, BV IVERTIRE, TVRRAMOEBEEShE VPN EEIr RTLET, Y
2IAVORREKRTIE, Amazon VPC OV =)L FE & AWSCLI ZFERAL TITS CENTEET,
IVRRAVBNIERTERVGEES, MEZHRIDEHOFIEICOVTE, IZ—IERLUTTRZ
TJIWNoa—FT420, #BBBLTLEEV,

RAY
« AWS Client VPN 2254 7 > NEHED KRR
« AWSClient VPN 9547 > NERZIRT TS

AWS Client VPN 77 4 7 > M EE D KRR

TOTATRHRIZ4F> N VPN EfilE, Amazon VPC IV —)LE & AWS CLI ZFER L THRR
TEEXT,

DZAF2RVPN OSA T MNERZRTTBICE (AY—))

1. Amazon VPC 12V —J)L® https://console.aws.amazon.com/vpc/ ZBEWVW TS &L,

2. FES—23>~RA 2T, [Client VPN Endpoints] (754 7> K VPN I RRA > KN) &iBIRL
-

3. VATV NERERTIDIVZATMVPNIV RRAVNEBRLET,

4. [Connections (#£#:)] 2 7 %#i18IR L £, [Connections (k)| X7, IRXTOFTIT1T8Y
AT RNERERTENLEDZAT O NERN —ERTENET,

9S54FYNVPN IS AT NEREERTT I (AWS CLI)

describe-client-vpn-connections AN > R&ZFERAL 9,

54T NER 80


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-client-vpn-connections.html
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AWS Client VPN 92 A4 7> NEGi 2R T T2

Amazon VPC YV —=I)FEE@E CLI Z#ERALT, 9524T7>NVPNAWS V54T > NEfi %
TEET,

3

i

DZATF2RVPN IZA T REREZRTIBICE (A>VY—))

1. Amazon VPC 12Y — )L ® https://console.aws.amazon.com/vpc/ W T & L\,

2. FTEF—23aURAVT, [VFAT>MVPNIY RRA N ZBRLET,

3. USATURNEHLTVWRISATRMVPNIY RIRA 2 NERBIRL, [ 28RLE
9,

4. RTIBEHEZERL, BEOKRT] ZBRL, BEROKRT]) ZBEERL TR TZHEELE
a-o

DZAT2RNVPN OZAT 2 NEGZRT I3 (AWS CLI)

terminate-client-vpn-connections X > R&EFEHAL £,

AWS Client VPN 224 7> cOT A2 N F—

AWS Client VPN (&, VPN Y2 3> OIEFIC., AWS A'1R# TS Client VPN FAI KNY TS
Da—23 il TFFAMNGT—ZRRTZD AT IV ERHLET, BHBKLTFATSATRA
ND_—XE/EITEDIC, TFAMNMFT—OIAVTUOVEERTEET, HA 1400 O UTF-8 T
O—RXFHFERATEET,

(® Note
DZAT7> N ATAVNF=DERMICE>TVRHEES, FILLERENEVPNEY S 3D
TOHRRTRENTT BEED VPN Y 3V EFREnEEAN, BBEOEY > 3 N B
JEhDENTFT—HFRRENET,

INFT—DERK

OJANFT—&. 95472 VPNIY RERAY NOERBICHEACERE N, BHICEYE
¥, Client VPN I RARA 2 MOERBICIOZA T NATA U NFT—ZBMICTBFIEICOVT
k. TAWS Client VPNIY RRA >V hZERTH 1 Z2ZRL T EE L,

DTAT > NEROKRT 81


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-client-vpn-connections.html
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2R

« BiF D AWS Client VPN T RARARNDIFZAT O NATAVNF—%ZBRET S

« BBIFD AWS Client VPN TV RARAV RO IZAT U NOTAVNFT—ZEMHICTS
« AWS Client VPN T RARAV NOBRFEONFT—TFANZEZEETD

- BEREENTLVS AWS Client VPN O A U NF—ZKRRT D

BFDO AWS Client VPN I RARA I NDOZAT2 NATA U NF—%
RETD

BEED Client VPN I RIRA D NCOZAT N NOATAUNF—E2RETDICE. ATORATY S
®EITLET,

Client VPN I RARA > N (A2 V=T OZA T ATA 2V NFT—2BMICTS

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS & L\,

2. FTETF—23aURAVT, [9FAT2MVPNIY RRA N ZBRLUET,

3. EEYDUVTATMVPNIYRRA NZERL, [Action] (722 32), [Modify Client
VPN Endpoint] (9 Z 47> KNVPN IV RRANDODEE) OJEICERLE T,

4, R—THETFICA2O-I)L T, [Other parameters] (ZNMD/NTZX—R) 0 a > ICBELE
¥,

5. [Enable client login banner] (254 7> NOAT A NFT—2EBMTR) EFICLET,

6. VAT RNATANF—FTFARNCIE, VPNEYZ I UHFBIETN AWS EEZEICRTRE
NB3TFANZANLET, UTF-8 TII—REhEXFNDHK, ZRK 1400 XFZFEATEE
¥,

7. [Modify Client VPN endpoint] (724 7> N VPN I RKRANDEE) BBIRLET,

Client VPN I RRA Y RTHOSA TV RNOAT AV INFT—%EMIC TS (AWS CLI)

modify-client-vpn-endpoint AN > RZFEHAL £ T,

BE1Z®D AWS Client VPN I RIRA N OZA T NOATA N F—%
pii: 3y Ll g7

RTOARATY7TZ#RITLT, BEOIVZATRNVPNIV RRANOOZATNOTA 2N
T—Eﬁﬁ‘jﬂ:biﬁo

BEOIYRRAVNIISATRNATA VN —%ERETS 82


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-client-vpn-endpoint.html
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DZAF72RVPNIV RRAKRDIZATNATA U NF—ZEHCTSH (A2 Y —))

1. Amazon VPC 2V —)L O https://console.aws.amazon.com/vpc/ ZBWVW T & L,

2. FEF—23URAVT, [VFA4AT2NVPNIY RRA N ZBRLULET,

3. TETBISATRNVPNIY RKA NERIRL. [Action] (F¥< 3>). [Modify Client
VPN endpoint] (954 F7>KVPNIV RKRARNDODEE) OIEICEIRL FT,

4, R—=THETFICA2O-)L T, [Other parameters] (ZNHD/NZX—R) 20 aVICBELE
£

5. [Enable client login banner?] (724 7> NATA U NF—2BMICLETH) ZFTICLET,
6. [Modify Client VPN endpoint] (7547 N VPN I RRA 2 NDEE) ZiBIRLFT,

DZAF72RVPNIV RRAKNDIZATNOAT A NF—ZEMICT S (AWS CLI)

modify-client-vpn-endpoint AN > RZFHL £,

AWS Client VPN T RARA > NOBEFONFT—TFANZEETS

RDATYTZ#RITLT, BEOIVZATRNVPN IZATNOTANFT—DOTFANEEE
LERT,

Client VPN I RARA 2 R THEALTVWABREONFT—TFANEZEETS (A V—I)

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,

2. FTES—=23URAVT, [VFAFT>MVPNIV RRA N ZBIRLET,

3. EETBUTATMVPNIY RRA NZEIRL, [Action] (722 32). [Modify Client
VPN Endpoint] (V747> KNVPN IV RRANDEE) OIEICERLET,

4. [Enable client login banner?] (92 A 7> NATA 2 NFT—ZBMILETHA)ANFICHEST
WBEZHERELET,

5. 9247 RNATAUNFT—TFANDEE, BFEOTFANE, VPN EY S 32 ORMKIC
AWS BN OTZAT U RONFT—IZRTIDHULWVWTFANIBEMRZAET, &K 1400
D UTF-8 I>A— RNFOAFEATEET,

6. [Modify Client VPN endpoint] (V247> N VPN I RKRANODEE) ZBIRLET,

Client VPN IV RRA Y RO IS AT NOAT AV INF—%ZEETS (AWS CLI)

modify-client-vpn-endpoint AN¥ > RZFHAL £,

BEONFT—TFANDEE 83


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/
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HEZEENTWVWS AWS Client VPN OJ A INF—%RRTD

REREENTVWRIZATURVPN IZATROTA U NF—ZRTTRICE. ROARTYT
ZRITLET,

Client VPN I RARA > R THEALTVWAREOOTA U NF—2KRRTD (A VY —))

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T IZ&Z L,
2. FTETF=23RALAUT, [VFATMVPNIV RRA N ZEIRLET,

3. ®RTBClentVPN I RRAV NEBIRLET,

4. [Details] (F¥#ll) R 7 FBIRENTVWD L EZRRELET,

5

[Client login bannertext] (V547> NATA > NF—FTFARN) OFIC, BERESAhTVWSO
TJAONF—TFTFANNFRRENET,

Client VPN I KRS R T, BEREThTWAOY AV NF—%KRFTS (AWS CLI)

describe-client-vpn-endpoints X > R&EFERAL £ 9,

AWS Client VPN 254 7> NIL—MDERA

DZ4T7 > NIL—heE#HIE, VPN BHATEREQEFNSARAICRLT, EBENEELEIL—ME
BEHITDIDICKRIULBEERET, cOBEER, BEENLEITAT R SEEENLEXRYRNTI—IRT

TAYINE>TVPN RURILOAFICEEENBVELSICTRET, EF21UT 1 FHl &=L
IBDICKILBEERT,

VAT RNIL—R@#lIE, EREENETFNAADXAIN—FT 14 TF—=TINEE_RI>TL,
TIORNIURFRYRND=ORNZTAVIN, DFATFTRNVPNIY RRA D NTREENERY
RO—2)—KNICHE2>TVPN hORIILEZBBIZDELSICLET, ChillE, VPN RO RILEFHES
BDIL—BMHFRBREENEEEOTFNAARAODIN—FT AT T—TINOEENEENET, 94T >N
IL—ReE&lE, IPvA 7 RLAT77Z)—EIPV6O PRLATZ7Z7I)—0@AZEYR—KLET,

24

9S54 FYNL—NOBERE, UTOAWS BHENTVBISA T2 N VPN N—J 3> TOXE
BLET,

« Windows /N\—< 3> 5.2.0 LAB& (IPv4 H7R— )

BERESNATVWROAM U NFT—%2KRRTD 84
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« macOS /N\—2 3> 5.2.0 LAB& (IPv4 H7R—BN)

« Ubuntu /N\—2 3> 5.2.0 LAB& (IPv4 H7R—RK)

« Windows /N\—= 3> 5.3.0 LAB& (IPv6 H7R— )

« macOS /N\—2 3> 5.3.0 LA (IPv6 H7R— )

« Ubuntu /N\—2 32> 5.3.0 LABE (IPv6 H7R— )

TATILNAZY DTV RRAVRNDIBE, 7FAT > NL—RBEORER IPv4 AR Y U & IPv6
AZYOOWMAICEAKICERAENET. 1 2OARY JICHLTOEIZTA T MNL—haFlZER
ICTBRZERETEREA

W—=T12TDOmHE

D5AT R VPN CERENATVRE., 95472 h0OO—AIIL—RT—=TIETY RKRAY
ROXRYRD—IIL—RNOEBHFTONET, 2200 —rT—7ILIVRNUBICERY ND—ODE
BF®REE. L—TAVTOBRENFRELET, BEEIZDRYNT—TOHZRICRLET,

« 172.31.0.0/16
« 172.31.1.0/24

BT, ChSsOCIDR7OY INIL—FT AT DOBREEZBIERILTVET, HlX

&, 172.31.0.0/16 & VPN R XJL CIDR THBHENHVET, 172.31.1.0/24 F 7L
TAVIANK)ERL, FUEENTHD -, BEFRELEESh, 172.31.1.0/24 O IP HERN O
VPN RS 74V 0RBIDEXRIZCVEZALINTBZUEMEN HYET, chicky), ERLEVWIL—
TAVIBEN RETDAREMNI BV ET. EEL, 94T NIL—NBHEBMICTDE, £F
® CIDR FHIRENET, COMEZFEATIEER. -T2 T OBREOAREMEEERTIHLE
FHYET,

7 NI VPN #filk, VPN ERZNLTINTORY ND)—IOKNZ 74y 0&)—TFT12T0L
RT. TOLED, IFAT 2 NL— hBFEBENFr B> TVSREHEE, VPN ICEKEhZT/NA
ARRO=ALZRY RTD—=T (LAN) DY —ALLT I EATERLBZYET, O—HNILLAN T I7EAN
BEZZEF., FZIRRILE—RORDYICHE N RILE-—RZEATICEZRFTILTSES
Vo ZEINRILOFRICOWTE, "ZERRILIZATHVPNy Z2RLTSEZ W,

ZREH

DZATRNIL—RBHETOT A 7IHTRHIC. ROBHREERTIHVENHYVET,
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s BEBCIL—FT1J0BRENMREENDE, COMERITATONDIL—NT—TILEEFHFL
ThZI714Y 9% VPN R RIICEELRT, BEABILSIBEIICEFEL. COBEICELST
HIREhiz)l— MR ETEhET,

s COMBERXAIN—TFTA429T—TINICOXKERAE N, OIL—F 1 IXNZXALIZRGERAE
NEBA, HEREFE, 94T NIL—MRFHIEUATICEERAESAEE A,
« IR —R=ADIN—FT1>2YT
c AVR—=TIAARAARD—TDOIN—FT1>Y

« VAT NL—REBHE, VPN R RILABEVWTWDE, VPN R RIILZREBELET. b X
ILAGENER, RERIZATMIBEELTVIEREREBEENEREA

OpenVPN FA LT A THIOSAT U NIL—REHICEZR D RE

OpenVPNERET77AND—ZBOAARRZRLTALIT AT, 94T RNIL—REFHEDUTD
BEORYERYNFHY)ET,
- route F1LIT47

«s VPNTF—RKRIJIASAICI—RNZEBMNTDEHES, HlAEFE. VPNYT—KRDIAICIL—b
192.168.100.0 255.255.255.0 ZEBiMTHELET,

VPN =KD I ICEBMENEIL—NE, 80O VPN IIL—KERBRICTIZT AT ML— R&HIIC
KOITEZRVITENET, BiET2II— MRS N, BIfREhET,

s VPN BUADS—KRDIAICIL—NZEMTSHE. HlAEFE. L—b 192.168.200.0
255.255.255.0 net_gateway &Zi& bﬂ@'%&:bi@'o

VPN UADT—hT T A IZEBMENTZIL—BE, VPN R RILENANATBDESH, 9747
YRIL—RBHLSHBRAENET, BETIIL—KE, ThSOIL—PATHAENET, ZO
BITE., LERRODIL—RNEIZATURIL—RBHEICLZDEZRVVTHASHEAETIHET,

e IPV4 )Ll—RERBRIZ, VPN —RIJIAMICEBMENEIPV6IIL—RNEITA T NL— Mgl
ICR2TEZRUTEN, VPNUADTF—RI IS ICEBMENEIL—RNITEZR) TR
AEBRAETNIhET,

BRE=ALZIL—K

XD IPv4 ZY RD—=IOADIL—KE, 7FAT72MIL—FBHICK > TEBEIAIT,

¢ 127.0.0.0/8 — O—HILKRANAICFHEAR
EZREE 86
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« 169.254.0.0/16 — V> o0O—AILT RL ARICFHZFH
© 224.0.0.0/4 —XINFF ¥+ ANRBICFHZH»
« 255.255.255.255/32 — 7 O—RF v+ A NRICFHF H

RDIPVE6 XY RD—=IADIL—KE, 94T ML—FBHICK > TEBEIIT,

e ::1/128 — L= NNV VRICFHEH
« fe80::/10 — V> oO—AILT RL ARBICFHZH»
e ff00::/8 —XILFF ¥ ANAICTFHEHR

KeEY S

« AWSClientVPN I RRAKNDITAT U RNIL—RNBEZTOT14T4HTD
« AWSClient VPN I RIRAVKDLSIDTZATURNIL—NOERZEINIZTS
c IPV6 VSA T NIL—RBEIORNS TN —F429

AWS Client VPN I RIRA 2 NDITAT U RNIL—R@&l&ZTOT 171t

92

A2V —=)L&EEZFE AWSCLIZEAL T, BEOIZATRNVPNIV RRANTIZATU N

I— R ZBEMCTERT,

A2V =L Z2ERALTIZATMNL—FBHEHZEMICITSICE

1. Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,

2. TEFS—23URLUT, [OTFATRVPNIY RRAV N ZERLET,

3. EEIRUVTATNVPNIVRRAVNZERL, [FO23V] [VF4TF>NVPNIY

RRA2 NDEE] DIEICERL ET,
4. R=TJZTICAZ7O0-ILT, [TOMBONFTX—=R] I3 VICBBLET,
5. [9Z4T7>RMIL—KEH] ZBMILET,
6. [VFAT7RVPNIZVRKRAVNDEE] ZBRLET,

AWS CLIZERLTOSAT > NIL—hO@EZERICTDICIE

+ modify-client-vpn-endpoint AN¥ > RZFEHAL £,

AT NIL—hORBREZEMCTS
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AWS Client VPN T RIRA 2 NASOVZAT U MIL—NOEREEMICT
Zs

AV =)L &EZFE AWSCLIZEALT, 947N VPNIV RRAVRTIOZAT U NIL—RE
FEJ/MIZTRDENTEFT,

A2V =L Z2ERALTIZAT M- BHZENICTSICE

1. Amazon VPC 2V —)L O https://console.aws.amazon.com/vpc/ ZBVW T & L,
2. FEF—23URAVT, [VFA4AT>NVPNIY RRSA N ZBRLULET,

3. BEIBZUVTFATVNVPNIVRRAYNZERL, [FO23IV] [9F4T>KNVPNIY
RRANDOEE] OIEICERLET,

4. R=IZTICAIO0-ILLT, [FOHONTX—R] I aVICBBLET,
5. [9FAT7RIL—KBH] ZFTICLERT,
6. [VZ4F7KMVPNIYVRRANDEE] ZBRLET,

BERALTIZAT > NIL—bMoid&E = ERDIZ T 52 AWS CLI

« modify-client-vpn-endpoint AN > R&ZFEAL £,

IPv6 95 A T NIL—RBEDORNZ TN 21—FT142T

IPv6 75472 NL—RNBETHENNRELLBER. RORNZ TN 1—FT 1T FIRZREL
TLEEV,

DZAT 2 RNN=23 2 2H#FEITS

IPv6 V54T NIL—RBEIDOGR—NIBEELD AWSVPN 9S54 T2 MNN—=2
DEZEALTVWR L Z2BRBLET,

IVRRANOREEZERTS

\ll
L
\/
(@)]
w
o

IRRAVRNTOZAT U NIL—REHAEBHIZEZ2THY), IPV6 FEETFAITILAZY I
74V IORICEREENTVWA L ZBRELET,
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947> NOTZRARD

IPv6 V547 NL—RBHICEETDIIIS—X Y E—JICO2VWTR, AWSVPN 5472 b
OJ#®ELET. "IPv6y & TOTAFT U NIL—Re&Hl, £z "CRMy ZEBTIV MU ZKR
LET.

W=F142TF7—TINEBRETS
ARL—=F AT ATAICEYEIN REZFERAL T, PV L—FT 12 TF7 -7 Z2RRLEK
Jo
* Windows: netsh interface ipv6 show route
* macOS: netstat -rn -f inet6
* Linux:ip -6 route

HEITRIL—NEWRTETS

VPNIIL—REBETHDAEMEDH S IPV6 IL—REHLET, EEENBLUTT—RIIAHNE
BAI—NZREBICESLTLSEZL,

ISP IPv6 @ 7R— N ZFERT S

AVB—%Y NY—ERTONAEZ— (ISP) TIPV6 FELLHR—REhTLVBEERBLE
I

ShSORNTTN1—F AV TFIEZE L IZEE IPV6 VT4 T2 NL— N&%IICBE T 2 BREN #
RLUBWEERE, AWS HAR—KZHBLEDESEE L,

AWS Client VPN T2 RRA > ~

INTD AWS Client VPN €Y > 3> T, 95472 VPNIY RRA NEDBENIBUETLE
To VZATRMVPNIV RRARNZEELT, TOIVRKANTIOZTAT2 N VPN Y
>avEER. EE, R, HIRTEERT, T2V RRAZMNE Amazon VPC OV Y =)L &K 1=l
AWSCLI ZFEAL THERBLTEETEEXT,

D9ZAT>RNVPNIY RIRA N ZERTD 2O DEH
/A Important

9Z4F72KMVPNIV RRA RN, BROR—7Y Ny ND—oAF 70D 2>
TENTVBRDERU AWS 7HIY RTHERTBIBEN BT, £, Y—/N—GIAEZ
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AL, BEICBUTITATU NIRBZERTIHLEN HYERT, FMAICOVTE,
"'TDOZAT > hFZEE AWS Client VPN Z2ZBL TS EE W,

EEZRRTDHEIC. KD EZHBTRITLTILEZL,

« ZEATRIEODILN—INERARNTZ T 1A AWS Client VPN OJ)L—)L & FIRZHFZEL £,

« Y—N—FIRABZEKL. BEICIUTIZAT U NEAZZRELET. FEICOVWTE, T
DI Z4AT > NFEFE AWS Client VPN Z2Z B L T<EE W,

IP7RLADRAY

AWS Client VPN (&IPv4-only, IPv6-only, 8 XRTFITILARY VDFREZHR—NLET, XDH
AXVAF. DTFATRTFNAAOKEE, XY RND—DAVTSARNZIOF v, BLTTTUT—
JAVEHICETSVT, BUBKIPTPRLAZSATZ2ERIZDOICRIEET,

IVRERAZRNT RLAZRAT

IVRRAVRTRLAZATE, 94T RNVPNIYV RRA N OSATY NERTYR—
NI2IPZ7ORINZRELET. IV RKRAMNDERRBIICREZEETD LRI TERE A

RDIBE. IPvA DHEBIRLET,

« DSA T RFINA AN IPvA VPN D AhZEHR—KLTWS
e EFXFAUFTAY=INIPVA RTT7 1Y OREBICREILENTVDS

RDIZE., IPv6 DAHZERLET,

c IRNTDIZAT U RTFINAAN IPv6 BFEZZELICTHR—FLTVS
« XYKND—UTIPVAT RLAFHELTWS

RDZE, TATILARY VZBRLET,

« IPBEENBBDISATRNTFNAANBELTWVS
« IPv4 'S IPV6 ICERBERIICEBITL TV
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NZT7A4YTIPTRLARALT

RZT7A4YOIPTRLAZATE, IV RRAKRTHR-—RNERTWAT7ONDILICEFREL,
DZATRVPNAOZATREVPCUY—ADBEDORNT T AV D ZI\N—FT AT IBHE%
HELET,

RDBE, RST74v 0% IPMAELTIL—FT129LFT,

« VPCHDZR—T'Y NT7VT—23a2h IPv4a DaEHR—KLTWS
c BEBZIPAEFIVTATIL—TR®RYNT—U ACL I EETS
« LAZ—2ATALERLTVS

RDZE, NZ714v0%ZIPv6 ELTIL—TFT12TLET,

c VPCAZVTZARNZIOFYHEICIPv6 THD
s RYRND—OT—FTOF V¥ 2/RRIDE>TRELELV
- IPV6 RICBEENEEFOT 7V T—23a>FFETS

IVRRAVBNDE

(® Note
DAY IOAREZ—NEY RNTYTZERALTHERENEIZATNVPNIY RARA2 b
&, BEEYRTYTTHERENAEI RRAVNERBUFIEZERALTEETERT, £
BECERENEEY NTYTHELCHRELS, IXNTOREFT IV EEATERT,

OS4AFY N VPN ZERL E#, ROREEEETEXT,
=
- N—ARE

- VAT NEROVATS Y

« DZAT U RNEHRN RTZ—OFT7T2 2>
« DNS 4—/\N—

« AZUYNKNYZILATZ 3
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c =N (BEINRILAT>IVZFEATIESR)

- RERAEXRZ) AN (CRL)

- EFRIL—I

« VPC &tEFa1UT 4TI —TDOBEENT

* VPN R— &S

c BT —ERR—ZILFT I

« VPN £Y 3> 08 AUkEERRS

c BV IAVERAATIVNROEDBEGEEVERLEEMCTS
c DZATRNATAUNFT—TFANZEVDFLLEENICTS
«c DZATNATANFT—FTF AL

® Note

Client VPN I RRA Y RADEE GIHELZU AN (CRL) DZEEEET) &, Client VPN
H—ERCLO2>TUIIARZHANSKTHS 4 BELKICEDCEYET,
9S5A4FYNVPNIY REAY NOEREIC, 954F> M0 IPv4 CIDR &E, BiEA7
a3y, DAT U NEHEFRLEF NS VAR—RN7ORN N ZEETDEFETEFRE
Ao

OSATYRVPN IV KRSV RTROVThADNTX—REBETHE, BRFUEY hEh
7,

- H—N—HE

+ DNS #—/Y—

¢ AFUY RRYRAATS 3y (BR—NEFVEEAT)

c =K (RTUY NRYRAATS 2V 2 EATDER)

+ SESEKIU AN (CRL)

AR

+ VPN R—hES

RAY
« AWS Client VPNI> RRA > NZERT S
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« AWSClient VPN T RARA 2V RNERTRTD

« AWSClient VPN T RARA 2V NZZETD

« AWS Client VPN T RRA > N ZHIBRLET

AWS Client VPNI> RiRA > N ZEKT

DZAT > MY Amazon VPC AV —I)LE ik #FEALTVPN Y 3 2BIUTESDLDICT
HAWS Client VPNI > RRA > N EEKLETAWSCLI, 247> M VPN (&, #IEEREIC S

74V ORA47 (IPv4, IPv6, FATINARY D) ZE DIV RERAVKNEALAT (RTVY NN X
LWETIRZRIL) OIXRTOBEAEDEZEYR—KNLET,

ITORKRAVNZERTDEIIC. BEGEZEHRLTLSEETV, FMAICOVWTIE. Tthe section called
“DFATRNVPN IV RIRA D RNEERTHDEOOEHN ) BSBLTLSEETL,

A=) ZEALTIOZAT M VPNIY RRA N EERTBICE

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS E&E L\,

2. FTEF—23aURALAVT[OFAT>MNVPNIY RIRA N Z2BRL, [VF4F7>~NVPN T
YRERANOER] ZBIRLET,

3. TEYRNTYTHEDER, T, ROVWThArZERLET,

c VDAY IAZ—N-AWS R IBZTT7 AN ZERALTIY RRA 2 N EERT S
c BE-TVRRAVMNOIXNTOREZFETHRET S

T4V I ARZ—RRE:

-

"y NTYTHEDRER, T, V4V IRX—NEEBIRLET,
FrO9ZA4F7>NIPVACIDR, ICIE. V54T NIPT7RLAZEYLETS IPT7 RLAEEEZ A
ALET, AWS TlE, /22CIDR7AY ¥ (10.0.0.0/22 B &) 2FERATH L2 HEFHLET,
. TWPC, T, 95A4F7>NVPNIY RKRA NCBEEMNITSD VPC ZBIRLET,

4. "™HTZXYN; T, VPCAD 1 2ULEOHTZY NEBRLET, chsoH 7y NI,
A=Y RZYND—VOBEERFICERAENET,

5. [H—/N—FIBZE ARN]IC, H—N—Ilk>THEHAE NS TLSHBHAEND ARN 2IBELET, ¥
SATRNE, BREDISATRVPNIV RRA VN ERIAT D EHICH—/N—IHEZ
FERALET,

6. "UOZAFT2VBNVPNIYRRANOERL ZBIRLET,

N
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AWS i, XDOVY—AZBHMNIERKLET,

e TNTNI1I—HY—IZVPCCIDRADOT Ot A% §5EEI—)
« BIRLEVPCHTRYRNEDE—TY NZY ND—O OBEENT
« VPCCIDRDI)I—KF—7ILI> RV

IVRRAVNEZERLEES, IV RRANOFAR—DDSIFAT U RNRETTANEA T
O—RLU, 97472 MNEREBEF - —CBATEXRT,

BEEY RN NTY T

1. TEYRNTPYTHEORER, T, "HE, 2BRLET,
2. (X723 AT RNVPNIZVRRANDEBRMRT EBRBAZADLET,
3. [TYRARAVKNIPTRLAZAT]I T, IVRRAVKRDIP T RLAZATZERLET,

« IPV&: IV RRAZ NE, HAEBVPN R ZRILRZ 74 Y JICIPVAT RLAZEALRT,

« IPv6: IV RRAZ ME, SAEBVPN R ZRILRZT74Y JICIPV6 7T RLAZEAL KT,

s TFATINAZY 7 TV RKRAZRME, VPN RRILRZT714Y T2 IPvAT RLAE
IPv6 7 RLADHBZ ZERLXT,

4. [NZT7AYIDIPTRLAZAT|T, IV RRAV N 2BBIDRZ 74V IDIPTRLA
AT EBRLUET,

\l\sl

c PV TV RRAVKNEIPVA RT T4V IDHEYR—NLET,

« IPv6: TV RIRAZVKNEIPVE RTT74YODHEYR—NLET,

s FATIAZY . TV RRARNE, IPVAEIPV6 RS 714y Io0MEBEHR—NLET,
5. [9Z4F7>KNIPVACIDR]IC, 94T NIPT7RLAZEVHTS IPT7 RL AZHE% CIDR

RETEELET, L, 10.0.0.0/22 EEEELET, chiE, RZT714YTIPFRLA
RATICIPVAERRRTITILAZY V% BRUEBEICHETT,

® Note

c IP7RLAEHEEK, 2—T'YRZRYRNID—ODOT RL A&H, VPC OT7 RL A&
B, FLEI954T7MVPNI RRANCEERTSNDI—NEEETESE
A, VAT RNTRLAEHIE /22 LALT, M2CIDR7OY VH 4 XZBR&EL
EOICTIRLENHYNET, VFATFTNVPNIY RRANODERRBICOZSAT
ROTRLAEGEEZEZEFEITD_ERFTEEE A
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« I>RRAVNIPFRLAZATELTIPVG ZBIRTDE, ITA4T>2 N IPv4
CIDR7 4 =)L REEMICAYVET, ITATNVPNIY RRAD NE, BEEMST
ShitHT7RXRYRNDPSTUTATRNIPE P RLAZEIETET, TV RKRAV B
DERBZICHTZY NEBEERTRZENTEEXT,

® Note

IPv6 RS T7 14V ODBE,. 7247 NCIDREHEZIEETZIHERFHVY)
Ao Amazon 7547 NZ IPv6 CIDR §iEZEEMICEIY) ¥ TET,

6. [H—/N—FIBAZE ARN]IC, H—N—IC&>THEAETIND TLSARED ARN ZEELRT, ¥
ZATNE, BREDIVZATUNVPNIY RRAV NZERBLET R EOICH—/N—FIHEZ
FALET,

® Note

H—N—FIREEFE. V94T M VPNIYV RRAVNEERTD)—23 2 DAWS
Certificate Manager(ACM) ICEET A HENF HVET, SIAERF ACM T7rOED 3 Z
2T FBD. ACMICAVR—RNTBENTEET,

AEBAEZ ACM IC7OEDa -2 T FEEAVAR—NIBFIEICOVWTEF., TAWS
Certificate Manager 1—H'—H 4 K, ® TAWS Certificate ManageriEBiE_ Z2Z8BL T
<fEEEL,

7. VPN EGZHEUIZIEE, VATV N ERATRIEOICHEAITZIRALEZEELET. &
AREZBRITDVENHYET,

E=11
G

s I—H—R—-AOFAZFEATAICE., [I—F—R—ADOFAZFEA] ZBRL, XOLTH
APEBRLKT,

« Active Directory 538E: Active Directory BRAINBEE O AT a v #&RLET, [T1L
28D D] ICiE, EFT % Active Directory ® ID Z3EL £ T,

« 7IFL—23VRREE SAMLR—AD 7 IFL—2ar RA0GEE, CoAT>asxE
BIRLET,

[SAML 7’0/V4 5 — ARN] IZi¢. IAM SAML ID 7O/N/ 5 —® ARN 23 EL £7,
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(A7 32 [EILTH—ERSAML 7O/5 1 & — ARN] T, L 7H—ERK—ZLEY
R— KT BEBHICERL L IAMSAMLID 7O/N1 5 —D ARN £iEEL £ T (R4 T8

B)o

- HEREREZFEATSICE, HERIAZEATSEERL, V54 F7 > NIEHE ARN
lZ. AWS Certificate Manager(ACM) T7’OEZ3a _Z_>J&EhTWVWB U547 NEHED
ARN ZEEL £,

® Note

H—N—FAEEVZAT > NDAENE USSREHES (CA) L& 2 THRITEhTL
2BE. Y —N—CIZ4T7hOMABICHL TH—/N—FIBAE ARN ZFEATEX
o VAT NAAENBIO CAICK > TRITENIZFEEE, VF7A4T 2 NERAE
ARN ZIEETIHLEN HYVET,

8. (77 3a)[Connection logging] (#E#:O7) T. Amazon CloudWatch Logs ZERAL TO S A
TORNERICEHTRZTF—R2E2OJICRBRIINESHEREELET, [VTA4 T M EROOT
NEMEEML) ZAIZLET, [CloudWatch Logs O VI —7"&] 12, EATZ2O055)—
TDEFEAALET, [CloudWatch Logs AT AR —AR]IC, FAITZOJARNI—LDA
BZEANTED, COFTAVEZADETRICLTBEKEOTANI—LANBHHNICERKES N
7,

9. (A72aA)UFAFTRNVPNIV REAMOFLWEREHFIFELFERTDHARA
O—RZRITIBICE. [(VFATRNERIN RS T, (V54T MNER/NRT—%2F
WLl ZA L ET, (VT4 T MNER/\ RS —ARN] T, Rz EESTSH0O
v U % &8 Lambda B ® Amazon VY —AZX—LA (ARN) 2 8EL E£ 7,

10. (F7>32)DNS BBRIZFERATH DNS H—N—ZIEELET. DAXALDNS H—NN—%
FATHICE, [DNSH—/N\—1IP7RLAJE[DNS H—/N\—2IP 7RLRA]IC, ERTS
DNS H—/N—® IPv4 7 RLARAZIBELET, IPV6 FLETITILAZRYII RIKRAU B
NIFE. [DNS H—/N—IPv6 1] £ [DNS H—/N\— IPV6 2] D7 RL AEIBET DL ETEE
¥, VPCDNS H—/N\—%EATSI21E. [DNS H—/V— 11P 7 KL R] £7=1& [DNS H#—/\—
2IP7RLRAIOVWTFIAICIPT I\l/7\7a:'¢ EL, VPCDNS H—/N—IP7RLAZEMLE
£

® Note
DFAT M DNS H—N—ICEETED L ZBALET,
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M. (723N FT7FIIKTR, 94F7RVPNIVRRANEUDPEEZTONIINZEH
LET, RDYWICTCP NS AR—RNZ7OR N ZFEATSDICE, [NZAR—=—KZFTORNIIL]
O [TCP] ZiBIRL £,

@ Note

UDP F@E., TCP &YW EBNIENT F X AN BESNET, VFA4F>NVPNIY
RRA RNEERLIEERT, NZUAR—RNT7ORNILZEETD LRI TEEEA,

12. (A7) IVRRAVRNEDEINZRILIOZATRMVPNIY RRAVNITBICEK, 2
BRNRILZBWMICTR]| ZAICLET, TF7FI)I TR, ClientVPN I RIRA 2 OB E|
N RIFERICEZ>TVERT,

13. (7> 32)[VPCID] T, 947> NVPN I RKRA NCBEEMNITS VPC 28R F
T, [EF2VFTA4JIN—T"ID] T, 947N VPNI>VRKRANCERATS VPC Ot
FaA)Fa4TII—T%1D2LLEBIRLET,

14. (F7>32V)[VPNR—RK] T, VPN R—KEBEFTEBRLET, 74 NE 443 T,

15. (723N 94T NODEILTH—ERAR—Z)L0O URL ZERTBICK, [EILT7H—ER
R—BIINEBMCTR] 2AMLET,

16. (F7>3a)[twv>arEALATINGE] T, EFRATMEAFTS>a N S5HLETSHHRK VPN
Y2 a GREAZREEMTRERTSZN, F74LND 24 BEAOERICLTHEET,
17. (FA723) [y 23V EALTIONRICERZRR] T, RAEY I VEBICELLEEL
Y2 a v ERTIBDNESHEBRLET, COATIarEBIRTDE, EYIarFag
LATFIRNLEEZEIL, I—H—RBIVRERANIFHTBERLATAEES LAY ET,

COATavEBRULEWVEES, 95478 VPN GEBNICBEREHATT,

18. (A7 a0 AT7NATAVNFTF—FTFARNZBEMITEINEELET, (V54T
QA NF—2BWL] ZFAICLETS, (9F4T7> 8 ATA 2 NF—FTF AN IZ. VPN
YAV BATNIEEEIC AWS FRETDIITA T RONFT—ICRTRENDTEFARNE
ANLET, UTF-8 TIVA—RENENFED &K, &K 1400 XF,

19. [VFA4T7>KMVPN I RIRA NOER] 2 8IRLET,

TDZATRVPNIY RRA NEERLIZS, ROFIEZRITLTREZZTL, 954726
NEH{RTEDRSICLET,

« V74T MVPNIY RKRAY MOWEPIREEE pending-associate T, RDEZ— Y b
FYRND—VZEEBENFTTHADT, V9FATRNFITFATRMVPNIY RRAV NCERTE
BLIOICHBYET,
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« ARIL—NZERLT, KYRNT—VICTIVEARATEDIVSATNEZEBELET,

c VAT RNCBATDITATNVPNIV RRAVRNEFEZ 7ML EX DO 0— KL TESfRE
LET,

s AWSEBENLEIZA T NEERBEID OpenVPN R—ADIZAT U NTTVr—>3a> %
RAUTOTATRNVPNIY RRAVNIERTDESICIVTATNIERLVLET, FMllCD
WTE. TAWS Client VPNI—H—7H4 R, 28RBL T EEV,

ZEALTIOTAT M VPNIY RRAY NEERKT S ICIFAWS CLI

create-client-vpn-endpoint AN¥ > RZERALE T,

IPv4 T RARA > N DAERHI:

aws ec2 create-client-vpn-endpoint \

--client-cidr-block "172.31.0.0/16" \

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false

IPv6 T RRA > N DERS:

aws ec2 create-client-vpn-endpoint \

--endpoint-ip-address-type "ipv6" \

--traffic-ip-address-type "ipv6" \

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false

FATIARY VT2 RRA 2 NOERBH:

aws ec2 create-client-vpn-endpoint \
--endpoint-ip-address-type "dual-stack" \
--traffic-ip-address-type "dual-stack" \
--client-cidr-block "172.31.0.0/16" \

IVRRAV NEERT S 98


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-client-vpn-endpoint.html

AWS Client VPN EBEHNAR

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false

AWS Client VPN T RIRA 2 N ERTTD

Amazon VPC OV —)LE & AWSCLI Z2FERAL T, 947> NVPNI> RRANCBETS
BFHRERTTEET,

DZATRVPNIY RRABMIL—RZRRTRICE (A Y—I)

1. Amazon VPC 12 —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FTETF—23RAVT, [VFATNVPNIV RRA N ZEIRLET,

3. RRTBDUVTATMVPNIVRRANZERLET,

4. [FM]. [Z2—TYRRYND—UOBEEST]. [EF21VT4TIL—7]. [EZEIL—I] [JL—b

F—7I]. [Bf]. LT [2T) 27 =2#EALT, BEOISATNVPN I RKRALA NI
BT3B HMERRLET,

71NN —2Z2ERALT, REREZRVIALELEETEXT,

954FYNVPN IV RBRAY RERTTBIZIE (AWS CLI)

describe-client-vpn-endpoints AN > R&EFERAL £ 9,

AWS Client VPN T RIRA > N EZEETS

Amazon VPC YV —I)LEEE@E AWSCLI Z2FHL T, 9547 RNVPNI RRANEEET
EEXT, BETEDIVTAT>NVPN 74 =)L ROFFEMICOWVTIE, Tthe section called “T > R7R
ARDEE ) BSRBLTLSEEL,

R

IVRRAVNZEETZIHE, ROFHRIBHAENET,

- Client VPN I KRRV RADEE FIASBRMY AN (CRL) DEEEET) Ik, Client VPN H—
ERICEI2TUIIARNEFANSHTHS 4 BEANRICEDICAY FT,
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« DZATRNVPNIYV RRAY NOERRIC, 75472 M0 IPv4 CIDR &, FBAEA7S 3

. VAT NEREFRLERNZVAR—RTOR N ZEEITRERTEREA,

c BEOIPUIYRRARNGE, IVRRAVKNIPERATERNTTAVIIPERATOEETT 1

TFILNAZY DIZEETEET, TVRKRAVRNIPERTTAVYIIPZEIPVE DHIZTEILREN D
258, ILLIVRRANEERTIVEN BV ET,

« US4 TFRNVPNE, EREOIY RIRANEALT (IPv4, IPV6, FITIAZY D) ki~

Z74V 7247 (IPv4, IPv6, T1TIARY J)DEEZYR—KFLTLVEEA,

s BEDIVRRAVKREATERT T AV IRATHEAEDENIZVTZAT> N VPN OZER

BR—RERTOVEREA, HOBEKEDBICEEIZ LR TEREA. IV RKRA2 NZHIBR
L, BEZRETHERTZILENHVET,

c IPV6 RZT74YODOTATY NEBRERYR—KrEhTVEEA,

D742 VPNIVRRANEZEETS

A2V —)LKEZFE AWSCLI ZERALT, 947N VPNIYV RKRA N EEETEXT,

A=) ZEALTIOZAT M VPNIV RRAVNEZEETSICE

1.
2.
3.

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZH&E £ T,
FTETF—=23RLADT, (VAT VPNIY RRA N ZEIRLET,
EETDIVTATMNVPNIY RKRA hEZBEIRL, [Action] (722 32). [Modify Client
VPN endpoint] (A7 RNVPNIY RKRANDODEE) OJEICEIRL FT,
(A7°2a)[HBI T, V54T VPNIY RRANOBEEBFHAZADLET,

[T RRLAVNIPPRLAZATI TR, RED IPVA TV RRAVRNETATILARY DICE
BTEET, COATZIVRIPAIVRRANTOXRFERATEET,

INZGTAYOIPTRLAZAT| TR, BEOIPVA IV RRAVNEFITIAZY VICEE
TEET, cOATZIAVREIPUAIVRRANTOXRERATEXT,

[U—N—REAEARN] IZ. Y—N—ICk>THEAET NS TLSAHAED ARN ZEEELET. 7
FATRNE, BREEODIZATMVPN IV RRAVNEFLET R EDICH—N—IHAEZ
FALET,
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® Note
H—N—FEHEE. 94 T7RNVPNIY RRARNZERLTWVWRD—2320
AWS Certificate Manager (ACM ) ICEETRDHXEN HV)ET, FAEEF ACM T7/OE
23”2 T9BN, ACMICAVR—RNTBDENTEEXT,

8. Amazon CloudWatch Logs Z R LTIV T4 7 NERICBE TR TF—2 207 ICREETIHE
SH%EEEL T, [Enable log details on client connections] (724 7> NEG OO O T %=
BMIZTD) T, ROVWThAOBREZITVET,

« VTAT U NEROOTZEBMICTSICIE, [Enable log details on client connections] (7
SAT > NEHGOFMBEOT ZBMNCTS) ZAICLET, [CloudWatch Logs log group
name] (CloudWatch Logs AJ 7' )L—7H&) T, FRTZ2O7JIL—7T0REZBIRL £
9, [CloudWatch Logs log stream name] (CloudWatch Logs A A KU —AR) T, FHTS
OJARNJ—LDZEZBIRLET, Lk, COFAT2arZZHAOFRRICLTHKE, O
TJAN)—LNFBEBNICERENET,

VAT NEFOOTV ZEMIZT BICIE, [Enable log details on client connections] (7 Z A
T NEROFHEEOTZBMITD)ZF7ICLET,

9. [Client connect handler] (95 A7 > NEE/I\ RS =) T, 94T NER/\ RT—2BM
(29 BIZ(F. [Enable client connect handler] (V24 7> NER/\ RS —ZBMCTS) Z2F >
WCUET, [VFA4T7 > NEK/N\ RS—ARN]| T, 2 uUEc@GEEFITZODY 028D
Lambda B8%(® Amazon VY —AXZ—LA (ARN) ZEEELE T,

10. [DNS H—N—ZFEMC TR ZAFTLEEATICLET, DARXRALDNS H—N—%FEAT
BIClE. [DNSH—/N—1IP PRLA] & [DNS #—/N\—2IP 7 KL A] 2. /9% DNS
H—N—DIPv4A 7FRLAZEBELET, IPV6 FERFTITILAZRYII RERA NDE
4. [DNS H—/N\— IPv6 1] & [DNS H—/N— IPV6 2] D7 RL AZEET DL ETESE
¥, VPCDNS 4 —/N\—%& @A T B(C Ik, [DNS H—/S— 11P 7 KL ] £/ I [DNS 4 —/X—
2IP7RLAIOVWTFALICIP T RLAZEEL, VPCDNS H—/N— IP 7 KL AZEML %
£

® Note
DFAT M DNS H—N—ICEETED L ZBALET,

M. [AZVY RV EBHETR]| ZAVE LB ATICLET, 74T, VPNIVR
RAVNOZE RN RIEEMNTT,
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12. [VPCID] T, 54 F> N VPN I R4 > NCEER T2 VPC #8RLET, [
FA49IN—7ID] T, 95A4FYRNVPNIY RERAVNCERTZ VPC OEFIUF Y
L—7% 120 EBRLET,

13. [VPN R— K] T, VPN R— BB EBRLET, T 74N 443 T,

14, 24T T7H—EAR—2)LO URL ZERTBICIE, [BEILT7TH—ERR—ZILEE
MCTB]|ZAICLET,

15. [EY 23R ALTIRNEHE] T, FHRAEEATIASEBERNORAR VPN Y 2 3 it
B (RRIE) 2BIRTEH. F7AILRNO U BEOERCRELTBEET,

16. [EY2IRALTIRNFICEREMRR]) T, RAEY I VBBEICELEEEICEYS 3V E
BRTITANESHEBIRLET, COAT>IUZBRTZDE, By a s Nf2A4LT7I8NLE
B, ——RBIVRRANIFHTEELELBETNAERSBLSBYYET, COFT> =
EBIRLEWVEES, 7247 VPN TEBNICBEGZHAETT,

17. [92F5AT7> A0 ANFT—2BWM BFFEEATICLET, 9547 8O94 20N
F—#FRATHERE. VPN EY I IUABIEhEEEC AWS FRHTDIOSATMD
NFT—ICERRENDTFAMNZANDLET, UTF-8 TITd—RENEXFDH., BAX 1400 XX
=,

18. [V9FAT>>RNVPNIVRERANDODEE] ZBRLET,

AWSCLI ZFEALTI9ZATRNVPNIV RRANEEETDICE

modify-client-vpn-endpoint AN¥ > RZFEAL £,

IPv4 TV RRAVRNETFIATILAZY JIZEET BB

aws ec2 modify-client-vpn-endpoint \
--client-vpn-endpoint-id cvpn-endpoint-123456789123abcde \
--endpoint-ip-address-type "dual-stack" \
--traffic-ip-address-type "dual-stack" \
--client-cidr-block "172.31.0.0/16"

AWS Client VPN T RARA > N &ZHIBRLET

DFA4ATF2RNVPNIY RRA NEHIBRT DA, IXNTOE—TY RZRY ND—Y OBER T
ERBRIDIMBENHYVET. VAT MVPNIYRKRAV NEHIBRTDE, TORT—RAR
deleting ICEDVY), VTA T MNFERTERIBYET,

AV Y=L kR Z2EALT, 74T MVPNIY RRA2 N ZHIBRTE £FAWS CLI
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9Z4F72MVPN IV RRAV NZHIBRTSICE (A2 Y—)L)

1. Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZREWVW T & L,

2. FTES—23>2ARA2T, [Client VPN Endpoints] (754 F7> N VPNI>Y RKRARN) ZiBIRL
£,

3. HIBRTBDUZAT>2NVPNIY RRANERBIRLUE T, [Actions] (793 32), [Delete
Client VPN endpoint] (724 7> K VPN I R7RA4 > NOHIER) OIEIZEIRLET,

4., HERI 14> RIIZ delete EAHL T, [Delete] (HIBR) Z&IRLET,

94T NVPNIY RKRA NEHIBRT B ICIE (AWS CLI)

delete-client-vpn-endpoint AN > RZFEAL X,

AWS Client VPN ##:O0%

HRELERBRFEOIZATNVPN IV RRA hOEEOJTZ2EMICLT, #HEOTOF v
FreRBTERT, BEOJTICRK, 74T NVPNIYV RRAMOOTARY NO =T
ANFRTENET, #EEOTZ2ENCIDE, OJTIIL—THOOTAN)—LDOEBHZIEETE
T OJARN)—LZEELBEWVWEES, V54T KN VPN —ERALI > THBNICERE I E
T RIS, BEOJE, 9FATVRNERIIVIAR, 75472 hERER (RBIRLFKRK), #
BRRICKRMULERH, IV>RRAVRDPSODITAT MNETHBZRRLE T,

BT DEIC. 7HT> NZ CloudWatch Logs AT I —7HHETT, FHMICOWT

l&. Amazon CloudWatch Logs 1—%—H4 RO "OJ V) —7TEOTJ AN —L%EETD, &
SBLTLEE V., CloudWatch Logs DERICIERENfBHAEhET, FMICOWVWTIEE, "TAmazon
CloudWatch O£, 2ZRBLT<EEV,

U9Z4F>KNVPN#HEOJ ., Amazon VPC VY —)LE /=l AWSCLI Z2FAL THERTE X
9o

2RY

« #ILWAWS Client VPN T RARA > hOEHFEOJTEREEMICTS

« BE7FD AWS Client VPN T RARA > hOEHEOJTEREEMICTS

« AWS Client VPN ##:0 0 O &R~

« AWS Client VPN QO E#HO T Z2E1LT 3
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#FTL W AWS Client VPN T RARA > MOEFEOJTRERZEMCTS

AV =LK ERIOI RZAZERLTHLWIZA TR VPN IV RRA 2 N 2ERT B &
., BEOJZ2BMICTERT,

A=) ZEALTHLWITATRNVPN IV RRA NOEGOTZ2EMICTSICE

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L\,

2. FE#—23>2~RA>T[Client VPN Endpoints] (7 Z4 7> K VPN I R7RA 2 ) &R
L. [Create Client VPN endpoint] (754 7> N VPN I RARA4 > NDEK) ZiBIRLET,

3. EHROT| I VHNRRENDETATVAVERTLET., A7 3 VOFMEICOVT
k. TAWS Client VPNIY RRA >V hZERTD 1 Z2FRL TSV,

4. [Connection logging] (3##t0%) @ [Enable log details on client connections] (¥ Z 4 7 > N &k
OFMEO ZBMCTD) EFICLET,

5. [CloudWatch Logs O ¥ )L—7"&] T, CloudWatch Logs A J I —7 DR &BIRL £,

6. (F7<3Z)[CloudWatch Logs AY A K1 —LAH] T, CloudWatch Logs AT AR —ALDH
MZEBERLET,

7. [Create Client VPN endpoint] (724 7> 8 VPN T RiRA4 > NOER) ZBIRLE T,

BEALTHLVWISATNMNVPNIY RIRA NOEGEOT R EZEMICTSIZIE AWS CLI

create-client-vpn-endpoint AY¥ > RZEHAL T, --connection-log-options NTX—X&ZEE
LET, ROBICRITRSIC, #EHEOVIEHRZ JSON ERTEETEET,

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

BETE®D AWS Client VPN T RIRA > NOEEOT R EZENICTS

AZY=LKEFONV RZA2ZEALT, BFEOIZA4T72 KN VPN I RRA 2 b o#EEROY
ZEMITEET,

A=) ZEALTBREOITZATNVPN IV RRA NOEGOTZEWICTSICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ W T & L,
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2. FEZF—23URAVT, [VFA4AT>NVPNIY RRA N ZBRLULET,

3. UZA4TF7RNVPNIYRRANZEERL, [Action] (722 32), [Modify Client VPN
endpoint] (V747N VPNIY RRANDOEE) OJEISERLET,

4. [Connection logging] (3#t07%) ® [Enable log details on client connections] (7 Z 4 7 > Nk
OO ZBMICTR)ZFICLET,

5. [CloudWatch Logs O ¥ )L—7"&] T. CloudWatch Logs A JIL—7 D& ZBIRL £,

6. (77> 3Z)[CloudWatch Logs AY' A K1) —LAH] T, CloudWatch Logs AT AR —ALDH
HZEERLET,

7. [Modify Client VPN endpoint] (724 7> N VPN I RKRANDEE) BBIRLET,

ZEALTERFEOIZATNVPNIY RRAD NOEGOTEEEZEMICITSICIE AWS CLI

modify-client-vpn-endpoint 1Y > RZfEHAL T, --connection-log-options NTX—XZIEE
LET, XOBICRI RS, EHREOTEHRZ JSON EXTEETE XY,

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionlLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

AWS Client VPN ##£07 O R R

CloudWatch Logs AV —)ILZEAL T, 9547 M VPN EGOJZRTTEET,
OVV—I)zEALTEROJZRTTDICE

1. CloudWatch 12V —JL® https://console.aws.amazon.com/cloudwatch/ ZBW T < & L,

2. FTES—23asRAUT, (ATFTIL-T71ZERL, RO 28O JIL—TZBRLF
9o

3. UJ4F7MVPNIVRRAROAVARN)—LZEBRLET,

(® Note

[BALARARDT15IC K, BEHEOBZATRAL, #EEOJ A CloudWatch Logs 1Z/V7
Y2 1ENERANRRENET,
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OJF—20OBREDEHEMZDOVTIE, TAmazon CloudWatch Logs I—H—HA Ry @ "7 1)L
S—NE—aFEALLOTF—2BE Z2RLUTEZL,

AWS Client VPN O#E#iO7 2F1LT %

AVY—=ILFEERFROAX R4 Z2FEALT, V54T NVPNIY RRA 2 MO#EGROT & 85D
ICTEET, BHREOVEZEMICL TE, CloudWatch Logs DEEFENEFEOV FEHIBREhEL A,

AV =) 2ERLTEROJVZENICTIICE

1. Amazon VPC 12V —J)L® https://console.aws.amazon.com/vpc/ ZBWVW TS E&E L\,

2. FTES—23>~RA 2T, [Client VPN Endpoints] (754 F7> KN VPNI> RKRAN) ZiBIRL
£,

3. UZA4F7KNVPNIYRRANZEERL, [Action] (722 32), [Modify Client VPN
endpoint] (V747N VPNIY RRANOEE) OJEISERLET,

4. [Connection logging] (###t0%) ™ [Enable log details on client connections] (7 7 1 7 > N &kt
OFMEOT EBMITSE) EAFTICLET,

5. [Modify Client VPN endpoint] (724 F7 >N VPN I RKRANDOEE) ZBIRLET,

AWSCLI Z2FAL TEHEOJVZ2EMIZTHICE

modify-client-vpn-endpoint A¥ > RZfEHAL T, --connection-log-options NTX—XZIEE
LET, Enabled A" false ICRREE N TVBD & ZHRRLE T,

AWS Client VPN T RIRA 2 RNEET7AIDOI O AR—bB

AWS Client VPN T RRA YV RBRET 7 AN, 954F > N (A=Y —)HF9S54F>NVPN I
VRRANED VPN BB ERI TR EHICEATEITI7AMILTT,. COT7AIINEAIO—R
(TOAR=R) L. VPN AD TP I EAEBEETBIRNTDISATY NCEHTDHEN SV E
I, Tk, 947N VPNIVRRARNDEILTH—ERR—ZI)NZ2BHICLESE, 75
ATRER=ZINICOTALT, BRE7 74N EBETHAIDO—RTEEXET, FHMICOWVWT
&, "TEIL7H—ERAR—2)ILAND AWS Client VPN 7Ot A, #SBLTLSEZL,

DZA4TF>MVPNIY RRA NNFHEERIAZFERTEEEE. FVO0—RTD ovpnBET 7
AIWNCDOFAT U RAMREEDTAT UV RTZANR—RF—ZEMTEIHEN HYVET, BEEED

EEHEBMLER, 9F5A4T7 > ME ovpn 774 )% OpenVPN VS A T NI TRDITICAY

R—NTEFXT,
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/A Important
7347"/I\EIEH)§§t734_"/I\7°34/\‘ RE—1EHZ77AMILICEMLEWEE.
roaL 2 fEA L TR &3‘6774“"/#&1774“"/I\VPNI/I\/‘JM’/M_E%E‘C%%'E
’d/uo

F7 7). N Tk, OpenVPN 754 7> RERE®D remote-random-hostnames 7> 3>k, 74
JJRA—RDNS ZB#ICLET, DML RA—RDNSAEIICHE>TWVWSD LS, 954T7 2 MNE
IVRERAMDIPFTRLAZFY Y ILERA, TOESH, I RKRA> MO DNS FIZ ping
ARRTIBD_ERGFTEREA,

94T KN VPN I RKRA > MY Active Directory SREEZFERAL THY ., 954 T NREV
1ILOEHEZICT 1 L 2 M) T Multi-Factor Authentication (MFA) 2B L EBE . ¥ﬁbb\7
AINEZDO—RULTISATUNIBEAITDIHVEN HYWET, V54T N, LETORE
T77ANEFERALTIZATRNVPNIV RRANIERTDI LRI TETEA,
RAY
- AWS Client VPN 95 A 72 RBEZ7AILNDI IV AR—h

- EFFEA®D AWS Client VPN 954 F7 > RNEBHE L F—BHRZEMT S

AWS Client VPN 9 ZA T2 RRETZ 7TA I DIV AR— b

A2V —=)L&EEZFE AWSCLIZEAL T, 947N VPNISAT U RNREZLIVAR—KTER
ERD

VAT RBREZIVAR—RNTBIZE AV —I)
1. Amazon VPC 12V —)L® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
2. FEXF—23URAVT, [VFA4AT>NVPNIY RRA N ZBRLULET,

3. VAT VINREZAVVO—RFTBISATNVPNIZV RRANEERL, [9F54T>
RREMDX T O—R] ZBIRLET,

DZAT2RREZLIVAR—KNTBICE (AWS CLI)

export-client-vpn-client-configuration AN > RZFEAL, HAOT7 7ML EBEZEBELET,

DTZATURRET7ANELIIARAR—K TS 107
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$ aws ec2 export-client-vpn-client-configuration --client-vpn-endpoint-id endpoint_id
--output text>config_filename.ovpn

*EEWUFIIE%O) AWS Client VPN 77’( I\nIEHEitzF FE*EE ﬂﬂ?%

DZAT>RNVPN IV RRA NI MHERAZEATZHEERE. XVO—RTD ovpnRET 7
ANCIOZATURNEREEITZATUORNTZAR—NF—ZEMIIHBENFHVET,

HERAZFERATRHEER. V74T NIHAEZEETEETE A,
VAT NEAEEF—IBRZEMTSICE (*HEWL:FI )
ROAT23a>n1 2EFERATEERT,

(A7 N I9FAT 2 NEAEEF—%, VAT RVPNIVRRARRET 7ML EE
EICOZATRNIBABLET, COBE, RE77AIINTIAABTEF—ANONAZEELET,
EEOTFANIFTAR2FEALTRET 7MLV ZRE, UTZ7 7ML ORRICENLET. /
path/ Z0Z AT MNIBABEF—DEMICBERATT (COBAF. T2 RRAMIEHLELT
WBOZAT DS REMTNBENVETT).

cert /path/clientl.domain.tld.crt
key /path/clientl.domain.tld.key

(7232 2) <cert></cert> RTBDUVZAT > NEAEDAB L, <key></key> ZTEDT
FAR—RNF—OABRERET7AIICEMLET, cOAT>a>zRBRUEES, BEZ7 7ML
DHRZEITZATRNIBEBBLET,

DZATF72RNVPNIZV RRANCERTD I - @O IZA T MIAEEF—2 4L
BUIEGEE, ——JElZ0RTYTZBIERLET,

VAT NAREBEEF—ZBECIVTZATNVPNREZ7AIILOERDHFZRIZKRLET,

client

dev tun

proto udp

remote cvpn-endpoint-0@01labcabcabcabcl.prod.clientvpn.eu-west-2.amazonaws.com 443
remote-random-hostname

resolv-retry infinite

nobind
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remote-cert-tls server
cipher AES-256-GCM
verb 3

<Ca>
Contents of CA
</ca>

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>

reneg-sec 0

AWS Client VPN JL— b

& AWS Client VPN I RRA > MNZE, BERAARBEFERY ND—JI—hZ2REIT2)L—hH
T—7TUHFBNET, L—RT—TILOIIL—KNIC&E2T, RYRD—=URNTT 1Y IDOERY 23 HFEN
REVET, BEERYND—JLEDITZAT RN T I EATERD N EZEETD LD, BITA
TYRVPNIYVRRLABNIL—RMIRHUTERILI-—ILEZRETIZEN B ET,

VPC DHTZY NEUTZATNVPNIY RRAV NCEENITRE, V54FNVPNIV R
RAVRNDIL—KRT—=TIIZFDO VPC ADII—KNFEBNICEMNENET, ETFERK VPC, 27
LEZRARXYRND—=9, O—=AILRY ND—=D (DFAT VNI HEEICBETEDXRSICTIES). 1
VR—ZY RBE, BMOXRY ND—I9ADT IO EAZEMICTRICE, 9247 NVPNIVR
RAVKNDIL—RTF—=TIIZIL—RNEFHTEMITIHENHVET,

(@ Note
D5ATRNVPNIY RRAVNCEBOYTRY N2BER TR HERF. 2 THH
FTBERDIC, TRV R EWLL—NEERTRIHENHYET NF TN a—FT1420
AWS Client VPN: E7###i& iz VPC, Amazon S3, FEGEAVZ—FXY RADT VAN
Wit Th 2, BEITZIEHTZY NI, B—DIIL—hEY NIBRETT,
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DZATRVPNIYV RRAVRTATUY NN ORI EERTEIEOE
BEH

D934T >NVPN I RIRANTREIN RN ZFERTSEE,. VPN AL hDE, 9547
NMVPNIL=KRT—=TILADITXRTDIL—RHFISATRNIL—KT—TIICEBIMENET, VPN
NDRIALBIZIIL—PNZEBMTIHER. FLWIL—KFI9SATURNCEBEND LS ICEREEUEY
NTBDURENFHYVET,

DZATRNVPNIY RRA ML= T—T N EEETDHEIC, VFAT 2 MTFNA AN NET
ERDIN—RNBEEEBITD_LZHEOHLET,

BAY

« AWS Client VPN T RARA4 > MIL— N DR

« AWS Client VPN T R7RA4 >V MIL— M DK

« AWS Client VPN T RRA4 > ML— N D HIBR

AWS Client VPN T RARA4 > N IL— N OER

D5A4TFT R VPNIV RIRAVRNIL—NEERTEIE, REERYNID—I9ADRNTT1v oL
DESICIRY D BN EEELET,

DSAT UL R—FY NCTIEATEDELSICTAICE, #EX0.0.0.0/0 )L— N ZBN
LET,

OAYV—=)e Z2ERALT, 9247 VPNIY RRAV NI —NZEMTEEXRTAWS CLI
DZAT>RVPNIY RRA ML ZERTZICE (A2 Y—I)

1. Amazon VPC 12V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS EE L\,

2. FE&S—23>~RA2T, [Client VPN Endpoints] (754 7> K VPN I RRA > KN) &iBIRL
9,

3. I—hZEBMTBIZAT7>MVPNIY RRANEZRL, [Route table] (JL—hFT—7
JL). [Create route] (JL— BN DERR) DIEIZEIRLET,

4. [Route destination (JL— M DEFEE)] T, EEFEERY NI —U0 IPv4CIDR & ZEEL £,
i

« 954F>RNVPNIVRARA RO VPC ADII—KNZEMTSICIE. VPC @ IPv4 CIDR £
HZADLET,
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c A28 —ZY NERADOIL—FZEMTHICE. "0.0.0.0/00 ZAHLET,
- ETEHRVPC ADI—KNZEMTDICIE. ET7#ESL VPC O IPv4 CIDR EEEZ A DL E T,

c FAVTLEZARYRND—VBDI—KNZEMTSICIE. AWS Site-to-Site VPN ##: D IPv4
CIDR&#BE%ZADLET,

5. [[Subnet ID for target network association] (2—%"Y RZY NDO—VBEERTOH T XY N ID)
T, 97472 RMVPNIY RRAVNCEERFSNTVWAHTRY NEBIRLET,

FrEE, O—ANLI9ZAFTRNVPNIVRRARRY ND—=OD)I—NZEMTZHE
l&. local ZBIRLET,

(7" 3 ~) [Description] (8A) (. L—NOEFELFHAZANLET,
IL—bDEK] ZBIRLET,

N o

92472 VPNIY RRAZ MNIL—DNZEKTSICIF (AWS CLI)

create-client-vpn-route N> RZFEAL T,

AWS Client VPN I RRA4 > M)L— KN D&RR

AVY—LFERE 2EALT. BEDIZATRVPNIV RRAZMDIL—NERFTEERT
AWS CLI

DZATRMVPNIY RRARMIL—RZERRTRICE (A2 Y—)

1. FTEY—23>~RA T, [Client VPN Endpoints] (724 7> K~ VPN I RRA > KN) &iBIRL
7,

2. L—hERTIBDIVTAT>NVPNIY RRASA> NEERL, [Route table] JL— K T—7)L)
ZEBRLET,

95 4FYRNVPN IV RBEAY RIL—RERTETSICIE (AWS CLI)

describe-client-vpn-routes X > RZFHAL £,

AWS Client VPN T> R7R4 > N)L— N O BlIER

HIRTEDVZAT M VPNI— K, FBITEMLEEDICRSNET, V54T N VPNI
YRRAVNIHTZRY NEBEERTEBRICBBNICENEhEZL—NE, BIRTEZEA. BBW

IVRRAVNIL—RDOERR 111
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CEBMENEIL—NEHEIBRTRICE. TOEROE A TEL>EHYTZXYNDISZ AT N VPN
ITORRAMOBEENITZ2HEBBRTIVEN HVYET,

OAVYV—=LFEERE 2FALT, 9472 NVPNIZV RRAMASIL—NZHIBRTE ETAWS
CLI

9ZA4AF72RMVPNIY RRAZMIL—RZRIRTDICE (T>Y—I)

1.  Amazon VPC 12Y — )L ® https://console.aws.amazon.com/vpc/ W T & L\,

2. FTES—23>2ARA2T, [Client VPN Endpoints] (754 F7> N VPNI>Y RKRAN) ZiBIRL
7,

3. IL—KZHKRTZDIVSAFT>MVPNIY RKRA NEEIRL, [Route table] JL—RF—7)L)
ZERLET,

4. HIRT B —bMZBIRL, [Delete route] (JL— b DHIER). [Delete route] (JL— N ZHIBRT S) O
JEICZEIRLUET,

94T NVPNIY RKRAY NIL—KNZEHIBRT S IZIE (AWS CLI)

delete-client-vpn-route N> R&EFEHAL £,

AWS Client VPN 2—%7"Y RZY KD —7

S—4Y KXY RD—9l, VPCOHTRY RTT, 954 TV RFISA T K VPN IV KA
VRNICERHL, VPN ERZEITHLEHICE. AWSClient VPN I RARA 2 MNIDBLSEE 1D
DR—7FY hRY NT—IHBETT,

RETEDTIVELADEBE (VFATURDSAVE—FY MOTIEABE) DFMICOWVT
&, "O9Z2A4AF72RVPNOIFUFEH 22RBLTEE,

ID95A4T>>RVPNR—45Y RZYRKRD—ODOEHK
B—Hy RZY RD—OEERTDEE. ROL—IFrBEEhET,

« TRV NIR, PBLEERTEY RYAY (10.0.0.027 &) #F D CIDR 70OY VN BET
T, U7XV NI, BILRE 20 EOFRATEELE IP 7 RLAEKETT,

s YT7ZXY RO CIDR7OY I, 94T >KNVPNIVRERALANDIZAT >~ CIDR EF &
BEETEFREA,
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s BROYTZYRNEISATNVPNIY RARAVNCEERTZHE, EHTXY NEEAD
TRAGEVT A=V —2VICFETIHENHBYET, FTRAZEVTA =V —-—2ORERMEZREM
TREHIZ, PBELLEE2DODOHTRY N E2BERIZCEEZHHOLET,

« 94T RMVPNIY RRA NOEREIC VPC 2 ELEBE. Y7 XY NEEL VPC RIS
HIBENHYVET, VPCEIFATMNVPNIY RRAVNCELEBAESFTTVEWVES, £
ENOVPCHOHTZRY NEBIRTEERT,

ZThUBROIXRNTOY 7Y NOBEFMR T, AU VPCHASTOIMENHYET, 5O VPC H
SOHYTEZY N2BEENTZICE, ETITATRNVPNIVRRSARNZZEEL, THhICEE
RFFSshTVWD VPC 2ZETRIHENHYET, FMIC OV T, TAWS Client VPN T RR
ARNEEETD, ZSRBLTLEEL,

Y7ZYNEITSATYRNVPNIY RRAYNCBEERITRE, TOH TRy 70D 3
TENEECDBOVPCOO—ANIL—RFBENICIZATRNVPNIY RIKA2 MDL—K
T—7LICEMNENET,

(® Note
B=TYRZRYRND—UNRERFTSNERIC, TRYFEhEVPCIZCIDR Z2E 5ICIE
muizv), HIBRL =W I2FE8E. ROVWTh L OBREZRTLT, 9472 FVPNI
YRRAVKNL=RT=TLOO-HNIIL—NEEHITIBEN BV ET,

« VAT NVPNIY RRAVNORERTFZEZ—TY NZRY RD—UDSHERLTH
5, 94T VPNIZVRRANER—TY NZY ND—JICBRENITET,

« VATV RVPNIYV RRAYMIL—RT=TILEIL—REFBHTEMTEH, 754
TFRVPNIYVRRAY ML= T=TILLSI—NZHIRLET,

SUOYTRYNEIVTATRNVPNIY RRAVNCEESEIDE, V4T MNVPNIVR
RA MOAT—R AN pending-associate A5 available ICEDVY), 9F54TF > N VPN
BIGEBIUTEDELSICBYET,

2ARY

« B—TYRXYRND—U% AWS Client VPN T RARA > NCEHER TS

« TR—FYRFYKND—OLEFI1VT14TJ)I—T%2EHATS AWS Client VPN

« AWS Client VPN 2—%'Y hRY RT—J DRT

* AWS Client VPN IV RRAVKRASE—TY RRY RND—VDBEERTZHRRT S

B—TYRRY NI—TEERTBDI-HDEH 113
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R—4Y RNZY ND—2% AWS Client VPN T2 RARA > NICBEEN TS

Amazon VPC OV —)LFKizlE CLI Z2FEAL T, 1 2UEDR—TY RRY RDT—U (HT7XRYN)
ZOZAT>>RNVPNAWS T RRAV NCEEN TR CENTEERT, F—TYRRYND—D
ZOZATRNVPNIY RRAYNIEENSTEIIC, BEHICBBELTIKEEY, T2—FvY b
ZYRND—D%ERTRDIEODENH, ZSRLUTLEEL,

B—TYRIKYND—D&BIZATRNVPNIY RRAVNIEERGFAICE AV

1. Amazon VPC 112V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T IZE L\,

2. FTEF—23URAVT, [VFA4AT2RNVPNIY RRA N ZBRLULET,

3. B—TYRRYNDI—DVZEENFTRDIVTATMVPNIY RKRA MEREIRL ., [Target
network associations] (F—%7"Y MY N —J &S F) Z#IRL . [Associate target network]
(B—TYRRYRND—DVZBEENRTS) ZBRLET,

4. [VPC] T, Y7 XY "NNHB VPC ZBIRLET, 9547 KN VPN I RKRA > NDERE
IZVPC ZEEELLBE. FLEUFOY7ZY NOBEFTF $25B5K. AU VPC TH S
PVENBYVET,

5. [Choose a subnet to associate] (BIEF T2 H 7T XY N&2iBIRTSD) T, V547> NVPNIY
RARA D NCBEEMRGFZ YT XY FEBIRLET,

6. [Associate target network] (R—%'Y REY ND—U ZBENT5) ZBIRLFT,

B—YRERYRNI—2%IS54 T NVPN I RRS > NZEERTSICIE (AWS CLI)

associate-client-vpn-target-network AN > RZFEAL £ 9,

TR—YRNXY ND—DICtF1UF 1 FI—7#BEAT S AWS Client
VPN

DZATRNVPNIV RRA RN EERTRDEEIL, 2—TY MY ND—OICEATS X2V
TATN—TZ2EETEET, 1 DEDRX—TYRRYRND—DUZITAT2RNVPNIY RKRAY
NCEESHRE, BENMTShEYTRY NHANEBELTVWA VPCOF7 AL NOEFIUT14
W=7 FEBNCERETATT, H#HICOVWTR., TEF1V)FT4J)—7 1 25RLTKEEL,

DZATRVPNIVRRAVRDEFIVTATIN—T2EETEET, XEZEFIVT1
LW=TL=ILEE, BEITDVPNT IV ELAOBREICI>TERYET, FMIEOVWTE, T9547
YR VPNOZFIAER, 25RLTSEEL,

=Y RNZRYRND—UZTY RRAY NIBEERITS 114


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-client-vpn-target-network.html

AWS Client VPN EBEHNAR

Z—=TYRRYRND=OIEFIVTATI—TZERATZICE A>VY—-I)

1. Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZREWVW T & L,

2. FEF—23URAVT, [VFA4AT>NVPNIY RRSA N ZBRLULET,

3. EFXFIVFATIN—TZERITBDIFATNVPNI RRANEBRLET,

4. [Security Groups] (2F¥ 21V F 1 JI)L—7") Z&IRL T, [Apply Security Groups] (EF 1) 74
TJIL—70ER) 2BRLET,

5. [Security group IDs] (EF 2 UFT 4 I)—7"ID) A 5@ AEEFI VT4 TI—TEBIRLF
ED

6. [Assign Security Groups] (EF¥ 21 UF 1 JII—7"0EA) 2 &RLET,

B=TYRFYRND—=OLZEF1IVTATIIN—TZERTSICIE (AWS CLI)
apply-security-groups-to-client-vpn-target-network AN > RZERAL £ T,

AWS Client VPN #—4'Y RZY RDJD—9ODOKRR

DZA4TRVPNIY RRAVNIEERTFSNLEZ—TY REXRTTRICEK., AV —-ILELRG
ZEALETAWS CLI

=4y REY ND—9&ERTBICE (OVY—)L)

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T IZE L\,

2. FTES—23>ARA 2T, [Client VPN Endpoints] (747> K VPN I RRA > KN) &ZiBIRL
9,

3. BUBIZATHNVPNIY RKRASA T NZEEIRL, [Target network associations] (X —%7*Y ~
Y RND—UBERT) ZBIRLET,

ZEFEALTR—TYRRY ND—DZKRTTSDICIFAWS CLI

describe-client-vpn-target-networks AN > RZFEHAL £,

AWS Client VPN T RARA "D SX—=TY hRY ND—DU OEENTZ
BRI B

=Y RRYRND—VOBEENRTEZHERIDE, VFATNVPNIY RRAMDII—RT—
TILCFHTEMENLZINTOL—hE, B—TYRRY ND—VOBEEFIFfTOhizEEICH
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BHICERENEZIL—K (VPC OO—ANIIL—K) FHIREhET, IXNTOEZ—TY RZXY ND—
DEDTATRNVPNIV RRANOBEMNTERERTDE, 9547 M VPN EG &2/
TEBLLBYET,

B—TYRRYND—=DETVTZATRNVPNIY RRANOBEERFEHEBRTAICE (A Y—
W)

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFRWVW T & L\,

2. FTESF—23URLUT, [VFATNVPNIV RRA N ZEIRLET,

3. B—YRRYRND—IUNFBEERTSNTVWEBIZAT>NVPNIY RKRS D NEER
L. [Target network associations] (XR—%7'Y hXY NDO—VBEMT) ZBIRLET,

4., BEEFTEHEBRITZDZZ—Y NFY NT—0U%BIRL ., [Disassociate] (BE T (T
BR). [Disassociate target network] (2—%7"Y R Y KD —0 OBEE (FRR) OIEICERL F
EE

B—FYRNZRYRND—=DEDTAFT>NVPN LY RRA 2 NOBEEN G Z#HERT S (AWS CLI)

disassociate-client-vpn-target-network AN > RZFERAL £,

AWS Client VPNVPN vy > a> O XKBEXA LT

AWS Client VPN (Cl&, 25472 RNVPN IV RIRARMANDITA T NERICHFTEThDHEK
BETHD VPN EY a2 ORBABBEICEBTIZVS D2AOFATarAAEZEEATVET, 21
DFABLROAV T SAT U ABHEBLETLEDHIC, VPN BEAXEY I I VEEEEKRKRETD L
NTEEXT, F7FIBNTE, VPN EBAREYI I VBB 24 BETY, ALY a VEEZRE
T2E, TORALTINIELEEZILZOEY A UNESKEIIEHBETEES, [EYS =
VERALTIONFICERERR] A7 a aERTRE, By 2arakTLEY, IV RKRAY
RADOBEGZBIHNICEHTLEYTEEXT, VPNEAREY A KEEZ@EFITAHRETEY S 3
DERRTIBRE, IVRRAMNOEFIVT A REVHEA<KFHEHTEERT, FREBBICELLEEE
ICEY2Ia VAR TIBDRSICRETNTVWSES, 11— —E VPN ERZERILTH Y, B
RERAMBROEELZTOMXEN HVET,

[EY> 3>V RAALTIRNKICERZRER] T, B2 a2 BBNCBEREND LS ICRESNE
RET, RAEYZaVEEICETD L,

s ¥y v aEhil1—Y—FREE1E#R (Active Directory) F = (FEEFAER — A DFREE (FHEFREE) 05
B HLLEY AN EENICRIEKE T, T2ICUHLU TEBNICBERLBEVESE.
A—Y—HNFETUHIZILENF HYET,
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. 7IFL—3 30 (SAML) DBA. FLUWEYS I REBNICRIEhEtA, 1—H—
. EYYIAVRALTINOEDERA PN ERICEERIL T, VPN EEEBRITHHE
FHYES,

® Note
« VPN BAtY S aVBRERENEASHSTE, HUKHELEENLY EREVERR
TLIVRRAVBNIERENTVWBRTITA7R VPN Y>3 RYMEIET,

s BV IAVEBRALTINBEOYMATS I 2EETRHE, BERVWVTWS Y3 IC
FLLERENBRAENET,

AWS Client VPN T RiR4 > NOERBICEA VPN £Y S 3> 25]E
%

VPN Y < a2 0i#fmEREE. 9247 VPNIY RKRANOERPICEEENETT, 954
FoRVPNIVRRANEERL, BRAEY S 3 D #EREZ2ETZFIEICOVTIE. TAWS
Client VPNIT> RRA 2 N ZERTD 1 2SBLTLSEETL,

RARY
- AWS Client VPN B#E D VPN £ v 2 3> OB AMGEREERTRT S
+ BKAWS Client VPN £Y > 3 VBl B LT I RBEELETS

AWS Client VPN IR7E®D VPN Y2 3> OB R#GRKEERIT S
94T >2RMVPNICETS, BEO VPN Y2 3D ORAMGHBERRITDICE, UTOA
TYTEEITLETD,

Client VPN T RRA > RDERED VPN Y 2 a v EX#GHEZRTITS (A V—-I)

1. Amazon VPC 12V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS & L\,

2. FTETS—23URAVT, [VFAFT>MVPNIV RRA N ZBIRLET,

3. ®RTBClientVPN I RERA NEBIRLET,

4. [l 27 PMBRENTVWBREEERLET,

IV RRAYMNMERBEOREARVPN LY a 2% ETS 117
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5. [EY2 a2 EA4ALATINEE] ORICHZIBRED VPN €Y > 32 0EAMBGEREZRRL., X
A LT NEOLIM A"BMH ENA ZHEEL KT,

SS5ATFTURNVPNIYRESLNOBRED VPN £y 32 SAMGREERTTS (AWS CLI)

describe-client-vpn-endpoints AN > RZ@EHAL £,

BEARK AWS Client VPN Y > 3 BB ERA LT O RNEEEZZEE TS

BEOIVSATRNVPNICE TS VPN DBREY I VERY, [V a2 2L LTI NEICE
RERR OEEZZEEITDICE. XOFIEICHVET,

Client VPN I RARA >V RDEEED VPN £y > 3> OB AMGREEZLEETS (VY -))

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,

2. FTEF—23URAVT, [VFAFT2MVPNIY RRA N ZBIRLET,

3. EEYDUVTZATMNVPNIVRRANZERL, [FO23V], [VZ4F>NVPNIY
RRANDEE] DIEICERLE T,

4. [BY23a2EBALTINKE] ZEAIZEE. VPN EY I IV ORABEKEZEBENVT
BRULET,

5. [BEY23a2B2ALTIRNEOLM T, EREYSIVRALATIRNIELLEEECEY S Y
ZUHTRINESHLEZEBRLET, T74IITRE, ChRIRIVRRAVNZHOTEETDE
EEATICBYNET,

6. [VZ4F7>KVPNIYVRRAVNDEE] ZBRLET,

Client VPN I RRA > NOBEED VPN £y 3> OB AREHEETEST S (AWS CLI)

modify-client-vpn-endpoint AN > RZFEHAL £ T,

Transit Gateway £ 254 7> ~ VPN O#E4E

954 T > NVPNIY RKRA > N%E Transit Gateway ICRA T4 JICTE2YFLT, EHD

VPCs, U 7LZAZRY RD—2., B&LUV Transit Gateway ([CEfic T O/MD )Y —AANDR
2BRVE—RNTIVERZREATEE T, ChiZ&Y), VPC ZEIZEBIO VPN I RARA > NEERK
LizVv), AEVPC ZEN UL EEBMBIL—T 1T 2EBITIHEN B KVPCs,

NEY D
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AWS Client VPN BEEEHA R
- B2
« AR
« Transit Gateway fR& O 1H4H &
- HIERAT
» Transit Gateway 754 F7 > KN VPN IV RKRA U NEERT S
c LI—hEEETD
« RAIZRE
TRAZEUTA—V - DEE
« JOAFTHJ> N Transit Gateway 7 7 A
- EEEHEFIREE

B=

Transit Gateway 297 547> N VPN I RARA > MNCBEENS TR E, 94T KN VPN I RR
A RNTEYBIL—NERTAIIL—IFBESNTVDIES, #EHEENE VPN 9547 M Transit
Gateway ICEHENTVBRINTON Y —RICTIVEATEERT,

Transit Gateway BEEND T RRA N, 94T MY —AIPT7RLAZREBFELET, V—R
XY RND—=OF RLAZHE (SNAT) FERAE N EVWES, 954F2NNT 74 000 H%EN @E
LET,

/A Important

VPC 37 %Y NOBEEN T & Transit Gateway DBEEMRTEE—DIZAFT > N VPN I
RARANIOBESHER LR TEFEHA, TV RKRAV NOERBICEENSTRA T % 1
DERLE T,

MR
Transit Gateway £ 754 7> K VPN OFEEICIE, ROFINBHYET,

- BEEOBRERNX —VPC ZEICHBIDO VPN I RRA Y MRAFELCZ KT, VPNERTOHDIZ®
ICHE VPCsZER TR HBERH KB A,

BE 119
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« EHRI—TFT 14T —RRI)—FT 1> /)\T EL T Transit Gateway ZFHALET, XY NT—F
2O - NEBEBRILLET,

- AARMEOELE —DOFATRY—AIPT7RLASNATBL) ZREFLET. 77472~ VPN
O70-07HYR—bZREHELFT,

« AT—ZEUTA —UFA4FT2NVPNRBETT IVEATESDHL L VPCs % Transit Gateway
ICEEIZEMTEET, KABEBUE—RND)—UT7A—REEDFRAIZY M EYR—RTBLS
CAT—=ILLET,

« —mftEhicEFIVTA —BERENATVBRIXNTORY NTD—JIZ—BLEEFIVFT 1R
D—ZRELET, SENCEERIANREHIELET,

Transit Gateway #i& O {H#H &

LLTRIZ, 22472 N VPN & Transit Gateway OEEICOVWTHBALET,

1. IVRRAVNDER —PFA4T > NVPN I RARA 2 MNEEKL, Transit Gateway ID Z 1§
ELET,

2. TRYFAYKNDER —AWS T RRA > MDD &4 7 ® Transit Gateway client-vpn 73X Y
FAUNZEEBNICERLET,

J.TPRATGEVTA—V—"2DBR —FERITZDZTRATEVT A=V —22BETEH. 2007
RAZEVTA—=V—22ZBEBNIC AWS BRLET,

4. )L—REE — V94T M VPNIYRRANIL=RT=TILICI—KZEEML T, Transit
Gateway BHATIZAT U RNNT 714V D REBEERY NI —VICEBELET,

5. V94T NER7O— — OZAT RN ERIDE, NZTAVIRITATURNDSDS
AT7>KMVPNI>RKRA NZZHEL T Transit Gateway (Cfiit, RIZ Transit Gateway JL— ~
T—7ILCEIKEBERY ND—UICRNET,
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AWS Client VPN SEES A R

Q. ad

A

Users Client VPN
Endpoint

Bl FR SR

Transit Gateway BEEND I Z AT N VPN I RARA 2 N EEKTBEIIC. ROEHZHEEL T
EEV,
Transit Gateway MO Z#

s DATRNVPNIY RRANERU U =2 a2 ICHBBEFED Transit Gateway,

s VORTHIVRNTOEADBA, Transit Gateway & ZNLTTHI U NEHETIHEN
& ') £9 AWS Resource Access Manager,

« Transit Gateway (C1& IPv4 CIDR 7OY V2 &V HTHRBENHVET, IPv6 TEETF1T7)
ARV UREEFEATZHEEE. IPV6CIDR 7OY VEE) HTET,

XY RND—ODOEHK
s D54 F> K CIDR &MH(F., Transit Gateway IC 7 XY F& hiz VPCsh CIDR S & EEL T

FWITFEEA,
s BRUETRAZEUT 14—V =2k, Transit Gateway THR—RENTVWRIHBENH V) F
9,

« V54T NCIDREBEBETNHOKNT 7 1Y U % Transit Gateway ([CEiXZ T DI, VPC IL—b
T—7ILTUER—VI)I—RNERETIHENFrHVET,
AEERE DO EH

« UZA4AT2RNVPNIY RRANERU—2 320 AWS Certificate Manager (ACM) T
O a->Jdshkzy—/N\N—fIRHE,
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- HERIZFEATAHEES. ACMT7OEEYS3a = deni=o954F7 > NIEBRE,

EII_I;

Transit Gateway 7547~ N VPN I RARA 2 NEERT S

V=& 2FALT, NSODYRNF—RNIIAICBEENTSNEISAT>NVPNIY
RRA > NEERKTEET AWS CLI,

Transit Gateway 754 7> N VPN I RARA 2 NEERTDICE (AV—=I)

1. Amazon VPC 2V —)L O https://console.aws.amazon.com/vpc/ ZBWVW T E& L,

2. TEF—23URLUT[IVZATRNVPNIV RRA N ZBRL, [9F4F7>NVPNI
RRAT NOERK] ZRRLET,

3. (A7TaV)[BEIRVIE[BHAIIC, TVRRANOBREHRAZANLET,
4. RZT7AYDTIPFTRLARLTT, ROWTFhAZBIRLET,

« IPv4 — 954 TN IPv4CIDR EFZ3EEL &7 (: 10.0.0.0/22),
- IPv6 — 254 F> K IPv6 CIDR £ AWS % HBIHICEV S TET,

s FATINAZY D —OZATF>NIPVACIDREBZEELET, FIF4T7>KIPv6
CIDR £ AWS Z BEIRVICEIY) HTET,

5. U—N—FfIAZEARN [ZFE, ACMT7OED3IZ>>J&Ehi- TLSEHED ARN ZIEEL £
EE

6. FRALFEZEBRULET, FHICOVTR., "TOIZ AT RFEEE AWS Client VPN, ZZBL
TLEE L,

7. (FA7Tal)EHEOJTREET, VAT NEROOJTHMEBMICTDEAIC
L. CloudWatch Logs A N—7"EOJ AN —LZEBELET,

8. RXYKND—IDAVIZARNZIOF+¥T, NZUDZYRNTF—RNIVIA(ZERLET,
9. Transit Gateway ID T, ROY 7H 0> 1) AKNA S Transit Gateway ZZIRL £9,

10. (723 TRATGEDTA—=V—=20OBERE, RR52OT7RAFEVTA—=V—2 %8
RUET, PFRAGEVFTF A=V =% BRLEBEVES, AWS FEEMIC 2 Z1BIRLET,

M. (723 2)DNS H—N—, RZ2UAR—=KrZORI)L, RZTVY NREI, VPNR—K,
Y2 aVRAALTON, QA NFT—HREDEBMBEETVET,

12. [9ZA4AT>KNVPNIY RRAY NOER] ZBIRLET,

Transit Gateway 754 7> N VPN T RiRA > NEERT D 122
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® Note

ER#E. T2 RARA 2 NOIRER (27 V) £Fpending-associate, Transit Gateway 7
BYFAYRNFBBNICERENET, VTA4TRNE, PEYFXYNFFIAATEICE
ERICERTERY,

Transit Gateway 774 7> 8 VPN I RARA > M ZEKT B ICIE (AWS CLI)

--transit-gateway-id /N X—&%&#EE L T create-client-vpn-endpoint AN > RZFEAL £
¥,

RO OBITE, BEDTRAZEVTA—V—2ZFODVTFATMVPNIY RRAY NEERL
£9,

aws ec2 create-client-vpn-endpoint \

--client-cidr-block 10.0.0.0/22 \

--server-certificate-arn arn:aws:acm:us-east-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:us-
east-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false \

--transit-gateway-id tgw-0alb2c3d4e5f6EXAMPLE \

--availability-zone-1list us-east-la us-east-1b us-east-1c

o B
{
"ClientVpnEndpointId": "cvpn-endpoint-@alb2c3d4e5f6EXAMPLE",
"Status": {
"Code": "pending-associate"
1,

"DnsName": "cvpn-endpoint-0alb2c3d4e5f6EXAMPLE.prod.clientvpn.us-
east-1.amazonaws.com"

}

22007 RAZEVTA4—=V—2 AWS ZBEHNICIBIRTEDRSICTRICK, --
availability-zone-1list/N\X—XZ&BELET,

aws ec2 create-client-vpn-endpoint \

Transit Gateway 754 7> N VPN T RiRA > NEERT D 123
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--client-cidr-block 10.0.0.0/22 \

--server-certificate-arn arn:aws:acm:us-east-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:us-
east-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false \

--transit-gateway-id tgw-0Qalb2c3d4e5f6EXAMPLE

Transit Gateway 7 XY F X Nz iR

IV RRANEEKL 25, Transit Gateway 7R Y FXY RAEREhTVWS & 2/ERL
CB

Transit Gateway 7 XY FX N ZHBRITHICE (A V=)

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS & L\,
2. FTES—232UARA 2T [Transit Gateway 72 Y FX N ZBIRLET,

3. UFATFVRVPNIVRRAZNIDIZ—HTBIY—ARAT =client-vpnBE LTI Y —
ADDOT7RYFANZRDITET,

4. JREN THD =R L E£Javailable,

Transit Gateway 72 Y F X N &5 5 (IC & (AWS CLI)

[describe-transit-gateway-attachments] AN > R&EFEHAL £,

aws ec2 describe-transit-gateway-attachments \

--filters Name=transit-gateway-id,Values=tgw-0alb2c3d4e5f6EXAMPLE Name=resource-
type,Values=client-vpn

T RRA > MO Transit Gateway 2 EZ &R T B IClE. describe-client-vpn-endpoints X > K%&
FRALET,

aws ec2 describe-client-vpn-endpoints \
--client-vpn-endpoint-ids cvpn-endpoint-0alb2c3d4e5f6EXAMPLE

H A, Transit Gateway ID EFEET A TRAZEUT A —V—2&H
DTransitGatewayConfiguration# 7 I RFEENET,

Transit Gateway 754 7> N VPN T RiRA > NEERT D 124
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IW—hZEETS

/A Important

Transit Gateway BIEND T RARA 2V M TR, L—MNOERKICX—YY NHTZXYNID %
EBELEBA. NZ 74 YU Transit Gateway PR Y FX M ENL TEBHNICEEFEE
7,

I—hZEMTSICE AY—I)

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L\,

2. FTEF—23aURAUT, [VFA4T>MVPNIY RRA N ZBRLULET,

3. UFA4F7NVPNIVRARANZERL, I—bF—7I)LEBRL., L—NOERZRIRL
9,

4. JL—REEEICE, AELCIDREEZANLET (10.1.0.0/16VPC DFEAEF . IXTO K
Z574Y90.0.0.0/00F8EF BE ),

5. (A723aU)HBI, L—rOHAZAHLLET,
6. L—hDEXK] ZRRLET,

JL—KEBMTBICE (AWS CLI)

--target-vpc-subnet-id /T X—& 7 L T create-client-vpn-route AN > RZFEAL £,

aws ec2 create-client-vpn-route \
--client-vpn-endpoint-id cvpn-endpoint-0@alb2c3d4e5f6EXAMPLE \
--destination-cidr-block 10.1.0.0/16

BHEOII—NZEMTSICE, XELECDREEAIEIC IV REXRTLET,

# Route to VPC 1

aws ec2 create-client-vpn-route \
--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE \
--destination-cidr-block 10.1.0.0/16

# Route to VPC 2
aws ec2 create-client-vpn-route \
--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE \

L—hZ2EETD 125
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--destination-cidr-block 10.2.0.0/16

# Route to on-premises network

aws ec2 create-client-vpn-route \
--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE \
--destination-cidr-block 192.168.0.0/16

IL—bZHIBRTDICE (T>Y—))

1. Amazon VPC 112V — )L ® https://console.aws.amazon.com/vpc/ 2R W T ZE L\,

2. FTETF—23aURAVT, [VFAT2MVPNIY RRA2 N ZBRUET,

3. V94T RNVPNIVRRANEEIRL, I—hT7—7 ) ZBIRL, L—NEERL, )L—
NOHIBRZZERLET,

4. L—NOHIBRZBEIRL THERBLET,

JL— N EBIBRT 32 E (AWS CLI)

delete-client-vpn-route N> REFEHAL £,

aws ec2 delete-client-vpn-route \
--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE \
--destination-cidr-block 10.1.0.0/16

/A Important

TFXFIVTATIN—TR—ADOFEAE, Transit Gateway BEEND IS4 F7 > N VPN I RR
AR TRYR—RENTVERA, I9TFATRNTIORAZFEIBICR. XY NDT—7
R—ADBAN—NZERITIHBENFHYET,

wA)—)ZEMTAICE (AY—I)

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS & L\,

2. FTETF—23aURAVT, [VFAT2MVPNIY RRA N ZBRLUET,

3. UJ4TF7MVPNIVRRA NZBRL, BAIN—I)IZBRL, RBAL—ILOEMZERL
9,

FAZERE 126
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4, REEXXYNI—OTTIOEAZEMCTZICIK, #EL CIDRER (45E£10.1.0.0/16) %
ABLET,

5. POERZHATRICE, ROVThAZERLET,

s INTDA—HY—AOT IV EAZFHATD —RASNEIXNTOITA T MEFERY
RODO=DLCTFTIEATEXRT,

s BEDT VAN OI1—H—\OF VLR EHFTTSE —TFIEAITIL—7IDIC
Active Directory Z')L—7"SID £ IdP I —7TE%Z AHLE T,

6. [Add authorization rule] GRAIIL—IILZEMT ) ZFERL T,

il

A)L—ILZEMNT B (AWS CLI)

authorize-client-vpn-ingress N> RZFHAL £,

DT, IXNTOILI—H—I1210.1.0.0/16Y RND—IOANDT IO EAZHETLET,

aws ec2 authorize-client-vpn-ingress \

--client-vpn-endpoint-id cvpn-endpoint-0@alb2c3d4e5f6EXAMPLE \
--target-network-cidr 10.1.0.0/16 \
--authorize-all-groups

RO OHITIE, BED Active Directory F I —T#EBL E£T,

aws ec2 authorize-client-vpn-ingress \

--client-vpn-endpoint-id cvpn-endpoint-0@alb2c3d4e5f6EXAMPLE \
--target-network-cidr 10.1.0.0/16 \

--access-group-id S-1-2-34-1234567890-1234567890-1234567890-1234

TRAZEVTA—=V—2DEE

Transit Gateway BBEND IS A7 M VPN IV RRA UV NODTRASED T4 —=V—2 %, ERRE
ICEETEXRT,

B_OTRASEVFA—Y—2%BMTSICIE (AWS CLI)

--availability-zone /T X—X%Z#EE L T associate-client-vpn-target-network A¥ > RZ £
LET,

aws ec2 associate-client-vpn-target-network \

TRAZEVTFA4—=V—2DER 127
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--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE \
--availability-zone us-east-1c

B—OT7RAZEDT 4=V —2%HIRT 321 (AWS CLI)

F 9. describe-client-vpn-target-networks AN RZFEAL T, FRAZEUT 1 —V—2 OBEES
TIDZERDOHFERT,

aws ec2 describe-client-vpn-target-networks \
--client-vpn-endpoint-id cvpn-endpoint-0alb2c3d4e5f6EXAMPLE

RAZ, BBEAHT ID T disassociate-client-vpn-target-network Y > R&EFHL £,

aws ec2 disassociate-client-vpn-target-network \
--client-vpn-endpoint-id cvpn-endpoint-@alb2c3d4e5f6EXAMPLE \
--association-id cvpn-assoc-0alb2c3d4e5f6EXAMPLE

QAT AT KN Transit Gateway 7 7t A

BlD AWS FHO 2 MAFIE T % Transit Gateway ICBERFSNhEIFA4 T N VPN I RARA
VREERTEET, ChETSICIE, Transit Gateway FFIEE D" Transit Gateway 2 7 AT N &
HETBIHENH V) EJ AWS Resource Access Manager,

HRFMH
« Transit Gateway FIEET V> N — BEE®D Transit Gateway &, VY —ARBZERT S 1=
DT U+ AFFE AWS Resource Access Manager.
« DZAT2RMVPNIVRRAVRNTHIUN —DOFA4FT M VPN I RIRA 2 NZEER
L. AWS Resource Access Manager VYV —AREZZ T AND T I A,

94T NVPNIY RRAZRNTHI NT, AWS Resource Access Manager 1>V — )L T,
F 12(F accept-resource-share-invitation AN RZFEAL TV Y —AHBEZZTANET, HEZ
FHANDE, V94T VPNIY RKRA2 NOEREIC Transit Gateway ID ROY 7& 022
Transit Gateway "R REhE T,

ZRBIELFIREIE

Transit Gateway £ 754 7> N VPN O ZFERATRHEEE. ROKEZEEBL TILEEL,

- BEM T OFIR

POAF A Transit Gateway 7 7 A 128
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« VPC H7 %Y NOBEN (& Transit Gateway DB ENITZE 1 DOITY RIRA U NBREEH
dEFTEEFREAS

c BIVRRAVKNE. 1 DOBEERFRATOAZEERTIHENF HVET,
s EFXIVFATIN-T
s EFXFIVFTATIN—TR—ADOFEAF, Transit Gateway T RARA/ > N TREHR—K~Eh TV
T A
c XY RNT—IR—ADBANL—ILOHZFERAL T EEL,
- JI—NERE
« Transit Gateway A 5D — MO BEGEEHR—rEhhTLWEREA,
c KEERYRND—UDII—RNEFETERTIHLEN HVET,
- CIDR DE#E

« 954F>KMVPNCIDR 70 V&, f8® Transit Gateway 7 X Y F X NE =& Transit
Gateway CIDR 7OY VL EELBEWVWTLS &Y,

- Transit Gateway Ik, 72 Y F&Ehiz VPCs BITOH CDREBENDEERZ T R—KLTLWERA,
- V=23 0FIR
« 954F>KMVPN I RKRANE Transit Gateway EEILU AWS U= 3 U ICEETRIHE
FHYUET,

« J95A4F7>KVPN T, JO0A)—2 32 Transit Gateway E7#fIEHR—KREhTVEE
Ao

s TRAZSEUT A=Y=
c IVRRAVRIEIERBREDOTRASEUTA—V—2ZBETEET,
s BELBWEES, B2207XRAZEUTA—V—2AWS ZBEBWICEIYNETET,
s BEThLEIXNTOTRATZEDTA—=V =2, 9F54F 2~ VPN & Transit Gateway O]
FTHR—RNENDHVENFHYET,
e L—FT 1T EEKRT
« Transit Gateway |[C#EftE /= VPCs IZlk, 95472 NVPNCIDRETDORT T4V I %
Transit Gateway ICIL—FT 1 T FB RS ICREE MRV IL—NFBETT,
s BYIBUR=2IIN—TF A28 BWVWE, VPN ISAT 2 RNEVPCSAD DY —RAIZTI9EAT
EEtHA,
« IPv4 D35E: VTA4T >N VPNCIDREIY RRA 2 NOERBFICEBENET,

« IPv6 DBE:IPv6 754 F >N CIDR EFHABENICE) ¥ TESNhDED, 954F> 6
VPN IV RRANZEYYE TSN IPv6 CIDR&EH (V547> NVPNIY RRANIC
EZREEEFIREE 129
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BSE S 1 S Tz Transit Gateway L— b~ F—7 )L O F{ K CIDR EH) ZRET B ICE. Transit
Gateway L— R TF—7 I 2R THHEN H V) £F AWS Client VPN,

- EFEOJE70—07

« Transit Gateway 7 O—OJ 28I L T, Transit Gateway EDETEZEETID IP S
74V O BIBEREFYTFYTERY, V47N VPN EREOJTZBHICLT, 77
A7 N VPN EHRARY NCRIZRHEF Y TFYTEXRT,

- Transit Gateway 7O—OJ A X2 NZE D F A4 F >~ VPN ##5GICEHEN TS I, Transit
Gateway 7O—OTF AR KNDITATURNIPERALALARR T %, 9F4T> N VPN
OJORILIZATNIP EHBELRBRLET,

« 1R —Y NER

- Transit Gateway TOZA TN VPN ZHLTA 2V EZ—RY NCTOEATBICE, 5EINY
ZIWBELT, PTRYFEhVPCIC NAT A'REEETSNTVBHXENf HVY KT,

« IPV4 DIFE: VTATNVPNISATUNIPs ENTUY I IPTRLACBEBRAD LS
NATT—hDVIAZ2RELEXY,

- IPv6 MFZEIPV6 ZEALE—TbE AV E—XY KT IOMNDIURNZ T4V D, &S
BLTLSEZL,

ERBHEFIRER 130
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THOEF 117 1AWS Client VPN

AWS TOUZIREFIVTABREBESETT, AWSOI—H—lk, EF1VT A ZHREER
TRHEBOEHZRETLOICBREENET—Z LR XY RND—IOT7—FTIOFvZRATE
x9,

EFIVTAEE, AWS EI—H—DEOEERATY, EEHEETITRE. chzeIFTR0E
FAVTABRPIVZTRAOEFI YT A EHALTVET,

« V77RO EF1UT 4 -AWS [FAWS Cloud TAWS DY —EREZRITIDATTANTY
FrZRBEITDEXZEVET., £z, AWSRBERATI Y —ERZZ2CRMHLET. AWS O
VT ZATATOIZLO-—RELT, Y—RN—T 1 —OEENFEHNCEFIVT 1 OED
METANBSRVKRIAEL TVWET, AWSClient VPN ICERATR AT ZA T ATOTZ LD
MICOVWTR, TOVT AT ATOTZLICIDHREEAND AWS D F—ER, ") 28R
LTL<EZL,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"Resource": "*"

AWS Client VPN ID EF7 9 EAD KNS TN 21 —F14 Y

ROERE, 94T K VPN & IAM OFERICH > TRETHAEMEN B D RN EEEOLHP
BERICKRIBEET,

NEY D

« DJATRVPNTT O IV EZRTITRIHERN L

« iam:PassRole ZR{TI 2RI H ) FTEA

« BRDO LADQI—H—IZOFATRNVPNUY—RAAWS FHI N ANOT I EARAZFAL L

DZAT2RVPNTT U232 2RTTRERS L

TO2AVERTIBDERIBVEVWSIZ—ARRENIZBEERE., TOTIIIVERITTED K
SRV —2EHIDHBENHBUET,

ROIZ—PHlE, mateojackson IAM A—H—AAYV—)LZ2FERAL T, $% my-example-
widget VYV —AICEITHFHMBERZRTILEISELECEZEELT, TORICKXEL
ec2:GetWidget T AFFAZHE > TLWEVWEEICRETRENDTY,
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AT RO CIDREBEZEHBMNICE)YUTET, COBHIVYHTICKY, IPv6 RRILNS
74Y00SNAT AFFEERY), BEShEI—5%—0IPv6e 7 RLADQAHEEANA @MELET,

ERMEOEHF

IPV6 IV RRA Y REFITIARY ILY RRAY RNClR, I—H—FNAREA Y B—%Y K

H—ER7ONA T — (ISP) NDIKEZEES &V ET,

« CVPN 954 7Y R ERFLTVBI—H—F/NA Ak, ROERBRICTTLSIC, BBEE
nd IPREETR—NTDBENHYET,
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WBZELEBRWERT, ChiIlkl, RBOIPV6 PRLANFI—ILET, XAOFIETIE, IPv6 v
74V 0% VPN RZRIWCN—FT AT F2HFECODVTHALET,

IPv6 ) — 90 &< =, XD IPV6 BEDTFALIT1T20SAFTRNVPNERETZ7AIICE
MTB2LENHVYET,

ifconfig-ipv6 arg@ argl
route-ipv6 arg0

ROBIOESICBEVET,

ifconfig-ipv6 fdl1l5:53b6:dead::2 fdl5:53b6:dead::1
route-ipv6 2000::/4

DHITlE, ifconfig-ipv6 fd15:53b6:dead::2 fdl15:53b6:dead::1C&k>T, O—AJ
RZILTFINAAD IPv6 7 RL AN fd15:53b6:dead: :2 ICEREEh, UE—K VPN I RARA
~NIPv6 7 RL AA fd15:53b6:dead::1 ICEREETNE T,

RO K route-ipv6 2000::/4 &, 2000:0000:0000:0000: 0000 : 0000 : 0000 : 0000 A
5 2fFFFFFFFEFFFFFFFEFFLFEFFFFFFLFFFF O IPV6 7 KL A% VPN I —F 1 >
JLET,

® Note

fflZ1&E, Windows ® "TAP, F*NNA AIN—TFT 4 T DiFE, ifconfig-ipve ® 2 DB D/N
TFX—=RH --route-ipv6 DI —KhEX—TY NELTHEAETIET,

B ifconfig-ipv6 M2 DONTA—RZBE TRETIHEN

H'), 100::/64 (0100:0000:0000:0000:0000:0000:0000:0000

A5 0100:0000:0000:0000: ffff:ffff:ffff:ffff) FLE

fc00::/7 (fc00:0000:0000:0000:0000:0000:0000:0000 A5

fdff . ffff . ffff.ffff.ffff.ffff.fFff.FFFH) DT RLAZFEATEELET, 100::/64 FB]
EER7RLAFOYOTHY, fc00::/7 F—EO—HILTT,

BOBIZENTLET,

ifconfig-ipv6 fdl1l5:53b6:dead::2 fdl5:53b6:dead::1

IPv6 U —2B51E (L2 —185R) 155



AWS Client VPN EBEHNAR

route-ipv6 2000::/3
route-ipv6 fc00::/7

COBITI, BEICKY, BEHVWIHTSNTLVRIIXNTOIPG RZT7 1Y T4 VPN #HIC)L—
TAITENKT,

R

BHOERBTIE, BTS<HMBOTANZRRITRD_EICBEBITLL&D, EXRMNAERKRIE., 7K
~VXIJ VPN #HEZBRELTH S, IPv6 PRLRAZFEAL TIPve H—/N—IZW L T pingé 2X1TT
B52&ETY, H—/N\—D IPv6 7 RL Ak, route-ipv6 ANV RICK>THETNEHERICH S
DENFHYVET, COping TANIEBRUET, £EL, TROIZIPV6 G R—KNFITATFT b
VPN H—ERIZEMENEBEREDS UEMEN HY ETT, ping "KL, ZILNRILE—RT
BHELTVWBEZEINT VY IOBANCITIORATESRBEGE., ST TN a1—FT14 200 %17
SHREHFHYVET, [T TVERY—ILEBHYET,

IPv6 U —2B51E (L2 —185R) 156



AWS Client VPN EBEHNAR

AWS Client VPN OE_XU >4

EZRUTE, AWSClient VPN B8R AWS V) 1—2 3> OEEME. TR, N7+—X2A
BB IDLTEELRIE DT, VAT RNVPNIVRRANEEZRITTBICE, R

NEEEEFEALT, NSTAVYINE—"OBHRITATMNVPNIV RRANDORNTT I

A1—FT12TRITVET,

Amazon CloudWatch

AWS DY —RAE AWS TUTINEZRALICERTEhD T 7V 5r—23a > 2F_2) 20 0L%FT,
XRNUOZADOPREEBH, DAZIAALERAY S 2AR—ROER. BROTBELEXKND D
ANEBELVLELEWMEICELELEZICEBHAEFERFET O3 E2RTIRDTI—LDEREEZRITD
CENTEET, HlAE. CloudWatch T Amazon EC2 41 > AR AN CPU FRAEXRZED X b
JORAEBHL, BEBICHEUTHULWA AR AZBBHNICEETEET, FHAICOVTE,
TAmazon CloudWatch 1—H—# 4 R, Z28BL T EEV,

AWS CloudTrail

AWS THIUKNICKY, EFLEEFEZFOTHIRNIAKRDL 2T, 1IThhi API J—)LPBEEAX
UREFYTFYL, BELE Amazon SANT Y NMZOJ 774N EBELEFT, AWS 2
CHLEI—Y—ETHIUN, BUHLTO IPT7RLA, BLUOCFFHUBBEZREETEE
T, IXNTOITZAFT>NVPN T U232 CloudTraill A'RE&EULET, chsnF7 o> 3k
Amazon EC2API ) 7 7 L ATHBEENTVET,

Amazon CloudWatch Logs

AWS Client VPN T RARA 2 RADOEZEORITEE_RV I TEXRT, EHOHETEITA
7NVPNEHROVEY NERTRTEET, EHRFAT TR, BT LEREHTE XKML &R
RITOMAEEERTEE T, EHEOFEMZEDOJ IR T S CloudWatch Logs OJ AN —AL%TE
ETEET, FHMICOVWTIE, AWS Client VPN T RARA > M OELO T EEHE S KT Amazon
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e EXIVFATIN—TDEREZIFHEHIBR
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Active Directory F£7zld SAML X—A®D IdP D1 —H—B LTI IN—TZ2RETDEHEE. KDY+ —
ANBHENET,
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EEENAR
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« SAMLR—AN7IFL—2arvBiAsFALTI—Y—%2RET28B4. 9247 NVPNI
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AWS Client VPN

RIUBEEY,

ODNZTN>a—FT142Y

UToteo2avik, 924TMVPNIVRRAVNIETRIEEONS TN 1—FT 12T

DZAT VRN DZA4T >N VPN NOEFHICEA TS OpenVPN R—ADY 7 RIITORZ T
21—T4JICETBEMIE. AWS Client VPN 1—H—HA RO "O0Z 47> 5 VPN ##H0 b
Z70M21—FT427, #BRLTLKEZL,

&< H B EE

NS7I)>a1—F 124 AWS Client VPN:

9ZAT7>KNVPNIZ RKRA N DNS BZfRTE

FEA

NS7I)I>a1—5 424 AWS Client VPN:

RST74v O TZY NETODEEATLEL

NS7I)I>1—5F4>% AWS Client VPN:

Active Directory )L —7" QR A =LA BFESY) (IO

Hee L 3\
NS7I)I>a1—F4>% AWS Client VPN:

DS5AT > NFET#ESE S - VPC, Amazon S3, £

ERRAVEZ—FXYNCTIOEATERZW

NS7I)>1—F4>% AWS Client VPN:

E7EHGE iz VPC, Amazon S3, 14> 52—

XY MNDOTIEANMHENTHS
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DZATNITRIDITHIZAT 2 b VPN ICHk

LEDSEFTRETLSIZ—ZEBLET

NS7INa—F4>2% AWS CIient VPN:

DZAT7RIY7RDITFAI—H-RBENAT—R
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NZS7Ia1—F«4>% AWS Client VPN:

)

ZATRNI7RDIF7A DAY —RBENAT—R

NITZ—%BRYT —7IFL—>3 2k

NZ7)ILZa—F4>% AWS Client VPN:

hAEHRTE SV — HERR

NS7I)I>1—5F4>% AWS Client VPN:

7>
DZAT2 D DOZ4T > b VPN TRALEBOZKY

47\ELI7 E j- 7IT|/ T'fj|\m.,n

NS7I>1—F4>% AWS Client VPN:

DZATRHFTIVRRAVENDT ST RV TL

TV —J7xFL—>3 6t
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e KSTIN>21—F 4> AWSClient VPN: LAN AND KRS T4 Y ODI—FT 14 THFBPEFEBYIC
HEEL&Z W

e« NSNS 21—F 424 AWS Client VPN: 7547 > K VPN I RiRA > N O g 0E &R %= 5
3%

« AWSClientVPN D KRZ 7)1 —FT4>2T:VPCAD K X)IEHEOBRE

NZ7I)1—F 424 AWS Client VPN: 254 F7> N VPN I
RRA>NDNS BEBRTEEFHA

G 8

OZAT>RMVPN I RIRAZ MO DNS BEZBRTEERH A,

RRA

DFAT>NMVPN I RIRAVNRET 7 A4 ILICIE, remote-random-hostname &WS5 /N5
X—BZHFEENTVET, CONTX—RE, DNSF YV 1%ZHLETREDHIC, 54T RN
DNS BEDHICT VR AXFIZEMTBDRSBHLET, —HOITATURTRIONTA—X
ZRBLBVLEY, BEBTOALNFS%Z DNS ZEORIIZEMLEE A

Jyi—->3ar

FEOTHFANIFA4R2%2FEHALT, 947N VPNI RRANERET7TAINEHEET,
DZAT>MVPNI RIRANODNS BEIBETAITZREDH., TORICT A ALANFIIZIE
L T, random_string.displayed_DNS_name EWSERICLET, RICHZRLET,

« 7t® DNS #&: cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

« ZEE /= DNS #: asdfa.cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

RSTIZ1—F 1424 AWS Client VPN: RS 7 1Y 857
ZY NETREEhTOWEL

8
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270 TRY REATRY RT—ORZS T4V I ZFEILELSELTVET, T7TAR—KKT
T4V IRTTAR—RNYTRY REHTIL—T12IL, 41 2F—FXYKNKNZ T4V IORBNTUY
IHTRY NEBHTIL—TAVIIRRBENHBYET, EL. BEDIL—KEIFAT> K VPN
IVRRAZVRNIL=T=7ILICEMLTE, 1 2OL—RLAEREATVER A,

R &A

DSATRVPNIV RRAVNCEBOYTZRY N2BERTRDENTELRTY, TRAFE
VTA4—V—2ZElHTRYRNENDOHBEERITZZENTEXRT, BRI TRY NOBEEF
FOENE, 7747 NIETRAKETRATEUTA—V—-2ORRYEEZREIZETT. I
U, 92472MVPNTR, 947N VPNIY RRAVNCEERFS LY TZY NE
ThZ714Y 0BRNICHBNTZCERFETEREA,

D5A4TF> & DNS SOV ROEYTILIVALICETVTIZATMNVPNIY RRA KNI
BHELET, 2FV, BERERYIZCEL, BERTSAETTRY ROVWThAZEHLTRS
TJAVINFN—TAVTENET, LEN2T, BEBII-RIVNVEZFEZVEESTS ALY
TRXYNERETRE, BEROBBENINRETD ARSI HYET,

FezalE, ROY 7Y NOBEMSFEIL—RNZ2ERETIELET,

e 7 XY NOBEE(TG

- BEMT1: T XY N A (us-east-1a)

- BEMF2: 7 XY N B (us-east-1b)

e JL—b

e =M 1:BTRYNALCIL—FT14>T&EN3 10.0.0.0/16

e =M 2:HTRYRNBICIL—FT1>2T&ENh>3 172.31.0.0/16

COBITE, EHEEFCHTZXYNAZBETDI9TATMNEIIL—RN2ICTOEATET ., ELlk
CHT7ZYNBERBETDIVSATNIIN—BN1IZTOERATEXZE A,

yi)i—>3ar

D5A4ATF>>RNVPNIV RIRAUBNC, BEFTOSNEZEZRY ND—00F2—45Y NeFEDOELUIIL—

RIKNUNBHBZEZBBELET, chickl), RSZTAVYINIL—TFT1o0&EndHTY N
BIREL., 99472 RNEIXRNTOIL—BNIZT7OEATEET,
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NZ7 )2 1—F«4>% AWS Client VPN: Active Directory 7' JL —
J7ORBAIN—IAFBEESY) CHEL &V

L]

Active Directory I —7 DEBIL—ILZRELELEN, BEESYICHEL TLVELA, IXT
DERYRNI—IVDORTTAYVIVZEERTS1H0.0.0.0/0 DEFEIL—ILZEMLEL LN, HED
REEXCDRORNS 74 Y IBRVERICKKLET,

R &A

ARIL=ILEFE, RYRNIT—DCIDRICAVFYIALENET, EHRBIL—IL TR, BEOXRY KJ—
2 CIDR ADT Utz A% Active Directory )L —7IZFFAI T2 XENHET, 0.0.0.0/0 DA
=R EHRET—AELTEDLNZ S, ARL—IILOEKRIEFICERELS, HRRICFMEhE
9,

PIZIE., ROIEFT 5 DOERBIL—ILNZEKTDELERT,

c =L 1TIIN—T1E10.1.0.0/16 ICT VAT

e L=IN22T0N—T11F0.0.0.0/0 T VAT

e L=IL3:TIN—T21F0.0.0.0/0 T VAT

e L= 4TUN—73130.0.0.0/0\_FIEATS

e =I5 TI—T72F172.131.0.0/16 ICFVERTS

cOfITRE, L= 2, L= 3, BLTIL—II 4 FRECTHAEhET, JIL—T11&F
10.1.0.0/16 \COKFTIOEATE, JI—7213172.131.0.0/16 ICDIKT IV EATEEXT, ¥V
I—7"31510.1.0.0/16 £/=lk 172.131.0.0/16 IC TV EATERTHAN, HOITXTOHORY
RO—DIZTOLRATEET, L—II1ES5ZHIRTRDE, 3D2OTIINL—TIXTHAITXNTORY
NO—DICTFORATEET,

94T RNVPNE, BEBIL—IN%25HlT2LEC, GRILTAVIARIVFUOI%ZFERALE
T, FHMICDOVWTIE, Amazon VPC 1—H—HA RO ")L—FT 1T DEXRE, 25RBL TS
(AT

Ji—>3ar

Active Directory L= IZHENDZRY N —2 CIDRAOT7 VAP RNIZHEAT T2 HERIL—I
ZERTRD L ZHFELET, 0.0.0.0/0 DERIN—INZEMTDHEE. TOIL—I)LIFEREICFTME
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Eh, LEIOEBIL—INICE2>TT IV ERAZHFHATERY NI—INHREND AN HD &I
ABELTLSEZ W,

RS 21—F 1424 AWS Client VPN: 95 A4 T > NI ET
fiE - VPC, Amazon S3, A XA—XY NCTOEAT
/4N

Eaf=:

DZATF72RVPNIY RKRAZ MIL—RZBEICRELRLED, 95472 METEE
VPC, Amazon 83, KA X—RY NITIVEATEXE A,

Ji—>3ar

RO7O—F¥—hICE, 12—y b, ET7EH VPC., KLU Amazon S3 #i O B8 Z 2 U
TRATYTHEEFATVET,
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Clients can’t access
peered VPC/53/the
internet.

Does the
endpaoint
have the required
authorization
rules?

Mo

Add the required authorization
rules. For more information, see
Step 1.

Does the
endpaint’s security
group have a 0.0.0.0/0
‘egress all’
rule?

Add an outbound rule that
allows “all traffic’ to 0.0.0.0/0 to
the Client VPN endpoint’s
security group.

Can you resolve
the DNS name?

Check that you have provided a
DMS server for the Client VPN
endpoint. For more information,
see Step 2.

Can you ping
a public IP
address?

Check that your associated
subnets are properly configured.
For more infoarmation, see
Step 3.

Can you ping
an IP address with a
payload larger than
1400 bytes?

Check the M55 config in the
.ovpn endpoint configuration
file. For mare information, see
Step 4.

t VPC, Amazon S3, £ A 2V EX—Y NITIEATERZW
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1. A28—XXYNITIVERAIZDEEE. 0.0.0.0/0 DEFEIL—IILZEMLET,

E7#E#H VPC ICT VAT BEEE. VPC ® IPv4 CIDR E#EOAFRIL—IILZEMLET,

SICTIOEATDESRIFE. AmazonS3I TV RARAKNDIP PRLAZEBELET,
2. DNSEEMRTEBDHNESHERBIBELET,
DNS BZRTEBRVWEEWE. 75247 VPNI RIRA MO DNS H—N—HEEETh

TWBR L ZHAELET., MEODNS H—N—ZEETIHER. TOIPTRLAZEEL
FT. DNSH—N—HNVPCHASTIVELATERD L ZHWIELET,

DNS H—N—IZEETS IP 7 RLAANTHZFEE., VPC O 2IP 7RLAIZVPCDNS VY
IWN—ZEELET,

3. AVEA—ZXYRNTIEADBEK, NTVYOIPTFRLAFEINTUYODITHA K
(amazon.com & &) IZ ping TEBHNESHZRFELE T, RENFBSnAVEEIE. BENST
ShEHTZYRNDIL—FT—=TIIC, AVEZ—FYRNTF—RIIAFLEFENAT S —RDIA
ODWVWITFNHLERXR—TYRNETEITFTAFILRNIL—RINFHBZIEZBBELET, IL—MIREEIT
WBEBEE., BERITShEYTZY NI, A ONTDREBKOETINNIVRORNST49 D
7OV 9033FYRNID—0F0AARNO—=ILUVARNDIIL=IHFBEVEE2BRBLET,

E7##% VPC ICEETEAVGEER. BERTShAEYTZRY MOIL—NTF—7ILICET i
VPCDI—RIVKNUNHDEZHBLET,

Amazon S3 ICEETERZVHEER, BEFTShEYTZRY MO T—TLIZTF—KDI
AVPCIVRERAZVRDIL—KRIVRNIUFHBDEZRBLET,

4. 1400 N4 hZ2BRBRAO—RZFEODNTVY Y IPFTRLAI ping ERITTERDNESH %
BEALET. LTOVWThAOIONY REFEALET,

« Server

C:\> ping 8.8.8.8 -1 1480 -f

* Linux

$ ping -s 1480 8.8.8.8 -M do

94T NFET#ES VPC, Amazon S3, FhlFA 2V Z—XY NZCTIEATERV 171
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1400 N1 REBZBDRAO—REZHFDIP 7 RLAI ping ZRITTELRVGERK., FE0TF
ANIF4R2Z2ERALTIOTZATRVPNI RRSAUDN .ovpn EEZ7 7 AL ZFAE, UT
ZBMULET,

mssfix 1328

NSNS a1—F74>2% AWS CllentVPN E 7S N
VPC. Amazon S3. £hklEA 32—V MO T 7 AN ik
THd

]

E 7 ##% VPC, Amazon S3, FhEA X —XY MM OEGERICHGENSZEEOREN Y ET
A, BEMRTOSNEYTZY MOTIELAICEREELECA, BHEORBEEZMBRTZICIE. 1L
THERTIVLEN HYVET,

R &

D9FA4T> R E. DNS SOV ROETILIVALILETVTIZATRMVPNIY RRAUKNIC
BERELET, 2FV, BREBYTIEEZIC, BERTSMES XY MOVThLZEALTRS
TAVINN—TFTADTENET, LEN>T, BEBII—RIVNI)ZFLEZVEESTSNLEY
TXYNERETRE, BEROBBENINrRETDAESEI BYET,

Jyi—>3ar

DZAT2RVPNIY RRAUNI, BENFTSMEZERYND—OOR—TY NeFDO2RALUIL—
RIVKNIUAHBDEZBRELET. chiZLY, RFTAVINFIN—TFT 12 TEhBBEERTSH
EH7ERY MIBREL, 94T RNEIRTOIL—RNIT IV EATEET,

EERE, V4T RNVPNIY RRANCIDOEERITShEYTRY N (HT7XY N
A. B, 8LTCO)ABY, I9FATRDAVEZ—RY NTF I RAZEMNCIIRELERT, ChZEiT

SICEk, BERFTSNEEYTRZYNERXR—SYNETD0.0.0.0/0)L— K% 3 DBINTAHE
NFHYET,

e L—N1:HTZYRNAIC0.0.0.0/0
e L—KR2:HT7ZYRNBIC0.0.0.0/0
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e L—KR3HTEXYRNCIZ0.0.0.0/0

NST)>a1—F14>2% AWS Client VPN: 954 T KNY TN
DITHIOZATNVPN IZEGHLEIDETHETLISIZ—ZIR
LET

Bl

DRIGOZAT7RNEDTAT2NVPN ICEBICERIDENTERL LY, OpenVPN R—2R
DIOTATVRNE, BHRLEISIETREVTIhADROIZ—EZRLET,

TLS Error: TLS key negotiation failed to occur within 60 seconds (check your network
connectivity)
TLS Error: TLS handshake failed

Connection failed because of a TLS handshake error. Contact your IT administrator.

EZASNBREAE 1

MERAZERAL, V54T NIAERMIARNEZAR—NLEBE, V7472 NIAEXRM
JANDBEDHRAINTOVIEAREAHY) ET, BT I—ATR. 77472 M VPNIY RR
A& AVR=BNLEITFATNERABRMIARNERELTIZA T NEAEZF IV D
LET. V472 MEAZXRM)ANDBEMHRATINTVWEEERE, 75472 MVPNIZVR
KAV NIEBETERE A

FRIREE 1
OpenSSLY —I)LZzEAL T, 9547 NIEAEXRMANODEMHRZEZELET,

$ openssl crl -in path_to_crl_pem_file -noout -nextupdate

HAOCE, BMBROBRIRRIENET, V7472 MEAZBRM)ANOBMHRATINATVS
Zak. MUVERAERWIARNEERLTITZATRVPNIV RRANCAVR—NT DL
ENFHYET, FHEICOVTEE, TAWSClient VPN 25472 hEAEXRMI AL, 28BLTL
ZEW,

EZAS5NBFRRAE2
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DZA4TRVPNIY RRAUNIEAENATVWAR Y —N—HAEOFDHRIYINTVET,

FRIRR 2

AWS Certificate Manager 1>V —J)L &Ik CLIAWS Z2#AL T, Y—N—HEODAT—RX A%
BRELET, T—N—FHAEOEMHERI TN TVDHEEK., FHLVIAEEZERL TACMICT Y
Z7A—RULZEF, OpenVPNeasy-RSA 1—TFT A UT 1 ZFRLTH—N—BLVO I T4 T > NiH
Eex—ZERL. ACMICAVR—RNITBDATYTOFMICOVWTIEE., TTOMEEFETE AWS Client
VPN, EBRL T &,

T, OSP4T OFA4TFT M VPNAOEZICEAL TVWS OpenVPN RX—ANDY 7RI T
FICEABENHDUEEN HYET, OpenVPNR—ADY T RNIITORNS TN 1—FT12JI1CE
955 MIE. AWS Client VPN 1—H%—HA RO "OS A7 N VPN EHORNZ T2 —FT42
J,EBBLTLEEL,

NS7IN>1—F 4> AWS Client VPN: 954 TRV 7 K
DITHFI1I—HF—RBENAD—RIT—%1RT — Active Directory

s=
=Ny =]

Gl

DZ4TF >~ VPN I RKRA 2 NZ Active Directory FRAEZFERAL TVWET, UEIEIZA4 T~
BUOTATNVPN ICEBICEHKTDCENTERLE, LAL, BE, 9547 NEERS
I—H—BENRT—ROIZ—2ZITWM>TVWET,

EZA5NnBFRR

Active Directory REEZ AL, V54T MRE7 74 ZE A L 12&IZ Multi-Factor
Authentication (MFA) ZEIC L1888, 77 AMICERI—Y—IC MFAO—ROANERDBLH
ICHERBHRIEENTVERA, I—F—BENAT—ROAEANTEELSKROS N, RBEEEF X
BMLET,

Jyi—>3ar

WLWOSATURNRET 7TANEZADO—RL, 9547 NCBABLET, ILLWI 7 AL
RDITHNEENTVR L ZHFELET,

static-challenge "Enter MFA code " 1

VAT NI T RNDITHF I —RBENAT—ROIT—%IRY — Active Directory F35E 174
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FHHICOVWTIE, TAWSClient VPN T RIRAVREFEET7AIINDIT O AR—bc 1 2ZRL TL
EEW, 94T M VPNIY RKRA 2 NZEFEAE T IC Active Directory O MFA BREZ T A B
L. MFAFRBREESY ICHMEL TVWBD L ZBRELET,

NSTIN>a1—F14>2% AWS Client VPN: 9S54 TF7 > NY 7K
DI I1I-HY—-—FBENAD—ROIZ—%RT — 7 IFL—
>3 wal

il

2y
EII_Ill

7IFL—23a RAEzEALTA——RBENAD—RTOJAILES5&L T, TEELLER
BHAELLS BV EEA, EEBEZFICHAVEDETIKEZV, EVSTIS—HFHLETS

R &A

COIZ—E, IdPHS5®O SAML LARVAIZABLLEE 1 DOBUNFEENTVWEV I ENRRE
THDAREES BT,

Jy)i—->3ar

IdP A5 M SAML L AR AIZE, PBLSEE1 DOBUNBENTVRXEN SV ET., FMI
DWTE TSAMLAR—AD IdP FREJ Y —A1 ZZRLTLKEZ W,

NSTI>a1—F 41424 AWS Client VPN: 954 7> N BE T
2RV —MERS
Eaf:]

D5ATNVPNIY RRAVNCHERIEZEALTVET, V5472 M TLS F—FO>
I—232KBOIZ—ERALTIRIZ—ZZTWM>TVERT,

EZA5NnBFER

DFAT U NIRBENLERET TANCOTAT U RNEREBEITAT U RDTTAR—KF—=4H
BEATLWEVA, SIRABEF—HNELLHYEHA,

J)i—>3r
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BRETJFAINCELWITATURIABEF—HEENATVD L ZHABLET, BEICHLUT,

RET77AINZEEL, 94T NIBEALET, FMIEODWVWTIE, TAWS Client VPN T2 R
RAVKRBEZZFAINDITAR—b1 ZZBLTLEEW,

|\37‘)L~>:L——F4 >4 AWS Client VPN: 25 A T > KN OS54
~ N VPN TRAIBEHROFAY M ABBIS—%2&RT — I
|/ T’f P4 I\wun

il

9T5ATRVPNIVRRAVRNCTZIFL—2a B E2FERALTVWET, 954 TR
SAML X—ZA® ID 7’AONAZ—® (IdP) 750 J 14 RIICI—Y—RBENADT—READLE
EEIL, REABHRICOVWT, HR—KRENTVWIRAHA XEZBATVWREVSTIT—HNRRENE
£

R

IdP IC& 2 TIRE N D SAML ISEN ., Y R—REATVEIHEATA XZBATVET, FHICDOL
TR, TSAMLAR—AD7IFL—aVFAIOEHECERSIE, 2SR L TSV,

Viyi—>3>

IdP TA1—H%—HABIT2TIN—ToHzEs L. ERzBERATLTLSEETL,
NSTIN>a1—F14>2% AWS Client VPN: 95 A TF >
RrRAKNOTSoOYEBVTVWVAEVY —TJIFL—>3

Ll

D9SATFTRNVPNIVRRAKNCTIFL—a BAE2FRALTVET, 95A4ATF NI
RRAVKNIEBHELESETDE, VAT NI TNIITICR2TTTIOH DA RINEI N
T, ROYICI—H—BENRD—RHFRYTTIT T4 RIICRRENET,

R
VAT NIRBENIERE7 7A4)LIC, auth-federate 770 EEFNTVEEA,

VUEESED

DF4AT KD S, BABEBRIBRAY A XZHBAZEVSITIF—HNEBEND — 71 FL—2 3 Ri 176
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BHDRETTANETIITAR—FL, AWSIEEENIEZIZA T NIAVR—NLT, EEZHB
ATLTLSEZ W,

NS a1—F14>2% AWS Client VPN: 2S5 A TF > NAFIAT
BERR—NEZREHBEVWIS—— JIFL—FT1 v RF3
Gl

USA4FYRVPN IV RRAY N7 IFL—YavREEBALTVET, V54TV I
KRAVNCBBELESETRE, YSATFYRYTRIIFARODIS—EBLET:

The authentication flow could not be initiated. There are no available ports.

R &

AWS Bt NS4 T NE, B Z2TTIT2EHIC TCPAR—N 35001 ZERAITHDHENH V)
£, HFMHICOVTIEE., TSAMLAR—AN T IFL—a VR0 BEHEEZESE,) #22BLTLKE
=L\,

Jyi—->3ar

DSAT 2 RNDTINA AN TCPR—K 35001 27 O0v 7L TVWRW\WCE, FEEOZ7OATHE
ALTWACEZERELET,

NS7)1—F1>4% AWS Client VPN: IP QR —BI- & V) 124
NRTITD

Ll

VPN &8 TL, 9547 MY 7RI ITRROIZ—2ZRLET, "The VPN connection
is being terminated due to a discrepancy between the IP address of the
connected server and the expected VPN server IP. Please contact your
network administrator for assistance in resolving this issue."

R &

AWS REHENIEOTA T NTR, BHREAEDIPTZRLANI9ZATNVPNIRIRANE
NYIOTYTITBVPNH—N—DIP&E—HTHIHUENHYET, FHEICOVWTEK, "#2FEHATS
EODI—IERANTTUFT 1A AWS Client VPNy 2#ZBLTLSEETV,
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