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https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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WorkSpaces > >4 T NEBE IV —IDOFEH

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to [t

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client

fleet in the WorkSpaces Thin Client management

console.
Admin management flow
5 Thin Clien
’
)
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service

WorkSpaces > US4 T NEBEIY—IAELKS®E
oS, F—LD WorkSpaces IV TAT R TFINAARAEREOD 7 —N2EBTEET,

WorkSpaces > 95 AT > NFINA ADFEMIZ DWW T I, WorkSpaces > 754 F > N1—H—
AR, Z5RBLTLEEL,

T, BOFL &5,

[N =R
. IBIE

- FNAR
s VJNJITDOEH
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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EEEHAR

i

& WorkSpaces >0 ZA T RFINA A, B2 OREFRINY TREZFERAL T T4

JY—RIZTIOEALET, I—H—E&F, ROVWThH DR

CORBIZTIEALRT,

Amazon WorkSpaces

WorkSpaces 7 7°\)r—=</3

4
» Amazon WorkSpaces ¥ 17 75

REVAB

RFAONY77ONM X —%FEALT

REICEK, BRETEDNTAXA—RERTTER T3V IPHBYET,

® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1

Enter your environment details

Create a name for your environment. This name should be descriptive and unique. Or you may
choose to use the default name. You may also add users and groups to your environment.

2

Select your virtual desktop provider

You will need a service to provide your users access to their virtual desktop and compatible

resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,

or AppStream 2.0.

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

Environments (6) info

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | virtual desktop service
O Environment 01 WorkSpaces
Environment 02 WorkSpaces

Environment 03 WorkSpaces

nment 04
3 Cloudshell  Feedback

RIE U A~ OFF
REONZA=EFLEI—-RIC
R

Element

=L

v | Virtual desktop service ID [4 v | Activation code
d-00000000 gheltpas
d-00000000 hiSrax1

d-00000000 ghl13e0p

—BERRENET, RORKIC,

c Actions v Create environment
12 >
v Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
0 October 03, 2023, 21:22 (UTC-07:00)

Privacy Terms  Cookie preferences

BEORERETOMEZRLR

CORRICEHERTShI—E0HEF,

il
B
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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EEENAR

Element

REBFRAINYTH—ER

REFAVNY 7H—ERID

3>J—R

\'l

TIOFANK—

TINA A

Y R I

RREVANT O3>

ZRITLET,

Element
EEA

EX
Al Z R

Torar
RIBZERT S
NEY D

- IRIF O
- RIBZEXT S

S

CORENEATHIRETFAI MY 77ONA
9‘—0

BRETFAIRNY TH—ERATONAA—H D
RFEICHY) ST —E0FR

IV RIAI-—Y—HFREBFRAINYTRELCT D
tAIRLEHICEATEHII—R,

COIREICT V1AL TWS WorkSpaces >
SOTZAT U NTFINAADE,

RIBANMERE N - B,

CCHEORITTERTIVIAVEEBHYET. ChSOLVWThAZBRLT, MSTBT7I3a>

%I:I

o
EEIBINTORBERRLET,
B UANEEHLET,
BEORMERRLET,

M BEAREEEBEBTED ROY THY
SUANEBEET,

REZERTZTOLAZRBRLET,

RREUAR
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- REZwRETD
- RIRZHIRIS

IRIR D &AM

RIEZBIRT S &, WorkSpaces > I0FA T RV —=I)LICEDRBEOFHFMNI RIS, HBERT
EDEDICHKRYET, AVV—-ILICK, CORBNrERAIZIREFRAINY Z7ONAMZ—0FFEE
RRAENhET,

NEY D

- BE

« RAEFTRU MY TIRIEDFEM

B=

BIEt 923> Tk, WorkSpaces > U054 T NREDEBHENBELZTBALET, XOXK
2, BBENREXLTOMEERLET,

Summar y
WaorkSpaces Web 00:00 (Device local time) 1
August 07, 2023, 16:04 (UTC-04:00)
August 07, 2023, 16:04 (UTC-04:00)
Element i BA
A8 CORBICHEEMS T NE—EDORIF.
BREFRAINY TH—ERA COREBNEATZRETFAI Ny Z7770/N4
g‘_o
REFRIRNY TH—ERH REFROKNY TH—ERAZ7OANAE DD
IRIEBICEIV)HTED—Z0&/; AT,
FTIOF4R—>3>]—R COd—REFE, T RI—Y—HIREFARD

NYTRIBICT OV EATROICEALET,

RIBOFM 26
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EEENAR

Element

V7 NDIT%E(Cup-to-dateREEIC/R D

XDTF AT 42 RODOREHREZ

XVTFIARTA2 RODKT KZ

7

XUTTFUAT142 ROUDIEHR

BEENITSNETNARA

Y R I

RETAT Ny TREOFH

WorkSpaces > 754

S

DREICKY),
MLKUi?o

V7RO ITOBRBEHNE

BBYI7NIVITEFNRBRENZBEOR
Ao

BEBYI7RNIIT7ERIRT IZ2EBENORKZ,
BEYI7 NI TERIRELER,

COIREICT V1AL TLWS WorkSpaces >
SOTZAT U NTFINAADE,

CDIRENERE iz B,

T RRER, RETAIRNYTAVE—TILAATEITENET, &1~

B—T7IAACRK, SARRZHBPIZDERTIBENTIXA—ZOEY MNFHYET,

Amazon WorkSpaces 74 L 7 M) O F¥#H

Amazon WorkSpaces TAmazon WorkSpaces> > V74 F7 > RNREW, F4L IV MV ZFEAL TR

BFRAIVRNY TEERBRUPRITLET. ROKIZ,

WorkSpaces directory details

Directory ID Crganization name

abc Name

Directory name
xyz

Directory type
Simple AD

Element

T4LOUKJID

FHOBRERETOMEZRLET,

Registered

© True

Status

® Active

S

COREICEEM TS NhTWS Amazon
WorkSpaces 1 L7 M1,

RIBOFM
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EEENAR

Element

[Z1 LU KNUE]

[Organization name] (2#8%)

[T4LORN)RAT]
BREH

AT—ZA

S

< M Amazon WorkSpaces 71 L 2 ~J (ZB8E
FHshk—Z0HR T,

Amazon WorkSpaces 4 LV M) Z#HT 2
RO TN

Amazon WorkSpaces 74 LV k) DR,

Z @ Amazon WorkSpaces 71 L U MU N & &
ENTVBHLESH,

Z @ Amazon WorkSpaces 1 L O NUNT D
TATHESD,

Amazon WorkSpaces Secure Browser 78— & JL 0 ¥4

Amazon WorkSpaces Secure Browser TAmazon WorkSpaces> > 754 7> NREK, I TR—
ZNEFEALTRETFAINY TEZERBLTERITLET, XORIC, FHOZERE TOMEZ R

LET,

WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Element

=R

YR B %

VITR—ZIIY RKRA K

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

S

Z M WorkSpaces Secure Browser R— & JL(C
BEMFsniE—E0EEFo

— M WorkSpaces Secure Browser 7R— & JL A"
ERE i BB,

BRETFATRNYTREANOT 7 EAICERE L
% URL,

RIBOFM
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WorkSpaces 77U r—=< 3 > Ol

WorkSpaces &> 954 7> NREEWorkSpaces 7 7T —2 a VIEHARZR Y U TERITE h, A
TAIRNY TZERLUTEITLET. RORIC, FHOBERETOMEZTRLET,

AppStream 2.0 details

Stack name IdP login url Time created
xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
Element B
AEYIH Z @ WorkSpaces Applications A& ¥ 7 |ZB8iE
Fhshiz—Z0@E5EF.
IdP O%' 4 > URL WorkSpaces 7 7°Ur—>3a > A&y 00O
JaAa>eEQIdTIORNIERAENS ID 7O/NA
9‘— URLO
ER BEZI — @ WorkSpaces 7 7T —23a>v A&y Y
MFERE 1 iz BE.
RIBEZIERT S

BTk, SFNAAICAWS I RI1I—HY -1 —F 1 T —EANMBET
9, WorkSpaces > V54T MNEXROY—ERAZFERALE T,

« Bl HTsNnEFT1L U KN EANL = Amazon WorkSpaces
« BYHTESNEAZY V%L K WorkSpaces 77’ Uor—>3>
« DIJR—ZILT RLAZANL % Amazon WorkSpaces Secure Browser

BFEORBECH-—ERAZE)ETEH, ILLVY—ERAZERTILENH KT,

e
i
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® Note

WorkSpaces > 954 F > Nk, BULU—23a>HOBRBTFAIRNY T ORERRLUE
CP

Nev o

c ATV 1. REOFHHZALTS

« ATVZ 2. RBFRAIONYT7ONA X ZEIRT S

« ATV 3 TFNARI—H T I0T4R=23VO—REZEETS

ATY7 1 REOHMZEA DTS

1. FREOFH] 71— RICRROBHZADLET,

2. BRBVINIITNYFERETDICE, V7RI IT 2R ICEHORELCKRDI]FIY IRY
DARZFXVICLET,

(® Note

BEYI7RNIVIT7ERFIBHCE>TVWREVEE, FETEHZ7 Y1350, V7
RIIT7OEMPRI NN TS ATLANEHZEBHITIET, CORRICEREINLT
NAARYTRNIITEHRZZELEEA,

R, TNAADVYTRIDITEY MON=232VRBDATALAILR D> TRESENET,
CON=23AVREHON—232TRBEVBEENFHYVET,

3. REDXVTFUVAVAVRIDEATD1-ILNIBDRAIVITZERLET,
« SATALAREOX D TFVATAVRIZERTS - BEAROSNERZICRREY 7KDL T
ZEHEBNICEFRLET,

C [AARABRLXDTFUADAV RDZBER]-RBEVI NV I T Z2BBEFHRLIEVERZHREL
£9,

4. REBFRAIONYTH—ERZBRLET,

* Amazon WorkSpaces
« Amazon WorkSpaces ¥ 1775 IH
« WorkSpaces 7 7’ —> 3>
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ATY 7 2. RBFRIONY T77ONA T RIBIRT S

1I-H—CREFAINY TEEREOB DU Y —ANO TV L AERET 2L AFRETT,

/A Important
WorkSpaces >V Z AT NEBEDDV Y —IIAEBLCEETIICE. SATLANEED
EREBELTVWAZENHYERT, ChoNERR., "RIRFHCHRE) CERHEShTL

£9,
OAVYV—I)LZEZRETDHIC, DATLNCNSOERHZBLZLTVWRS L ZHRBL TKESE
W,

Amazon WorkSpaces O {3

Amazon WorkSpaces (& Windows AN 7 )L Z—2 RFAI MY TRELY—ERT, HR—K&
hMTVWBREDTFNAADNSTE VY —RICTIELATEERT,

1. Amazon WorkSpaces ZfH T2 IClE, XROWThAZERITLET,
s CHEAOREICEDETHEALEVTFALINUERBRLTLSEZY, ROVZFZIUARN
ZZRIDN, RET7T A —)ILREFEALTFILINIVZRETEET,

« WorkSpaces 1 LV MU DERRZZBEIRLT, F4LIRMNJUZERLE
9, WorkSpaces T4 LU M) DERDEFMICOWVWTIE, "WorkSpaces D74 LUK ZE
B33, 22RBLTLEEL,

2. RIRODEMRZZERLET,

REZEKTIHETE, BTHMEZHEETEERI. FHAICHOVWTR, "BRZHEETH, 22RL
TLEEL,

WorkSpaces 77U —>3a > 0OEA

WorkSpaces Applications &, FARAIKNY T FFVT—2a>wz A5 T7Z0H AWS ICA K
VS S B B EATED TN Z—T REORERT T UT—S 3V ARNU—I 2 T H—F
ATY,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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/A Important
WorkSpaces 77U —2 a VREZER TS ICIE, & cli_follow_urlparamlcFRET
DRENHY)EIfalsec cNEERTDICE., ROBEERITVLET,

« BEN7O77A4I)TlE, aws configure set cli_follow_urlparam false %
TLET,

« ProfileName EWSEZFOMFVWEZTOT7 7ML DBEEEF. aws configure set
cli_follow_urlparam false --profile ProfileName Z3R{TL T &L,

1. WorkSpaces 77T —2 3V Z2BETAICE, ROVWThHAZETLET,
s CHEANREICAEDETHFEALEVAZY VZBIRLTLKEEY, ROVYITEIVDANEZS
BI2h, RR7A—I)ILRZEALTAZY VZRETEET,

« ARV IUDERRZZBRLVLTARY U ZRERLET, WorkSpaces 77U Tr—>3a> A
Y ODEROFHEMICOVTIE, "AZYIDER, 25RBLTLSEEV,

2. D7ANAZoO004>EOJT7IJRNURLZ[IdPOY 4> URL] 74— RICAHALET,
nICkV), 1—%—I& WorkSpaces > 0T34 T NMZOJA B RTATTIRNTEET,

3. WIRDEMRZEZBERLET,

REZEFERLEERS, RTHAZHRETERT, FMICOLWTR, "BRZHEEITS, 22RLTL
ZEV,

Amazon WorkSpaces Secure Browser O &

Amazon WorkSpaces Secure Browser &, {fEJARNT7IILNYZ—2 RE® WorkSpaces 1Y —
LT, BEODVIT7ZSOYAOI—H—IlREBTITIR—ANDT—YO— R & Software as a
Service (SaaS) 77’V —>2a> T U EAZRMIBELSICEIFETATVET,

1. Amazon WorkSpaces Secure Browser ZEXE T B ICIE. XOVWIThAZEETLET,
s REBICEAITZVITR—RIEBRLET, ROVIFEIVVANESRBITDH. BE
714—)LREFRALTIVITR—ZIEBRETEET,

 WorkSpaces Secure Browser DERRRX > ZBEIRL T, VITR—FILEERL
¥, WorkSpaces Secure Browser 7 I 7R—Z )L OEKOFHMIZ DV TIE. Amazon
WorkSpaces Secure Browser DY R 7Y 71 ZZRBL TS EE L,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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2. REOERRZVZBRLET,

REBZERLLEERE, BRTHAZHETERT, FHICOLTR, "BREZHEEID 22RBL T
Z2EV,

AFYT 3 FNARLI—HY—LFIFAR—2 3V D—RERETS

BBEFETFRAINYTH—ERAEZRETRE, AWSIYZXIXRNOY=IIICEY NTY7THD
—BOTITAR—3 - RIEEETNIET,

COTITAR—32]—REEED WorkSpaces > 9T A T RTFNA AT —H—IZ1R#
L. I—Y¥—R@GhzZEALTREFAINY TICTIOERATEERT,

TINA A1 —H—#H Amazon WorkSpaces >~ 9 ZA T N EBET D HEOFMIZI DOV TR,
"Amazon WorkSpaces> > VAT N1—H—HA R, 2B L T EEV,

REZRETD

WorkSpaces > VAT NEBI V=)L, B201—H—0REFAINY TREZEEL
F9, cOOAVV=ILS, REFAIVNY TREZRETLIFHIBRTEERT,

1. MEITIREZERLET,

(® Note
ROYTHIVIANEZZRIZDN, RRE7 A — )L REZEALTREZRRTERT,

2. TUO3VREVEBRLET,
3. RAYTRIVIVARYSHEZERLET., RIROBEIT 1V RUNFRRENET,
4. ROVTFhLZRELET,

c RREB] 71— /LRTREODBENEZEELRT,

- BBYIRNIITNYTFEHMOVYTINIITEFROFMOTF IV IRY VAZEELEXT,
s REICEDEBTIX VT FUADVAVRIVEZATZ1-INTDRAIV T ZEELEY,
REORERZ D ZERLET,

o
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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RIEZHIBRY 2

® Note

FNAANBRENTVABERERTEE A, £T. BEROTNTOF/NM AEERF
BELTEBTDREN G ET,

1. HIRIZRREZERLET. ROVITIIVVARNEZRIDHD, RET7 1 —ILRZEAL TR
BERRTERT,

To>arvRrEBRUET,

ROYZ7HIVARNDSHIBREBRLET, REOHIBROER V12 RUNFRTENET,
WA A4 TOJ T, [Delete] (HE) EADLET,

[HIBR] KRR &ZBRLET,

o M @b

TINA A

WorkSpaces > O ZA T RNOZELY R1I—HY -, REFAINYTREEAVFAIY—A
ICERITDERTFNAAREZFRELTVET, chs0F/N1 Ak, AWS Y4 ~® WorkSpaces > >
VAT RNEBEI Y —I)ITEBETIET,

ZOOAVY—INS, F—LRAOTNAAEEXTEET,
TINAAVAR

XY RID—OHNOEBEOTFNAAILLE, BETEDZINTIAXA—RERTTERT U2V 2L H
WERT,

DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 &

[} Device ID A Device name v | Activity status

O GO723HO08 - @ Active

<
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TINA A A~ DA

TFINAADNZX—=EALEI-—BIL-ERRENLET, RORIC, BEORERELTOMEZTRL

£9,

Element
FINAAD )T IES
FINAAB

REERE

FOTAETADAT—RA

BRAT—FA

B7L):
B2 DFNAACEHTShhIZHBES,
(F7232)TFNA ALK TE—EDOEH,

FINARICT OEARATDI1—H—0=RAF
B, WorkSpaces Personal ZfER T3 BEICD
AERATEXT,

TINAADREDAT—R A, 2DODAT—X
AREN BV KT,

s FUOT47 -BE7BEICARELLSEES 1E
XY RND—=DICEHKZEIATVET,

c kT7OF4T7 -BET7HBICRYRND—DIC
EETshTWEEA,

FINAANEY NTFYTEN, ZOAWSTH
IO MNCBEEFFSh, BEDRED—IBTH
BEEBAELET, ROVThHORREICK
VED,

* Registered- Ch@ETF7FILBNDAT—2A
T9,

« BREBR —TNAARYEY FELTER

BBR7OEAHFTT,
® Note
EREBEREDT/NA AZHIBRTE
£ I

TINAAVA R

35



Amazon WorkSpaces > 774 T >~

EEENAR

Element

REID

VI7KNDIF7AVTIATURA

TFNAAVANDT > 3>

CCHESRITTERTIIIAVERZHBHYET.

ZRITLET,

Element

5 EA

B
il E RN

roa

S

« Deregsitered — 7/V 1 AlF E&E IC B REFERE
ﬂﬁ L/Tr:o

(® Note

TINA AZHIBRTEDDF. BRHE
BRAT— R AE - BRFRAT —
BADWTFNDLTHBIHEEDHKT
EE

c T—HATER -TFNAAGT—H4T&h
TVWEY,

COTFINAADNTRY FEATVWRREDES
To

TFINAAVTNDITOAVTZAT VAR
T—RRo 2DDAT—RAREN BV ET,

. %
. Je

nsOWTFh L ZERLT, W¥WI2T70>3>

S
BEEITRIINTOTNARZKRELET,
TINAAVARNZEHLET,
7N AOHMERTLET

ROYZTHIVUANEZRE, UTZRTTE
x9,

TINAAVA R
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SHICI

BH

s FNAABZWRET D

« F—Hh4A7

- [Delete] (HIRR)

s PNAADFHMET DV AR—KNTD

Element

TINA ADEX TINAADEXTOEAZRBLET.

Nevy o

« TINAADFFHA

s TNAAEBDwE

s FNAADOVEY N EBERER
c FNARDT—HAT

o FINA ADHIR

« TNAADOEMERR

T INA ADFFA

FINA A%BIRT B &, WorkSpaces > IFAFT 2 NAVY—=IICEFOT/INA AQFHHN RRE
N, BERTEDESICBYET, IV, FNAADZRY NTD—=0 (T EEFEENI-AL
HEBICREIAFHMERTENET,

NEY D

- BE

. FINAARE

c I—Y—TUFAETA

B=

BIE+ 0> 3> Tk, WorkSpaces > I F AT R TFINA ADEBBENCBIEZHRBLET, XD
R, BBEORERLTOMEERLET,
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Summary

Device serial number

ARN
[ ]

Device name
Device type

Activity status

@ Inactive

Element
FINAAD )T IES

ARN

TINA R

TFNAARAT

TFOTAETADAT—RA

el
Sk
o

BHBRAT—FA

Environment ID

Enrollment status
Registered

Enrolled since

Current software version

Scheduled for software update
2.81

Software compliance

September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:08 (UTC-07:00)

Last posture checked at
March 19, 2024, 17:53 (UTC-07:00)
£ Not checked in for past 7 days

S
% OF/TA AEY S TS NEBEIES,

Amazon )Y —AFx—LA (ARN) X D7/ A
AD—EDEBF.

TFNAACHTFZER. BRIZERL TLWEW
BER. BREFTAZENTEEXRT, TSL
BWE, TF7AILNOFRARFTFSIhET,

THIYRCUY 9ERTWBIY RI—H—
FINA ZADRA T,

COTNAADREDAT—R R, 2D2DA
T—RAREFRDERY TT,

- FOTA47

« RTFOTAT

/N4 AN ERT S REOHAES,

TFINA AN Y KTV TEh, COAWS 7H
VRNCRENTSh, BENREN—HTH
BOELEBELET. XD 4 2OREOVT h
MCBEYERT,

* Registered - chiEFF7 I NDAT—ZA
T9,

TINA ADEEE
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Element
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=®ROTA4>
TREBEICFIVIEhERE

WEOY 7RI T7N—23>

V7 RIDITEFHFDOTE

Y72 F7AVTZATURA

REERE

S
- BRER — TNAARVEY RELTER
BBR7OEAHFTT,

. BRMREZEHR - T/NA ARFEREICBRHERE
ﬂﬁbf:o

(® Note

FINA AL, BRBRAT—FAE
EFRT7—HATAT—R2ADEFEIC
D HHEIBRTEEXT,

o« F—HATEHR-CODFNAAIF, BEBEIC
KOTHEFZEBL TLVWAEVEN—Tch TV
9,

TINA AN T O T 1 7{LEhizB 1,
EHFoOT 4> B,
BHOTINAAFIY V4> DO HK,

COTFNA AN BREEALTVWBYTRNIIT
/\‘_93\/0

TINAATATZ1=-)IehlY 78D T
/\‘_93\/0

V7RJIT7EY MIBUTHD & 2R
ij—o 2 '30)7\7_'—97\4ﬁ%7§‘“a7) b) i?o

. %R
. M,
FNAAICTIOEATED 1 —OHEDNEF

&, WorkSpaces Personal ZEH 3255 D
HMEATEEXT,

TINA ADEEE
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1-4—0Y

User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {8}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element Bk
REOTFINAATOEA COTFNA AN REBICERAES N-BE,
T INA A&KE

TFINAADNZX—=ZALEI-—BIL-—EBERRENET, RORIC, BERETOHEZRLET,

® Note

TINA ARERBRE. TINAAF A ZA2VOBEIIOHEHRENET, TINA AN FTZ
12D5EE., —HOBBIE<BZO>TVWAS AN B KT,

BHLERY RND—Y

WorkSpaces > 954 T > NTFINAADFMICIE, FINAADZRY NO—VEGOBEN RRE N
F9, RORIC, BERELTOMEZRLET,
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type
ETHERNET

Status

@ Connec ted

Element

RAEEH B

[ Z 17

AT—ZRA

AO—ALIPT7RLA

T—RIOITAF7RLA

Bluetooth & & U* &30 ##38

Local IP address

Gateway address

B

BFOTNAAREO BRI Y —)LEEH
ENET,

FNAADNEATDIZRY NDO—THEOZA
7o BIRAAT K, 41—y NEEE WIfi
OVWTFhHATT,

XYRND—=DDAT—Z R, TFINA AN REE
mENTVD A, BE20 DUAICEKERT
WBEBE., AT—RAE T#fEEFHR EXRRE
NET, XY RND—U5 20 2L EHIEiE T
WBIEE., 20 2BICREBICEREAEL &
E, FNAANREBICA R —FY NIELE
NTHSRBRBLEKEZTRIEIDSICAT—RA
FEDYET,

Ehchicxy NDO—000—-A)LIPTRL
Ao

BEREhEXY ND—ODT—RJTATRL
Ao
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v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Element

Bluetooth

B E h - EiDHES

BRERU—T

Type

Mouse (USB)
Keyboard (USB)
Speaker (USB)
Microphone (USB)

Webcam (USB)

111}
1’

(B

FINA4 A® Bluetooth AT7—R AR, 2 DDA
T—RAREFXOESY T,

CH

=

- B
. i

FANYY

h
h

CH

=

Logitech X VALK EDEHRENLETHBE DS
Bl&E, NJRA(USB) BEDERENETDH
BORATDIARN,

& WorkSpaces > I Z ATV RTFNAAICREEIE—RAIHBYET, XOKRIC, COE—ROD

AT—BAZRLET,

v Power and sleep

Turn off display after
Never

Element

RREFTICTS

B8

TINA AN RREFTICTDIRTDIRT VT A
7 B,

TINA ADEEE
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1—Y—TIF1EF«

CORTIZE, BEODTFNAADEY NTYTEFERRRICEITZBETHROOTNARRENET, XD
RIZ, COOJDEEEZRLET,

User activity details (1) e (  Export details ;@
1 by J keyword 1 ]

Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service 1D v IP address v Session ID

March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces d-123456abcde 2a02:-ad46a:9b7c:... gw2-BaB8e81

Element B7LL

TTIERAENETNARA TFINAADNTOT 1 7{LEn-BE,
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RETFAIRNY TH—ER TINA AN ERATRIRETFAIKNY TH—E
Ao

RIETFAINYTH—ERID A—4¥—CHEFTSNERETFAINY T
"j'—t"7\ ID ﬁ%o

IP7 RLA TFNAARAZTI7EAT2 IP OHEBES

ARYNEAT TINA ADERTTEDF

(® Note

WorkSpaces Personal ZFkZ . VDIs ICEOJ A VHABAR ROKHFRTRENET,

T—7ILDLECHZBREN—ZFEALT, T—7ILAOBENERERRTERT. T—7ILOKR
ZERT7ALRIIIBEELTERY,

FHOIVAR—RREVEEBRLT, T—T )& csv 77 ATV AR—NTEET,
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TINA AB DimSE

1. WEIBZTNAAZERLEY, ROV ITHIVARNEZZRIBD. RET71—I)LRZFEAL
TTFNA RAZRRTEXT,

2. TUO2aVREVEBRLET,
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ENET,
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To2aviRRZEBIRLET,

ROAYTEIOVVARND SEBRERZBRLET., BRERV A RIUFRRENET,
587 4 —JL RIZ Tderegister; EABLET,

(B KRR ZBRLET,

o & 0N

(® Note

EREMBRIDE, 1I—F—ERENICOJT7IMEN, Y2 3> HIC WorkSpaces >~
DZAT U RTFNAAOBEBNF BEICKVYET,

TFINAADT—HAT

1. T—hA4733FNA AZERLET, ROAVIFEIVVANESRIDH, RRET71—I)LR%E
FERALTTFNSA RAZRRETEEXT,

To>arvREREBIRLET,

ROAYTHAIDIARDST—NATZ2BRULET, T—HAT V142 RINFRTENET,
iR 7 4 —JL RIZ Tresetand archives EABULET,
EYMLTT—HAT71REVEBIRLET,

o & 0N
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® Note

TFNARET—HA47 3L, I—F—GFEFHNICOTTIREN, Y2 a i
WorkSpaces > O AT > N TFINA ADBEBNABEICEY KT,

TN A4 ADHIBR

1. HIBRT2TFNAAZEBRLET, ROVITHVVVUARNEZSRIBD. RET71—I)LRZFEAL
TTFNAARZRETEET,

To2avREDEBERLET,

ROYZTHIIARND SHIREBIRLET, BIRD 12 RUNFRRENET,
WA A TF7OJ T, [Delete] GHE) ZiBIRLET,

[HIBR] RR > ZBIRLET,

o > 0N

TINAADFHZRRE

1. H#MEIOAR—NIBDTNARAZERLEY, ROVITEIVANEZSZRIDH, &E
71— REERALTTFNSA RAZRRTEXT,

2. TUO2aVRRVEBRLET,
3. ROYTHIVIARNASTFNAADHMETI I AR—NEBRLET, BIRLIET/NAADE
WMEATLY RY—RMNERTHIO—RLET,

Amazon WorkSpaces > AT 2 b -FNAADFERAICL > TERENET—X
1

Amazon WorkSpaces > VAT N&E, EDIOZATREOR VR ICETETF—RZERKL

TRELXT,

T —R DR A7 Amazon WorkSpaces > I FA4 T > Nk, FINAADNT #—IX A, AN
R—>, BLTMED AWS H—EREDA U RT U2 AVICETEIT—RZERLET, <hililE,
BfiT—R (AT —RXARKRELRLE ), FARRT—R (ATA 2V EALARRTRE ), BT —
2 (BEBUTYATAOVRE) FEENET,
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ZRETNAADARL =2 3V HRICRERICIEEZ KT,
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T—BARNL=2: FNAADSOT—REGE. TINAABHKEZE AWS H—N—ICR2ICRESH
XT, BELEThEEBHRAIEY TREEXATREENET,

F—RTIHA CCILRBENTVAFIECH ST, AWS TAYIY A STNAAF—RIZFY
LATEET., F—ROAIYO— RFIEPY—EARBECEIEREEOHM DV T, ch
SOR—TESBRBLTLIEE W,

T—REEAWS THIY NEBUTTFNA AT —R2HEBTERT. TNAADT—RT 7
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T—2HIBR: AWS PHIOY R 2BUTTFNA AT —RZHIBRTERT, T—FREFESLVHIBRAT
SAVOFMICOVTR., "TNAADHIKR, 2ZRBLTSEEL,

HOI—F—DF—2HEF/: AWS FNAATF—REH—RN—FT1—HBELELEA, HHEOD
Identity and Access Management 7O AZBL T, RRENEE=FBOA I BEHEOT—XIC
TFOVATEEXT, . AWS T T4/ N —BHICEENZIRSNET—ATEAAT—2%2FE =%
AWS EHBLEY,

BR—RMABETIA? DAZY—HR—KIZTFTIEALT, ¥ R—MF—LALHEBLEDLESEE
Vo Chid, BRZICEIKERBZRLITHEETROENZEBLESIETOTESLYYEEA,

T — 2 FiE%#: Amazon Web Services EMEA SARL, 38 Avenue John F. Kennedy, L-1855, LYt
TNy

V7RI TOERN

WorkSpaces >V ZA4 T MNTlE, MiLVMEZEAL, X1 UFTANYFZERITZLHIC,
VI7RNJITZEHNICEHRIDIMENf BYVERT, CchSOEFHIKE, N—>a_—_JdcniVrk~
JITEY MIKD2TRENET,

VI7RNIIT7HEY NI, YVINIITFT7FV—2 3> &k WorkSpaces > 954 T M
NAADARL =T AT ATLADEHRZEDDENTEET, cOAY—=IALS, VYT K
DIT7ERISICEFHITIN, REODADTFTFOATDA 2 RIFPICEBEFEAT D 1-I)IT3H %R
RTEEXT,

V7RNIITEYNIGE 2204 THFHIET,

- FMEEEAL, RMBEEBEL., —BNBEREZITSIVINIITEY o chSBREBAVI-XA
TNET,

s EABEBECHTRDEFIUTANYFEBEZEEY 7N IITEY he ChSRBBELILUT
) —=AEhZFT,
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EEEELT, RIRTABY I RNIJITEHZAEMNCLTVEVEE, TORKRICEREATVSET
NAAR, EfMZEFHTTYIITRETYINIITEHRZZELEEA,

FLOYTRIITEY RFUU—REhBE, HEVYTRIITEY NEHRIACEY ET,
LOWBEEEROYTRIITEY ROUU—RBAS, MEOY 7 hIIT &Y hOEMBERF P
% 40 BB BY ET,

TFNAADEF IV TFAHFEHABEOABZVRSC, HIRVIAODY T NI T7HFREEhDE, ¥—
ERACE2>TFNA AN BENICEHENET, CORXRAMTOEFHTRE, XOTFATARIN
BRAEAY, IVRI-—Y—FEHRZEEESEBVESD, POT14 7wy > a>Fhiicha kg
MHFHYWET, ChZEBBIBZICE, VIR IITEYNEDPBLKEEI0RHIC1AEFRIZH L%
BAHOLET,

(® Note
TFXFIVFTANYFEREREELREHFZESLVYINIITEY MUV —REniHE, B
BOIXNTOVYIRNIITEY NI 3 HRICHBUINICEREENET, N1 ADREMZE
#WiEL, BEEZBOPHZERPRICHZZEHIC, ChsODVYIRNIIT7EY N ETI<ICE
HMITBLzb@#dLFET,

DY)—RENEV 78D IT7EY MO AMIDVWTIE, WorkSpaces 2> 0T34 T RREY 7 K
DIT7EY b BSRLTLSEETL,

BH—EAVT7 NI ITOEH

WorkSpaces > 954 T NE, I—H—MNREBTFRIKNYTICTIOEATESRDLSICTS AWS
IVRI—Y-—AVE1—F 1T —ERATT, chsSOFEEFAINY Tk, HILLWY T KD
Ty NTEHWICEHFEIAET, REVI/NVITZEH TSI, UATEERETLETD,

1. [FMATFEEYVIRNIITEHRIOVANSYTIRNIITEY NEBRLEST, Y7 NDIT
Y RODUARNIDWTIE, WorkSpaces O ZA T RREBEY 7NV IT7EY ~hy Z5RL
TLEEL,

A2VAR—LREDZERLET,

R=I QO LET RIR] 2BRLE T,

"R\, V3D UARNDSEFHIBPREZZBRLET,

[EHFEZRATD1-ILIB] TROVWTIhAZERL T, REZEHIZRAIJZERLE
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c [SIKVYTRNIVITZEH -BRENTVRIXNTOTFNAATREY I NVITOERH%E
ML ET,

® Note

VIRNDJDIT2EHITRDE, TOTA7 BRI -ty ar s nsd magks”
HV)ERT,

s BREOXVTFTVATVAZVRIBIIYTINIITZEHITD -REOATD1-)LThiz X
TFUVARATVAVRIVRICREBEY I NI T ZEHLET,

6. CHOFIVIRYIAREZAVILTRDE, BN ERENET, YVINIITZETYTTF—HKID
Lk, CORYIRACTFIVIZANDBENHYET,

7. AVAM=IREVZERBRLKT,

TNAARI)T NI T OEHN

WorkSpaces >V ZA4T7 > Nk, 1——2FROBRBFAINY ST ILERITBDSVITAT U

FNARERBTD AWS I RI—H—AVE1—F (Y IH—ERTT, ThEDF/11 R,

MLWYI7RDIT7TCEHNICEHRENES, PNAAVIRNIVITEEHITBICE,. XOFIEEE

TLET,

1. MATERYIRIJITEHR OUARNSYTIRNIIT7EY NZBRULET,

2. AVAR—LKRVEBRLET,

3. R—TOLET, [HIK] EERLET,

4 FRAREIVIVOUAR S, BEFTHFNAAERRLET, YT RITFHY ROUR
NZDWTIE, WorkSpaces ¥ OTAT 2 RREBEV IR VITEY by ZZRLUTLKEZ L,

5. [EFZATD 1) A72a>TROVTNNZBRLT, REZEFIIDZAIT%
BIRLET,

c [SIKYTRNDVITZERH-TNAARAVTNIIT 2 LEESICEHLET,
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VIRNDITEE#HITDE, TUOTATRI—H -ty a U FHhlE hdaaEmss
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ENIEAXDTFVARADAVRIPCRBY IR IVITZ2EHLET,

6. COFIVIRYIREFVETRHE, BHFRRENET, YIRIITETYTF— T3
L. CORYIRLFIYIEANBEENBYET,

7. AVAN—IREDEBIRLET,
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L —> 32 &AccessDeniedException T —ZIRULET, 512, WorkSpaces >0 54A4TF >
N7 /N4 A& WorkSpaces > V54T NREBEZFERATELRLLAZYEXT,

NAZRI—XZ—D RF—ZEKT S

AWS XXX RAVYV—)LEZIE AWSKMS APl ARL —> a2 AL T, IHHAEN—X
F—I RF—ZERTEXT,
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WHRAAZI—XZ—I RF—Z2ERTBICE

TAWS Key Management Service RO Y /N—HA R, IZHBDHMHDAII—XX—TJ RF—01E
BATY TZRITLET,

F—RS—

F—RUS—l, DRARI—IZ—T KE—AOTILAEHBLET, TNTONRRI—TR—
FRF-LCE, F—RU—PF12EFHBETT, CORVI—ICE, TOF—Z2FATESR 11—
H—EZ2OFEALEEZRETDIAT—MAYRIIBENTVET, F—RUZ—, HAZIY—X
ZF— RF—OERBFICIEETEETT, FMICOVTIE, TAWS Key Management Service 7
OYN=—HAR, O THAEBI—XRAZ—F—AOTF I AZHHTS1 25RLTEE,

NAZRI—XZ—2 RF¥—% Amazon WorkSpaces > VAT NI Y —ATHEATBICIE,
F—RUI—TROAPIARL =23V ZHATIRENHIET,

« kms:DescribeKey — Amazon WorkSpaces > 9 A T2 RN F—ZRIAITEDLSIC, HA
BAN—NZ—T RF—OFHZRHELET,

« kms:GenerateDataKey — HARN—NZ—I RF—ZFALTTF—RZEZBSILTEDLSICL
9,

e kms:Decrypt — HARN—NZX—I RF—ZFALTTF—RE2ESTEDLRSICLET,

Amazon WorkSpaces > 75 A T MZBNTEDRI)—AT—M X NOFIERULTICRLUE
9,

"Statement":
L
{

"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",

"Effect": "Allow",

"Principal": {"AwS": "*"},

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
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"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:*"
}
}
I
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}
]
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}

RUS—TOEROEEICETAFHFEMCOV T, TAWS Key Management Service 7RO Y /N —
HARL O TRV —THERZEETD 2ZZRLTILEZV,

F—TIORARORZ TN 1—TFT 42 TIZO2VTOFMIEFE. TAWS Key Management Service X
OYN—HA R, ZZRLTLEEZ L,

WorkSpaces 2 9 FA TV RDAAZI—XZ— REF—DEE
NARI—IZ—TRF—EG, UTFTOVY—ADE2 LA V—BESILELTIEETEET,

« WorkSpaces > 724 T > NRE

RIEZERT S EEIZ, Amazon WorkSpaces > V54T N ABBITRE B BAT—R ZESL
TRLHICEATS kmsKeyArn ZHETDCETT—EXF—ZHEETEE T,

« kmsKeyArn — KMS AWS HAZXY—XZX—J RF—DF—FBF. ¥F— ARN ZRHL £ T,
NARIY—NZ— REF—THESILE iz WorkSpaces> > V54 7> RREIZH L L WorkSpaces

DA T U RNTINARAZEIMT S E, WorkSpaces > 925477 > N7/N4 Alk WorkSpaces
SUVDTAT U RRENSHARN—NZR—I RF—BEEZMEALET,

BELIYTFANE, F—RCATIRNOI T AMERESCF—LEORTOAT Y3y
£y hTT,

AWS KMS &, BMORIEEAT —FELTHESLI THFANZEAL T, BDEKESLZEY
R—KLET, F—R2ZHEHLIBZVIIANCESHIAVTFARNEZEDDE, AWS KMS FHE
S TFARNEESILENETF—RICNARLULET, F—RZEBSIBICE. UIVIANCIE
UBSAIAVTFARNZZOET,

Amazon WorkSpaces >V ZA4T7 > NOBEILITF AN

Amazon WorkSpaces > VA4 T > Mk, §XTOHO AWS KMS BES{tARL —> 3> TRIUKES
A TFFARNEZFERALET, ¥—IF T, aws:thinclient:arnfElk Amazon VY —AX—A
(ARN) T3,

REBSILIVTFANIROELY T,

"encryptionContext": {
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"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
TINAABESHAVTFANFROES TY,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

TEZRVJICBESMITHFANZERATS

HHEHDAEI—YZR—T RF—%HEHL T WorkSpaces > 954 T NREZBES(LTZEE
. DAY —XZ—RF—HFEDRSICEAEThTVRIHPZRETHEHIC. BSLITF
ANZEEERXOJT TCERAITRZRCLETEET, BSILOTFANE, AWS CloudTrail £7z(&
Amazon CloudWatch Logs IZ& 2 TERE N EOTOHRIZEREHENETT,

ESLAVTFANEZERA L TEEYZ - RF—AOT I EAZFHITS

WHAAZN—XZ—D RF— (CMK) \NOT VLA ZFIHITRDOOFRHFELT, F—RUZ—&
IAM RS —AOBESHIVTFANEFATZDEETEERT,

RIZ, BEOESILIVTFARMDAARI—NZR—IRF—-ADTIVLAEZNFETZF—RI)I—
AT—RMAVRNOBIZRLUET, CORIV—AT—RMAV MOZHTE. kms:Decrypt U H L
ICES{OVTFANZEETAESHCIATFANINFI SVETT,

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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Amazon WorkSpaces > V24T > hOBSILF—DEZ-ZXD T

Amazon WorkSpaces > Z AT KNJY—ATAWS KMS HARY—XZ—I R¥F—%=FEAT
% &, AWS CloudTrail & 7z l& Amazon CloudWatch Logs % L TAmazon WorkSpaces > 95
AT N AWSKMS IZIEETBD VI ITIANEZEBHTEET,

RO fllEDescribeKey, NARXN—NZX—I RF—IZK > THEBILENETF—RICTIELATS
& (Z Amazon WorkSpaces > 75 A T MK > THRTFHEND KMS ARL =23 %2F -4
> 94%H D Decrypt. GenerateDataKey., . ® AWS CloudTrail 1 X2 N TT,

IRDBITIE, WorkSpaces >0 Z 4 F > MNREencryptionContext® ZHFETEE
9. WorkSpaces > VT4 T > hTINA AICIE. BE®D CloudTrail 1 R A RERENE T,

DescribeKey

Amazon WorkSpaces > 924 7> K&, DescribeKeyZARL—>3a>&FAL TKMS hA
BAI—NZX—I RF—ERILET AWS,

RIZ. DescribeKey ARL —2 3> &R ITBDARMNOFlIEZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"
}
},
"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2024-04-08T13:44:227",

"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces > 774 7> ~N&. GenerateDataKeyZAARL—>3a»&FEALTT—
REBEHLLERT,

LTFDA R MMITIE, GenerateDataKey ARL—2 3V ZRBEFLTVET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces >V 54T > N7 N1 Alg#,GenerateDatakeyZREFT B IES.
GenerateDataKeyZAARL—> 3 ZFEALTF—RZRBES{LLET,

GenerateDataKey AR L —>3 &, Sid #*Amazon WorkSpaces >V 24 F7 > M —ER
ICTF—2OBESILERSZHFT TS OKMS F—RUD—ATFT—KMXY NTHAEIET,

RIZ. GenerateDataKey AR L —> 3 2RI D AR MNOFERLET,
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
iy
"numberOfBytes": 32
iy
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0dfba®@SAMPLE",
"readOnly": true,

"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces > 9754 F7 > M&, Decrypt AXRL—> 3> ZFRALTTF—2&2ESL

LEXT,

RIZ, Decrypt ARL—2 32 2B IBDARIMOHZERLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

arn":
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {

"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}I

"arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1"
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"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Decrypt (by service)

WorkSpaces > 77 AT 2 NFINA AN RBERLEFETFNAABRICT IV EATD L.
DecryptARL—> 32 2EALTF—22ESLET, Decrypt ARL—32F, Sid &
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Amazon WorkSpaces > 07 AT N —EAICTF—RDBESLEESZ

F—RUS—ZF— XY NTHAZNET,

Fu9gd1 ®KMS

RDARY NITIE, ZNLUTEBE N DecryptARL—2 3 Z2EHL £9G6rant,

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",

"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
}
EE 1= P SR

ROVY—AE, REROTF—2BSLICOVWTOFBAZHRBAL TVET,
« BAICOWVWTIE. TAWS Key Management Service RO Y /N—H A K1 ® TAWS Key
Management Service DEZFREZ 1 ZSRL TS EE L,

- AWS Key Management Service DtF 1 VT A OXRARNTZIOT1 A OFMICODVTE., TAWS
Key Management Service RO Y /N—H4 Ry Z8RBL T EEW,

LIEP OIS

WorkSpaces > 954 T MNi&k, HTTPS &£ TLS 12 ZN L TEHEEFOF—REZBESLLLET, O
V=) EERFEEAPIFUOHL Z#EHL T WorkSpaces > 954 T NIUOVITARNZXET
EET, BEETNDIUIIARNT—RIE, HTTPS £ TLS #HEEZN L TEEIT B ETHEBL

ENET, UIVIARMTF—ZRE, AWSOA2 V=)L, AWSONV RZFA AU BR—TIA R, I
l& AWS SDK A*'S WorkSpaces > VATV NMIEETEERT, chllld. FNAM1ALDYT B
DITEHEEENET,

HEROBSET7 2 NTERE L, REELR (HTTPS, TLS) BT 7 # ) R TREENEK
EE

*—EE

BMEOHAZI—NZ—TJ RAWSKMS ¥F—ZiEEL T, BEBEREBSILTEXT, F—ZEE
L& WE4E., WorkSpaces > 954 T MNE AWS FREF—%#ERHLET., AWSSDK Z#FEHL T
- ERETEET,

AVE—RYRND—=DORZT14Y 00T ZAND—

BEEEE. AREEPREFOVINIITT7YTTF—MNEREE, WorkSpaces I 54TF >~
NDEYIIAVARYNERRTEERET, chsOOJEEBEFI{LE N, WorkSpaces > 9547~
N TEFICZZICRGEENET, IV BREBLYXODANI—ZIVIFRAIUNY Y aIC
EI5EFME. TRAINYTH—EAICE>TREFEENET, FMHIC OV T, WorkSpaces DE_
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21)>% 5, WorkSpaces 7 7' ) —>a>E_R) T ELKR—K, . FilEWorkSpaces Web
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

BoDERDOKRRZI—Y—ICFHFAITS

COBITE, I— =T ATFUTATALLTRYFENEAVTAVBLROIZ—IJ RERVI—DK
TZEIAM 1—H—ICEFATHRIU—OEREFEEZRLET, cORUI—IZE, VY=L T,

FhlF AWSCLI F£hE AWSAPI 2R LT7OJSATIOT VAV ERTITBD TV EAHA
HFEENTVLET,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

WorkSpaces > O AT MDD TINT IV ARERONHE

C DB Tk, WorkSpaces > I AT NIAM A—H—ADQT7INT IO EARAEHFATHR)S—%
ERTDHEEERLET, CORUT—IZIE, AWSCLI £/ AWSAPI Z2FEAL T, O>V—I
FEEZ7OSALATINTO WorkSpaces I FA T RTO2aAVERTSTBDTIOEAFAN
EENTLVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": ["thinclient:*"],

"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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AmazonWorkSpacesThinClientReadOnlyAccess RUZ—Z IAM T A FUTATAILT RY F
TEET, cORUZ—&, WorkSpaces > I F AT M —EREFOKRFBERANDIILT V1
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CORDVD—IZE, LTOT IV EAFANFEENATVET,
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2AVANOHEHINERT IV EARAEZHFALET,

- workspaces (WorkSpaces) — WorkSpaces 41 LV N EBET A U T A28 RT3 T VARG
AZNELET. <hlk. WorkSpaces ')V —AN WorkSpaces >V ZA T > N BRMENH
BLELERAEITDEDICFERAENET, £/, WorkSpaces > I 54F>NAWS OV —ILT
chSDD)Y—AZRTIDEHICEFEAETNET,

« workspaces-web (WorkSpaces Secure Browser) — WorkSpaces Secure Browser IR— & JL &
I1—H—RREZRRIBZDTIOEAFAZNFELET, <hld. WorkSpaces Secure Browser!)
Y —AN WorkSpaces VT AT NEBEBRMNHD L Z2BBEIDLHICFERAEThET, &
7=. WorkSpaces U FA T MNAWS AV —=ILThsDUY—REXRRITDEHICEFEH
EThET,

 appstream (WorkSpaces 7 7' —<,3>)-WorkSpaces 7 77U —> 3> AR Y U &RiRd
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JSON

{
"Version":"2012-10-17",
"Statement": [
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{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"
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}
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"Version":"2012-10-17",
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"Statement": [

{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases"”,
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowsexAccess",

"Effect": "Allow",

"Action": [

"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [

"appstream:DescribeStacks"

]I

"Resource": "*"

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateSexrvicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {
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"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-06-19T17:13:44Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "G1X11X11111111XX",
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"activationCode": "xxx1xxx1l",
"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

RXDFIE, UpdateDeviceDetails AL —2 32 %ZRT CloudTrail {1 X RZRLTVET,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient::Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
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}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {

"settings": {

"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

iy
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"

I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",

"type": "BLUETOOTH"
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}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}

]

1,
"powerAndSleep": {

"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"
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