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IIELq O|HE HA = 7|EF AWS O|HIE HHA AAE A S oA

C}S Clolo{aM S otEL] O|[HIE HHA EE= 7|EF AWS O|HIE HHA AAE AIESH SE2| € H o
& L|Ct.

Amazon EventBridge®} ZIIEL{ &2 X|5t= APME| M| §= 2 Amazon EventBridge S &2 &
Z5tMl.

Amazon AP| GatewayE A&t S & ol Al

CHS Cholo{2 2 API H[O|ESO|E ALE 8 S& MAIE 2o ELICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://aws.amazon.com/eventbridge/integrations
https://aws.amazon.com/eventbridge/integrations/

AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

oI

Amazon Simple Notification ServiceE AF&8 & of |

0I

Ct= Clolo{a= 2 Amazon SNSE A28 E8 o A|IE Eo0q4 FLC},

st TR MAE ZHASHeLT| Qs AWS AL EFX| L CHES 2 JhE

CHEH CloudFormation B Z3!E MSELICH olefet RIZES2 AWS 2|l S EHREHIA
AHs&HErLICt.

CloudFormationCtet 3t S8 RES £502 Mulsts HEXD XIFS o2 T S& MBMolM

EHolg +~ &Lt

- XX EventBridge S22 APMOIM ZE =%
« EventBridge®t X1 E¢ st x| ot = APMOIAM ZE £+ %

« Amazon SNSQ} &I ¢4 35t0{ APMOIM BE £=Z

(® Note
CloudFormation B & &2 #dalioF BfLIC}. O|2{8t =3 At 2 o
AWS AtT EFX| 2 S0l APM €22 Eli= o] 228 Ho[ZE §

FHo M EdHEELICH
240
EventBridgeE AI&35t0{ APM 2212 =%l5t7| 2t HOIZEE QF A

CHEF REAIEH LIS 2
ME xSt 2.

1
Fe A

EventBridgeE At&35t01 APM 2B +&5t7| 22 HOIZE 2F AHY

AWS At B X| 2 CHE oM +=&5tE O|HE HA O|HEN = CHSa 242 %4 JSON 7|-2f H o047t
ZiostLct.

"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent"

"detail": {
"incident-detection-response-identifier": "Your alarm name from your APM",
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ol &kt

AWS AT EfX| 2 CHE AL M AWS AT EfX| 2 oS g W
}
CtE A= g Mat Fof HEL] O|HE HA Q| O|HIEE EoiELICH.
aka g b
{
"version": "Q",
"id": "a6150a80-601d-be4l-1alf-2c5527a99199",
"detail-type": "Datadog Alert Notification",
"source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
"account": "123456789012",
"time": "2023-10-25T14:42:252",
"region": "us-east-1",
1,

"resources":
"detail": {
"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
:1234567890123%

"type": "query alert",
"name": "UnHealthyHostCount",
"message'": "eEawseventbridge-Datadog-aaalllbbbc"

Ilqueryll g
1686884769000,

"created_at":
. 1698244915000,

"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account
<= 1",
"modified":
"options": {
"thresholds": {
"critical": 1.0

iy
7281010972796602670,

},
"result": {
"result_id"
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
: 1698244938,

"scheduled_ts":
: {
"aws.applicationelb

"metadata":
"monitor_id": 222222,
.un_healthy_host_count"

"metric":

& May 26, 2026 15
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}
.
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
.
"states": {
"source_state": "OK",
"dest_state": "Alert"
.
"duration": @
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]

[a

O|HIE 7} BH4EHE|7| T0l detail-type & sources L EI0| & MEt APM HIFE HEE LIEMHLICEH &=
&l ™Moi| =X5HoF g LICt incident-detection-response-identifier 7|7} O}%| Qiomd =&

£ fl2f OIHJE% %ﬂoi CHe AEA X £ 7] O|HE Aol d&LCH #HEtE
E T|ofok BfLC.

ME
b
N
£
_hll
o
_I_
H9£

"version": "Q",

"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent",

"account": "123456789012",

"time": "2023-10-25T14:42:25Z",

"region": "us-east-1",

"resources": [],

"detail": {
"incident-detection-response-identifier": "UnHealthyHostCount",
"alert_type": "error",
"event_type": "query_alert_monitor",

0
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0
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meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",

"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
<= 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0
}
},
I
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count"
}
I
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
I
"states": {
"source_state": "OK",
"dest_state": "Alert"
I
"duration": @
I
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]
A= Hol
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AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

O|AN| detail-typeOl ams.monitoring/generic-apmO|1X, &2A7t GenericAPMEventO|d, Al
E Aeol| Af 71:Zk H04 incident-detection-response-identifier7} QU&LICH

incident-detection-response-identifier #/2 APMO| M& 35t HOZEE 7|82 &
2 O|§ 0 M 7t ELIct APM €2l 0|& BE = & APMOIM CHE APM2 2 CHELICH Lambda &
= Lambda7l =418t APM JSON H|O|2E9| ZHIE Z20|M BE 0|F2 7tXe incident-
detection-response-identifier 2t0l AFESI =S MX5H0F EL|C.

incident-detection-response-identifier Z/2 AWS At B X| L SO 2 MEEl= 8
2 {8y 2 1860k #LICH incident-detection-response-identifiero| M&E 2t 1
R O|E2 224 0o AWS Atz BHX| & 8 Eloi| M3 Elofof & LICt incident-detection-
response-identifier 7|0f CHaH & == QI7{Lt =& =l 20| /= O|HEE= ME|x|X| et &LiCt.

X1 EventBridge 822 APMUIM ZBE £
Ct2 & =0l A= Amazon EventBridge2t 2% S8 El Ol EZ 27 0|M HS ZLIEHZ(APM) =701 A

2|7
AWS AtT EFX| W CHE o8 AEE MEste ZEMAE Eoq ELICH Amazon EventBridge2t &%
S =l= ™A APM S5 2 Amazon EventBridge S8 2 & Z35HMI2.

MBS E CloudFormation BIZ5/2 HIZ3I7HLI O| S &2 S22 MYE = U&LICH &2 MYs

%
7| Toil AWS MH|A @44 A& (SLR) AWSServiceRoleForHealth_EventProcessor7Zt 7|%of A4
HEIRA=X] ElgLct

=M 1: Al CloudFormation

CloudFormation EIZ3/E2 Al &3
I.

3ol Z2 & +Est

7 Amazon EventBridge %ﬂ% S5l APMOIA AWS At EFX| 2 CH

EstolzplE MMsteE Z2MAE 7HASHE £ Q&L

@ Note

« Ol CloudFormation ®El&£3!/2 &3l HfZ = 2|4 A(0d: Lambda & EventBridge)odl CH3H 7}
HIEO| 2hgh|ct. o|248F AMH[A 2| 7tZol CHE RFAIEH LIS 2 AWS 7t B ZSHMIL.

« AWS Al EFX| 2 CHE oM ZEE £=El&loF 5t 2 E AWS A 2! 2|Tof Of
CloudFormation EIZ&/2 H{Z & LICI. CIAIEHE L X|H Aldl= APM & 2S 2F2 AWS 7|

HoilM L&t

0
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0
|0
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https://aws.amazon.com/eventbridge/integrations
https://dcl74d3hc5lj1.cloudfront.net/apms/ThirdPartyApmSaasEventBridgeIntegration.json
https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
https://aws.amazon.com/pricing/

AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

« O] EM0I M= New Relic2 o| 2 A& 5HX|2H CloudFormation BlE %2 Amazon
EventBridge2t SaaS S & 0| A= ZE APMO]| At & = JU&LICEH

- S22 HAESH F TransformLambdaFunctiondl X logger.info() B2 & 743t04
Amazon CloudWatch LogsOll HO|2E7t EA|Z|X| L5 BLCH

MA =

rot

O| CloudFormation Rl Z &/ HHZ 57| <

- IEL4 O|HIE AA = Amazon EventBridgeol M 738 of &fLICH APME2 O[HIE AA 2 MHS
gheo]| CHEF AEM|EH L& 2 Amazon EventBridge AHE A& A 2| Amazon EventBridgeE AHE Gt

=

04

SaaS IIEL{Z 2 E O|HE £A2 HZTFM L.

M|k

29| TransformLambdaFunction(Lambda &<)2 +%5t0{ APM HO|ZE0{M &l 0

o lo g
[

t= gte 2 Md&sliok gLct.

o

AN 2T ALE EHA:

1. EventBridge 2£ & YJLICt. S8 HFoM ZHEL] O|HE AAS MEAFIL|CEH

« Amazon EventBridge ItEL{ & Xt0{ M APME ZAH gL},

- d™E MENE OIS NS E XEE WELICH
- &1 0K BAE THEL O|HIE LA CHEH 2&0|AM O|HIE AL A E MEISHE A
LICt. O] M2 MESIH TEL] O|HIE £ AQ O|F0| SLUSEH THEL] O|HE HATI RIS 2
M EILICHO|E 0| YxIaHoF &)
« TIEL] O|HE HA EEE AAO| OIS SAEILICE O|HE HA EEE AAE CloudFormation &l
EZ5/2 HiZ & [ PartnerEventBusNameParametercte I2I0|EE AFEELICE

| =
=

SON ZZE 7| 2oZ ["detail"]["incident-detection-response-identifier"]&

 CloudFormation E1Z2!2 HHZ & [ PartnerEventBusPrefixParameter0 &24g ot E |
1

O|HIE HHA EEE AAS| H Ml 22 S SAHFLICH
« New Relice| M|X|& aws.partner/newrelic.com&L|C}.

2. CloudFormation H1Z8!2 CIREZ =5t TWHEELICH

« ElZ2l0J|M TransformLambdaFunction2 &t&L|Ct

« def lambda_handler(event, context)O0lA ZE O|§0| APM ZE 2| JSON H|0|Z2
20l EAIE|= json @22 event["detail"]["incident-detection-response-

0
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://dcl74d3hc5lj1.cloudfront.net/apms/ThirdPartyApmSaasEventBridgeIntegration.json

AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

identifier"]2 MH™ELICH 2E APMS| ZZ & CHELICE of2HollH & 7HK| | E 8 5= UXK|

ot EY Ho|2EEE= CHE += /U&LICH

« New Relic 0{A|: event["detail"]["incident-detection-response-identifier"]
= event["detail"]["workflowName"].

 Datadog O Al|: event["detail"]["incident-detection-response-identifier"]
= event["detail"]["meta"]["monitor"]["name"]

* Splunk O4|Al|: event["detail"]["incident-detection-response-identifier"] =
event["detail"]["ruleName"]

« CloudFormation B/Z3!2 X{Zt&hL|C}.

CloudFormation ElZ 2! H{ & :

. CloudFormation AEH2 APM O|HIEE AWS Al EFX|

CH& HI™ & 2|0l M CloudFormation 2&2 3Lt

AEH MM M ElAA MAS(EE)S MEFLIC

- ZIERHER MH HE Y Y2 E, o MES MEE OhS 2Z 2 X E CloudFormation
HEZ3g Y2

CtS2at Zo| 28 MF HEE X[-EeLct

o AEO|E S QURELICHOI: NewRelicIntegrationForIDR).

« AH = 2tE Fof €2 metolH 2t XIEgLich

« APMNameParameter(0i: NewRelic)

« PartnerEventBusNameParameter(0|: aws . partner/newrelic.com/1234567/
source_name)

- PartnerEventBusPrefixParameter(0i: aws . partner/newrelic.com)

- HOIX| 3HEto 2 A E 5T 2QIRE H=45t04 CloudFormationOl A8 At XI& Ol 2.2 1AM &)
AAE MMSES S8 E LI
HE U 4y

- UtEt0[E 2f0] SHIZA F EEIREX| &elst T MES MEELICH
2 S0l SEste ol 228 2las
=}

5 HH
ZgfL|ct AEH AEHO|| CREATE_COMPLETEZ} EA|E w7 K| 7|Ch2IL|CE.

. CloudFormation 2E42 0{ Al 20| New Relice| mt2tO|E{0f 2 EI{ T US-EAST-1 2|0 M A=

IRt 7hgstod ChE ElAaAE dEgLDH

0
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» CustomEventBus: NewRelic-AWSIncidentDetectionResponse-EventBus

+ EventBridgeRule: aws.partner/newrelic.com/1234567/source_name|NewRelic-
AWSiIncidentDetectionResponse-EventBridgeRule

» TransformLambdaExecutionRole: IDR-TransformLambdaExecutionRole-us-east-1
» TransformLambdaFunction: NewRelic-AWSIncidentDetectionResponse-Lambda-Transform

» TransformLambdaPermission: NewReliclntegrationForIDR-TransformLambdaPermission-
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1. Lambda 2& £ 0|5 35l0{ APMNameParameter-AWSIncidentDetectionResponse-Lambda-
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3. Amazon CloudWatch
elgrLct.

1. Amazon EventBridge 2& 2 LICt. O|HIE HAE MEAEFL|CY.
2. CloudFormation AEB0| QIR 2 HMEEI AIEX} X[ O|HE HA S| ARNS SAHE L
CHOdl: arn:aws:events:us-east-1:123456789123:event-bus/NewRelic-
AWSIncidentDetectionResponse-EventBus).
- B8 =E HAEX[- I 29| ‘EfAF APM BE’ M0 RI= ‘EventBridge O|HIE HHA ARN' EE0
O] ARNZ F7tghLct.
3. 225
=

Talg A

i
X _

EMA ol AWS Atz B X| 2 CHE2 O AFZ At X O|HE H{A0f 22| EventBridge
M35tod APM BEE $+&BHLICH

AWS At EfX| 2 Ci80| BEE £Zlslof 5t ZH AWS AN L AWS 2|7oi| CHSH Cl S EHAIE 2t 2
BrLICH AWS Al EfX| L CHES2 YEs e 2AAE HHEA AlEslD TALE = UZE o E 2
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7lolM Blaaet SUE AWS A A 2|0l ZEE U8 RWE HEELICH QAEHE & X[ AR
= APM 222 22 AWS A ™o M GEILICH

1. APMZ Amazon EventBridge ZtEL{ O|HIE A A(04: aws.partner/apm_name/
integrationName)Z %45}04 EventBridge ItEL{ O|HE HAE MHELICH APME O[HIE &
A2 MHFHE wof gt XI&2 Amazon EventBridgeE AFE3510{ SaaS IIEL{Z 2 E{ O[HE %

PRERE T3
2. C}2 & slLIE 28 LICh

(HE &) 0|& 0| $YourApmName-AWSIncidentDetectionResponse-EventBus®!
EventBridge AFE At X[ O|HIE HHAE BHELICH

 (CHA &) AL AL X|H O[HIE A CH Al 7[& EventBridge O|HIE HAE AFSELICH

AWS A1 EFX| 2 CHE 2 AwSHealthEventProcessorEventSource-DO-

NOT-DELETE SLRE Sl AF2A} X|H EE= 7|2 O|HE w{A0] &2 &

(AWSServiceRoleForHealth_EventProcessor)2 MAx|gLICt 72 AAE AKX X|H EE
7|2 O|HE HAO|DZ, 73 CHY2 AWS At B X| 2! CHE 0|, 732 EtAt APM O|HIE £=F| Tj

Gl RPN ol

3. O|& 0| $YourApmName-AWSIncidentDetectionResponse-LambdaFunction®@! Lambda
grE UEO{ IHEL] O|HE HA O|HEE wHetELICH HHetEl O/HEE HEl" 3

_——= =L —— -

AWSHealthEventProcessorEventSource-DO-NOT-DELETESQ} ¥ &|&L|C}.

. HEE OlHIEOlE TRE AWS ALT B X X CHS AlMALTL ZEEIH OlHIES] A4 QS
2 RS LR gtoz MHELITH 0/F M s HEHE JSON Hol2E ?xﬂ BaiE 7
BT UR|E 4 QlaLic

* Lambda & 2| CHY & 2Bt AI0M & F8F AR X|™H O|HIE HA(HEY) 2= 7|2 O|HE HA
= dYgct

!
>
. =
»
Pl
K

4. EventBridge =12 M35 =X Y 8ol FAlStEi= OHE S5 UX|5t= Of
HE THEHZ HolFLICH &I AAE 1EH 0| ddet THEL] O|HIE HHA(aws . partner/
apm_name/integrationName)®L|Ct. T#E| Q| CHAN 2 3EHA|0| A 448t Lambda & =
([apm_name]-AWSIncidentDetectionResponse-LambdaFunction)®lL|C}. EventBridge T

2| 4 olof CHt X|&2 Amazon EventBridge #2312 XML,

SHE +S2 = dYsts Yol oigh BAIE ollxls

0
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-saas.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/IDR/latest/userguide/example_integrating_notifications.html

AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

EventBridge2t =1 S8 5t x| ot 1= APMOIA BE =%

AWS AtT EFX| & CHS 2 Amazon EventBridge2t 213 S EIX| 882 EtA APMOIA ZBE £ZEE <
i @EF3 MES KIHFLICH

CloudFormation HE£3!2 HHEZSIHL S E 8522 AUE &= UELICL SEE H™st7| Mo
AWS MH|A ¢473 ©48H(SLR) AWSServiceRoleForHealth_EventProcessor7t 70l 44 E|R?

X[ FelgfLct

2 M 1: CloudFormation Bl Z 2! Al

I'I0

CloudFormation ®Z%!2 %% Amazon EventBridge & & O

ol
ZBEE £Zste o Zest S8 QzgtE MMete T2 A

A= APMOIA AWS At §
£ ttastste Ol A EE = MSL—IEP.

0¥

O| CloudFormation ®I£2!2 HHESH7| T 1124 A

- 0| &2 M2 API Gateway Lambda T8 F0{AIE A& 5t0{ HO|ZE0M MEE Eot EE 2 AWS
Secrets Manager2| E21 H|mgHL|Ct E20| UxX|6HK| ot HAIX {87} Qe HAHo| ghatE
LIC} REM[EH LI 2 Lambda H&F 2 04XIE HZHAMIL2.

- AWS =5 MY 2o M2t =X 2ot 27 A
RXFol HMAARILICH API 7| E= Het Ro{ EZT Z2 RiZet HEE st IYE HeE HES

CH&l AWS Secrets Manager EE= A MHIAE AL 35t= 20| E&LICH AHAIEH LI 2 AWS

Secrets Manager2 &3 MM 4l 2t2|E FESHMIL.

« SHA| 7|8 HIAIX| @15 ZE(HMAC)E F#3st= F7I oAM= aws- samples Github H| 0| X| 2] receive-
webhooks& B ZSHMQ. EE HE £0{ F50f CHEt XtAIEH LIE 2 API Gateway MEMO| of|x| £
2 Mt 204X} Lambda &+ & & ZFAML.

2 API GatewayOll M RateLimit, BurstLimit & Quotag& At835l04 2 E&2 AMo{&LIct.

T MHEE AlZH] XHE2IE £ UeE 28 2 MSHEtLICH o[ A st A|AER DHESE

obgmoZ RXIE + UaLICH AZEo| Ci#t XHAIE LIS API A0|E 90|

-
ol
-

U XIetD MHIAE
JHE R HHME B ZSHMIR

. AWS 2 O Z 2|7 0|A & SHH(WAF)S AFR 5104 2RI AR E P FAZLE| AP| GatewayE 23
st 20| E&Lct o|E A 5t 3AR7H AKX 21 o % AEE = AE 7 QE SR APIE
Z{YE fI”o| E2o{5 L.

« AWS Secrets Manager EZ Zt2 OHEZ2|710|MH H5 ZLIEHZ(APM) =0 HTTP SIHE K& &l

of &Lict EHot 2 A2 EZE HI[Ha= wAlsHoF gLct

« 0| CloudFormation El£&!/2 &3l HZE 2|4 A(0d: Lambda & EventBridge)oi| CH3H &7t H|& 0]
SF A EFLICH Ol248t MH|A Q| 7tZFof CHE REMIEH LHE 2 AWS 7148 FHASHMIR.
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https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
https://github.com/aws-samples/webhooks/tree/main/receive-webhooks
https://github.com/aws-samples/webhooks/tree/main/receive-webhooks
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html#api-gateway-lambda-authorizer-token-lambda-function-create
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html#api-gateway-lambda-authorizer-token-lambda-function-create
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/pricing/
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AWS At B X| 2 CHE At =0 AWS A1 EfX| 2 Oi8 e &

- 882 HAESH & TransformLambdaFunction(Lambda & =)0 M logger.info() & A|745+04
Amazon CloudWatch LogsOll HIO|2E7t EA|Z|X| L5 &L|CH

- AWS At EfX| W i 0| ZEE +=TsHok st= 2= AWS A™ & 2| 0f| 0] CloudFormation & &
g iz gfict

CloudFormation ElZ&! ZH|:

1. S EHAH 0| M= DynatraceE o 2 AFE35HX|EH Ol RIE 22 API GatewayE HO|ZEEE MEE

T A= ZE APMO| AL E = & LICEH

1. CloudFormation BlZZ/2 Ct2 2 =540 3L|C}.

2. HIZ2I0 M APIGWUsagePlan2 & &LICH 7|EXO =2 20,50 22,0002 2 X E RateLimit,
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Hello,
This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<Application_Name>>. I am currently investigating and

will update you in a few minutes once I have finished initial investigation.

Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>

M2 ol HS50l MEEl= &od Al=ol CHsll dEstT A=A MF HEQF ZEELICH 2o AHlE
2 BAE AR L7 ol A= oM & =ELCH

Atzdl oteHol 28 o|aH B AR F=AE FIHEFLICEH AWS O|SHEHA|
I Ol &t AIKHE o|O|grLICt.

el
rir
MO
i
OH
Jo
gl=l
o
L]
1>
z0
rir
™S
d —-—

« 124 O|3l| B AH|X}: customeremail1, customeremail2, mobile1
« AWS 0|32t H|k}t: aws-idr-oncall@amazon.com, tam-team-email S
=2FR1: (A ¢ AF LA O|Mof| Bt ZE = O|HIY =AM ULICH & HHml 77 L7 oM

o
[
0%

2 o
Ol 4SE Fol= Olz{E UM E MM, oledet A=A = 2E MAlol| cHsl H o[ &M=
ot &|= pa ger—dutyQP 22 14 Ho|E o|HY FAY = UGLICH U3 HAEME MEE = U
= R0 MM, AR LIAOIM A=l ST A= XE A st WMol CHEt XIES
BAHo R $7+6M1|9L.]
- QIAEHE 3|0 MY

T Z40| AWS At B X| X CHE S Sl EE|X|E d-dstor st=X|, 0] HX HE|X|E M8st=

X E= AAHET A2 W nZ40o| BEE|X|E MIst=X| XIE=LICH.

(D Az of et 3 7HR| SM dE)

- AWS AtT EFX| 2 Cf& 0] Amazon Chime/Zoom EE|X|E 4

== gl S A E JHe & May 26, 2026 39



AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

T2 AWS AT EHX| W CHS B0 HiH MAlo] ChS3tod 2E QIAIHE S| Halx| Mg HE

2o A=le| A= A7t AANHEN CHSSHX| ef2B AWS At B x| & CHE 0| CHS 4= *{0]|

LS —

18f %ol CHsll X2 Ab&ilol] =7tsH{of ot =X|, M3HE Ho{of st=X| == & Ch sf
L

idst= B olaZeo|Mdst 7| ol =7 o A=~ of| H3tH =X

J‘-‘i

QIErLCH.

5 | of AZ 0|4 Q4=FK]: [escalationEmailAddress#1])/[PhoneNumber] - O] 42 X2 o|AZA
o5t 7| Mol XX& 2 Z|CHRiLct

« O AR X[E At2llofl F=7}/ol = A= gLt

= i of AZ 0|4 Q42FK]: [escalationEmailAddress#2]/[PhoneNumber] - O] 42 X2 of|AZH
o5t 7| Mol XX& 2 Z|CHRiLct

O| A= X[E Aol FTHo| T3k 4= LICE.

oln

R LIZol4 A=

2 A Rt /\%3}% =

O] Aol ME CUAITE 22|
HFH

AX|L|047t QIAEHE 2[o] A AR LIZH|OIM M 2|F ol M x|HEl o|a

O
FHE dEELICH

B AR LI O H

o
N
ok
ro
>
S
()]
Pl
|_
ﬁ
$a
jul
olo
9
E
2
_>L
I_
_\,'_
_<a
N
=]
iy
_|
>_
rr
ija}
pal
i
02
0ok
mjo
-

AWS AtT BFX| U OS2 &04 HE - CIAEHE 3[o| dHof| EAIE OHE DA M BHE E

[
TN = = ' j » " HIT May 26, 2026 40



AWS A1 EfX| 2 OHS AL M AWS At1 B x| A OHE i & A

1. &od A& - 7| #o{e| 7 ofsH 27X o A=A 7F At CColl FIHEIRI=X] =l L

o
ne
o

2 O} MBS VMo 1207 Aof YRIS BRIt

C
-
M
x
i

igF ElZ 2! - Amazon Chime E2|X|

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>
Please join the Amazon Chime Bridge below so we can start the steps outlined in
your Runbook:
Amazon Chime Meeting ID: <insert_Meeting_ID_here>
Link to Amazon Chime Bridge: <insert_Link_here>
International dial-in numbers: https://chime.aws/dialinnumbers/

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert_conference_number>
Conference URL: <insert_bridge_URL>
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AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert_CloudWatch_Alarm_ARN_or_APM_Response_Identifier>
Alarm State Change Reason - <insert_state_change_reason>
Alarm Start Time - <Example: 1 January 2025, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2025, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will
engage to assist.
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aws cloudwatch set-alarm-state --alarm-name "ExampleAlarm" --state-value ALARM --state-
reason "Testing AWS Incident Detection and Response" --region us-east-1
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_SetAlarmState.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
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oS B ”RIES2 B o AL

Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS Support case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T0Q4:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an ## support case on behalf of
the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and ## Engineering joined the
bridge. The Incident Manager confirmed there was no on-going AWS impact to services
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the workload depends on. The investigation shifted to the specific resources in the
customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.

At 2023-02-04TQ4:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T04:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 1@ minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:
Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS Support and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.

=X
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