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https://docs.cloudzero.com/reference/authorization
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Hot A 5T7F AWS ZE[E KMS 7= & E8HE Z2 ChHE 1AM MH[A g o] Ee gLt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}
Hot 57 17 Bl AWS KMS 7|2 2535t El B2 Chs 1AM MH|A 248 o] 2Lt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
CloudZero 70
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"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"

}
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codewhisperer S Al= Amazon Q Developer2t B &HEl MH|A Q| 7|E O|&L|C} RHA|
Bt L& 2 Amazon Q Developer O|& P44 - HE A 2 TS HZESHAAIL.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}
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* @cloudzero how do I use CloudZero?
* @cloudzero how do I get started with CloudZero?
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* @cloudzero list my top cost insights
* @cloudzero tell me more about insight <insight ID>
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"ApiKey": "<your-api-key>",
"AppKey": "<your-applicaiton-key>"

[
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off AMAE = Q= HEHE Roiste MH|A A S MMl oF & LICH Amazon Q= Datadog At3 &
Ho| M & 2ot &S of BMASHT| 2IsH O dEE +=[ELICH
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Hot S 7 AWS EHEI-E KMS 7|2 &2 35HEl B2 CHS IAM AH|A 8 o] 2o ghLCt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resouxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}
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Hot st I 2EE AWS KMS 7|2 &3 El F< CHS 1AM MH[A g o] EELch

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws :SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}
MH|A Agof cist XEMIEE L& 2 AWS Identity and Access Management AHE
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
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Hot ST 1 el AWS KMS 7|2 &5 3HEl F2 CHS 1AM AMH|& g o| 2 LCH

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"secretsmanager:GetSecretValue"
]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
}
Amazon Q7} MH|A g = UStE{H sHE AH[A dgol= CHS 412 H3o| Ze Lot
® Note
codewhisperer 5 A= Amazon Q Developer?t B8 El MH|A Q| 7|E 0|8 JL|Ct. RHAl
Bt L2 Amazon Q Developer O|& B4 - B3 ALE Q9 TS HZESHAAIR
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
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"aws:SourceAccount": "111122223333",

"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]

}
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* @wiz what are my critical severity issues?
* @wiz can you specify the top 5?

FE SEIE VIECZ EXM L - 4 Emt
zZ

= S
T QAFLICH 48, AZE U R8T 2

o g
B
0x
mjo
d
e
|0
Hu
Ho
P!
m
Ral
02
ok
4%
|_|-|
30
>
r

* @wiz which issues are due before <date>?
* @wiz what are my issues that have been resolved since <date>?
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* @wiz which issues are associated with vulnerabilities or external
exposures?

Wiz 87



Amazon Q Developer A8 YA

Amazon Q Developer Console-to-CodeE AF23l0{ AWS MH|A K}

S =t

rH
m+>

£ FCE RUINR?

2& § ZC= CHE AWS MH|A AL 2 XHS&tete I EE 2Hdgste O
Developer2| 7|s &LICt. Console-to-Code & =il
o A HAloz S58 AWS CLI Bt I =5 F|OHghLICY.

20| El&= Amazon Q
AlIE ALE35l0q Hate o

g
>
0

MH|A E|0f

& & I == Amazon Q Developer2| LS 0|22 A& Al Amazon Q Developer2| AMH|A E[0{7} &
=

Satn sie S VH e 2 CLI HYS YHE = s ol o
S

21 |
&Lct. ag{Lt 7|2 =l =240l AWS CloudFormation [IF2F AWS CDK EE &=
=3

H. —
o & ALY ZEE U dEE & Ae Hsoll= MEro| Q&L

_o'l_-
kI
0
i
e
nE

E+é+ —?—Oilf CIBle TEE MR Pro Elolo] Q1B H0F BrLICk

« Pro E|0{0{| A= AWS CDK EE£= CloudFormation0f Ciet I EE AAdst &~ Ql= S0 T El 2t
X|gto| ei& Lt

Pro E|0{0]| HM|ASHE{T IAM Identity Centerol] S5 El At Xt0{0F 5tH, IAM Identity Center ID7F
Amazon Q Developer Pro& #5380k & LICt RtAMIBH LS
T5 CIE3tHLE AWS ZEIXH|H BolFtAMI2.

I'IO
x
%
fjo
i
%

Amazon Q Developer Pro

Q= E|oq0f CHEF REAM|I8H LI 2 Amazon Q Developer 2 2 HO|X|E & EFHAIL.

(® Note
lg 7188 mf s st Z2 e Rhloll ci#t 220l Al HTELICH o & S0
XMdg 5 7|18 Qlasiao cist 22 0] H4 HPEL

Amazon EC2 @IAEIA T2 H
i

eS|
x|
Ch 5 e 7ISste O 82 &L

Console-to-Code 88


https://aws.amazon.com/q/developer/pricing/

Amazon Q Developer A8 YA

X#HElE 2E EY

Z2& F IC= HMOSH 22 2o L PAo2 I QEPH(IAC)E MEE &= JUsLct
+ CDK Java

+ CDK Python

+ CDK TypeScript

CloudFormation JSON
CloudFormation YAML

* Amazon VPC Z&£0|ME F 72| MEH(171e] H=2] & 1742 Z2to[]), 2o O &, NACL, AIS
A x|E et ElojE & QIES HO|ES0IE Z=H|IMIE LT

« Amazon EC2 & 0{|A Amazon EC2 °._|ﬁE._‘|£% ZZ2H|NMEstD HE = MEYof uix|&L|Ct.
AE]

« Amazon RDS 240 A Amazon RDS DB QIAEAE T2 H|X{Hst1 Z 208! MEY0| B x| &L

Z&£9|CtE B2 EYS =85t T CHE AWS MH|AE M83IHEI: 2& & Z =0l o|2{8t &
ol Erd B2 ol =& E =+ JU&Lict

AWS Console-to-Code X|&5t= AMH|A

* Amazon DynamoDB
« AWS loT

* Amazon Cognito

* Amazon EC2

* Amazon VPC
Amazon RDS

T
Mty

g3c

M

ANEE + U= RIR 89

rr



Amazon Q Developer A8 YA
3 E = st A = ==

=25 FICE MNSE = e HEt R0

24 5 2SE ASSHH OH8 Hetol WRELIC

- 2& F IEE A83H= q:GenerateCodeFromCommands. E Q3 #HEt2 F£0435t= IAM A9
ol AL XE7E Amazon QE AFE3510{ CLI HHM I EE MM TS 518 MM TSN L.
- JIEE HHS ™Y + s HEALIC

FIE ME2 M EBAHZ FEELICH

-

Z2& F IAE2 7|52 AMEstodH oh3 MR E ASELICH

1. && MH|A(Amazon VPC, Amazon RDS EE &= Amazon EC2) & 5tLtS| 2£ 2 oS &Lct

2. HEIRX Ho 2E% J1EKIZ|0 M Console-to-Code 0}0|2& MEHEHLICY.

3. Z& F I AMO|E THH0M 7|5 AlRFS MEIELICEH

2EHH): K] 4%

ST MH|AQo| 2&0M 7|F5tEis AYE S-FLICH

=& F I Mo|lE T2 RIA| 4EHE |RXIFLICH 8F MH|AQ 2& 7Hoi 0|S35t04 042 MH[A
off CHEF 2td2 Z & 5t= stLtel 7|82 BtE &= Y&t

Z& FIC AMolE IR 2& & I E M0l SEE WK U2 FXIFLLCH EEIRMH #2 &
ALt MiMo| BREIE AH & HX Telist= A&l AWS Management Console M|440| &2 & LI|C}H

FACZ BEEE{E Bldo| £3g etEsioM 24 £ I o MTtoA SX|E MENELICH
3CHA|: Gather CLI 333 2l 3E MM
3abtA| = 3bEHAIE £33t =),

3aCtA|: Gather CLI HZ

[T

=2£ § I E A85tod Zrdod| (et CLI BHEE WHsted™ Chs HAE AFS = LICH

HE 2o %0



Amazon Q Developer At

rH
g

1 £ 3 oM 7S E AU HEFLICH

:‘ﬂ
(1N
02
m
0
N
if
o
rHo
oy
1=
0
pal
A
rr
1]
m
o
»2
jo
>
)
Q'I_l
hrd
N
Ju
[
2
104
mjo
1]
m

Z& R 3L : S
g+ Aauc
2. ChE & StLIE s™stMI2
« JHE CLI BHEE SAstE{H B 2Z0| U= SAHES MEFLIC
* oM 7Y CLI BYE MdsteiH B 2150 [
A= CloudShell 0t0|2 & AWS CloudShell M1 L|CE 121 CloudShellO| ¥2|1 A™E &

H|7} &l CLI H&Ho =2 xHIELIC}.

« CLIZBE MEE EHL Mddiste{H BES MEst T CLI SAHE AEisto] MBS R E B

EAFSEHLE CLIZE A35104 CloudShell€ ¥ R E HZo 2 iSL|Ct.

ofl CHEH AFMIEH i B 23127 AWS Command Line Interface?= AWS CLIZIZ St AIA|2. AWS

Command Line Interface At AHEHA{ 9] .

3bEHH: ZE MY

1. E&FIENHIMIISE HHUS HEY LM 2& F 2E 12 JHO EEO2, AM ¢
Ee gH RS A8stod 7ISE NS HE”E = et

2. IEER HEsHE HYS MEFLICH O BAloME Felgto] MEfE 2dpt AL

3. ddsitis ZE REE XBYLLL 2£ F I=E 1D 2EF Sto| AYE =EFCH2 HiwolAM
498 20| Hof H (G- sHE B2?) BAS =Y LT

4. MEfEt Ao s M LICH
YHE ZET SEF CLI BE A AU

Amazon Q Developerg& ArE35t0{ LRI & @7 TIH

0l AWS Management Console Amazon Q Developer= AWS AMH|A £t Sof et Mst= et 85,

HZ2E M MH|A AME Z0Het 242 2HtA ol @ R E FIEHEHL|CH Amazon QE AWS Console0i| A

ofr

CHS MHIAE AH8ste S Ydste 27 E 2 LICH

I

» Amazon Elastic Compute Cloud(Amazon EC2)
« Amazon Elastic Container Service(Amazon ECS)

* Amazon Simple Storage Service(Amazon S3)

o =

=) = XIck
[— Py b .

Mty

91


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

Amazon Q Developer At

ol
nx
0%
x

 AWS Lambda
+ AWS Step Functions

£ Amazon Q= 2 E AWS 22 H0|X[2] IAM T 2 F o LT MH|A Q| MFHE! 9] AWS MHE|A
H @7 E HAFLICH Amazon QE OIX 2F ZIE MMl 7|88 |XIetX| ef&LICt.

Amazon QUM LFE TIEte = = 8 Amazon QE AF&35H04 X|RHE Xl% At
&L|CH RFM[EH LI 2 Amazon Q DeveloperE AL&35t04 #{E! X[¢ B
QR TItt 7ls rHE EXMTE UE B 4012 OlO|E2 2 AL 50 &4

1] ik

Amazon QE AI835t04e| @ /& TIEtstE{™ CE HAHE AWS Management Console At & & L|Ct.

—

Amazon Q7t E2 = U&= 277 £MF

Amazon QE AI235l04d @FE ZIEHSE{™ Amazon Q=2 RIEHS MEHFH0{ A

2. Amazon Q7 HX @&ojC M35t ZO| LtEtLICH O O
=

g = e LT HHE MBS LTH Amazon QOIM XIEE 495t

= -

rr to J|'>
u

o mu o
gI:I
b

2 o
N
0

off =<

= U&LICH

3. LS XBsew Fote U 4042 0f0|Z S ASSHE EILICH RFMIE II=HS KT oA
ofol2g MEHEH % LIEILIS RIAISH MW HES MeiErLIC)

Amazon Q DeveloperE AF235H04 A& X[

Amazon Q DevelopergE At835l09& AWS Management Console Z&51049| 2 & X[ 2x|0] M X|H
Abe| & HAEtR{E MME = QU&LICH AWS Support Center Console. Amazon QE CHSIS| ZHEHIAEE
Ar&5to AL RHE CHAISHO] X AtE| 2ot RSS2 A gfL|ct 8k X[ Atel| dHol| 2|12 CHEt
E FI7IEILICE AL E M8 F Amazon Qe S Yt QIE{H 0| A0 Ao MA|ZH AHEIS ZF 504 &
st WO 2 X|# ol 0| MEol|AH &5 E& = U&LICH

Amazon QUIA K| ARHIE M SHE A7t X[ MIE| 240 ME O|0|EELICE. Amazon Q
of| A MAE Atedlo]| CHEE UOIO|EE FX5te{™ x| ME 2 £ AFRELICH

HEF &7t 92



Amazon Q Developer A8 HEBM
ME XA JtsE 822 x| 8ol mel CHELICH AWS HE. 2E AWS ALEXHE V(&2 K[ Z3
o dete = HE A ZAX x[2Hof HMAE = UA&LICE 7|z X HE2 7|2 X & 0]2|9| X|H
EUS E7e AEXE Amazon Q X[ of 22/g = U&LICEofl CHEr XkA|EH LIE 2 AWS Support

A& MM Q| AE5H7| AWS SupportE AWS Support3 Z5HAI2.

® Tip
X EIZg M5t 7| Tol Amazon QO EX| sHEAS ™ EML. RIS LI Amazon
Qo ElAA EAM 2 2 BHE XIS AMAIL. A8 758 A2 Amazon QZ RIEH HEE

AE3sH 8 = JA&LICE AME 82 2£ 2F T HHE HZSHAAIR.

s
i

ME=E

X
« AEXt= Amazon Qe MEE = /= Heto| U&LICH RiM[EH LIE2 ALEXL7E Amazon Q8F M
=

« K| AR E e + = HEto| J&ELICH XtMIE LI 2 X[2 ME{of CHEF HMA ZEIE HE

Amazon QE X|¢ AtEHIE M5 EZ20] 2tk MH|A EE7F R ELICH Amazon Q7 & X El AMH
AE MEASH AR SHIE MH|AE AF8510{ AR E YOO|EELICEH &EZ0| 042 MH|A L #TE 4
? 7H& MErst MH|AE RIHELIC

CtE 2| YR 2l Amazon Q 7|s0f| X[ CHsHof| =2|5t2i% Amazon Q7t AWS A{H|AOtEl CHEof| CHE
X|¢4 AFEHIE AWS MH|A MM EFLICE 0 & 04 Amazon VPC Reachability Analyzerol| A Amazon Q
HEST X HES A5t B2 XIH Aol A MH[A0| CHE Amazon VPCE MEAELICY

Amazon Q Developer 2= Amazon Q Business2| 7|s0l X| ¢ CHall & 2|5t2{24 Amazon QO CHEH X|
H AHEIE Mg ghlct.

A = 93


https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html

Amazon Q Developer At

ol
nx
0%

K2 Ared| &S
Amazon QOIlAf K| 24 AL2i|E A4d5t24T Ch2 EFE ALSELICH
1. O+ % 7hx| 2 5 5tLIZ Amazon QF S5 XI9 AlEIE 448 & ULt

a. “FE7I9 Chstetn Aoje!, Xl# Il So &

i
fjo

°

Iy
Q'I_-
Q
1A
2l
i
o
mjo
kO
0%
_o'l_l
x
kO

QY MHHE2 QE% =t L
Ct.

"HiAM QAR AO| AZEE + GI&LICH CHAl AIEf st M 7| mo1E A dal 2R KIBF 0{H3
SstK| ef&LICH ol 2XME AEE HIZ = 2= ot &0 AR E[I&LICH CHE HESZ #
HHZ A S gl Aoz HAE[JELICH

TRt OV & E + USETHR?"
o
=

b. Amazon Q SEO| =20| &|X| {2 B2 SHOIAM &oiR oto|2E ME|E 5 I=S
MEst= olfE MEELICE of EofetedH X[ 7 Atel| H&S X[ M=ELICH
CtS ol0|X|E =g HZl = LIEtLIE Amazon Q AT I Q| X|# Atg| E HESZ &
o1& LICH.

[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [4

P

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [/}

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with support.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts None

Attachments —
|'/ [f] Attach Files :I

You can attach up to 3 files. Each file can be up to 5 MB.
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IAc EMAZMOIME EHUS AIFSHT| ™ol CHE AP =740| SFE[=X| FF LI

- T2MEE X|HE|E Java HES 2 BT Mavenol LS EL|C}.

- ZE2ME= IDEMM Maveng At&35t01 3o = YEFL|CH $4X Maven 3.8 0|4 0| X[ E L
Ct.

- TEME AA JDKE EZOM A E £ /20 A= HHLICH o & E0{Java8 ZEE
EdAzHo|MetE B2 24 JIDK dX[= JDK 80|010|= g LICH.

- ZE2MET} 558 ool HEFL|CEH

- ZEMETJ SHIEA FEE|D SHHE JDK HAO| XI™PE LICH AtMIE LI 2 2BAH: ZENME +
o HEE FXRSAAIRL.

- ZEMEE 7t Zatol8! 2R E(VPC) E= 2EH|0|A HIERIE Z&st ZElo|8! HESRZ
o| glAaA0] HMAE ERIF I&LICE 6E E0{ Z2MEN HERZ Q| Cl|O|E{H| 0| A 0] 245t
E YU HAEJ ZEE A ER;MA TN O|MO| Mu{ghL]ct.

« ZEMEE Java ZEME 0| A Java 0[|2|2| 2101E€ W Z7|&5t= E21O212 AFE5HK| i &L LY.

0 & E0f Z2ZME|M frontend-maven-plugin® AF&3+04 Java A4 I E Q|0 ZEEQCE
JavaScript ZEE A= 4 ER;MAZHO|MHO| AmfEHL|Ct

« 2Z HEQ3 = Amazon Q7F IEE EMA LM 0|MEH= O] AR 5= Amazon S3 H{Zlol| CHEH
ECE 87 LCH RtAMIEH L& 2 O|0|E A7 2] Amazon S3 HHZ!0| CHEF M| A SHE S FZSHA
o

- OHE2|7H0|M2 UTF-8 EAtEF AL EfLICE oHZ 2|7 0[440] non-UTF-8 EAtE AIE5t= ER0T
Amazon Q= ZEE EZHA LM O|MSE{n A= ErLICt

Z2XMEE FAM5E{H A2 50! IDEO| CI2 HEE AF2EFLCt.
JetBrainsOlH Z2ME F 4

JetBrainsOl M Z2ME S Fdstt{H CHZ Z2HME 3 I E UYE X0k & + AU&LICH
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https://github.com/eirslett/frontend-maven-plugin
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DEO Z=HMEQ SUT JDK & 2o +E S MEsdte E? EE HES YHO|IEE HeIt gi&L

Ct.

« TZHME SDK- ZZHMEE AHulUst= ol A &= JDKYLICH.
« IEME Qo & - T2ME | AIR E|lE Java HAHQIL|CH
- DE SDK-2ES Autste ol A2 &= JDKILICH

ME = ZE2|SDK 2 0 =F S MO|0|EstE{™ CHS HHE 22 SHMR.
1. JetBrains IDEOIAM IS MEHSH OIS ZE2ME TXE MENEHL|C}

2. ZERME X 0| WILCH ZEME MMM ZEMES MEHSFLICH

a. IZE2ME JDKE UO|0|EstE{H SDK Qo| E2ECIR =2
b. ZEME Q10{& UO|O|EstE{™ Qo] =& Fo| EFCHR0M MEIEFLICEH

3. Project Settings0|A{ Modules& =48} L|C}.

a. T2 E JDKE YO|0|EsIE{H SDK ¥o| EECIR SE0f| A MEdEL|CH
b. E HO{E UC|O|EStE{H o =& Yol EFLI20i A MEHEHLICEH
KEMIEH LHE 2 JetBrains AEAMO| Z2ME 27 MH A DE 72X MHE HTFHAML.

Maven A% 0| E
Maven Runner JREE O|O|EStE{HH CHS BHHAHE 22 5HAMI2.

1. JetBrains IDEO{A{ 7|01 O} O|& 2!
2. MHE oML, A HHEZE MEfSH OIS 2= =3, Maven, RunnerE xIai|2 MEEHLICEH

3. JRE ZEO|M ERMAZHO|MEIEiE RES Y stE Ol A2 L= JDKE MEH

o
T
inl

VS CodeO|M ZE2HME M

VS CodeOM ZE2EMEE TM5le{H T2 MEof 20| E&£|o{of &L|Ct.
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
https://www.jetbrains.com/help/idea/configure-modules.html
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- Z2ZME 2E Z0{9| pom.xml I}

- Z2ME C|HEZ|9] . java I+

Z2HME| Maven 2 A% 1} 2(macOSE mvnw EE=Windows& mvnw.cmd)O| Z & E 2 T2
MEo| REf U=X| & T LICH Amazon Q= BHHE AIESIEE CHE Maven 7482 E26HX| &
&Lict

Maven EiIHE AP 5t X| g*E A% Maven2 AX|EfLICH XEMIEH LI&2 Apache Maven 243 A0 A

Maven2 |8t —?— PATH #d==0f F7HELICH XM LHE 2 LH PATHO Maven2 F715H24EH 0= A|
SHioF B 7?2 E # %M‘IIO Java runtime B4 JRE7} ot JDKE 7}2|740F & LICt FA40| 24t
EX| &olstedH mvn -vE A&ELICH £2340l= JDK B2 E 7t2I7|= Maven T runtime H

=7t E Al|o{oF & L—|EF

3EHAl 54 Yanols ot WE(ME ALY

Amazon Q0| S&E Y 0|E TUE NS E + U&LICH Ol U2 T2 MEO| Z&H-n EMA
olOo]

ZHoME B °":LE1IOIE%EF H™E LtPst= YAML It
[m]

HAE THE| S542 ZH0| fX| #E2lst2 2 £ 2O Z20|% LIEAI B AI8E = U
= glolEaE), 219! 2 =T E LIEFHLICH Amazon Q= 22 S0 WEE 235 1
HAE THE| S5 Mol HMAE = U&Lc RHME LIS 24 et 80 ZE 2 EHHE HAES
MAIR. ME THE| ZEMH2 Z 20| IRHR| A2 SINME A /IS8 £ LE AA ZSEHHYUL
Ct.
YAML oM HaBl|0|EStE s HAE THE| ZE5ME XIHE &= 2, Amazon Q= JDK g
ol ol &5 Yado|=gL|chod: Java 80 172). 7| JDK ¥80|E & HE o] ERMA
ZHOIM170HM 172 E= 210 212)2 AlEH5I04 ME THE| 582 Hadol=g = JUaLtt

Amazon Q7} %|A J
a2 o780l

] E1|0|':§ TAstH Hr o
g2l dasiole E

K 2
& £ U&LICH EE ME =
HAZMHO|ME S0t slied SEHEE Hdadlo|=28 £ U&LICt
Amazon Q= EHAZHO|M B0l S&5M a0l otUS MBstetE HAIXIE EAIE
Sted™ A It SHIZAH 7R =X] &lgLich YAML ZHYof= ChS 2271 2 FrLIct

« name - 354 dadol=

I
« description(ME4 ALR) - B35 Yado|l= uted Y ESHAZHO[Moi| CHEF AH Lt
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https://maven.apache.org/install.html
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0o
1z

02

- dependencyManagement - 12|0|E8 S5 2 E{0Q S22 & LICH
0]

[==] — [ === |
- identifier - 2t0|E2 22|, 2219l == 7|Et & 440| 0|SlLCh.
- targetVersion - 412{|0|=EE SE Mol HHLICE.
O

| o2, ofZ 2|7 0/A42] pom. xml T} o]

k

o =
« versionProperty(ME ALE) - Ho| 5Q B4
properties EfI 2 MM ELICI

« originType - 34 40| HAE mE|QIX| ME TIE|QIX|E LIEFLIMH, FIRST_PARTY E££
THIRD_PARTYO{ o|a{ X|HE/L|C}.

CHS2 4d Yad0|= YAML It ol of| 2 Amazon Q7 T1& EAMste Ol 2Rt 7Lt
name: dependency-upgrade
description: "Custom dependency version management for Java migration from IDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:

- identifier: "com.example.plugin"
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targetVersion: "1.2.0"

versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

I
M
X
L
In
m
i
|>
H
=2
S
e

CI22Ccslod &S52 £ 1 IDEO| CHSH CHS THAIE
%

ESAEZR A IE Z2HES ERRATD

O|Me EH|7} & ZdUL|C EBMAZHO|Mo|| ATH5tH IDEVL HIE A +EE|X| &f2 ALICH +#
d EME stidsiedH 28 A Z2HME 1 A 24| a2 dEELICH
® Note
FE EHATMHOM S0 24 AIAEIE IHL E7HL HX REZ MEHSHR| OHM[2. 7|
Al A5 e = otHMOl HER| T ¢ddo| He st ECI0|HE & 42 AF2ELICH
FEZZME FE= PEO| o{ HHE sl o|=35t24H IDEO| CHEH CHS EHAHIE ft=2 & LICH
JetBrains
1. JetBrainsO M Qadl0|=E8tEdE R ES QLICH IDEVM Z2HMEE MZXo 2 IEHEK]
2FOIghLCt.
2. Amazon Q 21 E ME4S T del= ME Do oHE2IFH0|ME BHEHSEE S Amazon QO

QLI

3. OfEZg|7o|Md ERHAZHO|M B0| LIEtLLICH EEC2 E20M Y o|EE ZENME

= =
E MEiE Ol S ERAZ M O|ME MEIELICH

4. Amazon QE ¥I0|E S&E LUS MIstete HAIXKIE EAFLICH Hadol=g &5
4 A HHUSZ YAMLE 78t 32 S FIHELICH Amazon QE THUE HSs0d Tt
Ol SHIEA F YR =X HAFLICH 277t Lot 3EH: S54 Yad0l= ot 4
(M= AEhol BT FAID T4 WEE HESLC

5. Amazon Q7| ERMAZ N O|ME A|ZELICH ERMAZHOIM ME ME EHo|M 28t 482 2
T A&LICH

6. EZAZMO|MO| 2rElH Z=MEE UO|0|Esty| ol Faciol=E ZEE e £
gLICH M ZEE Ee{H EBMAXHO|M MF & Bo= o|SE O3 diff 2718 MEE L

Fc EfiATMOlM
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Ch EAEE X HE FoM DtUS MEIsto] A4 FEQ HYaeo|=& ZETH Z & E diff
H7|& 4uich

Visual Studio Code

10.

Amazon Q2| B3 AtEE £Er5tE{HM diff 27|82 MEHSto] x| M 32 QiL|ct. Yoo EE
oelg B 5 MEiSt D &olg MElStod T2 MEE 0| EELICE

It dado|EE| T MOotE CHE EHAI| CHEE MR HEE dog{H E Hlo|M M&
ME B ERATHOIM @ H7|E MEHEFLICE

VS Code0iM YIB|0|ESiEds Z2ME E= 5] P¥E YLICH IDEVM Z2MEE U3
Moz AEFM=X| &SHMIL.

Amazon Q 21 & MEist 1 Hel= AME | o Z 2|7 0|ME HEHSHE & Amazon QO

QHEELICH

IDE 4FEHo| 44 BrojM YaBlol=g T2 MES MetgLICH

Amazon Q7 &4 FEQ| HTE &g + e B2 A& HEYE MEstet= HIAIXKIZF ZAE
LICH &4 FETH 7K ElE HYE MEE O oM EBAZ M O[MEE MEfsto] A& T

HIAIX|7F EAIZ|H JDK JAVA_HOME B2 E =2AELICH XIM[EH LI 2 VS Code ZEME
Mg B xSIM

—LJ

Amazon Q= YIB0|E S5 ntdg Xﬂ%ﬁ e HIAIRIE “AIE LICt Hadol=g &

MO HMOE YAMLE 7AIE |
| 2|:||.Ej-|| —T-'-*"E|°‘|'—X| E_|I-

(A1 AFEH Ol MTHE 3 AT}

Amazon Q7 ERHA Z H|0|AME A|ZHL|CH. Transformation Hub EHOA RIS A& 2 4 Q)

&L|Cct

= -

Eg /\ED{IOWOI QFEEI':|=| MerE g AP%* ol FEILICH Z2MEE A
O

AA _._59|' <.>=1:LE1IOI'=EI E7+ ?:.*EI diff 27|18 dLct.
Amazon Q2| 4 A& S £2i5te{M MIQHE B4 ALE EHio 2 0|5 5104 22 MEEHLICE

AN
A7t Yado|lEE| 1 AMetEl = BHAo CH
MEZ| Y FIEA E
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Amazon Q Developer?} Java 2101 4 C|0|EE ?[2t I EE ETMA LM O|MSt= B

IACE EMAZMHO0|MEH7| 23 Amazon Q Developer= Z2MEO| I E o HHME Yaao|=35t
= O M85t EHAEZHOIM HEES dMHELICH IEE EMAXZHO|ME & HE AL S 5t
7| Mo AEE = JUEE ETAEZHO|M 91} ut el Xt0|E XS ELICt Amazon Q Developer=
J20|EE I EE 4 JDKS} 38tk|= O 2RFt 2|A8to| HAS s=™s22 Z2MEQ| gloj=E
2 ¥ 58S adoleste{H FIt ERMA XM O|MO| 2 ErLct ChE AMoiMHE Amazon Q7
EHMATHOIME -5t Lol ChEt REMIE LIE S MBS FLICE

A ZHO|ME AR SHT| 25 Amazon QE 2ZM Z2MEE YEsin AA FE Z2H
m] =]

EE
&8 A de 2a7 23 E Ue ofE[HES H-ELICH

HC OlE|HEE MAISt £ Amazon Q= 2o 2E #ZoM T EE e stn Yado|Este{s =
BEME =00 A A M HElS HAgLICH ETHAZHO|M A&l

|4 AL EIX| o= Aol CHEt HA CHAIE ZEstod
o)

E EAAZMO|MS7] /81 Amazon Q= EZAZM|O[M Ao MetEl HE Aol et Z=
2 |E RAEHAEE CHA|

Aado|EE CHS A4 I E HTO

Java 8~17
Java 8~21
Java 11~17
Java 11~21
Java 17~21

Amazon Q= ZEE CH4 Java I S & E|= O 2ot 2[ASHo| BHA A E MEEL|CH
Amazon Q7} %A JDK dad|o|lE & 435t eE of | 2
EME YadolEE £ JELICH == ME TIlE| 55

o T
Bzl Yool EHMATZTHOIM Softt Y SEHES

Amazon Q= ZE=E& Yaclol=g m ChSt 242 HES AlzgfLch
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« CHY Java HE HE AtFol et o Ol AASElX| gt 2= 7

- 271 e etolEeEl & ZRHHAE thY Java
7lol= ct= etolEe{2| & =3 & ME 7F

ZaELCH

Apache Commons |10

Apache HttpClient

bc-fips
Cucumber-JVM

Hibernate

jackson-annotations

JakartaEE
Javax
javax.servlet
jaxb-api
jaxb-impl
jaxen
jcl-over-slf4;
json-simple
jsr305

junit
junit-jupiter-api
Log4j
Micronaut
Mockito
mockito-core
Okio
PowerMockito
Quarkus

sIf4j

or o

A5 SSAREERIY
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» Spring Framework
» Spring Security
« Swagger

+ testng

SaloloE & tIEIEo-"E O,_ng | HEQ|Z ¢1Z20| EQ3FIEZ FE EFMAZMO|M B0 2

EHMATHO|IM S0 Amazon Q= ZZ eE0AM &2l 2l & £&-ELICH. Amazon Qe AMH & I E
£ ot BH 2 ERHAZHO|MELICH 2 EHA| & Amazon QE ZEE 2Z #70] T&5tof HAE At
S _
o =

'S LESt T HAEYLICH O2{H EBMAZHO|ME A S| fls 2EIF M S22 THA| TS
o
2 gEgol e = Amazon Q7F Z2tol8l 2laAo HMASHOF SHe EHIAES A-E = TS 3t
o ERMAZHO|ME FEE #lst= Ol =20 Ut 2 #Z0M Al dd 2= LEot ZHAE
Heot 2IHE £[28t6t7] 25 Amazon Q= ddEt IEE AEST HO|0|Esto 22 2XE A
LICt.

O| &2 K| Amazon Qe ™A Z2ME 7 HO00|EE|R=X] 0{F E LIEtUH= %|F
*EH% ATL_?:. 5tod 848 Aol CHeh MR HEJF 28 = ERAZMHOIM o2 MSeLict &
o E |

F2 21 Amazon Q7 ¢dag0o|=

n
o[>

mek M pZ m
4> Hu

M
0]
d

>

ZiolM ofoll= ERAZH O] 7H[Eof M[eHE B1E AL Amazon Q7F S3Mez AE
adol=sty| sl et #HE At Zho| Aot #el Al &ol gl F7HHE A0l FIt=

W oop m
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r
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HEXMo=Z MISt EAIMNHO|M 2=

T = =

IS 0lAS] SEAD M AEO [t EMAZHOIMO| REMOR MBsH= QIAHAT QS £

AELICH &, Amazon QE ZZMEQ| EH iU & I JFAQR EMAZHO|MEE & JUUELICH
| 79 z2MEE Hoo|E 8 o] MM 2 Y stedH x| IEE +522 Yuol=3of &

LICE.

IOl LIHX| RES EHAZHO|MSE O 20| £/ IDEO|A Amazon Q REIS AF2E £ Q)

&LICtH Amazon Q0| Mo 2 HH0|EE S HAES T HAItYU 27 Z2 EME siiE5t7]

fet M ZEE MSSHEF HE £ A&t §M JHE I Workspace ZAEIAEQL Z2 7|5E Al

S50 H U2 TEMEES HEAES T 35T 8 Hof o47] mHof CHEH A|oHS BH2 £ 5 QL

Ct.
Amazon Q Developerg& AF&35t04 Java OfZ 2|71 0|Mof| KIH I El SQL &t

IDES| 2 E HEtE 2|&t Amazon Q Developer 0i|0|ME = H|C|= SQLE #42t5t0{ AWS Database
Migration Service (AWS DMS)E A& 8t Oracle0l| A PostgreSQLZ 2| G| O|E{H|O|A OFO|1E|0|MHE
2t=235t= o =30 & = A&LICh

AWS DMSE 27 O|O|E{H| 0|4, Cl|O|E ff0{5t2 4, NoSQL H|O|E{H|0|A & 7|Et & 2| H0|H
AEO0{E oto|alo[ME & e 2= MH[ALICH DMS2e| AWS DMS & 7|0t g2 Cf 4 o
O|E{H[O|A 0| 248 £ = OIO|EHIO|A A 7|0 & FE HHE WHetét= ol == 0| ELICH XAl
8 L8 BF F2lLI7F AWS Database Migration Service?E & Z&M 2. AWS Database Migration
Service At& MEMQ| .

AWS DMS 2! DMS Schema Conversiong A& 35+04 O|O|E{H|0|AE OFo| i o|MSt= B CHA O
O|E{H|O|A QI 3 &= o ZE2|F|0|Me| UHIC|= SQLES HHEHEHoF & & Q&LICH 522 #HE
St= CH4! IDEOI M Amazon QE AH&3to4 HEHE XHS3He = U&LICH Amazon Q= DMS A 7|0 &
gto| H|ELC|O|E{ & A& 35to4 ofZ2|7io|Mof Z & E SQLS CH4 C|O|E{H0|A %t SEtE|= HHS 2
e4gt g LCt

X Amazon Q= PostgreSQLE 0+O|18|0|448t= Oracle G| O|E{H| 0| A& Java O & 2|71 0| M 9]
SQLE HEtE = U&LICH ofE 2|71 0|M0i Oracle SQL E0| Z & El A<20{ T IDEOA SQL ZEE
EMAZNHO|MSE SMO| EAELLCH H EH2 HEE A ZHE 2T SHML.

1EA: AP =2

A% 5t7] 7ol IDEC] Amazon Q A% BHAIE SR =R HOlstAlR
SQL #HEhe QIEt I EMAZH|OIM BRI AlRHa}7| Toll T} AMM Z740| SEE|=X| 2HQIEL
}.
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« Oracle G| O|E{H| 0| A 0| A PostgreSQL G| O|E{H[0|A 2 AHIEEl SQLO| }U= Java OHEZE[F|0|MHE
oto|azilo|Mst= SlLIct EAZH O|M0] Agf 3PE4‘:'._=| O & 2|7 0] M0 Oracle SQL 20| =&
T|o{of fLCt.

« AWS DMS A 7|0} HEHE AL 5104 O|O|E{H|O|A AF|OIE HEtslE Z2MHAE 2EFELICH K
Mgt LH2 2 Cl|o|E{H|o|A oto|2e|o|M SFLHA 2] DMS A Z|0F B4EHE A& 5104 Oracle G| O|E{H|O|
A E Amazon RDS for PostgreSQLEZ 00|21 2{|0|M2 & ESHMIL.

- A7|0F HEto| 2= E|H AWS DMS 2£0{M 0to|18jo|ld Z2ME mtUS C

o
fu
n
o
»
°
[
n

2EHA: o ZEIFH0|d T
UHSEE sSQL T EE HHEHstE{H Java ZEMEOO| 5tLt O[4 2| | java T+ 0| Z 7 E[0{0F ELICt.

JetBrains IDEE A5t 42 T2HME 11X MHO| SDK ZHEE sl JDKE M™E&HoF &LICH =2
ME X MM Mo CHEE XHM|BH LI 2 JetBrains Ao Z2ME X MAHES R TSHM 2.

-

3EA|: HIZE sQL HE

Java OHZ E2|7|0|Mofl Z&El SQL FEE PostgreSQL CHef C|O|E{H|O| At S 2tE|= HAS R Het
Ste{H CHS B AHE 2RSHMIS.
1. Amazon Q7} A X|El IDEO|AM B4EtSHoF 5t FHIEE SQLO| Z & El Java ZEH|O|AE LC}.
2. Amazon Q OtO|Z22 ME45I0o{ ME! LS ALICt
3. Amazon QO A& ZfHoiM oHEZ|AHO|ME HESTEE - LICY.
4. Java OZ2Z|7|0|440| SQL gH&tof XEHst B Amazon

st2te HIAIX|E EAIELICH SQL conversiong ¢|23&tL|Ct.

5. Amazon Q= Amazon S30{| A ZHAMSt A7|0F HEIH|O|E TS UZEFIEIE HIAIXKIE EAIE
LICt RHEI0| M Amazon Q= I AM x|ElE NS ELict.

6. Amazon QE YHIEE sQLIt HIO[E{H0|A A7|OF mto| et El Z2ME E KNZstEtsE HIA|
K& EAIRLICH AE o] EECHR HlwoilA MAE ot S MEHEFLICEH

7. ClOIE{HIO|A AF|Oto) M ZHAE Amazon Q2| M|F HE 7+ & §Hx| & olgtLct

8. Amazon Q7 SQL ZE HEtS AIAFLICH E & HE 42 = J&LICt

9. Amazon Q= SQL ZEE BH2tet & mdof CHet ZE UClo|EQ Rt O|E MBELICH X0l

B MEE HdES OIS HE AEE +8fsl0d =& YUO|o|EELICH

EESt Amazon Q= B3 Ateof CHel T HEJI 2 E ETAZMHO|M @98 NS ELICH
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
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10. ZEE YHIO|EEH £ AWS DMS & = =0t7tA M sQLO| 00|10 MEl o|O|E{H| 0| AL &
o

Amazon Q Developer BHEE ERAZHOM T
Ho|ME £ &L r IAEE EMAZMHOIME
5t Amazon Q7+ &zde o b

dof I=EE YEstod HE AL E EQIFLICE RHAIE LHE2

TE AE3sto] BHEA OHE EI91IO|*._% EE._HAE
=z

i
=

=24 E & 2! 24 E0M IE LE B
HE FXSHAAIR. Amazon Qe EIZX|EEZ ZE HE AMEE 705t M EZX(IE HMELICH
EfiAxno|Mo| 2tz E|H E3X|E el 2R3 X|of Hefstol HE ArZ 2 ZEH[0|A00 SEE +
A& LICH

AlEfste{H BEE T+ & dX[otD QEE OE 78S 2l BHE FHelstn EMAXZNO[MEE Al

[N -]
« Amazon Q DeveloperE Al&35t04 HHE0|M EBHAZ M O|MH A
- BHEO| EMAZMHOIME EAX A
« Amazon Q Developer BHE EAHAZHOM EF HH 7[5

EfiA XM O|M S0l Amazon Q= £Z2Z4 &40 &l &elE & 3T LICH Amazon Qe AMH & Z =
E o{E{ EHH 2 ERMAZ M O|MELICH Z EtH| £ Amazon QE ZEE E2Z4 &7Z4oj T&35lod H4 At
g2 YUcStn E|AEELICH OH ERAZHOIME AHKSHZ| o ZE7H M S22 CHA| M&
EucH

2Z #tE8ol Y= Amazon Q7F Z2t0l8] 2|lAaA0f M Ao SHE HIAEE A™-E £ U S 3t
o ERHAXMHO|ME ZEE &Ql5t= Ol ==20| ElLICH 24 8 E0M Al M8 3 E 2eof 2t E
ot 21#g 2483517 2I51 Amazon QE MeEt A= E HESI T Yolo|Estod 2ot EXIE sHEE
LI|CF.
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(@ Note

Amazon Q= ZE2MEQ| QX MO Ol IEIXE J|HIOZ EFHA T M O|ME £&EtLICH &
ot2 | X|5t24™ ?:'.'%E X ot2 o ofE|HEE T 2NME B|XX|EEo Z&SX| 2T 7|S
I} 2ot DEof CHsl EHAZMHO|ME I ES A AB L.

od 24

[ Ne)

Olg{st 2 A&iol CHeh BHAHI'Y X|&2 Amazon Q DeveloperE A& 3504 HEE 0l EZHA LI O]

M A MMEE RZSAR

qct configure

Java YIH0|EE 2ft ETAZMHO|ME AlZH5tE{H OIS BWHES M™A>FLICH <your-source-
java-version>2| 39 JAVA_1.8, JAVA_8, JAVA_11, JAVA_17 == JAVA_212 =8 = U&
LIC} <your-target-java-version>2| 39 JAVA_17 EE= JAVA_212 Q248 & &Lt --
source_version % --target_version® 25 ME A QULICH --trust ECHOE AIE5tH 2
CE ZANste S0oF ESHAZ M O|MS AlsHsto] HOtS SX|& & OlA LI}

- O L- — 1= —_= =2 O T = 17 AAEH

=

gct transform --source_folder <path-to-folder>
--source_version <your-source-java-version>
--target_version <your-target-java-version>
--trust

SQL #Hetol cigt ERAZ M O|ME AlZtsic{H CHE S AligfLich

gct transform --source_folder <path-to-folder>
--sqgl_conversion_config_file <path-to-sql-config-file>

qct -v
EfAZMOMA TEt =2 HoeiW OIS AdeLc
gct -h
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gct history
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ZHold 2 7|5 E7[ A #Elof ChEr RHMIE L8 2 BZE0AM HU 7S E7[ MMHE &X

e m
[0 >

Amazon Q Developerg AI&3t0{ HHE0M ETHAZHO|M A

L

Amazon Q Developer HHE TF1E A
22 ML,

E5t0i BHEM I EE ETHAZMHO|MSIE{H CHF BHAHE
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I
o}
o
N
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rr
oy
40
I3
HU
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rr
>
3
Q)
N
(@)
-}
I®)
i
;
_o'I_l
A
[
Q
<
Q
E
mlo
O
LI
o}
o

e Java ZE HH™
™

« Java O ZC|7|0| Mol M AHIEEl SQLE ettt A< oE 2702 SQL with Amazon QE B4
Bt5t7| st A =Hg &=Lt

AL

HYPE #E0i PythonO| Mx|x|of JU&LICH BHE TFE Mx|ste SHULICH XY XY= Z
24 Python {2 3.12]L|C}.

« macOS EEE LinuxOlM EBHAZHO|ME Ald SlL|CT.
- OHEZZ|FAH 0|M2o| 3 7|= 2GB 0|5t L|Ct.

« Amazon Q7t YIB0|=EE §H S5H0| Ue 8¢9 S5 Yad0l= e F 88 WL

1CHAH|: QI ey AEH oI 5t =7}

O H L-"1 x L—L—

rot
o
z0
rr

IAM Identity CenterE Q15 36t0] P E0|MH ERA XM OME AlE = J&LICH E+= H
x| &elgct.

@ Note
HHEO|M s8El= ERAZHO|MoE T2 #HEl™ 7|7t XIHEIX| &Lt
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Amazon Q Developer At

et F7t

21501 AtE &2l Amazon Q Developer 51t AHE 1AM X3 EHol& BHE0|MH ESHAZH|O
Mg e + Qe HEho| Qlo{ok gL AEs7| ol IAM Rt ZEof| AHEXE7F B E 0| A] B8t
2 4SS 35S0l Mol HEto| U=X| = lgLch

Amazon Q Developer =& & & IAM Identity Center 215

IAM Identity Center2 215 5t24M #2|XH7F Amazon Q Developer ProE 2|2 A& A2 5351 0F 5HH
T52 Soll 2/5E AlEF URLE MIS8Hok &fLIch AR EE= #2|Xt= Amazon Q Developer 2£0f
M AlZH URLE &2 £ U&LICH AHMIEH LI 2 Amazon Q DeveloperO| A A& & A|Ef URL 37| Ml

Mg FEFAMLR.

Tost MBS RUbsta{H Het £UL MM HESML.

ro
mo
it}

4EHH): 74 8l Q15 0llM AIZ URLE MIB LIt

HUE T70| O MG CHRZE o™ KT 7|5 MMS AEHAL.
=
=

=k 3PE4 Py thonOilAM 7t B8 S d8st= A0l EGLICH 7He 282 dEsitdiH =
FCIEE 2l BEOld &2 dL

mx

el

oF
k=l

nz
OOII

2 3

source qct-cli/bin/activate

mjo
02

I
fjo
>
0%
o

4. BIEN =T E IXIsted{H HA of7[E™of et 7o SHE & B=2 O
LICH.

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl
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Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-
any.whl

@ Note
EfAZHO[M0 O] US| BEE E7E MEsts 82, LIRZES HEHRZ

1.2.28 HiZ=Lc},
5. TFIFMAR|Z|RFEX| EQlEe{H ChS S AstistLICt

which gct

3EHAl 54 Yanols ot WE(ME ALY

Amazon QO 3&d YI0|E THUSE MBE + UA&LICH o U2 Z2HMES| SHY ERA
ZHolM & HYB0I=Y HTE LIFstE YAML mtdLct 5454 a8 olE ©tUE XS 5tod
Amazon Q7+ YIBOIEY [ Z2= ME THE| X HAE THE| SHYE X|YE + A&LCh
HAE TE| S542 20| fX| #2lstn 2 E& 2O Z20|W LIEAIMAME AI8E =+ U
£ 2tolEa, £ & Z| YA E LIEF LT Amazo Q= 2 #FoM LEE ~E M

HAE TE| S&5d0f HMAE = U&LICH XHHI"F 82 =24 #r8oM A de EhHpE & xst
AL ME THE| S&54E2 %o T RstX| & -T'-7H’“OE ANE7tsE EE 2E &4 SHHEHAUL

Ct.

YAML ZtUof M 48|0|Esi2dE HAE MtE| S&5dE XIEE + A2, Amazon QE JDK ¥

Ol &0 3542 Yaelo|=grLIchod: Java 80 172). 7| JDK FIB0|E & HEO| ERA
EZMHO|IM(170MH 172 EE= 2101 212)2 A|ZH5t0] ME TtE| BS54 S YOd0|EE = U&LICH
Amazon Q7} =4 JDK YB0|EE +~HSIH HE o ERMA XM O|ME A|E 50 ZE ME THE| S
EM2 HOB0|EE = JU&LICH E= ME IE| &€ siE A2 YAML Tt of X|%H35t04 2+0|
Bzl YdadolE EAZHOIM Soitt sHE SH5HES YO 0|28 = U&LICH

Amazon QE E |&hch M3

AZMHo|M B0l S&E Uadole LS MSstets HAIXKIE EAIE
otcdH HX % SHEH THY=X| = LICH YAML Ttol= ot ZEJF 2ot

0z
I?
4
=
o
Mn
El
e
1o
o
Ojn
I°
T
o

« name-3&
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u

description(ME ALE) - 348 YadolE nt 2 EFHAZ H0|Mod| CHEH MHEL|CH.
dependencyManagement - & 12|0| =&

dependencies - J13|0|=E& 2to|E2{2[2] =
plugins - I 0|=E& E2{1¢lo| O|F 1 TS Z & &L
identifier - 2tO|2 42|, EE{aQ E&=
targetVersion - I 0|EE S&5 M

S 2
versionProperty(4Ef Ate) - Ho| 50 FL G| HHMS R, ofZ2|710[M 2] pom. xml Tt o]

properties Ef12 MHEELICH
originType - 34 40| HAE THE|QIX| ME ZE|QIX|E LIEFLIMH, FIRST_PARTY EE
THIRD_PARTYO0]| 2|5 x|ZElL|C}.

FIF

ChE2 544 Y180|= YAML mt o] of| 2t Amazon Q7t #&2 =446t= ol 228 Lo

name: dependency-upgrade

description: "Custom dependency version management for Java migration from IDK 8/11/17

to JIDK 17/21"

dependencyManagement:

dependencies:

- identifier: "com.example:libraryl"

targetVersion: "2.1.0"

versionProperty: "libraryl.version" # Optional

originType: "FIRST_PARTY"

- identifier: "com.example:library2"

targetVersion: "3.0.0"

originType: "THIRD_PARTY"

plugins:

==

EZHA I H O|M
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- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

ERMAZMHO|ME AIESIEdH THX IAM Identity Center2 21535t ERHA Z M O|M0f CHE 74 HE
HEE MZSsHok gLct
1. EHAEZMHOM FH ZEMNAE AlZstedH CHg BHES A-AELICH

gct configure

2. X|3El= Z Java HZTO| CHSH JDK BEE =IstEt= HIAIX|7F EAIELICH CHA BHZO] of il
Java OHZ 2|70 A4 BT O DK ZB2EF x|t FELICH

3. 3 C}Z IAM Identity Center2 @15 3t2484 Amazon Q Developer Pro 5 T 2 Z 9| A|Z URL
2 2dstetsE HIAIXKIZF EAIELIC
OHCHE A58 AWS EIM 2 Ao R QEdlL|Clus-east-1. X|¥ElE 2l S8 x|#El=
2|x: MM ARSI, BIX ZE S E2 AWS Y 2 X oMol 2| AEZQIEE X6t
Me
4. FM 7|8 MH™HE configuration.ini TFJofl A& EL|C}
5CHA: ERHA ZHO|M Al
W SOIEMAZNHOIM S MEHSI0 EREH 71 L HHS Folghct
® Note
ZCI0|0E & deof s oHHEAMOl HERT Q20| Eesle2 3 EMAZHOM Jof 2

Java upgrade

EzAzMHOIME HE +H
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Java HX 48| 0|E S0il Amazon QE EZHA ZIO|MO| A|E 2
EZHOIM A=ES MMELICH AZlof CHEH CHE 0t 242 HEE EE &= U&LICH

- 7H&lof Z&E SE0|A Amazon Q7 Fadlo|ESHE 2tolE 2]

- <dependency1>, <dependency2> ! <dependency5>Ft 18 0|=
» <dependency1> EE= <dependency2> S& 82 YI0|=6HK| & X
- 2tO|EE{2|E YI0|=E e BT
« IEITE oA
« <version> CH 4l O] {710 CHEF <dependency> € 18|0|=
« Amazon Q7} £=&sHoF st= EHA|
« TEZE oA

« 1~7EHAH 2t 2

- YadolE" 5E5E F7HEIA IDK HHe R aB|o|l=g f SME ST

« EEBt <dependency1> BLEE <version2> HMSE HI8|0|=

Java ZE dado|l=

1. Chs BES d&stod Java YB0|=E Qe ERMAXZNO|MEE ASELICH ERiAZD

o|M3ledE Z=0| Er{ HEZZ <path-to-folder>E HF 1 JAVA_17 SEE= JAVA_21Z2
<your-target-java-version>& Ht&L|LC}.

gct transform --source_folder <path-to-folder>
--target_version <your-target-java-version>

NHEB &

Nl
g

- Fadol=Eg BE5EE XHste B2 345H Yadol= ol A2t & --
dependency_upgrade_file M F7IgLIC}.

- EHATHOIM HES AESHHL YO|O|ESHX| toed{™ BHol --no-interactive
ZpaE F7HEILICH Amazon Q= H&lof CHEt I|EME MK foH HES Qe

7|8|7} ei&LCh
FC EFAZMOM 146
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2.

EZHA Z M 0|AM0| A|EHE|Z| F0i Maven HHZ10| & QI=L|C}H R E|= F|A BHF0| e AR

CHS £=0| ZA|ELICH

Running command: mvn --version at: path/to/current/directory
Your Maven version is supported for transformations.

HEI= Maven HT0| Qi= B2 AL TlstedT Uo|o|Estof BLICH XA LIS 2 AT
7

L
IS MBstats HAIKIE EARLICH M2 AEE o o+ Xrolol2 A2 4 2o
|

M, Amazon Q= QW& B4 AIE 2 X[HE £+ U EA2 A= S UOo|EELICE.
Amazon Q7 ERHA ZH|O|ME A|ZHEHL|CH ERHA ZH O|M ZEto] ZA] AE] UO|0|EE &
248t C}. 2+EEI Amazon Q= ERA XM O|ME At 210 U 7 ntdo| £k FEE

M-S gLt
Hazo|l=E 2 EE MHEE M ER1X| Amazon QO Z{B!ELICt. Amazon QE qct
configure &= Al ME4SH FFof et 5tLt |4 e HBeE I EE FHAUELICH

Java HEXE ¢apo|=8t & Cl2 EAZHO|ME AlRSH A HdiﬂH EZHA Z 0|0 A
HE AE S AHUE SLEH =

SQL conversion

-

25171 Tl Amazon Q DeveloperE A& 3504 Java OHE 2|71 0|0 HIEE SQL et MMS
1 0|g{et K&ol ERMA T M O|Mo| CHEE AFX =742 O|sl5HoF &Lt

X AWS DMS £ 7|0t #H2rol|AM A 7|0F HEtH|O|E mtlel 3
S5t oF BrLICH.

Hu

N

Hel

ook

i

_<

>

=

—

_|-'_1

e

mjo

oz 2
0>- rEI
ol

schema_conv_metadata_path: <path-to-metadata-zip-file>

ClS 232 Aldstod SQL HEtof CHEt ERA T HO|ME A|RFefLICH ERMAZ M O|MEtEE
9| E ZEE <path-to-folder>E Hi 1, 1EH 0 248t YAML otlo| ZE=2

<path-to-sql-config-file>& Hi&L|C}.

gct transform --source_folder <path-to-folder>
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0lo

1z
0%
x

--sql_conversion_config_file <path-to-sql-config-file>

3. Amazon Q7+ A 7|0F HIEIC|O|E] moi|A o424 A7|OHE &2
UXIE A7|0F S5 MIELICH sQL HEto| AFEE &
EZl=(schema: <schema-name>)& F7}gHL|CH

H E2H

A
5

(o)

4. Amazon Q7 ERHA Z M| O|ME A|EELICH EBHA T M O|AM XHof ZAX] AFEH 4| O]
2gLCH 22 E/™ Amazon QE ERMAEZ N O|ME A, 23 & T4 Tt 0|

NS ghct.

Hx| Amazon Q01| 748l & LIC}.

L
rir
=

x
pull
=
li
|'|'IJ
>

iagolE=l 7

EMAZHOIM LA EX| EE FA

MEBAZHOIM ZYE LAl SX|5HHLE FLASHEF MEHE = UGLICH CHA AZ
H 1 S P QU

cE EMAZHOIM XU LA EX|stHLE FAstedH

CLI E{O|goi Z|IEE0| M Ctr+CE +ELICt.

EfiazioldE LAl SXIE K| FAE K| MEHELICE

oM Ho|lMg SX|st
7|08 MEHSH CHS YAML T ofl A

Fet7| ol E

- ZE ERATZHOIM EUZS UA| BX|5tE{H 12 UELICH QCT BH("qct transform
504 12A[Zt O[LHo|

H= =

’%*?:1% R7Hstod ZE ERMAZ M O|ME HSE £ Ql&LiCh
- IE ERMATZMHOIM AUYE FAsiE{H 28 LT LICH

Amazon Q Developerg At&3t0{ BHEE0|M o Z2|AHI0|ME

| —
-
Yt el FXME sidsts ol =&0| & =+ JU&LICH

HRA E20| MZ TXMX|X| i olfRE FAUIIR?

CHE 277 EAEH QB0 A8 ElE ERALEE

;

MZ Tx{of gfLct.

jo

Refreshing bearer token

AE

E

ZHA

Zojolde

[rH

('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred

(InvalidGrantException) when calling the CreateToken operation:

"))

HFAH

==

EZHAZ O 0|M
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('Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token
due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))

=IOI__I
.
ol
s
k8
o
Ojo
0z
Ot
o
>
0%
ot
L
ful

Ol _RE

QBE A7 B UL MA# $ qct transform CHA| A#stof ERAZHO|ME ChAl ISR

FHE 79| =& HHO| AFEEIX| i E OlfE FHAUIIR?

AZMHO|MEE 2la M HHC| HWHE =T E CIR2EZEE M 0| HHL| =77t AS AIBElE B
o

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl --force-reinstall

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-any.whl
--force-reinstall

(® Note
ERAZHO|M0] O TS| BHE =7 E AISSts 82 1.2.28 LI2EER HTEHC R

HEE LICH.

Amazon Q Developer BHE & ERMAZHO|M =7 HH 7|5

Amazon Q Developer BHEE EHAZHO|ME =7 9| 34X L 174 2l2|A0] CHEF REAIEH LIS 2 CFHS
MEE AESIM2. Elo|E20ls 24 HFe| CIRZ2E 23, 2ElA dm 3 2IE[A HEJF T8 E|o] QU
&Lt
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« MEj- ETHAZHO|M Zdo| #4RH AEHRILICH

- 7|2t-EMAZMHOME 2tE25HE ol 2B AlZFLCt

« Y |D- ERMAXHOIM 2ol T/ AlMEAFLICE

- Diff x| - Z& ZE HE M2 E0iF = 2|5 diff x| Tt Y| B3 = F=2

e Qo -HA A CHEt ME HE7I & E EHATZMHOIM Qof nplo| 313 £ ZA2lLct
(® Note

0| 7|50| 2B|AE 0|F AMEI EZHA

z LS
2 2|A = Amazon Q Developer AFHS AHA O] MM 7|§ —! d% HZESHM L.

IDEOIA 2] 7|5F 27

(® Note

0| 7|52 %X} Visual Studio CodeO|AHTH A& 4= Q& LTt

Visual Studio Code2| Transformation Hub= Java EZA ZH0|M =] J7|=of CHE ZZXQI EHI|E
NZ2stL|Ct.

Transformation Hub2| Ei|O|E0i|= K|t 30 S0Cto| 7HE =|2 EGHA XN S ok
Ct. EO|E20MH ERHAZHO|M OlE|HE 2! AHZ 1 & X qof HMASIo{ TI& A&
El OlE|HEE 7IXE £ U&LiCh.

EHAZMHO|M OtE|HE M

2 7|5 H|o|E 0| M diff THX| & 2 of T} II'_I- 2 ERMATZHOIM OIE|[HEN HMHAE = UEL
CMAEF 2l 2 MEHFHod IDEO| A diff EE
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.aws/transform/
### [project-name-1]/
### [job-id-11/
#  ### diff.patch
# ### [summary-1]/
# #  ### summary.md
# #  ### buildCommandOutput.log
### [job-id-2]/
### diff.patch
### [summary-2]/
#  ### summary.md
#  ### buildCommandOutput.log
### [project-name-2]/
### [job-id-3]/
### diff.patch
### [summary-3]/
#  ### summary.md
#  ### buildCommandOutput.log
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JetBrainsOll A QIS 74

ZE A MHOIM AL 5tE SSL E£= TLS QUBAME AE[SHE S JetBrains IDE Java TEHY B3 (JRE)
2 744524 SSL EE= TLS 213 ME JRES| cacerts TFUZ 74X4QbofF BfLIC} cacerts Tt
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® Note
A2 Qe 2ot AZo]| EXTF Yl = A2 B R cacerts S 57| Toi| #4145t
£ Zo| E&Lct

1. JREZQ| cacerts Ito| ZE2E ZAXEILIC}. JetBrains IDEQ}F E7H MZ2E! LHE JRES| cacerts
o A2 = 29 AA et A2 S92l JetBrains IDE H{Fof| 2t &2t &L|Ct
CIS2 28 2Y HM|A2| cacerts It A2 9| of &LICt Y ®|XE MEHSI0{ of| A|S & QISHA
2.
(® Note

<JetBrains Installation Folder>& JetBrains ME 0| MX|E C|HECIE & EXE
LICt. O] CIHEEl= YRMo 2 MR Z2MA Sof MEIELICEH

jbr EC& JetBrains IDEQ &7 A SIS ZHE JREL| £ HEQ! JetBrains IDE2}
M HEZIE JRES LIEFHLICH

Windows

Windows0| A x|l JetBrains IDEQ| cacerts I} A2 & Cl=1} Z4&LICH
<JetBrains Installation Folder>\jbr\bin\cacerts

02 S0{ Windows2| 7|&2 @|k|0i JetBrains IDEE Mk|st A BEZ= 30 &2 £+ AU&L
Ct.

C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

macOSo| A x|El JetBrains IDEL| cacerts It A2 &= Ch21F 24 Lt

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts
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/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

Linuxol| & %|El JetBrains IDEQ| cacerts I}t Z=2 = Ct=21t Z+&LCH
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3. QIBAE cacerts 7| AE0{Z 7FXZLICH Java keytool HHS ALE5to] £#-E = UL

CH.

a. BHIZFITEE Py Chs BHFS UZLIcH
keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. <alias>2| B LIS HXSHEE 7tMediE 2B ML 0|2 F7He &= /U&LIct ol &

Me M= Arg Lot

c. <certificate_file>9| AR 7tXQEi= QIBMO BEE X|HELICH QIS M7 Z&E
.cer, .crt £ .der TtQ| ZZ 040 EL|C}

d. <path_to_cacerts>0lE 1E-H0IAM K& Bt cacerts 7| AE0{ I}UQ| HZE X|&IEfL
Ct. Ol QIBME 7tX{e= T Lot

0& S0{my_certificate.cerOl2t= 21E ME Windows2| IntelliJ IDEAXIAM HE R El JRE

Ol cacerts 7| AEO{Z2 7K1 Q1B Mo & myaliasE X|Hst2ies 42, BE2 O3

¢ = A&Lich

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\Intelli] IDEA 2022.3.2\jbr\bin\cacerts"
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1. VS Code &% Z0lA mac-ca-vscodeES ZAMstT Mx|E MEHSHL|C}.

2. VS CodeZ CHA| A|ZFELICEH

macOS2| VS Codedi M ZTEA| ™ AO|0|E

CHE MM E UOIO|ESH0d VS Code7t ZEAl0]| &7 SHIZH| R EEIUR=X] EQIEFLICE

1. VS CodeOiA MHE L|Ct.
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2. ZHAME0]| proxyE I=dgiLIC.
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» Java TEIY B Z(JRE)O| ZE2ME JDKE AtEstD UeX| &FLICH dHez o|SE CHE Y
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« Amazon QO|M X|¢5t= Maven HHE2 PATHOIA A E &= JU&LILCE.

REMIEH LI 2 L PATHO MavenES ZF7tstE4P4 0" A siof BIL[77H? MMEE HHEstM L.

LH PATHO Maveng F7t5t24d o{= A| 3l{oF & L{7t?

Maven cIHE AF235HX| 2811 VS CodedlA ZEE ERMAZHO|MSI2{H Maveng A X|5t1T PATH
B0 F7}48HoF g LICE.

0|0| Maveng SHIZH Mz =X

FO15}F24™ Visual Studio Code 2|5 2| A OS E{O|=E0| A mvn -
vE AlstL|CH Maven AT &7 &4

Ol & AlELICH.

rlH>|' s

Visual Studio Code E{O|'d0 M &34 U X[t OS EHO|H0ME £292 UX| 25t HL BWHS 32 £+
A B2 PATHO| Maven2 F7|aH{oF & LICT.
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macOS

macOS PATHOll Maven2 F7t5t24{™ Ct& EHHE 2= LICEH

1. Maven &I CIMEIZ] £ Maveng AxI8 BCIE o} sig ECiol 28 XMFHLIC
2. MEHSE HEIT|0|M o] M mtele AdLCH %Al macOS HHEQe| B 7|2 48 zsho|Z 7|
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export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

Olg{st WHE AIE5H ZE O mvn BHHE AISE £ &L
3. EE oS EHOE &S 21 2E Visual Studio Code QIAEAE

=
4. PATHO| MavenO| F7IEIR=X] =0Ql5te{H M OS EO|'dE ¥ OIS BES A& ELICE.
mvn -v

Maven HHZ1} &74 £=240| & A|EILICE.

5. Maven 20| E A|L|HM Visual Studio CodeE CHA| A|ZHEFLICH A|AEIZS CHA| A|ZHSHOF &

£ Q&LIC M Visual Studio Code E{0|dES ¥ CIE HHS AsLIC.
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« Visual Studio Code0llA PATH '#H~& £ QI LICt. IDE #E 0| 2Z PATH B9t CH2 |
PATHE HZE = gLt HEE A 7504 PATHOIAM &[4 E LT

+ Visual Studio Code0{ M 7|& 2lg & QIELICt. zsh7}t Ot CHE WAoo 2 MHEE A< 2o
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Windows

Windows PATHO Maven2 F7t5te{H Ct& BHE 2t=2 & L|Ct
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a. Windows HES MEHGto] M &E HLct.
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7|Z& Maven A2 &
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C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

mvn -v

Amazon Q7 I EE L& £ = Olge FAUYULI?

Amazon Q7 ZIEE dlcsh 1 ERMAZ M O|MO| AlTlst= 22 Amazon Q7 2
of ¥AH Z2MEJI NMCHE +EEX| & = U&LICH HE 2 = I E 73
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pom.xmlof| A MO Z= |7
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<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11.jdk/Contents/Home/1ib/
tools. jar</path>

</toolspath>
MO B2 E AEste CHel ZRIEE AI835t04 T B2 E e = JU&LCh g2 ol - &3
2E M) A2 2 CiAst= 2ol of luct
<toolspath>
<path>${java.home}/../lib/tools.jar</path>
</toolspath>
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software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0
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EELm?
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- @workspace <## ##> &0 CHEt R EHIAE F7}
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BIE O|§0 Create_sequence_diagramll 22 ZEIE O|§2 25t Enter 7|E F

ICt. ZEZE o|§ols 3ol 23 E & i&Lich
Amazon Q= ~/.aws/amazong/prompts ZH0i| Create_sequence_diagram.mdgt= Z&
ZE ntg MMt D IDEOAM TS dLct.

5. ZEZE LYo AtMEt ZEZEE FItELICH offAl:
Create a sequence diagram using Mermaid that shows the sequence of

calls between resources. Ignore supporting resources like IAM policies
and security group rules.
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MEE ZBLES AR SHE W

1. IDEOIA Amazon Q A& &S 4L|Ct.

o
eE UMsln ZEZEE Mzt

2. =R

3. Create_sequence_diagramzt Z 0| M E ZEZEE MEASIL|CH

4. (MEALE) ME U FolMd Eo [EFEP NE HEE FIteLch HAEE O i35t D ZEA
E RS O F7IE = UA&LICE 6|E B0, ZEZEE= OIS Z 2 = JU&LICH

@Create_sequence_diagram using the files in the @lib folder

EE NME&35IT Amazon Q7 EHHE MAE W7HX| ZICHRILICEH

(&) ]
[3]
Ot
|kl

| — o T
Ct ZEHIAE =58 15t SR CHete| 2 E IHIAIXIOH sz EE*EIEE e@workspace, @file
= efolder SO HYS UtEXo = Qe eIt igLch

THE Y2 K| 2200 KIS £ USLICH RF HESE ¥2E £522 THEHHL
Amazon Q7t RSS2 ZHMAE(O]: #KH B4 IHU)E F7tstod SE BUS HME £ AsLIL 1
HE ZHAE F2e AT Pl HAE U2 AR AT EAIEIH Z85HK| o2 HHAES HH

Hetst ZHEIAE ZAAHE FXI6H7| 26 nHE €52 A AE Sofgh M FLL|CH M SHe dH &
Moen 2 7|2 1" ZHEAEZOF MZ A|ZHEHLCH

1. IDEOIA Amazon Q RHE! TS 3L|Ct.

2. {20l M eworkspace, @file, @folder, == @prompt S2| ZHHAE HHS A8 & 5t
£ UHEAEE Z8Isto] T LICH

AElo] HEIAE
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1. @Pin Context M|+ AFHS:
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=
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Z2ME FE|R ZZME project-root/.amazonqg/rules EHQ| 0t LI Tt ofl HolEL|CH

ZZME F32 MMM Amazon QE LRI Z2ME LYo M Amazon QoF AMEE molCt O|&
HHIAEZ AISOZ AFE5t1 HHE HHEE | 722 43525 FLICH /B HHAEE F7}
St= Zdof| et XEAMI8H LI 2 IDEOIA Amazon Q Developer ZHEI0f| ZAEIAE F7| MME & X 5HA|
.

o A|ARIOM 2 EE= Amazon Q HE! QIE{H|O|AE Sdll T2 ME X8 MAS £+ Q&L|Ct

Amazon Q AT QE{H|O|AE A8 5to Z2ME H22 ddst= UH

1 de o
2. ®E U2 AXoM FE HES Z2IFLct.

3. M A MM MeELICH

4. EAElE i3t & xboll #=o| 0|82 elaigfiict

O|EH st ZR2ME Q| project-root/.amazong/rules EC01| sl 0§22 otact: 1t
ol 4Lt

5. HE7|o| #& 2HXAE FtgLC

6. TUS MEELICH

I A|AEIZ AI2510{ ZTE2ME F3I2 MASHS dh

1. IDEOM Z2HME BE EHE LCt.
C

2. ZEME RE EH0|M
project-root/.amazong/rules

ol ECjols 2E Z2ME FE0| Sof LI

3. project-root/.amazonq/rulesOiM Z2ME 7= DS MELICH T2 BtEA| O3
Ct2 mtlolofof &rLct. offA:

cdk-rules.md
4., ZZH™ME JEOI3CHR
ool XiMEt ZEZ E

tedE Lot

I
£ Z7btLict ol Al:

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.
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All Amazon DynamoDB Streams tables must have encryption enabled.
All Amazon SNS topics must have encryption enabled and enforce SSL.
All Amazon SNS queues must enforce SSL.
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2. FHE! ol2d AFKlo M 2 HES Z 250 AR 758t B E 722 20Isth|C}
3. T=EIg Z2lstod #HAH ME MMol chsH 72 747t Zuct.

« EQl A7} Qe A2 g4 MEfo|H chztol ML

« Ol EAI7F Qe FAI2 SR MMM HIEASHELICE
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El memory-bank &t ECE01 AELIC.

product.md - Z2EME 4l 7|50i CHE 7/ LICt

=
« structure.md- ZZMEO| o} F|EHIX|, E M LU F2 T 24LC}
« tech.md-7|& A8 ZP¥3, SEH LU IE EE

« guidelines.md - ZZME o] 7{dt EF L mEIQIL|C}.
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When generating the memory bank files like product.md, structure.md, and tech.md,
always generate content in Spanish and include detailed code examples.

22l Y 2|2 TEME project-root/.amazonqg/rules £ Aol AHEFLICH
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Shift + Cmd + Enter(Mac)

Shift + Ctrl + Enter(Windows)

Shift + Meta + Enter(Linux)

Shift + Cmd + R(Mac)

Shift + Ctrl + R(Windows)

Shift + Meta + R(Linux)

Shift + Cmd + Backspace(Mac)
Shift + Ctrl + Backspace(Windows)

Shift + Meta + Backspace(Linux)
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Amazon Q

Il Pause Auto-Suggestions Currently RUNNING
= Select Customization 1 new available

</> Open Code Reference Log

%7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[J Open Chat Panel

% Send Feedback

§J Connect with us on Github

E] View Documentation

{3} Open Settings

I=> Sign Qut Connected with IAM Identity Center

JetBrains

1. JetBrains IDEO{|A IDE & St 2B EA|Z0] %= Amazon QE MEHELICE.

CH= 0|0|X|= JetBrains IDEL| Amazon Q 2] EA|E € E0o{&LICt.
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Eclipse

Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log

HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out
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‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X © Amazon Q Code Reference 8 = 8

Chat X + Open Code Reference Log

[II Pause Auto-Suggestions

Select Customization

Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out

You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

‘ IAsk a question or enter "/" for quick actions

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

R Qs ready

3. A& Mo UAI EX| E= xS M MIHE MEFLICH

Visual Studio

1. & 71E A2 A Amazon Q 0}O|2& AMEHEFL|CE.
2. A8 Mot LAl BX| E= RS Ao RH7H M EH

CH= 0|0|X|= Visual Studio2] Amazon Q ] EA|E € E0o{&L|C}.

Sign In .

Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
n: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Clien Getting Started

mm local View Options P
Jdient
1 to: C
Cliernt

1 resalve hearer token awsRuilderTd :cndewhisnerer.

AWS Cloud9

Sign Cut

Amazon Q= AWS Cloud90i|lM Aot 77| A 117|& x|t x| f&LICt
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ol Al Amazon Q M|t =412 EX[SHE{Z AWS Cloud9H M| A0 AHE QI g £= ALEXH AWS

Cloud9 2% E{ Amazon Q0| &MA HEHE 2 0{5t= IAM HAEZ AN|7{EL|CH AWS Cloud9
AWS Lambda
Lambda0®iAM Amazon Q ZE N|QH2 H|E M35 HLE CHA| 2 435H= -

1. Lambda 2£0|A & Lambda &+2| &
2. IE AAMNMMO| T3 B20AM EFE MEHSHL|C.
l:

3. EECI2 7oA AmazonQ 2

Amazon SageMaker Al Studio
1. SageMaker Al Studio 2& 2| & 5o A Amazon QE MEIFLICEH
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JupyterLab
1. JupyterLab 2& 2| & sl Amazon QS MESSFLIC.

Amazon Q Tf'=d0| G &IL|Ct.

2. XS Mot A K| E= XS ML RIIHE M= EF LI

AWS Glue Studio Notebook
1.  AWS Glue Studio = ES 2£ 2| & 5tEH0|lM Amazon QE MEHEFLICE

Amazon Q I 0| L Z&IL|C}.

2. XS Mot A K| EE XS ML RIIHE A=EF L
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basics boto-whisper-demo.py
mport

rom boto3.session

From boto

07| M 7 RIE S &Eof 2 M5te{s I EE MY
Amazon Q= HAE

basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import
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i

Amazon Q= & iy A7} REGIONO| D & Zto| 7|22kl us-east-10| E Zd
AbsHL|CH
o H .

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

AWS APIs 2! SDKs0f| /=8 Amazon QE SHIE &4l A|etgetlct.

logging.basicConfig(level=1logging.INFO)

session = Session()

DEFAULT_REGION = 'us—east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #fStr(int(time.time()))
TEST_TABLE_NAME = 'my-test-table' g str(int(time.time()))

WU R= HEA S MgE g0l O|F B MR &LICEH SHX[BF Amazon QE Y &= (R HEIAE)S
7|9te 2 A &8 NS 5tH, try/except M2 2HSEILICY.

TEST_BUCKET_NAME, which is a constant declared earlier in the same file.9
ALS EI
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s3_client = session.client('s3’,
dynamodb_client =

create_s3_bucket]

7HetXt= DynamoDB E|0|E2 MM U245t 7| AlZFRi&LICE 3EXIEF Amazon Q= Of

J0| o{C|2 7t=XK| & = U&LICt

T =2 ELich

AN|ot2 o|Tof| 4444 El DynamoDB AM|440| CHEF AHO|H FA40i T

ef create_dynamod

HeER= Amazon Q7 2285 A|HE I
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ik XH= DynamoDB B0l & d'JE &2l O|FE A{st7| AlER&LICE &t X|2F Amazon Q= 0|
ol ofc|z 7t=X| & =+ &L

MeF2 o|%dol| 44dE DynamoDB A|4404| CHer MHO|H FAdol| = A= ELICH

Amazon Q= A1 HHMAER J|gto 2 MA| 7|2 &+ & MI gL

boto-whisper-demo.py ~ ...

def test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")
response = client.list_tables()

self.assectInttmy=test=tatrte's—response [ 'TableNames'])
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

OX|Yo 2 T A= 20| - E SUE IDEQ| B0l X EIAEE MAFLICL
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

f main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)
create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli
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JupyterLab A x|

HFEol| JupyterLabs XI5t 7Lt JupyterLabO| 0|0] AX|Z[o] /= B2 CtE BEE A sto] HY

s
£ FQolghct.
pip show jupyterlab

SEH HHE 7S5t CfE MM F tLte| sie XI&E WELICH

Pip for Jupyter Lab H{71 4.0 O|& 2 A& &+ M|

to gdsE +~ A&Lch

|l
o

I2 HES AHE3H04 JupyterLab 48 Amazon Q &2 MX|

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

Pip for Jupyter Lab EHZ1 3.6 O|4F &/ 4.0 O|TF2 AF2EH M R|

ClS B™EE AR50 JupyterLab 38 Amazon Q & & Mx|stn &Mdete = &Lct

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

£ ME75lod 215 AWS Builder ID

CtE H&toll M= Amazon QE &d3te W 155t ol ALEE Builder IDE A& EfLICH

1. JupyterLab2 AF23tE HElRX 2 MZ TELICH
2. & 3tEol Amazon Q TN A A|ZHE7|E ME4FHLICE.
3. EY oM IZE SAH L TI™-S MESELICH

4. A
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° QDevDemo.ipynb ° +
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»  Code v

-1 o
# Python 3 (ipykernel) O =

Untitled3.ipynb
B+ XD O » = cC

[ 1: L# Create a functi, 01 to copv S3 bucket
mazon Q

" @ suggestion 1 of 4 fro
def copy_s3_bucket(bucket_name, source_file, destination_file)

53 = boto3.client('s3")
s3.copy_object (Bucket=bucket_name, CopySource=source_file, Key=destination_file)
ucket"

. . u
print("File copied successfully from S3 bucket to S3 bucket")
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"Version":"2012-10-17",
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"Statement": [

{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": [

"codewhisperer:GenerateRecommendations"

1,
"Resource": "*"

}

AWS Glue Studio0llA Amazon Q Developer A&

O| M O|X|ol = AWS Glue Studio .= E5 & Amazon Q DeveloperE MAE5I D &35t e A
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@ Note

Amazon Q= AWS Glue Studio0l A Spark 2Fdoil CHet ETL AJ R EE FYSHE Ol A ElE
& 21042l Python} Scalag 25 X[ EfL|Ct.

CHE ™R M= Amazon QMM & AWS Glue SIS & A™HELICH

1.  AWS Glue Studio tEE& &L},

2. Glue Studio —E£29| IAM i&tof CI= &= 044

® Note
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations”
1,
"Resource": "*"
}
]
}
3. Glue 2&2 YL}
4. ETL UM —ESZ MEISLICEH
5. Jupyter NotebookO| ME4E[0{ Q/=X| & QT LICH 4(Create)= ME4FLICE
6. Y o|§S2 U ELIch
7. 1AM Q&0 A Amazon Q2t &= X EFITE T8 A S MEAFLIC
8. LES AEE MEigLICH

0{ A Amazon Q Developer A& AWS Lambda

0| 2 Mol Lambda 2£01 CH3H Amazon Q DeveloperE MAstT &A45t5te weds MHEEHLICH
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codewhisperer M5 A= Amazon Q Developer2} H&fEl AH|
8t LI& 2 Amazon Q Developer O|& #Z - B8 ALE o B

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
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{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
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in-example.py = Release | | {} launch.json

1 Select a lan Il Pause Auto-Suggestions Currently RUNNING
R = Select Customization 1 ne:

</> Open Code Reference Log

&7 Try inline suggestion examples

I Pause Auto-Scans RUNNING

&> Run Project Scan

[J Open Chat Panel

& Send Feedback

{7 Connect with us on Github

E] View Documentation

3% Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.
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. my-project > Version control Current File v
(VENE]
public class Main {
public static void main(String[] args) { System.out.println("Hello world!");
Amazon Q
[0 Pause Auto-Suggestions
@ Open Code Reference Log
B Select Customization (1 new)
< Learn
00 Pause Auto-Scans
Run Project Scan
(ia Code Reference Log (3 Open Chat Panel
Your organization controls whether suggestions include code with references. To upd: © Send Fesdback act your admi
©) Connect with Us on GitHub
? View Documentation
£3 Open Settings
Sign out
my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces
Eclipse
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2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8
Chat X + Open Code Reference Log
[Il' Pause Auto-Suggestions
Select Customization
Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out
You can enter [ to see a list of quick actions.
l Explain selected code l l How can Amazon Q help me?
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R Qs ready
4, FEFHX 20 YJ|E MEdFFLICE
I T 23 Yol YRLICH ZE HE AHE Chet 2 E FH X7 LG ELICH
Toolkit for Visual Studio
—_ = C= = =,
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Show output from: | CodeWhisperer Reference Log '|

.Code’\cloud.py(18,5): Accepted recommendation with license: MIT
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AWS Cloud 9
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1.  AWS Glue Studio —E£ %
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CHF 22l IDEVIM ZE HZ = 7|BMe 2 XM JU&UCH 2= X E DL 7= Lol CHer EHA|
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Visual Studio Code

Amazon Q& VS Code0ilM At stH Z= & ETH 7|[EXMez 74K l&LICt

AN EH

T7HLE LESol| CHA| 2™ CF S HALE EM L.

1. VS Code® Amazon Q &% B 5 2[A HHME A5t U=X| &QlghL|ct.
2. VS CodeQ| IDE & 5tCF 1A 2 A E 7| 0|0l Amazon QE MENSHL|C}.

IDE & A'EHol Amazon Q 2 EA|IE0| WEIL|Ct.
3. MY UIIE MEHELICE Amazon Q2 BHEAE SMO| ZAIE A7 eHo| Y&ILCt.
4., HEZXIIQUE FZE EA| Yo| HXHE MEHGHLE MEH F|AEL|CH
JetBrains

Amazon QZ JetBrains IDEOIAM AI25IH I E X7 Z7|12XMo 2 74x{ {&L|C}

AN EH

7L} LS 0l CHA| 742{H Cl2 MAIE 2 M L.

1. JetBrains IDEQ} Amazon Q 2101 25 =|Al HAME A5t Q=K &olghL|ct.
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Eclipse
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JetBrains2| IDE & StE A EH E A|E 0| M Amazon QE MEHEFLICE.

AEl EAIE 20l Amazon Q 2 EA|E0| ¥ EILICt.
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Amazon QE Eclipset|M AFE5tH ZE & X7t 7|2XMo 2 74X U&LCt.

DAL LES 0l CHAl 74240 CHS HALE [HEAMR.
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Eclipse IDEQt Amazon Q E2{1Q 25 %[4l HTHE ALE5tD JU=X| ERIF L
Eclipse IDEOIAM M E JLCt.

212 EtM 0 20i A Amazon QE ME4SHL|CE.
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Toolkit for Visual Studio

Toolkit for Visual Studio0|A Amazon Q& M85t 4 ZE X7t 7[2Mo 2 7K JU&LICH

17HLE LFSof CHA| HE{® CHS MRS 2 M K.

1.

Toolkit for Visual Studiol| |4l HHE AL 51D U= K| = IELICH

2. Visual Studio0ll A SME L|Ct.
3. 2% EHMI20MAWS =7 7|EE MEISHCHS Amazon QS MEHEFLICH.
4. FZof Mot & Qo| EECIR0M & EEE HAE MENEFLICEH
5. EOolg MEHFtof A AlErS K{ZEhLICt.
AWS Cloud 9

Amazon QE AWS Cloud 92 &7 A8 5t B ZE X = 7|BMo 2 7{X U&LILCH.

AL LSO CEA| 742 CHS HAHE MEAMR.

1.

AWS Cloud 9 2£ 9| 2I1% AL @AM 2[0l A AWS Cloud 9 21 E MEHSHL|C}.
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3. 7l AN ol Z2ME MXolM B3 olgio] AWS E7 7IEE Mg c

Lambda

Lambda®2| Amazon Q= _=J_E X E X|EHK| t&LICH Amazon QE Lambdadll M AFR25HH & X
7t T&HE I E X|Ho| MEF=L|CT.

SageMaker Al Studio
Amazon Q& SageMaker Al Studio®|A At 6tH I E F X7} 7|22 AKX U&LCH

n7HL LES ol CHA| 7424E CHS HALE [HEAMR.
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JupyterLab
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2. HEEEO200M 13 2 HETVIE MEiFLICH

3. Amazon Q EECI20M ZE FX 7t Q= Mot 25t 0| #XE MEHGHHLE MEH F| AT
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AWS Glue Studio Notebook
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Eclipse
AEjZzlo|= 2R B =X TAof gt ZE HEJF ZEE MoHE SEOIRE =+ USL
Ct. O|=H| st =%|o| 7HE I Xt7t IDEE Sall ChA| SEQIE = gl&LIC ol2{8F 7 Xt= O
M Mol A M ARHE M U MEH R AE 4 QXIBHAE|ZRI0|X £F0IM BEOIRE Y

foil= & 0Ix|x| k&Lt

HE{ZZIO|= =ZFE UM &7} U= HMotE SEOotRStEdH CHE HALE AFSELCH

1. Amazon Q Developer 2£0|M MM S MEELICE

2. Amazon Q Developer /& M2 HE F oM HES MESELICE

3. NF HE HE HO|X|el g MY FolMH 2E F=x7t JUe Mot &S M FAFCH
4. HEME MY S MEIFLICH

Toolkit for Visual Studio
AE{ZEIO|= &M F XTI Q= M2 SEOoIRSHE{H CHS HAHE AFSFLIC

1. Ct

0jo

TR Y B stLtE I X dHof| AMAE = J&LCH

a. A 7}EHRF2]0d A Amazon Q OFO|2E MEHSH 2 SM.. 2 MEISH|C}
b. E7->AWS 7 7|E ->Amazon QZ 0|&
2. F=EIJUe ANerE ZEREX| offof 2t EZ 2 True £= FalseE #HZE g LICH

AWS Cloud 9

AWS 22t £ 92| Amazon Q= AEHZEIO|Z +E0M X7 (s ZE XS SEOIRE XA
ot x| ef&LICt.

HE WL R = FE0M SEOIRSE{H ZE X ES S HESHMR.

Lambda

F4LICEH Amazon QE Lambda0i M AF25HH & X

o|-

Lambda®l| Amazon Q= ZE X E X|HEX| &
71 e E I E AN|eto| MEFE|L|CE

SageMaker Al Studio

Amazon Q= SageMaker Al Studio2| QIE{ZEIO|= =FE0|M HZE7I /U= ZE XQte| SEOIRE
K|St R| et &LiCt.

IAE X A 225



Amazon Q Developer A8 HEBM
JupyterLab
Amazon QE JupyterLabl| YIE{ZE}O|= £+FE A &HZE7I Qe ZE XMoo SEOIRE K|SHK|
&Lt

AWS Glue Studio Notebook

Amazon Q= AWS Glue Studio —ES2| & =x7} Qle ZE Mot SEOIRE X|HGHK| & &L|C.

I oA

Amazon Q= CFFst AIL}E|001|A-| FACE Kotetr £ Q)
S ol 2=t o{EAH E20| E = J=X| LotE

- 8t & A E 2 218 Amazon Q Developer A&

« Mx| &+ MMHE 25 Amazon Q Developer AHE

- E5 242 25 Amazon Q Developer A&

« Docstring, JSDoc & Javadoc 2t4dS 2|8l Amazon Q Developer AtE
« & HE A& 0l Amazon Q Developer AHE

st & 3= 2tHE 25 Amazon Q Developer AFHS

5t Zo| ACE Y=dst 7| AlxtsHE Amazon QOIA B L o1& el2ig Jlgto 2 ok BrLich
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JavaScript

O| ofIM|oflA Amazon Q= 7HEFRF7F A=HSH

TypeScript

ol oMM E AFRRI7F TA FA2 Q2dst
M3 gt
index.ts
from- "@aws-sdk/client-s3";

33CLient({});

C#

0| o M0 A Amazon QE A
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Shell

otz o|O0| x| M Amazon Q= &t
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access_key_response
access_key_response=$ -u "$user_name"

if [ $? -ne @ ]; then
ERROR: Failed to create access key for user '$user_name'"

21245t 7| AlZH6H Amazon QO A

ot2H Java O KO AM AFERt= 7|E EeiA0| EXIYE publicS 2

7|8t2 2 Amazon Q= 7|2 HMEL| MEof CHEr & et
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Go Run Tools Window Support Praview . Run

= example.java o ®
public class Main {

}

Python

O| oMol Amazon Q= 7HE Rt =AM EZ J|Hto 2 §F & I EE FHMELICH

F= MM g /3 Amazon Q Developer AHR

ol

A

0
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Amazon QUM &4 MHEE FNetetL|Ct AMete £25tH Amazon Q7 RS2 2
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JavaScript

CtE Mol E ALERIZE 2 MEE 7Bt 2 A
= index.js Environment Var Preferences

/**
* AWS Lambda handler
*
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
*/
| X
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Amazon Q Developer
CtZ olO|X[of M AFERt= Amazon S30M TS 17| {8 &= MBE A ERI&LICH Amazon
O| M| 7 ~etehLct.

QO|ME O|F read_from_s3 HIAME

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)

return obj['Body'].read().decode "utf-8"J)

® Note
O of M2 20| Amazon Q= import &2 Aetol
O|248t import B2 It A HOZ 0|Sst= X0l E&LILCH

QIE 2 55t 7|T gLICH =522

I CHE ol 2, CFE olOlX|o M= ALS AL Bf = MEE H PR &LICH Amazon QU= O|F

quicksort HMEQ| MA| T3S AetErLICH

def quicksort(a):

if lenfa) <= 1
return a
else:
pivot = a[@]
less = [1 for i in a[l:] if 1 <= pivot]
greater = [i for i in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater})

Amazon Q= Mot & M O|™ ZE xZt2 1e{&LICH .S o|O|X[0o|AM O] of| X2 AFAt=
gMELICH 2 OIS A S At Y2l sort O

ol U= quicksortol CHEH A|oHEl 32 ~EHFH
O ChS Amazon Q= O|0| A EE LI 2 7|EIe 2 32

Mol CHsH 34 AMEe xHAdsHL|C)
AMererct.
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def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[0@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[l:] if 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

CtZ o|O|X|o M A Rt= FAE ZHERUELICE Ol FME T[22 Amazon Q= &+ MBE A
okgfLCt.

# Binary search function

def binary_search{arr, 1, r, xJ:

Ct= olO|X|ol M Ol oA o] A& A= AMoHEl &4 MES B3
binary_search &=9| Mx| 732 A tELICt.

lI|>

L|C}. O|F Amazon QE

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid = 1 + (r - 1) /f 2

if arr[mid] == x:
return mid

elif arr[mid] < x:
L=md+ 1

else:
r=md-1
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Java

CHS S 50{|= Amazon QUM A2t 510 AFE XA A &+ dd Z2MAE LG W
of CHEF o 7} =& |0 U&LICH.

1. OtE XM ALE Xt FA4E URELICH Amazon QE &4 MBS M erefLict
AER7L S AMetE 25t Amazon Q7t & 2 &S M et

example.java [ ]

public class Main {

2. otz o|O|X|o M AFERt= Amazon Q2| XMIgtE #8517 | Tol| &+ 2ol FA4E LU=ELIc
CtE £0lM Amazon Q= FAg J|Ee =2 XehE L
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Go FRun Tools Window Support Praview . Run

example.java

public class Main {

public static int add{int a, int

C#

Ct2 of|X|od M= Amazon Q7 XA & 4+& FHAEFLICE

TypeScript

CHE of|A|ol M Amazon Q= AFE AL EM EAFY
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ring}  fileName

ring} bucketName

Python
Amazon Q= AFEXI7L 2t FMHE 7RISR A 48 dUE = J&LICH FM 2H-YE 0K
24 Amazon QOi|AM & = MBEE K|t LI X|ehE 25t Amazon Q7 AHFS2E HAME &+
o|CtE FEL = 0|Sst Mot gL XeH Atolof F£I7t2 FMo|Lt = &2 YU™stHet:

Amazon Q= &liiE 22g Y|ftez E|HEZE T LICH

CHS oMo Amazon QE A &f =2t i A EHAEE 25 SEFLICH

oHd

CHe S=oll= Amazon QOIM KIQHS 51 AL RIOIIZ| FA| 84 AlA T2 HAE OHLYsHE W
ofl CHEt ol 7t Z 8t (o] QU&LICH

1. ot2h olOIXK|oM AFEXtE FAE URRMELICH F4 oteof = &+ HB2 Amazon Q2| A|
eFlLCt.
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IJ

demo & src  main @ jav com | example ' demo

HelloResource.java

U}

F

J
Q'I_l
=

2. of2H o|O|X|IM AFERt= &4 M oi CHE Amazon Q M|etE 2 &LICH AMotg &=
ZAM7t RS2 2 T-E| 1T Amazon QE &+ 220 CHist ME2 Mot &Lt

IJ

demo ' src ¢ main  java ' com  example | demo Main g add
HelloResource.java

com.example . demo

3. ofeh olO|x|of M At Xt= Amazon Q2| M[etE & 6t7| ™o &f+ EE0| FAE = efLich
CtS £0lAM Amazon QE FM2| LIS 7(|Hez M MorE dE&
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Main - LY add

java ' com  example ' demo

demo  src - main

HelloResource.java

add(

Inzert Code

|3l Amazon Q Developer AHE
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i
rto
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fjo
o

2 if/for/while/try ZE E8§2 Hd5t= Ol AFSELICH
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Java

oteH oMo M At Rt= if B2 MTE . 22 Amazon Q2| Mot lL|C},

Run Tools Window Support

o

example.java o | (+)

public class Main {
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C#

ofzH o|O|X|of A Amazon QE & +E 25t

TypeScript

- from- "@aws-sdk/client-s3";

w-S3CLient({});

Python

0| od M0l A Amazon QE FHHIAEE 7|
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Docstring, JSDoc 2! Javadoc 42 ?/3if Amazon Q Developer AFE

Amazon Q= ZE oM dBME Y&t 2tzst= Ol =20| E & &L

C++

Javascript

O| oMol = Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E A SLIC}.
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

const-client-=.new-S3Client({});

st -putObject- = nc (bucketName, - key, -body) - = - {
st-params: = {
Bucket: bucketName,
Key: - key,
Body: - body,
};

return-client.send(new- PutObjectCommand(params));

C#

O| oMol M= Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E RS LIC}.

Java

CFH2 2 Oracle # AIO|E Q| oMol =HE! o [L|CF.

otzH o|O|x[o| M AF&At= docstring 21232 A|ZHRi& LICE. Amazon Q= docstring0l =718 EHoq
E MotrtigLct.
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Amazon Q Developer

Current File ~

Main.java HelloResource.java

Tab ~ to complete @

CFH2 2 Oracle # AIO|E Q| oMM =HE! o JL|CE.

otz Java O A|of M A& Rt = docstringE 223 LICE. Amazon Q= docstringE * 2|5t

M erefLct.
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https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q Developer
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

* @param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL

* @see Image

= & WD~ oW R W R

1
1

Python

Ol oMol A Amazon QE FiH HEIAEE J|HO 2 Docstringe FMELICH.
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StX[Bt Amazon Qe £EE HE M S M3 E = UE
Go and GolLand

O| of|XM|ofl A= Amazon Q7} &

s ListBuckets() {
err errar

nE
I
021
>
0ok
[0
sl
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o
r
ful

cfg, err := config.LoadDefaultConfig(context.TODO())
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func Add(a, b int) int {
return a + b

C++ and CLion

O| A MA= Amazon Q7 EE HE ALY E MSELICH
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bool CreateBucket(const Aws::String& bucket_name,
const Aws::Client:Client::ClientConfiguration &clientConfig) {
}

Python

C+ olO|X|oi M 2 ZH2 Amazon CloudWatch Logs Z&M HIAIX|E H AlS DA}
Z FMg HEMELICH 0| 7|82 2 Amazon Q= CHS O|0|X|ofl EA|E! X%
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# Publish a message to a CloudWatch Logs Group

client = boto3.client( logs')

LSS

SHRIGE AL A7 Al S B M AFE
o= A= ES A& MetELICh

mo

P

[e]]}
rr

A< Amazon Q= O|0| EMHE LHEE 7|8t

—

# Publish a message to a CloudWatch Logs Group
client = boto3d.client('logs')
response = client.put_log_events(

logGroupiame="YPCFlowLogs® ,

@ Note
2| ofKlol A VPCFlowLogsis SHHE 44 20| bl 4 Yl&sLIct Amazon Q2 Hetof
M EQol et 40| 0|82 HAstok gL,

—

Amazon QE CHZ 0|0|X|2t & 0| 2|BHMoZ M| IE EES 2= = USLICH

# Publish a message to a CloudWatch Logs Group

client = boto3.client({'logs")

response = client.put_log_events(
logGroupMName="VPCFlowLogs",
logStreamNome="VPCFlowLogs®,
logEvents=[

{

"timestamp': int(round(time.time() * 108@)),
'message”’ : json.dumps(event)

)

Ko redommerdat iond
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ol B B HE AEES MBHLICH
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78 Bol x[HE=E 2

HiZto{ CHst ©10{ X|H
H4gtol| X[HEl= of=

JetBrains IDE 2! Visual Studio Code0®|A{ Amazon Q= CIS ¢do{2 Z EE gd8tst 4= 9
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Kotlin
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Python
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Amazon QE CHS 910{2 & AT 1}l 9l Z2MEOf Ch3t Z= ZHEES AT XIS 2= 282 A

S8 = U&LCH

- Java - Java 17 0|5t
JavaScript - ECMAScript 2021 0|35}
Python - Python 3.11 0|3}, Python 3 A|2|= O|LH
« C#- ZE HZTI(NET 6.0 0|4 HZE
« TypeScript - ZE H™
+ Ruby-Ruby2.7 3.2
* Go-Go 1.18
- C-C11 0|3t
o C++-C++17 0|5t
« PHP - PHP 8.2 0|5t
« Kotlin - Kotlin 2.0.0 O[3}
- Scala - Scala 3.2.2 0|35}
« JSX - React 17 O[5t
- FE=F QlZEH(IaC) Hod
+ CloudFormation - 2010-09-09
« Terraform - 1.6.2 0|3}
« AWS CDK - TypeScript 2! Python

MEXR X|Eof CHet 2101 x|
Amazon QE CHg ofoil CHaHE X|246i0f LIGE It RS AL sto ALK RIEg AAEHLIC

+ Bash/Shell(.sh, .zsh, .bash)
+ C(.c, .h)

« C#(.cs)

« C++(.cpp, -hpp, .h)
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+ Dart(.dart)

+ Go(.go)

« HCL(.hcl)

« HTML(.html, .htm)

+ Java (.java)

« JavaScript (.js, .jsx)

+ JSON(json)

+ Kotlin(.kt, .kts)

* Markdown(.md, .mdx)
« PHP(.php)

» Powershell(.ps1, .psm1, .psd1)
 Python (.py)

* reStructuredText(.rst)
* Ruby(.rb)

* Rust(.rs)

+ Scala(.scala)

» Terraform(.tf, .tfvars)
. BEIAE( txt)

» TypeScript (.ts, .tsx)
* YAML(.yaml, .yml)
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-« MCP I

« CLIS|MCP 74
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User
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Amazon Q CLI

CLIS| MCP #+4

O| m|o|x[oilME MCP MHE Fd3st7| 2IFF CLIE &4 CHELICH

mcp

mcp

mcp

mcp

mcp

mcp

add
remove
list
import
status

help

e prompt

o use tool to get additional context

Data Source

MCP Server
_°call R equery >
4_aresult MCP Tool P eresponse
MCP Tool
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o final response
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MCP Ak @12

--args It2t0|E{= O|A| O|AFHO|Z EE= JSON HiY HAIZ AIS6ts 2l X7 QI+ E X|HE Lo

# Escaped commas
g mcp add --name server --command cmd --args "argl,arg2\,with\,commas,arg3"

# JSON array format

g mcp add --name server --command cmd --args '["argl", "arg2,with,commas", "arg3"]'
#47 MCP AMH

ZZMAZ A¥E|E 2Z MCP ME{ 2|0 = Amazon Q Developer CLIE HTTPE &8l 415t &4
MCP MHE X|ELICH ¥ M= OAuth 2152 AFESHHLE ¥Eq /I &= U&LIchel Q
).

T4

4 MCP MHE type X url HEE ALE35t01 0 0|ME T4 mtedol| #EELICH

{
"mcpServers": {
"find-a-domain": {
"type": "http",
"url": "https://api.findadomain.dev/mcp"
}
}
}

OAuth 2150| Z 23t #Z4 MCP ME{E A3l B2

1. ¥4 MCP M7} Z & El o O|MEZ Q CLI MM AlZ

2. MHE *S0l "ot 5 ZEE|X| &t"0 2 EAIELICH

3. /mcp BHE A835to4 QIB AF

4. QCLIE Mol 915 0| e s e EAIstT URLE MIZELc.

5. QCLI Ml4ig Woi £ def2 Hatexiold B8 URLE duict.
6 E

= =
. BElfXQ| 215 X[EE wWELICH
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QIZ 0| #HEEIH Mol ZTE AFSE 4 U ElLiC

MCP T4

Q CLIE At&350{ MCP Afb{ A7

Amazon Q CLI0|| CHal| ¥ o2 FHO|El MCP 7142 CtEol M AMEIE LIC.
~/ .aws/amazong/cli-agents

Amazon Q Developer CLIE £2Z4 MCP M H-I(EEHIéE Ad) et HZ MCP ME{(HTTPE Sall S4)
E 5 X|HELch ¥4 M= OAuth 2182 ALE5tHLt 21F g10| A &= /&Lt

AAEH

RtA[EH LHE2 Q CLI Github E|ZX[E2| o AEX X|H A0|HE 74 7I0|=EE FZSHA

)
P
by

MCP AH. I__|

IDEOM QE Ar&3t04 MCP A M

IDE2| Amazon QO1| CH3H 2o = Ho|E MCP 742 CHZol| M #2[ELct
~/.aws/amazong/agents/default.json

XtMIEt LHE 2 IDE2| Q Developerdf CHEF MCP 74 BE HZESHAAIRL,

MCP MH 2E

Amazon QE 22 =M MCP MHHE ZESIEZ ZE M7} _’TS7|§P M7FX| ZICHEIX| ot &

A AE S AIRE 4 QaUch 2 Mu{7t 2CE 2250 S 78 MEHOR ASE & o/ &
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$ g settings mcp.initTimeout [value]

[value]7} Mg Alzh(EE[Z)LICH o] dE2 Amazon Q7 &3 A& & AlZS7| ol M7 =7
st W7HR| Z7|CtElE AlZHE Mo{&hLch.

TP UISZE
O| MAM0f| A= Amazon Q Developer CLIGIM MCP =+ 2 ZEZEE AI835t= W82 CHELCH.

MCP T+ O|3H

Amazon Q Developer= AF&XHE CHAI5H0] S &5t

83 4+ st

MCP2| Zt =3 0i= CtS0| U &LICH.

« O|&: =79 11§ AlHX}

o M =37 ESE Zdol CHEH AFRFO| 218 £ e MY

- 224 AF|0f: =77 §HE5e m2t0|EE Holst= JSON A 7|0}
« =M. E3o| 574l F1jof CHEH MEHX FIE

A8 TS =7 A

QCLI MMM AL E + U= =7 & #Helsled™ ChEE AL

CFUEZEZE 258



0o
1z
0%
x

Amazon Q Developer At

EFAME

1. R0 @&: st BS MHSHYIE 6 Q7 AR Y T8 BB LIC
2 ETHH S SHETE ASHEE Qo HAMOR QY 45 Lt

ZETE XHQ]

MCP AMHE CEo 20| §H 2 ollM QE Fihst= Ol 50| £l AT Ho|E ZEZEE MSE

= U&LICH

Qleol 8t/H ZEZEE AI85tE of:
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IAM Identity Center& 2121 HHOZ AtZ5t= T2 E[0{ T2 ZE| LY AFE XS] MCP HHAE
Mo{g = U&LICE 7I2Mo 2 A8Xt= Q 220|MES| ZE MCP MHE MEE + /Jl&Lc &
2lxtE A RI2l MCP M AL S 2t 75| HIZE 3t et 7L ALS A7 AL E = U= HEE MCP M
H SE& x|™de £+ olaLct.

| = T AAE=

MCP 7{7|/117| E=1 MCP H|X|~E2|E A& 35104 0|28 AMEHE AMo{#fLict MCP E= & BilX[&
Egls82 2 sE EE 74| HaFolM Holg = A= Q Developer ZE I} 0| AL 0|H, AY
£ ZZ0Uo| =X & T2 US HAFLICH =% o 7|2 MCP EAE XIdstn §H Aol
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AERE7E AM| AT == E MCP MHE M|0{5t2{H 31 &l MHE JSON mUS st HTTPSE
S8l MZ5t 1 Q Developer Z2 I U0f| URLES F7HEfL P Ol Z2LE ME3t= Q Developer 22t
O|HEE AFBAI7} 518 S50 U= MCP MHEHol|Pt HMAE =~ T E F{SFLCE

MCP B X|AE 2| URL X|&

1. Kiro 2&& Lt

2. HdEE MEELT

3. QDeveloper B2 MEHFL|C}.

4., DRHE HEIAE X2 EZ(MCP)O| 74 J=X| elgfLCt.

5. MCP B|X|AEE|URL ZEofAM HES MEHEL|CE

6. 8 F=0i = MCP Mu{7t £&El MCP BIX|AEE| JSON I 9| URLE 238fLCt.
7. MNMEES MEELC

MCP El|X|AEE| URL2 HIO|H &5t FAol et ME & L XMY Al ZF fSstELc

MCP BHX|AED| T} 334l

(¢)

B X|AEZ| JSON It o] Al MCP HXIAEE| EZF v0.12] M A 7|0} JSONQ| 59 &gt
Cl. Q Developer0i M X|¢45t= 5H2| Elgholl CHEH JSON A 7|0F Hol=0| EM 2| Zoi Qe BlX|
A 7|0F MMM & Qlgh = Q&LCt.

L
Eg

9£ o°"
|> I

CHS oXl= HAHTTP) & =Z(stdio) MCP A Helg§ 25 Z & st= MCP ElX|AEE| otdE B
o4& LICH.

{
"servers": [
{
"server": {

"name": "my-remote-server",

"title": "My server",

"description": "My server description",

"version": "1.0.0",

"remotes": [

{
"type": "streamable-http",
"url": "https://acme.com/my-server",
ZZEO|MCP 518 |5 x| 268
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"headers": [
{
"name": "X-My-Header",
"value": "SomeValue"

"server": {
"name": "my-local-server",
"title": "My server",
"description": "My server description",
"version": "1.0.0",
"packages": [
{

"registryType": "npm",
"registryBaseUrl": "https://npm.acme.com",
"identifier": "@acme/my-server",
"transport": {

"type": "stdio"

I
"runtimeArguments": [
{
"type": "positional",
"value": "-q"
}
1,
"packageArguments": [
{
"type": "positional",
"value": "start"
}
1,
"environmentVariables": [
{
"name": "ENV_VAR",
"value": "ENV_VAR_VALUE"
}
]

-
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stLto| 50| U= oot

i
I
2'1
Q'I_l
rir
l
ot
ol

regIStryType npmn upypln |:|:I_ IIOCIII = OI'L-I'O:| nnpm”
ofF g LICH.

Cl2 m7|X| A&7|E MCP Mt
Ij7|X|E CleECEstT Adst=
Cll AFRElL|CH

- HX|IAEZ R "npm"2| B2
"npx" A 7|7t AHSELICE.

. npypingl 7O=|7o_ "UVX"7|' AI_%ELl
Ct.

e "oci"9| AL "docker"7} A2 EIL]
CF.

ZCI0|¢E A|AEI0|E XZde of
7|X| {47t AFR M x| Elo{ Qlo{of
gLiCt.

registryBaseUrl 7| x| I X|AE 2| URLLIC. of "https://npm.acme.

com
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=N A ME AR OdlA| B
sto|
o H
L7k
A%t M T Z|X| AR L|CY. "@acme/my-server"
25 %M 0| "type"Q! ZHA|LIC -
type "stdio"0{0F & L|C}. “stdio”
runtimeArguments HEFR] &= npx, uvx 5= dockerOd| of -
N3 El= 14 s Lct.
type u_CI)_lian:iol: Ig=II-L’|EI- n_?_lilu
a HEFQ] Q4= ZrlL|Ct. “q’
packageArguments  MCP Mol M3 E Q14 HfE L] o] -
Ct.
type "@|x[|"0{0F B LICt. “Q|x|”
ot 7| x| Q1= grdLCt., NES
environmentVariabl MHE AIZF5H7| ol A& env of -
es vars HidL|Ct.
o|l& 248 = ol LIC. “LOG_LEVEL”
ot =4 Ha 2t “Xj e

MCP A R|AEE| It MH|A

Amazon S3, Apache EE & nginx@t Z2 ¥ MH{E AL&35l0d HTTPSE S35 MCP tIX|AEE| JSON 1}
U2 MBELICEH URL2 AFE A HAFE{2| Q Developer Z20|1ETF HMAE o= QL0{0F 5FX[TF B[AL
HES|F0= HISIHY = AU&LICt

HTTPS = ZQlEofE AMEE £ e 2B 7|2 HESH K& SSL 2SS A7}t 2lo{of &FL|Ct.
KA MBE QASMHE X|HEIX| ek&LICt.
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Q Developer= A|Ef Al & 24 A|ZtOtCH MCP BIXIAEEIE 7S UL F71M 7|5 50| 2EZ=Z2
MX|El MCP M7} I Ol&f BiIXIAEE|0 gi= B Q Developer= id MHE ZE 5t AFEXL
7t CHAl F=7H6HR| 262 E &L CH 2Zof| Mx|E o] HH™O| B X|AEE|e| Mu{e} CIE B
Developere= B X[AEE|0] Ho|E HME MHHE ChA| A[ZFEFLICH

Q Developer £2412!

AMEXE7L Q Developerg Al%etH =2 Lof Bi|X|AE2| URLO| Helk|of [=X| &QlgfL]Ct. o] B
T URLOIM BIX[AEE| JSONE AMst T ALERI7E BlXK|AEE|of Ho|E MCP MHHHEF AL S +
UL E HMEFLICH AEXI7FMCP MEHHE F715tH Q Developere HX|AEZ|S| MH SEE EAIFR
L|Ct.

=N

< Add MCP Server

@ asana

This server provides a way to interact with your Asana workspace
through various Al platforms and tools that support MCP.

Install

@ atlassian

The Atlassian Rovo MCP Server is a cloud-based bridge between your
Atlassian Cloud site and compatible external tools.

I:I fetch Install

Provides web content fetching capabilities, enabling LLMs to retrieve and
process content from web pages, converting HTML to markdown for ea...

:I git Install

An MCP server for Git repository interaction and automation. This server
provides tools to read, search, and manipulate Git repositories via Large...

7| HME YL a8
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AEXE XH B4 ¥ = HTTP Sl = SIXIAER| HolE AMHEo|FLICt 0| Sall AHS AL
c B 7| Es EZ E0 F2o Z2 AYu gl S48 X™EE = J&L o
MCP B X|AE 2| JSON A 7|0}
CH& JSON £7|0Hs Q Developerdl A X|245Hs MCP BllX|I4E2] THl SAIS FolgtLict. of 7|0}
E M835to ddEt tXIAER AS HBE = UA&LC
{
"$schema": "https://json-schema.org/draft-07/schema",
"properties": {
"servers": {
"type": "array",
"items": {
"type": "object",
"properties": {
"server": {
"$ref": "#/definitions/ServerDetail"
}
I
"required": [
"server"
]
}
}
I
"definitions": {
"ServerDetail": {
"properties": {
"name": {
"description": "Server name. Must be unique within a given registry file.",
"example": "weather-mcp",
"maxLength": 200,
"minLength": 3,
"pattern": "A[a-zA-Z0-9._-]1+$",
"type": "string"
},
"title": {
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"description": "Optional human-readable title or display name for the MCP
server. MCP subregistries or clients MAY choose to use this for display purposes.",

"example": "Weather API",

"maxLength": 100,

"minLength": 1,

"type": "string"

},
"description": {
"description": "Clear human-readable explanation of server functionality.
Should focus on capabilities, not implementation details.",
"example": "MCP server providing weather data and forecasts via

OpenWeatherMap API",

"maxLength": 100,

"minLength": 1,

"type": "string"

I
"version": {

"description": "Version string for this server. SHOULD follow semantic
versioning (e.g., '1.0.2', '2.1.0-alpha'). Equivalent of Implementation.version in MCP
specification. Non-semantic versions are allowed but may not sort predictably. Version
ranges are rejected (e.g., '71.2.3', '~1.2.3', '\u@@3e=1.2.3', 'l.x', '1.*"').",

"example": "1.0.2",

"maxLength": 255,

"type": "string"

},
"packages": {
"items": {
"$ref": "#/definitions/Package"
},
"type": "array",
"minItems": O,
"maxItems": 1
},
"remotes": {
"items": {
"anyOf": [
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
]
I
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"type": "array",
"minItems": 0O,
"maxItems": 1

}

},

"required": [
"name",
"description",
"version"

1,

"type": "object"

I
"Package": {

"properties": {
"registryType": {

"description": "Registry type indicating how to download packages (e.g.,
npm', 'pypi', 'oci')",
"enum": [

npm=,
"pypi",
1,
"type": "string"
1,
"registryBaseUrl": {
"description": "Base URL of the package registry",
"examples": [
"https://registry.npmjs.org",
"https://pypi.org",
"https://docker.io"
1,
"format": "uri",
"type": "string"
1,
"identifier": {
"description": "Package identifier - either a package name (for registries)
or URL (for direct downloads)",
"examples": [

OoCl

"@modelcontextprotocol/server-brave-search",
"https://github.com/example/releases/download/v1.0.0/package.mcpb"
1,
"type": "string"
},

"transport": {

B
™
|0

| MCP &

0l

=
=

J
A
0%

276



Amazon Q Developer A8 HEBM
"anyOf": [
{
"$ref": "#/definitions/StdioTransport"
I
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
1,
"description": "Transport protocol configuration for the package"
},
"runtimeArguments": {
"description": "A list of arguments to be passed to the package's runtime
command (such as docker or npx).",
"items": {
"$ref": "#/definitions/PositionalArgument"
I
"type": "array"
I
"packageArguments": {
"description": "A list of arguments to be passed to the package's binary.",
"items": {
"$ref": "#/definitions/PositionalArgument"
},
"type": "array"
},
"environmentVariables": {
"description": "A mapping of environment variables to be set when running the
package.",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I

"required": [
"registryType",
"identifier",
"transport"

1,

"type": "object"
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"StdioTransport": {

"properties'

Iltypell : {

|:{

"description":

"enum" :

L

"stdio"

1,

"example":

"type":
}
1,
"required":
"type"
1,

"string"

L

"type": "object"

}I

"StreamableHttpTransport": {
"properties'

Iltypell : {

1 : {

"description":

"enum" :

"streamable-http"

1,

"example":

Iltypell :
I
"url": {

"description": "URL template for the streamable-http transport. Variables in
{curly_braces} reference argument valueHints, argument names, or environment variable
names. After variable substitution, this should produce a valid URI.",

"example": "https://api.example.com/mcp",

"type": "string"

"description": "HTTP headers to include",

"$ref": "#/definitions/KeyValueInput"

L

iy
"headers": {
"items": {
iy
Iltypell: "aIIay"
}
iy
"required": [
Iltypell ,

"Transport type",

"stdio",

"Transport type",

"streamable-http",
"string"
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"url"
1,
"type": "object"
I
"SseTransport": {
"properties": {
"type": {
"description": "Transport type",
"enum": [
"sse"
1,
"example": "sse",
"type": "string"
I
"url": {
"description": "Server-Sent Events endpoint URL",
"example": "https://mcp-fs.example.com/sse",
"format": "uri",
"type": "string"
I
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I
"required": [
"type",
"url"
1,
"type": "object"
I
"PositionalArgument": {
"properties": {

"type": {
"enum": [
"positional"
1,
"example": "positional",
"type": "string"
},
"value": {
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"description": "The value for the input.",
"type": "string"
}
I
"required": [
“type”,
"value"
1,
"type": "object"
I
"KeyValueInput": {
"properties": {
"name": {
"description": "Name of the header or environment variable.",
"example": "SOME_VARIABLE",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
"required": [
"name"
1,
"type": "object"
}
I
"required": [
"servers"
1,
"type": "object"
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GitLab Duo with Amazon Q Developer

GitLab Duo with Amazon Q DeveloperE AF&3t= GltLab AE20 2Y SEE ZEXMR A BH
MEZ2 M3ELICE GitLab AHA| 2 2P XMEF L LUE|IN E|lo] 2EXO| AEEE = U= SE2 Sl
GitLab M0 tHE 22 +&StT LES HWEstod Al 7|sS EEAHE £ /JU&Lct S&oll=
Amazon Q 7|8t GitLab Duo ME = EZ & T|0] 7 T2 AM|A HMete] 2™ ZHEIAE XS MSE L
Ct.

GitLab Duo with Amazon Q= CHS 2 AMS&Llct

* GitLab EX|0IM WE =XIE Sl 4| =& oto|C|o{e| 7|5 THE

- B 2LYMHE HYE Sl 2= FE, X X 20 EXlol CiE ZE HE

- HE QEMMHE HUS ST R EHLAE Hd

- 7He Edof CHEF SE AME X[

Al=HtE{H Set up GitLab Duo with Amazon QE EHZESHAIR.

Amazon Q Developer for GitHub(O|2| 2 71)

Amazon Q Developer2t2| S 2 &3l S+ AIMO|TMEE Sal| AISEHE 7Is MY 2 3= HEE
GitHub =& &~ /& LICH Amazon Q Developer0i GitHub A2 &Y 3l BAM L Zz2ME 3=
E THIAEE AMESt0I M ZEE Mot E @S gLt 7Y =2 MA Sof Z|=8E M3
g &= 22 Amazon Q Developer= XMQtEl I EE EHF510{ 35 7Y K EZE A LIC.
Amazon Q Developer= GitHubO| M CtE3t 22 F2 7|s2 M3 gLt

- MER 7|52 RIS 2 7351 oto|C|o{oM & QLENX| HOE +=™5t= 7|5 71 B0l

- AE EX BAM L 2ot EXof CHE AT EE RINE £ QY CiEt AISSHE ZE AE
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GitLab Duo with Amazon Q

GitLab Duo Amazon QE AtE3t=«& oto|C|o{of CHEt 2 E =+ & 4 F|ofdof CHEt HE 2
HAE, B HAE Meta 22 213 XIsA) Z™ MEZS MBS Ch. 528 Amazon QE X|&45t
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GitLab Duo with Amazon QE 7448t & GitLab EX|0A W E ZH2 AR50 % MBS Hsstod
7 [m]

=
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5t7| Mg HZ5HM L. GitLab Duo with Amazon QUM AFE & 4= U= 2 E 7|s0il CHEt RbAIEH L
22 Gittab dHEMO| F7I x| 7|58 HZSIAM L.

|

« GitLab Duo 71

« GitLab Duo with Amazon Q A|Zf517|

« GitLab Duo with Amazon Q &24 2x| &
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GitLab Duo with Amazon Q &%

GitLab Duo%A Amazon Q 213 7U%(AI) 7|58 ME5todH HX A Z7AE & =511 AWS 2
g MMsfol it REAMI8H LI 2 GitLab AT A 2| GitLab Duo with Amazon Q A% 2 X sHA
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AWS 2|44 B HE HAME ALSE 22T

GitLab Duo 22 % T Z MA 9| (Et2 2 Amazon Q Developer &€ &35l Amazon Q Developer =
EES Ydslor gLct T2 EHE AE5IH At 5H S=Xe| AR HA| EE= LR of CHEF AHS At
INPSR=TpC

o MBS MME £ aa'sutr. EE%‘% MAEt £ GitLab Duo2t AWS H|I& Ztoll AlZE A
Z5t24™ OpenlID Connect(OIDC) ID 1&(1dP)2t IAM MH|A dgto| 2Lt Eedt 2ok

E M4t 1 GitLab Duo with Amazon QE MMSts WS YotEE{H Gitlab AEBE M| GitLab Duo

with Amazon Q A& & Z35HML.

A 1AM 248 0] A AE|H T HEto| 9
ol 7T W4 2lAA |8 AL,

Amazon Q2 @123t GitLab Duo with Amazon Q & 2| 7|s2 &€ 88 =+ U= M2 Roistl= ™
Bt WM =750k gLICH IAM g2 e ) S FItsof BLlch HE MM M3 5he
Hetol chst REMIE LI 2 GitLabDuoWithAmazonQPermissionsPolicy Al

e Qlotel Mg MMstT Heet Heteg F7HE &= U&LICH ASXR X HAMA Mo{E Bste=
A eletel M MHSIE S MEIE = U&LICH RpAIEH LHE2 1AM ALS R ME M| 2h2[EE A
2l o1zl A 2l AWS Identity and Access Management2| 243 &l MEt2 & ZSHAR.
AME| HEY
JSON

{
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
auth.token.gitlab.com/cc/oidc/instance-id"
},
"Condition": {
"StringEquals": {
"auth.token.gitlab.com/cc/oidc/instance-id:aud": "gitlab-
cc-instance-id"

il
ro
0
12

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant"”,
"q:UpdateAuthGrant",
"q:GenerateCodeRecommendations"”,
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
1,
"Resource": "*"
},
{

"Sid": "GitLabDuoManagementPermissions",
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"Effect": "Allow",

"Action": [
"q:CreateOAuthAppConnection”,
"q:DeleteOAuthAppConnection™

1,
"Resource": "*"
},
{
"Sid": "GitLabDuoPluginPermissions",
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:DeletePlugin”,
"q:GetPlugin"”
1,
"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"
}
]
}
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https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
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Transformations on the command line

Amazon Q Developer
Command line

K

T

ol

MEE XNZ8t7{Lt Enter 7|18 &2 7|1E M

LICH.

F

o
=

qct configure&
A+E

o

EJI=

|74 = x4
-1 O

o
'|"_

1504 AWS 7}

oz
=

£ HAIX|I7 ZAEEHNE

| e
—_
|

28N

-
1o

ol
Kl
<+
0
KIr

Ly

ol

t24% qct configureE CHA| A&t HA|X[7} EA|Z|H

83ls

F

=
=

SRS g N

K

T

ol

0K

|
oI

oF
MO

__A_
M

&Lt

o}
LS

g +7stxl

q

—

Z 5t Amazon Q Developer MH|A 7HM.
E:

REA|

I.

—

Amazon Q Developer Pro E[00{ A Amazon Q= &

ZEX AWS AF20] Cf
Visual Studio Code

i
—

Amazon Q Developer Free E|012]| VS Code0 A

grLCt.

319

xhoq
1 =

LIC}. VS Code0il A

&Lk

S

o}
L

CtH.

L

oladst
=H -
g +&stx]

q

E
—

iS FLich

= O
(=]
ES

MZX
0l Amazon Q: Share Content&

VS Code0i| A
A XA 74 AHEF
=20 [0

1Z0IM HIO|E S/ SEOt

1.

3.

Amazon Q Developer Pro E|[00{ A Amazon Q= &
DE & &

JetBrains



Amazon Q Developer

A&

nx

BA

Amazon Q Developer Z 2| E[0{2] JetBrains0i|A{ Amazon Q G|O|E| &

HAtE AFEELICH

JetBrains Z[& HEE ALE5

OF
JetBrains IDEOIA 7|2 MM S
>

gFLct.
AL|CHMacel 4

1

2 O_c|>_ =

3. 2% EM S0 TF --> AWS --> Amazon QE MEHEFL|CE
4 A

OlO|E| 2K 0{AM Amazon Q E2EEIx Z R E AWS MEH F|AsHL|C},

Tools » AWS : AmazonQ

Inline Suggestions

+ Include suggestions with code references

» | Imports recommendation

Data Sharing

»| Share Amazon Q content with AWS

Eclipse

Amazon Q Developer Z £ E|0{0{ A Amazon QE 2HI=XE +Z/5HK|

Amazon Q Developer Z 2| E[0{2] Eclipse IDEO| A Amazon Q HIO|E{ S &

= MR E ALSELCH

1. Eclipse IDE %4l HH 2 AL 3ok & LCt.
2. Eclipse IDEOIAM MEE ALt

3. 2% ElM @ 20{|A Amazon QE MEHEHL|CE.
4

AWS®2t Amazon Q 28 2

=0
H

E SEOIR

t2qdH

1

Ojo

P

o

IDE &

YZEOM HoIH 37 SE0tR

320



Amazon Q Developer

5. M2 M| M7 AEE MIELIC

T
(18

Visual Studio

E

Amazon Q Developer Pro E|0{0{ A Amazon Q= 2HXE +EI5HK| et &Lt

OH
30
M
Io
m
o
0
ol
W
2
n
0jo
[l
>
M

Amazon Q Developer Free E|012| Visual Studiot| A Z2EI=
AtE L.

EF>3M8->AWS EF 7|E -> Amazon QZ O|S&L|Ct.

AWS2t Amazon Q 28 = 2] E True EE= FalseZ Mg LICE
AWS Cloud9
Amazon QE 2} &7 AH25l= A< AWS Cloud9 Amazon QE EEHIXEQ 2RSHK| et&LICt

AWS.

@ Note
AWS Cloud9 A& 0{= Amazon Q 2EIXEQ} 2K3517
UX|BH ST HMEH2 =S5 K| L &LICtH

— - -

| 218t E2 Tgto| Z& x| AWS

—

Lambda

Amazon QE Lambda®} &7 At 5tE B Amazon QE 2EHIXE AWSe 28 5HK| o8& LICt

(@ Note
Lambda A&0ll= Amazon Q Z2EH=E2 S R35t7| et EZ HEto| Z& k|0 AWSUX|

oF sifE M2 & Sotx| E&Lch

SageMaker Al Studio

Amazon QE SageMaker Al Studio2t &7 At&st= B2 Amazon Qe 2HI=XE AWSE SR SHK|
ef&Lct.
JupyterLab

1. JupyterLab & & EHo|M HX S MEHEHLICY.

IDE & HHE0|AM OI0|EH 37 S EOIR 321



Amazon Q Developer A8 YA

2. HdE EECO20M 13 28 HETVIE MEFLICH

3. Amazon Q EECI20|A Amazon Q2 2EI= 7 10| AXE MEISHHLE MEH F|AEFLICE.

AWS Glue Studio Notebook

AWS Glue Studio = ES1} &7 Amazon Q€ AI&35t= A< Amazon Qe 2HIXE S|5HX| &
&LICH AWS.

Command line

BHE 72| 7|2 HHE0olMH Amazon Q 2= IRE £ AWS EHELICH

Transformations on the command line

B42+0]l Amazon Q HHE T T E AMEStE B Amazon QE 2HIXE ZR)35HX| ot&LICH AWS.

g dMoMe i 2/ F8 2 uit 2™ EE£2 AHE5H0{ Amazon Q Developer AMH|AE XS5t
H

Amazon Q Developer= Amazon Bedrock@ 2 S &|H wxt 2™ FE2
EAFAWS 2| §tod LR 2o REH(LLM) T8 Ms1 AZ[MH e 7iM

o°|'D|_=| CHEE ¥E = UL

ok jo

. 22Ut B JiZiol MElY U B EY

- 85 M

x

« Amazon BedrocklA ZAEIE|E= 74E Z248E LLMO| 2|& 8= MZ A|ZHEl Amazon Q Developer
7|I— al 7|oo.|| |_-_|.|o|- OHA-||/\

i 2™ FE 2 ololE7t el &3 AWS 2| st Xl2le] YR 2l Lo fX[ELICH olE %
o{, O|=2of|A MM E Amazon Q Developer ZZZ0| 22 AWS 2| O|=2] L{of E2HELc &

Amazon Q Developer 7|5 ¥ S&2 QDeveloper T2 It 0| HME 2| 0[Q|2] 2|0 M —’TS%%
&8st = &LIct XtAMIEH L& 2 Amazon Q Developer it 2|8 ZE0| X|El= 2 EHelg &
ZoHAAIR

A 21 A2 322



Amazon Q Developer

A&

nx
0%

M

it 2™ FEoM CO[EH7E MEEl= fxle HEEX| &tx(ot @F U &2 Zit= Clo[E 7t el &
Fote BT 2R 2 0|5e = A&LICH ZE Ho|E= €& 3|01 Amazon2| 2t HIEXIE Sl
MEELCH Xt 2™ FBE ME5t= Ol E= F7H HIER2 eigLt

it 2™ FE2 Ho|E7} MEEl= fIx[of &S FX| A &LICE Amazon Q Developerg AHE e M
ClOIE{7F K& El= {x[oil CHEF RFM[EH LHE 2 Amazon Q Developer0 Q| CI|O|E{ 23 MME & X

StMI2.

Amazon Q Developer At 2| F&

of X|&E|=

CIS EolME 27%0| AIZE 2™ el 2ol 2l
K| El= Amazon Q Developer k|3
0=
=

Ot Alof EHT &+

7‘._*

mb =]
L|Ct.

<=
T =

*0b A|OF ET
&3dt=

Y 2|l i
Z4<0f ot

°
INFak=!

2|

0l S8 (HX|L|o} |8 )(us-east-1)

0= ME(282)(us-west-2)

} 0| 2)(us-east-2)

O
Hl
ol
I
][]

(2

F

It

15
o

ZE E)(eu-central-1)

—H

=

=0

I
o
-

UBHE ) (eu-west-1)

=0

SHE(T2l) (eu-west-3)
H(AZEE)(eu-north-1)
OFAlo} E{ ' F(FHIOl)(ap-south-1)
OFAlo} Ef'H (M 2)(ap-northeast-2)
OFAlO} Ef (A7} 2)(ap-southeast-1)
ofAlo} Ef B (A= L) (ap-southeast-2)

ofAlo} Ef ' (= 2 )(ap-northeast-1)

E2 ofAlo} EfEH (M) BT Amazon Q 4% SQLE At

R 2™ e

323



ol
nx

Amazon Q Developer A o3 A

T

Amazon Q Developerg AIEE £ U= A 21T S5 2 Amazon Q Developer X[ 2| MM E
=M L.

nx 2™ =E

Amazon Q Developerd Ciet E7X O""'OHE DA 2| ZE0| EHedg = UsLICL 2t 3&E2
Amazon Q7} 8toiM CHE AWS 2| 2 -3l = AWS %
AN 2™ o E 2T HEE AMEHof ot 39 WAt 2 &2 s-ELICH olE S0{CHE
Mol Q= AWS E|A A0l CHEH Amazon QO E35HH 21X ZH 2 &S S35l 2|40 °”A1|Ao+ zh
HIO|E{E AMStod ZZ2of SEEfLICH E§F Amazon Q2| &0l 22 AWS MH|A = Z QIE 9]
HEI HRE B2 Amazon QE HIO|E{7t KMHEE 2| 2R 0M ZEE £+ U&LICH 2EH AMH|A
off CHEr XtAIEH LI 2 &ol A2 EH el 22EH MH[AE FESHML. AWS AWS

Amazon Q Developer2| 1

A2 H| &t A48} 5HE4™ Amazon Q7F AF2 XFE CHAISH0{ AP] EIF
SIK| RIS St HAS MM

HASHE EL|CH O] | 5t Amazon Q7F $4AH 2|7 LHol| A

3 E5t= BT Amazon Q7 AL AHE CHAISHO APIE X 2 E6H0F 5= 7[sof HMAE = €
&LICt Amazon Q7 it 2| S 52 T #3510 AASALE CHAIGH0{ API 2 2 &2 S X| Rt
S ste 1AM G2 MSXE Cidlsto] HUS +HE + /= Amazon Q HEF 7HF MMEE A

o

Amazon Q Developer2| ID 2! HAMA EE|

AWS Identity and Access Management (IAM)£ & 2|XF7F AWS 2lA A0 CHE HMHAE CHHEHA A
o{stE Ol ==20| AWS MH|A E|lE &L|CH IAM Z2|XH= Amazon Q Developer E|AAE AIEE £
AE CIF(ZQl) L HEH(TE UR)2 &E &= AWS MH|A UE AFXHE AMo{ErLICt IAM & F7}
HIE 10| At & = U= duict.

=5
- Hid

. IDE 53 0I5

. BMS AS50] HMA B

« Amazon Q DeveloperZ7} IAME & &35l &
« MMoZ Amazon Q Developer0| CH8F HA|A 2HE|

+ ElAL S8F2 {8t Amazon Q Developer M| A 2|

» Amazon Q Developer #8t &%=

« AWS Amazon Q Developer0i| CH8t 22|38 24

ID & SHAA EE| 324


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html

ol
nx
0%
x

Amazon Q Developer At

« Amazon Q Developer & AFE X 50| MH|A 44 FE A

Olo

CH4&
AL 2 Amazon QUM =&5t= 2Fdof 2t IAM CHE LICF

MH[& MRl — Amazon Q AMH|AE ALE3t0 S - st=
A7t MBS ELIcH o B2 Amazon Q 7|5 & AH85t04 A g s-ECHH =7t HEto| 2eE
LICE AMA HE 2| YHE olsHstH #EXtol| A 26tE HEte 2Este ol =20 Euch.

MH|A 2t 2[R} - 3|ALo A Amazon Q 2|AAE M| T QUCHH Amazon QO CHEF TIA| HAM|A HEE
O AS AULICE MH[A ALE X7 HM|ASHOF 8= Amazon Q 7|5 E|AAE A stE W2 AMHI
A ZE|RFe| MY LICE O3 CFS 1AM ZHE|RHo|H R -HE ME 50 HH[A AL XS] HEtE HEF
LICt. o| H|o|x|e| HE & HAEs012| 7|2 'S OlsE LICH IAM. Z[AL7F Amazon Q IAM O A& At
&5t Yo cHet REMIEH LI 2 Amazon Q2| 2f& HWAIZ IAM FHESHAL.

|XF2l ZH2 Amazon QO CHEF HMAE ZHE|5H7| @8t MRS 25 2o
U&LICEH IAM ZE|XIR! B AMH|A0] CHEH IAM AFE A} HMAE ZHE
4! .=.0+| CHEH M5 HE % ootEHE Zd0| E&LICH Amazon QO CHEH RHA]|

L
ol
-
rlr

18

-

18

L >~

IDE Stt 218
QB2 X2 B A BUS AWS A8 5to{of 22QIsHE WEHelLICH IAM A& S $£8J5t0d AWS
A 2E MK IAM AL8RE EE 2 QIF (2121 AWS)E/ofof FLCH

ANE BE ALAE Soll MSE AHE SEE AHE5to{ HICE 0| XtE 3H AWS 220 2a¢lg

£ U&LICH AWS IAM Identity Center (IAM Identity Center) A& X}, Z|AF2] Single Sign-On 215 &
Google EE= A7 Facebook &H2 H|HE|O|M A EF | of ILICH HHelo|M IDE 21 QlstH
ZE[Xt7t o7 ol IAM d&h 2 ALE6to{ ID | o|ME HYRi&LICH HH2|o|ME AL&S6tod AWS
ofl HMASH 7HE{zoZ o4ste 205 A EL|C).

AE X S&oi 2k AWS Management Console 2= AWS HA|A ZEO| 23018 £ Ql&LICH 21
et (o)

=)
H2 AWSE X 5HA|

Oloj| CHst REM|EH LIRS AWS 2921 AL MTEdAolo] 2a0l5t= AWS A
x4

=)

AME5t= QI whedof At Qlo| FIH Hot MEE x|ZdloF & £ AESLICH o€ So{= HE| TE
QIB(MFA)S AtE35t0d AXHe| HEotg ZEtet 242 AWS HEEILICH REAIEH LIS AWS IAM Identity
Center AL MBEMO| CIE 21F I |AM AFHE MHAL| AWSOI|AM CFHE QIF(MFA) AF2 2 2 X 6HAI2.

CHaf 325


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon Q Developer A8 YA

AWS 7HH R E ALK}

£ S 4JE W HEe ZE AWS AMH[A Bl 2|A A0 CHEF 2TEE AAM|A HEHO| UE B 20!
A BESZ AWS HGAR R LICH O A 52 2t AWS HE R E ALKt otH AHE 843
= Ol A 8% Ol F40k 52 201501 HMAFLICH LML Ko FE ASKE AHES

X ot2 HNe 25| HEFLCH FE AISK EoH Q18 HWEE B335l FE ALSAD =&E = Q
E AU +YStE Ol ASELICH FE MASKE 201800k SHE Al MA S52 IAM A A

BMO FE ALEA Hot Q150 HRF 5dg HESHMIR.

M E2 L2 HElR HHAT H et MERIE L e Q7 Ar8 XA X1 5F S2Atetel o
HE0|ME ALE5tod Al At BHE ALE5H01 AWS AH[A off AM|ASHES @F6t= JLICH

ol AtH ZHE2 AEZ2to|= ALK CIEE 2|, & XtE 5H S =X, AWS Directory Service,
Identity Center C|HE{2| EE = XP’—*. EHALE S| NSE AHE SH2 ALE5H0{ AWS AMH[A of 4
MASHE ZE AFS AL AFE Co Ol At ZHO| HMAE M AT S AWS HZH 5t

T Y2 HA RH B5BE HI%E*I—IEL

S EF A HMA HEIE 23 AWS IAM Identity Center2 AL& 3= Z30| Z&LICH IAM Identity

Centerol M ALEXH 2 O&E M5t 7LE 2ZE I ofE2|FH 0| ASE = UZF XA ID 229
MEXAWS HHE & OF Eghol eddstn S718te = U&LICE 1AM Identity Centero| CHEH AFA[E
L& 2 AWS IAM Identity Center AL A0 A IAM Identity Centergt £IRI7I27E8 XM L.

IAM Al AL 2 O &

IAM AtE Xt = EH AL X} EE= o ZE2|7H 0| Mof Cist S HEto| AWS AE Q= Lo At24 -
LICE 7tS3tE f 5 S AMA Z|oF 22 7| AHH 5HO| UE IAM ALE X AL AHE ddste
A |
Q

= [
UAI AtE BB E&LICt SHX|BHIAM AL REe| 7| 2ot 215 0| He st
o [e]
F >

[&dt= 20| £ EYAME
AE7H A 2 HMA 71§ nAetE 0| E&LICH RHAMEF LIS 2 IAM A8 dB MLl §7| AHH
SHO| ER8F M8 MEe B2, H7IMeE HMA 7| BHE FEHAMR.

IAM O &2 ZHME X|H5te AHH ZHRULICH IAM AL AL AP AHE 352 2018 4 giaL

Ch 1&2 AH835t0q ofE] AHERtS 'EEF% g Hof| X[He = A&LICH 252 MAEStH 2 ALS
R Zlghof CHEH HEHE O A Z2lg 4= U&LICt o & S0 IAMAdminsElE 20| 1 siE 218

o IAM E|AAE BEIE = U= HEHE Roig = UASLICH

AERHE dgn CHELICH AHERHE B AR EE= OHE 2| 0| M1t D75t H HEEX|BH HAE 2 5T

dgo| 28 AEOIEtH FFL =g = U&LICH AAZRls GFMR 7| At FHE 7K1 U



https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html

Amazon Q Developer A8 HEBM

<
2
2'-'
rlo
A
o
]

2tol AWS AE A= Lol Rt ZHULICH IAM HFE 22t FAFHAM AR} 5L K
EH AH8RIe oAZAE|X| A& LICE IAM &2 T E AWS Management Console 50401 A

o
g &= Ql&LICH. AWS Command Line Interface (AWS CLI) EE= AWS API 2fd2 &

THY =+ JU&LICH AF ALS Yo CHE RHAIEH LY

st
=

q
oL
4

o« I 0|M AL AL HAM|A - I 0]M IDo]| HEHE Ho{stE{H e s st siY dgtol Ml
2 HolgfLIch Hzl| oM ID7t QB K| & o| (AR Q&of MolE HEto| FoiELICt
oi[O|M d&toll CHEt XFMIEH LHE 2 IAM AFE B MOl MHE THE| ID SZXAto| g BHE7|E & =5t
M. IAM Identity Center& AtE3t= B2, et S FHELICH 2185 F ID7F HHAE = /U=
52 #elst7] 218H IAM Identity Center= HEt MEE IAM2| g1t ot A&LICH HE MEo
CHEE REMIBH LI 2 AWS IAM Identity Center AFHE MM Q| HEH MEE R ZAME

o LAIIAM ALEX}F HEt -= IAM L& S +=2l5t0 £ zhdof CHaH CHE HEHE YAIMoE +=IE

IAM AP AF 4= Q&L

o AE2A HE HMA - IAM A2 AIE 504 CHE AH O AFSRHAIEE = e 2ot FA)7F L A|
Mol glaAo HMASEE & = UELCH A2 uR HE HMAE 20{5t= 7251 &l
LICH SHX|2H U2 AWS MHIAS(E) AHE5HH ElAA0 HAME R A4S £ QaLchHEge =
SAZM AL 5= CHAl) . A WRF HHE HM A BlAA T8t HEo| xEo|Zol CHEF AFAMITH LK
2 1AM AL MEXMO| IAM gt 2|4 A J|HE Ao X1 0|E HESMR.

o WAt AMH|A HMA - L2 AWS MH|A = CHEOWM 7|52 AFS LI AWS MHIA, ME|AE &
M 3 &E5tE 2o FAo| MEHE AE5HHLE, MH|A G- E M85, £ MH|A HAE HE S

eig 8 = Aauot

grlLich IAM B 2[R IAMLHOIA MHlA g g dd, =7,
IAM AFE B MO AWS MH|A0f CHEF HEHS QI Het

ID

i

=5t Of
[y —_

0l

327


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q Developer AE HEM

« MHIA HE A - MH|A 64 A 20| HAZEE MH[A He ol B FEULICH AWS MH|A . AH|
A-EXHE CHAlsHo AT E +&5HT| flcl HEE = + U&LICH MH|A 64 A2
(o]

7
01| LPEH-P AWS H& O MH|IATF AQELICH IAM 2 2|RH= MH|A 947 o4gto| HEtE 2 4 Q)

X2 HEE = &L

« 0 A Amazon EC2 A E|= o Z2|AH 0|M - IAM L& S AF835104 Amazon EC2 QIAEIAO| A AlSH
E|7 AWS CLI EEE AWS APl 23 =835l= ofZ 2|7 0|9 185HE X
Ct. O|= Amazon EC2 QIAEIA LHof| HHA ZIE MEE M HEZ= 2 lLICt Amazon EC2

7

S =
AEIAO IAM 25t sttslm R E ofZ2|FH 0| Mol M AFREH £ QIE 2 5240 QIAEI A0 QA=
CIAEIA 2T AUS MAMEHL|CH QIAEA T2 Oieofs &0l & E|o] Q/2MH Amazon EC2 QI
ABRANM AY SR ZE2E00| A XHE BHE 7tKE = UELICEH AHAE LIE2 IAM AFE A
HAMO| S ALE 50 IAMAmazon EC2 QIAEAA MM ASE|= of Z22|AH 0|Moi| #Et £ 0{E &
Z3tMlL.

IAM 3& A8 o8 of CHEE AFMIEF LIS 2 IAM AFE Q| IAM 3E A AIZ[(AHE X CHANE &

ZstAlL.

TS AWS YA K B EE BLA0] U0 AWS O HNAE FofErLICL BHE A
2 5T T 2lAA9t 67 AWS B [ HEHS Molsteol AMeLIchE ot FHMER, RE A
SR EE F M7t 2HE 0 Of2{8 HAS AWS BIHELICH Mol M HEte 20| 58S
Lt HEE|S X8 ZRELICH CHR 20| HASof JSON 2M AWS 2 KMEEILICH JSON H2 2ol
Ao ZEX0| CHE RHMISH LIS 2 IAM AHS MM O| JSON B3 JHO & A Z MR,

ZE[XH= AWS JSON S A8 35t F7F F U0 HMAE =+ UK XIEY = JU&LICH F, 0™
Hot =H7F of™ E|AA et offH ZHM HYUSE +HE + USXIE XIEE + U&LICHL

=2

N
P
P

20

E 1AM QIEJEI(AFS R i 3= HEh g10] AISHEILIC 7R MO 2 AL RHE ofF BHeiT & 4
oni RHAIS| U2 B HBY S5 SISLICH ALSRIOI EIATE +HE HEE Rofaty| #ls 22
= AFSROIA| HE M e

£ 3748 4 YaLich Balxt 280l HEtg SofshH #iT 180l

ElL|CH

pa!

>
H
rin
Pl
Ol
Ral
2
E

-

IAM =2 Zroig 435ts O AL sHe ol 2HAIgi0] &Hedol
0{, iam:GetRole XU E &
Management Console

>
=
»n o
O
—
i
rr 0
>
=
()]
>
JY)
=)
x
12
ok
A
HL
ﬂ||ﬂ| [o][]
d
a
o
1>

YA ALE5to] AM A e 328


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon Q Developer A8 YA

ID 7|8 G

)

A7 B 7lu B AM AISKIAIA BE, QY EE 1T 22 A2 BT AP £ 2k
0
_|

o
JSON Heh & EMULICE Ol2{Eh A2 ALSAE & 0] o 2|4 ALF o{H Z740{ A 0{fH = ¢
= T & U=KIE FMo{ELICH ID 7|8 E& A &Hof CHEt RHAMIEH LIS 2 1AM AHE A M 9|

ID 7|8 A2 QIEtol MM L= B HAMo 2 §H5 o ERE £ AaLICh QIEtel HAe Tl Al
X, 18 F& Aol 2 T ELCH 228 HAM20| off] A8, 28 U dFol| B £ e
S22 Aleis MAQL|C AWS AHIK. BHEIE HAolE AWS ZHEIE M 9l 17 pHE|d Mol ZEE
LICH 2H2I3 M3 £ 012t Mg Meishs Widof CHEH RIS LIS 2 1AM AP AT Aol ZHE[E
AT} Q1| QI R o] MEHS M ESHAIR

2|44 7| A

2lAA 7|H BAMS Amazon S3 AT ZHe 2lAAO| H4Z5HE JSON A2 2 AQLICH MH|lA 22|
AHe olE{8t HAMES AF8stof XIHE 2o FA|(AIY HH, Arﬂxr _EE 4sh 7t s 2lAA0l ChHal 4
ek £ e =dn of ZHOIM £8E £ UEXIE Holgh £ UaLch 2|44 7|8 HHe olg}
Ol ZFQ|L|C BElE BlaA J|H MM iaLic

MM A Ko SF(ACL)

ACL(UMIA Mo SE)2 BlAA0 HMAE 4 Qs HEH 7HE 20 FA|(HH B, AHBAH F&
2{ghE AofstE Mol RHLICH ACLs2 ElAA J|8h A RALSHK|BH JSON K& B M &4

2 M83tK| &t &LIct Amazon S3 AWS WAF, 2 Amazon VPC &= ACLs. ACLO| CHEt RLAlISH LI 2

Amazon S3 A2 MM o| HMH A HMo| EE(ACL) IR E 2 ZSHAIL.

LR
AWS £ & UEHE9l £t A 9ES KIMELICH Of2{8 TAY Bl Cf UHHHQl A Kol mat
AL RHOI7 RodEl 2Ich ot ABE £ gL

- HEHEH - HE BAE XE B 7|8 HAO| 1AM AEE|(IAM AFE R E= g of 2o = U=
z|cH HEhe d™sts 1 7ISULIch JHAof CHEr HEt SAHE - + &Lt O Aotz o
£ Tet2 Ax el x4 53 7|8 Yot 1 Het ZAH| o] n FElLIct Principal EE0AM ALE
AtLE A S K| Hsts 2laa 7[E A2 Mt ZHE Sl MetElx| eh&LICh o2 g E2ol A
HHEE 518 MG LICH Het Aol CHEk XEAEF LIS 2 IAM AFE A M2l IAM IEE|0]
CHEF Her BHE HZshM L.

« MH|A X0 Z42H(SCPs) - SCPsE=2| 2 & = X & EH@{(OU)od| CHEH =|CH HEtE X[ SH= JSON
HEQIL|CH AWS Organizations. AWS Organizations £ HIZL|AT7} AR AWS AHH B o2& 1

YHE AFZ o] ML gl 329


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Amazon Q Developer AE HEM

Eststn YoM Balst7| 218 ME[AJLICH ZEQ| BRE 7|52 BE5tetH YR E= ZE A
240f SCPs M2%& 4= QI&LICE SCPE ZH AWS HIX R E AF2XIE Z E5104 HE H %ol QIE{E|

of CHEt HEtE MterLIct =% & SCPO| CHt XHA[EH = = AWS Organizations AHE HEMQ
SCP &5 HAIZ FXSHMAIR.

o MM HE_ MHM HA2 odF E= HC 0| ALK CHEH Al MME Z2 e WaAloz
ME  miet0lE2 MYste 18 HAQLICH Aot o 2 U= MMl HEH2 A8X £ dE 9
A4 5 7|8 HA0 MM G o| wEF LI EFF HEtE 2lAA J|Ek oM MK 2 s
AU&LICE O|2{8t HA = stLtof Z&E HAM HE = 52 MY FLCt RtAIE LIS IAM A
8 dYMo| MM HAMZ FEFHAMEL

sliat7[7h o SEELICH ol M of2] X 73
B

=
S QrotEE{H 1AM AFE MBE Mo A TIt

w

Amazon Q Developer7t IAM2 & &6l &
IAMZ AL& 3504 Amazon Q Developer0il CHEF HMAE £ 2|5t7| T10{ Amazon Q Developer0i| A At

88 & JAE IAM 7|Soi| Cial ot LCt.

Amazon Q DeveloperOi A AFEE = RI= IAM 7|5

IAM § o Amazon Q K|
Xt ZF 7|H A of|

2| AA 7|HE Z4EH ofL|

Al =] of

A 2laa ot

A EAT ofL|

ACL otL|2
ABAC(’SAH LH Ef ) ofL|R

Amazon QUM IAME A2 SHE B 330


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Q Developer At

ol
nx
0%
x

IAM £ Amazon Q k|
A 2ot 21T ol

AE{E| HFt o

MH|A of%t otL|R

MH[A 4 3¢ ol

Amazon Q 2! 7|ElollA CHEE 9| IAM 7|52 AWS AMH|A AR5t HE 8 Mi|Xo = dotEr{H
IAM A2 MTEAM 2| AWS MHH|A IAMC E ZQlsl= MME & X5HMIR.

Amazon Q2| ID 7|8+ =4

ID 7|gt 42 X3 of

D 718 A 1AM AFS R, AFS AL 18 i T} 22 IDof HFE £ Qs JSON et B 2
QLICt Ol2{Et BRI ALSAH U HEO| 0fH BlAA0H O EZH0IM 0fH FYS £#E 4 X
d ot
=

= — E A
£ MoLict Xt4 BT 7|8 YME ddst= OtEE{H IAM AHE DB AMoi|M 22 22

HAMOE ASA X|% IAM Bt Bo|g AESHML.

IAM ID 7|t Zd=H
g Z2HE RH
M

g dBMO| 1A

£ M8t 8L HEElE Hdnt 2|AA# o2t Yol =L HE
g & A&LICH JSON ’H*HOHH MEE £ Uz BE 240 CH3H LotEEdH IAM A
H

JSON & o A 2T E X 5HA2.

Amazon Q2| ID 7|dt Z4=H of| K|

Amazon Q Developer ID 7|8t 7424 0| x| & £ 24T Amazon Q Developer2| ID 7|8F 2% 0 A| MM S
XSS,

Amazon Q Q| 2|AA T(8F 2=

2|4 7|8 HA X[ ofLR

2laA J|E HAM2 2|A A0 Q1A= JSON M MEM LTt 2[AA 7[E Aol of &= 1AM &
& AMZ| HA10 Amazon S3 HHZ! HRQILICEH BlAA J|H HME X|H5HE AMHIAN A MH[A EEIRE
= O|2HEt MM E AE501 §H ElAA0| CHE HMAE SHME = U&LICH HEO| HZEE 2|LA9
B HMe2 x|HE 2ot A 7L s 2L AL o ZZAMM o EE ~™-E = U=XIE Holg

Amazon QUM IAME AL 3lE &Y 331


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Q Developer

LICH 2[4 7[gh HHolM 2oF =X E XIEstoF &LICE 2o FAjol= AE, AHS A e, HIE |0
M ALSR E=7F ZE & UAESLICH AWS AH|£.

LAk A HMAE BAststEis B2, TA AFOIL CHE AHOl IAM JHXIE B4 Jld Hao| 2
OF FHZ XIHE £ ULICH KEMIE LIS S 1AM ALS ATBMOl IAMOIM AL HS BlAs HHAE
HESHML

ZE[XH= AWS JSON HHE AL&3to] F71 Folof HMAE £ JEX| XIEE + J&LICH F, o
Hot FH7F of™ E|AA 2t o ZZH0IM 2 YE T + USXIE XIEE = U&LICH

JSON &#2 Action2 &€ BH0IM AMLE SIS etE O NS E & 2= Heig 4
HLICH SR MeI2 SHE & i HEE Rofdls| I8 T T ZHHNL

I_

(@)

L.

Amazon Q2| M X2 ] ofof CHE HFAIE AL &L CH

B Eoli od2] A YE X|Pstc{H CHSo 20| HlE = 2Ys FEFLICH

"Action": [
"g:actionl",
"q:action2"
]
ot FtE(*)E AFE6104 048 22 X|HE 4= USLICE 0|E S04, GetBtE BHO{E AlZtStE RE
tolg xIgste{R Ohe AUg TEELIC

"Action": "q:Get*"

Amazon Q Developer ID 7|8t 2% of| M| & 2242 Amazon Q Developer2| ID 7|8t 2374 0| A| MM E
xl-?t °|.A-|| Q.

Amazon QO|M IAME A5t & 332


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Q Developer At

Amazon Q2| H& gZ|AA

0o
1z
0%
x

B 244 x|ok ofLl
2IRHE AWS JSON Mg AF&3H0f £ 7} RU0] HMAT 4 Ql=X| XY % aLich 5, of
ok A7} o 2l4A0 Off ZZAONM AUS +HE & USKIE XY £ sl

Resource JSON HA @ A= 0| MEB &l stLt oldf o Z4HME XIFgEfLICH EH* PEﬂOiI (et
Amazon Z|AA O|§(ARN)E AF2 350

= =
O B2, ALUEFIE(E AIB5tod ST 20| ZE 2440 M EE LIEFHLICEH

T

_u_

"Resource": "*"
Amazon Q Developer ID 7|8t & o M| & £ 242 Amazon Q Developer2| ID 7|8t %4 0 A| MM S
XN

Amazon Q2| & X7 7|

Mu|AR YA £ 7| X[ ot

ZrE[XH= AWS JSON HAZ AL 5to F71 Fdof HMAE £ QJEX| XIEE + A&LICH F, o
Hot FA7F o ElAAt ofH ZZH0|M 2P E s = U=SKIE XIHE + J&LICH

Condition A E MO|El 7|&Fof el 20| AHME|lE AI7|E R|&EL|CE 7Fc>(equals) = ojgt
(less than)t ZH2 =74 QIALKLE AFE5to] HAMO| Z7AE @H | 7t XA Z|= ZHAIE MY
UELICH ZE AWS M X714 7|2 EdH IAM AL B AWS T =74 HEIAE F|E 2
Me.

S

T

S
=2 X}
= B

Amazon Q Developer ID 7|8t 7424 0| K| & £ 24T Amazon Q Developer2| ID 7|2F 2% o A| MM S
xI-X °|.A-|| Q.

Amazon Q2| ACL

ACL X|¥: ot

M A Mo SH(ACL)2 o 2ot FA|(AY HE, AEX E= HE )7t 2laA0] HMAE = UE
e S 7HX|D U=XIE MO{FLICH ACL2 JSON T2 2 A A ME5HX| X2 2|4 T|EH Y

240t 7 AbEfLICH

Amazon QO|M IAME A5t & 333


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon Q Developer At

Amazon Q2| ABAC

ol
nx
0%
x

ABAC K| (G2 2| Ei1): ofL|L

%4 7|8 HMH A K0{(ABAC)= EfZEID
LICH 1AM IE{E| & AWS Z|&A0| B E
[ 2t d S 51&5t= ABAC HHE HAE + M'QL—IEL

r° mux

E} 20 27450 HMAE M 0{3t2d™H aws :ResourceTag/key-name, aws :RequestTag/key-
name®™ & aws:TagKeysZ7d 7|& At&35t0o{ HAMo| =74 240 EfO HEE NI &Lct

MH|ATE 2E BlAA QY| Ois] Ml 7tX| = 7|18 25 X|¥Hste 42, ¢
Ch MH[AT7F LR Elas o CHelMBH M| 7HX] =24 7|18 25 X|#Hste

x

H|A0f CHaH od &L

(@) o HdHX
QU2 EE™MLIC

ox rlo

—_

ABACO] CHEt ARAIEH LHE 2 IAM AFE B AL| ABAC TEl £0{E Sot Het Hol& & ZFMR.
ABAC A7 EHAI7} & El AFEME 22 IAM AL A-EMO| &4 7|8F HA|A KN0{(ABAC) AHE 2
xl-?t c,|.A-||O

Amazon QO|M |A| At 5H ALE

HAI X3 BB X2 of

UAl At ZH2 AWS AL 0] CHE B 7| HHAE MSsHH WS 0|ME A SH7LE &g T
& XIS 2 MME L_IIZI- Y7l HMA FIE Al’ool'l_ CHAl @ AI A 58S Moz dYste X
Ol AWS E&LICH RHAMIEH LIE2 IAM A8 DB 2| IAMS| Al E Ot X174 B & JAMS = 2 45}

EAWS AH[A MMEE B Z s R.

Amazon QO CHEF MR MH|A Eot x| 3t
T A& MM(FAS) X[ : of

ME AAMA HM(FAS)2

= Aol Met2 Ct2AER MH|A0| AWS AH|A CHEH 2
MO AWS MH|AETH AFEELICH FAS 23 2

AN EMME HEE T AMA MEE HESHAL.

Amazon Q2| AMH|A <4&t

MH|A 482 MH|ATH AFSAHE CHAISH0] Y E =™t W R 7HY5tE 1AM g lLCH 1AM
ZE|X= IAM LHOIA MH|A A8 2 MY, = 2 AXE = JA&LICH RS LI 2 1AM ALS ™
M 2| Create a role to delegate permissions to an AWS MH|AE EHZ M2

Amazon QO|M IAME A5t & 334


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q Developer At

ol
nx
0%
x

/A Warning
MH[A 4gho] CHet Mete 78368 Amazon Q 7|50| SEHE £ Q& LICEH Amazon QoA
A x| g MEsteE o0 I MH|A odgtg WEISLICH

FelL|Ct AWS MH|A. MH[AE AFEXHE CHAISH0d

Ch MH|A 43 A 201 LIEILE AWS A1 0 AH|

|
go| MEte 2 & UXIE WES & £ aLich

e > me
I zo 1o

Amazon Q AMH|A 44 odg M EE= 2h2|ofl CHEt AFAIEE LHE 2 Amazon Q Developer & AFE A} 7
S0i AMH|A ¢4 48 ALS MME B ZTSHMR.

MxHo 2 Amazon Q Developer0i| CHEH M| A ZHE|

@ Note

O| H 0| X[2| HE = Amazon Q Developer H M| A QF BE10| & LICH Amazon Q Business
off CHEF HAM[A 2|0l CHEF REMIEH LH& 2 Amazon Q Business A& AH A S| Amazon Q
BusinessE <&t ID 7|Bt HE of| & F = 5tMR.

o] &A|e| M2 Al of|dl= AWS Management Console AWS Documentation, AWS Console
Mobile Application, AWS & AtO|E 3! A&} of E 2|7 0]442| Amazon QOB & ElL|C}.
Amazon Q2 S& E! 7|Et MH|A0|= CHE MM = M0 HeE &= U&LICH EFAL IDES]
Amazon Q %|E AFEXtE IAM S E ALE S E 7t gia L Ch XHAMIEH LHE 2 Amazon Q 7|
S = S80| TE AMHIAC CHE MTEAME XML,

7I2Mo 2 MEX & HEol= Amazon QE M8 E £ U= TEHo| el&LICH IAM #E[X=E IAM ID
of M2 B 045104 Amazon Q Developer ! &2 7|50i CHEt HMAE 22T £ U&LCH

EEIRE7F AL RHOIAH| MM A HEHS B 045t 7HE HHE HEd2 AWS 21" HME AL sts JAeL
Ct. AmazonQFullAccess E&2 |IAM IDO| 21235101 Amazon Q Developer & alie 7|S0i| CHEH A
HNA HEHE ROoi” |Ct. o] H&4oi| CHEt REAIEH LHE 2 AWS Amazon Q Developer0i| CHEF
elE A He

—

>

o]
AR

F

o

>

2 =t
=

S 2.

Amazon Q0| CHEF HAJA 22| 335


https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html

Amazon Q Developer A8 HEBM

#2|XF= Amazon Q DeveloperZ IAM ID7} &8 4= Q!
&to| HES Molst= AFRAF XM MM MAIE

o Jm
2

12
2
jo
=
u
ol
N
-\_
_>,-_
0lo

= A
LI
lIIlIl

BE = 338
ZEOM MEE = U= Amazon Q 7|52 Molgt =& %J%L—IEL

Moz xofg = A= ZE Amazon Q et SF2 Amazon Q Developer #Heh & MMZ FH X5
ML.

|

 GH DY Ate

- HEEY

« MH|A Ao{ HH(SCP)2E AAMA ZHE|

« Amazon Q Developer®| ID 7|8+ =24 0 Al

XAH e ARE|

ID 7 |gt =0 2t Ao M AP RE7F Amazon Q Developer E|AAE MM HMA EE= AMK|E
A=K 04271 ZHEELICE O] 222 QlsH AWS H ol H|& 0| &g = /&LICH ID 7[gt WS
MEst AL HEE M= Chg KRS HE A2 [EA L.

- AWS 2™ G S AlEst 2|4 HEtez M- AISXH A T 20 HEF F0{E AlE st
°._| ALE Atzilof CHEF HEFE FoistE AWS #E[E HME ASELICE oM A8 Y =

B2 bt

U&LICHAWS AH. AFS Aol 2= AWS 12 2H2|™ HA g Holsto] HetE FIIE2 £0le X
Ol Z&LICH. + 8 LIS 2 IAM AHS Al AWS 2|8 HA E= AWS &Fof Ci z2ld@ o
M2 HTFAMR.

o R[4 HEHE - 1AM HHE AE5t0 HEtE MHSE 42, M2 s=85t= o et HEtht
Lo LICH O|FEA stEd™ %A HES R ARl EH ZHHM §H 2laAo] CHsH s E = U
= Y2 HolFLICH IAME At836to{ HEtE XMEst= Wdol CHE XMISH HE = 1AM AHS Y
Mol Rl= IAML| A dl HEtE HRSHML

« 1AM GOl TS AFE5t0] MM A FTH AMBH- HRo| =2

ESaE
|, SSLE At83t0 2E 288

A gk = U&LICH o S0 &afoF stot o X|HslE
MAEHS 2HEE = USLICEH AWS MH|AQL 22 EHE S A8 ElE B2 ZE AFS5H0q A
HIA Zrqoi| CHEF HAM|A HEHS R0 = U&LICH CloudFormation. XHAIEH LI 2 IAM ALS A
HA S| IAM JSON HH @4 278 HEHM L.

« 1AM Access Analyzer% S5 IAM HRE #1504 M5t T 7|52l HEt 2% - IAM Access
Analyzer®il A= IAM 3 10{(JSON)QF 28 Af2ii7h HMoIM ESEIZ S MER U 7| HAg
EQIELICH IAM Access Analyzer= 1007l O|&f 2| A &0l & =1t A™ 7tsd FHE HMS35t

Amazon Q0| CHEF HAlA 22| 336


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Q Developer A8 HEBM

0 tMSt D 7|5l HEH
Analyzero| M E& HE S FHE5HM L.

I

&LICH AIME LI 2 IAM AFZ ATEA 2| IAM Access

&S CIE(MFA) 22 -0 A IAM ALE XL X7t EHest AILPEIOH [Ue= 4 —"F7P Hot
Qs MFAZ AWS HIMZILICH APl &g EMEo 2 $E8 M MFA7} 235 H
(A2 F7HeLICH RHMEF LIE 2 IAM AFS dBE M| MFAE S8 E0F API HAMAE ’E.*E%WIR.

IAM2| 259 Atzid|ol| CHEF REMIEE LHE 2 IAM ALE B A L| IAMLS| EoF Y A& & ZshM|2.

o

HM& HetE MSSHedH ALSAL, O& L= Aol HEHE FIHstML.

« O] AFEA} 2 & AWS IAM Identity Center:

et MIEE M-EILICH AWS IAM Identity Center AF& X} QFLHAO M HEH M E Mol X[EIE
Lot

. ID MZUXNE S5l IAMOAM 22| E|l= AF2 A}

ID H{Z|0|ME B A2 MHELICH IAM AF X DA Q| Create a role for a third-party
identity provider (federation)2| X|&I2 S LIC}.

o IAM AFZ R}
o A2XI7}HE £ Qe det2 MASHLICE IAM AF2 X} A2 M0l A Create a role for an IAM
userl| X|&lg WEL|Ct

o (HEEXAZ) HHME AASKIA|AH & Lt AFEXHE AFE A & FIHERLICEH IAM At
& MYEMOM AFEXHE L))o HEt F7Ho| X|EE [EML.

MH|A Ao HE(SCP)2 2 MA|A B

MH|A X0 HA(SCP)2 = E|o| HEtE tElstes Ol AFSE = e =& HM eYULct dR E£=
S E Amazon Q &0 CHEt HEt2 XI™Hst= SCPE dMM5t0] ZE0|M AFEE = = Amazon Q
Developer 7|Ss& ANo{& = U&LICH

SCPE AI83t0d T2 o] M AE Ao45t= ol CHEt REMIEH LI 2 AWS Organizations AFHS ™A
Mol MH|A Ko HRo| MM, AI0|E, ATK[eF MH|A Ko 2 i & EE|E HESHA L.

Amazon QO CHEF HAA 2tz 337


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html

Amazon Q Developer

0o
1z
0%
x

0i|X| SCP: EU 2™ 2%

Chg SCPE Rz
£ et
® Note

codewhisperer 5 A= Amazon Q Developer?t B8 El A H]
8t LI& 2 Amazon Q Developer O|& #173 - #73 AlE Q of EH¢

oA Amazon QO1| CHEH HAM|A 7HE

=1

-

2 E) 2|T(eu-central-1) 2|5% 2| Amazon Q Developer A& 0] CHt 2

JSON

"Version":"

"Statement":

{
"sSid":
"Effect
"Action
"cod

2012-10-17",
[

"DenyAmazonQDeveloperQutsideEU",
n : IlDenyll'
ll: [

ewhisperer:GenerateRecommendations",

"q:SendMessage",
"q:GenerateCodeFromCommands",
"sqlworkbench:GetQSqlRecommendations"

1,

"Resource": "*",
"Condition": {
"StringNotEquals":

{"aws

}

of| K| SCP: Amazon QOf

C2 SCPE Amazon Q

:RequestedRegion”: [ "eu-central-1"] }

| CHEH HMA 7z

Developer0i| CHEH HMAE HHEEFLICE.

H M| A

Amazon Q0| CHEF HAJA 22|

338



Amazon Q Developer

® Note
Amazon QOi| CHet HMHAE HESHE 2L, AWS ¥ AIO|E, AWS EA{ H 0| K| EEE0{| A
AWS Amazon Q 0}0|Z == AME mdo| H|g &3t =l X| & LICH AWS Console Mobile
Application.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
nqaEn
]I
"Resource": "*"
}

Amazon Q Developer2]| ID 7|dF 2424 of A|

CHS oAl IAM 22 CHFSH Amazon Q Developer o] Cist HEtE Ao{gLICt o] HEtE ALE 5t
0 AL X}, A& == &0l CH8F Amazon Q Developer HMAE §&35H7HLE HEELICEH

(® Note
CHS ol Al 242 Amazon Q Developer2| 7|s 0 CHEt "H%F% 045} x| Bt AF2 XF= Amazon
Q Developer Pro 52 &3l Amazon QO AAM|ASE{™ FI+ HEto| ZE =+ U&Lct &t

Mgt Lig2 AL X7} Amazon Q Developer Pro 152 S OH Amazon QOf| HMASEE 5

IS AEFAAIL.

Amazon Q0| CHEF HAJA 22| 339



Amazon Q Developer A2 AMEA

Ol2{gr HHE MOo{ZI CHE AL St7HLE A& stEd= 7H'E Amazon Q 7|S0of CiEr HetE FIHE
= A&LICH Amazon Q2 IAM HElE st S0l CHer REAMEF LIE2 EHe =z A

DeveloperOi| CHat M| A 22| MME FHESHML.

HMo 2 xofg = /= 2 E Amazon Q HEt S/ 2 Amazon Q Developer #eh & X MME F x5t

i Amazon Q Developer #2|X= Amazon Q 5 &2l 2£€ 2 Amazon Q Developer
I.

Amazon Q Developer 7|52 A& = U= HAM2 AR Hel MME HESHAR.
ZE|XI7F Amazon Q 2£2 A2 E 58

CtZ ol Al HE2 ALE X0 A Amazon Q 2&0|M 2 UE eE HetES Fo{gLICH Amazon Q 2&
2 Amazon Q2 AWS IAM Identity Center o] S& & F435t= R &LICt AWS Organizations. CHE
CHE 29| Amazon Q Developer 221 2912 Amazon Q Developer 2 £ 0| A 2t 2 3l{oF EFLICH RFA|EH
LHE 2 & 2|X7F Amazon Q Developer Z2£2 AISSIES 58 a2 FZTSHAAIL.

M I

® Note

codewhisperer &5 A= Amazon Q Developer?t 88HEl MH]
3t LI 2 Amazon Q Developer O|& $4Z - 2473 A& ya

I:O I
12
11
o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"organizations:ListAWSServiceAccessForOxganization",

Amazon QO CHEF HAA 2tz 340



Amazon Q Developer

0o
1z

02
x

"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

1,

"Resource":[

g

"Effect":"Allow",

"Action":[
"sso:ListApplications"”,
"sso:ListInstances",
"sso:DescribeRegisteredRegions”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeGroup",
"sso-directory:DescribeUser",
"sso-directory:DescribeDirectory"

1,
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"Resource":[

Mg

"Effect":"Allow",

"Action":[
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

g

"Effect":"Allow",

"Action":[
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions"”,
"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

]I

"Resource": [

g

"Effect":"Allow",

"Action":[
"q:CreateAssignment",
"q:DeleteAssignment"

1,
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"Resource":[

Mg

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-sexvice-role/usex-
subscriptions.amazonaws.com/AWSServiceRoleForUserSubscxiptions"

1
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:ListInstances",
"sso:CreateInstance",
"sso:CreateApplication",
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationGrant"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:ListApplications"”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:PutApplicationAccessScope”,
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication",
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

1,

"Resource": [
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myn

]
},
{
"Effect": "Allow",
"Action": [
"identitystore:DescribeUser"
]I
"Resource": [
wan
]
}I

{
"Effect": "Allow",

"Action": [
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeDirectory"

]I

"Resource": [

Mg

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

]

}I

{
"Effect": "Allow",
"Action": [
]I
"Resource": [

wan

]

}I

{

"Effect": "Allow",
"Action": [
"user-subscriptions:ListClaims",

"user-subscriptions:ListApplicationClaims",
"user-subscriptions:ListUserSubscriptions"”,

"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
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"user-subscriptions:UpdateClaim"
]I
"Resource": [
wxn
]
}I
{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms :CreateGrant",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

myn
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"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSSexrviceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [

g
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory"”,
"sso-directory:ListMembersInGroup"

1,

"Resource": [
wen
]
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": [
Wwen
]
}I

{
"Effect": "Allow",

"Action": [
"pricing:GetProducts"

1,

"Resource": [

g

|0
[o]]

i IAM 29 =X{|7} CodeWhisperer O{

Amazon Q0| CHEF HAJA 22|

348



0o
1z
0%
x

Amazon Q Developer At

"Effect": "Allow",

"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile”,
"sso:GetProfile”,
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance",
"sso:CreateManagedApplicationInstance",
"sso:GetManagedApplicationInstance",
"sso:ListProfileAssociations”,
"sso:GetSharedSsoConfiguration”,
"sso:ListDirectoryAssociations",
"sso:DescribeRegisteredRegions”,
"sso:GetSsoConfiguration"”,
"sso:GetSSOStatus"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
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"kms:ListAliases",
"kms :CreateGrant",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSSexrviceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,

"Resource": [

myn
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},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

g
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"kms :CreateGrant"

1,

"Resource": [

nmgn

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization"”,
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization"”,
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission"”,
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
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"codeconnections:ListOwnexs",
"codeconnections:ListRepositories"”,
"codeconnections:ListConnections",
"codeconnections:GetConnection"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "codeconnections:UseConnection",
"Resource": [

g

1,
"Condition": {
"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction":
"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
]I

"Resource": [

Mg

[
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"q:CreatePlugin”,
:GetPlugin",
:DeletePlugin”,
:ListPlugins",
:ListPluginProviders",
:UpdatePlugin",
:CreateAuthGrant",
:CreateOAuthAppConnection"”,
:SendEvent",
:UpdateAuthGrant”,
:UpdateOAuthAppConnection",
:UpdatePlugin",
"iam:CreateRole",
"secretsmanager:CreateSecret"

oo 0000000009

1,
"Resource": "*"
3},

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "*",

Sted™ 22| Kol Al & 2|XF7F Amazon Q Developer &
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"Condition": {
"StringEquals": {
"jam:PassedToService": [
"q.amazonaws.com"

ZrE[XH7L B SEAte] Eeiaele FHEESE 58
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCreateProviderPlugin",
"Effect": "Allow",
"Action": [

"q:CreatePlugin”,
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"q:GetPlugin",
"q:DeletePlugin”

1,
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
}
S 0|40l LIESIT EE 5 0l4o| A= oto|aB0lM 518
JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationSexrvice"

"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",

"Effect": "Allow",

"Action": [

"ec2:CreateSecurityGroup"

1,

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-xrule/*"

1,

"Condition": {

"StringEquals": {
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"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resourxce": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*",
"arn:aws:ec2:us-east-1:111122223333:network-intexface/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-path/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-analysis/*"
] ’
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [
"CreateSecurityGroup",
"CreateNetworkInterface",
"CreateNetworkInsightsPath",
"StartNetworkInsightsAnalysis"
]
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
] ’
"Resouxce": [
"arn:aws:ec2:us-east-1:111122223333:subnet/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy'": "AWSApplicationMigrationSexrvice"
}
}
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"Sid": "MGNNetworkMigrationAnalyzerENISG",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*"

"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
1,

"Resource": [
nxn
]I
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"

]I

"Resource": [

g

1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
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"Sid": "MGNNetworkMigrationAnalyzeNetwork",

"Effect": "Allow",

"Action": [
"ec2:StartNetworkInsightsAnalysis"

1,

"Resource": [

myn
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
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"Effect": "Allow",
"Action": [
"q:GetIdentityMetaData"

]I

"Resource": "*"
}I
{

"Sid": "AllowSetTrustedIdentity",

"Effect": "Allow",

"Action": [

"sts:SetContext"

]I

"Resource": "arn:aws:sts::*:self"
}

Amazon Q7 AtS R K| ZEIE 7lof UMAS TS 518
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "QKMSDecryptGenerateDataKeyPermissions",

"Effect": "Allow",
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext",

"kms :ReEncryptFrom",
"kms :ReEncryptTo"
1,

"Resource": [

"arn:aws:kms:us-east-1:111122223333:key/key_id"

1,
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"Condition": {
"StringlLike": {
"kms:ViaService": [
"q.us-east-1.amazonaws.com"

1

AEX7F Amazon Q2 AMEIE £ U E &
Cl2 o A| 22 2240 Amazon Qe AMEIE £ Qe HetE2 EoqghuCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
q:GetConversation”,
"q:ListConversations",
q:UpdateConversation",
q:DeleteConversation"

1,

"Resource": "*"

AL XE7H0 A Amazon Q CLIE AFE35HES 5{& AWS CloudShell

CtS ol E22 Amazon Q CLIERH &7 AL E =+ /e HEHE Fo4gfLICt AWS CloudShell.
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codewhisperer &5 A= Amazon Q Developer?t B8 & AMH|A
& LI 2 Amazon Q Developer O|2 74 - H4Z3 Al8F @ o CH2l2 EZ5HAIA|L.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations"”,
"codewhisperer:ListCustomizations"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage"
1,
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"qdeveloper:StartAgentSession",
"qdeveloper:ImportAxtifact",
"qdeveloper:ExportAxtifact",
"qdeveloper:TransformCode"

1,

"Resource": "*"

AMEXI7F Amazon QR 24 QLFE TICE £ QIEE 52
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation”,
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResouxce"

]I

"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
"Action": "q:GenerateCodeFromCommands",
"Resource": "*"
}
]
}

A XF7F Amazon Q2 2|AA0| CHEH MMEIE 2= QUEE 5
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
q:SendMessage",
q:GetConversation"”,
q:ListConversations"”,
q:UpdateConversation",
q:DeleteConversation”,
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"q:PassRequest"
]I
"Resource": "*"
}I
{
"Sid": "AllowCloudControlReadAccess",
"Effect": "Allow",
"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

1,

"Resource": "*"

CtZ 0l Al HE2 Amazon Q2t AMEE &= U= TEHS F 045t Amazon Q7 AFEXHE CHAISHO] &Y
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"
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CloudFormation.
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O| oAl H=Hol= FAIE 2lAATF UE IAM B (iam: CreateRole,
iam:CreatePolicyiam:AttachRolePolicy, & iam:PutRolePolicy)O| Z & ELICt
LUF Amazon Q HIEZ0|= AWS AMH|A 1ZE0| LR E IAM HE S Mt HL Fdst=
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQPassRequest",

"Effect": "Allow",

"Action": [
"q:StartConversation",
'q:SendMessage",
'q:GetConversation",

q

q
"q:ListConversations",
'q:UpdateConversation”,
'q:DeleteConversation”,
q

'q:PassRequest"

]I
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"Resource": "*"

"Sid": "AllowQArtifactsAccess",

"Effect": "Allow",

"Action": [
"q:GetArtifact",
"q:CreateArtifact",
"q:GetArtifactActionResult",
"q:PerformArtifactAction",

jam:CreateRole",

iam:CreatePolicy",

iam:AttachRolePolicy",
"iam:PutRolePolicy",
"cloudformation:GetResource",
"cloudformation:ListResources",
"cloudformation:CancelResourceRequest",
"cloudformation:CreateResource",
"cloudformation:GetResourceRequestStatus",
"cloudformation:ListResourceRequests",
"cloudformation:UpdateResource"

1,

"Resource": "*"

Amazon Q7+ H|& CI|O|E{oi| AAM|AStT HIE %|M3t HY MEE MY = U-F 58

CtE ol E&2 Amazon Q2t HI&o CHal RHEIE = /= HEHE F045t 1T Amazon Q7} HIE H|0|
E{o]| HMASHT HIE 241 I %|x3 HE A £ {&gLict o]l HHol= AWS
Cost Explorer, AWS Cost Optimization Hub, AWS Compute Optimizer, AWS Budgets, AWS ZZ| E|
0{, AWS 22, Savings Plans.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQChatAndPassRequest",
"Effect": "Allow",
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"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation"”,
"q:PassRequest"

1,

"Resource": "*"

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage",
"ce:GetCostAndUsageWithResources",
"ce:GetCostForecast",
"ce:GetUsageForecast",
"ce:GetTags",
"ce:GetCostCategories",
"ce:GetDimensionValues",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
"ce:GetReservationUtilization",
"ce:GetResexvationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetReservationPurchaseRecommendation",
"ce:GetRightsizingRecommendation",
"ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,
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"Resource": "*"

3,

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetEC2InstanceRecommendations",
"compute-optimizer:GetECSSexrviceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:GetIdleRecommendations”,
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",

"Effect": "Allow",

"Action": [
"budgets:ViewBudget"

]I

"Resource": "*"

"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities",

"freetier:GetAccountActivity"

1,

"Resource": "*"

"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
"pricing:DescribeSexrvices"
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"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation"”,
"q:PassRequest"
]I
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws

.com"]

MNe|st IAM ID
{1 &FLICt.
mazon EC2 Z240|
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}
}
]
}
MEXE CHAISI0 EH &Y E +=HE = U= Amazon Q HEH &
Ct= ol Al HE2 Amazon Qe MEE = U= HEHS 045t Amazon EC22| 12 M|Q|5tT IAM
ID7} =&E = QU= HEHO| U= B E ZUS Amazon Q7F AFERHE CHAISH] +8E = U 5
SErLICt o] HA2 IAM IDO| Amazon EC2 2 +&8E 4 = T2 5045+ X|2F Amazon Q7}
ec2:describeInstances &0t ™S5 S{SELICE Ol M2 aws:CalledVia £ =7
7|& Ar&3t04 Amazon Q7t ec2:describelInstances@t &8 = Q1 CHE 2 & Amazon EC2 &
U2 sEE = QAL E X[HEHFLICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
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}
}
},
{

"Effect": "Allow",
"Action": [
"ec2:describelInstances"

]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}

Ed 2ol M MAERE CHAlsH0d 5 S +~AE & U= Amazon Q HEF 518

CHS oAl S22 Amazon QoF MBEE + e TEHE F 045t Am
ol L8t [ us-east-1 L us-west-2 2|Mojot =2 & £ 9,!5% 3-|9°*L.IEL Amazon Q:
CHE 2ol &2 & = H&LICH 28 + Ue 2lrE XYt EHol cHer RHMIE LI 2 Aws

|dentity and Access Management A2 A A{ O] aws:RequestedReglon% HxESAM L.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
q:SendMessage",
q:GetConversation"”,
"q:ListConversations",
q:UpdateConversation",
q:DeleteConversation",
q:PassRequest"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestedRegion": [
"us-east-1",
"us-west-2"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [
"q:PassRequest"
]I
"Resource': "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation”
]I
"Resource": "*"
}I
{
"Sid": "AllowAmazonQPluginAccess",
"Effect": "Allow",
"Action": [
"q:UsePlugin"
]I
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

nqaEn

]I
"Resource": "*"

}

]
}

Amazon Q0| CHEF HAJA 22| 375



Amazon Q Developer A2 AMEA

A XL RHAlO| MElS 2 A ol- = 58

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

EbAF S8 98 Amazon Q Developer @A A 22|
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Service(KMS)& AL& 3104 Amazon Q Developer0il CHEH HMAE 22|50k B LICH.

S S 2I8t Amazon Q Developer A4 22 376



Amazon Q Developer A8 YA

EX7 0 2E[SE 7|1E ALE5t0 HE YA E UO|O|ESESE 58

Ci=

_|_

= oAl 7| M2 KMS 2£0iM FEE dgol 7| GHS dde mf 12 #2[E 7[(CMK)E A&
T U HEHE FO{FLICH CMKE U I SEOIM A
IAM 23 ARNZ X|S5HoF & LICH GitLab QIAEIARL Z2 SEE

ol

5t
ste 2 E 2|0l cisl QIAEAE CHA] 2EF 8l oF gL Ct.

foh O Mok

kms:ViaService Z7 7|= KMS 7|2 A& E XIHE AWS MH|AZRES| 2o 2 MEHEfL|CH
S 0| AH85tH RF0| £ MH|A0|M O|R0{X|E= B2 KMS 7|18 A8 HEtE HEE =&
AELICH 27 7|18 M85 2HX A S3t £= 55350 CMKE M8E = U= AEXHE MEHe
£ Q& LICH RFMIEH LHE 2 AWS Key Management Service 7He &} OFLHAO| A kms:ViaServiceE &

Z5HMIL.

KMS 253} ZHAEE AR5 CHE 228K
71-2t Hof METH Rl01 HEH Hod U ZA 754 |

251E Clo|Eo] RAMT MRS SHolstn, 7| BA W IAM HAo

HMAE A|o{5t11, AWS CloudTrail 220 M & 53} 3

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Side",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/rolename"
}I
"Action": [
"kms : GenerateDataKeyWithoutPlaintext",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey",
"kms :Encrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
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"kms:ViaService": "q.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws-crypto-
ec:aws:qdeveloper:accountId": "111122223333"

}
}
}I
{
"Sid": "sid1i",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/rolename"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z2",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",
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"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "#**=*",
"utterance": "***"
},
"responseElements": {
"result": {
"content": {
"text": {

nbodyn: n***n’
"references": []

+
"format": "PLAINTEXT",

"intents": {3},
"type": "TEXT"
},
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T719:31:38Z",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "*#*x",
"utteranceId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"

},

"resultCode": "LLM"
},
"additionalEventData": {

"quickAction": "dev"
I

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"userName": "Mary"

iy

"attributes": {
"creationDate": "2024-04-10T20:03:017",
"mfaAuthenticated": "false"

Iy

"invokedBy": "q.amazonaws.com"
b
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": null,
"responseElements": null,
"requestID": "2d528c76-329e-410b-9516-EXAMPLE565dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555  user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
.
"attributes": {
"creationDate": "2024-04-10T14:06:08Z",
"mfaAuthenticated": "false"

},
"invokedBy": '"qg.amazonaws.com"
},
"eventTime": "2024-04-10T14:07:55Z2",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",
"requestParameters": {
"Host": "s3.amazonaws.com"
.
"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
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+
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9C463",

"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": '"Management"

Amazon CloudWatch& A& 8t Amazon Q Developer 2 L|E{Z!

(@ Note
0{7|0| M MHSH= X|EE IDEOM Amazon QE A& stE F<0igh 2tzd0| & Lch

MA|ZH 772 X|E 2 XM 2|6t CloudWatchE A& 3104
Amazon Q DeveloperE ZL|E{Z %'ﬁl—llif. olz{8t 8AE= 15717t EREIEE 7|8 HEof
HM|ASHD Amazon Q2| M5 metg = QlaLict 5 AL S FAISHCH siE &A|2Lo]
SEE M YRS MEHHU ZXIE Ft & ZEE HHE =& JUsuct KHAIE LIS Amazon

CloudWatch AlE MEME & XSHAM2.

2IA| ClO|E{2 £ ZEl5t04 27| 7+%é+ H

Amazon Q Developer MH|AE= AWS/Q HIYAH O|AMAM CHS XIEE EDFLICH

EHI|E INE:3 AL ARl EE= MY

7h== Invocations AlZt Zotof k2t 22 74| 7+ E &0 7t
REEIRE=X| &elstedn gulct.

UserCount  DailyActiveUserTrend LU & AMEX =& &lstedn &L
Ct.

Subscript SubscriptionCount RE F52 M3t AEX =& &2l

ionUserCo sto4 gfuct

unt

CloudWatch AH& 414


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Q Developer A8 YA

5H7|&E INE:3 A At EE= EE

UniqueUse  MonthlyActiveUniqueUsers XIEE ol e SEfRl AAEX} =& &
rCount elstedm ghLlct

Programmi  GeneratedLineCount Amazon Q Developertf| A 44 5H & =
nglLanguag E &Qlste{m gLt

e,

Suggestio

nState,

Completio

nType

Programmi  SuggestionReferenceCount 2USt HEE AL Estod FH EE|H
ngLanguag E #olstedn gfuct.

e,

Suggestio

nState,

Completio

nType

Programmi  CodeScanCount SME I E A =8 =Ql5tE{n L
nglLanguag Ct.

e

Programmi  TotalCharacterCount Amazon Q Developer2| 2 & XgtE £
nglLanguag et ool EAt = lLct

e

Programmi  CodeWhispererCharacterCount Amazon Q Developeroll A 248t 2}

ngLanguag Z=lLct.

e

2t 2 E8 HASE{H Sum SHE AHSELICH
DailyActiveUserTrendE & H|5t24™ Sum SHE AI& st “1Y'E 7|7t 2 AFSELICH

SubscriptionCount& &H|5t2{™ Sum SH & AFEELICH

CloudWatch AH& 415



Amazon Q Developer AE HEM

fjo
N
I
|0
Hu
>
oo
o
r
o

MonthlyActiveUniqueUsers& & H|5t2{8 Sum SHE ALE5t1 30

Amazon CloudWatch LogsE At&35t0{ E% AL Xto| & Al

Amazon Q Developer At&Z0f| CHEt AL AL =& X|EE 7tX2 = U&GLICH ofH AHEX}
7t EE HUE +AR =X HlstEH SendTeIemetryEventEP: OHEE &1 & E /Y

SendTelemetryEventRequestl| JSON ZHHIE HAFELICH Sl 7HA LHOAA
EbefLICH.

® Tip
Amazon Q DeveloperoilA-I e AL X
KEAIE LI 2 Amazon Q Developer0i| A

E

x
AIm - ek

http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgrammingLanguage": {
"type": "object",
"properties": {
"languageName": {
"type": "string",
"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
ncn’
"cpp",
"go",
"kotlin",
"php",
"ruby",
"rust",
"scala",
"shell",
"sql",
"json",
"yaml",
"vue",
"tf",
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"tsx",
"jsx",
"plaintext"

1,

"description": "Programming Languages supported by Q"

}
}
},

"Dimension": {
"type": "object",
"properties": {
"name": {
"type": "string",

"description": "must match ~A[-a-zA-Z0-9._]*$ and be between 1 and

255 characters"

iy

"value": {
"type": "string",

"description": "must match ~[-a-zA-Z0-9._]1*$ and be between 1 and

1024 characters"
}

I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
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"completionType": {
"type": "string",
"enum": [

"BLOCK",
"LINE"

},
"suggestionState": {
Iltypell: "String",

"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"
]
I
"recommendationLatencyMilliseconds": {
"type": "number"
},

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"triggerToResponseLatencyMilliseconds": {
"type": "number"

1,

"suggestionReferenceCount": {
"type": "integer"

},

"generatedLine": {
"type": "integer"

I

"numberOfRecommendations": {
"type": "integer"

I

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"completionType",
"suggestionState",
"recommendationLatencyMilliseconds",
"timestamp"
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"CodeCoverageEvent": {
"type": "object",
"properties": {
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},
"acceptedCharacterCount": {
"type": "integer"
I
"totalCharacterCount": {
"type": "integer"
},
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"unmodifiedAcceptedCharacterCount": {
"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
},
"requestId": {
"type": "string",
"description": "UUID for the request"

am
02
>
0fo
>
10
T
9
>
T

419



1z
0%
x

Amazon Q Developer M
1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

},
"CodeScanEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},
"codeScanJobId": {
"type": "string"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
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"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

iy

"CodeScanRemediationsEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"CodeScanRemediationsEventType": {
"type": "string",
"enum": [
"CODESCAN_ISSUE_HOVER",
"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

iy
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
iy
"detectorId": {
"type": "string"
}I
"findingId": {
"type": "string"

iy
"ruleId": {

"type": "string"
iy

"component": {
"type": "string"
iy
"reason": {
"type": "string"
iy

"result": {
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"type": "string"
I
"includesFix":
"type": "boolean"
}
}
},
"MetricData": {
"type": "object",
"properties": {
"metricName":
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 1024 characters"”
},
"metricValue": {
"type": "number"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"product": {
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between

1 and 128 characters"

}I

"dimensions": {

Iltypell: Ilarrayll’

"items": {

"$ref":

iy

"description":

},

"required": [
"metricName",
"metricValue",
"timestamp",
"product"

},
"ChatAddMessageEvent":

"type": "object",

"#/definitions/Dimension"

"maximum size of 30"
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"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"userIntent": {
"type": "string",
"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
"IMPROVE_CODE",
"SHOW_EXAMPLES",
"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"

1,
"hasCodeSnippet": {

"type": "boolean"

1,
"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"
},

"activeEditorTotalCharacters": {
"type": "integer"

1,

"timeToFirstChunkMilliseconds": {
"type": "number"

1,

"timeBetweenChunks": {
Iltypell: Ilarrayll’
"items": {

"type": "number"
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"description": "maximum size of 100"

1,

"fullResponselatency": {
"type": "number"

1,

"requestLength": {
"type": "integer"

1,

"responselLength": {
"type": "integer"

1,

"numberOfCodeBlocks": {
"type": "integer"

1,

"hasProjectLevelContext": {
"type": "boolean"

"required": [

"conversationId",
"messageld"

"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",

"description": "ID which represents a multi-turn conversation,

length between 1 and 128"
1,
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"

iy

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

},

"interactionType": {
Iltypell: "String",
"enum": [
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"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",
"UPVOTE",
"DOWNVOTE"
1,
"description": "Chat Message Interaction Type"
I
"interactionTarget": {
"type": "string",
"description": "Target of message interaction"
I
"acceptedCharacterCount": {
"type": "integer"
},
"acceptedLineCount": {
"type": "integer"
I
"acceptedSnippetHasReference": {
"type": "boolean"
},
"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",
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"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"
1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld",
"modificationPercentage"

I
"SuggestionState": {
"type": "string",
"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy

"TerminalUserInteractionEvent": {
"type": "object",
"properties": {
"terminalUserInteractionEventType": {

"type": "string",

"enum": [
"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

1,

"description": "Terminal User Interaction Event Type"
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"terminal": {

"type": "string"

I
"terminalVersion":
"type": "string"
},
"shell": {
"type": "string"
I
"shellVersion":
"type": "string"
},

"duration": {

"type": "integer"

iy

"timeToSuggestion": {
"type": "integer"

}I

"isCompletionAccepted": {
"type": "boolean"

iy

"cliToolCommand":
"type": "string"

}I

"FeatureDevEvent": {
"type": "object",
"properties": {

"conversationId":
"type": "string",
"description":

length between 1 and 128"
}
I
"required": [
"conversationId"

}I

"SendTelemetryEventRequest": {

Iltypell: Ilobjectll’
"properties": {

"ID which represents a multi-turn conversation,
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"clientToken": {

"type": "string",

"description": "The client's authentication token"
I
"telemetryEvent": {

"properties": {

"oneOf": [
{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I
{

"_comment": "This event is emitted every five minutes. It
details how much code is written by inline code suggestion and in total during that
period",

"$ref": "#/definitions/codeCoverageEvent"

I
{
"_comment": "This event is emitted when a code snippet from

inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
I
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
},
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
I
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
},
{

_comment": "This event is emitted when Q adds an AI
generated message to the chat window",
"$ref": "#/definitions/chatAddMessageEvent"

iy
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{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
},
{

_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
},
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"
.
{
"_comment": "This event is emitted when a user first
prompts the /dev feature.",
"$ref": "#/definitions/featureDevEvent"

iy

"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

15

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"

1,
"userContext": {

"type": "object",

"properties": {

"ideCategory": {
"type": "string",

"enum": [
"JETBRAINS",
"VSCODE",
"CLI",
"JUPYTER_MD",
"JUPYTER_SM"
S5 A sarol &g A 429
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1,
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
1,
"product": {
"type": "string",
"description": "The name of the product being used"
1,
"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"
1,

"ideVersion": {
Iltypell: "String",
"description": "The version of the Q plugin"

.

"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"

1,
"profileArn": {
"type": "string",
"description": "The arn of the Q Profile used to configure individual

user accounts."
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« completionType: 227} E5CQIX| 2tRIQIX| o2 IL]C}.

T -4
« suggestionState: AF&XI7t MQtE =2, 72 E= O 7|R=X| 0{F.

CodeScanEvent
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« interactionType: &% &8 R0l SAL, O0+RA HAMEZE 7t27(7], 2 2)YLct.

- interactionTarget: &% & 9| CHa(0: ZE =ZF L= &3).

 acceptedCharacterCount: 2 El HAIX|o| EX} £=lL|C}

- acceptedSnippetHasReference: &%l ZZtof #Z= 7t Z§E|o] UEX| 02 E LIEIHLHE &
29/},

TerminalUserInteractionEvent

O| O|HIEE= EO|d 2t @0 E{Ol'd BE E= =0 ASA 45 &8 7ISFLIC

- terminalUserInteractionEventType: 43 & R (0: E{O|d HA E= I E & R).

« isCompletionAccepted: AtEXI7t 2 EE F=EHIM=X| 4R E LIEtLH = B2 LICH

 duration: &% &0 A3l AlZHLIC.

Amazon CloudWatch LogsOi| A AFE X} X% 24 | Al X[od] HA|A

AERF XY Mo cHst ME E Amazon CloudWatch Logsol A& & 4= d&LICH

Amazon Q Developer Z2|At7} Ctg HEt MIEE ALE35t04 0|23 208 & = UL E TS Foig

£ A&Lct.

oiq 2laA0l| 2EOE ™MEStE o 2 F Metoll ciEt AFMIEH LH Amazon CloudWatch Logs A&

MEMO| F7 HEt [Vv2]0| 2t 242 XA

JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid":
"Effect":

"Action":

"logs:
"logs
"logs
"logs

"AllowLogDeliveryActions",

"logs:

"Allow",
[
PutDeliverySource",
:GetDeliverySource",
:DeleteDeliverySource",
:DescribeDeliverySouxrces",
PutDeliveryDestination",
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"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination”,
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:1og-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",
"arn:aws:s3:::*"
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Services | Q Search Alt+5] 2] sy @ 3 N. Virginia ¥ AdministratorAccess/QDevUser|

Amazon Q Developer X Amazon Q Developer ) Dashboard

Dashboard i

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription.

Settings
Dashboard New

Customizations

Plugins New Total subscriptions Active subscriptions Pending subscriptions

Subscriptions [2 9 5 5 5.60/0 4

Amazon Q Developer usage dashboard

Detailed metrics showing how developers are using Amazon Q Developer

Select time range Filter by category
| Last 5 days ‘ ‘ Shaw all v ‘ Chaose category
Suggested lines of code Active users
Lines of code written by Amazon Q Developer The number of active users over time

User (Daily active user count)
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0.5

Inline chat (86 lines)

Feature developme... 86 lines, 14.3%
25 lines, 4.1% - 0
Dec 5 Dec 6 Dec7 Dec 8 Dec9
2024 2024 2024 2024 2024
[ Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
[ Document generation (/doc) (143 lines) [l Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)
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Amazon Q Developer Ao A

5tF S92 1,000 O|&fo| AFEXF7F Amazon Qe 43 Z&35t= ZE< Amazon Q= H|O|EHE 22
1,000H| AFSXIE &6 0d2] 7ol cSV UZ B850 part_1, part_2 So| MOIAE ¢
L|C}.

@ Note
MEX €S E1ME & 435t Amazon QE 7HEAE7H IDEOIAM AHE HIO|E{E AWSH| H&
St = Amazon Q 283t HEE A G40 2HAH g0l HE & —’r—’é!%*L—IEP ol H’“%

go

Z 0] obLl AWS EIMOIM HZ SHS ASE 4 UEX| 042 E
4 =X

-1 o
KtMet LIS YotEeiH Zeto[ME & A 5H S/ HE MME ’E.*ZEéPHIR.

XIEol et ALER 28 ETME -3 ELct.

0
0jo

Amazon S3 HZ!E W/ H50d AR &€& 2 A CSV IS Eatehct HZ2 Ch3at Zrotof gL

CH.

« Amazon Q Developer ZZ1}20| Mx|El AWS Z2|F0i lo{of & L|C}. o] ZZE2 |AM Identity
Center 223 At&EX}7F Amazon Q Developer ProE A& 58 [ AX|ZIA&LICH O Z2E 1} 3
g = 2 EZ0| X|¥El= 2ol chgt REMIEH L& 2 Amazon Q Developer Z 2 EO|EF £31L[7H? &
Q Developer 2£& 2! Q Developer ZZ2E0f| X[l 2| MME XML,

- MN8XI7I F55H= AWS A Zol| Qlofok B LICEH AF8XETE 048] AWS HIHM 2S6tE B 2 A
Holl M HAE ddatof gLich wit HE HA2 X|EIX| f&LCt

o (ME AL O|X|EH HEE) ZEZE 2Zo| AISE £ U= 1 Eaetok oot

- Amazon Q7 CSV Y2 XM st= MFA(EH 2t E &)E Z&ELch csv T2 A 9
FEH MEE = gt

0]

- CISIF 242 HZ! ™H2Mo| U&LICH bucketName, region, accountId, prefixE AHAIQ| HEZ
HFE LICH.
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
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"Principal": {
"Sexvice": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

HZ!0ll SSE-KMSE FAI5tE AR, KMS 7|0{|A] oteliel MAE F7t&hLCt.

{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
}
}
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CHS o} Z2 3! H2o| Q&LICH bucketName, region, accountId, prefixE Ab4lo| HE
2 "hELch
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"
}
}
}
]
}
HZIoll SSE-KMSE 7 M5t= B2, KMS 7|0i|Af CHS HAE FItEHLICt
{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
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"records": [
{
"generateCompletionsEventRequest": {

"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3

from 'aws-cdk-1lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r

\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,

props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,

PXXXXXXXX ', {\r\n versioned: true\r\n P;\r\n IN\r\n "
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z"

’

1,
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"1],
"requestId": "797c70ee-abc9-4cc7-al48-b9dfl7f6ces8"
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"records": [
{
"generateAssistantResponseEventRequest": {

"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",

"chatTriggerType": "MANUAL",

"customizationArn": null,

"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",

"timeStamp": "2025-01-06T15:05:56.313070Z"

.
"generateAssistantResponseEventResponse": {

"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/

API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n 3})\n});\n "
\n\n3. Setting Access Control for Specific Use Cases:\n " typescript\nimport * as
cdk from 'aws-cdk-1ib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-1lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n ""\n\n4. Setting up Lifecycle Rules
for Objects:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
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lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n

},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n  I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",
"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c0-a452-5ef3f0878422",
"utteranceId": null
.
"codeReferenceEvents": [],
"supplementaryWeblLinksEvent": [
{
"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \'"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n N\n\n /// <summary>\n /// Creates a new Amazon
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S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then

adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n

/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a

different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\"newBucketName\">A string representing the name of

the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object

for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A

string representing the email address\n /// belonging to the person to whom

access to the Amazon S3 bucket will be\n /// granted.</param>\n public

static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n

string bucketName,\n string newBucketName,\n string keyName,
\n string emailAddress)\n {\n try\n {\n
// Create a new Amazon S3 bucket and specify canned ACL.\n
var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n

// Get the ACL on a bucket.\n await GetBucketACLAsync(client,

bucketName) ;\n\n // Add (replace) the ACL on an object in a
bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n \n \n\n /// <summary>\n

/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\"newBucketName\'">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWestl,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n I\n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
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bucketName,\n 3);\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
3);\n\n S3AccessControlList acl = aclResponse.AccessControllist;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n
// Specify log delivery group as grantee.\n var grantLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n
var newAcl = new S3AccessControllList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantlLogDeliveryGroup },\n Owner =
owner,\n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
AccessControlList = newAcl,\n });\n \n\n I\n\n\n" " "\n\n*
For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \n
* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a complete
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"
}

1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
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"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text
to the screen and format it in red bold text",

"chatTriggerType": "MANUAL",
"conversationId":
"customizationArn": null,

"dalc95b6-84el-46a2-9ef9-fe92f5eelb9e",

"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-13T15:40:27.808027101Z"

+

"startTaskAssistCodeGenerationEventResponse": {
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"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
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