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[
{
"Name": "message",
"Type": "string"
1,
{
"Name": '"process",
IlTypell:
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
i
{
"Name": "status",
"Type": "string"
i
{
"Name": "time",
"Type": "bigint"
i
{
"Name": "device",
IlTypeII:
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
1,
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{
"Name": "metadata",
"Type":

"struct<version:string, product:struct<name:string,version:string,uid:string,data_classific

},

{
"Name": "severity",
"Type": "string"

},

{
"Name": "duration",
"Type": "int"

},

{
"Name": "type_name",
"Type": "string"

},

{
"Name": "activity_id",
"Type": "int"

},

{
"Name": "type_uid",
"Type": "int"

},

{
"Name": "observables",
"Type": "array<struct<name:string,type:string,type_id:int,value:string>>"

},

{
"Name": "category_name",
"Type": "string"

},

{
"Name": "class_uid",
"Type": "int"

},

{
"Name": "category_uid",
"Type": "int"

},

{
"Name": "class_name",

"Type": "string"
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},

{
"Name": "timezone_offset",
"Type": "int"

},

{
"Name": "end_time",
"Type": "bigint"

},

{
"Name": "activity_name",
"Type": "string"

},

{
"Name": "cloud",
"Type":

"struct<account:struct<name:string,type:string,uid:string, type_id:int>,project_uid:string,

I

{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"

I

{
"Name": "query_result",
"Type": "string"

I

{
"Name": "query_result_id",
"Type": "int"

I

{
"Name": "severity_id",
"Type": "int"

I

{
"Name": "status_code",
"Type": "string"

I

{
"Name": "status_detail",
"Type": "string"

I

{

"Name": "status_id",
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"Type": "int"
I
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
I
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strtL
},
{
"Name": "user",
"Type":
"struct<name:string, type:string,groups:array<struct<name:string,uid:string>>, type_id:int>"
I
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string,type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",

"Type": "string"
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},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
I
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
},
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
I
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
},
{
"Name": "disposition_id",
"Type": "int"
},
{
"Name": "disposition",
"Type": "string"
},
{

"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
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},
{
"Name": "auth_type_id",
"Type": "int"
},
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
},
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
I
{
"Name": "auth_type",
"Type": "string"
I
{
"Name": "firewall _rule",
"Type": "struct<version:string,uid:string>"
I
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
},
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
},
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
I
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
},
{
"Name": "raw_data",

"Type": "string"
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"array<struct<name:string,path:string,uid

"email_uid",
"string"

"malware",

"start_time_dt",

"string"

"direction",
"string"

"smtp_hello",
"string"

"unmapped",
"string"

"direction_id",
Ilintll

"email_auth",

:string,classification_ids:array<int>,cves:array<

"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmazc

"email",

"struct<uid:string, from:string,to:array<string>,data_classification:struct<category:string

},
{
"Name"':
"Type":
},
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name":
"Type":
},
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I

"impact_id",
Ilintll
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{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:strinc
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
1,
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
1,
{
"Name": "confidence_id",
"Type": "int"
1,
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string, type:string,value:string,provider:string>>"
1,
{
"Name": "rcode",
"Type": "string"
1,
{
"Name": "app_name",
"Type": "string"
1,
{
"Name": "rcode_id",
"Type": "int"
},
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{

"Name" :
IlTypell :

Ilqueryll ,

"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"

}I
{

"Name" :
IlTypell :

"proxy_endpoint",

"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups:z

"struct<version:string,url:struct<port:int, scheme

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"response_time",
"bigint"

"delay",
"int"

"start_time",
"bigint"

"proxy_http_request",

"version",

"string"

"stratum",
"string"

"stratum_id",
Ilintll

"dispersion",
Ilintll

:string,path:string, hostname:string, query
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"Name" :
IlTypell :

"traffic",

"struct<bytes_out:int,chunks:bigint,bytes:int, packets:int, packets_in:bigint>"

iy
{

"Name": "precision",

IlTypell: Ilintll

"Name": "size",

IlTypell: Ilintll

"Name": "actual_permissions",
IlTypell: Ilintll

"Name": "base_address",
"Type": "string"

"Name": "requested_permissions",
IlTypell: Ilintll

"Name": "end_time_dt",
"Type": "string"

"Name": "compliance",

IlTypell :

"struct<control:string,status:string,standards

"array<struct<os:struct<name:string,type:string, type_id

}I
{

iy
{

"Name": "remediation",
"Type": "struct<desc:string>"
"Name": "kb_article_list",
IITypell :

"Name": "peripheral_device",

:array<string>,status_id:int>"

:int,cpe_name:string,edition:string
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"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:

},

{
"Name": "time_dt",
"Type": "string"

},

{
"Name": "group",
"Type": "struct<name:string,type:string,uid:string>"

},

{
"Name": "users",
"Type":

"array<struct<name:string, type:string,uid:string, type_id:int,risk_level:string,risk_level_

I

{
"Name": "confidence_score",
"Type": "int"

I

{
"Name": "state",
"Type": "string"

I

{
"Name": "state_id",
"Type": "int"

I

{
"Name": "evidence",
"Type": "string"

I

{
"Name": "confidence",
"Type": "string"

I

{
"Name": "risk_level",
"Type": "string"

I

{
"Name": "risk_score",
"Type": "int"

I
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{
"Name": "impact_score",
"Type": "int"
I
{
"Name": "risk_level_id",
"Type": "int"
I
{
"Name": "finding",
"Type":
"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti
},
{
"Name": "user_result",
"Type":
"struct<name:string,type:string,uid:string,type_id:int, account:struct<name:string,uid:stri
I
{
"Name": "codes",
"Type": "array<int>"
I
{
"Name": "command",
"Type": "string"
I
{
"Name": "type",
"Type": "string"
I
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
},
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
I
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{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays
},
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string,category_
I
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean,samesite:stz
},
{
"Name": "type_id",
"Type": "int"
},
{
"Name": "databucket",
"Type":
"struct<name:string, type:string,file:struct<attributes:int,name:string,owner:struct<name:s
I
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
I
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
},
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string,fingerprints:array<struct<v
I
{
"Name": "is_mfa",
"Type": "boolean"
I
{

"Name": "logon_type_id",
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"Type": "int"

I

{
"Name": "auth_protocol_id",
"Type": "int"

I

{
"Name": "logon_type",
"Type": "string"

I

{
"Name": "is_remote",
"Type": "boolean"

I

{
"Name": "is_cleartext",
"Type": "boolean"

I

{
"Name": "auth_protocol",
"Type": "string"

I

{
"Name": "is_renewal",
"Type": "boolean"

I

{
"Name": "lease_dur",
"Type": "int"

I

{
"Name": "relay",
"Type":

"struct<name:string,type:string,ip:string,mac:string,namespace:string,type_id:int>"

},

{
"Name": "transaction_uid",
"Type": "string"

},

{
"Name": "file_result",
"Type":

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir
I
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"array<struct<type:string,data_classification

{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"file_diff",
"string"

"create_mask",
"string"

"web_resources_result",

Ilappll’

:struct<category:string, category_id:int, confi

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"src_url",
"string"

"priority_id",
Ilintll

"verdict",
"string"

Ildescll’
"string"

"verdict_id",
Ilintll

"priority",
"string"

"finding_info_list"

’
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IlTypell :

"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"expiration_time_dt",
"string"

"expiration_time",
"bigint"

"comment",
"string"

"entity",

"struct<data:string,name:string,version:string,uid:string>"

"entity_result",

"struct<data:string,name:string, type:string,version:string,uid:string>"

"struct<type:string,file:struct<name

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"module",

"exit_code",

Ilintll

"injection_type",
"string"

"injection_type_id",
Ilintll

"request",
"struct<uid:string>"

:string,type:string,path:string,desc:string,type_id:ir
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}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"response",

"struct<error:string,code:int,message:string,error_message:string>"

"driver",

"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int,parent_

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"prev_security_states",
"array<string>"

"security_states",
"array<string>"

"folder",

"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer

}I
{

"Name" :
IlTypell :

Ilurlll ,

"struct<port:int,scheme:string, path:string, hostname:string,query_string:string, resource_ty

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tunnel_type_id",
Ilintll

"tunnel_type",
"string"

"protocol_name",
"string"

Iljobll’

"struct<name:string,file:struct<name:string, type

:string,path:string,signature:struct<certi
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}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"num_trusted_items",
Ilintll

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",
"string"

"num_resolutions",
Ilintll

"S(:an",
"struct<name:string,type:string,type_id

"num_detections",
Ilintll

"num_processes",
Ilintll

"num_files",
Ilintll

"total",
Ilintll

cint>"
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}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"num_folders",
Ilintll

"dce_rpc",

"struct<command:string,flags:array<string>, command_response

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"share",
"string"

"client_dialects",
"array<string>"

"open_type",
"string"

"tree_uid",
"string"

"share_type_id",
Ilintll

"share_type",
"string"

"dialect",
"string"

"cis_benchmark_result",
"struct<name:string>"

"vulnerabilities",

:string,opnum:int, rpc_interface
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"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string, category_id:int,confidentiality:string, confic
I
{
"Name": "database",
"Type":
"struct<name:string,type:string,uid:string,type_id:int,data_classification:struct<category
}
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HetE QYELICE So| Ho|x|of cHet RtAM|EH LI 2 28 Al ol QIAMOIET EAZIES SO M
M HxstMle

description - OiZ2[7i|0|Mof CHEh dHULICH

redirectUrls - Q18 £ %|Z5 AFEXIE 2IC|HME URIQLICE. redirectUrl S Z|CH 570 F71E
U&LICtH o8& E0{ https://localhost: 8080 LIC.

5t

starterUserEmails - OHE2|AH|0|MH0| HEE K| LUIAIOCIEE 4T = Q= HAl
MEE = U&LICH of:

A7t HEEI= AER O|HIY FALICEH O|HY FA= LR
anyuser@example.com

customerManagedKeyIdentifier(ME At) - CIO|E{E =35t Ol AFSE 12 #E[HE 7
(KMSOIM M4y ARNRILICH X|H3HK| et AWS AppFabric 221 717 AF&ELICH AWS &
& 7| 2 o2 gl Fof cHet REMIE LIE 2 AWS Key Management Service 7 At QHLHA S| 11
74 7| 9l AWS 7|8 R ZEAIR.
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appClientArn - AppClient IDE Z & 5t= Amazon 2|44 O[F(ARN)RILICH o & =04 AppClient
ID= alb2c3d4-5678-90ab-cdef-EXAMPLE11111ILICE.

verificationStatus - AppClient &l AE{QIL|C}

 pending_verification - AppFabricoll A AppClient Q10| o} = &l F2lL|Ct. AppClient
7t EQlE|7| Mt K|= & Ho| AFEAH(starterUserEmailsoilM X|'HE AHE XHEF AppClient
E MEE + /U&LICt 3EHAH. AppFabric At At Z& URLEZ ofZ 2|7H0[Mof| F7Hoi| A 71E
AppFabric At Xt ZE0i M o Z2[7H0|M0| HQIE|X| AAUAS S LEl= LEO| AR H EA|
Euct.

« verified - AppFabricOl M &l Z2EMAE HSXMo= A= 20{ O|A| AppClient7t 2t 715| &
RUE|A& LCE.

+ rejected - AppClientoll CH8F &0l = 2 M|AE AppFabricoll M 7HE & L|CH
CHAl AlZHSt T Mo 2 2t2 57| MIFK|E F7F AL XH7F AppClientE AL

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
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--data '{
"appName": "Test App",
"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

ZHod0| MESHE MH|ATFHTTP 200 &2 HH& 8L O

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}
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« app_client_id(E<) - 1EHAHO|AM 248 AWS 7|7 AppClient IDRILICEH. AppClient <443 of
£ £0{ alb2c3d4-5678-90ab-cdef-EXAMPLE11111JL|LC}.

« redirect_uri(E=)- 1EHHM ALESE 215 F %5 ALSXHE 2IC[EME URIZILICH
AppClient 2444 0 & £04 https://localhost:8080%!L|C}.

« state(E=)- 2™ S8 AlO|o| HEHE | XISH7| @It 1R ZtILICEH 0| E S0
a8904edc-890c-1005-1996-29a757272a44]L|C}.
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GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. 215 Folz #c| mtetn|EE ghetkle 215 T =9 &7 XIHE URIEZ ZICIZMEE LT o
£ ™ code=mM@ONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALEAXX7BYK1D9krG3I2Vtpr0jVXZOFSUX9whdekql-oampcE QILICH.

=1
=

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekql-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. AppFabric oauth2/token APl 242 Al23510 0| Q15 FEE HMA EEo=Z wEtetL|CH

Ol EE2 APl 20l AF8 LI X Z0i= AppClient7t & Q1 7} X| starterUserEmailsoll &

ZELICH AppClient7t &QIEl & RE ALEX7L Ol EES AL E = &LIC Ol API EfYE
&5tz A= 2| Signature Version 4 Xt73 ZH 2 At 8t oF B LICt M BT 40 CHEF REAIEH LY
82 IAM A8 MHEMO| AWS API 28 MY S XML,

Y EE

code(E=) - OrX|2F EHA0M Q1B 8 & g2 Q15 I =QILICE 0§ S0
mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc &L|Ct.

« app_client_id(Es) - 1EHH A 248 AWS 7|7 AppClient IDRILICE. AppClient <443 of
£ £0{ alb2c3d4-5678-90ab-cdef-EXAMPLE11111JL|LC}.

 grant_type(&<) - 22 authorization_code®} ZHofof EfLICH.

redirect_uri(E=) - 1EHAHMM ALE R 21F & ASXHE EICIEME URIILICH AppClient
MMEOIE IEE MEE W AFSE Jdut S5 2|C|= M URIO{0F B LICH o & E0d
https://localhost:8080%lL|C}.
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- expires_in- E20| HZRE|Z|K| 2 7|ZHULICE 7|2 BtZ A|ZF2 12A]ZHL|CE
« refresh_token-ZX7| 28I EZ QMM B2 MZ 1 E EZQIL|CH

« token-ZT7| ¥ EZ @™ w2 EFZQL|CE.
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- token_type - &2 Bearer&LIC}.

« appfabric_user_id - AppFabric A& A}t IDRILIC. authorization_code H&H H0{ R

£ A8ste 2%l Z<oitt grerE LI

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1DOkrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
n

51910| AT MHIATHHTTP 200 SEHE ¥HS LI

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}
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1x C URLZ F7}&fLct.

2. HMHgt G9E 32 F O3 AppFabric URLE oHZ 2|71 0|40 CHEH 2IC|2Y

g

https://userportal.appfabric.<region>.amazonaws.com/eup_login
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A-EXte datEE 2[8 AppFabric 2IAIOIEE ddst= Ol A& == ofEE|70|Mol =3 Qlst 1 24
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Me.

CHSI 22 Al 7|8F APIE A8 35101 & LHOIM A8 AL = F 2| CIALOIE S} A8 ddst EAIE +
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« ListActionableInsights - RtA|8t LEE2 of2o| A3 7t QIAIO|E MME FH XA L.

A8l 7158t QIALO|E(ListActionableInsights)

ListActionableInsights APIE At&XE7} O|HIY, BN, HIAIX], 2t & ofZ |7 0| HEto|
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0| Mol HEtE Hodste ZWED OF&HIFK|Z AppFabricS S Y3 M2 TEHE AFR5H0d AFSKI7
o, HESt D, Aster & QI&LICH Zd2 Aldlist| 2IsH AppFabric2 ISV7H AFZ XIS &
£ 2 A= AppFabric AF& At ZEHZ 2|C|2M35HofF & LI|Ct. AppFabricO| A 44
o= 1% URLO| /&LICH Ol URL ListActionableInsights API & 9| &
A
T

- O|MI(Google Workspace, Microsoft 365) 2L 7|
- ZZIE] O|HIE (Google Workspace, Microsoft 365) 4444

« X}tQi(Asana, Smartsheet) 4]

Il

RE EE

ot

« nextToken(ME ALE) - CHZ QIAOIE MEE 7HX{27| 9|8 m|o|x| & EZELICH
A

rlo
i
rn

« includeActionExecutionStatus - ] A8 ME| E58 5185t TEQULICH &Y
el 2t 2 7I1EcE EEZELICH 7S 8 2k NOT_EXECUTED | EXECUTED

A &
« QI& S|{E Bearer Token 2tz &7 MESHoF gLCt.
SH EE=

* insightId- 4 QlIAIO|ES| 17 IDYLICH

- insightContent - O|ZH| 5™ °._|AF0| o| @of1} QIAO|EE st O AHSEl OfE[HEZ o
7E='6|-I_ ——|-5| Elﬂjl_ HI‘SI‘EIL—“:-I' Ol'— _?:ll'El_l E—élﬂ(<a>EHj_) |';‘T’;|%:| | HTML EEl_'IIE?:!L—“:l'

insightTitle - MME QIAIO|E S| M5 L}

« createdAt - CIAIO|E 7} M E A L|CE.
« actions - MME CIAIO|Eof CHEF HE 2t SEQIL|CH XFed ZHA]:
« actionId- MME Eeio| 1 IDYILILCE.

« actionIconUrl - &S AT = N|oHst 42| ol 0|2 URLYILILCE.

=
« actionTitle - MME =0l XS L|Cl.
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« actionUrl - [& AFEAt7t AppFabrice| AFE AL ZEH0|AM &S E1 Mg = U= I /e
URLLICH &1 ISV 2 2rd2 A-ME [ O] URLE AL&3t04 ALEXHE AppFabric AFE A} X
=] 3102 2|C|2 st

« actionExecutionStatus - &Y 4 EHE LIEIL= FHIULICt 7tsS8t 212 EXECUTED |
NOT_EXECUTED&ILC}.

« nextToken(HEH ALE) - CHS QIALO
O

MEE 7tXM27| 2Ig wol|x| oid EELICH o] HEE=
MEf A 2E0|H, null2 BHetstH P

E
ZEE QIAOIEZIH Ol QigE 2

E
o
C
[mig

REAMIEH LI 2 Actionablelnsights EHH S 2R AIL.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

40| H335tH MH[AZFHTTP 200 8EE gH&ELIC.

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews."
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

}I
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{

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

]I

"nextToken": null

3[o| ZH|(ListMeetingInsights)

o
=
£ EAlstod AL RI7E oA HE E[o|E 7HE &

o|2 =H|& £ 91 ZEIX

i F
pld
N
Jdo
2.':'
id
i
2
mjo
to
N
52

HJI

kO
o
[15]

L=

* nextToken(M= ALE) - ChS QIMOIE MEE 7tX27] #/8t wo|x| ol EZ LICH

™A

Ql& &lC{E Bearer Token Zrzot &7 AMESHoF g L|Ct.

CH

5 ==

0lo
e

« insightId- d4dE QAIO|ES| TR IDRILICE.
« insightContent - N2 HEE EXYE A2 Z X EAlst= QAO|Eo] CHEF MHEULICH &,

O| @IALO|E 7} o &SR K|

rot
N
°

o0
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« insightTitle - ¥ El CIAO|E S| MF LICt.
« createdAt - CIAIO|E 7} MAEl A|Z{QIL|C}.

- calendarEvent - AA8X7} ESHof st SLE AEIH O|HE E& 2o dL|Ch AT O[HE
ZHA]:
b | .

« startTime - O|HIE Q| A|ZF A|ZHRILICE.
« endTime - O|HIEQS| B & A|ZtL|Ct
* eventUrl - ISV 42| BRI O[HE URLLICH.
« resources - QIAO|E Mt gt EI OHE BlAAT ZEE SELICH 2lAA ZA:

« appName - 2lAA7F &8 N 0| LCH
(@]

« resourceTitle - 2l&A N=EQlL|Ct.

[e)

- resourceType - E|&A0| RSYRILIC 7S T 212 EMAIL | EVENT | MESSAGE | TASK &I LC}.
« resourceUrl - Ho| 2|AA URLYLICE.
« appIconUrl - 2|AA7} &8 4ol o|0|X| URLYLICE

k=2

[ ]

« nextToken(MEHd AIE) - CHS QIAIOIE MEE 7tK27| I8t H|o|x| ofd EELICE ol EE&=
MEH AL ZEO|MH, nullE Bhetsti 228 QIALO|E 7 I o4 i 2 o|O|ghLct.

FAAIL.

[e][}

REMIEH LH& 2 Meetinglnsights B2 & X

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

40| MB5HM AMHIAZFHTTP 201 SE 2 CHA| M&EhLICH

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE44LL"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {

|u}
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"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"

.

"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.

"eventUrl": "http://someapp.com/events/1234",

}

"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",

"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},

"eventUrl": "http://someapp.com/events/1234",
},
"resources": [

{
"appName": "SOME_TASK_APPLICATION",

"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",

"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.

svg

|u}
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1,

"nextToken": null

QUAO|EL} o]l CHEr =9 K|S

OH
ot

J
U

_

AppFabric PutFeedback API 242 At&5t0{ MM E CIAIOIE St Zedof CHEt LI=EHE A
0|l 7|52 Holl LHE 3104 £ Insightld EE& Actionldoi| CHE I| =W HH(1~5, SF0| 2+

% 7;.||z.sél- A Ol= I:II-H-|° x.”_é_cél- A MI§|__||_-_|._

oo o

« id - I|E8E dh= 24X of AIHXIRILICE O|= Insightld EE= Actionld &= AU &LICEH

- feedbackFor - I|EHZ = 2[aA KFERLICH 7hSEF 2k ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

L2 10 57HX|QLICH W™o| 2458 E4LICH

J=
0
I

. feedbackRating- I|=H

ot o
SH =

KM B LI 2 PutFeedback EHHE & X 5HAAIL.

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

4

Xtod0| MBSt MH|A 7L H|oUE HTTP £ 74 HTTP 201 SE S CHA| & &L Ct.

o
ke

4EFH|. AppFabricZ At&3tod &4 ZF QIALOIE S % E A 157



AWS AppFabric el dEAM

57|, AppFabric2 2735104 O EZ 2| 0|M =2l

X|Z7}X| AppFabric &4 ZF QIAIO|E Bl X8 Z &SI S o E EI?HIOI/E| ul
Ktoi| CHEE QIAIOIEE UUESLICH HIAEO BHES

P
Yot ACHH AppFabricoll O ZE(7H|0|ME XMEstod HE A &elg ghe + &L AppFabnc._
FHASAH U = ATS 5t7| ol ofZE2(7i|0|d HEE & Qlsto] o 7Y, 2[5 AHEX & O
OlHHE EzdozM MUY U Aoz AER TS HOE =~ U= 78S oLt

b

Ol T2 M|l A AJEH

appfabric-appverification@amazon.com@ £ O|HYE 2 L1 & EQIZ QH5I0{ EQI Z2MAE Al
xtst|C}
i — | -

ArER2| o|H| Yol CtE MF HEE ZEELICH
- AWS AH ID
- EQlst Xt st= ol EE|7 0|2 0|F

» AppClient ID
. it e

TE|RE7E U= B2 o|H ol SASHA A2, O|2{Et
sk AN

E L4 744t
QIEIHE T3HT Hol ZRHAE A MY £ UaLic

5ol T2 HAE AB5HY| Tl O+ 7IES SFsHER| Holo

- MMES AWS AHH 2[5H AppFabricg At&3tE{H R EEHE AtEdtofF & LCt

0
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ChHS 7|1E & stLt ol & SFELICHL
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o XE2 x[ABHAWS ME8” E[0{7} AWS Partner Network 4=2| AWS ZtEL{ILICH AtAIEH LIS
2 AWS ItE L] MH|A E[0{1§ XML,
EAES

Zlo| x|t 34 O|LHoil AppFabric AH|A0| |4 18 USDE X|&3H0o{oF & LICE
2710|442 AWS Marketplace®| S5 k[0{ Qlo{ok & LICt RtA[EH LI 2 AWS MarketplaceE

210l AFEf AC0|E Y7

ofZZ|7|0o|MH0o| AEE2 * o|HY S Sl EHE =EE2IH AppCliente| &EH=
pending_verification®M verified2 2 HZAELICt. ofZZ|7|0|M0| HEE FR &0l Z2
MAE CHA| AlZFsHof BFLICH.

MAM S 28H AppFabric AppClients

datdE 2 AWS AppFabric 7|s2 O|2] 27| 50|H HEE = J&LCt.

ol
I3
Hu
=
>
lo
o
I
ok
M0
(1
a
Jo
A
=
o
i

2|8+ AppFabric AppClientE & 2|5t0o{ 215 2! QI

AppCliente| & HE 7tx{27|

235104 AppClient & Ell & QIS Z 85104 AppClientodl CHE!

AppFabric GetAppClient APl 22 At
LHE 2 GetAppClient EHHE HESHAAIL.

M HEE 2 + JaLich R

AppCliente| ME HEE 71X 224™H %|A %t "appfabric:GetAppClient" IAM Z=H 50| Q404
oF &fLIC} RIMIEH LI AppCliento| ME HEE 71K = HMA 52 BHHE R T LA,
exmE

« appClientId - AppClient IDILIC}.

CH
=

0lo
e

L=

« appName - AppFabric A& Xt ZE 9| So| H|0|X|o| AFE XL H EAIE oHEZE[FH0|Me| o|F &L
Ct.

« customerManagedKeyIdentifier(A&4 A& - CIO|E{E &5 5}6t

E ol AH8E oz #ald 7|
(KMSOi| A d+d)o| ARNLICH X|Z5H X[ et 2F4 AWS AppFabric 2218 7|7t AFSEL

.
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« description - OHEZ|Z|O| M0 CHEF MHRILICEH

- redirectUrls - 218 ¥ %|F ALEXE 2[C|AME URIKILICE redirectUrl2 Z|CH 57 F71&
U&LICt 0| & E01 https://localhost:8080%!LILC}.

AA H

1

 starterUserEmails - OHZE|70|M0| AEE W7 X| QLAOIEE 4IE = U= HA|
7t HEEIE ASK OlHY FAQLICH O|HIY FAE SHLIEH AFEE £ &LICH o2
anyuser@example.com®lL|C}.
« verificationStatus - AppClient &2l AEfQlL|C}
+ pending_verification - AppFabrici A AppClient Q10| o} =] 1&gl S IL|C}t AppClient7}
Eolg|7| MHK|= 8t Ho| AF8 R (starterUserEmailsOollM XIS El AFEXHEF AppClientE At

=
8¢ + A&Lich

« verified - AppFabriclM EQl Z2MAE HBHo R 2= O|X| AppClient7t 2t 5| &
RIE|A& LICE.

« rejected - AppClientol| CH8F 2 Q1 = 2 MAE AppFabricol M 78 & & LICt &0l
CHAl A5t S8 XMo 2 22 5H7| MKl F7H ASXHIt AppClientE AFSE = & LICH

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-

EXAMPLE11111

Zod0| AZ5HH MH|ATFHTTP 200 222 HHSEHL|CE

o |

200 OK

"appClient": {
"appName": "Test App",
arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-

cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",

"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"

]I
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"starterUserEmails": [
"anyuser@example.com"

iF
"verificationDetails": {
"verificationStatus": "pending_verification"

AppClient 55§

AppFabric ListAppClients APl 242 Al&38t04 A ppCIlent 558 FLICH AppFabric2 & &t
AppClient2t {2 LICH AWS HIX. &% HZAE £ QlaL|ch XHMIEH LIS 2 ListAppClients EHd g %
ZEAAIL.

AppClientsE LId5t2{™ %[4A$t "appfabric:ListAppClients" IAM &2 50| Q{0{0F EFLC}.
REMIEH LHE 2 AppClient S 501 CHEH HAM|A {8 BHRE FZSHAAIR.

appClientARN - AppClient IDE Z & 35t= Amazon 2|A&A O|&(ARN)RILICH 0o & &0 AppClient
ID= alb2c3d4-5678-90ab-cdef-EXAMPLE11111Q/L|C}.

- verificationStatus - AppClient &9l AFEHQIL|C}.

 pending_ verification AppFabricol| A AppClient Q10| ot & I ZIL|Ct. AppClient7t

Eole|7| Mt K|= & Ho| AbE A (starterUserEmailsOoilM X|HE AFEXHEF AppClientE At

=
8¢ = A&Lich

« verified - AppFabricOll M &2l ZZ M|A
RlE[RA&LICE.

« rejected - AppClientoll CH+ &0l = Z M|AE AppFabricoll M 7HE & LICH
CAl Aot 3o 2 & E5t7| MIR|E F7F AHERE7L AppClientE MEE = Q& IEP

MZxoz k2o O|X| AppClient7} 2tx15] &

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
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--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients

240 33t AH|ATHHTTP 200 SES BHSELICH

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

AppClient {H[0|E

AppFabric UpdateAppClient API 242 A8 304 AppCliento] DHEE redirectUrls2 CO|E &L
Ct. AppName, StarterUserEmail St ZH2 CHE mt2t0|E{E B35l of P" 742 AppClientE AKXt
M ZIZt0IE{E MAsHoF &FLiCH REMIEH LI 2 UpdateAppClient EHHE X 5HAAIL.

AppClientE C|0|E5tE{™ %A St "appfabric:UpdateAppClient" IAM H& M50 Qlo{oF &
LIt RbMIEH LH& 2 AppClient UCI0|E HMA 58 EHHE B ZSHAAIL.

2%

e

L=

« appClientId(E=<)- 2lC|2M URLE YC|0|E3sEdE= AppClient IDRILICE

- redirectUrls(Z=) - YHO|EE 2|C|2M URL S LICE redirectUrl2 ZICH 570 F7+E 5= QU
&Lt

S T

« appName - AppFabric A& Xt ZE 9| S 2| H0|X|of| AFE XL H EAIE oHEZE[FH 0|Me| o|F &L
Ct.

m°l'

- customerManagedKeyIdentifier(MEH AtE) - CIO|E{E 25 5t5t= O AHSE 12 #a2l™ 7|
(KMSO0i| A ‘d+d)o| ARNRILICH X|Z5HR| &t 2T AWS AppFabric Z2I1& 7|7t AL ELICH.

AppClients 2| 162



£0i https://

AWS AppFabric
 description - OHEZE[A|O|Mof CHEt ABHLCY.
15 F %[5 AEXE EIC|HME URIILICEH 0| E
E g = e dAA
g &= U&LICH ol § S0

e redirectUrls -
localhost:8080%L|Ct.
« starterUserEmails - OHEZE|70|AM0| ASE W7 K| QIAIOIE
AEX oMY FAQLICE O|HY FAE SHLITHAIE
| AFEjQIL|C}.
£I™ S LICt AppClient7}

o
.

15151__

|_ =
anyuser@example.com@/L|C}.
8t HO| Ab8RH(starterUserEmailsOi M X|HE AHS AL EE AppClientE A
15| &

« verificationStatus - AppClient
pending_verification - AppFabricoll A AppClient #¢QI10]| o} & ZI
H O|A| AppClient7} 2t

EOIZ|7| M K|E=
& = JU&Lct
« verified - AppFabricOlM &2l Z2MAE HSHMOR e
£ AppFabricol M HEFR&LICH & ZENAE
=7+ AL X7 AppClientE AF & 4= i&LICH

RIE[RA& L.
rejected - AppClient0d| CHEF 2 QI T2 A
HE3MoZ &2Z 57| ™Kl

ChA| AlZfet
curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \
["https://localhost:8081"]

--data '{
"redirectUrls"

{
"appClient": {
"appName": "Test App",
customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>"
163

"arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-

"arn
cdef-EXAMPLE11111"
"This is a test app

"description":

AppClients & 2|
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"redirectUrls": [
"https://localhost:8081"
iF

"starterUserEmails": [
"anyuser@example.com"

1,
"verificationDetails": {
"verificationStatus": "pending_verification"

AppClient At A

AppFabric DeleteAppClient API 24 & AFE5t01 O 0| ER25tX| &2 AppClientE AFMIEfLICEH
KEMIBH L& 2 DeleteAppClient EHH S X FHAIAL.

AppClientE AfA|5t240 £|A 8t "appfabric:DeleteAppClient" IAM &2 #&to| Qlo{of EHLC.
REMIEE LHE 2 AppClient AFA| M| A 518 EHHE EHESAAIL

=
S

kO
1]

L=

« appClientId - AppClient IDILIC}.

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

oHAqo|A4

= o

Okl
o

2 Al

rr

HIHTTP 221 7 HTTP 204 SE 2 T/E2{&LIch

(o][]

HEH
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Z|E AERE QB MZ IXMEE

AppClient7} 2|5 AI2XIE ol &IS58 EZ2 02 A| M2 T 3E £ Ql&LCt ols

grant_type refresh_tokenZ} &7H EZ APIE At&35t04 =&E = U&LICE grant_typeO|

authorization_code™ A% refresh_tokenO| EZ2 API 80| Y82 HHEHEILICH 7|& ot
= 12A1ZHALICH MZ D& APIE 2HMoZ S E524H "appfabric: Token" IAM H& #$HO|

QJo{of BfLCH REMIEH LIS E2 L AppClient AL O|E HAM|A S MME FESHM2.

0l

O &
Il

S =2E

E

- refresh_token(Z=)- X7 /token QMo 22 MZ 13 EELICH
) - AWS AHE 2|5l MM E AppClient 2IAA 9| IDRILICEH
 grant_type(®<) - refresh_tokenO|0{0F & L|LC}

 app_client_id(%

C}
=

0lo
e

L=

- expires_in- EZ0| B2 E|7|7X| &2 Z|ZtLICH 7|2 BtE A[ZF2 12A|ZHLC.
refresh_token-Z7| 21 EZ QH|M &2 MZ T8 EEQLICE

token-X7| Q&I EZ @AM B2 EF QLT

 token_type - 2/2 Bearer &L|LCt.

« appfabric_user_id - AppFabric AF& Xt IDRILICH authorization_code HE 20 REE A

gt 2o Zeolet uratEL

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
}Il

XHodo| M2t MH|ATFHTTP 200 2E 2 EtS s Ct.
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200 0K
{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

MM S 28 AppClients EX| 3HZ AppFabric

MALAM S Q8 AWS AppFabric 7|52 0|2 27| 0|0 HAEE £+ Q&LICh.
O] MMoi|MHE Mt Z Ft AppFabrice| UEt™Ol @ 7ot BA| {20 CHal A—EEL|C.

MEBXIoAH 7|5
2 OIZ|X| ot 2 MEHZ A|EFSHCH
Z 2 MATE 2R E|0{oFRE EQIEl ZWo 2 HAELICH &, AppClientE Mg mf At
starterUserEmallsoﬂ AEXLAAH o] HIAIXIZF E AIE LICE.

Fof gol Z2MAE HALICH ZE

1 - —

\|

MAMEE 28 AppFabricg AHE5to & BEE Z
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ol =
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Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.

Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient 2F

ServiceQuotaExceededException

74
A

rot

AppClientE A&l CHS ol Q7f &4 ”3P':'=| AWS HHY dME = Q= AppCliente| =& =1t
Lict St = 1LIch HTTP &El ZE: 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED
You have exceeded the number of AppClients that can be created per AWS Account. The

limit is 1.
HTTP Status Code: 402

GetAppClient 27
ResourceNotFoundException

HCt2 ot ZH2 of Q7 A5t 2HFE AppClient A/EHALE 2

AppClientol| CHEF MIE HEE 7t [ o HF 2
M =x| &olgtL|Ct o] 2 F &= X|HE AppClientE 32 £ i8S LIEHALICH

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

=H & 167
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404

DeleteAppClient 27

ConflictException

AppClientS AIKIE I CHETH 22 o QI7} YAtsted CHE AR @ &0| ZI% 51 2Lt 22 E o
THR| & Al ZICHCHE CHAL AIESHAI2. HTTP A Ef 22 400

ConflictException
Another delete request is in progress. Wait until it completes then try again.

HTTP Status Code: 409

ResourceNotFoundException

H

A

Ol
rr
1o
o
%
r

AppClientE A AME M Ch30F 22 ol 27} st 2 AppClient 4 EXHE UM =X]

HtE
Ct. o] LF & X|HEE AppClientE &2 = 2 LIEFLICEH

be

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404

UpdateAppClient 27

ResourceNotFoundException

>0l
rir

H
A

i
o

AppClientE UCIOIEE M CtS 0t Z2 of 7t st SHHE AppClient AIEXHE AR E=X|

HFE
gLICH ol 2 /= XIHE AppClientg & E + 1SS LIEFHLICEH

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404
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Authorize 27

ValidationException

AP| L2} 0B & stLtetE APl AtZol HolEl X|ef 2718 SF6tX| ot 4t 242 o7t &
&g = A&Lich

ValidationException
HTTP Status Code: 400

O|® 1: AppClient ID7} X|HE|X| o2 AL

0zt

Q™ mtet0|E{of app_client_id7t @& LICH AppClient7t Ot ] M E|X| o2 Z< AppClientE
M5t Lt 7|& app_client_idE Ar&35t0{ CtA| A|=5AM[L. AppClient IDE & 22{H ListAppClient

API| Zt1E AL 8LCt

oll

O|R® 2: AppFabricO| 7 2t2|d 7|0l HMAE = Qi= B2

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric2 24xH 1172 22| 7[of HM|AE £ gi&LICH Ol =20 HEFo| HEZUV| HEY =+
A&LICH X|EE 7|7k ZER5HE K| 2215t AppFabricoll 28 HAM|A HEto| £04 =R =K| & IF
Lict.

0|% 3: X|YE 2IC|HM URLO| RE5HX| of2 AR

Message: Redirect url invalid

%ol 2|C|&EM URLO| HEHsHX| & QlEhL|Ct. AppC||entE AL d|o|E & i X|ZIEF 2|C| =
M URL & 5ttt L x|5HOF B LICH ${&E 2IC|ZMH URL 552 E24™ GetAppClient APl 242 At
ot

Token 27

TokenException

= 7tX| O|RE CtSot Z2 of|7t e £~ &Lct

TokenException

R]
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HTTP Status Code: 400
O|R 1: fEtXx| &f2 olH|Uo| X|HE B2
Message: Invalid Email used

A8 F2! o|HIY F47F AppClientE A8 M starterUserEmails &430i| LIPS =49 Ux|5t
EX| #lgtLct o|H ol Yx|5tK] %I- M URIste OlHIY FAE HAS F CHA| A|ZSHMR. A
El o|HIYE E2{™ GetAppClient APl 22 AMErLICtH

L

74

o
AE B2

jo

0|l

O|$ 2: grant_typeOl| refresh_token® [ E20| X|HE|X]| ©

Message: refresh_token must be non-null for Refresh Token Grant-type

| x|HE Mz & EZ0| nullo|7L HIo{l&LICH E2 API 2H 2 & SEIM 48 &d
INES

refresh_token2 X|&gL|CtH

ThrottlingException

HEE dYTE TUstE ST = APIE S &5t GOS0 22 0|27t 2 dlE = A&LICH
ThrottlingException

HTTP Status Code: 429

ListActionablelInsights, ListMeetingInsights, PutFeedback 2/

ValidationException

API Zt2tO|E & stLtetT AP AP0l Ho|El MoF =g §FotX| ot G 2 Zd2 ot &
o

ValidationException
HTTP Status Code: 400

ThrottlingException

HEE <Y TS TUstE ST = APIE S &5t G O 22 0|27t 2 dlE = A&LICH
ThrottlingException

HTTP Status Code: 429
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2|5 A EXE et At HE f|eF AppFabric(O[2] £7() AlZ6tH7

|8+ AWS AppFabric 7|s2 O|2| 27| 50|H HEE &+ JU&LICt.

o

2 #2Msl5to M el WA /I EZE 58
= SaaS OHEZ2|70|Mo| 2|5 ALSALE CHY S 2 FLct CHg EbAlo]l et o ZE 27 0|
5t AppFabricO| & 7t QIALOIEE E Al5t0 M E 5= o Z 2|7 0| Moi| A ZHd(0d|: ofH|
U HSE E= 30| of2h)2 g = UL T HEt2 2o LICH Asana, Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack, Smartsheet S} Z2 oOZZ|70|MHE HAZE + QU&LICH
AppFabricO| ZEI X0 HAHAE = QJEF HEHS R 048t F AppFabric2 M5 st= 4 LI 4 7t 2l
AOIES} Bdg A 7t O E2Mo 2 U5ty 3 /T ERE FKIE = ULS K|y

Mot E 2Bt AppFabric Amazon BedrockOll A M3 5t= ME AIE AFEELICH AppFabric2
BAIXMOI {7t E 22 Foi|BF QA O|EQt 2 E HMELICt 2 JHE of Z2|7i0[M0] o ZEI=
E MEEX| &S| Mo = UL T HEHS R0 LICH AppFabric2 QIAIOIEE M5t= O A
Il= 7|2 i 2 o] 22 E &&5t7{L 75k O C|O|E & At8 3R] f&Lct. REAIEH L2
Amazon Bedrock FAQE & Z35HM

« 1EtA|. AppFabric 219!

« 2Bt Hof QIAIOIE 7} EAIEIES S9|
(@]

H 1L—- 1T H 2 O
« |IT 2 EHot ZE[XHE I8 MAME {8t AppFabric(OI2] 27]) 7|50 Cigt HAMA 22
« MAAMZ Q|8 AppFabricll 2|15 AI2X 2 F 2 A

AlEHSEZ| ™o CF2 0| =X #QlghL]C}.

- AppFabricoll 2 015t7| 28t 2ot 215 HHE: MitHE 2|8t AppFabricg A& 3™ Asana,
Google Workspace, Microsoft 365 EE= Slack 3= | & stLtoll CHE HC|o|MEl 232l 2ot
ClE HE(ALSX O &t 5)7t 2R LICH AppFabrictl 22215t MArMZ {8t AppFabric2

>

x5 MEBAHE 2IF AlE S| 171
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gMstst= Zt o EC|ZHO|MHHM AFEXRIE AlEE =~ Ql&LICEH 2015t F ofE2/7|o|MS 4
5t0{ QIALO|E M E2 AIEHE = l&LCt

- OHEZC|F0|M A4S I8t EoF QIE HE: H Zt QIAIO|EQ 242 2B EF ofZ2|AH0|ME T8
o=t MMEELICt 2B ste{= 2 ofE 2|7 o|Mof CHEt 232l 2ot 018 ME (A8 X} Ol &
et $)7t 2R ELICH Asana, Atlassian Jira Suite, Google Workspace, Microsoft 365, Miro, Slack,

Smartsheet2l 22 o Z2|7|0|MH0| X[ E LICEH

1EA|. AppFabric 212!

O Z 2|710|M42 AppFabricll 24Z25+04 #5t= OHE 2|71 0|4 LHoI| M 2 EHE 2t QIAIOIEE &% 7HA
2 A OIAL_||:|.

=
1. ZE ofEc(FH 0|2 Cher LAl z HMEE 98 AppFabricg AtEsto H 58 & d&ES
MEgfLch et 2E o Z2l7iolMotch ditd S ?/8t AppFabric & H O[X[ol H&E + U=
Zlddo| EetEict & mo|X|= AppFabricg &35t Z2MA0f CHet ZAHAEE M5t
1 HN 2182 HIAIRIE EAIELICEH AppFabricg #48tsteie 2 & ofZ2I710[/440] 0]
steHof| E A|E LICE.
Supercharge your productivity with AWS
AppFabric
Sign in to get started
Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligenee (A1)
AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).
Cancel [ |’|_-”_A_'€j)
2. Asana, Google Workspace, Microsoft 365, EE = Slack 32| & §F 20| 20t Q15 HEE AIS
otod 2O QIErLICt =|&f o] ZRE 28 AppFabricS %*éi}?_* Zt of Z2|70l4dofl Chell S LT S
SUME Ar&3stod 2a215t= /0| E&LICH 6§ £01, App1MA Google Workspace 2.9+ QI

& YEE M= App20i A Google Workspace 41512 H F%H:H o|%0f CtA| 21 0l5Hof &
M= ok&t7ER|JLICH CHE SE2YAME 230I5HE B HEEIF0IM AZE Z2 MAE CHAl Al
Zpaf{of ghLct.

1EtA|. AppFabric 212! 172
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E AWS AppFabric

Sign in with your corporate ID

SLACK
MICROSOFT
GOOGLE

ASANA

3. HAMZX7I EAZIH 23201 2ot

£ TS ELcH

ol

—

0l

3= slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google I
l & Signinwith Apple |
OR
I hame@work-email.com J

Sign In with Email

W'l email you a magic code for a password-free
sign iin. Or you can sign in manually instead.

Privacy & Terms  Contact Us @ Change region v

I1 224X 0| M AppFabricoll 229215t 2

1E+7|. AppFabric 212l

173



AWS AppFabric

el dEA

Sign in to AWS AppFabric with Slack

PN

Select a Slack account or workspace

Andrew
email.address@acme.com «
8 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Help you create a new AWS AppFabric account, If you don't
already have cne.

Unlock AVWS AppFabric features in Slack, like configurable
natifications, rich link previews, and quick actions.

Cancel Accept and Continue

2EHA|. Mol RAOIETH EAZ=F S92

E 9218t & AppFabric2 MAME 8 AppFabricE & Astst= oHEZ 2701 LIl A 4 7t 1AL
O|E 2! Q{8 AppFabricO| EA|E £ Q== 31%%*7“ = 2| HO|XIE EAIFLICH oI E &,

ZH EE 7}X2tM Asana0ll ZA|ISIEE 2L
= OHZC|FA OI)\._=| = 8t eHob 2t 2 540 =lL|C)

S Learn more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name].

By clicking "Allow", you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

2EFA|. Mol 2IAOIETH EAEES S2
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3Bt ofZE 2|70l A0 QIMO|E S} 2] Y

0

214 oflMl| EE= KHAEE + U2 Ol HOlX|= SIHe= M 7 QIAO|E & HUS ddst= O At

=<

50| H0|XIS 22513 OHE I 0lA 47 H{OIXIZ OIS BLIC} 047IA 7H oHE I 0|44 947
(@] 1
=

I.
SELICHL iR 22 82 =a0lstn S2|gh £0of O] HO|X|E ArE3tod HAZEE o Z2[7iolMdE el
ot Al ELct.

OfZ 2|70l E A ZstcdH ArE st oE (70| Hol| U= HE HES MEELICH

Connect applications o

Please connect any applications that you wse, Connected apps provide the source of information AppFabric uies to generate Indghts and actions that supercharge your productivity,

Application = Status a Action

E Smarisheet {2 ot connected m
Ah sSlack ©) Not connected m
& Google Workspace S Not connected m
sa Asana S Not connected m
£ Atlasslan Jira suite ) Not connected m
n Mo 2 Not connected m
¥ Microsoft 365 ©) Not connected m

When you click “Conmect”, you are instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Onge AWS AppFabeic ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign
i, AWS AppFabric will continue to process your Information and create insights in this mander, until you disconnet the application and AWS AppFabec. Learn more abot how AWS AppFabrie handles

your data.

O Z 2|7 0|0l CHE 221 H ot ol

S
2 51&st04 QAMO|EE Yot 5fHS

2
of
Q'I_l
|_
>
©
©
]
Q
O
=
(@)
o
I
o
[
2
O
:I:
z
ﬂl&"
o
rir
r
ra

3EA. oHZEE[F0|1MME st QUALO|EL} 2 WY 175



AWS AppFabric e Mo

Siged I
@ @ @ AWS AppFabric is requesting permission 1o access the fabric-...
& e m u
"II. Sluck 2 Acme Widgets e
. . Learn mare
Connect applications
Please connect any applications that you use. Connected | nd actions that supercharge your productivity.
Application - Action
— N =D
4 <
% Slack Connect [
AWS AppFabric is requesting permission to
5 Google Workspace Connect [
> Goog " access the Acme Widgets Slack workspace &
2 o - =D
What will AWS AppFabric be able to view?
€ Atlassian Jira suite =, Content and info about you " m
m Mo ‘Content and info about channels & conversations r m
ntent and E g 3 .
BY Microsoft 365 Content and info about your workspace m
When you click “Connect”, you are instructing AWS AppFabric Cancel m + professional information, and other Information) from that
application and Ingest it. Once AWS AppFabric ingests that in! wrfaced to you within the application that you've used to sign
in. AWS AppFabric will continue to process your information a WS AppFabric. Learn more about how AWS AppFabric handles
your data

3 o OfE 27| 0lM 0] A7 “HAEIX| ot oM "I TR o2
HZEILICH YRl QIALOIE S B Mt O AL 3tEds 2E oHE 2l 0lMoll TH3H 0] 215

OfZE2|7|0|Md AZ 2 SFHO|X| E&LICE ofEE|F0ME FT7[H2 = CHA| A8l oF & LICH ol
7l stE ol E QUMOIEE HEE = U= s7IE ALK EE = JUTSF st7| A ALt

« AZH - AppFabricoil Heto| F0{E|R2H o| o ZE2(70]442| L|O|E{E AL 3o QIAMOIEE Y
o

« AAL|X| &= - AppFabricO| O] oHZ (70| 2| C|O|E{E At&Est0{ QAO|EE HEst /UX| &b &
LICt 23Zsto] QUAIO|E ddE AlSE &+ U&LICH

- 2150 dufF&LICE CHA| 86l F MR, - £ ol ZE70]M0iM 215 A7t US
O| 27 & =#Qlsled™ HZAE ALEsto ofEE|F0|MH AZ S AT ELICH
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Connect applications Learm more

Pease conmect any applications that you use. Connected apps previde the source of infarmation AppFabric uSes to generate insights and actians that supercharge your productivity.

Application v Status - Action
Smartsheet & Connected ( Disconnect
% Slack @ Connected Disconnec +

> Google Werkipace {2 Connected { Disconnect

es AsaNd (® Authorization falled. Please reconnect m
€ Atlassian Jira suite S Not connected m
m mio 2 Not connected m
BY microsaft 365 ) hot connecte: m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.

AWS AppFabric will continue 1o process your Information and create insights in this manner, until you disconnect the application and AWS AppFabic. Learn mane about how WS AppFabric handles your

data,

Mu2 HRHOH NSEIHOIMOE S0t £ USLICH HEIH0lMoIA QIAOIE Bolg Alxtst
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M Holef =&l SEELICH siF [zt Liof ol Z 2|70 S CtA| AZSHK| Bt =5 MEstE A ZE 0]
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AWS AppFabric

AWS AppFabric Action

& Send Email

Frem

alex@acme.com

To

noemi@acme.com

¥ CC, BCC

Subject line

Fallow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any
questions.

O|HYO| M&SE & 3
oM olHEE & = Ues T3 7 EAIELULCE ol @3 & AL&sto{ ol EE[FH0|Me 2 = 7| oS st
X

of o|H| ol MEEIU=X| &lE = U&LICH

AWS AppFabric Action
& Send Email

[ @ Email sent ]

To
POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC

ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
w in Gmadl [2

r ™
(Do )

ZZI o|HIE(Google Workspace, Microsoft 365) <443

AppFabricE At&stH 25t ofZ 27104 LHol A ABIH O|HEE HEstn dde 4 AU&LICH O
HIE XS, /IR|, AR AlZh = AlZh AE W, S2 I, SO = AR 55, o|HIE MR HEE
et 7|2 22D O|HE LEE X|YELICH AppFabric Ol2{8t ZEol| 2HXE M4d5tof &
2E At BHEE + Uauch 2B o|HE HES 2Es F Mg MEisto] OHES MHFL

Ct.
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AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Enter location for event

Starts
X / -\n

09:00 M v 2023/11/27 \:JJ
Ends

10:00 M v 2023/11/27 CJ-J-
Inwite - optional

com, i com

Description

Hey friends,

Let's review the peicing program with Alex.
Thanis,

A2 o|HET TS E = o[HET} &Y |AIRIZE ZAIEILICH B8 XIHE o E 2|7
O|Mo M O|HEE & + % AlEILICH o]l B3 & AM&stod ofEE|FH 0|z = H 0|

otof O|HIETL HEEIR=X] &g = U&LICH

AWS AppFabric Action
& Create Calendar Event

[ @) Event created ]

Title
Review Pricing Program revisions with Alex

When
Nevember 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Invite

am, .Com, fu .Com

Deseription
Hey friends, Let's review the pricing program with Alex, Thanks,Ruth Sent frem my iPhane

View in Google Calendar [3

| Close

AppFabricg At&3tH 2st= ofE 2|70l LI Asanal| 2tdS HEStT MM = J&Lict &
Y OIF, & ARA 7|8 2 Mo 22 7|2 &Y 2H=E X|[HELICH AppFabric2 0|28t 2=
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of ZEIXE ddstod Y & AlZtE BHEE =+ USLICH Y HES 2zt = 44 =
dg ddefLch A2 LLMOoM XM 2Het CHE sHE Asana AW O|AL Z2ME & % Q40]
dEELCH

AWS AppFabric Action

oo Create Task

Title

Meet with Finance about Aome pricing

Assignee - optional

John Dee

Due Date - optional
e

202311/27 '\_L_]j'

Description

We need te meet with Finance to finalize Acme pricing which s oritical for launching
F SarvizE.

wat (@

ZtQdo| MAE|T LHE 240| AsanaOll A A E|RACHE &2l HIA|X|7} EAIELICH E8 Asanall &Y
= 2 & Uc TAT EAELIL 0| I E AEStT oHEZEH0|M2 = 27 0]S55t04 Zr0| &
ElIRER| H QS HL MHE Asana MY STHOILE Z2ME £ PSR 0[S £ AU&Uch

AWS AppFabric Action
¢ o Create Task

[ (&) Task created ]

Title
Meet with Finance about Acme pricing

Assignee

John Doe

Due Date

2023-11-27

Description

W need to meet with Finance to finalize Acme pricing which ks critical for launching cur
senice.

AppFabricg A& stH #ot= OHE 2|70 LHOIl M Smartsheeto| 2 S RISt e + A&L
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Lo 2HAE M50 2] M AlztE BHEE = USLICH 2 HEZ =25t F HHS M=
509 22 MErLICE Smartsheet 224 2| < AppFabric2 Af H|S7H Smartsheet A|EE 45t
T MME DE 22 MSLICH Ol AppFabricoll M M4t 1S FXSIE WA Z & oM &
& &Estste ol =0l gulct

Smartsheet {2 Hdsted™ Chg 2271 8L/

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/1/27 CU}'
20| MM E|1 L 40| SmartsheetOl| M MG E[RACH= & QI HIAIX|7F EAIELICH BB
Smartsheetl| &S 2 £ Q= 23 EAIELICH ol 213 E AF25H ol EZ 2|7 0|22 M= 7| O]
S35t04 MdE Smartsheet A|E0|M &2 = = U&LICH EF 2| ZE Smartsheet 10| O] A|IE
o 224ElLICt AIET} AFM|E|™H AppFabric2 M| A|[EE Md8HL|Ct.

AWS AppFabric Action
[ create Task

[ & Task created ]

Title
Meet with Finance about Acme pricing

Assignees

alex@acme.com

Due Date

2025-11-27

Deseription

W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service.
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IT & 2oF 2[RI E et Wit S 22t AppFabric(0I2| E71) ZIs0i CHet
MM A 2t

MAMME 28t AWS AppFabric 7152 0|2l 27| £0|H HAE £ &LCh.

I-D
(/)
Q
jO))
w

datdE 28t AppFabric AFE AL ZEH2 MAtE S 2|8 AppFabric(B7HE) 7|sdt S8

OHEZZ|ZO|Me| AtEXITL SIHMO 2 HMAE = QU&LICEH =& LHo|AM of2{8t &

5t HMAE THElstEdE IT HEIRIetH CHS SM2 nedsh EML.

- IDMSLA(IdP) 22l M8 ID MISUME S8t 230! HMAE RIS MAHE Al 7|so0f Cist
ARt HMAE Mofeh = A&LIC.

« EX ofjZ2|7|o|Mof CHEH OAuth H|EH A3} OAuthE HIE A
O|Z A ot™ AFE X7 OAuth 215 0| LR Bt OHEEIF0|ME E[AtS] 2 Fodol| AZE o= SlEL

Ct.
S ?It AppFabricel £|E ALEXH 27 X 12

|&F AWS AppFabric 7|s£ O|2| £7] 50|H HEE = JU&LICt.

0
[
0
mjo
o

O| Mo M it E I8t AppFabrice| HEHQl 2 7ot EXA| sl 2o Ciali dHELICH

EQIZ|X| 2f2 o Z 2|7 0|4

MAEE 28 AppFabricg At&35toi ¥ BHE dslst= olEEIFoIME 2[5 A8Xtol|H 7SS &£
Alst7| Tof| &l =2 MIAE 7{ZILIC} AppFabricoll 2 1215tedm & mH “&H oIz X| &f 27 HiL7} &
AEl= B2 ol= ofE 2|7 o|M0| & 7THERIS| ID & ofZ (A0 S & HEo| HE g & lst=
AppFabrice| 22l Z2MAE HX[X| AAS S 2l0|FLICH ZE ofEEIFA0|MS 2 RIE|X| ot 2 AEl

2 Alstsiciot 20l T2 AlA 7} g2 Elojobnt HOlEl Ho = WAL,

EHQIz|X| i 2 ofEEIF0|ME AL E = Folsok BfLICH & FHE X7 & AstX| i 2 B2 o EE|
70| 0| =l &Ef7t E Wit K| Z|CHRICHI L A& TS = Euct.
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Application unverified by AWS AppFabric
[App Name]

-~ ~
£y Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who
they elaim they are.
ou should not authorize this app unbess you trust the developer of this app, Allowing unverified apps might put youwr
data at risk.

Learn more about how AWS AppFabric handles your data

=0)

Al

M

SR|7) erMA L|CH CFA| A|E 5L 22| RFod| Al &Hols
(InternalServerException).

(¢}

= Qle @F, 0o = AMIHE QI3 AppFabric At& X} ZEHof| A o ZE2[AH 0| S LIFSHK| 5t

OfZ 2|70l Aol MRS m Of HIAIX|7} EAIE = UELICH LIS0| CHA| Al FAL.

-

[ (® Semething went wrong. Please try It again or check with your Admin. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric wses to generate insights and actions that supercharge your productivity.

Application v Status - Action

Srartihest &) Connicted
4 Slack (@) Connected
G Google Warkspace &) Connected
o's Asana ©) Not connected m
¢ Atlassian Jira suite 2 Mot connected m
M Mo O ot connected m
BY microsott 365 © Not connected

‘When you click *Connect”, you ane Instructing AWS AppFabric to access your Infermation [e.9., messages, files, calendar invites, colleagues, professional information, and ether information) from that
application and ingest it. Once AWS AppFabeic Ingests that Informathon, it will use it to create Insights and recemmendaticns that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

LY AZEZCR Qal RHO| HREEIRELICH FAl £ CHA| A8l FAH2
(ThrottlingException).

Mzt EX 2 218l AppFabric AtE A Z &M OHEZEIFH 0| M E LIdst K| Zot7-Lt o Z E[FH[ 0] AZA
of AuitE m o] HIAIXKIZE ZAIE & QU&LICH LIS CHAl A|Zal FAIL.
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Z+

2l 4BM

Connect applications

Please connect any applications that you use. Connected apps provide the source of iInformation AppFabric utes to generate insights and actions that supercharge your produdtivity.

application = Status - Action

[ smartsheet @ Connected
Gk Slack (& Connected
5 Google Workspace ) connected
oa Asana ) Not connected Connect [2
& Atlassian Jira sulte S Not connected Connect [
m o () Mot connected Connect [5
BY Microsoft 365 © Not connected m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar Invites, colleagues, prafessional Information, and other Informatian) fram that
application and Ingest it. Onoe AWS AppFabric Ingests that information, It will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign n.
AWS AppFabric will continwe to process your information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn more about how AWS AppFabric handles your

data.

[ (& The request was denied due to request throttling. Please try it 3gain in some time. ]

AppFabric2 AF& e T8to| ei&LICt. AppFabricof CHA| 23 215HM[ R

(AccessDeniedException).

MM A 7HF o 2|2 215l AppFabric AHE X ZEHO| M oHEE[FH| 0[S LIGEsEK| Z8t7HLt of Z 2|7 0]

M ddo| At m o] HAIXI7} EAIE & A&LICH AppFabricoll CHA| 22 218HAM| 2.

[ (=) You are not authorized to use AppFabric. Please check with your IT Admin. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application - Status - Action

Smartsheet (& Connected
b slack © connected

5 Google Workspace & Connected
os Asana © Not connected Connect [

& Atlassian Jira suite S Not connected Connect [2

» i © Not connected Connect [

BT Microsoft 365 © Net connected Connect [2

‘When you click “Connect™, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleag al and other from that

application and ingest Iit. Once AWS AppFabric ingests that information, it will use it te create insights and recommendations that will be surfaced to you within the application that you've used te sign in.
WS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabic handles your

data,
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MAFM S OS5t AppFabric APIS(D|E| I='7|)

MAMEE 28t AWS AppFabric 7|s2 0|2| 27| 50| HEE +

o] Mol A= AWS AppFabric 4t 7|50l CHEH API 2Hed, CllolE &

L|CH.

@ Note

CHE 2E AppFabric API0]| CH3H A& AWS AppFabric API & =8

=S|
« A E 2|8t AppFabric API Z4(0|2| £7)
o MMME 2|8t AppFabricl| API C|O|E] &Al(O|2] E 7))
- LY S 2IFt AppFabrice| BRI API 2R (OIE £7])
MAME 2|8t AppFabric API (0|2 E7()

MAEE ?|Ft AWS AppFabric 7Is2 0|2l 27| $0|H HEE = Q!
MAtdE 28t AppFabric 7|50l= CHE 20| X[ ELICH
CtE 2 & AppFabric APl 240i CHaH A= AWS AppFabric API 242

» CreateAppClient

* DeleteAppClient
» GetAppClient

» ListActionablelnsights

» ListAppClients

=

SESYNI KN

MMMHE 2Et AppFabric APIs
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https://docs.aws.amazon.com/appfabric/latest/api/
https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html

AWS AppFabric

ListMeetinglnsights
PutFeedback
. E=

» UpdateAppClient

%2 JSON Ao Z O} H|0|E{E et L Ch.

ut2t0(E =ES

app_client_id 15 & AppCliente| IDRILICE.

redirect_uri & F 2|5 MEXIE EIC|EME URIRLICE.

state LI} ZH AMto|o| HENE RXI5HT| e e ZfLICt

CreateAppClient

A EE 28 AWS AppFabric 7Is2 0|2l 27| 50| HEE = U&LICt.

AppClientE A& LICt.

|

2
s
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.2

QLHE2 JSON Ao Z 3 HIO|EHE &Lt

ol 2tO|E

appName

clientToken

customerManagedKeyldentifie
-

o4
o

nx

Hol o|F LICt.

8 EXY
Zo| M|ef: 2|4 Zol= 1. 2|cH Zol= 255QLICt
L = 07 o
LY HEYE HH5Y| fIs MSsts LR/E VAR FE 4
HALE X|IGELICH o[ ot 2 Z2 s & H o™
SHXI 2t @& otHstH MAIZE & A&LICH LESof 3eds
SEE M SUe 2tS ML ettdH CHE ZE heti|EoE S
Bt gh2 ™Eslok FLICH UUID ROl Zt2 AL85tE ROl 4
Lict.

Ol Zt2 M33tx| gt ¢olo| gte AWS et

CtE mi2t0|Ee{& AF&35t0{ ClientToken 1t 2 &
T 35tM IdempotentParameterMismatch QR 7} bt
H A7t Aot Ch.

/& String

IE: [a-f0-91{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-
f0-91{4}-[a-f0-9]{12}

E+ 0F: ot

oM o2t 22| 7| dAES] ARNRILICH AWS Key
Management Service. 7|= Cl|O|E{ & & 3tof| AL &LICH

2
s
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https://wikipedia.org/wiki/Universally_unique_identifier

AWS AppFabric

ol 2tO|E

description

iconUrl

Ao

= O

717F XIHE|X| ok 2 AR AWS ZEIY 7| 7 AFSEILICH 2lAA
7

of &5 efaol 7]-2f mio] M L|Ct.

AWS A% 7| & 124 22| F|of| CHEF XkAIEH LHE = AWS Key
Management Service JHZ X} LA S| 028 7| 2T AWS 7| E &

4o| Mef: z|4 Zol 1. =|cf Zol= 1,011 LCh

I&: arn:.+$ | [a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]1{4}-[a-f0-9]{12}

]

= = 0fF: ot R
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

AWS AppFabric el dEAM

il nl = A

redirectUrls ClE F 2|F AEXIE 2|C[HME URIQILICE. redirectUrlE Z
CH 570 F7te = JU&LICt 0l & S04 https://localhost:
8080 ¢lL|CI.

Zo| M|eF: =4 Zol 1. z|cH Z0ol= 2,048.

OE: (http|https):\/\/[-a-zA-Z0-9_:.\/]+

starterUserEmails AppClient7} & Q1E 7t X| QIAIO|EE BFE == U E HAM[AT}
ST ASAtS| AELE O|HIY FA LT

IHE: [a-zA-Z0-9. ! #$%& " *+/=?7_"{|}~-]1+@[a-zA-
Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

= 047 of

tags laao] g
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Ct2 Hlo|E{= AMH[A0f 2a JSON HAle = BretE LICEH

g gull= kS

appClientSummary AppCliente| 2 &FE Z 3 gfL|Ct.

F8: AppClientSummary 24|

DeleteAppClient

MAFM S Q|8 AWS AppFabric 7|52 O|2| 27| S0|H HEE £ &Lch

OfZ2|70|Md 2eto|UEE AfMIFLICH

|

. eyee

olo
il
FO
>

utz2}0/E dE

ol AL2 & AppClient2] Amazon 2|4 A O|E(ARN) EEE

appClientldentifier 2E
g 17 AEXHUUID) L Ct

E

N
o
pal
19
ﬂ
k>
N
S
poh

ICH Zol= 1,011LCt,

IHE: arn: .+$ |~ [a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]{4}-[a-f0-9]{12}
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s o4
20| B3R ST MHIAE BIHTTP 2234 87 HTTP 204 SE 2 EIS24F LIC

MAFAM 2 28 AWS AppFabric 7|52 0|2l E7| 0|0 HZAE £ Ql&Lc.

AppClientol| CHEF HE & dtetgL|ct,

|

2L JSON YAlo 2 O} O|0|E{E gr& L Ct

ut2hOl& MH
appClientldentifier S Hof AL2E AppClient2] Amazon 2|44 O|E(ARN) EE& &
8 17 AMEAHUUID) Lt

Zlo| Mo |4 Zo| 1. %|cH Zol= 1,011L]Ct.

IHEd: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

51910| AT 5HE4 MHIATHHTTP 200 SEE ¥r&ELICH

CtZ OlO|E{= AMH[A0] 2|5 JSON HAS 2 ghetEIL|CH.
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ut2ho& MH
appClient AppClientol| CHEF HE It £0{ U&LICH

S &: AppClient Z4x]|

ListActionablelnsights

Mt S 2|8 AWS AppFabric 7152 OI2| 27| S0lH #HZE

=2
oS- o=

Y A 7|E Uo0|EE LFELICH

7ts OlHIY HIAIX], =}

RYE2 JSON A2 2 CtF H|o|EHE &Lt

(m}

nx

El‘El‘DlE‘I =)

nextToken nextToken O| BIEtE|= B2 M M2 AU E A8 £+ A&L
Ct. nextToken 2| g2 Z H|o|X|e| I R& HO|X| O EE2 YL
LIC} dtetEl EZ 2 AF236l0{ CHA| £&5104 Cl = W O|X|E A
3tLICH CIE D E Qla= B4ZASIX| ot SX|EFL|CH 2 H| 0] k|
O EE2 24A|2t & B2 ELICH St=2 E HO|X| old EES
A28 HTTP 400 InvalidToken 27 7} EHEHE|L|CE

SCF oA

O H o

M MH|ATFHTTP 201 S

N 334
[=> R |

CtS HIO|E= AH|A0] 2|8 JSON
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a2l MEA

ol 2tO|E

ActionablelnsightsList

nextToken

ListAppClients

MAME 2|FH AWS AppFabric 715

=X

X =
° 978 %T'_—
- 854

ut 2t 0]

maxResults

Ad404
=o

S, N, 5, M EUAE 5 MY THSE QIAOIES

O - -
Lt REMIEH LI& 2 Actionablelnsights EHHS & Z= 34
AlR.

I—IEL HhekEl 532 g—gm CIA| &
gLt 8 2 & Q& HEeR| &t | XILCH 2 o
OlZ! ESS 24A|2F £ Ot2=|L|C} Ot = H0|X| O EZ2
A3 HTTP 400 InvalidToken @& 7F EHEHEIL|CH

0|

738 A
2 02| 27| S0lH HZE == l&UCh

IC} nextToken 2 At
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2}l L=

nextToken
Ct. nextToken 9| Zt2 ZF H
LICt BtetEl EEE At

OlZ E2 247t &

A5 HTTP 400 InvalidToken &

ztodo| MEZ st MH|ATFHTTP 200 S gh&sh|ch

= = o
CHS O|O|E{= MH|A0] 2|5l JSON EAlo =2 gretElL|CH
ot2Ho|E sl

appClientList AppClient 21t S52 Z&#

& AppClientSummary Z

nextToken nextToken Of BgtE|= B2
Cl. nextToken 2| Zf2 Zt
LICt gHetEl EE S AFE5H0d
giLIC CIE R E Q& ¥
O E22 24417 = B2 E

A58 HTTP 400 InvalidToken 2%

N EE!
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T

ListMeetinglnsights
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nextToken
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nextToken

(m}
=)

[k

nextToken O| BIEtE|= AR {2 ZItE AISE = UEL
C}. nextToken 9| Zf2 Zt [
LICH BHEtEI EEE A
gfLiCH CHE 2 E ¢
O EE22 24A|Zt

4y

r
x
o
>
N
T
_|
_|
)
N
<
010
i}
fjo
ul
>
Rl
of>
o
r
_ITI_

Ad04
=o

Cl. nextToken 2| 2t 2t 1
LICH BHEtEl EE S AIS
ghuct CHE 2 E Q& HES

& E22 24A|17H & o2 FL|CH B2 E Ho|X| 0fH EES
At 38 HTTP 400 InvalidToken @& 7} EHEHEIL|CH

0%
Ho

- BRI

o
T

2
s

196



AWS AppFabric

PutFeedback
MArEE 2|8 AWS AppFabric 7| 0l2l 27| 0|0 HEE = &LCt
ALEXE7E F0{Zl QUALO|ELE 2o CHEH T|E¥E NMEE = U&LICH

=
- QLY EE
- SE R4
LY EE
Y2 JSON Ao 2 3 O|o|HE &L Ct.
g gul)= MEH
id =g MEE= A2 IDYLICE O] Insightld EE= Actionld
Y = U&LCh.
feedbackFor IEEHES dh= OIAIO|E &l C}.
7tS8t 2t ACTIONABLE_INSIGHT | MEETING_INSIGHT
| ACTION
feedbackRating =9 Wy 1~5 BHo| s 2+5 F4LIC
8 4
5+ 40| AT 5HEd MHIATH HI0IlE HTTP 221 874 HTTP 201 8T8 ChA| TS EHLICH
EZ
MAEE 28 AWS AppFabric 7Is2 0O|2| 27| 50| HEE &+ J&Lct
AppClient7} Q15 ZEE HMA EECZ WEte = UL E 585t HEE Z&ELct
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grant_type

app_client_id

redirect_uri

refresh_token

1z

©Z 3 O|o|HE e&LInh
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rr

EZ9| HEt 20o{ RYQLICE authorization_code
refresh_token 040k EfL|C}.
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appfabric_user_id

expires_in

refresh_token

token

token_type
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EZ ArgXo| IDYLICE authorization_code
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UpdateAppClient
AOI-IA

At E 28 AWS AppFabric 7|

AppClientE 4|0 E&fLICt.

=M
. exER
- SEH A4

o 2tOlE

appClientldentifier

redirectUrls

s 02l 27| §o|H HEE + J&Lch

=k
QA0 AL E AppClient2| Amazon 2l4AA O|F(ARN) E£& &
& I AMEXHUUID) Lt

Zo| A<k x[4 Zo| 1. =[ci ZOol= 1,011 L.

& arn:.+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{43}-[a-f0-9]{4}-[a-f0-9]1{12}

RE F %|F ALEXIE 2|C|HME URIRILICE. redirectUrl2 |
teh = & LICt o & E01 https://localhost:
|

I{E: (http|https):\/\/[-a-zA-Z0-9_:.\/]+

2
s

200



AWS AppFabric el dEAM

2ted0| HSotH MH[ATFHTTP 200 SEHE EHSE

ok
r
]

Ct2 Hlo|E{= AMH[&0f s JSSON ¥4l = BretE LIt

o4
o

ol 2tO|E

nx

appClient AppClientoi| CHet HE 7t E0{ JU&LICH.

£ &: AppClient Z4x{|
At E {8 AppFabric2| API C|O|E &4{(0|Z| £ 7))

|8t AWS AppFabric 7|s& O|2| 27| §0|H HEE = JU&L|Ct.

Jo

AppFabrchPloil'— u ?_ 5t 1| MREIL 0424 I:+|0IE+ Tr% | Z3El0f & LICH of Mo M= 4

CHE 2 E AppFabric API T|O|E{ &0l CHaf M= AWS AppFabric API CIO|E R 2 & ASHAIR.

/A Important

GOl R #Z0lM Zr 249 =M= EZEIX| et&LICH ol EE|FH 0|2 &E =AME 718
siA= ef Lot

|

 Actionablelnsights

+ AppClient
AppClientSummary

* Meetinglnsights

VerificationDetails

EREED 201


https://docs.aws.amazon.com/appfabric/latest/api/API_Types.html

AWS AppFabric el MEA
Actionablelnsights
MALA S 218 AWS AppFabric 7|52 0|2 27| 0|0 HZAE £ Q&Lch.
HEZEED|RQO oMY, ZEH =0, HIAIX| X &HHE 7|He 2 ArSXtol|AH 25D 525HH M
gt 2tedg Q9oFsto] MSELICH AL A= oHE 2|7 0| MEto|M stF ol WES 7IE & T2 = /UL
E &5 M o4 QIMO|EE &elg = JI&LICE O QIMO|E= AFERLTL QIAIOIEE M8t THH
H 2l otE|HEO]| CHEH &I (od: ZEHE 2 3)2t & QIAO|E Qokoi #HAl2 JHX{oF 5t O|foil CHEt
=747t gLt
ut2t0|E LS
insightld MEE QIALO|ES| 1R IDRILICE.
insightContent O|Z H| 5t™ QIAIO|E 9Fnt QIALO|E Mol AHEE OlE[HE
of CHEt &= 3371 HhatELcH
Ol =& E &3 (<a> B|T)7} Z&E HTML 2EI=lL|Ct.
insightTitle Y E QAOIE S| MF LIC
createdAt RIAIOIE T} M E ALt
actions MEE QIALO|Eof CHEt HE 2] SFLCY.
2 ZX|= ChE weto|e & =& ehuct
« actionId- MdE Mol 1R IDALICE
« actionIconUrl - &¢ M-S A|otst= ¥o| ot0|2 URLY
L|Ct.
« actionTitle - MdEl 2ol M= LIt
« actionUrl - %|& AF&XI7} AppFabric| AFEAF Z &0 AM
g B A¥E = e 1R URLYLIC
S A™E M ISV 2 O] URLE A8 35t0{ ALSALE
AppFabric ArE A ZEH(HY 3tH)E ZC|=MEL[C.

NEER

202



AWS AppFabric

ol 2tO|E

AppClient

MArM S Q|8 AWS AppFabric 7|52 O|2| 27| S0|H #HZE

HL

AppClientoi| CHEF M

o 2tO| &

appName

arn

description

iconUrl

m]
o

nx

« actionExecutionStatus - Z2io| AEHE LIEILH = B
&elulct.

JHs 8t 72 EXECUTED | NOT_EXECUTED QJLIC}.

1l
4>
30
>
-
o

ATH

A0
= o

OfZ 2|7 0[42] o F LIC.

(0]

N

=0
od
gl

ol

e &= 047 o

ool Bt

203



AWS AppFabric

ol 2tO|E

redirectUrls

starterUserEmails

verificationDetails

0%

0 1x
(o]

N

0%
Ho

ls]

1
0%

= 08 oL

AppClientol| 3{& &l 2|C|2M URLILICE

m
°
—

ne

P

>

=

H

.=
(L

I

== 170U z|ci &= == 571,

b
>

HH

ne
0x

= dse M

-

2ol Mef: x4 Zo| ICH Zol= 2,048.

b

OE: (http|https):\/\/[-a-zA-Z0-9_:.\/]+

M

= 045 of

AppClient7t & I {77} X| RQUALO|E
HAEE MEXt2| AEH O|HY F4

IHE: [a-zA-Z0-9. | #$%& " *+/=?7_"{|}~-]1+@[a-zA-
Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

T4 045 of
AppClient 2219| &Ef 2 0|9 ZEEHLICH

& VerificationDetails ZH x|

[ls]

+ 8S of%: of

ool Bt

204



AWS AppFabric +a| AT A

g gull= =k

customerManagedKeyArn AppClientod] 24 2|3 7| AWS Key Management Service CH
ol M 24 EIS] Amazon ElAA O|E(ARN)RILICEH

appClientld AppCliente| IDILIC}. & 22t0|E Q| 15 S F0i AFSELICH

F&: String

W& [a-f0-91{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-
f0-91{4}-[a-f0-9]{12}

e 0{F: ofLR

AppClientSummary

MMMEE 28t AWS AppFabric 7Is2 O|2] £7| 0|0 HEE = JU&LIch
AppClientoi| CHEF ME 7 E0{ U&LICt.

mt2t0|E oY

arn AppClient@| Amazon 2|A A O|&(ARN)ILIC}.

ool Bt 205



AWS AppFabric el dEAM

g gull= =

0%

verificationStatus AppClient = Q1 & E{f ] L|C}.

°
MO

Et N

S =& % pending_verification | verified |
rejected

ME

= A 0% 0

goil A+SELCt

ok

appClientld AppCliente| IDRILICt. & E2t0|IE Q| CIF
& String

IE: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]{12}

E 0F: ot

Meetinglnsights

MAME 28 AWS AppFabric 7152 0|2l 27| £0|H HAE £ &LCh.
30| 2& ptad Y 7t olE|HE 2] 5 O|H| Yo Mol &5, HIA|IX|olAML &5, Z2IC] O|HI Eof A
o| s &M 42| 371 DIZlof CHet 2ofo| Zefk|o] U&LICH

ut2k0& =k

insightld MY El CIMO|ES| IR IDYILICE

insightContent N&E HEE BAtE @Alo2 X EAStE QALO|Eo| CHEF o
BLICE &, o] QIAOIETL of Z2&HXR[of CHEH A LICE.

insightTitle A E QIAMO|E Q| M= LC.

createdAt CIALO|ETF M El ALt

ool Bt 206



AWS AppFabric el dEAM

g gull= kS

calendarEvent AEX7F ZEStof ot SR ABIM O|HE E= Z[ofRLCt

+ startTime - O|HIEO| A|ZF A|ZHRILICE.
« endTime - O|HIES| ZF AlZtRIL|CE.

« eventUrl - ISV o] ZZIH O|HE URLYILIC}.

resources CIAIO|E M1} 2t2dEl CHE 2|AA7F 2§ E SE QL.
2lAA ZHR|

« resourceType - ZlAAQ0 & QlLICH.

7tS3t 2k2 EMAIL | EVENT | MESSAGE | TASK{ILICH
« resourceUrl - 49| 2[AA URLLICEH

« appIconUrl - 2lAA7F 48 4ol o|0|X| URLLICEH

nextToken CHS QALO|E MEE 7tX27] #/8F H o|X| oid EZLICt O]
o= ME ALY 2EO|, nullE BHEHSHEH 228 QIALO|ETL
Ol ol eigE elolELict

VerificationDetails

oS 28 AWS AppFabric 7|s2 OI2| 27| S0|H HEE = JU&LIc

AppClient #¢Qlo| & Ef 3! O|RE Z & EfLICt

ut 2t 0] Y

verificationStatus AppClient 2 QI & EfILIC}.

ool Bt 507



AWS AppFabric el dEAM

g gull= kS

q
=

ul
°
Ho
Ral

0

F % 4t pending_verification | verified |
rejected

statusReason AppClient QI & El o|flLIC}.

MAMEE @B AppFabrice| YEH QI API 2 F(O|2| E71)
A E I8 AWS AppFabric 7Is2 0|2l 27| 0|0 HEE £ U &LICH
O| MMof|AME AWS AppFabric &t 7152| APl 2ol 2E5XQ1 @ FE LtdghLCt.

CHE 2 E AppFabric i APl 270l CHAHAME MAEE 2
AWS AppFabric API & Z o] AWS AppFabric API 28t @ F & & X 35HAM Q.

ol 2| o|&

[k
0%

ru
0]
0%t
o
Jo
Fol
Q'I_l
A
50
o>
A
[l

TokenException E

HTTP &Ef 2 E:

EaN
o
o

Helem 208


https://docs.aws.amazon.com/appfabric/latest/api/CommonErrors.html

AWS AppFabric

e
o
nx

I
x

i
ax

o)
o

AppFabric2 AL At 2EIXE AppFabricol A & 2|5t= Amazon S3 B{Z! 0| 7HE4 %
MEXE CIMOIEE &EE = A&LICE MY OB 253 I HE S
s g E|x—'|'°._| 23 ¥XE AME5lod 2EHXE EsLICH 1 EHXE & 302 0
24 1IE| Alé‘.‘:é!% T A& LICH AppFabric2 AFZXE7| O 0|4 HAM|A S 4= giE Ci|O|E
°._ P |EE dd5tX| eL&LICH o E E01 ALEXI7} T[O|E] 2aA ()| HAS
CO|E =TS SHot QAIO|E Mol edZZ0| 271 Hof A ot U

ICt. AppFabrice| A|AE2 30 O[LHO O|2{Et LIO|EE MAStESE T Ik

0|' -|0||
m
Hu
Rl
02
T 51 0N o
o on 02
o |O E |O |-0||
g S

—_

>
©
©
L
Q
g
o
r
2.:
0
_>r_
FIF hH

el
Il
O

AppFabric2 QIAIO|EE M dst= Ol AAE5tsE 7|2 T2 2o 22 E W S5H7{Lt 7HM5tE O AFE
A&35HX| et &LICt AppFabricel 2444% Al 7|501l CH8F REMIEH LHE 2 Amazon Bedrock

AppFabric2 TLS 1.28 AI&35l0 & SR 2 Z2HAE E55t10 AWS ME HT 471 /= AWS
MH|A0f CHEF API Q-0 M- EFLCt

ME Al =3 209


https://aws.amazon.com/bedrock/faqs/
https://aws.amazon.com/bedrock/faqs/

AWS AppFabric el dEAM

AppFabrice| 04 2! 74
o] FAMME AlEtSHE Ol =20| &&= AWS AppFabrice| &2 804 2! 7i'Hod| CHal| AHghL|Ct

AppFabric 2 HE2 2 E AppFabric ¥ 215 2 S8 MEFLICHCHS =& Ho| #=x). & i1t
F 4= AWS A U&LICHAWS 2|1A.

AppClient( Z2t0[E S ofE2|7i|0|d 2Et0[AUE 0|7 &)

ol

ClolE = AIKI 42 /8t OAuth AppClient. AppFabric Cl|O|E{0]] HAM|ASHEA 2t O|O|E{ =~ AIX} 40|
AppClientE SS3afoF gLIC JHL At AFEXH= AppClientE 5535248 AWS A™o| 2o grLict Zt
AWS H 82 AppClientE stLtEF SE& = U&LICt AppFabric2 AppClientE 7|2 AHMA EZ
FOWELICH. AppClient= O] AppClientE S35l AppFabric CllO|E{0]] {AM|A & T|O|Ef 4= 41K} Hoi| CH
) Erct.

o o
02 I
- mok
™

API Q15

H Q15 E S35l AppFabricO| OHZ 2|7 0|Mof A5t &5 2 &E
3l OAuth(ZH&& 215 - o Z 2|7 0| Mol HM|A HEHE Foist=
E (7H°I HMA EZ) HOt 2IE5 S AL& 304 ofZ 2|7 0|M0
= o & QIS (=ICH 507H)2 HHEE = UELICH O|E S35H AppFabric2 Of
HHAEO CHall 2o el ¥ Q15 M4 EHE Bt55t04 o EE[A0|Me| o HIHDEEZRE &
a1 st = QELICH SRE XHHE BH2 AWS &% 7| EE= AWS Key Management Service
12 22l 7|2 25 3HE|H AppFabricoll K& g LCh.

> N 0 H oHll e
12
r_L
o rlllﬂ
IIII

1
al

AppFabric &2 £ AE3dtod ofZE2[FH 0|2 S7H APIE Salf OHEE|FH0|MoMH HAL 2
E 7tMELIch O ohs 2 A 238 st ol (ZIcH 57H) o] cHed e = MY ELICH

ZCI0|E ID

OAuth E&2 A&35t= o E 2|7 0| Mof| Q57| It & Q1B S e I AppFabric® Z2t0|HE

IDQ ECI0|E 4 S E QM &= &Lt 220/ E ID —2 IO|HE &5 &= o E2|7|0|Mel @l

S oM 32 = UsLICH §7H 215 YoM 22t0|ME IDE &2 = U= fx[o chEt X|&2 X|H
I|= ofECAHOo|ME BEFFMUAL SREl= EC10|¢1E ID 2! 2EI0/HE Hot S = AWS 2 F 7
L e o 3218 AWS KMS 7|2 ¢33l E|01 AppFabricoll A& ElLICEH

210



AWS AppFabric el dEAM

Z0|E E ot &5 (client secret)

OAuth SE& A&3st= o E 2|7 0| Mof| AZS5H7| et &l ClES MHE [ AppFabric2 E2t0|HE

IDQ 2EI0|YME A4S E HE £ U&LICH ZEI0|UE Dt ZEI0|UE ¥ Z = ofE 2|7 0|Me| 2l
S WM &2 = JUsLct EY 21E HolA 2Ct0|HE IDE 2 = Ue fIxlol| Cist X|&S X|#

Zl= o EEA0|ME HESAAL. 3REIE SCt0|HE ID 2! ZEI0|ME Eot 5= AWS &R 7|

L= o 2218 AWS KMS 7|2 ¢33l E|01 AppFabricoll A& ElLICH

=& a2 M 7tM2 ZAF 238 MESHoF st fIXIE ™HolFLIch 2 &2 Amazon
Simple Storage Service(Amazon S3) H{Z! EE & 2| Amazon Data Firehose@! 3t} 0|4 o] CHAH(ZICH 5
7)ol ZAF 28 TS E = UELICHAWS A, Z cHy ol CHa 238 HA| Ao 2 & x| ofL|H
TH & ALO|H 2ot AF7|OF Z |/ 3(OCSF) A7|OIE HEHE X | Holg = l&LICt OCSF A7
OFE MEISHH 23 ¥ AI(JSON EE = Apache Parquet)2 HO|g = U &LICH Amazon S3E CHAS=Z
MENSE Z4R0i|BF Apache Parquet &A1 AL & 4= U&LICH

ClO|E = &R &
AppFabricoll M M= CIAO|EE 7| ?|5H AppFabricg E &5t I &lLCt.
OAuth

OAuthe ¥, 2HIY L AT E o E2[AH 0|MHH ZHEHSt D EEMOI WHHo 2 Hot QIS8 £+3E
= e e T2 EZQILICH AppFabric2 OAuthE AF235t04 U8 H ols S MMErLICH

JHEl & Ato|H E ot A7|0F =8| (OCSF)

IHEZE AtO|H 2ot A7|oh =2 ¢ -IEL(OCSF) = S UAol FoiX| of= 4 Hot A7|ntet #
M A7I0h NS SI3 S Jhsd THUYTE NBste 2F 24 Z2MEQLTH ZSTUA L 7|
Et ClO|H d&RtE S T HQlo A A7|0HE MEStD 2 HE = U&LICHL SE= 7IE EQH E
& W ZZMAE E25t= SAlo| 2E &3, ofE2|7H0|M E= £F Mol ML= 7HYE EE 2 A
3ot= JLICH AppFabric2 O A7|0HE &% 504 AppFabricoll M X|@st= 2E SaaS & A 2
J8 Hrdtste MHIAY™ AZEQ|0{(SaaS) 54! O|HE X E BHERIELICE KtAIEH LHE2 Open

Cybersecurity Schema Framework for AWS AppFabric2 & X 5t4AIL.

THOI] HAMA EZ(PAT)

Ol AN A EZ(PAT)S UHHSQI o5 ChAl HFE] AlATIO) ANASHE Ol ASE 4 AU 2K
T AHg3He OHE EIZH|Ol40ll 42517 | Ish 215 S AAIE mf AppFabricoil A

PATE &3 4 Q&LICH PATE OfEEIAH01M2] Q1 ol &2 4 BLICH S 215 HolA

211



AWS AppFabric el dEAM

HERSGFAAR SREIE MHIA A
3t |01 AppFabricol| A& & LICH.

PATE at2 £ Q= Ix[of CHE X|EI2 X[ HEl= ofZ 2|7 0] A
MESZSAWS AK 7| 1 228 7| AWS KMS 7|2 ¢

>

Fol mlo

MHIA AH™EZR

OHZ 2|7 0| Mt e4Z5t7| 2I3H AppFabric ¥ QIS ddste 42 ¥ OH%E|5’1|0|*=|01|A‘|= OHZ |

7 0|4 Q1B E 2l MH[A HHEHE ddstoF EL|CH AppFabric2

AE EZS 9xst & olaL|Ch E5 01X oM MH|A HE EZS
£

r
Z
2
|
__
ro
2
|

= L O2 T AAHE P11 O IO |
2 X|HE|l= ol EEI7H0[ME HESIHAIR. 3REIE MH[A AH
2/d 7| AWS KMS 7|2 & 53} |0 AppFabricol| K& &l L|Ct.

HHE ID

Al B S WHE i AppFabric2 2| EIHE ID X HIHE O

ofZ (70| EIHE S| 1} AEXtL|Ct ofE2|7i|olMatC
( lackO M= 2T AHO|A ID, AsanadiA= THIQ! D). % o E

= —’F A= X CHE X[E2 X|E|= oHEE|70[ME BESHMAIR.

_.?_

%)
m
.

HIOE Ol

N oI5 S MME M AppFabric2 ol HIFE ID L EHHE O|§ € QLYUE + U&LICEH E|HAE O|§2

H HE LI AL 57| 2I8H Bl E IDO|| 2045t )3t O|SLICE O] {2 ¥ 25 2l B E ad
N

=
Yot= ol AFSELU .

212



AWS AppFabric 2| MM

21 AWS AppFabric £ 2F

O| ZIRE Hot AWS O] |2 M &=2|QlLICt AWS TTZH2 Hotof 7}& CIZst ZElo| @ AMEE2 S
EZ5IEE FSE OB ME L HERT ol 7|EIxe| O|HE T & &= UYU&LILCt.

FAFR R ol BE MUQILICH 2S5 Mol THR 0| AYS BetPsol 2ot W Fte

MEELICH

oy
HL
o
|0
HI o

mju
o

SE HOot- AWS = AWS MH|A oM A™E|= QIEZ2tE E5 & Mlo| J&LIC AwS 2t

PE. AWS EFtE OHHSHH AL E = U= MHIAE MSELICH EtAF ZARtE AWS 7 &5 X
QIEto 2 Hoto| I E H7|Mo 2 HIAESH D &OQIELICH. AWS AppFabricod| 7‘—'.'%El._

TE E ZEO30)| CHE XS W82 7 & ZEOY AWS AE He| L MEARE &=

OF - AF2Klo| ZHale AWS AMH|A Ab2st=ol e AXMELCE E3F 75t ALY
23 7|Et 240] CHEIAME 20| Q&L

_F

O| MBM= AppFabric AHE Al 38 M REES x*géff %*?'J% olafist= ol ==o0| ELCh CH&

FHolME 2ot W 7H 4 SE

il
HE
ol
9'|_I
rr
i

AppFabric 2| AAE ZLIERS 20| AWS A‘II:II of
Ot =Lt
=

« AWS AppFabric®| L|O|E{ E 35
Od O

« AWS AppFabric2| A}Z4 & I HA|A 22|
« AWS AppFabricOll Cist #8 &+ A5
« AWS AppFabrico| 2ot =& Al

« AWS AppFabrico| 5224
« @l AWS AppFabric2| @1z g} & ot

 AWS AppFabrico| T+ 3 FFd EM

AWS AppFabrice| Cl|O|E{ EZ

AWS =& el D& AWS AppFabric

9
SE Mt 2RYIE EE Y

| BHESo MEELICH ol 20| MHEEICHE AWS = 2

Cilof
Mlo| U&LICHAWS 22 E. AAEXtE= 0] 2lZ 2o =

HolH 2= 213


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS AppFabric el MEHAM

Blr|E ZEI=o et EX H X|g 2lo| QI&LICH AF25HE AWS AH|A o] Hot A n} ot
2| EHAZ 0] CHEF MUE ALE +01I71I U&LICH OlO|E{ 2tO| Alod| CHEF K|S LHR% Cllo|E{ =Z g2}
O|HA| FAQ 2t = &tM2. fEo| oole E50of chgt REMISH LI 2 2t Cl|o|E 235 # & (GDPR) Al
E{E & ZxstML.

2
OII

2
=

11|> Ml

OII

CIOIE ESE I A4 Y2 2551 AWS 7™ AWS IAM Identity Center E2= AWS Identity and
Access Management (IAM)E Ar&35t0d 7 AHEXIE d5t= X0l E&LICH Ol A 5t JHE A
S45| oldst= ol 2R3t Hetet 2ofELICH £ Ot 22 WHo = O
2

=

0|E+E 5'_§_6|-'_ 710 | ES
. Zt Aol CHE QB(MFA)S ALS EHLICH

« SSL/TLSE Ar&35t01 AWS E2|AAet SAIFLICH TLS 1.2 E+0|0H TLS 1.3 HEELICH

AZ4sFL|CH AWS CloudTrail. CloudTrail £X2 A2 3504

- E AF23510{ API 2 ALK E S 2 ~
10i| CHBt XEMIEH LI 2 AWS CloudTrail AF2 A2 A 2| CloudTrail &%

AWS BSS HR{sHs Yo

£FMHE MAEFLICHAWS AH|A.
=]

535l d =20| El= Amazon Macie?t Z2 1

o
- BHE QIEH0|A EE= APIE AWS Sai{ofl M A S [ FIPS 140-3 A& =35t 20| €8t 8
2 FIPS A= EQIES ASBLICH APR JHs 3 FIPS AISEOIEof CHEH REAIEH LIS S ol &
2| EZ(FIPS) 140-32 X 3tMI2

THO| O|HY FA} Z2 7L HEL 5% HE= EfILI O|F ZHEQ 22 At HAEHAE I
=of 21245t X| of= Zdo| E&LICH 07]0i &= AppFabric == 7|EF AWS AMH|A 0lA &£ AWS CLI,
API E£= AWS SDKsE At&35t04 2 st= A7t ZRELICH O|Fol AA8El= EfT = X7 4
BIAE Zoof st ZE OB = 8T Ee T 230 AFSE += &LICH 25 ME{o| URL
2 M3 m s Mol Cist @E 2 ABst7| {6 At 3HS URLO| Z &M= o Euct

® Note

AppFabric for security0l] & &&= C0|E| 2 &0l et REA|SH LHE 2 AppFabric| H|O|E{ &
2| MMe HEEAL.

HolE{ E& 214


https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS AppFabric el dEAM

ME Al g 53t

AWS AppFabric2 AppFabricO| C|A30{ RX[E i X HED gtEd=El 2 E O0|E
5t Clo|E{ofl HMAE M S58tete M = &2351 7|50 ME Hlo[E 253

T

AWS KMS.

A HES AKISHH 2E HELEIOE YR Mo R AL

HHES FHE M AWS 27 7| = 02 #EE 7| MEHE = UELICH AL 2D s EE /IFt
HIOIE{E %6t X758 i AppFabric2 &7 Amazon Simple Storage Service(S3) B{Z10{| G| O]
2 I

7|1 At8stod &2 3tEtLICt o]l 7F HAI2 HA! =& F7| HHE At 85t

AppFabric2 TLS 1.2& At&35t04 T& 5@l 2 & O[0|EE E &35t AWS Signature V4E A& 51040
CHEF AWS MH|A API 2 -0 MEEFLICEH

7| el

AppFabric2 AWS &R 7| EE= 12 22| 7|E Ar& 8 O|o|E & =38l E X|§ELICH T2 #EY 7|
E A85IH &5 3tE OB E 2SI Mg = A2 12 ag|d 7|18 AH&ste X0l E4LCH
D aE|E 7|8 MEISHH AppFabric2 112 #2|E 7[0f CHEt HMA HEHE Rodstes BlAA HH
2 1 ze™ 7o AZAFLIC.

7 BElE 7|8 MAISHEIH AWS KMS THL A SHLIAS) CHE 2551 KMS 7| 444 EHAIE M2 AlA|
o

7| 3%

7| MRS T2 BEIY Floll ChEt HMAE MofBrLICH ZE 12 BalH Flols 7|8 AR E £ 2
S AR 7B AL SHE WS ZWYsts R0l LEE M5l st 7| HAo| ofof FLICH T
2 BEls 718 BHE [ 7] HAMS KIEY 4 AaUCH 7] HAUS MAsHE wol ChEt RAIE LigS
AWS KMS 7HLRE LM | 7| 434 M2 A7 st AlAlR

AppFabricol M 128 2|

| &€ AtE3tE{™ AppFabric 2| AAE M5t= AWS Identity and Access
Management (IAM) AF& X T

Fo| Rlo{of BfLC.

oW
rr
12
ok
i

k1
N~
H
o
0%k
N
i
>
()
ok
1 4
20
rr
[H
ror

ME Al 535t 215


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€a000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dob000f00ea®dccPaed@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea®00fbdfba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"

}
}
iy

M HES AK|5HH AppFabric2 1128 2 7[of CHsH WHEl HEt F0{E ALE SX|ELICH
AppFabricOll CiEt &35 7| ZLIE™

AppFabricoll A AWS KMS 2 Z2|& 7| Al 35t= B AWS CloudTrail 218 A& 3504
AppFabricO| EUl= @S FHE &= U&LICH AWS KMS.

CHZ 2 AppFabricO| 24 ##2|% 7|0l CreateGrant2 AFEE Ml 7|5 &|= CloudTrail O|HIE 9] o &
L|Ct.

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
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arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-04-28T14:01:337",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {

"encryptionContextSubset": {

"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"

}
1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

1,

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

I
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObcPa®d@daaatSAMPLE"
I

"requestID": "ff000af-00eb-00ce-0e00-ea®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

:appbundle/
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"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS AppFabric

0
T
110
0

A7 52 A

Hodzd IDO]| @

34 X4R
S

e

[N

=X

T
10

=1

®l
)

—

ol

q
4

T

HMLICH of & S01 1AM 2

= O

XAAH A O
o™=

o

5

S
[l

ol

=
[

st= MH|A0 A MH|A 22| AF

Amazon S3 HHZ! Hao| U&LICH 2|AA 7|

LICH.

F

=
=

i OF

110

<0

4

N

ze

IAM2| AWS

| —
—

ILCH 2laA 7|8 HAHof| A

7IEt R R

ol
@

o

|_._.
10

I.

Z4H - ID 7|8F ZEHoi| A IAM IE{E|0f

I.

=
[l

i

IAM A+E HEA Q| IAM IE{E| 2]
« MH|A Ao A (SCP) - AWS OrganizationsLH

A 9| MHH|A K04

AMO
=o

LH& 2AWS Organizations Al

I.

S
[t}

Ct. KAl
« ElAA Mo HE(RCP) - AHQ| 2lAaA0] Al

82

I.

=
[t

L|Ct. REAl

AWS Organizations AF& MHA Q| 2|AA Ao] HA(RCP)2 & ESHMIL.

o Ml A

H Al Al

<]

= micef oM AHE X0l Ch

o4&t

m—

FL|CF. 0 A 042

xS
(S=

t717FH =

2 0|3li5

|.

8

00

|l Ko
o
F R
o |y

HE Al
o =

AWS AppFabricZ} IAMS| S

of|

= IAM 7|5

o]
AR

A
o

7] Zofl AppFabricoll A A&

04 AppFabricoll CHEt HMAE EE|5

5}

A&

IAMZ

0
<
H

oll

==
110

222

HFA|
o=

AWS AppFabricZt IAM2| £t &


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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JSON

"Version":"2012-10-17",

"Statement": [

{

(0)

CHS X2 of Xl = AppFabric AH|A

A S HAA F 3

"Effect": "Allow",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

HEof CHEF HMAE AMBHELICEH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": [
"appfabric:StartUsexrAccessTasks",
"appfabric:BatchGetUserAccessTasks"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
]
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JSON

"Version":"2012-10-17",

"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"

"Effect": "Deny",

"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion"”,
"appfabric:DeleteIngestionDestination"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

L

MAMEE 2|EH AppFabric IAM 2= of A

MMMEE 28t AWS AppFabric 7|52 0|2 E7| &0l HEE £+ U&Lich

CtS M3 ofdl= MAtHE 28 AppFabric 7|50l M&E LICH

1&

ol

productivity 7|S0i| CHEF &17| & AAM| A

CHe &% ofl ks MAtAS 918t AppFabric 7150l CHEH 97| T8 AMlA HEt

ID 7|8 E= of Al

231



AWS AppFabric

/A Important

{in

0o<

<+

il

<
F

7|0 o] A

g3

T
—

IAM 2£ 2| JSON =4

®l

M

—r
[Ile)

ol
=

o|7| W=

SOl =X ot

Ct. ol= i g {8t AppFabric 7|

=2
[=)

&

ofl CHEF TIA| HA| A

=3
o

dard 7

LICH

F

S
=

g o

|.

3

Fa

off CHEH A KAl

=3
o

8t AppFabric 7|

FEER

M

oMl =

/A Important

{in

0o<

<+

il

<
F

7|0 M o] A

g3

T
—

IAM 24 2| JSON =4

®l

M

—r
[Ile)

il
i

=
T

o|7| ME LiCH 2

SOl = EoHE

Ct. ol= i g {8t AppFabric 7|

00

-
[[e}

<

4 OH

<0
<0

H

AppClient

LICt ZEA]

F

S
=

04

AppClient&

L—
—

of| X

H

4R
(=

CHS

M.

—
[ITe)

8t AppFabric AppClient M€ &=

/A Important

{in

0o<

<+

il

<
F

17104 A{ O]

g3

T
—

IAM 2£ 2| JSON =4

—r
[Ile)

ol
=

o|7| W=

SOl = EoHE

Ct. ol= i g {8t AppFabric 7|

I+

AppClient2| Al

LICH RbAM[EH LIE2

F

S
=

B2 2o

I+

£ AppClients2| Al

CHS S8 oA

0]

o
Kd
__A_H

27

AppCliente| M¥ HE& 71X

232

O Al

H

i
<0
ol

7]

I.

ID 7|



AWS AppFabric

/A Important
IAM 2£ 2| JSON EH HE7|0olM o] g Fyte mf AR E Y 277 ZAIE = A&
Ct. Ol MitdE |8 AppFabric 7|S0| #AH H7HEO|7| MEQLICH @LFTE FAlstD A

AppClient S50 CHEt HAM|A S

CHe &M oKl AppClientE LIdE! 4= Rl A& HEHg Ro{gLICH XHAE LI8 S AppCliento]
MF HE 7K 7|& HZstM L.
/A Important

J"‘

IAM 20| JSON & HE7|olA o] BAS £7+8 1 R E & 77}
C}. Oli= A8AHAI2 I8+ AppFabric 7150l B4R B7HE 07| LI @

AppClient YC[0|E HMA &S

CH2 &% o Xl= AppClient® YHIOIEE 4 Q= MAA HEHS RoigtLICH RHME L8

/| o T

AppClient 2CI[0|E & & ZSIMIR.

/A Important

AppClient & K| HAM|A S

T A HM A HEHE Fo{ELICH XtAIEH LIE 2 AppClient &

ul
]
0>|
_.?_
A X
rr
>
ie)
ge)
@)
)
o
'—l-
i
1z
Pl
g

ID 7|8 =3 o Al 233



AWS AppFabric

el dEA
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Ct. O|l= ot E 28 AppFabric 7|S0| TAH BHI7HEO[7| MELICH LFE FAIStD XA
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/A Important
IAM 2& 92| JSON M2 HEI7[0i M o] HME FIIe M 2= 2 2R 7 EAIE = A&l
Ct. Ol= MakdE I8t AppFabric 7|5 0| &A1 BIHEO|7| M2 LICH 2LFE FAIStD X2
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MMZS MM5E W E 2o{ELICt ol &Moo= 2£0|MH EE= AWS CLI EE= AWS APIE A& 5104
ZZ2 O YA 20| HUS RE = Q= HEto| ZEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
iF
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

AppFabricOll MH|A @44 Ag AFE

AWS AppFabric2 AWS Identity and Access Management (IAM) AMH|A 9174 o482 AL EFLIC
MH|A 9473 o382 AppFabricol 21 4=l T Q8 80| IAM Q& QLICH MH|A ¢4 ofgte
AppFabricOll M A & 0|5t AF&AHE CHAISH0 AMH|ANIM CHE AWS MHIA 2 S &5H7| {6 2

Qe ZE WetES ZEELICH

LIQE MBS £502 F71e LRI QIO T2 MH|A @474 282 AppFabrice O &H MM E 4
U&LICH AppFabricOll M AMH|A @174 g ol HEHE HO|St2E CH2 A ™O|Z|X| ot 2 §, AppFabric
Ot S As 8 e £ Q&LICH Ho|El HEtols AlZ| MHainL Het 20| £ & T|H, o HEh &=
2 CIE IAM QIE{E|of| @1Z2E £ giaLICt

HA] 28 BIAAE AXE Fof0 MH|A 38 A S AMKE &= QU&LICH Ol A st 2(A A0 CH
gt AN A HetE BFO|ZE A" = 7| HE ol AppFabric El&A7F 25 FL|CH

MH|A 914 et 2 X|5t= CHE MH[A0| CHEF REM|EH LI 2 AWS IAMS 2 2 d5t= MH|AE F
Z5t0 MH|A A48 & Aol of| 2l MH[AE R&LICH ST AMH|A0 CHE MH|A @3 e MY
ME BEodH of 23 8 MEiFrLICE

MH|A A dg AL 235
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabxric:GetAppAuthorization",
"appfabric:GetAppBundle",
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"

"Sid": "S3ReadAccess",
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1lMyBuckets"
]I

"Resource": "*"

"Sid": "FirehoseReadAccess",
"Effect": "Allow",
"Action": [

"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateServicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

3,

"Resource": "arn:aws:iam::*:role/aws-service-role/
appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}
}
},
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
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"Resource":

"arn:aws:s3:::*/AWSAppFabric/*",

"Condition": {
"StringEquals": {"s3:ResourceAccount”: "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecord",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase”: {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/appfabric/latest/api/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:15Z7",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {

"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
.
"responseElements": {

"appBundle": {

arn": "arn:aws:appfabric:us-

east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {

"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr"
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"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",

"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

},

"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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