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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Integrations.AutoScaling.html
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AWS Compute OptimizerE S EQI5t2{ 0| IAM & 0| 2 grL|C}.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/compute-
optimizer.amazonaws.com/AWSSexrviceRoleForComputeOptimizer*",
"Condition": {"StringLike": {"iam:AWSServiceName": "compute-
optimizer.amazonaws.com"}}
}I
{
"Effect": "Allow",
"Action": "iam:PutRolePolicy",
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/compute-
optimizer.amazonaws.com/AWSSexviceRoleForComputeOptimizer"
}I
{
"Effect": "Allow",
"Action": "compute-optimizer:UpdateEnrollmentStatus"”,
"Resource": "*"
}
]
}
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

Compute Optimizerol CHEH 2424 of x|
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"Resource": "arn:aws-cn:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSSexrviceRoleForComputeOptimizexr*",
"Condition": {"StringLike": {"iam:AWSServiceName": "compute-
optimizer.amazonaws.com"}}
},
{
"Effect": "Allow",
"Action": "iam:PutRolePolicy",
"Resource": "arn:aws-cn:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSServiceRoleForComputeOptimizer"
},
{
"Effect": "Allow",
"Action": "compute-optimizer:UpdateEnrollmentStatus",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:DescribeOrganization",
"Resource": "*"
}

= &1™ Compute Optimizerdd| CHEF HAM|A HEFS 2045t= H™M AWS A

ChS HHMER ST 4™ AWS HHol Compute Optimizerofl CHEF TA| AAM|A HEHS F0q

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"compute-optimizer:*",
"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ecs:ListServices",
"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",

Compute Optimizerod| CHet X424 of| x|
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1,

"autoscaling:DescribeAutoScalingInstances",
"lambda:ListFunctions",
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData"

"Resource": "*"

Che HMES 52 A AWS Aol Compute Optimizerofl CHeH 17| & AM A

ro
mjo
I
o
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"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": [

"compute-optimizer:GetEnrollmentStatus”,
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:GetRecommendationSummaries",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetEC2RecommendationProjectedMetrics”,
"compute-optimizer:GetAutoScalingGroupRecommendations"”,
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:DescribeRecommendationExportJobs",
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:GetECSSexviceRecommendations",
"compute-optimizer:GetECSServiceRecommendationProjectedMetrics”,
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendationProjectedMetrics”,
"compute-optimizer:GetIdleRecommendations",
"ec2:DescribeInstances",

"ec2:DescribeVolumes",

"ecs:ListServices",

Compute Optimizerol CHEH 2424 of x|
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1,

"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"lambda:ListFunctions",
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters"

"Resource": "*"

e

0
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"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": [

"compute-optimizer:*",
"ec2:DescribelInstances",
"ec2:DescribeVolumes",

"ecs:ListServices",

"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"lambda:ListFunctions"”,
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData",
"organizations:ListAccounts",
"organizations:DescribeOrganization"”,
"organizations:DescribeAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:RegisterDelegatedAdministratox",

Compute Optimizerol CHEH 2424 of x|
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"organizations:DeregisterDelegatedAdministrator"

1,
"Resource": "*"
}
]
}
CIS HMES T X o] 2| Aol Compute Optimizerol| CHEH U7 M HAM|A HEHS HoighLCt
JSON

"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": [

"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:GetEnrollmentStatusesForOrganization",
"compute-optimizer:GetRecommendationSummaries",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetEC2RecommendationProjectedMetrics”,
"compute-optimizer:GetAutoScalingGroupRecommendations"”,
"compute-optimizer:GetEBSVolumeRecommendations"”,
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:GetECSServiceRecommendations",
"compute-optimizer:GetECSServiceRecommendationProjectedMetrics”,
"compute-optimizer:GetRDSDatabaseRecommendations"”,
"compute-optimizer:GetRDSDatabaseRecommendationProjectedMetrics”,
"compute-optimizer:GetIdleRecommendations”,
"ec2:DescribeInstances",

"ec2:DescribeVolumes",

"ecs:ListServices",

"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"lambda:ListFunctions",
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData",

"organizations:ListAccounts",

Compute Optimizerol CHEH 2424 of x|
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"organizations:DescribeOrganization",
"organizations:DescribeAccount”,
"organizations:ListDelegatedAdministrators",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters"

1,

"Resource": "*"

Compute Optimizer & At 7|2 HHEE #elgd & Ue HHA HELE F04317] ¢

3 x4%H
- O 1

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"compute-optimizer:DeleteRecommendationPreferences"”,
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:PutRecommendationPreferences"

]I

"Resource": "*",

"Condition" : {

"StringEquals" : {
"compute-optimizer:ResourceType" : "Ec2Instance"
}
}
}

Compute Optimizerol CHEH 2424 of x| 29
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EC2 Auto Scaling 1501 CHSHAEF HE At 7|2 dHE 2eElg & U HMA HEF F0od
JSON
{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"compute-optimizer:DeleteRecommendationPreferences",
"compute-optimizer:GetEffectiveRecommendationPreferences”,
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:PutRecommendationPreferences"

1,

"Resource": "*",

"Condition" : {

"StringEquals" : {
"compute-optimizer:ResourceType" : "AutoScalingGroup"
}
}
}
]
}
RDS QIAEIAO CHEH HF AFEH 7|82 MRIBH ZHEIE 4 Qs AMIA HEF Hof

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"compute-optimizer:DeleteRecommendationPreferences"”,
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:PutRecommendationPreferences"

1,

"Resource": "*",

Compute Optimizerol CHEH 2424 of x| 30
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"Condition" : {

"StringEquals" : {
"compute-optimizer:ResourceType" : "RdsDBInstance"

e
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|

A8 dBMoIM 2rE[e HAT QIEel A E HASAL.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue*"
]I
"Resource": "arn:aws:secretsmanager:*:*:secret:ApplicationInsights-*"
}
]
}

Compute Optimizerod| CHet X424 of| x|
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https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_managed-vs-inline
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"applicationinsights:*",
"iam:CreateServicelLinkedRole",
"iam:ListRoles",
"resource-groups:ListGroups"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "compute-optimizer:*",
"Resource": "*"
}
]
}
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AtSsHE 2IE S ol Al
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« S8 A3 AWS Hl=Hoil CHEH Compute Optimizer Automationo| CHEFH ]| HA| =
A4 RH
=l |
- 52 A3 AWS Aol CHEH Compute Optimizer Automationo| Ciet 17|
0{5t= A
o X 9| 2| HE0l|l Compute Optimizer AHS3H01| CHEF A HMA HEHS F0
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CtE M 22 A ™ol cHall RtS3HE &5t EL(ct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation",
"Condition": {"StringLike": {"iam:AWSServiceName": "aco-
automation.amazonaws.com"}}
I,
{
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:AttachRolePolicy"
A,
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation"
iy
{
"Effect": "Allow",
"Action": "aco-automation:UpdateEnrollmentConfiguration",
AtsstE fI8t H& of | 33
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"

AWS Compute Optimizer
"Resource":

}
Z A ™uto| X S3HE E/Est ot EH
Che MM 22 x = MAo|M AHESHE BAdstetLic
{
"2012-10-17",
"aco-

L

"Version":
"Statement":

"Effect":

{
"Allow",
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation",

"iam:CreateServicelinkedRole",
"arn:aws:iam::*:role/aws-service-role/aco-

"Action":
"Resource":
"Condition": {"StringLike": {"iam:AWSServiceName":

automation.amazonaws.com"}}
},
{
"Effect": "Allow",

"Action": [
"iam:PutRolePolicy",
"iam:AttachRolePolicy"
"arn:aws:iam::*:role/aws-service-role/aco-

]I

"Resource":

automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation
"Action": "aco-automation:UpdateEnrollmentConfiguration",

iy
"Allow",

{
"Effect":
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "aco-automation:AssociateAccounts",
"Resource": "*"
.
{
AHSEHE e HA oA 34
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"Effect": "Allow",

"Action": "aco-automation:DisassociateAccounts",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "aco-automation:ListAccounts",
"Resource": "*"
}
]
}
S22 A3iEE AWS H|H0i CH3H Compute Optimizer Automation0i] CHEF & YA A H
B2 Roists M
ChS Y2 52 Ass AWS H -0l ChEt Compute Optimizer AutomationOl CHEF TR M| A HEt
£ FoigLct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aco-automation:*",
"ec2:DescribeVolumes"
1,
"Resource": "*"
}
]
}
=& M™HE AWS Ao Chdlil Compute Optimizer Automation0f| CHEH 217 TE UA
A MBHE Roists HAY
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{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"aco-automation:GetEnrollmentConfiguration",
"aco-automation:GetAutomationEvent",
"aco-automation:GetAutomationRule",
"aco-automation:ListAutomationEvents",
"aco-automation:ListAutomationEventSteps",
"aco-automation:ListAutomationEventSummaries",
"aco-automation:ListAutomationRules",
"aco-automation:ListAutomationRulePreview",
"aco-automation:ListAutomationRulePreviewSummaries",
"aco-automation:ListRecommendedActions",
"aco-automation:ListRecommendedActionSummaries",
"aco-automation:ListTagsForResource",
"ec2:DescribeVolumes"

1,

"Resource": "*"

[

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aco-automation:*",
"ec2:DescribeVolumes",
"organizations:ListAccounts",
"organizations:DescribeOrganization",
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"organizations:DescribeAccount",
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministrators",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*"

[

i
o
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aco-automation:GetEnrollmentConfiguration",
"aco-automation:GetAutomationEvent",
"aco-automation:GetAutomationRule",
"aco-automation:ListAccounts",
"aco-automation:ListAutomationEvents",
"aco-automation:ListAutomationEventSteps",
"aco-automation:ListAutomationEventSummaries",
"aco-automation:ListAutomationRules",
"aco-automation:ListAutomationRulePreview",
"aco-automation:ListAutomationRulePreviewSummaries",
"aco-automation:ListRecommendedActions",
"aco-automation:ListRecommendedActionSummaries",
"aco-automation:ListTagsForResource",
"ec2:DescribeVolumes"

1,

"Resource": "*"
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AWS £2|& H3: ComputeOptimizerServiceRolePolicy

ComputeOptimizerServiceRolePolicy #2|& M2 Compute Optimizer7P A XS Cf 215104
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- organizations - AWS ZZ|o| #2Z| A& 0| =Z|o|] HH 7S Compute Optimizerol S E Q5T
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 cloudwatch - CloudWatch 2lA&A X|EE EM5t 10 Compute Optimizer ElAA HE ALE S M
g SMo =z Y x|Eo CHEt HMA HEtS FofFLICt

=
* autoscaling - A& 2 @Il EC2 Auto Scaling 1 & %! EC2 Auto Scaling 1 & 2| QIAE A0f CHE
MM A HEHS FO0ELICH

« Ec2 - Amazon EC2 QIAEIA S 2 F 0 CHEE HMA HEHS 204 LICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ComputeOptimizerFullAccess",
"Effect": "Allow",
"Action": [
"compute-optimizer:*"
]I

"Resource": "*"

Y,

(ot

AWS 2|3 H2H: ComputeOptimizerServiceRolePolicy 39



AWS Compute Optimizer Add a permission2|

"Sid": "AwsOrgsAccess",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSSexrviceAccessForOrganization",

"organizations:ListDelegatedAdministratoxrs"

]I

"Resource": [
wan

]

}I
{

"Sid": "CloudWatchAccess",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:DescribeAlarms"

1,

"Resource": "*"

},
{

"Sid": "AutoScalingAccess",

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribePolicies",

"autoscaling:DescribeScheduledActions"

]I

"Resource": "*"

}I
{
"Sid": "Ec2Access",
"Effect": "Allow",
"Action": [
"ec2:DescribelInstances",
"ec2:DescribeVolumes"

1,

"Resource": "*"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ComputeOptimizerFullAccess",

"Effect": "Allow",

"Action": [

"compute-optimizer:*"

]I

"Resource": "*"

}I
{

"Sid": "AwsOrgsAccess",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"”,
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": [
wxn

]

}I
{

"Sid": "CloudWatchAccess",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData"

]I

"Resource": "*"

}
]
}

AWS £2|& H3: ComputeOptimizerReadOnlyAccess

ComputeOptimizerReadOnlyAccess E&MZ |AM IDOY| GAZE & Ql&LCt.
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Ol %42 IAM AL RO Compute Optimizer Bl44 M3 AFEE & 4 9l 47| T8 Hitg 2of
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* compute-optimizer - Compute Optimizer 2|4 HE Aol CHEF 27| & AMA HEFE 7
o4& L|Ct.

* ec2 - Amazon EC2 QIAEIA 2l Amazon EBS &0 CHEt 217 M E H

* autoscaling - EC2 Auto Scaling 2 &0 CHEt 17| ™

 lambda - AWS Lambda & & g F+4doi CHet ¢47| ™

» cloudwatch - Compute Optimizer7t X|#3t= 2|4 72| Amazon CloudWatch X|E Ef| O[E{o]
CHEH 917| 18 HM|A FHEtE FofgtLct.

-« organizations - AWS Z /9| HItH Ao Cht el7| ™
- ecs - Fargate2| Amazon ECS MH|A0| CHEH A

e rds — Amazon RDS QIAEIA QI Zp{AE{0o] CHEF 47| ™

>
i
_O'E
Olo Mo ofo

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"compute-optimizer:DescribeRecommendationExportJobs",
"compute-optimizer:GetEnrollmentStatus"”,
"compute-optimizer:GetEnrollmentStatusesForOrganization",
"compute-optimizer:GetRecommendationSummaries",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetEC2RecommendationProjectedMetrics”,
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations"”,
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:GetRecommendationPreferences",
"compute-optimizer:GetEffectiveRecommendationPreferences”,
"compute-optimizer:GetECSServiceRecommendations",
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"compute-optimizer:GetECSSexviceRecommendationProjectedMetrics",
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-
optimizer:GetRDSDatabaseRecommendationProjectedMetrics",
"compute-optimizer:GetIdleRecommendations",
"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ecs:ListServices",
"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"lambda:ListFunctions"”,
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData",
"organizations:ListAccounts",
"organizations:DescribeOrganization"”,
"organizations:DescribeAccount”,
"rds:DescribeDBInstances",
"rds:DescribeDBClusters"
1,
"Resource": "*"
}
]
}

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"compute-optimizer:DescribeRecommendationExportJobs",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:GetEnrollmentStatusesForOrganization"”,
"compute-optimizer:GetRecommendationSummaries",
"compute-optimizer:GetEC2InstanceRecommendations",
"compute-optimizer:GetEC2RecommendationProjectedMetrics",
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations"”,
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"compute-optimizer:GetLambdaFunctionRecommendations”,
"compute-optimizer:GetECSSexrviceRecommendations",
"compute-optimizer:GetECSSexviceRecommendationProjectedMetrics",
"compute-optimizer:GetLicenseRecommendations",
"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ecs:ListServices",
"ecs:ListClusters",
"autoscaling:DescribeAutoScalingGroups",
"lambda:ListFunctions",
"lambda:ListProvisionedConcurrencyConfigs",
"cloudwatch:GetMetricData",
"organizations:ListAccounts",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
]I

"Resource": "*"
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2
2

: B E AWS 2|AA0] CHEt autoscaling:DescribeScheduledActions
- 2 E AWS 2|A A0 CHEt ec2:DescribeInstances

: 2 E AWS 2[A A0 CHEt ec2:DescribeSnapshots

|
2 e

2
104

: B E AWS 2|AA0]| CHE ec2:DescribeVolumesModifications

2
2

- B AWS B|AA0| CHE ec2:CreateVolume

: 2 E AWS 2lAA0f CiEt ec2:ModifyVolume

: 2 E AWS 2lAA CiEt ec2:DeleteVolume

: 2 E AWS 2[&A0] CHE ec2:CreateSnapshot
- 2 E AWS BlAA CiEt ec2:createTags

e R v |
2 1 e

2
104

2
4

: 2 E AWS EB|AAec2:DescribeNatGatewaysOil CHEH.
: B E AWS Z2|AAec2:DescribeRouteTablesoil CHEH.

B E AWS 2|AAelasticache:DescribeCacheClustersod CH3H.

|
e 12

2
2

: B E AWS 2|AAelasticache:DescribeServerlessCachesOd CH3H.

2
2

: 2 E AWS E2lAAmemorydb:DescribeClustersod CHEH.
: B E AWS E|AArds:DescribeDBClustersoil CHEH.

: B E AWS E|AAdynamodb:ListTablesoll CHEH.

: 2E AWS E2lAAdynamodb:DescribeTableod CHEH.

: @ E AWS 2lAAworkspaces:DescribeWorkspacesOil CHEH.
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2
2

2
2

- B E AWS 2|AAworkspaces:DescribeWorkspacesConnectionStatusOil CH3H.

2

- 2 E AWS 2lAAsagemaker:ListEndpointsOil CHEH.
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: 2 E AWS 2lAAsagemaker:DescribeEndpoint0il CHEH.
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JSON

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSSexrviceRoleForComputeOptimizexr*",
"Condition": {"StringLike": {"iam:AWSServiceName": "compute-
optimizer.amazonaws.com"}}
},
{
"Effect": "Allow",
"Action": "iam:PutRolePolicy",
"Resource": "arn:aws:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSServiceRoleForComputeOptimizer"
},
{
"Effect": "Allow",
"Action": "compute-optimizer:UpdateEnrollmentStatus",
"Resource": "*"
}
]
}
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws-cn:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSSexrviceRoleForComputeOptimizer*",
"Condition": {"StringLike": {"iam:AWSServiceName": "compute-
optimizer.amazonaws.com"}}
}I
{
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"Effect": "Allow",

"Action": "iam:PutRolePolicy",
"Resource": "arn:aws-cn:iam::*:role/aws-service-role/compute-
optimizer.amazonaws.com/AWSServiceRoleForComputeOptimizer"
},
{
"Effect": "Allow",
"Action": "compute-optimizer:UpdateEnrollmentStatus",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:DescribeOrganization",
"Resource": "*"
}
]
}
IAM AIE{E|7} MH|A 44 dg g dEE = UTSF 535tcdH
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{

"Effect": "Allow",

"Action": "iam'CreateServiceLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/*"
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-

automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation",

"Condition": {"StringLike": {"iam:AWSServiceName": "aco-
automation.amazonaws.com"}}
},
{
"Effect": "Allow",
"Action": "iam'PutRolePolicy"
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation"
}

-
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"agent": {
"metrics_collection_interval": 60,
"run_as_user": "root"

},

"metrics": {

"namespace": "CWAgent",
"append_dimensions": {
"InstanceId": "${aws:InstanceId}"
.
"metrics_collected": {
"mem": {
"measurement": [
"mem_used_percent"
1,

"metrics_collection_interval": 60
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* nvidia_smi_utilization_gpu
* nvidia_smi_memory_used
* nvidia_smi_encoder_stats_session_count

* nvidia_smi_encoder_stats_average_fps
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* nvidia_smi_temperature_gpu

HUAHO|AME Instanceld AP index XH240| E & |o{of rL|Ct. O|2{8t RH#40| F=F | Lt
MEXF XY R O|E2 2 Ho{M0|= ZAL Compute Optimizer= QAEA S| GPU AFE & H|O|E{E

+2e £ aLich HYAaH oA L %2 CloudWatch MO|ME 74 mhof Holz|o] Ql&LICH

AtAMIEH LHE & Amazon CloudWatch AH& A-E A 2| CloudWatch 0|0|HE F4 npl Mg A

& 7152 AH835104, Datadog, 2| 47t X| ZHEH M XF & StLIOIM EC2 HZE| AAEE
Compute Optimizer st =5 & T /& < Dynatrace Instana{&L|CtNew Relic. 2|5
3t5tH Compute Optimizer= CPU, C|A 3, HERZ, 10 & X2|F IO|E 2o 2|

IEE XIEE BEMSto{ EC2 MY T 7| 2 TH At S e LICH o8t BY A
FIHHIS LA FSE I5E MSE = UAELICH KpAMEH 82 2/F X% & EHHE HZ

Compute Optimizer= EBS 2 &AM CtZ 3 Z'2 CloudWatch X|E& EA9gfLICt

XE =k

VolumeReadBytes EBS 2&2| =9 27| H}O|E =&lL|Ct
VolumeWriteBytes EBS 252 =Y M 7| HIO|E +&LCt
VolumeReadOps EBS &9 x4 7| & =lL|Ct
VolumeWriteOps EBS 282 =T M7| &2 =L|Ct

Ol|z48t X|ZE o CHEt REMIEH L& 2 Amazon Elastic Compute Cloud AH® A A Q| Amazon EBSO]| CH
$t Amazon CloudWatch X|E & & X 3IMI2.

o
I
Ral
[
>
ita}
I
0x

63


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using_cloudwatch_ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using_cloudwatch_ebs.html

AWS Compute Optimizer Add a permission2|

Lambda &+ X|E

Compute Optimizer= Lambda & 0i| A Ct& 1t Z2 CloudWatch X| £ & 2448 LICt

INE:3 =k
Invocations H3HQ A g 27T YAlE dAS ZESto e IS

Duration &4+ A7 O|HEE ®2|6t= o AH|stE AlZHLICE.
Errors g 77 LME ZHH S EO| £AULICH &+ 2Fos =0
HtMSHE 04 2|2 Lambda HEF0i| M 2 A5HE of 2|7t E?:.*E'

Throttles MetEl Hd 22 23 Lot

ol2f#t K| ol CHEH KEAIBH LIR 2 AWS Lambda FHE R OHLEA 2| AWS Lambda B4 X|E &Hig &
ZML.

Compute Optimizer= O|ZH{eh X|E Q|ol= S 7|7t St ol HEE| AASES 2T LICH
Lambda & 2| HZ 2| AtEEo0i| CHEF REA[EH LI8 2 AWS 2| & HEHHA EET9|
CloudWatch Logs Insights& A& 8t AWS Lambda S2F 0|3 3! AWS Lambda
CloudWatch0i| A Lambda Insights AFE & & Z5HMI2.

HEE X} et A 2

d

Fargate2| Amazon ECS AH|A0| CHEH X| &

Compute Optimizer= Fargate2| Amazon ECS AMH|AO|AM CtE 2t 22 CloudWatch 2! Amazon ECS
A= E X|-“-E =IA-|oI-|_||_—_|._

NE: MY
CPUUtilization MH[A0IM A El= CPU 82| HIZ (%) ILICt.
MemoryUtilization MHE[A0M AE = HIEE|Q| HIZ(%) LT

Lambda &< X|E 64


https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://aws.amazon.com//blogs/mt/understanding-aws-lambda-behavior-using-amazon-cloudwatch-logs-insights/
https://aws.amazon.com//blogs/mt/understanding-aws-lambda-behavior-using-amazon-cloudwatch-logs-insights/
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-insights.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-insights.html

AWS Compute Optimizer Add a permission2|

olg4st X|Z of CHEt AEMIEH LI 2 AWS Fargate& Amazon CloudWatch AH& A A 2| Amazon
ECS CloudWatch X|E & & Z3HMIR.

x

A8 Az EQ o] 2lo|MAol CiEt X|E

Compute Optimizer= & & AZ EQ|0{ 2t0[MA0] CHEE HE At S MH5H7| fI5H CHE X[ R E BN
st|CH
= .

mssql_enterprise_features_used - A &l Microsoft SQL Server Enterprise 0|C|M 7|5 2]
lLict 7|s2 st 4Lt

rulo

- HIH{ & =2 98t 128GB ol el M2 2|

- 4874 0|4 2| vCPU

- O|O|E{HIO|A T} 5 71 0|42l Always On 7484 1
- HIS7| AN =XE

- 71T SHE

N
o

I

. H|S7| dlo|E{Ho|A O|z{Z

« tempdb HIZ 2| =23} M|EIC|O|E] & HEtHE
« R EEE Python &%

- P2P S5X

. BlAA HHL

Aurora & RDS Oi|O|E{H|O|A X|E
Compute Optimizer= Amazon Aurora & RDS Cl|O|E{#|O|A 2| C} & CloudWatch X|E& &A4gFL|Ct

RDS DB instances

Compute Optimizer= Amazon RDS DB QIAEA MM CHS Tt Z'2 CloudWatch X|EE 248
C}.
XE MY
CPUUtilization DB C.’_léE._‘léoﬂ MAE Sl &2 E HFE R HIZ (%)Y
L—IEF 0| X EE QIAEAN M O EE|7H0IME A=lst= O E

48 AZES)of 2to[ddAof CHEF X|E 65


https://docs.aws.amazon.com//AmazonECS/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com//AmazonECS/latest/userguide/cloudwatch-metrics.html

AWS Compute Optimizer Add a permission2|

INE:3 ME

DatabaseConnections DB QAR A0 AAE ZEI0[AE MMl =Lt

NetworkReceiveThro DB QIAEA A HESQT E=(T 2 HlO|EHIO[A EBY

ughput ot 2L EZ & =2X o AF2E Amazon RDS ESfZl 25 =
2

NetworkTransmitThr DB QIARA Sl HEQIT3 EiEl(mZ C|o|E{H|o|A Eey

oughput Zut ZLEE & SX0f ALE El Amazon RDS ECfE 25 £
&h.

ReadIOPS X3 B Cla&3 ¢47] /0 bk =

WriteIOPS EY BT Claz M7]1/0 bt =

ReadThroughput ZE ClAa30M el2 B HIO|E £=L]C.

WriteThroughput ZFY ClAa30| &2 B HIOIE =,

EBSIOBalance% RDS HIO|E{H|0|A 2| HAE HZIo Hot /e 110 22 ol
22LICH 7|2 ZLIEZ0|AEt Ol X|EE M8E = U&L
Ct.

EBSByteBalance% RDS Cl|O|E{H|0|A o] HAE H{Zof ot /= MEIF R

ol WEgelL|ct 7|8 DL O] X[ EE AFSE = QU

&Lct

FreeStorageSpace A& JtsEt AEE|X| 7 2 7|LCt

8}8t A< Compute Optimizer= Amazon RDS DB ¢!
EAA0f Performance InsightsE & 433} 5t24™ Amazon
Amazon RDSO{l Performance Insights A% 2! A&

Amazon RDS Performance Insights& &
ABAOI LIS X|ET EMELICH DB @l
Relational Database Service AH& M A Q|
xl-x °|.A-|| o

Ad
o
A

Aurora 2! RDS HO|E{#|0]A X|E 66


https://docs.aws.amazon.com//AmazonRDS/latest/UserGuide/USER_PerfInsights.Enabling.html

AWS Compute Optimizer Add a permission2|

XE =l

DBLoad ClOIE{HIO|A Q| MM & & &= LICH REAIEH LI 2 Amazon
Relational Database Service A2 MHEMO| H|O|E{H|0|A 2
CE HZTSIML.

0s.swap.in ClATM A E HEZEE| Y(KB)

0s.swap.out ClAaZ2 AZE & HEE Y(KB)

Amazon RDS X|Eof CHEt REAIEH LI Amazon Relational Database Service Al AHA{ 9|
F

Aurora DB instances

Compute Optimizeri= Amazon Aurora DB QIAEAO| CHEt CHF CloudWatch X|E& 2498 LICtH

XE A

CPUUtilization Aurora DB QIAEIAO| CPU Al E Q!L|C}.

DatabaseConnections C|O|E{H|O| A QIAEIA Q| CHEF 22I0|Q1E HEYX T 94 ¢
L|Ct.

NetworkReceiveThro Aurora DB S8{AEQ| Zt CIAEIA T EEI0|HE|M =415

ughput = HELZ MeIFLICt. o] M2[ZF oA Aurora DB 2 2{AH
O| QIAEIAQL BR{AEH =28 7t HERXZ ECiE2 HelEL
Ct.

NetworkTransmitThr Aurora DB E2H{AEQ| ZF QAR AT ZEI0|HMER ME5t=

oughput HEZ MEIZFLICE o] M2/Z oA DB E22{AE2| QA EH

A0 FHAE 28 ¢F HESIZ EcfE2 NLlFELCH

Aurora 2! RDS HO|E{#|0]A X|E 67


https://docs.aws.amazon.com//AmazonRDS/latest/UserGuide/USER_PerfInsights.Overview.ActiveSessions.html
https://docs.aws.amazon.com//AmazonRDS/latest/UserGuide/USER_PerfInsights.Overview.ActiveSessions.html
https://docs.aws.amazon.com//AmazonRDS/latest/UserGuide/metrics-reference.html

AWS Compute Optimizer

Add a permission2|

XE

StorageNetworkRead
Throughput

StorageNetworkWrit
eThroughput

AuroraMemoryHealth
State

AuroraMemoryNumDec
linedSqlTotal

AuroraMemoryNumKil
1ConnTotal

AuroraMemoryNumKil
1QueryTotal

Ad404
=o

DB 22{AE{9| ZF QIAEAT} Aurora 2AE2|X| 3+ AIAE| O]
M elstE WESIT Me|lZFuC.

Aurora DB 22{AE{9] Zt QIAEIA T} Aurora 2AE 2| K| 5% Al
AEHOCZ MES = WEXHT ME|ZFLCE.

HZ 2| AENE LEFAHLICH 0 ZF2 NORMALTE ZH&LCH 10 gt
O| RESERVEDS} Z 2 Mo 22| AFEZ 0| (A =& 0
7R QIS E olOlELct.

=

(@ Note
O| X|& & Aurora MySQLO{| 2t &

oo
o
r
o

HZ 2| #F(00M) 3|I|Z elei ZAE & 22| +=LCh

® Note
0| X|E= Aurora MySQLOi|2t M E[LIC}

@ Note
0| X|E &= Aurora MySQLO|2t M EL|C}.

r

OOM 3|I|Z Qs =& & F2| =LICh.

(® Note
0| X|Z &= Aurora MySQLO| 2t M EL|C},

Aurora 2/ RDS H|O|E{H|O|A R|E

68



AWS Compute Optimizer Add a permission2|

XE =k
ReadIOPSEphemeralS LA NVMe 2 EE[X|0f CHEt B ClA3 ¢17]1/0 & =L
torage Ct.

(® Note

O| K| 2= EZHE dZE H|F|e
o)

Flag Hzel azps
(NVMe) AE Z|X|2 x5t Q1A

=120 MR ELIC

WriteIOPSEphemeral LAl NVMe AEE[X|of| CHEt B ClAZ A47]1/0 2] =L
Storage Ct.

® Note
Ol X|g= 242 AdE H|zled H2E| dAaZEA
(NVMe) 2EZ|X|E X|ete QAHAN HEELI|CH

ReadIOPS ZE B C|AT /O A4t =o[X[EH 129 ZHEE F1 ¢{7(¢f
M7|E 2 B oo},
WriteIOPS ZFC MME| Aurora AEE|X| A7| B|ZE £LCH C|o|E{H]

O|AN o5 MMEI 23 M2 E £HCF BHL M&Lct ol=
8K H|O| x| A 7|0o] sHE5IX| tomM ME = HESQZ miZlol 51
=5t R| f &L,

KM LI 2 Amazon Aurora AR AH A 2] Amazon Aurora0l CHEF Amazon CloudWatch X|

Aurora® M5 7iM =20|2 &448t8t 22 Compute Optimizer= Aurora DB QIAEIAOf CHEF C}
2 XET EMELICE Aurora& 85 714 =< 0|8 8 438H5t2i™ Amazon Aurora AHE AdEA{ Q]
Aurora& ds JHM =20] 77| 2 17|18 HZESHAM L.

Aurora 2! RDS HO|E{#|0]A X|E 69


https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMonitoring.Metrics.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMonitoring.Metrics.html
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AWS Compute Optimizer Add a permission2|

INE: =ES

DBLoad C|O|E{H|O|A0f CHEF &4 MM =lL|CH LMo = AFEX}
= 24 Mol W Jis=of CHEt Clo|EHE &Lt ds 71
M ==20/0]M0| HIO|E{= db.load.avgZ #ZIELICt.

os.memory .outOfMem ofx|eh =& 7t Sot g et OOM *Z| =&l L|Ct.

oryKillCount

Aurora K| E0f Cigt REM|IEH LI Amazon Aurora AF2 A23 A 2| Amazon Aurora0ll CHEH | & &

=2 HEHM2.

Aurora DB clusters

Compute Optimizer= Amazon Aurora DB 2{AE{9Q| C}S CloudWatch X|EE £A48tLIC}.

yNE: A
VolumeReadIOPs 58 7+ Lol 28{AE &0 20| B1tE 17| 1/10 2

o =lL|Ct.

VolumeWriteIOPs 5E 7tZHo2 ENE|= Z0{AE EE0]| CHet WHE C|lAT A
71110 & =lLct.

(® Note
Compute Optimizer= 0|28t X|EE 244501 S8 7|7k S+2| I/O HIE ¢S EE FHE
LICt. Aurora DB 2H{AE AEZ|X| HE A2 QARA H|IE, AEEZ|X| HIE X /O HIS

EME 7o 2 ghLch

Aurora 2! RDS HO|E{#|0]A X|E 70


https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/metrics-reference.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/metrics-reference.html

AWS Compute Optimizer Add a permission2|

AWS Compute Optimizer CHA|EE Al S

Compute Optimizer 2& 2| CHA|E2E & A& o0 Aol M X|xlE Elas ol Cieh M3t 7|2
E Titst RM=2E HE = U&LICH CHAIEE0 = B AL AIY LW ALSE X|EE EAd5t01 M
|

TLTTIE o=
Hil= ohE HE7 EAIZ D oHY M2 T™HELICEH

=
- 2 7|5
- 85 MH 713
- BlaadH FME S
- HAIEE =7
2 713
o 713 o= Al 2lia20f CHE Compute Optimizer HE AL E FHHE d< HAE = U
£ & 0ld 2E USD 21 HE SO0 ZAIELICH 2laa RE Ee A LR oy 2 HE Y
£ EANSE S MEE + I&LICH HIE HAE ?lai ElaA& GotstedH A 7|27t 7tE 2 2la
A F0| UEQIE FAL
EC2& 0= £0{ JE EC2 QA A0 ofl ¢ B AN A MY 7|3 EC2 QAaBHA HE ALY I
O|x[2 of & 2 HAUHC #), oild 2 HAH(2C|ME) X HE 7[2|(%) Goil LiFE|o] AU&L
Choofled 2 HEAH AlMt dHE HIRE AtMet LI82 ol 2 oo 2 2 7|5 MEs Hzst
MNg.

/A Important

04| M Cost Optimization HubE & 435} 5+24 AWS Cost Explorer Compute Optimizer= §4
= gelo| £ El Cost Optimization Hub CIO|E{E A& 35t0{ HE ALE S MAdErLICH Cost
Optimization Hub7} & 438} £|X| ok 2 732 Compute Optimizer= Cost Explorer ClIO|E{Q} 2LC|
e = HEE Ar836t0o] HEY At E ddELICH RHAIEH LI 2 AWS Cost Management
A8 MHEM 2| Cost Explorer 24338} & Cost Optimization HubE & Z st A A|2.

H# 71z 71


https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
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Estimated savings opportunities ( Resource type 4 )

[ Savings type ]
RDS DB instance storage — — EC2 instances

Resource type

$3,296.68 USD

per month

RDS DB instances

Percent Estimated monthly savings Estimated monthly idle savings
31.31% $3,296.68 USD $888.40 USD
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Estimated performance improvement opportunities
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https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-ec2-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-asg-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-ebs-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-lambda-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-ecs-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-license-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-rds-recommendations.html
https://docs.aws.amazon.com//compute-optimizer/latest/ug/view-idle-recommendations.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using_cloudwatch_ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using_cloudwatch_ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-resize.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-resize.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modify-volume.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation",
"Condition": {"StringlLike": {"iam:AWSServiceName": "aco-
automation.amazonaws.com"}}
},
{
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:AttachRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation
.
{
"Effect": "Allow",
"Action": "aco-automation:UpdateEnrollmentConfiguration",
"Resource": "*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/aco-
automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation",
"Condition": {"StringLike": {"iam:AWSServiceName": "aco-

automation.amazonaws.com"}}
I
"Allow",

{
"Effect":
"Action": [
"iam:PutRolePolicy",
"iam:AttachRolePolicy"
"arn:aws:iam::*:role/aws-service-role/aco-

1,

"Resource":

automation.amazonaws.com/AWSServiceRoleForComputeOptimizerAutomation
"Action": "aco-automation:UpdateEnrollmentConfiguration",

iy
"Allow",

{
"Effect":
"Resource": "*"

I
"Allow",

{
"Effect":
"Action":
"Resource":

"aco-automation:AssociateAccounts",

" n

iy
"Allow",

{
"Effect":
"Action":
"Resource":

"aco-automation:DisassociateAccounts",
nmen

I
"Allow",

{
"Effect":

"Action": "aco-automation:ListAccounts",
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CPU usage

Threshold Info

Utilization threshold corresponds to the percentage of time that your workload should run under your utilization headroom.
(O P90 (least sensitive) () P95 © P99.5 (default: most conservative)

Headroom Info

Utilization headroom is added processing capacity beyond historical usage.

(O 0% (no added capacity) © 20% (default) (O 30% (high added capacity)

CPU utilization (simulated)

100%
80%
60%
40%

20°%

0%
t-14 t-13 t-12 t-11 t-10 t-9 t-8 t-7 t-6 t-5 t-4 t-3 t-2

14 days (Lookback Period)

== CPU utilization ee Threshold = Headroom

Data shown is representative and for illustrative purpose only.

In this example scenario, Compute Optimizer would provide upsizing recommendations.

In an actual deployment, given the threshold and utilization values you selected, Compute Optimizer would only generate recommendations that
allow CPU usage to remain 80% for up to 0.5% of the time.
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Preference level (Organization) All opted-in accounts a

of preferences for your ECZand Auto 3 All opted-in accounts

Choose account...

2B B Mol 8-

O| EtAHI| M= Compute Optimizer7t & 37| =& HE ALg 7
A&LICEH o & S04 0|2 SE(HXILoF E8) 21X & 0|5

3t &
=2 T
= ™ol s 2ol M ELCt

o

HIE 37| =™ HE A

o2

7|2 ™ol 2|HE Helg dYstdH

-

https://console.aws.amazon.com/compute-optimizer/0| A Compute Optimizer 2& & JLIC}.

B A HollM SHHE Z7| ZHE MEELICH

Blas 98 EEDE HiolM Hots 244 S

mo
rx
i
o
r
ful

ZHE 37| 2 7|2 48 Ho|X[oMH HES HEEhLCE

2

QT Mol et ZE 2 E= AASAF XY 2lTE MEfELICH
.l

AR RH 2
stct ag|lzn

mEEA

Mgt 27| =Y 718 48 xIE 181


https://console.aws.amazon.com/compute-optimizer/

AWS Compute Optimizer
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() Any region

Compute Optimizer applies rightsizing recommendation
preferences to all available Regions.

© Custom regions
Compute Optimizer only applies the rightsizing
recommendation preferences for the Regions you specify.

Regions

B Select all enabled regions for this account

[ US East (N. Virginia)

Asia Pacific (Singapore)

US East (Ohio)

[] Asia Pacific (Mumbai)

[[] Asia Pacific (Sydney)

[] US West (Oregon)

[] Asia Pacific (Osaka-
Local)

[[] Asia Pacific (Tokyo)

US West (N. California)

Asia Pacific (Seoul)

Canada (Central)

EU (Frankfurt) EU (lreland)

EU (Paris) EU (Stockholm)

EU (London)

South America (Sao
Paulo)

3EA: ME EC2 RQUIAEA K|

o

Che Aol mhet ZElo] M HA E= JHE AWS A AKXl Cish Hats eIARA R8T 37|
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() Any instance type

when generating recommendations.

Compute Optimizer considers all instance types and sizes

© Limit to specific instance types and sizes
Choose the EC2 instances you want in your recommendation
output.

Preferred instance types and sizes (651/6

5

1)

| Search by instance farmilies

| Q. Find instance types

Instance type & Instance size #
cl All available sizes
c3 All available sizes
cd All available sizes
c5 All available sizes
c5a All available sizes
c5ad All available sizes
c5d All available sizes
4. (ME AR Z QIARIA R¥O[ 37|E XHste{H OS2 & LICH
1. §istE QIAEA SHo|M BZ ofo|2 S MeABLICH
2. ¢I5ix| b QIAEIA T7(0IA XB MHEtLIC)
3. VB Meistod M4 olstLct
5. (&= ALE) Compute Optimizerof A ME4EE QIARIA WAE[O| F¥&F HE S S22 = 1EqsHX|
AT otc{H MEiEE QIARA IHAE[o| &F HYE XI& 1eiE DA
mé&idn All available sizes
Automatically consider future variations of the instance families selected @)
Cancel MNext
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6. Next(CS)E& ME{ELICH

Ct2 MRS AF26t0d AL AL K| HEF AL MAdst [ Compute Optimizeroll M AFE & Sl 7|7Hn}
CPU X HZE MEE 7|2 M-S XI™HELICH

4 7|Zho CcPU R HIZ 2| 7|8 dEE X stedH

Hu
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. 9320l B4 J|ZHRE VI5)2 AL ST HAE QL KIE VI NS HAEsHok B
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gt

Utilization presets
Choose a preset to configure your CPU and memory usage preferences.

(O Max savings ] [ (O Balanced ] [ © Default ] [ (O Max performance ]
CPU usage
Threshold info
Utilization threshold corresponds to the percentage of time that your workload should run under your utilization headroom.
(O P90 (least sensitive) O P95 © P99.5 (default: most conservative)

Headroom Info

Utilization headroom is added processing capacity beyond historical usage.

(O 0% (no added capacity) © 20% (default) () 30% (high added capacity)
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Enhanced infrastructure metrics Inferred workload types External metrics ingestion Savings estimation mode

Enhanced infrastructure metrics - paid feature info Preference level (Organization) ‘ All opted-in accounts a ‘ ‘ Edit ‘

Enhanced infrastructure metrics is a paid feature that you can activate to extend your metrics analysis lookback period from 14 days to 93 dayg  all opted-in accounts

[ Choose account... ]

Resource type Region Status

EC2 Instances (including standalone US East (N. Virginia) © Inactive
and ASG instances)
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External metrics ingestion info Preference level (Organization) ‘ All opted-in accounts & ‘ Edit ‘
To improve your EC2 rightsizing recommendations with memory utilization, you can configure Compute Optimizer to ingest EC2 memory utilizati All opted-in accounts llmetrics
source.
l Choose account... ‘
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External metrics ingestion info

Preference level (Organization) All opted-in accounts ¥ ‘ | Edit |
To improve your EC2 rightsizing recommendations with memory utilization, you can configure Compute Optimizer to ingest EC2 memory utilization metrics from your preferred external metrics source

@ Make sure that you have completed the configuration process with Datadog.

‘ [@ Configure with Datadog ‘

External metrics source
Datadog [
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« myRegiong AA AWS BTS2 HIELICH
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« ExternalMetricsProviderE siiE 2|8 X|E

OK

=AtZ HhEL(CH

aws compute-optimizer put-recommendation-preferences --region myRegion --

resource-type=Ec2Instance --scope='{"name":"AccountId", "value":"123456789012"}"'
--external-metrics-preference="'{"source":"ExternalMetricsProvider"}'
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External metrics ingestion info Preference level (Organization)

All opted-in accounts w H Edit |

To improve your EC2 rightsizing recommendations with memory utilization, you can configure Compute Optimizer to ingest EC2 memory utilization metrics from your preferred external metrics source

@ Make sure that you have completed the configuration process with Datadog.

‘ [@ Configure with Datadog ‘

External metrics source

Datadog [
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aws compute-optimizer delete-recommendation-preferences --

region myRegion --resource-type=Ec2Instance --recommendation-preference-

names="'["ExternalMetricsPreference"]' --scope='{"name":"AccountId",
"value":"123456789012"}"
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Enhanced infrastructure metrics Inferred workload types External metrics ingestion

Savings estimation mode

Inferred workload type info Preference level (Organization)

All opted-in accounts & H Edit ‘

Compute Optimizer infers the applications that might be running on your AWS resources which helps you identify the migration effort based ¢ All opted-in accounts
Choose account...

Region Status

US East (N. Virginia) @ Active

US East (Ohio) © Inactive
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Enhanced infrastructure metrics Inferred workload types External metrics ingestion Savings estimation mode

Savings estimation mode info

You can allow member accounts in specific AWS Regions to receive recommendations with specific discounts.

Region Status

US East (N. Virginia) ® Active
US East (Ohio) ® Active
US West (Oregon) ® Active
US West (N. California) © Inactive

2 243 AWS 2|1 g€ E MEiELICH O o
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Savings estimation mode

Region Activate
US East (N. Virginia)

US East (Ohio)

US West (Oregon)

US West (N. California) (]

Asia Pacific (Mumbai) ]

Asia Pacific (Osaka-Local)

Asia Pacific (Seoul)
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Organization opt-in by account (3/3) info
Q, Search by account ID ‘ Opt-in status: All statuses v 1 @

Account ID v | Opt-in status v ‘ Status description v ‘ Last modified v
734862158247

O @ Active Opted in 18/10/2023, 03:56:54
D
698808747014

O @ Active Opted in 18/10/2023, 03:58:04
e i

O 464447557341 @ Active Opted in 18/10/2023, 03:56:43
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aws organizations register-delegated-administrator \
--account-id 123456789012 \

--service-principal compute-
optimizer.amazonaws.com
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3. CI=2 API &2 $&8LIC} 1234567890125 A1 IDE HFEL|C}.

aws organizations deregister-delegated-administrator \
--account-id 123456789012 \

--service-principal compute-

optimizer.amazonaws.com
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YA YENE 7t HZI0| H{E2{QIX| oR & FHlY - U&LICH

3. Ml EHmi HHEZ (PutObject & )2 Compute Optimizerdll LHELHZ| THU S HZlof Hg &= QU
£ ZE TES FofgLich

Olz{8t FEO| F2EILF HAO| HZ! 01 U M= Z4A) HEAZE L= 7| 2&0IM X%
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Xy
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@ Note
7|& HZloi stLt o|&fel HAMo| o|O| iAo /= B Compute Optimizer UM A E
BHEE S i Mol F7HLCH HA4st Het MEE BIHsH HA o HMASH= AFE XL

of| Al 248t X| = QlEfL|Ct.

A M 1 MEA S AL A

0lo
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"Statement":

{

[

"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
},
{
"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:GetBucketPolicyStatus",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
},
{
"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/optionalPrefix/

compute-optimizer/myAccountID/*",
"Condition": {"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "myAccountID"

},

"ArnLike": {

"aws:SourceArn": "arn:aws:compute-

optimizer:myRegion:myAccountID:*"

(@ Note

compute-optimizer/myAccountID/ T8

Sk

sz gl

Compute Optimizere X|

HHo
TE==

Ojo

}

A E MEX HEAto] 2B EIX| et&LICt.
MEFA| FIMEl= HZ! B29| optimizer/myAccountID/

208



AWS Compute Optimizer Add a permission2|

x| HFALE X|st x| gfeed® Ol HHE ALSELICH

S

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:GetBucketAcl",
"Resource'": "arn:aws:s3:::amzn-s3-demo-bucket"
}I
{
"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:GetBucketPolicyStatus",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
}I
{
"Effect": "Allow",
"Principal": {"Service": "compute-optimizer.amazonaws.com"},
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/compute-
optimizer/myAccountID/*",
"Condition": {"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": "myAccountID"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:compute-
optimizer:myRegion:myAccountID:*"
}
}
}
]
}
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£ Amazon S37} X|#ét= B KMS Z|LICH X[E2 AWS KMS THE R} LA o] 7| e E & X
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KMS 7|8 M8t & HE ALE LHE L7 (o] ArE&E S3 H{Zlo| H8#
Simple Storage Service AFE AHAMO| Amazon S3 7|& HZ! &35 EH35E AASHAML.
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THet2 HE ALY LHEUZ| ot E 45 3HEl S3 Ao MEE M nted S ZE35tst=s ST 20 AIEE
L[CF.
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£ ¥ 33st7| /et oloIH 7I1€ 7txE + A&LICt o|FEH otH LYZEE Hjo|H FA{o] HA
L3t MEE =8 = UA&LICH 2K et 2™ Amazon S37t LHELHZ| REE HE & LICY.
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"Sid": "Allow use of the key to Compute Optimizer",
"Effect": "Allow",
"Principal": {

"Service": "compute-optimizer.amazonaws.com"

b
"Action": [
"kms:GenerateDataKey",
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"kms:Decrypt"

1,
"Resource": "*",
"Condition": {"StringEquals": {
"aws:SourceAccount": "myAccountID"
1,
"StringlLike": {
"aws:SourceArn": "arn:aws:compute-

optimizer:myRegion:myAccountID:*"
}
}
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s3://amzn-s3-demo-bucket/OptionalPrefix/compute-optimizer/AccountId/AWS
Region-CreatedTimestamp-UniqueJobID.csv

s3://amzn-s3-demo-bucket/OptionalPrefix/compute-optimizer/AccountId/AWS
Region-CreatedTimestamp-UniqueJobID-metadata.json
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optimizer/111122223333/us-west-2-2020-03-03T133027-3e496c549301c8a4dfcsdX-metadata.json
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APl ZE 0| =
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APl ZE O|& =ES
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L|C}.
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APl ZE O|& =ES
RecommendationOptionsCpu Amazon ECS MH|A HE At S| CPU 27|
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&8 AZES|o{ 2to|dA HE AL
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AccountId

ResourceArn

LookbackPeriodInDays

LastRefreshTimestamp

Findings

FindingReasonCodes

NumbexOfCores
CurrentLicenseConfigurationInstanceType
CurrentLicenseConfigurationOperatingSystem
CurrentLicenseConfigurationLicenseName
CurrentLicenseConfigurationLicenseEdition
CurrentlLicenseConfigurationLicenseModel
CurrentLicenseConfigurationLicenseVersion
MetricsSource
RecommendationOptionsOperatingSystem
RecommendationOptionsLicenseEdition
RecommendationOptionsLicenseModel
RecommendationOptionsSavingsOpportunityPercentage
RecommendationOptionsEstimatedMonthlySavingsCurrency
RecommendationOptionsEstimatedMonthlySavingsValue

Tags
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Engine
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* MultiAZDBInstance

* ClusterWriter

* PromotionTier

* CurrentDBInstanceClass

* CurrentStorageConfigurationStorageType

* CurrentStorageConfigurationAllocatedStorage

* CurrentStorageConfigurationMaxAllocatedStorage

* CurrentStorageConfigurationIOPS

* CurrentStorageConfigurationStorageThroughput

* CurrentStorageEstimatedMonthlyVolumeIOPsCostVariation

* CurrentInstanceOnDemandHourlyPrice

* CurrentStorageOnDemandMonthlyPrice

* CurrentStorageEstimatedClusterInstanceOnDemandMonthlyCost
* CurrentStorageEstimatedClusterStorageOnDemandMonthlyCost
* CurrentStorageEstimatedClusterStorageIOOnDemandMonthlyCost
* LookbackPeriodInDays

« UtilizationMetricsCpuMaximum

« UtilizationMetricsMemoryMaximum

« UtilizationMetricsEBSVolumeStorageSpaceUtilizationMaximum
« UtilizationMetricsNetworkReceiveThroughputMaximum

« UtilizationMetricsNetworkTransmitThroughputMaximum

* UtilizationMetricsEBSVolumeReadIOPSMaximum

* UtilizationMetricsEBSVolumeWriteIOPSMaximum

« UtilizationMetricsEBSVolumeReadThroughputMaximum

« UtilizationMetricsEBSVolumeWriteThroughputMaximum

* UtilizationMetricsDatabaseConnectionsMaximum

« UtilizationMetricsStorageNetworkRecieveThroughputMaximum
« UtilizationMetricsStorageNetworkTransmitThroughputMaximum
« UtilizationMetricsAuroraMemoryHealthStateMaximum

* UtilizationMetricsAuroraMemoryNumDeclinedSqlMaximum
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UtilizationMetricsAuroraMemoryNumKillConnTotalMaximum
UtilizationMetricsAuroraMemoryNumKillQuexryTotalMaximum
UtilizationMetricsReadIOPSEphemeralStorageMaximum
UtilizationMetricsWriteIOPSEphemeralStorageMaximum
UtilizationMetricsVolumeBytesUsedAverage
UtilizationMetricsVolumeReadIOPsAverage
UtilizationMetricsVolumeWriteIOPsAverage

InstanceFinding

InstanceFindingReasonCodes

StorageFinding

StorageFindingReasonCodes

InstanceRecommendationOptionsDBInstanceClass
InstanceRecommendationOptionsRank
InstanceRecommendationOptionsPerformanceRisk
InstanceRecommendationOptionsProjectedUtilizationMetricsCpuMaximum
StorageRecommendationOptionsStorageType
StorageRecommendationOptionsAllocatedStorage
StorageRecommendationOptionsMaxAllocatedStorage
StorageRecommendationOptionsIOPS
StorageRecommendationOptionsStorageThroughput
StorageRecommendationOptionsRank
StorageRecommendationOptionsEstimatedMonthlyVolumeIOPsCostVariation
InstanceRecommendationOptionsInstanceOnDemandHourlyPrice
InstanceRecommendationOptionsSavingsOpportunityPercentage
InstanceRecommendationOptionsEstimatedMonthlySavingsCurrency
InstanceRecommendationOptionsEstimatedMonthlySavingsValue
InstanceRecommendationOptionsSavingsOpportunityAfterDiscountsPexrcentage
InstanceRecommendationOptionsEstimatedMonthlySavingsCurrencyAfterDiscounts
InstanceRecommendationOptionsEstimatedMonthlySavingsValueAfterDiscounts

StorageRecommendationOptionsOnDemandMonthlyPrice
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* StorageRecommendationOptionsEstimatedClusterInstanceOnDemandMonthlyCost
* StorageRecommendationOptionsEstimatedClusterStorageOnDemandMonthlyCost

+ StorageRecommendationOptionsEstimatedClusterStorageIOOnDemandMonthlyCost
* StorageRecommendationOptionsSavingsOpportunityPercentage

+ StorageRecommendationOptionsEstimatedMonthlySavingsCurrency

+ StorageRecommendationOptionsEstimatedMonthlySavingsValue

* StorageRecommendationOptionsSavingsOpportunityAfterDiscountsPercentage

* StorageRecommendationOptionsEstimatedMonthlySavingsCurrencyAfterDiscounts
+ StorageRecommendationOptionsEstimatedMonthlySavingsValueAftexDiscounts
 EffectiveRecommendationPreferencesCpuVendorAxrchitectures

« EffectiveRecommendationPreferencesEnhancedInfrastructureMetrics

« EffectiveRecommendationPreferencesLookBackPeriod
 EffectiveRecommendationPreferencesSavingsEstimationMode

* LastRefreshTimestamp

* Tags

75 2laAo ciet HE A ZHE

* AccountId

* ResourceArn

* ResourxrcelD

* ResourceType

* Findings

* FindingReasons

* RecommendationOptionsEstimatedMonthlySavingsCurrency
* RecommendationOptionsEstimatedMonthlySavingsValue
« UtilizationMetricsCpuMaximum

+ UtilizationMetricsMemoryMaximum

« UtilizationMetricsCpuMaximum

* UtilizationMetricsMemoryMaximum

 UtilizationMetricsNetworkInMaximum
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* UtilizationMetricsNetworkOutMaximum

* UtilizationMetricsEBSVolumeReadIOPSMaximum

« UtilizationMetricsEBSVolumeWriteIOPSMaximum
« UtilizationMetricsDatabaseConnectionsMaximum
* LookbackPeriodInDays

* LastRefreshTimestamp

* Tags

HEFCl|OfE md

g8 AsE o 20| ELIC HEEolE Thele LH_'?'_LH7| Hhlol XIEE 2D Bt 83 B
AT Abofl REHEILIC

HECIO|H mtdol= LHEH 2t F == Heof Cigh ChE 4ol & L|ch

O|& - LHELHZ| EE HE A

« NS - ALK A 2I5EE HE AR d o|F Lt
- Ci[O|E @Al - do| Oi|o|H AL
« Null - €0| nuld B2 ol &l EAFELICE

- Z - A Oo|E7 HREK| iR E LIEFHLICE.

CHS2 MIEtC| Ol mhol| Z&rls FE ol of Lt

"@context": [

"http://www.w3.0rg/ns/csvw"
1,
"url": "us-east-1-2020-05-18T0012297-f264881la-bfb3-4676-9b14-8d1243599ebb.csv",
"dc:title": "EC2 Instance Recommendations",
"dialect": {

"encoding": "utf-8",

"lineTerminators": [

m\n"
1,

"doubleQuote": true,
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"skipRows": @,
"header": true,
"headerRowCount": 1,
"delimitexr": ",",
"skipColumns": @,
"skipBlankRows": false,
"trim": false

iy

"dc:modified": {
"@value": "2020-05-20",
"@type": "xsd:date"

iy

"tableSchema": {
"columns": [

{

"name": "accountId",
"titles": "Account ID",
"datatype": "string",
"null": "",

"required": false

"name": "instanceArn",
"titles": "Instance Arn",
"datatype": "string",
"null": "",

"required": false

"name": "utilizationMetrics_CPU_MAXIMUM",

"titles": "Cpu Maximum Utilization Metrics",

"datatype": "double",
Ilnullll: IIII’

"required": false

"name": "recommendations_count",
"titles": "Number of recommendations",
"datatype": "integer",

"required": true

"name": "recommendationOptions_1_instanceType",

"titles": "Recommendation 1 Instance Type",
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"datatype": "integer",
Ilnullll: Illl’

"required": false

I

{
"name": "lastRefreshTimestamp_UTC",
"titles": "Last Resfreshed Timestamp UTC",
"datatype": "datetime",
"format": "yyyy-MM-dd HH:mm:ss",
"null": "",
"required": false

I

{
"name": "errorCode",
"titles": "Error Code",
"datatype": "string",
"required": true

I

{
"name": "errorMessage",
"titles": "Error Message",
"datatype": "string",
"required": true

}
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Solution
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Ir mlm
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Organizations At 2 CHE AWS MH|AQF AWS Organizations 7 A8 S XML, =E
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Solution
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Amazon S3 HHZlol| E2F Hets T IR HAFLICH KtAE LIE2 HE ALY LHIELHZ0l 7| &
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Amazon Simple
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Storage Service AF& AHEAM Q| Amazon S3 A E 2|X|0f| CHEF I{E 2] HM|A XIEFS
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LICE.

0
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Ch. LHELHZ| 2f 10| Mulist 3 ExportResourceRecommendations APIE CHA| &5 EM 2.
KEAMIEH L& 2 AWS Compute Optimizer API & Z 9| DescribeRecommendationExportJobsE & = 5t
M.
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC: john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-06T20:23:427",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2025-11-06T19:50:127",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "GetEnrollmentConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "2f3a4012-f005-4d83-9042-1639a80c54ce",
"eventID": "29ea5225-2dd6-486f-9bfe-caf7a81c3bab",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"errorCode": "ThrottlingException",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CH oAM= AccessDenied & A|@d5t= CloudTrail O|HEE E0{ELICT

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/ReadOnly/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/ReadOnly",
"accountId": "111122223333",
"userName": "ReadOnly"
.
"attributes": {
"creationDate": "2025-11-06T19:48:457",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2025-11-06T19:50:127",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "GetEnrollmentConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync

http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT

md/

os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "3f4a5013-f106-4e84-9143-1740b91d55df",
"eventID": "30fb6336-3ee7-597g-0cgf-dbg8b92d4chc”,
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:sts::111122223333:assumed-role/ReadOnly/john-doe
is not authorized to perform: aco-automation:GetEnrollmentConfiguration because no
identity-based policy allows the aco-automation:GetEnrollmentConfiguration action",

"requestParameters": null,
"responsekElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CH oAM= NetworkEvent & A|@d5t= CloudTrail O|HEE E0{ELICT
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC: john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-07T0Q4:23:51Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2025-11-05T20:23:487",
"eventSource": "aco-automation.amazonaws.com",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/OpenJDK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",

"requestID": "4g5b6024-g217-5f95-0254-2851c02e66eg",

"eventID": "41lgc7447-4ff8-608h-1dgh-ech9c@3e5dcd",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",

"eventName": "GetEnrollmentConfiguration",

"requestParameters": null,

"responseElements": null,

"sharedEventID": "c50cba87-2fb0-4458-b9fb-3c5e0f077718",
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"vpcEndpointId": "AWS Internal",
"vpcEndpointAccountId": "AWS Internal",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CZ oAM= GetEnrollmentConfiguration S A|945t= CloudTrail O|HEE Eo{&EL|Ct.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/
AuthenticatedComputeOptimizerRole/MettleCanary",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AROASVBPKTAKQR6L32DI4",
arn": "arn:aws:iam::111122223333:role/
AuthenticatedComputeOptimizerRole",

"accountId": "111122223333",

"userName": "Admin"

Iy

"attributes": {
"creationDate": "2025-11-05T20:23:457",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-05T20:23:4872",
"eventSource": "aco-automation.amazonaws.com",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
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os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-

BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "5h6c7135-h328-6ga6-1365-3962d13f77fh",
"eventID": "52hd8558-59gg9-719i-2ehi-fdi@dl4f6ede",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"eventName": "GetEnrollmentConfiguration",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHE oAM= ListAccounts & A|@d5t= CloudTrail O|HEE E0{ELICT

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/
AuthenticatedComputeOptimizerRole/MettleCanary",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/
AuthenticatedComputeOptimizerRole",
"accountId": "111122223333",
"userName": "AuthenticatedComputeOptimizerRole"
},
"attributes": {
"creationDate": "2025-11-05T20:23:457",
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"mfaAuthenticated":
}
}

.
"eventTime": "2025-11-05T20:23:
"eventSource": "aco-automation.
"awsRegion": "us-east-1",
"sourceIPAddress": "100.26.200.
"userAgent": "canary-generated

http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT

"false"

487",
amazonaws.com",

255",
aws-sdk-java/2.35.11 md/io#sync

md/

os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AWSLambdajaval7 m/E,N,i",

"requestID": "6i17d8246-1439-7hb7-2476-4073e249g88gi",
"eventID": "631e9669-6hh0-820j-3fij-gejle25g7fef",

"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId":
"eventCategory": "Management",
"eventName": "ListAccounts",
"requestParameters": {
"maxResults": 50
I
"responseElements": null,
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"111122223333",

"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CIS oM E GetAutomationRule &H¢d

£ A|9d5tE CloudTrail O|HEE Hoi&L|Ct

{

"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "abcdef©1234567890;",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"attributes": {
"creationDate": "2025-11-06T0Q4:19:487Z",
"mfaAuthenticated": "false"

}

}

.

"eventTime": "2025-11-06T04:24:017",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "GetAutomationRule",

"awsRegion": "us-east-1",

"eventTime": "2025-11-06T04:24:017",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "GetAutomationRule",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/OpenIDK64-

BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "7j8e9357-j540-8ic8-3587-5184f35h99hj",
"eventID": "74jf0770-71i1-931k-4gjk-hfk2f36h8gfg",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {

"ruleArn": "arn:aws:compute-optimizer::123456789012:automation-

rule/123AbcdEfGHil1jkL"
},
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.

com

CloudTrail 21

309



AWS Compute Optimizer

Add a permission2|

}

CHE o|Al= ListAutomationRules 22 A|QI5HE= CloudTrail O|HHEE E o4& LICTH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-06T04:19:48Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2025-11-06T04:21:597",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationRules",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/

http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT

os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-

BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "8k9f0468-k651-9jd9-4698-6295946i00ik",
"eventID": "85kgl881-8jj2-0421-5hkl-igl3g47i9hgh",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CtZ oMl= ListTagsForResource & A|Q15t= CloudTrail OHEE E0{EFL|Ct.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2025-11-06T04:33:00Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
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os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-

BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "910gl1579-1762-0ke@-5709-7306h57j11j1",
"eventID": "961h2992-9kk3-153m-6ilm-jhm4h58j0ihi",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management",
"requestParameters": {
"resourceArn": "arn:aws:compute-optimizer::111122223333:3utomation-
rule/@35Pcy46SStQHeQA"
I

"responseElements": null,

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CS oKX= ListAutomationRulePreview 2dE A|9d5t= CloudTrail O|HEE Eo{&LIC}.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef®1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T19:31:227",

CloudTrail 21

312



AWS Compute Optimizer Add a permission2|

"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-11-06T19:31:28Z7",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationRulePreview",

"awsRegion": "us-east-1",
"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "Om1h2680-m873-11f1-6810-8417i68k22km",
"eventID": "@7mi3003-0114-264n-7jmn-kin5i69k1jij",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true, Note: Please be mindful when interacting with displayed
links.
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"ruleType": "OrganizationRule",
"organizationScope": {
"accountIds": [
"535045952558"

},

"recommendedActionTypes": [
"UpgradeEbsVolumeType",
"SnapshotAndDeleteUnattachedEbsVolume"

1,

"criteria": {

"region": [{
"comparison": "StringEquals",
"values": [
"us-east-1",
"us-west-2"

11,

"resourceArn": [{
"comparison": "StringlLike",
"values": [
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Ilvol_ n

1]
.
"maxResults": 100
.
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",

"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"
}
}
CHE M= ListAutomationRulePreviewSummaries & A|915tE= CloudTrail O[HIEE 20
ZLich
{
"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T19:14:497",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T19:21:52Z",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationRulePreviewSummaries",
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"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/OpenJDK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",

"requestID": "1n2i3791-n984-2mg2-7921-9528j791331n",

"eventID": "18nj4114-1mm5-3750-8kon-1jo6j7012kjk",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",

"requestParameters": {
"ruleType": "AccountRule",
"recommendedActionTypes": [
"SnapshotAndDeleteUnattachedEbsVolume"

},
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHE o|Al= ListRecommendedActions 242 A|QI5tE= CloudTrail O|HEE Ho{&ELICEH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T0Q4:27:20Z",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListRecommendedActions",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/OpenJDK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "203j4802-0095-3nh3-8032-0639k80m44mo",
"eventID": "290k5225-2nn6-486p-9lop-mqp7k81m31kl",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

C2 olAlE ListRecommendedActionSummaries &2 A|945E CloudTrail O/HIEE Ho{&L|
Ct.

"eventVersion": "1.11",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-11-06T0Q4:19:487Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-11-06T04:31:597",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListRecommendedActionSummaries",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "3p4k5913-pl06-40i4-9143-1740191n55np",
"eventID": "30pl6336-3007-597q-0dqp-nrq8192n4mlm",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"
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}

CHE of|Xll= GetAutomationEvent 2 & A|QI5tE= CloudTrail O|HHEE Eo{&ELICTH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",

"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-06T04:19:48Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2025-11-06T04:25:20Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "GetAutomationEvent",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync

http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-

BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633

exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "4q516024-q217-5pj5-0254-2851m@20660q",
"eventID": "41qm7447-4pp8-608r-leqr-srr9m@305nmn",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"eventId": "al2cb3d4e5f67g0h"
},
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CH oAM= ListAutomationEvents & A|245t= CloudTrail O|HIEE E0{&LIC}.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T0Q4:24:32Z",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationEvents",
"awsRegion": "us-east-1",
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"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "5r6m7135-r328-6qk6-1365-3962n13p77pr",
"eventID": "52rn8558-5qq9-719s-2frs-tss@nl4p6ono”,
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

Ct= M= ListAutomationEventSteps 2212 A|Q16t= CloudTrail O|HIEE 2 o{EFLICt.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
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"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T04:28:10Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationEventSteps",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "6s7n8246-s439-7117-2476-4073024q88qs",
"eventID": "63509669-6rr0-820t-3gst-uttlo25q7pop",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"requestParameters": {
"eventId": "al2cb3d4e5f67goh"
I
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CtS oAM= ListAutomationEventSummaries 28 A|945tE CloudTrail O|HEE Ho{&L|CI.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"attributes": {
"creationDate": "2025-11-06T0Q4:19:487Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2025-11-06T04:31:03Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "ListAutomationEventSummaries",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "7t809357-t540-8sm8-3587-5184p35r99rt",
"eventID": "74tp0@770-7ss1-931u-4htu-vuv2p36r8qpq",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": null,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHZ oAM= UpdateEnrollmentConfiguration 2 AlY45tE= CloudTrail O|HEE Eo{&E L]
Ct.
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC: john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/
AuthenticatedComputeOptimizerRole/MettleCanary",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/
AuthenticatedComputeOptimizerRole",
"accountId": "111122223333",
"userName": "USER NAME"
.
"attributes": {
"creationDate": "2025-11-05T20:23:457",
"mfaAuthenticated": "false"

.

"eventTime": "2025-11-05T20:23:467",

"eventSource": "aco-automation.amazonaws.com",

"eventName": "UpdateEnrollmentConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",

"requestID": "8u9p0468-u651-9tn9-4698-6295q46s00su",

"eventID": "85uql881-8tt2-042v-5iuv-wvw3q47s9Iqr",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": '"Management",

"requestParameters": {
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"status": "Active",

"clientToken": "12345abc-12ab-1234-123a-EXAMPLEeb16b"
},
"responseElements": {

"status": "Active",

"lastUpdatedTimestamp": "Nov 5, 2025, 8:23:46 PM"
},

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CH oAM= AssociateAccounts 242 A|945t= CloudTrail O|HEE E0{&ELIC}.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/
AuthenticatedComputeOptimizerRole/MettleCanary",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/
AuthenticatedComputeOptimizerRole",
"accountId": "111122223333",
"userName": "AuthenticatedComputeOptimizerRole"
},
"attributes": {
"creationDate": "2025-11-05T20:23:457",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-05T20:23:45Z",
"eventSource": "aco-automation.amazonaws.com",
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"eventName": "AssociateAccounts",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",

"requestID": "9v0@ql579-v762-0uo@-5709-7306r57t11ltv",

"eventID": "96vr2992-9uu3-153w-6jvw-xwx4r58t0@srs",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"errorCode": "InvalidParameterValueException",
"errorMessage": "The management account or the delegated administrator doesn't have

access to this member account.",
"requestParameters": {
"accountIds": [
"123456789012"

1,
"clientToken": "12345abc-12ab-1234-123a-EXAMPLEebl6b"

1,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CH oAM= DisassociateAccounts Y& A|245t= CloudTrail O|HIEE E0{&LIC}.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/
AuthenticatedComputeOptimizerRole/MettleCanary",
"accountId": "111122223333",
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"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:r0le/
AuthenticatedComputeOptimizerRole",
"accountId": "111122223333",
"userName": "AuthenticatedComputeOptimizerRole"
I
"attributes": {
"creationDate": "2025-11-05T20:23:457",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-11-05T20:23:477",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "DisassociateAccounts",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AwWSLambdajaval7 m/E,N,i",
"requestID": "QOwlr2680-w873-1vpl-6810-8417s68u22uw",
"eventID": "@7ws3003-0Qvv4-264x-7kwx-yxy5s69ultst”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"accountIds": [
"123456789012"
1,
"clientToken": "12345abc-12ab-1234-123a-EXAMPLEeb16b"
},
"responseElements": {
"accountIds": [
"123456789012"

iy
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"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHE o|Xll= CreateAutomationRule 2 A|QI5HE= CloudTrail O|HHEE Ho{&ELICEH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/****kxkkkkkkkxk kKl

"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T04:20:00Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "CreateAutomationRule",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/OpenJDK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",
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"requestID": "1x2s3791-x984-2wq2-7921-9528t79v33vx",
"eventID": "18xt4114-1ww5-375y-81xy-zyz6t70v2utu",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": '"Management",
"requestParameters": {
"ruleName": "TestRule",

"ruleType": "AccountRule",
"recommendedActionTypes": [
"SnapshotAndDeleteUnattachedEbsVolume"

1,
"schedule": {
"scheduleExpression": "cron(@ 2 * * ? *)",
"scheduleExpressionTimezone": "UTC",
"executionWindowInMinutes": 60
I
"status": "Active",
"clientToken": "12345abc-12ab-1234-123a-EXAMPLEeb16b"
},
"responseElements": {

"ruleArn": "arn:aws:compute-optimizer::123456789012:automation-
rule/123AbcdEfGHil1jkL",
"ruleId": "123AbcdEfGHiljkL",
"name": "SourabTestRule",
"ruleType": "AccountRule",
"ruleRevision": 1,
"priority": "1E-30",
"recommendedActionTypes": [
"SnapshotAndDeleteUnattachedEbsVolume"
1,
"criteria": {
"region": [{
"comparison": "StringEquals",
"values": [
"us-east-1"

1]
1,
"clientToken": "12345abc-12ab-1234-123a-EXAMPLEebl6b"

iy

"responseElements": {
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"ruleArn": "arn:aws:compute-optimizer:us-east-1:111122223333:automation-
rule/123AbcdEfGHiljkL"
1,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHZ o|Xl|= DeleteAutomationRule 24 A|QI5tE= CloudTrail O|HEE Ho{ELICT

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2025-11-06T04:26:157",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "DeleteAutomationRule",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
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os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "3z4u5913-z106-4ys4-9143-1740v91x55xz",
"eventID": "30zv6336-3yy7-597a-0eza-blb8v92x4wvw",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"ruleArn": "arn:aws:compute-optimizer::111122223333:automation-
rule/123AbcdEfGHiljkL"
I
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CtZ 0l Xl= UpdateAutomationRule 242 A|Q15t= CloudTrail O|HEE E0{&LICH.

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

1,
"attributes": {
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"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

},
"eventTime": "2025-11-06T04:22:30Z",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "UpdateAutomationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/ComputeOptimizerAutomation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x8664 lang/java#17.0.16 md/Open]DK64-
BitServerVM#17.0.16+8-LTS md/vendor#Amazon.comInc. md/enUS md/kotlin/1.9.21-release-633
exec-env/AWSLambdajaval7 m/E,N,i",
"requestID": "2y3t4802-y095-3xr3-8032-0639u80whbwy",
"eventID": "29yu5225-2xx6-486z-9myz-a@a7u8lw3vuv",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"ruleArn": "arn:aws:compute-optimizer:us-east-1:123456789012:automation-
rule/123AbcdEfGHiljkL",
"status": "Active"
},
"responseElements": {
"ruleArn": "arn:aws:compute-optimizer:us-east-1:123456789012:automation-
rule/123AbcdEfGHiljkL"
},
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLSAES128GCMSHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CtZ oAM= TagResource 2 UE A|2d6t= CloudTrail O|HIEE E0{ELICtH

"eventVersion": "1.11",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",

"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-11-06T0Q4:19:487Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-11-06T04:22:377",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/

http#Apache md/internal ua/2.1 api/Compute_Optimizer_Automation#2.37.x-SNAPSHOT

os/Linux#5.10.244-267.968.amzn2.x86_64 lang/java#l17.0.16 md/Open]DK_64-

Bit_Server_ VM#17.0.16+8-LTS md/vendor#Amazon.com_Inc. md/en_US md/kotlin/1.9.21-

release-633 exec-env/AWS_Lambda_javal7 m/E,N,i",
"requestID": "6c7x8246-c439-7bv7-2476-4073y24a99ab",
"eventID": "63cy9669-6bb0-820d-3hcd-ede2y25a7bab",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {

"resourceArn": "arn:aws:compute-optimizer::111122223333:automation-

rule/123AbcdEfGHil1jkL",
"ruleRevision": 1,
"tags": [{
"key": "test",
"value": "cloudtrail"
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]

1,
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CtZ oAM= UntagResource ' UE Al2d5t= CloudTrail O|HEE Eo{&LICtH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID"
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T04:33:09Z2",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",

"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/Compute_Optimizer_Automation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x86_64 lang/java#l17.0.16 md/Open]DK_64-
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Bit_Server_ VM#17.0.16+8-LTS md/vendor#Amazon.com_Inc. md/en_US md/kotlin/1.9.21-
release-633 exec-env/AWS_Lambda_javal7 m/E,N,i",

"requestID": "7d8y9357-d540-8cw8-3587-5184z35b0@bc",

"eventID": "74dz0770-7ccl-931e-4ide-fef3z36b8cbc",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"requestParameters": {
"resourceArn": "arn:aws:compute-optimizer::111122223333:automation-

rule/123AbcdEfGHil1jkL",
"ruleRevision": 2,
"tagKeys": [
"test"

},
"responseElements": null,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

CHS oAM= RollbackAutomationEvent & A|@d5t= CloudTrail O|HEE HoiELICT

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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iy

"attributes": {
"creationDate": "2025-11-06T19:31:227",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T19:35:597",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "RollbackAutomationEvent",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/
http#Apache md/internal ua/2.1 api/Compute_Optimizer_Automation#2.37.x-SNAPSHOT
os/Linux#5.10.244-267.968.amzn2.x86_64 lang/java#17.0.16 md/Open]DK_64-
Bit_Server VM#17.0.16+8-LTS md/vendor#Amazon.com_Inc. md/en_US md/kotlin/1.9.21-
release-633 exec-env/AWS_Lambda_javal7 m/E,N,i",
"requestID": "8e9z0468-e651-9dx9-4698-6295a46cllcd",
"eventID": "85ea1881-8dd2-042f-5jef-gfg4as7c9dcd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"eventId": "a52cb5d6d8f24e0c",
"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
.
"responseElements": {
"eventId": "a52cb5d6d8f24e0c",
"eventStatus": "ROLLBACK_READY"
.
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"

-

CHE o|Al|= StartAutomationEvent & A|QI5HE= CloudTrail O|HHEE Ho{&ELICTH
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef®1234567890; :john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "ACCESS KEY ID"
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-11-06T04:19:487",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2025-11-06T0Q4:27:46Z",
"eventSource": "aco-automation.amazonaws.com",
"eventName": "StartAutomationEvent",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.26.200.255",
"userAgent": "canary-generated aws-sdk-java/2.35.11 md/io#sync md/

http#Apache md/internal ua/2.1 api/Compute_Optimizer_Automation#2.37.x-SNAPSHOT

os/Linux#5.10.244-267.968.amzn2.x86_64 lang/java#17.0.16 md/Open]DK_64-

Bit_Server_VM#17.0.16+8-LTS md/vendor#Amazon.com_Inc. md/en_US md/kotlin/1.9.21-

release-633 exec-env/AWS_Lambda_javal7 m/E,N,i",
"requestID": "9f0al579-f762-0ey0-5709-7306b57d22de",
"eventID": "96fb2992-9ee3-153g-6kfg-hgh5b58d0ede",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"requestParameters": {
"recommendedActionId": "aall2223333a4444"

},
"responseElements": {

"recommendedActionId": "aall2223333a4444",

"eventId": "al2cb3d4e5f67g0h",
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"status": "READY"

3,
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "aco-automation-gamma.us-east-1.amazonaws.com"
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