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name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.
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### SKILL.md
### references/
#  ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

KILL.md:

name: rds-performance-investigation
description: Investigation procedures for RDS performance issues including

connection exhaustion, slow queries, replication lag, and storage capacity.

Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections’™ exceeding 80% of max_connections

"ReadLatency’ or "WritelLatency' above 20ms

"FreeStorageSpace’ below 20% of total storage

"Replicalag’ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics

Retrieve ‘DatabaseConnections’ over the past hour. If connections are near

of:
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the max_connections limit, check for connection pool misconfiguration or
long-running idle connections.

## Step 3: Identify slow queries

Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL
statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

&t X /rds-metrics-reference.md:

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l=m ] ==

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WriteLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
Replicalag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |

of: AQAHE EEZ &Z
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name: skip-scheduled-maintenance

description: Skip low-priority incidents during a scheduled maintenance window.
Use this skill to automatically filter MEDIUM and LOW severity alarms that
fire during planned maintenance, avoiding unnecessary investigations for
expected disruptions.

# Skip Scheduled Maintenance
Skip all incidents that meet BOTH of the following criteria:

1. The incident arrived between **2025-03-15 02:00 UTC** and **2025-03-15 06:00 UTC**
2. Severity is MEDIUM or LOW

Do NOT skip HIGH or CRITICAL severity incidents, even during the maintenance window.
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### SKILL.md
### references/
#
#
### assets/

### topology.

# Required: main skill instructions

# Optional: reference documentation

### architecture.md
### troubleshooting.md

# Optional: images, diagrams, data files
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name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.

# RDS Performance Analysis

[Your skill instructions here...]
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# Agent Instructions

## Investigation approach
- Always check CloudWatch alarms and recent deployments before proposing a root cause.

## Response format

- Lead with a one-sentence summary of findings before listing details.

- Include the AWS region and resource identifier for any resource you reference.
- Use bullet points for lists of findings or recommendations.

## Security

- Never log, display, or suggest storing credentials or secrets in plaintext.
- When recommending IAM changes, follow least-privilege principles.
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e <MONITORING_ACCOUNT_ID> - ZL|E{&(7|&) AWS H'E ol 12Xt2| A ID

« <EXTERNAL_ACCOUNT_ID> - ZL|E{ZE ExX AWS Aol 12X2] HHE ID@EE A0 AFHEE)

« <REGION> - of|0|ME J7to| AWS 2| 2 E(0|: us-east-1 EE= eu-central-1)

« <AGENT_SPACE_ID> - create-agent-space B0 & E|E= oO|HE Szt AlERQILICt

IAM 3&h A%

= O

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

Ol= MF(2a2), otAlo BB (A=L), OFA|
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"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

>
<
o

g S gLt
aws iam create-role \

--region <REGION> \

--role-name DevOpsAgentRole-AgentSpace \

--assume-role-policy-document file://devops-agentspace-trust-policy.json

ClE HWHES A™A5t0 8 ARNS MEELICH
aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

AWS 2|8 HHE AZg LI

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \

--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

Resource Explorer AMH|A 944 g MM Z 518 5t= QlEtel HAE st A7 LICH
cat > devops-agentspace-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
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"Resource": [
"arn:aws:iam: : <MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

2. UK U IAM & A
Cle 22 Aslislo] |AM AlZ| R4=S MAIBH O},

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
.
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

}
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aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \
--assume-role-policy-document file://devops-operator-trust-policy.json \
--region <REGION>
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aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

o
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B3 7IS0ls ZAL HE ALY, KIA| 22, T U AWS K| SErol ZEELICH o] MRe
Mo E Fa

aws:PrincipalTag/AgentSpaceld 2712 AtE504 £ of|O|ME Fztof CHEH HAM[A He
Moot ™A 2] S5of cigt AtMlE L2 MM E F ZE5HA| Rthe section called “DevOps 04| 0|F
E |IAM HEP.
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aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

MEHMO = &S 5--kms-key-arn0| T2 42 AWS KMS 7|& AIESt=EE XI™g LT --
tagsE AI835t0] 2laA Bl E F7t5t10 0|0|ME 8H --1ocale 20{E MAYE =& U&LICH
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aws devops-agent list-agent-spaces \
--region <REGION>

AWS HHEE 04504 EEZX| ZAME ZLICH accountTypeE CHS 2t & StLIE AXFLICH.
« monitor - OfO|HE Z7t0| = 712 AEYLICE Ol AH2 oll0|HMEE 3ARSH EEEX A
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"
}
'\
--region <REGION>

3. QLR & 25t
R1E &2 IAM, IAM Identity Center(IDC) == 2|5 ID M3 YA(IdP)E M8 E = J&LIch ChE &
242 AI5104 O O|FIE B7Fo S UK S AdsHEHLICH
aws devops-agent enable-operator-app \
--agent-space-id <AGENT_SPACE_ID> \
--auth-flow iam \
--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
WebappAdmin" \
--region <REGION>
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IAM Identity Center /52| 2 --auth-flow idcE AF83st1E M3 ELICH--idc-instance-
arn. 2|8 X4 5YH SZ A BRE --auth-flow idp AF&3tD --issuer-url, & --idp-
client-idE& M3 ELICI--idp-client-secret. AFM|EH LI 2 the section called “IAM Identity
Center 215 M%” 3! the section called “2|F ID MEY&l|(IdP) 15 M%) MME &HE M 2.

21 o|Tol| AHe| CHE o0|ME Sztol CiE 28 f g g ddet B2 oiie dg

ARNE MAIZE £ U&LICH

N

4. (MEH AL

o2

_

P S ENE e

) =7
AWS DevOps AgentE& Ar83et0 £71 AHE ELIEZottiH IAM Wit A Ag S HHerLct

QIF AHEAM WAF A™E e o

QE Aoz Metstm AR HaHg AMAISHL|CE MONITORING_ACCOUNT _IDE 2EHAH[0 A AZE8t of
O|ME B2 S ARISHE 7|2 A™FYLICE o] € AHE 3 AWS DevOps 0O|ME MH|AT 2
LIE{2! A& S chAlstod EX AA HAX|A a2 &8 4 9laL|c}

cat > devops-cross-account-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>",
"sts:ExternalId":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"
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aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \
--assume-role-policy-document file://devops-cross-account-trust-policy.json
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aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

AWS 2|8 EH g AZF LIt

aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

Q[F H|’H0{| A Resource Explorer AH|A @13 et S MY = UL T Ql2tel MAZ 4% LICH

cat > devops-cross-account-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelLinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json

ro
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam::<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"
}
'\
--region <REGION>
5. (ME AHE) GitHub 2124
210 CLIE Sall @dsl24™ MX{ OAuth &2 AL&3804 AWS DevOps Ol0|FE 2&
2 &3l GitHubE S53lioF &Lct.

aws devops-agent list-services \
--region <REGION>

aws devops-agent associate-service \

--agent-space-id <AGENT_SPACE_ID> \

--service-id <SERVICE_ID> \

--configuration '{

"github": {

"repoName": "<GITHUB_REPO_NAME>",
"repoId": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",

il GitHubE S5 5t= &dol CHEF X2 MM E & X 5HM|Qthe section called “Cl/CD I} O
q
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"ownerType": "organization"
}
I A
--region <REGION>

6. (M ALE) ServiceNow S5 & ¢4

X4 ServiceNow AMH|AE OAuth X}Zd 3Ho 2 SE38FL|C}.

aws devops-agent register-service \
--service servicenow \
--service-details '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<SERVICENOW_CLIENT_NAME>"
"clientId": "<SERVICENOW_CLIENT_ID>",

’

"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
A\
--region <REGION>

HHEHEIE XM <SERVICE_ID>% C}Z ServiceNowE A&

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
A\
--region <REGION>

7. (ME4 AFE) Dynatrace S8 %! 914
MX{ Dynatrace A{H|AE OAuth A3 ZES 2 SSFLICH

aws devops-agent register-service \

LICH
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--service dynatrace \
--service-details '{
"dynatrace": {
"accountUrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

}
}
}
A\
--region <REGION>
H-EHEIE X{&<SERVICE_ID>%t CHS DynatraceE Q1Z4ELIC} BlAAE MEH AL QILICH & E2 A
A& Dynatrace 842 X|IHgrLICt

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

}
A\
--region <REGION>
Holz S&2 e 23 271 ZEELICE ol 3 & Ar&35104 Dynatrace0| A ZALE EE[HA
4= &L REMIBH LI 2 the section called “Dynatrace 2478” EHlE HZSHAMAIL.

MX{ BearerToken A2 3HSE Splunk AMHIAE SE&LICH

Az QEE CHS HAS A ELICH https://<XXX>.api.scs.splunk.com/<XXX>/mcp/vl/

aws devops-agent register-service \
--service mcpserversplunk \
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--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {
"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

}
A\
--region <REGION>

HH2H=EIE R{&<SERVICE_ID>3t CHS SplunkE @4 Z2&fLCt.

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"
}
'\
--region <REGION>

SplunkdllM ZALE EE[HE

SHEols SES ?F dxa EEJH ZEELICH o] F3E AH83t0{S
= U&LICH RtMIE LHE 2 the section called “Splunk 217" EHHEE R ASHAAIL.

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {
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"apiKey": {
"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
"entityGuids": ["<ENTITY_GUID_1>"],
"alertPolicyIds": ["<POLICY_ID_1>"]

}
I A
--region <REGION>

HteH=lS X{ZF<SERVICE_ID>8! C}2 New Relic® @128 LICH.

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

SHolz SEE AT A&7 YEJH ZEHELICE o] F I E AE5H0{ New Relicol A ZALE E 2|7
& = J&LICH RHMIE L2 the section called “M SX|E 22" HHHE FESHAAIL.

10. (ME4 AFE Datadog S5 & A

I

CLIE S35l E"OPE4'.:'_=| ':'._‘|7<-| OAuth =R = 2 ME o|'04 AWS DevOps 01|0|7F_‘|E Z &2 &3l Datadog=2

aws devops-agent list-services \
--region <REGION>

serviceType:0fl <SERVICE_ID> CHEtE K& & LICtmcpserverdatadog.

O™ CHE Datadog2 A ErLICEH
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"
}
'\
--region <REGION>

SHolz &S et ¥F3 YEI ZEELUC ol }F 3 E AHE3510{ Datadogdll M ZALE EE|7A
g = A&LICH AHAIEH LHE 2 the section called “DataDog P12 EHHE HESHAAIL.
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aws devops-agent delete-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

Verification(& Q)
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# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space
aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
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--region <REGION>
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1. CloudFormation2 2 O|S & L|C}.
a. AWS 2£0{ M "CloudFormation"
b. AR M4 > N Bl AA NB(EF)
2. Y2 HES!
a. ote M 22 Tt d4AwWS-DevOpsAgent-ec2-test.yaml
b. Ol CloudFormation ElE3!/& SAlstof mtof E04 E&LICtH

ZJ4AH5t 1 CloudFormation2 2 2181 C}.

=
EEIETEY

- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
VpcId:
Type: AWS::EC2::VPC::Id
Description: ID of an existing VPC where the test instance will be launched.
SubnetId:
Type: AWS::EC2::Subnet::Id
Description: ID of an existing subnet within the selected VPC. Choose a
subnet that routes to an internet gateway if you plan to connect via SSH.
MyIP:
Type: String
Description: Your current IP address for SSH access (find at https://
whatismyipaddress.com)
Default: '0.0.0.0/0'
Resources:
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# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS DevOps Agent beta testing security group
VpcId: !Ref VpclId
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
Description: SSH access from your IP
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access
TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# IAM Role for Session Manager access
SSMInstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: ec2.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SSMRole
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- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Instance profile wrapping the SSM role
SSMInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef SSMInstanceRole
# EC2 Instance for CPU testing
TestInstance:
Type: AWS::EC2::Instance
Properties:
InstanceType: t3.micro
Imageld: '{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-
kernel-6.1-x86_64}1}"
KeyName: !Ref TestKeyPair
SubnetId: !Ref SubnetId
SecurityGroupIds:

- !IGetAtt TestSecurityGroup.GroupId
IamInstanceProfile: !Ref SSMInstanceProfile
InstanceInitiatedShutdownBehavior: terminate
UserData:

Fn::Base64: !Sub |

#1/bin/bash
yum update -y
yum install -y htop

# Create the CPU stress test script

cat > /home/ec2-user/cpu-stress-test.sh << 'EOF'

#!/bin/bash

echo "Starting AWS DevOpsAgent CPU Stress Test"

echo "Time: $(date)"

echo "Instance: $(curl -s http://169.254.169.254/1latest/meta-data/
instance-id)"

echo ""
# Get number of CPU cores
CORES=$(nproc)
echo "CPU Cores: $CORES"
echo ""

echo "Starting stress test (5 minutes)..."
echo "This will generate >70% CPU usage to trigger CloudWatch alarm"
echo ""
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# Create CPU load using yes command
echo "Starting CPU load processes..."
for i in $(seq 1 $CORES); do
(yes > /dev/null) &
CPU_PID=$!
echo "Started CPU load process $i (PID: $CPU_PID)"
echo $CPU_PID >> /tmp/cpu_test_pids
done

# Auto-cleanup after 5 minutes
(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /

tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &

echo
echo "CPU load processes started for 5 minutes"

echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF

chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh

# Create auto-shutdown script (safety mechanism)

cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash

echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200

echo "Auto-shutdown executing at: $(date)"

sudo shutdown -h now

SHUTDOWN_EOF

chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-

shutdown.log 2>&1 &

echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-

user/setup-complete.txt
Tags:
- Key: Name

Value: AWS-DevOpsAgent-Test-Instance

- Key: Purpose

Value: AWS-DevOpsAgent-Testing

# CloudWatch Alarm for CPU utilization
CPUAlarm:

HAE &
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Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-EC2-CPU-Test

AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm

MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:
Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !GetAtt TestSecurityGroup.GroupId

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance

Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem"

${TestInstance.PublicDnsName}'

c. CloudFormation Z2& 0 M HEZ! 01U A== E MEHEFLICE.
d. o ~Edg Z2|ELct
e. AWS-DevOpsAgent-ec2-test.yaml It AE4
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ec2-user@
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1. CloudFormation@ £ 0|5 gfL|C}.
a. AWS 22 0{ M CloudFormation© £ 0| gfL|Ct.
b. AR MM L M ElAA AB(EE)E E=IFLICH
2. HIZEIHEC
a. ct= M 22 1t MAAWS-DevOpsAgent-lambda-test.yaml

b. O| CloudFormation ®IZ 2/ SA}5to4 ml ol €04 E&LCH

M

- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:

# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
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- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

ManagedPolicyArns:

- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Tags:

- Key: Name

Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose

Value: AWS-DevOpsAgent-Testing

# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda::Function
Properties:

FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12

Handler: index.lambda_handler

Role: !GetAtt LambdaExecutionRole.Arn
Code:

ZipFile: |

import json

import random

import time

from datetime import datetime

def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",

"Intentional validation error for AWS DevOpsAgent testing"

# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")

Description: AWS DevOpsAgent beta test function - intentionally generates
errors

ElAE &M B: Lambda 278 EHIAE
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Timeout: 30
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-Lambda-Error-Test
AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm
MetricName: Errors
Namespace: AWS/Lambda
Statistic: Sum
Period: 60
EvaluationPeriods: 1
Threshold: @
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionArn:
Description: Lambda Function ARN
Value: !GetAtt TestLambdaFunction.Arn

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref LambdaErrorAlarm

TestCommand:
Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. CloudFormation 2£ 0 HIEZ2! 1l LZ=EE MEHEHLICE.

d. ot MEfE ZEgLch
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. AWS Lambda 242 0|5
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c. O|HIE O|&:AwWS-DevOpsAgent-test-event
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"test": "AWS DevOpsAgent validation",
"timestamp": "2024-01-01T00:00:00Z"
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- Lambda &< (echo-service) - &2 O|HEE of| Z 85l = ZHEHE oAl MH[A LT

S BEE ddstod E|IZX|E2|E SAst Z=HME CIHEE|z HEE LI

git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git
cd sample-aws-devops-agent-cdk

O| MM ME ZLIE{R Ao o0|ME Z7 IAM & 2UXF H L AWS 4 E MAdsh|ct.
18 A 2LIEE AE ID 7
lib/constants.tsE €1 ZL|EZ A IDE MHAeL|Ct.

CtS HIMoME LOIO|EE &+E EoiELICH

export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>";

2EH7H|: AWS CDK &3 EEAER
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cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring

3CHA 2= I =

jul
Ojo
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o
jo
>

H5t04 TypeScript AEE LUEStT ARMS HHEEL|CH

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

4T A% B 7|2

HiZ 7} 2t 2 & AWS CDKE AB £342 QIMEILICH LIS MEE &+ ATS o|2iEh 22 7ISH
LICE.

CI2 oMo MHE oA &2 EoiEFL|C}.

Outputs:

DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/
abcl123

DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:r0le/DevOpsAgentRole-
AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

2R E 2tEdtiie B2 AgentSpaceArn #f2 MEELICH MH|A A ABE F245t= O EREL

oo|ME S7to| §3Mez HHE[QI=X] &elstedd ChE AWS CLI S-S A-deLIch

aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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721712 AA AWS 21722 DevOpsAgentStackoll F£7H&FLICEH
2. OO|ME Z7t2 LZI5H= IAM UE 2 AL& 5104 ServiceStack= AMH|A Aol HiZ & L|ct.

/A Important

A&3sH7| ™ol 1528 gt =50k & LICt. ServiceStack0ll= DevOpsAgentStack Hi X £
2iAgentSpaceArnS|O| B L|Ct.

1EHAl: MH|A AHHE ID 7+
MH|A A IDE 1ib/constants.ts Y1 AZ&§HL|CH
CHS WA= HOIo|EE &+E Eo{ELICE.

export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

DevOpsAgentStack=20| A% IDE AF-?:%FO# A AWS 2 E ddgfLict of g2 d™sty| Tof
DevOpsAgentStack=2 HZ & A<

Chs B&e dleistod AfuiZghLct.

il

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

2EHA|: ol O|ME Z7F ARN A7

DevOpsAgentStack £22§(158, 4EtH)0llMH AgentSpaceArn Zt2 SAFSTO|MH AHELICHLib/
constants.ts.

CHS oAM= UOo|EE &+& EoiFELICH

export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";
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cdk bootstrap aws://<SERVICE_ACCOUNT_ID>/<REGION> --profile service

4THA|: ServiceStack H

H2dS AESIo] MH|A HHe| X4 SHE AL 5109 ServiceStacks 2 =5t B EZ & LICH
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il

npm run build
cdk deploy ServiceStack --profile service

Ol A otH MH|A H™Hoi Ct 2 2|AaA7F HEE L CH
- DLER Aol ofo|ME S7H2 AEISHE IAM 2&(DevOpsAgentRole-SecondaryAccount)
g

« OfM MHIAZ AFZE|E= 0|2 Lambda & (echo-service)

5EHA|: Hi = =0l

7t M2 HZ R =X| FHQlstedH Chs BHFE A™stod o2 MH|IAE EHIAEH

Lambda &%
LIC}.

aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \

--profile service \
response.json
cat response.json
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# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack

cdk destroy DevOpsAgentStack --profile monitoring

Z1m:0l &de ofoIME Z7HI ZE B HlOlEE BT ARBLICH 0] THele MH FlaY
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BHEZSIZ 2 M & LICtdevops-agent-stack.yaml.

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app, and AWS
association

Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation




AWS DevOps H0|FE

0o
1z

02
x

Description: Description for the agent space

Resources:
# IAM role assumed by the DevOps Agent service to monitor the account
DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS: :Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:

- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-

explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
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- Effect: Allow

Principal:
Service: aidevops.amazonaws.com

Action:
- sts:AssumeRole
- sts:TagSession

Condition:
StringEquals:

aws:SourceAccount: !'Ref AWS::AccountId

ArnLike:

aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:

${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource
AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceld: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:
AgentSpaceld:
Description: The agent space ID
Value: !GetAtt AgentSpace.AgentSpaceld
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AgentSpaceArn
Description: The agent space ARN
Value:

!GetAtt AgentSpace.Arn
AgentSpaceRoleArn

Description
Value:

Description
Value:

The agent space IAM role ARN
OperatorRoleArn

!GetAtt DevOpsAgentSpaceRole.Arn

The operator app IAM role ARN

1GetAtt DevOpsOperatorRole.Arn
2EHA|: AEH HY

Ct
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B
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aws cloudformation deploy \

--template-file devops-agent-stack.yaml \
--stack-name DevOpsAgentStack \

--region <REGION>

3EHA|: AEH

i |

7Z|E&LCt.

aws cloudformation describe-stacks \
--stack-name DevOpsAgentStack \

--query 'Stacks[@].Outputs
--region <REGION>

CHS XM ol e =

"QutputValue"
},

fjo
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--capabilities CAPABILITY_NAMED_IAM \
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"OutputKey": "AgentSpaceId"

"abc123def456"
{

"QutputKey":

"AgentSpaceArn
"QutputValue"
3,

"arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"
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{
"QutputKey": "AgentSpaceRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"

"OutputKey": "OperatorRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"

| M-
[

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring
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Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelLinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
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Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn
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aws cloudformation deploy \

--template-file devops-agent-service-account.yaml \

--stack-name DevOpsAgentServiceAccountStack \

--capabilities CAPABILITY_NAMED_IAM \

--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \

--region <REGION>

o

Mol ME S2 AE UESIS AR

AWSTemplateFormatVersion: '2010-09-09'

Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:
AgentSpaceld:
Type: String
Description: The agent space ID from the monitoring account stack
ServiceAccountId:
Type: String
Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:
Type: String
Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service
account

Resources:
SourceAssociation:
Type: AWS: :DevOpsAgent::Association
Properties:

AWS 91738 MAIBHLIC MT o AhS MME L HE
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AgentSpaceld:
aws

Serviceld:
Configuration:
SourceAws:
AccountId: !Ref ServiceAccountId
AccountType: source
IRef ServiceAccountRoleArn

AssumableRoleArn:

Outputs:
SourceAssociationId:
= b= ghoct

Description: The source association ID
!Ref SourceAssociation

o1z A

Value:
HE A& 5H0d
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aws cloudformation deploy \
--template-file devops-agent-source-association.yaml \

--stack-name DevOpsAgentSourceAssociationStack \

--parameter-overrides \
AgentSpaceId=<AGENT_SPACE_ID> \

ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-

SecondaryAccount \
--region <REGION>

Verification(& 2)

Ct= AWS CLI BHEZ2

# List your agent spaces

aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
73

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \

--region <REGION>
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# If you deployed the source association stack, delete it first
aws cloudformation delete-stack \
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--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>
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https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html
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git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git
cd sample-aws-devops-agent-terraform

2CHA He T
ol 4 I U S S ALSHo] B Z0l| A AERF XZHELICH.
cp terraform.tfvars.example terraform.tfvars

Of0|™ME AHO|A 0|8 2 MHEterraform.tfvarsQE2E MWEIELICE

agent_space_name "MyCompanyAgentSpace"

agent_space_description = "DevOps Agent Space for monitoring production workloads"
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terraform init
terraform plan
terraform apply
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Outputs:
agent_space_id

"abc123"

agent_space_arn =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abcl123"

agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"
devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"
primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"
2R & B =ottiE F<? agent_space_arn &S MY ELICH MH|IA AE 2|22 E FYsteE O ER
erUic

./post-deploy.sh
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aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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/A Important
HEsH7| o 12 E tESHoF & LICH MH|A A™E BlAANE TIIE 1 HIE &
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1EHA: MH[A AHE ID 7+
ol MH|IA HH IDE terraform.tfvars & gL|CEH
service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"
2%t of|O|ME Z7HARN MH
158 S22 AN agent_space_arn at2 SASt DM A e LICHterraform. tfvars.

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"
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provider "aws" {
alias = "service"
region = var.aws_region
profile = "your-service-account-profile

A
£ o

ok

& AR

rr

provider "aws" {
alias = "service"

region = var.aws_region

assume_role {
role_arn = "arn:aws:iam::<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"

ACHA|: HZ
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terraform apply
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aws lambda invoke \

--function-name echo-

--payload '{"test":

--profile <your-service-account-profile> \

--region <REGION> \
response.json
cat response.json
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service-tf \
"hello world"}' \
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./cleanup.sh
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(@ Capability gaps identified
DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

( Actions & ) ( Operator access L2 -)

Copy ARN
Edit Agent Space

Welcome to the cloudsmith-steering-and-chat-default AgentSpace!
i i i ion steps. As DevOps Agent solves issues, it lefrns. Disable Operator Access  [ic helps it

‘Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to issues and rec pr
diagnose incidents faster. Track DevOps. Agent's mapping activity and the relationships it's found below. This number cha nges as your Agent completes investigations or gains cpabi  pelete Agent Space

‘l 400 Relationships mapped so far
Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.

cloudsmith-steering-and-chat-default

« Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run,

+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it

Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center
1AM |dentity Center Instance
our Web App user aceess will be managed by the following LAM Identity Center instance
ss0ins-722323a2de611c55 12
1AM Identity Center Application Role Name
Authenticated Web App users will use the following 1AM role to access DevOps Agent
© Auto-create a new DevOps Agent role
Create and use a new service role
Assign an existing rale
Proidied role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template
Use provided details to create your own sobe in the 1AM Console

Web app role name that will be created

o
Pihg: PRl o

Operator access
1AM Role name for administrater access
This role provides administrator access for setup and configuration of your web app
© Auto-create a new DevOps Agent role
Create and use a new service role

Assign an existing role
Provided role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template
Use provided details to croate your own fole in the LAM Console

Web app role name that will be created

O|ZH st MTof| HEh IAM HEFO| CHE ZE T 22U HEty &7 Aisez ML

o
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+ aidevops:ListChats - Z{& CHEl 7|18 £ 7
+ aidevops:CreateChat - M| & CHS} A4

+ aidevops:SendMessage - HA|X| T& & SE =4l
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5 M & SILIE 2628t & DevOps Agent Space &l 2 MZ 1 x|H HO|X| 21530 A& m=do| L}
Eb LIt

DevOps 00| E 2} QIE{m|O|A
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Z(ACP) 8&, O|HIE 7|4t XS5 E 28t WE2, 2 API HMHA 5 571 K| BMA HHE K|RHE L
Ch. H2EZ U 7|2 QF Argof 7+E Mets dds MEeighoct.

ChS Ctolo{1 =2 ofedet A& &t DevOps OO E MH|A01 AASH=E S-S EoiELICH

Browser _— Web App
IDE / MCP Client —_— MCP
Agent / Orchestrator ——m——=> ACP
Monitoring / Ticketing ——=> Webhooks
Custom Apps _— API
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::<account-id>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

]
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "aidevops.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/*"
}
}
}
]
}
- ZEX AEO ZLIETZ Ao CHsH 2~6EHHE Bt=EFLICt
2CHA|: A4tXE A U 0[E(IAM)
1. DevOps Of0|HE Z &0 M AMA RS MEISI D 2HR IS H&Llch
2. IAM 2 &0 M ALXE Ao 7| E QlEtel HAg M7gLIc
3. Het F7I, Y2 A4S MEISI T AIDevOpsOperatorAppAccessPolicy 2|1 HME HAZE
L|CH.
4, M2 2HA| BHE MEdStT AME| MM HES MEELICH AHI™ D, 21 % of|0|TME AH|0|A IDE CH
HMstod A2 WM E CIZ o 2 HhELct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {

"StringEquals": {

"aws:SourceAccount": "<account-id>"
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3,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"

}

CHA|: 2HR U UO|0|E(IDC)

oiC|o|EgtL|C}.
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mjo

DevOps 00| E QL &7H IAM Identity Center& At 5t= B2 Z

1. 1AM 2£&0{ A & 2 0|S350{E HMWebappIDC5t0d DevOps 0|O|ME IDC 48 (od:
DevOpsAgentRole-WebappIDC-<id>)E at&LICH
2. Zt IDC 23&of CHsH:

b. M8t F7}, A 04748 MEHE 1 AIDevOpsOperatorAppAccessPolicy 228 Mg 043t
L|CF.

c. ME| zhA |2 MEiStD AlZ| YA HES MESLICH HE D, 2l 2 0| 0|ME AH|O|A IDE CH
AMstod A2 WM E CIF2 2 "hELct

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"
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}
}
},
{
"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
I
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
I
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam::aws:contextProvider/IdentityCenter"
]
},
"Null": {
"sts:RequestContextProviders": "false"
}
}
}

d. A’E IDE CHAISto{ CHE HEte 2 M Q2R HAE dgglct

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribelInstance"

]I
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"Resource": "*"
.
{
"Sid": "AllowDevOpsAgentIDCUserAccess",
"Effect": "Allow",
"Action": "identitystore:DescribeUser",
"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"
]
}

IAM Identity Center CtA| Q1A (1Y 5t= ER)

370 0|2l 27| Soil M EE o o|ME S7tols 2efE HMA He|2 T E 1AM Identity Center OH
Z2[70|M0| UE = UELICH GALS| B2 SHIE Hel= YLICtaidevops:read_write. IAM
|dentity Center OfZ 2|7 0|4401| 0| 8 Q|(awsaidevops:read_write)7} U= < IAM Identity

Centere| @12 E R UCH7H CHA| 215t oF &LICH.

IAM Identity Center OHZ 2|71 0|M HR[E & Ql5t=

FL|C}. o EZ 2|7 0]

1ok

CH2 AWS CLI B & A& 3104 IAM Identity Center OHEZ 2|7 0| M 2| HRIE &0l
44 ot2i 2] IAM Identity Center 2& 01| A OHEE(7| 0|44 ARNE HE == JU&LICH

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-

id>

£330 SHIE HRI7t EA|E|0{0F & L|Claidevops:read_write.

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}
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4 B: Azure Active Directory(Azure AD) + Kubernetes RBAC
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2 A& 0|& flsiME 2E1AEY kubectl MHo| gLt
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
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metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

E MH|A 2ot x| o] ZHA| ID<SERVICE_PRINCIPAL_OBJECT_ID>Z H}ELICI 0|8 3 op{H

Azure & - Entra ID - AE{Z2}0|= ofZ 2|7 0|4 - OHZE[FH0|M O|S (R EIXI 2|8 AWS
DevOps OO0|ME &= H S5 8 XAl Entra OHE E(7|0|M)S ZHAHErLICY.

2. 2t BRAE0 M&:
az aks get-credentials --resource-group <rg> --name <cluster-name>

kubectl apply -f devops-agent-reader.yaml

2t 1. 24 AH-EHDE AF8 s Et{AE{(Azure AD M@ X[HE|X| et&LIC o] 7SS
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"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",
"Actions": [

1,

"NotActions":
"DataActions":
"NotDataActions":

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
.ManagedIdentity/*/read",
.Monitor/*/read",

.Network/*/read",

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft

.AlertsManagement/*/read",
.Compute/*/read",
.ContainerRegistry/*/read",
.ContainerService/*/read",
.ContainerService/managedClusters/commandResults/read",
.DocumentDB/*/read",

Insights/*/read",
KeyVault/vaults/read",

OperationalInsights/*/read",
ResourceGraph/resources/read",
ResourceHealth/*/read",

.Resources/*/read",
.Sql/*/read",
.Storage/*/read",
.Web/*/read"

L1,
L1,
L1,

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "ACCOUNT_ID"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:REGION:ACCOUNT_ID:service/*"
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"event.id": string;

"event.status": "ACTIVE" | "CLOSED";

"event.status_transition": string;

"event.description": string;

"event.name": string;

"event.category": "AVAILABILITY" | "ERROR" | "SLOWDOWN" | "RESOURCE_CONTENTION" |
"CUSTOM_ALERT" | "MONITORING_UNAVAILABLE" | "INFO";

"event.start"?: string;

"affected_entity_ids"?: string[];
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"task_id": string;
"task_version": number;
"event.type": "mitigation_request";
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{{ end }}
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ServiceNow OAuth O Z2|7{|0|M Z2}0|HE A
1. QUAEIAO| SEI0|QE A4 5 A|AH £ E M3

=
a. ZE{ 2AM M X0l HAHSH CHS Entersys_properties.listE FELICHS M2 EAIZX| of

2 2 FJlglide.oauth.inbound.client.credential.grant_type.enableddt™®
ruedl F7t5t1 R true | false

mo Dj

servicenow All  Favorites  History Workspaces  Admin Systemn Property - New Record @ o B @ @
- — System Property & T e m
N ~ New record b =
# Name |le.cauthinbound.client.credential grant_type.enal Application  Global
Description
Choices
Type | true| false w
Value | true
Ignore cache [
Private
Readroles | &
Write roles | &

1. ZE AN &Rl M A|AR OAuth > O ZE[7H[0|4M Bl|X|AEE|= o|SEfLICH.

2. “New” > “New Inbound Integration Experience” > “New Integration” > “OAuth - Client Credentials
Grant"& MEgfLICH.
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¢y Inbound integrations >  of Client credentials grant

New record cancel | (B9
Enter the details for this connection. Learn more about OAuth - Client credentials grant.
Details ~
Name % QAwth application wser %
abeyjohn-servicenow-oauth-client Problem Administrator A
Client ID @ Client secret &
67c44e8117944dfdb483d29820d429¢3 ssssssssesesenssssseseReRRTRRRS @ || O
Cemments Active
Advanced options (optional) w
Auth scopes (optional) W
ServiceNow OAuth 22}0|21EE AWS DevOps 0| Eof 214
1. 0| Z2MAE F oM AIEE £ J&LICH HX 7|5 S=A HO|X|Z 0|F5t0d S4I0fA
ServiceNowE X2 LIS SE& 2§ LIC == M8 DevOps 00|ME SZHE MEfSID 7|
> 4l F71 - ServiceNowZ 0|535t0i 528 2218 4 /&Lt
2. A CHE Y3 A48 OAuth ofZ 2|7 0|4 ZE2t0|IEE A& 3104 DevOps Agent7t ServiceNow
QIABIAO UMAE 4 TS HEHS RoigrLICh
Register ServiceNow
Authorize DevOps Agent to access your ServiceNow account
Client Name
abeyjohn-servicenow-oauth-client
Client ID
67¢4408117944dfdbaB3d29820d429¢3
Client Secret
Instance URL
https://dev357276 service-now.com/
cancel Connect
-« CtS THAlofl 2t Webhookodl CHE At HEE K& FLICH
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Configure Webhook Connection

{ (@ Association Created Successfully

Your assoclation has been ¢

reated. Please save the webhook details below as they will not be shown again.

Webhook Configurati

on @ connected
Use the following webhook details to configure your service instance
Webhook URL
D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29
Webhook Secret
]
Close
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o | — BusinessRule
~ New record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

Name | CloudSmith Integration Application  Global

Table [In(idcnl [incident] - ] Active [
Advanced [
Whentorun  Actions  Advanced
Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after v Insert [BJ

Crder 100 Update

Delete [

Query

Filter Conditions | Add Filter Condition || Add OR Clause

-- choose field -- v | --oper— -- vabue --

Role conditions | &

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {
webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE

>>>"'),

webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'
};

function generateHMACSignature(payloadString, secret) {

try {
var mac = new GlideCertificateEncryption();
var signature = mac.generateMac(secret, "HmacSHA256", payloadString);
return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);

return null;
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function callWebhook(payload, config) {
try {
var timestamp = new Date().toISOString();
var payloadString = JSON.stringify(payload);
var payloadwithTimestamp ='${timestamp}:${payloadString}’;

var signature = generateHMACSignature(payloadWithTimestamp,
config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');

request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);

request.setRequestBody(payloadString);

var response = request.execute();
var httpStatus = response.getStatusCode();
var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {
gs.info('Webhook sent successfully. Status: ' + httpStatus);
return true;
} else {
gs.error( 'Webhook failed. Status: ' + httpStatus + ', Response: ' +
responseBody);
return false;

} catch (ex) {
gs.error('Error sending webhook: ' + ex.getMessage());
return false;
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function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(tzrue),
value: field.toString()

};

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;
}
var val = parselnt(field.toString());
return isNaN(val) ? null : val;

var eventType = (current.operation() == 'insert') ? "create" : "update";

var incidentEvent = {
eventType: eventType.toString(),
sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),
active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {}

};
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incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

};

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);
} else {

gs.info('Webhook not configured.');

})(current, previous);
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ServiCenow Al Favorites  History Workspaces Incident - Create INCO010001

— Incident . B e i
< | = MNewrecord View: Self Service g = Submit || Resolve

MNumber  INCO010001 Opened 2025-11-14 12:45:19
% Caller | Problem Administrator Q||| @ Closed
Watch list | & || & Urgency | 3 - Low w
State | Mew w

# Short description | Investigate the CloudWatch alarm [ALARM] [us-east-1] abeyjohn-AlarmisAlwaysRed

Related Search Results >

Comments (Customer visible)

Submit Resolve
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HZlof CHet UCo|EE el E|Zlof MZELICE o o|ME ZA ZitE QIAIHE o] MTEof HA|E|H,
M= |8, finding, cause, investigation_summary mitigation_summary 2! Z A} &FEH
AO|O|E(0d: AWS DevOps Agent started/finished its investigation)2| 0i0|™ME &=
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal
Table | Incident [incident] - Active [

Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete
Query

Filter Conditions | Add Filter Condition || Add OR Clause
Source{u_integ_source) * | contains ~ | Dynatrace AND OR

Role conditions | &
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

MName | Send events to Agent Space A Application  Global o |

Table | Incident [incident] Active B
Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before v: Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause |
All of these condilions'n\'lus( be met
:Urgency v l is v_[ 1- High v; AND OR
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS Ta]

Role conditions | #

« 1% CtZ ServiceNow for AgentSpace B A AMH|A7F AWS 0|1 & A7} Dynatrace?l 304 EF H

KLIA 78j0| EBIElS CHE HIXLIA FEl2 Mastic

174
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

Name | Send events to Agent Space B Application  Global
Table | Incident [incident] b Active [
Advanced [
When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run,

When | before & Insert

Order 100 Update [
Delete B
Query

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met

Service - | is v|AWS Q AND || OR B
Source(u_integ_source) o | contains V|Dynatrace AND OR

Role conditions | &
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* Content-Type: application/json
* x-amzn-event-signature: <HMAC signature>

* x-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>

HMAC M SHA-2562 AF&35t0{ B¢t 7|2 @& EE 0| AHHE5t0{ MAdE LI

AEZQIE URLE ELHOF B LCH.
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* Content-Type: application/json

* Authorization: Bearer <your-token>

Pl
rm
[m
2
)
r°l-
m

2 =|o{ofF ELCt.

"title": "Incident title",

"severity":

Ilhighll’

"affectedResources": ["resource-id-1", "resource-id-2"],

"timestamp": "2025-11-23T18:00:00Z",
"description": "Detailed incident description",
"data": {
"metadata": {
"region": "us-east-1",
"environment": "production"
}
}

HO|2E A 7|0}

eventType:

incidentId:

action: 'c
priority:

title: str
descriptio

timestamp?:

service?:

'incident';
string;
reated' | 'updated' | 'closed' | 'resolved';

"CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";

ing;

n?: string;
string;
string;

// The original event generated by service is attached here.
data?: object;

Webhook AHS
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% 1(HMAC 215) - JavaScript:
const crypto = require('crypto');

// Webhook configuration

const webhookUrl = 'https://your-webhook-endpoint.amazonaws.com/invoke';

const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',

description: 'High CPU usage on production server host ABC in AWS account 1234

region us-east-1',
timestamp: new Date().toISOString(),
service: 'MyTestService',
data: {
metadata: {
region: 'us-east-1',
environment: 'production'

i

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature

}I

Webhook AHS
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body: payload

1)

.then(res => {
console.log( Status Code: ${res.status}’);
return res.text();

1}
.then(data => {
console.log('Response:', data);

1)
.catch(error => {
console.error('Error:', error);

1);
7™ 1(HMAC 215) - cURL:

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"

SECRET="YOUR_WEBHOOK_SECRET"

# Create payload

TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.0007Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature

SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}"

binary | baseb4)

| openssl dgst -sha256 -hmac "$SECRET" -

Webhook AHS
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# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
-d "$PAYLOAD"

& 2(Ho{z] EE 21F) - JavaScript:

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toISOString();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert’,
description: 'Test description’,
timestamp: timestamp,
service: 'TestService',
data: {}

};

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,

"Authorization": ‘Bearer ${secret}’, // Fixed: template literal
iy
body: JSON.stringify(payload),
1)

HA 2(Hlo{2 EZ 215) - cURL:

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

Webhook AHS
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# Create payload
TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "Authorization: Bearer $SECRET" \

-d "$PAYLOAD"

2001} Webhook2t Z 2 HIAIX|7} = &lE|H Q50| STHE(RT A|AEM =l S Mg + URS
HAIX|7} CH7 €0l /SS LIEFELICEH 2002 ¥X] ZR&HX|BH 4xx= 215 E& slol EX7H US 7+
sd0| g&LICH 25 E ClHTst= O =F0| E|=5F curl SME AI8510 #3522 TS EAM L.
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« the section called “0{|O|HE A O|A AfAS

« the section called “DevOps 01| 0| E ¢ 40|28t FUIL|77+?”

« the section called “DevOps 00| E |AM T

Amazon EventBridge2t AWS DevOps 00| E S&

AL e = F7| St ddlst= O|HIEE ALE5H04 O[HIE (g of Z 2|71 0]t AWS DevOps
AgentE SEE &= UELICE AWS DevOps Agent= Z At _EE 2t3t Aef7t fEE M Amazon

Ei7
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EventBridgeZ O|HEE ™M&
TEE Mg = AgLoh
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« ZAMTH 2= E|H AWS Lambda & +& &350 ZAF ZHE MR LICH
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Source {2 Default event bus Targets
A oy A n -@- Amazon Web Services
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O -1 -V rule ! G’)—
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Web Service 7 | e _@_ Event buses
event
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rule | { patcern 17 @ -@- HTTPS endpoints
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3. O|HIE7} #=|o| O|HIE TE T YUX|5+H EventBridges= A0 X|HE CHASZ O|HEE 2L

Ct.

AWS DevOps 00| ME O|HIE

AWS DevOps Agente CHS O[HE E EventBridgeZ M&ELICH ZE O|HEE AAE AISEL
Claws.aidevops.

X E|= ZAF O|HIE

detail-type =ES

Investigation Created o O|TME S zZhofl ZAIVI W E[R&LICH
Investigation Priority Updated ZAe| M =27t HBEIRIE LY.
Investigation In Progress ML EHE BME AlERIELICH
Investigation Completed M Eot 43 Mo E 2R EJIGLICH
Investigation Failed ZAOIM @771 HA5to] 2t =& o= A&LICEH
Investigation Timed Out Z AL 2[CH 318 Z[7He 2oL
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detail-type
Investigation Cancelled

Investigation Pending Triage

Investigation Linked

Investigation Skipped
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e

detail-type
Mitigation In Progress
Mitigation Completed

Mitigation Failed

Mitigation Timed Out

Mitigation Cancelled
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all AWS DevOps 0|0|ME O|HE x|

CHS o|HE mEI2 AWS DevOps Agentl| 2 E OHEQ} 2x|&L|CH

{
"source": ["aws.aidevops"]
}
Z A O|HIEDE UX|
CtZ O|HE WEH2 HFA LXIE ALE5t0] TAF =&H F7| O[HIER
{
"source": ["aws.aidevops"],
"detail-type": [{"prefix": "Investigation"}]
}

CIS O|HIE mEe k2 5|7L Almist TAF & 2+sloi| CHEF O|HIE 9} 2

"source": ["aws.aidevops"],

"detail-type": [
"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",
"Mitigation Failed"

"source": ["aws.aidevops"],
"detail": {
"metadata": {
"agent_space_id": ["your-agent-space-id"]

2 K|
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Amazon EventBridge T1&t

AWS DevOps Agent= EventBridgeol| O|HIEE MY St= O 7t Heto| ER5HX| & &LICH O[HE
7|2 O|HIE HAR XIS 2 MEEL|CH
EventBridge T+ 01| CHall 71 4d5t= CHAOf [H2F §& HEHE FTI6HoF & = UELICH THaof| 2 st
_|

T8tof CHEF RtAEH L& Amazon EventBridge AHS 42| Amazon EventBridge| CHE 2|4 A
7|9 HAM ALE 2 EHZESHAM2. EventBridge

Z 7} EventBridge Z2lAA

EventBridge 7H'e 2! 72430 CHEt XEAMIEH L& 2 Amazon EventBridge AH& AHEAM Q| C}E F=XNE &
M L.

- EventBridge O|HE HA

« EventBridge O|HIE

« EventBridge O|H E Ij{&

« EventBridge 7%

« EventBridge CH4f

AWS DevOps Of|0|ME O|HIE MR HE &=

AWS MH|A Q| O|HIEO|E | source, detail-type, accountregion, S Y82l HIEIH|O|E &
E7t Q&LCHime. O[2{8t O|HIEON|= MHH|AQL #EE HIO|EH7 U= detail &

For AWS DevOps 0|O0|ME O|HIE Q| AL sources= &4 aws.aidevops O|1= EH
detail-type A|HErLICH.

A OHE
CHS detail-type 242 Z AL O|HIEE AHEELICH

* Investigation Created
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 Investigation Priority Updated
* Investigation In Progress

* Investigation Completed

* Investigation Failed

* Investigation Timed Out

* Investigation Cancelled

* Investigation Pending Triage

* Investigation Linked

 Investigation Skipped

source 2 detail-type
of Z&rklo{ /JU&LIcH 2E O
HE X 0| 0|HE 2T E XML,

E £ AWS DevOps O0|ME O[HIEof CHEE EX Zt2 Z&Hst2 2 o}l
|l 2= CHE HIEtH olH =2 o= Amazon EventBridge Of

|m
2
#

CtE22 XA O|HEof CHEt JSON T+ =Lt
{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
b
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}
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detail-type O|HE RS AEELICE ZAL O|HE S| F? 0| O[Tol| LIYE O|HIE O|F & ot
LEILICH

source O|HEE MM&t HHIAE AlHELICE For AWS DevOps OfO|ME O[HE S| ZFAR0| 22 &
L|Claws . aidevops.
detail O|HIEH H|O|E{7} Z & El JSON ZHA|LIC} detail ZA|oll= CHE HETH Z & ELICH
« version (EXt) - O|HIE ME ME ol AF[0F HHMULICH 24X 1. 0.0,
- metadata.agent_space_id (EXt) - O|HIEJ} A[ZHE of| O|ME S7to| 1R AMEXILICE
X

- metadata.task_id (EAt) - Fdo| I AR LCY.

- metadata.execution_id (EXtY) - &l Aol R AHEXIL|CH A™O| ZALO| HH LIRS
Il = A|IEL|CE.

« data.task_type (EAtY) - Y R LICE 2t INVESTIGATION.

« data.priority (EAtQ) - M =2 =&LICt. 24 CRITICAL, HIGH, MEDIUM, LOW, MINIMAL.

« data.status (EAIQ) - $4AH A ENQILICE Zf: PENDING_START, IN_PROGRESS, COMPLETED,
FAILED, TIMED_OUT, CANCELLED, PENDING_TRIAGE, , LINKED. SKIPPED
- data.created_at (EAt) - 20| 4E [ ISO 8601 EF AR Z I |}

+ data.updated_at (EAtY) - 0| OFX[F 22 UHO|EE A7H2]1SO 8601 EF ARz QIL|CH.

- data.summary_record_id (EAIQ) - ZAF 27 £

Qo B3 =of AlwRtlLICH
2 ZAPO| CHEH 2250] A4l I} ZEEILICH Ol AIERHE AL 3tod BlZE R0l @l 1
< 8|3 =8 Z2/5t04 AWS DevOps O OITIE APIE S 20 ZHUXE ZMY % el

Ctinvestigation_summary_md.

of: ZAI 2t O[HE

"version": "Q",

"id": "12345678-1234-1234-1234-123456789015",

"detail-type": "Investigation Completed",

"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:10:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:aidevops:us-

east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
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1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
I
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z",
"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}
}

"version": "Q",
"id": "12345678-1234-1234-1234-123456789016",
"detail-type": "Investigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1)
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
},
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
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"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"

2tst OHIE
CH= detail-type Zf2 23 O|HEE

* Mitigation In Progress

* Mitigation Completed
* Mitigation Failed
Timed Out

Cancelled

* Mitigation

* Mitigation

source 2! detail-type E
off Z&klo] U&LICt 2& OfHl
HIE & ZXO|0HE X &

ShE
=

#

Ct

0jo

2 &3 o|HE

of CHet JSON 7+ =&

4

"detail-type" "string",

"source" "aws.aidevops",
e,
"detail"” : {

"version" "string",

"metadata" : {

"agent_space_id" "string",
"task_id" "string",
"execution_id" "string"

.

"data" : {
"task_type" "string",
"priority" "string",
"status" "string",
"created_at" "string",

|L|CH
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"updated_at" : "string",
"summary_record_id" : "string"
}
}
}

detail-type O|HE R¥ES AHELICt 23 O|HE S| F2 Ol O[Tof LIHE OHE O|F &
LEILICH,

o
-

source O|HIEE MM5t MH|IAE AlMELICH For AWS DevOps 00| E O|HIE S| A2 0| gf2 &

L|Claws .aidevops.
detail O|HIEH CI|O|E{7} =& El JSON X LICt detail ZA|ol= CHE EE7F ZEHELICE

« version (EXt) - O|HE MN& HEQo|l A7
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[
S
g S

+ metadata.agent_space_id

- metadata.task_id (BEAIY)

- metadata.execution_id (EXtQ) - A A™o| 1R AHEXIQLICH A™O| 250l E§EEIURS
[ EAIELICH

« data.task_type (EAtY) - Y R LICE Zt: INVESTIGATION.

 data.priority (EXtY) - 4 &2 =ZLICH Zt: CRITICAL, HIGH, MEDIUM, LOW, MINIMAL.

« data.status (EAIQ) - #XH AEQILICE. 2k IN_PROGRESS, COMPLETED, FAILED, TIMED_OUT,
CANCELLED.

- data.created_at (EXIY) -

« data.updated_at (EXIY) -

| A2 M 1ISO 8601 Et UARHZ 211 |C},
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* data.summary_record_id (
Cl. 2t 2 El 2315 I8t 2 2F0| MME m £ &
M B2 EE Z=3[510{ AWS DevOps 01| 0|
Clmitigation_summary_md.

= =)

of: 2t 2t2 O|HE

"version": "Q",

"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",
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"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:20:00Z",

"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"
}

[a

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901d",
"detail-type": "Mitigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [

"arn:aws:aidevops:us-

east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

1)
"detail": {

"version": "1.0.0",

"metadata": {

"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
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"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",

"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"
},
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "FAILED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:20:00Z"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-vended-logs-permissions-V2.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-CloudWatchLogs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logs-reference.html#BasicDistributionFileFormat
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« DeliveryDestination - 217} 7|S &= CHAS LIERHLIC.

. M- ME AAE NS Ol EELICH

PutDeliverySource & ¢

1 k(|
A 0| ARNE TEStIE

%
23 REAPPLICATION_LOGSS 2 X|HgHLCt.

0

CHE o Aloi M= OO|HE Jzhol Chet & ~AAE gL

{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logs-reference.html#BasicDistributionFileFormat
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
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{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"
}
2EHA: & i Ao

PutDeliveryDestination 242 At&35t0{ 27t ME El= {X[E T+ & LICH. Amazon CloudWatch
Logs, Amazon S3 EE& Amazon Data FirehoseE ME{E £~ Ql&L|CH

CtZ 0d|Alof M= CloudWatch Logs CH&f & adgrL|ct.

"name": "my-cwl-destination",
"deliveryDestinationConfiguration": {

"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/
aidevops/my-agent-space"
},

"outputFormat": "json"

CtS of| A|of M= Amazon S3 CHANS M AISHL|CH

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
3,
"outputFormat": "json"
}

Cl= 0| Alod A= Amazon Data Firehose CHAF S A A48t |Ct.

{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {

"destinationResourceArn": "arn:aws:firehose:us-

east-1:123456789012:deliverystream/my-aidevops-log-stream"
1,
"outputFormat": "json"
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
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{
"deliverySourceName": "my-agent-space-delivery-source",

"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}
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* AWS::Logs::DeliveryDestination
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-delivery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverydestination.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverysource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverysource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverydestination.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-delivery.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
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ol
nx
0%
x

AWS DevOps 0{0|ME A

« Amazon CloudWatch Logs 2 &

« Amazon S3 2=

« Amazon Data Firehose 22

IZplolEl AR =30 44
Zziolgl 44 Tl

Z(MCP) =7 & 0f| 0| E0f|H Z2t0|
A & HM APls 2 AA Ko QIAEIAQL ZE2 LY
2 AA=] CHEt HMA HEHE F0{5t= 7|Et SE2 Soll & EE = A& LICH FZAWS DevOps
Agento CHEF 7[5 F4). 0|28t MHlA= HEE! QB HM AT KMBHE[7HLE 4= Amazon Virtual
Private Cloud(Amazon VPC) Lol M A El= 27t BE&LICH &, AWS 7|22 2 Z DevOps Agent
7t s MH|Ao0l| @4 = ei&LICH.

—
==

Z2to|8! @47 for AWS DevOps OO|TEE A& St 0| 0| HME AH0|AE HER] QIEHH| &5
X| 2t VPCOIM A= MU|A0| eFHstA AZe = AU &LICH ZEto|8! @182 MCP A, AHA|
S AE Grafana B &= Splunk QIAEA | GitHub Enterprise Server &! GitLab o

HNo] AAERIS ZF5t0{ ZEIO|HI AEXQIEN TESHOF 5t ZE ST &7 &S LI

® Note
zZetols! A =77t VPC LHOI A AWS DevOps Ol0|HE 0 Ot RHI2E 2FE st 8
2 HIESA LHofl RX|E|=5 VPC MIEZQIEE AZ5to{0] EcHEiE B8 £ l&LICt

Ir
H
4
to
ook
S

AWS . 0| E0{ ¥ %3 O|HEE S5l DevOps HO|MEE EE|7{5

3]

2Ho|5! 17 &5 WA
Lol 442 AWS DevOps O|O0|E QL VPCO| CHY |4 A ZHol 2ot HERZ BEE H/EE L

. 220l AWS DevOps M|O|ME & Amazon VPC LatticeE AF&35040| E0F ZElo|H! A HE=2
E HYELICH VPC Lattice= 7|2 HER3 QlzetE 2elstx| 12 VPCs, Y L HFE R ™
Hto| ol Z2|7{o|M ¢zt Silg 4, EE L ZLEZEY £ /U= ofZ 2701 HESZ MH[ALICH

o
=

Zzto|yl 4

zptolsl 3AR EFol dF 210


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide
https://docs.aws.amazon.com/vpc/latest/userguide
https://docs.aws.amazon.com/vpc-lattice/latest/ug/

AWS DevOps Oi|0|TE AFS AT A

« CHY MH[20| HERZZ HAZEE VPC, MEL I (MY ALY

=
« AWS DevOps Agent= MH|A ZE[E ElAA HO|ERO|IE MEstn X[HE MEU BadX 1 E
|3 QIE{H|O|A(ENIs)E Z2H|XM'IELICt

« OO|TMEE= El&aA HOIESO|E AEst0{ ZEI0|H LIESIZ B=E Sof Chy MH[A9]IP F4
IC= DNS O|ELE ECiElg etREF LY.

2[4 HO|EL0|= AWS DevOps Agentof| A 2tH351H| 2 E|=|H A ™ol 817 M8 E|AA ()=
E AElLCtaidevops-{your-private-connection-name}. 4 o|'7-|L.|- SK e TRt g

&LICH VPCOHIM M E fUst 2laades X[HE MER S| ENIsILICH 0|28t ENIs Z2}0|8! E
O| ZI™ A& S otH Mo 2 MH|A0| olsf ZEIELICH QIHASCEREQ| QIHIRE 122 &8
StX| et XA 2ot D& S Sall EgfEHE 26| Mo{g = A&Lch

LS — =2 = =2 T AAHE

.{
HA
=)

HT

ok

—

[3]

ctolS! A2 o] Eo AES 2= HAEUR&LICH

HE2! QIE{Y =& 1S - AWS DevOps 00| ME o} CHAN MH|A ZHe| BE ERJZI2 AWS WIE
30 ot U&LICH MH[AN HE B! IP FALE QIE{H HO|ES0|7F 2R 35HK| k& LTt

MH|A Ao 2|AA HO|IEQ O] - MH|A 22|13 ElAA HOIE Ol A™HHM 47| e},
AWS DevOps M|O|MEDF AFSE = RIo CHE MH|ALE EoF F=X|= ECiE —?—
L|C}. 2 & VPC Lattice API &€ 7|§35t= AWS CloudTrail 210{ A 0|E &02lg £

- HOotOF AU 3A - ARStD HEIStE 2o &2 S35l ENIsol| CiEt QIHIRE L o RHIRE ECy
|2 ANo{gL|ch 2ot 2 & e XIH5HK| of2 T AWS DevOps Agent= Xo|8t ZEZ #HQ|7} x|H
= 7|12 ot OES HMELICt

« Z|A HEHO| UE MH|A 24 & - AWS DevOps Agente= MH|A 9174 e8H2 AF235to{ E 5t
VPC Lattice 2! Amazon EC2 E|AARH MMTHL|Ct O] ¥ 2 EfT7} XIHE 2|AAE HR{7} K|

HAWSAIDevOpsManagedE|H Aol CHE E|lAA0f HAMAE 4= gi&LICEH

A
Jd
Z
Y
O
—
9.1
o
()
>
E

A

O
ﬂIIO

ES K48 FIEHSE Mol Mol HHSCRs)0l 2l B Akl 42
w% £ 3 MHIA 2% 2124 HOIEHIOIE SSELIC, SOPs AlHIA
S =, (o]

=

zgto|8l 1A JHe 211


https://docs.aws.amazon.com/vpc/latest/privatelink/resource-gateway.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS DevOps 0 0|ME INESRSE
O 7| =l %
ChS Ctolo{a =2 Z2to|s! 1AL HERT 2 E EoiELICH
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Customer VPC
Resource gateway subnet
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ENI IP/DNS
AWS DevOps V:?E::E:e Fée:;:::ye %Resource gateway subnet PIDNS il Application
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FA40f CHa MH|AQ[IP 4 EE= DNS O|&(Ml: mcp.internal.example.com E=
2 gLt MEfEH VPCOA ME|A0]| 4ZAE == 2{0{of & LICH DNS O|§ 2 MEH

10.0.1.50)2 Y=g
= 21010k BfLICE.
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« 7{|740| VPC Lattice MH|A & 2o ZEsHX| eEU&LICH
« MEHHel IAM HAo 2 915l MH|A 1 & 0| SIAAE MHE £ giaLch

(@ Note
olg{¢t EtHl= 7|5 22X S= Create a new private connection 0|E ME45}04
g = U&LICH XMIE I8 2 715 3= At Z2to|8! 4 A8 2 EZFHAI2.

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \

--mode '{

"serviceManaged": {
"hostAddress": "mcp.internal.example.com",

"vpcId": "vpc-0123456789abcdef@",

"subnetIds": [
"subnet-0123456789abcdef0",
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#use-a-private-connection-with-a-capability-provider

AWS DevOps 0f|0|ME
"subnet-0123456789abcdefl1"

15
"securityGroupIds": [
"sg-0123456789abcdef0"

1,
"portRanges": ["443"]

O|S 1 MEN7} ZLEE|LICICREATE_IN_PROGRESS.

-~

"my-mcp-tool-connection",

"status": "CREATE_IN_PROGRESS",
"resourceGatewayId": "rgw-0123456789abcdef0",

"hostAddress": "mcp.internal.example.com",
"vpc-0123456789abcdef0"

"name" :

"vpcId":
5249 describe-private-connection WY At

aws devops-agent describe-private-connection \
--name my-mcp-tool-connection

| 442 AFSE EHI7h Bl ACTIVEZ LICH

SEf7t oz =Zetole!

7S S22t ZEt0|8l A AS

Zotolel eddE ArE5tedH ot ZElol8l HAdg 1A &= USLICE =
GitLab, MCP ServerZ! @lL|C}Grafana.
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= —
AWS Management Console EE= AWS CLIE AF-%%F

(® Note
715 3ZKE S5 [ AWS DevOps Agent= AIEEZQIEN| HAZAE = 1 8EHS
QUEFLICH S§E 2t2st7| ™ol cHe MH[A7F A S0l H4E st AR HEL
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AWS DevOps H|O|TE 2 &0 "Z2t0[|5! HAAS ALS5t04 JIEXQIE N A" SMHS MBS0 S
3ol =08l edAE 750l ALY = UELICH
MCP server details
Only MCP servers that implement the Streamable HTTP transport protocol are supported.
Name
The name of the MCP server
| my-mcp-server
Endpoint URL
| https://mcp.internal.example.com
The MCP server endpaint URL will be displayed in AWS CloudTrail logs in your account.
Description - optional
A
|| Enable Dynamic Client Registration
Allow DevOps Agent to automatically register with your MCP's authorization server.
Connect to endpoint using a private connection 4—
If not checked, the connection will be made over the public internet.
© Use an existing private connection
Select from your existing private connections
| Select a private connection
) Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.
1. AWS DevOps Of0|TE Z2£2 &1 o0|TME 37t = O[S ELICH
2. 715 3ER Yo S5 MEHELICH
3. ZElo|8! AZAo| A E T7Is R0l s S5 MEIELICH
715 3ZRetel Zeto| A ME 216
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5. T2to|Y HHES A8 510 ASEOIEOf AU MeHsfLICh
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6. Vdsttis A=EQIE URLO| siEstE 7IE ZEto|S] AZ S ME=SHHLE M ZEto[S! 42 Y

(® Note
OAuth QI5(220[E X174 3Y &= 3L0)2 AL83te 715 S3Atol Cigt =ztols! oA
S MEistH Zoto|8! 90| 7|5 SZA AEXQES EE nE AEXQIE TR0 M8E
LIch Z2to|sl 0| F A= EQIER EFiES IR = UE FAE FAE THE|0]

AWS CLIE At83t04 7|s S2Atete| Z2tol8! AZE At

Olo

private-connection-name QI=& E&5t0o{ ZEtO|E! 420 7|52 S8 = JU&LICEL OS2
my-mcp-tool-connection ZZt0|H! B E AL&3St0o4 API 7| HEH R0{E2 MCP AMHE S55t=

==
o LI X2l AR 2t 2 sliiE 2te = HhELICH

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",
"apiKeyHeader": "x-api-key"
}
}
}
LN

--region us-east-1
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
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aws devops-agent delete-private-connection \
--name my-mcp-tool-connection
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aws devops-agent create-private-connection \
--name my-advanced-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef"
}
3
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aidevops:*",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:InvokeAgent",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:DiscoverTopology",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:CreateBacklogTask",
"aidevops:UpdateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
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"aidevops
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"Resource":

InitiateChatForCase",
EndChatForCase",
ListChats",
CreateChat",
SendMessage",
ListGoals",
CreateKnowledgeItem",
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ListPendingMessages"
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"Version":
"Statement": [
{
"Effect":
"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
:GetKnowledgeItem",

"aidevops

"aidevops:
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"Resource":

"2012-10-17",

"Allow",

GetAgentSpace",
ListAssociations",
GetAssociation",
ListExecutions",
ListJournalRecords",
ListRecommendations",
GetRecommendation",
ListBacklogTasks",
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GetAccountUsage"
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"Version": "2012-10-17",

"Statement": [
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"Sid": "AIDevOpsAgentReadOnlyAccess",
"Effect": "Allow",
"Action": [
"aidevops:Get*",
"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"
1,

"Resource": "*"

AlDevOpsAgentFullAccess
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentSpaceAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateAgentSpace",
"aidevops:DeleteAgentSpace",
"aidevops:GetAgentSpace",
"aidevops:ListAgentSpaces",
"aidevops:UpdateAgentSpace"

]I

"Resource": "*"
}I
{

"Sid": "AIDevOpsServiceAccess",

"Effect": "Allow",

"Action": [
"aidevops:DeregisterService",
"aidevops:GetService",
"aidevops:ListServices",
"aidevops:RegisterService",
"aidevops:SearchServiceAccessibleResource"

1,

"Resource": "*"

}I
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{

"Sid": "AIDevOpsAssociationAccess",

"Effect": "Allow",

"Action": [
"aidevops:AssociateService",
"aidevops:DisassociateService",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:UpdateAssociation",
"aidevops:ValidateAwsAssociations"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsWebhookAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListWebhooks"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsOperatorAppAccess",

"Effect": "Allow",

"Action": [
"aidevops:DisableOperatorApp",
"aidevops:EnableOperatorApp",
"aidevops:GetOperatorApp",
"aidevops:UpdateOperatorAppIdpConfig"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsKnowledgeAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateKnowledgeItem",
"aidevops:DeleteKnowledgeItem",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"aidevops:ListKnowledgeItemVersions",
"aidevops:UpdateKnowledgeItem"

1,

"Resource": "*"

AWS AWS DevOps 0| 0|MEof CHEt | A

238



AWS DevOps H0|FE

0o
1z

02
x

}I
{

"Sid": "AIDevOpsBacklogAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListGoals",
"aidevops:UpdateBacklogTask",
"aidevops:UpdateGoal"

1,

"Resource": "*"
},
{

"Sid": "AIDevOpsRecommendationAccess",

"Effect": "Allow",
"Action": [
"aidevops:GetRecommendation",

"aidevops:ListRecommendations",
"aidevops:UpdateRecommendation"

1,

"Resource": "*"

iy
{

"Sid": "AIDevOpsAgentChatAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateChat",
"aidevops:ListChats",

"aidevops:ListPendingMessages",

"aidevops:SendMessage"

]I

"Resource": "*"
}I
{

"Sid": "AIDevOpsJournalAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListExecutions",
"aidevops:ListJournalRecords"

1,

"Resource": "*"

iy
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{

"Sid": "AIDevOpsTopologyAccess",
"Effect": "Allow",

"Action": [
"aidevops:DiscoverTopology"

1,

"Resource": "*"

1,

{

"Sid": "AIDevOpsSupportAccess",

"Effect": "Allow",

"Action": [
"aidevops:DescribeServices",
"aidevops:DescribeSupportLevel",
"aidevops:EndChatForCase",
"aidevops:InitiateChatForCase"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsUsageAccess",

"Effect": "Allow",
"Action": [
"aidevops:GetAccountUsage"
1,
"Resource": "*"
},

{

"Sid": "AIDevOpsTaggingAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListTagsForResource",
"aidevops:TagResource",
"aidevops:UntagResource"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsVendedLogs",

"Effect": "Allow",

"Action": [

"aidevops:AllowVendedLogDeliveryForResource"

]I

"Resource": "*"

AWS AWS DevOps 0| 0|MEof CHEt | A

240



AWS DevOps H0|FE

0lo

1z

02
x

}
]
}

AlDevOpsOperatorAppAccessPolicy
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowOperatorAgentSpaceActions",

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:CreateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:UpdateBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListJournalRecords",
"aidevops:DiscoverTopology",
"aidevops:ListGoals",
"aidevops:ListRecommendations",
"aidevops:ListExecutions",
"aidevops:GetRecommendation",
"aidevops:UpdateRecommendation",
"aidevops:CreateKnowledgeItem",
"aidevops:ListKnowledgeItems",
"aidevops:ListKnowledgeItemVersions",
"aidevops:GetKnowledgeItem",
"aidevops:UpdateKnowledgeItem",
"aidevops:DeleteKnowledgeItem",
"aidevops:ListPendingMessages",
"aidevops:InitiateChatForCase",
"aidevops:EndChatForCase",
"aidevops:DescribeSupportlLevel",
"aidevops:ListChats",
"aidevops:CreateChat",
"aidevops:SendMessage",
"aidevops:DescribeServices"
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"Resource": "arn:aws:aidevops:*:*:agentspace/${aws
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowOperatorAccountActions",

"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"

1,
"Resource":
"Condition": {
"StringEquals": {

"
’

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AllowSupportOperatorActions",
"Effect": "Allow",
"Action": [

"support:DescribeCases",
"support:DescribeServices",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowSecretsManagerOperatorActions",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"”

1,

"y
’

:PrincipalTag/AgentSpaceId}",

R{RH
o=
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

AlDevOpsAgentAccessPolicy

AWS DevOps O|0|ME 7} 12 AWS Z|A A0 CHEH TALE +&stD £

£ M3 ELict

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AIOPSServiceAccess",
"Effect": "Allow",

"Action": [

"access-analyzer:GetAnalyzer",
"access-analyzer:List*",

"acm-pca:
:GetCertificate",
:GetCertificateAuthorityCertificate",
:GetCertificateAuthorityCsz",

"acm-pca
"acm-pca
"acm-pca

"acm-pca:

Describe*",

List*",

"acm:DescribeCertificate",
"acm:GetAccountConfiguration",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"airflow:List*",
"amplify:GetApp",
"amplify:GetBranch",
"amplify:GetDomainAssociation",
"amplify:List*",
"aoss:BatchGetCollection",
"aoss:BatchGetLifecyclePolicy",
"aoss:BatchGetVpcEndpoint",
"aoss:GetAccessPolicy",
"aoss:GetSecurityConfig",
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"aoss:Ge
"aoss:Li
"appconf
"appconf
"appconf
"appconf
"appconf

tSecurityPolicy",

st*",

ig:GetApplication",
ig:GetConfigurationProfile",
ig:GetEnvironment",
ig:GetHostedConfigurationVersion",
ig:List*",

"appflow:Describe*",
"appflow:List*",

"applica
"applica
"applica
"applica
"applica
"applica
"applica
"apprunn
"apprunn
"appstre
"appstre

"appsync:
"appsync:
"appsync:
"appsync:
"appsync:
"appsync:
"appsync:

"appsync

"appsync:
"appsync:

"aps:Des
"aps:Lis
"arc-zon
"arc-zon
"athena
"athena
"athena
"athena
"athena
"athena
"athena:
"auditma
"auditma
"autosca

tion-autoscaling:Describe*",

tion-signals:BatchGetServicelevelObjectiveBudgetReport",

tion-signals:GetService",
tion-signals:GetServicelevelObjective",
tion-signals:List*",
tioninsights:Describe*",
tioninsights:List*",
er:Describe*",

er:List*",

am:Describe*",

am:List*",
GetApiAssociation",
GetDataSource",
GetDomainName",
GetFunction",
GetGraphqglApi",
GetGraphglApiEnvironmentVariables",
GetIntrospectionSchema",
:GetResolver",
GetSourceApiAssociation",
List*",

cribe*",

t*",
al-shift:GetManagedResource",
al-shift:List*",

:GetCapacityAssignmentConfiguration",
:GetCapacityReservation",
:GetDataCatalog",

:GetNamedQuery",
:GetPreparedStatement",
:GetWorkGroup",

List*",
nager:GetAssessment",
nager:List*",
ling:Describe*",
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"backup-gateway:GetHypervisor",
"backup-gateway:List*",
"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",
"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:DescribeSchedulingPolicies",
"batch:List*",

"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentKnowledgeBase",
"bedrock:GetDataSource",
"bedrock:GetGuardrail",
"bedrock:GetKnowledgeBase",
"bedrock:List*",
"budgets:Describe*",
"budgets:List*",

"ce:Describe*",

"ce:Get*",

"ce:List*",

"chatbot:Describe*",
"chatbot:GetMicrosoftTeamsChannelConfiguration",
"chatbot:List*",
"cleanrooms-ml:GetTrainingDataset",
"cleanrooms-ml:List*",
"cleanrooms:GetAnalysisTemplate",
"cleanrooms:GetCollaboration",
"cleanrooms:GetConfiguredTable",
"cleanrooms:GetConfiguredTableAnalysisRule",
"cleanrooms:GetConfiguredTableAssociation",
"cleanrooms:GetMembership",
"cleanrooms:List*",
"cloudformation:Describe*",
"cloudformation:GetResource",
"cloudformation:GetStackPolicy",
"cloudformation:GetTemplate",
"cloudformation:List*",
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"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:

"codeartifact:Describe*",
"codeartifact:GetDomainPermissionsPolicy",
"codeartifact:GetRepositoryPermissionsPolicy"

:Describe*",
:GetCachePolicy",
:GetCloudFrontOriginAccessIdentity",
:GetContinuousDeploymentPolicy",
:GetDistribution",
:GetDistributionConfig",
:GetFunction",

:GetKeyGroup",
:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",

List*",
Describe*",
GetChannel",

GetEventConfiguration",
GetEventDataStore",
GetEventSelectors"”,
GetInsightSelectors",
GetQueryResults",
:GetResourcePolicy",

GetTrail",

GetTrailStatus",

List*",

LookupEvents",

StartQuery",
Describe*",

GenerateQuery",
GetDashboard",
GetInsightRuleReport",
GetMetricData",
GetMetricStatistics",
GetMetricStream",

GetService",

GetServicelevelObjective",

List*",

"codeartifact:List*",

"codebuild:BatchGetFleets",

"codebuild:List*",
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"codecommit:GetRepository",
"codecommit:GetRepositoryTriggers",
"codedeploy:BatchGetDeployments",
"codedeploy:BatchGetDeploymentTargets",
"codedeploy:GetApplication",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentTarget",
"codedeploy:List*",
"codeguru-profiler:Describe*",

"codeguru-profiler:GetNotificationConfiguration",

"codeguru-profiler:GetPolicy",
"codeguru-profiler:List*",
"codeguru-reviewer:Describe*",
"codeguru-reviewer:List*",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeIldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
"cognito-idp:DescribeUserImportJob",
"cognito-idp:DescribeUserPool",
"cognito-idp:DescribeUserPoolDomain",
"cognito-idp:GetGroup",
"cognito-idp:GetLogDeliveryConfiguration",
"cognito-idp:GetUICustomization",
"cognito-idp:GetUserPoolMfaConfig",
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListGroups",
"cognito-idp:ListIdentityProviders",
"cognito-idp:ListResourceServers",
"cognito-idp:ListUserPoolClients",
"cognito-idp:ListUserPools",
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"cognito-idp:ListTagsForResource",
"comprehend:Describe*",
"comprehend:List*",
"config:Describe*",
"config:GetStoredQuery",
"config:List*",
"connect:Describe*",
"connect:GetTaskTemplate",
"connect:List*",
"databrew:Describe*",
"databrew:List*",
"datapipeline:Describe*",

"datapipeline:GetPipelineDefinition",

"datapipeline:List*",
"datasync:Describe*",
"datasync:List*",
"deadline:GetFarm",
"deadline:GetFleet",
"deadline:GetLicenseEndpoint",
"deadline:GetMonitor",
"deadline:GetQueue",
"deadline:GetQueueEnvironment",
"deadline:GetQueueFleetAssociation",
"deadline:GetStorageProfile",
"deadline:List*",
"detective:GetMembers",
"detective:List*",
"devicefarm:GetDevicePool",
"devicefarm:GetInstanceProfile",
"devicefarm:GetNetworkProfile",
"devicefarm:GetProject",
"devicefarm:GetTestGridProject",
"devicefarm:GetVPCEConfiguration",
"devicefarm:List*",
"devops-guru:Describe*",
"devops-guru:GetResourceCollection",
"devops-guru:List*",
"dms:Describe*",

"dms:List*",

"ds:Describe*",
"dynamodb:Describe*",
"dynamodb:GetResourcePolicy",
"dynamodb:List*",
"ec2:Describe*",
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ec2:GetAssociatedEnclaveCertificateIamRoles",
"ec2:GetIpamPoolAllocations",
ec2:GetIpamPoolCidrs",
"ec2:GetManagedPrefixListEntries",
ec2:GetNetworkInsightsAccessScopeContent",
"ec2:GetSnapshotBlockPublicAccessState",
ec2:GetTransitGatewayMulticastDomainAssociations",
"ec2:GetTransitGatewayRouteTableAssociations",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:GetVerifiedAccessEndpointPolicy",
ec2:GetVerifiedAccessGroupPolicy",
"ec2:GetVerifiedAccessInstanceWebAcl",
ec2:SearchLocalGatewayRoutes",
"ec2:SearchTransitGatewayRoutes",
ecr:Describe*",

"ecr:GetlLifecyclePolicy",
ecr:GetRegistryPolicy",
"ecr:GetRepositoryPolicy",

"ecr:List*",
"ecs:Describe*",
"ecs:List*",
"eks:AccessKubernetesApi",
"eks:Describe*",

"eks:List*",

"elasticache:Describe*",

"elasticache:List*",

"elasticbeanstalk:Describe*",
"elasticbeanstalk:List*",
"elasticfilesystem:Describe*",
"elasticloadbalancing:GetResourcePolicy",
"elasticloadbalancing:GetTrustStoreCaCertificatesBundle",
"elasticloadbalancing:GetTrustStoreRevocationContent",
"elasticloadbalancing:Describe*",
"elasticmapreduce:Describe*",
"elasticmapreduce:List*",

"emr-containers:Describe*",

"emr-containers:List*",
"emr-serverless:GetApplication",
"emr-serverless:List*",

"es:Describe*",

"es:List*",

"events:Describe*",

"events:List*",

"evidently:GetExperiment",
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"evidently:GetFeature",
"evidently:GetLaunch",
"evidently:GetProject",
"evidently:GetSegment",
"evidently:List*",
"firehose:Describe*",
"firehose:List*",
"fis:GetExperimentTemplate",

"fis:GetTargetAccountConfiguration",

"fis:List*",

"fms:GetNotificationChannel",
"fms:GetPolicy",

"fms:List*",

"forecast:Describe*",
"forecast:List*",

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

BatchGetVariable",
Describe*",
GetDetectors",
GetDetectorVersion",
GetEntityTypes",
GetEventTypes",
GetExternalModels",
GetLabels",
GetListElements",
GetListsMetadata",
GetModelVersion",
GetOutcomes",
GetRules",
GetVariables",
List*",

"fsx:Describe*",
"gamelift:Describe*",
"gamelift:List*",

"globalaccelerator:Describe*",
"globalaccelerator:List*",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetJob",
"glue:GetRegistry",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:GetTable",
"glue:GetTags",
"glue:GetTrigger",
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"glue:List*",
"glue:querySchemaVersionMetadata",
"grafana:Describe*",
"grafana:List*",
""greengrass:Describe*",
"greengrass:GetDeployment",
""greengrass:List*",
"groundstation:GetConfig",
"groundstation:GetDataflowEndpointGroup",
"groundstation:GetMissionProfile",
"groundstation:List*",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetIPSet",
"guardduty:GetMalwareProtectionPlan",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:List*",
"health:DescribeEvents",
"health:DescribeEventDetails",
"healthlake:Describe*",
"healthlake:List*",
"iam:GetGroup",

iam:GetGroupPolicy",

iam:GetInstanceProfile",

iam:GetLoginProfile",
"iam:GetOpenIDConnectProvider",

iam:GetPolicy",

iam:GetPolicyVersion",

iam:GetRole",
"iam:GetRolePolicy",
"iam:GetSAMLProvider",

iam:GetServerCertificate",

jam:GetServicelLinkedRoleDeletionStatus",
"iam:GetUser",

iam:GetUserPolicy",

iam:ListAttachedRolePolicies",

iam:ListOpenIDConnectProviders",
"iam:ListRolePolicies",

jam:ListRoles",

iam:ListServerCertificates",

jam:ListVirtualMFADevices",
"identitystore:DescribeGroup",
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"identitystore:DescribeGroupMembership",
"identitystore:ListGroupMemberships",
"identitystore:ListGroups",
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetImage",
"imagebuilder:GetImagePipeline",
"imagebuilder:GetImageRecipe",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:GetLifecyclePolicy",
"imagebuilder:GetWorkflow",
"imagebuilder:List*",

"inspector2:List*",

"inspector:Describe*",

"inspector:List*",
"internetmonitor:GetMonitor",
"internetmonitor:List*",

"iot:Describe*",
"iot:GetPackage",

iot:GetPackageVersion",

iot:GetPolicy",
"iot:GetThingShadow",
"iot:GetTopicRule",

iot:GetTopicRuleDestination",
"iot:GetV2LoggingOptions",

"iot:List*",

"iotanalytics:Describe*",

"iotanalytics:List*",

"iotevents:Describe*",

"iotevents:List*",

"iotsitewise:Describe*",

"iotsitewise:List*",
"iotwireless:GetDestination",
"iotwireless:GetDeviceProfile",
"iotwireless:GetFuotaTask",
"iotwireless:GetMulticastGroup",
"iotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:GetServiceProfile",
"iotwireless:GetWirelessDevice",
"iotwireless:GetWirelessGateway",
"ijotwireless:GetWirelessGatewayTaskDefinition",
"iotwireless:List*",

"ivs:GetChannel",
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ivs:GetEncoderConfiguration",
"ivs:GetPlaybackRestrictionPolicy",

ivs:GetRecordingConfiguration",

ivs:GetStage",
"ivs:List*",
"ivschat:GetLoggingConfiguration",
"ivschat:GetRoom",

"ivschat:List*",

"kafka:Describe*",
"kafka:GetClusterPolicy",
"kafka:List*",
"kafkaconnect:Describe*",
"kafkaconnect:List*",
"kendra:Describe*",

"kendra:List*",

"kinesis:Describe*",
"kinesis:GetResourcePolicy",
"kinesis:List*",
"kinesisanalytics:Describe*",
"kinesisanalytics:List*",
"kinesisvideo:Describe*",
"kms:DescribeKey",
"kms:ListResourceTags",
"kms:ListKeys",

"kms:GetKeyPolicy",
"kms:GetKeyRotationStatus",
"kms:ListAliases",
"kms:ListKeyRotations",
"lakeformation:Describe*",
"lakeformation:GetLFTag",
"lakeformation:GetResourcelLFTags",
"lakeformation:List*",
"lambda:GetAlias",
"lambda:GetCodeSigningConfig",
"lambda:GetEventSourceMapping",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetFunctionConfiguration",
"lambda:GetFunctionEventInvokeConfig",
"lambda:GetFunctionRecursionConfig",
"lambda:GetFunctionUrlConfig",
"lambda:GetLayerVersion",
"lambda:GetLayerVersionPolicy",
"lambda:GetPolicy",
"lambda:GetProvisionedConcurrencyConfig",
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"lambda:GetRuntimeManagementConfig",

"lambda:List*",
"launchwizard:GetDeployment",
"launchwizard:List*",
"license-manager:GetlLicense",
"license-manager:List*",
"lightsail:GetAlarms",
"lightsail:GetBuckets",
"lightsail:GetCertificates",
"lightsail:GetContainerServices",
"lightsail:GetDisk",
"lightsail:GetDisks",
"lightsail:GetInstance",
"lightsail:GetInstances",
"lightsail:GetLoadBalancer",
"lightsail:GetLoadBalancers",

"lightsail:GetLoadBalancerTlsCertificates",

"lightsail:GetStaticIp",
"lightsail:GetStaticIps",
"logs:Describe*",
"logs:FilterLogEvents",
"logs:GetDataProtectionPolicy",
"logs:GetDelivery",
"logs:GetDeliveryDestination",

"logs:GetDeliveryDestinationPolicy",

"logs:GetDeliverySource",
"logs:GetLogAnomalyDetector",
"logs:GetLogDelivery",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:List*",
"logs:StartQuery",
"logs:StopLiveTail",
"logs:StopQuery",
"logs:TestMetricFilter",
"m2:GetApplication",
"m2:GetEnvironment",
"m2:List*",
"macie2:GetAllowlList",
"macie2:GetCustomDataldentifier",
"macie2:GetFindingsFilter",
"macie2:GetMacieSession",
"macie2:List*",
"mediaconnect:Describe*",
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"mediaconnect:List*",

"medialive:Describe*",
"medialive:GetCloudWatchAlarmTemplate",
"medialive:GetCloudWatchAlarmTemplateGroup",
"medialive:GetEventBridgeRuleTemplate",
"medialive:GetEventBridgeRuleTemplateGroup",
"medialive:GetSignalMap",

"medialive:List*",
"mediapackage-vod:Describe*",
"mediapackage-vod:List*",
"mediapackage:Describe*",
"mediapackage:List*",
"mediapackagev2:GetChannel",
"mediapackagev2:GetChannelGroup",
"mediapackagev2:GetChannelPolicy",
"mediapackagev2:GetOriginEndpoint",
"mediapackagev2:GetOriginEndpointPolicy",
"mediapackagev2:List*",
"memorydb:Describe*",

"memorydb:List*",
"mobiletargeting:GetInAppTemplate",
"mobiletargeting:List*",

"mqg:Describe*",

"mq:List*",

"network-firewall:Describe*",
"network-firewall:List*",
"networkmanager:Describe*",
"networkmanager:GetConnectAttachment",
"networkmanager:GetConnectPeer",
"networkmanager:GetCoreNetwork",
"networkmanager:GetCoreNetworkPolicy",
"networkmanager:GetCustomerGatewayAssociations",
"networkmanager:GetDevices",
"networkmanager:GetLinkAssociations",
"networkmanager:GetLinks",
"networkmanager:GetSites",
"networkmanager:GetSiteToSiteVpnAttachment",
"networkmanager:GetTransitGatewayPeering",
"networkmanager:GetTransitGatewayRegistrations",
"networkmanager:GetTransitGatewayRouteTableAttachment",
"networkmanager:GetVpcAttachment",
"networkmanager:List*",

"oam:GetLink",

"oam:GetSink",
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"oam:GetSinkPolicy",

"oam:List*",
"omics:GetAnnotationStore",
"omics:GetReferenceStore",
"omics:GetRunGroup",
"omics:GetSequenceStore",
"omics:GetVariantStore",
"omics:GetWorkflow",
"omics:List*",
"organizations:Describe*",
"organizations:List*",
"osis:GetPipeline",

"osis:List*",
"payment-cryptography:GetAlias",
"payment-cryptography:GetKey",
"payment-cryptography:List*",
"pca-connector-ad:GetConnector",
"pca-connector-ad:GetDirectoryRegistration",
"pca-connector-ad:GetServicePrincipalName",
"pca-connector-ad:GetTemplate",
"pca-connector-ad:GetTemplateGroupAccessControlEntry",
"pca-connector-ad:List*",
"pca-connector-scep:GetChallengeMetadata",
"pca-connector-scep:GetConnector",
"pca-connector-scep:List*",
"personalize:Describe*",
"personalize:List*",
"pi:Describe*",

"pi:Get*",

"pi:List*",

"pipes:Describe*",

"pipes:List*",
"proton:GetEnvironmentTemplate",
"proton:GetServiceTemplate",
"proton:List*",
"gbusiness:GetApplication",
"gbusiness:GetDataSource",
"gbusiness:GetIndex",
"gbusiness:GetPlugin",
"gbusiness:GetRetriever",
"gbusiness:GetWebExperience",
"gbusiness:List*",
"ram:GetPermission",
"ram:GetResourceShares",
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"ram:List*",
"rds:Describe*",
"rds:List*",

"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:List*",
"redshift:Describe*",

"refactor-spaces
"refactor-spaces
"refactor-spaces
"refactor-spaces

:GetApplication",
:GetEnvironment",
:GetRoute",
cList*",

"rekognition:Describe*",
"rekognition:List*",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:GetView",
"resource-explorer-2:List*",
"resource-explorer-2:Search",

"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:

GetGroup",
GetGroupConfiguration",
GetGroupQuery",
GetTags",

List*",

"route53-recovery-control-config:Describe*",
"route53-recovery-control-config:List*",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:List*",
"route53:GetDNSSEC",

"route53:GetHealthCheck",
"route53:GetHealthCheckStatus",
"route53:GetHostedZone",

"route53:List*",

"route53profiles:
"route53profiles:
"route53profiles:
"route53profiles:
"route53resolver:
"route53resolver:
"route53resolver:

GetProfile",
GetProfileAssociation",
GetProfileResourceAssociation",
List*",

GetFirewallDomainList",
GetFirewallRuleGroup",
GetFirewallRuleGroupAssociation",
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"route53resolver:GetOutpostResolver",
"route53resolver:GetResolverConfig",
"route53resolver:GetResolverQuerylLogConfig",
"route53resolver:GetResolverQuerylLogConfigAssociation",
"route53resolver:GetResolverRule",
"route53resolver:GetResolverRuleAssociation",
"route53resolver:List*",
"rum:GetAppMonitor",

"rum:List*",

"s3-outposts:ListEndpoints",
"s3-outposts:ListOutpostsWithS3",
"s3:GetAccessGrant",
"s3:GetAccessGrantsInstance",
"s3:GetAccessGrantsLocation",
"s3:GetAccessPoint",
"s3:GetAccessPointConfigurationForObjectLambda",
"s3:GetAccessPointForObjectLambda",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyForObjectLambda",
"s3:GetAccessPointPolicyStatusForObjectLambda",
"s3:GetBucketAbac",

"s3:GetBucketAcl",

"s3:GetBucketCORS",

"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketMetadataTableConfiguration",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketOwnershipControls",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetReplicationConfiguration",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensConfigurationTagging",
"s3:GetStoragelLensGroup",
"s3:ListAl1MyBuckets",
"sagemaker:Describe*",
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"sagemaker:List*",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:List*",
"schemas:Describe*",
"schemas:GetResourcePolicy",
"schemas:List*",
"secretsmanager:Describe*",
"secretsmanager:GetResourcePolicy",
"secretsmanager:List*",
"securityhub:BatchGetAutomationRules",
"securityhub:BatchGetSecurityControls",
"securityhub:Describe*",
"securityhub:GetConfigurationPolicy",

"securityhub:GetConfigurationPolicyAssociation",

"securityhub:GetEnabledStandards",
"securityhub:GetFindingAggregator",
"securityhub:GetInsights",
"securityhub:List*",
"securitylake:GetSubscriber",
"securitylake:List*",
"servicecatalog:Describe*",
"servicecatalog:GetApplication",
"servicecatalog:GetAttributeGroup",
"servicecatalog:List*",
"servicequotas:GetServiceQuota",
"servicequotas:ListServiceQuotas",
"ses:Describe*",

"ses:GetAccount",

"ses:GetAddonInstance",
"ses:GetAddonSubscription",
"ses:GetArchive",
"ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
"ses:GetContactList",
"ses:GetDedicatedIpPool",
"ses:GetDedicatedIps",
"ses:GetEmailIldentity",
"ses:GetEmailTemplate",
"ses:GetIngressPoint",
"ses:GetRelay",
"ses:GetRuleSet",
"ses:GetTemplate",
"ses:GetTrafficPolicy",
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"ses:List*",

"shield:Describe*",
"shield:List*",
"signer:GetSigningProfile",
"signer:List*",
"sns:GetDataProtectionPolicy",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes"”,
"sns:List*",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",

"sqs:List*",
"ssm-contacts:GetContact",
"ssm-contacts:GetContactChannel",
"ssm-contacts:List*",

"ssm-incidents:GetReplicationSet",

"ssm-incidents:GetResponsePlan",
"ssm-incidents:List*",
"ssm-sap:GetApplication",
"ssm-sap:List*",
"ssm:Describe*",
"ssm:GetDefaultPatchBaseline",
"ssm:GetDocument",
"ssm:GetParameters",
"ssm:GetPatchBaseline",
"ssm:GetResourcePolicies",
"ssm:List*",

"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetPermissionsBoundaryForPermissionSet",

"sso:GetSharedSsoConfiguration",
"sso:ListAccountAssignments",
"sso:ListApplicationAssignments"”,
"sso:ListApplications",

"sso:ListCustomerManagedPolicyReferencesInPermissionSet"

"sso:ListInstances",

"sso:ListManagedPoliciesInPermissionSet",

"sso:ListTagsForResource",
"states:GetExecutionHistory",
"states:Describe*",
"states:List*",
"support:CreateCase",
"support:DescribeCases",
"synthetics:Describe*",
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"synthetics:GetCanary",
"synthetics:GetCanaryRuns",

"synthetics:GetGroup"

"synthetics:List*",
"tag:GetResources",

’

"timestream:Describe*",

"timestream:List*",
"transfer:Describe*",
"transfer:List*",
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:

"vpc-lattice:GetAccessLogSubscription",

GetIdentitySource",

GetPolicy",

GetPolicyStore",
GetPolicyTemplate",

GetSchema",
List*",

"vpc-lattice:GetAuthPolicy",
"vpc-lattice:GetlListener",
"vpc-lattice:GetResourcePolicy",
"vpc-lattice:GetRule",
"vpc-lattice:GetService",
"vpc-lattice:GetServiceNetwork",

"vpc-lattice:GetServiceNetworkServiceAssociation",
"vpc-lattice:GetServiceNetworkVpcAssociation",

"vpc-lattice:GetTargetGroup",

"vpc-lattice:List*",
"wafv2:GetIPSet",

"wafv2:GetLoggingConfiguration",
"wafv2:GetRegexPatternSet",

"wafv2:GetRuleGroup",
"wafv2:GetWebACL",

"wafv2:GetWebACLForResource",

"wafv2:List*",

"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",

"workspaces-web:GetPortal",

"workspaces-web:GetPortalServiceProviderMetadata",

"workspaces-web:GetTrustStore",

"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:GetUserSettings",

"workspaces-web:List*",
"workspaces:Describe*",
"xray:BatchGetTraces",
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"xray:GetGroup",
"xray:GetGroups",
"xray:GetSamplingRules",
"xray:GetServiceGraph",
"xray:GetTraceSummaries",
"xray:List*"
1,
"Resource": "*"
},
{
"Sid": "AIOPSAPIGatewayAccess",
"Effect": "Allow",
"Action": [
"apigateway:GET"
1,
"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/restapis/*/deployments",
"arn:aws:apigateway:*::/restapis/*/deployments/*",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integrations",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integrations/
xn
"arn:aws:apigateway:*::/restapis/*/stages",
"arn:aws:apigateway:*::/restapis/*/stages/*",
"arn:aws:apigateway:*::/apis",
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/apis/*/deployments",
"arn:aws:apigateway:*::/apis/*/deployments/*",
"arn:aws:apigateway:*::/apis/*/integrations"”,
"arn:aws:apigateway:*::/apis/*/integrations/*",
"arn:aws:apigateway:*::/apis/*/stages",
"arn:aws:apigateway:*::/apis/*/stages/*",
"arn:aws:apigateway:*::/domainnames/*"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::my-application-bucket",
"arn:aws:s3:::my-application-bucket/*"
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cloudwatch:GetMetricData EE=2t Z2 7 &Y E X|™HE LIClec2:DescribeInstances.
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
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"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:*:*:function:production-*"

O| o M[of M= of| 0| IE 7} O|F Ol "production-"2 A|Et 5= Lambda & =042t M| A SHE S K| EHEfL
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeInstanceStatus"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Environment": "production"
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"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"
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kms :DescribeKey oA ME Al 7| FE HBE
kms :GenerateDataKey S Y53 E et CIo|H &35t 7| M
kms :Decrypt HlO|E s =
kms:Encrypt Encrypt data
kms :ReEncrypt U5t ALt CHE 7|2 ol M =35t

AWS DevOps Agent= 74 A| 2o| A= 24 Z ALE3104 O[2{3t 2 E HetE @B L ct Hetol +
2hEl 22 oflelet & &0l Mufgilct.

CHS2 oAl 7| A ULICH 2| R AR gfE Ahalel 2o 2 HhE Lt

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/DevOpsAgentUserRole"
.
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "aidevops.us-east-1.amazonaws.com"
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"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",

"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"

1,

"Resource": "*"

"Sid": "AllowDevOpsAgentAccessForAgentSpace",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:agentspace/*"

1,
"StringlLike": {

"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"

"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
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1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
.
"StringlLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:service/*"
}
}
}
]
}
MMol= CtE E0| Z& ko] U&LCH

« AllowKeyAdministration - 4|18 S Eo0i 7|oi CHEt | 22| HAMA HEHE 2o{FLict & AWS H™H
ID111122223333 2 H}&L|C},

« AllowCallerAccessViaService - IAM E 2t F&{|04|7| 2 synchronous AWS DevOps 00| HE Q]
of ZREH KMS HEtE F0o{FLICH 047]0l= BlaA e Aol 7| 4B EEXtolAH &Y 8F
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CECR 220l KMS 7|7}

kms:ListKeys kms:DescribeKey ™

API

A
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2 M| KMS 7| ARNO|0{0F
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So=
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"my-agent-space",

"description":

"name" :

"An encrypted agent space",

"arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}

"kmsKeyArn":
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17 BEE 718 AB5H04 MEIA S5

MH|AE SEE [ kmsKeyArn It2t0|E{E K| ELICE 22 A KMS 7] ARNO|o{of &L|Ct O] mt
2t0|E{= Dynatrace, ServiceNow, PagerDuty, GitLab, GitHub & MCP MHHE Z &8t ZE MH|A |
Foi| A x| HELICH.

{
"service": "dynatrace",
"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"serviceDetails": { ... }
}
(® Note
2l M4 Al D7 BEIE 718 RIYsioF HUCH 7IE 2laAo) Cht 17 BElH 7le X7t
St7HLt HEE £ elgLIt
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{

"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
{resourceType}/{resourceId}"
}
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