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MENSHLICE REMIBH LI 2 AWS Certificate Manager AFE ARHA. 2] AWS Certificate
Manager 215 ME & EFHAMIL.

c. (ME4 ALE) ALPN HEo| A2 ALPNS Edste HMES MEISHAA|IR. RHAE LI 2

the section called “ALPN H&” 2 E TS AIL.

10. 2E ¥HM Ej
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1 Zke =dEiLCh REMIE L2 Efi2E & XSHMIS.
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AWS CLI

Network Load BalancerE M A4st24H

create-load-balancer &2 Al &tL|Ct.
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aws elbv2 create-load-balancer \
--name my-load-balancer \

--type network \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \

--security-groups sg-1111222233334444

LHE Network Load BalancerE 435l 240

CIS of|XMQt 20| --scheme SME E&HEHLICH

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \

--scheme internal \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \

--security-groups sg-1111222233334444



https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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S AEH Network Load BalancerE M A4ste{H

CHS ofx|Qt 20| --ip-address-type Mg Z&H&LICH

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

ElALHE F7hstedH

create-listener @HE AFSELICH oAl ElA L MM MME ZFZSHA2.

CloudFormation
Network Load BalancerE M A4st24H

AWS::ElasticLoadBalancingVV2::LoadBalancer & 2| 2|AAE Ho|gtL|Ct.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZz2
SecurityGroups:
- Ref mySecurityGroup
Tags:
- Key: 'department'
Value: '123'
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Console
78 B9 =YstedH
1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 &2 LI}
2. EHAMFHoMEES WHME MEHFFLICE.
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AWS CLI

set-subnets B S AFSEHLICH.

aws elbv2 set-subnets \

--load-balancer-arn load-balancer-arn \



https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
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--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890

CloudFormation

AWS::ElasticLoadBalancingV2::LoadBalancer 2| A AE O O|E & LIC}

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef new-subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup

Network Load Balancerl| IP &4 |8 AOH|0|E

Z2I0|HE 7} Network Load Balancer®t &A1& Ml IPv4 A0 AFESHES 5H7HLE IPv4 & IPve &4
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DualStack 7T AHE

Network Load BalancerE BHE 1 HOIO|EE [ HNEX| IP TA FHE MHE £~ l&L|Ct.

Network Load Balancer& 2 £ x| &t = Virtual Private Cloud(VPC) & MHEUof|
CIDR 50| /o{ok gfLICt RtAIEH LHE & Amazon EC2 At B A{2|9] |

Network Load Balancer AMEUlo| EIRE! H|O|E22 IPv6 EE TS 2}
Network Load Balancer AMEYI2| HE L3 ACL2 IPv6 EBHEE 3

Network Load Balancer0i ¢1Z2E QUIC E== TCP_QUIC 2lAal{e gi&Lct.
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Console
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AWS CLI
IP 4 RE2 YUClo|E5tEH

set-ip-address-type W22 AMELICTH

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
IP &4 782 YUO|o|EstedH

AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE AUH|0|EF

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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SecurityGroups:
- !Ref mySecurityGroup
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deletion_protection.enabled &3t &7H modify-load-balancer-attributes BEE AL &L
ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=deletion_protection.enabled,Value=true"

CloudFormation

>
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&gt otedH

deletion_protection.enabled £82 XL
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2 A& AUO|O|E & LICEH.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "deletion_protection.enabled"
Value: "true"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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Console
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Edit load balancer attributes(2 = 2 A £+ T E]) I 0|X|0{| A Cross-zone load
balancing( A} ¥ 2= Wz A)Z 7Lt B L|Ch

6. HE A MYS MEHELICH

AWS CLI
2L WMol CHet it S 2 WH LS EHstst 7L HIE HststedH

load_balancing.cross_zone.enabled &A1t &7 modify-load-balancer-attributes &2
ALS &L CH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation
Z2C WHMo| CHEt wAl ¥ 2 = WH A S 2361 7HLE H|EH 3t ste{™

load_balancing.cross_zone.enabled £82 X &
AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A& A4C[O|E & LICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
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SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"
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dns_record.client_routing_policy &3t &7H modify-load-balancer-attributes &S Al

gt

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes
"Key=dns_record.client_routing_policy,Value=partial_availability_zone_affinity
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dns_record.client_routing_policy 82
AWS::ElasticLoadBalancingV2::LoadBalancer 2|&4

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "dns_record.client_routing_policy"
Value: "partial_availability_zone_affinity"
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secondary_ips.auto_assigned.per_subnet £41 &7 modify-load-balancer-attributes
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=secondary_ips.auto_assigned.per_subnet,Value=1"
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aws elbv2 describe-network-interfaces \
--filters "Name=interface-type,Values=network_load_balancer" \
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--query "NetworkInterfaces[?contains(Description, 'my-nlb')].
{ID:NetworkInterfaceld,AZ:AvailabilityZone,Addresses:PrivateIpAddresses[*]}"

CloudFormation
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secondary_ips.auto_assigned.per_subnet 82 XSS
AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE AHO|O|E&FL|CE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "secondary_ips.auto_assigned.per_subnet"
Value: "1I"
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AWS CLI
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set-security-groups BHEE AISELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-1234567890abcdef® sg-@abcdef0123456789
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AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A S AHO|O|E&LICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
- Ref myNewSecurityGroup

Hot MY AO[o|E

7|2%{ 2 2 Network Load BalancerZ M&E|lE 2 E E2fZlof QIHIRE Eot I8 72|12 X8¢EL
Ch 22{LHE &3l Network Load Balancer2 T& k= EEfEof O|zet #&IE ME5IX| gfg = /U
&LICH AWS PrivateLinkO|248t EE{Zl2 HX|= IP FA0M AIZHE £ Q&LICt 0] B2 Network
Load BalancerZ M& Ll ECHZo] Cist QHIRE 72| ME5HK| & =5 Network Load Balancer

E F4E £ JU&LICH AWS PrivateLink.
Console

Hot MEE HHo|EstEdH

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 ££& L|C}.
2. EHAMFol 2 WY olgfoiMd 2= WHME MEHEFLICE.
3. Network Load Balancerg MEHErL|C}.
4, Hot EHo M HES MEFHLCE.
5. Eot M0l A PrivateLink E{Z0f QIHI2E & M2 MEH SHA|ELICE.
6. WHEAE MES MEHELICEH
AWS CLI

Hot 4™ g Yool EstEdH

Eot M dolo|E 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing Network Load Balancers

set-security-groups BHEE AFSELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--enforce-security-group-inbound-rules-on-private-link-traffic off
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AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE O O|E & LIC}

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
EnforceSecurityGroupInboundRulesOnPrivateLinkTraffic: off
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
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aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

Ei2E M7{5t2{™

remove-tags BHEE ALSELICH CHF oMol XIEE 7I1€ 7HE B2 & M 7HELICH

aws elbv2 remove-tags \
--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
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Tags &82 X &35S AWS::ElasticLoadBalancingV2::LoadBalancer 82| 2|AA

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"
CloudFormation
¥ a2 gdststei™
zonal_shift.config.enabled $48& X &35S
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2 A& A4O|O|E & LIC}H.
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
-Key: "zonal_shift.config.enabled"
Value: "true"
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Amazon Application Recovery Controller(ARC) start-zonal-shift & A& &FL|C}

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/start-zonal-shift.html
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/update-zonal-shift.html
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aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"
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Amazon Application Recovery Controller(ARC) cancel-zonal-shift @232 AF&grL|C}

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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AWS CLI

modify-capacity-reservation B2 AlS&fL|C}.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=3000

CloudFormation
LCU of&fE2 2 -5te{™

AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE O|0|E & LICH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 3000
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--load-balancer-arn load-balancer-arn \
--protocol TCP \
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--default-actions Type=forward, TargetGroupArn=target-group-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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"TargetGroups":[

{"TargetGroupArn":"target-group-1-arn","Weight":10},

{"TargetGroupArn":"target-group-2-arn","Weight":30}

Ik
TLS 2lALH{E F7}5t2{H

create-listener HHEE AI30{ TLS ZEEZE S X|™HELICH

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TLS \
--port 443 \
--certificates CertificateArn=certificate-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06 \
--default-actions Type=forward, TargetGroupArn=target-group-arn
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create-listener S AF25l0{ UDP Z2EZE X|™gfLC}.

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol UDP \
--port 53 \
--default-actions Type=forward, TargetGroupArn=target-group-arn
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create-listener @E S AL 35104 QUIC T2 EZ 2 X[YELCt.

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol QUIC \
--port 443 \
--default-actions Type=forward, TargetGroupArn=target-group-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

0 CHAF 2 E0| Y= TCP BlALHE F7Il6te{H

AWS::ElasticLoadBalancingV2::Listener 82| 2| AAE TCP Z2EZE AL&3504 HOo|FLICH.

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref myTargetGroupl,
Weight: 10
- TargetGroupArn: !Ref myTargetGroup2,
Weight: 30
TargetGroupStickinessConfig:
Enabled: true

TLS ElALIE £7t5tedH

AWS::ElasticLoadBalancingV2::Listener 82| 2| AAE TLS T2 EZE AHE5t04 HolgfLct.

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-Res-2021-06"
Certificates:

- CertificateArn: "certificate-arn"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup

UDP 2|ALIE F7}ste{H

AWS::ElasticLoadBalancingV2::Listener R & 2| 2| AAE UDP ZEEZE AF& 3104

Resources:
myUDPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: UDP
Port: 53
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

QuUIC 2|ALHE F7}5te2{H™

AWS::ElasticLoadBalancingV2::Listener &2l 2|AAE QUIC Z2EZE A&3510{ HolgfLct.

Resources:
myQUICListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: QUIC
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://aws.amazon.com/certificate-manager/
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ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
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ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

2t 3 (Ciphers)

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-PQ-
2025-09

OpenSSL - TLS_AES_128_GCM_SH
A256

IANA - TLS_AES_128_GCM_SHA256

2t 3 (Ciphers)

TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

HL
)
A
bl
nQ
]
I
ju

» ELBSecurityPolicy-TLS13-1-3- 1301

FIPS-2023-04
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» ELBSecurityPolicy-TLS13-1-3-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - TLS_AES_256_GCM_SH
A384

IANA — TLS_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-3-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-3-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ot
=

ok

1302

Iju

FIPS 2 oF &4

106



Elastic Load Balancing

Network Load Balancers

ot
=

fok

ol

il

OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

of
=

ok
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OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_GCM_SHA256

ok s
» ELBSecurityPolicy-TLS13-1-2-Res- c02f
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA256

oF x{%H
O T

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

of
=

ok
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a

Iju
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OpenSSL — ECDHE-RSA-AES128-S - ELBSecurityPolicy-TLS13-1-2- 027
HA256 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o zs(fzc;%; SIS
_AES 128 CBC_SHA256 e

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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ok
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fok
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il
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OpenSSL - ECDHE-ECDSA-AES128- + ELBSecurityPolicy-TLS13-1-2-Ext2- c009
SHA FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA ELBSecurityPolicy-TLS13-1-2-Ext2- c013

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA
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OpenSSL - ECDHE-ECDSA-AES256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

of
=

ok
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OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ot
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ok
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OpenSSL — ECDHE-ECDSA-AES256-  + ELBSecurityPolicy-TLS13-1-2- c024
SHA384 FIPS-2023-04
IANA - TLS_ECDHE_ECDSA_WI ) EZB;S’S;;T;PO“CV'TLm 3-1-2-FIPS-
TH_AES_256_CBC_SHA384 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES256-S - ELBSecurityPolicy-TLS13-1-2- 028
HA384 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o zs(fzc;%; SIS
_AES 256_CBC_SHA384 i i

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

b R4%H of
O T =

ok

a

Iju

ELBSecurityPolicy-TLS13-1-2-Ext2- c00a

FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- c014

FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

b R4%H of
O T =

ELBSecurityPolicy-TLS13-1-2-Ext2- 9c
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- 3c
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - AES128-SHA

IANA — TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384

b R4%H of
O T =

ELBSecurityPolicy-TLS13-1-2-Ext2- 2f
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- 9d
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - AES256-SHA256 » ELBSecurityPolicy-TLS13-1-2-Ext2- 3d
FIPS-2023-04

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA256

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

OpenSSL - AES256-SHA » ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA

FS X2 2o BH

FS(Forward Secrecy) X2 20 M2 1 RE F5 2| MM 7|& ALSsto] & 23HE H|O|HE st
K| Rt S FIHMR 23 7|5 MBS ELICH O A st 2ot &3 7| 7171 &g et AR E

oiole{e| C|ZE ol & X|ELCH

F

0
12

FS x| 119

o
HT
ro



Elastic Load Balancing

Network Load Balancers

o MMo| HMES FSE X|#stH, 1T OIS0l FS7t ZEEI0] UL
FSE XI5t RYUS BA2 ob LIk TLS 1.38F X|sts MM F
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ELBSecurityPolicy-FS-1-2-Res-2020-10
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ELBSecurityPolicy-FS-1-2-2019-08
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ELBSecurityPolicy-FS-2018-06
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b R4%H

H O
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ELBSecurityPolicy-FS-1-2-Res-2020-10

ELBSecurityPolicy-FS-1-2-Res-2019-08

ELBSecurityPolicy-FS-1-2-2019-08

ELBSecurityPolicy-FS-1-1-2019-08

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
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o =M 2t 3 (Ciphers)
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA

ELBSecurityPolicy-FS-2018-06 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA

o 5 o

CHE ZolME 4 42 E X|¥st= FS x| Eof Mg dFefLct

&3 ol Hor g &5 I8
OpenSSL - ECDHE-ECDSA-AES128-  « ELBSecurityPolicy-FS-1-2-Re c02b
GCM-SHA256 $-2020-10

FS x[®d 2ot 5 122



Elastic Load Balancing

Network Load Balancers

ot
=

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

fok

ol

il

OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL — ECDHE-ECDSA-AES128-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

b R4%H
O T

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

» ELBSecurityPolicy-FS-1-2-2019-08
» ELBSecurityPolicy-FS-1-1-2019-08
+ ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-Re
s-2020-10

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

» ELBSecurityPolicy-FS-1-2-2019-08
» ELBSecurityPolicy-FS-1-1-2019-08
» ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

+ ELBSecurityPolicy-FS-1-2-2019-08

+ ELBSecurityPolicy-FS-1-1-2019-08

» ELBSecurityPolicy-FS-2018-06

+ ELBSecurityPolicy-FS-1-2-Re
s-2019-08

+ ELBSecurityPolicy-FS-1-2-2019-08

+ ELBSecurityPolicy-FS-1-1-2019-08

» ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-2019-08
+ ELBSecurityPolicy-FS-1-1-2019-08
» ELBSecurityPolicy-FS-2018-06
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ot
=

fok

ol

il

OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_SHA384

OpenSSL — ECDHE-RSA-AES256-G
CM-SHA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384

b R4%H
O T

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10
ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06
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A4 XH o}

ot
S =

=]

il
HL
o

a

fok
Iju

ok

ol

OpenSSL - ECDHE-ECDSA-AES256-  » ELBSecurityPolicy-FS-1-2-2019-08 c00a
SHA - ELBSecurityPolicy-FS-1-1-2019-08

IANA — TLS_ECDHE_ECDSA_WI + ELBSecurityPolicy-FS-2018-06
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

ELBSecurityPolicy-FS-1-2-2019-08 c014

IANA — TLS_ECDHE RSA WITH » ELBSecurityPolicy-FS-1-1-2019-08
AES 256 CBC SHA » ELBSecurityPolicy-FS-2018-06

Network Load BalancerE 9|8t 2lA L] ¥O|0|E

M Aol M EBTE £AI5HE BlAH ZRES, BlElA ZE £k 4 258 YHOIEY £ &
-
—

ZZEZ2 TCP, UDP EE= QUICOIAM TLSE HZdste 749 Hob XA gl i QIS AME x|&sfof 3t
TCP, UDP = QUICHIM TCPZE ¢ z 14 O

TCP, UDP E£ QUIC 2|&L49| 7|2 Zrdof i CHal 25 0| UCI0|E R M 20| Mz 74 E
tEELCH Jg{Lt o] #HF ool M E o Ao S FX| et&Lict of
e M A2 EZ 0| TS El= dRol= 2|CH & Algt S¢ EEE 0| MSEEX| §i2 BRols
Z|C R F MEt Alztol Zote W7k x| Hel cia O 80| cefnt (A E MEl2 RX|EH, 0| 8 HM &

| M&ElLICt Oi7H ¥4~ Connection termination on deregistration2(&)CH
M MEE|2 2 2|AHE YHIOIEE M= MEEIX| f&LCt.

mi
>
I
il
Io
b
FLI

QUIC EE= TCP_QUIC 2laLl{e] ZE YOH|O|E= HEEIX| ¥&LICH QUIC ERfEE AMElste 2lA&
Lol X EE UO|O|ESE{H, Y 2lALIE AX|5tD Al ZEZ CHA| M5l oF & LICH.

Console
2lA L] ool E

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 & & JLIC}.
2. HAMFHMEE WHME LI

H
=
3. =L Hz#A o|§2 M=sto MF HE Ho|X|§ HLCt.
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4. BlAL EOM ZEEZ: TE HOo|HAEE MEHS04 2|AL40] CHE M2 HE HOIXIE o

. (M AR TREZS WAL
. (M AbE) ZEE HBEL
. (M= AbSH) 718 Shedof CHE CHE CHA T8-S MeEhLIct
. (M AFE) CHE CHA DB2 F7betH Ch4 18 £718 Mstn Teol met 7518
eicol= Bhuict
. (M4 AFE) CHA DB S MR MIHE MELICH
7. (M= AME) Teol mat Bl1E %7t YelolE Es MBI
8. W7 AY KES Meizct

AWS CLI
71 5ol ool staiw

CHS modify-listener &S AL&stod e &S HERLICH

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

CtS oAl E ofe] Ty 2 &2 2 E|AHE YO[o|EFLICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn",6"Weight":10},
{"TargetGroupArn":"target-group-2-arn","Weight":30}

Y
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Ei2E F7tstcd™

add-tags BEE MEFLICH CHS o AlolME F 7Hel BHTE FIHEfLICH

aws elbv2 add-tags \
--resource-arns listener-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

Ei2 & A|745ted™
remove-tags BHEE ALE R LICH CHE oXol M= X|EE 7|1& 7HE i3 & FAHE LI

aws elbv2 remove-tags \
--resource-arns listener-arn \
--tag-keys project department

CloudFormation

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref newTargetGroup

AStE{™H CH2 3t 20| DefaultActionsE A9

jj]
fjo
ElIN
ofi

EE= o] CcHat 2 & ZHofl El

DefaultActions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 10
- TargetGroupArn: !Ref TargetGroup2

2lAL MHo|E

127


https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

Elastic Load Balancing Network Load Balancers

Weight: 30

Ef2E F7tstcd™

Ei1 £ 88 T &S T E AWS::ElasticLoadBalancingV2::Listener 2| AA S O|0|E & LICE
Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

Network Load Balancer 2|AL12| TCP £ & A&t A|ZF 4|0 E

Network Load BalancerE E3&} ELX|= 2t TCP &40 CH& sHHE o420 ArEN7} FMEILICH S F |
Bt AlZHECH 22 Z2tololE Ei Ci4bol o3t 62 Sl CIOIE{7t M EIX| oho™ edZo| el
Ct.

1ed At

I.

OII

n

1
50
I

« TLS 2l&Lof CiEF 44 RF AlZh M[EH2 350X 0|H, =7 LICH

Console
TCP & Mgt Alzh2 ol|lo|E5tE{H

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 2£& LC}.

2. B EO| 2 WHAOIM 2E WS MeBLICH
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3. Network Load Balancer2| &l
4. EBlAL oM TCP 2lAL{o| Eolgtg MEidtC

Ct.

5. Ela MF & Ho|x|e] &4 BiolM HES MEELICH EAL{7} TCP ORI Z2EZS
A&st= d< of ®ol gi&Lch.

6. TCP %% M&h Alzh 2f2 60~6,000F 2 U={FLICH.

7. HEANYE MES MEELICL

o=

o

L

IS 2, 2laL ME HE 27

AWS CLI

TCP 2% M3t AlZte Yoio|= sted™
gict.

tcp.idle_timeout.seconds %433t &7 modify-listener-attributes HEE AHE

aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes Key=tcp.idle_timeout.seconds,Value=500

CHE22 oAl E33LCh

{
"Attributes": [
{
"Key": "tcp.idle_timeout.seconds",
"Value": "500"
}
]
}

CloudFormation
TCP 7/ A&t AlZh2 HC|o|Este{H™
tcp.idle_timeout.seconds ElAL] £4E Z&STE
AWS::ElasticLoadBalancingV2::Listener 2| A A E UCH|0|E

Resources:

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "tcp.idle_timeout.seconds"
Value: "500"

Network Load BalancerE {8t TLS 2|A L] YC0|E

TLS ElALHE dEE = 7|2 QBAME I'LiloU-IL-L %A‘I S59| 2IBME FII £E= MHstHLE, £
X

XFo4

= =

« 7|82 2BEM IA|

. QIBM =20 QIBM X7t
. QIBEM SZ0lM IEM HH
. Hot HM rjjo|e

« ALPN 2 1H|0|E

7|18 QIS M A

ool met TLS 2lAlLo] 712 QIEME DAY 4 etk KA I8 712 Q5 Beig X
SHAAIR

Console

7|2 15 MHE uAlstedH

https://console.aws.amazon.com/ec2/H|A Amazon EC2 & & L|c}.
A FHoM 2 WEHAME MEHFLICH
2EE WHME MEdgrL|CE.

= =]
E|AL] BHOM T2 EZ: T E Wo|HAEE MESI0] 2|AL{0 CHE M8 ME HOo|XIE A
L|C}.

A
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5. QB A =olM 7|22t HES MEELICH

6. ACM & IAM 215 M EOM M 7|2 QLB ME MEIFFLICE

AWS CLI
7|8 B ME mA|stE{™

modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn

CloudFormation
7|8 2EME nAste{H

AWS::ElasticLoadBalancingVV2::Listener 2|lAA S M 7|2 QS MZ ol|o|EELIC}.

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:
- CertificateArn: "new-default-certificate-arn"
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QB M 220l ABM F 7

Che EAbol et BlAL QIBM S B0l QBME F7HE £ USLICH TLS BIALHE XS ANE 0
QIZM 222 Hlof USLICH 7|2 ABME @

g
B 250|715 0] 9B M7t 7|2 QIBME T
EICiEE SNI Z2E 20 0l 9B M7 ASEIE S & 4 aLich RME LI82 JEM S5 Bl

[SENC JIVNESR

l

mjo

Console

QUM 20| UM

fjn

F7tstedH

1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & L|C}.
2. EMEFM EE WHME ST LICH
3. ECE WHAM O|§2 MEHSto MIE HE HO|X|E LICt
4, BlAHEHOM ZRZES: TE UWo|HAEE MEHF0{ 2|AL{of CHEE M HE H0|X|E
L|CF.
5. QUSM S MEFLIC
6. S50l 7|2 QBEAME FItsttiH S50 7|22 F7HE MEELICH
7. S50 7|20| ot QABME FIteted™H CHS 1 20| SHAAIR
a. QIBMFIIE MEAFLICH
b. ACM E= IAMO|AM o|O0| &E2lstE QIBEME F7tstEiw QB Mol =Qlehg MENS T of
el CHo| o=z Zehg MEfSHL|C.
c. ACM EE£ IAMOA BrElstX| &= IBME FItsted™ QB M 712 7|8& MEstn &
Alg R CHE 7HHR7IE MENELICE
d. EF 3QABM FIHE MEFLICE
AWS CLI

QIZEM SE0f QIBME F7tsteiH

add-listener-certificates &2 At28FL|Ct.

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
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CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation

QIE M 2=0] Q1B M

F7tstedH

AWS::ElasticLoadBalancingV2::ListenerCertificate 82| 2|AAE Ho|gfLICt

Resources:
myCertificatelist:
Type: 'AWS::ElasticLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: '"certificate-arn-1"
- CertificateArn: "certificate-arn-2"
- CertificateArn: '"certificate-arn-3"

myTLSListener:
Type: AWS::ElasticlLoadBalancingV2::Listener
Properties:
LoadBalancerArn: !Ref myLoadBalancer
Protocol: TLSS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:

- CertificateArn: '"certificate-arn-1"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup
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47} Cf 014 3T Q1B ME AL 504 91732 Ml 4 giaLICh B2t0lIET B S W

SH24Ed S 2ol A QB ME F7bstD 20| HSFHEX| HOIH = SBolM AUSME MHY

M

IS
=
=

C

> 12

J

s

—_—

TLS 2l&Lde] 7|2 RQIBME F7Hsted™ 7|2 IS Wi MMHEE HEotA 2.

AUBM S F0M USM HM7H 133


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenercertificate.html

Elastic Load Balancing Network Load Balancers

Console
RIEM SE0IM 1B ME | 7{5tedH
1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.
o EtM Ao M 2T WM E Z I8t |C)

3. Zc Y#HMO|E

4

(=)
el =
2|AL] BHO{AM ZEEZ: T E Qo| HIAEE MEHFL0] 2|A L]0 CHEE M|BE ME H0|X|E

ABM F50iM 2B AE F7HsteH

remove-listener-certificates WS AI2gfLIC}.

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn

QISLICH M2 Eot MAo| F 7t
Ql&LICH Network Load Balancer._

2L WHXMT} CHE ol EBfEE XElstes < 2o M E UO|o|EstH SHO| Yl +~ A&LICH
ZE WAHM7CHE e ECiEE #ElE M SE 7tsd8E E0[6d{H F7I 2& WAHME Y EciH
£ MEIStHLE LCu oflefg @ M EhLct

Console
Hot HAM g M| o|EstE{™

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 £2£& LCt.
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4. BlAHBOMZEREZ: L E HOo| HAEE MEHFI0] 2|A L]0l CHEF M[F

o T1— - O 1 - O 1 1 H
7. HE MY MEES MHEELCH

AWS CLI
Hot M S 9| 0| E 5t

modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06

CloudFormation
Hot Mg M| o|EstE{H

AWS::ElasticLoadBalancingV2::Listener 2| AAE M 20t HMo 2

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:
- CertificateArn: "default-certificate-arn"
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

HE Ho|X|§ ¥

HoF X4=H 0'||:-||0|E

135


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

Elastic Load Balancing

ALPN 82 40| E

Network Load Balancers

o mek TLS 2lALH0f Cigh ALPN B S UH0[EE == //GLICH XHME LI 2 ALPN A H
He HxHAIR.

Console
ALPN H3 & AO|0|E35I2{H

https://console.aws.amazon.com/ec2/0l A Amazon EC2 2£ & LCt.
EFAH AHOI A 22 HHRIAE 228t |C)

1
2
3. EC WM O|F2 MEsto MR HE 111|0|7<|E ALt
4

=

PAL ROlM T2 EE: T Qo HASE Mes0] AL CHE Ml M= HOIXIE &
Lict

5. g Blal BAS MEFLC

6. ot BlAL] MY MMM ALPN 20| Z2 ALPNS & 458 WM g M5t 7L ALPNS
Hlgt &5t stedH glg g =g

7. W@ AY XMEFS MEEn

AWS CLI

ALPN HA & 00| E5tE{H

modify-listener WE 2 A& &L|CH

aws elbv2 modify-listener \
--listener-arn listener-arn \
--alpn-policy HTTP2Preferred

CloudFormation
ALPN H3 & AO|0|E35te{H™

ALPN HX& Z &35 =5 AWS::ElasticLoadBalancingV2::Listener E|AAE YOOI E & LICEH

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
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LoadBalancerArn:
Protocol: TLS
Port: 443
SslPolicy:
AlpnPolicy:

- HTTP2Preferred
Certificates:

- CertificateArn:
DefaultActions:

- Type:
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8. (ME AIY) Oy S5 Ol 2&o| iy R0l et MSsts 271 2EELCh X2 ol
£ S5& EHI7t ZX| f2 32 LIS 85 + A&LIT
+  QIAEA EC2 QABIAE Meistn, ZEE l2f £ of2ol EF 502 g M=
StAAIR
«  IPFEA-IPFEATFEZEE VPC EE VIE ZEto|Y IP FAE MestT, P FAQ ZE

«  Application Load Balancer - Application Load BalancerE ME{&FL|C}. XIM|ISH LI 2
Application Load BalancerE CHA O 2 AIE EHRE HZEFHAAIL.

9. CHY & ddS MEHELICH

AWS CLI
CHA 18 44

create-target-group HHEE AL LICH CHS HIMAME TCP Z2EE, IP FAZ SSE Y, 5t
Lto| BT, 7|2 &fElf &l MHE AIE5to tlof OES M dehLCt

aws elbv2 create-target-group \
--name my-target-group \
--protocol TCP \
--port 80 \
--target-type ip \
--vpc-id vpc-1234567890abcdefd \
--tags Key=department,Value=123

CHe Eott{™

jo
oin

register-targets BB E ALE5t0{ Ci&f 2 e 250 SEELICH of| A= the section called “CH&

S5 MMEE HZsiMR.

CloudFormation
CHa O & M

AWS::ElasticLoadBalancingV2::TargetGroup 82| ElAA 2l
ZE2EZ IPFAE SSE OY, stLtol BT, 7|2 HEf &l B, F 7He| SSE Y2 ALS st

of e 25 HHELICH

Resources:
myTargetGroup:

CH& 2
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: TCP

Port: 80

TargetType: ip

VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123"
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80

Network Load Balancer2| CH4F 1 & AE{ A& H|0|E

7|22 2 Network Load Balancer= CHA O] 4EE ZLIE{RSIT @S HY CHAOZ IS E L
Ct. J2{Lt 22 WMol D& CHY 0| SE5HX| 22 32 SSEE ZE ¥R EBEE AISe =2
MEFLCHH Y 2E). e Do cHd O & HEf dHE 35101 DNS Toll =x| & 2t & &of
Zxlo| HAHZE Holg = UGLICH KHMIEH LI 2 the section called “CHA 15 SEN EHHE F XS
AAI2.
Console

CHet O& o el d™E Yolo|EstEdH

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 & & jLC}.

2. EfA 30| Load Balancing OF2HOI M CHA 2 &2 MEdELC.

3. CHY OE9o| o|F2 ME4Sto] M ME HO|XIE Lt

4. &M BHo|Mq HES MHEHFLICY

5. CH& 08 ME 2F AFE S EEELICH

6. T fYEol E%, DNS Toll =kt 2tRE ol Zx| 250 St dAHUS HdYst= S8

T2 MElStE Jol E&LICH
7. Yo HE F Ao B2 CHE B StLHE AAIELICH

Minimum healthy target count(%£|4 &4 CHa 7i)E MEHE CHS 126 CHe 282 &
CH CHe =7t R|e] =AHE = gFLCt.
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. R4 A O WESS ME O 19E 1007HKI2] £XHE YEHLIC
8. HE HAES CH4 2B0l CHs mAF WO 2= WRHAIO| BASHEIUEK o4R B LIEPALICH

A ¥ ZE WHAO| HIFMEE B, B SYS H2oty| sk 018 BAHY £

SLICH THY M= TAOIM DA Gof 2 WANE Clo|E3tHIL

CHe HAEE DA Qo 25 WANO| HIZAEHEIHNS S LiEbLICH

Healthy state requirements apply to each zone independently.

chg = A Qo 2E WHAO| FAIStEIS S LebLict

Ojo
>

E

rir
El

Healthy state requirements apply to the total targets across all applicable

CHy 25 &Ef 48 S Yolo|EstedH

modify-target-group-attributes BB E AL & LICH CHZ oM F HIEH 2 4 Ef S2 25of CHet
HA AAZLE 50% 2 A ELICE

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=-

CloudFormation
CHeF 28 M) MEE +H st

4

=
0

AWS::ElasticLoadBalancingVV2::TargetGroup 2|AAE AO|0|EELICE CHS ool HE F HI

SEf SE D50l CHer M AL S 50%= d-ELICH

0

Resources:
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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myTargetGroup:

Type: 'AWS::ElasticloadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:

- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"

Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
Value: "50"

StLE OlAfol CHA! TS0l CHA S SEFLICH 2C WHME S2 T2 M AV 2 LT CHA0| Z7| 4
Bf 2012 SN5HRIOIRF A2 SSE CiAol ChEt 2128l @S AlStELICH S8 T2AAT} 2k
T AMEH EOlo] AlRtElE o B B HE ZE 4 UaLich

Network Load Balancer= & & =& &El 20l AI&3504 CHA 0| 2™ E AMElste Ol AHE 7St
7 HH 2 A

X| A™ELCH 7|1E8XMeoz Zt 2E WHHM L EE Y 7H8 Foid HA cijac =0 = |
FLCH WA B 2= WAHAS H436tH 2 2 WHM L EJF 243HE 2 E 718 Yol /U=
HY o2 QEE ERYELICH RtAE LI82 LA ¥ 2C Wiy BHHE FXRSIMAIR

=5 oEf Eelo| 42 2 WA I} CHa O] o H Aol SESt=X| BEELICH =5 4El 2l
Mz 22 WE#HM7t S8 el &l ol 4 o2 EnE|7| Hof HIHA cHa 2 HXIE = A&l
Ch AFEAI7L =8 4B &Rl HIZE-Est, 7718 = ZUERE =& gi&Lct UDP EofjE & 1 H
O| MME CH& JEo| TS = =5 4El 2 lo| X|HE[X| et&LICH REMIE LIS 2 AE|F7| MME

CHAMO| HIZH A A EHO|™ HIHA CHA 0| 2E WHHMO| H @EE EC|7HSHX| &= & 2= WEH M7}
CHAN O 2H24El 2 20| E QoM =418 miZloi CH3 TCP RSTE EHHLICH

CHA 2 &E0| 2483 718 Ao HAXMRI CHA Ol eie B2 DNSOHIM sHE MEUo|Ip FAE A
7H{5t0d HE 718 WHo| M E QHE CIREE £+ iSLICH ZE CHAO| EMeE ZE I Y
J0i| M SAlof| AEH EQlof AlufslH 2= WHM7F WEIX| gt&LICH Bl CHAY OF0| YesE BT
Network Load Balancer7} G2|X| A &LICH 27 A| Y&I0| MBZ ™ AEfof A Q0| & HslEl 2 E
7l ¥odo| =& CHalof CHet EEfZlio| {2 ELICT.
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 Network Load Balancer CH4} 9| 2FE{f =9l
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« Network Load Balancer CH&F 1 & 2| AtEf &0l M O|0|E

AEf ol MY
CIS MM S ALE5H0 CHA 150l M CHAl ol CHE 55 AMEH EQlS T HELICH AEH EQlo|
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AR Ao 7|24t
Healthy ThresholdCount HIAM & dEfo| a2 Moo= 7hF 87K 5
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7t
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unhealthy.draining

unavailable
unused
AEH £l AR T
CHAMo| A Ef7I Healthy O[Q|9| Ztol &

ol I:__I.L A—||:l=|o-|| EOIo} A—|[:|:|o _|"."|'_A||%=| |
TargetZ AR EE AR ZE=CHE &

AR ZE
Elb.InitialHealthChecking

Elb.InternalErroxr

A 04
= O

CH& ol S5 FAE1 Jem o4 =2flo|'do] =l 5
L|Ct.

#8 Al I E: Target.DeregistrationInProg
ress

CH&rOf &fEl & Qlol SE5HR| Ak 7HLE fEf Erelof Almy
ML ®odl 7|ztoll E0{Zt&LICt O] o 7[Zk Setol=
CH& 2 7|E AZE X|¥etH M €22 &5 x| et &L

Elb.InternalError

CHef ol e &0l SSE[o1 UX| & 7L, Cief 2 &0l 2

AL 0l A EIX| 8E7HLE, CHA O] & A5HEIR| of2

7+8 @dol gLt

B Al® ZE: Target.NotRegistered |

Target.NotInUse |Target.InvalidState |

Target.IpUnusable

o= API7I EXof CHE AtR T EQF MHS ghetstn 2&
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M7 IE =k
Elb.RegistrationIn CHy SEO[ T &
Progress
Target.Deregistrat CHeE S& F 271 2™ 3
ionInProgress
Target.FailedHealthChecks e =l Almy
Target.InvalidState CH&ro| SX| &Efol US
CH&o| B2 &EHol /S
CH&O| B2 EE= SX| &Ef0| U

Target.IpUnusable 2 WHMOIM AF2 SQIIP FAO0|ZZ CHA S ZE AR
st & o2
= T HARE

Target.NotInUse CH A

4 280| 2E WHMOIM EHTS S AIGES 7
=
CHa 0| 2= WRiMolA EASHEIX] ok 7He Pl 2!

Target.NotRegistered CH& ol CH& O Eoll SEEIX| A4S

m
=x
e
0

Network Load Balancer CH&H Q| A

CHy 250l SSE CHE e SElE &l +~ U&LICH e &l ool cHet =2 H2

Troubleshooting: A registered target is not in serviceE® & ZX35tMIL
Console
CHao| &fEHE & 2l

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 &2 JLIC}.

2. ErA &9l Load Balancing Ot2HO|AM CH& 2§ S MEHELICE,

1]

oha gef =el o

il


https://console.aws.amazon.com/ec2/
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L

3. Oid 1&52|o|F§2 MEisto MF HE mo|X|§ FLIct.
N5 & ®ol= o =2 Z SEio| Ty 7t EAIELICH
CHe EHollA &Ef & SENE LIEFALICE

CH& o §EH7E Healthy 0[2[2] £[21 B ol= &El MF HE Lol REMIEt HETH AU&LICH.

& i

rlo
N
[
=
Yl
10

o o &

HIZ 4 CHefoll CHEr o|lHIY L BlE #ordH

CloudWatch B2 & &3l Lambda &§+E€ E i
EHAlE X222 E20 HAIE ZE WEHAMO| H|Z- A CHA Aledg T SHAA|

AWS CLI

T

CHeho| & el

i
1

QlstE{H

=X
=3

X

T3

=5

[e][]

describe-target-health BE S AFSELICH O] 0| Alod| M= 4 of of il CHAMDE Z &t
o E EHEZEL|CH CHefo| M4 HEf7t ot B2 £30i At =01 ZEHELICH

aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!="healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table

CHE2 oAl £33 Lch.

| DescribeTargetHealth |
R e Fem - B +

| 172.31.0.57 | wunused | Target.NotInUse |
| 172.31.0.50 | wunused | Target.NotInUse |

CHe S22 2 ThY Melol Tha 7Hs 3 AR ZE8 BodELICH
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https://aws.amazon.com/blogs/networking-and-content-delivery/identifying-unhealthy-targets-of-elastic-load-balancer/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
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CH&F & Ef= initial & LICE.
« Elb.RegistrationInProgress - CH& 0| 2= WHAMO| SEE|l= SLICH
« Elb.InitialHealthChecking - 2E WH M= CHAO| MEHE EHEHSI7| Qe 2 F =4 74
9| 4Ef EOlg H& M&sta U&Lch.
CH4F AEH= unhealthy &I L|C}.

- Target.FailedHealthChecks - EE WHM7| CHa o S HH5t= 5 LR E =4
Lt CHef 8E 2l &40 HREIRELICE.

CHA Bl = unused I LICH.
« Target.NotRegistered - CH&fO| CH& T2 &0fl SFEIX| Ak &LICH

 Target.NotInUse - CHA 2E0| ofH 2= WHMOME AFRE|X| f 7Lt CHA O] 2= A
oM EdE3tElX| §f2 718 Fof AU&LICH.

« Target.InvalidState - CH& 0| B EE= SX| &EHo] U&LICH
« Target.IpUnusable - CH& IP FAE ZE WEHMOIM AFS ST S 0i |0 U&LICH
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https://console.aws.amazon.com/ec2/
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AWS CLI

S Ef

ot

el M E dolo|EstedH

modify-target-group BHE AFEELICH CHE of| A|0ol| A= Healthy ThresholdCount %!
HealthCheckTimeoutSeconds A& AdCl|0|E & L|Ct.

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation

ol

AtE] ol MXI2 AH|0|E§te{H

4
I
fl
0

ACilo|EE AE| &l MXMg ZEst == AWS::ElasticLoadBalancingV2::TargetGroup 2lAAE
dd|o|E&LICE CHS 0d| Al A= HealthyThresholdCount 2! HealthCheckTimeoutSeconds A4%
2 Yolo|EgfLct.

rr

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
HealthyThresholdCount: 3
HealthCheckTimeoutSeconds: 20

Network Load Balancerl| CHA O£ MASH 2oll= CHA 28 S48 HAEE £+ l&LCt.

et O8 &4

-« Z2CI0|HE IPEE
- S5 F& XA

« IEANZEREZ
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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RI&LICH Z2lo|E IP EES H|gtdste 4 A IP 4= Network Load Balancer?| Z2t0[5!

IP F=AQlL|Ct.

7|2xo= ZEI0|YME IP EE2 UDP, TCP_UDP, QUIC 2 TCP_QUIC ZE2EZE
=)

£ QaEA P £ Ol 2501 chsll & gstx[o] AGLICHHIE EEHE +

preserve_client_ip.enabled &t & &2 AFE3H0{ TCP X TLS CHat &0 CHEt E2t0|
HE IP EES 455 7Lt HIE G = U&LICt
7|2 MY
o QARHA QY CHA OF: MEHE
- IP & & 2 E(UDP, TCP_UDP, QUIC, TCP_QUIC): & M3} E
« IP R A 2 E(TCP, TLS): HIE L3l E
ZClo|¢E IP EZE0| M El A2
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CHA IPv4 22}0|1E ™ IPv6 22I0|HE @H

QUARA RH(IPv4) EC WHM IPv4 T4 EE WHM IPv4 T4

P R&(IPv4) 2E #HM |Pv4 FTA E2E HHM |Pv4 TA

P R&(IPv6) 2E #HM |Pve T4 2 HHM |Pve T4
ST AME L 1E{ A

ZCI0|ME IP EEQ| HZA AIEE2 M TCP 21302t M ELC}.

Zzlo|oE IP EZ 0| EM3lE|H EBIZI0 rk Load Balancer0i M CH&I 2 2 =T 2 2lx|o{of
SLICH CHA 2 22 WH MR SUsH VPC EEE= S 2| LY Z|o{~IEl VPCOI| ¢ x|5H0oF &FLICt.
Z2I0|ME IP EE2 Transit GatewayE S35l CHatoll T2 & | X[ HEIX| k& LCtH

CH&f 0| Network Load Balancer?t & &8t VPCO| {2t = Gateway Load Balancer IEZQIEE
S 5l Network Load Balancer®@t CHAHQIAEIA L= P F4) ALO|Q] EBNEIE AAISHH 22I0|HE
IP EZ&0| X|HE[X| et &LICH

Ct2 QIAEA 2% C1, CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3, T12 £¢c}0|
ClE |IP EEE X[HSHK| &t &LICH O|HEt QIARA K2 ECI0|ME IP EEO| HIEEEE IP F
AR S5t 0| E&LICH
Z20|1E IP EZE AWS PrivateLink2 £E{Q| QIHI 2= ERfZlol ¥e2 FX| ots
PrivateLink EEZIQ| AA |P FTAE &4 Network Load Balancer@| Z2t0|8! P F&AQ]L|C}.
Zelo|IME IPEEL HM 20| AWS PrivateLink HIE 3 QIE{H|0|A EE= CFE Network Load

Balancer2| LIE Q{3 QIE{H[O|AT} Z et El B0 X|HEIX| ef&LICH O|2 2lal aiE CHa ko
Sdlo| &4

H

Z2I0|HE IP EE 2 IPvEO| M IPV4E H48t
o

T EcfElo] QS FX| A&LICH Ol EBfE /o A
AP =AE &4 Network Load Balancer2| = H

| Zeto|e!
Application Load Balancer R&HEE CH& 2 X|HetH =4lE|l= ZE EeiZo| FE0[HE IPT}
Network Load Balancer0i| 2|3 2 & |1 Application Load Balanceroll M&ELICH O™ CHS
Application Load Balancer= ZEI0|1E IPE CHE 22 ELH7| 70| X-Forwarded-For 23 &l
of Mgt

Sllo1m|'Oo|2t T 3= NAT FZ M2 SEI0|ME IP EE0| EMstE A X|EX| et&LICt O
B8t 42 LHE Network Load BalancerE At & [ 25t 0H, Network Load Balancer 0| S5
El CHA& o S Y8 Network Load Balancer0l| CHEt 422 MAJ&h ml W AghL|Ct 442 HEE
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Balancer #/2| CH &0 A 3iE Network Load Balancer2 93145t X| ot = A2 HESH, == 20|
HE IP EZEE H[E M350 o2t fHo HE LR E UK = UELICH EEHOIHE IP FATE
L3t B2 Proxy Protocol v2E& At&36t0 AMe = U&LICE RtAEH LIE2 ZSA| ZEEZ H
e HXFIAAIR.

- 2Cl0|ME IP EE0| HIZH3tE F2 Network Load Balancer= 2f2t2| 17 CHY(IP F4 X X E)
ofl ChaH 55,000712] SA| ¢4 EE= B 2F 55,000712] 422 X[ ELCt 44 3147} 0|E el
g 4R, ZE Y R/ HHE 7isdo| Eotstm, M A4 F50f Aufe = A&LICH REAIEH LY
E2 ol SE st ZE &Y QF HRE T AIR.

Console

Z2I0[ME IP EES £H5tE{H

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 &2 LCt.

2. EfM F9||Load Balancing Ot2Hoil M CHef 2 &2 MEdELICEH

3. Ol 189 ol MEsto MT HE HO|X[E HuLct

4. 58 B0 HES MEiStD EgfT] 3 T2 F&Lc

5. ZCIO|YME IP EEE EY5tstE{H 2LI0[ME IP FL EES ME{ELICH SEI0IMEIPE
£ 2 HIZ3t5t24H Preserve client IP addresses(ZE2I0|E IP 4 EE)E ME F[AFL
Ct

6. G AE MES MEIELICE

AWS CLI
ZC0|ME IP EE S g3t 6te{H
preserve_client_ip.enabled £33} &7 modify-target-group-attributes &S AL EFLICEH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=preserve_client_ip.enabled,Value=true"

CloudFormation

Z2to|ME 1P EEE g d3tstidH

preserve_client_ip.enabled 42 Z &S
AWS::ElasticLoadBalancingVV2::TargetGroup 2|AAE 0| E & LICE

EC0[MEIPE

T
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

Elastic Load Balancing Network Load Balancers

Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "preserve_client_ip.enabled"
Value: "true"

S5 F A& XA

CHAS S2 #A8HH 2 Waik7h Chatol ChEH Al 97 AN SRIBLICH 22 WHME HPE
Alolele AL 3t0d 7IE oiZiolM el atole EaElo] tRElE 2 e LT S5 34T Ciao| M
MEIE RXISHT 7IZ HZ0| 97 LEi7h ol B9 BE WaIME ERTS Y OZ AL HaE 4
USLICH 7IZ 91738 SO M7 SRO| CHE CHA 18 442 BASI6HHL, S8 HAs7| o
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5. S5 F 4 Azt MEtE HEstE{H S5 F& X|odof| M 22 Y=ELICt CHed 2 S5 FAF
= 7|& AZ0| &35|H 324 Terminate connections on deregistration(S& £|A A| 912 &
2)2 MEFLICH
6. 3 AE MES MEiFLICH
AWS CLI
SE F 4 X £d€8 =HotE{H

deregistration_delay.timeout_seconds &
deregistration_delay.connection_termination.enabled &1}t 74 modify-target-

group-attributes WHEE AFSELICH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=deregistration_delay.timeout_seconds,Value=60" \
"Key=deregistration_delay.connection_termination.enabled,Value=true"

CloudFormation

Ad

5= SERS LT

fjo

|A K|

b
I

deregistration_delay.timeout_seconds %!
s}

deregistration_delay.connection_termination.enabled £42 Z&

AWS::ElasticLoadBalancingVV2::TargetGroup 2IAAE AUO|O|EELICEH

=5

[e][]

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "deregistration_delay.timeout_seconds"

Value: "60"
- Key: "deregistration_delay.connection_termination.enabled"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Value: "true

ZEANZZESE

Network Load Balancer= ZEA| Z2EZ HT 22 AI2610 AA LM ZHe TV HAZE MEE
EHLICH ZEA Z2EZE HX2E ZEA| T2 EZ §C{o 0|7 QI3 EE M2t

TCPEIAL{Q} &7 2= WHME TCP OIOIE{0| ZEA| ZZ2EZ F{C{E FIIELICH ZE WHME
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CHfO| ZE A Z2EZ SHE & 2446 K| Z5tH & Ef & Qlof Aufeh = U&LICH o|E S04,
HTTP 400: X El @0 2 @7 E BHEte = &t
VPC AEZQIE MH|A
MH|A AH|RFOM VPC IEZQIE MHIAE &dll 2= Ef= ol B2 oiEZ|AH ol MSE HE
IPFAE 2 WHM =o| Zzlo|8! IP FAQLICH oHZ2|7i 0] Mof| MH|A AH|RFS| IP FATF
Qet B, ZEAN ZEEZS Ed86tD ZEA[ ZEEZ &l|HoM MH[A AH|AFIP FAE 7S
L|C}.
ZSANZ2ZEZsiC{ols Ad=xQEQ DT ZefELICH Ol HE= Ch31 Z 2 AFSXE XIE TLV(R
&-Z4ol-gt) HEE AL8s5tod I ZEELICH
e ZO|(RtE) =L
g4 1 PP2_TYPE_AWS(OxEA)
Zo| 2 Ztel Zo|
43 1 PP2_SUBTYPE_AWS_VPCE_ID(0x01)
B~ (2L 4ol -1) AN=EZRIEQID
TLV S8 0xEAE 7 & 243t= o= https://github.com/aws/elastic-load-balancing-tools/tree/master/
proprot& & ZtMIR
ZEANZZEE &3}
CHe D0 ZEA Z2EZ S E56t7| Tof| o EE|FO|MO| ZEA| Z2EEZ V25HE & &
MEr = JUEE o BLC OFX| g2 39 AIE = USLICH RHM[EH LIE2 ZSA| ZEEZ H
M1 828 XML
Console
ZSEANZEEZ HH 28 gHM5t6iciH
1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.
2. ErA Z0| | oad Balancing OFEHOIAM CHa 2 &2 MEIEHLICEH
3. CH& OE2o| o|ES ME4sto M2 HE H0|X|E YLct.
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https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html
https://github.com/aws/elastic-load-balancing-tools/tree/master/proprot
https://github.com/aws/elastic-load-balancing-tools/tree/master/proprot
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://console.aws.amazon.com/ec2/
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4. &M(Attributes) ROl A BHE(Edit)S AMEHEHLICY.
5. &A1 MHE HOIX|HAM ZE2EA| ZZEZ 25 ME4ELC

6. HZE ALY MES ME{ELICH

AWS CLI

|E

SA ZZEZ HT 28 g43tsiciH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=proxy_protocol_v2.enabled,Value=true"

CloudFormation

4
e

I3

SAZ2EZ M 28 H3t6t2dH

proxy_protocol_v2.enabled £8& Z&3S TS
AWS::ElasticLoadBalancingVV2::TargetGroup ZlAAE | O|EELIC.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "proxy_protocol_v2.enabled"
Value: "true"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.
Ef M & 9| Load Balancing Ot2Hoi M CH&f 2 &2 MEdELICEH
CH& 2§02l O|§2 MEfsto] ME HE H0|X|E iL|ct.

MERSHL|CE
Target selection configuration(CH& 414 32 4d)04|A{ Stickiness(11’H)E ZLICt.
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AWS CLI
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1HE MMEE Ed3tstedH
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stickiness.enabled &3} &7 modify-target-group-attributes WS AFSEFLIC}.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=stickiness.enabled,Value=true"

CloudFormation

T
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Htok
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stickiness.enabled £48& X &3stT S AWS::ElasticLoadBalancingV2:: TargetGroup ZlAA
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
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2L WAHM &0 2M43tE|n cia 28 £F0lM HIEAEk (o] 94:} 0 CHAF DS 02 A
£ EZfE2 7t8 B9 thol| et EIX| ef&LICH

« DA B e WHYO| HIFEEE (o] QUCHH ZF FHollM 2t IS ZEE XMElg = US U S
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https://docs.aws.amazon.com/cur/latest/userguide/cur-data-transfers-charges.html
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- OiY O& 880l instance E£E ipQl AR Y 2 & +FE0IM At ¥ 2C WH S 24358
L HIEAHEIE £~ QELICH CHA O R&0| albQ ZR i DIE2 &N 22 WHMZEE
A gd 2 WHA MY S A&SFLICH

EE WHM &M A G 2 E WH A Z 23 6t= 2ol CHEF REAIEF LY the section

called ‘WAt ¥ 2 & WHHA"Z(E) FESIAAIL

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LCt.
2. ErA 30| | oad Balancing(ZE. 7 A0l M Target Groups(CHA 1&)2 MEHEHLICE.
3. & OEQl O|§2 MEisto MF HE H0|X|E LIct.
4, EHd =M HES MEiEC
5. O I8 &M WE Ho|X[o M A B 2= gz Aol CHa AHS S MEHEFLICE.
6. HHZEAE MES MEHELICH
AWS CLI

CHe 20| WA JP 2= WHAES Hete{H

load_balancing.cross_zone.enabled &4 &7 modify-target-group-attributes BWEZ At
o=y
[ = |

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation

load_balancing.cross_zone.enabled £82 X8
AWS::ElasticLoadBalancingV2::TargetGroup ZIAAE

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"

H|Z & CHafoll CHEE 12 B &
i FE=2E= 7|BMo 2 &435HEILICt Network Load Balancer2| CHAMO| T2 A4El AFE] & Qlof| Almf st
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R MHE HAER 8 dEE RXEIEE HYHoR Eg £ &Lt
HE 4 CHatof CHet 2 SE= Uy I8 =& FHE LT
Console

AHE BE ¢S HEsteiH

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. FEfM F9|Load Balancing Ot2Hoil M CHef 2 &2 MEdELICEH

3. Ol 189l o|F2 MEsto] MF HE HO|X[& Pt

4. &8 Bl HES MEiELC

5. CH&: HITE 4 el 22| of2Hol| A CHa O] HI'E & &EN7I E|H 42 SRl &5t = HIEH
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--target-group-arn target-group-arn \
--attributes
"Key=target_health_state.unhealthy.connection_termination.enabled,Value=false"

CloudFormation
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target_health_state.unhealthy.connection_termination.enabled &2 X8

T 2 AWS::ElasticLoadBalancingV2::TargetGroup Z|AAE A4C|0|EELICE.

P

[e][]

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_health_state.unhealthy.connection_termination.enabled"
Value: "false"
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AWS CLI
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target_health_state.unhealthy.draining_interval_seconds &3t & 74 modify-
A LICH

target-group-attributes

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
"Key=target_health_state.unhealthy.draining_interval_seconds,Value=60"

--attributes
CloudFormation
HIEY =dllol'd Zt 48 +=HsttdH
target_health_state.unhealthy.draining_interval_seconds $48& X &35S
AWS::ElasticLoadBalancingV2::TargetGroup Z|AAE UO|O|EELICEH
Resources
myTargetGroup
Type: 'AWS::ElasticloadBalancingV2::TargetGroup
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes
- Key: "target_health_state.unhealthy.draining_interval_seconds
Value: "60"
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Comment

Allow client traffic (IP
Preservation: ON)

Allow client traffic (IP
Preservation: OFF)

Allow health check
traffic

Comment

Allow return traffic to
client (IP Preservat
ion: ON)

HES3 ACL
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VPC CIDR

VPC CIDR
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Allow return traffic to
client (IP Preservat
ion: OFF)

Allow health check
traffic
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Comment
Allow client traffic

Allow response from
target

Allow health check
traffic

Comment

Allow responses to
clients

Allow requests to
targets

Allow health check to
targets
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- 100.64.0.0/10(RFC 6598)
- 172.16.0.0/12(RFC 1918)
- 192.168.0.0/16(RFC 1918)
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aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
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aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets I1d=10.0.50.10 1d=10.0.50.20

CHS ol A= Application Load BalancerE CHA 2 SE8L|C}

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=application-load-balancer-arn
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--target-group-arn target-group-arn \
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--targets Id=10.0.50.10,QuicServerId=0xalb2c3d4e5f65890
I1d=10.0.50.20,QuicServerId=0xalb2c3d4e5f65999

CloudFormation
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AWS::ElasticLoadBalancingV2:: TargetGroup 2lAAE H|0|E g LICE. C}
2 o Alol M= QIARA

C}
HA DR F Oy S SSELICH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
Targets:
- Id: !GetAtt Instancel.InstanceIld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80

Ch2 ol Al= QIAEIA IDEE F 7Ho| CHA 2 QUIC E= TCP_QUIC Z2EZ ChY 180 58
LICE.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80

QuicServerId: @xalb2c3d4e5f65999
- Id: 'GetAtt Instance2.Instanceld
Port: 80
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QuicServerId: @xalb2c3d4e5f65000
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create-target-group WS AL &L
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Application Load Balancerg& CH& S 2 S8 &H|7I TX| A2 B2 LIS 852 MEiStD
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CHe 28 488 MEELch

ZZ2EZ2 TCPO040f 5tH ZZ E = Application Load

Ct.
Balancer?| 2|AL{ ZE 9} 2 x|5H0F &FL|C}.

aws elbv2 create-target-group \

--name my-target-group \
--protocol TCP \

--port 80 \

--target-type alb \

--vpc-id vpc-1234567890abcdefd \
--tags Key=department,Value=123

CloudFormation

m

AWS::ElasticLoadBalancingV2::TargetGroup R&2| 2| AAE MolgtL|Ct ZEEZ2 TCP040k
|5

504 Z E & Application Load Balancer®| E|AL{ ZEQ} Y%

HoF BfLCt.

Resources:

myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: alb
VpcId: !Ref myVPC
Tags:
- Key: 'department'
Value: '123'
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Targets:
- Id: !'Ref myApplicationLoadBalancer
Port: 80
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AWS CLI
Network Load BalancerE 2 436t24H

create-load-balancer @& A& ELIC}H Application Load Balancerod| CHaH & AMstEl 240t S8t

72 Wiz ABste We HY LU

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--scheme internal \
--subnets subnet-1234567890abcdef® subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

TCP 2|ALHE F7}5t24H

create-listener B Al
Load BalancerZ ME & = U&LICH 7|2 Eo| A2
M.

504 TCP ElAL{E FII5HAAI2. TCP ElAL{E EBZIE Application
Fe O|T EtAH|0| A M5 CHY O ES A5t

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

CloudFormation
Network Load BalancerE 2445tc{™

AWS::ElasticLoadBalancingV2::LoadBalancer F&9| 2|A A9}
AWS::ElasticLoadBalancingV2::Listener R & 2| E|AAE HO|FLICH TCP 2|AL{Pt EBEIE
Application Load Balancer2 & = U&LICH 7|2 5ol A< O™ EHAHOIM M8 cha O

E2 M8t

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-load-balancer
Type: network
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Scheme: internal
Subnets:

- !Ref subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- Ref mySecurityGroup

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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AWS CLI
Ei2E F7tstedH
add-tags BEE ASELICE CHS A Al0ME F 7HS| EHZE FIHfLIC

aws elbv2 add-tags \
--resource-arns target-group-arn \
--tags "Key=project,value=1ima" "Key=department,Value=digital-media"

Bl E X7 stedH
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remove-tags BHE ALSELICH OHS oMM E XIEE ZIE 7HE Ef 2 & MAHELICH
aws elbv2 remove-tags \

--resource-arns target-group-arn \
--tag-keys project department

CloudFormation
Ei 18 F7bshedH

Tags 48 Z &35 TS AWS::ElasticLoadBalancingVV2::TargetGroup Z|AAE O|0|EE LICH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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AWS CLI
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delete-target-group &
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aws elbv2 delete-target-group \

--target-group-arn target-group-arn
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JSON

"Version":"2012-10-17",
"Id": "AWSLogDelivexryWrite",
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"Statement": [
{

"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",
"Condition": {

"StringEquals": {

"aws:SourceAccount": [
"012345678912"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-

bucket/Prefix/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"012345678912"
]
}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource": "*"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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224 41 87 modify-load-balancer-attributes B2 AFSEHLICEH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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CloudFormation

MMA 2O E 35t H
o £ 82 Z SIS AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE 4O O|E & LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
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5. ZLIEHZM ML =23 E SLICH

6. HE A MYS MEHELICH

AWS CLI
HMA 2O E H|EE3teted™

modify-load-balancer-attributes 22 A& & LICH.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=access_logs.s3.enabled,Value=false
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