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* ip_address: 205.251.233.178
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O| At& Mol A= Amazon Fraud Detector ZEE BlE 2! EF CIZ2 0| ZEE AL SH0{E AL 5104
AAZHALZ] &2 Mddts WS MBEELICH AWS SDK for Python (Boto3). 222 Amazon S3 H
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import boto3
fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
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print(response)
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import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

A 2 A
AIE{E|= O|HIEE +&5t= A2 ALE LIEIHLM YIE{E| RE82 AEEIE BFELICH EF ooe
74 ErofAF £ AIHo| ZEHEILICH

TS 7 latest

27


https://docs.aws.amazon.com//frauddetector/latest/api/API_CreateVariable.html

Amazon Fraud Detector

CH2 oMol M= PutEntityType APIE AF& 3104 sample_customer YIE{E| RS MAgL|Ct

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(
name = 'sample_customer',
description = 'sample customer entity type'
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CH2 oMol M= Putlabel APIE AI2504 fraud

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit',
description = 'label for legitimate events'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
name = 'sample_registration',
eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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ClS oMol M= CreateModel APIE AHE35104 REHIS MMEFLICH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')
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L of x| o|O|E{ MEE X% &t Amazon S3 2|X[0f 'EXTERNAL_EVENTS' CHSHE X|HstT &
Amazon S3 HZ!2| RoleArnE X|&glL|ClexternalEventsDetail. trainingDataSchema It2}

AlEFSt | 7 latest 29


https://docs.aws.amazon.com//frauddetector/latest/api/API_CreateModel.html
https://docs.aws.amazon.com//frauddetector/latest/api/API_CreateModelVersion.html

Amazon Fraud Detector

0|E{0d A Amazon Fraud Detector?7} 0d X Cl|O|E{E 5i
I.

e pisot OHE BlolE g BRSE wHE KL

m
o

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema’ : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

}
}
},
externalEventsDetail = {
'datalocation' : 's3://amzn-s3-demo-bucket/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'

DHEZ ofg{ H ETE = U&LICH REHE ETE mWotch A HTo| MAMELICH 2' £710| 22K
M D E X MEN7 2 AO|0|EELICFTRAINING_COMPLETE. B2 Ms M4 2l J|E 2EH M5 K|
EE AEE £ UsLiCH.

Dol ¥ds dE

Amazon Fraud DetectorE AI&35l= 528 HAleE ZE Mol 85 X|EE AF85t0 RO Mt
E Lytste Zdeduict 22 &240| &2 £|8 Amazon Fraud Detectore= 2 & Z240]| AR E|X| o2 O
O|E{2] 15% 5 AIE5loi D MsS ASELICI RH Ms M 2l 7B M5 X|EE MM

DescribeModelVersions APIE Al235t0d 22 Ms2 HAEELIC
Amazon Fraud DetectorOi| A 248t 7|E} B E X|EE %*_4EL—IEP.

DE M5 M & 95 X|ZEo| CHE RtME LHE2 ZE Ma W MMHE HZESIHZEE 85 XIE.
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—
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Dol Hi

Ms X|EE HAES & ZEE HiZ 5l T Amazon Fraud Detector0i| A Al7| oS MM
FL|CH #3E 2 RS Hi 2 35H24T UpdateModelVersionStatus APIE AFEEFLIC}H CHS
oMo MHE B T AENE ACTIVEZ Cl|0|EstE O AF2ElLICH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'

y =

SEHA: X7, Ao, v & AX[7| HE 4o

ZxZloe & 2 F2io 242 Z4 x| 220| & T|o U&LICH Ol ZXI2 AHVIE HIlsleies &Y
O|HEO CHEF HULICH A2 oS Sof = g2 sAst= &S Amazon Fraud Detector0od] &
27| {8l XI1-Hste =HLcH dat=

A7| o=0o| ALt ZX|7|0lE DRAFT, ACTIVE EE&
INACTIVE &Eie| Zt HEIE Z &t 048] HTO| IS + [AUELICH A X[7| HEol= 42 E 20
StLE O & Qlo{of gL|Ct.

ChS oMl =& At83stod Z4X[7|, &, 2o E Ydst AXI7|E HAIELICH

Hx|7] 44

CtZ ol Aol A= PutDetector APIE AF&5t0{ sample_registration O[HE
sample_detector ZX|7|E M ggLICt.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (

detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
)
23t 4
AlEst7]

7 latest 31


https://docs.aws.amazon.com//frauddetector/latest/api/API_UpdateModelVersionStatus.html
https://docs.aws.amazon.com//frauddetector/latest/api/API_PutDetector.html

Amazon Fraud Detector A2 AMEA

7hset ZF Ab7| ol & Zotof cist Zop7F MAEL|CE CF2 o Mol M PutOutcome APIE |, &
verify_customerreview?| Ml 7} x| 20 & M d35t= Ol AHEELICtapprove. OIE—IE dut= LS
of &l g ELICt

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',
description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
FA Ay
2|2 ClO|E| MEo| 3HLt 4ol ¥4, 2| E#44] U stLt Ol4te| ATE AT

CtS oMol A CreateRule API= , 2 high_riskmedium_risk@| M| 7}X| 7+

2 MM5tE O AFSELICHow_risk. & EHAIS ddsto] 2 Hs M
sample fraud_detection_model_insightscore 2t CtEH 17|20t HImEHLICH Ol Ol
EQ| 9" & Aot o™ A M HolE ZoE &F5t7| «Igt ZLct.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleld = 'high_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',
outcomes = ['verify_customer']
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)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',

language = 'DETECTORPL',

outcomes = ['review']

)
fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore <= 700°',
language = 'DETECTORPL',
outcomes = ['approve']
)

HX|7 HH 4d

HX[Z| HHEE2 AL7| of

I

2 7tMeE o A8kl 2 738 HolgLch

Ct2 oMol A= CreateDetectorVersion APIE AF26104 ZX|7| {2 MMstL|Ct.
|

HE, 72 2 73 M¥ 2= FIRST_MATCHEDE A33tof O|& & FrLct.
2 Grtst7| IFF AIBAE XIGRUCH #& A™ ZE FIRST_MATCHEDE &
CZ =AMO R YItE|T UR|StE HEIM SXIEES X|IHELICH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
I
{
'detectorId' : 'sample_detector',
'ruleId' : 'medium_fraud_risk',
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'ruleVersion' : '1'
.
{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'
}
1,
modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'
} 1,
ruleExecutionMode = 'FIRST_MATCHED'
)

6EF7Al AL7| o &

O R*t& Mol obx|at A= O EtA0|AM sample_detector MM E EX|7IE A& 504
sample_registration O|HIE Rof Cigt At7| | F S HAIZte 2 Mg LCH ZX[7]= Amazon
S30l| YZEE oAl CIO|E{E HotE Lt SEHolE 2 85 Mot YX|ste &n sl 28
Zn7F ZEELICH

CHS ol M|ofl A GetEventPrediction APIE 2t &0 CHaH B HHEH SS9 |:'||0|E-|E NMSste ol AFHE
ElLICH o A& MAUME HE S5 oA o0& mt U of| A Tl|0|E{(email_address & ip_address)E& 7t
MEuUo 4 &H & Flol 2 &(3@)2 B HA-E S8 o|HEQ| C|o|EHE LIEF-LCY.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(
detectorId = 'sample_detector’,
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:217"',
entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {
'email_address': 'johndoe@exampledomain.com',
'ip_address': '1.2.3.4'
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Event metadata Event variables

| | |
EVENT_TIMESTAMP, EVENT_ID, EVENT_LABEJ., email_address, phone_number, billing_street, billing_state, ip_address «— Header
2020-12-06T03:13:347, R12345,  fraud, regularl@example.com, 110-345-0990, mayhem ave, OH, 112.136.132.151 «— Event «
2020-11-13T12:47:00Z, P56890, legit, premiuml@example.com, 112-890-4532, howie lane, KY, 192.169.234.143
2021-02-19722:52:43Z, R10001, legit, regular2Z@example.net,  078-777-5555, lankhurstdr, HI, 185.112.224.79
2020-11-29T00:16:097, R56099, fraud, regular3@example.edu, 777-213-0033, noland ave, L, 68.73.183.186
2021-01-16T07:30:03Z, P08954,  legit, premium2@example.net, 444-040-8344, oakwood apt, MA, 117.65.246.206
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_import_job (

jobId = 'sample_batch_import',

inputPath = 's3://bucket_name/input_file_name.csv',

outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration’,

iamRoleArn: 'arn:aws:iam::********%***x.rgle/service-role/AmazonFraudDetector-
DataAccessRole-****x&*kxxkkxx !

)
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Python& AWS SDK(Boto3)& At&35+0q4 HiX| 7HKAL2 7| & F A

CHS oMol A= CancelBatchImportJob API01| CHet ME @HEE HoiELICH 717 &Y &
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.cancel_batch_import_job (
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jobId = 'sample_batch'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.send_event(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:2172"',
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'},
assignedLabel = ‘legit’,

labelTimestamp = '2020-07-13T723:18:217",
[{'entityType':'sample_customer', 'entityId':'12345'}],

entities
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event(
eventId '802454d3-f7d8-482d-97e8-c4b6db9a0428 ",

eventTypeName = 'sample_registration'
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https://docs.aws.amazon.com//sns/latest/dg/welcome.html
https://docs.aws.amazon.com//ses/latest/dg/Welcome.html
https://docs.aws.amazon.com//lambda/latest/dg/welcome.html
https://docs.aws.amazon.com//step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eb-targets.html

ol
nx
0%
x

Amazon Fraud Detector At

Event Orchestration

Downstream process Downstream services
Monitoring Amazon QuickSight
and
Analytics Amazon CloudWatch
Amazon 53
Amazon EventBridge Storage Amazon RDS
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4. Amazon EventBridge T+2! 4 X|EE WELICEH

/A Important
Amazon EventBridge0i| A O|HIE I{EHE LS = &AA LEQ ME ME &8 Zof
aws.frauddetector Event Prediction Result ReturnedZ X|Z3HoF &L|C}
Amazon Fraud Detector0f| M O|HE QFHAE D 0|M B A}
OIHE RS MM [ F= O|HE RS MMst Fof o|HEO CHE O|HE @FAAEDOME &
M5te = U &LICH Amazon Fraud Detector 2& 01| A put—event—type FHE AEstHLE APIE
AMESHHLIE AI85t0 O|HIE QFAAERO|ME EH35HE = PutEventType U&LICHAWS SDK
for Python (Boto3).
Amazon Fraud Detector £ 0{|A O[HIE @FAAE D 0|M g5t
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3. O/HE £3 Ho|X|oM O|HIE RES MEHFILICY.
4. Amazon EventBridgeZ O|HE QA AER|0|M & M3E ZLICt
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AE735t04 O|HIE A AER|0|M &3 AWS SDK for Python (Boto3)

Ct= oMo MH= O|HE QAAER|O|MS & 3tsample_registrationst=5 O|HE
Ar85t

UC|o|ESHY| @3t ME 2EE EoiELICt O] MM M= PutEventType APIE
legit & fraud, EE| RYE dGRUCtD 7THHEL
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| ip_address email_address, 2l|0|2
S'So

Clsample_customer. O|2{EF 2|AAE

import boto3
boto3.client('frauddetector')

fraudDetector =
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fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': True},
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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Amazon Fraud Detector0i A O[HIE Q@ F|AER O|M H|E 35|

Amazon Fraud Detector &0 M put-event-type HHEE AL 37{LI APIE AFESIHLIE AFE Sl
0 AN EX| O|HEO CiEt O|HE 2HAAER O|ME HIEHESHE 4= PutEventType U&LICHAWS
SDK for Python (Boto3).
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CHS oMol E PutEventType APIE AF235H0q 0]
Slsample_registrationst= 5 O|HE RS YOIO|ESIY| 2Et ME S Eo{ELICt

import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': False},
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')

CreateModelVersion APIE At&3t0{ & M| HAE 2 LICH TrainingDataSource 20f CH

&l 22 Olo|E| MEQ| AA 2! Amazon S3 RI%IE ExternalEventsDetall X|Mgfct ol 8=
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2ol Y2 TrainingDataSchema X|™ELICH 7|2X 22 Amazon Fraud Detectore= 20| =
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&5t0{ Amazon Fraud Detector7| 2i|0[80| X|HE|X| 2 O|HIEE A5t WHE Z™HSES K|
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'FRAUD' : ['fraud'],
"LEGIT' : ['legit']
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}
unlabeledEventsTreatment = 'AUTO'

}
.
externalEventsDetail = {

'datalocation' : 's3://bucket/file.csv’',

'dataAccessRoleArn' : 'role_arn'
}
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'

)
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Model variable importance - new

Variable Importance gives you an understanding of how each variable is contributing to your model's performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much
higher number relative to the rest could indicate that the model might be overfitting on it, while variables with relatively lowest numbers could just be noise. For details, refer to documentation

Variable name & Variable type 4 Importance value &

billing_state Billing Address: State or Province

billing_postal Billing Addres: Zip Code

user_agent User agent

email_address Email Address

ip_address IP Address o011

026
025

phone_number Phone number 0.01
billing_address Custom - categorical 000

Amazon Fraud Detector= F£7| H|& 10| 2 E Fraud Detector 2 & HHZoi| CHaH 71H S = gt
Ast|CH
[N =| .

fjo

AH
o

/A Important

20214 72 9 O|ol| MM E 2 HXol= 71 ST 20| i&LICH 22 He ST &
= ddstedt ZEo| M HEE E&sH ok & LICH.

DEH ST Y AME

A&stod ROl 52 FO0[HLE FFE

o =]
= [
£ = &Lt JH O3 22 E =00 MEMRI HsE 7ML

{7 latest 93



Amazon Fraud Detector INESRSE

ol 2 H52 JIMstedH THQ X[AE 7IELE JIH Sk 24 HASt D =3 ClolE e X
E CIHZELICH o & S04, 78 ID7F 22 oi| CHet Re 2 AAS LU HEro LIEE[o] (e B9
He ST S 4HEAUAR My SR 20| LHHX| ZtEC 2l so™ ZEo| §H ALY| miH
off 2tAEe = U&ELICHH: 2E AL7| O|HETH S Ut A IDoIA &gf). et fH7F AL7| &
O|20l o|&ot= B2 tllolZ RE0| LUE = U&LICH ZHQ XA E 7|E ez 8 B4 Znto]
(et 8 Mot o et Clo|E MEZ E3dst 7Lt 22 E Otz fXlst= W0l E&LICH

AR20| 2 HeE= B EHO| B
+E MHste XWE 1848 = UE
Fraud Detector= 0485| H+ 52
= MgtE L ct

/A Important

- =T OO[E HEL|

o

H
e
rII
4>
o
kO
|_|'|
E:I_
mjo
of!
N
ek
o
0jo
>
0ok
mjo
Kl
o
g'l_n
rr
=
O
Iy
rC
ful

|21 x| &{1h A E7hatioF 2 LICH

« DEIHA LY

CHE 40| W4 BT 2t2 7IZ 02 W40 M4 52T 22 HABILICH Ered
ofl THEt w4 Z

Mo = nE{5tX| Ot Al=2.

2 T 3L S HlugLch 22 HHEM Hrol He SR
ZfO| CtE RE HAoAM S e Heo| g O E + 8z BE HH Zhof SYe Haol #H
ST 7S HlusHx| Ot AR, ST H42t HIO|E MEE A&stod CHE 2E HTE E/st=
B HEA SUSt He ST ¢S MK et&LIch

DR ES B2 o Bt H latest 94



>
ol
nx
0%
x

Amazon Fraud Detector

A= A
DEHHSFST =2 27|

ZH0| 22 £|™H Amazon Fraud Detector Z2& 0| M = DescribeModelVersion APIE A+& 304
= oo

DH MO R He ZRE =8 & = J&LICH

2% S Fol M mHg Mg
dg dst ohe 2 HYS MU
H2 =io| MEfE|o] UEK| & QlFfLct.

H

Zt o ™ Z240| 262 £|8 Amazon Fraud Detectore= 22 Hs S F Zf0t REo| M5 X|EE

sz MdetL|Ct Ol 23l Amazon Fraud Detector= SHapley Additive exPlanations(SHAP)&
AEFLICE SHAPE 7|E2XMo2 RE ZE Ho| 758 ZE ZefE 1E{d & 2= Ho BHE of
& 7o LCt.

o =

SHAPE= HX O|HIE o F2 2la 2
5to ZE =F0ilk
= 7lsstzZEH =
M7Hsto] 2 £232 MEe = U ZE 7tsdS E&sto] 2t &

=
A8 o A&LICH Ol 22 HATIH M2 22 SEHHHE 7HE M &35 S &L

X

b
2'1
X
10
H
1z
i
I
_>'.|_|
o
1]
ki
Lol
Q'I_
in]

o
I
>
0
g

ML 2SS CHRE O] ZP WAE MAY £ A&LICH CAl ZHOM MAEI AL F2HE M4 E st
(ofl: AF717F O O[HIE) 0| B 4 ZtO 2 HHE 4 QULICH HEH 7|Z QIAHAER

SageMaker Al 22! 7}X{2 7|
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GetEventPrediction RO YdEE MEE O|HE H+E AL 5T S Amazon Fraud DetectorE
T8 = UE&LICE O|HE BH-E A5V 2 MBI 42 o= ’IZE3IE XS5l oF & LICH Amazon
Fraud Detector=0| HIZ3! 2 AL&35t0{ O|HIE B4~ & SageMaker Al IEZQIEE S E35l= 0O ER

5t 2l2d H|o|2E 2 HHEELIC} EE= GetEventPrediction 30| Y8 Z MEE|= byteBuffers
ME3tT S SageMaker Al ZEIE 7 HE £ Q&LICH

Amazon Fraud Detector= JSON EE= CSV 23 &40} JSON EE= CSV £2 HAIZ AFE5t
= SageMaker Al 1 2[& 7t 7|E X[HELIC X[ E[= SageMaker Al & T 2|E2| 2=

XGBoost, Linear Learner 2! Random Cut Forest7} {&LIC}.

£ AL238104 SageMaker Al 22 7}X{2 7| AWS SDK for Python (Boto3)

SageMaker Al 22 & 7}X{ 224 PutExternalModel APIE A &fLICt CFS GAoMHE
SageMaker Al °*|':£t°|Esagemaker transaction-model7} HHEE|R 1, InService AE{O|MH,
XGBoost &1 E2|&E AHS STt 7HE g LICEH

Q24 M2} O|HIE H4E AF26tod DH QI8 LMSE = X|ABLICHuseEventVariablesE
2 MHETRUE). XGBoostoll CSV /20| Lo #e ol2f #Al2 TEXT_csvelLch.
csvinputTemplate2 GetEventPrediction LEO| YR E MEE H=0 A CSV =S 795t
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_external_model (
modelSource = 'SAGEMAKER',
modelEndpoint = 'sagemaker-transaction-model’,
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invokeModelEndpointRoleArn = 'your_SagemakerExecutionRole_arn',
inputConfiguration = {
'useEventVariables' : True,
'eventTypeName' : 'sample_transaction’,
'format' : 'TEXT_CSV',
'csvInputTemplate' : '{{order_amt}}, {{prev_amt}}, {{hist_amt}}, {{payment_typel}}'
},
outputConfiguration = {
'format' : 'TEXT_CSV',
'csvIndexToVariableMap' : {
'Q' : 'sagemaker_output_score'
}
.
modelEndpointStatus = 'ASSOCIATED'
)
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1. 7= F71 Ho|x|e| & HololM 7% O|§high_fraud_riskOIE =245t M - ME4 ALE
ol H=lof it A This rule captures events with a high ML model score2
28 Y=ghct.

2. ETA0lM Amazon Fraud Detector ZFA2HEl 72| 314 Q10{& ALEst0d CHE & EFAE
23grLCt.
$sample_fraud_detection_model_insightscore > 900
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medium_fraud_risk ¥ #=E H4gLict

* medium_fraud_risk
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$sample_fraud_detection_model_insightscore <= 900 and

$sample_fraud_detection_model_insightscore > 700

* low_fraud_risk
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$sample_fraud_detection_model 1n51ghtscore <= 700
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high_fraud_risk 7t%[0| ot%& & =5
J2{M A high_fraud_risk ¢ {x|2 O|S g LICt.

T=lo| & il @ x|od /T medium_fraud_risk #&/1low_fraud_riskO| Ml HHm{ x|l U=
E0| Z2MAE Bt=gL|Ct
25 x|
Uxlste PE TE MY B FA Mol A0l YRlSHs DE TR0 CHEF ADLE WHErE
Ct. & X|&5}H ALL_MATCHEDAmazon Fraud Detector= 2 £ #2I2 Wrtstn Ux|ste RE

O| RF& MFIRST_MATCHEDO|ME MEHSH & CIS S MEHEHLICE
S5EHA|: X7 HH AE 2 MY

HX|Z7I HEH2 A7| ot & E ddsts Ol AF8 =l 5§ Rt 3E Holgfuch

T
N

1. dE Y MY Ho|x[oMH F s ZX|7| ME HE, 22 Y #3E AEFLICH HE5Hofk st B

CtS oMo MHE PutDetector APIOI CHEH & @S EoiELICH HX|7|= & XI7| HEL| ZIE|O
Q O|HE f¥E X|EEfLICH o2 dlAMoM=E

L{ o3&t stL|Ct. PutDetector APIE EHX|7|7F Tt &t
O|HIE RS MERMCID 7tHELICtsample_registration.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (
detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
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HolgtLict ZXI7| Lol HolEl B E FAIZ ZXI7| HE0 £748 4 &LICH WIHE oHE R
of Cioh 2T 2He F71g £ AaL

Zt Z+X|7| o] AEi= DRAFT, ACTIVEEE = LICFINACTIVE. 8t Hofl stLQ| ZX[7| BBt
ACTIVE MEN7} 2 £ Q/&LICH GetEventPrediction 2™ S0iE X|Z5HX| &t2™ Amazon
Fraud DetectorDetectorVersion7} ACTIVE ZX|7|E AFEFLILCE.

T A EE

Amazon Fraud Detector= FIRST_MATCHED 29| & 7tX| #&! Aldl mEE X|2EhL|
CHALL_MATCHED.

- 7E M¥ 27t 2l 2 FIRST_MATCHEDAmazon Fraud Detectore &2 XSS E Z7H K| &4t
Mo 2 mWrtsto Yx|ste & M| 720l M SX|EL|ct 22{% Amazon Fraud Detector= sHE B
2 &0 CHEH ZoHE MBS ELICH F210| false(YRI5HX| &8 2)E HWIHE/H S5o| kg #2l0| H
7HEILICEH.

« T3 ¥ ZEJFALL_MATCHEDR! B2 = Aol #t7|gio] B7te| 2E 72{0| SH= AAFLICH
Amazon Fraud Detectore= 2 & 22 Aldstn UX[t= ZE &0l CHsll Ho|El ZntE grere
L|CH.

E AF25t0d 4 X|7| - M AWS SDK for Python (Boto3)

CH2 oMol = CreateDetectorVersion APIO| CHEF ME @S HoiFLICH 72l Al mE7}
2 MX o] FIRST_MATCHEDS?,!QEE Amazon Fraud Detector= #3l& XMSRE 27X &xX2
2 H7tstod YxIstE X HM 2| SX|gFLCE 2™ CHS Amazon Fraud Detector=0 M 1S &
o F=lof cHe 2 E NS ELICtGetEventPrediction response.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(
detectorId = 'sample_detector’,
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rules = [{
'detectorId' : 'sample_detector',
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'

},

{
'detectorId' : 'sample_detector’,
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'

.

{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'

}

1,

modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',

'modelVersionNumber' : '1.00'
1,
ruleExecutionMode = 'FIRST_MATCHED'
)

Z X7 HH o HEHE O|0|ESHE{T UpdateDetectorVersionStatus APIE AFSEFLICH CHS
oAl = & XR[7] HH A EfE 0 M DRAFTE UC|O|ERLICIACTIVE. GetEventPrediction 238
Zof EX|7| ID7} R|™HE|X| 852 ZA Amazon Fraud Detectore= EHX|7| ACTIVE HHAE AP EHLICEH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_detector_version_status(

detectorId = 'sample_detector’,
detectorVersionld = '1"',

status = 'ACTIVE'

)
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8. email_address 702 H O|X[0]AM &= M8t Ho| ME HEE = QlghL|Ct.
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9. “EHV\E Ht=5t04 CIE & ddstn Ha RB9IP FAE ip_address ME{EHLICE
H

/A Important
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E A83t0{ B4 M4 AWS SDK for Python (Boto3)

CHS o|A|of| A= CreateVariable API0d| CHEF 2 & Eo{ELICE O] X0 MHE= email _address
3l Z2h= F 7Ho| 8 WMst T SHY B4 RE(EMAIL_ADDRESS 2! )0 ip_address& &L
CIP_ADDRESS.

B HEE MG B2 AR Ablof MEHEt o]
7

I %E o
5t 7| M 22 Tol| B4 7 Joi chsH e{o{oF &FL|ct.

B AAE K|S0k BLICH B Zho| Tl L= QX AlEst= o] 20| ELICH e AAT}
EVENTQ! B2 #H L2 GetEventPrediction 239| 18 2 MEELICH B4 10| @1 B Amazon
Fraud Detector2 MODEL_SCOREXH Z/L|Ct. EXTERNAL_MODEL_SCOREQ! AL #H Zf2 71K
SageMaker Al 222 & EIL|C.

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)
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#Create variable ip_address
fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',

defaultValue = '<unknown>'
)
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fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_variable (

name = 'customer_name'
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Amazon Fraud Detector & 0| M put-label BEE AFE St 7HLE PutLabel APIE AF&SH7HLEE AFE 5t
o Hlo|E2 MEE + U&LICH AWS SDK for Python (Boto3).
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import boto3
fraudDetecto

fraudDetecto

name = 'frau
description
)
fraudDetecto
name = 'legi
description
)
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r = boto3.client('frauddetector')

r.put_label(
d',

= 'label for fraud events'

r.put_label(
t',

= 'label for legitimate events'
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import boto3
fraudDetecto
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LICt. AWS SDK for Python (Boto3)
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r = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId
eventTypeName
assignedLabel
labelTimestamp

'802454d3-f7d8-482d-97e8-c4b6db9a0428",
'registration’,

'fraud',

'2020-07-13T23:18:212"
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T723:18:21Z7'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_event_label (
name = 'legit'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(

ruleId = 'high_risk',
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expression = '$sample_fraud_detection_model_insightscore > 900',
language = 'DETECTORPL',

outcomes = ['verify_customer']

)

Amazon Fraud DetectorOi| M At S22 A& = UL E st & HE 18 A& LIC

TR M 7 latest 147


https://docs.aws.amazon.com//frauddetector/latest/api/API_CreateRule.html

Amazon Fraud Detector A8 YA

& YHolE

F7t £z YO0|ESt AL, & E¥AE HO|O|ESHHLE, ol CHEr ZAxt

o o =
= = =
HM75t0f HRIEX| F2E UHO|EE 4+ UBLICH T2 HUolo|Eshed Af 72! b0 AAELICH

Amazon Fraud Detector 22 0l M updateupdate-rule-version 22 AL 35t7{L} UpdateRuleVersion
APIE At&35t7{LE AWS SDKE AtE35t0{ #3I2 UOIOIEE £ /U&LICt

T2 ool ol M T HEE ABSHES UXI7| BT Urlol=aHok LT
Amazon Fraud Detector 2£ 0| M 12! YO0 E
=g Aolo|EstE{™

AWS Management Console2 €1 H|"goi| 22 2l&L|Ct. Amazon Fraud Detector2 O|& & LIC}.

2% A ol Z X7 M= LT

N OO O BAOWODN -
oy
Ral
N
_"T_l
o
Ral
=
x
Q
\l
L
H

m o
i
il
0
x

i
>
0l
9.'—'
hrd
=l
P

| 21| 0| E AWS SDK for Python (Boto3)

CHE oMl == UpdateRuleVersion APIE A& 38t0{ & 2| /H|ZLS 900high_riskolA 95022
Mdollo|EgFLICt o] #&I2 A X[7|2t ¢dZElLICtpayments_detector.

fraudDetector.update_rule_version(

rule = {
'detectorId' : 'payments_detector’,
'ruleId' : 'high_risk',
'ruleVersion' : '1'
1,
expression = '$sample_fraud_detection_model_insightscore > 950°',
language = 'DETECTORPL',
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_list (
name = 'allow_email_ids',
description = 'legitimate email_ids'
variableType = 'EMAIL_ADDRESS',
elements = ['emailId _1', 'emaillId_2', 'emailld_3', 'emailld_4"']
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import boto3
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (
name = 'allow_ip_address',
variableType = 'IP_ADDRESS'

)
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CHZ o|X|0| M= DeleteList API 242 AF&3H0{E AR LICtallow_email_ids.

import boto3

fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_list(

name = 'allow_email_ids'
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids"',
updateMode = 'REMOVE',
elements = ['emailld_4', 'emailld_12']
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’',
updateMode = 'REPLACE',
elements = []
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Ct2 oMo MHE PutOutcome APIE AFE36104 M| 71 x| AHE MASFLICH verify_customer,
reviewd lL|Ctapprove. 217t HMHE F 720 ELE £+ 2

A&LCt,
import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'
)

fraudDetector.put_outcome(

name = 'review',
description = 'this outcome sidelines event for review'
)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_outcome(

name = 'verify_customer'

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'customer',
description = 'customer'
)
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E AI23toq 7HA| & AKX AWS SDK for Python (Boto3)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_entity_type (

name = 'customer'
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# Simple Detector resource containing inline Rule, EventType, Variable, EntityTy
Label resource definitions
Resources:
TestDetectorLogicalld:
Type: AWS::FraudDetector::Detector
Properties:
DetectorId: "sample_cfn_created_detector"
DetectorVersionStatus: "DRAFT"
Description: "A detector defined and created in a CloudFormation stack!"

Rules:
- RuleId: "over_threshold_investigate"
Description: "Automatically sends transactions of $10000 or more to an
investigation queue"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount >= 10000"
Language: "DETECTORPL"
Qutcomes:
- Name: "investigate"
Inline: true
- RuleId: "under_threshold_approve"
Description: "Automatically approves transactions of less than $10000"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount <10000"
Language: "DETECTORPL"
Qutcomes:
- Name: "approve"
Inline: true
EventType:
Inline: "true"
Name: "online_transaction"
EventVariables:
- Name: "amount"
DataSource: 'EVENT'
DataType: 'FLOAT'
DefaultValue: 'Q'
VariableType: "PRICE"
Inline: 'true'
EntityTypes:
- Name: "customer"
Inline: 'true'
Labels:
- Name: "legitimate"
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Inline: 'true'
- Name: "fraudulent"
Inline: 'true'
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AWS CloudFormation
AWS CloudFormation AHE MM
CloudFormation API Reference
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration’,

eventTimestamp = '2020-07-13T23:18:21Z"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'
}
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_prediction_job (
jobId = 'sample_batch',
inputPath = 's3://bucket_name/input_file_name.csv',
outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration',
detectorName = 'sample_detector’,
detectorVersion = '1"',
iamRoleArn = 'arn:aws:iam::**:role/service-role/AmazonFraudDetector-DataAccessRole-
%!
)
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Prediction explanations - preview

This prediction is based on contribution from each variable to the overall likelihood of a fraudulent event. Prediction explanations give you better understanding of how an event's input variables
influence fraud prediction scores. For details on calculations, refer to documentation [4

@0 Show raw prediction explanation value

Variables that increased fraud risk

Name Value Relative impact @ Raw explanation value @
comp_255 whatsapp dek ek 0.49
req_255 o * 0.29
sentiment_description 0.2 * 0.2
desc_255 ‘this is the company description 0.07
title king 0.07
required_experience 5 0.04
required_education masters 0.03
has_questions true 0.01

Variables that decreased fraud risk

Name Value Relative impact @ Raw explanation value @
has_company_logo true *hhkk -0.26
req_desc_similarity 0.3 * -0.21
employment_type temp * -0.21
Job_location california -0.11
job_function engineer -0.06
industry software -0.05
sentiment_requirements 05 -0.01
telecommuting yes -0.00
company_desc_similarity 0.0 -0.00
=
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Python& AWS SDK(Boto3)E AI&35t0{ 0|5 M 27|

CHS oMol A= AWS SDK2| ListEventPredictions 2! GetEventPredictionMetadata APIs
E M85lo{ oS MHEES E7| et ME 2HE HoiELICH

oAl 1: ListEventPredictions APIS Al235104 %|Al O 22 J1x{27]|

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
maxResults = 10,
predictionTimeRange = {
end_time: '2022-01-13T23:18:21Z2"',
start_time: '2022-01-13T20:18:21Z7"'
}
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7

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
eventType = {
value = 'registration'
}
maxResults = 70,
nextToken = "10",
predictionTimeRange = {
end_time: '2021-07-13T23:18:21Z"',
start_time: '2021-07-13T20:18:217'

}

0{ Xl 3: GetEventPredictionMetadata APIZ AlE35t0{ X|HEl 7|ZHol MAE X|HEl O|HIE D,
O|HE &, ZX|7|ID & ZX|7| T IDO| CHEF Bt H oS o] M|FE HEE 7tX{SLCt.

T o, =3

O] 20| predictionTimestamp X|™&El= HX{ ListEventPredictions APIE £&35l04 7} X
=Lct
= .

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.get_event_prediction_metadata (
detectorId = 'sample_detector’,
detectorVersionlId = '1"',
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
predictionTimestamp = '2021-07-13T21:18:21Z'
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{
"Effect": "Allow",

"Principal": {

"Service": "frauddetector.amazonaws.com"
b,
"Action": [

"kms:Encrypt",

"kms:Decrypt",
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"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"frauddetector:*"
1,
"Resource": "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "frauddetector:GetVariables",
"NotResouxce": [
"arn:aws:frauddetector:*:*:variable/user*",
"arn:aws:frauddetector:*:*:variable/job_*",
"arn:aws:frauddetector:*:*:variable/var*"
]
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
},

{
"Effect": "Deny",

"Action": [

"frauddetector:CreateModel”,
"frauddetector:CancelBatchPredictionJob",
"frauddetector:CreateBatchPredictionJob",
"frauddetector:DeleteBatchPredictionJob",
"frauddetector:DeleteDetector"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "B"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"frauddetector.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"StringLike": {
"aws:SourceArn'": "arn:aws:frauddetector:us-
west-2:123456789012:external-model/MyExternalModeldoNotDelete-ReadOnly"
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frauddetector:GetDetectors #et0| Qi A0 whaishL|C}.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
frauddetector:GetDetectors on resource: my-example-detector
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
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5. [Policy Document] ot2ioil CtS& &0{ ‘€11 [Update Trust Policy] & =g LIt

JSON

"Version":"2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Principal": {
"Sexvice": "frauddetector.amazonaws.com"
},
"Action": "sts:AssumeRole"
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CS ol GetDetectors® 2 E04F £ CloudTrail 21 &= lL|C},

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "principal-id",
"arn": "arn:aws:iam::user-arn",
"accountId": "account-id",
"accessKeyId": "access-key",
"userName": "user-name"

3,

"eventTime": "2019-11-22T02:18:03Z",

"eventSource": "frauddetector.amazonaws.com",

"eventName": "GetDetectors",

"awsRegion": "us-east-1",

"sourceIPAddress": "source-ip-address",

"userAgent": "aws-cli/1.11.16 Python/2.7.11 Darwin/15.6.0 botocore/1.4.73",

"requestParameters": null,

"responseElements": null,

"requestID": "request-id",

"eventID": "event-id",

"eventType": "AwsApiCall",

"recipientAccountId": "recipient-account-id"
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