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HOST/finance
HOST/finance.domain.com
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« Amazon FSx I} A|AEIO| Active Directory 73 E{ ZHX|01 Al DNS &% SPN2 M &Lt

I~ PowerShell Active Directory & A %|

1. Amazon FSx I} A|AEIO| ZQIE| 1 Active Directory0ll ZQIE! Windows QIAEIAC| 228
C}.

2. HE[xt HEte Z PowerShellg dLC}H.

3. LIS B E ALE 35104 PowerShell Active Directory 2E & Ax|gHL|CH.

Install-WindowsFeature RSAT-AD-PowerShell
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## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"
SetSPN /Q ("HOST/" + $ALIAS)
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SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])
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o 1EFA0|M Zh AARI0]| @348t alias_fgdng X DNS E€alo 2 HiEL|C}.
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« file_system DNS_name2 ¥l It A|AEIO| DNS O|§2 2 HiELICEH

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"
$FileSystemDnsName = "file_system_dns_name"
$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')

[@].Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name
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## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')

[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)
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##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[@])}
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&350 Ml SPNO| DNS HEoll A 8 E[RA=X| = QlgtL|ct. o Extel
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## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name
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Install-WindowsFeature RSAT-DNS-Server
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$Alias="alias_fqgdn"

$FSxDnsName="file_system_dns_name"
$AliasHost=$Alias.Split('."')[0]

$ZoneName=( (Get-WmiObject Win32_ComputerSystem).Domain)
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$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName
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Enter your name and password for the server
m "amznfsxwdanmybn.example.com”.
Connect As: Guest
© Registered User

Name: admin

Password: ‘o-ouoo.o.{ |

Remember this password in my keychain
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$ sudo yum install cifs-utils
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$ sudo mount -t cifs //file_system dns_name/file_share mount_point --verbose -o

vers=SMB_version,sec=kxrb5,cruid=ad_user,xrsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=nc
file-server-Ip
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parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)
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https://console.aws.amazon.com/fsx
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£30| |ci HIH 2 7|7F 13004842 Eo{F LICt.

7. Common Internet File System(CIFS) R& 0| m}tQ A|ARIO Htetst= O HE 2 A&stod ol
AAEIO| BIRHEIRA= K| = QlgfLCt

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

Ct.

« mount_point - It AAEIE B XH5I2{= EC2 QIARHA S| C[AEZ|QILICE

e -t cifs vers=SMB_version- It A|AH REE CIFS X SMB ZZ2EZ HTMCZE X|EF L
Ct. Amazon FSx for Windows File Server= SMB H{%1 2.0~3.1.12 K| &LICt.

« sec=krb5 - 21&0{ Kerberos HX 58 AFE3tEF XIHELICEH

« cache=cache_mode - IA| ZEE HHE I—lEP CIFS FHA| S M2 gso &2 0|1 = U
7 A I Zeof 7HE MErst MHEE EHAESHD Linux MBEAME AESHOF ELICH 1loose SM2
ZZEZ o|0| MH7F =£35t0{ L0 EUX|I7F &ME £+ QU222 strict EE= none SMHE T

ot

« cruid=ad_user - 22t 2185 HE FHA| AR Xt2| uidE AD CIHE 2| ZHE2|xtof| A H&ELIct.

e /mnt/fsx - EC2 QIAEIAO| A Amazon FSx It 2R 9| Efxf x| K| ehLct.

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 17| U M7| I I 7|E CIFSZZ2ZEZ
oM 512 5t= x|CHzto 2 K| Lt CIFSMaxBufSizeOI Z/tg 7ol M 518 st= ZICH g2
HFEZLICH CHS H>S A#5t04 CIFSMaxBufSizeo| Zf2 ZAMELICE

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| 2| 1 37|17} 13004812 £ o4& LICE

« ip=preferred-file-server-Ip-CH&f IP FAE I A|AEI S| 7|2 ot M| CHA IP F4

Amazon EC2 Linux QIAE A0 ot T Efx| 48
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* Amazon FSx 2&& AI835t0 It A|AE MF HE m|o[x[e| HESIZ I Eot &
(]

=]
 describe-file-systems CLI @& = 0|0l 48 35t= DescribeFilesystems API &304 CHEt
ort
[=3—

Active Directory0ll 7t E|X| &£ 2 Amazon EC2 Linux QIAE AN It SR E ERfs2{™ Ct3 0 Z
ol stAlL.

Ct& M*tE Active Directory(AD)O| ZQIE[X| 52 Amazon EC2 Linux IAE A0 Amazon FSx It
2R E EXHELICH ADO| ZOIE|X| 8F2 EC2 Linux QIAEIAO| HR ZElold! IP FAE AFHE 504

FSx for Windows File Server It 332t EfARHE £ QU&LICH Amazon FSx 2£& AI&35l0{ HES
3 ol HotElof le 7|2 It M IP FA0AM Tt A|AEIS| ZElOH P FAE 7HKME £ USL

MM E NTLM 215 & AFEEHLICH FSx for Windows File Server IF A|AEI0| Z=Q1El Microsoft
Active Directory = H[R12| O AFEXIE WU AARZ EIREILICH AFS AL Aol Hot 2IF X
HE= EC2 QIAEIAO|M MMt creds. txt BIAE QU2 XNZELICE 0] ZHUoll= AL KO AR}
OlF, &% 2 =M elo| E01 YU&LICH.

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

Amazon Linux EC2 QIAEIAO| A[Z}F Al 714

1. Amazon EC2 2£ 8 AF23504 Amazon Linux EC2 QIAEIAE A|ZFSLICH RIAIEE LIS
Amazon EC2 AH& MPHAMO| QIAEIA AIZIE EXSIMR

2. Amazon Linux EC2 QIAEIAO| AZAEILICH KIS LHE 2 Amazon EC2 AFE MM 2| Linux 2!

AEAN HES HESAL.

3. CI2 HAUS AMEt0d cifs-utils F|X|E Mx|EL|Ct O] T F|X|= Linux0llA Amazon FSx2t
Z2 UHEI ot AlAEE BXist= ol AHSELICH

$ sudo yum install cifs-utils

4. Amazon FSx It A|AEIS EIXHE /mnt/fsxx EIA ZOIEE MASHLICE.

$ sudo mkdir -p /mnt/fsx
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://console.aws.amazon.com/fsx
https://console.aws.amazon.com/ec2
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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5. O|Xof EAIEl HAIZ AI25104 /home/ec2-user CIEE{Z|0f creds.txt EQF QI

215 mdes o
dgfuct.
6. CtS BBS Aestod ASAHARANE IHUS 0 £ = JUTS

creds.txt It HEtE MY
grLct.

$ chmod 700 creds.txt

Tt AlAE B

=

-

Active Directory0l] =15} x|

o2 o FRE Zolo|8! IP FAE AFE3S0{ B RHEILICEH. Amazon
FSx 222 A85t0d HER3 L Hot ElHof e 718 I M IP A0 o A|AERIO| ZE
Ol IP FAE 7IMHE £ UYU&LICH

2. S BEES MEstod ot AlAHES B AHELICH

=

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -o vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

CIFSMaxBufSize®Q| gt L0 31&35t= Z[CH 2422 "B LICH Z=|CH 2t & 7] /60 TS
HS AELICEH

$ modinfo cifs | grep CIFSMaxBufSize

parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)
£240| 2| 1 37|17} 13004812 E o4& LICH
3. CIFS T} A|ARID HHEt5H= CHS BES A& 604 ot A|ARO| BIRHEIA= K| & elgfLCt

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs

(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

O] Mitol M AEElE B B2 xIHE Al

o o

- //file-system-IP-address/file_share - B M5t Tt A|AEIO|IP T4 SRE RIHE
L|C}.
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https://console.aws.amazon.com/fsx
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e -t cifs vers=SMB_version- It A|AH REE CIFS X SMB ZZEZ HHMSZE X|EE L
Ct. Amazon FSx for Windows File Server= SMB H7 2.0~3.1.12 K|&gtL|Ct.

« sec=ntlmsspi - 2150 NT LAN Manager Security Support Provider Interface(NTLMSSPI)& At&
St 5 XEEct,

« cache=cache_mode - 7HA| EEE MHELICE CIFS 7HA| 2 M2 dso| &2 O0/& =

g U I 2o 7+ MEtdt d™E E|IAESHD Linux @B AE HESHOF

Z2EZ o|0| MAH 7t =£35t04 Clo|Ef 2 LX|7} &l = U222 strict = none M2 ™
gt

- cred=/home/ec2-user/creds.txt - AFEXA £t 215 MEE 7IX{2 IXIE XI'FFLIC

« /mnt/fsx - EC2 QIAEIA 0| Amazon FSx It 2R 9| Erxl K| X|&ELct.

= ]
« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 87| L M7| HI{ 37|E CIFS Z2EZ
oM 3B5te ZICHZIS 2 XIHELICH CIFSMaxBufSizell 2t A0 51835t ZICH g2
HIE LICH CHS @32 A™5104 CIFSMaxBufSizel| g2 Z2-EFLICE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

o
=

NS

10
OH
0

Amazon EC2 Linux @IAEIA

m

|.

Io

RH5tod EFXHEl Amazon EC2 Linux QIAEIA T}
| AR HMAE = J&LICH XAFS2 2 B X5t
M. /etc/fstab Dol E TH AJAEO
E[&= mount -a BB /etc/fstab TtAol| LtA

FSx for Windows File Server I} 2R E XI5
AME = mwiotc FSx for Windows File Server
24 EC2 QIAEIAO| /etc/fstab IHof &
CHEF HE 7L 01 U&LIC QIAEA A[Z Fof
= oY AAEIZ SR FELICH

=
|.O|

=
2
=

JH] H
-I>|- > 11

==

AlSl
=

02

Active Directory0ll ZQIE|X| &2 Amazon EC2 Linux QIAEIA QS| 42 Z 0|8l IP FAE AFE5H04
FSx for Windows File Server It S0k BT Ag = QU&LICEH Amazon FSx 22 AI&5H04 LHIES
3 U EHOHE UE 7B I HH IP FAMM It AARIS| ZEtO[H! IP FAE 7THKME &= UEL

Ct.

—_

Ct= ERI= Microsoft NTLM 2152 A& & LICH FSx for Windows File Server I+ A|ABIO| ZQIE
Microsoft Active Directory =H|Q1o| MRl AISXIE Tt AARIZ BAHFLICH CHS HHE2 AL
504 creds. txt TR0 AFERL HHo| Eot 0152 HAME = J&LICH.
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$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

Active Directory0fl ZQI=|X| &t 2 Amazon Linux EC2 QAR A It S XIS EFXY
Amazon Linux EC2 QIAEIA O A|EF QI LA

1. Amazon EC2 £ 2 AI23510{ Amazon Linux EC2 QIAEIAE A|ZtEHLICH XIM|EH LHES
Amazon EC2 AH& MHA Q| QIAEIA AIXHE B ESIAIS.

2. QIAEIAO] HAZAELICH RIMIEH LI 2 Amazon EC2 AF2 MHEMO| Linux QIAE A0 428 &
M.

3. CI2 BWHES ASt0d cifs-utils WF7|X|E Mx|ELIC} O] T F|X|= Linux0llA Amazon FSx&}
2 HEXT ot A|ARIE B RHSHE O AFSELICH

$ sudo yum install cifs-utils

4. /mnt/fsx C|EE{2|E BHSLIC} 047|0fl Amazon FSx It A|AEIS EFR|E 4= Q& LI}

$ sudo mkdir /mnt/fsx

5. /home/ec2-user C|HE{Z|0] creds.txt 2ot Q15 ME mle MAdshL|Ct
6. CtS BHS AE5t0{ AISAHAFAND TS elg = UL S ot HetE2 MEELICH

$ sudo chmod 700 creds.txt

ot AA” RS BERY

-_—

e utel 2

LS

Active Directory0ll =15} x| © E Zoto|tl IP FAE ME3104 RIS 2 B ELICEH
ArEstod HERT I 2ot #of Iz 712 T M IP FA0M THY AlA

E 7tMeg = e

g

C
Sto{ M SRE XS

Amazon FSx 2& &8
Blo| Zalo|E! IP

|0
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2. ZEtolelIP FAE A
FItstMA=2.

EtXNSIEdH Jetc/fstab IO CIS &2
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https://console.aws.amazon.com/ec2
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

CIFSMaxBufSizel| gf& MM §1&5t= zICH 2t 2 HIELICH Z|CH 2t 2 7] I8 CHS
BES et

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£30| |ci HH 2 7(|7F 1300482 Eo{F LICt.
3. ‘all ¥ 'verbose' M1} &7 fake 'EME AL 5H0 mount WS AMEOZM fstab E=S

HAESHL|C

$ sudo mount -fav

home/ec2-user/fsx : successfully mounted
4, WY ZRE EA5E{™ Amazon EC2 QIAEIAE R EIFFLICH
5. QIABIAE CHAlALSE 4 QUM 1% CHS HS A#stol I AlARI0| SRIEIREX| 2Holgt

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

O] MxloM /etc/fstab o F7I=

0%

2 XEE A CHS &2 s™>ELICH

« //file-system-IP-address/file_share - EIAH5t= Amazon FSx It A|AEIO| 1P T4
o SRE RIFELICH

« /mnt/fsx - EC2 QIAEIAO| A Amazon FSx It A|AEIO| Bt XY X|ME X|AHELICH

e cifs vers=SMB_version- LU A|AE RPYS CIFS Y SMB ZZEZ H
Ct. Amazon FSx for Windows File Server= SMB {7 2.0~3.1.18 X|&d&fL|Ct.

« sec=ntlmsspi- NTLM EZ2IX| & /50| NT LAN Manager Security Support Provider
Interface(NTLMSSPI)E AIE35I= & X|HEL|CH

Amazon EC2 Linux QIAEIAO| It 2 XI5 Ef 53
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« cache=cache_mode - IHA| 2EEE MHEELICE CIFS JHA| SM2 M50 IS O0/FE = U
CcoZ HE U I 2o 7hE MEst MHE HAES D Linux SEME ZAESHoF gLiCh.
loose SM2 Z2EZ o|0| A7t =£3504 HIO|H EUX|7t 2dle &= QU8 =E strict E

= none SM&8 HEELICT

« cred=/home/ec2-user/creds.txt - AFEX} EO QIE HEE 7tX2 Ix|E X|™ELCt

« _netdev - 2 AK[o U A|AEE HERZ HMAE 2F St R0l /IRIAZIEI BE
FLICH oife &2 Zet0|UENM HER T ME|ATHEFstE|7] Mol QARATE Y Al
HE BAMsts As LxIFLc

I> I%

« 0-00| Ot Zto|™ Tt U A|AEIE dump/7t K| BHdSH oF &2 LIEFALICE. Amazon FSxo| A<
Ol 2t2 00| Zfo{oF FFLICt.

- 0- 28 Al fsck7t It A|ARIES HASHE &=AE XIFFLICH Amazon FSx T A|ARIO| A
2 0| 22 022 504 A& Al fsck7t M#E|X| o= 5 afjof &Lct,

El
e
OH
0
0x
>.
I?
ini
2
|m
>
N

Ol T2Y FRoIME CHS BUS + 350 1Y TRE BElsHs Wiof Chs) M erLICH

Windows WIO|E|E &5 & GUI Amazon FSx CLI for remote management on PowerShell2 A&
5+04 FSx for Windows File Server I A|ARIMM I} 2R E #ElE £+ U&LICH CHE oY A|AH
0'” A/u_ o'l'l'ol 9-|E'"/\E D‘” g M2 ?E:' [[H 3% £ GUI(fsmgmt.msc)E A|'03|'||:|_=| x|O:|O| EIg gl
A&LICE O[243t X|edg W X|5tE{Td PowerShell2 AFE5t0{ 02 I A|ARIM| e Tt SRE &
2leHAl L.

Microsoft WindowsE It 2! C|ZE{2| O|& X|Hof| CHEt 3 L AMEtE MEELICI HIOIEHE M3
OF Q=T SHAA o248 0|48t Windows X|&of 2t o 2! C[EE{Z|2| 0|2 K|-HSHok

F A O
_I_AAI
Ol

5t
gfLICH REAMIEF LI 2 O
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°
OH
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https://learn.microsoft.com/en-us/windows/win32/fileio/naming-a-file#naming-conventions
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/A Warning
Amazon FSx0lME SMB It SR E HdsteE ZE EC0] Ciol AlAR AAEXEoi| A A |
01 NTFS ACL #&Ho| R1010F BfLICt. Z2HO0AM O] A+& XS] NTFS ACL Hets HEstH Tt e
S0l HMAE = QiH E + Aes 2 HEX| of&LC

S7 ZH GUIE A8 Y S+ el

Amazon FSx I} A|AEIO|M I
Z [ GUIE Windows AH{e| =

—
= _u_|.0| _I_SI_DT_E I'_|-E| I.'— HFH*% AE-|

FSx for Windows File Server I} 2 A|AHEI0]| 3] ZC A4

1. Amazon EC2 QIAEIAE A|Z}
Directory0i] @14 L|Ct. O|& 7
L& MEdFLCE.

5t O|& Amazon FSx It A|ABIO| = QI Microsoft Active
il 3t24 AWS Directory Service 2| 7}0|=0i| M CHZ Hit & 5t

« Windows EC2 QIAEIA

=
=
e Windows QIAEIAE £502 X9l

2. It A|AHE ZE|Xt DE 9| ?’5’%‘&' MNEXIZ QIAEIAO]| 4ZAELICEH AWS B 2IE Microsoft
Active Directory0llAME 0| ZE2 AWS & FSx 2t 2|Rt2tz gLiCh RFA| 2 2|% Microsoft
Active Directory0Oll M= O] ZES IHIOI | E= MY Al MSE 22X 252 ASR X|H
O|§ol|2t gL|Ct AFAMIEH LI 2 Windows 2IAEIA & Amazon Elastic Compute Cloud AHE A
HAMO| Windows QIAEIAO Q1A FHESHM L.

3. AlZHFE Y1 oAt HEte =2 A8 2 AF8 5104 fsmgmt.mscE AEELICt O|EH 5t SR
£ GUI E7 7t K&ILICH
4, EHPo|M CHE HFE{o| 28 MEishLCt

5. CtE HFE{0| Amazon FSx Tt A|AEIS| =HQl O|& A|AEI(DNS) O|F(M:
amznfsxabcd0123.corp.example.com)S I=238L|C}.

o

Amazon FSx 2&0I M TH AIAZ0| DNS O|§8 § o™ It AlAHS Metstn #lsts
NARS M3t Chg T AlAE M S HO|X| MEST U 2ot MM 5ol

DescribeFileSystems APl 2f40| &0 DNS O|&E € 7IME £ &Lt
_IQI_

R =
rek

6. Eolg MEHBtLIC 22/ Amazon FSx I A|AH] SH=0| &

IR ] 55


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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O|M| &/ &7t Amazon FSx Tt A|AEM| AZERe B2 THA A|AE M Windows THH SR E

zelg & UA&LICH 7|8 S/2| O|§2 \shareLICt J% A st2{H CtS 2 S ALt
- MY SR AL -3/ E0 =72 215 ZolA SFE 1=45t01 Amazon FSx It A|ARo| &
4 3RE HAUYLDH M SRE MEistn S/ E0 dd DHHALE 2tz &L

MY Z3|E Y57 ol 24 EHE H4sHof FLICE Ol Cha1 20| =&8E £ AU&Lct

- 3R ENEF AN EH EC E2E XYY W FotE7E 225t M EC HEIIE 2 &
stod 24 ECE MLt

- BHE AME:

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

YU BR 44 - 2R B0 270 2EF HolM +HE 1t ZRo| HHAE(NIRA 2B HE
Z8) HFE g1 £ M LLCH £82 +Hstn gelg UEFLIc
YU BR MH- 2R B0l 270 2EF HolM XHE 0t ZRo| HHAE(NIRA 2B HE
22) %8 91 28 X8 M=E U
(@ Note
B AZ2 3 CHE AZ ot A|ARIO| H2, Amazon FSx It Y A|AFO| DNS 0|2 A& st
01 fsmgmt.msc0i| 2145t BB 37 E2C GUI =7 & AEst0d I SR E A7H5HH
Lt 0t BRE +W(HE, ALS K A3t 2 7IEH &4 YlolE ZTEhE 4 QAL BR &
HGUI =& Tt A[AEIO|IP F4 = DNS EE 0|§2 At83dto ¥dst= E< ol
eF &S x|t x| ef&LICH
(@ Note

104 048] FSx for Windows File Server I}t A|AE

ALE
2 gl A|AE]| Q)= 20| mjel =S Atstof Tt [

fsmgmt.msc 3% E20 GUI =7 &
01| AE SR HMASHE <, C

E ME & f x[do| &g = AU&LICtH o2{3t X|edg W X|st7| 25 ot2iol| HAHE Ch
E PowerShell2 AtE35t04 It SR E E& = UA&LICH

74
S

=]

OH
30
e
w

56



Amazon FSx for Windows File Server Windows At A

PowerShell2 A& 8t It 37 &l

Windows T AEHS ALSXF XI% FSx #7Z Bl BHE AR 6ol 1Y BRE Bl + ALt
(PowerShell®). Ol243t B2 CH2 T 22 Tt B9 XY Bal8 ASE5He ol T80/ H 4 el

CH.

o 7|& 1Y MH{O0IAM Amazon FSxZ 1l 28 olo|ago|M
HE2T7E stAWS 21X 72t Il 28 5713}

° XH =
Y S ZEHXE 20| 2™l 5 U SR FFEERE T2 HAo 2 #E|5H7|

. &

ol

=

Amazon FSx CLI for remote management on PowerShell2 AI&35t= @& 2ot 2 24 PowerShell
£ Amazon FSx CLI At MME XML,

CHS Eoll= FSx for Windows File Server It A|AEIM I SR E &El6te Ol AFRE = U=
Amazon FSx CLI &Z3 22| PowerShell E230| Lt |0 Q& LICt.

a8 Hel By =k

New-FSxSmbShare Mo IRE gLt

Remove-FSxSmbShare nd S/E MAHELICH

Get-FSxSmbShare 71 ol SIRE AAMELch

Set-FSxSmbShare 3Ro| 488 g™t

Get-FSxSmbShareAccess S 7O HMA KMo FSFH(ACL)S AT LICE.

Grant-FSxSmbShareAccess EfXLo| M A Ao B F(ACE)S 2l £ MHXIo| F718
L|CF.

O

Revoke-FSxSmbShareAccess Fo| Hot MHEXI|M +EIXI2| 3{& ACEE 25 M HELICE.
Block-FSxSmbShareAccess TEfXLo| 7HE ACEE 3R] Eot MHXIof FIHELICH.

Unblock-FSxSmbShareAccess O| Hot MHXI|M +=EIXIQ| 7HE ACEE 25 M HELICE.

OH
=0

Zt HHEO| 2 E2Y2 2E BHE Mol Cist =& MBS ELIct o] =S 2of HM|ASHE{H
-?(0d: New-FSxSmbShare -?)o &7 ¥ & A=MELICH
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New-FSxSmbShare0i 20t 15 &ME MG

OI_I- ol-'% S % New-FSxSmbShareoﬂ XI_-|EEI-3|-DI—:| DHIFI_'I = el (=] H= = HA
ol M Aalistod 8 F= M JHo| ZRE MAIsh £ QaLCt
CHS SM = 5tLEE AL 35104 FSx for Windows File Server T ME{O|A Tt 2R E MASE O Z
Qe 2ot Q1B X E EHIRLICH

$credential = Get-Credential

« AWS Secrets Manager 2|AAE AL&310 2ot Q15 X E HAMH5ie{H OfS BHES AFSFELICH

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

K& 718 E(CA) SRE BrEgd™ o321 2ol stMle.

Amazon FSx CLI for Remote Management on PowerShell2 AL&310{ X|[&X 2 2 AFE 7HsEHCA)

232 MM £+ &LICH FSx for Windows File Server CHS AZ TH A|ABRIAM MAHE CA S RE
LA 0| sFlo{Lt 712440] =&LICH Amazon FSx BF AZ It A|AEIS EHQl L& Z{AE| 3
SELICH ek B Y AZ Tt A AEIAM dEE CA SRE WTH0| =X|EH 718/H0| =X|&= &£&
LICt. -ContinuouslyAvailable M2 $TrueZ MY Et 4EH0IA New-FSxSmbShare BWHEE At
835101 SRE XISHMoE A& 7IS8 SRE XIHELICE CIE2 CA SRE MYt EE oA

CH.
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Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

CA7} gdstEl 42 £l ot 0| ZEEUCH

1J°I'

loool
ContinuouslyAvailable : True
[...]

CAE ME3dtx| gt B2 &3oil chs £0| Z&ELICH

[...]
ContinuouslyAvailable : False
[...]

7| It SROIM A& A8 7HsE AH8 dHEstedH Chs BB S ASsHAIL.

ol

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:
TCP Ports 88, 135, 389, 445, 464, 636,
3268, 3269,9389,49152-65535
UDP Ports 88,123, 389,464
> B
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UDP Ports E
~
-~
N\, DNS server
FS!(Q
: TCP Ports 445 C\l
< L
< |
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PS C:\> Import-Module ActiveDirectory
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https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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5.

7.

8.

9.

PS C:\> Install-WindowsFeature RSAT-AD-PowexrShell

Che BHE M85t HEST HE EFE CIREEF LT

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

AmazonFSxADValidation 2 E& $4A| MlMof| F7+&FLct.

PS C:\> Import-Module .\AmazonFSxADValidation
Active Directory TH|IQ| ZAEEEH IP T4 Zf2 HM5I T OIS Y2 ME5l0{ AZ EHIAEE A

HerLct.

$ADControllerIp = '10.0.75.243"'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

N

=g Z{Mslof MBTQI o7 HlAE ZE HojEe WL

CHE M= BHIAE

M

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description

88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)

Active Directory TH|Ql ZAEE2{of CHEF 12 AS
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389 Listening Lightweight Directory Access Protocol (LDAP)

445 Listening Directory Services SMB file sharing

464 Listening Kerberos Change/Set password

636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

CHS ollxlE EHIAEE aldlsto] Aufet ZntE HEoiFx= ZLict

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx
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FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS!(Q E
: TCP Ports 445 C\
e
< | |
. A
FSx for Windows VB et
TCP Ports 5985
.
Ty

=

Administrator

ChE EolMeE Z2EE

ZZEE ZE Role
TCP/UDP 53 Tl ol& AAEI(DNS)
TCP/UDP 88 Kerberos 215
TCP/UDP 464 %E HE/HY
TCP/UDP 389 LDAP(Lightweight Directory Access Protocol)
UDP 123 NTP(Network Time Protocol)
NE = 82


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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7| 44

a3 7|18 M-85t AWS 7|2 KMS 7|& At&35HX| O & A|2. Active Directory
of ZQIstedE o A|AEIO| ZEHE SUSH 2| AWS KMS key OlAE d5Hof gFLCt

1. https://console.aws.amazon.com/kms AWS KMS & & L|C}.
7| Mg MEdFLCE
7| R0l cHsl cHE S MEdFLICE

7l 8ol 53 U &% SiES MEFLICH
F

o & 0D

== B
Iz MM COEE sEEL

6. CtSS MeghLct

7. HiElo| AR KMS 7|9 0|E 8 lzdstLct

8. (M= ALE) Mol KMS 7|ofl CHEt MBS A=gfch

9. (ME AE) Ef1 ol B2 KMS 7|0l Bl E XI5t ChS S MEF LT

10. (M= ALE) 7| ZElRtel B2 o] 7|8 BEIZ HEto| e IAM AFS R 2 o8t KB ELICH

1. 7| &dlol B2 7| Halxtzt o] 7|8 ARSI S 518 FHelghe M3 HEl2 RX|stn CHES
HErLICt

12. (M= ALY 7| AHERLL
2
[=]

13. 7| XAo| AL WEIS MEHE T XA Mol CfS S Z &S0

C 51
1234567890122 AWS A& IDZ df3#of &fL|C}.

"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"

1 Amazon FSx7} KMS 7|& Al 235}
.us-west-28 I A|AHEIO| HIE AWS 2|™ &= E HF 1
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A

},

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "arn:aws:kms:us-west-2:123456789012:key/*",
"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}

[a

2| AWS Secrets Manager 20+ &5 M4

2ok otz My

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 QJL|Ct

2. MESHS MES MEiFLICH

3. Hotofs RYOIMLCIE Yo 2ot o5 & Mg

4. 7|12t 4ol B2 CtaE 504 271e| 7|E FIterLct
a. » Hmf 7|0 = CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAMEE l=24%fL|C}.
b. X WM 7| Ztoll= AD ALE XS] AtE X} OIF (MR MF A A Ql)BH =38 L|C.
c. 5 9w 7|0 = CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORDE l=24%fL|Ct.
d. T 9 7|9 gt 2 T HQIo| AD AFS X0l CHEH et & s & U=dFLct.

5. &&3 7|olE ol BAIM M8 KMS 7|9 ARNS 245t Ct2 2 MEighL|CH
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6. =9t etz olgols B0l 228 e o £20| B Mol Z3HE OlgS YisLic
7. (M= ALE) Mol Hot o3 ool chit MHe Yiac
8. Elas Metol B WIS MFrLIC

et Aol CHS HAME F75H04 Amazon FSx7+ 2ot ¢t S E ABSHEE 5188t £ CI22 M
SHEILICH us-west-28 Tt A|AE|O| HHE AWS E2|1H E|l= 2 HH D 123456789@125 AWS
A’™ IDE s of rct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
.
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,
"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"
}
}
}
]
}
(@ Note

EYEHQH S I mt A|ARIE HY 22 Resource R aws:SourceArn EEE
otoq Lt Al

R
stEl KM A KMo{E HEE + U&LICH

=2o=2

A ol

9. (MEHAIE) XA BHE XSS E WAGHE

£ Secrets ManagerE #+4& 4 Q&LICH CHEE M
EHFL|CH.
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10. Or&E =g/t

01| Active Directory XtZ3 & X{& AWS Secrets Manager (CLI)

1EHAHl: KMS 7| 44

KMS 7|2 24435}04 Secrets Manager®| A Active Directory AtZ4 3 5 35}t5t 0 S EFLICEH
KMS 7|8 M45t2{™H AWS CLI B create-keyE ArS & LICH

O] BHE0A --pollcy ut2tO|Ee & dstod KMS 7ol cHet HetE Heolst= 7| X E xI-EgLch
gHo| Ch5& ZestioF ZLict

Amazon FSx2| AMH|A 2ot F&{|(fsx.amazonaws . com).
« E$ KMS =: kms:Decrypt 2! kms:DescribeKey.

« AWS 2T & AEol ik 2[4 ARN T LI

- 7l MHE8& ANEtete = 7

oo

« kms:ViaService - Secrets ManagerE S35l 20| E0{2TEE
« aws:SourceAccount - At At HHEHo 2 AN|EHE.

« aws:SourceArn - £% Amazon FSx I} A|AEIo 2 X||&tet

= -

rob

ChS X0 ME Amazon FSx7t =55t U 7| MY ool 7|18 ASIES 5185t HME A3}
o CHE 2 =35 KMS 7|1E ’éﬂ*cs'*l—lEF T2 AWS A H IDQ EITE AtSo 2 AME CHS ol2dEt 2t
o Z 7| HAMg F 2445104 Amazon FSx, Secrets Manager &' KMS 7| 7F°| MAE HAMA W

grLICt AWS CLI £7Z0]| Active Directory0l] ZQI& m}l A|ARD S T

L
o
2
2
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Jo 2
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# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:xroot\"
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},
\"Action\": \"kms:*\",
\"Resource\": \"*\"
.
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\"kms:Decrypt\",
\"kms:DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {
\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"

]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"

2EHAHl: AWS Secrets Manager 20+ 2F S A4

Amazon FSx7} Active Directoryol] HMAE = Qe 2ot & 524 AWS CLI B create-
secret2 At&35t1 CHE TEtO|EE MEE

E
n

e —-name: 20t &t 5 o] AledxiQlL|C},
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« --description: 2ot &5 9| 8 of CHEt AHRIL|CY.

« --kms-key-id: KM% A| 2ot 25 E 2 =35t7| 6 1EHAH0I A A E KMS F7|2] ARNRILILCE.

« --secret-string: AD At EHE OIS Y402 ZF 5= JSON EALELCH

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME: svc-fsx2t Z0| ZH QI HF A7} Qf
£ AD MH|A A A8 XF O|& ILICE CORP\svc-fsx@t Z2 TH QI HFAME AMB5HK| OtAl
o

L.

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD: AD MH|A 7| &= elLct.

« --region: AWS 2|7 Amazon FSx Tt A|AEIO| MM E|= LICE AWS_REGIONO| AHE[X| of
28R 7IEMo R REE 2[He 2 MEELIC

Hot ot E MMEH F put-resource-policy B2 AFE5H0] ElAA HAMES 445D CHS Tf2tO|EHE
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« --region: 2o k3 AWS 2™ o SUELICEH

« --resource-policy: 2ot &5 0o HMAE = = HEHE Amazon FSx0i| £0435t= JSON %24
EMULICH H2o| CHZE ZEsfof g LCt.

=
« Amazon FSx2| MH|A 29t FX|(fsx.amazonaws . com).

 El== Secrets Manager 2 ?1: secretsmanager:GetSecretValue %
secretsmanager:DescribeSecret.

. AWS 2|™ 2 A XMool ChEt 2|AA ARN DHEQIL|CE,
- HMHAE AMEHstE ChE =4 71

« aws:SourceAccount - Al X} AHO 2 X|EHE.

rot
ot

e aws:SourceArn - £ Amazon FSx I} A|AEIOZ K|

CIS dAMoME B HACR HOot o5 2 MM 1T Amazon FSx7H 2ot S E AL S 5185
= C

5 ol
= Slas HAMg HAAELICE o] oMoMdE AWS A DSt 2IXg RHso 2 A

[ R | — =] =
FSx2t Eot &S 7hof At HMA KMo{E EFst7| lsH Ol et 2l 2 2l4aa HAMg FHF LI

KMS_KEY_ARNZ 1EHH|0AM M3t 7[9| ARNSZ Hi 1
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME 2!
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORDZ Active Directory MH|A HHE A} 5B
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-

2 HtPoF g LI 8 Active Directoryol ZQIE md A|ARIT SUFH 2[70i CHai AWS CLI &4
T80 U=X| Zelgtct.

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\'"secretsmanager:GetSecretValue\",
\"secretsmanager:DescribeSecret\"

o
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1,
\"Resource\": \"$SECRET_ARN\",
\"Condition\": {
\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
iy
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}

}

]
}Il

echo "Resource policy attached successfully"

® Note
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9. XM MEEChE FHels MEiELICEH

10. Active Directory User and Computers MMC AHQIS EF&L|CH

Active Directory 7td A5

Active Directory0ll Z=Q1& FSx for Windows File Server It A|ARIE M43t 7| 10l Amazon FSx

Active Directory 45 T T& A& 35104 Active Directory 82 S 5tE A0l E&LICH Active

Directory 82 H3HoE ZE52{H ot RHI2E QIEU dZo| EgfLct,

Active Directory 74 A&

1. FSx for Windows File Server I} A|AEI0| AFEE SYUS Amazon VPC 2ot I8 U &
Ust MEL oM Amazon EC2 Windows QIARAE A|ZHELICH EC2 QIAR AN EHRF
AmazonEC2ReadOnlyAccess IAM HEH0| U =X| ZQISHAHIL. IAM H2 A|ZE|0|E{&E A& 35t0q
EC2 QIATA AE HEts HEH & JUGLICH RtM[EH LIS S 1AM AL8 B A 2] 1AM EH AlE
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2. EC2 Windows 2IAEAE Active Directoryofl ZQIgL|Ct RtA[EH L& 2 AWS Directory Service
2| LM 2| Windows QIAEIA =5 ZT2Ig FZsHMIL.

3. EC2 QIAEIA0| dZAELICt RIA[EH LI 2 Amazon EC2 AFE MHH M O] Windows RIAE A0 4

Zg HZsthl L.
Fa

4. EC2 ¢l
Windows PowerShell& EZ'5= Active Directory 2= 0| AX|Z|0] UE=X| HIAESIE{M CIS EIAE

FES ALSELICH

PS C:\> Import-Module ActiveDirectory

PS C:\> Install-WindowsFeature RSAT-AD-PowexrShell

5. OIS BEE MEsI0d HERZ A5 7 E 2= &L

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. CtS BHS AE5t0] zip LS SFELICEH
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"
7. AmazonFSxADValidation Z&& %Al AM|Moi| F7+&HLIC

PS C:\> Import-Module .\AmazonFSxADValidation

8. CHe B LR wa

=o{ AAshL|C}.

=

- Active Directory =M|2! O|F(DOMAINNAME . COM)

« Ot M B 5ILIE AF85H0{ MH|A HH 25 & $Credential AN E EHIELICH
- CHElEE WAoo Z HOt Q15 ZHR|E M5t CFE H-YE AL L Ct

$Credential = Get-Credential
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« AWS Secrets Manager 2|AAE AFE35H04 AHE 5 X E M Esic{H CHS BEE AFSE

LICE.

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

« DNS AMH IP &2 (IP_ADDRESS_1, IP_ADDRESS_2)

« Amazon FSx I} A|ARIES Mdste{= MERS| MEL ID(M: SUBNET_1, SUBNET_2, 04| Al:
subnet-04431191671ac@d19).

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential

0. (M= AbEH) HB TTE M#5ty| Tol, S0{2UE README. md THUQ| || mat X B9, 9|
o =2
=

0134 22| X} 1 &, DomainControllersMaxCountE A%t 1 MH|A HZX Het AS

rH

Ct.

(@ Note
22 ®MA 7t Yo{7} ot 2L Domain Admins 12 O|E0| CtEL|CH o€ Sof, T A
OS HZF0{AM 1 E O|E2 Administrateurs du domaine®lL|Ct. Zt2 X|&5HX| to
™ 7|2 Domain Admins J1E O|20| A2 T I}Q A|AE] MAdo| Alulst|C}.

10. O] BHE AlEstod REE HAL =7 E A-AgfLICH

ol

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs
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11. T2 ElAE0| d3¢8 Zntel of &iL|Ch.

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

CHES2 EAEN 27 7F ghdsh Aol of Lot

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets, CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-

Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac0dl9 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d1l9 matched to
different AD sites! Make sure they

are in a single AD site.
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9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0
FEMAMEFE A I A0 = LR LYMEtes B2, REH QAL =T TF(X|
(TROUBLESHOOTING.md) 2 Amazon FSx EX| sHZ MMof| 2 & 2| sHZ ALHME EZ5tAl
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDP Ports 88,123,389, 464
.
Active Directory
Ports 53 domain controller
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T AR ME B2 Aol HEI0lE HolM 2 HHI0|E K| CHEt 214 HEOIE 107HE & % 2

Updates

1 &
Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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+ DNS Mt IP F4&

« MH|IA HAHE Eot ls ME

CHat gt
ot A|AEIGM HClo|EE ¥etE gL MHlA 74|’é> Hot oI5 ME YO|o|EQ| A2, AHEXL OIF
OF EAIZIH MU|A HE 23 &= ol 2o ™o Z& K| ef&Lct.
AFEH
84X olo|E AEH. XFA| 2 2|3 Active Directory HCIO|E0M 758t g2 Ct2ot Z2&LCh
- 27 & - Amazon FSx7| YO|0|E &2 84 X|D X2[E AIZSHK| i h&LICH
- T8 5 - Amazon FSxO|AM YOI0|E S Melsta Y&Lct
- B2 - I AAR YO0|ETV MBHOE IR K& LICH.
o AI{- DY A|AR] YO[0|Eof ATFi&LICH HIHo| MF HEE EiiH S S E(?)E MEISHA
2.
T %
I A|AE YO0|E ZIHES REEE EAIRLICE
QLY Azt

Amazon FSx7} YOI0|E & @& B2 AlZhdL|Ct.

AWS CLI 2! APIE Al8310{ YO|O|E ZLIEE

describe-file-systems AWS CLI &1} DescribeFileSystems APl 21212 AF23t0{ FIdl QI mhel A|
AHRUOO|IE @¥E BT BLIHZE = U&LICH AdministrativeActions H{40
w0l et 7tE 222 HHIo|E 2] 10717+ LtdE LCt

HoiELICH Eol= F 2| RhA| 22|

]
.

™
Mo
mo
I

CH2 o A= describe-file-systems CLI Z&do| S &t
AEL

& Active Directory It A|AE! E|O|ET7} E A

n

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server

Windows At

A

{

1,

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1581694766.757,

"Status": "PENDING",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"DnsIps": [
"10.0.138.161"

}I

"FailureDetails": {
"Message": "Failure details message."

KH&l| 22|12 Active Directory H|0|E 2 LIE{Z
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T S3tolE As
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®

Note

4,608MBps O|& 2| ME|F 8F &2 0|7 SF(HXILIot =7), 0I5 MF(82), 0I5 &
H(2310|2), FH(OIUBE), otAlot EHE (= F) L otA|o EHE A (ATIEE) [T MEt K|
ELCH

HEL/3 /0 & HZZ

FSx MEIF 8F UHES3 *EIZF(MBps) HE2/Z I0PS H 2 2I(GB)
(MBps)

71&E HAE(StF 0l &

27

32 32 600 = 4
64 64 600 ot 8
128 150 1,250 8
256 300 1,250 = alot 16
512 600 1,250 32
1,024 1,500 - 64
2,048 3,125 - 128
4,608 9,375 - <=y ot 192
6,144 12,500 - 256
9,216 18,750 - 384
12,288 21,250 - 512
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C|A3 1/O

FSx MEl& 8 Cl|A3 *{2IZ(MBps) ClA3 IOPS
(MBps)

7|1E HAE(SE 308 7|& HAE (5 F 308

dy iy

32 32 260 2K 12K
64 64 350 4K 16K
128 128 600 6K 20K
256 256 600 10K 20K
512 512 - 20K -
1,024 1,024 - 40K -
2,048 2,048 - 80K _
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216 - 300K’ -
12,288 12,288 - 400K’ -
(® Note

'XE|l 820/ 9,216 £ 12,288MBpsQ! CHE AZ T} Q] A|ARIO| 4 7| EZ{of CHEH AT

450[9,000MBps & 262,500 IOPSZ ABHEILICH JHX| fo™ R E C+E AZ Tt A|AE
olel7| Eof=E, B E Tt AZ It A|ARIS| o]7| L Mm7| EBHE, J|EF ZE XMEF 8F &
O| B2 m A|ARIO| Eoil Ltet = s S K| K| @HELICH.
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BEE DIRIK| YES SLH £i2E SYE Tuixif=xl HOIHE 2ol FALICL RAHIE LIS
8 T AIAE RIEof HAIAEHT| M FHTFHML.

AEE|X| FE0| 50 O|xle B

o A|AEIO| AER|X| 28 AEZ|X| K8 L SSDIOPS &2 25 1t A|AHIO|C|lAT /10 M
S0 JES 0|ELCH a2 e |5t M5 &2 MBS S o|g{8 2IAAE A HE = UsL
CF.

HAMEXI AEEIX| 8F S =2l SSD IOPSE e + JU&LICH RtME 82 2EC|X| 8T 2F

2| 2 SSD I0PS #E| MME FHESHMR. It A|IARIES HDD AEE|X| R 0|AM SSD AEEX| R
OS2 UIHO|=EE s JU&ELICH XME LIB2 Tt A|AEIS| AEEX| 78 22| MMES HESHA
o

T AlARS CHETH 22 7|8 £F0| A3 E/FT I0PSE MBELICH

1

AEEX| £ ClA3 XME|F(AEEIX1TB C|A3 IOPS(AEE|X| TiIBY)
= MBps)

SSD 750 3,000

HDD 7|1& 12, HAE 80(THY AlA 7|& 12, HHAE 80
EdlCF

(® Note
'SSD AEE|X| §80| Q= Tl A|AE CH
HIgh 400,000 IOPSHX| 7 IOPSE ZZH|MIE &=

HDD HHAE &s

HDD AEE|X| 22| ZR Amazon FSxE A5 o]
et 2§el 71& #MelE, & =280l MalF A
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(Volume size) x (Credit accumulation rate per TiB) = Throughput

1TiB HDD 2 &2| 49 HAE 2|22 80MiBps2 M3t 1, HZ/o| IS 12MiBps ZE2 MY
X|H, ZICH 1TiBo| siE st T dHE ERE & U&LICH

HDD AEZ|X| 282 KA ZE o et &8t 8 HelE e = U&LICH I0PS £&= M2l 0|
A7 285H ClAT 850| XeHE = JU&LICH DiskThroughputBalance X|E &= ClA T ®{E|
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Network /O metrics File server metrics Disk /O metrics Storage volume metrics
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Storage capacity metrics
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }
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$QuotaLimit = Quota limit in bytes

$QuotaWarninglLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotalLimit -DefaultWarningLimit $Using:QuotaWarningLimit }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ol DE MMHME B oS

LICH.

HE Ar&3dto] x| HZEE ZEI0IHUET CHA| AZAEITE S

et

ol
i
[e)]]
1
30
m>

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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HZH0] -SessionOption M Z -SessionOption (New-PSSessionOption -uiCulture
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Enter-Pssession -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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DescribeFileSystemAliases APl 22 AL &LICH
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. 2E AS - A HolM HS MBS Heis wole MEIELIC 29 Boli DNS Ha e
E A
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« CLI EE= API Ab8 - describe-backups CLI @& &= DescribeBackups APl 24& AFEELCt.

M FSx for Windows File Server It A|ARIE ®S MM 5t 7LE AWS Management Console
AWS CLI, 2 APIE AtE5t04 BHUE M It U A|ARICZ SE [ DNS HEE HAZe + U&LICH

1. https://console.aws.amazon.com/fsx/0{ A Amazon FSx 2& & Lt

2. AEfet7| Mol 5EHA| I A|ARIS BHELICH MMol| MYEE M T A|AR MY MR E [IHE
L|Ct.

3. I A|AR M OFEALS| HAM|A - MHEH AtEE MMM THY A|AEIDF 03748 DNS HEg
grLct.

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. THY AIATO| ALS THs AEHTE EIH MHIA HoF A O|E(SPN)S T-AJshT WA CHEH DNS
CNAME 2|2 =& 20|0|E 51 7{L} 4445104 DNS A AL 5104 T AlAT0f M4
&LICH REM3H LIS2 DNS H2I2S AL85101 | 0JE] A& EHIS RESHAAIR.

g 48 M= CreateFileSystem APl 241t B 7A Alias £432 AL&35t04 DNS &

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 2000 \
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--storage-type SSD \
--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]

2. WU AARO| AE THs JENTH E[E AMH|A 2o A OI.:.(SPN)% M5t edxlof Chst DNS
CNAME B2 EE A-o|EstHL} 2Ad5t04 DNS H1%/2 A I

== 235t04 It A|AEHI0]| HMAE £~
&LICt AtM[EH LHE 2 DNS EHES A& 5104 CI|O|E{ MM A EHHE HESHAMAIR

-

7|1& It A|AERIO| B0 A AH Tl A|AEIS MAME IHE CFS O 20 Aliases 88
CreateFileSystemFromBackup API i1} &7

CHE CLI BB 2 F 72| BEE Amazon FSx7t ol M H-dst= ot AlAFT 4% L|CH

Nk

aws fsx create-file-system-from-backup \
--backup-id backup-0123456789abcdef@
--storage-capacity 2000 \
--storage-type HDD \
--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]
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&Lt XFMEH L2 DNS EHE 2 AE35104 CO|E{ AMA EHHE FESHAAIL.

DNS HEE 7|& Tt A|ARD A4ZA52{TH(CLI) CHS ot 20| 5HAlL.

1. associate-file-system-aliases CLI @& EE &= AssociateFileSystemAliases APl 242 A}
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

2 Amazon FSx7h Tt A|AEIT ¢dAst= WO HENE HoiELICH

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
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"Name": "transfers.corp.example.com",
"Lifecycle": CREATING

2. describe-file-system-aliases CLI @&(DescribeFileSystemAliases= & Y&t API )
2 AE5l0o 2 el WEO| 4EHE BELIEZE = /U&LICH

3. LifecycleO| ‘A& 715 &t 7HKIA E[H(XME|0f 2.58 A Q) MH[A EoF A O|F(SPN)E
M5t HEof CHEt DNS CNAME Zi|ZE & JC|O|Est 7Lt 249510 DNS HE 2 AtE 504 mh
AAEo BHAE = Q&LICH REMEH LIS 2 DNS EHEl2 AF85104 O|O|E{ HAM|A EHg & X
SHAAIR.

ot A|AEIO A DNS HE A4S aliAlstEd™(CLI) CHS 0t 20| sHAIL.

« disassociate-file-system-aliases CLI & B = DisassociateFileSystemAliases APl &
U2 ALE35to1 DNS EEE 7|ZE ut A|AED 14 sHA|ELICH

S BE2 ot AlAEoM g stLHE 4 sHAErLICH

njo

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

SE 2 Amazon FSx7t It A|AEM AZ slixlsts BTl HEfE EoiELICH
{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

describe-file-system-aliases CLI @& (DescribeFileSystemAliases= & Y& API 2 )
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FSRM SSD AEE|X|7} {1 XM= 20| 128MB/S O| A2l Amazon FSx for Windows File Server
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« CloudWatch Logs - FSRM O|HIE 218 4% CloudWatch Logs 21 I &S MEHEFLICEH
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FSx for Windows File Server It A|AHIS MHE [ FSRME #486t2{T AWS CLI BEE A8
grL|Clcreate-file-system. --windows-configuration Z}2t0|E{0l CH2 FSRM 748 E =&
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+ EventLogDestination-FSRM O|HE 29| CH& & X|'H5t= Amazon 2|44 OIE(ARN)o'I—l

Ct. CloudWatch Logs 21 & ARN EE & Kinesis Data Firehose 18 AEZ ARNY £ & LICH

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--storage-type SSD \

--subnet-ids subnet-0123456789abcdef® \
--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true, EventLogDestination=
east-1:123456789012:1og-group:/aws/fsx/fsrm}"
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/A Important
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7|1Z Y AAE|M FSRM 7242 X823 (CLI)
7|& FSx for Windows File Server It A|AEIO|AH FSRM2 &3 2 H|g M85t 2{H AWS CLI &
HE A8¢L|Cltupdate-file-system.

FSRMEZ & M3}5t24™ - -windows-configuration It2t0|E{0l CHS FSRM 77

« FsrmServiceEnabled - true@Z MXE|
X|&stE Amazon 2lAA O[S (ARN) L
= U&LICt

« EventLogDestination-FSRM O|HE Z 39| CHA& S
Ct. CloudWatch Logs 21 & ARN &= Kinesis Data Firehose & AEZ ARNY = U&

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \

--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-

east-1:123456789012:1o0g-group:/aws/fsx/fsrm”}"'

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}"
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FSx 23 PowerShell
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Quota Management FSx &2 PowerShell 38 =5

(@ Note
ol Ho|x|e] 2E HMAIME Tt A|AEIS| Windows #4723 PowerShell IE ZQIE 2
$FSxWindowsRemotePowerShellEndpoint & HolfCtm 7HHELICt o] A= E QI

|
EE 0t AAEIO| ME ME 1 0|X|2] Amazon FSx 2&0|AM =& HHS AF2 3504 AWS

CLl describe-file-systems &2 $ U&LICEH

ok
n
-
u
T
o
AL
o

* Folder (string) - E SLct €220/ ME8E E 2Lt

« Size (string) - HIE32 A85tX| e B2 E: €83 2

« Template (string) - MEH ALEQILICH AL E 7|E YT HEXQ o|FLICH HER S XIH
& A ot O|EPt AF8E £+ QUELICH CHE 2 E ME2 "HES0AM &5 E L

« Description (string) - M4 AFEFQILICH & EFof CHEt AE LT

« SoftLimit (boolean) - ME{ AFERILICE trueZ2 MHESIHE 26
g2 Z0tg = A AZE §YZ

[N )
« Disabled (boolean) - MEH AFEFQILICE trueZ MG HIZ M El MEHOM S E S MA
ghoict
= -

0

« ThresholdPercentage (number): 22 EC|[HE LT st o| RS
Atolel gtg =Lt
« Action (array): YAHZ{ol TEE I ~E StLt O|4r ol 2h4lL|Ct. 2 2Fdoll= Ctgat &

2 £40| A&Lh

e
-
[ul
o
2
x
N
(6]
o

« ActionType: =& 4ol RAFULICt CFE 2t2 XI™E &= JU&Lch
1. Event: O[HEE 1 A|AHIO| O|HIE 2Z10f 2ZELICH O|HEES X|HE I CIS SMHT
X|’daH{oF & LCt.
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Windows At

A
oI,

* EventType:
+ MessageBody: O[H!

2. Report: 2AEZ[X| AIE

of:

C}
o

2F
=]

Edl

=1l
=

A

—_—
ok

A& /)

Mk
fjo
[e]]]

Invoke-Command -ComputerName
FSxRemoteAdmin -ScriptBlock
New-FSxFSRMQuota -Folder

Pl

E ot &

PRl et

CcC

| —
=

=
=
248 HA|X| EIAEQIL|C}.
AHA{SL

BEIME dggoh

= 5GB

ofr

$FSxWindowsRemotePowerShellEndpoint -ConfigurationName

{
"share\test" -Size 5GB

=1

C2F
=

o o

AH A4
oSS

2. dAHZL &

mjo

AM25I0{ AZE

[o]]]
ok

$thresholds
$warning =

e{
ThresholdPercentage
Action = @(

e{
ActionType = "Event"

[System.Collections.ArrayList]e()

75

EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds
}

Get-FSxFSRMQuota

HAErLICE o
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FshL|C}.

=

0d2i=
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I}t2HOlE:

« Folder (string) - ME4 A QULICH SEH S AME E Z2ULICH EH 28 X|HSHX| &
O HHES LY A|AHEIOIRE & grets

of:

1: It A[AEIS| 7|E EYEFE 2F 7HXSLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

Remove-FSxFSRMQuota

=1
ok
OE
IIIIO
>
N

ok
r
al

ot A|AEIS X|™E Z2H0
It2HOlE:

- Folder (string) - E< &3QLICH &2 MAHE EH Z2LICH

« PassThru (boolean) - MEH AFEQILICE true2 M™HESHH NMHE &S ZHX|E drEt&e|ct.
of:

1: &S ML

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSxFSRMQuota

JIE geEel T2 +ELD
Tf2tolEf:

« Folder (string) - Z= ESLICH =¥ 0| Z& & EH A2 LCt.

=
« Description (string) - &4 AFEFRILICH & Eof CHet ME2 MEL|CH
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.« Size (string) - M8 AtgrQlL|Ct Steh2kof CHEH M 37| MIBHILICH.

« SoftLimit (boolean) - ME4 AFEQILICE true2 MASIHII SH S AZE Xgto 2 HZA5}
o AF&XI7} flEtE2 245t= St AMgt2 Zuteh &= &Lt

« Disabled (boolean) - MEH AFEQILICE trueZ2 A5 g2 2F0| HIE HSHEILICEH false2 A
MotH geo| gdstELc

« ThresholdConfigurations (array) - M&H AFEILICH M A ZF 7o HHEQULICH ZF 1A
ZF o= Ch2a 242 £/-40| &Lt
« ThresholdPercentage (number): dg EZ|HY LT et ol HESILICH 00{M 250

Atole| Zk2 l=dgtLct

« Action (array): &AZIo| E=& M =& stL} o|arof ZhdlL|ct. ZF =hdol= =31t ¢

2 £40| AU&Lh

« ActionType: =& ol FHILICH CtZ 22
1. Event: O|HEE 1l A|AB|O| O|HIE 210 2ZELICH O/HEE X|HE W CIS S48
X|&atofF rLct.
- EventType: 82, A1 L= &/
« MessageBody: O|HIEQ} &4 2ZE HAIX| BIAEQIL|CE.
2. Report: AEE|X| AFE BT ME MEFLICH
EH
A

« PassThru (boolean) -

IR

—
ok

oE 37| U MBS SHLC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

2.

e

S Hl

utok

PeE!

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true
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Update-FSxFSRMQuota

Amazon FSx for Windows File Server
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X ALSE S
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I.
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=2

I.

{ 22 lLCt.

=
=

Update-FSxFSRMQuota -Folder "share\department" -PassThru

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

* Folder (string) -
e PassThru (boolean) -

ut2tolE:

(IR

m0
T
O

m
Hi

o

o
ol

A
o

Ad
o

5

S
[l

AL 7Hs

I.

—

=

of| CH

o

New-FSxFSRMQuotaTemplate
o

t2t0olE:
* Name (string) -

StCH2F
=

2iLICt.

|.

S
[l

37| A

=
[

H&st

(@]

=1
A

Hi

100

« Size (string) -

Hi

==

WE

* Description (string)
« SoftLimit (boolean) -

S M
= o

I.

—

IL|Ct. 001 M 250

stX|2F K|

* ThresholdPercentage (number):

* ThresholdConfigurations (array) -
XEste YAHZL FEol HiE Lt

LICE.

F

__OH—
ml
ol
ol

-,
NI

q

Aol Q]

ol
ol
<ar

« Action (array): &AZtod
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Amazon FSx for Windows File Server Windows AHS

* ActionType: =& 5ol RELICH CFE 2t2 XIHE &= /JU&Lch
1. Event: O|HIEE m A|ARIS| O|HE Z70) EZELICH O|HIEE XIHY M CtS &
X|Z45HoF g Lct.
- EventType: 88, 1 L= 27
« MessageBody: O|HIE®
2. Report: 2AEE[X| AI8 ETIME 8 efLICt.

w
=
> HU
ol
=
>
Ral
m
|>
[m
°
r
u)

of:

1: otE 1GB A8t HIZ2lg Md&L|Ct.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"
}

2. AH8 0| 90% 2 BT UAZLO| = 5GB AZE 3 HEZ M4

$threshold = @{
ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArrayList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft
limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds

160



Windows AHS A&

Amazon FSx for Windows File Server

Get-FSxFSRMQuotaTemplate

tLt O]

©

ot el A|AEI0]| A

mb2tolE:

P~

(o]

39| o|F&lLICt. Ol&E RIFstK|

* Name (string) -

(IR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMQuotaTemplate

Set-FSxFSRMQuotaTemplate

ut2tolE:

700

* Name (string) -

* Description (string) -

Lt

I

S
[l

FEIZSIo| Al 37| A

[H]

« Size (string) -

S M
= T10

I.

S
[l

St X2k |

 SoftLimit (boolean) -

ol

ol
u|
H
4
[

P~

(o]

—r
1o

* ThresholdConfigurations (array) -

&0l B LC.

= AL

P

 ThresholdPercentage (number):

X|&S

IL|Ct 00dl M 250

ALO| Q]
« Action (array): &AIZM =

LICH.

<0

N
2

I.

P

* ActionType:

20
4r
ol

o C

F

|7(-Ié
o=

N

=
EE

H

FLICH Ot

Z1ls
oH

1. Event: O|HIEE Il A|AHIC| O|HIE 270i 2

LICF.

I.

=
=
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« EventType: 88, B1 E=22F
« MessageBody: O|HIE S} &7 2EZJE HA|IX| HIAE QLT
2. Report: AEE|X| AR ETIMHE M
« UpdateDerived (boolean) - 4184 AFRRILICEH true2 M5tHO| HEX0IM HEEI 2E &F
20| Yd|o|EE Lt
 UpdateDerivedMatching (boolean) - &4 AL ILICEH trueE A 5tHO| RHIER oM MK
U[UD MY o|F =HE[R| 2 P Yoo EELCH

« PassThru (boolean) - ME4 AFEQILICEH trueZ2 MHESHH =M E H

—_ =

I3
u
\J
=

i

T
o
9||-'

r

o

of:

—
ok

o3 ESIol 3I9 TS SFE LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"

}

C+2F El

=1
© oS =

A

2.

ok
Mk
jo

FHet D HESM dYE 2E €2 F S Yo|o|EFLCH.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

Reset-FSxFSRMQuota

« Folder (string)- Z=

o = o O =
« Template (string) - Z+ EFLICH MS8E T HEZ 9

of| A
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"

Ct2F 0424

ok

New-FSxFSRMAutoQuota
New-FSxFSRMAutoQuota HE2 X|HE EH0] A} & M8 LS MMHELICH XI5 M €EIdFHF
2 7|E S E L XHE EC0] HEE M SHe E2Cof CHal X|HE HIZESIE J|Hto 2 82

S Asez YygLch
g gull=

« Folder (string) - 2= &S LICt At& M8 £ =

- Template (string) - ME4 ALEQILICH XHE M8 S0 ALSE 7|
LIC}.

« Disabled (boolean) - AEH At&HQILICH true2 AASHTH 7L HIE AHEHEl AEHOIM RIS A

TS Lo

ol
et
il

0
I
0

wt

1: X2 HESE 2 E ot? EHH0l AHS2 = MEst= AtE M8 €T TS UHe LIt

[e]l]
rir

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

Get-FSxFSRMAutoQuota

Get-FSxFSRMAutoQuota BE2 T A|ARI|M StLE O|&f ol XIS M ST TS HMELICH
It2HolE

* Folder (string) - MEH APEQILICH XIS ME &P TS M E B2 LICH F2 Zof

= o
. AEE MEsIod ZE ot EHE X e T J&LICH

E0 B2 E XIYstx| otot BH2 It AL 2 E XS HE g3 TS HratgLict
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of|

1: I A[AEIOM 2 E XS M8 g TS AMELCH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota @& X|HE E0M XtE M &€ F 2 MHEELICH XI5 M &
S MHSIH HHE2 d4E S HESI0M IME 5 EHOME ZE TS XMHE L
Ct.

20|

L
o
>
Ol
Al

2 storare x|He

« Folder (string) - E+ &5¢ =1,

=
e PassThru (boolean) - ME AR QILICEH true2 A5t X|7{E
glct.
od| M|

1: 5% BOOIM A5 M8 HYYS MAHZLIC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

Set-FSxFSRMAutoQuota

Set-FSxFSRMAutoQuota HHE2 A& M & &0 74 M™ME +=™eLICt

ot2tolE

- Folder (string) - Zs ESUCt =8g &2 A& ME0| X & E E A2 LCt

« Template (string) - ME4 AL LICH MB& & HEZ/O o|FLICE

« Disabled (boolean) - ME{ AFZQILICE true2 AHSHH XIS M SE 0| HIE HSHELICH

false= dYstH A& HE & F 0| HH=HELICH
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« UpdateDerived (boolean) - M4 AL QILICEH true2 M 5HTHO| AtS X
DE J|IE €Y S Holo|EFLICH

L. B oo=E |+

« UpdateDerivedMatching (boolean) - ME AFEQILICH true2 MHSHH dMH & MK

© npAE ST Hool= L,

2
1

2
n

« PassThru (boolean) - MEH ALEQILICE trueZ2 A5t
ghict.

of|

1: XS HE ¢SF0IM ASste 2 F HERE HEF LD

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"

Cr2F
S o

ok

Foglstn ol otdE 25 2SS Yoo/ EgLICH

ot

Hi

jo

2. X3 M8

n

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived

Update-FSxFSRMAutoQuota

Ol Update-FSxFSRMAutoQuota BHE ECIE AZH5t0 ALE Q1 AX| 37t &2 =2HQl5t0d kIS

ME gl £ YT ol Tty E 2SS ChA| AdHErLICH

Il 2}0|E

1: A8 SHE CHAl Alttst . HHO|EE XIS HE €T HAE grereLct.
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "sharel\department" -PassThru

3

nd s

oty D82 mh StHE THE 1 Aok st AEEIX| EIME MUY mf M2 A8E £

e T OlF mEiol =alx ZAMe YolgfLich it JFoils HEl(Yx|E 1)t Kol mE (Y

x| otd)ol ZeHE|H,0l IHE2 i i el S XIWsts oAl It I8 O|§ 22 HE#fLIC

0 I8 AFS S

md 252 S FSRM 7Isoll 2 #fLict

- T SEH - JE S AL 2LERIE 1 RS Folstedd stit ool e &S xIAsH ok B
ch.

- THY St oflQf - 49| EC{o ot StHE AEFSICIELE 518 E 1Y RES HolstedH stit ol
ol ot IS x|HsHok FLiCt

- S RMES! - M ES0| XS AL ZUERE 1 R¥S Holstedd st old ol i O
£ x|sHok gruict

Y o= 166



Amazon FSx for Windows File Server Windows AtS A M

-

0| & E0{ {2 report.doc, 2o Z2 W Ureport.docxd *.doc* YX[5t= B
Mdocument.doc, M2| HE2 Microsoft Office OHZ 2|00 A B8t LAl T2 MLl ~$*F
L|Ct.

* . bak, Y& Z&st s mt U FA* backupdt X[ *.0ld

*,zip,, *.rar,*.7z*.gz, S Ot7t0o|E 4l = mal At AX| * tar
olH & mtd
* . eml, LE Z&F O|HIY HIAIX] *.msgR! AbME EAIDF UX[ELICH * . pst
A% mel
* exe,,, *.dll, *.com, S A o}a] A AFZ2|E 0} Al bat*,cmdDt Yx| *.vbs
o|0/X| ot
*.jpg,, *.jpeg, *.png, *.gif*.bmp, & LAl o|O|X| L HAat UX| *.tif
Office I}
* . doc,,, *.xls, & *.docxE E& Microsoft Office EA &Al* . x1sx*.pptdt YX| *.pptx

A28 Tl

* . sys, *.dll*.ocx, HE E &3 Windows A|AE] T} HAITF AX| * . drv

* . txt, *.csv, *.log LUE ZE st HAE J|gh o HAlD Ax|ELICH *. xml
2 ol x| ot

* html,,, *.asp, & *.htmE Z&& ¥ 2H X ot HAl* phpt Lx|ELICH . aspx. *.js
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M

Thel SHEY W AE K| HIMOIA 013 712 T IBS FAI AR S ILE SH 27 A 27

T8g =+ A&Loh

Pal
0K
]
i

IC}. ol2det BHEE A& st

® Note
ol Ho|x|e] 2E HMIME T A|AEIO| Windows 73 PowerShell IE ZQIE 2
$FSxWindowsRemotePowerShellEndpoint H~& HOIRCtn 7 FLICH T A|AH
O| M HE 1 o|x|2| AWS FSx 2£0|M EE= AWS CLI describe-file-systems &3

= A835to{0| A=EZRIEE A E + &LICH

New-FSxFSRMFileGroup

I Ol EHO| =2[M 252 Molst= utd 2§ S MgerL(ct olzfet ME2 ot st ol 3t
M ofe| & AERX| EOMoi| AFEE = J&LICH
u2to|E

- Name (string) - E= gSLICH ot O3&9| 0|&

« Description (string) - ME{ AbEQLIC ot 2

« IncludePattern (array) - ME AFSQILICH Zate TS X(M5te HEH EAtE | HE L
Ct.

« ExcludePattern (array) - ME4 AP LICH Melg ntedE X|Hste HE XL o A L
C}.

0
I

of:

1. ¥IAE mdof chet ot a5 H-eLch

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
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2. 28 Y AL MEHE ALE5l0 24 FEof CHEt Y O&S HMeLICh

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-FSxFSRMFileGroup

Tt AIARIOIM 3Lt Of4r0| T DB S AMELICH IHY I8 T A W 230l ASElE Tt
U mE 322 Holgtict,
nttalEy:
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup

Remove-FSxFSRMFileGroup

ot AAEOIAM stLE O]l I O 52 MAHFELICH X7H o= Y I35
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Windows AFHE MM
« PassThru (boolean) - MEf AbEFQILICE true2 MAXSHHE M7HE Tt 2 & ZHA|E greteh|ct.

of:

1. B ot 35S MR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {

Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru
}
Set-FSxFSRMFileGroup
7|E ot O5e £dg sdeLch
u} 2k 0| E:
» Name (array) - E= &SeLict =g ot J52| 0|F HiELIch
« Description (string) - &4 AFERILICH THY T Eof CHEt ME2 MHEULICH
« IncludePattern (array) - MEd AP LICH Z3He ntedg X|Hsle ME2 IE X4 i
2JL|ch.
* ExcludePattern (array) - M= AFFQULICH X|eg ©tUE X|Hsi= ME22 HEH =AHE HiE
2JL|ch.
« PassThru (boolean) - ME{ AbEQILICEH true2 MAESHH =™HE 0t 218 A E gretehct.
od|:
1. oY 2o oHEh Ao S ool EFLICEH
$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($includePatterns, $excludePatterns) -ScriptBlock {

param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents"

IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

-Description "Updated document types"
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o gtHS 2ElstT| fIsH Ml 7FK] FSx 372 PowerShell &3 T Z[of AAM|AE = JU&LICH

1. It 3l H BE - E ECo|M 7HE ot stHS MM, AM =3, X7 L RHH - ELICEH folder-
by-folder I+ 3t 2 EE[5HoF 5t= AR 0| BES ASELICH
2. It StH RIES R - AHAFS 7tsE T HA 742 Holote o stH REXS 4, AM,
= U MZHELICE o248 HHE S AFE5t04 0{3] EC| M8 E = U= E&E I HA HAg o
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3. I 3t o HH - o2 ECo Tt HAA 7RIS MYolste T 3tH o RIE M, HM -
U KA LICH o FHRUE MEH2 SXISHHM £ 5t 20 §H ot RES 5{EsHof 5t
= 90| BHS ASFE U
ot HAL FSx &2 PowerShell 3 S5
® Note
ol Hlo|x|e| & oMoliM= ThY A|ARIS| Windows & 47_4. PowerShell IEZQIEZ
$FSxWindowsRemotePowerShellEndpoint B8 HO|FCtn 7HHgrLICt o] A== QI
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EE= 0t AAEIO| ME ME 1 0|X]|2] Amazon FSx 2& 0| EEE B S ALE510{ AWS

CLI describe-file-systems &2 = QJ&LICH.

I} el 5o o4

- OO

ol

New-FSxFSRMFileScreen
MR RIHE /8o oYde E00 MESHX| REES A EHstE Tt stHS MAgL|Ct
ot2t0|E:

* Folder (string)- =+ FSQLICH ot gtHO| MEE 2 2 LICH

« Description (string) - 14 AFEIL|Ct mhd 3tEdof CHE B LICH
« IncludeGroup (array) - MEf AR QILICH XtEFSHALE ZLIERE U X|Hste TtY I8

O|F 2l HiF Lct.
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« ActionType (string): =8%& Zfedo| REILICY.
1. Event: O|HEE 1 AAR|Q| O|HIE 20 2
X|Zdat o &t
- EventType (string): 8, 1 E=22F
* MessageBody (string): O|HEQ} &7 2Z& HAIX| IAEQIL|CH
2. Report: AEE|X| A8 ETME ML EDME XIHE M ChS AFE T X3 oF &L
Ct.

« ReportType (string): 21 A RYPILICE DuplicateFiles,,, FilesByFileGroup,
FilesByOwner, FilesByPropertylLargeFiles, EE= /2 X|HE = U&L

ClLeastRecentlyAccessedMostRecentlyAccessedQuotaUsage.
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video

Files"

}
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rr
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2. ASA7HHIC|I2 T E XMEsted & mf HIE|2
Y stHS HHELIcH

$notifications = [System.Collections.ArraylList]@()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $notifications -ScriptBlock {

param($notifications)
New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video

Files" -NotificationConfigurations $Using:notifications

}

Get-FSxFSRMFileScreen
ot A[AEIO|A StLE O] &bo| mhd StHE AMEL|CE
ot2t0|E:

« Folder (string) - ME4 AbEQILICEH oh
pfoM HHY2 It A|ARIS| B E T 5t
odl:

1. T A AR 2E T stHE AMELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen
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}

Set-FSxFSRMFileScreen

o
®
0z
fjo
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el
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7|& ot 3o
mtetOlE:

* Folder (string) - E+ FSFQULICH =8 ot Mol 23 E 2 Z= LI

=
« Description (string) - &4 AFEILICH T &tEdof CHE ME2 AP IL|Ct
« IncludeGroup (array) - ME{ AFEQILICH AHEFSALE ZLIERE TS Holste MER Tt

Y I E Ol tfFLCt.
« Active (boolean) - ME AFEQILICH true2 A5t ot 30| 4 RE(RIEHE MHEEL
C}. false2 A5 It 3tHO| IHA|E 2E(ZLIE D SHEH) 2 M™EELICH 7272 true® L

Ct.
« NotificationConfigurations (array) - B4 AL QILICH & 70| {22 HPE LT}
« PassThru (boolean) - ME4 AFEQILICEH trueZ2 MMSHH =M E ot st 24K E gHEretL|ch

of:

ool M U T 28 S AL

ol

1. It

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -
IncludeGroup $includeGroups

}

M BEZ2 MAStD g2 Fyteuct

kol
fjo
utok

2. mted EHH

$notifications = [System.Collections.ArraylList]@()
$eventNotification = @{
ActionType = "Event"

EventType = "Warning"
MessageBody = "File screen violation detected"
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$null = $notifications.Add($eventNotification)
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)

Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

Remove-FSxFSRMFileScreen

XEE EH0M Y 3tHE AR LICH

u} 2k 0|E:

* Folder (string)- E+ ZSeL/ct Tt gHHE MAHYE 20 =2 LiCH

« PassThru (boolean) - ME4 At LICH true2 A stH M 7HE h st x| E BHetErLict
odl:

1. &8 EC0lM ot 3tEHE JMAHE LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

Reset-FSxFSRMFileScreen

XYE HEX o] HHn LR[S F mh 3tS A e Lt
u2to|E

« Folder (string)-EZ=
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

2| 0424

Thel 5 HES BY

[ == |

I3

ol

Get-FSxFSRMFileScreenTemplate

Get-FSxFSRMFileScreenTemplate BE2 Tt A[ARI0|A StLt O[4 o] mpd 3tH HESIS 74
%I-L_||:|.
= .

u2to|E

* Name (array) - M={ ArEFQlu|ct AME ot 3tH = E310f 0|F HIPERILICH OlI&E XIFsetX|
H

ofoM TS T AlAHO| DE T S HEXES

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate

« Name (string) - E= S LICH ot 3t HES 0| O|F LICH.

- Description (string) - M Ar&L|Ct Tt
« IncludeGroup (array) - =4 AFEQILICH AFEFSIHL ZLIEHEZE DY xX|Hete Y I8

Ol 2l HiFdLct.
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« Active (boolean) - MEf AFEQILICH true2 MM SHH It U S XHEHSHE &9 It stH & Z2/0|
MAEILIC false= MM TE TIUE DLIEIZSHE +5 HESS MAFLID 7IEZE truedL]
Ct.
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« ActionType (string): &% 2ol RELICE

1. Event: O|HEE WU A|ARIO| O|HE Z70i EZELICE.
X|%d5HoF gLt
- EventType (string): 8B ZBo1 E=22F
« MessageBody (string): O|HES} &7H 2ZZE HAIX| HIAEQIL|CEH

2. Report: 2EZ|X| A ETME EHELICH EOIME XI™eE mf CE AH—R = X[Z35HoF &L
C}.
« ReportType (string): E1 A SEILICE DuplicateFiles,,, FilesByFileGroup,

FilesByOwner, FilesByPropertylLargeFiles, EEE {2 X|HE

LeastRecentlyAccessedRU&LICt MostRecentlyAccessed QuotaUsage
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1. ¢80l =

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}
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Remove-FSxFSRMFileScreenTemplate

e ES

jo

Remove-FSxFSRMFileScreenTemplate B2 It A|ABIO|AM 5Lt O|&Fo| It &
M7 gL ES S KNHotH siiY JEX0A MEE ot 3t HEE|X| et&L ot
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

Set-FSxFSRMFileScreenTemplate

Set-FSxFSRMFileScreenTemplate BHE2 7|& Wt 3tH HEZO| HEE =™HerLICH MEIMO
2 sHE HESE AIE5t0] MdEE Tt 3t g Ao o|EF LI

ut2to|E

« Name (array) - Z= &S LICt =g ot 3t HEX 0| O|F sHFLICt

« Description (string) - 14 ALEFQILICH RE2of CHEt 22 MEIL|Ct

« IncludeGroup (array) - MEH AP QILICH AFEHSHAL ZLIEHZE TtUE Holste MER It

2 & O|F ufF L.

« Active (boolean) - MEH AFEQILIC} true2 MHSIH HESIS &€ RE(RIEHZE M™ELICH
falseE2 dYotH HEZE HAE RE(ZUEZ)E A-g LIt 7

- NotificationConfigurations (array) - ME4 At QiL|Ct 22 70| ME22 HiPEIL|Ct

« UpdateDerived (boolean) - M&4 AFEQILICH trueZ MES d
ztAgiolo IZESIM HMHE 2 E 7|E T StHE YOo|EFLC

 UpdateDerivedMatching (boolean) - A& AL QILICH true2 AHESHEO| BIZE S0 M4
Zl o|F £HE[X| o2 T+ 3tP4EF 4O O|EFFLC.
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« PassThru (boolean) - MEH AFEFQILICH true2 MASIH M E ot St HZ S ZHRY E HHet
grLct.
of| A
1.0 5t HESI2 M Y D802 rfolE LT
$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups
}
2. 0 tHEHZESIg g8 e Z Oo|EstT IHME B E 0t 3tHE Ado||o|Eg LI
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived
}
Thel 5he ofl Q] B
New-FSxFSRMFileScreenException
Ol New-FSxFSRMFileScreenException HE2 EH U 2 E 5t EH0| M8k|= me HAF
g MHEolsts It 8tH o QI E e LICH oA 6t & ECof mtY 3tHHof ofsH R E|CHEt
Lo ECo &Y ot fEE g = J&LIcH
u} 2} 0|
* Folder (string) - 2 &SLct ot 3t of 27t MEE E Z=2 LTt o 2l=0| ECet
£ ot ¢ &0l MSEL|ct
« Description (string) - &4 At QILICH T 3+HH o @|of| CHEH A LIC.
ME4 At ILICH 22| EC0M ME k= AHE st = 275t
ol s LIC
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}
2.0 Y O FE AHEsto Ih U 30 0l Q| & AL

$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSxFSRMFileScreenException

Get-FSxFSRMFileScreenException BH2 It A|AEIO|AM StLE O|&f 2| T St of | & ZH A
ghlct.
=

ut2t0o|E
4 of| 9|8 Mgl
M5tX| pto™ E‘é‘%‘% EF%‘ AI*.E%!Q-I 2E nd 3t 01I9I HkEherL|C.

of|

1. T AIAEM 2 E H 2t 0l Q)& HAELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. £ EC{of Chet ot 3T ol Q& ZHAghL|C
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

Remove-FSxFSRMFileScreenException

Remove-FSxFSRMFileScreenException B2 X[EE E2C0|A It 5tH oi| 2| & M7 LCH.

M7 = Z202 siiF 5H2 EC{ol= o|Ho| o2l MHo|E &< E2o| ntd HAA #=/0]| MSE L

Ct.

ul2}0|E

« Folder (string) - Z= S LICt Y 3t o QIE MHE EC = ALCH.

« PassThru (boolean) - 41E4 AFEQILICH true2 MHSIH M7{E Tt St of| @] HHE Hete
L|Ct.

of| K

1. §4 EH0i|M ot 3t 0d| I E A& LCt.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSxFSRMFileScreenException
Set-FSxFSRMFileScreenException BHE2 mt 3™ 02| £MH S X gfFLICY.

ul2}0|E

* Folder (string)- E+ ESQULICH =Y ot 3HH o 7t 2 & E EC = LICh

« Description (string) - ME4 AFEIL|Ct ot 3t of 2lof| CHEH {22 dF LY.
« IncludeGroup (array) - 14 AFERILICH & EEHM MEE|= AHE It StH| T EF35

| =
I 528 02 Molsle MEZ2 It I 0|2 HjPEL|C},
« PassThru (boolean) - MEH AL&FQIL|C}H true2 MASHHE £MHE 0} 3HH of 2 ZHA|E HHetEt

LICH.
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$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}
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Iy =27
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1. & HO|-"Data Sensitivity" =2 Z0| mtlof & 3led= HIEIHOIE F82 XIHs=
BEF 454 HolE MMEELICI"ContainsPII".

2. A MM - o FEx I £ = E0 X(QF Zo| XIHE 7|Eol el ool £ 2te RSS2
Y EF 1EES FHELICEH 6E S0 FUISEHS Z2 I{EHO| ZTEE IIULS XIS 2
2 EBFE (XXX-XX-XXXX) &= U&LICHContainsPII=Yes.

3L.ERFAYM-EBER ZZMAE AMESto] ItUS AFMS T AR MEELICH RC|MHE, U™ EF= B
ORI KSHMo 2 ERE 522 AYE £+ Q&LCt

25 44 Hol
25 24 ol Tol BT84 s HEH|0lE RS XIMHLICH 2 24 Bolofs of
g, 44 98 U MHHOR S8EIE 3 S50| J&LICH KIS S0f OrderedList RF W 7t
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FLE
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« SingleChoice - S50{Af

« String - At HO|El S MO

e MultiString - AFM &9

 Integer - A} gLLICEH

* YesNo - & Zf(true E= false).

LICE.

« DateTime - £

L

o
ioll

ol
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ContentString - CH/AEALE FFE5HX| ot HIAE EAtEE AMELIC
HMEoEE FES Hor{Ho| SME MASFLICEL HE

"7\ o] Yx[gLCt

ContentStringCaseSensitive - CHAEXIE FE5t= HAE XA S HMELICH Zd2H0d| CH
EA7L 828 B0 SM2 ALSELICH o|& E0{"SSN"2 ZAM5tMH "SSN"ZF U |5 K| Bt "ssn”

EE= "Ssn"2t UX[SHK| eE&LICE Ol= CH/AZKIZE SR% &oq, ME 2= E= 7|6 AlHERo| f8

grLICH.

ContentRegularExpression - HAlE AFE5t0{ THEHS HMELICH SEE oE £= He Y
ATt xSl of 5t= B0l SM2 MASELICE ol§ S0{ M A2 AI85to{ LS 2 #XIE = Us

LICF.
« 123-45-6789 FAIO| AFB|EE S \b\d{3}-\d{2}-\d{4}\b

o MEAE| B EE CfAITE QI A8 FHE #E: \\d{4}[\s-1?2\d{4}[\s-1?\d{4}[\s-]1?
\d{4}\b

B fEoM ol EXAMY £ TEHE XYY + Ao, i 2RI XIHE 2o Rlsts 2
ol 2F/ELIch

EC 274

E0 ERAs THUO| MEElE RIRIE 7I8te 2 £d 22 ST ELIc ol HAHLUEE AL85tod &
AE FZM LS fIx|EE EREFLICEH oA

- HM EM ECQ| ZE moi cHEt EE 72t &6 dF-

- EH Z2HME ECO|ZE WYUS ZENME AHEXIZE EA

EE St ReevaluateProperty IFEHOIE{E A& 3104 &4dof CHEE Zhol o|0] Qe T EF 7 A
2 dAstE dE 2 Molg = U&LCH O 782 MEE £+ &L

Never -O| &/doi CHEt Zto| Qi= mblpt EF&LICt.
Overwrite - ItUO| A= i 7|&E gt HH 7|

Aggregate - M gt2 7|E Ztot BE(CHS gt £89| 89)
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el &4

ZHE 2/ 5te{™ FolderUsage_MS £ 2 AFE & LICE OFHF 2t XIHE &= /J&LC.

* User Files

* Group Share

* Application Files

* Backup and Archival

28 Ay
nd EFe OE M 7tx| gez A-lE = J&LIch

1. =8 BF - EFStart-FSxFSRMClassification® HA| M&st= Ol AFSELICH o] M2 LAl2 M
TEE HAESHL Y3|MH 2R &YE s=¥st= ol RSgLCh

2. 7| BER - X5 EF d™HE 7= Set-FSxFSRMClassification Ol AFE & LICEH EF 7} OiF =
= i 3 AlZhol| A™EE 8 o e = et H7| 27 H7|Ho|n o5 7tst 27 4
2 Hote IR RS =29 M 8o Meghuct

3. 9% EF - Continuous It2tO|E{Set-FSxFSRMClassification2t &7 Al&35l0od X|HA o= AlEH
Il WOptes BRE UstE UL o4 BRe M ot HE oS dds AL HE s &
Z Asoz BEFELICE o] M2 A2 up-to-date EFE MIE5HK|2 O B2 AAEI B|AAE A}
St

258 ASHE 18 XIBRunDurationsto] ZRNATH AYEIS 7|7 MEHE 4 AL XIHE
AlZh LHoll 27} SR EIX| 9o Pl OO EI CHE A = £502 CHA| AIRE 1 87t BXIED

LS — L—

N7 ELICE

= FEEI‘:|=| Windows File Explorerdi M g Ot2A QEZ HESE Z2/s5t1 48 M=
COhE 27 BS Moo ol 4B E EF S8 & += UELICE Ol Hole ol 2= 2/ &§4
A

1t s 2kol EAIELICEH

S BEE AM8slod EF ZZMAE ZLEHZ st Mo{g + AU&LICH
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« Get-FSxFSRMClassification - 22| $4xH & E & 2l(Running, QueuedNotRunning, E£&

Unknown)

- Stop-FSxFSRMClassification - A& S0|7Lt CH7| 521 2F &Y X

= O
« Wait-FSxFSRMClassification - 2F 7} &t 2 £|7{L} M|8F AlZto| St 2 E! 7R AT 2

SX

Im
>
0%
ne
Ral

HYn ZYELICE o & S0l EFE ot Sdoil et Eetxls
®ot 2= E W7HR| 7|cHE &+ /&L

FEMO|T 20RO I B R E 2ol ChS 2 MEIE WEAML.

FSRM2 mtd ZEIXE o1 AZHSHoF S22 2H= J|¢t 2R e 2l EloFMe]u|ct

- 22 O|O|E| MEO Cift 72 HM EAE - M| oY A|ARIY 2R/ 738 M85t7| Tol| CHEX
Rl md MEo|M EHIAEStO] M THE At Sst=X| & QlstT /o AEls AltE FHEELIC

- ZEIX A HRKEH- 2RIX V|8 EFE I 2HZXE 2{ofof SIEE 2|AA FoFAMeLCt
Namespace IIZ}0|E{E AFE5t0{ TIA| T A|ABIS APHSHE CHAl 7212 EX E02 AEHEL
Ct.

- JtSE BR EEF AME-EH ERAs I 2HAE o2 eIt glenE ZHA ERAE
Ct 2R W ELICH IHYE !IX[o et ERE = JUs B2 2HZ 2R OIY EH 2FAE AE
g LIch

« AFSE0| M2 AlZHo] U™ B - AlAE E#S0| M2 7|7t S of|ofE BEFE Aistod ALEA
soll Olxl= S 2|AtELICH B 7|7 E= 7|E RX| 22l &Y ol 27 A~sHK| oty
Al2.

« XAt RunDuration Mgt A& - RunDuration IIZI0|E{E AFE5101 EF 7 LHF 22 AT|o] A
AH 50| S O|XIX| A= F gFLich AlZE B Lol 277 222X &t of oF &l Ch S A
& S0l M7HELcH

- BERMS DLIEZ - 25 MEHE =0lstn 287 oA EC Q) ZAEl=X| AMEtE  Get-
FSxFSRMClassification O A}%E LICH & 7| A ER = 722 %[X5}6H0F st HLE A|AEof
o B2 2l4aA7 2o S LI = /&L
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|:|I_—|.L

>

ofr

4. BER ZEMNATEYH . B ZZMHAE AR, K|, 2LIEH X

om

bl

FLCH

0
I

o £33 FSx 74 PowerShell B &

(® Note

o| H|0|X|2| 2 E MMM E T A|AEIO| Windows 74 PowerShell IEXZQIEZ
$FSxWindowsRemotePowerShellEndpoint H+E H 2

O| M5 HE H0|X|2] Amazon FSx Z2&0|AM EE= BHE ALE5040| A=EZQIEE AWS
CLI describe-file-systems &2 & QJ&LICH.

I

M xo| HHad
S o= oo

New-FSxFSRMClassificationPropertyDefinition

New-FSxFSRMClassificationPropertyDefinition: IS EFRS= O AISE £+ U= ERF
M Ho|E MUELICH &M Hols BF A2 Sall ntof 22 E = Ue S48 HolgfLloh
ul2h0|E:

« Name (string) - Z= I LICH £ Holo| o|F&LICE.

« DisplayName (string) - 1§ AFEFRILICH &4 Holo| EA| O|F &LICH.

« Description (string) - B4 AFEFRILICH &4 Holof CHEt B LCY.

« Type (string) - 2 SLCH 27 S4o| REAULICH O F g2 xIHE = JA&LICH

« OrderedList: 7} S8t gfo| HEE
« MultiChoice: 7tS

« SingleChoice: 7ts8t 2t S0iA B AEH
« String: EF ElA

e MultiString: Ot HIAE BXIH

Im
il
Pal
ne

« Integer: <At gt

* YesNo: B2 #

- DateTime: ™ & AlZH gL
« PossibleValueConfigurations (array) - M AF&ILIC} OrderedList, MultiChoice &&=
SingleChoice £ S&oi CHe 74 BiFLCt ZF o= ChEat 22 £40| /J&Lct

« Name (string): Zt2| O|&(E =)

e
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 Description (string): Ztoil CHEt AR (MEL ALE

« Parameters (array) - MEH AP LICH F7F FHE I8t "name=value" F4/0| EAtAE HIA
°|L|E|-
= N

of:

M =SS ML

1: PIl CllO|E{od| CH&t

il

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" 1},
@{ Name = "No" })

4

2. O|lo|E{ RlZoi CHE H-EE =5

g
fjo

SEELIcH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedlList -PossibleValueConfigurations @(

@{ Name = "Public" },

@{ Name = "Internal" },

@{ Name = "Confidential" 1},

@{ Name = "Restricted" }

Get-FSxFSRMClassificationPropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition: Tt A|AEIO|AM SlLE O|& ol EF &M
HMo|E HAigLCt.

o}l 2t0|E:
- Name (array) - MEH ALEQUL|CH AME 54 Holo| O|F HiERILICE O|§2 X|I'H5tX| ot
x4

BE2 ot AAEC 2 E &8 Yo|E HhatgrLict

(IR
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A

1: T A LAEM 2E BF §4 HolE AMELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

Set-FSxFSRMClassificationPropertyDefinition

JIE 25 &4 Holo| £ +HFLICL

i geigul]=

* Name (array) - 2 S QLIch =HE £4 o|F 2| ti& Lt

« DisplayName (string) - 14 AFEFRILICH &4 Holo| M| EA| O|F &LCH.

« Description (string) - =8 AL LICH &4 Holof CHet A AHLICH

« PossibleValueConfigurations (array) - M&H AF&QIL|C} OrderedList, MultiChoice &
SingleChoice &0 CHEt 22 T4 HHEILICE ZF o= OS2 22 £40| JU&Lch

« Name (string): Zfel O|E(E)
« Description (string): gtoll CHEF AHE(MEE ALE

- Parameters (array) - &4 AFEQILICH "name=value" @A M| Xt HHRAQILICEH
.I

=

—

« PassThru (boolean) - MEH ALEHQILICE true2 MASIH £MHEl &M Ho| ZHA E HHErehL|Ct

(IR

1. 71& &4 Eolof cfet B2 7158 2fE Uolo|E—LICH

$values = [System.Collections.ArraylList]@()
$null = $values.Add(e{
Name = "High"

Description = "High Risk Content"
)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {

T Ew
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param($values)
Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

Remove-FSxFSRMClassificationPropertyDefinition

P

Tt AIAZIOIM Lt Ol4r0l £8 443 HOIE MAFLIC. 2LolM HolE 44 Moot xHE 4
o

ol
=
RAE LT

ul2}0|E

« Name (array) - Z= S LICH MHE £ olF 2 sl LIC.
« PassThru (boolean) - MEH AbEFQILICE true2 MASHHE KM7{E M Mol ZHA|E greteh|ct.

of:

1. B 54 Holg Mg

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

« Name (string) - E I LICH B/ 7&Q0

« Description (string) - ME{ AL QLICH BEF 3 Q]

« Property (string) - 2 ESQLICH MAYEE B2F 549 o|FLICE 7|&E &4 H9| 0|0
O{oF gLct.

« PropertyValue (string) - B4 AP QILICH SMof &€& gtduct xIHE 27/ HZFHLIEO
CHall & 3ok & LICE
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Namespace (array) - Z= SFLICH #E0| M8Lk|lz E2 &= E0 R s LCt.
A

Disabled (boolean) - AEH AF&FQILICE trueZ M
Ct.

0>|
ol
3
N
x
Mk
0z
ton
rn
0z
Fu
Hu
41
i
mo
0%
0x
iC]
-

ReevaluateProperty (string) - 4184 AFEQILICH THUE RHLGIHE AZ|E RIHELICH TS
42 XY = JUsLct

* Never: 7|& & gf0| 9= mtBr B7t

« Overwrite: IUO| HAL|H NBItetD 7|E 2
« Aggregate: ItU0| HAL|D 7|E Zt1t
Flags (array) - M= AbEFL|ct %o
&Lt

* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty

* Deprecated

ContentRegularExpression (array) - M4 A IL|Ct ot 2EIXQt UX|5t= Hrt 4l HY
ode L |}
= = .

ContentString (array) - M= AR ILICH ot 2EIXOM HME CHAERE FESHK] &
EAtE o] B E LCt.

rr

Ol

ClassificationMechanism (string) - 2 &=LCt 02 2R/ ste Ol AFSE HIZ{L
ELIct CH2 22 XI8E = }U&LICH
« Content Classifier: It EEIXO|M EH EAIYE E= Er 4 I{HE AMELICH 2=

=HSXHE X|HE i ContentString, ContentStringCaseSensitive & = ContentRegularExpression
2O/ E At 5to] HAME 2EHIXE Holg = /U&LICH

_L

« Folder Classifier: Z2C I x|of izt ot
F

2RF gt
Parameters (array) - &4 AFEQILICH F7 2

k=2
=
TFHE 8t "name=value" EXIY HIFEQILICT.

IR

1.

M7 EHAS A R5101 A3 E RS E S x|gLCH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"
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}

Al
aY

V4

A8stod A8 7tE HS E &

o
ol
i
Bl
o
r
n

2. 871 &

jo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{4}[\s-1?2\d{4}[\s-1?\d{4}[\s-1?\d{4}\b"

}

3. ZC ofeHe| RE mdS 7H EE 7|zt

r
1>

Moz ERstL|Ct.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSxFSRMClassificationRule

o A|AE|M Lt o4 o] 2R/ HEIS AMELICH

IteHO|E

» Name (array) - MEH At QIL|CH AME 2/ #312| O|F HiFJULICH o|§2 XIEs5tX| et
TH2 oY A|ARIS| B E E|S BHEHENLICE

odl:

1. I AA-OIM 2E 27 FAIS HMsLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

Set-FSxFSRMClassificationRule

ERF 7o S48 +EELICL
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u}2}0|E

- Name (array) - Z= §S5QLICH =HE 27 29| 0|F HiFELCt.

« Description (string) - 15§ AFERILICH &[0 CHE ME22 dHLICEH

« Property (string) - MEH§ AFEFQIL =] 2

 PropertyValue (string) - 4184 AbEHQIL|CH
0

- Namespace (array) - ME{ A QIL|CH 73]
Ct.

« Disabled (boolean) - MEH AFEFQILICE true2 M™ESIH7F AEIE HIEHSHEILICEH false2 A
x{5i04 12|12 2515 C),

« ReevaluateProperty (string) - ME AP L|CH Tt RHE 7 A|Z|E HEELICH CHS W42
X|&8t 2 olal|ct.

T AR HE
« Never: 7|& &4 g(o| gi= oAt Bt
« Overwrite: TtUO| HAT|M M H7I5t T 7|E L2 FHoiLIch
- Aggregate: IO| HZAL|T 7|E gt AgTE m HEIt

* Flags (array) - M= AFZLICE &0l CiEt M22 &+ SEYLCH OhF 42 XIEE = U
&Lt
=

* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated

« ContentRegularExpression (array) - MEH AP LICH EAlo] {22 HHQE LY.

- ContentString (array) - M= AFEQILICH CH/AEKIE FE5HK| ot AM EXLUYS MER
HH < L |Ct.

« ContentStringCaseSensitive (array) - ME4 AR QLICH CHARKE &St A EAtA
Ol M2 HiELct.

« ClassificationMechanism (string) - 484 AFEQILICH AIEE ME2 EF HAHUE YL
Ct. Ct 2t2 XIEE = U&Lich

|>

« Content Classifier: I EHIX0MH E§H BEXAIYE = HA HE AZHFLICH 2=

2S5 XHE X|HE [ ContentString, ContentStringCaseSensitive &= ContentRegularExpression
IZtO/EE AH85to] g Z2EHAE Holg = /JU&Lch
« Folder Classifier: ZC {|x|of iz} Tt EF &L},
« Parameters (array) - MEH AP QILICEH "name=value" 78 EXIE 2| MZ2 HHQIQIL|C}.
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* PassThru (boolean) - M= AFEILICH true2 MY SYE 72 RS WretELIcH
0d:
1.71Z £7 720 72l 44 U HYAHO0|AE Ynlo|EFLICH

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"

}

Remove-FSxFSRMClassificationRule
I AlARIOA SiLt Ol4 o] B& 728 Mg
ut2h0|E

- Name (array) - Zs g5LCt &
AME

« PassThru (boolean) - MEH A}&FQIL

of:

@)

1, g

Lo -

| 25 7alg FAELIC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru
}
el &8 3

Get-FSxFSRMMgmtProperty
XIME ECiolM Bl 48 ErCioll H8ElE BB &

ut2to|E

« Namespace (string) - A1EH A}&HQ]

0X
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* Name (string) - M= ALZQlLICt AMe 2| £4of o|FULICE 0|&§E XIHsHK| o B
O| RE | &AM ZHMsHL|C}

« Recurse (boolean) - MEH AtEFQILICH true2 MASIH HIUAH O|A LHS| EE Zof CHsH &
2| A48 ZAMstL|C YA HO|A f2t0|E{7} 2R 8FLCt.

R 7vE T2 2

« Effective (boolean) - MEY AP QLICEH true2 MHESHHE X|IHE 0|2
|AQF M| HE X7 £EEL|CH 0| T

o #al 4442 ZMILICH HMols XIHE YA

ctO|E{7F 2 gfL/ct

of:

1. T A|AEe 2

rn
rk

2 &g ZHMELIC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. 59 EC{o Chet 22| 42 ALt

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMMgmtProperty -Namespace '"share\department"

Remove-FSxFSRMMgmtProperty
XEE ECoM el S48 ™A LICH
u} 2} 0|

- Namespace (string) - A1E4 A}
« Name (string) - Z$ &5l
) -

grel
o = I-

« Recurse (boolean) - AEH A}ElQ] |EP true2 MHSIH HUAHO|A LHS| 2E ZH0| CHEF &
OIA

2| 20| MAHELICH HYAmolA otatole{7t Lo st
ofl:
1. &2l 4o ZE QIAEHAE N HEL|CH.
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. §H ECof|M 22| S8 NMHELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"

Set-FSxFSRMMgmtProperty

XEE Hamo|Ao CHet 22| £40| gf2 HEELICH 22l £42 ECjo M1 2ot Z2ia
7h AYEIR| ofe B R SadelU
u2to|E

- Namespace (string) - M= AFEQILICH E B2 ILCH
« Name (string) - Z §SFQLICH £ 22| £49| o|FLICH EHo| MEE|= 7|&E R
%4 0|o{oF gLk,

« Value (string) - E= &3 elLCt &2 Sdol| e M gLt

(IR

o AHE

I

g dYgLch

i

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMMgmtProperty -Namespace '"share\department" -Name "FolderUsage_MS" -Value
"User Files"

}
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Get-FSxFSRMClassification
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« NotRunning: 34X A™ SQl 277
« Queued: EF/ 7t AIZF CH7|HH US

* Running: 277} & &= SLCt.

1. X 7 SEE ALt

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

Start-FSxFSRMClassification

ool 2/ M85t BER EIME st It B/ ZEMAE AIERELICH

.
i
jo

u2to|E

« Queue (boolean) - AMEH A}EFQIL|CE. trueE MAMEstHEIF 28 22 th7|Qof| F745t0{ CH 58
O|LHof| A&ErLICt o] 7|zt S¢t CH7| & E Zd2 & A™ELICE falseZ2 A™HSHHLE X[ H
StX| etom BRI7I A Al=FELICH

« RunDuration (number) - MEH AFEQILICEH FAE|7]| ™Mol 7 Z2MAE A™SHoF 5t AlZ
2 XI™ELIc &8 a4 -1 ~2147483. S 4L
- -1 FaE EEHUF | &3
- 0:E A¥sto] &
o K|H3IX| fom™It 2t 22 b K| A—>E LICH

LS

of:

1. Alzk Mgt glol /R E AIFELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
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Start-FSxFSRMClassification -RunDuration 0

Stop-FSxFSRMClassification

ot AR A FolHLE CHY| B2 B/ e SKIgLICH

ozto0|H

=]

of

1. A B2 2R E SKIFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Wait-FSxFSRMClassification

7t 2= 2 W7kR| Z|CHELICH B &

= A
20f o|E5HE BB SOk st B0l WU A

o0 rn

|7C-I
S

X
&7

o

* Timeout (number) - M= AtFQL|CH 277t 2=2E W7HX| 7|ChElE AMZtE = B
Lich 2%/ 7t 22 57| Mol Agt AlZto| Btz &I BRI0|E BHetstK|BH WOzt = oM
& HYELICH RE8 2k -1~ 2147483 S5 L

-1 2R/ b 2= E WKl F 7|8 tho (712 8L)

0: S1XH MEHE SHOlstn 7|CH2IX| o1 FA| uhEt

AL HU

]

NI

of:

1. 277t =2 W7x| F7[8 7|cHEL/cH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification
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}

Set-FSxFSRMClassification
T B0l ChEt 24 MEg S
ot 2tO|E

« ExcludeNamespace (array) - ME{ AL QILICH EF0AM M|E
« ScheduleConfigurations (hashtable) - ME{ A& QILIC} CIS &
&35t= Sl Al EllO|=:
« Time (datetime): S A&E A|7|E X|HSHE DateTime ZA|(E <)
« RunDuration (number): 2 A&st= O ZEl= AlZHAE AR
« Weekly (array): B HiQQ(MEH AHE
« Monthly (array): & Hid, OFX|2} Hof -1 AL (MEY AL
« Continuous (boolean) - *._‘"5—'1 ArE LT true2 MY XSl 8Ot RE 2R/t 35
ElLct.

« PassThru (boolean) - MEH AFEFQILICE true2 M5 £MHE BE7 A4 R E greteh|ct.
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r
[ul

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

Al
=

1]
0%
ek

=
T

N
MHI

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {

param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule
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}

3. A XIE M| =S At8sto] EE ™S HEELICH

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}

$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)
Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

Olsstm, Bt = AXIE 4 QU THUS Awstn, T 2E| WM F4 25t o 20|
ELICH ot ARH IY fY8, 55 0, CiET ot ot AAF L &L ASH S 2446H= 04
fEHO| HIME MME & e
HIMRE
CIEo 22 B0 82 d8E = &Lt
* DuplicateFiles
T 79 Al HIDE 7|Bho2 REXT} SUS BUAS AEELICH 0] BTME AHS 50 2T
Qe AEZ|X| 37tE AH[Sle 55 WUS H&LICL ETIMe 55 IS 856D 55 ot
2 M7Hstod 57 = U= & 37t2 EAIFLICH
* FilesByFileGroup
Y 18 WS 7IZEe 2 talg OBststn %4 it J80| AERIX| A8 S EAIELLCE Of
HEIOME A83t04 AEE|X| S7HE 7HE B 0| 2H[StE T FE(EAM, O|Clof, A ot §)2 1t
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* FilesByOwner
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AAERE ItE OE86tD 2 AF8AF EE= O50| AH[5tE 2EE|XK[e] ¥ EAIRLICE Ol B
TME ArE5t0 AEZ|X| S7HE 71 BLO| AH[SH= AFEXLE AT AEZ[X| HIE E= Y
2F X
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g2 HHotH €8 + U&LICH

FilesByProperty

ER 4422 7Z02 1S OBHEtT 2 24 2ol CHE T & L AEE|X| AHIE EAR
LICH Ol EXME AE5tod Lo I E &, REMHEE EZE 7|20 22 2R E 7|HeZ2 0ty
g =Me =+ J&LICH ol En M= AE5to] IS E/&lok ELICIER 73
FileScreenAuditFiles

A ERI7H 8 mtd o] ofs RIEHE mtUE K Sted D A=t I HAL @ghS LdEfLIct. o]
HIME A8 T ZA MM B4 8 BB D 015X o2 1t KBS MY 5T &
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LargeFiles

XHEE 37| dAHZ =S
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LeastRecentlyAccessed

XEE L S MM ASHK| f2 oA S LIFELICE ol ETME ArEstod Etst7LE XH|E A&
= T HEE D
MostRecentlyAccessed

KEE U= Lol AMAS mtUS LEHE LI

QuotaUsage
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A E2[X| 20 Moi| HAMASHE{H

\\file-system-dns-name\D$
ol A:

\\amznfsxaallbb22.corp.example.com\D$

2. StorageReports EHE O|SELIC Ol EEM= ETM 8 U MM IMHEHE 2 HE 59 20
7t ZEE|o] &Lt

(® Note
22| D$ S 7ol HM|AseH 2E|AH AHE ZF0| EELIC

AEER| EOM 2 ALY

F28X0|1 ZNMQI AER|X| EIE HEEE{H OIS 2 ALRIE EAM L.

Ms 18 A g

FSRM2 CHEo| It US AZHSHOF S22 AEE(X| EIM M2 2lAaA FoFMelL|Ct,

. H1 HQ| X3 - D2t 0|E{E AR 5hod TR T = C =
Namespace AM[etfLICt 2 CIEEZ| X AZH2 2|AA EFXMOo|0d t=E5t= O & Alzto| AE

= A&LICH

« AEZO0| M2 AlZtol 2T A 02 - A|AR] B S0| M2 7[7F St o< E B ME M-St s
of O|xl= FES 2|AstELCt WM 7|7 E= 7B |X| &2 2 S0l EoAME MK oty
A2,

- Mt UAHIZE AN - AL TtEt0|E{E AH86tod B A £ A™ 7t s¢Et oIo|E 2 A gHehLCt.
0 & £0{ LargeFileMinimumE& 1MBE Z1tst= £ E TO| ofL|2t ZALE mUS AHEFH= g
S =2 M™gLC.

« RunDuration Mgt A2 - ET M7} LHF 22l A E|o] A|AE! Msof| QeSS FTX| AT E
RunDuration It2tO|EE HEELICH 2T M7 AlZH &3t LHof| 2 E|X| fo™ of &FEl Chg A™

Soil X{7HE LIt
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- BEOM 88 BLEZ - ET1ME 2R 5t= Get-FSxFSRMStorageReport Ol Z2|= AlZHE &0l
= O ArS &t _|_A-I7P XI-’—'T-"—*. E 7 2o dele 842 HE &6/7Lt RtF A~SHX| @
Jd0| E&LICH

- dEOIBME-"FL ST MY -MF SF"Ec"HE ST Y- ZE SR"A Z0ol EMH OY
o A™ A7 LEHHE &t dBHC 0|§ 2 En Mol MB Lot

- o B A - SYE HYAHO[AN CHE o ET M REE ddste 42 W el BTt
Ot=l 042 ReportType 2t = U EDME HHELICL Ol FSRMO| CIAEE| 7R E B HEF

- I THEE EET - ot I{E mt2t0|EE AI8Stod ETIME S 0t R0 S LICH o E
EoiciET 2 EAe M HIC|R oY, Ci|O|E{H|0|A mtd & of7t0|E m o CHEt HE ol &
TME Mdstod AEE|X| AH| IHEHE O & O|sHE = U&LICt

- R &8 88 -FilesByProperty ET1ME ALE5t0of 270l et LS EAgLICE O[F A st
™ o o|0| U= CIMOIEE UE =+ U&LICt

BOM Y| AE - 20 ANE HES D Ztol ChE TIS £F AlIZHS ofeFELICH BoAME

AE2IX| 22| AME WElE Ol ARt Zojp g 88U

. Ol BETA EEt- 1M TS Alzto] x|gfoll et FRElo] AEE|K] B2+ AH|ELICH BT
M THelofl CHEH B RS MRstT Of oA TRsH| of2 0% B TME ARIsHAHLE B arsLIct

. ofo MEIAE BT - O3 BT AE MAstod BT A ElAES T oo S M5t
7| Zoil oll4F ZTHE =

AEQX| EoAM B2 H

AEECIX|ED t2lst7| @a & 7FX| FSx ©Z3 PowerShel T2 Z|0f| HMAE = U&LICH

1. BT M Ho| H - EME OIOIE, ETME A™E Al7| & MMe HAlg X|Hsle AEEXIED
MTEE Ay dM = L A AHE L CH

2. BEOMAMEH - AEZX| ETM M2 AlZ S|, ZLEHZ 2 7|CHILICH o248t HAES Al
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Storage Report FSx #4723 PowerShell B& =5
(® Note
EZ

Ol Ho|x|e| 2E oMoz T A|AE O] Windows 23 PowerShell 2= 2 QI
$FSxWindowsRemotePowerShellEndpoint B8 MOt 7HHELICt Thd A|AE
o| M8 HE H0|X[2] Amazon FSx Z2&0|M EE= BHE Ar& 5100 A EEZQEE AWS

CLI describe-file-systems 3& + Ql&L|CH

BuM Hol Y

New-FSxFSRMStorageReport

New-FSxFSRMStorageReport: X[ C|ZHEZ|E 2445104 5tLt 0|4 2| 21 A

E2X| E1MHE dEFLICH

It2HOlE:

od

« Name (string)- Z=%
)

* Namespace (array

odAIOE X|X-Iol- ‘¢' ?,\Iﬁl_“:f
. B

a2
- E0 7. of: [FolderUsage_MS="User Files"]

* ReportType (array) - L= ESULICH HMHE B0 M ROl HiE

U&LICE.

7
« FilesByFileGroup: It O & HHAHEE oS OS5t LICH

=
|
-4 gBULICH MY P2 TE B0 RE0 HjY

ILICH B2E oqY

. Mnchnrnn+1\/Arrnccnr| 7<|:'-O-|| on” St J_LIL°|2 l !_o=|%|-| IrI-
AERIXIETM
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« QuotaUsage: &2 & AT SHE EAIZLICEH
EN
=H

122
ReportFormat (array) -«
Ct.
e DHTML: & HTML &4
* HTML: % HTML &4
« XML: XML 4|
« CSV: '}f:‘li_"._E
« Text: it
Interactive (boolean) - MEH AFEQILICH true2 AMSIHIL CHstE E 0 ME MAEHLICE oY

stE BN dd = +8g = gi&Lich

ScheduleConfigurations (hashtable) - 21 M7t CH3tEQ BRE MelstT 2 gh|ct ot
2 S48 71l U™ 282 Z85t= SiAl ElO|E:

&t A|7|1& X|™H35tE DateTime Z4&|(E )

« RunDuration (number): 22 A= O Z2l= AlZHAEY AR

« Weekly (array): B HiQ(MEH ALE

« Monthly (array): & Hid, OFX[2F Zoi| -1 AFS(MEY AFE

o ﬂl

o°='-

 Time (datetime): ZS A

E1 MY o2to|E:

FileScreenAuditDaysSince (number) - B AL&FQILICEH FileScreenAuditFiles 2112 &
? A O|HEE Z e 8 XIEFLICEH

FileScreenAuditUser (array) - MEH AFERILIC} FileScreenAuditFiles 2110 A E1 M
off Z&& ArEXH HAM B2 X|HELICE Ol2HEt Ar8Ate| Tt ZHAF ¢|ekph Z &HE Lt

FileGroupIncluded (array) - M= AFEQILICEH FilesByFileGroup 21 A9 A< L& ntl
JEE RIggL ot

jn
H

FileOwnerFilePattern (string) - ME4 AFEFQILICE FilesByOwner 211 A 2] A< At
HEg oty S x[-EELc.

PropertyName (string) - t1EH AFERILICEH FilesByProperty 211 A12| A2 OE5tE 27 &4
2 X|™ghct

FolderPropertyName (string) - MEH AL&ILICt FoldersByProperty 21 M| A2 O&3%t
g EC S48 KI-ggu ot

PropertyFilePattern (string) - &4 AL&ILICH FilesByProperty 2! FoldersByProperty|
M A0 E Le{dE ot jHE X1 EhLlc.
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A

e LargeFileMinimum (number) - ME4 AL ILICH LargeFiles E11MO| B2 &= =4 It 3 7|E
HHO|E EtR{2 X|HFLIC
« LargeFilePattern (string) - MEH ALEQILICEH LargeFiles 21 Mol A< ZOE ZEHZAE It

Y &S X[EELch

« LeastAccessedMinimum (number) - MEH AFEHQ]

Orx|2f AMA o] F =& L+E X|IHELICH

« LeastAccessedFilePattern (string) - MEH A}
42 A0 E HeldE nt oS XI-gL ot

« MostAccessedMaximum (number) - 414 A}&}
X|gF HM A O|F z[CH LB XIHFLICH

« MostAccessedFilePattern (string) - MEH AME

< 20t EEE ot miEHE XYL

!

¢ QuotaMinimumUsage (number) - 4184 Ab&QILICI QuotaUsage E 1 AMQ| B X &

ST ASES XIEELICHL

of:

=1

Ql
©

1. & 2

H oS oY 20 A
$schedule = @{
Time = ("3:00 AM")

Monthly = @(1) # Run on first day

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace "share
\data" -ReportType "LargeFiles" -LargeFileMinimum 1@@MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}

2. 07 LA mo|A 2

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
4

RunDuration

EES

LIC}. LeastRecentlyAccessed 21 AM{Q| B

QILIC}. LeastRecentlyAccessed 211 A 2]

ILIC}. MostRecentlyAccessed 2 1A 2| A< Ot

ILIC} MostRecentlyAccessed 211 A2 4

ok
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}

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {
param($schedule, $namespaces, $reportFormats)
New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule

3. 5 A| AlE|E CHatE BT ME AMAdghLich

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive

$true -ReportType "QuotaUsage"
}

Get-FSxFSRMStorageReport

Get-FSxFSRMStorageReport: I+ A|AEI0| A StLt O|& o] AEE|X| EDME HMELICH ET M
H

T8 & HEfo CiEt MF HEE BrErerLICE

ut2tolE:
* Name (array) - M= At QIL|CH HAME 2 0i o|F2| HIERLICEH O|§ 2 X|Hetx| o &

212 1l A|AEIO| IE AEZ|K| EOAME "HEHEHL|C}

of:

1. I+ AARIGM 2E AEE|X| EDME AMELICEH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport
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Remove-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport: Tt A|AEIO M StLF 0|4 9| AEZ|X| ETAE MHELICH $4RY
Al =0l H M= MHE 2 eia Lt

ut 2t 0fE:

« Name (array) - Z S LICH MHE ETM O|F 2 Bl LCt.
« PassThru (boolean) - ME AFZQILICEH true2 AHESHH MHE 20 2| E BHEHEHLICEH

of:

1. Bt AEE|X| ETME N HEFLICE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name '"Monthly Report" -PassThru

Set-FSxFSRMStorageReport
u} 2} 0|

« Name (array) - 2 ESLICH =HEE E1M 0|F2| Hi
- Namespace (array) - MEH AR LICH BAMYE B2 E= £ 82| tfELICt B2 & oD
SAo R XY = JUsLct
ol A2
« £ 5. o: [FolderUsage_MS="User Files"]
* ReportType (array) - ME{ A QL|CH HMHE BT ol i@t O 22 XI™E =
A& LIt

oY

ﬂllﬁ

* DuplicateFiles: ¥ 37| U ZHXE 7|bto2 55 nj A|H
* FilesByFileGroup: It O & HHAEE otUS OS5 LICH
« FilesByOwner: ARAIHEE TS O E5HELICH

« FilesByProperty: EFf £M8H=2 0teg J5sHgLCt

e FileScreenAuditFiles: It ZAt 2{8t2 LIFEFLICE

* FoldersByProperty: 22| SMHEE EC{E JESHELICE
 LargeFiles: X|HE 37| YA S Zotote THUS LIFELICH
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=
ol

+ LeastRecentlyAccessed: =20 HAMASK| ot otUS LI ErLICY.
« MostRecentlyAccessed: Z[Z20i HAMASH It US LI LICH

« QuotaUsage: & A SHE EAIELICH

Ct.
 DHTML: & HTML 34
* HTML: X HTML 84

XML: XML & 4]
- CSV:EEZ FEE 2B
« Text: Ut HAE 4]

ScheduleConfigurations (hashtable) - E1 M7} CHEE QR ZRE Helstn B ELICH C}

2 5482 718 4™ F 42 Z &5t sHAl EIOIE:

- Time (datetime): H 2 AdE A|7|E X|'H35l= DateTime ZHA|(E )
« RunDuration (number): 2 AldMst= O A2l= AlZH(ME ALY

« Weekly (array): B HHYG(MEH AR

« Monthly (array): & HHE, OFX|2 Z0i| -1 AFS(ME AR

PassThru (boolean) - ME{ AFEQILICEH trueZ AHESHH HE B0 A XS BHEHEILICEH

T AE oEk0[E

FileScreenAuditDaysSince (number) - MEH AP ILICE FileScreenAuditFiles £ 1A12| &3

@ AALOIHIEE Zote U8 XIGELICH

FileScreenAuditUser (array) - M= AF&ILICH FileScreenAuditFiles 21 M| B2 £ 1 A
of Z&E AL AL HE s ¥ 2 RIHELICE o248t AFEAte| mtd ZHAL @{EFRF 2 FHELICH.

FileGroupIncluded (array) - A& AL ILICH FilesByFileGroup 21 AQ| A< Z & & ut
g2 AEgct,

jn
H

FileOwnerFilePattern (string) - &4 At ILICH FilesByOwner 2E1AM 2| A< At
B2 ot mEHE XI-Ego

PropertyName (string) - 1% AL&QILIC} FilesByProperty E0A{0| B2 O3S BEF &4
g X|YgLch

FolderPropertyName (string) - &4 AL&ILICt FoldersByProperty 211 M2| A2 O&3%

g E0 S92 x|Eguoh
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PropertyFilePattern (string) - M4 A& ILICt FilesByProperty 2! FoldersByPropertyOf|
M A0 E He{3g ot S XI™HEch

LargeFileMinimum (number) - ME AL QILIC} LargeFiles 21 A2| B2 = %[4A TtY 7|8
HtO|E Et{E X[EELICt
LargeFilePattern (string) - 4B AFZQILICH LargeFiles 21A2| 39 ZNtE ZE{2E 1}

Y e x|FgLct

LeastAccessedMinimum (number) - ME4 AL2ILICH LeastRecentlyAccessed E 1AM 2| B
ObX|2f AN A O F 2|4 YE RIHELICH

LeastAccessedFilePattern (string) - ME{ AFZ&LICH LeastRecentlyAccessed 2 11A{2|
Ze dutg Lel2lE ot i E xI™ELc

MostAccessedMaximum (number) - 1=4 AL @ILICt MostRecentlyAccessed 211 A{2| Z< O}

X|ot AHA 0% ZiC) USE RIFELICH

MostAccessedFilePattern (string) - 184 ALEILICtH MostRecentlyAccessed 211 A2l 4

< 20 e ot iEHE XIEELcH

s
ol

E

ek

QuotaMinimumUsage (number) - MEH AL QILICEH QuotaUsage E11A2| B2 E &
SE ASES KHFLICH

IPNE

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)
}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}
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HaM A EY

Start-FSxFSRMStorageReport
t2t0|E

« Name (array) - 2 ESQLICH A|ZE 21T M 0|E9| HHQEQILICEH
* Queue (boolean) - MEH AFEQILICH true2 A SHH7} CHS 52 O|LHol| A™ME 210 MHE |
of F7IgtLICt o] 7|2t St 7| Q1 RE H M= &7 AMEILICTH false2 MA5HHLE X| &5}
Xl eto™ B M7t F Al A|=FEILICE

« RunDuration (number) - MEH ALEFQILICH EDME F|ASH7| Hof A&SHoF 5t AlZHE X|H
BfLICH &8 gk -1 ~2147483. E4 gL
e Q: &AEVXR| A

o -1 FAE MR Al

XIdstx| et 2tz E W7k K| AELICH

r
el

o

o[ A

1. 2EE|X| E1ME FA| AEgLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. 7|1ZF H|3to] l= AEZIXK| ETME ch7|¥o)| & Lct.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4

Stop-FSxFSRMStorageReport
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« Name (array)- Z=
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O Al

1. Y AEEX| ETMHE SX|ELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

Wait-FSxFSRMStorageReport
el yul=

- Name (array) - Zs ESQLCh Ch7|g8 E1AM O|F9| Hid Lt
) -

* Timeout (number

M= ArE Auct _‘?'__lelﬂ 22 7 x| 7|ohEls AlZtE = B2 X1
gk 2347t 2E2 27| Tofl Mgt AlZto| B2 2| BF2E erErstx|er 2o g2 Wt
2E0M A& HAAELICH REE 2L -1~ 2147483, S &L

- -1: 20 M7t 2= E K| R 718 CHZ (712 2L)

- 0: TN HEfE st V|ChE|X| of 1 JA| et

O Al:

1. AEBX| ET M7 22 E W7 x| £718 7|cHEIL|Ct.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"
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. HEJ|IZE ZDtets BRE DY X
. BR 442 7|¥oR ofztole AEEIX|o| T A

Get-FsrmClassification BHE AtEoto] U Hdof HM|AstD 2L E 7|H 2 Adg e

= UA&LIcH

22}0|HE = PowerShell AT ZE0|M FSRM 27 &4 £ = 7|E} FSRM HEHH| O|E{0f] U M| A 52
= 1E MHAlo| FSRME A x| E|0q Qlo{oF &FL|C}.

LICE ol2{gt 4 & Ar&3stod It A|AR 0l A FSRMO| A
2 ot HMo 22 T|sel 4d & 7Y thastsie VIEdE dEY + U&Lc

FSRM A& 2 M 7tx| HF= FJE LI

ASRIL Ed e 3tEol ofsf AEFE IHUS MY ottin & M ot 3t A A BIZEQILICH o] ™
Elgstn SQlL|X| 8f2 e REE MY Stedl AF Almst= AHE

« ReportFileScreenAuditEnable -O| AH2 FSRMO| It ZHAL 2[et2 7|8 35t=X| 042 E A 0of
gfLICH HIgd3tstt FSRM2 Tt 3t 2|8 S 7|5 ot x| 20 FileScreenAuditFiles 211
Mol EAIE Clo|E{7} Q& LIC Th 3tHH ZHAF E D ME AFSstE{To| MXg gdstafiok gLct.

. ReportFileScreenAuditDaysSince -0l MY ot 5tH ZEAF 2 Mol 7|8 Azt HRIE A
SELICH EAI" HElE XI'HsHXR| 28 FileScreenAuditFiles 21 AE M45tH FSRMO|O|
S ASELICH MHE 7|22k (0l 30Y)S Hd™SHH Bt gt 7|5 Clo|HE =&stx| o B0 M

7t =2 2lEtol 2™ E ZHE + J&LICH

« ReportFileScreenAuditUser -O| A2 It 3tH ZHAF En Mol Z&E 7|2 AISX S8§2
MBELICH Z&e AFSRHE X|I™5HX| £ FileScreenAuditFiles E1ME 4d5tH FSRM
O|0| S5 AMEFLICL HIo{ /e B2 _TU\‘|01|E 7|BMo 2 BE ASAVE ZEELICH ol MY

2 MEslod ETME §H A8A 28 = FA0l HEE + J&Lch

FSRM A% 216



Amazon FSx for Windows File Server Windows AtS A M

712 E0M EH

712 EoM ZEl MHE 5 Iet0IEHE XIEeH K| 0 AEE|X| EDMHE HMHE i ASElE 22

M3 etLICt olgdst 71822 EoM MMHe ZtASIst T QA EoM Zhe| datde BRI

Z+ B0 M f8olle oZE 712 dd™Ho| /ULt

- BT IY B M - 7|2 %[4& ItY 3 7|8 ReportLargeFileMinimum %5t 7|2 Tt TiH
ZIE{E ReportlLargeFilePattern A& gL|CH.

o XA HMA TY HTM - 0FK|2F M A O|F 7|2 Y+E ReportLeastAccessedMinimum &4
St 7|8 ot mE EE{E ReportLeastAccessedFilePattern A& ErLICEH

« 7% Bio| AMAE IU E1 A - OFX[2 HA|A o|F 72 2| Y=
£ ReportMostAccessedMaximum A&35t T 7|8 ot o ZE{E
ReportMostAccessedFilePattern A& & LICH

« ARAEIY ETM - 7|2 Y & ZEE ReportFileOwnerFilePattern A&stT X &g
MEXIO| 7|2 S5 & ReportFileOwnerUser AAELICH
- SEE MU ETM-EME VIE EF ’—.‘“— ReportPropertyName M35t 7| ot i &

E{Z ReportPropertyFilePattern A& gL|C}
- BUISE DY E0M - ZYE 0tY 52| 7|2 552 ReportFileGroupIncluded A& g
L|CH.

|=I

- EEFEAME ETM -T2 2|4 §YH AL E S ReportQuotaMinimumUsage A& ELICH
HOME MAMshmf B oA FAollM oi2loleE E”*l E Hstod ol 7|22k e MHolEg +
AUELICH T 7|22 aE XI™sHK| o2 2o g MLl

E1 M X8t

HoMAE MY AERK| B0l ZEE 2cH @S +8 Mo{gLict o2t MEte ohg F It
X X2 AL ELUCH

1. S 2| - ETMO &= £E Nttt ETME MASHHL BT 8t A|AE BIAAE AH|SHE
ol T 22 ZEIX| f&Lich St JHo| U BAMetE OIfE EIME AlAH M52 22
st Ol ¥ Alztol 28 £ l&Lich

2. EOM AIBA - 23 7ol #20| ZHE HOME ZE U BMs7|7t ofdaLch oM MEe
E0M7E 7MY B0l £ 2 ClolE| XX & 4 UTE Fuo

H1 M MEtol cHet MESHE Mo{E dEe + A&LCh
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- A ANE - R A0 2E B0 M| & 0t =& ReportLimitMaxFile A|&H&fLICt

—

« Per-report-type M8t - ReportLimitMaxFileGroup, ReportLimitMaxOwner%/e} Z2 AHES
EMEIM YN Z&e 08, ARK E= &4 219 &8 ReportLimitMaxPropertyValue
P P y

A|gHehLct.

- &Y AMEt - ReportLimitMaxFilesPerFileGroup, ReportLimitMaxFilesPerOwnerZ!
o Z+e MAJe " Ao ZH I= Lijof EA|S ot &=

ReportLimitMaxFilesPerPropertyValue A|&t&fLICH.

Mol =1 B o] H:o1| +sﬂ%% L}

FSRM A% &

M M HAMSI D £34517| Qe Aol M AE = USLICH CHS HHE ALE5H0{ AAH] T
O| FSRM Sitg LIt

(® Note
o| mo|X|2| ZE Mo ME T A|AEI Q| Windows 23 PowerShell IEZQIEZ
$FSxWindowsRemotePowerShellEndpoint #Hs8 Hol#ictn 7HHELICt o] A= Z QI
EE= 0t AAEIO| ME HE 1 0|X]|2] Amazon FSx 2& 0| EEE HHES ALE3510{ AWS
CLI describe-file-systems &2 £ Ql&LICH.
Get-FSxFSRMSetting
Get-FSxFSRMSetting: It A|AEIO| 34X File Server Resource Manager A2 ZAMBHLIC}H Set-
FSxFSRMSetting2 AI&30 £HE 4 Qe Mot J—‘EE L|C}.
ut2tolE:
=)
of

1. X FSRM AHE 25 ZAMFL|Ct.
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMSetting

}

Set-FSxFSRMSetting

Set-FSxFSRMSetting: It A[ARIS| 22H ot MH 2|44 2E|A HEE +ERLICH O[2E
MYMe AER|R| ETAC 7|22t MZ5tT FSRM S&HE Ao{gtLct.

u} 2+ O] Ef:
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ReportFileScreenAuditEnable (boolean) - &4 AFEQILICH mU AL ZHAF O|HIE T}
FSRM 2T Ao Z&E|E=X| 0{F & Mo{gLict.

« ReportFileScreenAuditDaysSince (number) - M&H AFEILICE FileScreenAuditFiles £10
ME SMe M oY HAF @BtS ChA| & E 7|2 d+=Lct

« ReportFileScreenAuditUser (array) - MEH AFEILIC} FileScreenAuditFiles 2 11 A{0] X
e AR AEHe| 7|12 55 i JLct.

7|2 En M 2HE M3

ReportFileGroupIncluded (array) - MEA AL QILICH 7|2Mo 2 EnAfof 2&e ot O
£ Ol& 2| Hi Lt

« ReportFileOwnerFilePattern (string) - ME At LICEH ARA ET MY oto| 7|& ot
U mEHULICH FUEFE(x U ?2)E XIRELICH
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- ReportFileOwnerUser (array) - B AFEQILICH AfX
SAI0| AFS K HHE LTt

* ReportLargeFileMinimum (number) - B8 AL LICH CHEE T 2D Aol 7|2 |4 Thd
A7[dLct,

« ReportlLargeFilePattern (string) - ME4 AFEQILICH CHET T BT Mol 7|2 me] TiEd
AL|ct tdeste(x & ?)8 X[HFFLICtH

« ReportLeastAccessedFilePattern (string) - MEH AFEQILICEH Z|A HAMA I E A9
7|2 ohd T L[t et EFtE(x & ?)E K[ ELICH
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« ReportlLeastAccessedMinimum (number) - 14 AFEQILICH XA MM A m 1 A{of CHE
OFX[3 HAMA O|F 7|2 x4 Lot

« ReportMostAccessedFilePattern (string) - MEi AP QILICH HMASHCHEES| ot &
oMol 7|2 o Tt tUEFE(* I ?)E X|ELICH

+ ReportMostAccessedMaximum (number) - A1EH AFEFQIL|CEH HAM|A S CHEE Q| Th 2 11 M0f
CHEF OF X[ HA|A O|F 7|2 =[cH Y=L ct.

« ReportPropertyFilePattern (string) - M= AFEQILICH £ B 9| 7|82 ot THE Q!
Lict etEsteE(x U ?2)& RIELICH.

* ReportPropertyName (string) - ME AL RILICH &£ ETAMO| 7|2 &7 O|FLICH.
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ReportQuotaMinimumUsage (number) - A1EH AFEQILICH SEEF AL BT A
= ALSELICH.
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« ReportlLimitMaxDuplicateGroup (number) - MEf AL QILICH &
a5 0t a9 2o =LCt.

ReportLimitMaxFile (number) - ME{ AP QILICEH AEEIX| ETAMof| Z2&He =|CH ot =2
L|CF.

* ReportLimitMaxFileGroup (number) - ME4 AFRQILICEH EO M| 28 & 2|0 ot O F =
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« ReportLimitMaxFileScreenEvent (number) - MEH AFEFQIL
e Z|C] ot 3t O[HIE =L |C.

« ReportlLimitMaxFilesPerDuplicateGroup (number) - MEf AI&QILICH &= 0t E 1A
ol 55 &Y 2| It =LCt.

« ReportLimitMaxFilesPerFileGroup (number) - MEf AbgtQlL|Ct ot O F B AME nped
olmtd OFF Z|CH mtd =IL|C.

« ReportLimitMaxFilesPerOwner (number) - ME{ AFEQILICEH ARA ET MY Ttlo| 4R
At Z|CH Zhd =Lt

« ReportLimitMaxFilesPerPropertyValue (number) - ME{ AFEQIL|CH &4 E 1 AMHE niQl
o £ 7t Z|CH ot =L|C.

« ReportLimitMaxOwner (number) - 14 AFEILICH ARA EDAME npdol| =& & 2|Cf &7
R =t

« ReportlLimitMaxPropertyValue (number) - A4 AbEQILICH &4 E MY ot Qloi| Z&He

z|CH & 2k Lot
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« ReportLimitMaxQuota (number) - ME AL QILICH ST AL E0Aof Z&e 2[CH &S
FlLct,

7B M-

« PassThru (boolean) - ME{ AFEQILICE trueZ MG =HE M K| E BHEHEFLICTH

of:
1. 30 7|52 AIE35t04 7|8 ot 3tH ZAIE F#/-d&LICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru

}

2. 712 8T o En M d¥E F Lo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 10Q@MB -ReportLargeFilePattern "*.iso"

-PassThru

}

oY A|AEI0|M FSRME & 4481824 AWS FSx for Windows File Server= T 22| &5 of Cist 0]
HE 238 4/dsto] 7248 EH’S( WS CloudWatch Logs 5= AWS Kinesis Data Firehose)2 2 ™
guch olz8t 2= FSRM &2 ZLIEESI D, X sidstT, ot 2| #89 HA FHE
X5t ol ==o0| Euct.

It A|AEIO|AH FSRME & 44515 AWS FSx for Windows File Server= O|HIEE 2Z45t0{ 2 M E

Hao 2 MEELICH CHE O|HET Z7ISELICH
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« FSRM MH|A O|HIE - 3] MY MH|A 2F 2 29 Alnjf =0l

FSRM 211 HAA

futok

FE

sk

FSRM 220] HMASH= {%x|= FSRMS [ 43t CH&bofl w2t CHE LY.

CloudWatch Logs

X|Het 23 2§22 0|535t0{ CloudWatch Logs &0 22 & =LICH CloudWatch Logs
InsightsE AI35tod 218 AM ZIE&l 2! EM35l 1 CloudWatch ZEE M%slod EX o|HIEE

orel 4 lasLict.

Kinesis Data Firehose

2= Amazon S3, AWS Redshift == AWS OpenSearch Service2t Z 0| Kinesis Data Firehose

s AEE|0 __I.LA-|E| CHA S 2 MEE|LCH MEs AEEDN SSHE EF 2 MHIAE AF2510{ 2
a8 xelstn 24 = &L

LB ALE ALl

CHt step-by-step OIIMIE A S & LICt.
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O] &AolHE YR QI File Server Resource Manager XH40|
O oMol M= FSRM 7|58 AHE5tT F345t0{ [EH=Ql ot
L|CF.

rI-J

@ Note
o| Ho|x|e| ZE oA|oflME T AAEIO| Windows 273 PowerShell IEZQIEZ
$FSxWindowsRemotePowerShellEndpoint 45 Mo|gictn 74 stLCt
o M5 ME H|0|X|2] Amazon FSx Z2&£0|M = BHE AFE5t0{0| A=EZQIEE AWS

CLI describe-file-systems & & & Ql&LICH.
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Amazon FSx for Windows File Server

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "10@ GB hard

limit for department folder"

MEY ALY €Y EE o101 AAEF0[85% 2 AL L &S FIHefLCH

$thresholds = [System.Collections.ArraylList]e()

$threshold = @{
ThresholdPercentage = 85

Action = @(

e{
ActionType = "Event"

EventType = "Warning"
MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)
Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations

$Using:thresholds
}

FEEo| dEERex] Felghuct

w
ok

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

}
oY IES A85tod SH I R M
o] M ME AP AL7F 712 "Audio and Video Files" I OE2&8 AI25104 2C|2 2l H|C|2
IUE HIZELIA EM EC0] MESHK| 258 TS &S 2oiFLIC
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oY 35S AMEstod It RS K[ehshE{H:

2rC|2 Y HIC| mtdE At

-_—

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (M ALE AL AL RIEHEl TS KE ST o mf FRlg RUbSHES T St Mnlo|=
L|C}.

$notifications = [System.Collections.ArraylList]@()

$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "User attempted to save blocked media file"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

3. me EHo| YEEIREX] FHlgfLoh

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"
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PIl CIOIE{S Alestn 27 sH2dR:
1. Plof CHEt 27 &4 dd:
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedlList -PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" 1})
}
2. =& 1A ddstod A2 HHEE BX[ELICH
SAEE ZMLC ZRoM 8T E B}
gets Aol E&LC

XXX-XX-XXXX EHEA Q|
FH e 74
=H= =2 -4

(® Note
Che M7 EHAlL
Quet S ASstHL of2d B K| &

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
"Detect_SSN" -Property "ContainsPII"
ClassificationMechanism "Content

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name
-Namespace "share"
ContentRegularExpression "\b\d{33}-\d{2}-\d{z}\b"

-PropertyValue "Yes

Classifier"

}
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

3. AYER:
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification
}
4. (MEAAE) M TIUS RISOR ERIITE 64 BRE THELUL
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true
}
5 dH El(12 A2 E 2|0lF):
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o| oMo & |0l [}t EE 7|zt =
EQ} &7 At26tod me

2.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMClassification

X
E &7t 2 25/ Windows File ExplorerdiAM Tt & Otf4A QEZ HELZ Z&st1 S8 M
SEt g EF ®S MEstod ool 22 E EF S48 £ & USLICH o ”ol= mtelo| 2 E
EF &40 e 210l ZAIELICH

g 2F8 s 2c2t0|¢E = PowerShell A3 E
= gy

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}

MEZ CI2 2 & 7|ztol| Ci3t 28 722 MAstL|c)

HE A ECI0f 2 HH 2M0l B TH EE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property

"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

* Finance £ ot2fe| i F B Z =of CHEt 33 E&:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
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New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

}

o ZHxEE 2RSID"EE 77" 22 EREE MY = A&LCH o|E A ShEH
ClassificationMechanism "Content Classifier" Y& AFS & LICtContentString
"Retention seven years"

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}
257t 22 £|™ Windows File Explorerof A TS O0IRA QLEZ HESE ZE2i5t1 42 M
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$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1lst of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace "share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"
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Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"
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Step 1: Storage capacity
increase request to 800 GiB.

FSxg

TIOIorT

Storage volumes

Step 2: Amazon FSx adds the new, larger disks.

200 GiB
Storage volumes

Step 3: Amazon FSx migrates data to larger disks.

LLLLL

Step 4: Amazon FSxremoves smaller disks.

FSxa B
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800 GiB
Storage volumes

Amazon FSx 2&,

Storage volumes
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$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
"~ ¢$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
~ ¢$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")
" Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {
Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/understand
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/interop
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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xodo| MAMELICH

22 300GBO|H, 2AEC|X| 8F 2 1000GB§ §E|7| -.—I?_F ZE| ZMo| ER B

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
1,
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx= FILE_SYSTEM_UPDATE 242 HX M2lstod H & M AEE[X| C|ATE T AlA
ol F7tefuct ot A|IARIM M AEEIXKIE AAEE = UA B FILE_SYSTEM_UPDATE & Ef
7} UPDATED_OPTIMIZINGS Z HAELICH AEEX| 82 H 2 MER 2t2 20430, Amazon
FSx= STORAGE_OPTIMIZATION 22| 242 AM2|5t7| A& EFLICt O|= describe-file-systems CLI
BHolCts SE U 2ol Lt AU&LC.

oI

ProgressPercent £82 AER|X| 2|M5t T2 AM|AQ| TI™ A& 2 ZAIFLCH AEZX|
2| Mgt T2 MAF 22| FILE_SYSTEM_UPDATE 294 A'E{7} COMPLETEDZ HZAL|T
STORAGE_OPTIMIZATION %fd0| { O|&F EAIL|X| &f&LICEH
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"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
.
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

AEZX| 22F S710f Auist™ FILE_SYSTEM_UPDATE %f¢] A'EH7} FAILEDZ HZAEL|C. 0]
FailureDetails &2 CIS of|xl|2t Z 0| Alufof CHEH HE

mp o
Pl
Okl
o
r
o

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"

},
"RequestTime": 1581694764.757,
"Status": "FAILED",

2EEX| E7F 2LEHE
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"TargetFileSystemValues":
"StorageCapacity": 1000
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Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag
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Amazon FSx for ‘/ﬁ v
Windows File Server
CloudWatch Alarm

FSx Reports
Free Space to CloudwWatch

CloudWatch  _ Triggers Alam @)
FSg G@ dils D
! :

Expand Adjust Alarm
File System Threshold = Yes

| \

h

AWS Lambda
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html

Amazon FSx for Windows File Server Windows A AEHA
Specify stack details
Stack name
Stack name
FSxWindows-Dynamically-Increase-Storage-Capacity
Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).
Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.
File System Parameters
FileSystemid
Amazon F5x file system ID
fs-0123456789abcdef0
Alarm Notification
LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)
200
LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)
GiB v
EmailAddress
The email address for alarm notification.
mmajor@example.com
Other parameters
AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?
Yes v
Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100
30
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
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PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }
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Start 08:00 -DurationHours 7
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PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}
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PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}
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PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate
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$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$Day0fWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
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Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

Amazon FSx7} &4 x{2|& &t =5t AEN7 COMPLETEDEZ WHZAEL|CH a2 H oY A|AE0| A
F o

M X2 8F S MEE 4 U2 ThroughputCapacity &40l EAIEILICE OlE describe-file-
systems CLI BHo| Ct5 8F LHZ ol L2t AU&LICt.

"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}
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FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber
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2. It AAE ZE|X} OE9| FHHSE Windows HFE QIAEAN 2OQIFLICH ol AWS
Managed Microsoft ADSHE 1§ 2 AWS 2/l FSx Lct XHA| #2213 Microsoft ADO|
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}
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FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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ME? SA AEE[X|Q| 2[CHE 7

MES SAE0| It A|IAEIM AFEE = &= 20 AEZ|X| EF 2 Set-FsxShadowStorage
A& XE XIS PowerShell BEE ALE5t04 Holgh = U&LICH Of7HEHs -Maxsize = -DefaultE
A83tod MR SAIE0| HE = U= 2l 37|18 RIHE = JU&LICH DefaultE AHS5tH 7} ot
U AAER AE K| 82| Z|CH 10%E AEELICH SYe BHO| -Maxsizelt -Default OH7HEH
E XI8g = gigLch.

-Maxsize& AFE5t0{ OS2 20| MER SALE AEEX|E Holg &= &Lt

- HIO|E E9|: Set-FsxShadowStorage -Maxsize 2500000000

- ZZHIO|E, HI7tH}O|E, 7|7IH}O|E E= T|EF B 9|: Set-FsxShadowStorage -Maxsize
(2500MB) EE= Set-FsxShadowStorage -Maxsize (2.5GB)

o MA AEE[X[C| B2 E: Set-FsxShadowStorage -Maxsize "20%"

« RX|Et: Set-FsxShadowStorage -Maxsize "UNBOUNDED"

-DefaultE AF835t04 Y A|ARIO| Z[CH 10%E AEHES MR AER|X|IE 521 Set -
FsxShadowStorage -DefaultZ® AHEELICE 7|2 SM ALSof CHEt REM[EH L2 72 AEEX|

2 UHEE MAESES ME? SAE 78 MMHE HZsHM .

FSx for Windows File Server Tt 4 A|ARIOAM M2 SAIE AEZ|X| T MY

1. I AAER ZEIR D& FEBHRAAMERE Tt A|IART HES|T AZ0o| 7tse ARE 2
AEAAO] @4Z3%tLIC} ol AWS Managed Microsoft ADSHE Z&2 AWS I El FSx & 2[R
LICE RbA| 22|38 Microsoft ADOMAM iiE &2 T AARES MU M 22| 26 X|-Het &
HIQ! 2 2|XF EE= AP A X O EUCH XHMIEE LIE 2 Amazon EC2 AR AE M 2| Windows
QIARAN HES FESHM L.

2. ZHAFE QUAEHA|M Windows PowerShell &2 3Lt

HHE A 35104 Amazon FSx Tt A|AEI0|A #4234 PowerShell A/ME dLCt
FSxFileSystem-Remote-PowerShell-EndpointE #2l& ot A|AE O Windows ¢
PowerShell IE X QIE 2 HFELICH Windows ¥473 PowerShell 1= X QIE = Amazon FSx &,
ot AAE ME HE stHo| HERZ & 2ok MM EE= DescribeFileSystem API 21219|

SHOIM &2 =+ AU&LCH

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows AtS A M

4. CtE BHS AS8stod A AL M= SAIE 2AE2|X|7t o|O0| FEElo{ /UK| 2% = el
%I-L_||:|.
= .

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. -Default SME AME30{ MER AEZ|X| BEFS 2 E210%E MdHSI T MESR SAE9| |
CH 742 20702 AASFL|C}.

[fs-1234567890abcef12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 @ 32530536858 20

-MaxShadowCopyNumber Zt2t0|E{2+ & 7| Set-FSxShadowStorage BHEES AHE5tT 1~5002] 2k
2 X|™5to It A|ARI| Sz 20 M= SAIE £ MEE = JU&LIcH 7|IEHoR Y
213 2 =0 CHaH Microsoftoll A HE5HE CHE |EH MES? SAHE == 20702 A-EFELICH

MEZ? SAIE MEL 27

ot A|AEIO] 2174 PowerShell M|A40{ M Get-FsxShadowStorage W& AI& 3504 Ik A[AEI9|
MES SAE0| T M85t AEE[X|S ¥E = + UELICE U AAEO|AM 2 PowerShell Al
Mg AlEtstE whiof ChEt XI=I2 PowerShell€ Amazon FSx CLI AHE MIME & X HML.

[fs-1234567890abcefl12]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

Hofl= CtZot 20| M= AEZ|X| F50| EAIELICEH

T
rr

« AllocatedSpace - A M= SAtE| 2 E It A|AEIS| AEE|X| (HIO|E)QILICH XS
of o| Zf2 olLct.

« UsedSpace - 34Xl M= SAIEHM A st AEE|IX|Q| (HIO|E)LICt *{Z0i Of Zf2 0L
L|Ct.
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« MaxSpace - M= AE2[X|7} HE £ U= 2|0 2AEE2|X| &(HOIE)JLICE Set-
FsxShadowStorage BEE AI&304 ML SAtE AEE[X|ol dX5t= Zh L.

« MaxShadowCopyNumber - Tt A|ARIO|M 7HE = Q= Z|CH MESR SAHE =2, 1~50074 L
Ct.

UsedSpace ¥0| 28 E =|CH M= SALE2 AEZ|X] Y(MaxSpace)od E':*%U-ILP MES SAE

7t T+ E "lEH MEZS? SAHE &(MaxShadowCopyNumber)ol EEStH CHS MER SAHEO| 7HE
SUE MES FAEE CHAHLICH 71 22E MEP SAES YR o2l MES SALE AE
=N EL—IE-I 15101 M M= SAEE MEE SE8 XM S7H0| JU=X| QlghLct SztolH &

Qe ER7IEME2 SMAEE A XﬂoPHLP ZCH M= SAME AEEX| ¥E =8 + JU&LIcH

® Note
MES SAEO0| XS T 502 EE M M= SAE2 XMEA MEIeE 748 M
C2 %&% MEA 82 ASELICH M= SAHE2 AlZto| X|Eo et 277 7AXIH
CloudWatch FreeStorageCapacity X|ZE0| ZA|E AL 7tS8t ME S22 2L MES
SAE MY SENK| EEFLICHMaxSpace).

AR XEH MES SAIE 274 M

MES SAE ™2 Microsoft Windows 2| 04|2f 24 EE|7HE AIE35101 MER SAIE0| XAIS22
MEE|E AlZ7IE X|IHELICH MER SAE A™HE ECIH7I A 7 UE £+ U222 UHE |0
SHH ZHE £+ UELICH MER SAIE Q™2 8 Hof| SHLIEF EXHE = USLICH MER SAHE &
Mg MMSIE{H HX MER SAIE AEE|X|Q| &2 MESHofF gL},

1]

It AAEIO|M Set-FsxShadowCopySchedule HHE A H 7|2 MER SAIE Ad™ME 25
FHo{&&LICt Z2t0|ME HFE{7F UTC AlZtTHol| /= B2 Windows A|ZHCH & -TimezoneId &M

2 Ar&35to] EE[7He| A|ZHTHE X|HE = U&LICH Windows AlZHCH S 5& 2248 Microsofte| 7|
= AlZtcH AEME =57 Windows B2 ZEZ E0|M tzutil /12 ASHAML. Windows &
A E2[7of| CHEt AEAIEH L& 2 Microsoft Windows 7HEf A} ME{ Mol 2ied EE|HE HESHAMIL.

FoE
N 0

-Default SME AIE35104{ 7B MESR SA
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-triggers
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Amazon FSx for Windows File Server Windows At

MER XIE ME? SAIE dE 4

1. Windows 0f|2f &d EE[7 MEE ¥85t01 M= SAHE LHHM MER SAIES dds5te
Al7|8 HolgtLict. 24 A9 PowerShellol A new-scheduledTaskTrigger BHEE AHE 5t
04 042 E2|7HE M™ELCt

, 2T 6Al, 2F 6AI(UTC)0l M2 SAHES ddstE A

S dAoME Ol F -2 Y
% A LICh BFHE Windows 0f|f 2td EE|7HoM AlZECHE XIH

X X MES ZAHE
SHX| g B, 7lEEO R AlZte

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. invoke-command& Al&35}04 scriptblock BHS AAELICH o[ A st Y& BHE new-
scheduledTaskTrigger ZI2ZE ME P SAIE AXMg MHsIE |
FSxFileSystem-Remote-PowerShell-EndpointE& &2l& EP"E'
PowerShell IE X QIE 2 H}EL|CH Windows ¥4Z3 PowerShell 2
oI AAEI MR HE 3tHO| HERXT L 2ot MM EE= DescrlbeFlleSystem API| & 19|
SHOIM 2 = U&LICH

H:I
10
|m
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>
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o
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>
(9)]
X
> i
2 gy

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. >>ZEIZEQ LIS ES Y2504 set-fsxshadowcopyschedule HHE AI5l0{ M2 5
At L™ g MYELICH

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }
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ot AAE0] FEE ME? SAHE 20| EAIELICH

FSx Shadow Copy Schedule

Start Time: ¢ 2019-07-16T06:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1
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Windows A& AT A

PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

S0 J|E A S =AHE OE""'% He{0 oY A|ARIO| 27 PowerShell M0 M CtS ™
2 AlE o] CHEh XI=2 PowerShellE

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time

Days of week WeeksInterval

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday

Soteied TH AlAgio| 947 PowerShell Mo Chg Bale =i

9| o
£ AESHE wedol cidt X|&2 PowerShell€ Amazon

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

MESR SAE MEE E24H 0 A|AEIO| M
I A|AEIO| M 273 PowerShell M[ME A|ZHstE &
Amazon FSx CLI AF2 MME B X SIAM2.

owerShell M|Mof|d Cl S HH
ol CHEH X|&l2 PowerShell2

IT ©

[fs-0123456789abcdef1]PS>Get-FsxShadowCopies
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FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

MEI? SAE 4K

ot AAEI O 279 PowerShell MA0{| A Remove-FsxShadowCopies HHE AFR35H0{ I A|AE
ofl A &t 7§ O|& Q| 7|&E MER SAES AXE &= USLICH Tt A|ARI0|A 32 PowerShell Al

2 A|Zt5E dhedo] Ci 8t X|&E2 PowerShell2 Amazon FSx CLI Al2 MIME X SHMIL.
CIE2t 242 Z M & SILIE AF835H0d A XE M= SAIE S X|™ELCt

+ -Oldeste 7}E QeliE MER SEAIES AMAIELICEH
¢« SAlIR 7|1E MER EAE

« -ShadowCopyId= IDEE & MES SAIEE AXIELICH

Tl AARIO| 7HE QEHE MES HAHES ARISHEAT T AAT 0| #17 PowerShell Al440f A
S e UL

[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

ol S ME S ZAHES ARISHEIT T AIAT | #17 PowerShell M0 T+ B

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-
ABCD-EF12345678903}"
Are you sure you want to perform this action?
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Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF1234567890}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF1234567890}".ID deleted.

™ -MaxShadowCopyNumber I}t
O 243 At 2 A[AHEI0A =2t M

=02 HEELICH ot A[AHE 9|

ot AAEIM 71 QEHE M= SAIES| E 8 AfA|
OEHE g2 AH_'.:_O SAMEQ Hote =2 YAO|EFLICE O

 ESMES KSR AXGe O M 2
2474 PowerSheII MMoM ClE BEE AL

o - I

[fs-1234567890abcefl12]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): vy

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

ME? SAHE 4 AF|
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LICH med A|AEIO|AM 73 PowerShell MM S A|ZHSHE 2hEdof| CHSH X|&I2
PowerShell€ Amazon FSx CLI AFE MME XX SHMIL.
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CHS By e e

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm
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Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

MES A AEEIX], YN U BE MES SAHER 4H
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7B RE MER SAED ME? SAE YEE X360 M= SAIE 7HE AA|
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Ch S A0 ot AAEIM MES EALR AEZ|X|

12 +85t2d™ Tt A|ABIO| #Z PowerShell M|440{l Remove-FsxShadowStorage @&
3 =0 M 243 PowerShell M4E AlZ5t= ol CHEF X|E2 PowerShellE
=

[fs-0123456789abcdef1]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

Adof dBE WAEH M= SAIEO| T E7HLE HMAE £ i &HAHA 22 o] 7HX|7t
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THE QEHE MES SAE St
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o A|AEO] /0 5 80| SEotX| Y2H(ME S04, HDD 2E2[X|7} AA& &0|7LE, HDD &
E2lX|e| HAE &F0| #F5t04) Windows Se rver7|' AEY = U 110 45 EF 2= MER FA
E2& RX|E = 9101 Windows Serveroi A 2E M2 SAE0| AXE + U&LICE O] EXME YX|
Stodd OhS HE MY E IedshMR.

« HDD AEZ|X|E AIE3tE B Amazon FSx 2£ EF= Amazon FSx APIE ALE3510{ SSD AEE|
X Aoz MESILICEH REMIEH LI 2 nt e A|ABIO| AEE|X| R3 2| BHHE B ESHAAIR.
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https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
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FSx for Windows File Servero| A 2| Microsoft SQL Server At

=2

o

T 7+& S (HA) Microsoft SQL Server= YUEHH S 2 Windows Server &0 x| 22{AE{(WSFC)2
024 QIO|E{H[O|A = EO| HHEZE|H, 24t tE= 37 I AEZ[X|0] HAMAE = &LICH FSx for

Windows File Server& 17}24(HA) Microsoft SQL Server HIEZ E st 37 AEEIXIZ AIEE £
Ao, &4 OlolE mtde {st AEZ|X|2F SMB It B3] ZHA| F 7HK| &#H0| Qd&LCH.

AAEH

® Note
&40 Amazon FSx= Microsoft SQL Server IFI(QIAEE ml X758} 7|sS K[H5HK| ot& L
Ct.

SQL AEoi|= SSD AEZ|X| A
=1 XA AlZhof 2IZ e &

£ HEELICH SSD 2 EE|X|= C|O|E{H[ 0| A& Zefet o
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Amazon FSxE Al&3104 SQL Server 17t HiZ 0| SExfMH1l HIE £0|= wgdod cist XA LK
22 AWS AEE|X| EE2O9| 2 HAIES 2 Z5HAMAIL.

« Amazon FSx for Windows File Server& Al-& 5l04 Microsoft SQL Server i Eh&=3}

« AWSO|AMS| 712 SQL Server HIZE |8t H| %|xi3}

« AWS 4l=l OFE4ALRE Amazon FSxE ALE 8t SQL Server Always On HE ZHA 5t

Amazon FSx for Active SQL Server Cl|O|E{ It Y Al

Microsoft SQL Server= SMB It 3R E &4 ClO|H TS| AEZ|X| SMHMO 2 HIZE %'QL—l
Ct. Amazon FSx= X|SXMo 2 A& 7SEHCA) I SR E X|25H04 SQL Server Ci| O|E{H| O A

7 AEE[X| MBS0 2MsER&LICH 0243 Y S R= 37 T ClO|E{o| ST ¢io] °”H|*0H
= SQL Server?t Z2 oHEE[AH0|ME o MAZIRELICH EHY AZ 2 T A|AEI0|MHE CA
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https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/optimizing-cost-for-your-high-availability-sql-server-deployments-on-aws/
https://aws.amazon.com/blogs/storage/simplify-sql-server-always-on-deployments-with-the-aws-launch-wizard-and-amazon-fsx/
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ANEH2 M8 7I5E 7 BHE7|

PowerShell| A 2 2 2|& Amazon FSx CLIE At&3104 X|[HMO 2 A8 71S5EHCA) SFE Mo

& 4= U&LICH -ContinuouslyAvailable M2 $TrueZ2 MM #EH0M New-FSxSmbShare
2 A 835101 SRE XISHE A8 7tsEt S/E XIFEELCt RHAE L2 XISX 7tEH
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7|& ot AEE|X|E Amazon FSxZ 0t0|28{|0|M

Amazon FSx for Windows File Server= IE{Z2}0|= o Z 2|7 0[4E Amazon Web Services
CloudZ & 2|ZE H AZET = U= 75, 85 & F&EE M3 2 8|0/A Microsoft
Windows File Server 2AE 2| X|Z FSx for Windows File ServerZ 0F0|18{|0|M3tE ZZ M A0 C}
2 Ul 7tXK| = EHAH7F Y& Lt

1. FSx for Windows File Server®2 Tt 0t0|1ciO|MEFLICt AtA[EH LHE 2 7|E Tt AEE[X|E
FSx for Windows File Server2 0t0|Z18|0|M EHHE EHXSHAAIL.

2. ItY 3] FAE FSx for Windows File Server2 0t0|28|0|MEfLICt RIMIEH LIS 2= 8|0/A
el 3% F4 S Amazon FSxZ 0i0|2E0|AM B2 T AAIL.

3. 7|& DNS O|&2 Amazon FSx I} A|AEIO| DNS HE S 2 A% LICt KtAIEH LHE2 DNS 3
= Amazon FSx2} ¢1AE & ZE5HA 2.

4. FSx for Windows File ServerZ Mgt XFAM| 8 L& Amazon FSx for Windows File ServerZ ¢4

S4 BHHE HRstAAR.
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« 7|1& oY AE2|X|E FSx for Windows File ServerZ 0+0|212{0|4

- 2xo0/A It 3F F42 Amazon FSxE 0+0[12| 0|4

« 2Ig0JA DNS #4 2 FSx for Windows File ServerZ 0+0|Z12{|0|M
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C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’: _

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.
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C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.
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$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml
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$shares = Import-Clixml -Path F:\SmbShares.xml

5. CI M & StLIE A8 3504 FSx for Windows File Server I+ MM It SR E HM5t=
o €t 2ot 215 AN E &g Lct
CHelSE walo = Hot QIE M E Mt Chg HES AS gLt
$credential = Get-Credential
AWS Secrets Manager 2|&~AE AFE5t0{ A1 &8 A E MdstciH Chg BE S AHS gLt

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. CIZ A3EEE AE50{ Y 3] 782 Amazon FSx It MHHE oOFo|2ei o[ MELct.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}

Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsxXXXXXXxX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}
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1. https://console.aws.amazon.com/fsx/0l A Amazon FSx 2£& iLIC}.

2. U AARISZ 0|S5t04 DNS HE T AZEE Windows TH A|ARIS MEHSFLICEH
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Manage DNS aliases

Associate new DNS aliases

transactions.corp.exa mple.mnﬂ

i
Specify up to 50 aliases separated with commas, or put each on a new line

Associate

Current DNS aliases

Q 1 &
DNS name Y Status
financials.corp.example.com () Available

If you associate or disassociate DNS aliases, your file system will experience a temporary
loss of availability.
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associate-file-system-aliases CLI B3 &= AssociateFileSystemAliases APl 242 Al
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aws fsx associate-file-system-aliases \

--file-system-id fs-0123456789abcdef@ \
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--aliases financials.corp.example.com transfers.corp.example.com

SE 2 Amazon FSx7h Tt A|AET edAstE HE ol HEfE EoiELICH
{
"Aliases": [

{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING

3,

{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING

}

18 50l HWEo| MEHE ZLIE{R5I2d™ describe-file-system-aliases CLI @&
(DescribeFileSystemAliases= S8t APl 2d)2 AFS&LICH Lifecyclel| BHE ZLO| ‘AFE 7}
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« Amazon FSx& ™&t5t7| &8t &H|
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Kerberos 2150{|= 5 72| 4 SPNO| /U&LICH.

HOST/alias
HOST/alias.domain

HOST/finance
HOST/finance.domain.com

SPN2 3t o] 5tLt 2| Active Directory Z3FFE{ 2|2t Bt o44E = Ql&LICt H
Active Directory Z+E{ Z4&{|oi| CHal 7+ 4 El DNS O|& 2| 7|& SPNO| )= B<
ABRIE SPN2 dd3t7| ol s SPN2 AFA|atof & LICt,
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ChS ™A= 7|& SPNE2 &1, AX|5t 1, Amazon FSx It A|A R O| Active Directory HfFE| ZHE
Qe M SPNE ddstes SHE HFELICH

L2~ PowerShell Active Directory 2 & A%

-_—

Amazon FSx It A|AEIO| ZQIE[0{ Q= Active Directory0l ZQIE! Windows QAR AN 21
Q%I-L_“:'.
[e—— | .

2. R2|X} Hete 2 PowerShell L|Ct.

3. LIS HYE AL 35104 PowerShell Active Directory 2E 2 AX|ELICH.

Install-WindowsFeature RSAT-AD-PowerShell

()

2= 1 A|AE Q| Active Directory ZFE{ JHAM oM 7|Z DNS HE SPN2 &to} AHA|

|

1. OIS HYS A85t0d 7|1& SPNg 25 F&LCh alias_fgdn& 2Z 0|4 DNS T4 E FSx
for Windows File ServerZ 0t0|124| 0|0 T A|AEID}F 94745 DNS HaIe 2 Hh&aL|C}

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. CIS X A3 BEE AI23504 0| BEHAHO| A BHEHEl 7| & HOST SPNE2 AHK||EFLICH

« glias_fqgdng 2Z=Zd|0|A DNS F+4& FSx for Windows File Server2 OFO|12{|0|M0{|A m}
U A|AEDF A MA| DNS HE S 2 Hi & LY.

« file_system DNS_names ¥& It A|AEIO| DNS O|§ 2 2 HIELICEH

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@0] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name
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3. Z7|0|A DNS #4382 FSx for Windows File ServerZ 0FO| 12| O|M0AM It A|AEIDL o445
Z DNS H&of Cislf ol A E Er=gfL|ct
Amazon FSx It A|AEIO| Active Directory 74 E{ 240l SPN ™
1. CIS BHES A&35H09 Amazon FSx I AAEIO| M| SPNS M ELICEH
« file_system_DNS_name& Amazon FSx7t It A|AElo] &8t DNS O|E2 2 HtELICH
Amazon FSx 2& 0| & A[AEIO| DNS 0|2 ’;‘JOE#“" ot A|ABRIZ MEHSHO] I Al
AES MEHSH |CH T A|AE S ME I 0|X|o U ES al _|;|_|_|- 22 MEHsHL|Ct, e
DescribeFileSystems API 2f249| & 0f|lA DNS 0|8 7PX4 = A&,
alias_fqdng 2= d|0/A DNS F 42 FSx for Windows File Server2 0+0|124|0|4A40{| A m}
U A|AEDE A MA| DNS HE S 2 Hi & LY.
## Set SPNs for FSx file system AD computer object
$FSxDnsName = "file_system DNS_name"
$Alias = "alias_fqgdn"
$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}
SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name
(® Note
DNS HEof Ciet SPNO| 3 I A|AEI o] AFE ZA| 2| ADO| U= B Amazon
FSx T2l ALABLOf CHEt SPN &/E0] AITHELITH. 71 SPN 2141 & TR0l Chet Rt
L2 #H& Tt AAEIO[ Active Directory i E{ iAol M 7|E DNS 238 SPN= ot
ATK| MME BT SHMIL.
2. golgLct 8o F

CH oA 23 BIEE AFR35H0{ DNS ZZl0i CHSH A SPNO| P EIRI=R
el EAE SPNQIHOST/alias & HOST/alias_fqdnO| & k[0 Q)
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file_system_DNS_name& Amazon FSx7} T} A|AE o] &t
Amazon FSx 2£0{M I} A|AEIO| DNS O|E 2 Fo{™ 12
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He MEHE OFS o AAR HF SE mo|X[e| HESZ A 2ot S MEFLCH

EE Bt DescribeFileSystems AP 210| S E0i{A DNS O|& 2 7t =& U&LICH.

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. 2= 0|A DNS F+432 FSx for Windows File Server2 00|13 0|0 A T A|AEIDF 047
ZF DNS &0 cialf ol Bt A E gHshLCt.

® Note
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AWS UE =H Q! O|F AlAE! B 2[R KHA| 2213 Active Directory0lA DNS & 2| HétE I
st THQ 2R} E= CHE O 8).

KM LHE 2 Amazon EC2 AL AE M| Windows QIAEIAO| Q1ZAS & ESHAL2.

2. RE|X} Mete 2 PowerShell2 L|Ct.

3. O] ™xto| X|&2 £=&5l24™ PowerShell DNS M 2 E0| Z8fL|Ct OIS HHEES Al235t0{ A
x|&rLct.

Install-WindowsFeature RSAT-DNS-Server

7|Z DNS CNAME B|ZE O|0|E

1. CF8 A3BIEE alias_fqdnOol CH8E 7|Z DNS CNAME BlZEE Amazon FSx It A|AEO|
5""*E-| A2 Lol EFLICEH & K| ZFHCHH Amazon FSx It A|AEIO| 7|2 DNS O|BE2 =2
T|= DNS & alias_fqdnol CiEt A DNS CNAME SZEE 4-dEL|ct
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- alias_fqdns WY A|AE0]| 445 DNS Ao 2 HiFEL|CH

« file_system_DNS_name2 Amazon FSx7t It A|AEI0] &8t 7[& DNS O|ES 2 HIE
L|C}.

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0Q]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

o

2. 22X 0|/A DNS 7442 FSx for Windows File ServerZ OtO|Z12{|O|M0|AM T A|AE0] @44
ZF DNS H&lof CHal o|™ Bt AHIE gt=s &L Ct.
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Windows File Server2 FSx I} Y A|AE! 2 |L|E{E
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 DataWriteOperations

* MetadataOperations

* FreeStorageCapacity

s

RE LR 327

=]


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

Amazon FSx for Windows File Server Windows AtS A M

FSx for Windows File Server= X E|E & 0| 32MBps 0|22 M E U A|AEIE [l TS0l
AMEE X|EE Amazon CloudWatch2| AWS/FSx WA H O| A0 HA|EHL|LC}.

HERZ /10 X|E

AWS/FSx HHAamo|A0E CFE HERXF /0O X|E7F X E|o{ A&LICH

x|E el
DataReadBytes Th AlAf HMASHE S2HOIAE Q| 97| Kol CHE b0l $@lL|
=3
CHQ: Hho|=

DataWriteBytes ut U A|AE0l| AM|ASHE 2EHOIAE | 27| Z o]l CHEH HEO|E =L

DataReadO o AlAEof AMAstE ZEt0IFE| e{7] £ LT

perations

DataWrite b U A|AE)| HM|ASHE ZEHOIFE Q| 27| Z Q] = L|CE.

Operations

MetadataO o AlAEof AMASHE ZEtolAFE | HIEFHIOIE 2hd o= 2iL|Ct
perations

Ral
FH
2
2
e

328



Amazon FSx for Windows File Server

Windows AHS AT A

XE A
ClientCon
nections

o M X E

AWS/FSx W HAmo|A0E CtEt 22 Tt M X|E7F 27 E[o] U&LICH

XE

NetworkThroughputU
tilization

CPUUtilization

MemoryUtilization

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBalance

Y

Z2HMIE ol WEER LIEH T AlARIO] L

o M| HE 2| 2laa AFZSE LT

ot Mot AEE|X| 28 he| Claa ME[F(HEF &
ol et ZEE Z2H|IMGE St o| WiEE) Lt

It Mot AEEZIX| 2F 7te| ClA3 MEIF o AFE
g = Aes HAE IR HIZLICH MelE &F0|
256MBps O|st2 T2 H|ME ot A|ARIN| S5 8L
Ct.

Ral
FH
2
2
e

329



Amazon FSx for Windows File Server

Windows AFHE A

XE HE
CHe|. HES

FileServerDiskIops oY Mt AEZ|X| 2E 7He| C|A3 IOPS(HMEIFE &

Utilization =of et A™E T2 H|MIE st o BEg)lL|ct.
CHe. HES

FileServerDiskIopsBalance ot Mot AEEZ|X| 2F 7t2| C|A 3 I0PSO| AHS
s A =

C|A3 /0 X|E

AWS/FSx WIUAHO|ANE CHS CIAT 1/0 R|E7

XE

DiskReadBytes

DiskWriteBytes

DiskReadO
perations

AUE HAE HEﬂE'OI HIgLIct MEI” F 0
256MBps O|5tE Z2H|X{'JE oY AAHEN FE &L

=
CHeol: w2

I Z&he|oq

Fdo| Hio|E +=lL|ct

el Mol 947] Bhed 4

Ral
FH
2
2
e

330



Amazon FSx for Windows File Server

Windows AHS AT A

INE: =ES
DiskWrite AEZ|X| E&0| HMASIE T M| A 7| 2hd =lL|Ct
Operations

Et2|: 74

FSx for Windows File 2& X|E

AWS/FSx WA D O|AE CIE AER|X| E8 X|EJ} EgtE|o] &Lt

XE

DiskThroughputUtilization

DiskThroughputBalance

DiskIopsUtilization

AEE|K| FF X|E

AWS/FSx HKAamo|aoE CtS AEE|X| 3 K|

XE

FreeStorageCapacity

Ad04
= o

(HDDE i) Y ME{et AEZ|X| 28 Zte|C|lAa3 &
ElF(AEEIX| 280 met AYE Z2H|X'JE stz o
HHE ) ILICH

(HDDE &) 2EE(X| 2&2| Cla3 XME[F o ASE
= e HAE 38R 9| HIg Lt

(SSDEF &liE) I Aot AEEIX| E2F he| ClAz
IOPS(2EE|X| 250 et ZEE Z2H|IMEE IOPS
o iE g )lLch

FH
N
H
oot
ull
2
20
o>
r
Iul

s

N

EUPNg

FH

331



Amazon FSx for Windows File Server Windows AtS A M

INE:3 ME
Che|: HiO|E
f &8t &7 Average, Minimum
StorageCapacityUtilization AN8E M AEEX| 8F(Z AECIX| ST HER)
Lt
Che HE S
DeduplicationSavedStorage ClIOIE &5 MHE datEl d9)E Sall k= 2EL
oko|

FSx for Windows File Server X|E 9| LA HH O|A &I X}

FSx for Windows File Server X|E= FSx HJAHOIAE AFZ5tH B SH7|EQ!
FileSystemIdof CHt X|EE M B g LICt describe-file-systems AWS CLI B&E E=
DescribeFileSystems APl - & ALE3504 I Y A|ARIO| IDE & + U&LICH Tt AAH” IDE
fs-0123456789abcdef02| HAE ALSELICH

|=I

I AAE XE ALE

Zf Amazon FSx It A|AB0|= CHE1 242 F 7HX| 7|2 of7[5x 18 47t A&LICH

. T AAEO| AN ASHE B2tOlRIE0] CIOIEIE MITshs T A,
. T AAHO| GlOEIE BATSE AEEIX 25

FSx for Windows File Server= Tt A|AEIO| It ME & AEZ|X| E80| CHE 85 & 2|4 Ar-g
E 8 FM3t= CloudWatchl| X|EE 20 &fL|CH CH2 Clolo{a 32 Y ot 7|ElX =8 QA X

El Amazon FSx I} A|AEITE DLIE{ZIO| AFRE £ Qe d5 & 2|4 A CloudWatch X|E & £ 04
ELICH X E HEN EAE =2 §82 a9 X|Eo| 8F S AHSIE It AAE] £M4LCt sHE
S8 ZH5H Y X|E MEo] Cheh ot A|AEIS| Ms0| =™-HELICH

CloudWatch X|E AH& 332


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server

Windows AFHE A

FS'g
Network /O metrics
DataReadBytes

Data\WrniteBytes
DataReadOperations

File server metrics

Key property: Throughput capacity

DataWriteOperations

NetworkThroughput

C—=  MetadataOperations
E] ClientConnections
[ —]

—S

[]<

CPUUtilization
MemaryUtilization

DiskThroughput
Disklops

Disk /O metrics

Storage metrics

Key property:
DiskReadBytes
DiskWiriteBytes Storage volume metrics
DiskReadOperations
DiskWriteOperations — —
1
= =
Storage capacity metrics

Amazon FSx 2£ 9| ZLIEE 2 ds IS Ar&3IH CHS Eof
Server CloudWatch X|EE 8 = A&
DLE 2y XE
2| Ol
o =
==
i, (5
o A|AEIO| & IOPSE oY A &elstLt & I0PS
2?
LI AAEIO| & X Z|FE o{EH EQlst & XMEE
ook LtR?
I =
It A|AEINM AIR 758 AEZIX 2 A2 7Is
2 E o EolsLe? 3t AED
Xl 8F
.2clo|HEe} I M Ztol MXEl 044 Zzto|Ad
5 o{LH EUSLIR? E A
EoMC|AT SZH A (TY AARIS]  AEZX]
2E2l z Azox 8o wEs stol 8T AL
Al st =

4=l FSx for Windows File

gt AH(DataRead0O
perations

+DataWriteOperation
s +Metadatal

perations )/ZIZHE)

g 7|(DataReadB
ytes +DataWrite
Bytes )/ZIZH(ZE)

FreeStorageCapacity

ClientConnections

StorageCapacityUti
lization

CloudWatch X|ZE AMS

333



Amazon FSx for Windows File Server

r
n

a

E ox oM H

AM=
(XS

- 1

M

HIEH
o H

..OlI0|H &5 HM7Hz HA =l S2/M Cla

3 e &2 o{EAH HlstL R?

M AsHE 2EHOIHFE 9
ZH|IMIE BT cHH| 44

& el cjla3a o

EIF(*EE 8F 1I (2t 74’85_' Z2HXY
E o MiEE)S ofEH FHelstLiR?

LI Mo 2E X 25 7he| C|A T *
2lZol| A8 = U= HAE Fe|5 e HIE

2 oA FHlstLtR?

LI MEo AEEIR| 28 ZHel Az
IOPS (XMEIZ o [EPEP AYE Z2H|
M'JE Bt ol WE )2 o{E A =elstLt
27

I Mot AEZ|X| 2§ Ztel a3
IOPSO| A& & 4= QlE HHAE AT 2 H
o o o_Il:l:-Ij.” k=1 Je) %I_ I_R?

LI MEe| CPU AHE &2 ofEH| &elst

LIR?

LI MHEo| HIZE| AFE
SHLER7?

E2 ofgH &l

>h
Im

GlolE| 5
= "8
S w
2 AEg
x

HES=Z
xElE A
2=
o=

ClAT &
2|3 ALS

L

ClAT &
|EI= H.|/\

E "HiEd A

= L-—

ClA3
IOPS At

22
o=

ClA3
IOPS H
AE T

A

CPU At &

=

HZ 2| At

SE

DeduplicationSaved
Storage

NetworkThroughputU

tilization L

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBalance

FileServerDiskIops
Utilization

FileServerDiskIops
Balance

CPUUtilization

MemoryUtilization

CloudWatch X|E AH&

334



Amazon FSx for Windows File Server Windows AtS A M

PLIEH Y AE A X'
2| Ol
[
M=
[N =)
o
LAERIK| 280 HHASHE Edol X ClA3 X DiskThroughputUtil
ZF(HDD 2 E2|X| T ol et 2-EE = 2lF AFE  ization
HIX{ B BHE 0| 2 8)S ofLH Helstt  E(HDD)
27
..HDD AE2[X| E&0| HMASt= &He|] C|A3 X DiskThroughputBala
x+a|E#o+| M 4 Qs HAE SO H 2lZF A  nce ?
2 o{EH ElstL? E fWHA
M= (HDD)
[N )
A
—5;' LAERR| 2R AMASHE Eol CIAS  SUM(DiskReado
XI®  |ops(HDD ~E2IX| 8ol met AHE = 10PS T [T
= EHIMIE St ol HHEE)S oL H EHUSt AISE DiskWriteOperation
Lt2? (HDD) s )/Period (X)/ (12 * TiB
oM Z2H|X'J=E HDD &
E2IX| %)
LAEERK| 280 AHMASHE 29| ClA3 DiskIopsUtilization
IOPS(SSD A EZ|X| 7Fof et ZHE = 10PS
EHIXLE ol IR E)2 o{EHA &elst AISE
LtQ? (SSD)
(® Note

lofatx| 28t QI ZE ATto|a= 22 W2 E Windows AEE|X| B0l AEEIX| S
713t 55 MH Ee MES SAHE)O| CHH|SH 28 olb| X2|Z 82 HEsciH B A
EI%F T MEEES 50% O|Rt2 2 | X|5t= [0l E&LICH

’HDD AE2|X| 282 3 2cof et 48 As H3tE AEE 4 AUALICH IOPS EE

MelZo| ZR7| 285tH ClA3 Hs50| XstE = J&LICH RMEH LI HDD HAE A

S BHg FESAAL.

CloudWatch X|E AH& 335



Amazon FSx for Windows File Server Windows At

ol
>
E

x

M5 HD U HY A

FSx for WindowsE X Z|& 30| 32MBps O|& o2 T E mtU A|AEI0]| CHE &5 BT E MSE
L|C}t. Amazon FSxE CloudWatch X|E ME & stLt7t 9442l 048] O|0O|E| ZQRIE0f

[
=_

ol
=_
1=
o
0%

ol
__

£l 7gtol =& st 7Lt o|& =g mHOtCh CloudWatch X|E MEoi| Cigt ZTE EA[ELICH O[]
e B I AAR 5SS zMstste Ol 8T + Ue A 7tse HE A E M3 gL

PLEZ 2 s CHAIEE Q| 047 WA M Aol HAHAE = QlE&L|Ct RE &M = 2|4
Amazon FSx s 212 48 & H°._| ol A|AEof CHa £ HE 2 E CloudWatch BE 7t

ol RLIEE L Mz mfjdof| EAIELICH Ol Z= X|E OeiZ7F EAZIE CHA|EE Al

LIC}.

2 E Amazon FSx X|E0f CH3H CloudWatch A2 & AAJet
A8 MM MHMME 2 XSHA|R.

-I>
I

ol&L|CH REMIEH LHZ 2 CloudWatch

g 1S MEotH It AL 5 IME & &L

Amazon FSx&= r’-l'oal A|é|15:-|! g%% EAES g A= = o %%I_l- ‘EPE," AI'%I-% B
o} Ol2{Et HA AFS EAIHQl MBS HAS ST 4 ol Wi ML B50| ASE
Zo2 o457t o2 olsh T AIAE 50| X{stEls Be Y £xIE 2Y

— [==|] o —*— A
E EZ|HE X|®o met oS Bof| dBE CHE Tt A|ARIS| XMEF 8T E= AEL|
B 74T = siAs & oJaLch.

Ol X|&o CHEt B17t e B2 E~F

HERT xXM2IZ - AIEE

oY M > C|A3 IOPS - AIR E

I M > C|AT #MEIZF - AR E MElg 8% =2l
It M > C|A 3 IOPS - HAE diHA

oY M > ClA3 ME[E - HAE HHA

A2ECX| BF MEE AECX EF 27|

AEZX| 28 > Cla3 X2lE - AHSE(HDD)

AEZX| 28 > ClaT M2 - HAE WHA(HDD)

0x
or
oy
kI
pl=t
r#
0
>
02

336



Amazon FSx for Windows File Server Windows AtS A M

O X|&of Chet B17t Qle 89 EP
AEE|X| 2& > C|A3 IOPS - AL & (SSD) SSD I0PS 2|7
® Note
S8 0L A[AH OHIEE C|A3 1/0 85 E[AAE MSSEE HMHE §5 B1E E
E|HE = AUELICH oA
HBE 2 AECX| 8 5E 2| x[Ms HH

- AEEX| EF 7 F oA AIAE HS0d
oM Cl&3 MelFol &7HE = U&LICH
- TS AZ ot AlAROl B Y, stEflo] A EE 718 ¥ S Z

o

=
OIHIE2 QI8 RS B0 Z&| U MU o=t WaystLICH Of 77t Sot wasts B
| C|

4o
il
oy
oo
ol
J (]
0

(o]

= = "1
ol HE AIE2 7|2 X EZX ot M ZHoll S718kE|0{0F 5, Windows Server=
A3 /0 E|&AE AHIE + Qe HI0IH 713 2t S AgfLICH RMEF LIS MEFE

ST 2o B2 HEFAAL.

ofl CH8t XEM|BH LH2 2 FSx for Windows File Server 45 MME2 X SHMIR.

]]
OII'

oY A|AE X|FE 0| HMASHZ]
Ct=21} 22 YW o 2 CloudWatch CHEF Amazon FSx X|EE &QIsh £ Q& LCH

« Amazon FSx &
* CloudWatch &
« ZEIRELIX| CLI

* CloudWatch API

Amazon FSx 2£ 2 AI23510q Tt A|AHE| X|E &0l

1. https://console.aws.amazon.com/fsx/0 A Amazon FSx 2& & JLIC}.
2. I AAE ME HE HO|X[E EAISIE{T B A FolMq ot AARIS MEIEFLICE

3. EAE XIE7} A= Y AlARIS MEIELIC

ot A|AE X[ EOf AM AT 337


https://console.aws.amazon.com/fsx/

A

Amazon FSx for Windows File Server Windows AHE
4. U AARO| X|Z ol CHet ez & EedH F #Hmf oM ZLEZE & 85 MEELICH
‘ © Summary ‘ Storage Performance CloudWatch alarms
Warnings and CloudWatch alarms info
Shows any Amazon FSx generated wamings and triggered CloudWatch alarms that you have created
File system activity Info
Shows a high-level summary of file system activit:
1Th 3h 12h 1d 3d 1w Custom [ ‘ C | v H Add to dashboard
Available storage capacity Total throughput (bytes/sec) Total IOPS (operations/sec) i
No unit No unit No unit
.‘:\\:jnable storage capacity o ::olal throughput (bytes/sec) h :T:tat 10PS (operations/sec) o
Client connections
Count
::lwent(onnectlors .
s QAXEEVIEMoE EAEH, ot A|AR S X|E EHZRE Y B &
CloudWatch B2 & £ o0& LICt
« AEEX|E MEstH F & A R|E7F EAIELICH
- M5S MEStHE It M 2 AEE[X| Hs RIEIF ZAIFELUCH
« CloudWatch ZE & MEistH It A|AR0| 2 MHE 2E ZE | = 7t EAIE/LICH
REMEH LHE 2 T A[AE X[E AME MME FHESHMR
CloudWatch 2&0M X|&E 27|
Amazon CloudWatch & 2| X|E H|0|X|of| M I AAE] X|EE HE{H Amazon FSx 2£2| 2
AE X|EZ o|5FLICt
CEZ ATl 2 B HiRolM XIE0IM 27|18 Meist

1.
LIE{2! 2l As o
_—— —__ L 1

2. Ch3 ololx|et Zo| x|& 12y
Ct.

571

338

ot A|AE X E 0l AM AT



Amazon FSx for Windows File Server Windows AtS A M

CPU utilization o i
Percent Enlarge
1A Refresh

View igmpeui{SE

bl

@ CPUUtilization

124™ CloudWatch &0 X|E HO|X|7} ¥2|1 .S o|0|X|QF &0l X|E 2= 7} EAIE L

Cloudwatch x CloudWatch Metrics
—— Wm0 e w cwom@ 2] e v
Favorites and recents >
Dashboards
Percent
» Alarms Ao @1 o
na
» Logs 70 I‘\\'
NYLSUVOV UV, U | SRSV, NI WY, S SV, W, WOy | S WY Y| N
v Metrics 20
s 1630 Teds 1700 1735 17:30 17:45 18:00 1815 1830 185 1000
All metrics @ cPuLtlzation
Explo
Streams
Browse Query Graphed metrics (1) Options Source Add math » H Add query ¥ |
» X-Ray traces .
» Events Add dynamic label v Info Statistic | Average w | Period: | 1minute w Clear graph
¥ Application monitoring Label Details Statistic Period
Insight
" ineigms [ ] CPUUtilization [£ FSx « CPUULlization « FileSystemld: fs-Oced!  Average v 1 minu te ¥

CloudWatch CHA|2E0f| X|E F7}

1. CloudWatch 2£ 92| CHA|2 =04 FSx for Windows I} A|AE! X|E MEE F7}5t2484 Amazon
FSx 2& 9| ZLIEHE 2 ds idoM X E MEQRLY, AEEX| E= H5)E MEIELICEH

2. Ii'd @EZFZ HHoMOAIEE0| F71E MEHSEH CloudWatch 2£ 0| G /LICt.

3. £0{M 7|& CloudWatch CHA|EEE MESIHLE Al CHAIEEE T LICH REAEE LIS
Amazon CloudWatch AF2 A A 2| Amazon CloudWatch CHA|EE Al2 8 & X 5HAM|2.

oM R|ZEof HMASE{TH AWS CLI

« list-metrics B --namespace "AWS/FSx" UHIUAHO|AE AFSEFLICEH REMIEH LIS
AWSCLI BE HZXE &X 8M1I°
339

oY AAE X|Eof BAMASH]


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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$ aws cloudwatch list-metrics --namespace "AWS/FSx"

aws cloudwatch list-metrics --namespace "AWS/FSx"

{

"Metrics": [

{

"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"

"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [

{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
},
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}

"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"

"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [

{
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"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principallId": “111122223333”,
"arn": "arn:aws:sts::111122223333:ro0t”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

}
}
I
"eventTime": "2018-11-14T22:36:07Z2",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",

"userAgent": “console.amazonaws.com”,

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”

I

"responseElements": null,

"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,

"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P”,

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": “111122223333”

CHS ol 2&0iM Tt A|AERIC| BT E AMK|E H TIME|E UntagResource Q4o CHSt
CloudTrail 21 &5 g 2o{&LIC}.
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z"

1,
"eventTime": "2018-11-14T23:40:5472",

"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
.
"responseElements": null,
"requestID": "aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.aws.amazon.com/ec2
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a. VPC EO OEQO| AL 7|2 Amazon VPCLo| 7|2 Eot 1 E0| 2&9| ot A|AHIo| o]0 &
7HE|A&LICH FSx It A|AEIE OtE= MEYIO| Hot &1 VPC HIESR3 ACLO| CHS
Clolo{1ol| EAIE o2 TEE S5t ECHEIS HES=X| &g L|CH

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
b
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
TCP Ports 445
<
Ty
FSx for Windows VB diert

TCP Ports 5985 @
(=

Administrator

CHS Elo|E0l= Zt ZEO| &0l Liet J&LICH

ZT=EE XE Role

TCP/UDP 53 THQ! 0|& AIAEI(DNS)

TCP/UDP 88 Kerberos 215

TCP/UDP 464 &E HE/EE

TCP/UDP 389 LDAP(Lightweight Directory Access Protocol)
UDP 123 NTP(Network Time Protocol)

TCP 135 EA HFE #F/0le Z QI E O H(DCE/EPMAP)
TCP 445 CIZE{2| MH|A SMB THY 3¢
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T=EZE ZE Role

TCP 636 Lightweight Directory Access Protocol over TLS/
SSL(LDAPS)

TCP 3268 Microsoft 22 % & 21

TCP 3269 SSLZ &8t Microsoft Z2E2H 7IHE21

TCP 5985 WinRM 2.0(Microsoft Windows Remote Managemen
t)

TCP 9389 Microsoft AD DS Web Services, PowerShell

TCP 49,152~65,535 RPCE& YAl ZE

/A Important

EHolAz23 RECIE AZ 01 A|AHE H{ZO|E TCP ZE 93890{ A O} RHIRE E
cH=l 2 51835l oF gLCt.

b. Ol|z{e Eci= F=l0| Zt AD =9I ZHEE ], DNS At 2! FSx 22I0I1E, FSx & E|Xo]
MEE|= Wt L vrFE|=X] E—fo._'g*l—ll:k

/A Important
Amazon VPC 20t I E0|ME HE QT ECZo| ARt E|E WEfoz ot ZEE 40
OF 31 X|2t, CHE 2 2| Windows & 3tE41 VPC HIE QT ACLUHIMHE ZET| &S
2 doq QLo{oF BfLCt,

(® Note

Microsoft Active Directory AtO|E 7} 9o|E|0{ Qe ZR 0= Amazon FSx F°E INESE

ot HAZAE VPC2| MEY0| Microsoft Active Directory AFO|E0] HO|E[0{ JIEF 5t

VPCO| MEUID CHE ALO|E S| MEU! 7tol S = 0| EX3HX| &t =5 SHoF & LICt. Active

Amazon VPC E¢t O & 356



Amazon FSx for Windows File Server Windows AtS A M
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® Note

Ao et 7|18 d™oll M AWS Managed Microsoft AD 29 I &90| #2lg £HE
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L& 2 AWS Directory Service 22| 2tLiA{2| AWS Managed Microsoft AD At 2 7 At

e AEML.

x
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://console.aws.amazon.com/fsx/
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ACLs.html
https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
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Ct.

TimeCreated SystemTime2 O|HIEJ} A[ARIO|M MEl AlZHE LIEFLHTH <YYYY-MM-
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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HMIA 28 CHM|A OtAZT at

Delete 0x10000 %%1537
ACL 247 0x20000 %%1538
ACL A7 0x40000 %%1539
I NN 0x80000 %%1540
S713t 0x100000 %%1541
HM|A EOFACL 0x1000000 %%1542

CHE2 E 7kX] =2 o|HES} M LICE XMLE2 7H54E <lsi &A0] XIEE[o] U&LICH

ZHR| AFK A] O|HIE ID 46600| 22 E/LICE.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

ol AK| @& Al O|HIE ID 46597F 2EZELICE

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

2ol £ o] =~ E|™ O|HE ID 46630| 2EZELICH OS2 mhUoi| A C|O|HE ed= oA L
ChAccessList %%44160{A1 5{Ad 7}+5).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>
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<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

CtZ2 oo HIO|EE el1 FItet= oM ULICHAccessList %%44170|A {4 7t5).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

O|HIE ID 46562 ZHA| ol CHSH S5 HMATI LHEEIUS
ObjectName ‘permtest’0i| CHEF 217| QX 0| A|EFE|AR K| Tt
£ U=0| Al A& LICt

£ LIEtLICH CHE odlmolME
7|E 2t 0x801000000000000001 A =

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:22:55.113783500Z' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
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<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device

\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>0x0</Data><Data
Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>

<Data Name='AccesslList'>%%1541

</Data><Data Name='AccessReason'>%%1541: %%1805
%4416: %%1805
%4423 %%1811 D:(A;0ICI;0x1301bf;;;AU)

</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

o\°

o\

Aol CHEF HEto| HAE|T O|HIE ID 46700| 2 ZELICH CHS od|A|of|
Me AF& Xl ‘admin’O| ObjectName ‘permtest’0i| CHEH HEHES +85t0{ SID
‘S-1-5-21-658495921-4185342820-3824891517-1113'0f| HEH2 FIIMS 2 Eo{ELICt THES A
st= 2ol Cist REMIEH L& 2 Microsoft dEME & Z5HMI 2.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} ' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>0xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>
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<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data></EventData></Event>

O|HIE ID 51402 W S0l AMAE mwiotct =ZELICH

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name='IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

oY 2L &0 HMAT HEE|H O|HIE |D 514571 2Z2ELICt CHS o X0l A= ShareName
‘demoshare01’0i| CHEF HM| AT HEEIRS S Eo{ELICH

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />

<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"' /><EventRecordID>282939</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID="'344"'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
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1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>

<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>

<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>

<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>
\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</

Data>
<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data

Name="'AccessReason'>%%1538:
%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

CloudWatch Logs Insights& At&3sto{ 21 O|O|EE AMst= B2 ChS oxlet 20| O|HE EHEof
CHaH R{2IE A™-E &= AU&LICH

Am

XM o|HIE ID

fields @message
| filter @message like /4660/

- §EY o o|F ot LR[et= ZE O[HE 22|

fields @message
| filter emessage like /event.txt/

CloudWatch Logs Insights # 2| 210101 CH&t X}A|IEH L& 2 Amazon CloudWatch Logs AHE A4 A0
M CloudWatch Logs InsightsE AF&3+04 21 H|0|E EAME & Z5HMIR.

=

P & E0 ZA Ao

AEXRE HMA Alof CHEH ZAME mh 2 Z2C{ol| ZHAL XM|o{E st oF & LCt Z A Mo{= NTFS
A AE HMA Mo FZ(SACL)O|2tLE EhL|Ch

Windows |O|E|E GUI QIE{H|0|AE AFR3H74LE Windows PowerShell & & A
HFAlO 2 ZIAF M08 R MEELICH A& S Edslst A YetHoZ HMNAE 25 =4
C{of| 2k ZEAF XMo{E M SlofF ghLlCt.
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Windows GUIE AF27510{ ZHAF HA|A AAX

GUIE AF235t0oq ol 3! Eqof| Z-AF Ao
ol EE= ZH 0| M Windows IH EFAH7|

M

CHS AA Mo oxlE 2ol & o|HEE ZAELICE Windows O|HIE =1 =2 Zre[At ASXAt
el HES S22 YoM ¢i2 miotch &g ELict

Advanced Security Settings for Users O X

Name: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To medify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read Mone This felder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

78 Eeole dAtstzdE 2ol ZAIELCEH 838 A8 HAIstE{H Ol 2EE 322 dHddt
T, Aufst A& ZAtstEA™ Aoz MYstn, S Al AmiEt AT E ZF HASIHH 252
MEgLict

HA S Zeol cHet REMIEE LIE 2 Microsoft @B | I = ECo] 7|= ZHAF EH MEE2 ®
ZtMIL

PowerShell S AL2510{ ZAF UAA HH

Microsoft Windows Set-Acl BE2 AI85t0{ ZE I E= EE0]| ZAF SACLE AHEE &= /U&L
Ct. o] 230l CHEF KFAMIEH LHE 2 Microsoft Set-Acl AEME 2 Z5HMIL.

Chee Y#iol PowersShell Ba I H4 8 Arﬂem HBHQI AT ol CHEH ZAF HMAE AB3HE of
ML Ol Xl B2 T AIATS 27 Agol ¥ ZHY 4 YaLich

$path = "C:\Users\TestUser\Desktop\DemoTest\"
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1
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$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"

$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

mt A& ZHAR EHE|

MEZ& Amazon FSx for Windows File Server I} A|AEIS OIS
U&LICH Amazon FSx 2£0{A I A|AEIS MASHTH Il Al

(@ Note
It HAA ZHALE X 2™ 30| 32MBps 0|42 Amazon FSx for Windows File Server I}
A AR MBE X|HELICH T HAMA ZEALIE E-5tE F2 XMelF 0] 32MBps 0|2+
I AARE M85t HO[0|EE &= Si&LICH Tt AARIE M5t LA M EX| E
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts
Log access to file shares Info

Log successful attempts

Log failed attempts

Thl A A ZAHE BAISHSHT T AYE{E CHEIH ZHol BT
. I W ECHol CHEF ML 220l 4T U AT AT O 2ZS MEBHLICH MEi5HR| ot

=
=
-
=

Clofl Cier 2Z 0| HIg &=tE LIt

H B
me
A

oy
bu = op N
W)

(o]
oo
40 OHl
Jo
2
i
rok
gl
x
[>
Hu
oN
2
x
0x
OH
Pl
>
_llzi
>
|_|-|
[e)
Hu
oN
fjo
rx
i
o
r
ful
x
Jm
Q'I_l
Ral
el
|0
2
_t':l

off el 2Z0| HIg gstELch.

HE 23 A MEH0) M CloudWatch Logs 55 &= FirehoseE MEHEHLICH O3 CFS 7|
= ME AERE MEIGHHL, M2 M-EELICH CloudWatch Logse| B, Amazon
FSx& CloudWatch Logs /aws/fsx/windows 21 A0 AM 7|2 20 AEZE MMt A

8¢ + &Lt

M

g2 mY, EX U 0t TR CHE 21T ASRIY 4T U AL HMAS HAFSHE THY AA|
7

M L|c ZtAF O|HIE 23 & 7|£ CloudWatch Logs /aws/fsx/windows £
=

U MM A ZEAF RE] 371


https://console.aws.amazon.com/fsx/
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Windows AHS AT A

v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows

Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

[ CreateFileSystem APl Z240{M AuditLogConfiguration £42

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--subnet-ids subnet-123456 \

--windows-configuration

-
2ol CHet ot HM|A ZALE & g8 gL

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
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Network & security Monitoring Administration Backups Updates Tags

File Access Auditing
Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination

Log successful attempts: () Disabled None

Log failed attempts: © Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: © Disabled

5. I AMA A DY 2| i R0l Bete dEHE HEE L
Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts

Choose an audit event log destination
Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwateh Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDeg

for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

faws/fsx/windows ¥ | Create new [A

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [}
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« update-file-system CLI BH E&= 0|0of 485t= UpdateFileSystem APl 2 dE ALS
L|C}.

o

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLogLevel="FAILURE_ONLY", \

AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"

1,

"Resource": "arn:aws:fsx:region:account-id:file-system/*"

OHEIHRIZ CHE RME A
SRERSETTEEE

"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"

]I

"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
3,

{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1,

"Resource": "arn:aws:fsx:region:account-id:backup/*"

T

fsx:TagResource &I Bl4A A4l Q] 27t M8 el Zeolg BILELICH Tt 2
AAE MM HE0| U ABRHEND KT L 0t 7hE)E RF0IM Bt XIHE/X| o2
B2, fsx:TagResource 58 AL8E Heto| L8| & LICH 3HXIBH ALBAITL EAE ALS 3
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Amazon FSx 2|AA Ef K|Zof CHEt REM|EH L2 2 Amazon FSx BlAA Bl X|& MME
2. EJ1E AI2735l04 FSx 2|AA0| CHEF HMAE FNo{st= gE]ol CHEE REM|SH LIE 2 Ef 1 E AFE 5
04 Amazon FSx 2|AA0] CHEE HM|A Ao MME EEFHAML.

Ef1E AF23510 Amazon FSx 2|42 A0 CHEE HA|A X0

Amazon FSx 2|AA 2 2Fdof| CHEt HMAE AMo{5t2{™H EfTE 7|22 2 AWS Identity and Access
Management (IAM) HHME AFEE = JU&LICH F 7HX| YHo 2 Mo £ JU&LICt

1. Amazon FSx B|AAQ| EjTIE 7|Hto 2 ST 2|A A0 CHEF HMAES K|o{EfL|C}.
2. 1AM 27 Z=7dof| ofiH Ef 7t MY E = JU=XIE AMoigLct.

E{ & At83I0 AWS ElAA0] CHEF HMAE AofsteE Eredofl CHE REMIE LIS 2 1AM AFS M
Mol E{E AtE35t04 M A HMo{E FEZStM L. M4 Al Amazon FSx 244 BT X[ZHod| CHEE AHA
LIS 2 M4 Al 2laA BT X|Hol CHEt HEt o Mg FHASHMER. 2laa efa X-Hoi chet &t
MIEH LIS Amazon FSx 2lAA Ej x| MME X SHAIL.

BIAAO|EOE 7|HIS 2 HMA A0

AF& RFLE 948H0] Amazon FSx ElA20A ofH &l £ 88 £ Q=X Kofst7| s aiiE 24
Ol EIE AFBE 4 U&LICH o E Sof, 240 2l ElT10] 7|2t To{E 7|8 R FT 2laso
ME™ AP| &2 &5t HLE HEE £+ /U&L|C}.

Example™d3 - EE B2 & XMSste B0l ot A|AHE 4

0{(0| M= key=Department, value=Finance)
X "st= doith oIt A|ARIES H8E = &L

"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
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"aws:RequestTag/Department": "Finance"

Example’™S® - £ E|27} /= Amazon FSx It A|AEIO| BHQiOF A

ol 22 E3| AHE A= key=Department, value=Finance 7|zt #2Z EjT7} X|HE o} Al
ARO| BHipt MAdE 4= IO, B2 Deparment=Finance E§1& At&35to] & ELICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”: "Finance"
}
}
},
{
"Effect": "Allow",
"Action": [
"fsx:TagResource",
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department"”: "Finance"
}
}
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystemFromBackup",

"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/Department”: "Finance"
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"Version":"2012-10-17",

"Statement": [

{
"Effect":

"Action":

"Allow",
[

"fsx:DeleteFileSystem"

1,

"Resource":

"arn:aws:fsx:us-east-1:111122223333:file-system/*",

"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”: "Finance"

"Effect":
"Action":

"fsx:T
]I

"Resource":

"Condition

"Allow",
[

agResource"

"arn:aws:fsx:us-east-1:111122223333:backup/*",
Il: {

"StringEquals": {
"aws :RequestTag/Department": "Finance"
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« ds - FSx7} Directory Service C|HE{Z|0]| A ofZ2|AH0|ME 21, HEHE F045t1, HEt2 F 045t
X A= HEFLCE

+ ec2-FSx Ol O Hdg + ¥ S S8k
. Amazon FSx I} A|AEID} HZAS L EQF QIE|HO|AE &QlstD, MAs T, 424 E SHA|EL
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« Amazon FSx I}t AlA )
« Amazon FSx I} A|AEID ¢472E Amazon VPC, 20t & L MEUS &lghL|Ct.
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« AmazonFSx.FileSystemId Ei7} Qe 12 LEX3 QEH O|AM M IPv6
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T UAZE HASELICH

« route53 - FSx0|A Amazon VPCE Zz}0|E!

« logs - FSxO0lA CloudWatch Logs 21 AEZ|2 MTEst T 0|of & £ QYT E SEELICE ol A
8 X}7} FSx for Windows File Server It A|AEI0f CHEH It HM A ZEAF 215 CloudWatch 21
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« firehose - FSx 0lA{ Amazon Data Firehose & AE RIS AMHE5 T Olof & = UL E 58E
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication”,
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication"”,
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"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses"”,
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress"”,
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"
]I

"Resource": "*"

"Sid": "PutMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": [

Mg

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"

},

"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
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},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

]I

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {

"Null": {
"aws :ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute”,
"ec2:DeleteRoute"

1,

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

]I

"Condition": {
"StringEquals": {

"aws:ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",
"Effect": "Allow",
"Action": [
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"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"
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File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.
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Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.
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Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.
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You can't provide both username/password and a domain join service account
secret to connect to your Active Directory. Provide only one set of
credentials.
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The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars
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Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.
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You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.
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The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
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and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.
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Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.
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Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.
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Amazon FSx can't establish a connection with your Microsoft Active Directory domain

controller(s).
This is because the organizational unit you specified either doesn't exist or isn't

accessible
to the service account provided. To fix this problem, delete your file system and

create a new one specifying an
organizational unit to which the service account can join the file system.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account
provided.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.
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File system creation failed. Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controller(s).
This is because the service account provided does not have permission to join the file

system to the domain with the specified
organizational unit (OU). To fix this problem, delete your file system and create a new

one using a service account with permission
to create computer objects and reset passwords within the specified organizational

unit.
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File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.
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Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.
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