aws

NERELN

Amazon Managed Workflows for Apache
Airflow

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



ol
nx
0%
x

Amazon Managed Workflows for Apache Airflow A

Amazon Managed Workflows for Apache Airflow: AHE A4 A

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E 2! E7|0|E E&|A= Amazon 2| M|& &= MH|ALF &1, Amazon EZE O|O|X|E
HOo{EEZ|7HLE DZof|7 ESS UoZ £ Us LA Z AE £ I&LICH AmazonO| AR SHK| ¢t

2 7|Et 2E 4 E = Amazonit M| F 2HH O|7LE 20| QUHLE =3 2tAF 2HA|glo] ST AR RS
INSNAA [




Amazon Managed Workflows for Apache Airflow ALE MEAM

Table of Contents

AMAzonN MWAAEE B O R T R 2 et 1
ettt et et et e e e ettt eeeeen ettt e et et eae et e e et e e eeeen et eeeeeaaneeeanans 1
OF T B R .ottt ettt b sttt et b ettt ettt enens 2
B B ettt ettt ettt e et e e 3
R B BT e ettt ettt ettt e, 3
LS BTl ettt 4

BEE A LR ettt et ettt e et et e e en e, 5
O B B O A e et 5
AT T T e ettt et 6
1EEA|: CloudFormation Bl E B S B 0 KIB oo 7
OEHAl: AWS CLIZ(E) AFRBH0d ABK A AY e 16
3EHAl: Amazon S30{ DAGE Y Z =351 Apache Airflow UIOIAM A& 17
ATHA|: CloudWatch Logs@l 21 HMIA e 18
LS BTl e e ettt ettt 18

AIBEBET] ettt ettt ettt b ettt bt nens 19
AE T R T e et 19
Ol T O T e ettt e, 19
FN RS B B o = N = USROS TP 20
A TS Bl BIT ettt 20
B T A A ettt ettt 22

W LS o B o = N = TSP PP 22
B A A ettt 23
LS BTl e e ettt e, 24
VPC HIE R T A ettt sttt st se et 24
AL R e e e 25

W LS o B o = N = TSP PP 25
Amazon VPC L E @ 3 A B e et 26
L B Al ettt n e 37
B A ettt 38
W LS o B o = N = TSP PP 38
Apache AIrflow BT et 38

B 8 A A ettt 40
L BTl ettt ettt ettt ettt e enans 24
CH LA B B ettt e ettt n e 45




Amazon Managed Workflows for Apache Airflow ALE MEAM

AmMazon MWAA B QUM ettt e et e e nn e 45
T U RSO TR RO TR RRTRTRTI 46
e e RO 47
BRI AP R M A e e 54
QUTI TR B Ml ettt 58
Apache AIFIOW UL QLA Lot 59
Apache AIrflow Rest APL QAL et 60
Apache AIrfIow CLI QAL L e eee e 61
JOON B B e e 61
AEE AR ettt r et ne et neenenas 62
L Tl ettt r e 64

D= e - PR ORRR 64
Amazon MWAAOI CHEF MH|A @378 & B8 L e, 65
Amazon MWAAOI CHEF MH|A O3 & M A e, 68
Amazon ECSOl CHEF MHIA Q478 @I TRl .o 68
Amazon ECSOl CHEF MHIA Q4Z8 @ AKI| .o, 68
Amazon MWAA MH|A @48 Q& QI K[ BFeE Bl e, 69
E S ek o =R 69

T = e 1 TR 69
A k= RO 70
DS =1 B RO 72
AR q5h A HMIA L UOIE ..o 72
Amazon S3 HHZ!0| CHEt HAM|A HEtE HE &2 HEE! AMA AEHS 2 2o{FfLICE ... 74
Apache AIIOW Q3ZE AL oottt 75
s =S L TR 75
L Tl ettt r e 81

A MHIA EE T THEIQ! BER] oottt en s 81

Apache AIrfIow RHMIA B ettt et e e eae s 83
Apache AIFIOW RHMIA B e et 83
HMIA EE THR oottt ettt b e 85
B Ml A B A T e e 86
Apache Airflow & M| VPC HIEZQIE HMA(ZEZIO|H! HERXT HMA) . 88

Apache AIflOWOl AL L ettt 89

AL TR e e 89
CH LA ettt ettt a s n ettt ettt s e e s st s et 89
F A A T I 90




Amazon Managed Workflows for Apache Airflow ALE MEAM

Apache AIFIOW UL Q37| ...ttt et e e e eee e, 90
Apache AIIOWOI B TIQ! .. ettt 90
e I = D S s R 90
E s e RSOOSR 91
S R I N =S 92
o= TS I A= E = =R 92
YT T =11 = N = R 93
L Tl ettt r e 93
AFE R R I O AT ettt 93
AP RE R I T e 94
HIE QI Z QI B AT ettt 95
Apache AIMIOW CLI EE T ..ottt ettt e e eat e st e e eaae e earee e 99
Y s e RO 100

F S T I N =R 101
Lol I S =R 101
o= TS (A = L = R 103
Python AT BIE b e 104
| R 107
Apache AIrflow REST APl A& oo e 108
Apache Airflow REST API0{| CHEt HA[A T 204: airflow: InvokeRestApi ............. 110
Apache Airflow REST APl Bl S & e 111

2 M MM EZ MM 9 Apache Airflow RESTAPI B & oo, 112
Apache AIrflow CLI B B o et eee e te e ans 118
E s e TR 119
FOIO| BHZEIRAILER? oo, 119
KIBAEIE CLI TR oottt 119
I ettt ettt en ettt nenanns 127
L= B SR 130
= SR 130
Apache AIrfIOW THT K| ...ttt e et e e e e et e et e eae e e eneeeteeneeaeeens 130
K ZEZd T ettt 131
HHETE S ZRE THTIR] oottt 132
= B RSSO 141
QAZ URI BAFQ ORI .ottt en e, 141
QA BUE T ORI .ottt 141
Jdbc A0 HTTP 48 EHlE I AR O oo 142




Amazon Managed Workflows for Apache Airflow ALE MEAM
SECrets ManAgEr THAT ..ottt et 142
1EtA|: Amazon MWAAO] Secrets Manager &3 7(04| M AE &= Qs HEHES MSEL
L e e e e e e e e e e e e aas 143
2EH7A|: Secrets Manager HiQIE £ Apache Airflow 48 SMOZ MM 144
3EHAl: Apache Airflow AWS °._ URI R M e, 146
AEHA|: Secrets ManagerOllA B34 FTh e 148
5EAl: Secrets ManagerHlAd Q372 FETh e, 149
B T o e e 151
B S e e, 151
CtS EF74| ................................................................................................................................. 151
BE B e e e e 152
B B O TR e e 152
B 8 T e, 152
Apache AIFIOW A ZUZ ] ...ttt ete e, 155
T N B R BT s R 155
A Rl T R A E A e 156
AMazon MWAA B AL e 156
TS AR AR OlAL oot 157
Al HEHOIM BHE B BRI SHZ oo 159
L Al e e 159
B ME R E AT B T ettt 159
a0 = B e S S = R R 159
AMAazon MWAA 2 A oottt 160
A B A et 160
A TR e e 161
T L T 162
T BME A0 BBIIQ B s 162
A B TH R e 162
A Bl T e e e e e e e e e e e 163
N e B RO 168
Ol Rl B A T o e e 168
= R 169
S e [ o =R 169
EN L=y B B | - R 170
L I < s L= RO 170
BHE BIAA YOOIE Lo 171

Vi



Amazon Managed Workflows for Apache Airflow ALE MEAM

BEZ RAOHIOIE ..o e ettt 171
B a8 e e e 175
IAER BlAA YIOBOIE EEE CFROBOIE L 175
A B R et et 176
AIEE AT RIE AE& oottt ettt ettt saene e en s 177
AL ATRIE T ettt 178
LiNUX BB R A Rl oot 181
B 8 AT e 182
DA G B e e e 187
AMAzoN S3 HHZL THR .ottt 187
DAG F7F EEE UOOIE .o 188
A TR T e e e 188

T L T 188
e T B Lt LI R OO 189
Amazon MWAA CLI SEIZIEIE AFEFDAG EIAE ..o 189
AMazon S30 DAG T &I oo 190
DAG B O B Rl e, 191
Apache Airflow Ul B33 AFEE QHMIA e 191
= R 192

EN =N N b= B R B RO 192
A TR e e 193

T L T 193
e T R N = N b RPN 193
A RE RITE BBHTIR THR o 194
Y= N AN b=l R Ko I R 195
PIUGINS.ZID TH & A A ettt 204
AmMazon S30 pLUGins.Zip BB e e 205
ARF E 0 AFSRF K1 Z2{C AR| oo 206
plugins.zip AP AFRIL ORI ..o 207
EE S Tl ettt 208
PYthoN T A0 ADR| .ottt et ettt 208
AL TR T et 208
BB A ettt bbbt et b e ettt ettt en s nanas 209
PYENON BB THR oottt 209
FEqUIrEMENTS. Xt IH Q& A A ettt ettt ettt et 210
Amazon S30] requirements. tXt QIR o, 213

Vii



Amazon Managed Workflows for Apache Airflow ALE MEAM

AFERE BHE0 Python BB AR e 214
requirements.txtOll CHEF 22 HAMIA e 215
LS Al ettt 216
AMAzZON SB0 AT T A R et 216
A TR e ettt ettt 217
EHTT BEE] TH R e e ettt 217
B B ettt ettt n et 217
AMAZON S30TAT DAG Ah Rl oot 218
“SAH” plugins.zip EEE= N 7H requiremMentS.IXt .........oeeiveeee e, 218
“Z|£10] Ot plugins.zip EE= A K| requireMents.tXt .......c.ooovvieeiiecece e 218
T FTTE QI T ARl e, 219
ZT TR T] TR O AL e 219
LS Al ettt 220
L R Y ettt ettt ettt e, 221
LIE QIO THBH ..ottt et en e e e 221
B 09 ettt ettt e 222

R B & e ettt et 222
VPC QUIEBE THR oo ettt ettt e e, 222
Amazon VPC 2 Apache Airflow HMA BEO| AL ARl Ol Al oo, 225
P O e ettt ettt ettt 228
B 0 ettt ettt ettt 228

b T R ettt 228
HIERT HBAHIA K0T BE(ACL) oot 229
VP C Ot L ettt ettt ettt 230
VPC HEZQIE HA(ZELO|E! BFREEF SHE) oo, 231
VPC A= ZQIE O] CHEF MIA BEE] oot 233
T R T ettt 234
VPC I OIE THR oo et 234
CFE AWS AMHIAE AL E B Qe B e 235
VPC e OIE B Ml et 235
Apache Airflow & M2 VPC AEZQIE HAM|A(ZEIO|E! HERT HAMA) ..o 237
Z2}0|8 Amazon VPCO| VPC MH|A KIEZOQIE |, 238
T R T ettt 239
EZRO|E HE T Al O B R e 239
() VPC A Ol ettt e, 240

T4 VPC HIEZQIE i

viii



Amazon Managed Workflows for Apache Airflow ALE MEAM

(M= AbEF) Amazon S3 VPC QIE{H|O|A =X QIEQ| ZEo|Y! IP FAE #H3teLICE .. 244

K& Amazon VPC E I OIE BER| .ot 245
B AmMazon VPCOHIA B8 A8 e 245
B L oo e e e e e 255
KEEE A AWS CIENE VPN .ottt e e e e e et e e e et e e et e e e e e e e e e e e e 255
e ol = TS U RO T RO 256
B A Bl e e e et 256
FN LS o B s = N = USSR 256
= . TR 257
(MEH AFEH 1EHAl: VPC, CIDR T+ & VPC EOotS ABEBILICH e 257
2EHA: MB B ECI0ICIE QB A A e 258
3EHAL: CloudFormation Bl E 2l S B Z 0 Ky e 259
4CHA: Client VPN CloudFormation 2B A& e 261
SEFAL: Client VPN A E L S QA e et 261
BEFl: Client VPNOI| Q1B =&l T8l F T e 262
7EHA: Client VPN QIEEZQIE F A T ChHR R L e, 263
STF:01l AZ2 AWS ClENE VPN ..ot e et e e e e e et eeeeeeens 264
Eh R Tl e 265
B EE|Y: LINUX BASON HOSL .......eoviieeceeeeee ettt 265
e ol = T U SRS T RO 266
B A Bl oo et e e 266
yN LS o B s = N = TR T U RURRR 266
= . TR 267
TR Bastion Q A B A A A e, 267
2l SSH B A A e 268
3CHA|: Bastion 20 IE 8 OIHIRE TR O A e, 270
ATHA: Apache AIFIOW URL SHAE ..ottt e e 270
B T I A A L A e e 270
BEHZl: Apache AIrflow Ul Q7] ...t 273
Eh R Tl e e e 273
EECY: AFBRIE DAGL| SH BB E AIBl oo, 274
AL R T e e e et 274
1EHA: 7|12 Public Apache Airflow Q& & A& 3504 Amazon MWAA & AME{of IAM E ot F
Aol CHEF BMIA FHEFES RIS EILICH oo 275
2Et7: Ml Apache Airflow AFSRE KI& Q38F A s 276
CHA: AT A E Amazon MWAA AL RHOIH & ZEILICH o 276




Amazon Managed Workflows for Apache Airflow ALE MEAM

= R 278
B B A A e 278
SECIY: KA BB UEZQIE BB KFS Bl ..o, 278
A TR T e e e 279
AMAZON VP C A ettt 279
Lambda B A A et 279
EVentBridge TF ! A A e 280
B A et e e e et e e e e e e e e e e e e e e et e raneeaneeanaee e 281
L A Rl e e e e 283
B DAG ZERI2 7] ettt 283
B T e e e e e e 284
A TR T e e e 284

T B e e 284
T S TR SRR 284
B M e e e e 284
= R 286
SSHOPETAtOT AF oottt n s 286
H T ettt ettt ettt et ettt et et et a e st n e 287

E S e OO 287

T B et 287
R A R ettt ettt ettt 287
T FIE AMAzZon S30l S Ab e, 288
M Apache AIrflow B3Z A AT et e, 288

L T e e et r e 289
Secrets Manager0l A Apache Airflow Snowflake P12 ........coovomiieeeeeeeeeeeeee e 290
B T et ettt e et e e e et e e e e e e 291
AL TR T et 291

T B et 291
T A e 291
L M e e et 291
EE S Tl ettt 292
DAGE AFE3H0{ AFERE KT KIIE B oo 293
B T et e et e e e e e e e e e e e aans 293
R TR T et 293

T B e et 293
B A e e e e e e e —— e e e a——ere e e e ae— e a————— 293




Amazon Managed Workflows for Apache Airflow

Amazon S32 =

e =
Secrets Manager0ll A Apache Airflow B~ AIE
{7
At
et
e+
e =
Ct=
Secrets Manager0l A Apache Airflow 2123 AtE
{7
At
et
e+
e =

CHS

A =7
gt
27 AE
I ME
A8 R
Airflow T4
che B

DAG AlZtCH #HE

Xi



Amazon Managed Workflows for Apache Airflow ALE MEAM

s 315
N s N R URRORRT 315
i 2 ST 315
Airflow 22| A|ZHCHE #HE5ts SRS AEFLICH 315
S N ULl g K- o NPT 316
L A ettt e et e e e e e e 316
L Tl ettt 318
ZHEFQ] Al AWS CodeArtifact B2 AU TR oottt 318
B T et e et e et e e e e e et e e e e e et e ete e s e naeens 318
YN s I LTS O RO RTURORRRORPROT 318
A B e ettt et e e e et e e e e e e et e e aae e 319
L A ettt e et e e e e e e 319
L Tl ettt 320
Apache Hive & Hadoop2 AF& 8t AP KR R EBQ i 321
B T et e et e et e e e e e et e e e e e et e ete e s e naeens 321
YN s I LTS O RO RTURORRRORPROT 321
A B e ettt et e e e et e e e e e e et e e aae e 322
R A R ettt ettt ettt 305
L R R e B A et 322
J N N L = e e OO 323
e (8o 13074 | o PP PP 324
L A ettt e et e e e e e e 324
AT IOW T A B e ettt 324
L Tl ettt en e 325
PythonVirtualenvOperatorE IHX|et= AFSRF X1 EBTQ) o 325
= s TR 325
s e OO 325
A B e ettt et e e e et e e e e e e et e e aae e 326
R A e ettt e e 326
AR R BB ME T e 326
e (8o 13074 | o PP PP 327
L B ettt ettt ettt ettt et a et et et et et re et 327
AT IOW T A B e e et ettt 329
L Tl ettt 329
Lambda® AFBBE DAG BB ..ottt 329
B T et ettt e e e e e et et e e e et eee e s e eaeens 329

Xii



Amazon Managed Workflows for Apache Airflow ALE MEAM

A TR T e e e 329
T B e e 330
T S TR SRR 330
B L= | TSSO U TSRO O O R UURRUORRTORROO 331
OF8] BF UM DAG B B oo 332
B T e e e e e e 332
A TR T e e e 332
T B e e 333
T S TR SRR 333
B L= | TSSO U TSRO O O R UURRUORRTORROO 333
AMAZON RDS ATHH ..ottt e e et e et e e ae e e aen s 335
B T e e e e e e 336
A TR T e e e 336
T S TR SRR 297
Apache AIFIOW V2 3Z3 ... ettt 336
B M e e e e 337
= (PR 339
AMAZON EKS (EKSCH) .ceeeeeeiieeee e e e e e e e e e e e e e e e e e e e e e 339
B T e e e e e e 340
A TR e e 340
Amazon EC28 THEZ! F| M4 s 341
B B AR, A e e 341
MWaa Ll A T O A A A ettt ettt 342
mwaa HIRIAHO|AN CHEE Qd & A e, 342
Amazon EKS Z{AEO| CHEF IAM Q& A B Q3 e 343
requirements. Xt IF & A A e 346
Amazon EKSOI| CHEF AHZ4 B OHE AA s 346
KUDECONT G A ettt 347
DA G A A e ettt 347
Amazon S3 H{Z!0] DAG ! kube_config.yaml F7F ..o 348
ORIl EAISE DL E |7 e 348
@YY =E o= ol 1 o =R 349
B T e e e e et e s 349
A TR e e 349
T B e e 350
Amazon ECS SR AE S A e 351

Xiii



Amazon Managed Workflows for Apache Airflow ALE MEAM

L B e et 356
Amazon MWAAOIAL dbt A& ..ottt 359
B T e e e e e e et e e e e e r e 359
AL R e e et 359

B B A e e e et ee et e ee———eeaa—eeaae——eeaa——eeaaa—eeeaan—eeaaa——anaans 360
Amazon S30{ dbt Z2EMEE QR E LI oo, 361
DAGE AtE7510 dbt BEA MARIE EQIRLICH (o 362
DAGE AF8310{ dbt Z M EE AU B L T e 362
AWS ST D REE A oottt ettt neen s 363
B BBl et e e e e a e e e e 364
Apache AIIOW A3 G TR ettt te e ete e 364
Apache AIfIOW T4 B FETh et 364
Apache AIFIOW A ZUZ ] ...ttt ete e, 365
DAG T oot 368
DA G T e 369

T e OO URRRRPPRRR 372
PYENON ZZ5A BFE] oo 375
Amazon MWAA CLI SEIZIEIE AFEFDAG EIAE ..o 376
Pypi.org 7 At It FAIZ 0|88t Python ZEA ARl o, 376
Amazon MWAA Z2&0 M 238 E/EGSIEILICH oo, 382
CloudWatch Logs EE& A 2 HAMIA e 383
Apache Airflow UIMIA 27 HMIA e 383
Al requirements.txt AILFEIR oo 384
LB B RIEE oottt 385
D TR 385
AmMazon CIOUAWALCH ZH2 ... e, 386
AWS ClOUATTAI ZHR oo ettt e et e e e e et e e e e e e e e 386

B Al R T A M e s 386
CloudTrailotl A Q] ZER BT e 387
CloudTrail O|HIE Z|Z0M O[HIE HMIA e, 387
CreateEnvironment @ E B O Al . e, 387

Eh S Tl e 389
AT OW B L R M A e et e e et e e e e e 389
T2 R T e e et e et e e e e e e e e e 389
AIRESET] T B HI AFE oottt en e, 389

B L B e e e 390

Xiv



Amazon Managed Workflows for Apache Airflow ALE MEAM

Apache AIflow ET1 B AISl oot 390
Apache AIrflow 21 HAMIA e 391
= = 0 TR 391
= (O 392
CH A Bl B B L E B e 392
1Y T PP PPPRRPIN 393
B A B TH O e et 393
MERE RIH CHAIEE D ZE O 04 oo 393
PN = D L R 398
= (O 398
Apache AIFIOW BEHZ K I ..ot e et te e te e eeeee e 398
B 0T e e e 399

B T T e, 399
CloudWatch EE Q| KIZE RHAMIA e, 400
CloudWatchOll M AFEE 4= Q= Apache AIrflow KIE ..o, 400
L= N I L R 417
L Al e e 418
ZAEHIOILA, T, THOIETHIOIA KIZE Lottt ae e e 418
B 0T e e e 419

B T T e, 419

R I B Ml e e e 420

R T B e e 421

B O e ettt e e e e e et ee et ee—eeeeeeeeeeeeeieteeiateeeeeaeeeeeeeareeeiaeesareeeeseesaeteaareesanesaneneas 425
T O ] B i e et 425
g A et a7 oY o] o IR 426
T2 B R Tl A e e 428
AWS Identity and Access Management ...........cooiiiiiiiiiii i 432
T A e e 432
PN B T e T 432
HAE AP BE0] UMIA BEE] oo 433
MERIZE RHA| HEE BMHAT £ UET S e 435
Amazon Managed Workflows for Apache Airflow?| X}74 5 I HMHA BEA 1A ............ 436
Amazon MWAAOIA IAME AFBSHE B e 437
TE ] 8 H D e et e e e e e e et e e et e e e e e e raeeaeee e 442
B B e, 442
D B B Ok e e 442

XV



Amazon Managed Workflows for Apache Airflow ALE MEAM

= S LT e O 443
R B et e e 443
Apache Airflow2] EOF TR AFR| ..o 444

B T e e e e e e e e 446
Amazon MWAA T B ettt 446
LB = S OO 446
Apache AIrfloW BT et 446
Apache AIIOW LA QAN Lottt ettt eneas 448
A T B B o e 448
B R e e e 448
Apache AIflow EHTT RITIBIIOIE ..ottt n e e 449
Apache AIrflow T CFHRIIRIOIE ..ottt 449
Apache AIflow KIBd BT EHT et 449
Apache Airflow EHT KIF4 B FAQ ..o 450
REZE 22 EIR(FAQ) coveeooeeeeeeeeeeeeeeeeeeee oo oo e e e e 450

A B Rl E B B B e e e 452
M A A I Ol e 452
SEIVICE QUOTAS ...ttt e ettt ettt e e e e e e e e e e e aaeeaaaaeeteeeraaaaraaanaa———— 452
B Bl B T oot e e e e e e e e et e e e e e e et e e eaaeeea e e aaaaeeeaaneaaans 453
O USRI 454
R B HH T e e et 455
APAChE AIMFIOW K B .. oottt ettt et e et e et eete et e e eneeteeeennanes 455
Y2 a oo T =2 s AU 455
A AL Bl e e 456
Amazon SageMaker Unified Studio0llA Amazon MWAAESE A& £ QULIL? v 456
AKX AWS Step Functions vs.& AEE = UELIT? Amazon MWAA? ..o, 457
B AL e e e 457
Zh gt 30f CHall AFSE = U &Y AEEXK|lE L0t ELTF? o 457
B O e e 457

E =N N b B o 1 . R 457

H P A A T oo 457
Amazon MWAAZF ATE QIABIAR KIFEILITE? oo, 458

EN =N N b 11 T 458
SO H B Kl e e 458
b Bl T T B e e 459

E =N N b B N R 459

XVi



Amazon Managed Workflows for Apache Airflow ALE MEAM

= o= S R 459

B Rl Bl B e e e e 459

T ol Y 01 P=V-d o] o VA = ORI 459

T ol Y 01 P=V-d o] o VA = ORI 460

= o PP 460

B Rl R e e e 460

y N =N A N b N - ORI 460

B R e YN R e = | = S F OO 460

PythonVirtualenNVOPEIAtOr .........ccooiiiieeeeeee ettt 460

Amazon MWAA7} A DAG TS QlAISt= ol Alzhol ot ZRILI? v 460

Apache Airflow0| A LI DAG Zt U2 MEHSIX| &t= O|fE FUULMN? 461

plugins.zip EE& requirements.txt AR ... 461

plugins.zip EE& requirements.txt AR ... 461

AWS Database Migration Service(DMS) QIARIE AFE £ ULEL? oo 461
A4 AWS SHE AFE 3104 Airflow REST API0| HM[AE [H MEH =& = ERIRM 10

THTPS) OIA O R S22 QILER? oo 461

Amazon MWAAOI A Airflow Task Execution APl AMEHE O{C|o|AM A-E|ILIS? .o 462

TS =) O 463

Apache AIFIOW V2 2 V3 .ottt ettt e et e teeteete e nnens 464

a8 e e e e 465

B R e e 468

T S TR 469

I SRR 470

B Rl e e 471

Amazon MWAA A/RATIOIE ...ttt anes 473

requirements.txt RAOHOIE ... .ot 474

E= e 1 OO PR 474

H 2 A A ettt s 475

s BB U 475

BHZ QAIOIE oo 478

O M| B ettt ettt 478

(0 1o TN Ts NV 1 ol = = L 01 e YU T I I =11 R 479

= 479

Amazon MWAA AF8 AR TIS .. 485

.......................................................................................................................................................... dxlv

XVii



Amazon Managed Workflows for Apache Airflow ALE MEAM

Amazon Managed Workflows for Apache AirflowZt FSd L]
k2

Apache Airflowoi| CHEt Z2|& 2 A AER|0|M MHH|[A QI Amazon Managed Workflows for Apache
Airflow(MWAA)E At235tH 2 =0iM Cllo|E] mho|Z2lolg iR 22 MHE DT 2he & QlaL
Cl. Apache Airflowes HIEZZE MM, oY L ZLIEZSHE Ol AIElE 2 AA TFQLICH

Amazon MWAAE AIS35tH =& M, 718 A HotE 2fal 7|8 1z etE #2|5tK| &t 1 Apache
Airflow?} Python2 Al835l0 QI ZE2RE MAE £+ Q&LICH Amazon MWAAE QI EZEZ 2F A
2ol & Rts EHEELICH 22 AWS MH|A 2t S8 k(o] CO|E{of CHE 2D ot E HMAE A
Sect.

o

o

-

An ol

0z

K

o
N
Jm
El

o
]

CIS 7152 AE 509 Amazon MWAA7} Apache Airflow {3 EZZ 2|2 ZtASeHE HWHE Yol
L|Ct.

« Automatic Airflow A% — Amazon MWAA 232 Mg I Apache Airflow HHT S A EH5}04
Apache AirflowE Wt =2+ &g 5 A&LICH Amazon MWAAE QIE{0IM KIS ElE Wt SLE
Apache Airflow AFE X}t QIE{H|O|A QL @ E AA AEE ME8H0{ A}S 22 Apache AirflowE A
L|C}.

- QE AFU - F|A D ] St 2 M504 Apache Airflow EFARHE LS AMSE HAFE 2o
A)O| 2 E 522 Z™HELICE Amazon MWAAE ALE Rl 739 ’;WX % ELIE%'%HL RE
AALE T LAE AH85tod ALER7L Holdt ZICH ZFARL == Lol M
gl

- 7|8 XM 25 - AWS Identity and Access Management (IAM)01| A HA|A Ao HE S 7SQ_I6}O4
Apache Airflow & AME{oi| CHEF 23g 7|8t @15 & Hek 2048 B H&HErLICH Apache Airflow 2%}
= AWS MH|Ao0f CHEF 2ot HMAE 2|8l o248 HAE g gLIct

Am

o 1


https://airflow.apache.org/

Amazon Managed Workflows for Apache Airflow ALE MEAM

LHE EoF - Apache Airflow Zr4X}t & AF|E = Amazon MWAAS| Amazon VPCOHIA A-ELICH,
St CIOIEHEE A8 5104 RS2 2 &F 33t AWS Key Management ServiceZ| 22 32
=

- HEEE= Z20[8! HAM|A ZE - ZPtO|H! EE= HEE! Ak |ﬁ EE A8&3t04 Apache Airflow
H Me{of HMASLICH HEE HERT HMHA ZEE QIEY HMAE = U= Apache
Airflow 2 ME2| VPC A=EXQIEE AFSELICH ZEto|8! Ll HMA ZEE AHSXEL| VPC
ol M HAM A = = Apache Airflow & MHHS| VPC RIEZQIEE AIELICH F E* 2F
Apache Airflow AF&X}Foi| CHEF HM|A = AWS Identity and Access Management (IAM) 2 AWS
SSO0i| M Holgt HMA o] Z=Hof 2|5 A|o{F LTt

« ZHASHEI dagiolE 2 I k| - Amazon MWAAE H7|M2 2 M HHE 9| Apache AirflowE M3 &L
Ct. Amazon MWAA &0| siE H{T2| 0|0|X|& MCl|o|Est T i x|EfLICt,

- QI3 EZZ2 ZLIE{R - Amazon CloudWatch0ll A Apache Airflow 21 2! Apache Airflow X|Z0f
CHM|A BI04 T} EFAF =7 Q10| Apache Airflow 2 X EE= I EER QLR E AHE =
&LICt. Amazon MWAAE &3 X|EE RIS 2 MESIH, EMEtEl < Apache Airflow 218
CloudWatchoi| & & LICt

« AWS && - Amazon MWAAE Amazon Athena, AWS Batch, Amazon CloudWatch, Amazon
DynamoDB, AWS DataSync Amazon EMR AWS Fargate, Amazon EKS, Amazon Data Firehose,
AWS Glue, AWS Lambda, Amazon Redshift, Amazon SQS, Amazon SNS, Amazon SageMaker All,
Amazon S3, 48 712l LiE U AHRLIE| M4 2UxF U Mool @ F A4 S8 x|ELICH

« Xt £ — Amazon MWAAE ZIE|O|LHE ALE35t0d RC|MER X YR £/ # 2 E TH5
1 AWS Fargate2| Amazon ECSE Al&3dto{ AFEE SHE EY = UL S X[ LICH Amazon
ECS ZE|O|L{0lM B E S &E5t= YAAHRIRl Kubernetes 2EHAE0|AM TtEE M50 A=

==
Kubernetes @14HXF7F X|24E LICE.

Ot 7= X

Ao EFY Amazon MWAA B ZE2 2 LIEF
Amazon VPCO{| = ZE0|8! MELlol| AZdst=
i_l;l_o}vpcoﬂl:iolsE HA;-”XH |:||7tc|)=-ll

t2|5t= AHA| Apache Airflow HIEHH| O|E{H| O] A

rin
al

~o Mr rr ox

Pl

QF &XHCHS olO|X[)of Z&E =2
LICk. Apache Airflow A7 &2q & EF X}
AWS Fargate 74El|O|L4{IL|C}. 2t &
Xt Fargate Z4E|O|LA0f| A M| A S

7t A& LCt.

oY b

=
igl_orlr

rMr e e o

o
==

£ AWS

Amazon CloudWatch, Amazon S3, Amazon SQS 2! AWS KMS & Amazon MWAA2t 22|k[0{ IS
[H Fargate Z1E0|L42| Apache Airflow AFE 2 L X UXIZHE| HMAE 4= Qlofok &LIC} CIE
Apache Airflow 27| Z24= Apache Airflow v2 O|& 0| AHBF AFE & &= Q& LICH Apache Airflow & X
7to|= 2] 7H'Ho M Apache Airflow 24 =& F=7|0i| CHaH RtAllS| ot LICt

OF7|El X 2


https://docs.aws.amazon.com//AmazonECS/latest/developerguide/AWS_Fargate.html
https://airflow.apache.org/docs/apache-airflow/stable/concepts.html#task-lifecycle

Amazon Managed Workflows for Apache Airflow ALE MEAM

HZ2| L|E2{3 Apache Airflow HA|& ZEE MES04 QIE{HIE S3all Apache Airflow # A{E{0
OHM|ASEHLE AFEXF2| VPC LHOI M Z2t0|8! HIE I3 Apache Airflow HAMA REE MEHS0]
HMAE = JU&LICH F ER 25 Apache Airflow A& XFO| M| A E AWS Identity and Access
Management (IAM)| A 0|5t HM|A Ko Ao o|3H Alo{ELCt.

® Note

Apache Airflow v352E{ Amazon MWAA & M= Apache Airflow2| A& APl MHHE S AE
grct
=

=
S

ok

0

Apache Airflow 2 & AA F{RL|E[&= Apache Airflow7t AWS MH|AQL S8HE & U= 2YXRHM
HIA 4AE 7tASIsE E84{OQ)E MEELICt 047]0d= Amazon S3, Amazon Redshift, Amazon
EMR AWS Batch, Amazon SageMaker Al2} ZH2 MH|AQI CHE ECIRE Z3HE 9| MH|A7F ZEEH
L|CF.

Amazon MWAAO{ A Apache AirflowE Ar& 3t Apache Hadoop, Presto, Hive, Spark2t Z & 17|
= EtAF =7 2 AWS MH|ARLo| SEHE RFE5} 1| X|¢stod OO|E M| 22 =& = JU&sLICh
Amazon MWAAE= Apache Airflow API2IS| S &S FXI5H7| 8] Z[ME Cletn U2, Amazon
MWAAE= AWS AMH|A0| CHEt ot X0l S &2 Mot HRLUIEINM A8 E = UEE 5tH 7HRL
E| 7|s 74 ol| #odst &k} ghLiCt,

oII

4=
=E|
S

AH
=]

M|k

T E &= Amazon Managed Workflows for Apache Airflow& ZE O0i|Al| MMZ XM 2.

KHEE HH

Amazon MWAAE 0424 T4 9| Apache AirflowE X| & LICH X|§5t= Apache Airflow B 2 H
Mo & El Apache Airflow 7+ 2 40 CHEE AFMIEH LH&2 Amazon Managed Workflows for Apache
Airflow 2| Apache Airflow EHHZ MM & XM 2.

ofm
o
w



Amazon Managed Workflows for Apache Airflow A

Cts EA

ol
nx
02
x

+ Airflow DAGs ! x| T} 2& Amazon S3 HZ!, HEE! EIRE & AF& 5= Amazon VPC 29
42 AH A

o=
Amazon MWAA &7 MAstE B CloudFormation RIZ2/2 2 A|ZFgHL|CFAmazon Managed

Workflows for Apache Airflow HiHE A|ZF S E 2|,

+ Airflow DAG2+ x| Tt 2 2|8t Amazon S3 HHZ!2 BHE 11, M| 7tX| Amazon VPC U EZ =
M & 5HLHE ME1SH D, Amazon Managed Workflows for Apache Airflow A|ZF3E7|0f|AH Amazon
MWAA 232 0tE0o{ HHAH Mo 2 AIZHSH ENI2.

cHs B



ol

Amazon Managed Workflows for Apache Airflow AlE MEHAM

Amazon Managed Workflows for Apache Airflow& Htit& A|Zf
EEDY

O| F2 A|ZH & E 2|¥0iH= AWS CloudFormation BlZ %€ AF& 3104 Amazon VPC @I Z 2}, dags
Z 47} Q= Amazon S3 H{Z!, Amazon Managed Workflows for Apache AirflowS & 74 A A48k |C}.

=AM
. Ol EEE|YOIME=
« MM =7

1EHA|: CloudFormation Bl Z2!2 2Zof X%
{A

AN EH AHAA
(=]

2CEHAHl: AWS CLIS(E) AH8 3510 Al
3EHAI: Amazon S30i DAGE 242 E 5t 11 Apache Airflow UIOHA] A1

—1

4EH7|: CloudWatch Logs2| 21 HAMA
CtS EHA|

Ol RECIHAMME

O] RSEZ|YUE AL 35104 Ml 7HX| AWS Command Line Interface(AWS CLI) B2 2 Amazon S30|
DAGE ¥ EE=5t1, Apache Airflow0i| A DAGE A& 6t1, CloudWatcholl A 2104 HMAELICEH O
X|2 2 2 Apache Airflow 7HE BI2 9|8t IAM QS M5 WS dotbE Lt

@ Note
O| H|0|X|2| CloudFormation Bl& %!2 CloudFormation| Al AL & 4= = Z| & HT O
Apache AlrflowE 2|8t Amazon Managed Workflows for Apache Airflow 32 4A8HLICH.
AE 7ts8 2|4l BH{E Apache Airflow v3.0.6 2 L|C}.

S22 ddgich

ro

CloudFormation ElZ 2!

- VPC Ql=Zzt o HEX2 CIEUE St HEE| EIRES(E) AHSELCH
WebserverAccessMode: PUBLIC_ONLYS| Apache Airflow B M0 HEE! L E /T HMA 2
CEE(E) ArS gLt

ol REEIHME 5



Amazon Managed Workflows for Apache Airflow A

ol
nx
0%
x

« Amazon S3 HZ! HIZ2/2 dags Z7} = Amazon S3 HZ!2 MM EHLICH Amazon MWAAE
Amazon S3 HZ! d4of Ho|E CHE HZ! HHAH'EE M35t ZE HEE HMAE RIHSITZE
T E0f A& LCE.

« Amazon MWAA & Z. O] ' Z 32 Amazon S3 %! 2| dags EH2 4ZEl Amazon MWAA &4
Amazon MWAAOI M AL83t= AWS MH|A0f CHEF HEHE 7HEl AR @48, T 2[11 Amazon MWAA
238 Mo M Halt CHE AWS AR 78 Ar88t 25 35t0| 7|2 38 M/ detLCt.

« CloudWatch 21 "HlZ2!2 Amazon CloudWatchO{| A Airflow 21 M| A0l HOo|E CHZ
CloudWatchOil A INFO 0|4 &2 Z Airflow aaﬂ%a{ 23 38, Airflow ¥ M 21 a2, Airflow
AUX 23 O F, Airflow DAG Z2ZMA 23 3 & 2 Airflow 2 23 I &0 CH3l Apache Airflow
238 ZALch.

ol FEZIYOIME O+ B e

1
20
b
C
n

- DAGE Y235t A™. Amazon MWAAZG X|§5tE Z|4 Apache Airflow EHE 0| CHEF Apache
Airflow FE 2|4 DAGE Amazon S301| JZEF CtS DAG F7I = YH0|Eof| Ho|El CHE
Apache Airflow Ul0l| A A&E 4~ &Lt

o HAIA E: Amazon CloudWatcholl A Airflow 21 HM A0 XHO|=l CHE CloudWatch 2104 A
Airflow &l M 21 2= 0of AM|ASL|C.

o HMA Ko HEH MM Amazon MWAA 27 HA|A0f Zo|El CHZ Apache Airflow 7He Bl {8t
CHM|A Ao HAE IAMO| A A AT L|Ct.
® Note
Amazon MWAA 3 € S AERISHE VPCOIAM, 14Tl 2 E MEUof CHEH

a551gnIpv6AddressOnCreat10nE true2 AHELICH O] H2 olz{et MEY Lio| 2]
AA0l QIE{ T2 E S WM 6(IPvE) AT} AHE STHE|T 2 $LICH

« AWS CLI|- {7 2 Mx|

of

e T

r

« AWS CLI - aws configureZ2(E) &



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

Amazon Managed Workflows for Apache Airflow ALE MY

12t A|: CloudFormation ElZ2!2 2Z0of X%

- OIS EHEZO LIS SAMStT ZZ0 mwaa-public-network.ymlZ MEELICH BHESS
CIRECE = A&

AWSTemplateFormatVersion: "2010-09-09"

Parameters:

EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
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Type: Number
Default: 2
DagProcessinglLogs:
Description: Log level for DagProcessing
Type: String
Default: INFO
SchedulerlLogslLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO
TaskLogsLevel:
Description: Log level for TasklLogs
Type: String
Default: INFO
WorkerLogsLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR R H AR HEH B HRRHBEH B H AR HRH R HEH B H AR HBH B HEHHRH RS HEHHRH RS A
# CREATE VPC

HAHBHHBEHHAHBRHBEHHAHBHHBH BB HBEHHAHBRHBHHRHBEHHRH BB HBHHRHBR R HBRH R B H BB HBH R HBH R H RS HBHHRH RS

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:

1EtA|: CloudFormation E1Z2!2 2Zof| X% 8
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- Key: Name
Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet

1EtA|: CloudFormation E1Z2!2 2Zof| X%
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Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]
CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment

1EtA|: CloudFormation E1Z2!2 2Zof| X%
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Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:

1EtA|: CloudFormation E1Z2!2 2Zof| X%
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- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHBEHHAH BB HBHHAHBHHBH BB HBEHHAHBRHBHBRHBHHRH BB HBEHHRHBHHBH BB H R R H R R HBH R HBH R H RS HBHHRH RS
# CREATE MWAA
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HAHBHHEHHAH AR HBH B HEHHAH AR HEH B HERHBH AR HEHHRHRRHBEH B HER R H RS HEH BB H AR HBH B HEHHRH RS HEHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment
DependsOn: MwaaExecutionPolicy
Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags/
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;

Statement:
- Effect: Allow
Principal:

1EtA|: CloudFormation E1Z2!2 2Zof| X% 13
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Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS: :AccountId}:environment/

${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:
- logs:CreatelLogStream
- logs:CreatelLogGroup
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- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults
- logs:DescribelogGroups
Resource:
- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-
group:airflow-${AWS: :StackNamel}*"
- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"
- Effect: Allow
Action:
- sgs:ChangeMessageVisibility
- sqgs:DeleteMessage
- sqgs:GetQueueAttributes
- sgs:GetQueueUrl
- sgs:ReceiveMessage
- sgs:SendMessage
Resource:
- !Sub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"
- Effect: Allow
Action:
- kms:Decrypt
- kms:DescribeKey
- "kms:GenerateDataKey*"
- kms:Encrypt
NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:
"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets

1EtA|: CloudFormation E1Z2!2 2Zof| X% 15
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Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:
Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

2EtAH: AWS CLIZ(E) AtE5t0{ AEE Ay
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cd mwaaproject

AWS CLIZ(E) AH835to{ ABHZ M43tE{™ aws cloudformation create-stack HHES
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aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM
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1. o5 "HEZS S SAstD 240l cfn-vpc-public-private.yaml2 XM ELICE EHE
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Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.
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Parameters:
EnvironmentName:
Description: An environment name
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP
Type: String
Default: 10.192.0.0/16

PublicSubnet1CIDR:
Description: Please enter the IP
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: Please enter the IP
in the first Availability Zone
Type: String
Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name

that is prefixed to resource names

range (CIDR notation) for this VPC

range (CIDR notation) for the public subnet in

range (CIDR notation) for the public subnet in

range (CIDR notation) for the private subnet

range (CIDR notation) for the private subnet

Amazon VPC HEQ|3 HM8 M
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Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Amazon VPC HEQ|3 HM8 M
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Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:

Amazon VPC HEQ|3 HM8 M
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- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

Amazon VPC HEQ|3 HM8 M

30



Amazon Managed Workflows for Apache Airflow A

0o
1z
0%

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

Amazon VPC HEQ|3 HM8 M
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PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:

Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. BH ZEZTEOAM cfn-vpc-public-private.yamlO| XMEE C|HE{Z|Z O|SErLICt. of:

cd mwaaproject

3. AWSCLIE Al25t0{ ABHE MAISIE4H aws cloudformation create-stack HHEES Al
st_|Ch
= .

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

(® Note

Amazon VPC QIZ2IE Mdst= Ol of 308 8 ZZILICH
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A0 ZeE VPC AEZQIEE MM LIC

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:
Type: AWS::EC2::VPC
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref AWS::StackName
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RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PrivateSubnet2

S3VpcEndoint:
Type: AWS::EC2::VPCEndpoint

Amazon VPC HEQ|3 HM8 M
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Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTablelds:
- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC
GroupDescription: Security Group for Amazon MWAA Environments to access VPC
endpoints
GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.sqgs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchLogsVpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.logs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl
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- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

Outputs:
VPC:

: :Region}.monitoring"

: :Region}.kms"

Description: A reference to the created VPC

Value: !Ref VPC

MwaaSecurityGroupId:

Description: Associates the Security Group to the environment to allow access

to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:

Description: A list of the private subnets

Value: !Join [ ",", [ !'Ref PrivateSubnetl,

IRef PrivateSubnet2 ]]

Amazon VPC HEQ|3 HM8 M
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PrivateSubnetl:

Description: A reference to the private subnet in the 1st Availability Zone

Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

E0|M cfn-vpc-private.ymlO| K& E CIHE{Z|Z OIS & LIC} of:

cd mwaaproject

EHS MAMSIEd™ aws cloudformation create-stack BHEES AL
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body file://cfn-vpc-private.yml
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SERIN

Amazon MWAA 2t Z0|M AFE El= 2lAaA A MH|AE 2 & AWS Identity and Access Management
(IAM) E{E|0f| A HA|AE 4= Qi& LICH Apache Airflow AFZ XE0Y|H| O|28t 2IA A0 HAAE 4= Q)
= HEt2 Foists HMS dMsl{of LIt ol & E™, Apache Airflow 7Heh Elof| HAMA HEHE £ 0
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AWS IAM Identity Center:
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ELich

fjo

cct

- IDM3UME Soll IAMOM &E|Zl= AHSAL:

ID H{T|o|ME I8t g2 MHELICH IAM AFE Xt DB A{Q| Create a role for a third-party
identity provider (federation)2| X|&l& & LIC}.

o |AM AF2 X}
o AFSXRI7FHE £ Qe st MMEHLICE IAM AF2 A AT A0 A Create a role for an IAM
userl| X|&l& WELICH

- (YR X3) S AASKoAH AY A2t HLE AERIE ALE A 2 F0| FIHELICH IAM AL
& HdBMoM AEXH(ZE)0l Cier Her F=7Hof Qe XIEE mELICH

MA| 24 MM A HE: AmazonMWAAFullConsoleAccess
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AEXHE AmazonMWAAFullConsoleAccess ™8t
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rr

Amazon MWAA 2£0|M EZHEE T M5l ok
|C}

(® Note
M| 2& M A HHMol|l= iam:PassRoleS =&E £ UE 2
E S AA8Xt= AH|A o442 o3 2l Al 2388 Amazon MWAAO| TE & = /l&LIC.
Amazon MWAAE ALEALE CHAISH0{ CHE AWS AMHIAE S E517] Qlal ZF &2
Cl. CtS oAM= iam:PassedToService 27 7|& AF&35t0{ Amazon MWAA MH|A FX|
(@airflow.amazonaws.com)E Q& MEF 0| 758t MHIAE X[EHELIC.
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of CHEt AHAIEH LIS

IAM AFE HBA L] AWS MH|AN HEE MEEY + /= AISAE HE

£04{E iam:PassRole® = 3tAI2.
XZEH & ot 5312 2|8 AWS AL 7|2 AF235104 Amazon MWAA &3S Or= 1 2t2|5ie{™ Cfe2 A4=H
2 ArSELct
A2 AWS &7 7
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*"
"Condition": {
"StringlLike": {
"iam:PassedToService": "airflow.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
MA 22 M A 48

—= T
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1,
"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-
Execution-Policy*"

}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
]I
"Resource": "arn:aws:iam::111122223333:role/service-role/AmazonMWAA*"
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"
1,
"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
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"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "airflow.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [

"iam:CreatePolicy"
1,

"Resource": "arn:aws:iam::111122223333:policy/sexvice-role/MWAA-
Execution-Policy*"

},

A 2 AMA 51
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{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
] ’
"Resource": "arn:aws:iam::111122223333:role/sexrvice-role/AmazonMWAA*"
} ’
{

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"
1,
"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"
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},
{

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms:Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

]I

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
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]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

e

MA APl B £ MM A XEH: AmazonMWAFullaPiAccess

AZRI7F B 4g #Elshe ol A ElE 2 E Amazon MWAA API0f| HM A SOk 3t B2
AmazonMWAAFullApiAccess et Aol HAM|ASHoF & £ U&LICE 0|Zd0] Apache Airflow UIO]
CHEF HMA HEHE Rodsl FX|= &Lt

(@ Note
A APl HM|A H2Mof|= iam:PassRoles £&E ™0l L& E|ofok &LICt O|& &3
AERt= MH|A 44 g Al A3 2382 Amazon MWAAO| ME e = /&LICH Amazon
MWAAE AFEXHE CHAISI0{ CHE AWS MHIAE S E567| 2J6 28 &S gLt
CH2 olXMlE iam:PassedToService =7 7|18 AF2 38104 Amazon MWAA MH|A F&|
(airflow.amazonaws.com)& Qg ML 0| 758 MH[AZ KIH&LICEH
ol CHEH REMIZH LIS 2 IAM ALS MTA 2| AWS MH|A0] 28HS FEHS 4 ol ALS L HEh
£04{E iam:PassRole® = 3tAI2.

FF AESE AWS 4R 7| 2IHE AL83101 Amazon MWAA &HZ2 M5t T Eielstti™ oS MY
£ AL gLt

~

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":"airflow:*",

A APl UM A

54


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

Amazon Managed Workflows for Apache Airflow

0o
1z
0%

3,
{

3,
{

"Resource":"*"

"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMWAA"

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource":[
"arn:aws:ec2:*:*:vpc-endpoint/*",

A APl UM A
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"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]
},
{
"Effect":"Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-intexface/*"

e

7
P |E AE3tE{H IAM £t F|of|H| #H| o
AWS KMS Z|A 0] HMHAE 4 Q= HEto| {o{oF rLICt

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource': "*"

}I

{

"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": "*",

"Condition": {

Zrelsted™ oS
7|& A+&3tod

£ Al235104 Amazon MWAA &3S A
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"StringlLike": {
"iam:PassedToService": "airflow.amazonaws.com"

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/

airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms :RevokeGrant",
"kms :Decrypt",
"kms :Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"
1,
"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

Y,
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{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"
]
}
]
}
17| M8 E& HAMA HA: AmazonMWAAReadOnlyAccess

A& A= Amazon MWAA 2& 4 M5 HE Ho|X|of| M B Z 0| At& st 2laA0] HMASHOF 5t
= &%, AmazonMWAAReadOnlyAccess T8t A0 CHEF AMA HEHO| 2R & 5 U &LICE O]o]
olal AtEAF7E M Bt EAE BHEHLE 7|E #FS2 WESH7HLE Apache Airflow UIO| M AT E S SHS
= A2 ot Lt

Oﬁr

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"
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1,

"Resource": "*"

Apache Airflow Ul 4A|A HA: AmazonMWAAWebServerAccess

A& X7t Apache Airflow U101 HA| A OF 5t= <, AmazonMWAAWebServerAccess T8t X240

CHEH AN A HEHO| HRE 4= JU&LICH Ol AHEXI7H Amazon MWAA & 01 A EHZ0f A M| A5
Lt Amazon MWAA APIE AtE5t0{ OH 22 s3liE = UL & 5{&stX| A &LICt. {airflow—
role}0iA Admin, Op, User, Viewer EE = Public &2 X|&5t0] ¢l EE AL X2 HMA £

2 AL A XIEELICt RHAIEH LI 2 Apache Airflow & X 7t0|E29] 7| 82 H XA,

= 14
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-
name}/{airflow-role}"
]
}
]
}
(® Note
+ Amazon MWAAE CHA 71 X| 7|8 Apache Airflow 238 7|8F HM|A X|0{(RBAC) 238t 1t 9|
IAM S 7|52 MSELICH AF8 A | Apache Airflow 282 AL 5tE &Edol CHEH &}
M|Et LI 2 the section called “BEE2|Y: A2 XIS DAGS| 5t¢| RIgto 2 AN|EH MM &
ZotMIR.

Apache Airflow Ul 24 A|A
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£ AF23104 Amazon MWAA EHZ0i CHEH Apache Airflow 3

35t
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7|8t HAM|A Ko A X|IHE = U&LICH I2{Lt Ol= HR | Resource HEO0HA
Amazon MWAA &3 Amazon Z2lAA O|&(ARN)E X|¥3HX| ek&LCH

Apache Airflow Rest APl M| A

2 AmazonMWAARestAPIAccess

Apache Airflow REST API0| M| A 3t2{2H IAM &0 M airflow: InvokeRestApi TEHS 043l
of ZtL|Ct Ct2 XA MZofM, {airflow-role}0llX Admin, Op, User, Viewer EE& Public &g
2 K|H5t0{ AL A HMA &2 XIFELICH AFMIE LI& 2 Apache Airflow & & 7H0|=9] 7|& &
g2 HTSMR.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:xo0le/{youxr-environment-name}/
{airflow-rolel}"
]
}
]
}
@ Note
. Zatoly! 8 MHE TASHE Sotols Jhy ZEtols BEHRE(VPC) IR 0llM
InvokeRestApi 2 YE 7IHMo R S EEY = P&LICH aws:SourceVpc 7|E A
235104 O 2ol csl o MESHE HMA NMo{E MEE &= U&LICt AtAlEH LI

aws:SourceVpcE & ZSHAM 2.

Apache Airflow Rest API 24A|A
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« 0| MAo| Resource ZEE AF235104 Amazon MWAA £H7Z30i| CH St Apache Airflow 23 &
7|8h AMA Mo Ag S X|HY + U&LICE T2{Lt 0l E* 2| Resource HEOA
Amazon MWAA £t Amazon Z2lA& A O|S(ARN)S X|HEHX| et&LICH

Apache Airflow CLI &%&: AmazonMWAAAiIrflowCliAccess

A& A= Apache Airflow CLI B&3(0d|: trigger_dag)2 A&l of st A2,
AmazonMWAAAirflowCliAccess Tt Aof CHEt AMA HEHO| ERE = U&LICH Ol AFEXRL
7} Amazon MWAA £ 0l M & Z50i HMASHLE Amazon MWAA APIE AF&310d o4fH &g &3
g = ULE HE5HX| et &LICh.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${EnvironmentName}"
}
]
}

JSON %324 A
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| 2
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0 & EM, ¥ AmazonMWAAReadOnlyAccess®| O|& 2 XIHE = U&LICt
7. YA MEZ MEIEHL|CH

LR 2 S0 SHME AZESHE ALS ARE| 0l A|

Apache Airflow 7H& B{o| 2E JHXtol|AH HEHE 0457 2{5H IAMOi| M O|F O]
AirflowDevelopmentGrouplZ X|HE IS AIE 3|' ACtD 7t EZ2i&Lct. of
B8 AL Xt =AmazonMWAAFullConsoleAccess, AmazonMWAAAirflowCliAccess, &

AmazonMWAAWebServerAccess T 2 =Ho]| o”Hlé%* -’F 4040k EFLICE. O] MM M= IAMOIAM 1
Eg MMSlD, M2 MM Ol 0dZA5H, 0| IS5 S IAM AF2X}eF ¢dA5I = WS MEEL|ct o B
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HolME AWSA R 7|18 AT 7 gLt
AmazonMWAAFullConsoleAccess X3AH A A

1.  AmazonMWAAFullIConsoleAccess HM|A A Ct2E = 3FL|C}.
IAM 2&0| M E& H 0| X[E LCt.

B Mg MEELC

JSON Eig MEigrLICt
AmazonMWAAFullConsoleAccessOf CHt JSON HA g goid&LCt.
CIS ZfS chxIErLICt

o g &~ W D

a. 123456789012 - AWS 'S ID(04: 0123456789)

b. {your-kms-id} - 0724 Z2[& 7|of Cist I/ AEXIE, XM & ¢S50 o 2e[H 7|
£ A83tE Z02t MEFLICH.

HEE MEfgrLIcH

4 &K
Z0]| AmazonMWAAFullConsoleAccessE l24stL|C}.

AmazonMWAAWebServerAccess A2 M A 5e{™

1.  AmazonMWAAWebServerAccess HA|A RS C}2 2 E 8L},

ARE AHE| 62
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nx
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x

2. |AM 2&0iAM E3 m|o|X|E FLICt.

MR MM MBI

JSON E{E MEHSHL|C}.
AmazonMWAAWebServerAccessOf CHEH JSON MA g 2o &LCt.
CtS 2k 2 CchAIELCH,

2

a. us-east-1-Amazon MWAA & Z9| B|™(0: us-east-1)
b. 123456789012 - AWS |3 ID(0|: 0123456789)

c. {your-environment-name} - A+&XtS| Amazon MWAA &3 O|& (0
MyAirflowEnvironment)

{airflow-role} - Admin Apache Airflow2| 7| 4%t

7—|EE A—|EHoI-|__||:|.

AH
A
£0{ AmazonMWAAWebServerAccessS Ql2dstL|C}.
9. Mz MMg MEHSH|C
AmazonMWAAAiIrflowCliAccess Z3ZH 2 A A 5tE{

AmazonMWAAAIrflowCliAccess HM A Mg Cl22 =E8hL|C}.
IAM 2&0{| A &= 0| X|& L|Ct.

MR MHS MEELICH

1
2
3
4. JSON ®Z MEfghL|CE.
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HIA Fxl|l= M2Ho BA|E airflow.amazonaws.com HFQt ZH&L|Ct.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "airflow.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:DescribelogGroups"
1,
"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"
},
{
"Effect": "Allow",
"Action": [
"ec2:AttachNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpcs",
"ec2:DetachNetworkInterface"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"
}
}
},
{
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"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {

"aws :ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

]I

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
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]
}
}
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

]I

"Resource": [
wan

]

}
]
}
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PutPublicAccessBlockAmazon S3 Z4E AF&35l0od H&Ho| 2 E |:|'|7'01| CHEF HMAE RXHEHSH=
ol £E2 = UAGLICH AHe EE Ao CHEt HMAE XHEHE HE AFEALS B8 Al- g2 ™
B A0j| s3:GetAccountPublicAccessBlock E¢io| L&A HO|= &hL|C}.
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st= YAMg HoiE Lot
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I

"Resource": [

Apache Airflow 9172 A 75
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resourxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group

name:*"

]

}I

{
"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

g

]
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
},
{

tairflow-your-environment-
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"Effect": "Allow",
"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"
1,
"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/your-kms-cmk-id",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com",
"s3.us-east-1.amazonaws.com"
]
}
}
}
]
}
CHE o2, Amazon MWAAOIM O] &S 2T = 5185101 AFSRHE CHAISHA Atig 8% £ 9
7 sHloF ELICH O|& fISiME IAM 2£2 ALE5104 0| A&l e o| AMEE £ U= A SFof
"airflow.amazonaws.com" 2! "airflow-env.amazonaws.com" MH|A FXE F7}5H 7L,
AWS CLIE A&36}04 IAM Create-Role BHEE S5l 0| A& dgtof| CHEt e = H2 EMof| ol2d
Bt AMHIA FHIE BixI5HH ELICH CFHS ME i £ HM EME HESHMIR
JSON
{
Mg o 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]
},
"Action": "sts:AssumeRole"
}

O[|01Ad, CtZ JSON MAMZ T2 a2 7|of| A erLICh O] A2 kms:EncryptionContext &7
7| S AFE AF23H0d CloudWatch Log2| Apache Airflow 21 &0 Ciet BMAE FHEELICEH

"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
.
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:111122223333:*"
}
}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",

"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/

{your-environment-name}"
}I
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I

{
"Effect": "Allow",

"Action": [

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecorxrd",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
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"arn:aws:logs:us-east-1:111122223333:1o0g-group:airflow-{your-
environment-name}-*"

]
}I
{

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": [
wxn

]

},
{

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

]I

"Resource": [
wan

]

}I
{

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

},
{

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
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Amazon Managed Workflows for Apache Airflow A

"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

Chs B

« Amazon MWAA &3 M| A0 AFEXF 2! Apache Airflow AFEXF7F 8301 HMASHE O 2t
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H3535E o £20| Bl EFE AWS M2 8L
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ESE OEX EMZEE E355E L2 2[AAS| A ARNO| ZE
El aws:SourceArn e =7 HEHA = RJAeLct 2laao| A ARN
2 ZEHL} ot BlAAE X|H5tE B2, ARNS| & £ Qi R0l CHsH FUE=EFE
EXH*)E Z& T aws:SourceArn 22 2 HEHAE 7|8 AL LICEH o E E0
arn:aws:airflow: *:123456789012:environment/* lL|C}.

aws:SourceArnQ| g2 A g2 Md3led= Amazon MWAA &4 ARNO|0{0F & L|C}.

Ct2 o|XIE AR50 A2 K} B 70| AlSl odst AZ| HAH0J| M aws : SourceArn &

aws:SourceAccount M 74 ZHHIAE 7|E M835t0{ ESE CIZIA EXME H+x|o}A-||O A Alst
S ddE e oS AME HHE ASE = JUsLch
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"airflow.amazonaws.com",
"airflow-env.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:airflow:us-
east-1:123456789012:environment/your-environment-name"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
]
}
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.amazonaws.com ZH QM .on.aws EH2ISZ Oto|2zio|M5HoF EFL|CH 2 ME &
CllO|E{t| 0| A 04| CHBF Virtual Private Cloud(VPC) IEZQIE MH|A = BT o H4ZA gi0| $XH

.amazonaws.com THQIE R X|&LICH

St

« M XU

. HAA

« AWS CLI
AWS CLI ALS

bash AT EIE Al

Python A3 EE A8
CtE B

INTS e

CHe 4l Mol AE ol HolX|o| WM A3 ZEE A83He ol HR# ofu| B8 MW LI

ol

+ Amazon MWAA T8 =2 Apache Airflow Ul M| A EHE: AmazonMWAAWebServerAccessoll CH
Bt AWS Identity and Access Management(IAM)2| AWS H|’d 7H|"d HAM|A

« Amazon MWAA H&F & TIx| APl & 2& AM[A EHEH: AmazonMWAFullaPiAccessOl CHEF AWS
Identity and Access Management(IAM)2] AWS H|& A& HAllA

AWS CLI
AWS Command Line Interface(AWS CLI)= BEE 4ol BHE2 A&35t0{ AWS MH|AQ 45 X 8F
£ AE QE AA TQLICE o] Ho|X|oMH BHAHIE &t25le{H CtSo| 2ot

« AWS CLI - HA 2 M x|

+ AWS CLI - aws configure2 S8 £ F M.

A = 91
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AWS CLI AFS

CHZ ol Mol A= AWS CLIOI A create-web-login-token B2 A& 35+04 Apache Airflow # 2301 E
Z& ddeLch

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

bash AT ZIE A2

fon
M
oh
2

Ct2 oMol M= bash AT RIEE AHE35H0 AWS CLIO A create-web-login-token BE S
Apache Airflow ¥ 210 EZg MAdstLc.

1. CIS 2E MEO W82 SAStD 2Z0M get-web-token.shZ K& & LICE

#!/bin/bash

HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. YOUR_HOST_NAME 2 YOUR_ENVIRONMENT_NAMEOI CH3H ###2 2 E AIE! XtE2| EAIXFE CHA
gLICH & S0, HER HERI S SAE O|F2 https:/E Melstn ChE 22 & AEL
Ct.

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

x| &lst7| flsfl Chs BHEE A

oIr
o

3. (M= ALE) macOS I Linux ARt AT RIET 4™ 7t
sffok & 4 U&LICH

e

chmod +x get-web-token.sh

4. O A23EEE d¥sto @l 2Ol EES d&Lct
./get-web-token.sh
FHE ZEZEo| ChZ0| EAIFELCH

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

AWS CLI AFE 92


https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-web-login-token.html
https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-web-login-token.html
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Python A3 ZE ALS

CHZ oMol M= Python 23 ZIE 9| boto3 create_web_login_token HIMEZE AF& 35104 Apache
Airflow ¥l 2301 EZ &8 MMELICt o] AT RIEE Amazon MWAA 2R 0of| A AsHsr &~ Ql&LCt
boto3 2tO|EEHEIE EX[et7(EF 5tE ELICH 7t B8 E BHE0{ Eto|EEHE|E MXIE =& U&L
Ch. 7|1 &of cHet Aws 215 ot QIS FHRUCt D JHEErLICH.

1. COf8 2E MES 82 SAstD 2ZH0IM create-web-login-token.py2 K& FLICH

import boto3
mwaa = boto3.client('mwaa')
response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"
)
webServerHostName = response['"WebServerHostname"]
webToken = response["WebToken"]
airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?
login=true#{1}'.format(webServerHostName, webToken)
print("Here is your Airflow UI URL: ")
print(airflowUIUrl)

2. YOUR_ENVIRONMENT _NAMES ###9 2 EA|El XI2| EAIXIZ CHA|EFLICE

3. C}S AJZIEE A%istod 9 210l E22 UaLlDh

python3 create-web-login-token.py

ChS H

_,_
=

« CreateWebLoginToken0lM & 2301 EZ 2 MAetE O| AL ElE Amazon MWAA API 242 4
i Lct.

Apache Airflow 2 AMB{0f CHet AFS R X|H =0 Q1 7

Amazon Managed Workflows for Apache Airflow(Amazon MWAA)E A& 35tH £ 2|& Apache Airflow
Mo CHEt ALE R X E EHRIE2 dEY &= JU&LICH ALEA XY =0l AHE 61 Apache
Airflow Ul, Apache Airflow CLI 52 & Apache Airflow & MHHE At 3104 EZE 2] Amazon MWAA £ E|
& Apache Airflow 2 AMB{0l| HMAE = AU&LICH

Python A3 EE AL 93


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/mwaa.html#MWAA.Client.create_web_login_token
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration
https://docs.aws.amazon.com/mwaa/latest/API/API_CreateWebLoginToken.html
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® Note

QUES KM A Qio] ZEtolE! & MEHOIMBF AAZ A XIH EH QIS A8 E = U&LICH

Amazon MWAAS| AL X} K| = HIQ! AHE ALE|

1. AWSOI|M E2tE ofZ2|70|M ZHol & M EHIQI ) - AF2XF K| THIQIS AF25HE MA
El MH|A =R 0|8 CHA ¢ MEHo| HMAE &= U= AFERF I8 URLE ™Holg &= &LCH
Ol AHE A} X|H T HQIS MESIT oHESIFAHO|MAM EHE He2 Z2RE £+ UsLICH

2. ZEO|E! 2 MH{ HAMIA - QIE{L MM A 10| VPCO| ¢ Mol CHEt BMAE M5t E{= B At
22X X8 TH QIS AF25HH URL 2lCc|EM I3 ZE2 7t ZHASHEILCE

A
. ASR X|E TH|Ql T4
. HEQIY Qlmat M

AR RIS el 74

A8 XIH THIQl 7|52 7524 Amazon MWAA 42 ML YO|o|EE
webserver.base_url Apache Airflow 482 Sall AFS A X = HQ! 2t2 MB35l ok FLICH AFE
A RIE = ol§ol= ch2 AMef 2740 MLt

c U2 ZEREZE = Z27t e ErEtE =H Q! o|&(FQDN)O|o{ofF g LICt | & £04 your-
custom-domain.com@lL|C}.

« Amazon MWAA= URLS| B2 & 3{&5tX| et&LICt. o & &0 your-custom-domain. com/
dags/E= f&8t AF&XF X1 = H Q! 0|F 0] ot =LCt.

« URL Zlo|&= ASCIl X 255K 2 M|gHEILICt

. Bl 2XYUE MBse B2 JIEMOR $HHES Amazon MWAAOIA MAIE 2 AMu| URLE MAIE
L|CH.

CHS OIIKE AFE50d AWS CLIE AFE5t0d ALS AL X8 & A THIQl o|§ 2= &3S ddFLict

aws mwaa create-environment \
--name my-mwaa-env \
--source-bucket-arn arn:aws:s3:::amzn-s3-demo-bucket \
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--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"1}"' \

--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

g ddatHLE UHo|ES 2oz AASAL XIE H QIS Sof Z2to|S! & Mol M| A st
AWS 7’80l IERZ QlZztE ddaliofF gLt

7|8 MH[A dd URLE E|E2|2{H 2ol #E 2 UO|0|Est webserver.base_url +48 =
Mg MAHELICEH

HEXZ elzer 8

CtS Aol et AWS AEe| AL RE X8 =l 7 AHEs5tE ol 2RE HEXHZ 2
x43HL|C}
o

|K

ct

ujn

A
=

I

N

. Amazon VPC HEZQIE {EF QEHO|AENNS IP FAE 7HK{SLICH O|F A stz HX
get-environmentE AIE3l04 8142 WebserverVpcEndpointServiceE & &LICH

aws mwaa get-environment --name your-environment-name

HSE 49 OIS RAE £3 3tEH0| EAFELICH
{

"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",
"Arn": "environment-arn",

"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",

"WebsexrverVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"

WebserverVpcEndpointService g2 7|55t Ct& Amazon EC2 describe-vpc-
endpoints B 9| web-server-vpc-endpoint-serviceol AFE&LICH CFHS BRI --
filters Name=service-name,Values=web-server-vpc-endpoint-service-id%LILC}.
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2. Amazon VPC HIEZQIE A& EEE AM LT 0| B2 £ AH|A O[T LUR|St=
Amazon VPC IE ZQIEof CHEF M HEE 7txet A=EZQIE ID A AZE HESRZ BT 0]

£ IDE HAE HAOR HHErEHLIC

aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=web-server-vpc-endpoint-service \
--quexy 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfacelds:NetworkInterfacelds}"' \
--output text

3. HEQ3 QlE{Ho|A MR MEE 7IXSLICH o] W32 o™ B oA Al E Amazon VPC 2=

I —

ZQIEQL HIAE Zt HES|Z QlEmo|ao| Zeto|8! IP FAE AMELICH

=

for eni_id in $(
aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--query 'VpcEndpoints[*].NetworkIntexrfacelds' \
--output text
); do
aws ec2 describe-network-interfaces \
--network-interface-ids $eni_id \
--quexry 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text
done

T

4. create-target-group= AFE5t0{ ME2 CHY O ES HMHELICEH O CHA O ES AHE5to{ &l
ME Amazon VPC RIEZQIEO| IP FAE SHFLIC

—_

aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \

--port 443 \

--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-port 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302""'

register-targets BHE AIE5I04 IP FLE SSHELICH

HESZ Ql=zt 84
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5. ACM; IS ME HELICL 7|E QUBMHE MEst= B2 Ol EHAE

6. Application Load Balancerg& #4&fLICt. HX 2C WHME &Y
ALHE MEELCt o™ B0 dMHE ACM IS ME RIHEL

aws elbv2 register-targets \

--target-group-arn target-group-arn \

--targets Id=ip-address-1 Id=ip-address-2

g AudELIch

oHd

aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

o
=

et ChE, 2 ¢z Mol oigt 2
Ct.

= ooHd

aws elbv2 create-load-balancer \
--name my-mwaa-lb \

--type application \

--subnets subnet-id-1 subnet-id-2

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \

--protocol HTTPS \

--port 443 \

--ssl-policy ELBSecurityPolicy-2016-08 \

--certificates CertificateArn=acm-certificate-arn \
--default-actions Type=forward, TargetGroupArn=target-group-arn

2lo|8l MELI0)| A Network Load BalancerE At2st= E32 € M| HMASHE

E £ = Site-to-Site VPN E{'dg& M&ErLICt.

.‘

> [k

M| 2lofl CHEr Route 53& AL&st0] 2 AT FAUE AEELICH

|.|'|

aws route53 create-hosted-zone --name my-custom-domain.com \

--caller-reference 1

LICt AWS CLIE A&35t01 0| 7| 5t24™ 1ist-hosted-
Bl 34 IDE 7IXM2 Ct, change-resource-record-

[= 2 |

CHQlol CHst ABlZEE Mt
zones-by-name2 A& 3504

A
setsE AIE35t0{ HIZEE MEFLICH.

HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
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--query 'HostedZones[0].Id' --output text)

aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true

8. Application Load Balancer7t /= HE2! HEHUSZEE Q| HTTPS ELE
B Amazon VPC IE ZQIEQ| HOt 1 8 H2lg ?:*:E||0|§3|'04 |4 HEk HE :
JSONZ ZZoi| K& &fLICt. 0 & £04 sg-ingress-ip-permissions.json2Z M ELICEH

JH
o T2
3|_|
()
oo
|0
!
=
L
x

"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [

{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
1,
{
"CidrIp": "public-subnet-2-cidr"
}
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]

EP° Amazon EC2 ‘E‘;. B2 ddsto &l 2ot OF 732 HUoo|ERfLICH --ip-
X |53t

aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

Ct2 Amazon EC2 W2 A

tod

of>

A 7l Aol 8tLin

ofr

aws ec2 authorize-security-group-egress \

--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \

--port 443 \

--source-group load-balancer-security-group-id

Amazon MWAA 2£ & Y1 Apache Airflow UIZ 0|5 & L|C} 0{7|0fl AHE E|= Application Load
Balancer CH4&! Z2F0|E! AME S0 A Network Load BalancerE A5t B CI2 M S sHLIE At
25104 A Mo M| ASHOF & LIC}H.

« the section called “& E 2|: Linux Bastion Host”

« the section called “Al& A: AWS Client VPN’

Apache Airflow CLI E& 4

® Tip
REST API= CLIZCH %[A10|H 2|8 AlARD 2O wAloz SEET S MAZIGEL
Ct. REST= Apache Airflow2to| &5 &t &0f ME El= g lu|ct,

O HO|X|o| BHEZS AI&304 CLI EE 2 A5t BE Mol M &% Amazon Managed Workflows for
Apache Airflow APIE ZE£E = U&LICH o & S04, EES Y2 TS Amazon MWAA APIE AFE 5t
of ZZIEHY WAoo Z DAGE HHEE &= JU&LICH CHS Mol = AWS CLI, curl 23 BlE, Python

Apache Airflow CLI E& 99
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AT BIE EE bash A3 EEE AFE30{ Apache Airflow CLI EES M= BAH7F T&E|o] A&

LICH SEof BretEl= E22 60X 2 REELICH

AWS CLI EE2 H|S7| APl H&30| ot 57| M =g ch&l|5H 7| @8t ZJULICH et AL 7Hs
SAE2 MEHELICEH & M7 AL XA SE AEIE |FX[5IE{H 0| @EO0| H3Ho = 22
77k X A AWS CLI e x| o= 20| E&LICH

=Xt

o NI Z=H

. A

+ AWS CLI
AWS CLI AHS

curl A EE Al

e bash A ZE Al

« Python AT EE AIE

- CIS EA

INTS e

CHe AMMOfAfE 0] HO|X|Ql WHM AABEE AS3HE O L oflu| BHAlE MBFLICH

oHA-||/\

ﬁ —
+ Amazon MWAA T8 =2 Apache Airflow Ul M| A EHE: AmazonMWAAWebServerAccessOill CH
Bt AWS Identity and Access Management(IAM)2| AWS H’"d 7H"d HAM|A

« Amazon MWAA Tt E& TA| APl 2 2& HM[A ZEH: AmazonMWAFullaPiAccessOll CHEF AWS
Identity and Access Management(IAM)2] AWS H|& A& HAfA

AWS CLI

AWS Command Line Interface(AWS CLI)= BHE 20| WA AL 510 AWS MH|ASQ 45 2188

|b

e 2E LA EFLICH O] HO|XK|o|M HAHE

4>
I

l,Q
HU
ol
u
rEI
I
mjo
S
5]
0]
o
-
n

« AWS CLI - HHF 2 ™%l
« AWS CLI - aws confiqure2S S3tHE 74,

A = 100


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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AWS CLI AFS

CtZ oMol A= AWS CLIO| A create-cli-token BEE A& 3104 Apache Airflow CLI EE& M- E L
Ct.

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

curl A EIE Al

E A+83t0{ AWS CLIO|A create-web-login-token HHEE &
ZQIEE &3l Apache Airflow CLIE ZZ & LIC}.

M
ol
2

CtZ oAM= curl A3 EE
Apache Airflow ¥ Mol Q=

Apache Airflow v3

1. HAE UM curl 22 SA5H0 BE Aol 2o &LCt

® Note
Olg R0l SAE Folls M oifolM HE > 2oid7|8 AHSslok & 4 U

Ct.

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&8 CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \

&% CLI_RESULTS=$(curl -L --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-%dT%H
%M:%SZ")") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. ollE 82| AWS E|H, YOUR _DAG_NAME % YOUR_ENVIRONMENT NAMEO|| CH&t ### XI2|E
AlIRFE CHAIELICEH o € S04, HER HEQT L ZAE 0|52 hitps://E MLt CHSot
¢ £ U&Lch

AWS CLI AFE 101


https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html
https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html

Amazon Managed Workflows for Apache Airflow

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

FE ZESLE ChF0[ ZAIELICH

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v2

1. HAE mhUoM curl 22 SAtsto] BE Aol 2o{gd&LICH

® Note
OlE BRE S0 SALE $0= M HiFoIM HE > Boid7|E ASsHoF & = 2L
ct.

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JSON | jq -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli"
\

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

15 &2 2| AWS 2|, YOUR_DAG_NAME Z! YOUR_ENVIRONMENT_NAMEO]| CHEF ### RI2|E

N
ol

o o
ARHE CHAEFLICE o & E01, HER HEXF S| SAE O|F2 https://E M elst CtSxt
¢ + A&LIch

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
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TP ZSLE0 Ch50[ R AELICH

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout" :"<STDOUT of the CLI execution, base64 encoded>"

bash A ZIE Al

CHZ MM = bash AT BIEE AF&3+04 AWS CLIOIAM create-cli-token B 5 & 35l04 Apache
Airflow CLI E2& ddgfLct

Apache Airflow v3

1. CI2 2= MEO LIS SAstT 2ZH0M get-cli-token.shZ ME & LICH.

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export
CLI_TOKEN=$(jq -r .CliToken) && curl -L --request POST "https://YOUR_HOST_NAME/
aws_mwaa/cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-
SdT%H:%M:%SZ2" )"

2. ###0 M YOUR_ ENVIRONMENT NAME, YOUR_HOST_NAME & YOUR_DAG_NAMEO] CHE Xt2
EAXHE CHAIELICH o & E0f, H{E2| HEQF 9| ZAE 0|§2 nttps://E M elstD CtSt

g2 + A&Lich

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

9 Linux AFRRHE AZRIET} A% THS B 2RIt 9I3) Che HYS

./get-cli-token.sh

bash A3 EE A& 103
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Apache Airflow v2

1. CIS 2E MEO B SAStD 2ZH0M get-cli-token.shZ XMHEEL|CE

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq -
r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME"

2. ###0lX YOUR_ENVIRONMENT_NAME, YOUR_HOST_NAME 2! YOUR_DAG_NAMEO]| CH8t R} 2|
EARHE CHAMIEFLICEH of & S0{, HER] HER3 2| SAE O|F2 https://E AQ|5tT CtE 1t
Z2 = Aauct

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

0%

Jtsetx| #lst 7| flsll Chs BEE

olr
il
bt

3. (ME AFE) macOS ! Linux AFE A= A3 ZET A
F (o)

chmod +x get-cli-token.sh

4. CIS 237 EE A3E04 Apache Airflow CLI EE& MAgHL|Ct

./get-cli-token.sh

Python A3 ZE ALS

Ct& oA ol M= Python A3 ZE 9| boto3 create_cli_token HIAM =& A& 35104 Apache Airflow CLI £
22 45t DAGE EZ|HELICH 0| AR E &= Amazon MWAA (R0 A™de = JU&LICt.
boto3 EtO|EEHEIE M XI5l 7| ot ELICH 7t B3 BHE0{ ElO|EEEIE MXIE =X USL
Ck. AlHoll cHet AWS Q1E 2o Q152 FERICt D 7HE g LIC

Apache Airflow v3

1. OIS ZE MEO LH82 SAStT 2Z0M create-cli-token.py2 ME g LICH

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},

data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8')
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mwaa_std_out_message = baseb4
['stdout']).decode('utf8')

.b64decode(mwaa_response.json()

print(mwaa_response.status_code)

print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. YOUR_ENVIRONMENT_NAME 2! YOUR_DAG_NAMEO] CH8t Rt 2| E A|XFS CHAEFLICE.

3. L[S 238 EE A85t0{ Apache Airflow CLI EE&2 MA$rL|Ct

python3 create-cli-token.py

Apache Airflow v2

2Z0|M create-cli-token.py2 ME&LICH

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'

mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')
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106



0o
1z

Amazon Managed Workflows for Apache Airflow A

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken"']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
I
data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)

print(mwaa_std_out_message)

2. YOUR_ENVIRONMENT_NAME 2! YOUR_DAG_NAMEO] CHet Xt 2| E A|XIE CHA|EFLICE

n

3. CI2 A3%EE A#510{ Apache Airflow CLI EE& ML

python3 create-cli-token.py
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Apache Airflow REST API A&
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InvokeRestApi X2 AI&35l= S92 Update your environment to use InvokeRestApi
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Amazon MWAA £ Z40| InvokeRestApi 7|51 ZHEAE Z[A BHZA A :
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InvokeRestApi &40l 7|2 A8t Alzt2 10 LICt 20| 0] 10x 7|zt Lol = E[X| pfopd &f
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CH2 ol MIE AF2 3104 Apache Airflow REST APIO| CHEF API &1

2 AlEELch
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« Apache Airflow REST API0i| CHEF M| A FHEH £ 04: airflow:InvokeRestApi
 Apache Airflow REST API &%
« ¥ M MM EZ MM 3! Apache Airflow REST API 21 3 &

H¢

Apache Airflow REST API0f| CH8F HM|A 8 F04:
airflow:InvokeRestApi

AWS X4 Z3HEZ A& 35104 Apache Airflow REST APIO| M| ASHE{TH IAM 232404 A
airflow:InvokeRestApl T2 F0{5HoF &LICt CHE E™ MEZ0|M, {airflow-role}ollM
Admin, Op, User, Viewer &= Public &2 X504 AL At HMA =&ES X|IFELICH RHA[E
L& 2 Apache Airflow & X 7}0|E2| 7|2 &2 T stMIR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-name}/
{airflow-role}"
]
}
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import boto3

env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

}
response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {
"Name": env_name,
"Path": "/variables",
"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",

"description": "Test variable created by MWAA InvokeRestApi API",
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}

response = client.invoke_rest_api(
**request_params

)
print("Airflow REST API response: ", response['RestApiResponse'])
if __name__ == "__main__":

client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

2 M Ml EZ 4 2 Apache Airflow REST APl 21H 2 &

H M HHA EES HH5HE{H CFS Python &8 AFSELICEH O] & & HX Amazon MWAA
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REST API 427} /api/vi1olM /api/v22 7S
« 232 BZ27} /aws_maa/login0lM /pluginsv2/aws_mwaa/login2 Z HZAE

- 21¢Ql response.cookies["_token"]2| S8E0|= & API S&0i AtE5H{of ot= EE
MEJF ZEELICH

T

- RESTAPI 2&9| A2 sllH2| jwt_token BEE CtS1t Zro| T atioF &LICH

headers = {
"Authorization": f"Bearer {jwt_token}",
"Content-Type": "application/json"

}
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Apache Airflow v3

def get_token_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/pluginsv2/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was successful
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies['_token']
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))

return None

except Exception as e:
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# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None

Apache Airflow v2

def get_session_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint

2 Me| MM E2 M & Apache Airflow REST API 2% &

114



Amazon Managed Workflows for Apache Airflow A

0o
1z
0%
x

logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None

RIB50| A=RE F HNIE= AHH ZBEHSZ APIQUEEQRIER QHE ™
2 MMl dMloHE AEEZQIE dags/{dag_name}/dagRunsE

Apache Airflow v3

def trigger_dag(region, env_name, dag_id):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_id (str): ID of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_id} in environment {env_name} at
region {region}")

# Retrieve the web server hostname and token for authentication
try:

web_server_host_name, jwt_token = get_token_info(region, env_name)
if not jwt_token:

logging.error("Authentication failed, no jwt token retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving token info: {str(e)}")

return

# Prepare headers and payload for the request

request_headers = {

"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json" # Good practice to include, even for GET

}

# sample request body input
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json_body = {"logical_date": "2025-09-17T14:15:00Z2"}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/v2/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, headers=request_headers, json=json_body)
# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":

logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_id}")

sys.exit(1)

region = sys.argv[1]
env_name = sys.argv[2]
dag_id = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_id)

Apache Airflow v2

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:
region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

2 Me| MM E2 M & Apache Airflow REST API 2% &



Amazon Managed Workflows for Apache Airflow A

0o
1z

02

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name}
at region {region}")

# Retrieve the web server hostname and session cookie for authentication
try:

web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:

logging.error("Authentication failed, no session cookie retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving session info: {str(e)}")

return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}
json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, cookies=cookies, json=json_body)

# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")

sys.exit(1)
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region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]

# Trigger the DAG with the provided arguments

trigger_dag(region, env_name, dag_name)
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://airflow.apache.org/docs/apache-airflow/stable/installation/upgrading_to_airflow3.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/upgrading-to-2.html#airflow-cli-changes-in-2-0
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Apache Airflow v3

atofLd e

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1
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assets details

assets list

assets materialize

backfill create

cheat-sheet

connections add

connections delete

dags delete

dags list

dags list-jobs

dags list-import-errors

dags list-runs

dags next-execution
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#details
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#materialize
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
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v3.0.6, v3.2.1

v3.0.6, v3.2.1

dags report

dags reserialize

dags show

dags state

dags test

dags trigger

dags unpause

db clean

providers behaviours

providers get

providers hooks

providers links

providers list

providers notifications
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
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v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

providers secrets

providers triggerer

providers widgets

roles add-perms

roles del-perms

roles create

roles list

tasks clear

tasks failed-deps

tasks list

tasks render

tasks state

tasks states-for-dag-run

tasks test
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
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v3.0.6, v3.2.1
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v3.0.6, v3.2.1

v3.0.6, v3.2.1

Apache Airflow v2
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v2.0+

v2.0+

v2.0+

v2.2+(3 1)

v2.0+

v2.2+(E 1)

v2.0+

v2.6+

variables delete

variables get

variables set

variables list

version

cheat-sheet

connections add

connections delete

dags backfill

dags delete

dags list

dags list-jobs

dags list-import-errors
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#backfill
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors

Amazon Managed Workflows for Apache Airflow

oto|Ld HE

v2.2+(E 1)

v2.2+(E 1)

v2.0+

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

dags list-runs

dags next-execution

dags pause

dags report

dags reserialize

dags show

dags state

dags test

dags trigger

dags unpause

db clean

providers behaviours

providers get

providers hooks
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
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v2.0+

v2.0+
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v2.6+

v2.7+

v2.0+

v2.6+

v2.6+

v2.6+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

providers links

providers list

providers notifications

providers secrets

providers triggerer

providers widgets

roles add-perms

roles del-perms

roles create

roles list

tasks clear

tasks failed-deps

tasks list

tasks render
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
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v2.0+ tasks run

v2.0+ tasks state

v2.0+ tasks states-for-dag-run
v2.0+ tasks test

v2.0+ variables delete

v2.0+ variables get

v2.0+ variables set

v2.0+ variables list

v2.0+ version

A2 DAG7} requirements.txtE S35 M x|El

= @2 DA
IZ._‘— st Ee{aels M9°HZF ™ DAGE 7 & =445l= CLI B0l AujEhLct.
Apache Airflow v2.0.2

* dags backfill
+ dags list
* dags list-runs

+ dags next-execution
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https://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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DAG7t requirements.txt& &5 Ax|E m7|X|o] o|E5t= E2{aI8 AFE35tX| et o|2{&t
CLI BHE2 M8 =+ &Lt

HME I

CtZ MlMof= Apache Airflow CLIE A& 3tE 02 29| of| A7} Lt Q& LICEH

Apache Airflow v2 4= A8 7tX{ 27| EE= AHA|

CHS MZ I E AF835104 <script> <mwaa env name> get | set | delete <variable>

ariable value> </variable> </variable>2| @AlOZ HH4E MM 71X 7| &= ANE

A& LICH.

4>g

[ $# -eq @ ] && echo "Usage: $@ MWAA environment name " && exit

if [[ $2 == "" ]11; then
dag="variables list"

elif [ $2 == "get" 1 || [ $2 == "delete" ] || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

DAGE Eg|HE i 7+ F7}

Apache Airflow v20i M CtS ME FIEE AE5t09 DAGE EE|HE M} airflow trigger_dag
'dag_name' —conf '{"key":"value"}'Z} Zt0| THE FII& £ &LICH
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import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'

key = "YOUR_KEY"

value = "YOUR_VALUE"

conf = "{\"" + key + "\":\"" + value + "\"}"

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer + mwaa_cli_token['CliToken']

mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])

raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
1,

data=raw_data

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')

mwaa_std_out_message = baseb4.bb64decode(mwaa_response.json()
['stdout']).decode('utf8")

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)
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Bastion Host0d| CH &t SSH E{'Z0i| A CLI 2333 AlSH

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --

header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND
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Apache Airflow0l| CHEH 244 Et2|

0| ol XM= Amazon Managed Workflows for Apache Airflow 32 2|5 Apache Airflow 142 74
ot WS MPEELICH
=AM

- Apache Airflow B & 44 72

« Amazon MWAA & Z 0|l Mx|El Apache Airflow S 2 Xt TH7|X|

- HdE RS ML
Se

« AWS Secrets Manager 22t 2t 3 & A& 3t04 Apache Airflow 148 T4

Apache Airflow == 2 44 72

.

Zeoi wat AWS Z2E3 22 BHEol| ohet £7t A7 £ W8 KIT Sk 7HLE Apache Airflow HIE
ct

AE 010 A Aol A A S FIHEH CHS DAG Lol d4E &xE & A&LICH

« XtA| 21 Apache Airflow XA 22| Apache Airflow MX|0M= airflow. cfgdlA Apache
Airflow 74 S d™ELICH

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAAZS| Apache Airflow. Amazon MWAAO| M= O[2{8t 74 A S Amazon MWAA 2
£ 0] Apache Airflow 743 MO 2 F 750k B LICIH Apache Airflow 7t S M2 AL X E& 9| &
A HsE AHMYEH SYUS dHol| oiet O E 2E 7|E F42 MEalgct

Amazon MWAA &tZoi Ax|E! Apache Airflow 3Z A+ I{ 7| X|

O| H|O|X|o= 2 E K| EZl= Apache Airflow 8Z0i CHEH Amazon MWAAOI A A x|8t Apache Airflow
S A W7|X[7} Lt |of U&LICH olz{eh 7| X|oi| CHEt REAlEH LIS 2 THZ7[X| =71 & =0 CHEt
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https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
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(@ Note
CHE Python 2t0|E 42| M%|2 QI8 CloudWatch 2Z1t0| 3 &M 0| RIHo|E|X| LTS 57|
2?3 Amazon MWAAE pip3 install -r requirements.txt &% ¥ Watchtower HH7
2.0.12 ARIgLIC

Apache Airflow v2.7.28E Q7T Atg T oi| --constraint 20| Z & T[0{0F &LICH XM 22 A
SotX| &£ 2 Amazon MWAAOIA 7 At&of LIFEl T 7| X[7t AF8 &2l Apache Airway H{F1
| =8 ANef =7HE RI™ELCH

o

Apache Airflow AM|2f =71 T} 2 Apache Airflow 2 2|A S A AL E = U= SR HEZ XIHF L
Ct. 2Lt CHEE S| A2 =|A B2 X7t Y BT Q| Apache Airflow?t ZEHEILICH HMSF ZHE AFE
ok StEE M HTo| SZ At THF|XIE X|™YstedH S SZ A ol et MY = oS =-HE

= A&LIcH

1. GitHubOllAM B Ak =74 m(0d|: https://raw.githubusercontent.com/apache/airflow/
constraints-2.7.2/constraints-3.11.txt)2 CtR2ZEFLICH'2.7.2'E AI&3lEdE HT2Z CHA).

2. FEE MY =7 otUS Amazon MWAA EZE 2| Amazon S3 dags & 0| K& & LICHOd:
constraints-3.11-updated. txt).

3. CH30l LIEE Hiet 20| 2F AHY S X|IHstAMI2.
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Ol M E AL 504 Apache Airflow UI2| Apache Airflow v30il CHEF Jdbc @4Z304 HTTP 47 HI=Z

CH2 ol MIE AF2 3104 Apache Airflow UI2| Apache Airflow v20i| CHEF Jdbc 20| HTTP HZ HE
g MEFLc

AWS Secrets Manager 292t 2t 5 & A& 35104 Apache Airflow 214

- =
74

AWS Secrets Manager & Amazon Managed Workflows for Apache Airflow 730 A K| E|&= CHA

Apache Airflow BiAl= Q1L |C}. O] FX|ofA=E AWS Secrets Manager AH 504 Amazon Managed
.I

Workflows for Apache Airflow 845 2! Apache Airflow 237301 Ciet & S & QG AH K& S E WS
MHEELICE

Jdbc AN HTTP & RIE3IE ALE5t= o 1
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Amazon Managed Workflows for Apache Airflow A

® Note
o Hotots MM Al 220| EHEILICH Secrets Manager 2 20| CHSH XFA|EH LIE 2 AWS 2
22 HZ5MR.
. AWS Systems Manager Parameter Store= Amazon MWAAOI A 2Ot ¢t 5 diolle 2 = X|
gL REMIEH LI 2 Amazon 32 A TH7|X| AEME & ZFAMIL.
St

1EtAH|: Amazon MWAAO!| Secrets Manager &3 7|0f| HM|A S = Ql= HEHE M-S ELICH
EA: Secrets Manager B E & Apache Airflow 74 SMOE 44

 3EH7|: Apache Airflow AWS 2172 URI XIS M4

+ 4EtA|: Secrets ManagerOi| A B4 F 7}

+ 5EFA: Secrets Manager0i| M @173 F7}

-

0z
|> |._|_]

B> K

L]

I
mlo
m
X

1EHAl: Amazon MWAAO] Secrets Manager &3 7|0l HMAE £~ Qe HEt
£ MSeLct.

Amazon MWAA tZ39| A&l o450l = AWS Secrets Manager2| &3 7|1E€ 212 + U= HEto| ZE
ghLICH CHS 1AM 22 AWSEHEIE SecretsManagerReadWrite AHS AF2 8104 217[-A 7| HM| A

£ o18&uch

1. Amazon MWAA E2£0|AM &7 10| X|E dL|C}.

2. EBZ MEELC

3. TEHEOIM A™ dF S MEHFLICH

4. HM AZZ MEAFHLICE

5. Mx ZE|3 BlAE ZIE0f SecretsManagerReadWriteS(E) 24stLICH
6. MM AHS MEAFLIC
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r
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X
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]
r
I
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https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow

A8 HEBM

AWSEIEIE HE HMS M-S 6| oMM
Blas0l CHEt BE £F0| HHAE 518
o SRojAM MAdste RE Hot 9f 3 AWS

JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
]I
"Resource":
}I
{
"Effect": "Allow",
"Action":
"Resource": "*"
}
]
}

2EHA|: Secrets Manager B =

Ct2 MMo{ M= Amazon MWAA 2

E E Apache Airflow 7+

gtEo| M et 2 = AO|0|E5l0q Secrets Manager
£ U&LICH o|§ E0 Ots EX E2 Secrets Manager
2| of CHE o17| HMA HEHS FoELCt.

GetResourcePolicy",
GetSecretValue",
DescribeSecret”,
ListSecretVersionIds"

"arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

"secretsmanager:ListSecrets"”,

AH Ad
oo

SMo=

£ 0 A AWS Secrets Manager 2@l = ol CHEt Apache Airflow T

M aMe MMsle weig MEStLICH airflow. cfgOlAM SUsH 0|20 T4 MHE AIRstE HQ
CtS HAHUM M5t 0| @M5HH 7 ™S AHEolguch

1. Amazon MWAA £2&0{M &4 1 0|X|E L|C}.

2. PEES MEiELCt

3. HEZ MEfgLC

4. Ct5S MEELCH

5. Airflow 7 SM oM ALEXL X|IE 4 F7HE MEHEILICH OFHg 7|-24f THO{E F7+ELch
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https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow A
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a.

secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken:

secrets.backend_kwargs: {"connections_prefix" : "airflow/
connections”, "variables_prefix" : "airflow/variables"} O|Z | 5™
Apache Airflow?} airflow/connections/* & airflow/variables/* B20|AM HAZA
SRQIT} A E HMSIEE A= |}

Z3| EHE ALE35tH Amazon MWAAZL AL RHE CH 415104 Secrets Manager0l| £ L= API
SEIHTE EY + UGLICH T3 WS XIYSHX| L2 ™ Apache Airflows T EE A=
M BRE AZD HeE AMELICH THEE X[H5HH Apache Airflow”7t HMSHE 7HsEh 4
28 && = U&LICh [EkM Secrets ManagerE Amazon MWAARL B7H A& [ HIE O
Hzr Lot

Z 3| M= X|H35248 connections_lookup_pattern &
variables_lookup_pattern It2tO/EAE X[ ELICt Ol2{3t metO/E{= RegEx
TGS o2 HolSLICH o & S0 testZ2 A& StE EEE HMstE{H
secrets.backend_kwargsoll CFHS & l=248tL|C}H.

{
"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}

® Note

connections_lookup_pattern & variables_lookup_pattern2(E) At& 5t
2i™ apache-airflow-providers-amazon HH% 7.3.0 O|& 2 A x|5{oF & LIC}.
Provider T} 7| k|2 %|Al t{M o2 i0|o|Este ol ChEH XFMIBH LIS S RO =7
o MIME B ESHA L.

2EHA|: Secrets Manager B2 =Z Apache Airflow 714 SMHo 2 M 145


https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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3EHA: Apache Airflow AWS 2422 URI 2AHY A4

0o
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0%
x

(o}

r

14 BAIYE DHER{M 71229 tab’ 7|18 AF& 35104 Connection Zi&| 2| 7|-Zf H0{E S04 7| &

LICH B3 & MMM extra ZA[of CHEF H+-§ BFEE= 20| E&LICH CHS AM0{ A= Apache
Airflow EE= Python A3 B EE AF&35109 Amazon MWAA & 2|8t Apache Airflow 2122 URI EAt

CC
22 Meste HAE LiELICH
Apache Airflow CLI

CHS & M2 24 Airflow CLIE AF235H04 1 EAtEE M/ LICEH CLIZF ARIE|0] U]
A% Python AR EE AME3t= XW0| E&LICH

el
rlo

1. Python & MM L|C}.

>>> from airflow.models.connection import Connection

4. & Mol extra Zxof CHE

M8 MMELICH YOUR_EXECUTION_ROLE_ARNS| M E
{2 A e ARN2Z CHA|SH D us

-east-19| E|™ME THAIELICHO: us-east-1).

>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name': 'us-
east-1'1})

5 ¢4 ZXE HHELICE myconne| ME 2L 2 Apache Airflow 212 O|§2 2 CHA|E LY.

>>> myconn = Connection(

6. ZI2=0'® 7|& AtEstod 42 Aol ChE 7|-2f Ho1E 2442 S0 T|E & QU&LICH M

£ I8 ###2 2 AL Ct.

3EHA|: Apache Airflow AWS 9474 URI XY A4 146


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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b. Apache Airflow G| O|E{H|O|A SME K[ FLICH

. conn_type="mysql',

c. Amazon MWAAZS| Apache Airflow Ul URLE X|&gfL|Ct.

. host='288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. Amazon MWAAOI 21218 AWS HAMA F| ID(AHE XL O|8)E KIHELICEH

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. Amazon MWAAO| 2218 AWS 2ot HM|A 7|(F5)E XIHELICEH

. password="'YOUR_AWS_SECRET_ACCESS_KEY',

f. extra & MM HS-E X|™HELICE

. extra=extra

g. & AHANE S=ELCH

7. UZAURI AL S QlafgLich
>>> myconn.get_uri()

SEHUM AZE URI EAIEE FH XM L.

[e]]]

'mysql://288888a0-50a0-888-9a88-1a111a2a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script

CHZ Python 23 2lE 0= Apache Airflow CLIZ} 2 3HX| F&LICH.

147



Amazon Managed Workflows for Apache Airflow

0o
1z

02
x

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'us-east-1'

conn_string = '{0}://{1}:{2}e@{3}:{4}?
role_arn={5}&region_name={6}"'.format(conn_type, login, password, host, port,
role_arn, region_name)
print(conn_string)

2. A2 EARIE ### S 2 CHAIEHL|CE.

python3 mwaa_connection.py

4CH7|: Secrets ManagerOi| M B4~ F7}

Ch2 MM M= Secrets ManagerOi| M B1~0i| CHEH 2F S & MMH5HE e MHEELICH

-

oo

ok

o bk~ 0N

r

E M5t

AWS Secrets Manager 2& & L|C}.

M s XqES MENFLICH

CHE f8ol g5 E MEdELICEH

ol 3ol MEE 7zt wof XI’H FolM Lot HAEE MEAFHL|CH
B~ ZL2 O S Ao U EIAE R FIHEFLICH

"YOUR_VARIABLE_VALUE™"

of

o, =

K| - stedH:

M
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14

4E+7A: Secrets Manager0Oi| A #45= &7}
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https://console.aws.amazon.com/secretsmanager/home#/environments

"mystring"

Amazon Managed Workflows for Apache Airflow

Hr

R_VARIABLE_NAME

airflow/variables/test-variable

airflow/variables/YOU

o A:

LICE.
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Secrets Manager0il M 212 X+ URIO| CH
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T8 -SMM 7B &M
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I.
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AWS Secrets Manager 2& & L|C}.
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Chg 4440l M
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https://console.aws.amazon.com/secretsmanager/home#/environments

0o
1z

Amazon Managed Workflows for Apache Airflow A

YOUR_CONNECTION_URI_STRING
o Al

mysql://288888a0-50a0-888-9a88-1a111a2a0@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning

airflow/connections/YOUR_CONNECTION_NAME
o A:

airflow/connections/myconn

k=2
= =
10. =8 18 -SMoM 7|2 SME O0HE T ChFS MEfgL
11. Secrets Manager0i M O &A1& BtE5to] Hot= BHE HEE FIHELICH

12. AE Ho|X|olM FZE HESH = MY S ME{ELICH

5Et7A|: Secrets Managerol A @12 &7t
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Amazon Managed Workflows for Apache Airflow A

ME ICE

+ Apache Airflow @1Z2E I8t AWS Secrets Manager®| &t 3 7| AL 0| MEZ I =E AIE35l04 0] I O]
X|9| Apache Airflow ¢1Z(myconn)dl &% 7|E AF835tE WS YotELICH.

Z I E M83t04 0| I 0| X[2] Apache Airflow B14(Apache Airflow #4=0f

Z 7| M)l &E 7|8 A B5te W E otELct

+ test-variablef| MZ
AWS Secrets Manager &

. 2& UE AME75}0q Secrets Manager 20+ &t & 7d5t= &0l CHEt REAMIBH LHE 2 AWS
Secrets Manager AF& MBEAMO| 20 & & HAH 2 AWS CLIETZ A 2.

+ Apache Airflow ¢1Z2 2! H4=E AWS Secrets Manager@ £ 0|50l Python AT ZEE A& 5104
CHEF o] Apache Airflow #4= 2! 91742 Secrets ManagerZ 00| 12{|O|MELICt.

Chs B

+ Apache Airflow0i| M| A0 A Apache Airflow UIO] HMASHY| et EES MdEste W Lot
L|CH.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/opensource/move-apache-airflow-connections-variables-aws-secrets-manager/
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Amazon MWAA &2 ztz|

Amazon Managed Workflows for Apache Airflow &£ 2 Apache Airflow Ul0f| CHEt ZE}0[S! EE= THE
2 HMAE TSt LHE S0 2 E[of JELCH 8t 38 2, MR 2 ZE A7 &2
Mite 718 M3 SM0 UBMO 2 airflow. cfgoll B HMAE &= Q= Apache Airflow 742
MHEolst= Ol AHEE = U= Apache Airflow 78 SME ZF E|0f AU &LICH O] 20l A= Amazon
MWAA Z&0{M o[2{8t 182 AIS st WS dYELICH

A

- Amazon MWAA &7 ZailA 74

« Amazon MWAA 2 Xt R E A7LE 74

« Amazon MWAA & M QE AA L T

« Amazon MWAAOI M Apache Airflow 74 SM AL

« Amazon MWAA &3 Ad|0|E

« Apache Airflow H{7 2473

« Amazon MWAAO| A A[ZF AFBIE A}

0l

Amazon MWAA &3 ZciA 74

Amazon MWAA EtZ30] CHalf MEist 83 iAo et Celery AT |7} A El= AWSEE[E
AWS Fargate 716 0|L{2| 2. 7|2} Apache Airflow A& {7t & QIARHAE MH5t= AWSE |
& Amazon Aurora PostgreSQL MIEFH|O|E Cl|O|E{H|O|A7F Z™EILICH O A= ZF Amazon
MWAA &3 22HA 2 Amazon MWAA 2£0IM & 3E 2cHAE UO|0|Est= WS MBEELICH

Sections

- B8 7S

« Apache Airflow A 7| & 2

ok

8 7|

oIr

chg Mol 2t
vVCPU(7I 4 &Y
Apache Airflow Worke

H/\0+I CHEH 7|2 S Al Apache Airflow 2, RAM(RE HAMA HZ2[) &
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https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/celery_executor.html
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Ct= EolAM DAG EF2 A~ 0| ot DAG H2
Apache Airflow 22 Atel| 2 2 E|ICt T 7+

£ 9o|0/5tH DAG7F B Python mHoiMd S&0|1
L|Ct

]

Y A2 SAlol ol|ofEl 2 o el EEFRIMH, SAlo] AF LS AEE DAG A 7t 7|&

1 = o = O

2k max_dagruns_per_loop_to_schedule2 Z5tX| ot= ZJo 2 7HHELICE Ol A0 M
ot At 37| U I = OtEH7FRIILICE.

mw1.micro

 %|CH 257H2| DAG 8%

« SAEA37H(ZIEZ

« T 4
« # MH{: vCPU 17}, ZF 3GB RAM
« X} 2l AFHEEH: vCPU 17H, 3GB RAM
« Cilo|E{H|0]A: vCPU 27H, 4GB RAM

(® Note

mw1.micro= 2LE A7|UZE XA K| A &LICEH

mw1.small

- Z|CH DAG 82 507
- 57H9| SA| &A(7IE %
- T 4
« # MH: vCPU 17H, Zf 2GB RAM
« ZH4%}: vCPU 17, Zt 2GB RAM
« AF|ERH: vCPU 171, ZF 2GB RAM
- Cllo|E{#Hl0|A: vCPU 27, 4GB RAM

mw1.medium

- Z|CH DAG & 25074
- 1070 SAI HA(ZIEY)

T4 e
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o
o
N
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https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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« ¥ MH: vCPU 17H, Zf 2GB RAM

« X4X}: vCPU 27H, Zt 4GB RAM

- AF|E24: vCPU 27H, ZF 4GB RAM

- Cllo|E{#Hl0|A: vCPU 27, 8GB RAM

mw1.large

- %|CH DAG & 1,0007H
- 20702 SA| HH(ZIE2))

. ?.A—| oA

O L.

« # MH: vCPU 271, Zf 4GB RAM

« Xt4X}: vCPU 47H, Zt 8GB RAM

- AF|E24: vCPU 47, ZF 8GB RAM

- Cllo|E{#Hl0|A: vCPU 27, 8GB RAM

mw1.xlarge

B
I

H DAG & 2,0007H

Al & 40707122k

O

=
&

4
0x
kO

{0

]|

=
>

dH: vCPU 47H, ZF 12GB RAM
Fe4Xt: vCPU 87H, ZF 24GB RAM
A7|&E8H: vCPU 87H, Z 24GB RAM

A

« Ci|O|E{H|O|A: vCPU 47, 32GB RAM

mw1.2xlarge

B
L

H DAG & 4,0007H

Al &4 807H(7 |22k

O

=
(=N

-
0x

I

1 MBq: vCPU 87, ZF 24GB RAM
Fodxk- vCPU 1674 ZH 48GR RAM
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I

e
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N
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- 27E24: vCPU 167, Z 48GB RAM
- Ci|O|E{H|0]£: vCPU 87H, 64GB RAM

celery.worker_autoscaleS(E) ZRHE =Y ol A = A&LICt RtME HE=
|

= % E
the section called “I s AFE Atg| o A]” MME TSN L.

Apache Airflow 27{|& 24

Ctg MMoil= Amazon MWAAOIM AF8E == 4= Apache Airflow AFAIEE SMIt AHEH F7HE
2|7{ed =0l O|xl= G&ol Ltk JU&LIcH

Apache Airflow0i| A EE2[7HE{= EE|HE AHE35t0{ X|HE §H =0l SFE W X| A7|x[= &
g zt2|& LIt Amazon MWAAOIM EE|HEHE %%‘ﬂ Fargate 2ol M A7|EE{2t &H A E
Ct. olofl 2t AFHEH =8 s2IH M8 7tsE EE|HE #7t s0{LIH, BZ0iAM X|odE &2 dS
EloP': Hf 410 | |’“2h=.l—| Ct. o|Z A 5t 5.“?:1% E2MoE ME|E = U ZHO| BSFE M 7Y

FEEIIR

®)

Apache Airflow v3
« v3-mwil.micro2Ct & gd2| A= 2~52| ¢S ST LCt 2E &3 37|l sl 7|2af2
29dL|ct B mw1.micro2| Z7|EgF2 1Lct

Apache Airflow v2

« v2-mw1l.micro2Ct & tE0| A= 2~52| gt2 H{EELICt 2 & &3 3 7|0l cHal| 7|2gf2

24Lct B mw1.microl| 7|22} 1JLICH

Amazon MWAA Xt LE A7|UE 79
QE AU HIFLIE S Amazon Managed Workflows for Apache Airflow EZ0|A{ A3 Sl =
ot CH7| QI 2hdoll CHet S Ef 2 2 Apache Airflow XAt 8 XIS 2 =2|1, CH7| S0|H{Lt A
S ol o o|4 g2 e FIF &YXHE ME|FLICH o] MM E Amazon MWAA 2&£2 A8
504 AHS A Bt E 0 AEE|= Apache Airflow 2 dAtS| X|CH & X|H35l0 LE AZLRE 745
= WS AP
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https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
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® Note

Amazon MWAAE Apache Airflow X|EE& AF23104 Celery Executor 2 4AL7F F£I7H2 ZQ st
Al7|18 2™stn 2o 2t Fargate AL =8 max-workersOlM X8 2R = &L
Ch. F7F 2HdRb7} 2Hdg et2 6t 11 2] 25171 Z A8 Amazon MWAATL SHE ZHARIE A
H5tE 2 min-workersOiAM HEs 222 SAELICE

AR HA B MER &S MEISHE Z2 Amazon MWAAOI M Fargate 2[4AA

I 2 AXHE A 7HSHR| et & LICH REAIEF LHE 2 Amazon MWAA R E A 7|3 a5 Hh4
S

(o]l

=~

Sections

. XI-O-IX'. H.E _7EXc;| N == I:II'A_!

— = 1O O

« Amazon MWAA & Al

« 1ES AME AR A

-
« A YEfoilM HE Y EX HE

CtZ B A

IR} 2 AA RS HFA

- H [« |

Amazon MWAAE= RunningTasks % QueuedTasks XlE% A ELICH 047 M (A3l QI &=hd +
CHZ7| S 2 )/(AUR G &) = (et YA L/ct 2t 2R}t =7t A 2 dXt ==t B
© ™ Amazon MWAAE Fargate Zf 2JAt ZIE||O|LHE O] 2[0ll max-workersoilA X8t ZICHZt7H X| &
7befLCt.

I 2=t A4St RunningTasks & QueuedTasks X|E & 7|71 ZH Aol 2t Amazon MWAA
£ FargateOll 30| A ZHUXE 27U CH26t =5 QLY LICH 0435 2 S 2t26t= YRt
HUS 2AEY MK 2H U CH2 S0l EE 4EE RXIELICH K220 et LR 7 AFHY .
2= ¢ Aol cH7[Hol| /U2 &= U&LICH

Amazon MWAA 25 Al

Amazon MWAA 2&0|M AtEXt &3 01IH SAlol| Ale x[C] AR =& MEfE + U&LICH 7|8
Moz x|chgtE =|CH 257HK| X|HE + JU&LICH
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https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/celery_executor.html
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R L L

—

Amazon MWAA 2&0| M 24 10| x| & LCt.

2. EES dEgch
3. HHEES MEfgfLCh
4. CtSS H=4gLCH
5. &4 2o Fol =0 2rYxt ~of 22 L= LICH
6. M&ES ME{EfLICH
® Note

1ES ALE ARE| 0l Al

CHS MMoME 8o nds X &8 XMElE g dstete dl A8 = e 78 R0 s A
HErLck.

2 I |0|A Apache Airflow

UHtMo 2 2 Z2|0|A Apache Airflow Z2SHE 0| M= airflow.cfg TFUMA & HEHEM QE A
AL LU SAE MHEE FHELICH
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from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):

email_backend = kwargs['conf'].get(section='email', key='email_backend"')
print("email_backend")

return email_backend

@dag(
dag_id="print_env_variable_example",
schedule_interval=None,
start_date=datetime(yyyy, m, d),
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catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperator(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

)

print_variable_test = print_variable_dag()
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sudo yum -y install libaio
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#!/bin/sh

export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];
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echo "Python version is $PYTHON_VERSION_CHECK"
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export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"
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StH 22109212 AF8 5o /T EZR0i| AFEAL XH HIO|LHEIE M3 E & &Lt

#!/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary
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Airflow 7t @A E A5t O AFZELICH

« AIRFLOW__WEBSERVER__SECRET_KEY — Apache Airflow & ME{0|A MM T 7]oi| otSHH M
st ol AFE Rl &= 7|LCt.

« AIRFLOW__CORE__FERNET_KEY — M|EIC||O|E{ CIlO|E{H|O| A0 & El 2IZEF CI[O|E{(0d]: @12 &
2)E ¢35 3stn siSste ol AR ElE 7|LCH

« AIRFLOW_HOME - 7t mll 3! DAG mto| 2ZZ X{Z Z|= Apache Airflow & C|EE{2[o| HZ !
LIC}.

« AIRFLOW__CELERY__BROKER_URL — Apache Airflow 27| &E242} Cellery 2 At == 7+o| SAlof|
MEE|E HA|X| E27{2| URLYILICE.

« AIRFLOW__CELERY__RESULT_BACKEND — Celery 24| AT E X{&st= Ol AH& =l= Cl|O|E{H|
O|A 9| URLE!LLCE.

« AIRFLOW__CORE__EXECUTOR — Apache Airflow7} At&8fjof st= Aalxt ZeiALIC Amazon
MWAAO| M= 0|d2 CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES - Of|X| DAG ZEEE &3l 7{L} H|Z M35t 5tE ol A2 EL
Ct.

« AIRFLOW__METRICS METRICS BLOCK_LIST — CloudWatchO0il A Amazon MWAAZ} LIELHT 74
X 3t= Apache Airflow X|EE #2|5t= ol AFSE LICH

« SQL_ALCHEMY_CONN — Amazon MWAAOI{| Apache Airflow HIEIH|O|E{1E K& &t O AFE =
PostgreSQLE RDS Ci|O|E{H[0|A 2| 214 E Rt A L|CH.
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AIRFLOW__CORE__SQL_ALCHEMY_CONN — SQL_ALCHEMY_CONNZ} Sgt 82 AL | X|2H AH
Apache Airflow O|& X|'d &2 & LICH

AIRFLOW__CELERY__DEFAULT_QUEUE — Apache Airflow2| Celery 40| CHE+ 7|& CH7 |2 L
Ct.

AIRFLOW__OPERATORS__DEFAULT_QUEUE — &% Apache Airflow QAHRIE AFE5HE o] 7|2
CHZ | ILCt.

AIRFLOW_VERSION — Amazon MWAA &0 A x|El Apache Airflow EH.
AIRFLOW_CONN_AWS_DEFAULT - CFH& AWS MH|A 2 S8 5t O AFR El= 7|2 AWS Eot 21F
UL|Ct,

=

AWS_DEFAULT_REGION - CF& AWS MH|ASQF S&35t7| {all 7|2 2o Ql51 &1 A8 e 72

AWS Z|Hg d™EgfLct.

rior

A
73 4

rr
o

AWS_REGION - Mo|El B O] tZ3 844~ AWS_DEFAULT_REGION 2! Z 2 ml Q] A% 0|

7I-o Hx-lo|ol-|_||_-_|.
PYTHONUNBUFFERED - stdout 2! stderr AEZIE ZH|0|L{ 22 M&st= d| A2 =L CE
N

AIRFLOW__METRICS__ STATSD ALLOW _LIST-SE2| QAR AlEt§tE
EE FETHFAM HE S8 #+/d5t= dl AFZ2ELICH

AIRFLOW__METRICS__STATSD_ON-StatsDZE X|E M&S &/GstLct
AIRFLOW__METRICS__ STATSD_HOST - StatSD CHE(daemon)oil @125 = Cll AFELICH.
AIRFLOW__METRICS__STATSD_PORT - StatSD CHE(daemon)oll 4 Z23HE= Ol AL EILICH
AIRFLOW__METRICS__ STATSD_PREFIX - StatSD CHE(daemon)oll AZstE O AL EILICH
AIRFLOW__CELERY__WORKER_AUTOSCALE — Z|CH 2! %A SA|ES AHELICH

AIRFLOW__CORE__DAG_CONCURRENCY - &t DAGOH|IM AFHZEE{7} SAlof A&e £ le =] 2l
ABA 82 MH™ELIC

0

AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG - DAGE X=|CH &4 &t £
AIRFLOW__CORE__PARALLELISM - SAlof Al3et 4= Ql= %|Cf & QIARA

x|
AIRFLOW__SCHEDULER__PARSING_PROCESSES - DAGE AF|ZE2l6l7| s AAHZE 7} Tt A5t
= 2 ZZ2AMA 8 H™EELICH
AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__VISIBILITY_TIMEOUT - MHIA|X|7} C}E
XL Al CHA| ME E| 7| Mof| 2 URI7F 24 &£0216H7| {l8h ChoIste AlZH(E)E "HealghLIct

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION - 7|& Ag{2| & 2| AWS 2™
2 Mxdstct.
=2 =20OHE
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nx

HA

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES - 7|& 22| ™
&9 7 & dEgLc

AIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN - DAGE EZ|7{& M} run_id mt2t0O|E{of|
CHEH l=2d0| f A& = Qlst= ol AFEELIC.

AIRFLOW__WEBSERVER__BASE_URL — Apache Airflow UIE $AESI= O AFE ElE & ME 2
URL&ILC}.

PYTHONPATH(Apache Airflow v2.9 O|&foi|Et 5l - 2E 7|2 &3 7I50| SHIEH &S5t S
Amazon MWAAOI A of| 2F&fL|C}.

(@ Note
v2.9 0| H{T 9| Apache Airflow2| 3 PYTHONPATHE Of|2FE|X| of2 874 B4l

AEF AJBIEE AFE5H0{ M| E[X| 2 Bt E B Ho{# &= U&LIC CHS2 O|2{8h YetxQel H

+o| AR E LtFsE ALt

« PATH- 2G AMA7t Al ot U AJZEE HMSt= CIHEE 852 XIHELICH HEE0iA
BHS AT AARS HHES 5ot MSH7| 23 PATHS| CIFE2|E & QIELICt Apache
AirflowOl| M At XF X7 QAR EE= E Y2 duE e QF A3 ZEL A THUS ArSsHor &
2 U&LICt o|g{8t mtd2 E 6t C|HE{2(7F PATH B0l X|HE CIREE[0f Qe B2, AlAH
Ol T CIAEEIE &2 & e1o™ Zo| MAHE[X| f&LICt PATHO| At CI-EE|IE F7t5
™ Apache Airflow 20l E 8t A& Tt S Fot e = A&LICh.

« PYTHONPATH - Python QIE{ZEZ|E{7} 7}X2 ZE1 I 7|X|E AME C|HEZ|IE 2HEst= Ol AHE
Euct 7|28 44 @EOH F7Mg = U= CIEEE S8LCH 0|8 &3l 2IEHZ EIHE EZ 2to|
Sei2of ZEe|o] UX| eEHLE AAE] CIHEE oI 2 Python EHO|EBHEIE ’;%*OP

2CE £ QELICH O] HEE AR50 2

HAEE & A&LICH

N
B

AEXF X|™H Python I 7| X|& F7I5+12 DAGS}

uol

(® Note
Apache Airflow v2.9 0|4 9| 32 PYTHONPATHE= O 2 El B4 B4t

o
o
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« LD_LIBRARY_PATH -Linux2| 8 &7{ & 2{7} 3 & 2IO|EZ{E[E &1
Bt gL 7|2 A|AH 2to|Ee2| CIME 2|20 HA AME|lE 2R
CIEEE S&2 AIFELCt o] ¢ AFE3504 ALE At X[ HEO|L42|E |

e CLASSPATH - Java HEIY] B Z(JRE) & Java 7Y 7|E(UDK) 0l HEIR Al Java E2i4, 2l0|E
2l & 2AAE 31 EE5tE O AFSELICH HutdE Java =7 T E CIREZ|, JAR THY
ol ZIP of7lo|Eo| EEQ|L|Ct.
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Amazon MWAAO| A DAG &

Amazon Managed Workflows for Apache Airflow B 30| DAG(H &M H|=gt Jeiz)E A= sied™

2tZ80] 244 E Amazon S3 AEE|X| BH{Zlof| mf LS SALsHCHS, DAG 2 x| 1} 0] Amazon MWAA
Z &0 M o{C[of U}=X[ Amazon MWAAO| & 2] ELICE. Amazon MWAAE ARt A7 |E8] & & M

tH 7t9| DAG S7|3+E &XEl&LICt 0] 7L0|E0| A= DAGE F7} E£& YUO|0|E ST Amazon MWAA
8o AR X[H Z22{22! & Python 382 Mx|ste e AEFLICH

0

Pal
0l
>
Ral

2

>
3
o
N
o
5
)]
&)
2
x
1o
ila
Pl

Amazon S3 HZ! 7

Amazon MWAA 38 Amazon S3 HZ!ol|l= HE 2 M| A XFEHO| Qlo{ofF FLICH 7Moo 2 HZ,
A L 2R 5 2lAaA: =8 F7| 7E)E HIRE 2E Amazon S3 2lAAE HISIHLICEH

AR

=0

. B, HZ!2 0HE AWS AIKQI BlAA ASKIEE ST 2|AA HA AT
2 XFA s
=

= A& 2
(ol: tEIXF) = AMA KMo HAME Zdstod CHE ARO[ H| AM|A HErE 7

Sofgt 4

20 |

A
=1=

|_|'|
_lTl_

4

o

=

B0l 2

>

o M HMA HAol= Amazon S3 HHZI0| DAG, plugins.zipQl AF& X} X| =

requirements.txt2| Python 3&EE F7tE = = Mol lo{of gLCt,

&H=| 22 o| of| M| = AmazonMWAAFullConsoleAccessE & X 5HAIL.

rot
M o

0
3] ﬂIII=I
_L

(@]
el

Amazon MWAA 238 Amazon S3 HZlole HA & 2[7F & Mdslz|o{ Qlo{ok & LICH Amazon S3 H
ZIHH™ 271 &/-d8t6tH A 0| MAE wHotch A AFHE O M A ElL|CH

« Amazon S3 HHZ0 M plugins.zipl| AAHEAt X|™E E2{3 2! & requirements. txt2| Python &
&0 CHal e 22|71 Z A sHELct

« Amazon S3 HHZ!0l M o|2{8t ool YO|o|EE mHOtC Amazon MWAA 2&0|AM plugins.zip
2 requirements.txt2| {2 X|HaHoF Lct.
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DAG F7} EEE AO|0|E

Sl

ol

45k A Hl= 8 O T (DAG)E DAG 128 ZEZ HO|5t= Python T LHof| ol ElL|CH AWS
CLI EE= Amazon S3 2& 2 AL8350{ DAGE AEXAt & &0l Y2=& = auct o] FAolAM =

Amazon S3 HZ!2| dags E{E A& 3104 Amazon Managed Workflows for Apache Airflow 2 Z30{ A
Apache Airflow DAGE F7t5t 7L} HC|0|ESt= HHE HBELICH.

Ml
ail

g

Pl
kal
[

gy
H

O
icd

o

0

0 |
»2
E

BEULIR?

* Amazon MWAA CLI R EIEIE|E A8 DAG EIAE

« Amazon S30{ DAG ZE Y2 E

« Amazon MWAA 2£0{|M DAG EH2| BZ X|H(X)
« Apache Airflow Ul 8473 ALE M| A

- OHZ BA

AN Z=A
o| Hlo|x|o| EtHE g2 5t24m MK C}2 0| Tt}

o TEt— BEIRI7F AFE R BHE O] AmazonMWAAFullConsoleAccess HUAMIA A0 Z=4od| CHEH A Al
A HEHE AWS AHol| 2o{Rio{oF ELICH EEH A%l 235 0] Amazon MWAA BHZ oM ALS R &
ol M AFE35H= AWS ElA A0 BMHAE £~ U F 5{83HoF BrLct.

o HHA —BEHE Y MHol 2 Hx|st7| flci HEE! Z|ZX|E2|of HMAGHOF 5t B HE
2 HEQT @ M HMAZ B-E 2 F 8ok LICH RMIEF HE & the section called “Apache
Airflow HHA ZE” MME 2 ZTSIM L.

« Amazon S3 74 — DAG, plugins.zip2| AA8X X|I'd E2{3 2! & requirements.txt2
Python S&442 MEsHE Ol AF2 El& Amazon S3 HZ!2 HEE! HMATE AFEHE| T HE 22|27t
M3t E MElE F4E(o{oF FLICH

I 22 Z(DAG)E DAGR| X & FAEZ HMo|stE B Python I LHof| ZHo|E/L|C} CHS

mO
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Amazon MWAA &30 M Apache Airflow Z2SHE2 AIZ5I2{T DAG HolE AEE
EZoll S AtSHoF ELICH o & E0{ AEE|X| HHZ/ 2| DAG EE ClS1F S AFSHOE E"L—||:|'.

A
_|_
(o
Q
«Q
n

Example DAG £

dags/
# dag_def.py

Amazon MWAAE= Amazon S3 HZ! 2| M ZH&f| & g4ZE3El ZHA|E Amazon MWAA A E2{ & 24Xt
ZE|0|L12] /usr/local/airflow/dags EEZ 30X 0ICH XIS 2 S7|3H5H04 IhY R&of AHat
10| Amazon S3 £A0| Tt HE X E FX|ELIC A DAG7} Apache Airflow UI0]| LI¥E|E o 4
2lE AlZF2 scheduler.dag_dir list_intervaloi Q|&l Mo{ELICt. 7|ZE DAGO CHEH 2473 A}
g2 OhE DAG ME| FZ oM MSELCH

(® Note
DAG ZC{0f airflow.cfg 74 TS Z & o = U&LICEH Amazon MWAA E2£0]
M 7|2 Apache Airflow 742 REHole = AU&LICE RtA[Et HE = Amazon MWAAO A
Apache Airflow 7t SM A8 MME & X

Folo| HEEIARLIR?

£7d Apache Airflow ZE2[A0| HE A E HEStE{M 2 2[A HE HO|XIE HESHMR
« Apache Airflow v3 7#4: 724 & X

« Apache Airflow v2 IHE 2| QE{H|0|A HE: Airflow2| T{E 2! OIE{1|0|A

Amazon MWAA CLI S EZ|E|IE A8t DAG HAE
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= o

« CLIE= Amazon MWAA T2 =M 0|0|X|2F AL Docker Z1E{|O|L] O|O|X|E ZHZ #+FELICH 0|
£ A3l Amazon MWAAOI HIE 57| Zofl 22 Apache Airflow 43S 45104 DAG, AH& X} K|

& EB1101 U E44S YT HAEY £ YsLICH

« CLIE Al&3t24™ GitHub2| aws-mwaa-docker-imagesE & X 5HMIL.

Amazon S30{ DAG T E ¢2E

>
E
»

Command Line Interface (AWS CLI)E AF&2 304 Amazon S3 HHZ!0l DAG
Ch. CtS EHAH0 M= Amazon S3 H1Z) 9| 0|& 0| X|™HEl dags EH0l| ZE

WS Command Line Interface(AWS CLI)= BHEZE 20| HHS ALE5t04 AWS MH|ALL &5 28 &

|b

e QE LA TFULICH O] HO|XK|o|M HAHIE 2tz sted® S0l 2L

> 2

« AWS CLI - & 2 M %]
« AWSCLI- 2 S&t & Fd.aws configure

AWS CLIZ AF235t0 Y2 = 52T

1. CI2 B2 AF2540{ Amazon S3 HI!2 25 LhdghL|ct.

2. LCI3 BHE AE36tod ALE Rt B1E 2| Amazon S3 HZ!of Rl mednt EHE LEFRLICH

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. C}

0jo

HH2 dag_def.py ItY2 dags EH0| Y2 EFLICH
aws s3 cp dag_def.py s3://amzn-s3-demo-bucket/dags/

O|& 0| X|HEl dags EH7I Amazon S3 HHZ!0f| ot & gl= B O] B2 dags ECE HMHstn
O|&0| X|H¥E dag_def.py I}LZ2 M ECH0i| Y2 E=FFLICH
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Amazon S3 & Al

Amazon S3 &2 Amazon S3 HZ!2| Z|AAE MM 4l B
L|Ct. CtS EtAHo|H= ol 0| X[ El dags DAG EH7} QUCt

ok
4%
30
rr
P
N
rc
>
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P2l
o
m
i
o
|>
e

o
N
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g
L
Inl

Amazon S3 £2£& Al835t0{ YdZ =524

1. Amazon MWAA E2£ 0| &4 H|0|X|E YL|C},

s MEdSHLICE
S3°| DAG ZE #0oA S3 HZ! 213 E MEHSI0] 2L M AEE|X| HZ!IE LCH.
dags EEHE MEAEFL|CH

N o ok~ b

Amazon MWAA 2£0|M DAG EH2| A2 X|H(XMR)

CHS EHA|ME 0l 0| X|HE dags Amazon S3 H{Z! 9| ZC{of CHst BZE X|HEtCh

N
d
02
o
C
n

1.  Amazon MWAA 2&0|M &Z4 1 o|X|E ¥LCt,

N o o w0

Apache Airflow Ul 843 AFE A&

Apache Airflow Ul01| 24 H|A 324 AWS Identity and Access Management(IAM)2] AWS 7| 7| & o]
CHEt Apache Airflow Ul HA|A &ZH: AmazonMWAAWebServerAccess T8H0| Z gFL|CH.

Apache Airflow U10{| XA 4™

1. Amazon MWAA 2£ 0| &4 10| X|E YL|C},

DAG Z0{o| Z#Z x|H 191


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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2. EES MEELCH

3. Airflow Ul @7|& MEHEL|CH

CHs B

GitHub2| aws-mwaa-docker-images& At&35t0{ DAG, AFEXt X|H E243¢2l, Python S&EHE EZH
oM E|AEEFLICE.

ANEXR X’E &41¢l X

Amazon Managed Workflows for Apache Airflow= Apache Airflow2| L& Z243 2l #2[XIE XI5t
SE A& %= AAEXE K| Apache Airflow 284 3, dIM £= QIEH|O|AE AEE = UA&LICH
Ol HO|X|o{ M= plugins.zip TS A& 3104 Amazon MWAA & Z30f Apache Airflow AHE Xt X|H
=212 ExIste BAE dEELICH

At

« MM =HA

o Z{OQ! AFR Al7]
o« ANEXXIH E{OQ 7L

- ASX XY Ee{aQl ClEEEl 2 37| XMt
- AEXXIH E{aele o
* plugins.zip LH E3 CIEIEHEZ| 7T AHE oA
* plugins.zip LH 3 CIEHEZ| 7T AHE oA

+ plugins.zip I} MM

« 1EHHl: Amazon MWAA CLI R EIZIE|E AFE35tod AF2AF X|H E8{a1Q HAE

« 2EHA]: plugins.zip TF M A

+ Amazon S301| plugins.zip Y2 E
+ AWS CLI AFE
« Amazon S3 Z& A8
« ASX EE0| ALERE X E2{a 21 dX
« Amazon MWAA Z£0{ M plugins.zipll ZZ X|&(X)
+ Amazon MWAA £ £ 01 M plugins.zip H x|

CHS EHA 192


https://github.com/aws/amazon-mwaa-docker-images
https://airflow.incubator.apache.org/plugins.html
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« plugins.zip AbE AbE| of| K|

o CI= CHA|
AMN™H E=A
o| H|o|X|e| B&tH|E &2t235te{™ HA| CtS 0| e ghct.

.« HE— ZEIRIE AAE Xt BHE 2] AmazonMWAAFullConsoleAccess UM A Ko Z=4of| CHEH UA|
A HEHE AWS H™Hol 2o{Rfo{of L[k B 213 238 0] Amazon MWAA 2t ZE0i| M AFE At B3
ol AFESt= AWS ElA A0 HMAE = UTE 5{Z5HoF B LIC

- HMA —FEHE B Mol AY HxI5H7| fla HEZR 2|ZX[E2|of HMASHOF 5t B HE
2 HERT & M HMAZ B+ F3E2 FA8H0F & LICH XFM[EF 2 E &= the section called “Apache
Airflow HAM|A ZE” MM A ESIM L.

« Amazon S3 74 — DAG, plugins.zip@| At X} X|H

Z2{39Ql 2 requirements. txt2

Python &4 XM& &t ol AF2 ZlE Amazon S3 HZ/2 HEZ| HM AT} RFEHE| D HE ZHE[7}
gdstE MEfZ T E|o{ofF BLICt

AFE Higd

1TO O H

AR B EoM AFE X XIE E{00l8 A™ste{™ CHS Al 7HK| 22 s&sHoF & Lct

1. Z2ZolM plugins.zip LS MAshL|Ct

Amazon S3 HZlof| 2Z lelg edz2 =gt

Z&9| Eg{ael ot

2.
3. Amazon MWAA

plugins.zip I
Zoi of mtdel HH

(@ Note

plugins.zip2 *{22Z Amazon S3 HZlol| 42

B2 x|gsfok gLt o] BAlE & et etz st ElLic

= — o
':0|': 8%

= K|YgLoh

Amazon MWAA &0 mted

ZE{aQl AF2 A|7]
Z {3212 Apache Airflow A Aol MHE CHZ Apache Airflow AFHE X} QIE{H|O|AE & & 5= O
ZogLict ASAt K| Q4= DAG T =2t BTl /dags EC0l 2 Hi x| = U&LICH
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ol AA™T AHH| S

=]
=
—

/dags £ == 1 otofl U= 5t E2 o]l Hi x| 5HE]
I.

2 dslof 5t Z
H pache Airflow 2.x0|Ad £E2{1Q212 T2 UIE &% 3l=

—
HxIStx| ef&LIC

_'_OJ.L
> 0

plugins.zip ECH0]|
ol A LICH.

OFEH7ER|2 CHE 34588 plugins. zipol XIS = e ElL|Ct. CH &l Amazon S3 /dags EH2|
fIxlof A& E = U2 M, Apache Airflow7t A|ZHE| 7| H0i| ZF Amazon MWAA Z1E|0|L{ol| S7|3tE L
Ct.

@ Note
Apache Airflow DAG Z{#M|E BA|MoE HO[6tX| &t 2 plugins.zip EC = /dagse| 2
E It .airflowignore Lt oi| Lt =[o{oF & L|C}.

L

AERRIE E2{32 TR

u

Apache Airflow2| LIE Z2{2Q] #2|xte THYS $AIRFLOW_HOME/plugins ZC{ol = 7|2t &tH 2
B 7|52 300 SEE = UA&LICE 0| Ar a3l Ab&AF X1 Apache Airflow 28X £33, MM =
£ QIEHO|AE ASE £ /U&LCt O MMoll= 24 i gtZgo| E3H Al SY C|HEHE| X9

of| Xl & plugins.zip LHS| CIHE{E| *+XE Z2Hst= 21 71X 27| 20| Ltet AU&LIC.

1

AMNEXEXIE E2{a CIEEel 2 37| X[E

Apache Airflow A7 E{2t 2 U Xt= AL R B E 2| AWS B 2™ Fargate ZAE|O[LH0 M A|Z St = S
ot fusr/local/airflow/plugins/*0|X AFE X X E2{2Q12 AMFLICEH

- CIAEZ 7Z. (/*2]) CIAEE| =& plugins.zip It LIS S 7|8t 2 FLICH 02 S04, A
Xt9| plugins.zipdl 7|& C|ZHE{Z|2 operators CIHE{Z|7F 28 Lo = B2 Y CI=EE
2l AFS A 8749| /usr/local/airflow/plugins/operators2 FEELICE

« 37| Mt 1GB O|Bte| plugins.zip UE AFE5t= X0l E&LICH plugins.zip Tt 3 7|7t
S2T5 349 AlFF AlZHO| Zo{ & LY. Amazon MWAA7Z} plugins.zip Tto| 3 7|8 HA|Mo

2 FtshR| o X|BH B4 A4S 108 O|LHo| ARIE 4 Q= ZL Fargate MHIAE AlZHg & Ttstod
gtEg ohyxiel HEHE EWstein Al guct.
® Note

Apache Airflow v2.0.28 A8 3= &4 2| Z9 Amazon MWAAE Apache Airflow 2 AH{0{| M
ofRHI2E EEHEIZ MEtetH, & Mol 21 £2{a2l0|Lt Python B&HE2 MXIstE Re

AER A8 B A2 =
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5183t x| et & LICt Apache Airflow v2.2. 252 E{ Amazon MWAAE E2{0Q U T4 &=2 ¢
Mudol| &Y dx(IE = A&LICt
ANERE XIE E{a2lol oA
CtE M M0 M= Apache Airflow & ZE 7t0|Eo| ME I EE AIE5to{ 2 T 28 Fdsts W
2 MdEE LI
plugins.zip LH E3H CIEEE| 7= AL 0iA
Apache Airflow v3
CtZ oMol A= Apache Airflow v30{| E3H C|EEE] F X7} U= plugins.zip ItYE HoiEL|

C}.
Example PythonVirtualenvOperator plugins.zipO| /= Z3H C|HEZ|

CHS olM|= Apache Airflow PythonVirtualenvOperator& AFE A} X[ Z22{2Q1 MM o
PythonVirtualenvOperator AFEXt X' E2{alod| CHEt plugins.zip TS| 7|2 =& EC|
E HoiELch

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

CHS olMlE PythonVirtualenvOperator AFS AL X[ ZE8{21Q1€ EoiELICH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
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CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v2

CtZ odlAlo A= Apache Airflow v20i E3H C|AEZ| X7t U= plugins.zip ItYUES 204
Ct.

I
r

Example PythonVirtualenvOperator plugins.zipO| /= Z31 C|EE 2|

CHS olM|= Apache Airflow PythonVirtualenvOperator& AFS A} X[ Z22{2Q1 MM o
PythonVirtualenvOperator AFEXt X' E2{alod| CHEt plugins.zip TS| 7|2 =& EC|
E HoiELch

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

CHS olMlE PythonVirtualenvOperator AFS AL X[ ZE2{21Q1€ EoiELICH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
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the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3','/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

plugins.zip L & C[HEZ| FZ AIE oA
Apache Airflow v3

CtZ oAM= hooks, operators 2 sensors CIREEZ[o HE o CIHE{Z|7t U= plugins.zip
ot LIEHHL|CE.

Example plugins.zip

_init__.py
my_airflow_plugin.py
hooks/
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|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

CHS oidl= AHERE XIH E2{22lE AHE35HE DAG(DAG EH)2| 7HX27| E2 EoiELICH

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensoz(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

M-8R X E24aelel ol
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hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *

class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

CHE M= AER X1 £l ool EE 2 7HX2 7| & LIEHHL|CH

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults

M-8R X E24aelel ol
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def __init__ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

M-8R X E24aelel ol
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def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

Amazon MWAA CLI REIEIE|IE ALE35t0 AAEXL X[ ZE2{JQ EHIAEE 61 plugins C|EHEH
2l LHo| i8S Y Fst= plugins.zip Tt YE st BHAHE WELICH o& S0 cd plugins¥
L|C}.

Apache Airflow v2
Ct= olXl= hooks, operators & sensors CIEE 2|0l EEo| C|EEE|7t /= plugins.zip
U LtERL|CH

Example plugins.zip

_init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

| -- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

ChE old= AFE A X1 221212 AE3tE DAG(DAG E0) 2| 7HX27| 28 EoiELICH

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,

AR X|HE Ze{a2lo] of A 201
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'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,

'retries': 1,

'retry_delay': timedelta(minutes=5),

}

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatoxr(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *

class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

rok
N
N
Pl
X0
N
i
mjo
-
m

(N
r
[ul

CHS dlXE AFER XIE E2{a¢ ol 2

AL R R E{le] of A 203



Amazon Managed Workflows for Apache Airflow

0o
1z

02
x

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init__ (self,
*args,
**kwargs):
super(MySensor, self)._ init_ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field
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def execute(self, context):
hook = MyHook( 'my_conn')
hook.my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init__ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

Amazon MWAA CLI REZIEIE AHE5t0{ AHE X X[H E2{OCQ E|AEE st1 plugins CIHE
2l el L& -’—._SﬁFE plugins.zip Tt 2= H&5t= EHAE MELICH 6|& §0{ cd plugins®
L|Ct.

0X

plugins.zip I+ 4
CtE BA M= 2Z0IM plugins.zip TtUS HHE M HES= HAHE dEEL|CH

1EtA|: Amazon MWAA CLI R EIZIEIE AIE35t0{ AIEAE X|H E8{12l E|AE

« CLI= Amazon MWAA Z 2= M 0|0|X[2t R A8t Docker Z1E 0|1 O|O|X|& EHE FFELICE O]
£ M85 Amazon MWAAOI HHZ 87| ol 22 Apache Airflow Bt2S AgHi5t0d DAG, AFHE R K|

&0 A SE5HEE JiYstn EHAEE = U&LICH
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« CLIE Al&3t24™ GitHub2| aws-mwaa-docker-imagesE & A 5HMIL.

2EHA|: plugins.zip T A A

ek
(o]

>

LHE E ZIP otztolE REIEIE| = J|Et ZIP RE2IE|(0H: 7zip)E AHE5H0d.zip THUS 4
&Lch

(® Note
Windows OS& LHE zip REZIE|E zip TS MEE M 5t2 EHE F7HE = USLICH
Amazon S3 HZ!0oll 42 =31 7| H0of| plugins.zip THU Q| LIS & Ql5tod 7| C|AEZ|7} £

7tElX| =5 ot= 20| E&LICH

1. CIMEZIE 2Z Airfflow £2{32 2l CIHE{Z|2 HAELICE of:
myproject$ cd plugins

2. Che TS M#stol LIS A% HEHo| /= X| 2QIgHITHmacOS I Linux@t 1),
plugins$ chmod -R 755 .

3. plugins EH Lf LIS LSFELICH

plugins$ zip -r plugins.zip .

Amazon S30| plugins.zip RZECE

Amazon S3 & &£ £ AWS Command Line Interface(AWS CLI)E AF2 3104 Amazon S3 H{Z!0f|
plugins.zip TS YEEF 5 U&LICH

AWS CLI A+S

AWS Command Line Interface(AWS CLI)= BHE 20| WA AL 5101 AWS MH|ASQ 45 2188
UE QLE LA EFLCE O HO|X|oM EHAHIE &2 5t2{H CtS 0| 2 Lct.

»
r

« AWS CLI - T 2 M x|
« AWSCLI- 2 S&t & Fd.aws configure

Amazon S30{ plugins.zip Y2E= 205
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AWS CLIE At&35t0] YR =5t2{H™

1. BY EZFZE0|Mplugins.zip ItY0| XMFE CIHEZ|Z O|SELICH of:

cd plugins

3. L[} HHE ALE5t0{ AF X 3 2] Amazon S3 &0l Q= Tt EHE LFJELIC
aws s3 1s s3://YOUR_S3_BUCKET_NAME
4. CIS BHE AL AFE A B3 9] Amazon S3 HZ!0 plugins.zip TS HYZ = FrL|CH.

aws s3 cp plugins.zip s3://amzn-s3-demo-bucket/plugins.zip

Amazon S3 & Al

Amazon S3 £ Amazon S3 HZ!Q| B|AAE M L EE|E £+ e E 7|8t AHE X QIE{H 0| A
LIC}.

Amazon S3 2£ 2 Al235104 YR =524 H

wn
w
o 0
O
>
o
1
2
x
wn
w
P.:_
LE
M
rx
]
9'|_|
i
rH

£0iM £2EE2[X| HZ!E GLct

O| MMoi| M= plugins.zip THU S| A2 E X|H3t 1 zip

I edcilo|EE! wotkCh plugins.zip T+
HAME X|Z5104 Amazon S3 HHZ!ol YZE8H ALl X

o
= —
taele dxlste dS AT
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Amazon MWAA &

plugins.zip2 MS
XI’gsHof gfLict. of EtAH|l= Bt et &t2 5t Fulct

1. Amazon MWAA 2& 0| 874 10| X|E L}

Amazon S32| DAG ZE ZojMd E8{2Ql &

Amazon S3 HZ!H| Q= plugins.zip I

MEHS MEHSH|C}.

-2 = T1d

N o o bk~ W Db

Amazon MWAA

Amazon S3 HZ!0| AFE At plugins.zipll M HEE FZE
plugins.zip Tto| HTE K| 5H0F &Lt

1. Amazon MWAA 2& 0| 874 0| X|E L|C}.

2
3
4. Amazon S32|DAG ZE HO|EELIR 5
5

plugins.zip AFE At od K|

« Apache Hive 2! HadoopS A& 8+ A2 X} x| H

He LotELCh

« PythonVirtualenvOperatorE I x|5t= AFEAL X|H S22 oM AFERF XY

© 2 Amazon S3 HZ!O| YE2EE5t= B2

220X plugins.zip H™ X|H

ZaI0 M A2 R X|™H

oA plugins.zipQl A2 X|H(XS)

Amazon MWAA &0 mted

=&t jotct Amazon MWAA 2 £ 0 A

S0iAM plugins.zip HHHS MEAFHLICE,

E2{7012 MNEHE W

0>|
ﬂI||=I
il
H
o
mo
0z
0%
ol
rr

Y dorF Lot

« Oracle2 0|&¢8 AFE X} X[ Z2{T QoM AFE X XIS

« the section called “DAG A|ZtCH 847370 M AFE R} X|H

g2

E{1Qlg Ydsts YWYs dotELct.

plugins.zip AbE Ated| oi| &
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CHS B A

GitHub2| aws-mwaa-docker-imagesE AF&3104 DAG, AF& X X|1H E22439Ql, Python 3582 24
oM E|lAEBHLICEH

Python &5 Mx%|

Python &< %30|2F Amazon Managed Workflows for Apache Airflow 22304 A Apache Airflow B 2|
Apache Airflow 7|2 MAx|of| Z&E|X| &2 ZE mf7|X| EE= HiZE 2 ELICH o] FA|oAME Amazon
S3 HZ!Q| requirements. txt LtUE ALE35t0{ Amazon MWAA &t-Z0{| A Apache Airflow Python

Z4M2 PRlSHE BHIS HYELIC

=3t

)
o
4
>

(=)
« Python 35 |x|et 2 7] Mt

« requirements.txt It & A4

+ 1Et7H: Amazon MWAA CLI R EIE|E|E AI&3510{ Python &4 E|AE

+ 2EHA: requirements.txt 24

+ Amazon S30i requirements.ixt Y2 E
« A& AWS CLI

« Amazon S3 2& A=

« A8X &40l Python 35 Mkl

+ Amazon MWAA 2 &0 M requirements.txt| ZZ X|H (M)

+ Amazon MWAA £ £ | A requirements.ixt HE x|

* requirements.txt0ol| CHEF 2 MAM|A

CtS A

A =2

O| Wlo|x|e| HHAHIE 2t=sted™ HX 50| L

Ct= EHA| 208
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Tt - 22|R7F #HFod| CHEH AmazonMWAAFullConsoleAccess A A Ko 2o CHEF HA
HEtE Fofalok AWS AIY gLt 8 Amazon MWAA Bt @2 AEl o4glo] #HEollA AL8 3t
AWS E|a20f HMAE o UTF {30k grLCt.

MM A — BEHEE A Mol 2 Mx[st7| !l HER! 2lZX|EEIo| HMASHOF t= B HE
2 HEXT & MH HMa=Z #EFE2 Fdatiok & LICH RHM|EH HE = the section called “Apache
Airflow HA|A ZE” MMEZ FH MR,

Amazon S3 714 — DAG, plugins.zip2l A8l K| Z2{19! L requirements. txt2
Python &4 XMEst= ol AF &= Amazon S3 HHZ!2 HHE 2| HM|ATF RFEHE| T A 2HE| 7}
gdstE HEfE T E|o{of §LICt

A= HEAI
1S

o 1

Amazon S3 HHZ!0f requirements.txt IS Y2 &t CHF Tt U2 UOO|EE HOICH Amazon
MWAA 2&0M oY A E X|%5104 2= Python 4432 Amazon MWAAOI A x|gHLI|CH Apache
Airflow AF|E et Zt ZHdX}of Python 35S pip3 install -r requirements.txt AxX|5
7| 23 Amazon MWAAE AlsHigtL|CH

A&t B E0lA Python S&8E AdstcdH ChE Ml 7HK] 24 S ook &fLICH.

1.
2.
3.

2ZH0M requirements. txt Z+US MAEHLICH

Amazon S3 HHZ!0| 2Z requirements. txtE YZ =g L|C}.
Amazon MWAA 2£9| @7 Ate ot Zeof o mtdo|l HME XIHELICt
® Note

requirements.txtE M2 E 443501 Amazon S3 HZl0o| YEE=

= 4<% Amazon
MWAA Z&0f It ZE T X|MsHok ErL|ct. O] BHl= & B0t 22510 =

ot
=[S

Python 358 71

AR} gt Eol Z2lol8! Pypi/PEP-503 £ & Z|Z X|EE2|H|MH ZAEIT|E Python TH7|X| QIEA
(PyPl.org), Python wheel(.whl) EE= Python &% &5 2 2 2 E{ Apache Airflow F7} LI &2t 7|E}
Python &4 2 MXIE = A&LICtH

2
ofn
L
>

0!
J
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Python 344 ?|xIet 37| A Et
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Apache Airflow requirements.txtAF|EE{2 2 UAt= o HF7|XE AMStD o] HZ7|X|=
/usr/local/airflow/.local/bing| 70l Mx|E L|C}.

« 37| M8t A 37|17} 1GB O|EHQI 2lo|EEHEIE HESHE requirements. txt IHUS AFESHE
Zd0o| Z&LICH Amazon MWAAO Mx[sHoF 5t= 2tO|EB2|7t EEE2 5 2t F0i|M AlZF Alzto]| &
O{ZIL|C}. Amazon MWAA7F MxIEl 2to|EEHE|e] 278 BWAIMO 2 MEH5HR| XD B&MHS
102 O|Liol| Dx|e &= 9l B Fargate MH|AE AlZHE T 1tsto] A2 HH%Ql HEHE B
ston A|=&huCt,

requirements.txt TH A A

CIS EHAIME 2Z0| M requirements.txt TFU S A4 A3k f

[

Yot

rr

EtHE dYELc

1EHHl: Amazon MWAA CLI R EI2|E[E AF& 5104 Python 558 HIAE

« CLIE Amazon MWAA Z=25M 0|0|X|2t R ASH Docker Z1E|0|L] O|O|X|E EH=Z A FEHL|Ct. Of
AlSH

E M85 Amazon MWAAO HiEZ 57| ™oil 2Z Apache Airflow Bt 32 A&510{ DAG, AHE X} K|

&0 A SE5EE VYot EHAEE = U&LICH

@)

LIE A5HE{H GitHub2| aws-mwaa-docker-imagesE & ZHA2.

2EH A requirements. txt A

Ch MMM E requirements. txt It 9| Python TH7|X| QIE A0 M Python &8 XIHst=
S AHEELICH
Apache Airflow v3
1. EZHHAE requirements.txt IS d45t7| ol 2to|22{2|E B Mo 2 F715104
i 7| X|2t O] MHFt ZE S F&LICH Amazon MWAA CLI R EZIEIE A& 352{™ GitHub

v30l AX|E mZ7|X| SF 0| BMASHE{M GitHub B AFO|E 2| aws-mwaa-docker-
imagesrequirements.txt&

2t
[

2. Apache Airflow T{7|X| A EEZLE HEFLICE. Amazon MWAAZ2| Apache Airflow
A
&t

requirements.txt I+ A 210
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3.

Mt = B2 FIHguct o Aol Apache Airflow v3 83 9| A|eF =74
requirements.txt IFUE F7}EILICH Apache Airflow AM2F =71 I} 22 Apache Airflow 2
A FAAISE = U B S XI-ELct.

nr &
OH
Iy
>

CHE oAM= {environment-version}& AEA 4o HH HES 2 v T
{Python-version}2 AFEA}t 841 S8 E|l= Pythonl| HHMS 2 Hi& LC},

Apache Airflow 821} 3 8 E[= Python HZod| CHEF AFMIEH LHE 2 Apache Airflow HTE &
Z5HMIR.

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

Mef 2 DU M xyz==1.0 T{F|X[7} AtEX} Bt E 2| CIE 7 |X|2t S E[X| e Re =z
2QIx|M pip3 install2 S EEIX| b= BtO|EEE|7} B F0| MRl RE UE = A

&Lct i 7|X| dx|of| AlulistE B2, CloudWatch Logsel e 23 AEZI| A ZF Apache
Airflow 7 9L¢(/\91|§E4 XL, 2 MH)of CHEt @ F 2301 HMAE £ &LICH 2

30 ci st XEMIEH LI 2 the section called “Airflow 271 HA|A” MIME BRI XSHMIR.

Apache Airflow I 7| X| T 7| X| AIA E B} L H{F(==)
Bt HZO| CHE mHZ|X[7F AFE A 2t E0l| R &l A

gfLICH o= A st o|&2 & Xl

£ &7t
£ dX/g + J&Lich

PN

apache-airflow[package-extra]==2.5.1

Python 2tO|EE42|. requirements.txt Tt0i| I{Z|X| O|E 1} HHT(==)E FI}ELICI. O|F
H &t Pypi.orgl| &% £ UOO|EJ} A2 2 M &= A2 YX[ste ol =F0| ELct.

library == version

Example Boto3 & psycopg2-binary

Ol oiiAl= tl2 822 MSBELICH boto 2! psycopg2-binary 2H0|2 42| Apache Airflow v3
7|18 dx|ol Z&E|0] UM requirements. txt IFUMAM X|HE E I} i&LICH

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

requirements.txt It & A4 2™


http://airflow.apache.org/docs/apache-airflow/2.5.1/extra-packages-ref.html
https://pypi.org

Amazon Managed Workflows for Apache Airflow ALE MEAM

A HE io| 7 |X[E X|™Het B2 Amazon MWAAE PyPl.orgQ| |4 Q| I Z|X|E A

z
X|ErLICH O] {2 requirements. txtol Q= CHE 7 |X|2t S &

ek
N
30
>
[
o

Apache Airflow v2

1. EZHAE. requirements.txt ItUS M5t 7| T™of 2to|EHB{2|E EF=E Mo 2 F7}5104
7| K|2F HEO| M st =& H&LICH Amazon MWAA CLI R E Z|EIE A& 5HE{H GitHub

Am
9| aws-mwaa-docker-imagesS & X HAM|2.

Y II|>

2. Apache Airflow {7 |X| AAEZIE HEELICH. Amazon MWAAZ2| Apache Airflow
v20] MX|El T 7| X| S Foi HMASEAH GitHub & AO|E 04| M aws-mwaa-docker-
imagesrequirements. txtOll HMAEFLICH

3. MY Z=HEES FIIELICE requirements. txt IF A EHo Apache Airflow v2 #7301 CHSt
MeF =4 mtde FIHELICH Apache Airflow M2F =74 T2 Apache Airflow 2 2|A G A
ANEE = e A HEE RIEELCH

Apache Airflow v2.7. 28 E QT Atg TR0l --constraint &0| Z & E[o{oF L[C X[<F
ZHE M3B5HK| et 2™ Amazon MWAAOIAM T AtEof LEEE THZ|X[7F A8 &2l Apache
Airway H™ D S 2tE|E & XM F ZHE X|HELICt

Cl2 MM E {environment-version}2 AM2AF 40| MM HE 2 HIR D
{Python-version}2 Ar&X} & F1 & E|= Pythone| HHHMS E HbELICEH

Apache Airflow 2t 31 3 8t E|= Python EHZ0f| CHEF XEAIEH LH& 2 Apache Airflow HHTE &

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

Mef 27 DU M xyz==1.0 THF|X[7} ALEX} Bt E 2| CHE 7| X|2t B[R] b= Re
EQlE|™ pip3 install2 §_§._ E|X| ot= BlolE {27} g Eo] MR|ElE He B e £ ¢
&Lt IH7|X| dx|of Auidte B2, CloudWatch Logs2| e 21 AE 20| ZF Apache
Airflow 74 .9.__/.\_(*71|XE-| FAXE, & MEH)of CHEE @ F 230 HMAE = JU&LICH 2
S&of chet REMIEH LI 2 the section called “Airflow 21 HM|A” MME XML,

2

4. Apache Airflow I{Z|X| T 7| x| AAEE}I & HT(==)
Bt Ol CHE THZ|X[7F AHE A} Bt E 0l ERIEl= Z

gfLICH o= A st™ o|§2 &%l

=
748 WXIg 4 AsLic

SN
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apache-airflow[package-extra]==2.5.1

5. Python 2tO|E242|. requirements.txt It 0| IH7|X| O|S 1t
7| 5t Pypi.orgl| % =2 AO|O|ET RSS2 M8kl A2 %*Xlﬁ

library == version

Example Boto3 2! psycopg2-binary

Ol oMz dIZ2 822 MBElLICH boto & psycopg2-binary 2F0|E24{2l= Apache Airflow v2
7182 Mxlof & E|o{ QY2 requirements. txt TFUA X|&HE 27t Q&LICH

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

o
2

7 HE glo| W7 |X|& X|H8 ZF2 Amazon MWAAE PyPl.org2| XAl HHFo| TH7|X|E A

FLICH O] HM2 requirements.txtoll Q= CHE 7Kt SEE & U&LICH

o

Amazon S30] requirements.txt Y2

Amazon S3 & &£ AWS Command Line Interface (AWS CLI)Z AHE 504 Amazon S3 H{Z!0of|
requirements.txt T2 U2 =& = QU&LCH

A2 AWS CLI

AWS Command Line Interface (AWS CLI)= BEZE MoiM BHS ALE5H0{ AWS MH|AL &5 &
Sil= O A" = UsE 2LE 24 TFULICEH O] HO|X|o|AM EHHIE t25t2{™ CtS0| R EL
Ct.

« AWS CLI - HH 28 MxIgfLICt.

« AWS CLI -E ALE 3t i E Faws configure.

E At235t0d Y= =584 AWS CLI

1. Ct

il

BHE AE5t0 Amazon S3 HAE 25 LIEELICH.

Amazon S30{ requirements.txt YEE 213
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2. CI= BHE AE5tod ALE Rt B1E 2| Amazon S3 HZ!0f| Rl mdat ECHE LEEELICH

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LC}S ¥ Amazon S3 H{Z!0] requirements.txt TtUS FZ =8L|C}

aws s3 cp requirements.txt s3://amzn-s3-demo-bucket/requirements.txt

Amazon S3 & Al

Amazon S3 &2 Amazon S3 HHZ!2| E|AAE MM A o2& = U= & 7|8t AFE X QIE{H 0| AR
LIC}.

Amazon S3 Z2&£ 2 AtE5t0{ YEE6tE{H

1. Amazon MWAA 2&0|AM &2 HOo|X|& dL|ct

2. EFS MEgLC

3. S32|DAG ZE FoIM S3 HZ! B3 & MESto] &M AEEIX| HAE FulCh.
4. YEEE MEAFLICH

5. I FIHE MEAELIC

6. requirements.txtl| 2EZE AIES MEASIT U2 EE MEAFHLICH

O MMoi| M= requirements.txt TtUo| Z2 & X|'Hst T YO|O|EE WHOICE requirements.txt Tt U 9|
TS X|"H5t04 Amazon S3 HAO| Y28 S&HEE MRt WHE AHELICH

Amazon MWAA 2£0|M requirements.txt2| ZZ X|H(XS)

requirements.txt2 M2 Z M4435t04 Amazon S3 0| YZE35H= B2 Amazon MWAA 2
£of ot ZE X X|YstoF ELICH O] EFA|l= & HEt 2= 5t ELICH.

1. Amazon MWAA 2£0| M &2 I 0|X|E L|cCt.
2. EZHg MEdghLICEH

AFE 7t 2ol Python 524 A% oI


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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3. MElg MEdFLICE.
Amazon S32| DAG ZE FoM 27 AHE mled - M
(@]

=
Amazon S3 HZ!0ll & requirements.txt TtUS MENEHLICE.

MEtg MetstLo

i
M
K2
1o
0)]
w
o
L=
HT
N
jn
i
il
e}
C
n

S

ChS, 23 YO|o|EE MEiFLICH

274 UOO|E7} 2= & S A| M I 7| K| AFR S A|RHE 2 Q& L|C},

Amazon MWAA 2£0{M requirements.txt H™ x|

Amazon S3 HZ!0f| AL Xl requirements.txtll M HME YZ =& wioiCt Amazon MWAA &
oM requirements. txt I+l TS K|t o &L|Ct

1. Amazon MWAA 2£0|A &2 1 0|X|E Lt

2. EZg MEfELC

3. HES MEfgLC

4. Amazon S39| DAG ZE &O| EELIR 0 requirements.txt HES MEHEILICE
5. C}g, 83 YO|o|EE MEgLICE

23 HOo|ETL 2t2E T ZA| M M7 |X| AAE S AlEE = JU&LCt.
requirements.txtoi Cigt 21 HMA

IEZRE o235t dags EEE 7 E EM5tE AFHE] 0] CHEt Apache Airflow 218 2 £
U&LICt. ChS EHAH M= Amazon MWAA 2&£ 0| A7|EZ2{0ll CiEt 20 3 &2 o= 2t
1

CloudWatch Logs &£ 01X Apache Airflow 2 HM|ASHE WS AEELICH

£E O
=

requirements.txtO0 CHEF 220 HAM|ASHE{H

Amazon MWAA 2&0|M &3 H0|X|& Lt

&S MEdFLICE

ZLUEZ ZolM Airflow AFAEH 20 22 MEFLICH

23 AEZ0|M requirements_install_ip 2318 MEiFLICT

/usr/local/airflow/.local/bin0i M &ZFol MX|E IH7|X| S {2 XM L. Al

o & 0 b=

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
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0o
1z
02
x

Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs7389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. WX == HEST M| Fol LRI LMHEX| R E HEFLICH 2XIF LM B2 o
S3} Hl2E QR 7 EAIELICH

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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GitHub2| aws-mwaa-docker-imagesE AF&3t0{ DAG, AL Al X[ £ 9], Python S&4HE 2Z4
ol M E|AEgFLC.

Amazon S30i| A T AbK|

0| M 0| X|0{ = Amazon Managed Workflows for Apache Airflow 39| Amazon S3 HH{Z! 0| M BT

|7t S 5hs WAL DAG, plugins.zip £ requirements. txt IS A A|steE EHHE M
Herlct

FAt

« A Z=H

o HA 2| 7R

. A w

« Amazon S30{ A DAG AHK||

o BFZ0IM “EXH” requirements.txt EE = plugins.zip Al 7

+ “%|Al0] OF" (O]F) requirements.txt EE £ plugins.zip BT AFA]|

« =B FT|E AEsto{ “|40] ot (OIH) HEE AfMIst T OHHE RS2
A

=
* requirements.txt “Z| 20| O} HME AMX|5t D OFHE XIS 2 AXstE =8 7| 224 of Al

° E—l' |_|- 7:”
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INTS e

o| mlo|x|e| HHE 2tz ste{™ HX{ CtS0| L

- TEt— BRI MAERF #E 2] AmazonMWAAFulIConsoleAccess A A &|o{ Z2Hoi| CHEH A A
& HEHE AWS HHol| Fo4RHo{oF BfLICH B 47 245 0] Amazon MWAA EHZ0i| A ALE R &3
ol M ALE 3t AWS A A0 BAHAE = AT 5{83HoF FLLCH.

o HNA —FBEHE E Mol AY ExI5H7| fa HER E|ZX[E2|of HMASHOF st F¢ HE
2 HERT & M HMAZ B EE F8H0F &LICH XFM[EF 2 E &= the section called “Apache
Airflow HAM|A DE” MME XML,

« Amazon S3 #4 — DAG, plugins.zip2| Al X|& £8{12] & requirements.txt2
Python 3442 XM&StE Ol AF2 ElE Amazon S3 HZ/2 H{EE| HM AT} ZFEHE| D HE ZH2[7}
gdstE AEfE T E|o{ofF §LICtH

HH 2El e

Amazon S3 HHZ!9| requirements. txt 2 plugins.zipole HEO| X[ E[o] U&LICH Z4A|of

CHEH Amazon S3 H{Z! HH 2|2 & A3H5t 1 Amazon S3 HHZI0| A OLE|ZE (0d: plugins.zip)E At
N mto| &t 6| AM| | X|E ot &LICH Amazon S30{|A{ OlE|HE 7} AFX||E! HOIC I'm not
hereZlE 404(7Hx1|% 32 =+ e8) 2LF/0k IR Af ot A2 0| M ELICH Amazon S30{ A= O]

E AM| ot7 2t golct AFA| obA
ol o| "null" &l L|Ct.

FIF

CHE A= orEt7Ex|2 7] O|§ (=& 71)2t HE IDE 7HE

Amazon S3 HZ/0] AE x| HIS S F0I24® T HFDT} A OFHE 7|62 2 ARIsHe 2ol E

SLICH “ZIA1 HF0] ObLl" (OIF) THe WIS BHE15] ARISHEAT TH HTS ARIEH CHS SHE T
of &M D& AtAISHoF BHLICH

At digd

1O O -

Amazon MWAA= 30Z0+CF Amazon S3 HZ!OM|MH S713F 22 A>ELICH 224 Amazon S3 H
Zlo| 2 & DAG 4{A|7t Fargate Z1E 02| oflo{E £ o|O|X|of| & 7|3t LICY.

plugins.zip & requirements.txt It 0| ZZL Amazon MWAA7Z} AH& A X|H E{1¢Ql &
Python & 42 A& 5104 Fargate ?jEﬂOIL‘IOI M Airflow O|0|X|E ZEE [ 2Z3 YOI0|E o|Ff
ok #HZ50| ghdghL(Ct, quuirements txt &= plugins.zip IOl FX] HHS AT CHS 4
ME oo cHet A A2 MB35 oo # 42 Yoo|ESHH YOo|E 7 Almist T Unable to
read version {version number} of file {file namel}2} ZE 27 MA|X|7} EAIE/LICE

MHEE=A 217
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Amazon S30{ A DAG AHK]|

DAG IHl(.py)2 HF 0| X|IHE|X| &2 Amazon S3 2£0iAM =% At
= Amazon S3 HZI0| A DAGE Atx||5t= dhedg MEEstL|ct.

ok

T &Lt ohs BhA

DAGE AtA||5tzdH

1.  Amazon MWAA £&0{|M 8Z I 0|X|E L|C},

2. EEg dEEhc
3. S39| DAG ZE 0| S3 HZ! A3 E ME5t0] 2L£0IM AEEIX| HAS JLict.
4. dags EHE MEHFILICH
5. DAGE MEHST AFX|E ME4ELICE
6. ZANE AXSHAZELIN?0M deleteE UZATLICH
7. A AKME MEdELICH
(@ Note

n

Apache Airflow= 1t 7{ DAG A& 2 2 E&LICt. Apache Airflow0i A DAGE A& &t Fol=
Apache Airflow0i| Al DAGE At A& 7t K| Y & EfO]| 27|81 0| Airflow DAG S &0{| ot
&LICt. Apache AirflowOl| Al DAGE AfAl5t2™H 23 Lol M i ZHAH “Ab]” BHE

Ct.

o -,
i
12
ok
r

£ Zol| M “ERH” requirements.txt S plugins.zip |7

&R plugins.zip EE= requirements.txt & F7t8t £ ST #F0|MH ®HE = U= L2 IX(BH =
(o]

X #17 SULICH 1 S0t 57 WS Bl HAE i gip TS 242 Jh2l7lE RYULICH
“%|&10| obI" (O] &1) requirements.txt EE £ plugins.zip EHE AFA]|

Amazon S3 HHZ!2| requirements.txt & plugins.zip It Amazon MWAAMIA BHZ0| &t
2[ELICt. Amazon S3 H{ZI0f|A{ O[248t It U2 TS| AFXl5tEd™ A2 B4R BT (121212)(0d:
plugins.zip)2 AT HAS ATX[E CHF THY BT Q| AFX| Ot 7HE &7t oF & LICt.

2
=

Amazon S3 2&0{A “£/410] obLl (O[H) I HES AME £ X[BH 22T OHe 24 5 st
£ AL8 5101 ALK O} 72 AffsHoF Bt

Amazon S30{ X DAG 4fA| 218
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o A H™S AM5tEA Amazon S3 7t0|=E Q| HHT £HE2|E AFE 5= HHZI0|IM ZHA| ™ HMZ &
Z5tMlR
o A HT™ S AMXl5HE4d Amazon S3 7H0|=E 9| HHT £HE|E AFE 5= BHZI0|IM ZHA| 7™ ATl & &
ZSHMIL.
« AMA OFHE A|7{5+2424 Amazon S3 7HO0|E 9| AFA| OF7H ZHE|E FHZESIAMIR.
=8 F7|E8 AHE35H0d “Z|£l0] ot (O]H) HEE AA|SH D OHHE AFSL2
2 AA[ELICE
£ 271 X|LFH Amazon S3 HZ!0l M plugins.zip 2! requirements.txt TF 2| “Z[A10] OFl” (0]7F)
HA S AA|SHHLE BE2E ZH&| 0| ALK OFHE M7H8H TS Amazon S3 H{Z/of CHSH £+ & F7| Mg
T8 = &Lt
1. Amazon MWAA 2&0{M &4 1 o|X|E LIt
2. EES MEigLCt
3. Amazon S32| DAG ZE0{ A Amazon S3 HHZ!E MEHEHLIC.
4 1 7| & d8E MElgFLICEH
requirements.txt “Z[£10| Ot =" HEZ ATANISH D OFHE RIS 2 AMA[SH=
= 7| EE o Al
A& 3104 requirements.txt Tt 0| “&| A 0| Of " T 30 &= AKX OFHE G+ AFHAISEH
A H|0|X|E dL|Ct

M

£ ddgict
MEfEL|CH

=
|_

of| Al
X | =
Amazon MWAA Z& 04 M

4 Do
I
\d

nr L

BAES MEfSHLICH
E0{ M Amazon S3 HHZlE

a3
Amazon S32| DAG Z
7| _I_.ll.xl )kHA-Io A—IEHoI-|_||_—_|.
+H F7| 7% 0|§0f Delete previous requirements.txt versions and delete
L[CF.
APM| OF7{ EEE

Ojete HE|OlE

1.
2.
3.
4. =8 =F
5
markers after thirty daysZ fl24%t
6. HFAL 27 AFA.
7. =B F7| 73 oM O™ HE | A Q3+ AM| L BHEE A
Uz AXME MEFLICH
8. ZiA|7t Ol HZTO| E & ZAutgk Y=o 302 LT LICH
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9. BHEE Zx| ALK| O} 7ol BHRE 2% AFK| O} ARIE MEHSIE 30 R0l Zix|7} WRxo=
ARl

CHs B

« AK| OF7H ZH2|0d A Amazon S3 AFA| OF7{od| CHaH AFAIS| Lot LICt.

« Amazon S3 £=& F7|0f CH5H XHM[T| LolEE{H x| Ht2 E FZFHM 2.

CHS EHA 220
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« Amazon MWAAO| A 2| L E Zlof| CHaH

« Amazon MWAAOI A VPC E ot
« Amazon MWAAO| A MH|AY Amazon VPC AIEZQIEof CHEH HAMA 22|

o Z7PlO|H! BIREIZ AI25104 Amazon VPCO| Z R 8t VPC MH|A IEZQIE MA]

« Amazon MWAAO{ M RI&| Amazon VPC IEZQIE EZ|

Amazon MWAAO| M| H|EX{Z o CHaH

]

Amazon VPCEO0]| A4 E 7ty HELIILICH AWS AIE. 7he el=Zet A HELIZ EcfE MESt
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3t 2t VPC QI= ZQIEOf CHEH B AWS AH|AO! CHEH TA HMAE 5185t VPC QIE{H[0|A

o
A= xZQIE HAMZ ALE st AWS Hetol CHei AHEF A=l A S AL st Z0| E&LICH

(HE) ZE HMAE 583tz VPC A= ZQIE A of A
ChE Xz Z2to|s! 2R EE AL83t= Amazon VPCOI| CHEF VPC QIE{HO|A AIEZQIE MG

HoiFLICH

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

(HE) HZ! HMAE 5{83H= Amazon S3 HO|EQ0] A= xZQIE =4 0o| of A

Ct2 ofldl= Z2to|El 2tRE8 AF235t= Amazon VPC2| Amazon ECR EH¢dol| /2 8t Amazon S3 H
Z1o|| HMA HEHE B0{45t= VPC HO|ESO| A=EXQIE HME Ho{ELICH O|= DAGSH X[ mhd
O| MEHE|= HZ! 2|0d = Amazon ECR O|O|X|E ZAAMst= o Z&huct.

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-us-east-I1-starport-layer-bucket/*"]
}
]
}
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1. Ct= AWS Command Line Interface (AWS CLI) B&Z A& 304 Apache Airflow & M2l 3 A
E 0|2 @MgLct.

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

CHS SEIF AN 2t 7F A Eulch

""99aa%99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl0.us-west-2.airflow.amazonaws.com"

2. O|F HYo| SEoM eHEtEl SAE O|E0i CHaH dig WHS MELICH oflAl:

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com

ct HI /AR Zotoh A Eulck

il
0o

vpce-0699aa333a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. L= AWS Command Line Interface (AWS CLI) B2 AF&35t0{ 0| B o| SE oM BHEHE
VPC YIEZQIE DNS 0|22 ZAMgtL|C}. o Al:

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.

ct B f A 27 4AH Euch

0jo
010

"DnsName": "vpce-066777a0a0a0-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. Apache Airflow EAE 0|21} VPC Q= Z QIE DNS O|E0ilA nslookup EEE dig WS Aldlst
of IP FAE AMELICE ofA:

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS
CHS SEI fFAHEH 27 4A Eulch.

192.0.5.1
VPC IEZQIE MHAA 236
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O| VPC QE{H|O|A A= ZOIEOof M ASHE HIFHLIES RHS0{0F & L|Ct. ol 2|A A0 CHaH
Amazon MWAA 21 = ?_ mazon VPC, VPC E9ot 72 2l mplo|8! MEUE AF23HoF B L|Ct.

L=
=3
=

A2 AWS Client VPN

AWS Client VPN = 2 Z8|0|A HEQ3 2| AWS ElAAL E|AA0 OHHSHA HMASHE O Al e
£ QlE el Zeto|E 7| VPN MH|AQILICEH OpenVPN 220|1EE A2 6104 0 2| %|0d| A
E Ot TLS 442 A B &t

Amazon MWAA R E 2|0 2t Client VPNE #d5t= 20| E&LICH A& M. E AF& 5104 ZE20]E!
HE /3 HMA 74 AWS Client VPN.

Linux Bastion Host Al

Bastion Host= 2|7 HELISE Soll(oll: AFEIA e S Salf) ZEtol8! HIEX 20 AMAE

= UL ot We SH2ZE ot MHAULICH Linux 2IAEAE HEZ] MEU0| {20 Bastion

HostE Al&5t= 7|8 Amazon EC2 QIAEAN| HAAE Eot IECZ R E|{ SSH HMAE &35
Hotagoz M™ELICH
Amazon MWAA § E 2|20 [t2} Linux Bastion HostE T+438t= 7d0| Z&LICH S E2|Y: Linux

Bastion Host& A}—g—%,_P Zolo|El HEQT HMA A,

2C WM ALZ(DE)

ClS MMof M= Application Load Balancer0ll 24 &3H{oF 5t= £+ 4 Eoi&FLIC}.

I

1. CH& O &. Apache Airflow & HE{Q| Z2t0[|8! IP 42} VPC QIE{H|0|A FIEEXZQIEE 7I2|7|
E Y O35S AFS58lok ZiLic Z2lo|8l IP FAE SHLIPH AFE 5 712 40| Ho{& £ ez
EFEZOHIPFAE BF SEE UYCE X|Hst= WOl E&LICE Z2lO[E IP FAE 4
H5te wedof et XEAMIEH LIE 2 the section called “Apache Airflow ¥ M 2! VPC lE ZQIE
ol oYl IP FA Al MME BT ML,
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2. ANEjIC. CHA 38 MAOIAM 200 2 302 MEf FEE AIRS
Apache Airflow & MEH2| VPC AIEZQIE 7} 302 Redirect
d4o2 EeiaE =+ JA&Lch

3. HTTPS 2|AL4. Apache Airflow & Aft{ol CH& ZE & X|&5fof BrLich ofx:
Z2EZ =&

HTTPS 443
4. ACM M =M@l SSL/TLS QIZEME ¢1435t2{™ 2= AWS Certificate Manager#i# A 2| HTTPS
2lA Lol CHEt M =S +dsHok g LICt

5. ACM 2IZ A Z|T. oM SSL/TLS QIEME &5t 3 AWS 2|1 ot L& YE= AWS
Certificate Managerdf{OF & LIC}. of|A:

-t

«  Example@IEME HEEE 2™

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

clO|E! BIREZ A2 56104 Amazon VPCO|| Z 28 VPC AH|A
|E AH A

In m
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T o] Ho|x|of| MHE CHE CFE AWS MH|A(M: Amazon S3, CloudWatch Logs, SQS, KMS
2l Amazon ECR)0{| CH8t VPC AIE ZQIE 7} e FHL|C}.

- (E25)VPCRICEZQRIE

« S VPC AU ZQIE 44

« AWS MH|A0f HRFt VPC AIEZQIE
Zol

+ Apache Airflow0] 223t VPC 2=

o (ME4 AFEH Amazon S3 VPC QIE{HO|A AEZQIEQ| ZElo|8! IP TAE &3l ErLICt

» Route 53 Al

« MEXI X|H DNSE At&E5t= VPC

7h74 AU xS

- 1O

* AWS PrivateLink 22

ZZloll HER= & zetols! eteE

ZZ0|E HERT HMHA ZEE A3 Amazon VPC LHO|M AFZ A 2t ZE 0| IAM ZdZH0d| CHEH <A
MA HetE 2o 22 AL X}EF Apache Airflow UIO| M| AE 4~ QI & A|SHEILICH

Lol HESRIT HMATL 7t B E2 MEE e ZE& S5 42 Python & 0F7H0|E(.whl)of
o 7| &8t CHS .whlo|ME & ZES&HokF B LIClrequirements. txt. S AFE35t0d S5 M4 E 7| &S
1 MAx|5He Yol CHE X2 Python E2 0|88 S5 HEIE XML,
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A0] CHEl VPC A= Z QIE 2F Amazon MWAA &1t S AWS 2|7 2! Amazon VPC2| Apache
Airflow0l| CHEt VPC AIEZQIE 7L He st 7HE gLt

(Z) VPC A= ZQIE

c}& 44001 QIEfto] AR & 91 Amazon VPCO] ERE B+ VPC ASZOIEE Soid
L|C}. o7|ofl= Apache Airflow0l| 228t VPC A= ZQIEE X §5104 Amazon MWAAOIM A8 3SHE
ZF AWS MH|A 9| VPC A= ZQIE T} LFFELICEH

com.amazonaws.us-east-1.s3
com.amazonaws.us-east-1.monitoring
com.amazonaws.us-east-1.logs
com.amazonaws.us-east-1.sqs
com.amazonaws.us-east-1.kms

@ Note
Transit Gateway == AWS API QIEZQIEZ 2 0|S35tX| of= CIE 2IREE a3
< CH2 MH|A&0| CHal Amazon MWAA Z2+0[8! MEY AWS PrivateLink 0| & F7tst= 20|
E&LCH
« Amazon S3

« Amazon SQS
* CloudWatch Logs

CloudWatch X| &

AWS KMS (1 3He 7<)

O|= 7| 3t Amazon MWAA 30| HEZ! QIEHAE Sall ECi=E ct*EsHR| A E 0|2
Bt MH[AQI MMt EEMOZE SAE = ez Hot 4l Mso| EAELICH

L4 VPC S ZOIE H7

ol MMofMeE Z20|E! EIREIZ2 AF25104 Amazon VPCO|| Z 8t VPC AEZQIEE 4Z45tE EHA|
O
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Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2q2e2j3.s3.us-west-2.vpce.amazonaws.com
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1. E A235to4{ 240 2918t OwnerCH2 CloudFormation 242 QiL|Ct. CI2 EIZE 212 A5t
{ AEHS MAMBHLICEH O] ABHE2 Amazon VPCEl O| AILIZ|20IM F Aol 2E MEYE H|
235104 o4p{ HIEQZ BIAAE T2 H|X{LEfLCt.

(@)

AWSTemplateFormatVersion: "2010-09-09"

Description: >-

This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
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Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: 'AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs "'
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
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Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
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SubnetId: !'Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl
PrivateRouteTable2:
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Type: 'AWS::EC2::RouteTable'

Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: 'AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGroupId: !Ref SecurityGroup
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC
PublicSubnets:
Description: A list of the public subnets
Value: !Join

1 1
’

- - IRef PublicSubnetl
- !Ref PublicSubnet2
PrivateSubnets:
Description: A list of the private subnets
Value: !Join

1 1
’

- - IRef PrivateSubnetl
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!Ref PrivateSubnet2
public subnet in the 1st Availability

PublicSubnetl:
Description: A reference to the
Zone

Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability

Zone
Value: !Ref PublicSubnet2
the private subnet in the 1st Availability

PrivateSubnetl:
Description: A reference to

!Ref PrivateSubnetl
private subnet in the 2nd Availability

Zone
Value:
PrivateSubnet2:
Description: A reference to the
Zone
Value: !Ref PrivateSubnet2
Security group with self-referencing inbound rule
s3tchg

SecurityGroupIngress
Description: i
!Ref SecurityGroupIngress
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b. ExampleZzl0|HE QIZM 2™

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2
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* YOUR_CLIENT_ROOT_CERTIFICATE_ARN -ClientRootCertificateChainArn2|
client1.domain.tld 215 A{oil CHEF ARN.

* YOUR_SERVER_CERTIFICATE_ARN - ServerCertificateArn2| server 215 A0i| CHst
ARN.

« ClientCidrBlock?2| Client IPv4 CIDR T+%!.10.192.0.0/222| CIDR #&!0| M B E|}&L
Ct.

« VpcIde| AF2 X Amazon VPC ID. vpc-0101010101012| VPC7| MIE IR & LCt.

« SecurityGroupIdsQ| AFEXt VPC 2Ot & ID. sg-01010101012| £2F I &0| M3 EIXA
&LC},

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.

Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:

AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- sg-0101010101
SelfServicePortal:
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN
TransportProtocol: udp
VpcId: vpc-010101010101
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1. Cllent VPN ANEXQIE 7 It Ct2 ZE 0| M CHS HFE BHA|o| 2l Client VPN 7+ TS

2. O| BtHOME Client VPN 9IS ZQIE DNS O|& o EXAUE 75t HIAIXK|I7F EAIEL
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Client VPN 2= X QIE DNS O|§O0| CtS1t 22 8<%
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i
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<cert>
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{
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
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]
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aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'
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2. Ol MWAAUser 2118t AEfoilM A 222K 2 AWS Management Console@ 1 CHZ URIO|
HMAELICH Webserver-URLE At&lo| HEZ CHAIELICH

https://<Webserver-URL>/home

S35t MWAAUser 0| H| oF & Apache Airflow UI0]| CHEF M| A FHEHO| RO{E|X| A2 2
Forbidden 2% H|O|X|7} E A|ELICH

3. Of Admin 23218t & EH0| A Amazon MWAA 2& 2 CHA| AWS Management Console@ 1 &3
9| Apache Airflow UIE A|ZFEHLICH,

4. UIOHAIEE=0M 2Ot EECI2E HE st O|Ho= ASX |52 MEELICH

C
In}
>

00
Pl
lo
o
Oju
ro

5. AHZ2ZX} E|0|20iM M Apache Airflow AF&XHE 3to} BlZE HES MEHE
user/mwaa-userQ| INEAO 2 |AM A2 X} O|E 1} & x|&HL|C}.

6. ALSA HE W O|X[o] & Mo M et M AL AL X[H J&g 2 FIHEH CHE MES ME{EL
Ct.
(® Note
M ZE &= Yo|X|E AHO|AE s E SE&LICH
IAM Public 29 F&|= MWAAUserOI(ﬂ) Apache Airflow UI0{| HMAE 5= Q= TEHS 045t
£ gtH M 982 DAGE E&= o 28 &7 HEtS MI gLt
/A Important

Apache Airflow UIS AF 5104 27}t IAMOIA & QI5HX| &2 57tK| 7|2 238 (0d:Admin)2
Ct= AFEAF 2321 Al M7HE LT

3CHA|; MAdEE 2382 Amazon MWAA AFZ REoi| A g&gh|cH 277



Amazon Managed Workflows for Apache Airflow ALE MEAM

CHS B A

« Amazon MWAA &3 M| A 2te|oll CHaH REAIS| LotE 1 B3 At = =
JSON IAM MA 2 H 24 the section called “Amazon MWAA 8t73 SHA|A” MIME B ZSHAMIR.

et glan

« SHM|A |04 (Apache Airflow A A) — Apache Airflow A HAO|EM|AM Z|& Apache Airflow
ofgholl CHa RHAIS| ot LCt.

EE2[Y: Amazon MWAAOM Rtxl| 238 Al=EZQIE 2| RIS &

, Amazon MWAA

o
oT
&, 8ol 228 Elas

E AM838H XA Amazon VPC HIEZQIEE MAIstT 2|8 £ USL

OBt HMAT £ AUTS S1SoHE o U O HAMES A

25 Amazon VPCO|AM B4 S MMSHH
off st F 72| 7Hel MEHIZ SEt

=
SRote &odx AlH2 SRE VPCo #E3E B3, dYst, #YstH, AME + AU&LCH

357 E= HMo 2 XNFHE Amazon VPCO]| 832 4435tH Amazon MWAAE THX{ MH|A VPC 2|
LAE Yde OHE, Z|0H 72A7H SQF PENDING & EHE =R LICH

£t AEH7F CREATINGOIM PENDINGS 2 B4 K| Amazon MWAAE A EH #4750 CHEt Amazon
EventBridge & 22 ELIC} 0|2 Sal| AR A HA™HS Amazon MWAA 2£0|LE APIQ| IEZQIE
MblA HEE Jjgto2 £ T2 WAl 2 MIIKIE CHAISto] LeEt JIEZOIES e
%= d&Lch chZ 0ol M Lambda & 4=2F Amazon MWAA & EH 8473 2212 £ 4l CH7|3t= EventBridge
732 AF235104 MEZ2 Amazon VPC QIEXZQIEE MAdFHLICt

0{7| e & Q0 S8t Amazon VPCO| M IEZQIEE MAISHLICH 2] Amazon VPCE M%i5tE
M AR K HZ0 A EventBridge 72! & Lambda & 48 M35t 0 & 7HXF A& 0| A Amazon MWAA
-

CHS EHA 278


https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status

Amazon Managed Workflows for Apache Airflow A

0o
1z
0%
x

« EventBridge T#%| M4

« Amazon MWAA &t7Z3 A

INTS e

Ol EED|YUE &= 5te{H O}

mlo
o
/5]
kO
o
r
o

Amazon VPC 24

CH2 CloudFormation ElZ2!1F AWS CLI 232 AF235104 M Amazon VPCE AMAISHL|C} EBHIZEIL
Amazon VPC E|AAE MHYSID A=EZQIE HME £H5t0{ E CH7 |0l CHEE HMIAE X|SHEFL

Ct.

aws cloudformation create-stack --stack-name stack-name --template-body file://cfn-
vpc-private-network.yml
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samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
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--assume-role-policy-document file://lambda-mwaa-vpce-policy.json
ol g ARNZ 7|SELICE CHS EAH0|ME ARNS ALE36t01 Ol ME22 A S &

MEE EC2 0|SE O+, create-function BHEE AIEsto{ M &8 WM

aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler
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1. EventBridge put-rule BHEE AL&35t04 {22 EventBridge O|HE =|2 MgLICH.

aws events put-rule --name "mwaa-lambda-rule" \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

O|HE m{EH2 &ZF ezt HZEE Wotc Amazon MWAAZE ELiE 2 2E &4l CH7[ELch.
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"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]

}

2. put-targets BHS At83510{ Lambda & +E MER #39| CHY S 2 FIIELICH

aws events put-targets --rule "mwaa-lambda-rule" \

EventBridge T+2! M 280


https://docs.aws.amazon.com/

Amazon Managed Workflows for Apache Airflow ALE MEAM

--targets "Id"="1","Arn"="arn:aws:lambda:us-east-1:123456789012:function:mwaa-vpce-
Lambda"
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argv = sys.argv[l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

e:v:r:', ['environment', 'variable-

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)
for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
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'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

base64.b64decode(mwaa_response. json()

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)
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{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

0| 7|-Zt 42 Apache Airflow7t 22 /dags CIZE{Z|0IM ¥ 3 7|8 HAMEE S X|AIEL
Ct.
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2. C}g ZC MEo| 482 SAStT 2HolA ssh.py2 KMAELICH

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="'ssh_new',
command="hostname"',

my_ssh_dag = ssh_dag()

3. CI& AWS CLI HHE Al&S5t0{ DAGE &4 HZlo| SAEH CHS Apache Airflow UIE A& 5104
DAGE E2|7{gfLCt.

289

kU
In
0z
M



Amazon Managed Workflows for Apache Airflow ALE MEAM

aws s3 cp your-dag.py s3://your-environment-bucket/dags/
4. HE 3FE’=| ssh_operator_example DAGS| ssh_tasko CHE 24 Z10f CHS 1} H| 8t &34
£ dH Euct

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks [2022-01-01,
12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This won't
protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname

[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916
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04 Apache Airflow 912 T 0l Lt AEl HteF 22 Apache
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+ AWS Secrets Manager £ 9t &t 5 & A& 3504 Apache Airflow 9172 40| LIQE HI 2} 22 Secrets
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apache-airflow-providers-snowflake==1.3.0
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

Cts B

« O| oiX|e| DAG ZEE DAG F7I EE= YO0l E0| A Amazon S3 H{Z! 2| dags ECM| YR ==
g rotELICh.
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= oA

1. P ZEZEMDAG ZEJI HEE ZEHZ 0|SELICE of:

cd dags

2. CI2 ZE Ao EHIXE SAStT 2Z 0 dag-custom-metrics.py2 A& LICEH &4
O|&& MWAA-ENV-NAME 2 #HZ&gLct.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

from datetime import datetime

import os, json,boto3,psutil, socket

def publish_metric(client,name,value,cat,unit="None'):
environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)
hostname = socket.gethostname()
ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric', name)
response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[
{
'MetricName': name,
'Dimensions': [

{
'Name': 'Environment',
'Value': environment_name

b

{
'Name': 'Category',
'Value': cat

b

{
'Name': 'Host',
'Value': ip_address

b

1,

'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
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},
]
)
print(response)

return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memory()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total"',
cat="virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat="virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat='cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__).replace(".py", ""),
schedule_interval="'*/5 * * * %' catchup=False, start_date=days_ago(l)) as dag:
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t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)
CtZ AWS CLI BB E Al™5t0o{ DAGE #3 HAoll S ALSt CHE Apache Airflow UIE AM& 36104
gt 2HXE & = JU&Lc

3.
DAGE Ez|Hg Lt
aws s3 cp your-dag.py s3://your-environment-bucket/dags/
%|™ Apache Airflow 2101 C+2 1} H|%

DAG7t 83X MY
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO -
cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
200,

4.

soft_interrupts=492328209, syscalls=0)
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8bl18-24e4e4063f4d', 'HTTPStatusCode':
'"HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d’,
"text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
1 0}}
200,

'RetryAttempts'
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
'"HTTPStatusCode':

'content-type':
17:54:45 GMT'},
14356287488.0 to metric virtual_memory_available
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
'6ef60085-07ab-4865-8abf-dc94f90cab46’,
'6ef60085-07ab-4865-8abf-dc94f90cab46!',
: '212', 'date': 'Tue, 16 Aug 2022

'content-length':
200,

{'RequestId':
'HTTPHeaders': {'x-amzn-requestid':
'content-type': 'text/xml',

17:54:45 GMT'}, 'RetryAttempts': 0}}
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
'd5331438-5d3c-4df2-bc42-52dcf8d60a@d', 'HTTPStatusCode':
'd5331438-5d3c-4df2-bc42-52dcf8d60a00',
: '212', 'date': 'Tue, 16 Aug 2022

'content-length':

{'RequestId’:
'"HTTPHeaders': {'x-amzn-requestid':
'content-type': 'text/xml',

17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK

[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.

dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,

end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return

start_date=20220816T175445,

code 0
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Amazon MWAA & Z0i| M Aurora PostgreSQL G| O|E{H| 0| A HE|

Amazon Managed Workflows for Apache Airflow= Aurora PostgreSQL G| O|E{t|0| A& Apache
Airflow H|EFC|O|E| HIO|AZ AFB S, 047|A DAG7} A-E| 1 & QIARATL XMEELICH ChS M
T E &= Amazon MWAA & 39| M8 Aurora PostgreSQL Cl|O|E{HIO|AMM E=5E HIIMoZ
2l&hLct.
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« Amazon MWAA 4.

=AM
S5S
0| = ofX|E Apache Airflow v22} 271 AFE5tEdH F7F S&H0| ER5HX| et&LICt aws-mwaa-

docker-images& Ar8& 304 Apache AirflowE A x| & L|C}.

CH=S DAGE= TABLES_TO_CLEANO| X|Z&El E{ 0|20 CHE H|EIH|O|E] OIO|E{H|O|AE HEl|gLCt.
O| oAM= R|HE EO|20AM 30U0| 'H2 IOIE{E AN ELICH &F0| AXEles 712He =H5He{H
MAX_AGE_IN_DAYSE CIE& Zto 2 AM%stLct.

Apache Airflow v3.0.6 to 3.2.1

from datetime import datetime
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from airflow import DAG
from airflow.providers.standard.operators.bash import BashOperator

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per
# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables
TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule=None,
catchup=False,
start_date=datetime(2026, 1, 1),
) as dag:
tables_flag = f"--tables '{TABLES_TO_CLEAN}' " if TABLES_TO_CLEAN else ""

bash_command = (
f"TIMESTAMP=$(date -u -d '{MAX_AGE_IN_DAYS} days ago' '+%Y-%m-%d %H:%M:%S"'
2>/dev/null "
f"|| date -u -v-{MAX_AGE_IN_DAYS}d '+%Y-%m-%d %H:%M:%S') && "
"echo \"Cleaning records before: $TIMESTAMP\" && "
"airflow db clean "
"--clean-before-timestamp \"$TIMESTAMP\" "
f"{tables_flag}"
"--skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command,
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Apache Airflow v2.7.2 t0 2.11.0

from airflow import DAG

from airflow.models.param import Param

from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

from datetime import datetime, timedelta

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per

# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables

TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%m-%d %H:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),
}
) as dag:
if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"
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cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command

Amazon S32| CSV I} 2 &7 HEIH|O|E LHE LY 7|

CtE ZE oM E ALE5tod e DAG A& HEof CHSH Cllo|E{H|0|& & 2|5t T Amazon S304 K
El .csv IUof CIO|EE M= DAG(EEE Hizdr Jeiz)E ddefLich
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. HEEOIE MEE LHELHTAF 5H= Al Amazon S3 HZ.

3t

Amazon MWAAO = ZZ|E! HEIH O|E{ HE E Amazon S304| A2 7| 2|8t Amazon S3 &
s3:PutObjectol CH3H HEtO| HELIC CHS M2 B2 ALK 80| A& od&tol F71gLCt.

{
"Effect": "Allow",
"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
}
O] MA2 M7| HMA HEHE2 amzn-s3-demo-bucket 22 BF X|8t&fLICT.

2F AtE

O] Z = oM E Apache Airflow v2 O| &0l AFE5tE{H FIt 50| ER5HX| b &LICH aws-mwaa-
docker-images& A+&3t0{ Apache AirflowE A X|ELICH.

ac ME
CH2 EHAE Aurora PostgreSQLE # 2l5t 1 Al Amazon S3 HHZ!ol 20 E M= DAGE MM&HE &
g MEELICH

1. EO|go|AM DAG ZEJ} ME = C|HE 2|2 o|SehL|ct. oA

cd dags

2. CI A= oXo] EHXE SAStT 2ZH0|A metadata_to_csv.pyE MEELICH AFZ X}
DAG7} MHIEIH|O|E] Ci|O|E{H|O| A0 R EI5HE 7HE QEiE 7IS 2o E& 7|7HE Mo{5t7] {3
MAX_AGE_IN_DAYSOl & El 2t HEE = U&LIC

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO
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DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{@}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.end_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type",type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:

outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[Q]).keys())

w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
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start_date=days_ago(1),
)

def export_db():
t = export_db_task()

metadb_to_s3_test = export_db()
3. CI3 AWS CLI BHEE Al=5l0i DAGE 232l H{Zlol| S Ater CHZ Apache Airflow UIE AHE5H04

DAGE Eg|7H{gLct,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. o

OH

Mo =2 MYE|M export_db 2ol & 20| CtEat FASH £230] EA[ELICH

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.dagrun.DagRun : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.taskfail.TaskFail : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.taskinstance.TaskInstance : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{python.py:152}} INFO - Done. Returned value was: OK
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as
SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

type <class

class

type <class

class

type <class

class

O|Al M Amazon S3 HHZ!M|M LHEIH . csv Tt HAM|ASH0 /files/export/M| CIREZEE

= A&LICH
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Apache Airflow B4=0{ AWS Secrets Manager &= 7| A&

2 MZ 0l M= Amazon Managed Workflows for Apache Airflow0i| A Apache Airflow 4404 CHEH &
718 7tX27| ?I51 AWS Secrets Managerg XMoo 2 5 E8LICH. AWS Secrets Manager = 2t
Z & ME3t0{ Apache Airflow 44 T 2| HHAE 2= RCt D 7HEELICEH

o| Wo|x|2] Z = oi|Al= Python 3.102| Apache Airflow v2 & Python 3.112| Apache Airflow v30i[A{

Arge & olaLct
AN Z=7A
Ol HO|X|Q| O] MZE F=E AFR5lP{H O} &=0| oo},

« AWS Secrets Manager 20t &t £ £ A& 3504 Apache Airflow @172 7 4A40f LIQFE HF et ZH2 Apache
Airflow Tt &M@l Secrets Manager #QI=.

« AWS Secrets Manager 20t &t £ £ A 83504 Apache Airflow @172 FAJ0f LIQFE! HI2F ZH2 Secrets

Manager2| Apache Airflow #4 E A,

#

—_

|.

rok

« AWS Secrets Manager 20 &t £ £ A8 3504 Apache Airflow @172 FAJ0f LIFE! HIQF ZH2 Secrets

Manager T&t.
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QT AME

O] ZE OoiX|E Apache Airflow v2 O|&}0i| AtE5tEd™H F7t &4 0| E38HK| e &LCt aws-mwaa-
docker-images& AF&3t0{ Apache AirflowE A x|ELICH.

7tM2E DAG ZEE Bte&= WS dYeL/ch

fok
i

CHS EH7HI= Secrets ManagerE 3 &35t04 ¢

TP T EZEM DAG ZEJ M E CIHEEZ o|sELC of:

-_—

2. OIS 3= MEO|LHEE2 SAetD 2Z0lA secrets-manager-var.py2 M&gL|CH

from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable
from airflow.utils.dates import days_ago
from datetime import timedelta
import os
DAG_ID = os.path.basename(__file__ ).replace(".py", "")
DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airfloweexample.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):
my_variable_name = Variable.get("test-variable", default_var="undefined")
, my_variable_name)

print("my_variable_name:
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval="@once',
tags=['variable']
) as dag:
get_variable = PythonOperator(
task_id="get_variable",
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python_callable=get_variable_fn,
provide_context=True

CHs H

_,_
o

« O| odX[2| DAG Z =& DAG F7I E£&= U 0|EMM Amazon S3 HZ! 2| dags EH01| YEESH=
S otELCh.

Apache Airflow 2122 2?8t AWS Secrets Manager2| &% 7| A&

2 MZ 0l M= Amazon Managed Workflows for Apache Airflow0i| A Apache Airflow 122 |8+ &
% 7|8 7tXH27| @8l AWS Secrets Managerg& 22 o2 S E8LICH. AWS Secrets Manager = 2t
2= E AE35t04 Apache Airflow 9122 F40| BHAHIE 2= FCtD JHEELICH

O| HO|x|e| = ofAl= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v30{ A

Ar8E 4 9laLct,
NN e
Ol HO|X|2| O] MZT F=E AR SI24H C}S =0 LRI}

- AWS Secrets Manager 29+ 2t 3 & A8 3104 Apache Airflow 212 T80 LI4El HH2F 22 Apache
Airflow Tt &M QI Secrets Manager H{ol =
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« AWS Secrets Manager 29t 2t 3 & A8 35104 Apache Airflow 212 T30 LIEE HI 2} 22 Secrets
q

Manager2| Apache Airflow ¢1Z2 E A,

st

« AWS Secrets Manager 29+ 2t 3 & A& 3504 Apache Airflow 9172 7430 LIQ4E HI 2} Z'2 Secrets

Manager T&t.

QT AME

0| = ofX|E Apache Airflow v2 O|&0i| AFE5tEdH F7F S&H0| ER5HX| et&LICtH aws-mwaa-
docker-images& AF&3t0{ Apache AirflowE A X|&LICH.

71X = DAG ZEE Ot &= g g MEshL|C}.

fok
ffu

CH2 EHAlE Secrets ManagerE &350 &

1. HY

[K

EZE0|MDAG ZEII KMHEE CIHEZZ o|sELIC of:

cd dags

2. LI IZE MEO S SAst 2ZZH0|AM secrets-manager.py2 M LICH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets
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from airflow.operators.python import PythonOperator
from airflow.utils.dates import days_ago
from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name='us-east-1')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True
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Ct= EHA|

+ O] 0iX[2| DAG ZEE DAG 7t EE= UC|0|E 0| M Amazon S3 HHZ!2| dags ZC0 Y =2
S otELCt.

Edte

OII

Oracle2 O|&¢&F AFEX}F X|H E{1¢2l MY

CIS MZ2 Amazon MWAAE 2/5H Oracle2 0|88t AFE X X|H E{1012 M= BHAHE oLl
StH, plugins.zip TFU0|M CHE AFEAF X|H £ Q! 2 HiO|L{ 2|t ZEE &+ JU&LICH.
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* Plugins.zip
o Airflow 74 M
Ct= EtA|

EHT

O| HO|X|e| = ofAl= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v30{ A
A8 = A&LICH

ANEZz=A
ol Ho|x|o ol ME F=F ArB 52 k2 gS0l WL

« Amazon MWAA &4,
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« ANIEX 870 B E 21 &, CRITICAL EE= O|™ MMO| M ZHY A 22 0| & M3HE. Amazon
MWAA 21 |8 Y 21 2§ e ol cist XEM[EH LI 2 the section called “Airflow 21 4
MNA" MME FESHAR.

#

—_

o

ol Hol|x|o| ZE ofME AL83tE Ol %7} HEtol HRstx| efaLich
LT ME

Ol HO|X|o| M&E Z=
Bt LI 2 Python 54 M

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt

cx_0Oracle

apache-airflow-providers-oracle

CHE EAMIME ALEXE X|H £2{212 EHIAEE DAG ZEE ddste WS HIeLCH

0Z
oy
||=|
||=|
E
@)
>
®
Il
-
N
Rl
2
i
o
o
o
L]
Hu
o
n
ok
r
o
k=)

2. O 3E YMES W8S SAstn 2Z0iM oracle.pyE XMEFLICH

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

import os

import cx_Oracle

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion", version)
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return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hook_test = PythonOperator(
task_id="hook_test",
python_callable=testHook,
provide_context=True

AM
=

fjo

Ol MMolME BS54 CHRZE 8T, AL R I B2 plugins.zip TS BHEE

Zt Amazon MWAA A& L 24X} Z4E||o|LHof| /e
EgLCt ol & 4o HolLd2IE F7tst= ol AFEElLICh. .}
. A

= =

=
2 mtUES Zefete e

Amazon MWAAE plugins.zip 2ZEIXE
usr/local/airflow/plugins& &
2 EH M= AFERE XI™ E{aelo

Amazon Linux Z1E{|0|L{ O|O|X| 7}X{2 7|

1. BH ZEZE0|A Amazon Linux Z1E0[|L4 O|O|X|E 7IX{2tM 20| ZH|O|LHE AT LICE.

o

(IR

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

E8 + UA&LICE of:

ok

HH T EZTEO0|A bash HHEHES ZHHAC =2

bash-4.2#

2. Linux HIOIE|E HISZ| /0 7|&(libaio)& M x|grLICtH

yum -y install libaio

3. E&5 HAHE /5 o] &2 ¥o{ ELICt. 1ib64/1ibaio.so.1, 1ib64/1ibaio.s0.1.0.0,
1lib64/1libaio.s0.1.0.1 IS 2ZZHZ SALE o HlL|C}.

AER XY E2{a 2ET 311



Amazon Managed Workflows for Apache Airflow

2eloloE ECicleRc

1. unzip H7|X|E ZZoi AxIgLICt. of:

sudo yum install unzip

2. oracle_plugin C|HEZ|E MMELICE of:

mkdir oracle_plugin
cd oracle_plugin

3. O3 curl BHEE ALE5H04 Linux x86-648 Oracle Instant 22+0|HE CHREE(64H|E)0i A
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip2 Ct2 2 =& L|C}.

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-1linux.x64-18.5.0.0.0dbru.zip > client.zip

4. client.zip Tto| =2 ELICt of:

unzip *.zip

1. M EHE ZEZE0|A Docker ZIE{|O|L{ IDE E A5t 7|53l SLICt of:

0424
[ Ne)

Ik

AAEH

EZEE DE ZE|0[L19 ST IDS HHErE £ &Lt of):
debc16fd6970

2. oracle_plugin IZIE*'E-IEIOHA-I lib64/1ibaio.so.1,1ib64/libaio.s0.1.0.0, 1ib64/
libaio.s0.1.0.1 I}UE 2Z instantclient_18_5 ZEC{Z FE§LIC}. of:

docker cp debcl6fd6970:/1ib64/1ibaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970@:/1ib64/1ibaio.s0.1.0.1 instantclient_18_5/
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M-SR XIE &322

Apache Airflow= AEFEY Al Z22{3 Q! E2H0|
HiAE MA5 D 2%5= O

AEELICH ChE

from airflow.plugins_manager import AirflowPlugin

import os

A= Python TS| 2EHIXE AAFL
BHMME AAEAF XIE E2{aelel M

Zo|M env_var_plugin_oracle.py® M&&

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]="64"

class EnvVarPlugin(AirflowPlugin):

LICE.

name = 'env_var_plugin'
Plugins.zip
CtE EFAOIME plugins.zipE2 H4dst= Yol cHs AHELICH o] oxel LHE&2 CHE Z2{2¢l
9l gio|L{2|et Zetstod B plugins.zip THYZ BHE £ & LICH
sc{ael clEEe|e 2EIAE S SgfL
1. YH EZEIZEO0|M oracle_plugin C|EEEZ[Z O|SELICE of:
cd oracle_plugin
2. instantclient_18_5 C|HE{Z|E plugins.zipL £ &S ELICE. of:
zip -r ../plugins.zip ./
T ZEZEo ChZ0| EAIELICH
oracle_plugin$ 1s
client.zip instantclient_18_5
3. client.zip It MHELICH of:
313
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rm client.zip

env_var_plugin_oracle.py It 22 S &FL|Ct.

1. plugins.zip. ItYO| R E0i env_var_plugin_oracle.py It F7}gLICt of:

zip plugins.zip env_var_plugin_oracle.py

2. O|A| plugins.zip Z+of Ct& HE 7} & ELICH

env_var_plugin_oracle.py
instantclient_18_5/

Airflow 71 SM

Apache Airflow v2& At&35t= Q< Apache Airflow 74 O core.lazy_load_plugins
False2 F7IELICH XtMEH LI 2 20 74 SME F ﬁ {12332 EE & HE5HM L.

CHs H

_,_
=

« O] olA|Q| requirements.txt IS Python 54 M9 Amazon S3 HZI0| YZESH= W
2 gotELct.

« O] oi|X[2| DAG ZEE DAG F7} = Ul 0| EoM Amazon S3 HHZ! 2| dags EH0| YEESH=
YHS dot=Lict

« O] ofA2] plugins.zip IUS AFE X} X|H
of CH3H RFM|S| Lol L},

2122l A%|2] Amazon S3 HHZ!0f| UYZ = 5= dbed

Mk

Amazon MWAAO|A DAG A|ZtCH HZA

Apache Airflow= 7|2 %0 2 43k H|& 8 I Z(DAG)E UTC+02 2 AAIZELICH Cte EHA
= Amazon MWAA7Z} Pendulum=2 A& 351041 DAGE A™SH= AlZICHE HE5t= W2 Ho{ELICt.

MEmoZ o FHOIME AL R XIE B2{19218 M AIstod A8 X #22] Apache Airflow 19| Al
CHE HZSHE WS BoiE LI

oHd=E L

|
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 ‘Hdplugins.zip

kU
[

Mkl

jul
mjo
Moz
N

e

O| H0|x|e] = 0i|A|= Python 3.102] Apache Airflow v2 2! Python 3.112| Apache Airflow v301| A{

A8E = aLich
M =
ol Ho|x|2| O ME F=E AS 52 ok ¥ 0l WL

« Amazon MWAA &4,

H

—

o

O| HO|X|e| ZE fXE A25t= O =7 HEHO| ERSHK| b4 Lt
Airflow 29| A|ZICHE BdA5l= Z a1 MAISH|C}.

Apache Airflow= A|ZA| plugins C|ZE2|2| Python Tt U2 AEL|C OIS E2{a212 AHS5tH
AL O| A|ZECHE RHE2|3H04 Apache Airflow?t 218 7|&35t= AlZICHE +=HE

1. MEX X|™E Ee{alof cHs XIHE OlF plugins CIHEEIE HHst D CIHEE|IZ o|SE L

Ct. of;

$ mkdir plugins
$ cd plugins

P
I.

A

N
M

ﬂlo

o 2EIx

m|r|
M
Il

SAMstD 2ZH9O| plugins EE0] dag-timezone-plugin.pyE X

oA
ok

H,l E|-

import time
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import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. plugins CIAEZIMIM __init__.py2t= Bl Python It BHELICH plugins CIEIE{Z|E= C}

S+ HlzzaliofF gfLICH.

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py

MMplugins.zip

Q1 2l Hto|L{2|et ZAEstod B plugins.zip IIYUZ DHE £ QU&LICH

—

cd plugins

2. plugins C|HEZ| LS| 2HIXE L FELICH

zip -xr ../plugins.zip ./

3. S3 HZlof plugins.zipE YZE=gLICH
aws s3 cp plugins.zip s3://your-mwaa-bucket/
IE ME

DAG7} A™E|= 7|8 AZFHCHUTC+0)E HZA 2™ A|ZHCHE 1 AlS=
2t0|E2{2|2! PendulumOl|2t= 2HO|EHE|E AFE & LICH.

H TEZE oM DAG7I MEE CIAEZ|Z o|SELICH of:

—

cd dags

2. CI2 ofxlel 2EHXE ZEA6ID tz-aware-dag. py 2 MEELICH.

Ct2 SAIME plugins. 21p— Mgt ddof chal AP erL|ct. of oiXlel 2HAE CHE
ol

HY T EZE0|M O|F B9 plugins CIEE{Z|Z O|SELICt of:

M
Ard
M

R AlZEE2 A ElSHE Python

MMplugins.zip
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from
from
from
# Im
impo

# In
loca

with

) as

airflow import DAG

airflow.operators.bash_operator import BashOperator
datetime import datetime, timedelta

port the Pendulum library.

rt pendulum

stantiate Pendulum and set your timezone.
1_tz = pendulum.timezone("America/Los_Angeles")

DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
dag:
bash_operator_task = BashOperatoxr(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. CIS AWS CLI HHE A35toi DAGE &4 ol S ASt CHS Apache Airflow UIE A& 5104
DAGE Eg|7{&C}

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4., MB35 tz_test DAGO| tz_aware_taskOl CHEH 24 230 CtS T H|R

(e X<N°)

Ct.
[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO -
c', 'date']
[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO -
[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO -
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO -
code 0

[2022-08-01,

OQutput:
Mon Aug 1 12:00:00 PDT 2022
Command exited with return

8 Zm 7t ZEL

Running command: ['bash', '-

12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,

sta

rt_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0
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[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

Chs B

« O| oIM|e] plugins.zip TtLE A A X[ {32! HX[2| Amazon S3 HZ!ol ¥ =
ofl CHsH REAllS| LotsLct,

N
Q'I_l
rr
4
T

CodeArtifact EE2 MZ 1 &

CodeArtifact& At&35t0{ Python &S Mi|et= 9 Amazon MWAAOI= &8 EZ0| HE L

Ct. Amazon MWAA7Z} ZEFI 9| CodeArtifact 2| ZX|E 2|0 HMAE = UTE 5hedT AR A3
EZ A835T EE0 PIP_EXTRA_INDEX_URLE M&&tH ELICH

CHE FXM|0|MH= get_authorization_token CodeArtifact API 212 A& 304 30| A|ZFE|H
LI ACO|EE mHotct M| EE2 AMSHE AR AJRIEE OtE= W2 MEsL|CH

Ol H|o|x[|e] ZE o &= Python 3.102| Apache Airflow v2 S Python 3.112| Apache Airflow v30{ A{

ABE + flaLct
MNEz=A
ol Holx|o ol ME F=E ArB 52 k2 g0l WL

« Amazon MWAA &4,
o B0 CHEr SEMHE XESHE CodeArtifact 2| Z X|E2[Q]L|C}.
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3t

CodeArtifact EE22 MZ 1 x| ZIE Amazon S304| AA2484 Amazon MWAAQ| Alg edgtof CtSat
g2 Hsto| lojok gLCt.

« O| codeartifact:GetAuthorizationToken ’%*?;'% £ 35 Amazon MWAAE CodeArtifactod| A
MEZE dMe = l&LICt O HAM2 AFE X7 Md3dt= 2 & CodeArtifact =H|@1od| TEH2
2o{gfLICt BHEEO 2laA 22 =HotT AFSKH #E0M HMAE =0 QB X[Z6H0 =@l
off CHEE HMAE FIIE MEHE = JU&LICt

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}

« CodeAtrtifact GetAuthorlzatlonToken AP| 2| O|ME = &5t2{H™
sts:GetServiceBearerToken HMO| HReLICH O] 22 pip2t(2t) CodeArtifact 22 IH
7|1X| Z2lXHE AL E [ AHE5HoF st EE2 HHEtELICH CodeArtifact 2| Z X|E 22t & 7H TH
7|X| ZE2[XHE ArS ST AFS AL Bt Eo| Al™ g g0l ohs EA MFEof| LIAE Hiet 20|
sts:GetServiceBearerToken2 5{&3al{OF & LICI

{
"Sid": "AllowServiceBearerToken",
"Effect": "Allow",
"Action": "sts:GetServiceBearerToken",
"Resource": "*"
}
I ME
CZ EHl= CodeArtifact EE22 YOIO|ESt= AZ A3 EEE BtE= WHE MEHELICH

1. CF ZE MES LIRS SAStT 2ZH0M code_artifact_startup_script.shZ MEE
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# Startup script for MWAA, refer to https://docs.aws.amazon.com/mwaa/latest/
userguide/using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0

# https://docs.aws.amazon.com/mwaa/latest/userqguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. ﬁﬂ@é%ﬂgﬂgago%ﬁMﬂJﬂz%zggthpEM 501 AT EEE HZlof| &
2 8tLICt amzn-s3-demo-bucketE AHAlo| ME 2 HFELICEH

aws s3 cp code_artifact_startup_script.sh s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

4E3HH Amazon S37 Ao CHEF URL B2 E E=4FLICt

upload: ./code_artifact_startup_script.sh to s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

AIRIEE YR ESHH AIEF A

40| HHo|EL|1 AT EIETV ASELICE.

AZEE AF83}0q the section called “A|EF AFZIE ALS"0|M B EE ALK X|H5= &

| M2l DAG ZEE DAG F7t &= O|0|E0) M Amazon S3 HHZ! 2| dags EEH| FYZRESHE=
g grobELIch

It
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« Ol odX[2] plugins.zip TFUE ALS At XH £l A X|2] Amazon S3 HZ!o| YEESt = Y
off CHal RtMIS| ot LCt.

Apache Hive 2! HadoopZ& AI&735t04 AFEA}L X|H E2{¢1 MY

Amazon MWAAE plugins.zipl| Z2EH=
At &3sto{ ZiEf|O|LHof HIO|LHE|E F7HE &= U
Z ol %= Python It o| 2HXE Aldsa

= Amazon Managed Workflows for Apache Airflow

£ /usr/local/airflow/pluginsZ FZ¢&tLIC} 0|2
U&LICH KB Apache Airflows= AEFE RS Al plugins

1
&LICH
Z EE HeE sty oY + J&LICh O ME
2
—

2
3 1IA‘| Apache Hive & Hadoop2 AF&3+04 At

SR X% 212018 MASHT OHE ASR KK B2{129 U HolL{2let ZEE 4 s THE oty
gt

=

. A

o« A =

. 3t

— =
. 2F A
. Oe2C B8y

« Airflow 74 SM
- C}S EBHA

HE

Ol H|o|X[|2] ZE ofX|= Python 3.102| Apache Airflow v2 S Python 3.112| Apache Airflow v30{ A{

A8E = gLt
M =
ol Ho|x|2] O ME F=E A8 52 Cha ¥ S0l WL

« Amazon MWAA &t4.

Apache Hive 2! Hadoop2 A&t AFE A X|H E8{20! 321
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3t
O] Hlo|x|e] A= M E At&st= Ol 7 HEto| EetX| eh&Lch

QT AME

O| Ho|X|e| MZ I =E AlE5tE{H o=
Bt LI 2 Python S5 Mx| MME FHZSHML

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/

constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

=
LIS =

CIRZE B4

Amazon MWAAE plugins.zip 2EHXE Zf Amazon MWAA A7 E2{ L 2K} ZHEf| 0|0l /U=

usr/local/airflow/plugins2 FE&LIC} O|= & F0| HO|LHEIE F7t5t= Ol AFEELICE. C}
= gote WHS JdHELICH

& EHAlMlME AERE X E{aelo

1. HY ZETEAM Z2{20/2 t=Epd{= C|HE|Z|Z 0|S8HLCt. of
cd plugins
Z&Lct

gfLich ol & X Chst 2

2. 0O/2{0M Hadoop2 CIRZ

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

O/240llM HiveE Ct2Z=8fLICH o & SH ChSot Z&Lch

3.
wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz
4. C|HEEZE ddELct o:

mkdir hive_plugin

6. HiveE FZE&LIC}.
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tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

AER RIE &8

Apache Airflowe= AEFE

WA S T £HEHE T
gict,
1. ¥YEE

cd hive_plugin

Al &e112) EH0] = Python US| 2HIAE A™efL|CH OIE 23
4| AFS EILICH CFS EFA0M = AFERE X EE{a2lef M

L EO0|AM hive_plugin C|EE{Z|Z O[S & LICH of:

SA5tod 2Z9| hive_plugin C|ZE{Z|0f hive_plugin.pyZ X

from airflow.plugins_manager import AirflowPlugin

import os

os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]="'/usr/local/airflow/plugins/hadoop-3.3.0"
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop"’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin'
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/
hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"

os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/

apache-hive-3.1.2-bin/1ib"

class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'
3. OIS HIAEQ| ZHAE SASI0d 242 hive_plugin C|HE{EZ[0] .airflowignoreE XM%
grLct.
hadoop-3.3.0

apache-hive-3.1.2-bin

AR XY £l
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Plugins.zip

Ch2 EtA0|AE plugins. 21p— A5t GEdof cHs APELICt of oi|A|el LiE2 CHE E2{a g
2 Hio|L{2let 28 5tod B plugins.zip IFYUZE DHE = /U&LICH

1. BHEZEZEO|AM O|™ EtA Q| hive_plugin CIEE{Z|Z O|SELICt. of:
cd hive_plugin

2. plugins EC W 2HI=E gLt
zip -r ../hive_plugin.zip ./

= HE

CHS EHAHMME AL A XA Z22{00Q12 E|lAEE DAG ZEE MMetE dds MYy
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®
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o
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2. CI3 ZE MEQS|LHES SAstT 240 hive.pyE MEFLICH

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hive_test = BashOperator(
task_id="hive_test",
bash_command='hive --help'

Airflow 7t &M

Apache Airflow v2€ At&3t= 3B Apache Airflow 74 MO Z core.lazy_load_plugins
False2 F7ELICH XtMEH LI 2 20 74 SME ALE35t0d EE{OQI EEE T SHMIR.
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CHs B

« O| odlX[e| requirements.txt TS Python 54 4X[2] Amazon S3 HZA0| YEESH= WY
2 gotFLct.

- 0| oX|e| DAG ZEE DAG F7I = 0| E| A Amazon S3 H{Z! 2| dags EC{0| YR ESH=
g obELct.

2122l A%|2] Amazon S3 HHZ!0f| Y2 = 5= gt

M|k

- O| odlAe| plugins.zip TtUS AL X} X|H
ofl CHSH RtAllS| ot L ct,

Apache Airflow PythonVirtualenvOperator& AL A} X|&H Z2{21Q!
AH A
o O

CtHS MEZ2 Amazon Managed Workflows for Apache Airflow0l| M AF& XF X|1H Z22{T 212 A& 5od
Apache Airflow PythonVirtualenvOperatorE mx|st= &S AYELICH

>
oo
pal
Pal
0
Mk
ra)
|J
o
0z
Mk
kU
N

* Plugins.zip
. DT ME
o Airflow 74 M

CIS EHA|

EH7T

O| H|o|X|e] ZE ofX|= Python 3.102| Apache Airflow v2 & Python 3.112| Apache Airflow v30{ A{

A8 # gLt
MH =
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Ct= EHA| 325


https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/

Amazon Managed Workflows for Apache Airflow A

0o
1z
0%
x

« Amazon MWAA &4,

et
ol Ho|x|o| 2= OiXE ALstE Of 71 Heto| WRstR| &L

QT A

ol Hlo|x|o| ME ZEE AR 8t2{E kS 448 AR requirements. txtoll £7HELICH XEA]
B LIS 2 Python S&4 Ma| MM HEFHMR

virtualenv

ASR RIE EBI1QI ME =

Apache Airflow= AEFE Q] Al £22{392] EHoi| Q= Python It Q| E2HIXE AMZErLICE Of %Eﬁﬂ
l2 A2 Z 2 M|A S0l LHE PythonVirtualenvOperator2 IH%|5t04 Am
T 5 gLct k2 BAle AH8XF X1 Ee{aele| ME ZEE Eo{EL

1. BHZFZEM O™ Mol plugins CIHEEIZ O|SELICE of:

2. CI8 3= MEZO 82 SAMst 240 virtual_python_plugin.py® XMEgLICH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow.plugins_manager import AirflowPlugin
import airflow.utils.python_virtualenv
from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip

CtE HAHMME plugins.zipE Mdst= 2o cHs B g LCt.

1. YHEZFEZENXM O™ MMO|virtual_python_plugin.pyE Z& st CIEEZ|Z 0|SEL
Ct. odl:

cd plugins

2. plugins EC L 2HI=E S FFLICH

zip plugins.zip virtual_python_plugin.py

4g ML

CIS BAME A2 A X|1H E8{3Q19| DAG ZEE MM5l

rr

H2d T2 T E0|AM DAG ZEJ} MEE C|HE|Z|Z 0|S &Lt of:

-_—

cd dags
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2.

CtE 2= MEO L1882 SAtet 2EZ0|M virtualenv_test.pyE XMEFLICH

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
virtualenv_task = PythonVirtualenvOperatox(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

kU
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Airflow 7+ SM

Apache Airflow v2& At&35t= @S Apache Airflow 74 O core.lazy_load_plugins :
False2 F7IELICH XtMEH L2 20 74 SME F 3F 1 E£3{0Q EEE XM L.

Chs H

_,_
a

- O] o|X|Q| requirements.txt TS Python 54 X[ Amazon S3 HZ!0f| Y2 E = W
2 OI-0|.EL_||:|._

+ 0| of|lxl|e| DAG ZEE DAG F7} EE= U 0|E0{A Amazon S3 HZ!2| dags EH0| YR ESt=
dHS otELct.

« Ol odX[2] plugins.zip TFUE ALS At XIH £l A X|2| Amazon S3 HHZ!o| Y2 E5t= Y
ofl CHaH REAIS] LokELIct.

Lambda & +& AIEE DAG &

XM= Amazon MWAA & Z0| A AWS Lambda & <& A8 304 Apache Airflow CLI EZ&
M HlE=g 2l (DAG)E S E & LIC

e

O| HO|X|2| = ofA|l= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v30{ A

AEE = &Lt

A =

o] Ol XME & &5te{™ Ct3t 2ol sHof & LICt
» Amazon MWAA &t Z0ME HER HERT HMA ZEE AFEELICE
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« Z|4l Python ZEIHE A8 SHE Lambda & +& 2R/ &fLICH

(@ Note
Lambda & £=2} Amazon MWAA £t7Z30| S st VPCo|| ME 8=, EE}OIHI HIE-‘?—JELOHH
O| ZIEE AI8E = U&LICH O] 42| B Lambda & =+2| &
Compute Cloud(Amazon EC2) CreateNetworkInterface API £ 42
QErLICH AwSLambdaVPCAccessExecutionRole AWSE2|E HAHE AFESlo{0| HEHS

MEg =+ &Lt

el
=

#

—_

o

o| H|0|x|2] ZE oME AF23IE{H Amazon MWAA EtZ39o| Al&H O#%l-o."
airflow:CreateCliToken ZUE & = U HAMA HEHO

- =
AmazonMWAAAirflowCliAccess AWSEE|E HAME Al&35lo0| HeEtE MBE = USLICH

— J

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "*"
}
]
}

KEM[EH HE = Apache Airflow CLI Z%2: AmazonMWAAAIrflowCliAccess MM 2 HZE M2

O
A
0Z

0| ZE o X|E Apache Airflow v2 O|&fofl AA&StEd™H I} FL40| HRstX| e &LICH aws-mwaa-
docker-images& AF&3t0{ Apache AirflowE A x|ELICH.
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0lo
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2. &=+ S550{AM Lambda &+E MEHEIL|CE.
3. = HO|X|HMCIE ZEE SAMSD OS2 El4A 0|22 HhELCH
« YOUR_ENVIRONMENT_NAME — Amazon MWAA &tZ2| o|& lL|C}.
« YOUR_DAG_NAME — 3 £3}24= DAGS| 0[S &LCt.
import boto3
import http.client
import baseb4
import ast
mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'
client = boto3.client('mwaa’')
def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name
)
conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}
conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()
data = res.read()
dict_str = data.decode("UTF-8")
mydata = ast.literal_eval(dict_str)
return base64.b64decode(mydatal 'stdout'])
4. HHZE(Deploy)S MEHELICE
5. Lambda Z2&2 At835t0] &8 SE5t2{H EHIAEE MEAFLICE.
2= ofA|

= oA

https://console.aws.amazon.com/lambda/ AWS Lambda 2& & LIC}.
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6. Lambda7l DAGE H3Mo =2 S ERM=X| = 2l5t2dH Amazon MWAAE A& 35104 B & 9|
Apache Airflow UIZ O|S &t

]

a. DAG H0|X|2| DAG S50{M M Cilef DAGE H&L

b. 0OFx|2h AlSHO|AM %|Al DAG Al3Ho| EFQIA
£ 40 invoke_dag0| CHEH %[ &l EFRIAERTE oF 7{0| & X|5HOF & LIC}

c. X2 ZHolM obx|ef Aol §3 =X gL

0424 Amazon MWAA &30l DAG & &

ClS I E o|M= Apache Airflow CLI EE& MMErLICH O™ ChE =& 8 Amazon MWAA &30
M ek Hle= 8 22 Z(DAG)E AFE 35104 CHE Amazon MWAA &0 AH DAGE S &&LCt

=X

o HZT

O| HO|X|e| 2= ofAl= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v301{A{

A8 = &Lt

A =

O| HO|X|oMH 2= oXE AR StE{H CHSo| Ze gLt

t3

o
H:I
U°T"

I'

- HE2 HESI & Mol HAMAE = Q= 5 7HS] Amazon MWAA £ 5(EXY
S

-

. CH& #7Z3 2| Amazon Simple Storage Service(S3) !0l 4 ZEE MEZ DAG.
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3t

Ol HO|X|e] ZE HME ArE5t2dH AL AL 59| A&l 24&0ofl Apache Airflow
CLI EZE Mgt Heto| ook ELICH AWSEE|E XA odZdslo{o| et &
04AmazonMWAAAirflowCliAccess& £ Ql&L|CH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "*"
}
]
}

kMt HE = Apache Airflow CLI H&: AmazonMWAAAIrflowCliAccess MME XML

OFM
A
0Z

L

O] Z = oM E Apache Airflow v2 O| &0l AFE5tE{H FIt 50| ER5HX| b &LICH aws-mwaa-
docker-images& A+&3t0{ Apache AirflowE A X|ELICH.

3= oA

T
ro
n
&
d
o
]
L
n

CHE 3 E oAM= 3R 2ol AM DAGE AF235toq4 CHE & 740iM DAGE &

1. EO|H0|M DAG ZE7} HEE C|HEZ|Z o|sS & LICt oA

cd dags
2. CI& ZE Aol L2 SAtstD 2Z0|M invoke_dag.pyE MEFLICH CHS 22 ALK
MEZ WA ELICH
* your-new-environment-name— DAGE 3 &3t2dE= CtE & Z2| 0|8
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- your-target-dag-id— & &3t2{= CtE E0lMH DAGS| ID.

from airflow.decorators import dag, task
import boto3
from datetime import datetime, timedelta

import os, requests
DAG_ID = os.path.basename(__file_ ).replace(".py", "")

e@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name"')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_1id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()
3. LCtE AWS CLI BEE 4l=li5t0{ DAGE #4329l HZlof| S ALt CHE Apache Airflow UIE A& 5104
DAGE Ez|Hg Lt
aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. DAG7| 83™MoZ AYME|M invoke_dag_taskl| 2 2Z10i| CtSt AL E242 A =L
Ct.
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M

[2022-01-01, 12:00:00 PDT] {{python.py:152}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

DAG7} M3™Mo 2 S EE|U=X] &2lstzd™H M #Zoi CHEt Apache Airflow UIZ O|S 8t CHS C}

a. DAG HO|X|2e| DAG EE0{AM M CH4 DAGE 3H&LICH

-
b. OFX|2 ARoM %[4& DAG Aol EtHARMEZE &QITLICE O
E 2 Z0lM invoke_dagoil CHEr |4l EFUARYZ 9 740| YXK|
z C

c. 2 BHolM Obx|Z MOl MTHER| Holer]

Amazon RDS for Microsoft SQL Server2t 71 Amazon MWAA At

=2
o

Amazon Managed Workflows for Apache Airflow& At&3t04 RDS for SQL Serverof| A4E &= U&
L|Ct CHS MEZ 3 =& Amazon Managed Workflows for Apache Airflow 80l DAGE AHE 5104
Amazon RDS for Microsoft SQL Server A{of @125t 2 2|E AldigtL|Ct.

|
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CtS EHA

Amazon RDS AMH 335


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html

0o
1z
0%
x

Amazon Managed Workflows for Apache Airflow A

e

O| HO|X|e| ZE ofAl= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v30{|A{
A8 = A&LICH
M =

—

ol H|o|x|e| o]l ME ZEE AS5lE{H Ct

0jo
0ok

Fo| 2t

« Amazon MWAA &4,
« Amazon MWAAZS} RDS for SQL Server = S8t Amazon VPCO| A A/
FS ot

« Amazon MWAA & MB{Q| VPC EOot O &2 @2 42 T EEL o
« Amazon MWAA E 9t 1 & 9| Amazon RDSO]| CHSH €2 /U= ZE 14330] CHst CIHIRE 1=
« IEE Amazon MWAAOIAM RDSZE ¥od U= 1433 L EOf CHEt O} RHIR2E 73

« RDS for SQL Server0i| CHEF Apache Airflow 2Z0l& 0| ZZ M AM|AM BHE Amazon RDS SQL
MB| C|O|E{H|O|A S| SAE O|E, ZE, AFEX} 0|18 Ll 4571 HHFEL|CH.

=AM

O 1 O

O| MMo| MEZ FCE A26t2{H 12 ES542 MK requirements. txtofl F£IHEFLICH REA|IEH
LI 2 Python 354 M| MM R XSHMIL.

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v2 912

Apache Airflow v20{lA @122 A2 8tE A2 Airflow 12 Zixof CST 22 7|-2f Ho{7} =& |0
U= K| =elgfLct.

1. 9Z ID: mssql_default

2. 972 £&: Amazon Web Services
3. ZAE: YOUR_DB_HOST

4. A7|0of:
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5. 2392l ZE|R}
6. &3
7. AEE: 1433
8. =7t
FEME
1. HH TEIZTEOAMDAG ZEJ} MHEE CIAEEZ|2 0|SEHLICE. of:
cd dags
2. CIS ZE MEO|LHEE SA6tT 2Z0iM sql-server.py2 MEELICH

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True
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dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperatoxr(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqglOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqglOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server="'sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password='<yoursupersecretpassword>',
database="'testdb'
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# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[0])

select_query = PythonOperator(
task_id='select_query',

python_callable=select_pet,
dag=dag,

drop_db >> create_db >> create_table >> insert_into_table >> select_query

CHs H

_,_
o

-« O| oX|2e| requirements.txt TS Python Z54 AX[2] Amazon S3 HZA!O| P2 E 5=
2 YotFLct.

« 0| ofA|e] DAG ZEE DAG F7} EE= Y| 0|E 0| A Amazon S3 HHZ! 2| dags EH0| YEESH=
YHS dot=Lct

o X AFBIES} 7|E pymssql 2 & OI|XE A m{FLCt

« Apache Airflow & Z= 7}0|=04| M mssql_operatorE A& 3504 % Microsoft SQL G| O|E{tH| O] A 01| M
SQL ZEE A#5I= WEdol| CHsH AHAIS| Lot Lt

Amazon EKSO{| Al Amazon MWAA AL

ME 2 Amazon EKS2t &7H Amazon Managed Workflows for Apache AirflowE AF235tE WS
L|Ct.
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+ Amazon EC22 HEZ! 7| MM

. BHAE MY

* mwaa HAHO[A MM

« mwaa LA H O|A0] CHE o3& A A

o
+ Amazon EKS Z{AE{0f| CHEH IAM 38 M 2l odAd

* requirements.txt I} A4

» Amazon EKSO{| CHEF X173 S O Z MAd

+ kubeconfig &4

- DAG Y

» Amazon S3 H{Z!0l DAG ! kube_config.yaml F7}

« ox -5t 2 EE|A

HZ

O| HO|X|e| = ofAl= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v301{ A{

A8 = &Lt

At

2

Ete

Ol ¥=2| oM E ArEsted™ Ch50| L

« Amazon MWAA &4,

« eksctl. XFM|EH LI 2 eksctl M%x|E HZESHMIL.

+ kubectl. kA8t LHE 2 kubectl Mx| & MHE B XM L. B0 WEl eksctlt EH M7=
gLCt.
=

+ Amazon MWAA &3 g ddst= 2ol EC2 7| Ho{L|ct RtMIEF L8 2 7| mo{ M == 7HK

27|E FZSHMIR.

(® Note
eksctl BHS ASE M --profileE X &5t04 7|22 0ol Z2EE X|HE &= U&L
Ct.
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Ct

0jo
mjo

At&stod Zetol8! 7| HofolM HEE] 71§ A d=LIch

ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

REMEH LHE 2 7] modoi CHEr HEE] 7] A

fjo

SESC 0N

AR AN

CIS HYEE AF850d EHAEE MAMELICH Ee{AE AFX}F X|H 0| € XIHSHAHLE CHE 2™
of MAI5tE4TH 0| 2l 2|™ Zt2 HIELICE. Amazon MWAA &3 MMstE S 2|F0M 2|4
E{E MASHoF & L|Ct. Amazon MWAAO] A2 8t= Amazon VPC UIER3 2| MEUHD 2X|5tEE M
B4Yl Zk2 HFELICH ssh-public-keyQ| Zf2 A& 5tE 712 YX|SHEF HIELICH SYE 270
= Amazon EC22| 7|Z& 7|& A83t7{LI Amazon MWAA B2 S MAsH SUSH 2|0 M 7|2
HEE = U&LICH

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets '"subnet-33333333333333333, subnet-44444444444444444"

EEPNPYEE WS A 5o ZHAET HBHe
o

= ote ol Alzro| A&LIct 2r= ™ O
P A& LT

dde 2 =
2 YD IAM OIDC 3=At7F &0 U=EX| EHE +

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

Amazon EC28& HE%2| 7
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SHAET MTHOR MMEIER BOIR $ O+ BUS AS5H01 ZEO| CfEt LI UAHO|AE
MadgLIc
=] .

kubectl create namespace mwaa

mwaa | HAHO[A0] CHEh HE 4o

HAUAHO|AE MM £ MWAA HIYIAHO|AMAM ZEEE AMFE &~ = EKSS| Amazon MWAA
ArZRtol| CHEH 8 S 4f HiQIE 2 MM ELICH LA Oo|AN CHE 0|2 A8 B -n

04
mwaall mwaas AF&EH O|E2Z HIELICH

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role
rules:

- apiGroups:

- "apps"

- "batch"

- "extensions"
resources:

"jobs™"

- "pods"

- "pods/attach"
"pods/exec"
- "pods/log"

- "pods/portforward"
- "secrets"
- "services"

verbs:
- "create"
- "delete"
- "describe"
- "get"
- "list"
- "patch"
- "update"
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kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role-binding
subjects:
- kind: User
name: mwaa-service
roleRef:
kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

ok

80| Amazon EKS Z{AE{0f| HMAE £ =X &OIELICH mwaaE At

o4
._EAI ZHHE 0|&§2 MEstM2.
kubectl get pods -n mwaa --as mwaa-service
CtEa 22 HAIXIZF EAIELICH
No resources found in mwaa namespace.

Amazon EKS Z{AE{0] CHEr IAM @3&h AMA] gl o474

IAM & & dd¢8t CHE Amazon EKS(k8s) E{AE{0l HIQIE S0k IAME S QIS0 ASE = QU
ELICH g2 2e{AEoo| 2aQlst= Ciet ASEIH 24 F= APl 2 &0 Cheh M2 giaLich

Amazon MWAA Algd o458 of EHAH|E A& 5104 Amazon MWAA 4 e M &g MMELICH §
RIEH ST B0l MTE HAMS MM T HRste oA OhS HAMS HEHAMR
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${MWAA_ENV_NAME}"
},
Amazon EKS Z2{AE| CHEH IAM 38 4 2l odA 343
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{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"

]I

"Resource": [

"arn:aws:logs:us-east-1:111122223333:10g-group:aixrflow-

${MWAA_ENV_NAME}-*"

]
},
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*"
}I
{

"Effect": "Allow",

Amazon EKS Z2{AE| CHEH IAM 38 4 2l odA
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"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

]I

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
]I
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

"Effect": "Allow",
"Action": [

"eks:DescribeClustex"
1,

"Resource": "arn:aws:eks:us-east-1:111122223333:clustex/
${EKS_CLUSTER_NAME}"

}
]
}
Agrg Wt F Amazon MWAA Bt 52 EHEsto] Yt g2 #rEol Al &= AI8ELICH o
oS HESEH AISY 82 HAUFLICH Hetol M A&l g MENELIC
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- Amazon EKSE QIEE £ Qe 5t 27t U= A& ARNO| 2247l X7t A& LIt ofod| CHEt
14 w2 Amazon MWAAOIM AHR|Zdo 2 MAdSH MHH|A st 2 AF26HE CHAI MH|A odst
=502 Mste AYLICH XtAIEH LI8 2 aws-auth configmapl| ARNM| Z27 T & &l 32
27t U= AY0| A SR pES HESAMR.

« IAMO|A{ Amazon MWAA MH|A S EE AT £ gl B Amazon EC2%t Z2 CHA| MH[A

Y2 ot UXISHE S ool E5{oF & LCt.

M MEYBH CHS, 2Btol AT Y
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}
REA[EH LHE2 1AM F&of AlZ| HAMS M85t WS HESHAM L.

requirements.txt I+ A A

O| MMo| ME FEE AE3dt2{™ CHF CIO|EHH[0|A M T StLEE requirements. txtol FIH3R
=X| #olgrL[Ch ApMEH LHE 2 Python 354 x| —! Mg EZXSMR.
kubernetes

apache-airflow[cncf.kubernetes]==3.0.0

AH AH
oo

Amazon EKSO]| CHEt X3 5& Of

OF!

ChE BHEolM Mt 218 o] ARNZ AFE 510 Amazon EKSOf| CHE Xt24 S DHE S A gtLct.
2I™ us-east-18 AFAI7} S48 MM 2|MO 2 HFEL|CH 48 9| ARNS HH LT, OFK|2to 2
mwaa-execution-roles AFS X #E0| Al 482 HiELICEH

requirements.txt I} A4 44 346
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eksctl create iamidentitymapping \

--region us-east-1 \

--cluster mwaa-eks \

--arn arn:aws:iam::123456789012:role/mwaa-execution-role \
--username mwaa-service

kubeconfig &4
CHe BES M5 kubeconfig2 HMEHLICE

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

L

update-kubeconfig &3 Al §E T2 EZ A& 8 B kube_config.yaml It Jof| F7tE env: A

Mg A|7{8H ok Amazon MWAAXIM AMCHE Z S8 4= Q& LICH O|Z A 5124w DUl M CHS 2 A
Bt S XM ELICH

env:
- name: AWS_PROFILE
value: profile_name

DAG 44
CH2 ZE oXE AH83504 DAGO CHEF mwaa_pod_example.py@t Z2 Python I+ BHELIC.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

Amazon S3 BH{Z!0{ DAG Z! kube_config.yaml F7}

A8 DAGSt kube_config.yaml It €S Amazon MWAA B2 & Amazon S3 HHZ!0f| & LICH.
Amazon S3 & E&= AWS Command Line InterfaceE At&35t04 TS HZAlof| S + U&LICH

oAl Eo35t & EE|A

Apache Airflow0i| M M| & & A3t et Ctg EE|7HE LT

Amazon S3 HZ!0of DAG & kube_config.yaml &7} 348



0o
1z
0%
x

Amazon Managed Workflows for Apache Airflow A

MBMOZ NYEIT HEEIM OHS HUS ALS5H0 ZEE HOIFLICH

kubectl get pods -n mwaa

NIN

E32 ChSo "I ELICH

NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 0/1 Completed @ 2m23s

O|% CIS BHE AI85to] Z=9o| EX2 &Y & QJ&LICH 0|5 242 ol BHoilM grerEl 2fe
2 HhELICH

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

ECSOperatorE AE5+0{ Amazon ECSOi| @&

Ol Ao M= ECSOperatorE& A& 3504 Amazon MWAAOI A Amazon Elastic Container
Service(Amazon ECS) Z1E0|L{ofl @4Z&5t7| {&t ME I =& HHFLICH CHF EAH M= B E 9
Aldl ofstof| st MetE 71561, CloudFormation ElZ2!€ AHE 3504 Amazon ECS Fargate 2
AEE MMSHD, Orx|[H o2 M F2E2{AE HZAL= DAGE Mdstn YE=Fhct

o
a
2

>
2
P
!

« Amazon ECS Et{AEE MM

- ZCME

HE

o| Wo|x|2] Z = oi|Al= Python 3.102| Apache Airflow v2 & Python 3.112| Apache Airflow v30i[A{

A8 E £ ALt
A™ 2

Ol mlo|x|e| o] & F=E AtEsttdH™ CHS 50| R ELICH
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« Amazon MWAA &4,

3t

AEg =+ U&LICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"
1,
"Resource": "*"
},
{
"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [
wxn
1,
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "ecs-tasks.amazonaws.com"
}
}
}
]
}
« Amazon ECSO|AM ds Al™lst= O] 2§ Het2 FI7tsteE R Qo ChSof LIEE! v 20|
Amazon MWAA A& 23&rof M CloudWatch Logs X3 dHE +%5t0{ Amazon ECS &€ 21 1

E0f CHet BMAE 5{35H0F & LICH Amazon ECS 21 1E2 2| CloudFormation B Z 2!0i| o|5H
MAM=|_|CHhe section called “Amazon ECS 2 8{AE{E AMA ”,
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"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

Amazon MWAA A1 o18F 21 548 0478 9o CHEH APMIEH LIS A3 o8 MM BASHAIS.
Amazon ECS EHAEE MM

ClS CloudFormation El& %J% F%5F04 Amazon MWAA {32 E 20| A& & Amazon ECS Fargate
Z{AEHE degLc X
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1. CIS ZE=2Z JSON mpUg MMStT ecs-mwaa-cfn.json2 2 MEEHLICH

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MWAA."
3,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MWAA."

Amazon ECS 22{AEE MM
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1,
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",

"Description": "Select at least one security group in your selected
VPC, as used with MWAA."
}
},
"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"
}
}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

iy
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

Amazon ECS EHAEE dMd 352
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"TaskDefinition":

"Type": "AWS

"Properties":
"Family":

"Fn:
},
"Cpu": 2
"Memory"
"Network
"Executi

"Ref
},
"Contain

{

amazonlinux:latest",

]I

"RequiresCompatibilities":

{

::ECS::TaskDefinition",

{

{

:Sub": "${AWS::StackName}-task"

048,

: 4096,
Mode":
onRoleArn":

"awsvpc",

{

"ExecutionRole"

erDefinitions": [
"Name": {

"Fn::Sub": "${AWS::StackName}-container"
iy

"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/

"PortMappings": [

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080

1,

"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {

"awslogs-region": {
"Ref": "AWS::Region"

1,

"awslogs-group": {
"Ref": "LogGroup"

1,

"awslogs-stream-prefix":

ecs

L

"FARGATE"
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"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"

1,
"Cluster": {

"Ref": "Cluster"
iy

"TaskDefinition": {
"Ref": "TaskDefinition"
.
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"

1,
"SecurityGroups": {
"Ref": "SecurityGroups"
}
}
}
}
}
}
}
2. HWHIZEZEOAM LIS AWS CLI BHEZ AL835t04 Af ABMZ MMFFLICE SecurityGroups &4

Kl

=) =2
} SubnetIds 2t Amazon MWAA 2tZ40| Eot 78 gl MEYlo| Zto 2 Hiof &fL|C}.

aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=your-mwaa-security-group \
ParameterKey=SubnetIds,ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM
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FECS A AJREE AEE £ Q&LICH A3 R EE get-environment AWS CLI HE 2
=l | JMSH CHg ol et AR ddgtLct

Pl

[0
Q'I_l
2
o
X
I
T
0
H
Iju
plel
X

0
d
r

a. AZIREE SAStD CloudFormation ®1E 31t 8 U8t C|2E{2lecs-stack-helper.sho

#!/bin/bash

joinByString() {
local separator="$1"

shift

local first="$1"

shift

printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \
ParameterKey=SubnetIds,ParameterValue=$subnetIds \

--capabilities CAPABILITY_IAM

b. CtZ BHE AL85tod AT REE A-FLICH environment-name & stack-name2(E)
Rtalol ME 2 CHAIgLICt

chmod +x ecs-stack-helper.sh
./ecs-stack-helper.bash environment-name stack-name

A1 Z 5™ A CloudFormation A IDE HoiF £ CIS £33 X &hLCt
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"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"

}
CloudFormation AEH0| & 2 £|11 Amazon ECS Z|AAE AWS Z 2 H|X{E 8 £0i= DAGE M35t

T dz=eg (7t # A

IEME
1. BPEZFEZEE YT DAG ZET MEE CIHEZ|2 o|S g LIC oA
cd dags
2. CIS A= MEO|LHEE SAI6I04 2Z40i mwaa-ecs-operator.py2 A& CIS Al DAGE
Amazon S30{ 2 =& L|Ct

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
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dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides":[
{
"name" : CONTAINER_NAME,
"command":["1ls", "-1", /"1,
.
1,
.

network_configuration=service['services'][@]['networkConfiguration'],

awslogs_group="mwaa-ecs-zero",
awslogs_stream prefix=f"ecs/{CONTAINER_NAME}",

(@ Note
0| Xl DAGO| M= awslogs_groupl| A< Amazon ECS % 211 O E2| 0|2 A€
o 21 IFE £Yslof & £ QY&LICH Ao MHE mwaa-ecs-zeroO|2tE O|EQ| 2
O 3EFE 7HYELICH awslogs_stream_prefix2| A< Amazon ECS 2 21 AE
2 MFALE AFSELICE O| M0 ME 20 AEE] 5 A ecsE 7HHELICE

P

[e][]

0|I

CtZ AWS CLI BHEE Ad5to] DAGE 32| 3ol = ALet CFE Apache Airflow UIE AHE 3504
DAGE E2|7{gfLct.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

MB35t ecs_fargate_dag DAGO| ecs_operator_taskol CHEH 24 230 CHS T+ H|= 8t
2

o
E£3g UH Fuloth,

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name’': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/'131}
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[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO
e012340b5e1b43c6a757cf012c635935

[2022-01-01,
[2022-01-01,

52

[2022-01-01,
Irwxrwxrwx
[2022-01-01, 12:00:
XI-X 2 root root

[2022-01-01, 12:00:

XT-X 5 root root
[2022-01-01, 12:00

XT-X 1 root root

[2022-01-01, 12:00:

XI-X 2 root root
[2022-01-01, 12:
Irwxrwxrwx 1
[2022-01-01, 12:
Irwxrwxrwx 1
[2022-01-01, 12:

XTI -X 2 root root

[2022-01-01, 12:00:

XTI -X 2 root root

[2022-01-01, 12:00:

XTI -X 2 root root

[2022-01-01, 12:00:

XTI -X 2 root root

[2022-01-01, 12:00:

Xxr-x 103 root root

[2022-01-01, 12:00:

x-\-\-

1 root root

00:
root root

root root
00:

2 root root 4096 Apr

00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 boot
00 UTC] {{ecs.py:119}}
340 Jul 19 17:54 dev

:00 UTC] {{ecs.py:119}}

4096 Jul 19 17:54 etc
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 home
00 UTC] {{ecs.py:119}}

12:00:00 UTC] {{ecs.py:3133}} INFO
12:00:00 UTC] {{ecs.py:1193}} INFO

12:00:00 UTC] {{ecs.py:1193}} INFO
7 Jun 13 18:51 bin

INFO

INFO

INFO

INFO

INFO

00 UTC] {{ecs.py:119}} INFO -

4096 Jun 13 18:51 local
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 media
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 mnt
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 opt
00 UTC] {{ecs.py:119}}
@ Jul 19 17:54 proc
00 UTC] {{ecs.py:119}}

INFO

INFO

INFO

INFO

INFO

9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

XTI -X 2 root root

4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

lrwxrwxrwx

1 root root

8 Jun 13 18:51 sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XTI -X 2 root root

4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

Xxr-x 13 root root

@ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

drwxrwxrwt

2 root root 4096 Jun 13 18:51 tmp

ECS task ID is:

Starting ECS Task Log
17:54:03

[2022-07-19,
[2022-07-19,
-> usr/bin
[2022-07-19,
[2022-07-19,
[2022-07-19,

[2022-07-19,

[2022-07-19,

7 Jun 13 18:51 1ib -> usr/lib
00:00 UTC] {{ecs.py:1193}} INFO - [2022-07-19, 17:
9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
-> usr/sbin
[2022-07-19,

[2022-07-19,

[2022-07-19,

17:54:03

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

03

03

03

03

03

03

03

03

03

03

03

03

03

03

03

03

03

Fetcher

uTC]

uTC]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTc]

uTC]

uTC]

total

dr-xr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

dr-xr-

dr-xr-

drwxr-

drwxr-

dr-xr-
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed

Amazon MWAAO|A{ dbt AF2

O] FA|0{HE Amazon MWAAS 2 dbt 2! PostgresE AL&ste &2 2Eo{ELICE CHS EHAMME

= ZEHE requirements. txtH| F7t5tT MHE dot ZEMEE E7ZE 2] Amazon S3 HZ!0| Y2
=
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Kl

LICH 23 Ct S MZ DAGE A8304 Amazon MWAATF S M2 MR|IFEX| &Qlst T obx|et
BashOperatorE Ar&35t0{ dot Z2NMEE ASFHLICE

|0 II'Im

|

. ™

r

e

Rl
k4l

2~ Ad
(=]

« Amazon S30{ dbt ZTEMEE 2 =&FL|C}.
« DAGE AFE73510q dbt S5 MR

- DAGE At835todbt ZEMEE MAFLICE.

Ok
i

HE

O| HO|X|2| = ofA|l= Python 3.102| Apache Airflow v2 2! Python 3.112| Apache Airflow v301{A{
A8 = A&LICH

A =

CHS BAE 2t=sitiH HAM OHS

nio
1
0%
glzl
<)
o
C
ful

« Apache Airflow v2.2.2E& A& 35t= Amazon MWAA
L|Ct. CHE Apache Airflow HHZ b 871 AHS 524

|-EI
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A8
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o MZ dbt ZEME, Amazon MWAAOIAM dbt At 2 A|ZHStE{H T3 E
ZX|EC|M dbt AEIE| Z2MEE EX|5tH =L},
=AM
O 1 O
Amazon MWAAO|AM dbtE At 35te{H 8t E0l CHS Al A3 BIEE F7}
Amazon MWAAOMIM A|2F AT ZIE AIEE B ZTFHMIR
#!/bin/bash
if [[ "${MWAA_AIRFLOW_COMPONENT}" != "worker" 1]
then
exit 0
fi
echo M e e o o o o o o e e e e e e e e e e e e e e e n

echo "Installing virtual Python env"
echo M---mm e -

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version

echo

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

echo M---mm e e
echo "Activating venv in"
$DBT_ENV_PATH

echo M---mmmm -

source dbt-env/bin/activate

pip3 list

echo M e e o o o o o o e e e e e e e e e e e e e e e n
echo "Installing libraries..."

echo M e e o o o o o o e e e e e e e e e e e e e e e n

F

ot

LICH RbAM[EH LIE2

&5t 1 dbt-labs GitHub 2|

O
I

A
(=]
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# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm - "
echo "Venv libraries..."
echo M---mm - "

pip3 list
dbt --version

echo M e e o e e e e e e e e e e e e e e e e e e e e e n

echo "Deactivating venv..."

echo M e e o e e e e e e e e e e e e e e e e e e e e e n

deactivate
Ct S A0l M= dot Z2ME C[ZE|2|E Amazon S30| U2 E 51 Amazon MWAATH E== dbt &5
Mg H3™oR MRIFEX| 0{RE HB5Hs DAGE ¥ LI

Amazon S30{ dbt Z2ME E {2 = 3FL|C}.

Amazon MWAA 30| dbt ZTEMEE AISE = ee{H M| Z2ME C|HE2[E &4 dags
EZ00| Y2 =351H ELICH 20| YdI0|EE|H Amazon MWAAE dbt CIREZ|E 24 usr/
local/airflow/dags/ EH0| CtREZ =g LIC.

Amazon S30{| dbt ZEXMEE 2= =524

1. dbt AEIH Z2ZMEE EX|& C|™EZZ o|sELICH

2. [C}= Amazon S3 AWS CLI B2 Al&5t04 --recursive ItEIOEHE ALHE
HAE #749| dags EC{of MM E ZAMELIC O] BHS ZE dbt T2 X

= 74

o

8

o

als
Mo yo I

£ dbt2tn st= sl CIREEIE gLt stel CI=E 27t olol U=
7|& CIMEElo] SALEIH M CIEE el ddElX| ef&LIc E3F o] HYE
ME 9| dbt CIHE{2| Lol 5t CIMEZ|IE Y &g

Am
02
|>
m
m
|E
Hu

aws s3 cp dbt-starter-project s3://amzn-s3-demo-bucket/dags/dbt/dbt-starter-project
--recursive

M 59| CIE{2|of CHE 0|82 AL 5104 49| dbt CI2E{Z| Ljof 043 dbt ZRHEE 7

= UA&LIch

9

0x |H
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DAGE Ar&3st01 dbt & HXIE e LICH

C}2 DAGE BashOperator 2! bash H232 Al235104 Amazon MWAA7} requirements. txtoi| X|
HEl dot & EE Y32 MX[FI=X| =QUgLct

from airflow import DAG
from airflow.operators.bash_operator import BashOperator

from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --version"

)

x| #QlstedH Ct5 2 s>ELICH

1ok

H

|O-I
RA

rr

>

2 2701 HMAST dot X S SHH0| A

1. Amazon MWAA 2& 2 0|58t Ot AL 7ts 8 83 S50l A Open Airflow UIE MEHEHL|CE.
2. Apache Airflow UI2| S20{M dbt-installation-test DAGE &2 CIS Last Run Lo{A
L2 MEfstod Db R[Bto 2 AT 5HefS ofL|C},
Jei=E E7|E AF8304 bash_command S MENSI0] EQf QIARA ME HEE AL|CH
4, ZEIE MESt0 B 2O E A OHS, 230 requirements. txt XS E dbt HFO| M3 ™o

3
2 LR =] #lghL|ct

DAGE Al25l0{ dbt T2MEE AlSsHL|C}.

ClS DAGE BashOperatorE AF23+04 Amazon S30| YZ=8t dbt ZEMEE ZZ usr/local/
airflow/dags/ CIEEZ|0| M 27| HMA TtSEH /tmp CIRE{EZ|ZE SAEHCHS dbt ZEMEE A
BtLICt bash W2 M5 0| dbt-starter-project@ AEIE{ dbt Z2MEE 7FoE*L-IEF. =z
HME Cl|HE{Z| o|Fol et CIHEEZ| o|§ 2 =™ ELICtH

from airflow import DAG
from airflow.operators.bash_operator import BashOperator

from airflow.utils.dates import days_ago

import os
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DAG_ID = os.path.basename(__file__).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/activate;\

cp -R /usr/local/airflow/dags/dbt /tmp;\

echo 'listing project files:';\

1s -R /tmp;\

cd /tmp/dbt/mwaa_dbt_test_project;\

/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\

cat /tmp/dbt_logs/dbt.log;\

rm -rf /tmp/dbt/mwaa_dbt_test_project"

)

AWS E2 7 4l XI& M

« Apache Airflow v2.x& Amazon EKS & Amazon MWAA =]
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Cl2 MM E {environment-version}2 ALKt 40| MM HE 2 HIR D
{Python-version}2 Ar&At &3 & E|l= Pythonl| HHS 2 HHE LICEH

Apache Airflow 31 5 2t Z|= Python B{710d| CHE REAMIBH LEE =2 Apache Airflow EHHEE &

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

Mef = It M xyz==1.0 7 |X|7| At At BZ2| CHE 7 |X| ZRE[X| i W2
EOQIZ|MH pip3 install & E|X| of= EHo|EE{2I7F &80 Mx|Eles AEg e £+
gLt I 7|X| dx|of|l AuisteE B, CloudWatch Logs2| e 21 AE 0| A ZF Apache
Airflow T R_/.\_(Aﬂl-’-‘-E-l ZHRL, 2 ME)ol| CHEH @F 20| HMAE £+ QaLICH 21
S &oi cHst XEMIBH LI 2 the section called “Airflow 21 HAM|A” MME E XM 2.

4. Apache Airflow IH7|X| TH7|X| AAE 2}t L T (==)
ot 70| CHE T |X|7t ALE A B Eo| dRIEl=E A

~

ICt. Ol A 5t2H O] &2 Z K

g A7t
ig
A=

2 x
apache-airflow[package-extra]==2.5.1

5. Python 2tO|EB{E|. requirements. txt It ol I{Z|X| O|& T HT(==)2 F7}+ELICt. O|F
A 5t Pypi.org| EF £ YUO|0|ET} XSS 2 M &l A WX|st= dl =Z0| Euct

library == version

Example Boto3 ! psycopg2-binary

Ol oAM= 2822 M3 ELICH boto & psycopg2-binary 2t0|E2{2[&= Apache Airflow v3
7182 Mxlof & E|o{ QY2 requirements. txt TFUMA X|HE 27}t Qi&LICH

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

K™ HE glo| IH7|X|E X|™H8H B2 Amazon MWAAE PyPl.org2| |4l HHH | mi7|X|& A
x|ErLICt O] H™2 requirements. txtol = CHE WZ|X|et ST & UELICH

0
<
k=
o
Qa

0]
-
>
Ool
_t':_l
e

E‘I_

m
0
<
>0
(o)
O
/S
0x
x
>
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Apache Airflow v2

1.

EZ HAE. requirements. txt ItUE d35t7| Tof 2t0|ER2|E BtE Ao 2 F7}6104
IH7|X|Qt HE1o| M et &S Fr&LIct Amazon MWAA CLI R EIZIEIE A& 5t24H GitHub
9| aws-mwaa-docker-imagesE & X 35HA(L.

Apache Airflow I{7|X| AAERIE HAE & LICH. Amazon MWAAZS| Apache Airflow
v20i AX|E TF7|X| SF 0| VM ASE{M GitHub B AFO|E0i| M aws-mwaa-docker-
imagesrequirements. txtol HAMAELICH

MeF =74 B2 FIIELICH requirements. txt I+ A Eof Apache Airflow v2 87301 CHEt
MeF =74 mtle FIHELICH Apache Airflow A2F =74 I 2 Apache Airflow 2 2|A G A
ANEE = UE SFA HHEE RIHFLICH

Apache Airflow v2.7.22E Q7 At T+U0i| --constraint E0| Z & E[o{oF g LICt X|<F
Z78 MB3HX| et 2™ Amazon MWAAMIA 2 F At&ol LHEE TiZ|X|7t AH& &2l Apache
Airway H™ D S 2tE|E & MF ZHS XHELICt

CS oMol = {environment-version}& MEA o HM HEZ W1
{Python-version}& A&At 31 &&= Pythonl| HHMS 2 HHELICEH

Apache Airflow 831t 5 Bt |= Python BH7TH0d| CHEF XEAMIBH LHE 2 Apache Airflow {2 &

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

Pl

|2F =74 Tt ol M xyz==1.0 THF|X|7} ALS X} Bt ZE2| CtE TF|X|Q S &L
FOIE|M pip3 installe ?.?_EIXI ot glolEe{2|7} o Mx|El= 2

&Lct i 7| x| dx|of MufdtE ZBR, CloudWatch Logse| ST 23 AE R0 M 2t Apache
Airflow 7LA AAAHED, A x} 2 Mef)ol CHEH 25 201 AMAE £ ¢ Ct
S&oi cHt XEMIBH LI 2 the section called “Airflow 21 HAMA” MM E XM L.

b

Apache Airflow I{ 7| X| TH7|X| A E 2} L HF(==)
B ™ o| CHE mHZ|X[7F AHS At 2t E0l| ER|Ele A

gfLICH Ol 5™ ol§ 2 &K
S [e)

Z7t
YX|E = A&LICH

SN

2
=
k=]
=

apache-airflow[package-extra]==2.5.1

Python 2t0|E2{2]. requirements.txt Tt U0 I{Z|X| O|F HT(==)E F7t&LICt. O|F
7 5t™ Pypi.orgl| & F £ YO0|E7I RIS E MEL|= A WX|ste= ol =S 0| ELICH.
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library == version

Example Boto3 2! psycopg2-binary

Ol oAM= 2822 M3 ELICH boto & psycopg2-binary 2t0|E2{2[= Apache Airflow v2
7|12 Mdx|ofl Z&Z|o A2 requirements. txt TIFUAM X|&E 27}t QiaLICH

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

& HE glo| IHF7|X|E X|HE B Amazon MWAAE PyPl.orgl| |4 BT 0| TH7|X|E M
|8 LICE O] ™2 requirements.txtd = CHE TH7|XIQt SEE = JU&LICH

o
E

2 AU El ofE[HEQL BH 2to|EE{EIE HHE St =5 dAHE o7 |X| FALICH Amazon
MWAAOI E&HE dR[ste YHe =z & I7|XIE A5 0421 7HX| 00| U&LICH.

- WE MX[-WHL It B ZIPSE ZIE|O|L{0of| SAtsto] 2EHo| MX|StEE Zt IUS CIREL
g Z7t st

- S 44 -WFX|Q HHM sEg S 0|2 =Helg = JA&LIch [MetM, pipZt 28tElE HHE 7
Mo =2 Fotd et eiaLct

- SR Y- 2R0M ZAGE|= CtO|EHEE|E MBSIHCIRAER 27 AHE 0| HZE |0
Amazon MWAA 2t 9| ZAH|0|L1 7t HHT0| St EIX| &t = EA7I Yl E = UELICH 2F AAQ0
S&G0| o|ESHX| b 7| WEoll ZF ZAE|O[L47F o A|E! AlZ|of| ZtAH[gio] 2E ZHEIO|L7t S L& 2t

ol22{z|& #H Euct.

Python & Ot7}0|E(.wh1)Q| Python &2 MX[5tEi™H ALEXtS| requirements. txt0M Ct&
HMEE Ar&5t= ol E&LICEH

HAME

« Amazon S3 HHZ!0 M plugins.zip Tt AFS
« URLO| SAEEIWHL It AL

« DAGOIMS| WHL It
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Amazon S3 tHHZ!0{ A plugins.zip I+ AFS

Apache Airflow 27Z& 24, 24X+ & & HH(Apache Airflow v2.2.2 O| &4 &)=0|H B ZF o AWSE E|

& Fargate Z4E[O|LHE A|Z5t= SO AFEAL XY E2{3218 AMELICt/usr/local/airflow/
plugins/*. O]l Z2 M A= Python 5441 Apache Airflow AMH|A A|EFE 2|8 Amazon MWAAZS|
pip3 install -r requirements.txt O|T0i| A|ZtELICH &3 A o X[ = HEE[X]
°17|& Higte W, == DAGE 2Hdst= AFS Ao AH HMA HEHE F0o{5tD AKX IR 2ZE Tt
Ol= plugins.zip TIFLUE AFSE = J&LICEH & &M, Python 2t0|E242| & ot 21E M PEM
ot 74 YAML oo &Lt

CHS MMoAME Amazon S3 HHZ!2| plugins.zip IO /e &S Mx|SlE YWHde MY L|CH

23 WHL ot Ch2 2 E Amazon MWAA aws-mwaa-docker-images EE= CHE Amazon Linux
ZAE|O|LH0d| /= 7|& requirements. txtet &7 pip downloadE 0|&3+04 L Ft Python

nE EHolstn Oh22Ed & &L

i 1™ e

pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
cd "$AIRFLOW_HOME/plugins"
zip "$AIRFLOW_HOME/plugins.zip" *

2. requirements.txtOiAre| ZZ X|H CtE =0 LFQPE HEQF Z0| --find-1inksE AFE 5}
0 requirements.txt & EHoll E2{1 Q1 C|=E2I& X[™EH5t, --no-indexE& AL&3t04 pipO| CHE
AAUM ARISHR| &t =5 K|AIELICEH

--find-1links /usr/local/airflow/plugins
--no-index

Example requirements.txt2| &

CtZ ol AMl= Amazon S3 HZ!S| R E0] /= plugins.zip I &2 YEE=FCtn 7HEE L
Ct. oA

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA7Z} plugins ZEH0|M numpy-1.20.1-cp37-cp37m-
manylinuxl_x86_64.whl &2 7tX{et ALKl BtFoi A x|&fLCt.
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URLO| SAEE WHL It Y AFE

CIS MMM E URLMIM SARE|E & M| S MESILICH URLS SIHHSZ HMAE £ Q)
7HLF Amazon MWAA 24 5l HA|EH AR XF X[ Amazon VPC LHO| A M| A %E = Qloqof &L

Ct.
« URL A3 requirements.txt Li 20| URLS =4&LICH.
ExampleI{E 2| URLS| & o}7}0o|=

CHS oo M= =2 AlO|EoM EE CH22E8 LI

--find-1links https://files.pythonhosted.org/packages/

--no-index

Amazon MWAAE K| 8t URLOIAM &2 71X4Qt AL X} &

(@ Note
Amazon MWAA v2.2.2 O|& 9| 7 AlEE Mx|stE ZEto|d! ¢

MAg - gigLich

DAGO| A2 WHL I A Ad
H HEQT 2740| 9)7 &Z30] Q|8 Z|ZX|E 2|0

Apache Airflow v2.2.2 O|& & At35t= Z 20| 2tZ0| U
CHEF MM A HBHO| Qo2 @F A2 HXR|E = ole 8% CH3 DAGE AFE35t04 7|& Amazon
MWAA 27 Al S 7hX42F Amazon S30i| I 7| &g 4 Q&LICt

from airflow import DAG
from airflow.operators.bash_operator import BashOperator

from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,

start_date=days_ago(l)) as dag:
cli_command = BashOperator/(
task_id="bash_command",
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bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/requirements/
requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3 cp /tmp/
plugins.zip s3://amzn-s3-demo-bucket/{S3_KEY}"

I

_|_

M TS Amazon MWAA plugins.zip2 2 AI&35t1, SMo =R
CtE Sc{aelat A iz |€%E &= &LIcH O O3, --constraint& F7I5tX| &t --find-
links /usr/local/airflow/plugins® --no-index7t 20| L2 = requirements.txt&
Aoilo|E gLt
Ol S AtESStH SUE ZIO|EBHEIE 2EEtIoM AL E £ JU&LCH

M 3: Z2to|H! Pypi/PEP-503 & 2| ZX|EZ|0M ZARIE|= Python 344

ClS MMoME 2158 S35H Z2tol8! URLO A EE|E Apache Airflow A EZHE M5 Wi

1. AM8ZXl 0|81 &5 E Apache Airflow 74 SMo 2 FIHgHLICH ofAl:

 foo.user : YOUR_USER_NAME
« foo.pass : YOUR_PASSWORD

2. requirements.txt It MM CtF od|e| Xt2| EAIAFE Z2t0[8! URLZL Apache Airflow T
o SMHo2 FIIe AEX O|F & EEE CHAIELICEH offA]:

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. requirements.txt Z+oi ZtO|EEHE|E F7ELICH oiA:
--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

Amazon MWAA 2&0|M ZEO8 g M35tELIC.

Amazon MWAA &tZ39| AlglH 4stol= 218 CloudWatch Logdll &8 4 Qe #Eto| e ghLct.
A gt o| Mt YUO|O0|EStE{™ Amazon MWAA A8 oi8h Mg B X

INFO, WARNING, ERROR, S = CRITICAL =& 0{M Apache Airflow 21 &/ Hste &= U&LICt
23 78 MEHSIH Amazon MWAAOIM SliiE & P H =2 2 MZE &0 Cigt 2E2E ™
&etL|Ct o & S04, INFO = Z0{M 222 & 443} 5t Amazon MWAAE INFO 21 2 WARNING,

Amazon MWAA 2&0M 2O & MstELict 382
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ERROR, CRITICAL 21 & & CloudWatch LogZ EL|C} AFHE {7} requirements.txtE ¢
off =4lgt 20 HMHAE + UEZSF INFO &0 M Apache Airflow 218 & 'd&tstE 20| E&L
Ct.

CloudWatch Logs 2&0M 23 HAM|A
IAEERE Yot dags ECIE 7 & EA96t= AAIE 20 CHE Apache Airflow 215 Al

& £ gL ot S BHAHIME Amazon MWAA 2£0M AAESH it 20 28 ofe Y
CloudWatch Logs 2£ 0 A Apache Airflow 218 HMASIE LS APELCH

>

IIE
B

requirements.txtol CHgt 2301 HAM[ASHE{ T

1.  Amazon MWAA £Z£ 0| 8Z I 0|X|E L|C},

BES MEELICH

L|CF.

2

3. ZELIEHE oM Airflow AAHEH 2O O2E8S MH
4. 23 AEZRO0|M requirements_install_ip £
5

ip
/usr/local/airflow/.local/bin0iA &Z30f

-

N
_I_

g =g

A2 H7IX| S5 HxstM. ol

Mz

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084Fb28kjdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. IM7|X| =52 HdEstn di| 5ol 277 L AM=XI iR E AEELICH EXMIE L4t B2, O
S HIxE 277t EAIE &= U&LICH

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

Apache Airflow UI0AH @ F HA|A

Apache Airflow UIE & Ql5t0o{ @ F 7| CIE EX|et &t7d0| Qe
MWAAZ2]| Apache Airflow0f| A 2HAigt 4= Q1= J}AF Qlbtxio| 0 &7

|

K| golgh = & LTt Amazon
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Broken DAG: No module named x

Apache Airflow UI0Of| O] 2F 7} ZA|E|H requirements. txt Tt E+ SH5H0| e 7Y =
&Lct
= .

Apache Airflow0{| 212!

Apache Airflow UI0f| @M A 5H2{Td AWS AI™H in AWS Identity and Access Management (IAM)04| CH &t
Apache Airflow Ul 4AM[A &= AmazonMWAAWebServerAccess T8H0| EQ8fL|Ct.

Apache Airflow U101 24 M| A 524

1. Amazon MWAA Z£ 0| &4 10| X|E YL|C},
2. ©48g MEdELICE

3. Airflow Ul &7|& ME8SHL|C}.

requirements.txtol Ctf et FAlE YA ONR|E = UGLICH TS Aol M= ode] 7kX| &
5t
=

g Tfstof AR E M5

Example Pypi.org@| A EzEt & T{E2] URL

rlo
El
(T
Ju
C
Py
—

PyPl.org0llM T 7| X |2 X|HE = AF X X|H PEP 503 8 2|ZX|E2| URLT Z
ol Mi7|X| QIH|E --index-url M2 At235H 0k & LICt.

aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

oMl requirements.txt AlLIEZI2 384
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Amazon Managed Workflows for Apache Airflow0| CHEF 2 L
SER=IBE::

2 E-IE|c> Amazon Managed Workflows for Apache Airflow &/ AWS £F 40| ot 7184 A M
SE ®Xlste ol 528 FEULICH S XY Zol7t wdg 32 _‘?'_L'-P A CIHZE = JES

AWS AEA:'O' DE 2EoM ZLIE|2! O|0|E{E £Flst= Zd0| E&LICH 0] =F|0| A= Amazon
MWAA B4 ZLIE{Rst D ZAHE o|HIEo| CHE5l7| lsHollA AWS MBS ste ElAA CHal M
g LICh.

=

(@ Note

Apache Airflow X|E & 2Zo= Z& Amazon CloudWatch 2 20| M&E/L|C}.

rr

Apache Airflow 2 L|E{2!0]| CHSF RFM|EH LHE 2 Apache Airflow A1 ¥ AFO|E S| 22 2l R LIE{ZIS
2 XSIMS.
Sections

« Amazon MWAAS| 2 LIE{Z! 712
oM ZAF 21 HMHA AWS CloudTrail
Amazon CloudWatchO0i| A Airflow 21 HM|A

« Amazon MWAAS| CHA|EE 2l ot2t | |E{Z
CloudWatch2| Apache Airflow &7 x| &
« Amazon MWAAZ2| Z1E{0|L, CHZ7 | 2 C|O|E{H|O| A X|E

Amazon MWAAS| B LIE{Z! 7|2

0| H 0| X|0{ = Amazon Managed Workflows for Apache Airflow & d& ZLIE&5t= Ol AI8 &=
AWS MH|AE AEFLICE.

St

« Amazon CloudWatch 7H2

« AWS CloudTrail 72
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Amazon CloudWatch 7H£

CloudWatche AWS MH|AO|M HAISH X|E L xtHE 7|HICE SHE AMsl= ol A EE =
= MH|a9o| X|E 2|ZX|ES|QL|Ct ol X IE% AM835to] ZE 15t E7HIE AdtstC
Amazon CloudWatch 2& 0| M &Z30| AEIE TJ} 10|E{E CHAIE =0 T AIE

= A&LIch

ol
RA
=

Apache Airflow= 0[0] Amazon Managed Workflows for Apache Airflow & 7301 CHEt StatSD X|E
Amazon CloudWatchZ M&st- & K0 & LCt.

KEMIEH LI 2 Amazon CloudWatchZh FSIQL|77E 2 X 5HMIL.

AWS CloudTrail 72

CloudTrail2 Amazon MWAAOIA A& X}, d& EE= MH|A 7 =88 Zredof CHE SR EE MBSt
ZEAF AWS MH|AQILICE CloudTrailoll A = &8t HE & AF& 3104 Amazon MWAAO| A7 |El 2™, 2
m] SO

HOlMZI|E IP 4, Qe AR, - AlZh & ZHAF 270iM 0|8 =+ U FIHMF HEE #el

g =+ A&LCH

Al

o

REMIE L2 2 £oi2lL|77 AWS CloudTrail?& &=

ol M ZAF 21 MM A AWS CloudTrail

AWS CloudTrail =€ ddg AWS A oM & -3 LICH CloudTrail2 CloudTrail O|HIEZ 7|5

T|&= Amazon Managed Workflows for Apache Airflow®t Z+2 IAM YIE{E| EE= AWS AMH|A T} =&t
—3$

S
[l

g2 S22 ZZELICE CloudTrail 2£0A X[t 90Y S0to| O|HIE 7|§2 &l AM AUCIRECE £
A&LICE CloudTrail2 Amazon MWAA £ 2| 2 & O|HEQL Amazon MWAA APIO CHEH 2 E =
&8 X ELICH GetEnvironment EEE PublishMetrics 2imt ZH2 17| M8 &2 XSl
x| ef&LICt. O] H|O|X|o A= CloudTrailE Ab&38t01 Amazon MWAAO] CHE O|HEE ZLIEZstE
S JEELICH

=Xt

 CloudTrailol Mo & MM

« CloudTrail O|[HIE 7|20{| A O|HIE MM A

» CreateEnvironment2| EB| 0| Al

. CI B
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://github.com/etsy/statsd
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrailofl M| 2 A Ad

Amazon MWAA O[HIE E AWS H|X Z 851040 A ZI& 0!I o|HIE A= of HMASHEH Fxi2
M3 o BHLICH CloudTrail2 %512 AF3t0f Amazon S3 HZIo2 21 IYUS MEE 4 UL
Ct. FM2 MHE3IX| 2t 2 ZFR0IT CloudTrail &0 AHE 7t 58t OIHIE 7|52 HMAE = UE

7

o
LICt. 0o & E™, CloudTrailo M =&8t HEE AFE35H0{ Amazon MWAAM| XM|7|El 2, &0 A

= o
EIp T4, QU A, 28 AU R MR HEE HOI £ ALtk AMS LIZS AWS A Y
ol chet £ Yug FRHMR.

CloudTrail O|HE 7|§0{|A O|HE MM A

CloudTrail 2£0 A OJHIE 7|22 2Qlstod x|tk 90 Soto| 2% U 2ot QIAGE 2XIE LY
& Q&LICH o2 Sof EIRER0lM 2lAA (0l IAM AFBRE EE J|EF AWS 2lAA)0] MAd a5 =
S AR AWS H|E 9 BT O[HIEO] HMAE 4 U&LICH RHMEH LI 2 CloudTrail Of#

AtE35to O[HE MMAE HESML.
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Epf|Yo|2t X|H8t S3 HZI0| O|HEE 21 = =dsh = QA ot FLIch

CloudTrail 21 mtoj=
T @3S LIEHUH, 2 el AlZh 23 Sg°h I ZE &
C}. CloudTrail 21 TtU2 HE2 APl S£0f CHall &=M7t XIHE A FM0| ofL|H §H &ME Lt
UE|X| t&LICH CHS ol HE BFEo 2 218 7R El CreateEnvironment 2ol CHE 23 =
LICt AirflowConfigurationOptionsQ| 2t 7HQ! HE E3 E sl =8 & [},

"eventVersion": "1.05",

"userIdentity": {
"type": "AssumedRole",
"principalId": "©@©123456ABC7DEF8HIJIK",
"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "@12345678901",
"accessKeyId": "",

"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "@@©123456ABC7DEF8HIJIK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "012345678901",
"userName": "user"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52z"

}
}
I
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",
"errorCode": "AccessDenied",
"requestParameters": {

"SourceBucketArn": "arn:aws:s3:::my-bucket",

"ExecutionRoleArn": "arn:aws:iam::012345678901:role/AirflowTaskRole"

"AirflowConfigurationOptions'": "**=*",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {

"SecurityGroupIds": [

"sg-01234567890123456"

1,

"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]

},

"Name": "test-cloudtrail"
},
"responseElements": {

"message": "Access denied."
I
"requestID": "RequestID",
"eventID": "EventID",
"readOnly": false,
"eventType": "AwsApiCall",

CreateEnvironment2| EZ of Al

388



ol
1z
0%
x

Amazon Managed Workflows for Apache Airflow A

"recipientAccountId": "012345678901"
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/usr/local/airflow/.local/bin0iM BZ0| HXIE M7 |X| S5 HZSIAM L. oA

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
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appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

Apache Airflow 21 HM[A 391


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow ALE MEAM
6. W7|X| S5S dEstD x| S0 2RI LUH=X| iR E AEELICH EXIF et B, Ol
S Hlzet 277 EAIE = U&LICH
2021-03-05T14:34:42.731-07:00
No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
CtS THA
 Amazon CloudWatch ZE AF&0i M CloudWatch ZE & T/dst= Wedg ots Lt
« CloudWatch CHA|Z = AtE0{ A CloudWatch CHAIZE & M st= &S LotsLct
Amazon MWAAS| CHA|EE ! 23 BL|EE
Amazon CloudWatchOl| M At Xt X[ CHA|IEEE %“83}1 Ed X|xo Ciet B2 E F7}5t04
Amazon Managed Workflows for Apache Airflow EZ32| 4E{E R LIE{ZE £ Q&LICH CHAIE =0
ZEJI EAIZ|H ALARM AEN [ w7t o 2 E A|Z|7| 2 0] Amazon MWAAL| AEHE AFRof &
2H 2LEZE = U&LICh
Apache Airflow= DAG Z2AM|A £ DAG B 37|, SR AlSH FQI =teq =ro Almjj MZS ZEHstH
7+X| ZZ MAo cHet X| 2 E SIHELICH BrES ddE M Airflows Amazon MWAA 2Z0] CHet K|

£ CloudWatchol| A5 2 2 M&EFLICE O] H 0| X[0{| = Amazon MWAA &3 E /8 CloudWatch
01|A'| Airflow X|Z 0l CHEt & B CHAIZEE M5t = WS HHEFLICH
=it
» Metrics

- BE HE e

« NS XIECHAIEE 3 BE o of

=

(=]
- O|2{8t X|Fof CHEr HE

« CHAIEE ™ME

o A} AWS &M AL
« A2 CloudFormation

o X|E L CHAIEE AR

ChS BA 392


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

ol
nx
0%
x

Amazon Managed Workflows for Apache Airflow A

. CH3 EHA

Metrics

Apache Airflow HHH0| M AL & &= Q= 2 E X|Z 0 CHaH AFS AL XY CHAIEE U ZAEE &
A&LICH Zt X|E = Apache Airflow 3 A &1t X|E(KPI) off SHE & LICH X|E SFof HMASE{H ot

oo %

2 HZxotMR.

« CloudWatch@| Apache Airflow &7 X|E

¢ OK-X|E &= EdA0| HolE LZZ) Lol /I&LICE.
e ALARM - X|E EE= EFHA 0| Ho|E gt E Yot & LTt

« INSUFFICIENT_DATA - ZE7I &3 AREURHLE R|EE AFSE £ Q7L X|E0M BE HEIE
AHste ol A8 £ e lo|E{7I EE5HK| f&LCt.
AEX R|HE CHAIEE & ZBE 9| of

Amazon MWAA & Z0{| M MEHEt X|EO| RAIEE EAIStE AFEA XH ZLEZ HAIEEE 758
_I_ Alsl=l L’ll:l-

O|q8t X|Eof CHst ME

n

% Ojo

P

£

=52 0] M4

—
L|Ct.

o
-
Hm

Eld A HER HOlE Soll MEX X|H HA[EE0M BHE Z X|EE M

QueuedTasks - Ci7| & EHQI =Fedo| s~QlL|C}t. executor.queued_tasks Apache Airflow X|Z0{
SHE & LCt.

« TaskSpending - &&7|H|M E7F S 20| =QlL|C} scheduler.tasks.pending Apache

Airflow X|E0f S gLt

(® Note
Apache Airflow v2.2 O|&0ofl= M8 E|X| et &LCt

Metrics 393



Amazon Managed Workflows for Apache Airflow ALE MEAM

« RunningTasks - A& 7|0{A A& S0l &do| =QL|C} executor.running_tasks Apache
Airflow X|ZE o {2 & LICt.

« SchedulerHeartbeat - Apache Airflow7} A7|E 2 2ol CHH =&st= A3 2 +=lL|ct.
scheduler_heartbeat Apache Airflow X|ZE0i| SHE & LIC}.
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AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String
Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard

AER X OHAIEE I EE ol of 394


https://github.com/aws-samples/mwaa-dashboard
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

Amazon Managed Workflows for Apache Airflow A

0o
1z
0%
x

Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMwWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"

15

"region": "${AWS::Region}",

"title": "QueuedTasks ${EnvironmentName}",
"period": 300

"type": "metric",
"x": 0,
"y 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
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"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 12,
"y": 0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"metrics": [

[
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"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 0,
"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"region": "${AWS::Region}",
"metrics": [
[
"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300
}
}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DataDurability.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",

]
=
e
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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"kms:DescribeKey",
"kms:RetireGrant"

T8t 2: ControllerLambdaExecutionRole A A0 At

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"

T8t 3: CfnManagementLambdaExecutionRole M| A0 AL

{
"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
]
}
Tst 4; A E of 5 o HMASHT| Tt Fargate A3 A& of AL
{
"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
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"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:RetireGrant"

Amazon MWAAOM XIA| 724 22|13 KMS 7|€ AI&35H7| 2 MENEH <2, Amazon MWAAO A O|O|
EE &33ste O AFRE = TS S HAME 1 7|0 A48 FooF & L|Ct.

Amazon MWAA EtZ30o]| Alg8t 12 2t2|3 KMS 7|7} O} 2! CloudWatch@t &7 2t sst= S A E|0d

'X| ofctH, &k & 3HEl CloudWatch LogE 318 ﬂEE 7| EAE Aol|o|EsHoF FLICH RtAM[EH LIS
AWS Key Management Service A{H|AE AL&35}04 CloudWatcho|M 21 H|0|E| 255t & EH ESHA
o

L.

CHS o0l A= CloudWatch Logoll 28t =2 M2 S LIEFHLICH 2170 CHell M3 & ME 22 CiAE
LICE.

"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com
1,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:*:*"

}
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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. 3t 77 - 1D 718 HAIA IAM QUE{E|ofl Ro48 4= 9l ITH MBS MIBLICH RIMIB HEE
IAM A8 MBAMC| IAM YIEE[S] T HRIE A ZESHM L.
« MH|A Xo{ HEH(SCP) - AWS OrganizationsLi &% == X X| Che|of| CHE z|CH HEHS XIH gL
Ct. RtAIBH LI 2AWS Organizations AHE AE A 2| MH[A Ko HAHE FZSHML.
o 2lAaA X0 HE(RCP) - A™o| 2|lAA0 AFEE = = ZIC] HEtE2 A™ELICH REMIE LI 2
AWS Organizations AHE AEAMQ| 2|44 Ko HE(RCP)E H XML,
o MM A _ A = WL 0| AFS RO CHaH RIA| MME Z2 T2 S Ao Medeh mf ufaet
OB 2 MEstes 12 HAMQULICH AHMEH LIS 2 IAM AR MEAMO| MM HAE FAFHMIL.
ofEd MM 9
042 A RHO| A0 MBE|= B, AT et 0lsH5t7I7t O SEELICH oM 0d2 HA |
Ol BT I 2HS HBUX| 042 S AWS ZHSHE LHS Aot BIH IAM AHS MTAM O ZA T}
EEE FHX5tMR
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AMEXRITL AHA| HeEtE HMHAE = UEE HE
O| (M= IAM AFEREZL RHAIO| AFE R} IDOY| IAEl 2122l & 2 E[d HAME 2 = UL S sl
MAMZ Mot WS 2o FLIC O] Aoz 2£0|AM == AWS CLI EE= AWS APIE A& 5104
Z2aY YASZO| HYS R 4 Qs HEto| ZErELI
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
15
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
iy
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
MEXI7L AHA| TEtE HMAE = JULE 5 435


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

"
"
"
"
"
"iam:ListPolicies",
iam:ListUsers"
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https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
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from airflow import DAG

from airflow.operators.bash_operator import BashOperator

from airflow.utils.dates import days_ago

with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

cli_command = BashOperatoxr(

task_id="bash_command",

bash_command="{{ dag_run.conf['command'] }}"

)

Apache Airflow UI0{| A DAGE E2|7H5t24™ CHS 2 AFS EFLICH.

{ "command" : "your bash command"}
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https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
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https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#dag-dir-list-interval
https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#min-file-process-interval
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/dms.html
https://aws.amazon.com/contact-us/
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{
"account": '"<my account>",
"warehouse": "<my warehouse>",
"database": "<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}

o A:

>>> import json
>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host='123456789012.us-east-1.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
extra=json.dumps(dict(account='123456789012"', warehouse="'YOUR_WAREHOUSE",
database-'YOUR DB_OPTION', region='us-east-1')),
)
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b. BZ0M A™AY = U= STECH HAE 2 U0l L2 DAGYI SAlof Adst=E 2 =&
£ 0[7Lt %|24~ Apache Airflow 24X E SE|l= W0| E&LICH

c. A& A7 ZHO0| F 7t FAUKE L RISHD BIEE AlZES 27| Tofl chr ol ch7| Sl 2
O| BI2 AR0l= 5 HHEZ | A|RIE F7HLE Z|A Apache Airflow ZFHXHE 2| 20| £4&
L|CH.

update-environment BE & AF& 5104 B-Z 01 M

= A&LIch

d. AWS Command Line Interface (AWS CLI)2]
AlHE|= Z|A EE= Z|C &URF 2 g4

T —

9|
St
o=

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-

workers 10
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Ct.

HF
=

ow v30ilM 21 Q10| &2 Alml{7

—_

0
o

240l Apache Airflow 3 % 40| MulistE 4 Ch5 EAHE WELICH

xtodo| Mulst A|Zto]| 24X} 230 Task handler raised error:
WorkerLostError('Worker exited prematurely: exitcode 15 Job: 12.')eo+Z
LEI EAELE AR, Ol Mo §EE ZIE YR T2 MHATNWZIX| SAH SREIUFE

ASE LIEFHLICH

Ol slidstedtd S U z|AZka %ICHZL2 2 celery.worker_autoscale2 TLAsHE 242 1245l
EAML. oA

celery.worker_autoscale=5,5 # for mwl.small
celery.worker_autoscale=10,10 # for mwl.medium
celery.worker_autoscale=20,20 # for mwl.large

O|Z7| ot XAt & 2718 THE/of &R R MU S2E EX[e + U&LICH

&S0l A= AWS Command Line Interface0l A Airflow CLI BB S A-lE M &g = U= 2
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CLIOAM DAGE E2|HE [ '503' 277t EAIFE
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Airflow CLI= & Al430]| X|EtEl Apache Airflow & ME{o|MH A=HELICH YUt o= =|CH 4742] CLI H

T2 SAlof e + UA&LICH

dags backfill Apache Airflow CLI BE0| Amljst= O|F= FAUULIIN? 12 S
Ol ULIL2?

® Note
CHS 2 Apache Airflow v2.0.2 8- Z0f| 2t M ElL|CH.

CH2 Apache Airflow CLI &1} OF &7 X[ 2 backfill EH2 CLI 20| M &= DAGO] #H7|87
O| DAG7t M2|E|7| 0| 2 E DAGE EZH0IM 7+ & 2A4erLICt Apache Airflow v2.0.28 A& 3=
Amazon MWAA Bt Z0| M= CLI BE0o| A E w7t K| E22{aQl0t 27 AL 0] of & 2l Mol Mx|x
Xl ototooz R EA 20| Mu{st 1 backfill 20| ZEE|X| & LICH 780 27 AMEO|

(o]
x|
Lt Z224910| Qo™ backfill Ede AMaeh 4~ Ql&LCt.

backfill CLI H¥ g M&35t2{H bash At RtolA WS S &5tE 20| E&LICH bash QIAtxto]
Me ZHURZEE] backfillO| AIRE|E 2, Qs DE QF AStD} Z28{1012 AFE5H0{ Mx|gt
= o= 2 DAGE 8-3—7‘—10§ T2 HME 2 QAL CF2 o2 AF25104 backfillS Alsts}
7| 2|5 BashOperator& Ar&35t0{ DAGE

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

)
QALERL
Che B SolME AMAE ALSE I Wi g & s 2Fof cish MELICH
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S3Transform QA{LXIE AFEE [ PermissionExrroxr: [Errno 13] Permission
denied 27 7| gfAiEt

S3Transform QIAMAIE AFESI0] €l AJRIEE AlRMGE{T oPE 1| PermlssmnError [Exrrno
13] Permission denied &7} g5t H5t= 30| E&LICH CHS EHAHof
Mz 7|& plugins.zip Tt 0| QUCtD 7HEEILICEH M plugins.zi EP%‘% DFEE{HE ALSA X E8{O

Ol A% MME AEHMR.
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oll

1. GitHub2| aws-mwaa-docker-imagesE& A&
2| M E|AE LT}

2. "transform" A3 ZIEE MAISHL|C}.

#!/bin/bash

0%
N
or
o
A
t
0
Q'I_l
N
o
Q.L'
A
0o
0
ol
mo
0>
o2

3. (MEi AFEH) macOS L Linux AHERIE A3 RIETL Al

chmod 777 transform_test.sh

4. plugins.zip Tt AFRIEE FItErLICEH

zip plugins.zip transform_test.sh
5. Amazon S30 plugins.zip @2 E 9| &HAHE mELICt

6. Amazon MWAA £20i M plugins.zip HZ X|& 0| BHAH|IE &L

7. L3 DAG mS ddgfLict

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

file_transform = S3FileTransformOperator(

task_id='file_transform',
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8. Amazon S30i{ DAG 2

transform_script="'/usr/local/airflow/plugins/transform_test.sh',

source_s3_key='s3://amzn-s3-demo-bucket/files/input.txt’,
dest_s3_key="'s3://amzn-s3-demo-bucket/files/output.txt’

)

C HZEO| BHAIE S LCt.
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- 282 MYste{n AERUK|BH MH[A, DE|M EE= 2| AA T "HE E[o{of " @77} EH g
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; S3, CloudWatch, Amazon SQS, Amazon ECR)2| E|AAE S &E

st He HAH0| Q= AWS Identity and Access Management (IAM) 3&H QL
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>
3
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X

Amazon MWAA £tZ30i CEt Amazon VPC HIEQ3 AX gl M2 &Ql5t= 22X s A3 &
EE A2 GitHub2| AWS X[ =70 &4 &2l AR EE FXSHA 2.

o

el

CHS &=2 Apache Airflow E22{32 218 Fdst 7Lt UH0|EE M 4 &S = e EME AT LICH

r*°

Amazon MWAAE AFEAL X UI F+342 X[RHELI?

Apache Airflow v2.2.25 E{ Amazon MWAAE Apache Airflow ¥ Mol Z22{1912 MxI5tT AFS X}
XE UIE 736t A2 K[HELICH Amazon MWAA £Z0i M Apache Airflow v2.0.2 EE& 0|7 EHZ
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HM 2| & 7|& 23 dadol=of CHEt RtAMIEH LI 2 T dlds B RS,
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CHg &S0l Amazon S3 HIZIE Mg M wag 4 ol o Fof Cish MY eiLin

S3 HEE HMA A LT SHS ME £ g1

Amazon MWAA 223 0| A&l estof= HZ!0| HE 2 HMAE RIEHH=X| 22157 250 Amazon S3
HHZ!0| M2l GetBucketPublicAccessBlock & ¢dof CHEH Heto| R ErLICH S BHHE =85l
= 40| E&LICH

1. EtAof mhat Al edgtol JSON XA o428t

2. C}Z JSON HHg HFELCh

"Effect":"Allow",

"Action":[
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

amzn-s3-demo-bucketl| Z KI2|EAIXIE SY Amazon S3 BHHZ! O|§ 2 2 CHA||EFLICH.
o
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Amazon MWAA 2tZ30] CHEF Amazon VPC LHE Q3 X 2l 1AM &0olst= EX |28 A3 &

3.

EE AAstE{™ GitHub2| AWS K| =T 0l &3 =l AT RIEE FESHMR.
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s3://amzn-s3-demo-bucket

A Mdstedn =0 Empty Reply from Server &Ef7F I A|Z|X|2H Airflow
ofl M ASHE{ T 5t74 Available 5= 502 Bad Gateway 277t ZAIE
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2. requirements.txtOl LI¥E ZE Apache Airflow IH7|X|7} Amazon MWAAOI A A&l =9l
Apache Airflow HH 0| 31{E 5t = K| 2 QIRFLICE RHAIEH LHE 2 Python &4 Mx| MME X3t
NL.

Amazon MWAA £tZ30] CHgF Amazon VPC HIER|3 MM 4l LM E &0l5tle 22X sl A3 &
EE A™SIE{M GitHub2| AWS X[ EF 0 &4 =2l A ZEE & XA L.
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Apache Airflow 2] APQ-KP

0 Z|CH 64 AFILICH. AWS Identity and Access Management (IAM)
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AR Al dnElEE A8stod 1R HE RXISHHEHAM O|F &ELICH

BHg e &3 2eiA 2 UH0IE(0d: mwl.medium0iM mwl.smallZ HB)ZH =0 4 LololE
Aol AulistH &3 Aef7| AEN7F UPDATE_FAILED MENZ MEHE| 1 #Z30] 0| Q| b K &
Ao =2 EWME|H olof 2t 0| BFE LCt

1. GitHub2| aws-mwaa-docker-images& Al &3504 DAG, AFE Rt X[ £2{12l, Python 354
ZZo|M EAEEHLICE

2. Amazon MWAA 2t730]| CH8t Amazon VPC HIEQa M™ 2l 1M E &QIstE BX slE A3 &
EE A5 GitHub2| AWS X EF0|M &4 &l A ZIEE FHIFHAML.
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1.

AR HEHS = RIEFLICEH Apache Airflow UIO| @M|ASHE Ol AFSE = = HEH HAof CHEt
HM|A THEHO| 2O{E|X| AU S &= UESLICH REM[EF LI 2 the section called “Amazon MWAA
5174 OHA|A” MMS A& SH|Q

HEI HMAE SQlFLICH Z2t0[8! HIERT HMA REE MEIRIZ| HEY = A&

Ct. Apache Airflow Ul2| URLO| 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.c1@.us

west-2.airflow.amazonaws.com &4|0|™H Apache Airflow # ME{0i| ZZ}0[E! EF-?—'?;!; At
23t1 = AULICEH Apache Airflow HMA ZEE HEE| HEQ|T HMA ZEZ HH|0|ES

7Lt Apache Airflow B MEHQ| VPC AEZQIE | HMASHE HFHLIES HHE = U&LICH

KM B L 2 the section called “VPC YIEZQIE0of CHEF HA|A B2 MME XML,
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2 Al 314: CloudWatch Log & CloudTrail 27

o| I|0|X|9] &= 0i= Amazon Managed Workflows for Apache Airflow EtZJ0{ A gf Mgt &~ Ql=
Amazon CloudWatch Logs &' AWS CloudTrail 270 CH8t s &Ho| =& E[o] Q& LCt

A 2EaE ¥ £ g7t Reading remote log from Cloudwatch log_group @& 7+ & 445t
A

CloudTrailoll A ResourceAlreadyExistsException 2 5% 7} & A&t

CloudTrailoll M Invalid request 2 & 7} £t A4t

Apache Airflow 2104 Cannot locate a 64-bit Oracle Client library: "libclntsh.so: cannot open
shared object file: No such file or directory7} & A|E

A E] 2304 psycopg2 'MEH7t 07| x| &t A iAS BEFELICHEIE HAIXIZF EAIE

DAG Z 2 M| 4 2304 Executor reports task instance %s finished (%s) although the task says its
%sZt EAIE

£red 2 301 Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.7|} & A| &l

=3
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& =0 M= Apache Airflow 2201 HMAE M Lle = U= 2Fof Cis dBEFLICE.
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Xl 238 2 £ Q7L Reading remote log from Cloudwatch
log_group 277+ &gt

Amazon MWAAE= Amazon CloudWatch LogstlA 21 23 & 211 M5 Apache AirflowE 733
&LICH AR B US AlESHR| ZotAHL 208 2HgeHK| ZotH CHSot 22 2R/ 7t ZEAIELICH

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

a. A2} 2740 CHsl INFO =0 2 22 EA453H= K| &QIstL|Ct RIME HME =
Amazon CloudWatchO{| A Airflow 21 HAH A MME I ESHMIR.

b. &4 A& stof SHIE HEH HAHo| Ue=X| EHQIEhL|CH

c. OQIAMXIEEE ZH0| 2HIZA X Ss5tn UEX|, DAGE 7 & EME = UEeE SEE 2lAaa
7t UEX|, EEE MM E Python 2HOIEE{EI7F U =X| & QIELICH &40 SHIEX| &l
st EXE dod|l= E§52 A2 K| 71X 27|8 M7H6H EM L. aws-mwaa-docker-
images& At&3t04 Python 3482 E|AESH=E XW0| E&LICH

27 glol 2ol AMuF

T EZR0|AM B0 Alufstn Mufst ZQdo CHE 2O & &2 & Qe A O30l LHEE Hiet 2
0| 7|2 2I0i queue ZIZIOIE{E MH

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperator(
task_id="bash_command",
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bash_command="{{ dag_run.conf['command'] }}"

N

EME HZasted™ T =0l M queueE M7H5tD DAGE CHA| & &rLICH
CloudTrailol A ResourceAlreadyExistsException @7 7| g Aet

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"

apache-airflow-backport-providers-amazondt Z2 £ Python 27 AFE2 Amazon
MWAA7Z} CloudWatch®t S 415t Ol AF8 8= watchtower 2HO|EEEIE O™ HEMSZ EUiEL|
Ct. Ctg ©HHE s&st= 7ol E&LICH

- LC}2 2to|EB{2IE requirements. txtoll F7}&HL|C}.

watchtower==1.0.6

CloudTrailofA Invalid request 277} &

il

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

S 28t CloudFormation Bl Z2!/2 AF2504 Amazon MWAA 731 Amazon S3 HZ!2 MMStE B
CloudFormation ®lZ 3! LH0ll DependsOn MM F7+8H{oF g LICH F 2|&AAMWAA &4 & MWAA

A1 HH)= CloudFormation0ll 3442 A &LICH CHE HHE s=d8dt= XWo| E&LCH

«  CloudFormation &£ &!0i C} = DependsOn 2 F7t&LICEH

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetlds
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WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:

Roles:

- IRef MwaaExecutionRole

PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow
Action: airflow:PublishMetrics
Resource:

ol Al= Amazon Managed Workflows for Apache Airflow & it £ A|ZF FE2|H0l A & QISHAIL.

Apache Airflow 27104 Cannot locate a 64-bit Oracle Client library:

"libclntsh.so: cannot open shared object file: No such file or
directory’l ZA|IE

- O3S EA

M
0%

F=&5t= Aol E&LICE

«  Apache Airflow v2& A& 3= A< Apache Airflow 7+ Mo 2
core.lazy_load_plugins : False2 F7ILICE AtMEF LEE 2 20 4 S MH2 A
g35t0i EB{OQ2 EE & FXStMIR.

AFAEE 2301 psycopg2 'MEH7F A 7|X| &t AH HAZES
Al

Ok

2&LICHEHE HAIXIZEE

Ct2 3} H|& 8t 2771 EAIZIH Apache Airflow 2FHE 20| 2lAATF S8 74U = laLC.

2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally

2021-06-14T10:20:24.686-05:00 before or while processing the request.

CHS E

T
=
]

=dste Wo|l FE&LICH
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« Z|CH57He AAHEHE K™
1243l EAM2.

= 742
A=

FI

st= Ol AF2 & 4= /= Apache Airflow v2.0.22 ¢18|0| =35}

DAG ZZ M4 2701 Executor reports task instance %s finished (%s)
although the task says its %s7} EA|E

CIS HIxst @77 EAIZH H7| A" 20| Amazon MWAAL| e A|Zh A|Stol ZE &S &= QU
&LICH. Amazon MWAAE StLES| Airflow 24 E 12A|ZH2 2 X||8H5t0q ZHedo| CH7|dofl 23|71t &t
S 37| 2En g2 #§852 AHStE 72 YXIFUCH

%s. (Info:

Executor reports task instance %s finished (%s) although the task says its %s

%s) Was the task killed externally

Zbo| T2 043 THol HYO 2 Lirs e Tadal EAIL. Airflowolls Uik

52 3 &35+ Apache Airflow

.
bl
4l
(o]
i

7
B — |
o= Heixpt HIE7|Hlel Lol UALIct 9l Alawlolk &
Sensors7} QIBHLICE. Mo B} W AsHE B FreiRtel TS0l B

5= S 50
= o (|
S =x|otT 0H<,_%|-7-I| JRHAIE%EF = U&LICt

2 2730{ Could not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/
*{*time}/*{*n}.log.7} EA|E

dgfoll 2] =0l CHet =20 AERIE Y

0%

EAIElE B9 ASX 2ol 4

o —
3t R0| TEEI0] 2RI 22 & UBLICH

Could not read remote logs from log_group: airflow-*{*environmentName}-Task

log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

S BAHIE sdst= 2ol E&LICH
«  the section called “&&l 2{&"of HE HHM F StLIE ALSsto] EE ol A A& +HeLIct

Apache Airflow HHZ0} $8HE|X| o= requirements. txt It S ZAF IF7|X|E X|HFE
A&LICE 0 & =01 Apache Airflow v2.0.28 AFE5t= B2 Airflow 2.1 O[&1tBt 5 8 E|= apache-

airflow-providers-databricks T{7| x|t 22 T{F7|X|E XIHHS &= U&LICt
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CHS

EHE +=dst= X0l E&LICH

Apache Airflow v2.0.2E AIE 3PE AL requirements.txt IYS =35t 1 apache-
= SHIE

o
airflow[databricks]2 F7t&LICt. O A 51T Apache Airflow v2.0.22} S 2Kl
EHZ1 2| Databricks ZH 7| X |7} Exl =i L|Ct

GitHub2| aws-mwaa-docker-images& At&35t0{ DAG, A& Xt X|'d £213¢l, Python 3&EE
2o M E|AESHL|C}.
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2024 11 19
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