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https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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1 Step Functions Lan@pda ! connection
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Step Functions Aurora !
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Application users
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3. & 7|82 Z resourceType DR Orchestrator FAILBACK &EH AlA
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5. Resolve import Lambda &£ A
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7. Check DB instance status Lambda &% & DB7} 4 ANDelete DB Instance statusE [

THRIE = elgfLch.

8. Create Read Replicalambda &= M 7|2 2[Fo] 2= DB QIAEHAMNM EX E[F0] ¢{7]

HE sHES ddgeLch
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9. Check DB instance status Lambda &£ 217 H& SX|2 DB QIAEA MEHE =l
Ct. 2 Ef7I AVAILABLEO|™ Lambda &= H&38 EES2 5 & &Ef A|IARISE CHA| &35, 0]

AMAEIE 2= ElL|CH

DR AHAEH O|E{ &olf =x|

7|12 2|™(us-east-1)0| CIREHLI 2Y
Orchestrator FAILOVER ME| AAEIS AR

B4~ E2 55510 £HQ E= 047 C|O|E{H|O|A S 2 Frof =x|E = Ql&LCt

[ Start |

[

Layers

l

Resources

3%
|
¥

| ResourceType L:i

: r-/f'{{_i__i_i_i_i__ Pt — l ey ey
FailoverElastiCacheCluster PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops
End
MEf AARI2 OHE 2 EQ 20| JSON A9 mietO|EHE LTt
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {
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"RDSInstanceldentifier": "!Import rds-mysgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

mtetolE ME S

Ct2 Eoll= DR Orchestrator FAILOVER &EH A|AEIO|A A
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El

FEFOIE7F LEoF Q& LT,
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O —l =
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BlAA(ES: A HIR) Bl AS Lol 2 Blars

H4 24 AlISH=]

SEE dFELIC "resourceType":"
String",
"resourceName":"St
ring",

"parameters": {
"<paraml>":"<!Import
cft-output-1">,

oetolE ME HE 7



AWS HE 7to|=

oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

utetdlE ol

resourceType (E=: EXl

=)

resourceName (ME4 AME:

EXAtY)

mtetOlE (2= AP B )

DR @AAED| O|E] &t

ol 7|
2 A8
22 MM3lo{DRAEYS 48 & U
(” XM o
i

clolE{#lolA o Zx| =
KtoH =0 AWS TR 1t 2t
olE| 2=

o = x|

ofl & 2k

PromoteRDSReadRepl
ica E£= FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{
"<paraml>

":"<IImport

cft-
output-1>",

"<param2>":"<!Import

cft-
output-2>",

}

2|™M(us-east-1)0| 7HSZ|™H DR O|HE & DR Orchestrator FAILBACK &FEH A|AE

pel

FLICEH M Z7]&2 2™ (us-west-2)2] O] 7|2 2|T0| A Amazon RDSO| CHEt 17| TE =
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
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Resources

\

. ResourceType

_,——'_'_'_'_'_— b
_ . l
CreateRDSReadReplica

o

s
a2
>
>
I
rlo
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I

=2} Z0| JSON

"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "CreateRDSReadReplica",

' CreateAuroraSecondaryDBCluster ‘

‘ No-Ops

"resourceName": "Create RDS for MySQL Read Replica",

"parameters": {

"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-

identifier",

"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",

"BackupRetentionPeriod": "7",

DR 2AAER Ol Zol| =x|
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR 27|AEB|O|E ZoH =X 10
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Aurora & Ej & Step Functions & EH T4
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T

S SHE)
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ME|&LCH
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olH

==

E &H

Amazon Aurora 2 2'H G| O|[E{H| 0| A& ALE st KKl CHEr A& E M2 RHsHo A&t ST
£ QI&LICH Mal 27 Yoz =23 A|Zt 2 (RTO) L 2F A 2X (RPO) 22 AR50
HMELCH XHMIE LI&2 Amazon Aurora 2 2% C|O|EH|O|A Mol Bt EE= Foi ZX| AL S
SHAAIR.

1t J|>|-
B oX

Aurora 2 Z'H H|O|E{H|0|A o] HUHol= F 7K M2 & 40| »l&LICt

0
0
0
m
ju
N
=


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html

AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

Mgt

T
rr
M0

Q
=0
A
el
u

= | 2 7IE ASE 26 Hitet 22 SHE #3s fleh Zeuoh A=E
A& 5tH Aurora =2 2 H|O|EIH|0|A 9] 7|= DB BB{AEE X XY & stLE
Ct M2 2= DB 22{AE7t 7|2 clolE{H|o|A 0t S7I8HE WX Chr|st22
OlE{ =& @18). RtM|Bt LH8 2 Amazon Aurora 2 2% Cl|O|E{H|0|A O THEH =8

L
NRal
oh O ﬂl?,'.' I;|| |'0

4> o

o m

>
>

o>
r

T

2 O
o
r
[ul

o B = o3 >
[

B rir
I
>
to

O|HIE dr-orchestrator-stepfunction-FAILOVER &El| S0l 4Ej {Alo| E&E|o] 7|& S
AEE MEHS BEX X[ () 22 MEFELICH us-west-2

by =

tEl AR,

fjo
02
[e][}

Fdstod™ ctgak 20|
1. AWS Management Console0il 21 QIgfL|C}.
2. X|292 DR X () us-west-2 22 HZEELICE

3. MH|AZ 0|& &t CtS Step Functions& MEHEHLICY,

0

4. dr-orchestrator-stepfunction-FAILOVERAE|O|E HAIS 2 O|SEL
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
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(o]

= JSON ZEE =g LIC}. resourceType
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
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DeletionProtection HX{ Amazon Aurora DB E2B{AEE 502 £%5t1 E H|gM35lalof &
LIC}. DeletionProtection
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
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3. Amazon RDS 2£ £ 0|535t0{ 28{AE| 0|& (dbcluster-01) € MENSt T [Modify] & MEHEIL
Ct.

4. MR 2E0IM AN 2% g5t SolBto] Mg F|Astn &g MEBLIC
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DR Orchestrator FAILBACKZEH H&I2 O|Fe| 7[& X[ () us-east-1 oA Y ZEM|A
ol & ELct.
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class"
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-

4

name",

"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
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"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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Recovery Time Objective(RTO) Z! Recovery Point Objective(RPO)01l CHEH XFAIEH LIE 2 7|8 | O|E
H|O|Aof CHEH RiaH 57 = AWS HEFS HZESHAIL.

AWS CloudFormation LHELHZ| H4+E A Z3HOF & LI7H?

OtL|2. Amazon Aurora 2 2 O|O|E{H|0|A &&= Amazon RDS DB QIAEA 9| ZHE JSON & 4(0f
"RDSInstanceIdentifier": "rds-mysql-instance")2Z Z3 ME& 4 U&L|CH

DR Orchestrator FAILOVER I3 EZE2E AI235+04 £ 0]Aro] AWS
CIlO|E{H|O|AE ol ZXIE = U&LIT?

of, 2= uteto|e ool E ol el 2|AAE ™ME S0 & 0|42 AWS HIO|EH|O|AE FHof =

x|& £ Q&LICh ChS 2= oMol AE Amazon RDS for MySQL &17| M & SA|E 3 Amazon
ElastiCache(Redis OSS) 2 2 H|O|EH AE0{E& HEUEE Fol ZX|ot= LS 2o{ELICt

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

Amazon RDS& DR Orchestrator FAILBACK AEH A|AEIS AldHst
[} InvalidParameterCombination L F & 2 X|5t240d 0= | SHoF &t
L|77}?

QERO| MM HAEE Ct20 ZH& L}

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

4F X524 DR Orchestrator FAILBACK &Ef A|AEIS Al¥DeletionProtection st7|
H|& 443816104 RDS QIAEIAE =%%tL|Ct.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

AWS HZE 710|E 204F

CE2 AWS THE 710|200 XMS 5= T8, 710|E L THEoA YLEtMHo 2 AL El= Eo{LICH
2017 H=2 xiotsteind R0IT Bl 2UE LS AIB ALE AZHUAIR
=Kt
77bR| m2
OHEZZ|FO|ME EEIRER O|™357| Y8t 774 x| EtxdQl oto|1gf|o|M H™2F o|g{8F HEF2
GartnerZ} 2011'0f| mpet st 57t x| MEFE 7|Ho 2 SlH CS S 2 A8 ELICH

235104 O Z2|70|MHE O|S3st
MEFLICE of7|of= YEtXMo =z 2
Oracle O|O|E{H|O| A& Amazon

z Mo

- 2IE{>/Eo7|E - B2t UOlEE V5 Acket &
ST OF7|HAE S ORM UMY, M5 3 g7

o | Aot o|o|E{H|o|A o|Alo| Z&t=IL|CH of: 2z yOolA
Aurora PostgreSQL £ 2t ofC|Mo 2 ofo| 22| o[ MErLCt.

- DEHZLYEZE HE Z|MO|Z) - OHEZ|FI0|ME ECIRER 0|85t U™ £F 9| 2[XstE
T l5tod EetRE 7|2 #8ELCt of: 2= 8|0]|A Oracle |O|E{H|O|AE AWS 22 E9|
Amazon Relational Database Service(Amazon RDS) for OracleZ 00|22 0[MEfL|Ct.

- KTOHES H= ﬁ) UetHo 2 J|E 2lo[MA MM SaaS RHZ MES0{ CHE MESZ ™
ErefLct. of: 7 2tA| B 2|(CRM) AAE|E Salesforce.com@Z OFO|22{|0|MH gL}

« ZSAREIZE HE A|ZE)- o EZEZ|AH0|ME HASHK| &1 EEIRER 0|S5t04 EEIRE
7ls€ g€8¢&Lct of: 2= 20| Oracle SIO|EJHIO| A& AWS 2EtREZ 2R E2[EC2 Q1A
E{A0f /= OracleZ OFO|ad 0| EHLICE.

r (]
% |k

 Muix|(5tO|HHtO|X =& 2| E2|ZE A Al“ E)- M stEQ0{1E FoistHL, o E2|7olde o
A BHES ALY, 7|1E 2YE K| DT QIEELE SRR ER O|SELULCH 2=80jA E3
Zo0lM sYet ESES| EElRE A‘lHlﬁi MEE oto|zel|o|4EfLICt. of: Microsoft Hyper-V
oiEE|7|o|ME E oo zio|MELICt AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

A

A2A(Agent-to-Agent)

hd 9|l &l AEll M&agent-to-agent 3 M2 QUFt dE| XHE Z2EZQLICE
ABAC
&A1 7|k HAA K0S R Z M2

S&-53 nto|azofM

LYY X =T = 0|5 M7| S ALE5H0{ A4 H|O|E{H|0|A 2t CHA! O|O|E{H|0| A7t S 7
SEHE RX|Z|D, F C|O|EH|0|A 25 OFo|180|M & 44 o ZE|AH 0| M| ERMAMME X
2|5t = oIo|E{H|0|A oFo|2Ei|olM Hr LIt o] WH2 sl Meto| HR e cHd A2 o A|
Hx|2 ofo|zeioldEg X|MefLIct H RI5HK|EF HE[E THA[E OfO[Zefo|MECH o BE 2
|

1o
n o
> 0
m

o{=l H
ztedo| € ghLch.
53&-+3 oto|efo|H
24 O|O|E{H|0| A2t CH ClIO|EHIO| AT S718HEl S EZ 7 XIZ[X[BH AA Of|O|E{H|O| A RF 4
ofZ2|7|o|Me| ERIAMME X251 Clo|E{= CHY Clo|E{H|O|lAZ SX| %= olo|E{H| 0|4 OtO]
JgfolMd B lLch ch4 o|o|E{H|o|A= oto|eo|4d & ofEH ERMMME S{& 5t K| ot &LICH.
oo|HE
SEE 257 2 =T E A8t AigMez FE, HE & ZXE FE = Us Al Al2HIY
LICE.

Ch2 Z25M #E0MH Al OO|HEE F

Iy

MO0 ESSt 2E0f CHEt B dhe 22 AlMSHE SQL gL &A g2l o=
SUM 2! MAX 7} Ql&LCt.

A 38



AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

Al

RIS XsE FXSIML
AlOps

13 X5 28 HxstMe
Jb-ED

HOIEHMEONAM 7HQ HEE T X = AXlste Z2MAQILICH AES= 71 HE B350l =
=0/ & + A&LIch FeHE lo|EE O old el G0l 2 Zh=EIX| ef&Lct

OrE| mHE

£F Mo CHE £FMEC HIYMHO|AHLE HIEEX0[HL & 0 H0|o{M HH=E|l= Aol &HF
AMEElE £FMLICH

OHZ 2|70 Ao
WRAIZFEE A|ARIE ES 57| RIS £2IE! OHZ2|H 0|MTH A
AllLCE.

ofEZZI7old XEEE|R

0fo
Q'I_l
N
o
g|_'
0
Q'I_l
rir
T
Q

1
rh

T

ofZEE|7old 75 A 7| 22| HIE1 o Z2[7H|olMe| HIZL|A 7HR|E HIR 6101 ZZ{0fA] At
&st= Zt ol E (7ol Mol CHE MF HE RELICH Ol SEE LEZE(Q M B EA T2 A
20| sao|rd oro|zzelolM, SOt W %Mt ofE2[7l|o|ME AlEst T fM=@IE Yote Ol

T &ol Euch

13 Xls
AFE 7|22 M85t0 &g, Xl sHZ, E QA § Uit o = QI7ka & CIX| 7|52 =¥
St JE HMEC R = AFHE et EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
(SES ISPS=N

OIZ XI5 &U(AIOpS)
7|1H && 7|IHE ArE5tod 28 EXE A5, 2Y QUAIHE U ALS A 7HE £0[1, AMH|A
SEE 0|z ZEMALICH AWS OFo|2z0|M T4=F0oi| A AlOps7t AHE El= 2ol CHEF AHA
g LIE2 28 S 7I0|E8 XA

g 407, & A3 EHE AT HE2 7|9 S5 5HE 2IEt ZEtoY 7|8 AH8StE YEE dnElE
elLich HER 7| 5550 AI8EIX| fon2 ZTRE + K| ZEtol8 7lof CHEt AM AL
4



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html

AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

A, e, AEld, i+ 4(ACID)

jo

QF, HH == J|E 2X7F gAlist A0 Clo|E{H|0|AL| HIOIE fEMT 2H AMEEHE &
et AZEQ 0| &M MEQILICE

ABAC(&d 7|8F HAM|A K|od)

M, B2, Bl 0|8 SOl ABR £42 VMR MESHE HEtg MAsts SAIILICH XFMEH LY
k=]

= o =
AWS Identity and Access Management (IAM) AdE A 2| & ABAC AWSE & Z35HA 2.

ME[E + = HlolE &4

M AR = AE HE AAR ZhFEE 7|2 HH| CI0IHE XMEsts fIXILICH 2HE3, H
B e 7HEEet 242 HIoIE ME| EE +7Ho SHoz MZE 4 I OlolH 22 9| HIO|EE
CHE QIXIZ SAME £ JU&LICH

HE 3y
Ct S

B 718 Yo o=z FE A2l AWS 2| k|1 S U 2|™e| CHE 718 J9of MEst X[
AlZtol 2 HER o4 M3ste el naet XL

AWS St = A= 3293 (AWS CAF)

z3l0| gBl2EE MBxoz MEtey| IF 28501 BIHxQl A st AWS Ol &

S0l S0l XA U 2 Abel ZAUKTALICH AWS CAFE XIZS HIXLIA, AR, HE{HA,
EYE, 2ot U 2Rol2He 67HR| B Qo2 TABLICH HIELIA, AR U HuUA BYe
HIELIA 7|&0 Z2NAN £HS LT, EHE, 2ot U 2 BHS ME JlaD T2 H 20
TS ELICH oS S0, AR BHS QANHR), B¢ x| 715 X Q12 BHEIE HEHets ol E
AR S CHA O 2 $LICH Ol2{# B0l A AWS CAFE MExQl 32I9E A= Qo ZXIg &

olo|E{H 0| A oto|aiolM I ZEE Wrtstn, oto|1ef|o|Md Mg MEstD, 2] 74X

=

S
Ct CllolE{#io]& A7|0F 2 2 E 244, ofZE|FH|0|MH ZE, S&E & 5 S8 EMstn It

y © T1 O =
BEIME MSELCH

40


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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https://aws.amazon.com/what-is/generative-ai/
https://aws.amazon.com/what-is/generative-ai/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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