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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html
https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-security-score.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-finding-generation.html#securityhub-standards-results-severity
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
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+ How to implement a read-only service control policy (SCP) for accounts in AWS Organizations
« CF&E AHI™ #732] AWS Organizations AH|A A|0{ 2= e AL

* Maintain compliance using Service Control Policies and ensure they are always applied

* When and where to use IAM permissions boundaries

* Proactively keep resources secure and compliant with AWS CloudFormation hooks

7|E} 2lAA

» Cloud Controls Matrix (CCM)(Cloud Security Alliance)

* Example permissions boundaries(GitHub)
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/welcome.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps
https://aws.amazon.com/blogs/mt/implement-read-only-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/mt/maintain-compliance-using-service-control-policies-and-ensure-they-are-always-applied/
https://aws.amazon.com/blogs/security/when-and-where-to-use-iam-permissions-boundaries/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://github.com/aws-samples/example-permissions-boundary

AWS HE 7to|=

oA 2ot Xo] 73 AWS

=M 7|5

otel #of o] 7lo|= 2| F2 HE ALY 0| dEL(o] U&LICH EF Uo|o|E0o] CHE

RSS L= & FS3tAA2.

or2|e HFo g4

= (1

HE ALY =k =
AT o' % o A o 2] Ko Mg =E 2023 128 4

5104 Ab ofl % Koqodl CHEF
HEE o] 7tol=of FItl&

L|c.

%% AA| — 2022'4 12 12¢

22


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/aws-security-controls.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HE 7tol= ol M ot Xjo] 34 AWS

szt a2z

2lAA SE AIZE Z0to] [HE 4% 8o chEt SEE chatE 7 Lch Amazon Detective 0l A
SE J2Z E AHE85t0 Amet EO2 AlL, oMABR2 API 2 5 & U RAE 21dS EAE
&= & LICH XFMIE LHE 2 Detective A 9| Data behavior graph& & ZE5HAAI2

] AC|oF AJAE

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

A7F MES| HEHRIX| {F & E|AEStE O AEElE HEEl 20| =2 HEEX HIOIH 7

AL
=k
£ £/ 2!(Blue/Green) HiE
SYUSHX|BH Hylo F BEE Mdst= HiE TEFILICE stLtol 2t E(TbEtAH)oi M XK o E 2|7
O|lM HTE A&stT A ofZ2[AH 0|M HX2 CHE Bt E (=)ol A>ELICH o] MEFS AH8 5t
M AT S £[ASStHM A& EE = U&LICH
bot
RIS S5 AISsHE EHATE M-t Q1M ES0|Lt 43 282 AELo|Mete AZES
o o ZZ|7|o|MUL|Ct QUE{HIMH HEE = &5t= B A ECet 20| R83HL O|ER R
U&LICH oM Rolgtn sH= CHE 28 B2 el =& 222 WalistHLE HE 517 fIEt R
L|CF.
=L
A AN
Wefojol| ZYE[D R 5 E= & 2UAtet 22 B FARIL Mofste £ WEAILICH £
H2 2ol 2ot Ro| BT HRIE &Holste 7+ & edTl HIFL & /LIt
=X
Ic 2EZEXEE|e ZEE FJULICH B[ ZX|EEof SHEl= X Hm E2X|7t 7|2 EE XY
LICE Z|& ERX[M M EZHX|E B8 CHE M 2 x| 7|5 LSt HL HOE =8
g = UELICH 7|52 F557| fldl Mdste HHRIE UPtH o2 7|5 EAX(2tD §LIct
7158 EAE FHI7I £E|H 7|5 ERRIE 7|2 2 x|of CHA| SEFEFLICH XpMIEH LHE =2 About
branches(GitHub AEAM)E &=t A2,

27


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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