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https://docs.percona.com/percona-xtrabackup/8.0/index.html
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https://docs.percona.com/percona-xtrabackup/2.4/installation.html
https://docs.percona.com/percona-xtrabackup/8.0/installation.html
https://docs.percona.com/percona-xtrabackup/2.4/backup_scenarios/full_backup.html
https://docs.percona.com/percona-xtrabackup/8.0/create-full-backup.html
https://docs.percona.com/percona-xtrabackup/8.0/create-full-backup.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/filegateway/latest/files3/what-is-file-s3.html
https://aws.amazon.com/getting-started/hands-on/backup-to-s3-cli/
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3.Restore
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3.Restore
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Procedural.Importing.Other.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MariaDB.Procedural.Importing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MariaDB.Procedural.Importing.html
https://dev.mysql.com/doc/refman/5.7/en/replication-howto-masterbaseconfig.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3.RepSync
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3.RepSync
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Replication.MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_MySQL.Replication.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_MariaDB.Replication.html
https://dev.mysql.com/doc/mysql-replication-excerpt/8.0/en/replication-howto.html
https://dev.mysql.com/doc/refman/8.0/en/replication-setup-replicas.html
https://mariadb.com/kb/en/setting-up-replication/
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https://mariadb.com/kb/en/percona-xtrabackup-overview/#compatibility-with-mariadb
https://mariadb.com/kb/en/percona-xtrabackup-overview/#compatibility-with-mariadb
https://docs.percona.com/percona-xtrabackup/2.4/innobackupex/partial_backups_innobackupex.html
https://docs.percona.com/percona-xtrabackup/8.0/create-partial-backup.html
https://docs.percona.com/percona-xtrabackup/8.0/create-partial-backup.html
https://docs.percona.com/percona-xtrabackup/2.4/xtrabackup_bin/xbk_option_reference.html#-parallel
https://docs.percona.com/percona-xtrabackup/2.4/xtrabackup_bin/xbk_option_reference.html#-compress-threads
https://docs.percona.com/percona-xtrabackup/2.4/xtrabackup_bin/xbk_option_reference.html#-use-memory
https://docs.percona.com/percona-xtrabackup/2.4/xtrabackup_bin/xbk_option_reference.html#-encrypt-threads
https://docs.percona.com/percona-xtrabackup/8.0/xbstream-binary-overview.html
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AWS HE Jo|l= CHe2F HE| Ef|2tHHO|E MySQL & MariaDB Ci|O|E{H|0|A S 2 o}o|
agilolM AWS

Migration Acceleration Program(MAP)

Zx0| FEHLC R MeErsty| Qs Z2E 2% JIHe THSD 7| 0h0| 230 HIS S A3t
£ ol 20| Sl HME XY, IS W MHIAE MBsHs AWS ZE2IHQILICH MAPOE 2174

oro|zzeio|Md e Ea U Ql oto| e o]

Al oto|zefoldE MAM HAloz A™ g
£ &7 ME7} ZFE[of AU&LICH

o —_
M AILIE|2 & Rt&S3tst 7H&3 st

CH++ = OfolzzeflofM

oHEZZI70o|d XEEC|0| CHCH+~E Q0|2 E Sdll E22tREE O|Sste Z2MAE, ZF fo|E
oM o B2 o E2|70|M0|  WHE £ 2 O|SELICH O] EtAo M= 0|7 EHAH |0 Hif 2 2
Attt mES ME5to B, EF X ZEAM|Ao| Oto|aEo|M MER|E 7350 Xt S8 & 2™
gt M3 2 Sl ! 2= oto|asl|o|ME ZHASELICE o732 AWS OFO|Z1E[0|4A ZEFof M|
R EhA L CE.

oto|zalolM HEZ|

=
S
a

2l
i

AtSEHE D B

g
>
|

Olm

gl__l

¢|3 2 oto|aso|ME ZhAastst= CHo|s Bi|lLICE otol

f
HL. O /T
afold HEZ| Bl Yo Z AZEIENM Yots 2Y, HIZLA EMJF A AKX} 01O
Tglo|M AX|L|od, 7HEkR}E, DevOps T2 7H7F Z&HELICH AE{Z2to|= o E2|7io|lMd ZEEZ
29]20~50%c &2 HMZ WAooz %|XMete £+ e e s MEHoZE T E|of YU&LICH RHA

& L2 o]l 2E= MEQ| Z2Et L 0to|adolMd HE 2| 7t0|=¢f 0to| 12| 0|4 TE 2[o| CHEt
MEHE AZsAAIR.

Oto|=1ei| ol MIEtH| Ol

oto|zgfolME 2tz st= Ol 28 ofE 2|70l A Mol Cigr HE Z+ oto|zzo|M miEol=
M2 CtE oto|zei|olM HIEtTIoIH ME7H 228 Lict oto|zef ol HEtHO|Ee] o2& Che
MeEd Hot OF 3 AWS A -0l [U&LICh

oFo|z2j| o] mfEd

A& El= otolzefol4 T2, oto|eyol4d CHf, oto|2 2ol ol Z 2|70l EE= MH|AE KA

o
5| MYEst= EH= 7ts 3t 0ro|a oM = lL|Ct. 0dl: AWS Application Migration ServiceE AtE
§t04 Amazon EC22 0fo|18|0|ME BlZ AEIStLICY.

Migration Portfolio Assessment(MPA)

AWS 22t =2 0to|ado|MstE HIZLIA ARIE ABsHY| /et WEE
Lot MPAE At ZEEZE|Q B/HMH HE 72 =8, 7H9 M, TC
HIE 244)et ofo|zef oM H=l(ofZ2|A[olM CIolE 24 X CIolE =&,
otolz ol M= X1, ol 7H&)g MBS ELch MPA = (222
HEESAPN ZtEL] ZHEET RFERZ ALEE =+ J&LICH

2

e 2etel =37
o|zzflo|M
Magst,

E AWS #

(][]
rir

,

_

okl
N

T:I’r
b o

ko WH T oH

e 2 O



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/

AWS HE 7tol= CHE 2 HE| El|2tHHO|E MySQL & MariaDB Ci|O|E{H|0|A S 2 o}o|
agilolM AWS

oto|zzflolM &H| & El B7HMRA)

!

AWS CAFE At&sdto | SEjo CHE QIAIOIEE 1, - - E AMst
T, AEE FRHE sllAsty| IE AS AlElE sElste Z2MALICH XHMEH LIE2 oto|2 e

O
O|M ZH| 7I0|=E& FHZSHMAIR. MRAE= AWS 010|104 TEFof 2 eHmf ThAH| LY.

N
A
10
oF U
o
10
In
A
o

Ion

oto|zzef|olM H=f

SZZEE AWS Zet*E 2 nto|agolMstE ol MEXlE M2 YALICH XEA[EH LIS 2 O
S0{&e| 7R ¥=1t ZF_’S!% S#otod CHt 2 OrO| 80| M 7H&535HE R StAIR.

A% i/ 0lM0] Hrhst Zh| AEHE T, oK, 98 U S48 Algstn, ZEo| H
OHBEIHOIM| EF AEHE UntLt & XIHY £ XIS Helsts ol £20| Els BbLIch
T7h ATHs CH4 of7|iR{ol HALR, BiCHS Z2 M A0 N T DIUAES AHAIS| Msts
2o U ThotE HAE SiA5Hy] QB A AEALICH AHME B2 AWS B S0l OhE
21| 0l440] FHCHSH ZH| AE BIHE HASHML

224 ofE OB 2N 9 F)

2 HALE TR NAE ALS5H0] B MHIAZ AHEIS OHEZIFHOIMLICH Bi=E|A| of
E2/7 0l Mol = 7hR| EFEO) aucr. et of@alol ol et 4271 255 A o
7|55 28 TR BLICH TE HOIATH HRIH BisE|A| OHE A OIML| TS5 S F7HstH
L PHAMSHE ZE Oof SESHEILICH Ol2f8t SME s1Z5t7| I3H OHO|ZZ MHIA oF7 XS A
& UBLICH HME B2 DH0|22 MHIAZ BEEA S8 26i8 HESHAAL.

W

MPA

Migration Portfolio Assessment& & Z35HA| 2.

MQTT

HAIX 7 274 EA 1SS HZstMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HZE 7to|= CHE 2 HE| E|2tHtO|E MySQL == MariaDB H|O|E{H|O|AE 2 0t0]

:LE+|0|Ad AWS
HE|I22HA BR
of2 32 20f it o4|§(27+| ol4tol A & st o F)2 MastE o Z20| Bl TRMA YUY

ASAIILR, FCHERI7IR? == '0| TZ0| 7tH%

Lo
4".:“&!% 3<*= HI% E':.*—’F—E FARt?EtD 22 + U&LICH

Z2HM IR0 ChEt 7|E QZatE YOlo|IEStD sHete ZEQLICH Lad, AF
o= 7}3’82 '-5'z=0|7| /31 AWS Well-Architected Framework0l M&= #48 E7ts8 Q1=

ofo|adyo|M = A-Ilé S AA QI B SCE|= 0ol oA gtedlL|Ct, o] B2 It &
X| B7HE Ht5tH EtMo 2 2t S Q5K A2 KT Z 0] AFZELICH
Ol
28 S22 FXsMR
OLA
28 & U4 HTFAML.

2etel otolzze| o]

rr

AAQEREES 2Eatol MEfR MESHK| 0T Che AISRIO] HAFSHE 0ROl 014 el
Ch. Y22 =0l S HBEIFH OIS Dho|2B01M BoIT A% RS 4 UALICH o] YL
2 H

~

HH5HH YUHMo 2 SQFt T 2EHM Q3 20l AFRE/LCH

ofr

7tS K| AL EE 243

-
mlm

) 51



AWS HZ 7to|= CHEZ HE| HIZHHEO|E MySQL 5= MariaDB Ci|O|E{H| 0| A& 2 0}0|
2alo1M AWS

OPC-UA

Open Process Communications - Unified Architecture(OPC-UA)E &I X 35HMI2.

Open Process Communications - Unified Architecture(OPC-UA)

Aot X5 3HE Q{8 Machine-to-Machine(M2M) £ 41 ZZ E2Q/L|C}. OPC-UAE HIO|E &5 3},
15 & HEH Hof AMAHO| e 4E 28 EES MIELICH

it

MHI|A &0 B8 AH(SLA)2 XIEH7] {8l 2F 1T aAE0| MEAH MB35H7I2 258 LIS
= |
o

CIAEHE Ll EAHZ ZroHo| R E o|al], W7l == o5t HLE £E0|= ol E20| &= &2&E
AE 9l #hgd E H AR ILICH REAIBE LH2 2 AWS Well-Architected Framework2| 223 Z&H| AFEY
74

MofstE StER0] L AT EQ o] A|AH]

M ZolM ESstod MY 2, FH| A IZEE
C B 71=(1T) MARLe| S&2 Industry 4.0 ERHAZHO|M| £

XM= 2okl oT 2

Bt 2ColM 2YS HIs st ZRMAR FH| A, A58 U S8 S¥rELICH RHAIE LY

ZE L) RE] CfEt 2E O|HIEES 22 AWS CloudTrail 3H= AWS 5 oM 442 34|}
AWS Organizations Ol ERIYU2 =Z|oi| &8 ZF AWS Al off MME|1 ZH A Ho
L|Ct. RtAM[EH LI& 2 CloudTrail 442 S

A X 874 #2|(0OCM)

H M 9| Creating a trail for an organization=

AL, 25 U BICiAl EEolM BOHSHT THIIMQl HIALIA HAlg BElsty| 9IE Zaldda UL
C}. OCME 3} Mg Jiasisln, BTy 2XE siZsin, 25 X A5IM HalE Frgioz
M ZE0| M2 AlAE o HM2te FH|stn MEEY + QTS x|ELICH AWS 0to| 2ol &

HolMe FateC M T2ME| LR HE 45 miEolo| ZAUYIE 12 Jtastal D &

LIch REMIEH LIS 2 ALS 7H0|= 8 & ESHAAIR

) 52


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE Jo|l= CHe2F HE| Ef|2tHHO|E MySQL & MariaDB Ci|O|E{H|0|A S 2 o}o|
:LE+|0|Ad AWS

QE|T HM|A X04(OAC)

CloudFront0ll A Amazon Simple Storage Service(S3) 2HXE E5517| 2Ia HMAE M Btst=
T2 SMULICH OACE AWS KMS (SSE-KMS)E AM2 3t BE MH &= 9535 AWS 2|59} S3 H
Zlof 8t % PUT L DELETE LH0IM 2E S3 IS X|§HEHL

QE|Z! HAM|A ID(OAI)
CloudFront0i| A Amazon S3 ZEI=
5l ™ CloudFront= Amazon S37} Q!

X CloudFront HHZE S35 AMEF S3 H{Z!
HNA Mo{E MI5t= OACE £ 2.53}/.;!“9_

ORR

o|>| o

oT
2Z 7|2 XM 2.
OfRHI2E(S2) VPC

AWS C+E HH ot Z|=x{oi A of Z 2|7 0| LI AlZE HERF AZEE *{Elst= VPCYILILCH

AWS Security Reference Architecture0| A= OHEEIA|0|MI} 52 QIE{H! 7+o| QFateF CIE{T|
O|AE E5517| Q5 QHIRE, ol RHIRE L A VPCE WEQT AHE MdYE g HEE
L|C}.
P
&t 8A|
AMEXRLE A& 0| 7tE = U= =|CH HEFS AHSH7| f/5H IAM 2o FAof HAZ k= IAM 22| H
MLt REMIEE LIS 2 IAM A S| HEr BHE HZstAAR

7HRI A HE(PII)

z|% 27U CHE 231 ClO|EIS} B 2 XIS W JHRlo| Mg BEIMoE B et of A8
4 Qle MEULICH POl 2 & 08, F4, ¢33 ME Sof g

THOI Al HEE AESMS.



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE Jo|l= CHe2F HE| Ef|2tHHO|E MySQL & MariaDB Ci|O|E{H|0|A S 2 o}o|
:LE+|0|Ad AWS

Zcol=

PLC

Z2aefd 7ts EH HEERHE HESHAM R,

PLM

X4 %H
o T
Tt Ho|(ID 7|k HA H X)), HMA =A XE (oA 7[E HE FHX), AWS Organizations L &
Elo| B E AHI'Hol| CHEr =|CH HBt Hol(MH|A Ao HA & A9t 22 &2 sd8E = U= 2A
Lt
Ct=04 X[|&4d

CO|E{ HMA THE] Ll J|E} @F AIEE J|Eto 2 E2|X o 2 00|32 2 MH|A Q| H|0|E| AEE|X|
7l MEH Olo|a R MH|A 7 SLUSHH|OIE] AEE|X| 7|22 AI25tE AR 73 2X|7F eh A5t A
Lt 50| MatE = U&LICH 7 Ao 7FE XEHst Cl|lo|E| MEAE AFR5HHE 00|32 M|

AE O €A #stn st HEHE £ + J&Lich

oto|efo[ME &6t 7| /s o EE|FH0|M XEEE|RE AM & EMstn 2M=QIE Hete
1L

Z = MALICE RHAEH LIE2 0to|1ei|o]4 #=H| Ef B7HE HRstMAL.

EFabN;

HE WHERE Z0i 9= true E= falseE HHEtStE FH2| DAY LICEH
ZACHR =X
M& ™o #Hele| oo|EE EHE|&SH= Io|E{H|o|A #H 2| 2(XM5t 7| L|Ct. ol A 3tH &A™
ClO|E{H[O| A0 M AMSI 1 2|5l oF 3t= C|O|E{e] &o| 21 # 2| ds0| EA&ELICE
0f| 2 X |0
O|HE g2 WUX|SHEE MAHE 2ot Mo{L|Ct O] Moz HIER Ao CHE FE AMALE A
|

=
ol= a3 g Wxlste ol =20| El= 1&F o{MULICH AtMIEH LHE 2 Implementing security
controls on AWS 2| Preventative controlsE & X5t AAIL.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html

AWS HZE 7to|= CHE 2 HE| E|2tHtO|E MySQL == MariaDB H|O|E{H|O|AE 2 0t0]

aaolM AWS
Hok FA|
Zig s T 2laso] HMAE = AWS QUE0| AEEIQLICE O] AEE|= YHtXo=z | AWS
HAE IAM & EE= AEXIC| FE ALSALICE XFAIEH LIS 2 1AM AEAM 2| g o4 I 74
ol Hot Zx|E AESHAAIR.
el HE HE 4 M7
A e Z = M[A00AM 7HR HEE Tiedste AIAHE AX|L|o{ZoMe| E2 AL

Amazon Route 530{|A{ 3Lt O|& 2| VPC L =M@}t 3+ = H|2lod CHEF DNS #HE|o| SE 5t &
ol CHat HE7h 27! ZElolULct XEMIEH LIS & Route 53 ME A2 ZEI0|S! S AR ¥

o O
(=2~ =
A2 HXSIAAIL.

M |0

7 0|Es 2lAAo HHZ & XIS E A E EoF Mo{L|ct o|248t Moz 2|lAAE T2 H|

XMJst7| ol 2|AAE AMELICH ElaATF KMo1E E45HK| e T2 H|X'JE[X| E&LCt.
RtAIEH LI 2 AWS Control Tower B A Q| A0 & E 7I0|=EE FZ 6t E ot Ao 7342 AT
oY ™ Mo EHZEFMR. AWS

—

ME =% F7| ZE|(PLM)

Z2IY 7ts =X HEEF(PLC)

MZE 2okolM 7148 ZLEIYSD MZ Z2MAE S8t 1L oHEH0|T HS210] Fof
o HFE{QLICH

ZEZE ol

BLUMEEZEO EHS OIS ZELES UHOR AS S0l O L2 SES MNELIC 0 7|
M SRR EJAIE 59| EHATE L AL} o] SEHE HENOR MR THSHAL 2R s
Gl ASELICH 018 Sof 2Y SEo| ME I B2 MMt 2ot MESE|D JHRIsHE 2
18 g 4 s



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

CHe 2 HE| El2tutolE MySQL &= MariaDB H|O|E{H|0|AZ 2 0}

AWS HZE 7t0|= =)
:LE+|O|Ad AWS

7t8Et

CIOIEHMES| 7R MERLE RI2| AR} 2t = H = Z2MAQLICH 7183t= el HEE 2

[ =

Z0| 2 = U&LIct 71E3HE H|o|B & 04%5| 7Rl Tlo|EH 2 k= ELCH

_._0 LE” T AAE

HIAl/F 5= (pub/sub)

0424 OO Z MH[AMM HIS 7| S&IE KIHstod & du SHES 7iMdete HEHULICH HE
£o4 0to|3 2 MH|A 7[EF MESO|M OFO|Z 2 MH|AE= CHE OFO|Z 2 MH[ATI F5FE £ U 7'(H
‘ol O|HIE MHA|IX|E HAIE = U&LICH A L2 HA MHIAE #Es6HX| f 1 M 0t0|3

MHIAE FI7HE = U&LICt

Q

22| 7=
SQL 27 dlolEfilolAa Alagol ClolEfo] HMASHS Ol A8 El= Eolgh T Yol By
QLict.

SER R
GlOIE{# 014 MulA 2(x48t 2 220| ClolEfH 0l BHS WHshy| MEr & 2150 Alslg
Meists ZRYULICH S, RIS AE, 217 A%, A2 ntebolef shelT 2 ol olE{HlolA 1T ¢
GlolEo B Qls WS 4 gLt

R

RACI BHER|A

Responsible, Accountable, Consulted, Informed(RACI)E & Z5HA|2.

RAG
M BY S RESML.
24 49) of

N7} 22 = W7 K| AFE AA=HO|L CI|O|E{of| CHEF VMAE XIEHFIES
flo{lL|C}.
RASCI O|EZIA

Responsible, Accountable, Consulted, Informed(RACNHE & X 3HAHI2.

56



CHe 2 HE| El2tutolE MySQL &= MariaDB H|O|E{H|0|AZ 2 0}
21204 AWS

AWS HZE 7t0|=

RCAC

T|E Clo|EH oA o] Ar=2LICH HEIE 217 M8 SHEL =z et Estod

7|2 diolEHlolAe| 2EE EY + JU&LICH

Q17| Mg 822 A8

_O O L

Elot7 ™ &

HzstMR.

ffo

7R
Recovery Point Objective(RPO)
L[Ct. ofofl k2t OF X[ |7 Al ME[A &

Tle Hel7t 2gELUo

Recovery Time Objective(RTO)

MHIA BT MuIA 294 Abol2] 518 TH5 3 X1 AlzhelLict.
2| e
7RE BEMR
=
x|2/ 40| AWS 2l44 BERULICH ZH AWS 2IT £ LIZAEHA, obais ol =g RIZ 57|
Qloh M2 Zale|n SEMYULICH REME LIBS ARolIAM AL E & 9l AWS 218 A|HE &%

SHAI2.
27
%R 2t2 OI&sHe ML 7I¥ LIt o & Sod, ‘0l T2 Witol HYNYEHs 2HIE E7| s ML
DY M 517 DUS ASshod Foll THaH YT AbA(ol: BA)2 7|Ho 2 Fo| ool 7}
22 of&e 4 gLt
=P
RS AEFHNL
LIPS

57



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS HZE 7to|= CHe 2 HE| El2tutolE MySQL &= MariaDB H|O|E{H|0|AZ 2 0}

:LE+|0|Ad AWS

AHHH %]

7RS EZEstML
ey

7RE HZESAMLR
RH=*OH

7RE HZESAMR
Helzd
= — 1

S0l MY ai7il BEE 578 < ol ofEolol JISULICt. 1718 2 rish 57
AWS 2212 0IH =212 A2IE 0l el 12 AZ T HAE LISE AWs 22155
=922 HEHMR.

2|AA 7|HE X424

Amazon S3 HHZ!, AEXQIE, &5 35} 7| 59| 2|aAof AZE HAMULICH o] RO HAS A
o4

= < o 1 -
A7t HEE Eot A, X[HEl=E &Y & SFSHok st 7|EF ZUE REELCH

O
(@)
>
n
c
L=
D
o
=1
=
(@)
-
3
@
e
=
=
|m
I>

RACI(Responsible, Accountable,

CHE Ao

ot 7|ZE0| M Elo{Lt7HLE REXQI O|HIEE sl dst =5 A& EoF Mo{LICH REMIE LI 2
AW801IA‘I Hot Kol #3o| CHE Mo1E & EtMIR.

retain

SES A4st| o LLMO| £21 ClOJE| 42 9J5i0f Y= ARIY 4 QU= ClOlE A8 Azt
=

= o
MAE Al 7|2 QLICH o2 S0{ RAG R T XE|o| x|Al 7|Et = AFE X} K| & ol O|E{of| CH



https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS HE 7tol= CHEZ ZE| El2HHt0|E MySQL E= MariaDB l':||0|E4H1|0| IE ato|

eF AIRHE] HAME e + QELICH RiME 82 A 5Z dE(RAG)OIE FAURITIR?E &

EESTEEEETENIS

ok

SARZE X ZFol| HMAstE HE HS oA BHET| 2ls ZoF &

8 2 o AN & KIOJ(RCAC)
N4 TF2I0| HolE 7| 0|T S8 SQL EHAIS AIBHLICH RCACE & Mt & 0ja3

RPO

HE
EY aYS st ol s YRl =58 = Ats MAQLICH Yo 2 QRS0 =2 4t
5 oLt HXHE 7tASH5H7| 25 HE S Bt LU

S

SAML 2.0
B2 ID MBS U&|(idP)ol M AHE5tE 7HEE EEQILICE 0] 7|52 AF& 3 218 SSO(Single
Sign-On)& AWS Management Console At& & = AU B2 A At ZE|0| ZE ALEAtod| CHEH
IAMOY| A AL AHE M MSHX| et of g:ga 7Lt AWS APl 212 S EE = A& LICH SAML
2.0 7|9t mHH2l|lo| Mol CHEt AEMIEH LIS 2 IAM ARE MOl SAML 2.0 7|8t HHE|o|MHd HEE &=x
SHAAI2.

SCADA

59


https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

CHe 2 HE| El2tutolE MySQL &= MariaDB H|O|E{H|0|AZ 2 0}

AWS HZE 7t0|= 2
a8ol4M AWS

2ohots

EF0 Zo| =z 5E HACE MHESHE AWS Secrets Manager”|
2t HIEtE|O|E 2 /g ElLct 2ot & 5 gf2 HiolL

Hot S dA

A e 2 A0 EotE TE{ste AlAE AX[LIo{Z oMo M2 A LI

H ok Ko
|, EtX| EEE ZAAF|E 7|l&2™ =& 221X 7}

S|
|&0p Zre 7|21 4| 7tK| 29t Klo| fEHo =2

2ot Zst
34 EME £0{ 340l Cist M2 =0l Z2MAJLICH O 0|4 HR5HX| &t2 2laA K|
7, x4 HEt 2o{ol Hot B Al 72, 71 mto| EERE 7S HIEEE 59| 20| 047
of Zg g &= JU&LICt

Hot HE 3l o[HIE BE|(SIEM) A|AE]

TF L MHIALICH SIEM A
| |

LIEi™ U 2 4istod 939D &

Eo| XIS 2 EESI7HLE 0|2 SHASHEE MAHTE A Ho|g|
LIC} o|g{8t Rts &= 2ot 2 AMYE F35te Ol 20| £l B X| EE= CHE AW
b 40| o 2 VPC E9F & ™, Amazon EC2 QIAH

CHat ol M CllO[E{E =4l
MH|2 &0 H2H(SCP)

r



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HE 7H0|= CHe 2 HE| El|2hHEO|E MySQL &= MariaDB l':||0|Eﬂ:H|j! “3 AVPVS|
U X|IHE &= U&LICH AHMIE LI 2 AWS Organizations A& A Q| MH|A Ao HAS & x5
M.

URLY! |EFAWSA‘IH|* A= ZQIEE ALE50 CHA MH|AO| ZZ2 a2 &
Aoz odZ8st £ Ql&LICt RIAIEH LIS AWS H 2 X o] AWS MH|A A= ZQIEE R X514

MH|A =ZFof 2h8F H|2F(SLA)

IT 240 DI MBot7I2 48t LAS(Ol: MHIA 7HS AlZH 2 A45)8 BARH Aok Lint

MH[|A =& X[E(SLI)

MHIA ## XEZ FHEE|E MH|29| SEE LIEtLE SE KZELICH

Sot9C ot U FH EHE AWS 2I5 BREHE MUS MTsHE ZHULICH AWS £ 22H9
EolBotg EHESE B, ASKHE BERCo| Hotg BEELICH AME LIg2 BS MU B
=

AE| L 223 &g olRolM TEEAL ASElE SQISIX| o2 Al ohE A OIMLIC
SIEM

ol

HordMHE ol o|HIE 22| A|AEIZ 2 X

M.

OfEE|70|ME SHAIZ = U= oHEE/7Iolde| St HU 714 A0 M Ydst= oL

SLI



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/

CHE 2 HE| El|2tHHO|E MySQL & MariaDB Ci|O|E{H|0|A S 2 o}o|
agilolM AWS

o =

AWS HE 7ol

SLO
MEIA +F SES HEHMEL
28 oh A 2
HOie Z2MES ST 55| 98 HHYULICH MES 75T ME YalAvt BolwH
Al EI0] BEE|0f M2 2 ME Hol BHE0IEILICH 0|8 S8 ZE0| Ay MulA 728 £
SH, JHLERE A THMSHT, A4 SAIS XIME £ UALICH RIAE LIS 2 AWS Batec
oflf OHE BIFHIOIMS HCHSL 5| I3t EHHIE TS AR FESHML.
SPOF
Crol OiE S A TSML
AEF AZ|OF
stLto| 2 HE H|0|2S AFR5l0d EMMAM = =XE H|0|E{2 X{EH5T 5L 0|t | of &t
A4 OIS S AR 304 GIOJE| 448 MEsHE C | [EfHl0l A Z5| RZE QLI 0| REE HloJE
MA SNz ASHES MHEIUE LI,

Flofst L0 M EEE HIZL|A QI—RIZ[

Strangler Fig THE

& U2 WK MAH 7|52 MEMoR ohA| & 4stD BAlsto] 2=
OlURZ Xt ZA=2 sFE &

HI7HA| A|AEIE H7|& £~ Q
B M2 Al o] B REtn H2 ==
ARIZ CHAl 2 E M @3S 2ha

2| Al A|ARIES 3CHst 7| @8 H2
ot 0 CHAISHE Zd0F H|2 & LICt Martin Fowler7t 2E=2|4] Al
HA

st=ditHo 2 o| MEIS T3S LICH O MEIS M5t e o o= 5"|E1|O|L‘| 2! Amazon API
GatewayE A25t04 7|Z o] Microsoft ASP.NET(ASMX) 2 MH|AE HMZIXo 2 $irhs st &

VPCO| IP F4 He[elL|ch MEH2 B 718 Fdoi| §

# 5 Mo A Cllo|E{ &5 (SCADA)

Hu
r
i
il
Q
o
H
r
m
om
o
rir

Mz 2okl =0t AZEQ0{E AFE5I0{ S EIA Atotat &

AAEIQIL|CEH

ok

St 7|1E AMEsto{ L0 E & E3tetT S53tste Es S ne|FLICH

62



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS #HZE Jtol= CHg2 ZHE| El2tHEO|E MySQL &= MariaDB H|O|E{H|O|AE 2 0t
21204 AWS

MBA &2 HEE AlZaolMstod HMH B E HXIstHL 858 ZLIEZstE A2 T
el AlA™- HIAELICH Amazon CloudWatch SyntheticsE A8 3104 0|28t EIAEE Mg
= A&

tags
AWS Z|AAE T M5H7| 28t HIEIH|O|E V&g 2 ste FI-2f Ho{YLICH EfIE AFE5HH 2|4
AE &2A #E|, Ay, He|, dM, ZE{>2lg & U&LICH REAIEH LI 2 AWS E|A A0 EfT K|
HE F=EsIAAR

CHA B
XE MLOIM o &S5tedE 2o 2, 21 Bt &HL|Ch 02 S04, MZE MM A CHA B =
N&E Z2&d £ Ad&Lict

XFo4 2=

o B — B B |
2 M MES FHEE O AEEE TFQULICE 2Y SEols HE 9| 72 2H=2 5

OF & Ut 5Q] B2 0| ZBHEI0] U&LICH 2t UB Kol CHEH 014 22 AlZH ARK U Y &

= U= CIOIHE XMBste ZLch &3 ololEol= ME ol Z& E|o{of &L
2 ¢ dio|E{olM CH& (ol Ested= H)oll &= Clole &8 oHE
£ Yxst= ML 2Eg EHELICE JH kg ML 22 S ALS5tod Ch

OOIHETL QIF AAR0IM ZtHE +st7| flol ZEE + U= &+ = APIRILICH



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HZE 7t0|=

CHe 2 HE| El2tutolE MySQL &= MariaDB H|O|E{H|0|AZ 2 0}
21204 AWS

Transit Gateway

VPCS 2 0|A HEXHIE 435 HAA5t= Ol AT = U= HEKHI ™S s{E LTt XA
gt LI&2 AWS Transit Gateway dEAM 2| T1E HO|EQ OB FUULIN?E FHEFFAML

EYA Jl4 92 ER
IHYRI7E 715 HAR|OIM RHE 7|52 F RS HAES OIS T HE A S 7|2 E&ix|of
Herste M2 dAluLIch olF 7|2 Edx|= 7id, Z2EHM 0| Y Z2HM & Zo =4itxe
2 FFELCH

ME|E = A= HAMA
A& XHE CHA15H04 AWS Organizations 2! sHE HHHAM ZE|M 2HE =S = UL E K|
et Mu|Aaof| HEFE Ro{FLct AEE = U MH|lA= e m ZF A" MelA C.’_"’é'

A S ddsto] 22| HUS SHELICH RHAME LI82 B M| CHE AWS MH|AQF AW
Organizations &7 ALE 2 & ZtMIR AWS Organizations .

=L

TIT7 o
ML 2Eo| HEE & £0[7| s &2 Z2MAL FEHE o HEst= ALt o & S0, &
O|IZZ MEE ¥dstn Bllolg2 F718h ChS CHY et AdoiA o248t EFAHIE ofed ¢ EH=5lod
DEE 2| M5te WASZE ML 2RI ERE £+ et

IRt & £ &
IR & #o|H SEF ATE DevOps B IR F & & # 2= AZEQ|of 7HEoff o] 758 A
ol 38 MY 7|3|E EFELICH

U

s&ad
ol ML RO MEMEE XeHe = U= BHEESHLE S HLE YEdX|X| 22 HEE LIE
L= 7Hdduct A dols F 71X f&€0| J/&LICH QAR EEAMY2 MEtxo|m g2t
gt C|O|E{o]| of5f L list= HHH, 208t 25 A2 CIO|Eof| LHAHE! = 0o|Xx et FEF2{4Mof of5H
af AEhL(CE.

AHESHE| K| i 2 A Y
OHEZEZ|7o|ME BHE T RYstE Ol ER5HX|D 2|5 AL Ko A RHHQI 7tXIE MB5HHLE E
W Q& MSstR| Z5t= 22 sl 2= o|2tn gfL|ch AHESH X §f2 Yo 2=
T, #XI2x, F A= So| JU&sLct

64


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS HZE 7to|= CHE 2 HE| E|2tHtO|E MySQL == MariaDB H|O|E{H|O|AE 2 0t0]

:LE+|O|Ad AWS
sel 2y
BEg AxstMe
e
AEEZXIE 3ot M2 EHAIZ17] fl6 B2 HOo|E = Ha| 22 stst= Ol0|EH| O]
A K| & 2 LCt
7 Ao

BlEXEE|0] A4 TE WA LS WH AYS FHeE ZRMA W ERULCH

VPC I|04Z!
ZZIO|El IP FAE ALE510{ ECHEIE EIREE £ UA St F VPC 2o AZAL|C}. RpAISH LY
22 Amazon VPC MEEA Q| VPC L|0{Z2/0|2H78 & X 5HAIAL.

Flokd

NPT

|E
I
r. ]
(@]
—r
rr
9'|_|
>
—r
N
ok
I°
r
[ul

mo
s
0x

FAIZIE &

2 7} A
RHF UN|ASHE 5|4 B CIOIEIS T e ste BT FHAIILICH tHIH FHAIOIA CIOIE IOl 1A
HAE 92 4 Y| H20 F HEalL ClAZolM g REC BELICH

# ool
AHF UN|ASHR| o CIOIEIILICH 0 ZF 0| GlOlEl #ElE me YetHoR HEs| =8

2|7t 518

ozt

2K B2 =2t ofiH Aoz E PREE ™l OF0M AltrE +dst= sQL F+LIch & g+£ O
S B2 At HL TR Aol 4CHA fIXIE 7|He 2 & Zhof AMASE S EfA3E X E|
ot= Ol RSELICH



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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