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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
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scrapeConfiguration base64Z 23 = El Prometheus 7+4 YAM
GetDefaultScraperConfiguration APl 242 S35l H8 &S CIREEE £ Ql&LICt
scrapeConfiguration@| &4loi CHEt AtM|EH HE = Scraper 74 MM E FZ5HMIR.

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
.
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]

}I
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"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
AWS CLIE Al235l04 AT D|0|{E AiAdstE{T

AWS CLIO|M= create-scraper BEE Ar&504 A3 8|0[HE e LICt CHE oA H=
us-west-2 2| MH AF20|HE B LICH AWS HH, FZAHO|A, 2ot & Amazon EKS
SAEH HEE XA IDE v 1T AFE 0|0l AFEE 72 AMSat ok &Lt

2ot 18 U MEUS ¢iZstas SHAE Hot 18 W MEHoR AXE|o{of B
ct.
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scrape-configuration® base64Z 213 & El Prometheus 74 YAML Tt RILICEH get-
default-scraper-configuration HdE Sl H8 FHS CIRZEE i’J%LlEP
scrape-configuration@| 4|0l CHEt AtAMIEH HE = Scraper 74 MME HZESHAM L.

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']3}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

CHS2 AWS APISH &7 AL E == e 2380l H 2ol M| S5 LICH

« CreateScraper API 4o 2 A3 H|0|HE
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ListScrapers APl 2o 2 7|& A3 g|0|HE

UpdateScraper APl 2o 2 A3 H|0|He| HE, 4 E= a2 YHIO|EF LI

- DeleteScraper APl 2o 2 A3 7|0|HE AMK|ELICEH
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Amazon EKS £22{AE{2t Amazon Managed Service for Prometheus 43 AHO|A7F HE
CHE A™H U2 M n&F HHE AF20|HE Mdst2{™ CHS MRHE S LICH 0 & £0
AA A™ account_id_sourcedllE Amazon EKS Sc{AE{7} & E[o] /1, CHAM A

account_id_target0ll= Amazon Managed Service for Prometheus 3 A M O|A 7} Z & |0 QU
Cto 74 Ehct.

WA AE ™M 232)0|HE MAste{H™

1. AA HHo|M arn:aws:iam: :account_id_source:role/Source &g MM D CIS A
Z| HMZ FIHeLICH

{
"Effect": "Allow",
"Principal": {
"Service": [
""'scraper.aps.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "scraper_ARN"
b
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
}
}
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DescribeScraper.html
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2. A2 (Amazon EKS 28{AE)2t CH 4 (Amazon Managed Service for Prometheus $ 3 AH 0| A) 9]
D E Z&olct arn:aws:iam: :account_id_target:role/Target &S M85t CtS 4l
Z| H=E F 718104 AmazonPrometheusRemoteWriteAccess eSS 043l oF &L|Ct.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id_source:role/Source"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "scraper_ARN"
}
}
}
3. --role-configuration M2 Al&3t0{ AT H|O|HE M &g LICH

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\
--role-configuration '{"sourceRoleArn
Source", "targetRoleArn":"arn:awszlam::account-id_target:role/Target"}'

:"arn:aws:iam: :account-id_source:role/

4. 23ciolH H&E AFELICH

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "scraper-id",
"arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",

Amazon EKS S& 35


https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html

— Amazon Managed Service for Prometheus ALE MEAM

"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",

"status": {

"statusCode": "ACTIVE"
.
"createdAt": "2024-10-29T16:37:58.789000+00:00",
"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",
"tags": {},
"source": {

"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw",

"securityGroupIds": [
"'sg-security-group-id",
"sg-security-group-id"

1,

"subnetIds": [
"subnet-subnet_id"

I
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}

RoleConfiguration & AMH|A 9173 4F 7+ B4

Amazon Managed Service for Prometheus 3 AH 0|A 04 A 7| 2|3 RoleConfiguration
CHAL MH|A A4 482 CHA| MEH5l2d™ UpdateScraperE AOIOIES D A3 00|He S
st %ol RoleConfiguration Q0| KT AMHO|AE AMB5HoF B LICH A 38 0|T{0i A
RoleConfigurationO| M7{E[1 MH|A @14 A& 0| AASELICEH
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A 38 0|Het St AEHHM T AHO|AE HHEE M RoleConfigurationg A& ALS5tEdH
UpdateScraper0l RoleConfiguration2 CHA| X33t oF & L|C}.

Do 7|2 et E /34H0[A8 2380 M

£ A& 3104 Amazon Managed Service for Prometheus {2 AHO|AZ X|E
AT O|HE MEetiH LA T 0| 25 SUE HHoE MHE --role-
0

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",

"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'

A300|H & Al derxel @7
OS2 M 2380|HE B mf &dste 7HY Ll EXM LI

. ZIQFF AWS E|AATF EXNGHK| &LICH X|™E Bot &, MEY & Amazon EKS 28{AE7}
U040k B LIC}.

« IPFA B70| = ErLICH CreateScraper APIO| MESHE ZF MEYlo] 3tLt O|& 9| IP AT}
Lo4oF ghLCt.
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Amazon EKS Z28{AE= A3 80|H{7} X|E o HMHASHE dE 2SI E FAI6H0F ghLcH o] 7+

ol & 7tx| 40| U&LICH

« Amazon EKS HHA EF2 ALE 3P { Amazon Managed Service for Prometheus =& 7|0l 2244
E{ofl CHEF HMA HEHE RIS 2 M3 ELCH
2

. HE|E X|E ATEEE 5] Amazon EKS 2B{AEE £502 FAIEMLICE

Che ZRIOIME Zh2tol CHsh RbMIS] Bt LICE
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HMA EF0| 2&HE AT H 0| HMAE 250 Amazon EKS 74

Amazon EKSO]| CHEF HAM|A EF S AL 5= X2 Amazon Managed Service for Prometheus0d| 2
AEOAM X|EE AJCHEE = U HAMA HELS 2oists 7HE 42 Lot

API Q152 5185t 8 A3 EHE £l Amazon EKS 2Z{AEE TA5HoF &LICH EE{AE QIS 2

C = API 5= API_AND_CONFIG_MAPS = MZESHoF ELICH Ol EHAE ME HE Q| dHMA
T EHoj| /= Amazon EKS Z2£0|M 2 = & LIC XFAMIEH LI Amazon EKS Al AT A{ 9|

Amazon EKS Z{AE{0|AM IAM &g L= AL XA Kubernetes ZiA|0f| CHEH HM|A 5{E S FZ 6t

ZeiAHE S8 M £= FHAEHE YdE & 230 0|HE dHe + U&LICH

- EEAE 44 Al- Amazon EKS Z2£ 2 53 Amazon EKS Z2HAEE 48 m(XIEo et 24
AEO| URE AFJHO|HE M) O| HMAE FHE = USH, HHA &= HHMO| AIS2E
4 E|0{ Amazon Managed Service for Prometheus7t 2 {AE] X|ZE0f HAMAE = JU&LICEH

« EHAETI HHE F =7} - Amazon EKS 22{AE7L 0|0| UIE B AE ZEE API EE
API_AND_CONFIG_MAPL Z M™HEELICt. 22{™ Amazon Managed Service for Prometheus API &
= CLIE S3dli == Amazon EKS 2£ & Sall ' det 2320[woi CHal SHHE AMA &= EHY
Ol RIS 2 HME|H, siE A3 80|z AN AMAE = A&LICH

UM A ST A HMHE
A3 20|HE 4435t Amazon Managed Service for Prometheus7} @A A &
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>
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P &£ = AFE RHO| A KubernetesOll CHEF HM|A S{E S EESHMIR.

ek oh

"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",

Amazon EKS S& 38


https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html

— Amazon Managed Service for Prometheus

0o
1z

02
x

"ingresses",

"configmaps"

1,

"verbs": [

"get",
"list",
"watch"
]
},
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
},
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [

"get"

]

I
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [

com
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ConfigMap & HMA & =0l CHEF REMIEH LI 2 Amazon EKS AFR MM Q| IAM & F &
A& ROl Al KubernetesOll CHEE HAM|A F{E S FHZFHAMIL
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]

resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]

verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]

resources: ["ingresses/status", "ingresses']

verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
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verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. BHAEOIM S HHS My
kubectl apply -f clusterrole-binding.yml

e Fe{AE AE HielE U 720 MELICH o] oxl= 8
role2 AF835t1, AF&Xl O|E2 = aps-collector-userE AF& gL}

n
°
>
|u
o=}
°
]
-
o
2

=
3. CI= BH2 D7 scraper-id?_' A 38 0|Hoi CHEt HEE MSEL
Mol HHE ALE5to] Mdst A3 80| LT

o=
aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper®| Zoto|M Ctgat 22 A9l roleArns & &LCH

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

0%

Amazon EKSO M= O ARNO|| CHE @ Al0| R EFLCt CHS B0 AFS E BhetEl ARNS|
Al =EIEHoF BHL|C} CF2 & Alof 2t THEIEL|C)H

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
o & £01 0| ARN2

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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CSot 20| & -dslioF gLct.

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. O|™ BtH0|M =858 roleArnit 22{AEH 0|8 L 2|T2 AH850 EXHAEHMAM CHS BHES
|

A-ELICH

eksctl create iamidentitymapping --cluster cluster-name --region region-id --

arn roleArn --username aps-collector-user

HAISH it T AL KIS Al

O|= A 3t A3 80|17} clusterrole-binding.yml Tt oA M 4Ad5t o3&
87504 BE{AE0f| HMAE = U&LICH.

A38olH 27 I A

AWS AP| EE= AWS CLI & Al235t0 Ao AT M0|HE LEdst Lt AMR|Er &= Q& Lt

(@ Note
Z| Al H{X12| AWS CLI = SDKE Al238tm ¢/
5 3 5ot HHIO|EE MBELICH B

CloudShell2 At2%&FL|C},

HHEol ZE AT B0|HE LI¥stE{™ ListScrapers APl 24 At

=8 AM850{ LSS AWS CLIZE & LCt

aws amp list-scrapers --region aws-region

ListScrapers?t AHo| 2E A3 2|0|HE BHEHEFLICH 0 & E™ CtSot Z&LCt

"scrapers": [

{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-

abcd-1234ef567890",
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"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
},
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}
}
}
]
}
A3 B0|HE A X[St21T ListScrapers HUE AL&35104 4 X|5tEd= A3 8(0|H2| scraperId&
32 CHS DeleteScraper 242 AFE 304 AMAIELICE.

E=E A835to{ Ch& &8 AWS CLIZEE LICH

aws amp delete-scraper --scraper-id scraperId

Scraper 74

Prometheus £ 8t A3 80| S AF25104 AT 0|7} X|EE ZAMstT £Z5te W2 Ko
& £ U&LICH 0 & E04 X|E 7} WorkSpaceZ ME k| 2H4g HEE &= l&LICt dlolg ARI™
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A-835tod X| 22| Bo|E 2 SHe = CHA| B dg + J&LICH 2380|lH #82 A380lH H

o|o| UEII YAML TpUQIL|Ct.

M A 3207} 4 E|H APl ZE 0] A base64Z QI Y E YAML Tt S XMFsto] S RIHE L
Ct. Amazon Managed Service for Prometheus API0 M GetDefaultScraperConfiguration ¢
Ol ZT&t=E HE A mjalg Cl2c 8 £ olaLo),

238 0| 2HE X384 UpdateScraper XS AFE5HH ELICH X|EO| AAE .='.' ool E 3l
of 5t= Z<(0d: CHE Amazon EKS 2{AEE AO|0|E) A3 0|HE AX|E £ A
A8t ok & LCt.

KpEls 4

758t 2ol Cheh REMIEH EAME Z & 5t0d AT dolm 74 Ao CHst REMIEH LHE & Prometheus A
HMO| 242 FHESMR. 22H 74 M L <scrape_config> SM2 7t UEtMo 2 ZIQ 5t

SMH2 MHEFLIC

Amazon EKSE X|#ElE U MHIAO|2 2 X|HElE RUS MH[A AM R4 (<*_sd_config>)

2 <kubernetes_sd_config>¢lL|C}.

&l 78 Mo A 552 oSt £ &L

[e]]}
—_—r

* <global>

« <scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

* <kubernetes_sd_config>

Olz3t MM LHo| Mzt Atgte ME T mH Slofl LhRELic

ME T8 ot
CtS2 A321E 7k740] 30 Q! ME YAML #/8 mtlL|ct. O] M Z0i= kube APl ME{ X|E 2t
kube-controller-manager 2! kube-scheduler X|Z 01| CHEF X0 Z& |04 /& LICt RHAMIEH LIE2
Amazon EKS AFE MHMO|M FHEE Z8|2] HA| X|EE Prometheus A0 E 71X 27|& & X5
M.

global:

scrape_interval: 30s
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external_labels:
clusterArn: apiserver-test-2

scrape_configs:
- job_name: pod_exporter

#

kubernetes_sd_configs:
- role: pod
job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
apiserver metrics
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
kube proxy metrics
job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
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source_labels:

- __meta_kubernetes_namespace

- __meta_kubernetes_pod_name

separator: '/'

regex: 'kube-system/kube-proxy.+'
- source_labels:

- __address__

action: replace

target_label: _ address__

regex: (.+?2)(\\:\\d+)?

replacement: $1:10249

# Scheduler metrics
- job_name: 'ksh-metrics'

= AWS #

kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
Controller Manager metrics
job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
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« CHY - Static_configP_I CHA S IP =42 K|&dsHoF g L|Ct.

- DNS #Ql-CH4 O|F1 &t2dstod o] oM QA E[E 7 Y8 AHE OI&2 Kubernetes api AH{ !
kubernetes.default.svcQL|C}. CIE T E A|AH O|EL2 IP FAE K|35l oF &L|Ct.

o TEH50q- HEt0o| EHRSIX| o2 B MEFgLICH EHedt B Mt 204= Bearer0|0{0F 3tH /
var/run/secrets/kubernetes.io/serviceaccount/token It LE 7}2|740F ELICt &, A
2ot 49 Het 2o MM Ch3 1 Zhofof gL

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note

type: Bearer7} 7|2Zt0|E 2 MEfe = QU&LICH.

A38olH 74 A sHZ

Amazon Managed Service for Prometheus &=&7|= AFSS 2 X|EE AMstD A3 eEFLICH K|
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Elastic Kubernetes Service2t S & tle= A3 H|0|HE H&e =L UA&LICH REA[EH LI 2 Amazon

EKS S&& HZstMR.
Ao M

Amazon Managed Service for Prometheus <= &7|= Amazon MSK EHAEOM X|EE AM5tD =
5l 2380|122 F4ELICt Amazon Managed Service for Prometheus7t 23 8|0|HE & 2|5t
S2 QAHA Of0|ME E= A3 0|HE Y Held LR ool 2edh 2tEy, Eot al Azl
M3t

ol

fjo

0]

CS Mxtof MHE AWS CLI CHZ AWS APl EE =& AF83510{ A3 00|IHE AMAEr o~ Ql&L|Ct.
LIgto| A BO|HE BHE 7| I8t & 7t K| AP A2 S Z 4L ch

« Amazon MSK 2 HAE{7} A E|o{ Qlo{oF &rL|C}.

« Amazon VPC L{Q| Z E 11001(JMX Exporter) 2! 11002(Node Exporter)0il A QIHIRE EZfEE 5
235 C 2 Amazon MSK 2{AE{o| Eot 128 7 M3tL|CH A3 8 0|H7F Prometheus X|EE £
Zl5t7| 218l ol248 DNS B2 =0l 2 A|AsHoF 57| S LCt

« Amazon MSK Z22{AE{7} & F 5= Amazon VPCO| DNS7} £ 445} £|0{ Qlo{of &fL|C}.

(® Note
ZAE = Amazon 2|44 O|§(ARN)2S 2 A3 80|t HAAELICH SEHAHE ARX|EH Ct
= Ol§0| Z2 M EB{AEE 44 %+D=| ARNO| A E2{AE{ol| RAFSELICH 0|2 Qls &3
glo|He= M E2E{AEo| CHet X[&E Zotedn ATeLIcH EciAH AXt = 238
Ol E ATAErLICt.
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To create a scraper using the AWS API

CreateScraper APl 212 AFE5t0{ AWS APIZ AP 0|HE Mgt
SE(HZX[LIol 58) 2[™o| A3 2|0|HE MEerLct ## Z2HXE ALS Xt

=2 ood™

AE MEE At 238 0|H M2 MEgLCt

(@ Note
CHe 2B o
x4 F el HMEYE _JT&?:.*%HOF gfLck.

POST /scrapers HTTP/1.1
Content-Length: 415

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

{
"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-east-1:123456789012:workspace/ws-
workspace-id"
}
I
"source": {
"vpcConfiguration": {
securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]
}
I
"scrapeConfiguration": {
"configurationBlob": base64-encoded-blob
}
}

Ol oMol M scrapeConfiguration mEt0|E{0|= MSK 22{AE{2| DNS B|ZEE
base64= 2|3 E =l Prometheus 743 YAML I} 2l0| E 2 &FL|C}.

L|C}. Ct= ofdl= O|=
9| Amazon MSK 24
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Z'DNS BHlZE= §H 78 G Lo EE2 74 ¢

A= ZQIE
B4 HIR[E EZ7H0] 2145t 178 HEE HEE + U&LICH

MSK 2HAE £EH2|DNS BZE = SciAH FHY HEZAH L& A 718 B #0f sliF &L
Ct.

- 7|18 74 -370 AZ0l| AR U= 37el HEE2 7 == =37/ DNS HIZE
o AR X|H 7 -274 AZO| AX U= 27He| EEF{ = E =27H2|DNS HIZE

MSK 2AE{2| DNS B|ZEE 2 Ql5t24™H MSK 2 & (https://console.aws.amazon.com/msk/
home?region=us-east-1#/home/)2 LIC}. MSK 2HAEZE O|SELICH &4, EE27, =X QI
EE Re|2 MEigtL|cH

P F 7hK| 2M0| J&L

4o

o
rir
rir

Prometheus7} MSK 2HAE{M X|EE $ZXStEE 7
CH.

1. E2{AE =& DNS EQI(HY) - E2{AE2| 7|2 DNS O|§2 M85t EE EEAHE
AAso= AMELICH EZ27{ Al _Jt°|E7P b-1.clusterName.xxx.xxx.xxx@l &<
clusterName.xxx.xxx.xxx= DNS B|ZEZ At2¢tL|Ct. o|Z A 5™ Prometheus7t 22
AE LS| ZE HEFHE RSS2 AJEHE £ U&LICH

MNE EZFA=EXQIE - MESHE MOo{E AE35IE{H 2 EEF AEZQIEE JEHX O Z X|
HEfLch FEoM A BE27{ AERHb-1, b-2)& ALS T LICH offA:

dns_sd_configs:
- names:
- b-1.clusterName.XxXX.XXX.XXX
- b-2.clusterName.XxXxX.XXX.XXX
- b-3.clusterName.xxx.XXX.XXX

(® Note
clusterName.xxx.xxx.xxx= AWS £ 9| AXN| MSK Z2{AE ¢l CIEZ HIE L
Ct.
AEMIEE LI 2 Prometheus A A0 <dns_sd_config>& & E5HAIL.
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ChE2 23080l 74 ool of &LICH.

global:
scrape_interval: 30s
external_labels:
clusterArn: msk-test-1

scrape_configs:
- job_name: msk-jmx
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11001
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address_ ]
target_label: instance
regex: '(.*)'
replacement: '${1}'

- job_name: msk-node
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11002
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address__]
target_label: instance
regex: '(.*)'

Amazon MSK S&t
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'${1}

replacement:
LICt 222! base64 BHEH7|E AHS

I} 2 S baseb4 = BAEHEF

Example Linux/macOS

echo -n scraper config updated with dns records | base64

Example Windows PowerShell
UTF8.GetBytes(scraper config

ToBase64String([System.Text.Encoding]

[Convert]::
updated with dns records))

/é)%l-u

otod 23 20|HE HHE
g A8 %te

AWS Command Line Interface0|A create-scraper @E2 AFS
) 2|™of| A3 B 0|HE ML ## 2EHIA

Ct. CtS oAM= 0l= S8 (HX|L|ot 58
Amazon MSK 22{AEH HEZ CHAstD 238 0|H #+42 MNMSELICH

To create a scraper using the AWS CLI

MBI T 712l 7+8 ool AR

(® Note
CHY A2 LR[S 22 O &
& aijoF &Lt

= 7hol MEUwE 23

E B

aws amp create-scraper \
--source vpcConfiguration="{securityGroupIlds=['sg-security-group-
'subnet-subnet-id-2'1}" \

id'],subnetIds=["'subnet-subnet-id-1"
--scrape-configuration configurationBlob=base64-encoded-blob \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-

west-2:123456789012 :workspace/ws-workspace-id'}"

- CI22 AWS API2} &7 AFEE = e 23 80| 2Hedo| ™
CreateScraper APl 2o 2 A3 8|0|HE MMELICH
« ListScrapers APl &¢{o 2 7|Z A3 ¢|0|HE LI&dgtL|Ct.
HE T8 T A2 dolo|EFLC

 UpdateScraper API 4o 2 A3 70|H9|

53
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« DeleteScraper APl 2422 A3 7|0|HE AMX|ELICEH

« DescribeScraper APl 2140 2 A 3 7{|0|mH o]l CHEt AFAIEH LIS & elgtLCt.

X|EE £+ 3l2dE Amazon MSK £ 4AE{7} Amazon Managed Service for Prometheus = Z!7|2} C}
E AEA e B2 i AY AHM A320|HE M52 ™ ot HXHE S LICH.

0 € £01 Amazon MSK7} Qe & | AA H™H account_id_source® Amazon Managed
Service for Prometheus 2|3 AH|0|A T} Qe F HRY CHA H|"H account_id_targetdt 20| F |

ol U= E*E 7HgELIh

WA HE dHM 23 E0|HE +d5tedH

1. AA A™HOM arn:aws:iam: :111122223333:r0le/Source L& S Mt OIS ME H
M FTHch.
{
"Effect": "Allow",
"Principal": {
"Service": [
""'scraper.aps.amazonaws.com"
]
1,
"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-region:111122223333:scraper/scraper-
id"
1,
"StringEquals": {
"AWS:SourceAccount": "111122223333"
}
}
}

MAM 2 F718104 AmazonPrometheusRemoteWriteAccess T&HS 5 048H0F g L|Ct.
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/Source"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"sts:Externalld": "arn:aws:aps:aws-region:111122223333:scraper/scraper-id"

3. --role-configuration M2 AtE35t0{ 23 2|0|HE MMELICE.

aws amp create-scraper \ --source vpcConfiguration="{subnetIds=[subnet-
subnet-id], "securityGroupIds": ["sg-security-group-id"]1}" \ --
scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:aws-
region:444455556666 :workspace/ws-workspace-id'}"\ --role-configuration
'{"sourceRoleArn":"arn:aws:iam::111122223333:role/Source",
"targetRoleArn":"arn:aws:iam: :444455556666:role/Target"}’

4. A3polH dds HAEE LI

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "s-examplel23456789abcdef@",
"arn": "arn:aws:aps:aws-region:111122223333:scraper/s-
examplel23456789abcdef@": "arn:aws:iam::111122223333:role/Source",
"status": "ACTIVE",
"creationTime": "2025-10-27T18:45:00.000Z",
"lastModificationTime": "2025-10-27T18:50:00.000Z",
"tags": {3,
"statusReason": "Scraper is running successfully",
"source": {
"vpcConfiguration": {
"subnetIds": ["subnet-subnet-id"],

Amazon MSK S &t
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"securityGroupIds": ["sg-security-group-id"]

iy
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:aws-region:444455556666:workspace/
ws-workspace-id'"
}
1,
"scrapeConfiguration": {
"configurationBlob": '"<base64-encoded-blob>"
}
}
]
}
RoleConfiguration & MH|A 473 gk 7+ #4F

Amazon Managed Service for Prometheus 3 AH 0|A0f A 7| 2|3 RoleConfiguration
CHAI MH|A 4 48t 2 ChA| MEH3HE{T UpdateScraperE UOO|ESID A3 80|t &
8t HHoll RoleConfiguration 80| I AMHO|AE ME5HoF g LICH A3 8 0|THo|AM
RoleConfigurationO| M7{E[1 MH|A @14 A& 0| AASELICEH

A300|Het SUSH AHM K AHO|AE

#4738 I RoleConfigurationg & ALE35l2{H
UpdateScraper0 RoleConfiguration2 CtA| X335

1S 3tioF & LICt.

A3eolH 27| & A

AWS AP| EE= AWS CLI & AF835104 Aol AT HI0|HE LIYSHHLE AX|E o~ Ql&L]Ct.

(® Note
Z|& HTS| AWS CLI EE= SDKE AtE5t =X Elguct =4 HT
S ¥ 2o HOlo|EX MSELCH &=
CloudShell& AFRELICEH
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HHEol ZE AT H0|HE LI¥stE{™ ListScrapers APl 242 AL & LICtH

EEE AF8SHo{ OS2 AWS CLI

ok

EgfLct

aws amp list-scrapers

ListScrapers7t Aol ZE A3 20[HE greteLICH o & EH ChEt Z &L

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:aws-region:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
1,
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"vpcConfiguration": {
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

}I

"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:aws-region:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}
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A3 80|HE AA5HE{™ ListScrapers &
32 CHS DeleteScraper 242 AF& 304 AMA|IEHLICE.

E=E A835to{ Ch& &8 AWS CLIZEE LICH

aws amp delete-scraper --scraper-id scraperId

HUS A8 sto] A XlstE s

A3 80|HHO| scraperIdE

Amazon MSKO|A =Z&E X|E

Amazon MSK2} & & 5t™ Amazon Managed Service for Prometheus =&7|7} AHS S 2 L} X|EE

A& ELCt

X|ZE: jmx_exporter ! pod_exporter & ¢4

XE

jmx_config_reload_failure_total

jmx_scrape_duration_seconds

jmx_scrape_error

java_lang_Memory_HeapMemoryUsage_used

java_lang_Memory_HeapMemoryUsage_max

java_lang_Memory_NonHeapMemoryUsage_

used

kafka_cluster Partition_Value

kafka_consumer_consumer_coordinator_
metrics_assigned_partitions

X £E F7| S0 IMX R EE A3iE st

ol A2l Alzh(x)LCt.

JMX X[ E 23 E1E Sof| LR/ 7 LR =X] 0o

HE LIEPHLICH1 = 27, 0= &3).

ok

JVMol| A8 El El
Ct.

5| W= 20| 2(HHo|E)QlL

HZE2| eElof AFSE & = =0 &l HIZE
¥ (HIO|E)ILICt.

JVMO| $XH AL
E)Lct.

=l £ 0|9 HlZ 2|2 Y (Hto|

Kafka Ec{AE TE|M1} 2H24El 47 AFEH] &
E S mE|M ID & FANEE EF 50 EAIE
LIC}.

247K o AHIXtAH EEEl mtE|

g
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°
r
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XE

kafka_consumer_consumer_coordinator_
metrics_commit_latency_avg

kafka_consumer_consumer_coordinator_
metrics_commit_rate

kafka_consumer_consumer_coordinator_
metrics_failed _rebalance_total

kafka_consumer_consumer_coordinator_
metrics_last_heartbeat_seconds_ago

kafka_consumer_consumer_coordinator_
metrics_rebalance_latency_avg

kafka_consumer_consumer_coordinator_
metrics_rebalance_total

kafka_consumer_consumer_fetch_manage
r_metrics_bytes_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_latency_avg

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_lag_max

kafka_consumer_consumer_metrics_conn
ection_count

kafka_consumer_consumer_metrics_inco
ming_byte_rate

4

AC|UO|E{of OIX|H 22 StEH|EZF HMESEl O]
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XE

kafka_consumer_consumer_metrics_last
_poll_seconds_ago

kafka_consumer_consumer_metrics_requ
est_rate

kafka_consumer_consumer_metrics_resp
onse_rate

kafka_consumer_group_ConsumerLagMetr
ics_Value

kafka_controller KafkaController Value

kafka_controller_ControllerEventMana
ger_Count

kafka_controller_ControllerEventMana
ger_Mean

kafka_controller_ControllerStats_MeanRate

kafka_coordinator_group_GroupMetadat
aManager_Value

kafka_log_LogFlushStats_Count
kafka_log_LogFlushStats_Mean
kafka_log_LogFlushStats_MeanRate
kafka_network_RequestMetrics_Count

kafka_network_RequestMetrics_Mean

L

A—|I:I=|/EK
=o//™

Ot X|2 AHIXE poll() 2& O|F ZutE! AlZh(XE)

AH[RF 25 0| 2R AHIRF XA 222, AH|R
7t Aot FI&MK U= X|E LIEFHLICH

Kafka TAE B210| B4R} AEf E& ZHULICH =
T4 HEEH, 0= HIEA)

AH[AF 250l Chet 25 HEH0H & E|xte
S &Ef EE= Zh Lt

23 Se{A Zdel & H+Lot
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INE:
kafka_network_RequestMetrics_MeanRate
kafka_network_Acceptor_MeanRate
kafka_server_Fetch_queue_size
kafka_server_Produce_queue_size
kafka_server_Request_queue_size

kafka_server_BrokerTopicMetrics_Count

kafka_server_BrokerTopicMetrics_MeanRate

kafka_server_BrokerTopicMetrics_OneM
inuteRate

kafka_server_DelayedOperationPurgato
ry_Value

kafka_server_DelayedFetchMetrics_MeanRate

kafka_server_FetcherLagMetrics_Value

kafka_server_FetcherStats_MeanRate
kafka_server_ReplicaManager_Value
kafka_server_ReplicaManager_MeanRate

kafka_server_LeaderReplication_byte_rate

kafka_server_group_coordinator_metri
cs_group_completed_rebalance_count

HAHEE|o| U= XHE HH(2= th7]| F)2l
RarN ] Bl Tl

KAE 7tx27| 5fdol 2T B S elLlch.

SHE m™M A =of CHEF 2] X[d gf Lot
(EIHECH Lot FI&K U= XIS LIEHH).
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T (HHOIE) L.

rot
0.

AHAGOE MY 2te & Sl

Amazon MSK & &t

61



— Amazon Managed Service for Prometheus

ol
[l
0%

x|_v. AE-||:|=I/§7C-I

L

kafka_server_group_coordinator_metrics_offset & T Al 7{0! &4 =l |C},
_commit_count

kafka_server_group_coordinator_metrics_offset T Al 7{0! &t{o| & & lL|C}.
_commit_rate

kafka_server socket server metrics_c SR 2 A4 lLCt
onnection_count

kafka_server_socket_server_metrics_c M odd MM ztdo| T £ QlLCt.
onnection_creation_rate

kafka_server_socket_server_metrics_c 2 HAZA S22 s QlLct.
onnection_close_rate

kafka_server_socket_server metrics_failed_aut & QI& A|T ATl 42l |C}.
hentication_total

kafka_server_socket_server_metrics_i 2 =L HOIE S ELICH
ncoming_byte_rate

kafka_server_socket_server metrics_o 2 YA HOIE S ELICH
utgoing_byte_rate

kafka_server_socket_server_metrics_r T HE ST QL
equest_rate

kafka_server_socket_server_metrics_r =g 88 £ QlLch,
esponse_rate

kafka_server socket_server metrics_n HEXZ I/0 ol =T £ lL|Ct.
etwork_io_rate

kafka_server _socket _server _metrics_io_ratio /O 4ol A2 El AlZE HIEL|Ct.

ok

kafka_server_controller_channel_metr ZHEED] Mol SRl & o4 +=lL|Ct.

ics_connection_count
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INE:3 HdE=EH

kafka_server_controller_channel_metrics_incom Z1EE8{ Ade| =& 4l HIO|E S ElL|C}.
ing_byte_rate

kafka_server_controller_channel_metrics_outgo ZAEE2{ AL =T g4l HIO|E £ T QIL|Ct.
ing_byte_rate

kafka_server_controller_channel_metrics_reque Z1EE0{ Ao =& @8 ST QlL|C}
st_rate

kafka_server_replica_fetcher_metrics_connecti  SA|& 7}X{27|0i| CHEt $4A] &4 012 QL
on_count Ct.

kafka_server_replica_fetcher_metrics_incoming  SA[& 7}X{27(0i Ciet =& +=AI HIOIE &=
o]
=

_byte_rate L|CF.

kafka_server_replica_fetcher_metrics_request.  SAE 7IX{2 7|0l CHet & @™ £ lL|C}.

rate

kafka_server_replica_fetcher_metrics_failed_a SXE 7tXH27(0f chet & 18 Al Aluf S

uthentication_total Lt

kafka_server_ZooKeeperClientMetrics_Count ZooKeeper 2EI0|HE 20| & J+lL|Ct.

kafka_server_ZooKeeperClientMetrics_Mean ZooKeeper 220 E 2r{o| W K| AlZh
ALt

kafka_server_KafkaServer_Value Kafka MEHQ| $4AH AE EE= ZFQIL|CH e

HA
o2 M7t A% 5US Lied).
node_cpu_seconds_total Zt QE(ABRE AIAEL fF S)0lM CPUZE A

4
Bt & AZh(Z)g cPU R ZEHZ EF S04

node_disk_read_bytes_total Claz oM H3xe
HfO|AYHZE FE75l04
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node_disk_reads_completed_total ClaZof CHa M3Hoz 2R E & 27| 3¢
E C|Hto|AaEE & Al
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INE: MNH/SH

node_disk_writes_completed_total Cla30of CHall SR ERE & M| S
E ClHto|AMEE 2R/ 5to{ EAIFLICH

node_disk_written_bytes_total Cla3o 8S3Mo2 7|5 E & HiO|E =& C|

node_filesystem_avail_HIO|E B2 E ALZRA7} ol AFZ RFOIA| A|-9- 7t 8t ot
o AlAR| Z7HHIOIE)S ClHtolA L EFX %]
HME=E 2R/otod TAIELICH

node_filesystem_size_bytes ot A|AERIC[ & 3 7|(HIO|E)E ClHo|A &
S XIHHEE B2 /R5t0{ EAIFLIC

node_filesystem_free_H}O|E M 7tsE I Y AAE S7HHIOIE)E C|HIO|
A L ERY X|HHEE 2F/S5H0{ ZAIFLICH

node_filesystem_files o A|AEIO[ & Tt Lt E(inode) =& C[HIO|
A S EXY X|HHEE 2F5t0{ ZAIRLICH

node_filesystem_files_free o A|ARIO| AL 7tS 8 I = E(inode) =
E Cldto|A S EIXY X|HHEE 2F6to{ ZAIE
LICt.

node_filesystem_readonly otel A|AEI0| 87| Mo 2 NIREL|IUEX|
{2 & LIEHHLICH1 = &17| 0=8{7[-A
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node_filesystem_device_error b A[AH E7HXe St 2F 7 &
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gt X| £ E A EF5to{ S7H5HOk EL|Ch XA X|EE F3E = JUX[EH¢tEA O HEee gLt
Kubernetes(Amazon EKS EZ &) 2! 7|E ofq 2tolERq2| & MH|AE Ol X|EE &Y 7EHE L
Ct.
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« X|EE Prometheus X|EZ LHELHE 7|Z 2tolE 2] & MHU|A0f CHEF XEM|EH LI 2 Prometheus
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« A& Z=0{ A Prometheus &t
LHELHZ| g XM L.

|EE LHEL = ol cHEt REMIEH LHE 2 Prometheus AHE A2
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- &7 E23

« Exporter 271
« I MSaE 23 olal & AIE

MHIA QM 27

MHIA AM 20 CHE S Zefsto] e AM == M[Aoi Ciet WEE MSgLich
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« Kubernetes AP| 2|4
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CtS oMo ME MH[A
Amazon EKS 2HAE 7t EXM3HX| &S

X|HE Amazon EKS Ec{AE 7l Qi@ LS 2771 &hMELICt

{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source exists.
},
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}

MHIAE ZAIE = Qe MAS A 7|8 HMA Mo{(RBAC) HEHo| +=&l7[o gis R CE 2
For AL

{

"component": "SERVICE_DISCOVERY",

"timestamp": "2025-04-30T17:25:41.946Z",

"message": {

"log": "Failed to watch Service - Verify your scraper source permissions are

valid."

I

"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
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oEI

A ZQIEE ZAIY £ U e A 7|d MM A Ho{(RBAC) HEHO| 2 T7|of gt B9
S oF7 wAFLIC
{

"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.9462Z7",
"message": {

"log": "Failed to watch Endpoints - Verify your scraper source permissions are
valid."
I
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
=87 21

- AEZQIEE ALSE £ glo] &gt A3efE Almy
- CHA ATEHE A Al st 44 2A

- ATEHE B B LM AIBH AlZE Z=3

« ATEHE CHA Ol A BHREE HTTP & Ef 2F

{
"component": "COLLECTOR",
"message": {
"log": "Failed to scrape Prometheus endpoint - verify /metrics endpoint is
available",
"job": "pod_exporter",

"targetLabels": "{__name_ =\"up\", instance=\10.24.34.0\", job=
\"pod_exporter\"}"
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1,
"timestamp": "1752787969551",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

[

-~

"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"message": "Scrape failed",
"scrape_pool": "pod_exporter",
"target": "http://10.24.34.0:80/metrics",
"error": "Get \"http://10.24.34.0:80/metrics\": dial tcp 10.24.34.0:80: connect:
connection refused"

},
"component": "COLLECTOR"

Exporter 21

Exporter 21 & CI2 2 &350 =& E X|EE Amazon Managed Service for Prometheus /3 A |
O|lAZ EUllE Z2MA CHet HEE M3 FLIch.

- MEIE X|E YO0l ZRIE £
- 3AHO|A EXMEZ QT LIELHZ| AT

. X|EES ZAEIE{T o mf HrAEE Mt o=

"component": "EXPORTER",
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"message": {
"log": "Failed to export to the target workspace - Verify your scraper

destination.",
"samplesDropped": 5

1,
"timestamp": "1752787969664",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

message

EIHAIX| 2HA2E, £t x5 HE7F 28 E = JU&LIC
component

2IE MAEH T 2 AQILICHSERVICE_DISCOVERY, COLLECTOR, EXPORTER).

O O -
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1. MHIA AN 22X
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* Kubernetes 2|40 HM|ASHE O HR et #Heto| =E7
2. X|E A3E4E EA|
« COLLECTOR 2Z10iM 2321 ¥ Aluf7t l=X| = elghLCt,
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=
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1. https://console.aws.amazon.com/cloudwatch/OilA-I CloudWatch &

2. EIMANMEO £ MEisHL|CY.
=F

[== i |
3. &7 2O :L—E—(/aws/prometheus/workspace_id/collector/collector_id)% £
4. EI O|HIEE FotEHLt AMSto{ 2t MEE &L Ct.

CloudWatch Logs Insights& At&35t0 +&7| 2O & F2lstn BAME = JU&LICH 6§ 04, AMH]
AAMORE BF Fof{HCtg1 2ol #uct

fields @timestamp, message.message
| filter component = "SERVICE_DISCOVERY" and message.message like /Failed/

| sort @timestamp desc
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AWS |dentity and Access Management(IAM)= AWS Z|AA0| CHEF HHAE FMSHAH AMo{5t= O
20| El& # MH[AQILICH IAME AR50 EIAAE AIRSHEE Q5 (ROQl) & Het 2of(H

Bt UIZ)E CHA 2 A o4&rLICt. Amazon Managed Service for Prometheus= IAMI & & £|04 Ci|O|E
£ otME A fX|5HE Ol ==20]| ElLICh Amazon Managed Service for PrometheusE A& =
Prometheus MH0|M X|EE =& 35t Grafana AMH{7} Amazon Managed Service for Prometheus
WorkSpaceOH MEE XEE HEE = ULS st= E 7HX| IAM HE S 5ok &Lt IAMO]| CHEt
REAMIEF LHE 2 IAMO|EE? MM E EHATIMIR.

Amazon Managed Service for Prometheus& &d835t= O =80| &= = COHE AWS 22t 7|S2 M
A 4 MY T2 HAAWS SigV4)ILICH AWS . M BT 45 HTTPOIA ELH AWS QFof 2IE
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AWS Distro for OpenTelemetryE +=Z&7|2 AlE

0| Al M0{ M= Prometheus #IS OHZ 2|7 0|40 M A3 80| Z 5t 1 X|EE Amazon Managed
Service for Prometheus2 2 LHZ=Z AWS Distro for OpenTeIemetry(ADOT) Collectorg T+-d35t= &
2 MYgLCH ADOT Collector0dl CHEF XEAM[EF L& & AWS Distro for OpenTelemetryE & E5HMIR.
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AME| gHA JSON01IA-I aws - ampE adot-colZ HIE C}S, M| 22 4ol E

L

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-

east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE : sub": "system:serviceaccount:adot-
col:amp-iamproxy-ingest-sexrvice-account"”,

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

}
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JSON

{
"Vexrsion":"2012-10-17",

"Statement": [

{
: "Allow",

"Effect":

"Action": [
"aps:RemoteWrite",
:GetSeries",

Ilaps
"aps:GetLabels",
"aps:GetMetricMetadata"

1,
"Resource": "*"
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5t alertmanager & = E LHELHZ|7} 7|
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Amazon EKSO{| A WA T O|A

I g=HE Lt

aws-otel-community 2| 2| Z X|EZ2|0{|A ME

BES AHELICH

ajo

Ct
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i
cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest
Amazon ECR EE £ DockerHub®2t Z 2 B X|AE 2|0 0] O|O|X|E FA|EfLICEH
HHEZ B LICt prometheus-

AI_J._

2.
3. 0| Kubernetes 742 SAtotT HE3t0{ 2HAEN ME H2
sample-app.yaml TtU0{AM {{PUBLIC_SAMPLE_APP_IMAGE}}E CHxi|5to4 O|O|X|E &2

Algt olo|x|2 BggrLct
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curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml
kubectl apply -f prometheus-sample-app.yaml

4. CI2 BHES U3sto] HE Ho| AR A=K = QEL|CH HE £330 NAME &of|

prometheus-sample-appol E AIELC

kubectl get all -n aoc-prometheus-pipeline-demo
5. ADOT Collector| 7|2 QAEAE A|ZIEILICE O|FH A 5t2{H HA CHE BHE =45t04 ADOT

Collector@| Kubernetes #4342 Z0{SL|C}.

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

OH g, HES! 1S T EIEH04 Amazon Managed Service for Prometheus S 3 A M 0| A0f
CHEF remote_write AIEEZQIEE YOUR_ENDPOINTZ HIF 1 2|72 YOUR_REGIONS E H}E L

Ch aAHO|A ME HEE QI8 i Amazon Managed Service for Prometheus 2£0{ E A
Z|E remote_write QIEZQIEE A2 EL|Ct

%

EE 3t Kubernetes 7432| YOUR_ACCOUNT_ID AMH|A A& Mol AWS A IDE #7351 ok
L|C}.

O| of|M|oflAH ADOT Collector 42 F4(scrape=true)2 AI&5t0{ AT EE CHA A= 2O
EE gz{ELICt o|& &35l ADOT Collector= ME M A=EEZQIEE 22{AE{ 2| kube-system ¢l
CEQIEQ HE £ U&LICE CHE ME U2 A3cHEsSIZie 4 ilol2 KX F4oiA O]

7. ChE HHES 22335104 ADOT Collector7t A|ZHE|A= K| 2 QI LICH NAMESPACE €0 A adot-

kubectl get pods -n adot-col

8. 2 LHELI7IE ALS5tod THO|ZatQl0] S sHR| HQIFLICH oM HEXS 27 L LA |9t
olo| S3fElof YBLIC THE TS ULIC
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kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

HME Aol 23 EE X & LdF = ChS oot Z&LTh

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus7| X|EZ& 54l

3 wscurle At
StL|CH. O| EFE AIE235HH AWS Sigv4 @ OIS E AFE235t0 &
C

Xl B[A aw
E2 SHHTTP 282 B £+ ?
= A SHIE B2z ZZHM

X4 AWS ZHS MAsHof #LIck MAx|of cHEt X[E2 awscurl
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x |
ko Hu

C= B0 A AMP_REGIONZ} AMP_ENDPOINTE AM&X}2| Amazon Managed Service for
Prometheus WorkSpace0i| CH8t HE 2 HIZ LIC}.

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

SHOR X|E7t £4IE|H oo Z 2Rl ol o PR EIR T X ETF ME HollM
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kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

g 748

Prometheus Receiver= Prometheus AE A 2| 7 4J0f dBEl Prometheus 23 24E & &i[0|& RHX|H
FAo| MA| MEE K[EL|Ct. o|z{8t £ ADOT Collector #4301 2 204 D& £ Ql&LCH

=2 T AAH

Prometheus Receiver?| +40{= MH|A AM AT EHE 74 2 o8 AHXIH F#+440] = &ELICH
7| 2HE2 ChsoF 2 aLct.

receivers:
prometheus:
config:

[[Your Prometheus configuration]]
CtS2 oAl i ct.

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

HU

7|& Prometheus 7t80| U= B 2440| &3 HTZE HIFX| A E $ E $$2 ok gf
LICt. *0O| 242 relabel_configurations 2| CH&]| {0l &5 S &rLICt 01|% Eofctsa Zo

relabel_configuration 2 Al stE E

relabel_configs:
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- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ _meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

Ct=Sa 2ol Euch

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://%${2}${3}
target_label: _ param_target

Prometheus Remote Write Exporter 2! Sigv4 Authentication Extension

Prometheus Remote Write Exporter2t Sigv4 Authentication Extension2| 742 Prometheus
Receiver2 C} ZHEFEFLICEH mo|ZE2@lo] O] EFAMME o|0| X[ &7t =& =i O] HIoIEHE
Amazon Managed Service for Prometheus2 LHE'd &H|7} ZII&LICH. Amazon Managed Service
for Prometheus®t S&l6t7| 218 A3 Ml 0| x[4 2F A2 CFS oilA[of Lot JL&LICE.

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

O #42 7|& AWS R BF #|22| AWS At SBE ALE 504 AWS Sigv40i A MEEH HTTPS 2
g Lo RMIE LI82 AWS SDK for Go7 4 Mg HESHMR. MHIAE aps2 X|HsH ok &

L|Ct.

HHE 2fEdof 27|10] ADOT =& 7|= 7|8 AWS At & X Qlof| LY E SM T stLtol| HMAE
2= 24040k LI}, Sigv4 Authentication Extension20{ |& AWS SDK for Go StH O|& Ar& 3504 Xt
H BHES XM S ELICE olg{8t £+ 2150l Amazon Managed Service for Prometheus0d| CH
gt A M| HEHo| U=X| = elshok g LCt
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https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
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AWS Distro for Open TelemetryE At&35t0{ Amazon ECSOHIAM X[&E =& ™

o] MlMoi A= AWS Distro for Open Telemetry(ADOT)E AF& 8104 Amazon Elastic Container
Service(Amazon ECS)0| M X|E & == £ 5t0{ Amazon Managed Service for Prometheus0l| =& 3t=
oS MAHBHLICH S8 Amazon Managed GrafanaOll M X|EE A|ZH&lete g MHEEL|CH

MH =7

/A Important
AlIEHEE7| Mol 7|2 & o] 28 El AWS Fargate 2 2{AE{ 2] Amazon ECS 27, Amazon
Managed Service for Prometheus {3 AH 0|A, Amazon Managed Grafana 43 A M 0|A
7F Qlojof gLt Z4El|0|L] /3 2=, Amazon Managed Service for Prometheus, Amazon
Managed Grafana0il CHaH & 271 QICtT 7HghL|Ct

REMIEE L8 2 ChE @38 xR,

M
ikl

« 7|2 M™0o| M El Fargate Ec{AE{0|A Amazon ECS 42 MM5tE ghol CHEr RFMIEH LHE
2 Amazon ECS 7H2 &t QHLiA{ O] 2 E{AE M S FERFMR.

« Amazon Managed Service for Prometheus T AHO|AE M 5t= Yo CHE AFAIEH LIS
Amazon Managed Service for Prometheus At& HAEMO|M KT AHO|A S FESHAMIR.

« Amazon Managed Grafana 2|3 AH O|AE Mdst= Eedof CHEt XEAMIEH LHE 2 Amazon
Managed Grafana At& HHMOM KT AT O[A MEE FHESMR.

1EHA|: AF2 X X|Z ADOT Collector Z1E{| 0|4 o|O|X| & 9|

CIS 74 ot g HESIo 2 AF235tod TR 8 ADOT Collector Z4E{|0|L O|O|X|E Zo|gfL|C}.
my-remote-URL & my-regiong ZtZf endpoint % region Z/2 2 HIELICH 742 adot-
config.yam|O|2t= mtoi| R{E§L|C.

® Note
O] 2| M= sigvsauth EE Z2 I Z A& 3504 Amazon Managed Service for
PrometheusOl| CHEt Z &2 9IS & LIC} sigvsauth 40l CHEF XEAIEH LI 2 GitHub 2l
Authenticator - Sigv4S & X35}

x
ko L
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https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension
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0o
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0%

receivers:
prometheus:
config:
global:
scrape_interv
scrape_timeou
scrape_configs:
- job_name: "pr
static_config

- targets: [
awsecscontainermetr
collection_interv
processors:
filter:
metrics:
include:

match_type: s
metric_names:
- ecs.task.
- ecs.task
- ecs.task.
- ecs.task.
- ecs.task.
- ecs.task.
- ecs.task.
- ecs.task
exporters:
prometheusremotewri
endpoint: my-remo
auth:
authenticator:
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:

al: 15s
t: 10s

ometheus"

s:
0.0.0.0:9090 ]
ics:

al: 10s

trict

memory.utilized

.memory. reserved

cpu.utilized
cpu.reserved
network.rate.rx
network.rate.tx
storage.read_bytes

.storage.write_bytes

te:
te-URL

sigvé4auth
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extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]

metrics/ecs:
receivers: [awsecscontainermetrics]

processors: [filter]
exporters: [logging, prometheusremotewrite]

2EHA|: ADOT Collector Z1E|0|L] O|O|X[£ Amazon ECR EZ|ZX[E 2|0 FA|

Dockerfile2 AF&3t04 Z1E 0|4 O|O|X|& 44335t Amazon Elastic Container Registry(ECR) 2| Z X|
EZ|ofl FAIRLCE

1. Dockerfile2 H=5t04 Z4E|O|L1 O|OX|E SAtet OTEL =7{ o|O|X[oi| F7+EFLICtH
FROM public.ecr.aws/aws-observability/aws-otel-collector:latest

COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR Z|ZX|E2|E MAsL|Ct.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. ZdElold o|Olx|E Yo ErLIct

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note
017| M= E[O|L{7t MY E Bt Ent St 2t 80l HE|0|HE L=t 7HE R LI
O 2 F< o|0lx|& YEF W --platform IELOIE{E ALS 8ok & &= U&LICH

LS

4. Amazon ECR 2|ZX|E2|o| 2aIFLICH my-regionE region gt 2 HbELICH,

# sign in to repo:
aws ecr get-login-password --region my-region | \
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0o
1z
0%
x

docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY
5. ZiH|0|L] O|O|X|E F AlELICt.

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

3EtA|: Amazon Managed Service for Prometheus& A3 2| E & Amazon ECS EfA T HO| A4

Amazon Managed Service for PrometheusE A 3 2i{& & Amazon ECS EfA 3 &o|E MMt |ct Ej
A3 Holo= 0|&0| adot-collector?! ZIE| 0|12t O|& Ol prometheus®! ZIE{| 0|47} E & &[0
OF EfLIC}H prometheusE X|EE M350 adot-collector= prometheusE A3 EELICH

® Note

Amazon Managed Service for Prometheus= AMH|AZ AT ZE| O X|EE +=Z
ghL|Ct. o] B ZiEf|o|LiE PrometheusE 2Z0iM of0|FE REZ Aldlislod 24 X|EE
Amazon Managed Service for Prometheus2 & ELICH

olAl: A= HO|

IS2 EfAT Holo| Y2 Hod F= ofAMQULICt Ol AE RHERSZ AL&5H0q AFxl| EfA T
Ho|E MdE £+ l&LICH adot-collector® image Zf€ 2IEZX|EZ| URL & O|0O|X| Ef

($COLLECTOR_REPOSITORY:ecs)Z HI&ELICH adot-collector & prometheus®| region gt2
region 2t 2 HiELICEH

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",

"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
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"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
},
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"
}
ATHAl: Amazon Managed Service for Prometheus0ll M AE 4= Ql= &d HEH £0q

A 38 0|&E X|EE Amazon Managed Service for PrometheusZ £ L{24T Amazon ECS E
AWS AP| 2 2 S E£8 £+ Qe SHIE ""4°*0| 4010k °*L—IEP EH*ELOH EH°F IAM &2 M
A

o
st EAME AdsHs Lol Cheh KtME LEE 2 Ef A 30f I:H°+ IAM 238 E—J S EE8 HEsHMI=.

AmazonPrometheusRemoteWriteAccessS IAM &0l Q161 sl W& 2 EfA T 0f| AFR5HH
HLH A OlA

Amazon ECSHM A3 & & X|EE Amazon Managed Service for Prometheus2 22 & A &LICTH
5EAHl: Amazon Managed Grafana®ll M X|E A|Zts}
/A Important

AlZ57| Z0i Amazon ECS EfA 3 & O|0f| M Fargate EfA 3 E A&isloF ghL|Ct 22 X| gt
™ Amazon Managed Service for PrometheusOil A X|EE Al
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role

— Amazon Managed Service for Prometheus A2 MEHAM

1. Amazon Managed Grafana |3 AH O|A 9| B A FoflAM AWS OFO|Z o2 o| TI|O|E AAE AMEH
gruct.

2. OlOJE| A4 B9 MH|AO0|AM Amazon Managed Service for PrometheusE MEiSt D 7|2 2™
MEHEFLICE

3. OOl &4 FIHE MEARFLICY,
4. ecs U prometheus HFAE At835t0{ X|EE F2let & QIFLICE
2174 M 7|8 A28t Amazon EC2 QIAEA MM X|E £F MH

0| MlMoi A= Amazon Elastic Compute Cloud(Amazon EC2) QIAEAO|M 47 MAT|Z Prometheus
MHE A&st= SE JdYELICH GoE A ME o2 o ZEAH0|MHM X|EE +=&E F Amazon
Managed Service for Prometheus I AHO|AZ ELi&= W2 MHEFLICE

M =7

/A Important

A|Z5t7| 0oi| Prometheus v2.26 0|42 A X|5H0F & LICt. Prometheus, Amazon EC2 &!
Amazon Managed Service for Prometheus0i| CH3H & &1 ict 7H-E 8 LICt Prometheus A
x| 2hedol CHet XEAISE LH2 2 Prometheus & ALO|E O AM A|ZH5H7|E & XSHAMIR.

Amazon EC2 == Amazon Managed Service for Prometheus0f =3 X| 2
ol= Zdo| E& Lt
g2l A = H .

ro
oY
40
2
Ral
n
mjo
1z
End
mjo

[0

« Amazon Elastic Compute CloudZt?

« Amazon Managed Service for PrometheusEh?

Amazon EC22| IAM & AMAd

XEE AED|Y5HE{H HX AWS 2/ HH AmazonPrometheusRemoteWriteAccessE AH-& 5104
IAM et 2 M daHoF &fLICt O Chg, e & QIAEAE AI%StD X|EE Amazon Managed
Service for Prometheus WorkSpaceZ2 AE2|U& &= U&LICT

1. https://console.aws.amazon.com/iam/0| A

o EfA EFO| A Q1B S AMEASE
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://console.aws.amazon.com/iam/

— Amazon Managed Service for Prometheus ALE MY

3. AE|E 4 UE AE(E| RHOIM AWS MHIAE MBI AL Ab2|2 EC28 M=igfLICH of
S: Mste Meshin

4. 74 0| AmazonPrometheusRemoteWriteAccessE 238 |C} Z%H 0]
AmazonPrometheusRemoteWriteAccessS MEHSH OIS, MM A4S MEHELICE CHS: EfO S

Amazon EC2 RQIAEAE A|ZfSE{H Linux 2IAEIAE Amazon Elastic Compute Cloud AFE AE A
Ol A QIAEIA A|ZHO| X[ZE MEMIR.

=2 oHZ2|AH 0| L HAE X|EE MY5E{H
1. CI2 "HE2/2 AH83504 main.goite Go TS MAISHL|CH

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)

}
2. OIS BBES ddstod SHIE & IS IXIFLICH

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#launch-instance-with-role
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3. Oz ofE2|7iloldE Ale

HefLlct

go run main.go

CIlZ o Z 2|71 0|Me2 ZE 80000 A AldtiE|0{of 5tH =& El 2= Prometheus K| EE EA|
Ct. CtE2 oled&t IE__I of| &JL|C.

o
=

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes

Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP

promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP

promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} @

Amazon Managed Service for Prometheus WorkSpace 43

Amazon Managed Service for Prometheus WorkSpace&

M5
Prometheus A& A0 A WorkSpace 2432

5t24™ Amazon Managed Service for
SOl X[EHE MEMSL.

Prometheus AH{ &

AlSH
= O

1. CIS 01|X1| YAML It 2 HESISZ AF&310{ prometheus.yamlO|2t= M ZHUS M EHLICH.
urlQ AL my-regiong BI™ Z2 2 B 1 my-workspace-idE Amazon Managed Service
ADOT Collector
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— Amazon Managed Service for Prometheus ALE MEAM

for PrometheusO| A 448t I AH O|A IDE HHELICH regionl| B my-regiong I &t
O 2 HiEL|CH.

oi|Al: YAML T}

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigva4:

region: my-region

2. Prometheus MHE A&5t04 G2 o E 2|7 o|4e| X|EE Amazon Managed Service for
Prometheus I AHO|AZ MEELICEH

prometheus --config.file=prometheus.yaml

O|A| Prometheus A7} CI| 2 of Z2[7i[0|M 2| X|EE Amazon Managed Service for Prometheus
WorkSpaceZ T4 gHL|Ct.

Prometheus QIAEAE £Z7|2 AIS

o 0|XE 2 E(Prometheus O|0|ME 2T &0l ASHE|E Prometheus QIABIAE AIE36t0d X|EE
A 3 245l Amazon Managed Service for Prometheus 22 AHO|AZ Bl &~ Ql&L|CH

CHS FAoME olo|FME ZE0lAM A= Prometheus QIAEIAE X|E £%|7|2 MHH5lE CHY
g 2 g MY
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/A Warning
Prometheus Of|0|TEE Mg [ SHE of0|MEQ| 4 X & X| E[o CHEH U2 AEXE
of| Al U&LICH 2o 7|52 & 455104 Prometheus 23 2|0|Z A=
L EAZIX| O,

Hel
0 A
Im
M
Ol
ol
o
m

T
[

D 078 ME 2?8 Amazon

ol

S X|E MEE ZULERSt= 042 Prometheus QIAEAE M
Managed Service for Prometheus £t WorkSpaceE S5t 82 55 MHE d™H56HoF gLct.

&5 MHE MYst= BHAE MEKX| &2 Amazon Managed Service for Prometheus2 M&E 2
= Olo|H ME (55 ME Z&hol tiet 2F0| RatELIct &5 A7 Ao cigt X|&2 Amazon
Managed Service for Prometheus2 M&E 1718 M X|E 55 A7 MME HEFAML.

|

« Helm2 AF235t04 Al Prometheus MO =& M™

« EC29| KubernetesOll = 7|&E Prometheus AMB{0| O] =F] M7

= =
- Fargate2| KubernetesO = 7|& Prometheus Mo MHo| =& ™

Helm& AF2 35104 A Prometheus AMBHOIA =% A™

O| MMo| x|&& S8l Amazon Managed Service for PrometheusE it 27| A|&f5tT A-E &
&LICH Amazon EKS Z2{AE{0| | Prometheus ME{E MASIH M HHE 7|12 48 E AIE510d
Amazon Managed Service for Prometheus 2 X|EE & ELICH O] YOl AP =7 |'
LICH

u
ro
o
ojo
=

« M Prometheus MH7} X|EE £=£& Amazon EKS E{AE7} Qlo{0F & L|C}.

« Amazon EKS 2 AE{0| Amazon EBS CSI EE}0|HH 7 A x|E]o{ Qlo{oF & LICHHelmolMH T

).

« Helm CLI 3.0 O|&F2 AF&3HOF & LICt.
o CIS MMO| EHAHE £&6t2{™ Linux EE= macOS AFE{E A58l oF &Lt
1A A} Rt E Helm 2|ZX|EE| F7}

M #E Helm EIZXIE 2|8 F7tst2{® ok HYS AL Ol2{3r ol Ciet AHMIE LIS 2
Helm EZIZX|EC|E & XSHML.
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https://prometheus.io/docs/prometheus/latest/configuration/https/
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/

— Amazon Managed Service for Prometheus A2 MEHAM

= o

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts

helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2CHA|: Prometheus LA H O] A A

ClS BYEE 21245104 Prometheus MH & 7|EF ZLIE{2 74 2 404 CHEF Prometheus W AT O]
AE MMELICH prometheus-namespaceE O| WA H O|A0 AFHEE O|E 22 HFELICY.

kubectl create namespace prometheus-namespace

3CHA|: MH|A HZE o] IAM 38 A%

= O

2 Mstste 222 Widol el A Prometheus MEH7H A#El= Amazon EKS 2ZAE{0f M AH|A
Aol het 1AM 242 g ALgfok BLiC

MH[A Aol CHE IAM HE 2 AL8E B IAM A& 2 Kubernetes AH|A HHof| (1A = U&L

=2 T AAH-
Ct. O|=H| 5™ O] MHIA HHo|ME O] MHIA HHE A8ste E': Zeo € ZH 0|0l AWS

Her2 M3 =+ U&LICH REAEF LI 2 AHIA Aol CHE IAM S & HZsHAMIR.

O|EqEF Y&t E ol & MHSIKR| b2 A Amazon EKS E2HAES| X|E =& & &8t MH|A 4 M
ol x|Fof et g MYstMR. g dMo| X|Zo= eksctlE AFS38HOF & L|CH REMIEH LHE
£ Amazon Elastic Kubernetes Service A|ZEf - eksctl2 AT XSHM|I2.

(@ Note

EKS EE=E AFE35HX| 2t HMA 7| AWS oF E ot 7|0t A& 5+0{ Amazon Managed Service
for PrometheusOfl HM|ASHE ZH EKS-IAM-ROLE 7|8t SigV4E AL o~ Qi&LICH.

HA H

x

Xt
=

=

1

=

ATEA: M M A 2 X E

Rl

Amazon Managed Service for Prometheus X3 AHO|AZ X|EE & 5t= M Prometheus ME{E
Mx|stE{™ Cts HHAE MEAM L.

M Prometheus MEH{E A %|5t0{ Amazon Managed Service for Prometheus YT AHO|AR X|EE
Hifed™

1. HAE HETJ[IE AL8otod & L8 E Z&st= my_prometheus_values_yamlO[2t= It US
At
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html

— Amazon Managed Service for Prometheus Al MY

« IAM_PROXY_PROMETHEUS_ROLE_ARN& Amazon EKS 2AE{ 2| X|E £=E|E |8t MH|A
o35t MM M8t amp-iamproxy-inges-roleS| ARNS 2 HEL|C}

« WORKSPACE_IDE Amazon Managed Service for Prometheus $|ZAHO|A Q| IDE H-ELICE

« REGIONE Amazon Managed Service for Prometheus 23 AH 0|A Q| 2|2 Z HEL|CE

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:

remoteWrite:

- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. LIS HHBE 245104 Prometheus HEHHE MAEHL|CE.

« prometheus-chart-name& Prometheus &2|A O|§ 22 HFELICH

 prometheus-namespaceZ Prometheus LA O|A Q| O|§2Z HELICH

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \

-f my_prometheus_values_yaml
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® Note
o] 7} x| fHo =2 helm install BHE AMEX} X|HE = UELICH REME L8 2
Helm MEAM2| Helm M%|E & EsHMI2.

EC29| Kubernetes0l| = 7|& Prometheus MEH0|M Q| =E| MY

Amazon Managed Service for Prometheus= Amazon EKSE A&5t= 2 2{AE{2F Amazon EC204 A

MY E|= XA 22l Kubernetes 2BAE{2] Prometheus MEHOIM X|E &S X[ ELICt o] MM
O| M5 X|& 2 Amazon EKS Z2{AE 2| Prometheus MHHE 2|8t ZdILICH Amazon EC22| AHA| 2t
2|& Kubernetes 2EHAE 9| B MH|A HHo| OIDC 3ZAH U 1AM A& S =Y dH™sHof &tot=

Mg dMelstn +& 4™ BAls SYUELICH

o| MMo| X|&of|AHE HelmE Kubernetes IH7|X| & E2|XI2 At EFL|CT

|

e 1CHA|: MH|A AX ol IAM 238 A%

« 2EH7A|: HelmE& AF&3104 7|& Prometheus A &418{0|=

1EHA|: MH|A HZ ol IAM & A%

-

0ofl CHSH A= Prometheus A7} A E|= Amazon EKS E8{AE{0 A AMH|A

EMstste 22 Wy A
52 At ol ELICH Ol2{3t &S AH|A dgolatnE ELct

o
Aol cHst 1AM 23&

mo L
>.

MH|A AE S AF25HH IAM A& 2 Kubernetes MH|A H|Hof| A4 &= U&LICH 22{TH0| MH|A
HAME2 Y MH|A HHE AFHE 36t o| Z4Ei|0|LHoi AWS HEtE MBE &= UELICH XHA|

E
— —_—
=RSES W=

2EHA|: Helm2 A2 36104 7|& Prometheus M 4a8|0|=

210 = Prometheus ME{7} Amazon Managed Service for Prometheus WorkSpace0il &
A MI|E Y = ULE QSstn HEt2 F045t7| {et H4 47| L sigv4 7 20| Z & |0
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— Amazon Managed Service for Prometheus ALE MEAM

Prometheus BH7 2.26.0 O|&F Al

%t E Helm2 AF2 3104 Prometheus ME{0|AM 73 A T|E X524

1. Helm T4 mblof| A §1Z3 27| AlM

fjo

SEELck

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN}2 1EtH|: MH|A HZHO[ |IAM 4& Aol M A4
gt amp-iamproxy-ingest-role2| ARNS E HtEL|Ct A& ARNS| & AI2 arn:aws:iam: :your

account ID:role/amp-iamproxy-ingest-role@lL|C}.

« ${WORKSPACE_ID}E Amazon Managed Service for Prometheus WorkSpace IDZ H& L|C}.

« ${REGION}2 Amazon Managed Service for Prometheus WorkSpace2| 2|7(0i|: us-west-2)
O Z HFEL|CE.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/

prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm2 A23504 7|Z Prometheus AMH 742 dd|0|E &L},

« prometheus-chart-name2 Prometheus & Z|A 0|§2Z HiEL|CH
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0lo

A

* prometheus-namespace& Prometheus A7} AX|E Kubernetes HI YA M| O|AZ HHEL
CH.

- my_prometheus_values_yaml2 Helm 78 o] A2 = Hi&ELICH

« current_helm_chart_version2 Prometheus Mt % E Helm2| $4A| tHX S 2 HiEL|C}.
helm list 3@ S AL&35t0{ #A Rt E HHE &2 = JU&LCh

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

O|™ BH{ZF 2| Prometheus A2

2.26.0 0|1 2| Prometheus HME AI835t= 4 OIS BHHE M2 M. 0| T 2| Prometheus=
7|EMO 2 AWS MY ™ 4 HE T M AAWS Sigv4)E X|H5HK| fo o 20| BA0AME AtO|=
7 M2 WA AFELICH

0| X|&lo| M= HelImE AL 5104 PrometheusS HHEZ 8tCt 71 &L
Prometheus MBE{0OA &3 M7 |E MH5E{H

1. Prometheus MEHO|AM M &3 7| FHS WY
amp_ingest_override_values.yaml ItYE 3 &&FL|CH

%

g'l_-
r
[ul
2
>
—r
>
s sl
184
ini
o
[m
—‘_71

°
mjo
0z
0%
o
-
[ul

YAML Tt ol CHE (2 FIHELICH

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
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- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION} 2 Amazon Managed Service for Prometheus /T AH 0|A 9| Z|Mo Z HIEL|C}

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}S 1EtA|: MH|A HZ ol IAM 3%
Aol A XA amp-iamproxy-ingest-role2| ARNS 2 HHELICH 248 ARNS| EHAl2
arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role®lL|C}.

${WORKSPACE_ID}E {3 AHO|A IDE HFELICH

2. Prometheus AE Helm& 1ci|O|=&fLICH HA OIS BHE =45t04 RLE Helm O|FE ¥&
LICt. o] W0l £240iM O|F 0ol prometheus7t ZEE XHEE FotEM L.

A

helm 1s --all-namespaces
Olo{M Ct2 BHES L=gLch.

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-name& 0| B0 M BFetEl Prometheus ALE Helm2| O|§2 2
HFELICE prometheus-namespace& HYAHO|AQ| O|§2 2 HiELIC

AE Helim CIREE

AtE HelmE O ZHZ CI2ZE6tX| 8f2 B2, CFS TP S AI8sto{ 228 & &LICH

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
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helm pull prometheus-community/prometheus --untar

Fargate2| Kubernetes0ll 2= 7|& Prometheus MO S| =& M

Amazon Managed Service for Prometheus= FargateOl| Al A& E|= AFA| 2213 Kubernetes 224
E{9| Prometheus MH2| X|& =& & K| LICt Fargateol| A A& T|= Amazon EKS E2{AE 9
Prometheus ME0|M X|EE £=Z5l2d™ CHS 1 20| amp_ingest_override_values.yam|O|2tE 74
ool 7|2 8 MHolstMle

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

CHS BHE A& 3504 AH 2|5H04 PrometheusE& A4 X| & L|C}.

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

AHE Helm TA0IAE == LIE 7|9 22 B EIKHE HIEAISH5HT Prometheus MEH HEE M3
x| ot = MEHALIC
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CHS ofXl BIAE 2{2|& AMEsto{ EdRIE &l &+ U&LICH

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]131}321

1718 C|o|E{E 2|3 Amazon Managed Service for Prometheus 4%

Amazon Managed Service for PrometheusZ Hl|O|E{E T&36HH S

>

|H2| AWS 7+8 7 J A

=
of GIOIE{7} RS 22 SMEIH 2E N, 7184 U 2ote MBsts BAE SHAEIM AHSHO7
MBELICH S 430l et D7H84 KA Al CH7I8 Of £7he 4+ YaLich A%l n7He A o
7l FIhste T Jhx| YEbsiol we ohg T ZaLic

S8t Clo|E{E & sle B0l =& QIAEAT} ofEq 7H UE B, s HI0|E{E Amazon
Managed Service for Prometheus2 T &5tHM H|0|E{Q| 52 XSS E MHE = U&LIC 0]
7| 3™ Ol0lE{7} Amazon Managed Service for Prometheus YA O|AZ MEE|TE & £ ¢
&Lct
= .

2
|
A

7+& 4 lo|e] &5 M 7ol CHEF RFMIEH LI 2 Amazon Managed Service for Prometheus 2 7
= 0718 X[E 5= MH MM FHESHM L.
7

o K

AWS 2|2 AF8E + 9l BR0IT C|lO|E{o| HMAE = UL S dl2dH K| E
CHE WorkSpaceZ Edll £ Ql&Lct,

jn

CtE 2Tl =

X|E CIO|E{E o] YIZAHO|AR ELli= WEdof CHEr RhAIE LIS 21 7t /I ATHO[AE A
835104 Amazon Managed Service for PrometheuslA 17184 F7} MME HEFHAM L.

|

Amazon Managed Service for Prometheus2 M&E 178N X|E 55 A7

PrometheusE AM& 5t04 Amazon Managed Service for Prometheus2 1.7+ & 4 O|O|E{ ™&

Prometheus Operator Helm Xt E & A}-& 304 Amazon Managed Service for Prometheus2 1L7+&
e

AWS Distro for OpenTelemetryE A& 3501 Amazon Managed Service for Prometheus 2 11 7+&
Clo|H ®&
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nx

HA

« Prometheus 747 L|E| Helm Rt E & A& 3t0{ Amazon Managed Service for Prometheus2 17+&
A Olo|E ™&

O

=
| =1} &

« Amazon Managed Service for Prometheus2| 7184 T Ad0j| CHEH &Htx]

- 2™ 7t {FAHO|AE AH83H0{ Amazon Managed Service for Prometheustl M 1784 F 7t

r

Amazon Managed Service for PrometheusZ M&E 1718 M X|E 52 X7

0124 Prometheus 0| O|HE (0| O|ME 2 E0{|AM A E|= Prometheus QIAEA)0| A Amazon
Managed Service for Prometheus 43 AHO|AZ H|O|EE E = U&LICH O[2{8t QIAHA T &
27l sLet X|RE 7|Fstn H&ste < lo|EHe| 718 40] ZotELICH0IHE & stLtvt o o]
E M& & SEHSIEHEIE Amazon Managed Service for Prometheus 3 AH O|AE CHE QAR A0
M CIO|E{E A& =4I, st X[EF X[E 7L o2 #H EA|L|X| &t CO|E 227| & X% 230/ 042
H M E|X| == Amazon Managed Service for Prometheus {3 AHO|ANM X[E7F AISS2 &
S MAZESE & = U&LICH

Amazon Managed Service for Prometheus0ilA| 0424 Prometheus (|O|ME Q| C|O|E{7} At S22 &5
M7HE|Z 5 5t2{H 55 HIO|EE EU= ol0|ME MEo| HY F22{AH 0|2 X|HS 1
A0 SX&2 o|§2 XIHELICE F2HAE O|§2 QLAHAE S l0|E7I U= A= A5t
M & 0|& 2 Amazon Managed Service for Prometheus7t ZF X|E 9| AAE AlEHFH 4= Q) f
2|Z MEE xR0z F2{AE Sllo|20| ZEEX|E EXME2 ZEEX| A2 X|Ee HY oA
OlM 7}Kd& Zdo 2 LIEFL|CY.

il
N
O

(® Note

£ H™O| Kubernetes(1.28 & 1.29)& cluster BHIO|20| U AHA X|EE HELE &= U&
LIC}. o|2 QI3 Amazon Managed Service for Prometheus &5 AN|7{0f| X7} &g £+ Q!
&gLICH XtAEH LIS 17184 FAQE & Z3SHMIR.

CtS FAMOME CIO|E{E &35+, cluster & _ replica__ dllolES
Managed Service for PrometheusOAM XAtS S 2 C|O|EHE &5 M HS =S 3t

/A Important
S5 M7HE M™HEHK| &t 2™ Amazon Managed Service for Prometheus2 M& ks ZE O
O|E{ MEZoi CHall 2= 0| £tELICE o248 HIo|H MEo= 5= ME0| Z&F o] U&L
Ct.

Tr24 ool %8
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= o

Prometheus& Al-& 310 Amazon Managed Service for Prometheus2 11.7+& 43 Cl|O|E
M&E

PrometheusE At&35t0] 718 T2 M 5H2{ Amazon Managed Service for Prometheus 0| A
O| A

o
ZE QAEA0 Q¥ Bo|22 X&3HoF &Lt Prometheus 2!
AEA OO|MEE D72 OE0| UEZE Al

=T = E=|3I-E:1D:| cluster E‘”Ol AI‘%?J’L'EI‘ JE I—H = %
M22 8oz AMEE5ted™ _ replica_ BllO|E2 ME&LICEH 55 M7H7I MCHE =S 5t2{H
_replica__ 2 cluster BllO|E2 25 M &3HoF & LILCH.

Alegst A& Ol 2 D72 A 729|

(® Note

__replica__ Bl0|22 Et0{ replica ¢

AT F el HE 7|5 E AHEstod AMAl0] K-
o1 A& LICH.

ofA: 2 =zt

CHS 2 & XZHolM cluster BlO|E2 Prometheus QIAEIA O O|ME prom-teaml e AlHEsI T
_replica_CzllolE2 EXE replical L replica2& AlEgLCH

cluster: prom-teaml

_replica__: replical

cluster: prom-teaml

__replica__: replica2
Amazon Managed Service for Prometheus= O[2{3t tilO|2 1 &7 17t SHME2| Ho|E ME

MY =2 MEZ0| 82| replica dilolg0| MHELICH &,

7t ofil 1:1 Al2|= ofEEF AAEE = U&LICH cluster Ell0O|2

2/ Al2|Z 0ol CHsll SMEY Al2l=
2 f*XIELc

@ Note

E 7 HT 9| Kubernetes(1.28 2! 1.29)= cluster Bil0|E0| U&= Al X|EE LY

AN -
L|Ct. 0|2 @18 Amazon Managed Service for Prometheus &= A 7{0 A7} gt
&LICh RHAMEt 82 17184 FAQE & =5HMIR.
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Prometheus Operator Helm Xt E & Al &304 Amazon Managed Service for
PrometheusZ 17+ 4 O|O|E A ™

Helmol| A Prometheus OperatorE AIE304 784 FMHE M 524M Amazon Managed
Service for PrometheusO| M AlE = /& 1718 IF9| ZE QAHAM 2F gijojl22 X

83oF & L|Ct. &5 Prometheus Operator Xt E HelmOi| & replicaExternallLabelName 2!
externallabels £42 A&l of gLCt.

o Al: YAML sl

CHE YAML S|Ho| M= Prometheus QIARA OO|TMEE 17184 O E0| YR E A5 7| 2
externallLabelOl cluster7} F7tE|D replicaExternalLabelsE I& LHO| Zt SX|E
ot
= .

H

ol

Algd
==

jo

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

£ BT 9| Kubernetes(1.28 2! 1.29)= cluster Bil0|E£0| U&= AHA| X[ EE LHEH = A&
L|Ct. O|2 218l Amazon Managed Service for Prometheus &5 A|7{0l| X7} ghAsh &~ Q)
&ELICH RtAIEH &2 1718 FAQE & Z3HM|IR.

AWS Distro for OpenTelemetryE At& 301 Amazon Managed Service for Prometheus
2 0718 ol H&

AWS Distro for OpenTelemetry(ADOT)= OpenTelemetry ZE2MEO| Ot Gt 1 T2 MO HIZ AFS
g+ e HiEZERILICH ADOTE &4 AP, 2t0|EE{2| L o 0|MEE MEBSt2 2 o EZ|7 oM 2

LIEZE ¢et 24 FH U X(EE =& = U&LICH ADOTO| CHet REMIEH LHE % AWS Distro for

Open Telemetry HEE XML

17t84 FH o2 ADOTE MM5E{™ ADOT +=&7| ZiE|0|L o|O|X|E T+ 5t Q% Blolg
cluster ZE AWS Prometheus 24 A 7| LHELHZ|__replica__ of 2 &3HoF &LICH O LHELHZ|
= A3 fEE X|EE remote_write AEZQIEE &3l Amazon Managed Service for Prometheus
WorkSpaceZ2 EHLICt 3 M7| LHE LT[0 M O|2Et Blo|2 & MEstH 5= =X|20| k=
S0 5= X2t fKlEl= W2 EXIE = UE&LICH. AWS Prometheus $423 A2 7| LHELHZ|ofl CHEE Rt
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HA

M8t LI 2 Amazon Managed Service for Prometheus® Prometheus #1724 A 7| LIE 7| A|ZH5}7|

E HZStAIR.

(® Note

£ BT 2| Kubernetes(1.28 2! 1.29)= cluster Bil0|E0| U&= A& X|EE LHEH = A&
L|Ct. O|2 213l Amazon Managed Service for Prometheus &5 X740l A7} 248 £+
&ELICH XtMIEE &2 1718 FAQE & Z3HM|IR.

Prometheus 747 L|E| Helm At E& Al & 350{ Amazon Managed Service for
Prometheus2 17}2 M O|0|E{ &

Prometheus 7177 L|E| Helm At E & At&35t0 7184 F4E H25tE{H Amazon Managed

Service for PrometheusO| A AlHeh = QIEF 17tE8d O59| B E QAEHAN 22 Bo|22
M atoF g LIC} CFHS 2 Prometheus 7R LIE| %t E Helm0i| A Prometheus2| Tt QIAEI A0
external_labels& F7tste W ol of ILILCt.

server:
global:
external_labels:
cluster: monitoring-cluster

__replica__: replica-1
(® Note
Prometheus 717 LIE| Helm At E0|ME ZHEED 2E0M 2H SHE 2 =2 M SHNE
e EMo 2 MR 4 Qoo Z op] EXNES sl AR CIE 2X|E 7S Al25t0d &t

EE 042{ & HiZ 3Ok & LIC}. replica Bil0IE0| AtS2 2 HHE|E T 5t24™ prometheus-
operator Helm Xt E & AFS3HAMI2.

(® Note

E7 BT 2| Kubernetes(1.28 2! 1.29)= cluster Bil0|E20| U&= A& X[ EE LHEEH = A&
LICt O|2 @18l Amazon Managed Service for Prometheus &= X 7{0] 2|7} g A& &~ Q)
&LICH XIM|SE LI 1724 FAQE & X3FHAMI2.
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Amazon Managed Service for Prometheus2| 17} 844 7 AJof CHEH Yutx{Ql ZIE 0} &
o
—

HE ZQIEE FXstcd® _replica__ 2f2 CIHE cllo|= 0l ZgfsHof stLtR?

1 7+8 M M™0oi M Amazon Managed Service for Prometheus= Prometheus QIAEIA SE{AE{Q| 2
MEdSto Ci[O|E ME 0| SFE[X| =5 gfLICt 2l SX&0|30% S¢t Cl|o[EH ME £
Amazon Managed Service for Prometheus= AtS 2 E CHE Prometheus IAEAE 2|
2 BED M 2|28 E +2FE [0|E{E H|R &t I0|E{E =& & LICt h2tA CHE 2 'ofL

X

HE EIX| ef&LICH OlF A st Cha1t 242 EX7F e =~ A&LIch

kO
u
o
—LI'
2
o
rH

ok

=

- M 2IHE Mt 7[2F S PromQLOIA countE #E|stH ol & 2t =2 2tol B A

r
1
I

- M 2IHE MEistE 7|2 S active series =7} 57t510{ active series limitsOl =&
SLICH REMISE LIRS AMP ST S A E5MIS.

Kubernetes™| Xt&| 22{AE{ Bi[0|E0| U= JAe 2 20| L X|E2| =2 X 7{5tX| et&LIct sHA
ot o= A st ok & LI7t?

Kubernetes 1.2801 cluster 20|22 0| Y= MER X|E apiserver_storage_size_bytes7t
TEIR&LICH 0|2 I3l cluster HIO[E0] 2} Amazon Managed Service for Prometheus

M S5 A7 A7t &g = U&LICH Kubernetes 1.30| M= 2l|0|= 2| 0| 0| storage-
cluster_id2 HZAELICHOIE2 0% mx|Ql 1.28 L 1.290ME HZAELICH. 2B{AE{7}
cluster BlO|E20]| )= O] X|EE WHELHE B2 Amazon Managed Service for Prometheus= 2122
EHAAGE 5 MAHE = eigUct ol 2XE Y X|5tE{H Kubernetes 22{AEHE |4 THX| HTS
2 Yago|=35tE 0| E&LICE EE& Amazon Managed Service for PrometheusOll =257 Zof|
apiserver_storage_size_bytes X|E Q| cluster HIO|E2 CHA| X|HE £+ JU&LICH

(® Note

Kubernetes #4301 CH3 XtA|E LHE & Kubernetes GitHub Z 2 M E O]
apiserver_storage_size_bytes X|E 0 CH3t 2l|0|& Z2{AH O|E S storage_cluster_idE &

Ze HESH2.
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2™ 7 {3 AT O0|AE A8 304 Amazon Managed Service for PrometheusOll A 1.7}

g4 %t

ClolE{oll 2| 7t 7F8 S F715HE4E 042 AWS 2™ 2] 0t K FAHO|AZ X|EE B £+ &L
Ct. Prometheus= CHS 2 ARt WAt 2| MT|E 25 X[ ELICH

CS oAl E of|0|ME EEO|AM AR E|= Prometheus AMH{ 7 Helm2 AF236t04 M2 CIE 2|Fo| F
- 4%

—
—
WorkSpaced| X|£E ELH=§ MHEst= WS 2o FLICH.

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label_(.+)

- target_label: __ address__
replacement: kubernetes.default.svc.cluster.local:443

- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigv4auth
prometheusremotewrite/two:
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endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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Prometheus X|E 32

Ol x| &7} a2 AmO|20f +EEIHRCBEZ 2E2[E + U&LICH

|EE AZ Mo 2 EFS HAIEEE MM 35t24™H Amazon Managed Grafanalt Z2 MH|AE AL
g = A&LICt. Amazon Managed Grafana(®E= = &Y Grafana QIAEA)= CHY et CIAZE (0] =
HIME|O|M AEUS| X|EE HoiF = i E QE{H0[AE 5 E = U&LICE Amazon Managed
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# Select all time series with the metric name http_requests_total
http_requests_total

# Select time series with specific label values
http_requests_total{job="prometheus", method="GET"}

# Use label matchers

http_requests_total{status_code!="200"} # Not equal
http_requests_total{status_code=~"2.."} # Regex match
http_requests_total{status_code!~"4.."} # Negative regex match
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# Select 5 minutes of data
http_requests_total[5m]

# Time units: s (seconds), m (minutes), h (hours), d (days), w (weeks), y (years)
cpu_usage[1h]
memory_usage[30s]
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# Sum all values
sum(http_requests_total)

# Sum by specific labels
sum by (job) (http_requests_total)

sum without (instance) (http_requests_total)

# Other aggregation operators

avg(cpu_usage) # Average
min(response_time) # Minimum
max(response_time) # Maximum
count(up) # Count of series

stddev(cpu_usage) # Standard deviation
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# Rate of increase per second (for counters)
rate(http_requests_total[5m])

# Increase over time range
increase(http_requests_total[1lh])

# Derivative (for gauges)
deriv(cpu_temperature[5m])

# Mathematical functions
abs(cpu_usage - 50)
round(cpu_usage, 0.1)
sqrt(memory_usage)

# Absolute value

# Square root

# Time functions

time() # Current Unix timestamp

# Round to nearest 0.1

A A4kRE
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hour() # Hour of day (0-23)
day_of_week() # Day of week (0-6, Sunday=0)
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# Arithmetic operators
cpu_usage + 10

memory_total - memory_available
disk_usage / disk_total * 100

# Comparison operators (return @ or 1)
cpu_usage > 80

memory_usage < 1000

response_time >= 0.5

# Logical operators

(cpu_usage > 80) and (memory_usage > 1000)
(status_code == 200) or (status_code == 201)

AKX #H2| oA

Amazon Managed Service for Prometheus T AHO|AMM AFEE = Q= LEHAMOI ZLIEE 2|
dL|Ct.
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# CPU usage percentage
100 - (avg by (instance) (rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

# Memory usage percentage
(1 - (node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes)) * 100

# Request rate per second
sum(rate(http_requests_total[5m])) by (job)

# Error rate percentage
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sum(rate(http_requests_total{status_code=~"5.."}[5m])) /
sum(rate(http_requests_total[5m])) * 100

# 95th percentile response time
histogram_quantile(@.95, sum(rate(http_request_duration_seconds_bucket[5m])) by (le))

# Top 5 instances by CPU usage
topk(5, avg by (instance) (cpu_usage))
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export AWS_SDK_LOAD_CONFIG=true

export GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

./bin/grafana-server
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set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

.\bin\grafana-server.exe
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2
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SigV4 Auth Details

Authentication Provider (O AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-providexr/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
}I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-
account",
"system:serviceaccount:grafana-namespace:grafana-service-account-
name"'
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"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"
}
}
}
]
}

5. M=z YA dH0|E

jn

MEHEFLICE

Helm2 AF23}04 Grafana MH &428|0|=E

9'|_-
JH“

o] BtAI= o™ MMolM amp_query_override_values.yaml Ztof| £7I&t S5 AIE
Grafana AHHE Yad)o|=&rL|C}.
242 AISHEHL|C}H Grafana® XHE HelmOll CHEF REMIEH LI 2 Grafana 715 LIE| Kubernetes

=3
=
ImE & ZEtMR.

ct
At

m nlo

(me|
[« N
H
helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana0l Prometheus Cl|O|E{ AA F7}

CH2 EHAlE Amazon Managed Service for Prometheus X|EE # 2|5t 5 Grafana2| Prometheus |
Ol £AE MHMStE US dHeLct

Grafana AtH0il Prometheus Cl|O|E{ AAE F7}5tE{H

Grafana 2& 2 JLICH.
T30 M C[O|Ef AAE MENEFL|CE,

ClOlEf &AA FIME

Prometheus& MEHEILICE.

HTTP URLS| &< Amazon Managed Service for Prometheus 2& 2| I AH O|A ME HE o
O|X|o ZAIE A=XQIE - 32| URLE X ELICE.

6. W3z X|H§ HTTP URLMIAM URLA F7HE! /api/vl/query EXQEE M 7HELICE Prometheus
ClOIE| AA0M RS2 F7I5617| 2Lt

o K~ w0 Dhd =

Helm2 AF23l04 Grafana AMb{ i elo|= 118


https://grafana.github.io/helm-charts
https://grafana.github.io/helm-charts
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9. M Olole{ AA0] cidl PromQL #HEIE EHIAEELICE.

| |
S 242 ME PromQL #Z|E ARELICEH

prometheus_tsdb_head_series

Prometheus £ &t APIE A28t 2|

Amazon Managed Grafana®t Z2 =7 & A83t= WOl X|EE E1 HElete 7HE 42 gy
O|X|2F, Amazon Managed Service for Prometheus= X|EE FE2I5tE Ol AFE £ s EH 7}
X| Prometheus £ & APIT X|°4°*I—|EP A& 7+s 8t Prometheus 28 APIO| CHE REMISH LI 2
Prometheus 5 2 AP| MME 2 XM

Prometheus £ & API= Prometheus # 2| 21012 PromQLE Al 35l04 UtetstedE OIOIE{E K& EHL

Ct. PromQL 2! SHE 20 CHet REA|IE L2 2 Prometheus A M 2| Prometheus #E2|1& & X 5HA
(@]

-l .

O|2{8t APIE AL835t0] X|EE FE|E e AWS ME HH 4 MY Z2ZMAZ Qo MESHOoF &L
Ch AWS ME HE 48 HEst0 M Z2MAE ZhAgte = A&LICH RHMIEH LIE 2 aws-sigv4-
proxyE FHZESHA L.

E AL83t04 through AWS SigV4 5 Alof|

MYHE £ Ql&LICtawscurl. CFS &R MHE awscurlS
A2 35104 Prometheus S & APIs 284 OFLH

LICt awscurl AWS SigV4

o ()El

=

« awscurl2 AF2 3504 Prometheus £ API # 2|
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https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
https://github.com/awslabs/aws-sigv4-proxy

— Amazon Managed Service for Prometheus A

awscurl2 AF2 3104 Prometheus £ & AP| 3 2

0o
1z
0%
x

Amazon Managed Service for Prometheus0i| CHEt AP 2 -2 SigV42 MBaHok & LICH awscurlg At
E35l01 FE ZEMNAE 7tAEE = JUELICH

awscurl2 AxX|5t24™ Python 32t pip THZ|X| 2t 2|XF7F A x| |04 QLo{0F B LICEH

Linux 7|8t QIABA M| M= CFS BZE0| awscurlS AX|ELICT
$ pip3 install awscurl
macOS A|AEI|MHE CF @-&0| awscurle AXIELICEH

$ brew install awscurl

CIS oAM= awscurl 2| MEQLICH ## Workspace-id & QUERY LI24E ALS Aol X4 8tst 2t
O Z HiEL|ct,

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

(® Note
22| 22Xt e URLE o138 oF gFLct.

query=uplt Z2 #HEle| Z* Ct31 &

rlo
M
]
M
Q
mjo
).
o
Iy
A
[ul

"status": '"success",
"data": {

awscurl2 Al28 22| 120


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
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"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"
},
"value": [
1652452637.636,
nyn
]
I
]

awscurlO| MZE 0| MBS S st CHS Y™ S otLiz &7
Ct.

Fol
ro
HL
e
o
ol
jo
>
ey
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o
o
r

C

ICt. https://console.aws.amazon.com/iam/01| A 23&t
HMIA 79 Hot 7|8 B & aLDh

- IAM 4o HMA 7| DSt Hot 7|18 MBE
off CHgt o4

of:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials & /aws/config I}oi| A& E 74 nte R xELICH ESHAISE =2
Itol O|§ 2 XIHSt= & MElE = UELICH X|HetK| 2™ default LUO| AASELICH
of| A

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl1l/query
$ awscurl -X POST --region <Region> \

awscurl2 AF& & # 2| 121
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--profile <PROFILE_NAME>
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

Aldlisr £ od= 742 Z1E||O|L{E AI235l04 awscurl
o
=

OHEE |71|0|*4LP oH': %‘--’%—’S% 7| dg = A {| X0l M= Docker HHEF2E AtE5t04

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

Zt 2|9 el AL CHEt SH 7HX{27|

o a2 A™E el 8t 2 Sot XMEIE & el ME T8 7|ECR FLICH XMElE MES F
ol =ist= ZF #{Elol| CHel SHE 7K E = U&LICH query EE= queryRange APIO]| CH

QY0 stats=all HZ| Tt2tO0|E{E £ stod ME|E el MEol cHet S7| oo
E{7} Z&E £+ Q&LICH samples Z&l|7} stats ZHA|0o MM LT stats ClIO|E{7} ST oA BHEHE

EPS| AdO4

-1 O = O

totalQueryableSamples AME|lE el MEC| & +aLCH HFo AASE HE QL
Ct.

totalQueryableSamp Zt CHA M AM2lE Hel ME =Lt Ol= Epoch B

d
lesPerStep O| EtARMZ Ol S HHM EEE ME =8 X7t
= YR FEE F2 L

O X4 Ol =cC}
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https://aws.amazon.com/prometheus/pricing/
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query Oi|A:

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

sq
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nyn
]
}
1,
"stats": {

"timings": {

"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219

.

"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [

[
1652382537,
1
]
]
}
2l &4
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}

queryRange Oi|A:

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

84
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3,
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

2l &4
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4
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ol B Xl

Amazon Managed Service for Prometheus= 7|7 &t& L1 E2|EE AF&35t04 X|E C|0|E{Q] H|H &=
Rl IHHE Xt 2 AlHst= 0|4 B X| 7|52 MBELICH o] 7|52 EX 2AH|Zko| ot AN HIY

PRl SE| ESHEM HAAM ZXME AT HX|st, Y& IIRE £0|H, 2LEHE =242
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Amazon Managed Service for Prometheus2| O|4 Bl X| 7|52 A|AHIYE |O|E{E EA45t04 42l
Szt ojEg MRSt T SHE DiEof M Bloft RIS AlHd5H= Random Cut Forest(RCF) €1 2|ES
MEELICH ol 1 E|E2 A-EX™ FAMof &A =HEE[1, +2HE C|o|E & |RestH AMa2lstH, & X[=
O|&fof CHet AlzlE M-8 AMSELCt.

rr

T

Ol4 B x| 25 Al

Amazon Managed Service for Prometheus 0|4 & X|= 7|A| &
X|E CIO|HQ| HI™H &Ml THEE AlEELIch AlAROIME ™ 8]
&otod RENZ E0|T Z7| M HXIE 7HssHA ELICH oHEZIA 0| HE ME o XSHMeE M

StEZ M 2t 3ol MEELICH

Ol4 Efxl= SE AlZt Y 2720 Z2 oiEE[AH 0| 5 X|EE ZLIEHESIT, CPU X HIZ 2| A
2 Soll elzet HEE FHGIH, HIE SR AHSA S22 Z XI5k, EClE 242 Sl 8T
HAE F A AlEst D, o7[X| &2 HE ME 0| UEX HIZLA X|EE ZLIEZELICH [HetA
ol & 7tsdt TE, AEM HE = MM JF FAlol 7hE Mg ghLct.

Random Cut Forest(RCF) & 1 2|&2 A|AQ CIO|HE E496t= o Ar&ElL|Ct RCF= OOl 37t
2 Bgsts oM A EC|E dMetn H 220 HEl Ho{Zl A2|E XIHS Aldduct o &
1252 U= CIOIEZRE &&5t0d 2 X|Eof CHEt HY S&o| 8 RS 2SFLICH

o AE FME YOS ol gfoll cHet o 52 8
HX|

« lower_band - 04| & &4 Zto| 55t

* score - G|O|E ZRIET} LOtLt HIEEMRIX|E LIEtLE At OlY M=+
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A
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« value - &A| 2=
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Ol B K| A%t

Prometheus X|EZ 0| B X|E AtEstt{H g nE|&0| He mf
O|E{7t H#fLct. x/M9o| A =
_|

PreviewAnomalyDetector APIE At&35t04 X[Z 0 CHEt of & B X| 5t& WA E O|2] &
&LICt PreviewAnomalyDetectorE A&t T2HM D LIEZ| 735t7| Mol 1 2|ES o
7 ClO|E{of CHal E|AEStT O 20t E BIHE = U&LICH XbM|EH LHE 2 PreviewAnomalyDetector

API EHIS BESHAAIR.

Ol4 EHXIE THY M= e 2 A2l E DAL,

. SFRQl XIERE] AR - UBE S 2ols XIERE ARstD, £7lols HS 40| 2Lt Kol
Ei7h 258 X|EE mgc

. EAE CIOlE AR - M5 T HE B £0/7| 2Is Al ClolElLt FtClalElt 2 ClolEf T
ZIAE X E(ol: B2 = $A)0] o184 BXIE HSFLIC

C BIZE I - S AL Abelet 2 Tl F2HE 0l4 IOl ChEt 518 2xtol [mHat YT EIF 0hk
M8 EHELICH

. YTEIE M5 DU - AlAHO| wRiEtel Mt YTEIFO| AL st ThAl U SHAS MBt
T2 HYIMoR HRIE o4 HYS AL

PreviewAnomalyDetector 22 AtEstH X|HE 7|7t S¢t o[ EX| T 2|FS 2 X|E C|0|H
X
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£ BEMsole 4 EFE A=ZQEE WY = U&LICH ol A= RIE= 73 ™ol B X|7|<9f
A

=
dsg Yrtstn d&ste o =Zol Eulct
SEE HTTP SA

GET, POST

XHEl= HO|IRE /Y
URL Q/Z & mlztolH

POST& application/x-www-form-urlencoded
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X2 El= motetolH
query=<string> Prometheus E 14! 22| EXIQL|Ct.

start=<rfc3339 | unix_timestamp> query_rangeZ AF&35t0q 7|Ztoll CHal #EIStE B
AlZF EF A Z QI |t

end=<rfc3339 | unix_timestamp> query_rangeE At&35t0{ 7|ZHol| CHAH #EIStE B
SE EtAARMZ QILCE

step=<duration | float>duration 84! E= floatX HRIZ LIEHLIE #HEIHZE EH =
ULICt query_rangeE AFE5to] U 7|7t Set HiElste AR HBH AL SHH, sHE #HElo 2R
gl

=

2| mieto|E 4
#{2| m}2t0|E{2| RandomCutForest(RCF) 2|Al &F= 2 #HEl PromQL E344E e &g L|Ct AbAIEH LH

&2 Amazon Managed Service for Prometheus APl & Z 0{| A RandomCutForestConfigurationg &Z
StA2.

RCF(<query>

[,shingle size

[,sample size

[,ignore near expected from above

[,ignore near expected from below

[,ignore near expected from above ratio
[,ignore near expected from below ratio]]]]1])

#2|& Melgt ZE mtetilBe M= AFFolmd d5f Al 7|22f0l ASELICH 24& FE2 S L&
LICE.

RCF(<query>)

£ ciEolfor gfLict &4 ME{X miet0[E{= AA&st CHE mtet0|E & dEfetedH

(2| mtetole S 4 128


https://docs.aws.amazon.com/prometheus/latest/APIReference/API_RandomCutForestConfiguration.html
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RCF(<query>,,,,,1.0,1.0)

Ol Mol M= ofl &) gfat &% 2f ZHe| HIEE2 7IE2 2 0|d BRI =28 L =4 By S FAlst= HIg

o7 =~ BF D& z[o] L& LICH

API 2% I SH

MBI 52 QueryMetrics APISH 5 UBH HAIS BHEFBILICH APIE 28 B0 2 B2,
Q )

el AlAE Qo oS 22 MZ2 AlAES ghererict

« anomaly_detector_preview:lower_band - PromQL E344] A1} 9| 7|cHZfofl CHt 515t

A 4
« anomaly_detector_preview:score - 01} 1 AbO|2] O]&F 4= 0{7|A 12 SHE ClO|E{ ZQIE
0l M O & 3d4to| et M J7t54d0| =2 LIEFALICE

« anomaly_detector_preview:upper_band - PromQL E344] Z41} 0| 7|CHZfofl CHEH A8t 22|

ME ¥

M|k

POST /workspaces/workspace-id/anomalydetectors/preview
Content-Type: application/x-www-form-urlencoded

query=RCF%28avg%28vector%28time%28%29%29%29%2(%208%2C
%20256%29&start=1735689600&end=1735695000&step=1m

AHZIZ =C}
A= OoO-d
200 OK
{
"status": '"success",
"data": {
"result": [
{

"metric": {3,
"values": [
[
1735689600,
"1735689600"

]I

1735689660,
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"1735689660"

"metric": {

"anomaly_detector_preview":

}I

"values": [

L
1735693500,
"1.7356943E9"

1,

1735693560,
"1.7356945E9"

"metric": {

"anomaly_detector_preview":

iy

"values": [

[
1735693500,
"1.7356928E9"

]I

1735693560,
"1.7356929E9"

"metric": {

"anomaly_detector_preview":

iy

"values": [

"upper_band"

"lower_band"

"score"
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1735693500,
||® . 0"
1,
1735695000,
||® . 0"
1,
]
}
1,
"resultType": "matrix"
}
}
API2F 2 8H 131
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ER2 ANALE MER MEE = AgLct 02| AsE Aot E Felets [ol 2 E motct ¢t A
2 Adsie JEC €M WE Z*7 HaLoh

- U FEE AMESHE PromQL X AAUSE 7IECE LT ZUE Holg = JU&LICH 30| YA
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Amazon Managed Service for PrometheusOl M 72|28 ALE5t2d™ 28 Holst= 5Lt 0[4 2]

YAML T#&| mtlg MAMgrLICH Amazon Managed Service for Prometheus 73 It 2 S21%
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https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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- TR FE OGU HE EE DA
- A B EX A
. 7= 22X 22X s

0I

= A0 228 IAM ™3 o5l

Amazon Managed Service for PrometheusOi| A AL X0l H| #EIE AEE = U= HetE Foislok

A
ghLICH CHS H8t2 2 AWS Identity and Access Management (IAM) H2E MMSI D ALK 28 =
= Aol M gL

(® Note

IAMO]| CHEt RFMIEH L& 2 Amazon Managed Service for Prometheus& Identity and Access
Management MME FHEFAM L.

= ALE0i| CHEF M| A HEtE FoistsE EA

)

njo

M2 Aol 2 E 2laAol CHEt #EE AEst7| 218 HAMA HEFS FofgLich

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

]I

"Resource": "*"

}
]
}
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ef LA mOo|A0 B HAA HetE Fofsts HH
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7 HAof| TS B AN A HEtE R o5t HRE
RuleGroupNamespace®| CHSHA T HMA HEHS O

=
<region>, <workspace-id> % <namespace-name>g HH0| M& st o2

A Ihe A

Amazon Managed Service for PrometheusOil M 22 AL 35tE{H #2I2 Holste & ntdE 4o
g LICt. Amazon Managed Service for Prometheus & It 2 =&/ Prometheus2| %! ot Lt &
Al0| SLEH YAML HIAE T[T XM LHE 2 Prometheus MEAS| 7|5 75 Ho| & & E
=2 HEFAML.
Cte2 73 ol 7|2 oM Lct.
groups:
- name: cpu_metrics
interval: 60s
rules:
- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
- alert: HighAverageCPU

expr: avg_cpu_usage > 0.8

for: 10m

keep_firing_for: 20m

labels:

severity: critical
annotations:
summary: "Average CPU usage across cluster is too high"

ol ofi Mol A= 60Z0iCH EIIElE 72 I8 cpu_metricsE MMELICH o #A 218S
avg_cpu_usagetes 7|8 HEIE AF83504 | X|RE Mdst OHE 0| Lo ArSELICH CHE F
SoMe ASE S dRE dIELICH T&e = s o= 73 & 7|t S0 CHEr REAIEH LH
&2 Prometheus B0l P2 #2/8 FESHMR

« record: avg_cpu_usage- 0| 7|&
« interval £40| X|HEX| g2 B2
« expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) - 7|5 =0l CHEF O]

E#HA2 instance HIO|EYEE O&55t0 Z4 L E9| x| 582 S0H0| B CPU A EE AHlbHe
LICH.
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https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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EEEEEETS 136



— Amazon Managed Service for Prometheus ALE MEAM

3. LE #E|Xt o] HYstEle ol E & " ZELICH o Ej
Ct.

i
Jk
o
_o'l_l
o
.
O
TR
iul
i)
O
ATH
]
AL
mo
o
u
g'l_-
r

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
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aws amp put-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region
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aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region
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ListRules API At

ListRules APIE T=! A Ejofl CHEt ME S MBELICH health 2 lastError ZEO|M EXME FIT

= L—-L=
g+ A&LICH

SE oA
{
"status": "success",
"data": {
"groups": [
{
"name": "my_rule_group",
"file": "my_namespace",
"rules": [
{
"state": "firing",
"name": "broken_alerting_rule",
"query": "...",

"duration": 0,

"keepFiringFor": 0,

"labels": {3,

"annotations": {3},

"alerts": [],

"health": "err"

"lastError": "vector contains metrics with the same labelset after applying
alert labels",

"type": "alerting",

"lastEvaluation": "1970-01-01T00:00:00.00000000Z",

"evaluationTime": 0.08
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ListRules APIOl= %4l HEBH ZAIELICH RtAEH 7|5 EedH HTAHO[ANMKMSE 28
g d5tetod O S =0l HMA M.

M2 2 HAIR|2] of:

"workspaceId": "ws-a2c55905-e0@b4-4065-a310-d83ce597a391",
"message": {

"log": "Evaluating rule failed, name=broken_alerting_rule, group=my_rule_group,
namespace=my_namespace, err=vector contains metrics with the same labelset after
applying alert labels",

"level": "ERROR",

"name": "broken_alerting_rule",
"group": "my_rule_group",
"namespace": "my_namespace"
},
"component": "ruler"
}
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"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl1=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

\", dimension2=\\\"b\\\"}, {_name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",
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"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_v1l_namespace"
I
"component": "ruler"

2F WAIXIZ AHS3to] 74 4% BXE 7L

144



— Amazon Managed Service for Prometheus A

ol
nx
0%
x

of2| ZH2|XHE A& 3104 Amazon Managed Service for
Prometheus0i M & 2| & M

i)
>
N
Al
of>

Amazon Managed Service for Prometheus0i| M A& st= 22 7+3/0| gf st ok 2l gt
= 22E Melguc g3l 55 Mt OE38t5t04 CHRAE |

Managed Service for Prometheust= Amazon Simple Notification ServiceZt &=2417|2 X|
3t H|Zd o] Amazon SNS FXIZ HA|XIE IREE £ Q&L g2 &2|XE Al 50

oz dYEstHU SX|E = U&LICH

oF 2| #2|XH= Prometheus@| Alertmanager®t A 7|52 AMS&LCH

o2 gtE|Ate| M mt2 OS2 e AFSE &= U &Lt

« OES- 1E3I5tH RAISH QRIS stLe| S EIoZ B2 £ UELICH 0] 7|52 8 Hof &2 AlAa
2loj| Zroj7| Bh St =8l 7o 2 ZI0| SAlof & ME = = CHHE Fol &M Al 5] 8L
Cl. o€ E0{ ERXT HolZ QI Bf2 =0 SAloi| Zo{7| e MstCtn 78 EZ&LICt O]
et 8ol &30 OAESE0] Qe & ZE|Xot B &S EHLICH
o2 IS 2 OEsHE S2o Eo|U2 L& #EX M mtUo| 2t E EZIE F/EELICH KA
st LI 2 <route>E HZTFHAMI2

- BX|-Z3X|=CHE Y <20l 0|0l YAED e B EH L2lof CHEt &3S AXELICE o
E S0{ E2AH| HAZE = Qicts Y 20| &M= B2 0| EHAES} #HHEICHE R E 23
2 SAHEE L& HEXE A = AU&LCh o|FEH 5t AN EXe #710| i =8l
W EE = 7o gEI2 UXIE = UELICH SR #EI2 2dsts Yol o REAMIE L8 2

. 28222 XIWE A7 Sokol: RX| B2l 712 SO ¢S SAHMFLICH £ A== Lol B
M P80 BE SA| EE HTA IHA9 Yr|HE K| HolElLICH YRISHs BL T LRlof ChEt

P88 ftE2{™ PutAlertManagerSilences APIE AFEELICH RIMIEH LIS
PutAlertManagerSilences M2 & E5HMIL.

Prometheus & Z 2!

2l PrometheusE ET o HIEZ! LUS ALSoto IESR! R EE XM LICH RES2 FUED

= =R
T Z2HE A A OOIHE AFSE & U&LICH

145


https://prometheus.io/docs/alerting/latest/configuration/#route
https://prometheus.io/docs/alerting/latest/configuration/#inhibit_rule

— Amazon Managed Service for Prometheus ALE MEAM

Amazon Managed Service for PrometheusOil M= 22! #H2|Xt #+40t S &3] 22|k} 724 ot
of IE2!2 b R[ELICt,

=X

. OFZI
= =

e

2| K} ZHodofl 28 IAM M8t o] 3

o
rH
]
]
4
0%
mo
0z
0%
g'l_l
Avd
nQ
IiL
mjo
r
L]
QTI_-
k1
o
40

» Amazon Managed Service for Prometheus0i| A &
2IgfLich

« Amazon Managed Service for Prometheus0il M &2 #2|XHE AFE5t0] L&l =417|of &3 ME

+ Amazon Managed Service for Prometheus0ll &l Zt2|XF 74 Il JZ2E

+ Amazon Managed Grafana EE= E A A Grafanalt @& S&

 CloudWatch LogsE ArE3t &l #elxt =4l sHZ

U E 2elxt Yol B2 IAM Het Of5H

A& Rt 4l Amazon Managed Service for PrometheusOl M 22! ZE2|XIE AISE = U= HE2 2
odaf{ok grL|Ct. CHS MBS 2 AWS Identity and Access Management (IAM) 2 MAIst 1 ALK}

5 B dgof Mg g eLo

Amazon Managed Service for PrometheusO| A 22! 22Xl M S

MHstod 2 EE te2lst ek S E L.

Amazon Managed Service for PrometheusOil A 22 2 E|Xt X HEXE ArSste{H L2 22|At +
F Qo k=2

=
A YAML g MAMEHLICH Amazon Managed Service for Prometheus & 2 # 2|} o}
o 22 F 7K 7|12 Mol U&LICH

« template_files: 0= =2l7|0M ELi= HAIX|o| A &= B EZ3/0| E01 /& LICH AbA[EH LY
EES

gl BIZ 2] oK E B ESIAMIL.

3 Elof UBLICH 0] Mol S
=
.

+ alertmanager_config:0le & 22X} +40| £E
2 g E ASELIC RHMIE LI 2 ot

- =
Prometheus2| & 2| Z2|XI 4 ot Unt SUEF + =
Alertmanager B M| 82 HZML

ZedtIAM HE 146


https://prometheus.io/docs/prometheus/latest/configuration/template_reference/
https://prometheus.io/docs/prometheus/latest/configuration/template_examples/
https://prometheus.io/docs/alerting/latest/configuration/

— Amazon Managed Service for Prometheus

repeat_interval T0{= Amazon Managed

® Note
o=
2|54zt 5ULULICt 5

2|9] Prometheus A A0 LI} RI=

Service for Prometheus?| &7} |8t AFE O
I 52 &2|E|H 5¢0| Zotst =

U&LICH B EE
2 =0| CHAl M&ELICH

Ch=H 2435

(® Note
Amazon Managed Service for Prometheus 2£ 0 & M g HEE T UK
OH 070l X|HE "Alg metof gfLich #4o ot Y2 E E= T CHEt REMIE LHE=2
N o Y2 E MME XA

Amazon Managed Service for Prometheus0il & & 22|} T

(@}

.

Amazon Managed Service for Prometheus0i| A & 2| Zt2| X}
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CHE2 712 oA L& 2elR 7o ohd Lo

alertmanager_config: |
route:
receiver:
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
region:
attributes:
key: keyl
value: valuel

'default’

us-east-2

éﬂH X#HElE RYE +=417|= Amazon Simple Notification Service(SNS)IL|C}. 24dof CtE R
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template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver
urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigv4:
region: us-east-2
attributes:
key: severity
value: SEV2

7|2 Amazon SNS HEZSI E2
HA|Zo 2 RYX |5t K| St= Bt 7|2 Amazon SNS A2 CI2 HIZSI2 A28}

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
"33
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
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"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
},
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"
1,

"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
},
"StringEquals": {

"AWS :SourceAccount": "account_id"
}

}I
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"Resource": "arn:aws:sns:region:account_id:topic_name"
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"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

1]
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://prometheus.io/docs/alerting/latest/configuration/#sns_configs
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- name: name_of_receiver
sns_configs:
- sigv4:
region: AWS ##
topic_arn: ARN_of_SNS_topic
subject: yoursubject
attributes:
key: yourkey
value: yourvalue

subjectE X|Hatx| gfo™ 7|EX o=z 0|2 O|F1t 2fol X E V|2 HMER ez MS0| ddE|
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Amazon SNSOi| JSONCZ HIAIX|E EWHES L2 &E|xF 7+

0o
1z
0%
x

7|2% 2 2 Amazon Managed Service for Prometheus & &l ZZ2|AHE HIAIX|E Ut HIAE SE &
Aoz EgLICt ol OHE ME[A0M 2 2M5t7|71 H 0242 &= U&LICH CHAI JSON H4le
2 LS RS L2 HEXE T8 = USLICH JSONZ AHE5HE AWS Lambda £= #F3
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Z3/2 A&35t= CHel HIAIX| LIS JSONS R £3i5t= AL8XF X|H RIEXS Holstod CHRAEE
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o2 2H2|XHe| HIAIX|E JSON A2 2 Amazon SNSZ £245t2{M™ template_files FE MM LY
of Ctg ZEE Z&StE 8 22 #HE|IX 282 YO0|ESHAM L.

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -3}},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $1label.Name }3}": "{{ $label.value }}"{{ end }}

{€ "3}" 3}{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.value }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }3}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }3}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
"3 3{{- end 3}{{ "3}" 3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
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alertmanager_config: |
global:
templates:
- 'default_template'
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
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"Effect": "Allow",
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https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/
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"Principal": {
"Service": "aps.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012 :workspace/WORKSPACE_ID"
I
"StringEquals": {
"aws:SourceAccount": "123456789012"

[a

2. KMS 7| H&: AWS KMS &0 M AWS KMS 7|E LiC}.

A MHES FMELICH MY ## ### #2 X 222 HiELICH

{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012:workspace/WORKSPACE_ID"
I
"StringEquals": {
"aws:SourceAccount": "123456789012"

[a
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— Amazon Managed Service for Prometheus ALE MEAM
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PagerDuty0ll 222 ELHI= & & Z2|xt +4
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rH

2[R o] ol LICH O] Mo ME ## ### #2 S

alertmanager_config: |
route:
receiver: 'pagerduty-receiver'
group_by: ['alertname']
group_wait: 30s
group_interval: 5m
repeat_interval: 1h
receivers:
- name: 'pagerduty-receiver'
pagerduty_configs:
- routing_key:
aws_secrets_manager:
secret_arn: 'arn:aws:secretsmanager:aws-
region:123456789012:secret:YOUR_SECRET_NAME'
secret_key: 'YOUR_SECRET_KEY'
refresh_interval: 5m
description: '{{ .CommonLabels.alertname }}'
severity: 'critical'
details:
firing: '{{ .Alerts.Firing | len }}'
status: '{{ .Status }}'
instance: '{{ .CommonLabels.instance }}'

Example AWS CLI
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aws amp put-alert-manager-definition \

PagerDuty 163



— Amazon Managed Service for Prometheus

--workspace-id WORKSPACE_ID \
--data file://alertmanager-config.yaml
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1. Basef4= LE (X Ao LS IF TR LICEH LinuxO M CHE BHEE A8 E =+ U&LICH
base64 input-file output-file
macOSOi|A CtS BHE A8 &= JU&LICH

openssl baseb64 input-file output-file
2. mMUS UECoted{H ChS BHE 3 stLHE L=gLich

S U™ELIc

AWS CLI B{7 204 M C}

Ojo

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region
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--workspace-id my-workspace-id --region region
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aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region
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https://grafana.com
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
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* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

+ aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

» aps:DeleteAlertManagerSilence
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https://grafana.com/docs/grafana/v8.4/alerting/unified-alerting/opt-in/
https://github.com/awslabs/aws-sigv4-proxy
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "too many alerts, limit: 1000",
"level": "WARN"
},
"component": "alertmanager"
}
Ol= L& ZElxte| &8 & &S TS S olOleL(ct
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st 5712 ™G A A2, of 2221 AWS Management Console 8t https://
console.aws.amazon.com/servicequotas/ Service Quotas 2&& JLIC}.
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"workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567ac120002",

"message": {
"log": "Too many aggregation groups, cannot create new group for alert,

groups=1000, 1imit=1000, alert=sample-alert",
"level™: "WARN"

3,
"component": "alertmanager"
}
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https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/
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{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "alerts too big, total size limit: 20000000 bytes",
"level": "WARN"
},
"component": "alertmanager"
}

Ol 37| ¢TI L& ZrExtel HZAmo|AY L& & =SS o[0|ELCH

2L FA4I HolEs Mstod 22 2718 S

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
1,
"component": "alertmanager"
}
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https://prometheus.io/docs/alerting/latest/configuration/
https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/
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{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
},
"component": "alertmanager"
}
7liZkol &5t x| efot LT MHAIX| £E0| MAHEIRZE 2lOlELcH
g x|
HAIX| $d2 M= Ol A8 S RES!2 ChA| BItstod R & SNS HAIX| SE2 2 & Qlx|E=X]
otELICE HIAIX|E Amazon SNS FHMZE AE 5= 2o CHEt REAMIEH LI 2 SNS x| ZE2 &
ZE5HMIL.
I [PNPSIPSIE
230 Ccts 2ot 28 E 82
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "Message has been truncated because it exceeds size limit
originSize=266K, truncatedSize=12K"
"level": "WARN"
},
"component": "alertmanager"
}
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

},
"component": "alertmanager"
}
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{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
3,
"component": "alertmanager"
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"

1,
"component": "alertmanager"
}
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"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed. There is an error in a receiver that is using
templates in the AlertManager definition. Make sure that the syntax is correct and
only template functions and variables that exist are used in the receiver 'default',
sns_configs position #2, section 'attributes'"

"level": "ERROR"
1,

"component": "alertmanager"
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
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https://prometheus.io/docs/alerting/latest/notifications/
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery”,
"logs:DeleteLogDelivery"”,
"logs:ListLogDeliveries”,
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelogGroups",
"aps:CreateLoggingConfiguration"”,
"aps:UpdatelLoggingConfiguration”,
"aps:DescribeloggingConfiguration"”,
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"
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{
"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreateQuerylLoggingConfiguration",
"aps:UpdateQueryLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration”,
"aps:DeleteQueryLoggingConfiguration"

]I

"Resource": "*"
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--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"'
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{
workspaceId: "workspace_id",
message: {
query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",
kind: "alerting",
group: "test-alert",
namespace: "test",
samples: "59321",
b
component: "ruler"
}
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workspaceId: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {
query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",
start: "1683308700000",
end: "1683913500000",
step: "300000",
samples: "11496",
userAgent: "AWSPrometheusDPJavaClient/2.0.436.0 ",
dashboarduid: "11234",
panelId: "12"
},

component: "query-frontend"

Mgt Are

H& 37| XM Bt - CloudWatch Logs ElAA HE2 5 120Kt 2 AM|$HE LICH CloudWatch Logs0i| A &=
ol o] 27| Mtol & 3SlE e ZXISHH /aws/vendedlogs/2 AR EtE 21 OES AISZE &
MatetLct #2| 2248 g 4318 i Amazon Managed Service for PrometheusE X|HE 21 38
O Z CloudWatch Logs ElAA H2HE H|0|E 5ok gFLICH CloudWatch Logs ElAA M2 37|t

ofl TE&tX| & == CloudWatch Logs 21 1& O|E0| MF At /aws/vendedlogs/E F7+&fLICE.

Mgt AL 194



— Amazon Managed Service for Prometheus A

ol

AM
=

02

M

Amazon Managed Service for Prometheus 2| H|& O[3l & Z|

CHE 29| T ME X|E =80| H|E CcHE 22 AXIFLICH el A8F0| B2 TZoH = *2lE
2| MEof et 2 7to| HI8 0| M5, X|E AER|X|7F HA| HISAM R R[5t HIS2 M&LCH
Zt Q Zoi CHst XkMIEH LI 2 Amazon Managed Service for Prometheus A& HO|X|Q| 2 =2 & =X
St

1S Ee wHe 20017t £ HIS S HEHH
r

A
AE e

2 | | & x[gHLIcH =
OI7ALHSE Ztdg S2) +EEls #4M A2 48 E0/H £7 232 59 4 aLith

M

=T o O|TMENM =T(22B0|E) 2tHE =7 = UELICH Prometheus AEH(0|O|TE 2 =04 A
A" )2 AWS Distro for OpenTelemetry(ADOT) =&7|7} 25 scrape_interval #4822 X|HE
LICH 0o & E0{ =& ZtHE 30X0MH 60X 2 =2|H = F A3 0| Mt 2 E0{ELIC}.

<relabel_config>& AF&23}04 Amazon Managed Service for PrometheusZ M& = X|EE ZH
e =& UELICH Prometheus M0|TE T M B0|EE CHA| X|"dst= 2ol CHEt REAIEH LY

2 Prometheus A A Q| https://prometheus.io/docs/prometheus/latest/configuration/configuration/
#relabel_conflg £ FZ3SM 2.

T

O r~ L—
FHEIHIESE RFc 718 T2 YH2 FANUIHR?
22| HIg S MEIE ME 8 7IF0E LI A2l HIZE Fof A2/ HISS FY 4 el

Z{2| H|&oi 7}E Bto| 7|o45t= FEloll CHE 7FA|EE =0l2dH MME & X 5HM 2 Amazon Managed
Service for PrometheusOil A #{ 2| H|E 2.

HIgol d&¥e OlxlE U2 FUIIR? 195


https://aws.amazon.com/prometheus/pricing#Pricing
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config

— Amazon Managed Service for Prometheus A2 MEHAM

XIEO|HE 7|72 Z0|M & BT M Fol= ol £20| TLER?

BHE7|ZHE €Y £ UXIE o|EA = HIEO0| 2H E01& 7tsd2 K&LI

AT 0|AL| BE F7He TAISHE Wiol CHE ALMIE LIS S YT AH0lA 2o MM BE s

O -

of 212 Ol[o|E{of| CHer HE|E H5tod #E| H|So| F7HELICH ChE2 & HElE x[Xgtstn H|S
[ (o] 4

=
£ HFc O AL8E + U= E 7Fx ™EFLICH

« Amazon Managed Service for Prometheus & & AF& - Amazon Managed Service for Prometheus
ool ol AT AlARIS AFS SR QI MHIAT} 03] 7HE Yol & 2IMol x| EE A2l

o O T L1
2 SHYPEE D8 HEE 457 /I FIF 27 2E = U&LCh 047|0= Grafana0l A
A OlA

S22 T AA |E
n7t&Mof CHet & Elo| ZEELICEH o|E A 6t HIEO| 34l 0|42 &7tE = U&LICEH Amazon
Managed Service for Prometheus2| 2 &2 %25t £|0] IS 7Y M2 o HE[2 n7tE-dat

S|
S S MSELCH

Amazon Managed Service for PrometheusOil M= 2| L& A|IAHRIECHE 7|2 g82 M85t X
Ol Z&LIC.

. o 77 2|55t - AR AEIE 2/NIsSHE WHE W B StLHE X1S ME 1 217 sals 1Y
Lich. 58 274 2Bt TRsR|e 1200 HElsts YR0| s B, RS M2 13 742 s
o T QR0 ChE 2| HIS S 5Hf T 4 et

. Z/Mo| S ALS - #Elo| S 2T 27t 342 CIOIEE Of B0l K222 #2| HIgo| Ete
LI}, PromQL #Elo| 24 212 27} 20| R Clo|Eof 27| A8 27|9Ix| =l of
£ S0ih TRoIM B Alols 1020 S T 27t ZEELIC

- alert: metric:alerting_rule

expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
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1. 2EZ M ZMElofM CSV CH22EE =504 HIO[EIE L HLICH

2. CSV mols A 7Izt BN, ST F, HT 2 U AST(HTE ME 40| ZRELIC

® Note

Cost Explorer HIO|E{= YEtMHo 2 24 A|7t X|QAE/L|Ct. =& AR Z|ztoll= CHE E7HK| Tl O]
E{E ALE5tX| & = U&LICH

rok

FEoll = RE MZE £ AHlpHstedH o= A SHof Lt R?

0| A Amazon CloudWatch2| IngestionRate X|E & AtE5to{ =&E HE | CHEFXMQI =& HAHE
T U&LICH AWS Command Line Interface. Ol= € HT7MHE HAESI T KT AHO|A PO AIE
& E olalisteE ol RS FLch

+7% ol OlE1S T st AR:

aws cloudwatch get-metric-data \
--region your-region \
--start-time start-timestamp \
--end-time end-timestamp \
--metric-data-queries '[

{
"Id": "el",
"Expression": "SUM(METRICS())",
"Period": 3600
1,
{
"Id": "wsl",
"MetricStat": {
"Metric": {
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"Namespace": "AWS/Usage",
"MetricName": "ResourceCount",
"Dimensions": [
{"Name": "Service", "Value": "Prometheus"},
{"Name": "Resource", "Value": "IngestionRate"},
{"Name": "Type", "Value": "Resource"},
{"Name": "Class", "Value": "None"},
{"Name": "ResourceId", "Value": "YOUR_AMP_WORKSPACE_ID"}
]
iy
"Period": 3600,
"Stat": "Average"
}
}
]I
O| HH2 £ MEZ SHE AIZHE B IngestionRate 22 PHEHEFLICE & Eof =ZIE MZ 9
CHEFMOl =5 AHAHStE{m ZF AlZHE Co|E ZRIE o 3600(AZHE )2 Z35+04 sHE AlzZhol| = ElEl
MBS IR O3 ST Yol BE AITY S BarELIC
Monthly samples = ¥ (hourly IngestionRate average x 3600)
0 € E01 &t AlZtO| XY B IngestionRate 500712 HES EHEtslE B2 Y AlZH2 2F 500 x
3600 = 1,800,000712| HE2 MSH&LICH 012 1A|ZHOICH O|& BF=otn At E Tistod CHEFX
ol gl 7 H48 TELICH
7| mt2t0|E:
- Period: 3600(Z% 1AlZ)
« StartTime: X (0: 2026-02-01T00:00:00Z)
« EndTime: &2 (0i: 2026-03-01T00:00:002)
- Stat: &
3 AmO|A IDs 3o E{H:
aws amp list-workspaces --region your-region
I AHO|A IDE AFE35H0{ B|F2] EE Prometheus 2lAA0| R A SHE CHA X|HE 23 AH|
ol£0il CHEt HlO|EEt EAISHE & XIES TE{=BtLic
gt 2o +EE ME =8 AHLtste{™ o2 A sHof StLtR? 200
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XM3tof CHt CIAO|EE MBS & LICH KubecostE & 8t Amazon Managed Service for Prometheus&
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® Note

Kubecost At20] CHEH XFAMIBH LI 2 Amazon EKS AF2 MEMO| H|E ZLIE{ZIS & Z A
(@]

-l .

AWS Observability Accelerator& At&5t04 Amazon Managed
Service for Prometheus A&7

AWS = Amazon Elastic Kubernetes Service(Amazon EKS) Z2MEO| CiEt ZLIEHTE, 24, & & &
CHAIEEE 2 &5 gtatd =328 MBS ELICH 047|0l= Amazon Managed Service for Prometheus,
Amazon Managed Grafana, AWS Distro for OpenTelemetry & 7|E} =77 Z&ELICH Ol248t &
£ &7 Ar&3teE ol E20| &E| =5 = Observability AWS Acceleratoret I &= O|2{8t MHH|AZ £HE
Mg FAStE Terraform 2 E S AWS A2 &tuCt.

AWS Observability Accelerator= Amazon Managed Service for Prometheus0i| CH8H & 7HQ| =&l 7|
ZZ2uledg N3 ELct.

o rH

2l K| E(OIOIFE Qi2) - 2BAE 2f oA AJE|E 2t 2213 ofo| A
Ol Amazon Managed Service for Prometheus =ZI7|& AFEEFLIC}H #21E +=%7]
Ch. X[ZE B s EL[C.

« AbA| 22l - E2{AE{Q] HelmE S8l OpenTelemetry CollectorE HiZ & L|C} X|E, EQi0|A
(AWS X-Ray) 2! 2 (Amazon CloudWatch)E X|¢4&fLIC}.
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Ol MMOf M= HFEI= OIFIE gl T2 YAIRE A5 £ g4
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D& AdmELch

Terraform ®1Z 21} XFA|EH X|&E2 Terraform&AWS Observability Accelerator GitHub H| O X|0f| A &F

olgr 4 gLtk

INTS e

AWS Observability AcceleratorgE A& 324 7|&E Amazon EKS Z2{AEQ CHS AFH Z740] 1040k
ot
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. AWS CLI- BE0lM AWS 7|5 s Sste ol A2 gLt
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* kubect—EZHE0i|A EKS E2HAEE XM oist= o At ELICH
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
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« Terraform(>= 1.5.0) -0| £&F M| 2|AA WHE At&SE6te O AFSELICEH AWS A LHo| M
Amazon Managed Service for Prometheus, Amazon Managed Grafana & IAMS A&t #2|E
T U AMHA HEHO| UE IAM HE 2= AWS SZAHE AYsHofF ELICH Terraform& AWS 324t
E 7 M5tE Yol cHEr REAIEH LHE 2 Terraform M AS| AWS S ZAHE FHEFHAMIL.

22| X[ E(M0|HE gig) oM AHE

0| 0 A|0f| = Amazon Managed Service for Prometheus &=&7|& AI&35t0{ +=&7| ZEE HZ 5t K|

o1 Amazon EKS 2 2H{AE{0|AM Prometheus X| & AFEO|ZFLICH =& 7|olE 5 742 74 7+
 gdoi 5 7K ol el MEHIO| EREFLICH AFMIEH LI 2 GitHub2| eks-amp-managed HIXIE &t
ZSHMI2.

oo|HME gi= lzet 2LIEE Terraform 2&E A& 5t2{H

ZHMEE ddstiie EH0IM Chg BB S AH8stod E[ZX|EEE SHELICH

|E

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

jo
P
N
o
o
L
o

2. L[ BHPZ ALE 3504 Terraform

0jo

cd examples/eks-amp-managed

terraform init

3. CtS oxet Z0|l M terraform.tfvars TS YAELICH Amazon EKS E2{AE{ol| CHE
AWS 2|3, 2B{AE{ ID X VPC UIEQZ M2 BEE ASFLICHL £=T7I0lE F 7Ho| 7 7t8
Pdofl = 7 o|ate| MEUIO| e gfLC.

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

# (mandatory) Subnets for the managed scraper (>= 2 AZs)
scraper_subnet_ids = ["subnet-aaa", "subnet-bbb"]

# (mandatory) Security group allowing scraper access to the EKS API
scraper_security_group_ids = ["sg-xxx"]
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https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/eks-amp-managed
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4. A23t24E Amazon Managed Grafana I AH O|A T} O} R QiE A MAIstLICH A K3 A
O|AE M= Wedol ChEt XEAIEH LHE 2 Amazon Managed Grafana AHS AHA Q| 5d #Hm

HIATO|A HEE HESHA L.

5. HWHEOM LIS BHS AE50d Terraform0ll M Grafana QI AHO|AE ALE3L7| {8 F 719
E M/MErLCt grafana-workspace-idE Grafana {3 AH 0|A Q| IDE CHA|5HOF & L

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [ME AFE] 7I&E 2] Amazon Managed Service for Prometheus 2 AH O|AE ALSStE{H
CS oflet 20| prometheus-workspace-id& Prometheus ¥4I AH O|A IDE CHAISH
0 terraform.tfvars It ol IDE FIIELICE 7|E 2T AHHO|AE X|HSIX| fo™ M
Prometheus ¥ I AH0|AT} XIS 2 M ELICH

# (optional) Leave it empty for a new workspace to be created

managed_prometheus_workspace_id = "prometheus-workspace-id"
7. CI2 BHES ALSstod £F A4S i ZELICH

terraform apply -var-file=terraform.tfvars

OlZ A 3™ Ct=2 2 Z&5t0d AWS H ™ol ElAAT7F MMELICH

« M Amazon Managed Service for Prometheus QI AH O|A(7|E I ATHO|AE AFE3FHT|Z2 MEY
gt 82 X 2)

« Amazon EKS Z2{AE{0]| M Prometheus X|EE A3 2|0|Z 5 =5 F43E Amazon Managed
Service for Prometheus =& 7|(MIO|ME Qi= A3 8|0|H)ILIC}

« Amazon Managed Service for Prometheus & 3 A H 0|A 9| Prometheus 7|8 ! &2 73!

. Q=ZE} X|EE 2|3 Amazon EKS 22{AE{0] HYZE El kube-state-metrics ! node-exporter.

« X KIAHO|AL AHE 2 Amazon Managed Grafana Cl|O|E{ AA L CHA|EEQILICH CHAIEE
£ EKS ZL|E{Z ot 2ol LtFELCt

2™ X E(OIHE eig) ol A S 206


https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create

— Amazon Managed Service for Prometheus ALE MEAM

CHOt: XHAf|l 22| OpenTelemetry Collector

& mo|ZzfQlof CHet £, 21 = TA| KMo/t Eeet F< At 2ElE Z2ot S AFSE L

. 124 Prometheus XI.&E A 3 2|0|Z 3 Amazon Managed Service for Prometheus0i| 242

M E ZHEl OpenTelemetry Collector7t Amazon EKS 22{AE{Q| Helm2 &3l HIZ ELICH &

EFJIOIA(AWS X-Ray) 2 2(Amazon CloudWatch)& X[ & LICH XtMIEH LI 2 GitHub2| eks-
mp-otel OiA| & & ZE5tAIL.

1

C

Ly I

KA 2213 Terraform 2EE2 A2 5l2{™

1. B|ZX|EZIE 25t Terraforme Z 7|3 & L|Ct.

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

cd examples/eks-amp-otel

terraform init

2. Ct=2 NI 20| A terraform.tfvars It AAdstL|Ct.

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

3. HEI™ X|E oMt S HAH (Rl 4~6THAH)E A& 504 Amazon Managed Grafana ${3 A |
Ol& X API 7|& AL

4. OIS BEE A8slo

piN

ﬂlP)

EMZ "z ghct.

terraform apply -var-file=terraform.tfvars

O|Z A 524 AWS AHo| Ct21 22 ElAA T SHELICHOOIME Qi M2 YAln e &7
S AE Lo M M™-E).
« Amazon Managed Service for Prometheus X3 AH O|A(MEL|X| &2 BR).
« OIO|E{ AA S CHAIEE7} Q= Amazon Managed Grafana 3 A H 0| A QIL|CEH

« Amazon EKS 2HAE{2| Helm2 &3l HHE El OpenTelemetry CollectorZ, Prometheus X|EE A
38|0|Z 81 Amazon Managed Service for PrometheusOll #1724 ME & M E[o] Ql&LICH.
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https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/eks-amp-otel
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/eks-amp-otel
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— Amazon Managed Service for Prometheus A

« OpenTelemetry Collector2| MH|A A& ol CHEH IAM 2 &(IRSA)ILICE
- IO[Z2tRIE AWS X-RayE FAMELICH 72X =2 EH35HE).
« I}O|ZZIRIE Amazon CloudWatcholl ZZELICHZIEMo =2 & dstHE).

v

CHAIEE E 7|

M CHA|2EE 2248 Amazon Managed Grafana 22 AH O|AMAM S CHAIEEE dL|C} QI= g}
CHAIEE &= TerraformOi| M At 2 2 Z 2 H|X{'dE LICt. Amazon Managed Grafana At& 01| CHEt XHA|
gt LI 2 Amazon Managed Grafana At& B M 2| Grafana RITAH O|A A 24 E R T SHMIR.

Kubernetes& AWS ZAEEHE A& 5104 Amazon Managed
Service for Prometheus #¢C|

Amazon Managed Service for Prometheus= KubernetesEAWS 71E ZE4(ACK) 2t S & £|0{ Amazon
EKSO| {IAHO|A, 2] IR L 7= HEX 2lAA0| HEIE KIELICH EHAE 2R 0M 2
AAE HO|F EHQE 10| Kubernetes® AWS ZHEEH AF& X X|H BlAA HO|(CRDs) 2! H|0|E|E
Kubernetes ZHX| & A& 4= Q&LICH.

O| MM M= 7|&E Amazon EKS E{AE{0|M Kubernetes& AWS Z1E £ 212t Amazon Managed
Service for PrometheusE MH5t= e MHEELIC

Kubernetes& AWS Z1EE8{E A 7351 Amazon Managed Service for Prometheus & ACK Z{E E ¢
E AMSlE EE2O AAEES 212 =5 Y&LICH
AN™ =

Kubernetes& AWS ZAE E2{ & Amazon Managed Service for Prometheus& Amazon EKS £2{AFE
ot Sest7| T™of Chg AT Z=740| ook & LCt.

5

ol

« Amazon Managed Service for Prometheus AWS A& 2/ |AM &gf2 T2 028 HAlo 2 Y
£iH 7|E & #eto| Qlo{of &ct.

+ OpenlD Connect(OIDC)7| &&3tE 7|& Amazon EKS E2{AE{ 7} {0{0F &LC}.

OIDC7} &3t c|X| oIQfCt CFS HYS AFE5lo{ EMd8HE = QUSLICH YOUR_CLUSTER_NAME
L AWS_REGIONE 7|I’Hoi &= SHIE 22 Z HhEL|C}.

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
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https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html

— Amazon Managed Service for Prometheus A

0o
1z
0%
x

--approve
Amazon EKSO| X OIDCE AF8 3t &idod| CHEr REA|IEH LIE 2 Amazon EKS AHE MRE XS OIDC
A4 zsH ZZ2X QIS 2 AM OIDC SZA MEE HXSMS.

« Amazon EKS ZHAE{0{ Amazon EBS CSI E2}0|B{7} A4 x| E|0{ Qlo{0oF EfL|C}.

« AWS CLI7} Ax|E[o{ R{0{0oF & LICI. AWS CLI & BHE|MH AWS 7|52 E&36t= ol ASEL
Ct.

« Kubernetes@| I 7|X| &t 2|X}2l HelmE Ad XI5l OF & L|Ct.

- M HIAHO|ANM EBlE ME35tE{= Amazon Simple Notification Service(SNS) —|—7HI7P J0{OF
gich =X HAIXIE B = /= #82 Amazon Managed Service for Prometheus0i| 5 04!
=X| &elghct.

Amazon EKS 22{AE{7t M5t H #+/8E|™ kubectl get --raw /metrics SE2 Sl
Prometheus0l| &7 @ Al0| X|'HEl R|ZE 7} EAIEILICH O|X| Kubernetes& AWS Z1EE2{ A{H|
=
=

EEBE MxIstT 0|E AF238t04 Amazon Managed Service for Prometheus 2|44
E|i&LICH

Kubernetes® AWS ZHEEHE AI25l0{ {TAHO|A HYE

M Amazon Managed Service for Prometheus 23 A 0| A S HYEZ 5l24™H Kubernetes& AWS ZHEE
o ZHEEE MRISH IS 0|2 AI2610{ KA O|AE MAIEtLIC

Kubernetes& AWS ZHEE{E AtE35104 M Amazon Managed Service for Prometheus &3 A H 0| A
E Hiz=5tc{H

1.

IS HH S AFE 304 Helm0il A Amazon Managed Service for Prometheus AMH|A ZAE £
x Ct. RkMIEH LI 2 GitHub2| Kubernetes& ZHEE2 ABE MM ACK ZHEE B MR
ZME. AWS A|ARIN]| = ##(0: us-east-1)S AFSELICH

mlm fl

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | jg -r '.tag_name | ltrimstr("v")'"

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/

A8 HEBM

— Amazon Managed Service for Prometheus
helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \

oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!

The controller is running in "cluster" mode.

The controller is configured to manage AWS resources in region: "us-east-1"

g

2 2 BB E ALE5t0{ Kubernetes& AWS ZIEE2| ZHEEE{/ §3Ho 2 HR|E[U

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

8t ZAEEB{ ack-prometheusservice-controllerd

J2{™ status: deployedE HIREH ZHE

CHet D=7t ghetElL(ct
olg MAMSEHL|CH o] miale MM =0l 9|3

2. C}2 EIAEE AI8310 workspace.yamlO|2tE Tt S
AHO|AS| FHE o2 ASELICH

apiVersion: prometheusservice.services.k8s.aws/vlalphal

kind: Workspace

metadata:
name: my-amp-workspace

spec:
alias: my-amp-workspace

tags:
ClusterName: EKS-demo
1P S A5t I AHO|AE MELICHO| BHE2 1EHAHO| M e AIAR] BH=of

3. CiE &Y s
et EetE)

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

Al & AHO|M my-amp-workspaceEt= A KTAHO[AE £ & QU
= x4 Ol AFEY

CHS HES AYSH I AHO|A IDE EEE 2 TAHOIAS HME HE U HEIEE 9
L|C}. EE= Amazon Managed Service for Prometheus 20 M KFZAHOIAE 2 £ US
L|Ct.
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https://console.aws.amazon.com/prometheus

— Amazon Managed Service for Prometheus A

0o
1z
0%
x

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

@ Note

eI AHO|AE WX &0 7|E HTLHOAE AEE =& JU&LICH

4. CF2 FHE AHE5t0od CHSol M4 E Rulegroups 2! AlertManager?| #4822 5 7HO| M yam! I}
U2 HMELIC

Ol #4442 rulegroup.yamlZ M ELICt WORKSPACE-IDE O A9 22 AHO|A IDZ
Bt L|Ct

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $1abels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
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https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/

— Amazon Managed Service for Prometheus

description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =

{{ $labels }}"
CS #442 alertmanager.yamlZ CHA|IEFLICEH WORKSPACE-IDE O|™ B9 @3 AW O|A
IDE HFEL|C} TOPIC-ARNE L 22 EY Amazon SNS XS] ARNCZ HE 1 REGIONE At

2 AWS 2™ &2l 2 HFEL|CE Amazon Managed Service for PrometheusOl= Amazon SNS &

AXloi| cHgr HEto| Qlo{oF &hL|Ct.

apiVersion: prometheusservice.services.k8s.aws/vlalphal

kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(® Note
oledfet 7+ mdo| FAlof CHet RHAIEH LHE 2 RuleGroupsNamespaceData &

AlertManagerDefinitionDataE &HZ35HAM2.

HeLICHo| BE2 1B A oM d- et

5. Chg WS MHsto 7A I8 U AE BEIK TS M3
A2 0] W2t abE).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

B E oluioll HE AFYE &l & AU&LT
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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— Amazon Managed Service for Prometheus A

(@ Note
EIAAE MMFHX| o1 UO|0|ESHEAT yaml THUE UHIO|ESHD kubectl apply &
HE ChA| Al™dstH Eoict.
BlAAE AK|StE{H OIS HHES M™-ELICH ResourceType2 MA|GtE{E ElAA R
& Workspace, AlertManagerDefinition B & RuleGroupNamespace2 CHAIE L
Ct. ResourceNameg AN & E|AAQ| O|F2 2 CHAIELICH

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

OlHoE M YZAHO|A HIZ 7} BEELICH CHE MMolAE ST T AT 0|20 X|EE M6
TE 2PAEE TAE wHe MBI

Amazon Managed Service for Prometheus &3 AH O|A 0] AAE S Amazon
EKS 2HAEH 4

O] MMUME HelmS AH&35104 Amazon EKS A E 0| M M- E|= Prometheus7t 0|7 Al4d0i M
M 248 Amazon Managed Service for Prometheus {3 AHO|A0 X|EE HZHOZ MTEE T M=

E s8s5io{™ x| E & AFS35H7| 2I5H M8 IAM & 9| o|§ 0| ZEELICt o] ZdE of
SHX| ot 742 Amazon EKS 2HAE(Q| X|E £Zl2 Q|5 MH|A 245 A oA REMIEH LI
2 HZASHM L. olz48t X[E2 2™ IAM && 0| amp-iamproxy-ingest-roleZ X|&EL

Amazon EKS Z2{AE{0f CH3H A M 7|E Fd5le{H

2 HHE AB5t0 T AHO0|AQ| prometheusEndpointE 7S LICH WORKSPACE-IDE
M MMo| ]33 AT 0|A IDE CHA|ELICE.

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint= gteh Zotol| ZA|IT|H FAI2 Ct30 Z2&Lct

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-acl1234567890/
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— Amazon Managed Service for Prometheus

CtE H EA0IM A8 E = AUES 0| URLE MEEfLICH
Al

2. CISHAEZ M oS M350 0|2 prometheus-config.yamlZ K| gLICt

L
accountE& A IDE, workspaceURL/E &3 H2 URLE, regiong A|AHE|0l| est AWS
2™ o2 chAIg Lt

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-

iamproxy-ingest-role"

server:
remoteWrite:

- url: workspaceURL/api/vl/remote_write
sigv4:

region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. [C}E Helm BB E ALE35t0{ Prometheus AtE ! LA HO|A O|FDF AHE HTHE F&LICH
helm 1ls --all-namespaces

X277 K| TIglist EHAofl h2F Prometheus AHE.QF HIYA T O|A Q| O|§E 25 prometheusZ
X| 5ok 5t RIE A2 15.2.0Y &= U&LICtH

4. O|™ EtAH0IM &2 PrometheusChartName, PrometheusNamespace
PrometheusChartVersion2 AF236t04 CtS HHS Aldlish|ct.

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

=2 = Jadol=7t d3RUCHs HIAIXIZ7L ZAIELICH

5. MEAXMOZ gwscurl2 &3dll Amazon Managed Service for Prometheus QIEZQIEE 2|5t
0 |7t S3HoE MEE|D JUeX| Helg = UA&LICH #£42 A AWS E[H Sl E HiF D

- AT

workspaceURL/€ 1EtH0|MH &2 URLE H}ELILCE.
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— Amazon Managed Service for Prometheus A

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

O|X| Amazon Managed Service for Prometheus I AHO|AE M5t 1T, YAML IS 74O =2
A& 310 Amazon EKS EHAEHMAM ST KT AH O|A0 HAZAFMELICH AR XIH 2lAaA HO
(CRD)Z}1 3t O[248t U2 Amazon EKS EB{AE] LI J&LICH Kubernetes& AWS ZHEE T
HEEHE ME5t0od EEHAEHOM &E 2 & Amazon Managed Service for Prometheus 2|AAE #

2|lg & A&LICH

CloudWatch X|E2} Amazon Managed Service for Prometheus 2]
E 5t
O H

ZEXEE & ol 2e=d =20| 2 = &LICH Amazon Managed Service for Prometheus=
Amazon CloudWatch X|E£ & XIS 2 +%stX| et&LICt 2Lt Amazon Data Firehose & AWS
Lambdag& Ab& 304 Amazon Managed Service for PrometheusZ CloudWatch X|EE FAIE = U&
L|CF.

0| MMoj| A= Amazon CloudWatch X|E AE 22 H|& 81 Amazon Data Firehose 2! AWS
Lambda& AF& 3104 Amazon Managed Service for Prometheus2 X|EE +&st= 2des MU

AWS 2212 E T 7|E(CDK)E AH&3t0q Firehose T1& AE B, Lambda % Amazon S3 HZ!g 4
MIIEE AEBHZS MXFI04 A AILIZIE A|QdEhL|C}.

AERIS AE5tH AEZ|Y X|E O|O|E{E HTTP A =EXQIE &= Amazon S3 B
2
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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— Amazon Managed Service for Prometheus A

NS Ta

« AKX} EZol AWS CLIZF Mx| &l T|o{oF &FL|Ct.

« AWS CDK Typescript7} A P%’ off Adx|x[o{ RIo{oF EfLILCt.

* Node.js & Go7l AtEX} gHE0ll AX|x(04 QlofofF FFL|ct

. AWS ZHEHA CloudWatch X|E LHE LH7| github 2| Z X|E 2/(CWMetricsStreamExporter)7t 22
AAEOf x| Z|o{oF BHL|CE.

Amazon Managed Service for Prometheus /3 AH 0|AE MA3te{H

1. o] dlAlZ|e] Hz o Z2|710|M2 Amazon Managed Service for PrometheusOllA AZ4ElL|C}. C}
= HHS A& 3504 Amazon Managed Service for Prometheus 43 AH O|AE M7 L|CtH

aws amp create-workspace --alias prometheus-demo-recipe

2. OIS BYoR 3 AHO|AT HEEIR=X] EOlStA L.
aws amp list-workspaces

Amazon Managed Service for Prometheus0i| CHE Xt A3t LHE 2 Amazon Managed Service for
Prometheus At& B ME FHE5HML.

54 dRlst{H

T

2 A
-1 o

Ok
Mz
Ral

aws-olly-recipes Z|ZX|E2|Q FEMAM C}S HHE AFE5t0{ CIAHEZIE
CWMetricStreamExporter® BH4Z3%LICH

cd sandbox/CWMetricStreamExporter

Ao 2= 0| }Ix|7I ElZXIEE|e RER 7HFE AL

2. Cf3 BS A83tol CIE2I8 /cdk BB
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html

— Amazon Managed Service for Prometheus

npm install

4. C|HEZ|IE CZXIEC|Q REZ CIA| HASH £ OIS HYS AFE35lod CIEE|Z|E CHAl /
lambdaZ® B4Z@ELICT.

cd lambda
5. /lambda ZH0i| E0{7t™ CtF 2 AtE5t0{ Go & EE MEXIFLICH
go get
Ol 2E ZEM0| EXIEIR&LICH

AEHES HYE otEdH

2| ZX|E2|e] FEO|A config.yamlE Y1 {workspace}E MZ g%t 2T AHO|A ID
@t Amazon Managed Service for Prometheus &3 AH 0|A T} Q= BTS2 CHA|5H0{ Amazon
Managed Service for Prometheus /|3 A M| 0|A URLE =™ & LICH.

—

AMP:
remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/

{workspaceId}/api/vl/remote_write"
region: us-east-2

Firehose & AE 2|1 Amazon S3 HHZ!2| 0|E S ¥5t= 0|2 = HZAELICH

2. AWS CDK %! Lambda ZEE Y 5ttdH 2|ZX|E2|Q] RFEOAM CHS H22 ASsHL|C}
npm run build

O| &= EtHE &3l Go Lambda HFO|L{2|7F Y EE| 11 CDKE CloudFormation0i|l HHEE = &
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— Amazon Managed Service for Prometheus A

aws cloudformation list-stacks

O|£0| CDK Stack®! AEHO| 2=0f EA|IE/LLCE.

Amazon CloudWatch A E 2] A A

O|M| X|EE & 2|5t= Lambda &7 MM E|io 2 2 Amazon CloudWatchOlAM X|E AEZIS MA

g+ A&LICH

AH
S

0x

atedH

jo

CloudWatch X|E AEZ]

1. https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList0ll A CloudWatch
AL 2 0|S5tD K| E AEZ| MAIS MENSH|C}

el ™ |
2. EZQP X|E(ZE XIE & MEiFH HYATo|AQ X|E)E MEHELICEH
3. ConfigurationOiM Ao LARet 7|E Firehose MEAS MEAFLICE

4. CDKO{A 0|0 BHE FirehoseE& AF&35t7| ELICH Kinesis Data Firehose & A&
EZ ME cECtR20M o|™of BtE AEZ S MEIgILICt O|§2 CdkStack-
KinesisFirehoseStream123456AB-samplel12342t Z&L|Ct

5. £ #AZ JSONSZ ¥HZAFL|C

6. X|E AEZ0 o0] /= ol XIHEHELICH

7. X|EAEZ YES HEiELCH

8. (M AtE) Lambda & 7t &S & QletE{™ Lambda Z2£ 2 O|Sst &+
KinesisMessageHandlerE& MEHEILICH ZLIER Biot 27 5t ®IS MElSIH 22 72t H =

of2foll EZ|7HE|= Lambda &+ &= 0| EAIE/LICE

T

@ Note

DLUIEE ®ol 2HH £ 0| ZAIZZ| Al%fst= O z[Ci 520] 28 + JU&LICH

FH

O|A| Amazon CloudWatch0llA<{ Amazon Managed Service for Prometheus2 X|E7} AE 2| EL|CH
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/lambda/home

— Amazon Managed Service for Prometheus

el
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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« kms:DescribeKey - Amazon Managed Service for PrometheuslA 7|2 A& 4+ UTE 10
ZEl™E 7| MR HEE MSE
CHZ 2 Amazon Managed Service for Prometheus0l| F7H& 4= Q= 2 M of A|IL|C
"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://console.aws.amazon.com/grafana/home?#/workspaces
https://console.aws.amazon.com/kms/home?#/kme/keys
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Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-

abcd-56ef-7890abcdl2ef"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}

Amazon Managed Service for Prometheus0ll AFR El= &5 3t 7| ZLIE{&

Amazon Managed Service for Prometheus & 3 AH 0| A0 AWS KMS 74 ZEZ|& 7|8 AH235
= 4% AWS CloudTrail 2= Amazon CloudWatch LogsE A& 304 Amazon Managed Service for
Prometheus7t EUlle REE FHE & U&LICH AWS KMS.

Ct2 oAM= Amazon Managed Service for PrometheusOil A T2 #2|¥ 7|2 & 535t
Zl Clo|E{o]| AM|ADescribeKeydt7| s &8t KMS 242 ZLIEREH 7| {8t
CreateGrantGenerateDataKey, Decrypt, & AWS CloudTrail O|HEIL|C},

ME Al 535t 229


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
" "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"

arn :

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
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"Decrypt",
"DescribeKey"

]I

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "aps.region.amazonaws.com"
3,

"responseElements": {
"grantId":

"@ab0ac0d@b000f00eaddcc0aleddTcO00bced00c000T0000000cObc0add@BaaatSAMPLE"
+

"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfba®@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "111122223333",
"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

GenerateDataKey

{3 Am| 0|20 Chsl AWS KMS 24 22| 7|& & &=tstT Amazon Managed Service for
Prometheus7} 1.8t 7|2 AMAISH

£ MMerL|Ct 2lAaA0] CHEF AWS KMSTLZH 22| AWS KMS & 7| X|
H35l= GenerateDatakKey 2320 ERLICH,

CH2 oAl O|HIE = GenerateDataKey 2 7|5

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"

iy

"eventTime": "2021-04-22T17:07:02Z2",
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"kms .amazonaws.com",
"GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress":

"eventName":

"172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333

sample-1234-abcd-56ef-7890abcdl2ef"

.

"keySpec": "AES_256",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea®@0fbOfba®@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType":

"AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"
}

oF 5 3=l WorkSpaceOil A 2|7} A4

El CllO|E{ol| HMIASHE Decrypt &

=

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

T|™ Amazon Managed Service for Prometheus

:workspace/ws-

(of |

212 SEgfLich
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"invokedBy": "aps.amazonaws.com"
.
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

:workspace/ws-

Amazon Managed Service for Prometheus= DescribeKey 242 AM& 350 WorkSpacet £ &1

x|
E AWS KMS T2 g2 717t Al'E & x40l EXHst=K] & IErLICH

CH2 oAl O|HIE = DescribeKey 242 7|8 & LIC}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:0272",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd0db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

ID 7[8F =24 of A 245


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

— Amazon Managed Service for Prometheus A

0o
1z
0%

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

P
3
Q)
N
(@)
-}
=
Q)
-}
Q

(@]
(0]
o
()]
D
2
(@)
D
o
-
U
-~
@)
3
@
0
D
C
wn
O

o
(@)
o

Pl
|>
Bl

Pl
o

=

my

mazon Managed Service for Prometheus %! IAM2 2 =48t [j ghMst 4~ Q|

g FEstn +HY + YsLo

T 0
|_
O i
MO >
2 oo
o
v
>

+ Amazon Managed Service for PrometheusOil M 24 $£8e = = T
+ iam:PassRole2 Tt 5 QIS EIX| &

« LH AWS H™E Q|2 9| AF& X7+ LI Amazon Managed Service for Prometheus 2|A A0 HMASHE
g 85t A&LCh

rot

ol &

0jo

L

Amazon Managed Service for PrometheusOil A XS & 4~ Qle= HEho| i

Ojo

xHOS
1

?.

—

o
02
It}

S
rot

- O| QICtE 2LFII EAIEH HYS e +~ JA:ST Y S Uo|o|EsHok gLct.

CtS ol oflAl 2
A0 CHEE MR HEE 2241 K| 7HA aps:GetWidget TEHO| Qi M ghMstL|Ct

F = mateojackson IAM ALE A7 2& 2 AHE5H0{ 74 my-example-widget 24

Ho

X a4 246



0o
1z
0%
x

— Amazon Managed Service for Prometheus A

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

O| B, aps:GetWidget &Y

T 20| 2Rt 22 AWS ZZ|XtoAH 2o|stMIL. #2|XtE 2091 A4 SHE NS8H AR QL|Ct,
iam:PassRole2 &3l & QS E|X| A

iam:PassRole Y2 e = U= Het0| gicte 27/ 7t =4IE|™ Amazon Managed Service for
= E }: %HI-

= - =
Prometheus0il A& 2 MEE + UL F HAMS Y| o]

SlioF &rL|Ct.
UE AWS MH|A olME M| MH|A 48 F= MH|A 0478 dstg MAIStE CHAl 7|& a2 siE M
HIAO MEE 4~ Q&LICH Ol A StodH & e Mu|Aof MEE #Etol Qlo{oF ghL|Ct.

CIS oAl 2 F = marymajor2heE IAM AFEXI7F 2
PrometheusOi| M 242 s&5tE{1 5t G0l & 2
O 2048t HEto| MH|A0f Qlofok & LICH MaryE MH|AO| & e MEE #HEto

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ok

O] B2, Mary7| iam:PassRole® U slE = UL F Mary2| HEE UO|0|E5HOF ELICt.

AEF I

rot

T 20| 28 B2 Aws ZE[RIoAH EolstH2. ElRts 2O A4 FHE M3

CHE Ao AFAF EE= =& 9
Q&LICH dsr2 £ol5t AlZ|Et
0{ S5 (ACL)E X

I.

=
—
A HEE Foig = A&LICH

KtMS| otEHE{H OS2 A ESAIL.

« Amazon Managed Service for Prometheus?} 0|48t 7|s 2 X|HEH=X| 048
Amazon Managed Service for Prometheus7t IAMO{|A] 2t S35t = WA MME

A sz 247

Ho


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

— Amazon Managed Service for Prometheus ALE MEAM

« EfAtoll 2[a2o0f CHE AMA HEtE KSste LS LdotEedH IAM AE DB AL| EFALTE AWS
AE AFerof CHEE HAlA Her HSE AWS AEHESHAM .

« ID HI2[o|4dE Sall AMA HEHS MSste YRS LotEedH IAM AHE A 2| 2|F0f A 2l
SE AE X0l A AMA HEF [MS(ID HHE 0[4)E HZEstMe

C AR A HMAO CHE BT BlAA J|H A ABO| OIS YO IAM ALS A

Mol IAMe| S EA HY Z|AA HHAE FZFML.

IAM B Sl R

Amazon Managed Service for Prometheus 24 2! G| O|E{0]] HAM|AStE{E ot 2150 L FrLCt.
olg{st At ZHolE 2UE 85t St E AWS Z2lA A0 CiE Amazon Managed Service for
Prometheus C|O|E{ A1} ZH2 E[AA0| HMAE 4= Q= HEHO| {oof gfLICt CHE MM MHE
AWS Identity and Access Management (IAM) 2! Amazon Managed Service for Prometheus& A& 3t
0f 2laA0] HMHAE 5= Q= AAEKIE A 04510 E|AAE B3 5t= ol CHE MR HEE NS

LICH REMIEH LIS 2 IAML| A 5] Ml XML,

Amazon Managed Service for Prometheus T &t

7t &t Amazon Managed Service for Prometheus ¢, ElAA RE U TH 7| 52 EedH
Amazon Managed Service for Prometheus0Oll At E|= &Y, 2|44 L ZTH 7| HZESML.

ME IAM HH
ol Mol Madg 4 Rl ChE Xl B2lE HAol o8 KB ELICH

CHS IAM =242 Amazon Managed Service for PrometheusOll CHEH M&l| M| A FHEHE F045 1 At
X7t Amazon EKS 22{AEE M1 olof CHEt ME HEE = = U S ot

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeClustex",

|u}

4

-
r
b

IAM &t

0
12

248


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedserviceforprometheus.html

— Amazon Managed Service for Prometheus A

0o
1z
0%
x

"eks:ListClusters"

1,

"Resource": "*"

>
3
Q
N
@)
o
<
Q
-
Q
«Q
D
o
wn
2
@)
O]
S
Y
O
3
2
-
®
C
wn
S
o
Ok
=
02
Ry
1
.
o

AWS MHIA 7} EH 7 o| He| LHof| QI=K| YotEE{™H AWS MH|A 7 &
O NS HR UHE XD H#AHUE AE & 20U MEAFHLICH el HE = AWS

S EZZ,

E AME5t0of EtA ZAH ETME CHREEE = UELICH AWS Artifact. RHA|EH LI& 2 Downloading
Reports inDownloading AWS Artifact2 & X 35HM| 2.

1

A8 Al TE E4 M ClolElel BIZE, A0l 78 F4 SE U BH Y
MIA ZHEILICH AR Al 78 F4 22Jof CHet XRMEH LIZ 2 AWS &2
ZotMIR.

HE 0 #&o] ek AWS
BHE*%?H% AWS MH|AE

Amazon Managed Service for Prometheus 2| 5 2=

AWS 229 2zt AWSE|IM & 718 BHE SH22 A FELICL AWS 2[H2 EEMeRz £
g2

D HEIE Ch4ol 748 BITE MBS o3t 7S BN B AH AL g2 MEF U Ee 3
242 2& UEST0| HZE0] JaLich 78 Y2 ARSI ST 90| ¥ ol RS2 Fof
3= Zx|7} OIR0XIE OHBEIAHOIM L CIOIEHIOIAS A 5D 2¥E 4 UALICH 7H8 YA
7|zl B i ohE Clolef ME| QIZELECH 7H8 4, LHIZIEHA, SE 40| SofehLict

AWS 2| I 7+E G0 CHEr RHMIEF LIS 2 AWS 224 QIZEHE B ESHMIL.

AWS 22 21Z 2} 2|0o{= Amazon Managed Service for Prometheus= 1.7} 24d |0|E| X[ & H|
250 |O|E S¢3 U MY @7 & X|¥ete= Ol =20| £l= H 7HX| 7|52 NS ELICH

Amazon Managed Service for Prometheus | 21 Z 2} H ot

2™ MH|A QI Amazon Managed Service for Prometheus= AWS 22 HEQZ B2 ES
ElL|cH AWS 2ot MH|AQF AWSSe| QlZ 2} H S ditdof CHEt XFAM|SH LHE 2 AWS EEIRE EHOotE
AAXSIML. Q=2 Eotol CHEE B8] ALRHIE AF8 3504 AWS EHZA S MA|5HedT EoF $4=] AWS Well-
Architected Framework2| QIZ 2} ES E & X SIAMI2.

A
4

0l

249

EY

Ex


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

— Amazon Managed Service for Prometheus ALE MEAM

ME3t0] L EQIZE E35 Amazon Managed Service for PrometheusO|

AWSOM HAIEH API S &S
=2 Kook gfLCt.

MM AFFLICH D242 O

« Transport Layer Security(TLS) TLS 1.2& E<0|H TLS 1.3 HEFLIC

« DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2}t 2 & &%
ME EoHPFS)0| X El & E ME = Java 7 0|4 o] 2[4l A|IARI2 CHE R 0|28t ZEE X|¥E L

Ct.

Amazon Managed Service for Prometheus0| CHEF AHH|A 473 <38t

Amazon Managed Service for Prometheus= AWS Identity and Access Management (IAM) AH|A ©4
4 et 2 AFSEILICH MH|A 93 @482 Amazon Managed Service for Prometheus0l Z1%{ 914 El
138 Ol IAM A& Lt MH|A 244 2482 Amazon Managed Service for Prometheus 01| A
AT HolstH, MH[AOAM CHE AWS MEIAE CHAl £ &5H7| fsH 2Rt 2 HEtE ZEELCH

n

LZIQSt HEtE2 802 FIIE ZQII o2 MH|A 44 248 2 Amazon Managed Service for
PrometheusE O &/ &% £ &LICH Amazon Managed Service for PrometheusOll A AMH|A o4
A dgto| M2 Holst2E 2 ChE2 A Holk|X| f2 §, Amazon Managed Service for Prometheus 2t
M HE S TS = USLICH HolE Hetols Al M3t HEt Mol 2otk o] MEh W2 .t
£ |IAM 2E{E|o]| ¢1Z2E = gisLICt

A S AMEsto{ EKSL| X|EE A3 effEELICH

oA HEHE X 2|50 Amazon Managed Service for Prometheus@h &2 22 = QU &LICH.

MH|A 94 A&t 2 x|45H= 7|EF AHH|A0]| CHEF REA|EH LI S AWS IAMS 2 AHod5t= MH|A S
Z5tn MH|A 4Z A Lol of7F e MHIAE oM. ST AHH|AO CHE MH|A 4Z e
||:|_=| =

WME 2
Amazon Managed Service for Prometheus0i| CHEF AMH|A 472 48 #Et
Amazon Managed Service for Prometheus= AWSServiceRoleForAmazonPrometheusScraperzt=

MEA7E 22 MH|A 44 482 AFE 5104 Amazon Managed Service for Prometheus7F Amazon
EKS 2AEQ X|EE X522 232 |HE £ QT E ghch

MH|A A dg AL 250


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

— Amazon Managed Service for Prometheus AL

nx
0%
x

AWSServiceRoleForAmazonPrometheusScraper AH|A 9174 482 CIS MH|AE AE[5H0{ &
& LTt

ok
fjo

* SCraper.aps.amazonaws.com

« Amazon EKS 2HAEE Z &5l W EXIH ALEe = UEE HERXT 74 EH|stn =5
M.

« Amazon EKS —=~E-|*E-|01|k| X|EE 2|11 Amazon Managed Service for Prometheus WorkSpaceo|

AER & e U0l MH|A A4 HE S YT = UATSE AE TErE 7 gsHok ELICH RhAIE
o4

LHE2 IAM ALE DBEMO| MH[A A7 g HErS M ASHAM 2.

—

Amazon Managed Service for Prometheus0l] CHEF AMH|A 2473 45 M

MH[A A et 2502 e Ee 7t ei&LIct. AWS CLI, 2= AWS APIO| A Amazon EKS EE
£ Amazon Managed Service for Prometheus& At&3t04 #2|& +=2&7| QIAEA AWS Management
ConsoleE M43t Amazon Managed Service for Prometheus7} MH|A @473 &g MAIEHL|CEH

/A Important
Ol24eh MH[A& 44 Hg2 aliE Q& 0| X|stE 7SS AL&stE CHE AMH|A
=E 32 AYol LIEHE & QJ&LICH REAMIEH LIS 2 LHol EAIZI= M "%'%*% HZEStMR

AWS H'E.
O MH|A 9172 &2 AXRICHIE CHA| Mddlof 5t= AR S ZEMAE ALS5H04 AHH M
&2 ChA| d8E = Q&LICH Amazon EKS & Amazon Managed Service for Prometheus& AHS
5to4 B2l 87| QIAHAE MM5t= 3 Amazon Managed Service for Prometheus A AH|A
i e S CHA| gt
Amazon Managed Service for Prometheus0i] CH8F AMH|A 473 48 TE

Amazon Managed Service for Prometheus= AWSServiceRoleForAmazonPrometheusScraper A{H|

A 7 ge HAUSTS 5185 SALITH MHIA 17 8He WA S0l Ch et JHAI7E ofE

XE A3EY

U]
12

5 251

=]


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

— Amazon Managed Service for Prometheus ALE MEAM

g & 7| W= A OI%% HEE + H&LICH X[ IAME AHE 5104
= UAELICH REME LIS 2 IAM A8 DB M| MH[A A7 A HEIS A Aot

AWSServiceRoleForAmazonPrometheusScraper Q& & &5
CLI, E= AWS APIOI| M &t odAE 2 E B 2l™ =E7| ¢l
A5 Amazon Managed Service for Prometheus 7} I_/.\_A%
L|CF.

s [ HU
1>
> A
E
(0)]
<
ml
-
D
Q
o)
3
o
3
@]
o)
-
w
o
('D
lj

Amazon Managed Service for PrometheusOll CHEH AMH|A @472 A&hof| CHaH K| ==
2

Amazon Managed Service for Prometheus= AH|AZ} MBS Ele 2E 20| MH[A @12 & A
RELCH XEME W82 X[BEl= 21 MME FESHAM L.

£ A873104 Amazon Managed Service for Prometheus APl 2 & 2
Z AWS CloudTrail

Amazon Managed Service for Prometheus= At&Xl, Qg EE= AWS AMH|A 7 =5 2Fof| CHEt
HlZEE M3 st= MH[ARI AWS CloudTraildt & & & LICH CloudTrail2 Amazon Managed Service
for PrometheusO Cist 2 E API S £ & O|HEZR X LIt X{El= 5 E0|= Amazon Managed
Service for Prometheus0il A &8t 3 £} Amazon Managed Service for Prometheus API ZH240]|
CHst I = 3 &0| ZeHELICE CloudTrailo A =& 3t HE & AF&35t0{ Amazon Managed Service for
PrometheusE EUE= R, LHO| +™E IP T4, Q0| =HE AlZH L F7H ME HEE &elg

= U&LICH

[=)
rr
FO
0%
[0
o;

_L

oII
z_

0o
Pl
(=)
e
r&'
_\;
Hel
n?l
E
o
pal
iy
ol
0Z
[0
o
0o

. QXS EE ANSKEJIM=X| AIRK HOFOIZ 02 H=X| o4&,
« 1AM Identity Center AtEXIE CHAI5104 20| O|F0{HH 2
- g = O3 0|M AL ALS| A At BHE ALE510 20| MM EIR=X] 045,

« CIE2 AWS MH[AOAM @™EF=K| 045

CloudTrail2 &2 & AWS A oA &3t E|H CloudTrail O|HE 7|50 XIS 2 MM A
& 2~ QI&LICH CloudTrail O|HIE 7|22 x|k 902! 7 AWS Z|xo| 22| O|HIE o CHEH 27|, Z4A8 4

CloudTrail 21 252


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

— Amazon Managed Service for Prometheus AHE M

02

M

CIR*EE7} 7tsstn, 80| 27ts8 BlZEE MSBELIC XHAIE d-HS AWS CloudTrail AHE A
B 2| CloudTrail O|HIE 7|2 =g HESIMR. O|HIE 7|& E7|E CloudTrail 22 0| £t X| of
&L|Ct

= .

LS

AWS A™E Xt 90 S0to| O|HEE XM Z 7|§5t24H =X &= CloudTrail Lake O|HIE | O]
El AEO0{E MAMErL|CE.

CloudTrail &%

CloudTrail2 F%{Z AF&36t0 Amazon S3 HA 22 21 WUS MEY & U&LICH E AE8t0d
HHE B E X AWS Management Console 2 CtE 2| ILICH AWS CLIE AtE3to] B 2
HEEOS 2™ FHg 448 = AaLich A™AWS 21 o ZE0M 852 ARMSIEE T
F 2™ FMg YHste Wol EaLch B 21X FHE Mdste 42 FXHo AwWS 2T 22
E o[HER & & &Lt FXof CHEF RAMIEH LIE 2 AWS CloudTrail AL8 B ML AWS H'H
of CHEH =5 e 2 ZXjof CHet £ WHS XML,

CloudTrailol M =& MAMslo{ TI™M & & el 0|IHIE O| AFE §lLIE Amazon S3 H{Zloz2 £ =2
2 M&E 4= K| Amazon S3 AEE|X| 2 20| 2 IHE/LICH CloudTrail 20l 28t RAIE
L2 AWS CloudTrail 22 **Eﬁwl_.?_ Amazon S3 2Z0 28t XtMIEH LIS Amazon S3 2

=2 HEstHR.

fio
I

CloudTrail Lake O|HIE O|O|E{ A E 0

CloudTrail LakeE A5t O|HIE O] CHaH SQL 7|8t 2|2 AdE £ & LICt CloudTrail Lake

= & 7|8t JSON &4Alo| 7|ZE O|HIEE Apache ORC Ao 2 HEHEtLICH ORCE HHE O|0|E

AMo]| = MstE A 7|8 AEZ|X| @AIQLICH O|HEE= O|HE H|0|EH AE0{Z2 EH E/0H, OfH
E 0| AE0{E 12 O|HE MEITV|E X&sto] MEHE 7|E2 J|HIO 2 ot= HE 27t

O|HIE HMRILICt O|HIE H|0|Ef AE0f0f X &st= ME7|= o{™ O|HIET} X|&E|1 22

ol At 7}s8tX|E X 0{&LIC}. CloudTrail Lake0d CHEt REAM|EH LI 2 AWS CloudTrail AH2 M™H
X2l AWS CloudTrail Lake 2 &= 5HM|L.

CloudTrail Lake O|HIE H|O|E{ AE0{ & FZ|oi= H|&O| &MFrL|Ct OHIE CI|O|E{ AE0{E M
e [l O|HIE CI|O|H AE0{of| A E 23 SMS MEIFLICH 23 SMo el O|HE 227
2 XE H|&2 O|HE H|0o|E AE0{2] 7|2 & HELICE CloudTrail 2 20|
2t XEMI8H LI 2 AWS CloudTraill 2 22 & X &HA

32 |
b I
a2
kO HL
o
N
3
o
m}d

CloudTrail2| Amazon Managed Service for Prometheus £ 2| O[HE

g

O|HE E|AANM £3E|E 22| ZHedof chet HEE NI ELICt AWS AH. 0| HEE
E todolgtn £ ghLict 7|2 X o 2 CloudTrail2 &2| O|HEEZE 2 ZgfLCt.

CloudTrail2| Amazon Managed Service for Prometheus 2| O|HE 253


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events

— Amazon Managed Service for Prometheus ALE MEAM

Amazon Managed Service for Prometheus= 2 & Amazon Managed Service for Prometheus Z1E &
ZgQl 2td 2 el o|HEZ 2ZELICE Amazon Managed Service for Prometheus?t CloudTrail ol
43t= Amazon Managed Service for Prometheus Z1EE Z21|2] 2 55 & Amazon Managed

Service for Prometheus API Reference& & Z35HM|.

Amazon Managed Service for Prometheus O|H E 0i/A||

OHEE DE AAZREO| B @HE LIEHLHH SHEE API 21, & kot AlZ
Sof 28t ME7I £0{ Q&LIC} CloudTrail 21 It H{EZI AP 21X S50| 2 AEM i" o| o}
LIE2 O|HEJI EM &=ME EA|IE|K| &t&LICEH

0{A|: CreateWorkspace
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",

" "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

o
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"

+
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0d|X|: CreateAlertManagerDefinition

Ct= oAM= CreateSignalingChannel 212 ME 3= CloudTrail 211 52 204 ELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"

1,
"webIdFederationData": {

I
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Iwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

Od|X|: CreateRuleGroupsNamespace

Ct= oAM= CreateRuleGroupsNamespace 212 MHESt= CloudTrall 21 52 £0{ FLICH
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"creationDate": "2021-09-23T20:22:192",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3]JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
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"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}

+
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",

"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"
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« iam:CreatePolicy
« iam:GetRole
« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

Amazon Managed Service for PrometheusOl| = &3t7| @8t MH|A &S MY ste{H

1. CIS BEI=7F £8El createIRSA-AMPIngest.shO|2te TS MY
grLICH <my_amazon_eks_clustername>2 2{AE O|E2Z HR 1
<my_prometheus_namespace>& Prometheus HI A H O|AZ HIEL|C}

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"
}
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}
]
}
EOF
#

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#

# Create the IAM Role for ingest with the above trust policy
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)

Amazon EKS A E{2| X

E SO 98 MHIA SE 28 260



— Amazon Managed Service for Prometheus ALE MEAM
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role created above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

B
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chmod +x createIRSA-AMPIngest.sh

3. AQEE Al#,
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 iam:CreateRole

* iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus X|E 9| #Z|& /8 MH|A A& S M 5t2{™

1. Chs 27t Z#E createIRSA-AMPQuery.shO|2h=E TS A
LICt. <my_amazon_eks_clustername>2 E8{AE O|§2Z HF 1
<my_prometheus_namespace>E Prometheus L&A H O|A R HFELICEH

#!1/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the OIDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/

${0IDC_PROVIDER}"

},

o
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

3
EOF

function getRoleArn() {

permissions for all AMP workspaces

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then

echo
else
>&2 echo $OUTPUT
return 1
fi
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#
# Create the IAM Role for query with the above trust policy
#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

B

H

2sto] A BE HRF HEE FoIFfLICH

o

2. C}

0jo
mjo
1l

XIE 2l fIsh MHlA H ™ol cheh IAM 48 M- 264



ol
nx
0%
x

— Amazon Managed Service for Prometheus A

chmod +x createIRSA-AMPQuery.sh
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« com.amazonaws.region.aps-workspaces

Prometheus 32 APIE A& 3StEdE O AH|A O|F§ S MEFTLICH XtAIEF LIE 2 Amazon

Managed Service for Prometheus A& ABE A0 M Prometheus & APIE & E5HAML.
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CH= 2 Amazon Managed Service for Prometheus0d| CH$H ¢l 2L
VPCE &3l Amazon Managed Service for Prometheus0i] 23Z23}= PromUser 3%t 0|
HIAHO|A H A OAEE = = ULS 185X, HIAH0|AZE HE5H7L 4HstE S2 3
&35t X| et&LCh.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:ListWorkspaces"
]I
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:x0le/PromUsex"

I
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"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
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"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
I
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"

Amazon Managed Service for Prometheus0i| CH&F QIE{H|0|A VPC AIEZQIE MM 268



— Amazon Managed Service for Prometheus ALE MEAM

Amazon Managed Service for Prometheus @& Al a4

ChS MME AHE 3104 Amazon Managed Service for Prometheus®t ZH24E 2XIE SHZEAE £ &L

Ct

A

« 429 FFE= A8t =1t 2
- S5E MEZo|EY

. ME EIQIA

Lol CHEl @ T 7 EAIE

[ |
o Xgtnt ZBAE @7 HA|IX|7F EAIE

- 27 Prometheus Al £240| Mgt ZOtH&LICH.

o AUE HO|E{7} EA|E K|

o=
LS 3

429 EE= M3t 23 o=

CHS oflQt HIx$t 429 @771 EAIZ|H 2% 0| Amazon Managed Service for Prometheus 5= Z! & &2

£ Zotgh Aot

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error

remote_name=el3b0c

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429
Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata
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ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error

remote_name=aps

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)

exceeded
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Cl2 oAt SAEH 429 2771 E AR
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2%10| RemoteWrite Prometheus &8 APIE A& 35104
T(x=Y E=EM £)0i CHEF Amazon Managed Service for

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"
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ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"
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{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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 RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts &2 I AHO|AM LRSS HMFLICH
R ESHHTTP S Ak

POST

|EE URL

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL # 2| mt2t0OlE:

alerts ZI 2|7} stLto| L3S LIEILHE A BHEULICH ChE2 L& A el oM LCt.

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.995Z2",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
.
"generatorURL": "string"
}
]
ME 2%

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

CreateAlertManagerAlerts 298
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User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
},
"annotations": {
"summary": "this is a test alert used for demo purposes"
.
"generatorURL": "https://www.amazon.com/"
}
]
ME 8%

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence

DeleteSilences & &l StLIE AK|ELICE.

REBHHTTP SAk:

DELETE
&8 URL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #2| mt2tolE: g1

ME 2%

Mkl

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

DeleteAlertManagerSilence 299
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
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Ch
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Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus

GetAlertManagerStatus= Y& #Z|Xto| &EHoi CHEF HE
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T
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EEHHTTP SAL:

Jo

GET
URI:

=
ol
ro

/workspaces/workspacelId/alertmanager/api/v2/status
URL #Z| m}2t0/H: eiS

ME

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0
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x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
},
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilences & Y& stLtol CHet HEE HAMELICEH

QESHTTP SAL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #{2| mt2tolE: g1

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

GetAlertManagerSilence
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>
M|kl
0l0

H

=

Ct
=

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",

"status": {
"state": "active"

}I

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetLabels X2 AlA|Gxt 2tEdEl Blojl22 A

REBHHTTP SAhL

GET, POST

GetlLabels
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F=8 URL
/workspaces/workspacelId/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values O| URI= GET &0t
K| &gt

URL 2| Zt2t0lE:

match[]=<series_selector> 2l|0|2 O|§2 212 AlEIZE MEiGt= BtF Al2[= MEHT| Q1
QULICH MEH AME

start=<rfc3339 | unix_timestamp> A|Xf EFQUAEHEQIL|C} MEH ALEL

end=<rfc3339 | unix_timestamp> ZT = EtHARHZ QL |C} B4 ALE,

/workspaces/workspaceld/api/vl/labelsof CiEt MZ 27X

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceId/api/vl/labelsOi CHSF MZ SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
"__name__",
"access_mode",
"address",
"alertname",
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"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiEt ME @™

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiSH MZ &

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [
"ReadWriteOnce"
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}

GetMetricMetadata

GetMetricMetadata X2 CHAOIAM SR A3 EHE B
CHA HE = MB6HK| & LCH

#el Znte| olole MM Zf 7|7k X|& O|F 0| Z 2o
TlE nfet HECOlE A S5¢ X2 FEELIct

REBHHTTP SAk:

/workspaces/workspacelId/api/vl/metadata
URL #2| mt2talE:

limit=<number> Bt&tE Z[CH X|E +QILIC}

metric=<string> HEIC|O|EHHE TEHEE M X[E O
E HIEFHIOIE 7t ZHAHElL|CE.

ME %

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1

Content-Length: 0O,

Authorization:

AUTHPARAMS

X-Amz-Date:
User-Agent:

>
M|k
0l0

H

Ck
=

=

20201201T1937257
Grafana/8.1.0

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Connection:
Date: Tue,

Server:

Transfer-Encoding:

keep-alive

application/json

amazon

chunked

@1 Dec 2020 19:37:25 GMT
Content-Type:

2 X|Z o CHEF HIEtH|O|EE A

A4EFLICH

| 2 ol M sliiE X[& o|Fof Cisll =&

2iL|ct. o] mtEt0|EE HIR 5

H ZE X|

GetMetricMetadata
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{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

1,

GetSeries
GetSeries U2 EM t|0|E MEQ} UXISIE AlHE S5 AAUELICE
S5 HTTP SAH

GET, POST

/workspaces/workspaceld/api/vl/series
URL # 2| ot2t0lE:

match[]=<series_selector> BI&te AIZ[ZE MEISIE BHF Al2|= MEST] Ql=AL|CH 174
O|& 2| match[] ¢/+E ANZ38HoF gLiCt.

start=<rfc3339 | unix_timestamp> A|Z} EFUARMZQIL|C} MEH ALE

end=<rfc3339 | unix_timestamp> B = EIUABMI Q1L |C}, MEH ALE

ME 2%

M|kl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,

GetSeries 306
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",
"data": [
{

" _name__":

"node_cpu_seconds_total",
"prometheus",

app":
"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": '"node-exporter",

"cpu": "Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal”,
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "Q",

"heritage": "Helm",

GetSeries
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"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
iy
]
}
ListAlerts
ListAlerts Y2 I AHO|A0A 2HRH N AENQI SEIS AMEL|Ct

B HTTP SAh:

Jo
ol
;

/workspaces/workspaceld/api/vl/alerts

0x
M|k

2

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

Ct

AH
=

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

ListAlerts 308
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"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-1l.alert",
"severity": "none"
.
"annotations": {
"message": "message"
},
"state": "firing",
"activeAt": "2020-12-01T19:37:25.429565909Z2",
"value": "le+00"

]
+

"errorType": ,

"error":

ListAlertManagerAlerts

rr
no
ou
2
o
rot
0

ListAlertManagerAlerts= ¥IAHO|AS| A& B IR0 A TIRH E st QU

HE AME LT
FEEHHTTP SAL

GET
URI:

=l
ol
o

/workspaces/workspaceld/alertmanager/api/v2/alerts

0x
Mk

(SkS

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

ListAlertManagerAlerts 309
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User-Agent: Grafana/8.1.0

AH
=

Ch
=

M|kl
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes

1,
"endsAt": "2021-10-21T22:07:31.50172",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T22:02:31.501Z7",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "active"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

fjo

ListAlertManagerAlertGroups X2 3 Amo|A 0| U2 ZE|Rto FAHE L2 I8 =2
AMBrL|CH.
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RES HTTP SAk:

GET
F= URL

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL # 2| Zi2t0]E:

active 2 LIC} true?! B
B ALY
silenced 22 &LIC} true?! &4
Ct. MEH ALE

inhibited £ &lL|C}. true?!
L|C}. MEH ALE
filter EA+Y HHLQIL|CH &

ojo|
=K

]
o

receiver Xt Lich &

AH

MI O %

(=]

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

Ct

AH
=

=

Mkl
0lo

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 443
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon

ListAlertManagerAlertGroups
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vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]

ListAlertManagerReceivers

ListAlertManagerReceivers
FEE HTTP SAk:

GET

steje o BalRtol TAE S AI7ol ChEt HE S HAE

ListAlertManagerReceivers
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|38 URI:

/workspaces/workspacelId/alertmanager/api/v2/receivers
URL # 2| Z+2t0lE: eig

ME 2%

Mkl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>
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=
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences 22 I AHO[AN FHE T Lol CHEt WEE HAMELICtH
FEEHTTP SAL

GET

K EF URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

ListAlertManagerSilences 313
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GET /workspaces/ws-58a6a446-5ec4-415b-9052-a3449073bbd0a/alertmanager/api/v2/silences

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
1,
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListAlertManagerSilences

314



— Amazon Managed Service for Prometheus

0lo

1z
0%
x

ListRules
ListRulesE I AHO|AN LAHE H2lof CHEH HEE ZHAMEHLICH

RESHHTTP SAk:

/workspaces/workspacelId/api/vl/rules

0x
(T

(S

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

>

H

Ck
=
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
ListRules
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"labels": {3},
"health": "ok",
"2021-10-21T21:22:34.4295659092",

"lastError":
"type": "recording",

"lastEvaluation":
"evaluationTime": 0.001005399

}
"2021-10-21T21:22:34.42956399272",

15
"interval": 60,

"lastEvaluation":

"evaluationTime": 0.001010504

}
]

1,

"errorType": "",

"eIIOI". mnmn

}
PutAlertManagerSilences
PutAlertManagerSilences U2 M| 8 &2 MY5tHL 7|&E F8 L& Hol|o|EgLCt
SESHHTTP SAL:
POST
S &8 URI:
/workspaces/workspacelId/alertmanager/api/v2/silences
URL #2| Zt2t0lE:
silence &2 UEIL = ALt EAl2 Ct20t Z&LCt
{
"id": "string",
"matchers": [
{
"name": "string",

"value": "string",

316

"isRegex": Boolean,
"isEqual": Boolean

}
]I

PutAlertManagerSilences
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"startsAt": "timestamp",

"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"

ME o

[k

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences

HTTP/1.1

Content-Length: 281,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

"matchers": [

{
"name":"job",
Ilvaluell : Ilupll'
"isRegex":false,

"isEqual":true

1,

"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",

"comment":"test silence"

AH

C}
=

=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 53
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json

Server: amazon
vary: Origin

PutAlertManagerSilences
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"silenceID": "512860da-74f3-43c9-8833-cec026542b32"

QueryMetrics

rr
ne
0
N
[
ofn
Qe
ro
|>
rm
m
.}
o
M
oF!
N
o
r
o

QueryMetrics B2 HH A™H =
KEE HTTP SAL

GET, POST
F= URI

/workspaces/workspaceld/api/vl/query O| URIE B A|HQ| QIAEE 2|2 TWIIEL
Ct.

/workspaces/workspaceId/api/vl/query_range O| URI= Y 7|7t S¢to| QIARHE
2lE Grtect

URL #2| mtetolE:

query=<string> Prometheus 34| Z|2| 2XIFLICt. query & query_range = Ctoll AFE
Euct.

time=<rfc3339 | unix_timestamp> (M4 AtE) B A™EM QUABHE 2|0 queryE At
5te 82 Bt EtARZQL|CE

timeout=<duration> (/“IEH A "IF Azt Z=oILICE 71822 -query. timeout EEi2
2o 2 MEHELICH query & query_range = CHoil AFSELICH,

start=<rfc3339 | unix_timestamp> query_rangeZ AlE3l0q 7|Ztol| CHEH 22l B2
A2} EtUABHZ QI |CE,

end=<rfc3339 | unix_timestamp> query_rangeE At&35t0{ 7|ZHol| CHAH #EIStE B
SE EtUARZ QLT

step=<duration | float>duration
LICt query_rangeE AFE5to{ & 7|7t
glct.

o

A EE floatX HRIZ LIEHLHE #E| sHZ BAH &
S Felst= ZBolT A8, siY FHelo 2R

max_samples_processed_warning_threshold=<integer> (A& AM&) X E|E| e HE
(QSP)oll CHet B YHAHIZES A eIt #{2[7} of &AHZto =& 5t API SE ol 21 HIAIX|7¢
dbetELlct.
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max_samples_processed_error_threshold=<integer>> (ME A& XZ|E 22| ME

(QsP)oil cHet 2 F HAGt S AT LICE o] 7IEE Zotste PEls LFe &8 HEE 23

otz X| ef&LICH Bt 2l HIEE ¥WKIste ol AASELICH

x| Alzt

Prometheus & APIQ| duration® <A}0O|H, 1 Fof| HIZ CI& B & stLE7} kS LICE.

« msEZ=E

e X

« mE

« hA|Zt

« dY(EA SR E 24A|Zt2 2 THH)
c wH(EH EFFE TLR THH)

C YRS 192 365UR THE)
ME 2

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H
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M|kl
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",

o

QueryMetrics
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"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite 212 Prometheus AHH2| X|EE ¢ URLO| EESHE Ao ZE 7|S8L|CH it
Mo 2 Prometheus M2 Z2 7|E ZEI0|UEE AIE3510{ O 22 SETLICE

RESHHTTP SAk

POST
FEE URL:
/workspaces/workspacelId/api/vl/remote_write

URL 2| Zt2+0|E:

o4
HA

0jo

RemoteWritel| £& £ &= =Y 70,0007 MEZ0|1 =& HAE 3 7|= 1,000,0007 MZlL|C}.

AH
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o
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0
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QY 2 FE2 https://github.com/prometheus/prometheus/
blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L640MH T2 E
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>
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
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