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ClS oM E AF®35l04 AWS End User Messaging Push7} X|&5lE 2 E FA| 2 MHIAE
S FA| L& B £ U&LICt $R AWS End User Messaging Push= Firebase Cloud
Messaging(FCM), Apple Push Notification Service(APNs), Baidu Cloud Push & Amazon Device
Messaging(ADM) *{'=E S K| L|CH.

A=xZQIE MIHE I Mol cHet F7F ZE oM 2= 6N E HESHAL.

@ Note
Firebase Cloud Messaging(FCM) MH|AE Sl FA| &2 2 = AWS End User
22 A3LICH Googled M= 201811 424 10
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Push API= GCM GCM MH|A ST Mof| 2 El API ZEQtO| 2 | XI5t7| {5 FCM
MH[AE Sdll & 5t= HAIRIS] MHH|A O|F 2 AFSELICEH

GCM (AWS CLI)

CH2 o0l A= send-messagesE A& 301 2 GCM FA| & &l2 EHL|Ct AWS CLI. ##2 C|Ht
OlAS| 1R EECE HH 1 611e3e3cdd47474c9c1399a50exampleS OHEE|ZH 0| AR}
2 "HhELct.

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
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1,
"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",

"Priority": "normal",
"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

CtE oMol M= send-messagesE At&36t0{2t &7H 2 & EllHAI Z|E AH& 6t
01 GCM FA| 422 EHLIC AWS CLI ##8 C|HIO|AL| 1R EEQZ HIR T
61le3e3cdd47474c9c1399a50exampleS OHEZE|Z 0| AlHEXIZ HFEL|CH.

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
.
"Addresses": {
"token": {
"ChannelType":"GCM"
}

} 1

\ --region us-east-1
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CtS oMol M= send-messagesE AFHE3H0{E AFE 3104 FCMv1 HIA|X| HO| 2=
2 GCM FA| g2lg BHL|CH AWS CLI. ##2 CIHIO|AS| 1R EESZ HF 1
611e3e3cdd47474c9c1399a50example= OHEZE|Z 0| AHXL 2 HEEE L|CH,

aws pinpoint send-messages \
--application-id 6a2dafd84bec449ea75fb773f4c4l1fal \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmVlMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \'"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \'"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \'"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n 1,\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \'"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \'"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {},\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n ]1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964 ,\n
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\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n

\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":

\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n

\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":

\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744

}
.
"Addresses": {
token: {
"ChannelType":"GCM"
}
}

} 1

\ --region us-east-1
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CtZ M0 M= send-messagesE AF&5t0{E A& 5104 Safari 2l
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AWS CLI. ##€ C|HIO|AS| 1 EEO =R HI 11 611e3e3cdd47474¢c9c1399a50examplee
OHEZ|7| 0| AHEXLZ HFELIC.

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
},

"MessageConfiguration": {
"APNSMessage": {
"RawContent":

"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\"
1,\"url-args\": [\"\"1}}"
}
}
3

\ --region us-east-1

Safari FA| & 2loi| CHEE REAIEH LHS
SHMI2.

APNS (AWS CLI)

2 Apple 7HL AL B ALO|E O M Safari FA| X & +4

fjo
ook

Ct MM = send-messagesE AF& 35101 2 APNS FA| €&l ELICt AWS CLI. ##2 C|
HO|AS9| IR EE

o7, 611e3e3cdd47474c9c139935@exampZ 2 OfE2[7| 0| AlHERIE,
GAME_INVITATIONES 1§ AKX} 2 HFELICH

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{

"ChannelType'":"APNS"
}
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},
"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

} 1

\ --region us-east-1

JavaScript (Node.js)

O| flM|E AF 35104 Node.jsC| JavaScript& AWS SDKE AF235104 FA| &S EHLICEH O] oA
o M= Node.js2| JavaScript& SDKE 0|0| dx| & #+MHIMCtT 7HEELICtH

ESt Ol Ao ME SR AtE B3 THU2 AHE5t0] 7|E ALK HMA 7| 2 Eot HMA F|E
X’gstctn 7P§>E L P KEMIEH L& 2 Node.js2| JavaScript&AWS SDK 7Hef XI A A o] £ oF 2l
&t
[ = e

= AM-H MRI2
S oL =

'use strict';
const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ '"AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.



https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-credentials.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-credentials.html
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var recipient = {
"token': 'a@blc2d3e4f5g6h7i8j9k@11m2n304p5q61r7s8t9udviw2x3y4z5a6b7c8d8e9f0’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the

// delivery of the message is optimized for battery usage on the recipient's

// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.

var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'GCM'
}
.
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
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'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
},
'MessageConfiguration': {
'APNSMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
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};
} else if (service == 'ADM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'ADM'
}
I

'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

};

return messageRequest

function ShowOutput(data){

if (data["MessageResponse"]["Result"]J[recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {

var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;
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// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationlId,
"MessageRequest": messageRequest

i

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);

1)

SendMessage()

Python

AWS SDK for Python (Boto3)& At&35t04 FA| IS 2L 0| | E ALSSHA|L. O] of| K[of A
£ Python& SDK(Boto3)E 00| Mx| & #&HCtD 7HEELICEH

tLdt Ol M ME S AHE 5Y TS ALE 35104 7|E AFEXS| AMA 7| &
|’&stct T 7HEErLCt REM[SH LHE 2 Python&AWS SDK(Boto3) APl &F X 0| H of 2l
=

St 2.

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")
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# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample"

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k@11m2n304p5q61r7s8t9udviw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

20
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if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}

elif service == "APNS":
message_request = {
'Addresses’': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

21
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I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request

# Show a success or failure message, and provide the response from the API.

def

show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']
"SUCCESSFUL":

status
else:

"Message sent! Response information:\n"

status = "The message wasn't sent. Response information:\n"
print(status, json.dumps(response,indent=4))

22
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# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)

send_message()
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS z|E AR HIAIE FA| Add a permission2|

AWS %5 AFEXE HIAIE FAlol| CHEF Xt &F 7[8F EA of A

AWS End User Messaging Push XtZ4 &3 7|Ht 20| of & EE{MH MME FESHMHQAWS %S At
S HIAIE FEAlo] CHt Xt24 S 7|8 2 of &l

AWS %|E AF2XF HAIR ZA| LHQ| 2lAA 7|HF A4 =H

2laa Z[8h HA X3 of

2las 7|E Y2 2L A= JSON HA MEMRULICE 244 7|8 HAO| of| M= 1AM
& AIZ| M2 Amazon S3 HZ! g&auu 2l 78 GME X|5HE MHIA0M MH[A EHE|RE
= 0|28t HA S A E5tod 5§ 2lAA0 ChEt BMAE SHE = USLICH HAO| JAE 2L 9|
E2 B2 XIYE 2ot FA7t Y 2laAet ofiH ZZ|A ofiH Zdg £¥E = U=XIE HolF
LIt ElAA 78t Mo 2ot FRIE K| stof gLch 2ot Frlolle AY, AL, g, miHHz| 0]
M MER EE7F ZEE £ UELICHAWS MH|A,

WA AE AMAE gYstetedis 2, TAM HHOILE CHE HHEHl IAM THME 2l4aA |8 HAol B
ot FAE X|HE = UELICH REME LHE2 1AM AL B Q| IAMUA WX HIH 2|AA HAHAE
HxstMl.

AWS z|E ArEAF HIAIZ = Alof| CHEF & =Fed

A% 5Hed K| of

ZrE[XH= AWS JSON HAZ AL 35to F71 Folof HMAE £ QJEX| XIEE £+ A&LICH F, o
Hot FH|7F of™ 2|AA 2t o ZZHIM EUE +-E = USXIE XIHE = U&LICH

mobiletargeting
B Z0lM o] Y S X|Hstei™H 222 FELICH

"Action": [

AWS %|E AEXF HIAIE FAI7H IAMZ 2 S 5H= &

1z

37


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [

"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",

"mobiletargeting
"mobiletargeting
"mobiletargeting
"mobiletargeting
"mobiletargeting
"mobiletargeting
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:DeleteApp",

:GetChannels",
:GetApnsChannel",
:GetApnsVoipChannel"”,
:GetApnsVoipSandboxChannel",
:GetApnsSandboxChannel",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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:GetAdmChannel"”,
:GetBaiduChannel",
:GetGecmChannel"”,
:UpdateApnsChannel"”,
:UpdateApnsVoipChannel",
:UpdateApnsVoipSandboxChannel",
:UpdateBaiduChannel”,
:UpdateGecmChannel",
:UpdateAdmChannel"

RIEE 5=
S APIE Al235}04

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS z|E AR HIAIE FA| Add a permission2|

AWS Z|E A2 X HAIE FA| ELEE

ZLIEIZ2 AWS 23 AL HIAIE FAl 2 7[EHAWS £F M g

ol 528 FE22LICH AWSE AWS Z|F AFXF HIAIE FAIE #&35tD, 22X
o
°

= [
s ZREFE A st 22 ZLEHE =T E MSEL

Amazon CloudWatch= AWS Z|A A2 AlsH FQ1 of =2

LICH X|2E =& & FXst1, AHEX X[H CHA o

UA7uZkol TESHH ALK A LE|HLE ZXIE FISIES Z

CloudWatch0i| A Amazon EC2 RQUIAEIA S| CPU AFE & &

OS2 M QIAEAE AEME = U&LICH RHAIEH LHE 2 CloudWatch AHE HEME FHE5HM L.
A

. Amazon CloudWatch LogsZ Amazon EC2 2IAF A CloudTrail, 7|Et &40 27 ut g 2 LIE
|, A& L UM AE 4 A&LICH CloudWatch Logss 21 THlo| HEE BLIE{ZsD S5 Y7

of =& 5tH ALS XA & & l&Lc et i 72 e 2EE(X|o 23

£ Ql&LICh RFMIEH LI 2 Amazon CloudWatch Logs AHE MEHME R XML,

mek N om

« Amazon EventBridgeE AF23t0{ AWS AMH|AE XIS&l5t ofZE(F|0|M 718 Al &
AA HZAD ZH2 AAE O[HIE RSS2 |:H * &LICH AWS AMH[A Q| O|HIE = 719
AA|ZtS 2 EventBridgeZ MEEILIC}H #HotE FEASIES ZHEHE #EI2 2fdet &= o
2t Ux[ste O[HIE 2l Al AiE X553 2 US X[HE = U&LICH RHMEH LHE 2 Amazon
EventBridge AHE MEME & Z3HMIR.

o OOIO

« AWS CloudTraile= AWS A0 EE= Al
1 A2 X7 K|S Amazon S3 H{Zlo 21

2US MEFLICH SEF ASK L AHYAWS, 55
Ol £BE E IP T4, 3E0| LMTH X718 AlEE £ A&LICH RMIEH LIS 2 AWS CloudTrail

Al.R A—|D=|A—|E AR 3|.|A=.A|

Amazon CloudWatch& Al&35t0{1 AWS Z|E AFEXF HIAIE FA| 2
LIE{2&

HAIOIOIEE = &lst 1 ¢17| 7tSstH AA|ZHol 74772 RIEZ MElst= CloudWatch& Ab& 6104
AWS %|E A8 A HIAIE FAIE ELIEHZE + U&LICH O|2fet 7= 157127 2Bz 7[5
HEol| AMAstn & ol EEF 0l EE= MHIATHOEA AL QJEX| MAHez o & e
T UE Azt FAISICHI ol g0l S5E W LEIS TEsHHL ZRIE FstES

T AA|=|L—|E-|'. % Xl_o
HBME FZsHML.

= A E
A2 E MHE == QU&LICH RHM|EH LI 2 Amazon CloudWatch AFE

CloudWatch& At&3t0{ ZLIEE 48


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"
1,
"Resource":"*"
}
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