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MME HESMR
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StMI2
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StMI2
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StMl2
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MME XML
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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
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start-zonal-shift HHEE AI2350{ CLIOIAM ¥ TS AIEE &= U&LICH

aws arc-zonal-shift start-zonal-shift \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \
--away-from usel-azl \
--expires-in 10m \
--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

22| BlAaA 7KL 7]
get-managed-resource BHE AFE5t0{ CLIMIAM &2l 2laAd e HEE 7IX2 5= U&LICt

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5

"appliedWeights": {
"usel-az1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0

}I
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1o0adbalancer/app/
Testing/5al19403ecd42dc@5",
"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [
{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

el 2las L

list-managed-resources BHE AFE5t04 CLIGIM A™Ho| 22| 2|AAE LIPEE = A&LICH

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-azl1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
I
arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1o0adbalancer/
app/Testing/5a19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [
"usel-azl",

"usel-az2",
"usel-az6"

1,

"name": "Testing",

CLI ZHd AF2 0| A
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"practiceRunStatus": "DISABLED",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

}
]
}
]
}
ooy gt 22

list-zonal-shifts BEE At&35t0{ CLIE S35 H™Ho| ¥ HE S Ligde

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

}
]
}
¥ Mt doo|E
update-zonal-shift Y S AtE510{ CLIZ &Y TS UHOIEE += U
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aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl1",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

2oy 7

|.

o
L)

|4

cancel-zonal-shift HES AFE5t04 CLIOIM Fd MEt2 : 4" = U&LCh
aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38
{
"awayFrom": "usel-azl",
"comment": "Still shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
}
XeElE 2las
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https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

Auto Scaling 2 &0{ & ™t

Console

M Ig0M I Mt gd3l(EE)

1. A|E ElZ 212 AF23510{ Auto Scaling 1 & AAd0| X|ElS (21 MAte| ZH THAIZ 10EH AT
x| 2t= &Lt

2. CIE AMH|A%t S HO|X|S] ARC P HMEtol M &Qlgts MEISto] ¥ TMetE 2/ dstEL
Ct.

3. ZEf 2Rl SEOM HIHY QAATHA FA| E= HHY QIAHA THE MEdEFL|CE
replace-unhealthyE M35tH 718 FPo|M HI'HY QUABATI H#H JH MEtec2 1
AMELICE ignore-unhealthy2 MHE5IM 718 FH0lM HZE 4 QIATATE 4 P et
© 2 WA E| K| ek&Lc.

4. AE HIZSIZ AIE30{ Auto Scaling 15 MAJO| EHAIE Hl& FIgELICE

AWS CLI

A TE 0l A 2301 TBH & AISHAWS CLI)

create-auto-scaling-group B&01l --availability-zone-impairment-policy It2tO|E{E

FIHEuct.

--availability-zone-impairment-policy Zt2tO|E{0|= F 7+

e ZonalShiftEnabled - true® &

3
=
=

™ Auto Scaling® Auto Scaling 21 &
AlZF AO|O|E EEE

Ol
AAE

ZM0| LICH.

£ ARC ¥ Metol &
Q& LIC}H falseZ MHZESHH

A8t
—— =

F4

E35t10 ARC 220{|Af Qd HE
Auto Scaling® ARC ¥4 M2tof| A Auto Scaling 21
04 Q3 Teto| o|O| 448t z[of R{o{ok & LICt.

J£0
=

» ImpairedZoneHealthCheckBehavior - replace-unhealthy2 43%5tH™

_/I\_
O| EEE FAELICH falseZ MT5HEA
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(SR IENS)

A1 74
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--launch-template LaunchTemplateName=my-launch-template,Version='1"' \
--auto-scaling-group-name my-asg \
--min-size 1 \
--max-size 10 \
--desired-capacity 5 \
--availability-zones us-east-la us-east-1b us-east-1c \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

} 1
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"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy
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Replace unhealthy Instances that appear unhealthy will be
replaced in all Availability Zones (us-east-1
a ,us-east-1b ,and us-east-1c ).
Ignore unhealthy Instances that appear unhealthy will be

replaced in us-east-1b and us-east-1
c . Instances are not replaced in the Avail

ability Zone with the active zonal shift (us -

east-1la ).

02
19
Al

tol

FAME 2 ARE|

r

L

>

E

FE A8 [ o ZEIFH0|Me| I8 EE RXIsttAT CHE 2 A€ 2= 20| £

rlos

02
19

o

- EventBridge & 22 ZLIE{2I5t01 IR Bl 7+& H Toll o|HETJ} QJ=X| = lgh|ct RhMIE
L& 2 Amazon Amazon EC2 Auto Scaling with EventBridge AFS&IE & =M.

_,_

o)
2
N

fol 9l FE EH HAS AR 504 718 YA £ A4S W £ U FEE 20| 9

« QIARA RX| 2| HAE x4 HY HEES 10022 HHELICH o] dHE AHE5HE Auto Scaling
2 HIEY QABHAE S=ot7| ol M QIABAE ALSE #H|7F 2 W7H K] Z7|CHEILICH

« ol O|HE H0f HH4 QUABHAE DX E LRI looz &4F 718 Wo| e &0l 5%
2 H|HA QIARA R AIE MEASHL|CH

+ Auto Scaling 2 &01 CH5H ARCOIM ¥ XI& HMEHS AFSFLICE o] ¥ R}
Amazon Application Recovery Controller (ARC) At & &t 7¢ xS X
M 2lAAC EBEIS 7t8 WA MO 0|5 E # Q&L RIMIEH LIRS ARCO| 299 X

g AxSHEAIR.

XpElE Blaa 27


https://docs.aws.amazon.com//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

« 78 S BME Rl 2 I HEE AFSELICH
=

HM 2F0IM G MEtE AL&st= 39 TX Auto Scaling 2&2| &
of TgtE FAsHoF ELCH OHCIE 2E 7t8 G0l F0| Z2-¥E 0|8 W7HK| 7|CHRICH
2EE WHMo|M F ©Mets F AL/

o P dets gdstetn WAt GG H|EYE 2 WHME AISE M 8F0| 2
@M E = U222 Auto Scalingdll= F7F AE0| AU&LICH B AHIE 2
£ ZB20iA golgte2 MEi57LE , AWS Management Console B =01 M skip-

zonal-shift-validation Z2i3 & AIE35t0{ 0|28t 758 &g = U&L
ClCreateAutoScalingGroupUpdateAutoScalingGroupAttachTrafficSources.

Amazon Elastic Kubernetes Service:

Amazon EKSE 7P HGodof 2rEf X{5tLt EfoHet Z2 O|HIEo ol CHsH o EE|A 0| S =g TSt
g = U 7152 M3 ELICE Amazon EKS EEAENM I 2EE A™AE [ Amazon Application
Recovery Controller(ARC P Tt E= P Kts EHE ALE5104 ofE (A 0| Bt E 2| LIZEE

) S o =)
2l o E2|7o|M 57 E HF IME &= U&LICH
Amazon Elastic Kubernetes Service2} &7 323 TEt A2

Amazon Elastic

B M2 gd3tsit{H Chs 4'H & StLHE AFSELICH RHAMIEH LI 2
xS,

=
Kubernetes Service AFR MEAMO| ARC 34 TEtof CHSH 2L oltE7|E

Console
M Amazon EKS E{AEOAM Qe et & dsH(EE)

1. ARCO{| SE¢& Amazon EKS 28{AE{2Q| 0|1} 2|XE 3t&LICH

-
https://console.aws.amazon.com/eks/home#/clusters0ll A Amazon EKS &g iL|Ct.

SBIAEIE MEistLCH

ZeiaE G Ho|x|ol M 74

kO
|'ﬂ
mIo
x
ju}
g'l_l
r
ful

B MErollA rElE MEELICE

o o K~ w0 N

XHEl= 2laa 28


https://docs.aws.amazon.com//eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://console.aws.amazon.com/eks/home#/clusters

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

AWS CLI
M Amazon EKS 2 {AE{0| A Qe &+ 2 43HAWS CLI)
- CIS E™ES - Lo

aws eks create-cluster --name my-eks-cluster --role-

d

7|& Amazon EKS EAE{0|A ¥

rn my-role-arn-to-create-cluster --resources-vpc-config
subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

St YT

SHAWS CLI)

0

424
[N

fjo

aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config

E T°H0|'_|_
&, AWS CLI &£

2oy Tt

Qjod Mato 2 Amazon EKSE &35l 6t= gftdof CHst

Service Al
Amazon E

Amazon E

10 mo

02 02
12 o%

[ ]
ol
AL

o

enabled=true

= 31

| —
ey

oqo
o

AlZFoll CHEF REAMIEE LIS 2

AEMIEH LH2 2 Amazon Elastic Kubernetes
2ol CHall 2otE 7|8 & X SHAIL2.

St
[l
8 dF x

M 2| Amazon EKS0{|A{ ARC &34

i

13
o

Al
)

I o404
[ R |

lastic Kubernetes Service0i| CHEl Met &ts

KS 2o nigt 5 ot

E =7t HMELICE O|ZEA 84 Kubernetes AFHE {7} H|H A 712
AFAE-SHR| 26HAH ElL|ct.

N
-

2= 00
HJ

[nrr
H 02
n 19

i 1o

o
==

Ir

24 712 dod pleizd Alo| YAl S X|E|1 A Amazon EKS CI|O|E{ &

ol
-

fjo

>

ol

|.|-
In |0

>
L
(-

O oz

o M o

2

= L i S | =

Ml b

> (I

e
on HU

N

> (O

N
&)
2
>T
J?.'-

0z |

A

N

2

EI_'.:_E Auto Scaling 1 & 0| Ci|o|EElL]C}.
2 E[X|
o

i =

&Lt o

7|.9_ O=|O=|OE OI-K-I o|'7‘|

O

O

q

=
S

I.

(o]
i

oo

LS —

O| of& HA| 2F0| ot

oo 0
02
10
H
[N
rr
|-)|

M 0|38t = E0|M ZET} E|ZEZ|X|

o|=
AR

J

= 0
|I11

h
[
|
—|

m
10 &
[
-

H0

P>
i
ﬁﬁ

[

il
»
°
£

Ral
i
il
rir
o
k>
[>


https://docs.aws.amazon.com//eks/latest/userguide/zone-shift.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com//autoscaling/ec2/userguide/auto-scaling-benefits.html#AutoScalingBehavior.InstanceUsage

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

 EndpointSlice ZHEE = &4 E 718 YoM ZE = A=XQIEE Fol 7 EndpointSlices
Ol M &M 7HELICH O|FH A otH Ha 7t8 FHof U= ZE A= ZQIER HER|T ECfEE 415
T & g ELCH IS 75_‘|§J0| -’F—I_’.‘_EIHLP PJEE':'._ EndpointSlice ZIEZE8{= S E 718 YN

2
9
Mn
IR
o 0
m I
1]
™
o
Q'I_I
ITI
Q_
pe)
S,
=
@)
o
D
(2]
i
0
5 in
o
m
o 3
C
ful

KtMet LI 2 AWS ZIE|O|L] E2 T8 A RSMR.

Application Load Balancers

Application Load Balancer0il CH3H 323 T8t ALS

o4 MEtTt &H7A Application Load BalancerE AHE 5248 Application Load Balancer %4301 A ARC
G Mt S S g g&tslor & LICH Application Load Balancer= WAt B #4938 E&= WAt B

oLl
|2 dst FEe 2 JA TS x[HELICH

. S 2C WMoY CiEt oI TE2 B 7HS Pol CHSHAIRE AR 4 QlaLict oz 7+e
o{0f CHEt Gof MBS AlSHE 4 gigLict

o
o G T2 HU AZ O a0 2 SSHX| e &LCh
 Network Load Balancer2| CH 421 Application Load Balancer= & 4 Network Load Balancer0 A
dod MEHS AIEFSHMIR. Application Load Balanceroll M 2394 MgtE A%t 32 Network Load
Balancer= 0|5 & QA5 X| 231 Application Load Balancer2 EZHElE A& M&ELICH

Elastic Load Balancing 2&(CHR 22| AWS 2[8) E= ARC Z2&£0|MH 2EE Aol Cier ¥ Mt

= AlFE + &Lt

Console

rH
g

2 W AollA %of B BAsHZ )

1. https://console.aws.amazon.com/ec2/0{| A<l Amazon EC2 2&2 LICt.

= H 0 X|2] 22 WEHA ofgol A 2= WRAME ML

2
3. Application Load Balancer 0|8 & ME{EL|CH.
4

&4 ol M BES Metgic

30


https://aws.amazon.com/blogs/containers/amazon-eks-now-supports-amazon-application-recovery-controller/
https://console.aws.amazon.com/ec2/

Amazon Application Recovery Controller(ARC) JHEER} 70| =

2L YW Mo|M B ™t & 5SHAWS CLI)

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-alb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

(o}

2404 TE AISOf CHEH RLAMISH LHS S 23of TEH AIR, AE|0lE i F4 MME BEFML.

pplication Load

keepalive M2 AFE5to{ A X|& AlZHE FHE = U A
g Z Application Load

Balancer A2 MHMO| HTTP 22}0|¢E 42 &
(=)
=

it
>
g'l_l
x
kO
N
i
il

Balancer= HTTP 220|M1E 44 | X| 7|7} L2 3600EF(1AI1ZHE AHFLICH o & £01300%2t
Zo| ofZEE[AH ol 27 Azt SEo| XA g2 FF= W0l E&LICH HTTP 22t0[ME 14 | K|
7|zhE MEfE [ Of Zf2 YUMo = O At F CHA| @1Z%t= X[(X|d Alztol &2 0|E = A=)t
DE SC0|HEE &4 F 78 YU E= 2l H #EAH olSste [el HEHolgts M 1o

gruct.
Application Load Balancer0l CH8 @329 TEH 25 Hh 4]

2 @Yo
oA CH&fofl CH

S K
Ofp 2t

F 4431 El Application Load Balancer0i| A 393 T2to| A|ZHE|H HEg S g
D E Ecf=o| AHEHE| T ¥ ME2 DNSOHIM P IP FAE ANHELICEH

02 02
12 12
“& mM

RtA[E LHE 2 Application Load Balancer At& &AM 2| Application Load BalancergE ¢/t s&f2 &
=M L.

Network Load Balancers

Network Load Balancer0i| CH8t @303 X8t Al

odod Mt} &7 Network Load BalancerE A2 5t24 Network Load Balancer & 430{| A ARC &

Mgt 582 ghMd5bslof & L|Ct. Network Load Balancer= it 2394 £A43| L= WAl ¥od H|EHA §}
THEo 2 ¥ MErE X|HELIC.

Qo ME AU PF KI5 MES AEFEE SEQIE 2AA &4 FE 718 HYo|M Holl ZxIsteds
Al7|1E MEdEr = QlaLCH QIE{H! A L LHE Network Load Balancer7t 25 X|&ELIC}.

XHEl= 2laa 31


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-integrations.html#zonal-shift

Amazon Application Recovery Controller(ARC) JHEER} 70| =

o Wit P 2= WHA 0| E-SHE[0] UHLE use_load_balancer_configuration@ 2 MHE|
04 2{o4of ErL|Ct
- CHe O& WAt ¥ 2 Wz alol| Cigt Al LI 2 CHA I &0f CHel wxl ¥ 2= W
Ag HESML

« Network Load Balancer CHA & T2 EZ0i CHEH AIM|EH LIE 2 EIRE 7S EXSHMLR.
« H|ZA CHAO] CHEH @42 S 2 E H|&Ad35H6HoF & LCt.

« CHe O & A8 S=0f CHeF RiMIEF L8 2 HIE Y CHY ol CHEr 12 S =& A RstAR.

« CHA 2 &ol= A2 Z Application Load Balancer?} g1o4{ok gtL|C}.

- CH& 2= M Application Load Balancer0d| CHEt REMIEH LHE 2 Network Load Balancerl| CHEI 2 2
Application Load Balancer AFE & E X 35HAM|2.

AWS CLI AWS Management ConsoleEE = Elastic Load Balancing ¢3! AF& 3104 Network Load

Balancer2| Qo4 Hgt2 A|ZHE 4= Q& LICH Application Load Balancer?l Network Load Balancer2|
EH“O._I A2 Network Load Balancer0l| A 233 T2t2 A|ZF&HoF & L|CH. Application Load BalancerOf|
5= 732 Network Load Balancer= Application Load Balancer 2! siE CHAIo 2

(=]
= Q)
&2 SXIeHX| ef&Lict.

ZE WAHMoAM F T g dsH(E2E)

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 & & jLC}.

2. EAMmo|x|ol 2= WHA ol ZE WHME MEAFHLIC

3. Network Load Balancer 0|5 & MEf&FL|C}

4. &M HolMq HES MEiFC

5. 78 ¥y etE FHoM ARC ¥ Mt 88 SMS EHEI2 MEIFLICH
6. XM= MEAFLICH

XHEl= 2laa 32


https://docs.aws.amazon.com//elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-routing-configuration
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/edit-target-group-attributes.html#unhealthy-target-connection-termination
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://console.aws.amazon.com/ec2/

Amazon Application Recovery Controller(ARC) JHEER} 70| =

AWS CLI

2L YW MoM S Mt & 5SHAWS CLI)

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-nlb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

rr

ﬂ
Pa
1=
g
o
2]
M
o
>
FO

B g AlEfol CHE REMIEE L8 2 ¥4 TE AR, UCI0E &=

Network Load Balancer0i| Ci8t @3Qd Xt 2t 5 dh Al

Yo Tt AIRE M &4 E 718 E4 2| Network Load Balancer .= =7+ DNSOIA M7HEI=5 ARC
£ S5 Network Load Balancer0i| CHet 2 Ef Q1 ATHE 48 LIt Network Load Balancer= &
g e dAHo| the 2 HIZHststod EBE £ 412 XI5t Elastic Load Balancing2 0|21t CH&
£ G Mets /ol HIg HstE CHY S 2 RS ELICH HIZ S JEio| CHA 2 4B &Qlg A& &
&LICt CHafo| Matolmm ¥ HMeto| BHE(Ee FA)EH oMo &4 HHo| o2 9| 2t E0|
TH7HE L

Qe 7t 2= WH 20| #J3HE Network Load Balancerof M &4 7et 5o ¥ 2= WHM IP £4
7t DNSOIAM MZHELICH &4 7t Fdo| cHaof CHEt 7|&E HAR |R7IMez BE MK KX
=, &4 E 78 ol cidoll= M 20| [ ol 2tRE K| f&LICH

KM LI 2 Network Load Balancer A& A A 2| Network Load Balancer0d| CH8F @3ed ™MEHg &
ZSHMI2.

=Bk

1ok

FAIZH AO|I0|E EE= FA

O| MM o| EtA| 0| A= Amazon Application Recovery Controller(ARC) 2& 0| T4 T & g ME S
2 “D"“LIEP. T2y LAo R Hof Mt 2YE s-ste{H g MEL AP E X

=] —
Al2H5HE e
=F
=

FoA T# AR, AO0E £= 74 33


https://docs.aws.amazon.com//elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html

_|

—

=)
119]

HH

L=

JNELR} 7HO|E
2IE)olM 2

L—
—

|

LH& 2 Elastic Load Balancing AH&

Y

=

74 Q|0l £ Elastic Load Balancing 2 &(X|¢

—

—

AlEfst

|.

d%

o X

o
[ |

Amazon Application Recovery Controller(ARC)

ARCO{ A

q
=

MO
= o

|.

S
[}

&LICH XbA]

o$

LH
&
._o=._
Kl

o____
o

by

(@)

Ly

Fo

__&

A 01I EH

-

Kl

word
pal

by

(o)

|

tod %

©

E

clol

o4
=

=

=

.|

X
(M

o

3t A
=

of

=
S

txlgk Lt

o

A QLIcH Btz & ddalot

=
k=2Ne]
- =

I.

=

.|

b 5| O| X|0d| A 2
S

1

=
Q

.I

—

1

(@)

https://console.aws.amazon.com/route53recovery/home#/dashboard0| A ARC 2&2 dLCt.
|CH 3(72A|ZH K]

CHS AZOAM & ™

3ol etz 7|k

201 §
=

z

2.
3.

1.

=2
[=)

2|70[M 2] A

s
=

toq off

8 A CHE X2 2 0|5

Ct
[

o= L
ITe)

oju

S
=

ol
1o
Kl

ol
ol

ar

(o)

15 7{L} 2

= O

Amazon Application Recovery Controller(ARC) —E—%Oilkl
MZX

to{ M Btz &

©°

—

(=

—

Cllo|
e otz £|7| o

=

+74|01IA-|

—

o4
F

C

=
i
—

3
ol

.I

—

409 X4

109 &
b 2

o

JREPSE!

o
C

odo4

H AWS AI’SFEl

[

?lI5H 2|20 o

._:

ol
pal

by

(o]

i
To
wr
<

{1
z

oK
__o_._

34

ClOIE

[ o
https://console.aws.amazon.com/route53recovery/home#t/dashboard0i| A ARC 2&2 4L|C}.

&t AlZH AO|0|E EE= FA

-

4

(@)

1.
gz


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html
https://console.aws.amazon.com/route53recovery/home#/dashboard
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
https://console.aws.amazon.com/route53recovery/home#/dashboard

JHeER 7Hol=

Amazon Application Recovery Controller(ARC)

CtE AZO M G°

2.

A&LICH

A
e

245t
==

45741t 2

ME
—

2 MMM HHEE M
Comment(d&E)e| 3« 7

o4
=

I.

0
—

ojod x4z}

Kl

5.

6.

.Al._
__A_I
ol
pa

|

(o}

https://console.aws.amazon.com/route53recovery/home#/dashboard0| A ARC 2&2 JdLICt.

CHES AZOAM B ™

1.

2.

Amazon Application Recovery Controller(ARC)

=]

olE At

=
[

P

)

Amazon Application Recovery Controller(ARC)2| 2§ M&t2 AWS CloudTrail 2L|E{&

ol
w

=HA

i
__o._

o

o4

q

« AWS CloudTrail2 Al23}0q 2

A+-& 3104

=2
=

AWS CloudTrail

EF= AWS MH|A 7}

-

==
LIC}. CloudTrail2

2 ARCOIAM AFEXE, 2% E

2

od X

od
[ |

ARC2]

==

E=Z Y

H

o

Ol

£

__c._

x

Qo 5

SH=|
==

A Q1 AWS CloudTrailZt &

e =

o=

|
A

X 55104 CloudTrail O|HIE S Amazon S3 HHZ/S 2 X|&

2 ZA20|X CloudTrail 2£ 2| O|HE 7|Z0{M

of
Ls

CloudTrail 04| A

35

2LEZE

ok
~NO

2


https://console.aws.amazon.com/route53recovery/home#/dashboard

Amazon Application Recovery Controller(ARC) JHEER} 70| =

CloudTrailod| CHEF REMIEF LI 2 AWS CloudTrail A2 MEME B X5HAMIL.

CloudTraile| ¥ &t HE

CloudTrail2 H"d 44 Al AWS HH0|AM AEEE HELIcH ¥ M2 28 ARCOIA # S0
dr st siie &50| o|HE 7|K2o| CHE AWS HHI Olﬂilé | & 7Hl CloudTrail O|HIEN| 7|=EL
Ch AWS HHolM z|8l O|HIEE &l HAM SICOR2EEE + U&LICH REMEH B2 CloudTrail O|

HIE 7|S B8 BESHML.

ocood

a0l £XE A5

ARC2| Qo Tgtof CHEt O|HIEE ZE 510§ AWS A/ L OHEE X|&Xo =2

HEELICEH CloudTrail2 £X& AF83t0 Amazon S3 HIlez =1 mteds T
& ZlgHez 2E AWS 2|0l o] M ELICH &2 AWS ZHE|M

of 2= 2E Mo O|HEE EZ5t D XIHE Amazon S3HZISE 21 Ttdg ™

CloudTrail 2204 —’.‘-7.;15._ O|HIE Cl0|EHE F7I M & X265 CHE AW

AELICH ZHMIE I8 2 TS Rt =

25 44 74e

 CloudTrail X MH|A & E8

 CloudTrailoll CHet Amazon SNS &2 34
« 044 2|70l A CloudTrail 21 T} 2F7| &l 0424 H 0| M CloudTrail 21 Tl 2t7|

2 E ARC 2 CloudTrailol M 22 E|H Amazon Application Recovery Controller& 2+ &! |04

A ot Aol M Elof Rl&LICt o & E0{ StartZonalShift & ListManagedResources
g &5 CloudTrail 21 mHof E=o0| MdELct.
DEOME YU 2T FFos 2LES MM ALEXtol| cHEt 2T E01 U&LICH ID HEE 0|88
HOSS A BHEHE = Jalitt

- 2Hg REZ FEX| oL AWS Identity and Access Management(IAM) AFE X} EOF Q150 2 i
=X| o L|Ct

« A& = HH ol AL X0l CiEF Al 2o QIS S ALEst0{ 20| YEEIU=X| 04F.

« CIE2 AWS MH[AOAM @™EHF =K.

KEMIEH LI 2 CloudTrail userldentity 2 A S HZESHMIR.

EZ Y ZLEE 36


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

O|HIE 7|=0{A ARC O|HIE E7|

CloudTraildME O|HIE 7|50 22 O|HEE & & U&LICH REAIEH AHES AWS CloudTrail AR
MIBEAM 2| CloudTrail O|HE 7|5 =g EZESIML

B ME =213 o = ol

ol
A

ZFH™o|8t X[t Amazon S3 HHZl0i O|HEE 21 n = Q=4
CloudTrail 21 mtoi= 5tLt o|Ad ol 20 &=50| T8 = £
HE UEUH 8 E &Y, 2 el Az 73 mieto|E

(o]
o
23 0iYe TE2 AP AH 350 F2 A% E0|AT} LD S

HF
1
M ox
e
C
[l

Hu oy 10
ok
> |1°|' r
ﬁ
@
o)
C
o
-
L

n 0 |
oy n
rC
1
T
(@]

> M |m

n
0jo
rlo

(o]

JZd T™etol CHet ListManagedResources U2 E0{F &= CloudTrail 23 3 of| AL

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z2",
"mfaAuthenticated": "false"

}
I
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

[a

of CHE S & o7} Y= StartZonalShift S HoiF

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
.
"webIdFederationData":
"attributes": {
"creationDate":
"mfaAuthenticated":

{1},

"2022-11-14T16:01:517",
"false"

}
},
"eventTime": "2022-11-14T16:10:38Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",

231-180.360.amzn2.x86_64
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"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "@bcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
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{
"Condition": {
"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/
*n
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
*n
"arn:aws:eks:us-east-1:123456789012:clustexr/*"
]
}
.
"Action": [
"arc-zonal-shift:StartZonalShift"
1,
"Resource": "*",
"Effect": "Allow"
}
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/managed-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

]I

"Resource": "*"
}I
{

"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",

"Resource": "*"

}
]
}
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"Effect": "Allow",
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"Action": [

"arc-zonal-shift:

"arc-zonal-shift
"arc-zonal-shift
"arc-zonal-shift
"arc-zonal-shift

ListManagedResources",

:GetManagedResouxce",
:ListZonalShifts",
:StartZonalShift",
:UpdateZonalShift",

"arc-zonal-shift:CancelZonalShift"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.how-it-works.html#ZAShiftPrecedence
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.how-it-works.html#ZAShiftPrecedence

JHeER 7Hol=

Amazon Application Recovery Controller(ARC)

Auto Scaling 1

| Ol
=

A
o

=

HH

L=

+ CAPACITY_CHECK_FAILED: =

LICE.

HA
AE

o<
=
<

A

of

ioil”

nio

T

o)

-

Kl

o
pa

Lo

T

0

Ly

(0]

NI

q

T ALSE % = ARC API 5210| Lkt Q& LICE 0flAf 2o

01|7(1|E MME AWS CLIEZSHA 2.

Toll

ord
KJ

LHo

by

Ly

o)

i
)
B
ol

| —
—

P

o

=2
[=)

| LS A

AP

o

1 A T

x40| 040
- O

|.

olH
= -

AWS Command Line Interface 0| A

=7

I AWS CLI

ARC API AH&

00

<
il

-

(o)

-

Kl

CreatePracticeRunConfigurat

<0
<0
<0

__oo
<l
<
ol

Kq
Ka
[

DeletePracticeRunConfigurat

Kq
Kl
(e

ListAutoshifts & =

By

i
pal

LHO

._A_H

ListManagedResources & &=

Al

5]

Lt

GetManagedResource & Z&

Al

5]

7tr27|

UpdatePracticeRunConfigurat

K1
Bl
%0

10
<

il
Gl

Kq
Kl
C

UpdateZonalAutoshiftConfigu

ol
__ot

ot
<0
ol

UpdateAutoshiftObserverNoti

ficationStatus &%=

ol

__g._

67


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
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CLIOIM create-practice-run-configuration BEE AI85t0{ ¢i4 AYM 742 MM LICH

L
ol

0E E0{ 2la20 CHEt Mg A 72 dPdiciH OS2 22 BE2 ALEstMl.
aws arc-zonal-shift create-practice-run-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}
]

"outcomeAlarms": [
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{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:a3larm:us-
west-2-MyAppHealthAlarm"
}

15
"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,
"blockedDates": [
"2023-12-01"

]
}
XS ™Mt #2485 E= HIE S5
CLIZ ¥ XIS T2t 4EHE YOIO|EStod E|AA Q| XtE HMEHS &35 7Lt HIZ HstEhLct ¥y
AHs ™ME MEHE P48 52{H update-zonal-autoshift-configuration BEES AFS & LICtH

aws arc-zonal-shift update-zonal-autoshift-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

--zonal-autoshift-status="ENABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

}
SCIMC oig A% Alx}
start-practice-run BEE AI&5t0{ CLIOIA 2C|HE g Al- B9 MEHS AIEE = JUsU
Ct.
o|& E0q 2laaof CHEt ods M-S AlZSioiH CHSot 22 HES MAESHMIR.

aws arc-zonal-shift start-practice-run

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
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"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone
usw2-azl.",
}
D3 B0 oy M Fl4

cancel-practice-run BHE AI&350{ CLIZ TIY &2l o4 A™E FAE 5 U&LICH

& £0{ [0 CHEr &g AAE FASeAH OIS0 22 HEE AFSshM2.

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"
}
Ll Sl ks Mt F4
2laAo| HA XS HES F|A 5101 CLIE Sofl Tl 501 At TMEH 2 4" = ULt A XS
MEE £ A5tE4H cancel-zonal-shift command2 AFEEFLICH

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",

"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl.",
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"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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update-practice-run-configuration
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aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"

"zonalAutoshiftStatus": "DISABLED",

"practiceRunConfiguration": {

"blockingAlarms": [

{
"type": "CLOUDWATCH",
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"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,

"blockedDates": [
"2024-03-01"

ElaA0l CHEr g Al FEE AXE = UKRIE HX 2laL0l CiE B XS HetE HIE g=tstof
FLICH B X135 TErS gd3tetedd 2lasof g A~ 70| R{o{ok gLICH H7[Hel g A
LS Sl 718 B stLtTt glo{m o EE|F o]0 Moz MAE=X| HQlg + U&LICH

CLIE Ar83t0o{ ¢i& A™ #+ M2 AXISE{™ HX{ update-zonal-autoshift HEE AL& 3104
ZIQst %%'—?— RERENE S 7&'%% Hlia“ééi gt O ChS Hg AY 782 AXEE{™ delete-

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"
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aws arc-zonal-shift delete-practice-run-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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Amazon Application Recovery Controller(ARC) JHEER} 70| =

od XH= X O[HIE THE of|A|

Ol MMof o|HIE mEIS FAFSt0q EventBridgedll 20{E 2™ P X35 T &Y L 2[AAE 2L
Elgste Ol AASE + U= 2 488 = JU&Loh

B xts Tk o|HEo] CiEr O|HE mES Y& I detail-typell ChE & stLIE XIEE & 2
&LCH

=

* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

* FIS Experiment Autoshift In Progress
 FIS Experiment Autoshift Completed
« FIS Experiment Autoshift Canceled
* Manual Shift Started

* Manual Shift Updated

* Manual Shift Canceled

4 Aldo| SEHE A< Lol #olof CHEr RHM|IEH LI 2 additionalFailureInfo EEE & X
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AWS it TE gHE A A2 Ed3tstod ZE At
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JHEER} 70| =
. RS HE SKH GBS T8 B2 ARCE 2E KIS M O[WES WrEsLIC
. RS ©E SN LS TASK| S B ARCE P AHS TEHo] Chah RIS BlAAT} R}
S MEto| ZEE BROIE AHS B O|HES BretErLICH
{

"source": [
"aws.arc-zonal-shift"

1,
"detail-type": [
"Autoshift In Progress"

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}

Ol Moz P Ats T2 2ol CHEr ol x| o|HIE 7} 23 E|o{ &Lt

CHE2 1) Ats ME S XM L 70| gdstr|o] Q1 2) K& Metol| ZEE ¥ XS T™ets AH835tod
EIAAE FTMEK| of2 A2 Autoshift In Progress Xrdof CHEt oi x| O|HIE QIL|CH.
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"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [],
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":"AWS has started an autoshift for an impaired Availability Zone.

This notification
is separate from autoshift notifications for resources, if any, that you

have configured for

zonal autoshift. For details, see the Developer Guide."

[

"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "Autoshift In Progress",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

S et 2K Lol HIZMstzlof T 2) AtE Metof Z & E
AAE FAE B Autoshift In Progress Z¢doi CHEH of x| O[HIE Q]

1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""
ERAEETNIE 86
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}

CH22 Practice Run Interrupted 2o CHEF O[HES

{

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Practice Run Interrupted",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": {

"additionalFailureInfo": "Practice run
entered ALARM state."
I
"metadata": {
"awayFrom": "usel-az2"

}

}
}

CH22 FIS Experiment Autoshift In Progress Efedoi CH$t Of

"version": "Q",
"id": "05d4d2d5-9c76-bfea-72d2-d4614802adb4",

interrupted.

"detail-type": "FIS Experiment Autoshift In Progress",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

15
"detail": {

| od| LI,

The blocking alarm

HIE of o 2fL|Ct.
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"version": "0.0.1",

"data": "",

"metadata": {
"awayFrom": "usel-az2",
"notes":""

}

clee Manual Shift Started Xf¢joi CHst of| x| O|HIEIL|C}. 2|AAO0|AM StartZonalShift
API7} S &F ] MMELICEH

{
"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Manual Shift Started",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""
}
}
}
CHA S 2 AF2E CloudWatch 21 18 K|
EventBridge TH&2 HE M 731 Ux|st= O|HETI MEE|l= CHef S X3l oF &LC.
EventBridgeONH A& 71 S8t et o S5 2 EventBridge 2 &0 AHS °E* T A= o2 BESHA
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OIME CloudWatch 21 1B & CHYO.2 R7kst7| $I8t 27 A¥E ABSHE F2lg 4488 1 2
1 3&8 F7tete ™EAE dEELICH
CloudWatch 21 1 E2 CHY S 2 FII5t2{M CFF & StLIE =38 E = U&LC.
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£ Q|2 0{M CloudWatch 212 AtE3I0{ CHY S 2 AFEE CloudWatch 21 I &2 A5t 7HLE A
= A% TEtE SHEAH d-EaloF & LICt &2 ALE510 EventBridge &l 21 O&2 F
JtetT 2 JEol CHet 2laA 7|HE 2240 IPEOE Acl|lo|EELICt 28{L} AWS Command Line
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JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

},
"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",
"Sid": "TrustEventsToStoreLogEvent"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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arc-zonal-shift

Ct 20 o] &2 X|Yst2{™H 2l E2 FEFLICH o|E S0, CI22 s™FLICH
"Action": [

"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"

AU FE(*)E AE 50 02 XY E X|HE & U&LICH 0|§ 04, Describeit= EO{2 A%t 5}

"Action": "arc-zonal-shift:Describe*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,
"Resource": "*"
},
{
"Effect" : "Allow",
"Action" : [
"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
{
"Effect" : "Allow",
"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"
1,
"Resource" : "*"
}
]
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn.html
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
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1. 2E{AE M4
a. 2HAEHE YHELICH network-type ME AL 0|0 IPV4 EE= DUALSTACKY = 4 &LICH

7|EZ£S IPV4RIL|CE.

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

E{7t MM E|= S0 PENDING 4 Ef7t ElLIC} describe-
(o] o
aws route53-recovery-control-config --region us-west-2 \

describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

}
“HiZE" ZEf7I £|H ARCE AMISA7L 845 288 = U= HEZXQIE MEE ZEsl= E2BHAHE
MBMo= HMEt JALICH 1list-clustersE ££501 ZE EHAHE LIYEE £ JU&LIct
1c. EHAHE LHGEFLICH

aws route53-recovery-control-config --region us-west-2 list-clusters
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"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. 2B{AEH9 HESIZ REE YOIO|EFLICE 82 IPV4 = DUALSTACKILICE.

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"
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aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd
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"ControlPanels": [

{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

—_

AR create-control-panel2 ££3504 ZHEE W2 &Y ohE =& YU&LCH

r

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \

--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh

"ControlPanel": {
"ControlPanelArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": false,
"Name": "NewControlPanel2",
"RoutingControlCount": O,
"Status": "PENDING"

}
}
ARC E|AAE S MM5tH MAME|= SOt PENDING A EN7} ElLIC} describe-control-
panel2 S &35t04 TId A& gfolsr 4+ Ql&L|Ct
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aws routeb3-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

[

3. 2t Aof 4o

o
A E
MoiE e mf 2tRE Mo{E Z&e 2 4*E1°| Amazon EI_/.\_A OIE(AR )2
[ 0{E fet ZIEE W'd2e| ARNZ X|HE + Q&L|ct =8t A
I.

HEE 4 X|HEX| AoH RSO E MME|s ZHEE 'l DefaultControlPaneloi 2t &
Mo{7} F7HELICE.

create-routing-control2 £&35t04 2t & X0{E MM LICE.

3a. & XMo{E HELCH

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
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"Name": "NewRcl",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "PENDING"

}
}
2t RE Ko{E C}HE ARC ElAAS SUSH MM IHS 2oz MY 5dg S&5tof ™ Mg £
Mg+ A&

3b. 2t & ANo{E MHEELICE

aws routeb53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

tod ZEE midof 2t Mo{E LtEe & QJ&LICH ZHEE

[e][]

list-routing-controls& &
'd ARNO| E¢8fL|Ct

3c. 2t MOo{E LidELict

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

"RoutingControls": [
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{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rcl",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "DEPLOYED"

1,
{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rc2",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"Status": "DEPLOYED"

}
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aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz2123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/ghi4s56ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
1,
"Status": "PENDING",
"WaitPeriodMs": 5000

}
}
}
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® Note
Holg 7#=l2 45t 7| Mo DNS Zoll x| BlZ=EE & sHX| b= H0|E 2t & Ao &
DNS &off Zx| BIZEE FM5t= CHe 2t AMo{E Mdstor FLIct

TEE BFEE4H create-safety-rule gating-rule It2tO|E{QL E7H ARELICH

o{ &M 75 API B 4ol CHE XFMIEH LH& 2 Amazon Application Recovery Controller& 2t & |04
API &% StLHM Q| GatingRule & =g HZtAlL.

4b. HOIY A S dEFLICH

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi456ghi”,
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol,/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 L4LL",
"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"
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]I

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"

iy
"Status": "PENDING",

"WaitPeriodMs": 5000
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Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444
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Amazon Application Recovery Controller(ARC)
2. Route 53 CLIE AI&3}04 Route 5301 A Zt 2t
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3. Route 53 CLIE AF23}104 Route 5304 & 7H2]
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aws route53-recovery-control-config --region us-west-2 create-routing-control \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

--routing-control-name RoutingControlCelll \

abcd-5678-abcd-5678abcdefgh
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \

abcd-5678-abcd-5678abcdefgh
Zf et & XMool CHet & Ef =2
Ej =

5b.

® Note

Amazon Route 53 CLIE AF235104 ARC
aws route53 create-health-check --caller-reference RoutingControlCelll \

--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567
"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-

cccc-dddd-ffffff22222",
"HealthCheck": {
XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"",
"CallerReference": "RoutingControlCelll",
131

IIIdII:
"HealthCheckConfig": {
"RECOVERY_CONTROL",

IlTypell g
"Inverted": false,
"Disabled": false,
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,
"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

o
"HealthCheckVersion": 1

ok
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"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": Q,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
27 Mol 3P
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": 0,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1)
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}
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aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
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arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

[

2. 2t & Mof &elst7|

2. 2t B Mof HEHE 7FXSLICH.

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
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"RoutingControlName": "RCOne"
"RoutingControlState": "On"
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aws routeb3-recovery-cluster update-routing-control-state \

--routing-control-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567 \
--routing-control-state On \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

&= & LICH update-routing-

{3
gt ol API 27 2 £ 2 0] 2t R T A|01E SAlol| Hollo|EE
s (RE0| d33stH SE0| Hlo] //&LICt)
A0 E(LZ UHIo|E)ELC

control-state

2b. 0] 2t & Mo & EHE
aws routeb53-recovery-cluster update-routing-control-states \
--update-routing-control-state-entries \
": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

'[{"RoutingControlArn":

: "Off"}, \
arn:aws:route53-recovery-

{"RoutingControlArn":

9 Ilonll}]l

abcdefgl234567"
"RoutingControlState"
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

hijklmnop987654321"
"RoutingControlState"

--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

Bx o =Xl |2 2t2 Ch31F Zrofof #Lch

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX
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aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

= Jbx| oF RA KHFL)

aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888" \

"arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
qqqqqqq7777777"

--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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https://docs.aws.amazon.com/ram/latest/userguide/
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.aws.amazon.com/ram
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-view-sr.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-view-sr.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-view-sr.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/resourcepolicy-resourcearn.html.html
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https://aws.amazon.com/application-recovery-controller/pricing/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/smithj",
"accountId": "111122223333",
"userName": "smithj"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:417"

}
}
3,
"eventTime": "2021-06-30TQ4:45:46Z",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
},
"responseElements": {
"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl23456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl123456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

},

"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

EREI=TEE] 156



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"eventCategory": "Management",
"recipientAccountId": "111122223333"
}
CH2 2 2t g AMofof CiEt UpdateRoutingControlState S E04F £ CloudTrail 21

o Al LIt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
.
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

1,

"eventTime": "2021-06-30TQ4:45:4627",

"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

1,

"responseElements": {

sSt=2
o T
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"RoutingControl": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "XYZRoutingControl3",

"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}
I
"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Action": "route53-recovery-control-config:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState”,
"route53-recovery-cluster:UpdateRoutingControlState"”,
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster”,
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-

config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingContxrols",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:ChangeTagsForResource"

1,

166

pal
ih
0l
0%
p=)
2
=
>
i
i)



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"Resource": "*"

AEX7F ARC API 2t 2 AFE5H04 ARC 2t Mo 24 E HE|E & U S otcdH, ote dEE
CHEZ AFSREIH =Sl oF t= API 2ol sliEste HAg gLt

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl"”,
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeClustex",
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-config:GetResourcePolicy",
"route53-recovery-control-
config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateContxrolPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
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"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

1,

"Resource": "*"

=7 Z2AE HI0IE] oI APIE AHS5Hod ARC EHRE Mof BHd(ofl: Rha 24 Al Bof ZxIE LIt

2t

Ol A
AH

m

Bl X0 &El FHIo|E)S &35tV I3 CISt Z2 ARC IAM HHZ |AM AL X0 A 1Z2E =
L|Ct.

AllowSafetyRuleOverride #22 ct*E XMo{E S8t E3 HXIE FHE ot 1_1”_5'% MEolg
£ e HEtE 2o{gLct o] HBH2 “break glass” AILIE|20i A RBHLE Z7|EF ZIZ 8 & off =&| AlL
2|20 25 HXIE RE|57| flcl LR = U&LICH & B0 2H%t= KM ST E flal 215
&t H ol =X|E F|sHof %E = A2 StLt o4 o ot R E|S 2 Qe EEHElZ CHA| 2t &lst= O
Zft et E Ko el UCIOIET o 7|x| LA RHEHE &= U&LICH O]l HEHE S YAt = 2t
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llowSafetyRuleOverrldes E 20| false?l dEfOM CtE0 Z2 HAMS AZELICE 2
A7t ot R EIE MHO|SHE & 58 ste{H AllowSafetyRuleOverrldes HE8 trueZ MY

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

]I

"Resource": "*"

}I
{
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"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingContxolState"

1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"
}
}
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1 Chall stLte| dlg dda E2l&aLict O o

ofE2|7H014 o FlollAE HX BlAaLTt e 2 2lFo Sfs
57 OES UE ¥ FH IS F MY eE
1.4 49

1a. us-east-1 Al MAMErL|C}.

route53-recovery-readiness --region us-west-2 create-cell \

aws
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}

}

1b. us-east-1 Al MMErL|C}.

route53-recovery-readiness --region us-west-2 create-cell \

--cell-name west-cell

aws

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
1c. O|AM| 5 Alo| MZA&LICH list-cells APIE &350 O|E0| EXSt=X| &Qlg = JU&LIct
aws route53-recovery-readiness --region us-west-2 list-cells
{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",

191
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"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}

"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",

"CellName": "west-cell"

"Cells": [1,

"ParentReadinessScopes": [],

"Tags": {3}

S5 152 ARCL| 57 ZH|E @let 2|49l 2laaLch S5 2&2 ofEZEIAH 0| MM E LEH
LICH o] EtAoMHE A OHEEI91IOI 1g DHEZ 'ﬁE S7 152 HECS SMEE F el e
ZF7hect.
2a. 57 152 Lt
aws route53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
{
"Cells": [1,
"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",
"RecoveryGroupName": "simple-service-recovery-group",
"Tags": {3}

aws routeb53-recovery-readiness --region us-west-2 list-recovery-groups
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{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

}
]
}

O|X| of & EI?IOI*._ DES ERoL ZLIEZEE ElAaAE FIhsl EZ&LICH ARCOIME ZLIEHZE
stgde 24 E2 2lAA MEZtD UL BlAA MEMeE 25 22 /89 EBlAATF ZEE[0]
2 A

E =E T _Ic_>|_°
U&LICE. EI_/.\_A NEQS| B|IAAE MZ H|m5lod Mol Aol =x| £H| AEJE =

RS 4 Qi Lt
3. B|AA MHE MA

Simple-Service O Z 2|71|0| 0| gk ZFEFSE T DynamoDB Ei| 0|22 AFEStCt o 74HY 6l EZ&LICt
us-east-10{ DynamoDB E|0|='0| 410 us-west-201 &£ CHE E|O|Z2 0| /U &LICH El&aA MEOo= 2
2lAATF ZEE ME AEEE EH| HRlE ZE o] J}&LICH

3a. Simple-Service OHZ 2|7 0| M| E[AAE HIAFFI = EloA MEE AHFLICH

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \
--resource-set-name ImportantInformationTables \
--resource-set-type AWS::DynamoDB::Table \

--resources
ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

west-cell"
ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

east-cell"

"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/

sample-resource-set",
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"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"

[a

3b. (MEH AL&) list-resource-sets APIE £ &5109 2l&A ME F10| £ k|o{ U=X] &l
& &= Ql&LICE o7(|ol= AWS A ™ol 2 E BlaA MEJ LIEELICE 047|M {0l BHE Z2|AA Al
E

7t stLEE & =+ &L

aws routeb3-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{
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"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
}
1,
"Tags": {}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{

"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"

1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl1l"
}
1,
"Tags": {}
}
]
}
O|X| ARCH|A Simple-Service OfZZ|7{|0|M2 ZRZSH7| I8 4,

=27 08 24 HES MM
st
2

gLCH O3ez, Blaa0| Foll =X £HIE ZLIEE S| fI8F #£HI
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4. =H| gl 4y

ZH| gole #olof HAT ElAA MEQ| Z 2lAA0 FE MEES ME3ILICH REI2 2 ElAA &
&2 CHELICH &, AWS: :DynamoDB: : Table, AWS: :EC2: :Instance SO0 CH8t C}8H 7 20|
U&LICH A2 7, (A 7ts8tD sliE st AR), MEHAIS 7ts6tn siEste E2), 2t
B 7Y 8 BlAAo| CtYE RIS =HRlFLc

(® Note
ZH| Zelo M ElaA0 MBEE FEIE E7| laH 5EHA0IM B CH= get-
readiness-check-resource-status APIE AL8& £ RI&LICH ARCS| Z& &H| 73
SE52 Eod{M list-rulesE AF&35H7{LE ARC E£H| 72| M MME XM R. ARCOlE
Zt AL Yo Cial A™stE S A MET ISH, HMEME MEX XIHE == oi&
L{ct.

4a. E|AA MIE ImportantinformationTablesOf| CH8H &H| &0l MAMEFLICtH

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (t";” AtE) £ i—ﬂ °._|0| MB3HMoZ MMEIREX| &l5tE{™ 1ist-readiness-checks APIE
St |A H
=] P

AlSH
= O

_|_

aws routeb3-recovery-readiness --region us-west-2 list-readiness-checks

"ReadinessChecks": [

{
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"ReadinessCheckArn": "arn:aws:route53-recovery-

readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",

"TagS": {}

ofEE7loldE REZ st #EH| &Helg Rl oM E[AAE RLIEHZE #H|7t EI{A&LICH
£=H| &l +ZE (B4 OF), ME Elad oF, 4 2E(I8 SP EE 2T ZE 2l4ad), E7 1
& T & (A oE 2|7 0]M) 2| 47k K| =FE 0ol M oHEE|FH 0| e| ZHIE ZEHZE + U&LICH Ol
Zt fgel £H| HEHE 71X TZHO| ottof Lot AU&LICH.

aws route53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
i

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"

]
}
5b. QI 2t 20| MENE Zatstod | HOlofM EHY ElAA0| XHM S EH| AEHE Selg 4
ol&Lct
AAEH

aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \
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--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",

"Rules":

{

[

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",

"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

55:

55:

55:

55:

55:

55:

412",

412",

412",

412",

412",

412",
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5c. Alo| et

aws routeb3-recovery-readiness --region us-west-2 get-cell-readiness-summary \

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z2",

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z"
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z"
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

{
{
}
)
}
5d. OFx|ato

"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"

2 27 38 $Z0lM ofE2iFoIMel 214 2| FHIE

’

’
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aws routeb3-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

(@ Note
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M(F, ot2t0|E| X|H--region us-west-2)2 X|&5HofF &L

CHS AWS CLI HE20]| of|Alofl CHEt m R A HEh H0iE MHSE WS Eo{ELICH.

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
create-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999:root
O| HEH2 AFESHX| &t =& MHEsle{H Ch&2 sd gLt

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
delete-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999: root

st-cross-account-

o o o i | l
authorizations HWHE AFSELICE Ol CIE WEO R = &0l8 £ Qi&LICH &, HHE T2 21}
S SIAAE FHStD BLIERE £ e AE2A HX HEto| Bo{El R E AMHE LIYESE ol AFE

%I- 2 gl!t AP| & Xt -IO o-IAL_||:|._
aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"
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Amazon API| Gateway 7T 1EHA|

« ApiGwV1ApiKeyCount: ZE API Gateway EHAHIE ZHAI5t0{ SUEH 9| API 7|7} HAZAE|of /U E
x| golghct,

« ApiGwV1ApiKeySource: 2 E API Gateway EHHE ZAAF5H04 API Key Source Z(0| S 3HX|
gelghuct.

« ApiGwV1BasePath: 2 & AP| Gateway EtAHE ZALSt0{ S8t 7|et BEof| ZAE|o] U=X| &
IgrLct.

« ApiGwV1BinaryMediaTypes: 2 £ API Gateway &HHE ZAIstod S8t Hio|L42| O/C|o f8
2 X|Hst=X| gelgLct

« ApiGwV1CacheClusterEnabled: 2 E API Gateway EtH|IE ZAF5I04 Cache Cluster7t 25
S E([7LE SR K| it K] #lg LIt

- ApiGwV1CacheClusterSize: = E API Gateway A& Z4AF5H04 Cache Cluster Size7t &
Ut x| & IELICt stLtel 7ol f 3™ LIHX| 22 NOT READYE E A|ELIC.

« ApiGwV1CacheClusterStatus: 2 E AP| Gateway £t A& ZHAIS5H04 Cache Cluster7t
AVAILABLE &EHQIX| =FQlgfL|Ct.

- ApiGwV1DisableExecuteApiEndpoint: 2 & AP| Gateway EtAIE ZAF5H0{ Execute API
Endpoint7t 25 H|E MSE(AHLE HIE G| K| A k=X] B IFLICEH

« ApiGwV1DomainName: =& API Gateway EHH|E& ZA5t01 S8 Uet THIQ! O|F o HAZE[0] Q!
=X| & lgLct.

« ApiGwV1EndpointConfiguration: 2= AP| Gateway Bt £ ZAISt0{ SUsH A= ZQIE T 49|
S Helol Ao Ue=X| ElgLct.

ro
o
o

« ApiGwV1EndpointDomainNameStatus: 2 & AP| Gateway A& ZAA5H0 12 E =0
O| AVAILABLE & E{QIX| £ QlgfL|Ct.

ApiGwV1MethodSettings: &= & API Gateway A& ZA5t04 Method Settings g(0| S Y&t
x| =elgtct.
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ApiGwV1MutualTIsAuthentication: ZE API Gateway EHAHIE ZHAF5H0{ Mutual TLS
Authentication #}0| S 8tXx| = QI L|C}.

ApiGwV1Policy: ZE API Gateway EHHIE ZHASI0d 25 APl & HME AFE5HHLE AL K|
ot =X| =elghct.

ApiGwV1RegionalDomainName: 2 & API Gateway EtHE ZAAISt0{ S st 2| THQ! O]
50l AZE[of U=X| &QIFLICt &2 o] 732 FH| dEfoll= F& S O|X[X| L&LICt
ApiGwV1ResourceMethodConfigs: 2 £ API Gateway EHH|E ZHA5tod #2841 142 Z 8H5H0q 2|
LA HE FEIL FAFEK| EZQIELICH

ApiGwV1SecurityPolicy: 2= API Gateway THHIE ZALSH0] Security Policy #40| S YUEHK|
2olghLict.

ApiGwV1Quotas: 2 & API Gateway 1 &2 ZA+5t04 Service QuotasOll A & E2[st= (A
thE Est=x| & lgfLct

ApiGwV1UsagePlans: 2 & API Gateway EtAHE ZAI5t0{ S8t #442| Usage Plansoi @34
Elof Je=X| &lgLct.

Amazon AP| Gateway H7 2EH7A|

ApiGwV2ApiKeySelectionExpression: 2 & AP| Gateway EtAHIE ZHALSH0{ API Key
Selection Expression Zf0| S 8HX| &QlgtLC}.
ApiGwV2ApiMappingSelectionExpression: 2 & API Gateway =& ZA5t04 API Mapping
Selection Expression Z}0| S &tX| &QIELICt

ApiGwV2CorsConfiguration: 2= API Gateway ZHH|E ZAISH04 CORS #&1 40| S UEHK|
EelgfLct.

ApiGwV2DomainName: 2 £ API Gateway EHHE ZAFS0{ S st
=X| =elgfct.

ApiGwV2DomainNameStatus: 2. API Gateway EHAHE ZAF5H04 Q! 0| 0] AVAILABLE
A EfRIX| ErelghL|Ct.

ApiGwV2EndpointType: 2 & API Gateway TH7H|E Z2AI5t04 Endpoint Type 40| S 8HX| =
lgfLCt.

ApiGwV2Quotas: 2 & API Gateway 1 &S AA+5t04 Service Quotasoi| A & E[st= & (A
g2 Est=x| golguo

of

THel o|l§of dZAZo] U

ApiGwV2MutualTlsAuthentication: 2 & AP| Gateway EtAIE ZAFSH0{ Mutual TLS
Authentication 2t0| S Y8tX| & QIFHLIC.

ApiGwV2ProtocolType: 2 & API Gateway tHH|E ZA5t04 Protocol Type 40| S YUEHX| &
lgrLct.
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ApiGwV2RouteConfigs: 2 E API Gateway HHHIE ZAIst0] SUSt 7 HO| B2 HSE X7 &
Ut x| #lghLct.

ApiGwV2RouteSelectionExpression: =& API Gateway =& ZAF5t0{ Route Selection
Expression g(0| S Y&tX| &elgrL|Ct

ApiGwV2RouteSettings: =& API Gateway TH7H|E ZA5t04 Default Route Settings ZtO|
SYerX| Zelghct.

ApiGwV2SecurityPolicy: 2= API Gateway THHIE ZAFSH04 Security Policy 40| S YUEHK|
Eolghuct.

ApiGwV2StageVariables: & & API Gateway A& ZAI5t0{ 2 E Stage Variables7t CHE
EHA|t SEtR| ElgrLct,

ApiGwV2ThrottlingBurstLimit: 2= API Gateway THHE ZAHS04 Throttling Burst Limit
Zto| SUeHR| EelgrL|ct,

ApiGwV2ThrottlingRateLimit: =& API Gateway Tt7H& ZAAFSt0] Throttling Rate Limit
2to| Sehx| & lgfLct.

Amazon Aurora 2 {AE]

RdsClusterStatus: Zf Aurora 22{AE{E AALsH0 /BN 7 AVAILABLE B = BACKING-UP2IX]
2 QlghLct.

RdsEngineMode: 2 & Aurora 22{AE{E ZALSt0{ Engine Mode 2t0| S &tX| & IEtLCH
RdsEngineVersion: 2= Aurora 22{AE{E ZAS0{ Major Version 20| S YeHX| EHQlF
L|CF.

RdsGlobalReplicaLag: Zf Aurora 22AEE AAF5H0{ Global Replica Lag CHZ| AlZHO| 30
Z O|EFRIX| = lgkLCt.

RdsNormalizedCapacity: 2= Aurora 2Z{AEHE ZASH0 HrdlEl 80| 2|4AA ME Z|CHZL
9| 15% O|LHQIX| = elgfL|Ct.

RdsinstanceType: 2 & Aurora 22{AEE A0 QIAEA R%FE0| SUSHX| =QlgLICt

RdsQuotas: 2 & Aurora 22AEE AAFSH04 Service Quotastil M & 2|5t EEZF(MEHS &
=5te=X| Zelghct.

Auto Scaling 1 &

AsgMinSizeAndMaxSize: 2& 2LE AL E HAIsto] 2[4 L %|c & 37|17t SLeHX| &

RIghLCt.

AsgAZCount: ZE QE AFLZ S AAISH0{ 78 ¥ 7}
E:

= o
AsglnstanceTypes: 2ZE QE A7 U HAFS5l04 QI
1: 0| &2 ZEd| o= Q&2 0IX[X| ef&Lich
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« AsglnstanceSizes: 2& 2LE AAUZE HAISt0{ QIARA 3 7|7t SLEHX| & QlgrL|Ct.
AN

« AsgNormalizedCapacity: ZE& QLE
15% O|LHQIX| & lgL|Ct.

 AsgQuotas: ZE LE AZ|LZE AALSH04 Service Quotas0i| A 2|
st=X| = elghLct.

Q'I_l
rir
o
=
o
iy
R

CloudWatch B&

» CloudWatchAlarmState: CloudWatch ZE& ZHA5t0{ ZF ZE7F ALARM £
INSUFFICIENT_DATA AFE{7} o}l x| & QlEhL|Ct.
T Ho|ESO|
« CustomerGatewaylpAddress: 2 112 7|0|EQ|0|E AALSI0q IP F A7t SLUBHK| & QIFLICH
« CustomerGatewayState: 1124 HO|E{|0|E ZHAI504 Zf HO|ES| 0|7t AVAILABLE &fE{oi
=X| #IghLct.
« CustomerGatewayVPNType: Z & 11728 7|0|EQ|0|E ZHALSt0{ VPN 80| SUFHX| =QlgfL
C}.
DNS target resources

« DnsTargetResourceHostedZoneConfigurationRule: 2= DNS CH& 2|AAE Z4AFSH0{ Amazon
Route 53 EA R ¥ D7} SYEHR| & ZF S AR Q330| H|S 747t ot x| = lghLct &1 o
=2 ZH| defoll= &S O|x|X| et&LICH.

- DnsTargetResourceRecordSetConfigurationRule: 2= DNS CHAF 2| AAE ZHALSto] E2|AA B

= 74 Al TTL(Time to Live)0| S5t TTLO| 300 O|5+QIX| & QI&HL|C}

- DnsTargetResourceRoutingRule: & 2|AA BHZE MEQ HAZAE ZF DNS CHe 2|AAE 4
Arstod CHY 2lA A0 2 E DNS O|E 2 EBNEE EtRESHEX| #QlgLICH & 1: o] 7%
2 ZH| Zefoll= Y& 0IXIX| &Lct.

« DnsTargetResourceHealthCheckRule: 2= DNS CH4 ZE|AAE ZAAISto{ HMst B2
Rlo| ElaA BlZE MES HAZAL|D CHE FRole AKX et=X| &elghLct &x:

2 &H| ¥Eljoll= I&2 O|XIX| et&LICtH
Amazon DynamoDB Ef|0|&

- DynamoConfiguration: 2 & DynamoDB E|O|&2 AAI5t04 7|, M, MH & 55 U AEE
T Aol SYUEHX| &elgtLct.

- DynamoCapacity: 2= DynamoDB E|0|2& ZdAstod Z2H|X{LE 217| 2Fat m7| 20|
ElAA ME Z|CH 832 20% O|LHQIX| & QIgtL|Ct.
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DynamoPeakRcuWcu: ZI DynamoDB E|0|E& ZAl5t04 Z2H|MJEl TS E&st7| 2/6H
I|3 E2fZlo| CtE E|o|E3t RAISHX| &HQlgtL|Ct

DynamoGsiPeakRcuWcu: Zt DynamoDB H|O|E & ZAtsto] Z2H|X{JE 8F 2 2857
o =[CH e17| 2 7| F 0| CHE HIO|E1 RAEHR| = elgfLct.

DynamoGsiConfig: 2 24 2 X 2IHA 7} Ql= 2 E DynamoDB Ef|0|E& ZAAISI0{ E|O|E0| &
Ut QA F| AF(OF Y Z2MME AFE5t=X| FQIFLICH

DynamoGsiStatus: 22 E & QIHA T} Q= &2 & DynamoDB El|0|E22 ZAALSI0{ 2EH EX
QIHA 7 ACTIVE M EHQIX| & IEFLIC.

DynamoGsiCapacity: 2 24 EZ& QIHA 7} Q= 2 & DynamoDB E|O|E & ZAtsto{ Z2H|X
'JE GSI 87| 8F 0 GSI 47| 80| 2|laA ME 2| & 2| 20% O[LHRIX| = QlgfL|Ct.
DynamoReplicationLatency: 22 E| 0|2 Q! 2 & DynamoDB E|0|E &2 ZAF5I04 SX| X[ A

Zto| S YEtR| = elgtLct.
DynamoAutoScalingConfiguration: Auto ScalingO| & 43%tE 2 & DynamoDB Ei|0|£&2 ZAALSt
04 %|4, x[CH, CHAF @17 & A7 0| SYUeHK| &elgL|ch

DynamoQuotas: 2 & DynamoDB E|O|2 & ZAl5t0q{ Service Quotas0i| A £ 2

g2 &ot= Xl gL/

e shekakx|

ol

Elastic Load Balancing(Classic Load Balancer)

ElbV1CheckAzCount: Zt Classic Load Balancerg ZAtst0{ 5tLtQ| 7+& Qa0 ot 12|04 QU
=X =IFLICH &1 o] 732 & dEljoll= &2 O|XIX| et&LICt

ElbV1Anylnstances: 2 & Classic Load BalancerE 73 A+504 5Lt 0|4 2| EC2 QIAEIATL Rl
x| =elgtct.

ElbV1AnylnstancesHealthy: 2 Classic Load BalancerE 7Z4AI5t04 5L} 0|4 9] HAMXOI EC2
QUIAEAAT} QI=X| & elgf Lot

ElbV1Scheme: 2 & Classic Load Balancerg& ZAAst04 2= WM XM A7t S LeH x| &elshL]
Ct.

ElbV1HealthCheckThreshold: 2& Classic Load BalancerE Z4At5to4 4 el &l QlA[gfo| S
8t X| =elgfLct.

ElbV1HealthCheckinterval: 2 & Classic Load Balancerg& ZA5t0{ 4 Ef &0l 7t74 Zfo| S st
x| &olgtct

ElbV1CrossZoneRoutingEnabled: 2 E Classic Load BalancerE ZAF5t04 ¥ 7+ 2 = WA
Zto| S Y8t X|(ENABLED EE &= DISABLED) & Q1tL|C}.

ElbV1AccessLogsEnabledAttribute: 2 £ Classic Load Balancer® ZAtsto{ HMA 23 70|
= QI3HX|(ENABLED 5= DISABLED) 2 QI8HLC}.
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ElbV1ConnectionDrainingEnabledAttribute: 2 & Classic Load Balancer& ZAt5t04 Connection
Draining Z}0| 5 & X|(ENABLED &= DISABLED) 2 QIgtLiC}.
ElbV1ConnectionDrainingTimeoutAttribute: =& Classic Load BalancerE 74 At3+04 Connection
Draining A8t AlZt Z2k0| S Y8t X|(ENABLED S+ DISABLED) & QIgfL|Ct.
ElbV1ldleTimeoutAttribute: 2 Classic Load Balancer§ ZAAFst0o1 | & A8t AlZt Zho| St
X|(ENABLED ==& DISABLED) &QI8tL|C}.

ElbV1ProvisionedCapacityLcuCount: ZZH|X{'=/El LCU7Z} 107l 0|4 @l & £ Classic Load
Balancerg& AAstod ZlAaA MEO|M Z2H|X'SE LCUZt 7HE =2 LCUL| 20% O|LHRIX| &
QIghLCt.

ElbV1ProvisionedCapacityStatus: Zt Classic Load Balancer®| ZZH|X'JEl & AEHE ZHAISH
04 DISABLED =& PENDING Z£0| ot =l x| & QIghLC}.

Amazon EBS E&

ok

EbsVolumeEncryption: 2= EBS 2 &2 AAI5t01 & 35t ZI(ENABLED 5= DISABLED)O| &
LBt X| = RIFLC.

EbsVolumeEncryptionDefault: 2 & EBS 2&2 AAI5t04 7|2XMo 2 &t 53t ZH(ENABLED £&
DISABLED)O| S &t X| = lgfL|ct.

EbsVolumelops: Z & EBS = &2 AASt0] T UEH & ®2|F(0PS)0| S LUEHX| =Holst
L|CF.

EbsVolumeKmsKeyld: £ & EBS 2 &2 HAI5H01 7|2 AWS KMS 7| ID7t S &t R| = lghL
Ct.

EbsVolumeMultiAttach: 2 S EBS &g Z{Atstod CHE 947 ZH(ENABLED H & DISABLED)O|
SYeHx| Zelghct.

EbsVolumeQuotas: 2 & EBS 2 &2 ZAAF5104 Service Quotasti| A A8t L F(MEHE &
st=X| =elgtct,

EbsVolumeSize: 2= EBS &2 AASt0{ 87| 758t 2 7[7F S LeHX| &elghL(Ct.

EbsVolumeState: 2 & EB

()]
M [T
O o
mo mjo

EbsVolumeType: 2 & EBS

AWS Lambda &%

LambdaMemorySize: 2 & Lambda & & ZAAISto] HIZ 2| 2 7|7t S L8HX| & IELICtH StLt
Ol H=Z27t f BEe™ LIHX| H22|= NOT READYE EA|ELICH.

ro
Ral
L
ro
mo
r
n

LambdaFunctionTimeout: 2 & Lambda & +& ZAAIStod A8t AlZH Zf0| S
StLto| 240l . 3™ LIHX| 252 NOT READYE EA|ELICEH
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LambdaFunctionRuntime: 2 & Lambda g +& AAIst0{ 25 HEII0| S UsHX| El&L|CH
LambdaFunctionReservedConcurrentExecutions: 2= Lambda &+ £ Z4Al5t0d 25

o)
Reserved Concurrent Executions Z}0| S8tX| &QIgLIC} L] 20| 2 LIH K]
Zt2 NOT READYZ FEA|EILILCE.
LambdaFunctionDeadLetterConfig: E'= Lambda & & ZAI5t0{ 25 Dead Letter
Config7t HolE|o] JUHLE Holx[o] UX| k2 K| =elghLct.

LambdaFunctionProvisionedConcurrencyConfig: 2 Lambda &+2& Z4AI5t04 Provisioned
Concurrency &0 S YetX| & QIgfL|Ct.

LambdaFunctionSecurityGroupCount: 2 & Lambda &+Z ZAF5t04 Security Groups ZfO|
SYEHR| #elgrct

LambdaFunctionSubnetldCount: 2 Lambda & & ZAt5t0{ Subnet Ids 2t0| S Y8HX| &
QlgfLict.

LambdaFunctionEventSourceMappingMatch: 2 & Lambda & +& ZAt5lo{ MEASI D E
Event Source Mapping £40| &= 7hol Yx[st=X| & lgLICt.

LambdaFunctionLimitsRule: 2 & Lambda & +& ZA}5t04 Service QuotasoilA 2|5t &Y
2(HMehe E+st=x| Zelghuct.

Network Load Balancer 2! Application Load Balancer

ElbV2CheckAzCount: Zt Network Load BalancerE Z2At504 tLto| 72 Q¥do|ot 42 |0 Q!
=X| &olgtLIct &1 o] #&l2 &H| AEjolls F&E O|x|X| t&LICH

ElbV2TargetGroupsCanServeTraffic: ZF Network Load Balancer 2! Application Load Balancer&
AAreto{ HA ARl Amazon EC2 RQIAEIA T} 5tLE 0|4 Q=X| & QlgtLCt

ElbV2State: Zt Network Load Balancer %! Application Load BalancerE Z4AF5t0{ ACTIVE AFEl
of U=x| =elgfLct.

ElbV2IpAddressType: 2 E Network Load Balancer %! Application Load BalancerE ZAl5t09 IP

74 RO SUHK 2B

ElbV2Scheme: 2E Network Load Balancer %! Application Load Balancerg 73 A5t0{ | 7|7t
SetR| #elgrct

ElbV2Type: 2 E Network Load Balancer & Application Load Balancer& ZAtst0d R&80| 5L
gtx| =elgfLct.

ElbV2S3LogsEnabled: 2 & Network Load Balancer & Application Load BalancerE ZA} 304
Amazon S3 AME{ HANA 2 Z+0| S UEHK|(ENABLED = DISABLED) 2 QIgfLC},

ElbV2DeletionProtection: 2= Network Load Balancer %! Application Load BalancerE Z4A}&}+04
A 23 Z7k0| SYUSHRI(ENABLED & DISABLED) & QI8 LC},
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ElbV2ldleTimeoutSeconds: 2 & Network Load Balancer 2! Application Load BalancerE& ZAAl3st
0 RF M AlZh 2ol SYUEHX| EelgrLct

ElbV2HttpDroplnvalidHeaders: =& Network Load Balancer 2! Application Load Balancer& &4
Atstod HTTP =& &2 E sl 2fol S YeH x| & elgrLct

ElbV2Http2Enabled: 2 Network Load Balancer ! Application Load BalancerE 74 A} 5104
HTTP2 Zt0| S8t X|(ENABLED ZE= DISABLED) & Q18 L|Ct.

ElbV2CrossZoneEnabled: =& Network Load Balancer 2! Application Load Balancer& ZAtst
0 ¥ 7t 2= WHA Zf 0| SYEHXI(ENABLED K= DISABLED) & Q1gfL|Ct.

ElbV2ProvisionedCapacityLcuCount: ZZH|X'=E LCU7} 107l 0|42l 2= Network Load
Balancer & Application Load Balancer& &At5t04 E[&A MEOM Z2H|X{EE LCUTL 7HE
=2 LCUS| 20% O|LHQIX| = QlgtLCt.

ElbV2ProvisionedCapacityEnabled: 2 & Network Load Balancer 2! Application Load Balancer
o ZZH|IXM'JE EF HEE ZASI0{ DISABLED E= PENDING 20| Ot K| & QIghL|C}.

Amazon MSK E{AE

MskClusterClientSubnet: Zf MSK 2HAEE ZAFSH0{ 22t0|YE MEWI0| 27 EE= 37HEF
= X[ = lgLct.

MskClusterlnstanceType: 2 & MSK ZE{AEHE ZAI5t0{ Amazon EC2 RIARA 0| S

BtX| = QIEtLCt.

MskClusterSecurityGroups: 2 MSK 22{AEE ZAALSH0o 2ot 1 &0 SYUEHX| = elgLct

MskClusterStoragelnfo: 2 & MSK 2AEE HAISt0{ EBS AEE|X| 28 3717 3 LS K| &
QIErLICE stLtel 740l o 2™ LIHX| 2t2 NOT READYE EA|ELICEH

MskClusterACMCertificate: Z & MSK E2HAEE ZAALSI0{ 22+0|HE HEH H0{ 215 A ARN
S 50| SYEHx| & Qlgct.

MskClusterServerProperties: 2 & MSK 22{AE{E ZAF5104 Current Broker Software
Info g{0| S Y8HX| &QlgLct.

MskClusterKafkaVersion: 2 & MSK ZHAEE ZAL504 Kafka HHT10| S eHX| & elghL|ct.

MskClusterEncryptioninTransitinCluster: £ & MSK 22{AEE ZA5t0{ Encryption In
Transit In Cluster #t0| SYEtX| &FQlFtLICt

MskClusterEncryptioninClientBroker: 2 & MSK Z2{AEE AAFSH0{ Encryption In
Transit Client Broker Z}0| S§tx| &QlgtL|Ct

MskClusterEnhancedMonitoring: 2 & MSK ZHAEE ZALSt0{ Enhanced Monitoring 4f
Ol 3Yetx| & QlghL|ct.
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MskClusterOpenMonitoringIndmx: 2. & MSK E2AEE ZHAF5H04 Open Monitoring JMX
Exporter 70| SetX| & QlgrL|Ct.

MskClusterOpenMonitoringlnNode: 2 & MSK 22{AE{E ZAI5104 Open Monitoring Not
Exporter. g{0| S &HX| &QlgtLct.

MskClusterLoggingInS3: 2& MSK 22AEE HASH04 Is Logging in S3 240 S L8HX]|
EQlghLCt.

MskClusterLoggingInFirehose: 2= MSK 2AEE ZHAI5t04 Is Logging In Firehose
2t0| S UBHX| = elgtLct.

MskClusterLoggingInCloudWatch: 2 & MSK 22{AEE ZAFS04 Is Logging Available
In CloudWatch Logs Zt0| S| &QIghL|C}.

MskClusterNumberOfBrokerNodes: 2= MSK 2 AEE 7Z4A5t04d Number of Broker
Nodes Zt0| S Y&HR| = QlgrL|ct. stLbel 2ho| . 3™ LHHX| 2f2 NOT READYE EA|ELICEH

MskClusterState: Z+ MSK 2 2{AEE ZAFH0{ ACTIVE & EHQIX| & QI L|Ct.

MskClusterLimitsRule: 2 & Lambda & +& ZAl504 Service Quotasi| A 2 2|5t= & 2 ZF (A
sh2 Exst=X| =QlgLict

Amazon Route 53 AFEl &+l

R53HealthCheckType: ZF Route 53 &fE & Q2 ZAI5t04 CALCULATED RO0| ot X LY 2E
A7} S8t £3540I1x| &olstL|C},

R53HealthCheckDisabled: Zf Route 53 &FEH & Q12 Z4AI5104 DISABLED &HE{7} OF K| 2 QIFf
LIC}.

R53HealthCheckStatus: ZI Route 53 &'Eff 212 ZHA}F50{ SUCCESS & E{QIX| = QIEFL|Ct.
R53HealthCheckRequestinterval: 2 & Route 53 &' E{f 2012 ZAISH04 25 Request
Interval Zt0| S&HX| & QlgL|Ct.

R53HealthCheckFailureThreshold: & Route 53 A E Q12 ZAAI50d 25 Failure
Threshold. gt0| S &tX| = QlgL|Ct.

R53HealthCheckEnableSNI: 2 & Route 53 &' Efl 222 ZHAI50{ 25 Enable SNI. Zt0| &
USHX| &I L|C}H

R53HealthCheckSearchString: 2 & Route 53 & Elf QIS ZAtSt0{ 25 Search String. &t
O| S stX| &QlghL|Ct,

R53HealthCheckRegions: 2= Route 53 & El #QlZ ZAIsto{ 25+ AWS 2|T S 50| s et
x| =olgt|ct.

R53HealthCheckMeasureLatency: 2 & Route 53 &'Elf Q12 ZHAI504 25 Measure
Latency 2t0| S| & IEL|Ct.
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R53HealthCheckinsufficientDataHealthStatus: & = Route 53 AE Q12 Z4Alst0d 25
Insufficient Data Health Status Zt0| SgHx| &QlghL|Ct.
R53HealthCheckinverted: 2 & Route 53 &El 2212 AAI5t0{ 25 BFHE[RATHLE BFHE[X| oF
A=K &IELICEH

R53HealthCheckResourcePath: 2 Route 53 & Ell = Ql& ZHAI5t04 25 Resource Path 4
o| s Ystx| &#olghL|ct.

R53HealthCheckCloudWatchAlarm: &= Route 53 AHE{ #9012 Z4A}5t04 224 CloudWatch 2
Ho| MY 3l Mo| sUEHK| =elshL|ct.

Amazon SNS 15

SnsSubscriptionProtocol: 2= SNS 7+ 58 ZHAlsto] ZE2EEZ0| 3 UeHX| & IFLIC.
SnsSubscriptionSgsLambdaEndpoint: Lambda EE£= SQS YIEZQIEJ} Qe ZE SNS 25 S
AALsto AIEXZQIETF ME CHEX| 2 RIF L Ct

SnsSubscriptionNonAwsEndpoint: O|H 1t ZH0| HIAWS MH|A JIEZQIE RF0| JYUe ZE
SNS =2 ZAlstof TS0l A= ZolE 7 SYBHR| Bl
SnsSubscriptionPendingConfirmation: 25 SNS 715 & ZAAI5t0{ ‘&0l ERF &' 7t0| S K|
= elgfLct.

SnsSubscriptionDeliveryPolicy: HTTP/SE At&35t= £ E SNS 7152 AASH0'f & ©& 7|78
2t0| SUBHx| = elgtLct,

SnsSubscriptionRawMessageDelivery: HTTP/SE AI&5t= 2 & SNS 7+ 52 ZAFSH0{ "HA| O
ARl & gto| S LEHX| &elgfuct.

SnsSubscriptionFilter: 2& SNS T+ 52 ZAtsto{ 'EE G2 g0 S Uetx| =elghL(ct.
SnsSubscriptionRedrivePolicy: 2& SNS 7152 ZHA5t04 '2E H&' 710 S L8HA| = IFL|
Ct.

SnsSubscriptionEndpointEnabled: £ & SNS 7152 ZAASt0{ 'A=EXQIE 3} 70| S et
K| =elghLct.

SnsSubscriptionLambdaEndpointValid: Lambda AIEXZQIEJ} Q= 2 E SNS 52 ZHA5H0d
Lambda YIEZQIET} & 8HX| = QI LICY.

SnsSubscriptionSgsEndpointValidRule: SQS HEXQIETJ} Q= ZE SNS 52 ZA5t0d
SQS A==ZQIEJ}L K& BHX| &QlgfLct.

SnsSubscriptionQuotas: 2 & SNS 52 ZAl5104 Service QuotasOlA #2[5t= & 2 (A8

£ ot k| FlgL o

Amazon SNS &

SnsTopicDisplayName: 2= SNS £ E ZAt5t04 Display Name 2(0| S etX| &QlgrL|ct.
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SnsTopicDeliveryPolicy: HTTPS 7t 5 A7t Q= & SNS FXI|E ZAFSH04
EffectiveDeliveryPolicy7} S8tX| &QlgtL|C}.

SnsTopicSubscription: Z & SNS FAE ZAAtst0d Zt T2 EZO| AEA 7 8Y
L|Ct.

FO|

—

2

N

ik
el

SnsTopicAwsKmsKey: ZE SNS FA|E ZAL5t04 ZE FAof 3tLE2] AWS KMS 7|7} =7
Lt StLEE Qi K| &gt

SnsTopicQuotas: 2 E SNS F=X|E Z4AI5H0d Service QuotasHlA #EI5tE SEZ(MEHhe &+
st=X| Zelgct,

Amazon SQS CH7 |

SgsQueueType: 2 & SQS CH7 €S HAFSH0] 25 Type (0| S LeHX| EelgL(ct.
SgsQueueDelaySeconds: 2 & SQS CH7|Q¥E HAISt0{ 25 Delay Seconds 2t0| S YEtHX|
EQIghLIct.

SqsQueueMaximumMessageSize: ZE SQS CH7|¥ 2 ZHAISH0{ 25 Maximum Message
Size gt0| SYEHX| & lgL|Ct,

SgsQueueMessageRetentionPeriod: Z & SQS CH7|¥ & ZHAISt0{ 25 Message Retention
Period 2t0| & 8HX| & QIgLCt.

SgsQueueReceiveMessageWaitTimeSeconds: ZE SQS CH7|Q¥E AALSH0{ 5 Receive
Message Wait Time Seconds Zt0| S &tX| & QIgrL|Ct.
SgsQueueRedrivePolicyMaxReceiveCount: 2= SQS CH7|¥E ZHAISt0{ 25 Redrive
Policy Max Receive Count Zt0| S &tX| & QlIgtL|Ct.

SqgsQueueVisibilityTimeout: 2& SQS CH7 QP2 HASH0d 2F Visibility Timeout g(0| &
et x| = olgLct.

SqgsQueueContentBasedDeduplication: 2= SQS CH7|¥E HAISH04 25 Content-Based
Deduplication 2t0| S etX| & QlgrL|Ct.

SqgsQueueQuotas: 2 & SQS CH7|¥ 2 ZHAHSH0{ Service Quotasoi| A #E|5te &2 (XMEhHS
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7t 8 YEHK| =elgict.

Vpclpv6CidrBlocksInAssociationSets: 2= VPC2| 2 E IPv6 CIDR £8 72 MEE ZA}5104
37|17t S LK =elgrct.

VpcState: Zt VPCE Z4AF5H04 AVAILABLE A ENQIX| & QlEtLCt,

VpclnstanceTenancy: & & VPCE ZAISt0{ 25 Instance Tenancy Zt0| S 8HX| & QI
Ct.

VpclsDefault: 25 VPCE ZAF5104 Is Default. 20| S 8HX| & QIgtL|CH.
VpcSubnetState: Zf VPC MEUE ZALISI0{ AVAILABLE & EHRIX| 2 QI L|Ct.

VpcSubnetAvailablelpAddressCount: ZF VPC MEHIE ZHALSt0{ A& 7tS8HIP T4 71 082
Ct 2| 2elghct.

EX| &elgfct

Site-to-Site VPN ¢4

VpnConnectionsRouteCount: 2& VPN 24Z2E ZAI5t04 27t 5tLt 0|4 T B2 =& S
8HX| =elgfLct.

VpnConnectionsEnableAcceleration: 2 & VPC 2122 ZAt5t04 Enable Accelerations &t
O| S YeHX| & elgfict.

VpnConnectionsStaticRoutesOnly: 2& VPC ¢1Z2& ZAtst0{ Static Routes Only. g(O|
S YEHR| =FRlFrLIc

VpnConnectionsCategory: 2= VPC @12 ZAASt04 VPN HFE 7t = X[ & elghL|Ct.
F

VpnConnectionsCustomerConfiguration: 2& VPC 2128 ZAA}5t0{ Customer Gateway
Configuration 2t0| S Y8tX| = QIFtLIC.

VpnConnectionsCustomerGatewayld: ZF VPN 1222 ZAt5t0o{ 124 HO|EL0|7t A& E|0] U
=X| Zelguct.
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« VpnConnectionsVgwTelemetrylpAddress: ZF VPN @122 ZA5t0{ ZF VGW &4 EMnict 9|8
IP A7t CHEX| EQlgfLct,

« VpnConnectionsTunnelOptions: 2 VPC HAZAE ZAAISI04 E{d SM0| SUEHX

« VpnConnectionsRoutesCidr: 2& VPC 2142 ZA+5t04 CH4 CIDR 250| S &HX| = elghL
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- VpnConnectionsinstanceType: 2 & VPC 1242 ZAA}SI0{ Instance TypeZt SLEHX| & Qg
L|Ct.

Site-to-Site VPN 70| E9J|0|
- VpnGatewayState: @& VPN H|O|E®0|& ZAtst0od AVAILABLE & EHQIX| & QI L|Ct.
* VpnGatewayAsn: Z& VPN HO|E9|0|E ZHAlS5I0 ASNO| S UeHX| & lgrL|Ct
- VpnGatewayType: ZE VPN H|O|EQ|0|E§ ZA5t0] R 0| S UEHK| = elghLct.
- VpnGatewayAttachment: 2 VPC H|O|EQ|0[& AAISto] HF U F40| SLUBHX| &l
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AWS::ApiGateway::Stage

Amazon API| Gateway 7 1&H7A|.
« ARN &4 arn:partition:apigateway:region:account:/restapis/api-id/

stages/stage-name

O Al: arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

KEAMIEH LI 2 API Gateway Amazon E|AA O|E(ARN) 21X E HESHMI2.
AWS::ApiGatewayV2::Stage

Amazon API| Gateway HH7 2EHA|.
« ARN 8Al: arn:partition:apigateway:region:account:/apis/api-id/

stages/stage-name

O Al: arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

REAMIE LI 2 API Gateway Amazon ElAA O|E(ARN) 21X E HZESHMIR.
AWS::CloudWatch::Alarm

Amazon CloudWatch Z&.

« ARN @Al arn:partition:cloudwatch:region:account:alarm:alarm-name

B
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Oof|Al: arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

AEMIEH LI 2 Amazon CloudWatchOllA & o8t ElAA REEE X
AWS::DynamoDB::Table

LMl 2.
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Amazon DynamoDB Ei|O|&.

« ARN 84l arn:partition:dynamodb:region:account:table/table-name
Ol Al: arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

XEMIEH LI 2 DynamoDB Z|AA 3! &g & X

AWS::EC2::CustomerGateway
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14 Ho|EO| C|HFO|A.

« ARN &4l arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

Ol Al: arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

AEMIE M E = Amazon EC20] 2|8l o=l Z|lAA &

AWS::EC2::Volume
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Amazon EBS E&.

 ARN 84l arn:partition:ec2:region:account:volume/VolumeId
O Al: arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-pi

KM LI 2 API Gateway Amazon ElAA O|E(ARN) & =& FZESHMLR.

AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer.
« ARN & Al

arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerN

O Al: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

KEAME LI 2 Elastic Load Balancing ZIAA S XML
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AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer £ &= Application Load Balancer.

 Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer2| 04: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

+ Application Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer?| 0f: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

KEMIBH LI 2 Elastic Load Balancing EIAAE & EFHAIL.

AWS::Lambda::Function

AWS Lambda & £=¢lL|C}.

« ARN 84l arn:partition:lambda:region:account:function:FunctionName
O Al: arn:aws:lambda:us-west-2:111122223333:function:my-function

FRSHMIR.
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KEM[EH LHE 2 Lambda S @|eF 2lAa4 £ A

AWS::MSK::Cluster

Amazon MSK £ AH.

« ARN &4 arn:partition:kafka:region:account:cluster/ClusterName/UUID

0 Al: arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333
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KEAIEH LHE 2 Amazon Managed Streaming for Apache KafkaOll 0|3 HO|El E|lAA
ML,

AWS::RDS::DBCluster

Aurora DB S8{AH.
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« ARN 84l arn:partition:rds:region:account:cluster:DbClusterInstanceName

Amazon Application Recovery Controller(ARC)
O] Al: arn:aws:rds:us-west-2:111122223333:cluster:database-1
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AWS::Route53::HealthCheck
sto|

: :healthcheck/Id
healthcheck/123456-1111-2222-3333

Amazon Route 53 AFEl &t
« ARN &4l arn:partition:route53:
o{|Al: arn:aws:route53

AWS::SQS::Queue
Amazon SQS CH7 |,
« ARN 84: arn:partition:sqs:region:account:QueueName
Ol Al: arn:aws:sqs:us-west-2:111122223333:StandardQueue
A gl xkoq

Amazon Simple Queue Service

REAIEH LY
AWS::SNS::Topic
« ARN 84l: arn:partition:sns:region:account:TopicName
A2,

Amazon SNS F XA
O Al: arn:aws:sns:us-west-2:111122223333: TopicName
2xs

2 Amazon SNS Z|AA ARN Al

REAEH LHE
Amazon SNS 75
« ARN &A: arn:partition:sns:region:account:TopicName:SubscriptionId

AWS::SNS::Subscription
O Al: arn:aws:sns:us-west-2:111122223333: TopicName:123456789012345567890
228

AWS:EC2::VPC
Virtual Private Cloud(VPC).
« ARN &4l arn:partition:ec2:region:account:vpc/VpcId
Ol Al: arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789
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KAIEH LI 2 VPC B|AAE EXSHMIL.
AWS::EC2::VPNConnection

7hA Zetold! L EQIT(VPN) 44,

« ARN &4l arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

O Al: arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789
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KEMIE HME = Amazon EC204| |af ZHo|El E|lAA &

AWS::EC2::VPNGateway

7t4 Z2to|8! HESLIZ(VPN) HO|ES 0.

Al arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId
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O Al: arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

AEMIEH HE = Amazon EC20] 2|5 HO|El ElAA RS HXSHAMIR.

AWS::Route53RecoveryReadiness::DNSTargetResource

ZH| &0lg 2|5t DNS CHA Z|AA 0= DNS BlZE &, =H Q! 0|, Route 53 AR ¥
ARN, Network Load Balancer ARN == Route 53 |2 E M| E ID7} i°*5.=.' L|C}.
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| ARN &4l arn:partition:route53: :account:hostedzone/Id

SAEI 240|0f: arn:aws:route53::111122223333:hostedzone/abcHostedZone

D 0{7|0of X|HE CHE SAEI ¥4 ARNO| A™H IDE E&sHof &LICH ARCY} E|AAE £3
sted™ HA ID7F Z2ErLich E@Al2 Amazon Route 5304 2 F5t= ARN &Alnl o|zXo 2
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+ Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/

net/LoadBalancerName

Network Load Balancer®@| 0i|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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AWS/Route53RecoveryReadiness LA HO|AMN = ClSt 22 X|E7F ZEELICH
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EHE 7|22 SHE = YU&LICH

EHR: Count.

21 7|&: 00| ot Zko| /U= B2

(&H

:

FUetH 78 SH= SumLICH

AP
o

7

M

* READY
 NOT_READY
 NOT_AUTHORIZED

2Z 9 FLEE 231


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Application Recovery Controller(ARC) JHEER} 70| =
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o

« ResourceSetType : ARCOIM T7IEH &
7|Eo 2 EEHAE 2lAA RELICH

of]: AWS: :CloudWatch: :Alarm
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£0|M E= AWS CLIE MEE M Z2F 0|2 ME(al2) 22| ARCOo| CHEt CloudWatch X|E &
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CloudWatch £ AI&35t0{ X|EE E2{™

1. https://console.aws.amazon.com/cloudwatch/H| A CloudWatch & & L|C}.
2. M Fo|M X|E(Metrics)E MEIEFLIC,

3. Route53RecoveryReadiness LA H O|A S MEAEFL|CE,
4

(M= A RE RH#0| XIES 22T 74 Too 0182 YEhLIc

£ M83tod X|EE i AWS CLI

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

£ A875tod X|Zoi CHE SHIE 7HX{ 2248 AWS CLI

Of2H get-metric-statistics &S AMS & LICH.
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CloudWatch= ZtZfo| nqeh AHpo| ZEE B of XIEZ M ME|FLICH L HAITH E[X| §f2 =
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CHS o= ARCOll = AlEol Chsll 2T B7HEl & =H| #elg Lo

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

CtE22 BHEol 3 o x| iLIct.
{
"Label": "ReadinessChecks",
"Datapoints": [
{
"Timestamp": "2021-07-08T18:00:002",
"Sum": 1.0,
"Unit": "Count"
I
{
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"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:01:00Z",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:02:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/admin",

"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
I
"eventTime": "2021-07-06T18:08:03Z7",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
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"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",

"cells": [1,

"recoveryGroupName": "MyRecoveryGroup",

recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",

"tags': "xF**"

I
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,

"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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{
"source": [
"aws.route53-recovery-readiness"”
]
}
. AT} BRAE OlHE R MEiEHL |}
{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}

* MyExampleCellO|2tE &% Ant 2tzdE O|HIERF MEHSFL|CE

"source": [
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Amazon Application Recovery Controller(ARC)
"aws.route53-recovery-readiness"”
"Route 53 Application Recovery Controller cell readiness status change"

1,

"detail-type": [

"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
LICE.

L

1,
"resources":
Ef7} NOT READYQ! ZL0{2t O|HE

20l 4

{
"source": [
"aws.route53-recovery-readiness"”

1,
"detail-type":{
"new-state":{
"readiness-status":[
"NOT_READY"
}
}
}
5, & == Z4| =02I0| READY 7} Ot A< 0i0t O|HIEE MEAEHLICEH

{
"source":[
"aws.route53-recovery-readiness"

1,
"detail":{
"new-state":{
"readiness-status":[
"anything-but":"READY"

{
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"version": "Q",

"account'":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness

status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:542Z",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
I
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
}
CtE22 A &4| &Ef HZE0i gt ARC O|HE Q| of ALICEH
{
"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:54Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
"detail": {
"cell-name": "PDXCell",
"previous-state": {

"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
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},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

[a

CtE22 £l 22l ¢ef HZ80i CHet ARC O|HIE 9| o 2IL|C.

{
"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller readiness check status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/

UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
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JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

},
"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",
"Sid": "TrustEventsToStoreLogEvent"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
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"Action": [
"route53-recovery-readiness:actionl",
"route53-recovery-readiness:action2"

]
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"route53-recovery-readiness:CreateCell",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell”,
"route53-recovery-readiness:DeleteCrossAccountAuthoxrization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"
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"Resource": "*"
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{
"executionBlock": "EC2AutoScaling",
"name": "ASG",
"crossAccountRole": "arn:aws:iam::987654321:role/RegionSwitchCrossAccountRole",
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west-2:987654321:autoScalingGroup: *:autoScalingGroupName/CrossAccountASG"
}
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"arc-region-switch:GetPlan",
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"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"
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"arc-region-switch:PutResourcePolicy" # Permission only apis
"arc-region-switch:DeleteResourcePolicy" # Permission only apis
"arc-region-switch:GetResourcePolicy" # Permission only apis
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"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "arc-region-switch.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "arc-region-switch.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"arc-region-switch:CreatePlan",
"arc-region-switch:UpdatePlan",
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:DeletePlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:ApprovePlanExecutionStep",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxce",
"arc-region-switch:TagResource”,
"arc-region-switch:UntagResource",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"
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1,

"Resource": "*"

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResource"
]I

"Resource": "*"
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EC2 Auto Scaling A% 258 M

EC2 Auto Scaling —1
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JSON

"2012-10-17",

"Version"

[

"Statement"

"Effect": "Allow",

"Action"

[

DescribeAutoScalingGroups"

"autoscaling

1,

g

"Resource"
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"Effect": "Allow",
"Action": [

"autoscaling:UpdateAutoScalingGxoup"

]I
"Resource": [

"arn:aws:autoscaling:us-
east-1:123456789012:autoScalingGroup:123d456e-123e-1111-abcd-
EXAMPLE22222:autoScalingGroupName/app-asg-primary",

"arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:1234a321-123e-1234-aabb-
EXAMPLE33333:autoScalingGroupName/app-asg-secondary"

]
3},
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricStatistics"
1,
"Resource": "*"
}
]
}
Amazon EKS Z|AA T A 28 ME YA
CHS 2 Amazon EKS BlAA ZHE I8t 2|™ Het A& A 252 F7Iste AR GZEg MEH
AQLct
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"eks:DescribeClustex"
1,
"Resourxce": [
"arn:aws:eks:us-east-1:123456789012:clustexr/app-eks-primaxry",
"arn:aws:eks:us-west-2:123456789012:cluster/app-eks-secondary"
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}I
{
"Effect": "Allow",
"Action": [
"eks:ListAssociatedAccessPolicies"
1,

"Resource": [

"arn:aws:eks:us-east-1:123456789012:access-entry/app-eks-primary/*",
"arn:aws:eks:us-west-2:123456789012:access-entry/app-eks-secondary/*"

Zt1:0] IAM 2 Q|0 = AmazonArcRegionSwitchScalingPolicy HAMA HEHES A F04
Amazon EKS Z2HAE 9| HAA EFof A= AA A S FIIsok & Lict RHAlEH LHE
A YT HE 78 HEE RS

Amazon ECS MH|A =& Al EE MZ 324

Mkl

CHe-2 Amazon ECS MHIA Z ol Chall 218 Te Aol A% E52 %ylste ZP HUY ME o
SCI

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:DescribeServices",
"ecs:UpdateService"
]I
"Resource": [

"arn:aws:ecs:us-east-1:123456789012:service/app-cluster-primary/app-
service",

"arn:aws:ecs:us-west-2:123456789012:service/app-cluster-secondaxry/app-
service"

]
},
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{
"Effect": "Allow",

"Action": [
"ecs:DescribeClusters”

1,

"Resource": [

"arn:aws:ecs:us-east-1:123456789012:cluster/app-cluster-primary",
"arn:aws:ecs:us-west-2:123456789012:cluster/app-cluster-secondary"

]
3,

{
"Effect": "Allow",

"Action": [
"ecs:ListServices"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:RegisterScalableTaxrget"

1,

"Resource": "*"

},
{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

ARC 2t E Mol M8 25 ME

& 11: Amazon ARC 2t & Ao A E52 AFS3te{H A =o
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 route53-recovery-cluster: us-west-2, us-east-1, eu-west-1, ap-
southeast-2, ap-northeast-1

CHE 2 ARC 2HSE! Mool Cha 213 18t AZlo| A% 222 S7lsts Z2 AP ME Hael
.
JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-control-config:DescribeControlPanel"”,
"route53-recovery-control-config:DescribeClustex"

]I

"Resource": [
"arn:aws:route53-recovery-control::123456789012:controlpanel/

abcdl1234abcd1234abcdl234abcd1234",

"arn:aws:route53-recovery-
control::123456789012:clustexr/4b325d3b-0e28-4dcf-basa-EXAMPLE11111"

]

},
{

"Effect": "Allow",

"Action": [

"route53-recovery-cluster:GetRoutingControlState",

"route53-recovery-cluster:UpdateRoutingControlStates"

1,

"Resourxce": [

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/abcdef1234567890",

"arn:aws:route53-recovery-
control::123456789012:contxrolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/1234567890abcdef"

]
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Aurora Global Database 48 E2 MZ X{=H

CHe 2 Aurora Gl O|E{H| 0|2 0fl CHaH 2151 F18H AHlEol A% 228 S7ists 22 HZY ME HM
Lict
JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"
]I
"Resource": [
"arn:aws:rds::123456789012:global-cluster:app-global-db",
"arn:aws:rds:us-east-1:123456789012:cluster:app-db-primary",
"arn:aws:rds:us-west-2:123456789012:cluster:app-db-secondary"

—

Amazon DocumentDB Global Cluster 2184 22 MZ =4

C}H2 2 Amazon DocumentDB 228 S2{AE{ Q| 2|7 MEH Hlglol| A 222 FIlslE B g
HME A ULICH
1=
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters",
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"

1,

"Resource": "*"

Amazon Neptune 22 Z2{AEH A =25 ME Y

M

&2 Amazon Neptune 224 ZHAE{Q| BIH Het AlRlo] 4Y 58 FItots B
2 MQULIC

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"neptune:DescribeGlobalClusters"”,
"neptune:DescribeDBClusters",
"neptune:FailoverGlobalCluster",
"neptune:SwitchoverGlobalCluster"

1,

"Resource": "*"

CHE 2 Amazon RDS 27| H18 SRIE 674 £ B 72 SHIE M2 915 2T HE Aol 4
S22 FUlste ZS HUY ME HAMYLI
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:PromoteReadReplica",
"rds:CreateDBInstanceReadReplica",
"rds:ModifyDBInstance"

1,

"Resource": "*"

}
]
}
Aurora ZZH|MJE =2H A =25 ME G
CHS 2 Aurora ZZ2H|X'd AR f 2 ZHE fI 2T ME Algol ) E52 Fotete 32 A

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",

"rds:DescribeGlobalClusters",
"rds:CreateDBInstance",

"rds:ModifyDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"

]

},

{
"Effect": "Allow",

"Action": [
"rds:DescribeOrderableDBInstanceOptions",

u]
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"ec2:DescribeInstanceTypes"

1,

"Resource": "*"

o

2 Aurora Serverless Zt{AE =HE & 2™ He A& A 28 FUIste 4 o4
X

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeGlobalClusters",
"rds:ModifyDBCluster",
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:DescribeInstanceTypes"

1,

"Resource": "*"
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}

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:ApprovePlanExecutionStep"
]I
"Resource": "arn:aws:arc-region-switch::123456789012:plan/sample-
plan:0123abc"
}
]
}

AF2AF X2 2] Lambda AlS E2 MZE ZJ=H
CI2 2 Lambda & 401 CHEH 2|7 HEH AHZlof| A EEE £t AR ¢I4E ME ™Mzl |c)

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:InvokeFunction"
1,
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function:app-recovery-primary",
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"arn:aws:lambda:us-west-2:123456789012: function:app-recovery-secondary"

Route 53 &fElj 20l Al E5 MZ H=H

CHS2 Route 53 & E| & 2lof| s 2|T Mt A& A E52 F7Ists 3 HE8 o

Ct.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53:ListResourceRecordSets"
]I
"Resource": [
"arn:aws:route53:::hostedzone/Z1234567890ABCDEFGHI]"
]
}
]
}

Lambda O|HE AA OfE A2 =25 HE HH

CHS2 Lambda O|HIE AA DHEE I8t 2| Mt A &o| dd 25 Fotete B AEE MEH
|,
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetEventSourceMapping",
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"lambda:UpdateEventSourceMapping"

1,

"Resource": "arn:aws:lambda:region:account-id:event-source-mapping:uuid"
1,
{

"Effect": "Allow",

"Action": [

"lambda:GetFunction"

1,

"Resource": "arn:aws:lambda:region:account-id:function:function-name"
}

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:StartPlanExecution”,
"arc-region-switch:GetPlanExecution",
"arc-region-switch:CancelPlanExecution”,
"arc-region-switch:UpdatePlanExecution”,
"arc-region-switch:ListPlanExecutions"
]I
"Resource": [
"arn:aws:arc-region-switch::123456789012:plan/child-plan-1/abcdel”,
"arn:aws:arc-region-switch::123456789012:plan/child-plan-2/fghij2"
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oiZ 2|70l &EHol| ChEt Cloudwatch BE F8t
Ct=2 o Z 2|71 014 4 Efofl i CloudwWatch ZEof UM A S| 2I5H HAZ 5= o
ST Alzte Z@¥ste ol ASgUo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarmHistoxy",
"cloudwatch:DescribeAlarms"
]I
"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"”,
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

L

s AE Al 2o M et

Fgg 2| et AlEol et XS 21 M P FHete 32 HEg HE ZAAULICH o] ZAlof
ME =tAM5t3, CloudWatch ZE CIO|E{of] MM A ST, AFQ| H|=lof CHEF 52
UE TEto| ZEE|o] A& LICH

AA EH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource'": "arn:aws:s3:::your-bucket-name/*"
I
{
"Effect": "Allow",
"Action": [
A 5E L AMA e
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"cloudwatch:DescribeAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

1,

I
{
"Effect": "Allow",

"Action": [
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents"

1,

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/fghij2"

1,

1: Amazon S3 HHZ! 31 E 25 o2 ZHE2l3E AWS KMS 718 F435t= 32 7loil chist
kms GenerateDataKey %! kms:Encrypt ®&tT F7}alofF ELICT

WA AE 2las H

2

ElaATECHE AEO Je 9 DA AlE dgo| EELICH ChE2 BAk ™ dgo oigh ME A
= gAeli|ct,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/RegionSwitchExecutionRole"
},
"Action": "sts:AssumeRole",
"Condition": {
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"UniqueExternalId123"
"UniqueExternalId123"

{

"sts:Externalld":
{

"sts:Externalld":

"arn:aws:iam: :987654321098:role/RegionSwitchCrossAccountRole",
{

"sts:AssumeRole",
ofl A Ab

"Allow",

=

=

"StringEquals":

[
"Effect":
"Action":
"Resource":
"Condition":
"StringEquals":
M A

o

"Version":"2012-10-17",
"Statement":
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:SimulatePrincipalPolicy",
"Resource": "arn:aws:iam::123456789012:xo0le/
RegionSwitchExecutionRole"

}I
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListPlanExecutions"
1,
"Resource": "*"
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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2ol AHERS| A RtH BB E ALE5t0d 0| EER=X] 0457,
= o

>4 I
« 2%O| CHE AWS MH|2Ao0f 2|3l O|F 04%E

REMIEH LI 2 CloudTrail userldentity @ A2 EHZEFHML.

O|HIE 7|FolM 2[F T2 o|HE 27

CloudTrailofl A= OIHIE 7|Z 0l 212 OHES & 4 UALICH BIF & API ol ChEH &
of OlHlEE BN ME A2 Fetsts BIMo] YBLICH IS Sof AEE ML AEle MY
st BIMRILICH. TBILE ARC 2&0iA A%shs UL Bl & Aol olole] G aed ci4l Ko
A% API 518 A8 St 2 MEILICH HEE B9l Aol B2 0|2 S8(HIX|Lop 28)ofAf ofH

=8 & & RIALICE Off APl T £ 0 B B2l HRURIK| Yolseiet 2l e APl el

= VY| 1=

Er|dolgr x|get sS3 HAo| o HEE =21 mtd=Z e = A ot FEULICE CloudTrail 21
ooz otLt ol el 20 ¥ =0| ZEE + UELICH O|HEE RE AAZFEO| HU ™S LIE
UH 273 &Y, 5] Imet Alzh, 23 ntetd|e Sof chigh W& 7 S0{ [{&LICE CloudTrail 21 1t
U2 HESE API 2H 29| FE A28 ELf0|AV} ofLIEZ & =XMZ EAEX| E&LICH

CtS2 2™ ™&tof ci st StartPlanExecution %S E04{F £ CloudTrail 21 &= o A|QL|C}.

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"attributes": {
"mfaAuthenticated": "false",
EZ e dLEHY
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"creationDate": "2025-07-06T17:38:05Z2"

}
}
.
"eventTime": "2025-07-06T18:08:037",
"eventSource": "arc-region-switch.amazonaws.com",
"eventName": "StartPlanExecution",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.50",
"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {
"planArn": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"targetRegion": "us-east-1",
"action": "activate" }
"responseElements": {
"executionId": "us-east-1/dddddddEXAMPLE",
"plan": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"planVersion": "1",
"activateRegion": "us-east-1" 3},
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-east-l.arc.amazon.aws"
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"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region switch Plan Execution" ]

* PlanEvaluation2| 2| HMEtoA ZE O|HEE MEEL|CH.

{

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region Switch Plan Evaluation" ]

}
CtE22 2| ek A=l Aol cidt ARC OHIE 9| o IL|Ct.
{
"version": "Q",

"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaakExample"], #
planArn
"detail": {
"version": "0.0.1",
"eventType": "ExecutionStarted",
"executionId": "bbbbbbEXAMPLE",
"executionAction": "activating/deactivating {region}",
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"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging

[a

CHES2 2l™ 2t A= B =& d&ol et ARC O|HIE o] of &ILICH.

{
"version": "Q",
"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn
"detail": {
"version": "0.0.1",

"eventType": "StepStarted",
"executionId": "bbbbbbEXAMPLE",
"executionAction": "activating/deactivating {region}",
"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging
"stepDetails" : {
"stepName": "Routing control step",
"resource": ["arn:aws:route53-recovery-control::111122223333:controlpanel/
abcdefghiEXAMPLE/routingcontrol/jklmnopqrsEXAMPLE"]
}

ChS2 eI ©& 7= 7 310l cHet ARC O|HIE o] of Lt

2™ Mt AR Trtel 49 217t gretew o[ HET g LIch BTt XIKIX| ef2 ™ 24 Alztnt
=HC

o o
C 8 et Znof Ciet o|HE 7L L MeLICh OIHIET XK sfE Zoof Chet &7t o[ HIETH &

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
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"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/a2b89be4821bfdld"],
"detail": {

"version": "0.0.1",

"idempotencyKey": "1111111-2222-3333-4444-5555555555",
"metadata": {
"evaluationTime" : "timestamp",
"warning" : "There is a plan evaluation warning for arn:aws:arc-region-
switch::111122223333:plan/a2b89bes4821bfdld. Navigate to the Region switch console to
resolve."

}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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JSON

"Version":"2012-10-17",
"Statement": [

MA| M HHolslof 5t ™

{

"Action": [
"logs:CreateLogStream”,
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Sexvice": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

}I

"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/events/

*:*"'
"Sid": "TrustEventsToStoreLogEvent"
}
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
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https://console.aws.amazon.com/events/
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https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/arc-region-switch/quotas

Amazon Application Recovery Controller(ARC) JHEER} 70| =

AWS SDKs& A+&3t= Application Recovery Controller@| 2
= oflA|

= o Mol ME AWS AZE Qo] 7Het 7|E(SDK)2+ &7l Application Recovery ControllerE Al
g 2o{ELCt

2ol WHE T2 0IH HHASO 3 Aok BLICH B T M|~
=] F

% E = = B
E Y 2 &t S EoiF M, 2 AL2[e HEAEN SE e 2 + USLCHL

AWS SDK 7H R} SHLHAM & FE ofK[e] x| |52 MMEE HZstMLAWS SDKOA O MH|A A
E. 0| FH|ol= AlEfst7|ol CHEt M E 2 0|7 SDK Kol CHEt MR HEE Zef ko] JU&LCH

1= PN
+ AWS SDKs A& 3t= Application Recovery Controller2| 7|8 ol A
« AWS SDKsE AtE3dt= ofEE[7Io|MH 57 HEE o CHeh 2

+ AWS SDKt GetRoutingControlState & 7H AFHS

« AWS SDK2 UpdateRoutingControlState E7H AHS

AWS SDKs A& 3= Application Recovery Controller@| 7|& oA

Cte 2E olMoME AWS SDKE S35 Amazon Route 53 Application Recovery Controller@| 7|& 7|
S8 A83ts WHg EoiEuch

o A

. AWS SDKsZ AFS 3t HEaI70lM 2T HE S 2 ol ChBt 5o

« AWS SDK®& GetRoutingControlState & 7A| AFHE
« AWS SDK&l UpdateRoutingControlState & 74 AFHS

AWS SDKsE Al235t= ol Z2|7 0| 232 HEE 20| CHstH =Hd
AL oMol HE AWS SDKsE AFE35104 71 Application Recovery Controller Xt¢12 +&ist=
= LIC}. 2t ol Alofli= GitHuboll THEF >A7H Z & El0] & LICh o470 2E M3 U &

12 &2 + UA&LICH

0% of r1
IE 0o

rok I-II |r|
lIi>|

= H0d
CHEH X

o
==

I

N
ri
>
0%k

372



Amazon Application Recovery Controller(ARC) JHEER} 70| =

CtE oixlol= 71E ditdHo 2 AMZ k= 2B Z e |of U&LICH A 52 Amazon Route 53
Application Recovery Controller APl 2 =& & Z3IMIR.

of| A|
+ AWS SDK2} GetRoutingControlState & 7Hl AFHE
« AWS SDK®2} UpdateRoutingControlState &7 AIE

AWS SDK2} GetRoutingControlState &7 AL
CH2 ZE o A= GetRoutingControlStatel| AHE &S Hof ELICH
Java

SDK for Java 2.x
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public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.builder()
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.routingControlArn(routingControlArn).build());

} catch (Exception exception) {
System.out.println(exception);

}

return null;

- API M2 HE = AWS SDK for Java 2.x APl & Z 2| GetRoutingControlState & & &5t & Al
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Python

SDK for Python (Boto3)

(@ Note
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import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the

specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],
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def get_routing_control_state(routing_control_arn, cluster_endpoints):
Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_azrn
)
return response
except Exception as error:
print(error)
raise error

« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| GetRoutingControlState & & =5t
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(® Note
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CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_x5v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA 1lv_endpoint TYPE string.

DATA 1lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/routeb53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(

iv_endpoint = lv_url
iv_region = lv_region
io_session = lo_session ).

" Try to get the routing control state
oo_result = lo_client->getroutingcontrolstate(
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iv_routingcontrolarn = iv_routing_control_arn ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.

CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.
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Java

SDK for Java 2.x

® Note
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))

.region(Region.of(clusterEndpoint.region()))
.build();

return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;
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- API M8 HE = AWS SDK for Java 2.x API & Z 9| UpdateRoutingControlState & & Z= 5t 4]
A2.

Python

SDK for Python (Boto3)

® Note
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U A YHS ML

import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.
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:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| UpdateRoutingControlState & &
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CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.
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DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.
DATA lo_client TYPE REF TO /awsl/if_z15v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA lv_endpoint TYPE string.

DATA lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1v_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = lv_endpoint.
lv_region = 'us-east-1"'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = lv_url

iv_region = lv_region
io_session = lo_session ).

" Try to update the routing control state

oo_result = lo_client->updateroutingcontrolstate(
iv_routingcontrolarn = iv_routing_control_arn
iv_routingcontrolstate = iv_routing_control_state
it_safetyrulestooverride = it_safety_rules_override ).

bal
-
o}
+

381

il
I



Amazon Application Recovery Controller(ARC) JHEER} 70| =

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.

CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vconflictexception
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.
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"Effect": "Allow",
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"arc-zonal-shift:StartZonalShift",
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