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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["servicequotas:RequestServiceQuotalncrease"],
"Resource": "arn:aws:servicequotas:*:*:athena/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "admin"}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "AIDA123456789012Example",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "ASIA123456789012Example",
"userName": "
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},

"attributes": {

admin",
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"creationDate": "2022-01-24T16:57:04Z2",

"mfaAuthenticated": "true"
}
}
},
"eventTime": "2022-01-24T17:00:15Z",
"eventSource": "servicequotas.amazonaws.com",
"eventName": "RequestServiceQuotalncrease",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.21.16.1",

"userAgent": "aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.147-83.259.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",

"requestParameters": {

"serviceCode": "ec2",
"quotaCode": "L-CEED54BB",
"desiredValue": 10
I
"responseElements": {
"requestedQuota": {
"id": "cd3ad3d9-2776-4ef1-a904-4c229d1642ee",
"serviceCode": "ec2",
"serviceName": "Amazon Elastic Compute Cloud (Amazon EC2)",
"quotaCode": "L-CEED54BB",
"quotaName": "EC2-Classic Elastic IPs",
"desiredValue": 10,
"status": "PENDING",
"created": "Jan 24, 2022 5:00:15 PM",
"requester": "{\"accountId\":\"111122223333\",\"callerArn\":
\"arn:aws:iam::111122223333:user/admin\"}",

"quotaArn": "arn:aws:servicequotas:us-east-1:111122223333:ec2/L-CEED54BB"

"globalQuota": false,
"unit": "None"

},

"requestID": "3d3f5cdc-af30-4121-b69a-84b2f5c33be5",
"eventID": "Qcb51588-e460-4e00-bc48-a9d4820cad83",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "servicequotas.amazonaws.com"
1,
"eventTime": "2022-01-24T17:02:17Z",
"eventSource": "servicequotas.amazonaws.com",
"eventName": "UpdateServiceQuotalncreaseRequestStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "servicequotas.amazonaws.com",
"userAgent": "servicequotas.amazonaws.com",
"requestParameters": null,
"responseElements": null,
"eventID": "e331b0a0-9395-4895-aeba-73cbab9ebcb0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestId": "cdc5f1f78739459e6642407bb2bZK0O8GKUM",
"newStatus": "CASE_CLOSED",
"createTime": "2022-01-24T17:00:15.363Z",
"newQuotaValue": "10.0",
"serviceName": "Amazon Elastic Compute Cloud (Amazon EC2)",
"quotaName": "EC2-Classic Elastic IPs",
"unit": "None"
1,

"eventCategory": "Management"

Ol MserviceEventDetailsMM A2 OX2 AHY = USLICLA|HESHE 7o Ciet 2F
2 10702 Et3d™ P AR &015t10 Q™S Ot &LICH OlnewQuotaValue102 M EEFHS=E
EAELICEH
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{
"Version": "2012-10-17",
"Statement":[{
"Effect": "effect",
"Action": "action",
"Resource": "resource-arn",
"Condition": {
"condition": {
"key":"value"
}
}
1]
}
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« ConditionZ7d — HHo| A|M S [ 2t2|5t7| fIa Z7HE MEiMo 2 AFSE = J&LICH Xt
Mgt HE = Service Quotas0ll AFE &= 271 7|2 HZTHAAL.

RME LIS IAM AFE AEME EZFHAMIL.

Service Quotas CHEH API &4

o AHActionlAM XEHE o] @ A0{ A AFRAHE Service Quotas B 5HE API 2142 X|&E 4= Q&L
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"Action": "servicequotas:GetServiceQuota"

HHE 5L o2 U2 X|H5t2dH OIS oiA[et ZO| 22 F2 F 2 M2 2E2 F28LU

Ct.

"Action": [
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListRequestedServiceQuotaChangeHistoryByQuota"

]
UEFE EXHE AFE 6101 092 XY E XIHY X U&LICH*). OHF GX0 M= 2 AR El=E AMH|
A g Fol cHs ZE API 2] 0|& 2 KIHE LI Get.

"Action": "servicequotas:Get*"
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"Action": "servicequotas:*"

jo
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