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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user_manage_mfa
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/account-root-user-type.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-user-type.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html
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https://docs.aws.amazon.com/signin/latest/userguide/user-types-list.html#iam-user-type
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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Ol 212 @Ho| +4E M I MF(ZET + oi5) HUULICE Ol= A 215 HAIOIH E
oF FA7F 232l Ho|X|of A} ZHE UMSHHLHFE ALSAE IAM AL AN At H B8 324 E
£ AWS STS(2S ALEX}, A& ol A4 BHE AL8stod 2& 2012 AR mf YAgL|ct

my oo I

X|#El= =7 7]: aws:Sourcelp, aws:SourceVpc, aws : SourceVpce, aws : VpcSourcelp,
aws :RequestedRegion, signin:PrincipalAzn.

ArEAto| xtZF ZHO| ob & EHQIE|X| A2 20| 2 Qo= 2ot F&| 7|8 MY = 7|
(aws:PrincipalAzrn, aws:PrincipalAccount)E A& £ Qi&LC.

signin:AuthorizeOAuth2Access

OAuth et F0oi Z & Ao AASELIC 2l50f HS5tH AARO| OAuth Heh Foi Z=E M
&g mo| ol EC|HELICE o ArEXt= B ED Bt A 7[gt 24 7|8 M8 + U&

LICE.

X|#El= =7 7 aws:Sourcelp, aws:SourceVpc, aws: SourceVpce, aws:VpcSourcelp,
aws :RequestedRegion, aws:PrincipalArn, aws:PrincipalAccount.

signin:CreateOAuth2Token

0| 215 & =2 OAuth EZ MM ol mEhol| AL ElLICE O] 22 MM A EZof CHEH HEt B
01 AEE MESHU EES MZ 1 x|HLH EE2 & Hdg 8 i E2|HELICE o] EHA|of
ME BoF F=A 7|8t XA 7|18 A2 E £ l&LCt

X|HE|= 27 7|: aws:Sourcelp, aws:SourceVpc, aws:SourceVpce, aws: VpcSourcelp,
aws :RequestedRegion, aws:PrincipalArn, aws:PrincipalAccount.

/A Important
AWS 29| HE(B|AA 7|8 M2 E= RCPs)signin:Authenticate2 MME mf
M Muko| M| 7HK| B, & A 215 Esignin:AuthorizeOAuth2Accessdt ALE 915
Esignin:CreateO0Auth2Tokeng ZF CIELICH 224 29212 M &S =RIMezZ 2
= S15HE OAuth 2.02 AFEEHLICH Aol 2Hd2 A &
LIC} signin:CreateAccountE E & VPC A= X QIE H2H Q{2 AWS Management
Console Z2t0|5] HHAE HZESHML.
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XHE| = =AH 7]

AWS 23012 Z|AA 7| A al g4 A X0 HA(RCPs)MAM CtS 1t 22
CI2 7|12 M25t0d HERT Qx| L Eot Fx| A} ZSHE J|Hlo2 24 HMAE Fo{ghL|ct.

« HE3 7|EH 2 E 2Y): aws:Sourcelp, aws:SourceVpc, aws:SourceVpce,
aws :VpcSourcelp, aws:RequestedRegion.
« X4 5H 7|8H(RE £ =) aws:PrincipalArn, aws:PrincipalAccount.

o MHIAY(AIM QB0 3E): signin:PrincipalAzn.
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15HAH: 2lAA HEF 2 MY

MM A KMo{E Holste HEt 22 MMELICH B M| 2 dol=7 ERELICH--region us-
east-1( AWS 212! MH|AE=0| 2|0 HBt HM HE S 28, LEHX| ot2h0|E{(--source-
Vpc, --source-ip, --requested-region, --excluded-principal)s E&o| Z7HE HolE
LIC}H o & S01,& us-west-2 2| 20 =2 QIE0| 21018 MBtslE X71E --requested-
region us-west-2 F7}gLICt

of - E|AF VPCO]| CHEF M| A |t

aws signin put-resource-permission-statement \
--source-vpc vpc-0abcl23def456789 \
--requested-region us-west-2 \
--excluded-principal "arn:aws:iam::123456789012:user/EmergencyAdmin" \
--client-token unique-request-id-12345 \
--region us-east-1

of - £ IP |0l CiE HMAE A EHEFLICE

aws signin put-resource-permission-statement \
--source-ip "IP_ADDRESS" \
--excluded-principal "arn:aws:iam::123456789012:role/BreakGlassRole" \
--region us-east-1

@ Note
--excluded-principal TZ2t0/EH= HEF MEtE 36t MelE 2ot =M E XIHs
5t
=

O HE®RIZ 70| HEEH B2 712 AMALE FX]

2EHA: 2& et 5o 78 €435

C}2 EHAME A =

=
— |
g B2 UMEXR] dde = UX

/A Warning
Z& HEt F0{E gM3letH HESZ Z7Ho| R #HE|HL 7|E MH[A A
01 HA(SCP) &= 2laA X0 HE(RCP)O| AWS 2101 Zd2 HESt= F

124 2las HEt & 44 24
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35}5t 7| Tof| M3t E 0| 24t
5t= SCP EE= RCPE A
LICtsignin:CreateOAuth2Token.

H ok F=|7t 7.%.*.75! = aLct 2& elss &4

= signin:Authenticate
uthorlzeOAuchAcceSSOF}{F

g 7=
L

.

«Q
=)
[y
:J
J>

HEel 3=
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=2| AlISH
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aws signin put-console-authorization-configuration \
--target-id <your-aws-account-id> \

--region us-east-1

AWS Organizations 3<

aws signin put-console-authorization-configuration \
--target-id <your-aws-organization-id> \

--region us-east-1

aws signin get-console-authorization-configuration \
--target-id <your-target-id> \
--region <your-region>

HEt Rof TS AMBLICH

rh
m+>
o

aws signin delete-console-authorization-configuration \
--target-id <your-target-id> \

--region us-east-1

3EHAl: EEY =2l

HES LIGELICH

m]

:l"l_'l

rin
2

=2

aws signin list-resource-permission-statements \

--max-results 50 \
--region <your-region>

25
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aws signin get-resource-policy \
--region <your-region>

get-resource-policy BHES R E Mt E2 -_r“é: | HA| 2lAA 7|8 HAZ ghetetL(ch 2&
HMAE E|AESIT| Tofo]| HAE HAESH0] o8t HAM|A Ko{E B Fst=X| & QlgfLICt
o[ME 718
Z& et 20{ APIs ZE AWS & & E[T0|M AL e = JUELICH 2Ustes ZE 2IT™of|AM o|EdEt
APls &8 & MsLIEP

/A Important

us-east-1 2|0 7| Z(put-console-authorization-configuration,
put-resource-permission-statement, delete-console-authorization-
configuration, delete-resource-permission-statement)2 &30 &LICt. of
MEGE HM2 MAXMO R ys-east-1 AAS2E SA|ELICH 27| 2 d(get-console-
authorization-configuration, list-resource-permission-statements, get-
resource-policy)2 2ZE ZIT0M =&E  Ql&LICH

M 2% ol

AWS 2101 Moz 2& 20 5 59| CtYd A E E55t= F 72l 20| ZtE|o] /&Lt

« A 91 (&2 signin:Authenticate): Q15 0| 22 E|7| Mol 232 Q7™0o| =412 1 7}
ElLICH 2ok F=R|o| A} 5 Y¥aws:PrincipalArnO| EQIE|X| oLk 7| HE 01 0| EtA0HE T
71E AHEE + glaLICt ol BA0|Msignin: PrincipalArne HEA MEtoMd EH 2ot =
ME N = JU&LICEH Ol BAHM=E HESIT 7|8t = 7|& HItE £+ JU&LICt

« C15 & E(®Y: signin:AuthorizeOAuth2Access, signin:CreateOAuth2Token): OAuth
EZ n# 50l 915 & HWILELICH aws:PrincipalArnE AF236t01 EX HO T2 AQIEHL
Ct. O] A= BE HEST (gt 2 A 5F 7|gt 24 7|E TBIHE &= J}U&LICH

25 S15t= OAuth 2.02 AFE5H7| ME0l F BHEE0| 25
Lt B tAl= B3 E[X| d&LICH signin:PrincipalArneE R E
APQKP IAM AFE X & 4E Hot =X RS |'°.:E Lict= E': Hot FA| RF(FE AEXE 1AM AL
=2 =
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34 of Al

oA 1: HHEXZ 37 & MLl 2 =7t U= RCP

ChE Elaa Aol HAMRCP)2 22 | 2E AL 3|A HIERZ [F 0 A AWS Management
Console 212I5t= W& HREELICH XIHE Mel 2ot FHe= 7152 AM 20| XMLELC VvPC
IDs= 2l i Mt 1 R5I2 2 Aol = VPC 7|8t HMAE oll& 2|70l Z™HAIZ|E= Al i 20|

ZEELICH

EnforceNetworkPerimeterPreAuth 22 signin:PrincipalArnE AI&3504 A

1E EHAM MelE 2ot FHME MIEL|Ch EnforceNetworkPerimeterPostAuth

=2 aws:PrincipalArnE AtE35t0{ Q15 F A& Eot FAE | ELCt.
EnforceSourceVPCRegion 22 2% 2|70| VPC Z|™ 1t Ux|st=X| &Qlstod X|HE vPCo of
A 2|™od| CHEt HMAE MIEHEFLICE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnforceNetworkPerimeterPreAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"
]
.
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
},
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
.
{

ZEH o A 27
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"Sid": "EnforceNetworkPerimeterPostAuth",

"Effect": "Deny",

"Principal": "*",

"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],

"Resource": "*",

"Condition": {

"ArnNotEquals": {
"aws:PrincipalArn": [

"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"

]
I
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
},
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
I
{

"Sid": "EnforceSourceVPCRegion",

"Effect": "Deny",

"Principal": "*",

"Action": [
"signin:Authenticate",
"signin:CreateOAuth2Token",
"signin:AuthorizeOAuth2Access"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:SourceVpc": "<my-vpc>"

I

"StringNotEqualsIfExists": {
"aws:RequestedRegion": "<my-vpc-region>"

}

}
}

oAl 1: HESZ A & MelE 2ok FH7F U= RCP 28
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ol ¥M2 Ct=1 Z&Lch

ROl Z|AIP | EE= Z|AF VPCHIM A|RE[X| of= & 23Q! HOo|X|of CHEr HHAE HEE L
Ch. MeIE R E A™E L IAM AF& A= signin:PrincipalArn (A OI")% E35 M= L|Ct.

« 7|4 IP 'H| == VPCTt ofl B OAuth E2 n e HFELICH MelE FE AHE, IAM AFS A &

g2 aws:PrincipalArn (P15 & 22 7|)E Salf Mg LI
QHEO| X|™E VPCO|M 2t x|B 2|0| Yx|5HK| et = A HMATE HREELICH AWS VPC IDs&
2™ LHolM T R5tH S8 VPC ID7L CHE 2|

2ITol EXE 5= A&LCH
- RCPE FHE d< AWS Z & HA|ol| 9o 2 MEELICH

oA 2: M=l EoF =H|7} Ri= IP 7|dF HM| A0 CHEF 2| AA 7|HE ZI=H

CtE 2laa 7|8 MM X|HE 1P Hel R0 Este ZE 2ot FAol gt 2& HMAE
25l MelE 2ot FAe= MelEL|ct HMols MH|AY signin:PrincipalArn 7|& M&E3e
A™ QIE Bt M aws:PrincipalArn 7|2 A8 3StE AFE Q15 EO|2lE F 7HX| Bo| =&

A& LICH

k=2
[

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Principal”: { "AwWS": "*" 3},
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "<excluded-principal-arn>"
I
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"
},
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"
}
}
I
{

"Effect": "Deny",
"Principal": { "AwS": "*" },

oA 2: M2l 2ot FA|T7E A= IP 7[8H AM| A0 CHE 2|4 7(8E A 29
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"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {

"ArnNotEquals": {

"aws:PrincipalArn": "<excluded-principal-arn>"

I

"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"

1,

"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

}

}
}
]
}
o| §X2 ct51 Z&Lch.

« IP H|olM 1A K| i B 2E £t FA|of| CHEF HMHAE HEELICt<my-corporate-
cidr>.

« (M Q18) & signin:PrincipalArn (Ataws:PrincipalArn¥ QI5)E AI&35t0{ HEL A A
ol M MelE 2ot =X E M elFLCt.

o 2lAaA T|E HAo| FEE EY AH™A P MBELICHE A= <my-aws-account-id>).

A
712 57 AMALE s MelE 2o F= 74

AWS OlME Z2HM gt FoM 2& Mt #0o{ Y E ME 57| Tol| MQIE AFSAHE stLt o|4 +
Met Zdg HEELICH AR 215 B0l signin:PrincipalArn 27 7|& R E AFEXE 1AM A
Xt X g Hot FAE MIFfLIct 215 F A0 aws:PrincipalArn 2 7| 2 ES F

IAM ALS AF, T2 0| AFS A HE)E X lFF Lt

MelE 2ok =X

S ARBHOIXIBH MEF 8 IESIT Z2H0] of7|x| 97 HZE|HLE FRo| B2
THE FS AY T2

= o
</2jo| Z7tefLCH

0

e
02
El
Io
T
1%}
M
2
-1
0z
m
o

1. M2IE 1AM 28 (0: BreakGlassRole)2 A4 AgtL|Ct.

2 A 30



AWS 2719 Add a permission2|

2. HNeE dgo| 3¢ Ag &= Aol MFAZF 2R gLt
3. HMeE xtH FHof 7158 70 et x| HEtek Fo{gLct
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3. F2E UHEXIS} HEEI HEYT 250 2& HMAE E|IAESLICE
Amazon CloudTrail E1& ZAE 504 MaH 7y} 52 &olghL|Ct.
MelE Eot =X E AL 5H0] HMAE HAEFLICE
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Hok |7t of
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x| grQIgtLict,
. Z|Z0f G| WAE Fe 22Y =Xl 22 07Kl ¥ 2 BE 7ok

+ &% By} o[ HlE0f CHEH AWS CloudTrail 218 ZE ohof HMAE HEs T8 MBS AL
=3

« aws signin get-resource-policyE AIE5t04 §HA| HA L2 AEFLIC
MEXto| HER|T QIx|7} HAlo| =D AUx|sHEX| & olgt

« AEXR7EHERI MEtolM Mlx|ofof stE B2 MLlE 2ot FA7F SHE A T EEUR=R] &
IgrLct.

Z& 5 78D AHol o oy AMAY = gls B2 ME HEs7| Mol MelE 2ot =4
£ Fdstx| pifE = U&sLitt

18 /8 U A 7tsE At SHol| [k BHAE CHA| EEE £ U= oft] B27t &Lt
SM 1 Z2a20Y EA HAMA AFE(AWS CLI EE= SDK)

& Z7a0loot M8 EL|Ct SigV42 MY E API 2Hol= N

A AN A0 Z7|E HMA 7|, TX AHE g7t Us B O

% Z&signin:DeleteConsoleAuthorizationConfigurationdt

St= A4 SHo|=8 S8 + U= o lod

0|: .°=.*L—|EP519n1n:DeleteConsoleAuthorlzatlonConflguratlon.
AWSSignInResourcePolicyManagement & 2|3 H#H0i=0]| permission. AWS recommds7t & 7|
IAM ALSAF HA|A Fof CHEF AAl Rt BHS ZEefLIch HH A Mo d< #el AY 2Elxts H
tH Al"H0rganizationAccountAccessRoleOHE +=&l5t0 LAl At BHE U2 = YUSLICH
ol d&gte =&of 7t UGSt F Z=CHE! A™M RIS 2 HMHE|X| eh&Lct.

aws signin delete-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1
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# First, list statements to get the statement ID
aws signin list-resource-permission-statements \
--region us-east-1

# Then delete the problematic statement

aws signin delete-resource-permission-statement \
--statement-id <statement-id> \
--region us-east-1
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Z2OeHY g4 HAA HEHO| Q1 HH MM AOrganizationAccountAccessRoleOlE AFEE
T Qi 8 AWS Supportol| 22|5t01 & a2 57 Z2MAE AIRFELICEH
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?le|l SME AI83t0d ZXME HEE &= i 8% X MEIM AWS X[H Atz & LIct AWS
Support= AHE HAFSHZ| Mol X E
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signin:DeleteConsoleAuthorizationConfigurat A
M=z 23QlgfLIct o] HEtE Sall 2ot FA= 22 /st 2 H

= A& LI

= A™ol IAM EoF =
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ol TS MR

/A Important
ST ZHR2 BE ZlaA HEt F2 ZESHo] Aol cHet M| 2& HE Fod FHE FMAHFR
LICE S5 Z-H2 AWS 210l 2|44 7|8t HHMO| 7 EE 586X af&Lict

ST 2= 3= AWS Supportdll M S7EH & 72A[ZH Fof BE2ELICE ST 7[Zt Lol ST & 2=
™ AWS Supportoll £2|5t04 ZZMAE CHA| A|ZSHAIL.
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aws signin get-resource-policy --region <your-region>
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=] B — |
. VPC A= ZQIE 7|t £748 AR SHE B9 VPC A= ZOIE HME SHt2 7 TAE o] K| &

40

- FHAIE 230! Ho|X|: HEtX{7t 212! HO|X|E FHAIE £ U&LIC 22t X FHAIE X 7Lt
incognito &2 At&35t0{ MM HES EHAEH

=]
U= B2 ME S| A =X| &QIELICt get-resource-

-

=
« VPC A= ZQIE X2 AWS 201 M2 ypC AEZQOIE X2} 8t 25 &L|Ct & Cf Y=

HZE A0 OfH FA| A== X2 ot 37



AWS 2719 Add a permission2|

AWS 2021 ZH 7| & =X

ol HO|X|olE AWS 219! E|AA 7|gF X2 Ol B|A A Ko HA(RCPs)MIM AR E £ Qe =7 7
7t LHAEIH 2 7174 M8 El= "It EHAIQE 20| EME'L—lEF signin:PrincipalArn Bt AWS
JQloi|Bt S E|0d CHE = AWS M 74 7| X 7| Mol= AWS Ao A7 HEIAE
Z3tMlR.

MHIA Sl HZo| 5 2 2 7|0 A SF/2 AWS 2010 AEE= MY, 2[4
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HE3 7|8 =74 7|

OIE1E! 224 715 Ml AlStsl= $I318 HPIHLICH ANS 22012 207
| XFO

HF H2 0 RCPs 250 2= AWS 21921 2 (signin:Authenticate,
signin:AuthorizeOAuth2Accesssignin:CreateOAuth2Token)of EHOH RYE GrtEct

HES3 7|8 = 7|

z=d 7l ALK ME A T3]
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HERZ 7|8 =7A 7| 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssignin.html
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=17 Ba RN =k of| A|
aws:Princ StringEquals , AWS ot FA[o| AEH 123456789012
ipalAccou StringNotEquals ID

nt

MH[A 8 =74 F|: signin:PrincipalArn

oS 24 7= AWS 2a0loBt M8 |0 2 2% AWS 7|7} ob LI AFM Q15 "ot &
o2t AL = JU&LICE QIS S #2367 Ho 2EOQIE AlEf st 2ot FHE AlHst=
signin:PrincipalArn Ol AFSELICH Ol=2t STt A @21Baws:PrincipalArnO|H Q15 &
MR ALSE == el

Q14kR}

ARN Q18+ XHArnEquals, ArnLike, ArnNotEquals, ArnNotLike) & B A Q44HK}
(StringEquals, StringlLike).

ted
AWS Z2I10fl= A Q1F EtA|(signin:Authenticate® ) Sot Q& HEAEH 0| 7|
7h ZEHELICE 215 & 2 (signin:AuthorizeOAuth2Access L )ol= AHSE £ &L

Ctsignin:CreateOAuth2Token.
clolE f

ARN. X AAFR; CHA ARN AARLE AFE R LICE.

_,_
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Bt ZhlL|ct
X9 HA:

ARN QL IHE AL 304 2f 2 HIRFLICH OFHE 2o F4| RS XIEE + A&LICH

« AWS A R E Ar8XHarn:aws:iam: :123456789012:root)
« IAM AL XHarn:aws:iam: :123456789012:user/user-name)
« IAM @& (arn:aws:iam::123456789012:role/role-name)
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A8 ARl HER R MEtol M MelE 2o | Rt 3HE A|Qlstod CHE 2E HMA Az oi CHEH
HEST MoiE MM 22 YR|ELICH

o - FE AMZXE Xet FE HEQI oM AIH Q15 HMAS HEEL|CE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "arn:aws:iam::123456789012:root"
1,
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
.
"StringEquals": {
"aws:ResourceAccount": "123456789012"

"Effect": "Deny",
"Principal”: { "AWS": "*" 3},
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:root"
.
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
1,
"StringEquals": {
"aws:ResourceAccount": "123456789012"

—
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssignin.html
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AWS M A ZEo| 230

IAM Identity Center2| At At=2| HEH I L|Ct AWS Organizations. IAM Identity Center2| AtEAt= &
M 2392 URLE HMA | 23921504 042 AWS A L H|EL|A o EE(7|0]Moi| AWS HA|
Agh = &LIcH 221 URLY| CHEt REA[EH LIS 2 AWS AM|A ZE MME HESHAAIL.

IAM Identity Center0ll M AFE X AWS AHE 2ol 2301517 ™ol T2t 22 E+ HEE = EEL

Cf.

- 7|9 AHEXL OIF

- 7Y =

. £% 230l URL

® Note

218 F AWS HAM|A ZE MM2 8A[ZH St fE & LICE 8A|Zt Foi= CHA| 2218t of
3I-|_||_‘_|.

AWS HAM|A ZE0| 210152

1. HetX oM https://your_subdomain.awsapps.com/start £ T AB URL
Al Zol ol a3l MESE 2@/ URLE 801 €& LICthttps://[IAM Identity
Center instance ID].portal.[Region].app.aws. 1 C}S Enter 7|18 F&LICH

2. 7|4 Eer B (ol ArEXt O|F & & 3)2 At8stod 2l Lt

® Note
A% BEIR7} OlHYUE U8 25 (0TP)E ELIYD olHo| g 200l Ze s
of 5 2 QU245 AIAIQ. 210! 2ol 5 2I0I0] ALRE Af &3 E BHE0fof BHLICH

3. %ol ACE Ystate 230| Yo OlHYIA Ol AEE HolsMe. 17 O MY 2
£ =2Absto 22! B o|x|oll 2oig&Lch.
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® Note
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4. 1AM Identity Center2| AtEXtof CHSH MFAE &3l et 3%, MFAE AtE35t0d
5. 218 F ZHo| EATIE AWS AYE ZE 2 ofZE 2|70 Mof| HMAE 4= U&LICH.

a. ol 23a215t2{2 AWS Management Console A B2 MEd5I T #2|g 71E AYS MEIE

L|Ct.
AMERte| adgto| EAIELICH AHHEHe| & o|F2 MEH5t0{ AWS Management Console2 &
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=7t 8=

IAM Identity Center2| AFEX}od| CHEF XEAEH LIS 2 TS 2|AAE FZSHMAIL.

« 1AM Identity Center0l CH8t 7H2 &= IAM Identity CenterEt FURI7I 28 R ZHM2.
« AWS HAM|A ZEHof CHEF REMIEF LI 2 AWS A& 22 M E S FESHML.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/authconcept.html
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E =35 232l AWS Command Line Interface

7tE AWS CLI 215 st ¢S dHalof & LICIAWS. 2222 L 2ot 27 Atgol| 7t o
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A EHSE MEE S AWSCLIRICEEZ AH HME F HE LY
S A A|RHEE 2 Q& LICH AWS CLI, AWS SDKs AWS Tools for
PowerShell.

A =

Mx|EFLICH AWS CLI. XFAIEH L& 2 Installing or updating to the latest version of the AWS
LIE HZXSML. aws login BHEE ALEstE{H |4 2.32.0 BT 0| EFLICH
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IAM A& X}, 8 = OFo| AZELICH FE AISKE 2005t A2 F7 Mol HR36HX| &
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$ aws login
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« aws login --remote - C|HO|AT} HEIRME X|RSHX| &t= @< ClHto|A 7t 2l
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SignInLocalDevelopmentAccess.html
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(@ Note
s E|HP0|*(aws login) & TP~ |:||:||-O|/\(aws login --remote) OlZ0f CHEt A
HAE Mo{g £ QlaLch 234 1AM Mol M CFS 2|4 A ARNS AF2EfLCH.
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localhost - aws loginZ AFE8t S CIHIO|A Q1B 0 Ol ARNS AHEELICE.

* arn:aws:signin:region:account-id:oauth2/public-client/remote -
aws login --remoteE& At&E WAt C|HIO|A @1F0i Ol ARNS ALSELICH
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- aws login --region region-S7d E|IT0|A €

3. MME Szotc{H OS2 AFSELICH

$ aws logout

E AI235t0d T2 Ol Ao 2 AWS MH|AN| HAMASHE B AWSOH|AM PowerShell2 AWS &=
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1. A E BHAE X =elguct
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3. ZERLUES FUE F O3 WH2 MY OIS EHOIZe| ZEZEE MELICH
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https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-prereqs
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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$ aws sso login --profile my-profile
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
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- 9| 2| 7+Ed AWS Builder ID

« MM AWS Builder ID
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https://support.aws.amazon.com/#/contacts/aws-account-support/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://support.aws.amazon.com/#/contacts/aws-mfa-support
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® Note
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Account ID
0 1111-2222-3333

IAM user
[C] carlos

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

Role history

o

AWS 7’8 ID & E& 1 ID & HIE H= Yo i XhAME Li82 AWS AIE ID 2 EE S & Z ot
M.

HAE OIHY F40 ASE MIEH B2 AWS B0 2t Y3 &ol I =E MS5Hok a L|C}. &0l

= o

A=E AMstE{Het HAZAE o|HI YoM Amazon Web Services2| AWS 7HH HIA|X|E & QIgrLCt
MY o|HY F4 = @signin.aws == @verify.signin.awsZ2 B LICH HIAIX|e| X|ElS E[h=. LICH Al
Ho 2 HAIX|I7} @F| eitofd AW 9l M3 EC{E =QIEFLICH T o|H Yol I O] HAMAE == o
£ 420z LHo| o|H ol HMAE = g AWS H Y Mg EXFAML.

W AY stel 2271 2 77


https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
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Sign in

® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more
() |AM user
User within an account that performs daily tasks

Learn more

Root user email address

usemame@example.com

(@ Note

AWS Management Consoledl| IAM ALE X} 2ot QI5 S ALE5tod 2018t Z<2, 210}
oo FE ASK AZE KHAYE = USLICH Y AH| IAM AR 2221 T 0]

7t EAEH, HO|X| 5tEto]| U= FE HY XtE SHE AF& 8 221(Sign-in using root

account credentials)2 MEHELICH T3t A2 A o|HY FAE st g2 M

EH3104 Root user sign in(FE AL At 2221) H 0| X|of| HM[AZFLICEH
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
http://signin.aws.amazon.com/console/
http://signin.aws.amazon.com/console/
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2. Forgot Password?& ME4EIL|CE

Root user sign in

Email: username@example.com

Password Forgot password?

ST OAE HRHML. Hot AR HEY 4 9l TP QLIS S7LL 2ot AAE M
; O Al T olOiX|ofl Lot LIt

Password recovery X

Email address

username@example.com

Type the characters seen in the image
below
<
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L
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® Note
e O|HI Y2 @signin.aws EE= @verify.signin.aws2 ZLt= FA0 A M&SE LIC

5. AWS o|Hof MBE &3
6. SHE ZUIE Zz2lstH M RE A

Reset password

New password

Confirm new password

0| S RCE &l HAIXKIZE LIEHE LICH H3XQl &k MHE2 ChF ololx|e &

Password reset successful

Your password has been updated successfully, Sign in
to access AWS properties.
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https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_user-change-own.html
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Sign in as IAM user

Account ID (12 digits) or account alias

111122223333

|AM user name

Password

[ Remember this account

Sign in using root user email

FFurgnt password?

Account owners, return to the main sign-in page and
sign in using your email address. |1AM users, only your
administrator can reset your password. For help,
contact the administrator that provided you with your
user name. Learn more
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https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_admin-change-user.html
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https://aws.amazon.com/premiumsupport/knowledge-center/reactivate-suspended-account/
https://aws.amazon.com/premiumsupport/knowledge-center/reactivate-suspended-account/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-get-answers.html
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https://www.amazon.com/gp/help/customer/display.html?nodeId=GSD587LKW72HKU2V
https://www.amazon.com/gp/help/customer/display.html?nodeId=GSD587LKW72HKU2V
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html
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Sign in

Username: Jane_Doe (not you?)

Password
Show password Forgot password

| Cancel ‘

3. & ST EHAE AERFAML.

Forgot password

Verify that you're a real person. Enter the
characters from the image below.

Username: Jane_Doe
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(@) Reset password email sent

Please check your inbox. If you did
not receive a password reset email,
confirm that your username is
correct, or ask your administrator
to check your registered email.
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https://en.wikipedia.org/wiki/Network_Time_Protocol
https://console.aws.amazon.com/singlesignon/
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+ IdP SAML MIEFH|O|E{ L 0{AH NamelD & A

format:emailAddress®IX| QlstL|C}.
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10| urn:oasis:names:tc:SAML:1.1:nameid-
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Service.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_creds.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_creds.html
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