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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"logs:StartQuery",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:describelLogGroups",
"logs:describelLogStreams"
1,
"Resource" : "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"logs:StopQuery"
1,
"Resource" : "*"
}
]
}
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New Project
Project name: Project
Project location:

Package Type: (e Zip Image

Runtime: IEVEL:
SAM Template: | AWS SAM Hello World (Maven)
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» More Settings
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C& Empty Solution
& More Templates
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EJ Console Application

=1 Desktop Application

& Unit Test Project
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& Unit Test Project

AWS Serverless Applic...

New Solution
AWS > AWS Serverless Application

Solution name: Hello World
Project name:

Solution directory:

Create | Git repository

Package Type: Zip (e Image

Runtime: dotnetcore3.1
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Resulting project structure

Hello World/Hello World.sIn
Hello World/src/HelloWorld/<project files>
Hello World/test/HelloWorld.Test/<project files>
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Run/Debug Configurations

+ - B B F s Name: [Local] App Allow parallel run Store as project file

v AWS Lambda
[Local] HelloWorldFunction Configuration SAM CLI AWS Connection

[Local] App

®) From handler From template
> / Templates

Runtime: javall

Handler: helloworld.App

Timeout (seconds):

Memory (MB):
128 448 768 1088 1408 1728 2048 2368 2688

Environment Variables:

Input
File:

o) Text: | -- Event Templates --

» Before launch: 1 task
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Run/Debug Configurations

+ — B B £ L Name: [Local] App Allow parallel run Store as project file
v AWS Lambda

[Local] HelloWorldFunction Configuration SAM CLI AWS Connection

[Local] App
» / Templates

Build function inside a container

Skip checking for newer container images

Docker Network:
Debug Host: localhost
Build Args:

Local Invoke Args:

» Before launch: 1 task

Cancel
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- JetBrains Rider2| 3<% JetBrains Rider =2 % & AtO|E 2] Common optionsE & Z3HAML.
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* IntelliJ IDEA2| B2 IntelliJ IDEA =2 Y & AtO|E 2| Before launch& & X 3HA(L.

« PyCharm2| Z< PyCharm =& 2 AlO|E2|Before launch& & Z35HMIR
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Run/Debug Configurations

+ — B A & L Name: [Local] App Allow parallel run Store as project file
v AWS Lambda
[Local] HelloWorldFunction Configuration SAM CLI AWS Connection

> F Templates Credentials: | Profile:default

Region: Oregon (us-west-2)

» Before launch: 1 task

Cancel
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https://www.jetbrains.com/help/idea/run-debug-configurations-dialog.html#common
https://www.jetbrains.com/help/pycharm/run-debug-configurations-dialog.html#common
https://www.jetbrains.com/help/webstorm/run-debug-configuration-node-js.html#common
https://www.jetbrains.com/help/rider/Run_Debug_Configurations_dialog.html#common
https://www.jetbrains.com/help/idea/run-debug-configurations-dialog.html#before-launch-options
https://www.jetbrains.com/help/pycharm/run-debug-configurations-dialog.html#before-launch-options
https://www.jetbrains.com/help/webstorm/run-debug-configuration-node-js.html#before-launch-options
https://www.jetbrains.com/help/rider/Run_Debug_Configurations_dialog.html#before-launch-options
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https://www.jetbrains.com/help/idea/run-debug-configurations-dialog.html#common
https://www.jetbrains.com/help/pycharm/run-debug-configurations-dialog.html#common
https://www.jetbrains.com/help/webstorm/run-debug-configuration-node-js.html#common
https://www.jetbrains.com/help/rider/Run_Debug_Configurations_dialog.html#common
https://www.jetbrains.com/help/idea/run-debug-configurations-dialog.html#before-launch-options
https://www.jetbrains.com/help/pycharm/run-debug-configurations-dialog.html#before-launch-options
https://www.jetbrains.com/help/webstorm/run-debug-configuration-node-js.html#before-launch-options
https://www.jetbrains.com/help/rider/Run_Debug_Configurations_dialog.html#before-launch-options

AWS Toolkit for JetBrains A8 YA

I E A-|0|E CHEF AR}

AWS Lambda & $+£ d|o|EE miolct AWS Toolkit for JetBrains2| ZE {0|0|E CHE AXH7F E
AlELICE.

Update Code for

Configuration Settings

Dockerfile:

Deployment Settings

ECR Repository: Create

Cancel Update

E049| IDYLILCE.

r

(Z4) Java, Python, Node.js, C#0fl CHEt i Lambda &+

=
HE HZ

(Zip 7 |X| & o] B0t Z4) AWS Serverless Application Model(AWS SAM) H™ZE QIE]
0| A(CLI)OA Lambdaoi & +~& HiZ5tE O A2 E AZAE AWS HH 2| 7|& Amazon Simple
Storage Service(S3) A2 MEHEL|CE H"H0|l Amazon S3 HZA!S A5t 1 AWS SAM CLI0| A
M HAS CHA ALS SIS stEdT Mg 8 MENst of g st ol X|EE [MHELICH Lambda 47| K|
8ol cHt XEAISH LI 2 AWS Lambda 7HeE R} OFLHA{ Q| Lambda HHZE TH7|X|E &= SHMI2.

ECR 2= X|EZ|

(Image IH7|X| &2l B0l 2 E4) AWS SAM CLIOIA Lambdaol & 4~ HiZ 5= O AHSE
8= AWS A ™H 2| 7|& Amazon Elastic Container Registry(Amazon ECR) 2| Z X|E2|E MEHE!
L|C}.

T4 YO|0|E CHEH &AL

AWS Lambda & 2| M4 E olo|EE wotct AWS Toolkit for JetBrains2| 743 4Gl 0|E CH3l A
X7F ZEAIELICH MB5te HE2= Z2MEQ| Lambda &7t W7 |X| & zip K| Image @I X|of I
o eFZt CHELICE.

2 C 0[O|E CHEf AR 132


https://docs.aws.amazon.com/lambda/latest/dg/java-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/python-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/nodejs-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/csharp-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-package.html
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Enable AWS X-Ray
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https://docs.aws.amazon.com/lambda/latest/dg/java-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/python-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/nodejs-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/csharp-handler.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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