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{
"Comment": "my-custom-domain-name.com alias",
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "my-custom-domain-name.com",
"Type": "alias-record-type",
"AliasTarget": {
"HostedZoneld": "your-hosted-zone-ID",
"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true
}
}
}
]
}
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tagl=valuel; ...;principal-tag99=value99
VPC Lattice= &2 Al(\) 7t U= 22l MOIZE(;)2 ola7|ol= 2T LIt

Xx-amzn-lattice-network

0%

VPC. EAl2 ClS1t Z&LCt

SourceVpcArn=arn:aws:ec2:region:account:vpc/id

x-amzn-lattice-target

CHef .

0%

A2 O3 Z&Lch

ServiceArn=arn;ServiceNetworkArn=arn; TargetGroupArn=arn

VPC Lattice2| 2|AA ARNO| CHEF REA|EH LI 2 Amazon VPC LatticeO| A 2|8t EZ|AA R3S
xl- b~ °|.A-|| o

AR X BE SIcie AFEE 5= i&LICH VPC Lattices =41 20l A o248 IHE A& L
Ct oledet &t 3 sllcd= tH =S M% A&stod Bl ZkE XIst= '?:'1% FEAELICH T2 B4 Al Of
E+°F oiIE-|01| A= KEYsS| §H =XMol e|EatiME ¢ =M, AMEXI M KEYs F7HE = e Bl &

BN = 54


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies
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key-0=value-0;key-1=value-1;....;key-n=value-n;

VPC Lattice0| A CH& S 2 M Lambda &

Lambda &<+ & VPC Lattice CHat 2 &0l CHA S 2 S5t Lambda & 0| CHE CHA O &0 28
MESIES 2lAal] 72 78 &= U&LICH MH|ATF Lambda &4 E CHY SR A5 CHa 1

Eof 2HE MYSIH Lambda &+ £&5t10 23 EEHIXE Lambda &%0{ JSON &€4Aloz ™G
gruict
= .

m{)h

Mgt AL

* Lambda &2t Oie 2E2 SLE AlE L S 2[xoi| RLo{oF FrLCt.
« Lambda &0l TEE = U= 28 222 20l 2 7|= emBLICH

* Lambda &7t MEE + JUs S JSONL| 2|0 37|= 6MBILILCE.

« ZE2EZ2 HTTP EE= HTTPSO0{0F & L|Ct

i Lt

lod BT re F7te £ AL

ol

CtE API 2% A8

fok
T
o

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id vpc-lattice \
--principal vpc-lattice.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn

Lambda &+ BHZT 22|

CHAY 2 & StLtC| Lambda &4+ 2 SE& = U&LICH Lambda 42 HAE = UEXK| &2l5t
1 VPC Lattice MH|A 7} &4 34X H{F12| Lambda &2 5 &35t T2 5t2i8 Lambda & 42 VPC

Lambda Bf =& CHY S 2 ALE 55
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Lattice MH|AO0| 528 FAIZILICEH REMIEH LHEe
AWS Lambda 7HEr Xt QLA Q| Lambda & 4 {7 &l Lambda & 2| S MMH S FESHM 2.

Lambda & =01 CHSt CHAY O & AN

2t 2EUM AL ElE tHy 2ES BHELICH 2% 2HAJ Y 2HAE ol Y & M3
£ Aol ZFE 2laL] 7EN UR|SHE B VPC Lattice MH|AE S5E Lambda &8 Z&F
L|Ct

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 LIC}.

9| VPC Lattice0l| M CHA 2§ & ME4SHLICE.

Mg Meisc,

Eb A
H
H

K

Lambda O|HE X HX|M HFAS MENSELICH XFA|EH LI 2 the section called “VPC Lattice
MH|AOAM O[HIE =4I EHAE BIRSHAAL.

[

0z 0% Iz
I

0l A Lambda &+& MEHEL|CI.

=t
o
a
o
=3
O& ol§ol tiy &2 ol L=ELich

o o

F

m!
0>

o o bk~ W DN
[l

7. (M AE)EJOE F7bET eH1E ST A BT F7HE MstD E4 T 719 Bf L 2k S 2

E AE25to{ i 2= MA5 T Lambda & 4+E S£35l248H AWS CLI

create-target-group 2! register-targets &2 AFEELICEH

VPC Lattice AMH|AO0|A O|HE =4l

VPC Lattice AMH|AE HTTP L HTTPSE £3t @ ™oi Ci$t Lambda 2E€ X|&&L|Ct MH|AE
JSON &8Alo =2 OHEE M&sl1 ZE 230l X-Forwarded-For SllC{E F7}&HLCH

Lambda & ==0fl CHSt CHAF 28 A4 56
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
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Base64 QI3 &

Base64 AMH|AE content-encoding silC7t EXstn 2RIx 0| Chg & sttt ol 32 &
22 IYELIc

* text/*

* application/json

* application/xml

* application/javascript

content-encoding 37t 1S ™ Base64 Q13 S 2 2EHI= o (2t CHELICH ¢ 2 |
O| B2 MH|AE= Baseb4 QIZE Qi0| EE& U IR HEELICH

O[HE Fx H4

LAMBDA f&2| CHa 282 MdstHLE UCIO|EE [ Lambda &7t =416t O[HIE FZOf BT
g X8g = J&Lch 7tse HE2 v1 & v2duch

Example0i|A| O[HIE: V2

"version": "2.0",
"path": "/?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD]|..."
"headers": {
"header-key": ["header-value", ...],
I
"queryStringParameters": {
"key": ["value", ...]
},
"body": "request-body",
"isBase64Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:
"serviceArn": "arn:aws:vpc-
lattice:
"targetGroupArn": "arn:aws:vpc-
lattice:
"identity": {

region:123456789012:service/svc-0a40eebed65f8d69c",

region:123456789012:targetgroup/tg-6ddecf831leec9f09",

region:123456789012:servicenetwork/sn-0bf3f2882e9cc805a",

VPC Lattice A{H|A0{A O|HIE =4l
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"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",

"x509SanDns": "string",
"x509SanNameCn": "string",
"x509SanUri": "string",
"x5@09SubjectCn": "string"

3,
"region": "region",
"timeEpoch": "1690497599177430"
}
}
body
QHEO|EE. ZZEZ0|HTTP, HTTPS EE = gRPCQ! ZA=0iT EAIELICE
headers
QQHEO|HTTP &Ef. T2 EZO| HTTP, HTTPS =& gRPCQ! AL0{|2t E A|E LIC}.
identity
4E 588 HE. 7tsdt He= o3 Z&Luch

principal - I E 2ot F&|. AW

principalOrglID - QIEE £ ot FX| 9|
o

—
« sessionName - QIS E AIEXIQ| ALK} O|&. AWS 2150| A

8t A0 8 EAIE LI
« sourceVpcArn - 30| A|ZFE VPCO| ARN. 24 VPCE AT £+ Qe B<08F T AIEL]
C}.

[ TH

Roles Anywhere 29t Q152 A&5t1D Q50| M3 5tH 758 2= Ch3ot Z &Lt
« x509IssuerOu - & ZXHOU).

« x509SanDns — &4 CiA| O|F(DNS).

« x509SanNameCn - &= Xt CHA| O|F(O[&/CN).

. x509SanUri — F&| CHA| OIZ(URI).

VPC Lattice MH|AO0AM O|HIE =41
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« x509SubjectCn - FA| O|&(CN).

isBase64Encoded

| base642 QIIALE|R=X| 042 E LIEPHL|CH T2 EZ0| HTTP, HTTPS & gRPCO|1
QX 220| olE 2Xt0| ot B08t EAIE LY.

0 I
HO
(@)

QYOI HTTP HME. Z2EEZO| HTTP, HTTPS = gRPCQ! ZA0{ Bt Z AIE LI
path

22| 2xtYE oi2t0|E{E 28st= S2l0|MES| @ AEQlLCH T2 EZ0| HTTP, HTTPS &
gRPCQ! Z<0{2t E AIEILICH

queryStringParameters

HTP # 2| 22X m2to|E|. ZTZEZ0| HTTP, HTTPS EE= gRPCQ! Z0{|2H E A|EILICH.

serviceArn

YEE s=4I5tE MHHIAS| ARN.
serviceNetworkArn

QLY E MY steE AMH|A HERXF 2| ARN.
targetGroupArn

QYEE F4I5tE CHA 2E 2| ARN.
timeEpoch

NHE3=L))

Example0i|A| O[HIE: V1

"raw_path": "/path/to/resource?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD|...",

"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},

"body": "request-body",

"is_base64_encoded": true|false

VPC Lattice MH|AO|A OJHIE =4l 59
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VPC Lattice AMH|A0| SE

Lambda & 40| SEtofl= Base64 Q13! A B AE| I 9l 5|C{7F TEEILICH 222 MEFs 4 Q|
&LC}.

Stto| ERof Hio|L{E| EEHIxE
isBase64EncodedE trueE M™
£=Al5tD Ol 2EIXE HTTP SH 9|

VPC Lattice MH|AE Connection & Transfer-Encoding®t Z2 hop-by-hop SIHE M E5tX|

=2 710

EIQL—lEP. SEHE Zeto|HEN M&etr| Mol Mul[a7t HFEsH7| E0 Content-Length silH

CHE 2 Lambda & 2| S o AILICE.

{
"isBase64Encoded": false,
"statusCode": 200,
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
b
"body": "Hello from Lambda (optional)"
}
CtS 2t sl

VPC Lattice= Zct0|M1EQS| & E&= 240| 042 7HQl SIHE Z & 5L ST SIHE o4 | Z &
5t= Lambda & $2| &2 X|EL|C}. VPC Lattices 2 E 2 Cat o= ™EkshL|Ct.

I

CHZ ofdlol= Zfol CHE 2t F 7He| &lTdheader17t A& LICH.

all

headerl
headerl

valuel
value?2

V2 O|HIE X & A& 5tH VPC Lattice7t SF2| gf2 TS ELICH ofx]:

"headerl": ["valuel", "value2"]

VPC Lattice AH|A0] S&f 60
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V1 O|HE X E A& 35HH VPC Lattice7t 22 B EAILEZ 2= LICEH oA
"headerl": "valuel, value2"
Ct= 2t # 2l At ntetolE

VPC Lattice= 8§t 7|0i CHal o424 ZLol = # el mi2to|EeE R LICt.

CHS ollxlol= gfol ChE 2he = 7Hel mtetOIEQS1 7t A}& LI
http://www.example.com?&QS1=valuel&QSl=value2

V2 O|HIE X E AHE35HH VPC Lattice7t 59| 2t 2 TS ELICH oA
"QS1": ["valuel", "value2"]

V1 O[HIE FX 9| A2 VPC Lattice= ™EE OHXK|2 22 AFSELICH of|A:
"QS1": "value2"

Lambda &+ &5 F &

EZHEE Lambda

2
Lambda &+2| 5

Z&£ S M835t0{ Lambda &2 SE2 F|A5t= WY

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC £ LIC}.
2. M FO|VPC Lattice0l| M CHe 2 &S ME4ENLICH

3. O &9l 0|2 M50 MF ME m|O|X|E JLIct.

4. CHe HolM S5 FAE ML

5.

201 HAIX|7} LIEHLI® confirmg 2248t O3 S 2|48 M=FLICH

E AM875l0{ Lambda &2l S8 FA52{™ AWS CLI

Cts 2t #2l 2xtY ntetolE 61
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deregister-targets &2 AL & LICEH

VPC Lattice2| CH & @1 Application Load Balancer

VPC Lattice CH& &2 M85t B LIE Application Load BalancerE CHA S Z SE35t 1 ECH
g ol cHd D& 2 ™IS F VPC Lattice MH|AE FEE £ A&LICL O] AlLtE|20|ME
Application Load Balancer7} EZ{Zl0| & 35tE A| otRE A™eE °|7=||°“-—|EF 0| -_r““'|c> At E5tH
Application Load Balancer?| A& 7 273 7|8t 2t 7|s2 V

& L e 2oq, vPCe A 7ho| o4 )t & AF9° o A,!%L—llif.

Mgt AL

« VPC Lattice CH& & & ALBL| CHef o = TH LHE Application Load Balancerg S&& &= U&
L|CF.
- Application Load Balancer® AMZ CIE 5 VPC Lattice A{HIA0|AM AFE3HE ZICH 2709 VPC

Lattice CH&l 50l CHEt CHY o= S§E & A&LICH

 VPC Lattice= ALB & CH4 &0 CHEt &EH Eols MS5HX| ot lastic Load
BalancingOll Al CH&f ol CHEH 2C WM =F0|M SEHoZ AEf =l of &= U&LICH XAl
gt LH& 2 Application Load Balancer At& ABEAMO| CHe O & HEf EQIE XML,

r
o

ol
X
g'l_l

4 m

INTS e

Application Load Balancer® 24435t04 VPC Lattice CH4 IS0 CHA S Z SSELICH 2= WHME
Ctg 7|& 2 SF5Hof &Lct.
- EE WHM A7|Ob= LHRLICE

« Application Load Balancer= VPC Lattice CH& 2 &3t S Y8t H"Hof Qlo{of strH &+ 2fEHo{of &
L|CF.

- Application Load Balancer= VPC Lattice CH& I &1t 5§t VPCO| Q{0{0F LIt
i

- Application Load Balancer0i A HTTPS E|AL{E AF& 510
HIA7F 2E WHMo ST SSL/TLS QB ME A5 E20f

28 & AX|2 VPC Lattice A

|CF.

« X-Forwarded-For 2% 3lC{0fl VPC Lattice MH|A 2| 22I0|Q1E |PE E ZE3524H Application
Load Balancer2| £4d routing.http.xff_header_processing.modeE& Preserve® AH%5H
OF BfL|C}. ZtO| Preserve®l AL, 2= WHMI} HTTP 2% 9| X-Forwarded-For sC{E EZ
o, 2FE #HZE glo| cHoll EHL|ch

_|
—
7
i
rok O

=
L

o

|—I
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
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RtA[EH LHE 2 Application Load Balancers AFE A A 2| Application Load Balancer #4411 & X 3tHAll
o

L.

1EH7A|: ALB R&E2| CHA O & MM

i 282 Ydstedd ohg MRS [MEML. VPC Lattice= ALB CH& &0l CHEh el 2Qlg x|
25t K| ef&LICt 8t X|2F Application Load Balancer2| CH&f 1 &0 CHEH &fE} =Rl 4E &= &L
Ct. RkAlIEH L& 2 Application Load Balancer At& A MO| CHA & AE| =012 R ZTFAML.

=1g=5

e O35S ddsts 4y

rr

—

https://console.aws.amazon.com/vpc/H|A Amazon VPC &2 dL|Ct

2. EtM 20| VPC LatticeOl M CHA 122 MEASLICH
3. CHeh I8 S MEfgfLct
4. CHY O ME HE XI™H fo|x[el 7|8 FHHM CH& 82 Z Application Load BalancergE 4

()]
2
01
n{m

olZoll cha TE ol olg2 Y=Lt
PSE HME

]I{III

6. ZEEZO0|AM, == HTTPHTTPSE MEHELICITCP. Oi&f 38 Z2EEZ2 LHF Application Load

Balancer?| 2|AL{ ZEEZ 1 U x|5Hof ghLct.
7. EZEOo|MCHY OEol ciet ZEE XI'FFLICE O] ZE = LIE Application Load Balancer2|
2lAL ZEQF UX|FoF B LICH &= 047]|0 M X|I'Hst= CHY I8 ZTEQ UXISIE S LHF
Application Load Balancerdf E|AL] ZEE FIIE = U&LICH

[m

8. VPC oA LHE Application Load Balancer& 4438 mf MEHEH 20t & U8t Virtual Private
Cloud(VPC)E MEAELICt 0|42 VPC Lattice 2|47 7

9. Z=ZEZ H{ToiM Application Load Balancer7t X| st Z2E 2 HH S MEHFHLICH
10. (M= ALY = B3 E FoterLct

11. Ch5S ME{EfLICH

Application Load Balancerg CH& 22 S&5t= WY

[l
]
>
—
oY)

£l
0
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o
[l
2
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
https://console.aws.amazon.com/vpc/
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2. Application Load Balancer0i| A LHE Application Load BalancerE E{ & L|C}.

3. ZEOM 7|2%4E RFXISHAHL 0l MEl CHE ZEE X|I™EeLct o] &
BalancerQ| 7|& 2lAaL{ ZEQ} YUx|3HoF ELICH Yx|ste ZE Q0| &Y
Application Load Balancer0ll =&t X| f&LICt

4. e & S H=igtLct

E &= Application Load
2 H&stH ESfEHO|

ZZ2EZE HM

Z|2Mo 2, MH|AE HTTP/1.12 AL&35tod Ciefof|l 282 E-LICH Z2EE HHE AL SHH
HTTP/2 EE= gRPCE AFE35toi T ol 2HE 2 = U&LICt

ChS B0l RE ZEEEN Y I8 T2EZ HTo| =hof cHeh Zutot 2o k|of JU&LICtH

QEEZEEZ ZEEZE HH 1}

HTTP/1.1 HTTP/1.1 =k

HTTP/2 HTTP/1.1 =k

gRPC HTTP/1.1 F

HTTP/1.1 HTTP/2 2%

HTTP/2 HTTP/2 NB

gRPC HTTP/2 CH4tO| gRPCE |5t 72
=k

HTTP/1.1 gRPC F

HTTP/2 gRPC POST 28 Al &3

gRPC gRPC M3

gRPC Z2E & o CHet 1ed AL

. X|¥EE RS ElAL Z2EZ2 2 HTTPSQILICE.
. X|¥E|E LS CHA R332 INSTANCE & 1PQLICE.

ZIZEE HM 64
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« MH|AE gRPC QHEE 7 & BEMSID I7|X|, MHIA L HMEE J|HSZ gRPC &S MAMEH
CHA D=2 o 2 gt ElstL|Ct.

« Lambda &4+ E CHASZ AIEE £ QiaLCH

HTTP/2 Z2EZ Mol Cit Ted AL

« XHE|lE fUSH EIALH Z2EZE2 HTTPSYLICH CHA 28 Z2EEZ HTTP EE= HTTPSE M
EHSE 4~ Ql&LCt.

. XHElE U ElAL Al e 4 1™ SELCH

- XElE e tHe R 2 INSTANCE & IPILICH

« MHIAE ZCI0|HENM 2 AEZ|AE K|ELICH MH| Ao Z2 7l AEZ|IYE K|HE
X| et&Lct,

VPC Lattice CHA T &0 CHEH Ef

Efl1E AME5IH L, ARK = &84 Sof et i DES CYst WAoo Z BFe £~ laLcH

Zt i JE0| o Ei2E F71E &= U&LICH B} 7= CHa O .=.HE='§ TRaHor ELICH CHY a8

of o|0| ¢AE 7I1E Sl Ef21E F7I5tH s Ef12| Zf0| MO|o|EFELICH

A0l B EflOE ANE & UsLICH

ANIst ALE

. ALY Z[CH EfT - 5070

. %|CH 7| Zo|-{L|TZE 2K} 127X

- Z|CH ZF 2ol - RLIZE EX} 255K}

« Ej1 7|9} Zt2 CHAERIE FEELICE SEElE EXl= UTF-82 E8e £ Qe EXl, 24 2l =
Aot EF EX+-=._/@YUUCt M = £ ZHES AL SHH o ElL|Ct

« Ef1 O|& &= 2ol aws: HFAIE AWS AF2SIES 02 k|0 IeT 2 AFRSHX| OHAA[2. O]
FAZF X|IHE E 2 O|EO|L} 22 HEISHHLE AFXE &~ giaLIC ol MF A X|HE Bl E 2l
A E| £ AMgtoll & E|X| et &LCh.

£2 M8stod tiy 25 B2 E Yolo|EStE

1.

U

https://console.aws.amazon.com/vpc/H| Al Amazon VPC 2& 2 L|Ct.

Bl Addo|E
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2. ErAM & O|VPC LatticeOll M CHA 2 &S MEIFHLICEH

3. O OE°| o2 MEHGto] HE HE HO|X|E PLIct

4. EfO ®S MEAFHLCH

5. EfOE FIiste{™ el F7HE MEHEH OHS el 7|9 B gt S 2dEuct o2 efa & F7tst
24T A ICt. Ef3 F=717t 2PEEI M HE AE ME S MEdELICH

2
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Pl sl
IJ
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E AM85lod i 52| E{1E YO|0|EdtE{™ AWS CLI

tag-resource 2! untag-resource WHE AFSEHLICH

VPC Lattice CHA O & AMA|

Elal Ao ME oM Hxotx| b= iy 2&S AXE = U&LICH Oy 2&E MXsiT
e 250l S5 cigols I OIXIX| et&LIct SSE EC2 QIABAT ] Ol ER2sHX| 2
B2 K E= Y + UAsLT

EI-AH 7‘|'O-I|A-| EHAI- j_ I_.|E_||.||g=l|-l__||_-_|_
% A{EHS} XFo4d AI-7(.||§ AI_-|E_||-Il%=I|-L_||:|_

1
2
3. et OEoi st &elet
4

Al
&0l H|A|X|7} LIEFLFH confirmS Q248 CHS AP KIS MEdEFLICH

E AM85lod A I &S AX|SHEd® AWS CLI

delete-target-group HWHE AL EHLICH
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0
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-target-group.html
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VPC Lattice MH|AE |8t 2|A L

VPC Lattice MHIA AFR & AISt3t7| 0] BIALHE R 7HHOF BLICH BlALE PAS ZR2EE U X
E ME85lod o 2HE Eolste T2 MAQILICE 2|AL{ol CHEH Holgh #&lof| el ME|ATF S
SEste Yol ZHELICH

Ez| fjaoz XS g}

O ol 5 rarget group 1
Rulas T,
= o

Targat group 2

LHS

- 22 7
gt HTTP 2lA 4
{8t HTTPS 2lA L
{8t TLS 2lAL

?|3t ElAL 73

« VPC Lattice MH|A

« VPC Lattice MH|A

« VPC Lattice MH|A

ANE
=
ANE
=
ANE
=
ANE
=

« VPC Lattice MH|A

« VPC Lattice MH|A Q| E|AL] AMA|

2lald 74
A= CSn Ze T2 EZE 2 T EE X|HELCH

EEZ: HTTP, HTTPS, TLS
ZE:1-65535

2lAL] Z2EZ0| HTTPS®! B2 VPC Lattice= VPC Lattice0ll A 2438 FQDNIZH ¢4Z2El TLS Q!
SME Z2H|X{YstT B 2|ELICt VPC Lattices HTTP/1.1 & HTTP/20{|A TLSE X|&dEfL|Ct.
HTTPS ElAL{Z MHIAE F43H VPC Lattice= ALPN(Application-Layer Protocol Negotiation)2
MNESIO{HTTP Z2EZE2 XAISo 2 ZAMEILICH ALPNO| 1= A2 VPC LatticeE HTTP/1.12 7|8
Zto 2 ALSELICH REMIEH LHE 2 HTTPS ElAL] EHHE R ZSHAAIL.
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VPC Lattice= HTTP, HTTPS, HTTP/1.1, HTTP/20lM =4I CHZ |5t O|2H8t Z2EEZ L O 2 E
CHAN O EAISE = QIASLICEH ElALHQ CHA 28 T2 EE0| UX|E EHe e 9i&LICH VPC LatticeE

Z2EZN WX Zt Had|o|=et chado|lEo| MA| ZEAMAE at2|ghuct RIME Lee =2

E2 T CHg AT SAAL. o

Z 3ot 5 TLS ElALE dde = AU&L

2
fl

o
N
o
e
o
<
v
O
—
QL
o

D

]
>
ol
l?ﬂ
r
[m
o}
j]
[0
Jir

VPC Lattices 7|2X 2 Z WebSocketsE X|&5tX| ot&L|CH 22qL} TLS 2lALHE AFESHHLE VPC
Lattice 2IAAE E5l 2t REI5H0{ 047S| Websocket 7|8t AMH|A 0| @438 4= Q& LTt

VPC Lattice AMH|AE Q{EF HTTP 2|A L

ElALE ¥ 2FE HQlsts Z2MAQLICH VPC Lattice MHIAE YUE M 2lAHE HolE +
Q&L ANMELE MEIA0 EIALHE FIHE = U&LCh

ol Ho|x|e] HE= MHIAE HTTP 2lALE ¥dste ol =20l ELICh CHE Z2EZ S M83te
2lAL] Mdol CHEr RHMIEH LIS 2 HTTPS 2lA L W Mg HESIHQTLS 2|4 L.

AMN™H E=A

712 2lal] Ao ME A
KEMIEH LIE 2 VPC Lattice CH

0z Mo

H OO - —2 H 4.
« 04 2laLolM SUe CHY &S XIEE + UXIEE, 02 ElAL = S AMH|A0 &olfok &

= e
LICt CHA T & VPC Lattice AMH|A0M AF2 524 CHA 2 50| VPC Lattice MHIAZ2 2 E|A
=i do)

HOHIM AHS E|T UK o2 %]

HTTP 2|21 &7}

X2t MH[A0 2lAa & #=2lg FIHE = U&LICH 2lALH{0|AH EE0|HENMH MHIAZS| A
ZE B ZEEE W ZE HSQ 7 2{of| CHEF VPC Lattice CHY 2 &S FE&LICH X}
Bt L2 BlAL] T4 EHIg BESHIAIR.

e
l
|>
ind
=T

Z&2 M838t0{ HTTP EIALE F7tste WY

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

EFAH 20| VPC LatticeOll A AMHIAS MEHSHL|CE.

N

HTTP 2|AL 68


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

10.

£ A

MH|A O|§ 2 MEdFI0{ M|IF

I8 B 2lald FIHE MEIEHL|CE

2IAL] O|E 0| M AFZ A XA 2|AL] O|EE MESHHLE 2lAL{e| ZEEZT TEE 2|AL] O]
EoZ AEE £ JU&LICH X|IHE Argxr NS OI%% Z|CH 63XHH K| 7ts35tH A™He| 2E MH|
AOiCH o RsHof ELICH K58 & O|ZE(-)LICt. sto|E2 X EAt E= OFX[E
EAEZAEE = QD CHE oPOI% HIZ T|01| AP%% T QELICH Ol 2 M-EE o= H

B =+ gi&Lh

||
_QI_-

0 n
_>,i
r
m

N
O
LO
OII

= = = L—
& oiy ZL-E——O—I 7P3X| o™ Z Oy 252 Ecizel Hite #4ELICH iy 35S o

LtEF X[Her Zol= E2i= 2l 100%7t stLte| cHe D& = S ELICH

E2 Mesm JHERIE RIFEL
(M4 ALSH CHE FRIS S7botHH 78 5718 M3 08, T2l 08, 9M 29, 27 W &

2t 2I0fl 1041 100 ALOIS] 41 29 HE B 2048 £ UBLICH BlALYE M 2207t SYs
TAIZ o2 T AHE £ laLIch FE JHE 2 2ol 7t £ 2ol o127 K| M &9
et WIHELICH 712 FAIL nhxistol BIHELICH RHME LSS BlA T EHIg B A

FIO —‘T'—

(MEY ALY B2 & F7tetedH 2l B3 E & st M Bl F7HE M=istod BiT 7(9F B
Ct

| &5t04 HTTP 2|ALHE F7I5t2{8 AWS CLI

712 7ElIo 2 B|ALHE MM5IE{H create-listener BAE, F7} 2lAL] #EIE MA5E{H create-
rule BHEE ALSELICH

VPC Lattice MH|AE 2[&F HTTPS Z[A L

BlALIE 17 22 HOlsts Z2MAQLICH BlALYE MHIAS MAE 1 HolFLI AMEX]
VPC Lattice0ll A MHIA00 BIALIE %748 4 L

HTTPS Z|AL 69


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html

Amazon VPC Lattice Add a permission2|

TLS BH™ 1.2 EE= TLS ™ 1.32 AF2 3504 VPC Lattice2t2| HTTPS @142 2 ZS&E35t= HTTPS
EIALHE MME £ &LICH VPC Lattice= VPC Lattice0ll A MM 8t FQDN(E R HE =H Q! 0]
2)1} HZE TLS QIEAME Z2H|XL5 D FEIELICH VPC Lattice'= HTTP/1.1 2 HTTP/204 A
TLSE X[HFLICH HTTPS 2|lAHE MH|AE F45tH VPC Lattice= ALPN(Application-Layer
Protocol Negotiation)2 S5 HTTP Z2EZ S AH52 2 ZAYFLICH ALPNO| 8= 7S VPC Lattice
E HTTP/1.1E 7|22 22 ASELICH

VPC Lattice= HE| E|IAA| O} 7|RIXE MBFEE SUS A=ZQENM 042 MH|AE ZARE
£ U&LICt VPC Lattice0l M= 2E Z20|1E o CH3H SNI(ME] O|F E A2t &7H TLSE A
& LICH Encrypted Client Hello(ECH) 2! Encrypted Server Name Indication(ESNI)2 K| E|X| &t &
L|C}.

VPC LatticeE= HTTP, HTTPS, HTTP/1.1, HTTP/20{ M £=Al CH7|5tD O|2{8t Z2EZ L WX 2 E
CHAM O S 418 = U&LICE O|2{E 2lAL{et CHA O & 742 UxISHK| &otT E/LIC} VPC Lattice
E ZEEEN HY Zt Yado|=et Ct2as0|Eo| ™A Z2MAE BE[ELICH RtMEH LHIE2

2EZ biH Bl HESAAIL.

OHZ |7 0|M0| ECHEIE HESHEE 5tEd™ CHAI TLS BlALE MMELICH TLS THAARE A5}
M VPC Lattice= TLSE Z=5HX| of&LICH RIMIEH LI TLS 2lA L EHHE BT RFHAAIL.

2ot
VPC Lattice= TLSV12 ZZEZ1 SSL/TLS &3 SE2 X &st 2ot Mg AIELICH Z2EZ
2 Z20|HEL M Zhol 2ot 442 A 5t0{ E2t0|HE 2t VPC Lattice 7Hol| MEE|= 2 & H| O
E{E ot H EsgLIch 2= IYE HAIXIE 4357 @l 535 7|8 AI8ste 458 €1
BIEQULICH Z2EZ2 o] 7He| & E E ALl CIOIEE Y ESHELICH A4 40| O|F K| &
ot Z2I0|Q1EQ} VPC Lattices= Z4HZ0| X|ete &5 LW Z2EE S ES MST =02 EAIgLCH
7|2Ho 2 Mo SE0|AM Zet0|ES| &5 F 5tLtet Ux[etes X M =71 Eot ¢iAE <|5H

MESEL|CEH
VPC LatticeE CtS TLS 1.2 SSL/TLS &5 E0| 7|2 M™H =MZ AISErL|Ct.

 ECDHE-RSA-AES128-GCM-SHA256




Amazon VPC Lattice Add a permission2|

* ECDHE-RSA-AES128-SHA
 ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

* AES128-SHA
AES256-GCM-SHA384
AES256-SHA

EEBH VPC Lattice= CH& TLS 1.3 SSL/TLS & E & O|2{8t 7|2 8™ &AM E AFSELICH

r

 TLS_AES_128_GCM_SHA256
 TLS_AES_256_GCM_SHA384%
 TLS_CHACHA20_POLY1305_SHA256

ALPN %%

ALPN(Application-Layer Protocol Negotiation)2 Z|Z TLS $1=AM|0|3 hello HIA|X|E Sl ME L=
TLS & elLich ALPNS A 5HE ofZ 2|7H0l4 HIZ 0l HTTP/1 L HTTP2 22 2ot oiz7dg S
ArEElor st Z2EZE HAE = &Lt

Z20|1E 7 ALPN A2 A|ZH5tH VPC Lattice MH|AE ZE2I0|HE ALPN 7|2 MM SE2 &l
ALPN H&0t H|wgfL|Ct Z2t0[HETH ALPN HHo| T2 EZE X|5t= 8 VPC Lattice AH|A
= ALPN H&o| 7|2 MY S8 J|Ho 2 ¢iAS d™ELct OZX| o™ MH[AE= ALPNZ A
85t x| ef&Lct.

VPC LatticeE= CIS1t Z2 ALPN HE S x|2d&L|Ct.

HTTP2Preferred

}OI'

HTTP/1.1E2Ct HTTP/28 MZ BFLICH ALPN 7|2 M% S22 h2, http/1.1LICH.

HTTPS Z2lA L] F7}

a

El&LH0M EEH0|HENM MH|AZRS| AAE 9Bt Z2EE & ZE M5 9} 7|2 2|A w30l T
ety O58 7 EFLICH MAE WEE Bl 76 HHs HESHAR

ALPN 34 71



Amazon VPC Lattice Add a permission2|

NS Ta

7|2 ElAaL] 7o MY AY2
KtMIEE LHE 2 VPC Lattice CHAS
ot ElAL{0H S Y CHe OS2 XIEE = UKL olz{Et 2lalHE
ol &35loF BtLC CHA 02 S VPC Lattice MH[AOIM A5t e
802 ZlAL{0M A |1 UX| o2 x| &QlsHoF & LCH.

VPC Lattice0l| A XS 35t= QIS ME AFE5HALE A QIS ME 7K = U&LICH AWS Certificate
Manager. Xt A8 LI& 2 the section called “BYOC” EFHE FHESHAIAIL

I8t VPC Lattice MH|A
£ 0| VPC Lattice MH|A

ZEE A5 HTTPS 2|AHE FItstE &Y

—

o > oD

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 iLlCt.

Ef M & 0| VPC LatticeOll A AMHIAS MEFFLIC,

MH|A O|§ 2 MEH5I0 MlE HE H|0|X|E LICt

ot oM 2lAal F7HE MEigLICt

2|A L] O|E0| M AFE X X|H ElAL] O|EE MESHHL SlALHe| Z2EEZEN TEE E|AL{ O]

ECE AMEE = A&LICH XIHE AEAF X 0|F2 =0 63X K| 7t S5 HEHL 2E A
HlAOlCH TR&HoF &fLICH R& 8 EAHE a~z, 0~9, 61 0|E(-)LIC} 5l0|E2 % EAI EEE OFK|

U ENZAMEE s WO |Z HIZ Flofl A E £ QIALICH BlALHE M3 Fof

2AL{o| O|IEE HAE

AN
T

ZZEZ: TENAMHTTPSE MEiStT T E
Al_l

_,_
(®)

r|r
5 FIIH

LQE B9 7|2 Selol CHE CHY TBS 57HE 4 USLICH B £7H8 M8 OHS ThY 2
E2 Mesm JHEAIE AIFeLC
ME4AFS CHE REIS FUbSHAH T A £7HE ME C1], 7RI0| 08, R4 291, £ U &

2t F2lofl 1014 100 AbOl2] @M 29| HE & Roig ok BlALYE @M 2917t S Y
TS ofB] W RHE £ Qi&LICH TEIS JHE 2 ZtolM 7HE 2 2ol O|Z7IMHK| 24 &9
[

et WIHEILICH 712 7A 2 A 7 BHS AE5

r|0 -'T'_
o
Ral
=}
=)
oH
N
i,
r
ful
pal
=
rok
o
oo

HTTPS 2lA&L4 F7 72


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

9. (MEAY) EI2E F7totcdH 2l&a B2 E s M BT F7HE MBS0 Eia 7|9 B

10. HTTPS 2lAaLld QIE M MM, MH|A

= [ A 2
A2 VPC Lattice= AHS2 2 TLS QIS ME M504 E|ALHE S8 EClE &S ES&LICH

M MHIAS A8 o) X o_%wr o10] ti=Elo] 2Lk

11. 7+ dEStD FI7IE MHEHgLCE.

E ME38tod HTTPS ElALHE F7}t6t2{™ AWS CLI

712 #EIeZ BlAL{E M/E5tE2d™ create-listener BHEE, 7 2lAaL] 722 MAH5H2{H create-
rule BES AFEHLICEH

o g E 2L PVPCLattlceA-II:II E MAMBH B|ALE XMolgt &
Ch. ANt E MH|AO 2lALHE FIHE £ &Lt

VPC Lattice7t &= 3tE ECHEIE S5 36HX| ot OHEE|AHO|Mo 2 HESEE TLS 2ALHE MY
g £ UaLch

VPC Lattice7t = 3tE ECHEIE2 5353l6l10 4S5 E|X| A2 ECHEIE o Z2|F|0|Me 2 MEEE
£ Ste{™ CHA HTTPS 2lALE 8L REMIEH LI 2 HTTPS 2lA L] EHE & X %P AMAI2.

k=N

TLS ZlAL{0l|= 2 124 AFEHo| M=}

« VPC Lattice MH|A0|= AL X} X[H =HIQ! O|F 0| Rloqof FLICh MH|A AFEXF XIH =HIQ! OlF
2 MH|A O|2 EAI(SNI) YxIZ AFSEILICH MH[AE MAE M QIS ME XX F2 alE 215

Me A EIX| k&L Ct
o TLS 2lALH0 8l SLUst #=El2 7|8

=1
s
°
r
n

+ TLS ElA149] 7IE SHi2 TCP CHAF L& ofl CHEH FEF Shefolofok BrLict
. 712Mo2 TCP Che TS0l Chal M Ael 2Ql0] HIE AISHEILICH TCP CHY T80 CHE Aef 2
olg HABIHE HO T2ES U T2 ES WHES XIEsfor B

TLS 2l&L 73


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html

Amazon VPC Lattice Add a permission2|

TLS 2lAL{E= cIient-heIIo HIAIX|2] SNI ZEE AF835I04 2 etE e LICH Yx[etE 70|

client-hello?} He 5| UX|st= A< CHAO| 2t EFLE I SAN QB A U

DE EfjEIe ZoI0|HENAM CHACE 25 5=El MEIZ SX|Z|E 2 VPC Lattice= HTTP sllEH2
2 & QIQSH HTTP SIHE & UstHLE M7HE £ i&LIC [M2tM TLS 2laLe 2 Chsat &

gﬂ'E H
2 Agh AHEo| /&Lt

o

MHaie ol Hot =X 2 AN|EHEILICE.
« Lambda CH& 2 X|HE[X| & &LICEH

Websocket 2122 TLS E|AL{E AF25104, VPC Lattice MH|A0]| @1Z2E £ Ql&LICt Cl21t 4
Mg AP ol /U&LICE

. 47 AlZt2 10222 FBHEILICH

ot 5 &t El 22I0|HE Hello(ECH)E X EIX| t&LCH.

2= 3tE A O|F EAI(ESNI)= XIHZIX| ef&LCH

TLS 2|A L] F7}

E|AL0|M 2Et0|HEMM MH|AZ S| A S {8t
Ol 252 FEELICH REMEF 82 El&L

Z£E2 A835t0{ TLS 2|&LHE FtetedH

1.

o & 0N

6.

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt
=f M %] VPC Lattice | A MH|AE MEHEHLICY,

MH|A O|F 2 MEistod MF HE H0|X|E LCH.

2H2 S B0l M BlAL £7HE MEEHLICH

2lAL] O|F UM AFE R X[ 2lAL] O|§ 2 MB5tHLE 2laHel Z2EEZ0 ZEE 2[AL4 0]

522 AH8E + UELICH X8 AL X X8 0|F2 2/ 63X K| 7S stH HIHL| 2E A
|A0tct T RSHok BfLICH f 28 2Xt= a~z, 0~9, 5t0|E(-)LICH S0|E2 X Xt E= OtHX|

U ENEAMNSE T QI CHE 50| HEE Flof AEE = i&LICH ElAHE HdE Fof

rl

s
|

H

rr 4
E
).
‘_1
lo
S0
m o
o 4
E
\J
AN
9'|_|

Z=EZ0|MTCP

M
ri
1@
F
yk
Im
(=
m
u
Fol
M
e
il
o
-
o

TLS 2lAL] F7¢ 74


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

7. CHY OO YoM TCP EZEEEE
EiStoo| CHa 5o €2 E 715 Cl
LICt CHY O & F7IE MEiEH OIS CHY 052 MEistD 7HSRIE =dghLict.
a

i mjo
>
m ()k)
9'|_|
A
[m
o
j]
o
[0 4>
>
Q'I_l
rr
<
v
@)
—
O
=
(0]
]
0
I
ie|
mo
K

£ Ar&83st0q TLS E|&LHE F7t6ted AWS CLI

create-listener HHE AIE5104 7|2 #3202 ElAL{E MMELICt TLS PASSTHROUGH Z2EE
£ K|™ghct

VPC Lattice MHIAZ 9|3t 2|AL] 7=

2 BlaLds 718 Fo| lon £7t Fale Holg 4
=
=

— =
Y, stLt ol¢f el zHdeo =z FHELICH HANME FEE

k

LiS

N
M

x [
M
4o

2

=
ot

4| | oy
LN i
2 [P [P |2 |Ho |
I3 Y

[0|E

=1
i
1z
A

712 A

BlALIE Mg o) 78 7ol ChEt 5tle Holgtit 7|8 Rl
L{o] 7&lof ChEt Z7H0| SFE|X| otoH 7I= FElof Chal AHeio] £

X AL
A3 oM &g
2 FAlDbC 24 2917t 9

ek B7HELLCH 718 73
Jtsgct 7|8 nalo 2

LICE #2352 71 &2 2ol 718 £2 2ol 0|277Hx]| @M =<{oi
9ol BIHEILICE 7|20 ot & @M =2l AXMEX] #HEF0|

£ HEY & ei&Lich

0

Z ro o>
=]
20 A
d

EENE RS 75


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html

Amazon VPC Lattice Add a permission2|

A A

VPC Lattice AMH|A Q| BlALHE ME =dnt 1™ SH 2 X|HELICE

forward XS A& 35104 5Lt 0|4 2| VPC Lattice CHA &0l 2HE 2IREE £ Q&L
forward Zdof CH3H ofd CHA &2 XIHste 42 Z chd aEol cisl 7tS xI1E§ X3t ok &L
C. Zf e 28 7HSRI= 01t 999 Atole] Ztluict. 7H5 CHe :LEOI UE BlAU AT LRIsHE
QY2 IEXIE 7IECE O|zq&t CHY O Eof HiZELICE ol E , ZtZF 7HER[7F 1021 5 742l
4 OES XIEstH Z e OS2 ™S MMM gh& L. 7|'67<|7|' 0l et JET 7HE %71 20
QlCHA I8 F 7HE XIHsHH 7t3 (7t 209! CH4 I EO|CHE CHA OEEC F H B2 Q¥ S gHE
L|Ct.

% SE Ak

fixed-response 2 E AIE350{ 220|YE QLEE AXl|stD AFE X}
! |

) X
£ QU&LICt O] U2 AF25104 404 EE= 500 SE FEE dhete = &Lt
Example0i| CHEF 17d 8 %4 9| off AWS CLI

A2 HEILL YCI0IE ) Sl KIWE 4 UALICH CHS S XIME Me) 227t 2= 1
cC

x|
St ELct.

02

"action": {
"fixedResponse": {
"statusCode": 404

1,

eSS

2t 7Al ZT0lE RBI TA HETH A& LICH F ol Chst £70| S EIH Ado| £ HELIC

TEIo] Chal XIHEIE YRl 7IZ S O m ZaLc

3 Yx
OIRElR ZH QMO HTTP SIC{E 7|8He 2 LT HTTP 8lic 242 AFR5104 Q& 0| HTTP 3
CIE VMo R 238 BIeusts FAS T4Y £ UaLch EF £5 ASK XIF HTTP 5l
Lol 0|8 S XM 4 YBLIC 5] 018 T Y| BiHs HARKHE TESHA| Sb&LICH Tha

EESESEY 76



Amazon VPC Lattice Add a permission2|

EA TES 7AA o]l dHE HEY & USLICH AUEFIE EXtE sl OIF M= RIZHEX] &
&LICH sl LRlols HFA X[, G&et x|, 28 LR|7F x| HEHLCH

HAME L]

HTTP 2 HIME 27 AL 3o Mol HTTP 2 HAMEE J#toz eig BleTsts 7
2lg TAE £ UALICH BE £= ASK KT HTTP HMEE XIHE £ UsLDh HAMEE o
ARXHE TEFLICH HME 0180| &2r5| YxlsHok BLICH s sts SR XIHEIX| &L
ct

Hz U

Z2 A742 A85tol @80l URLS 7|80 2 23S Bt st RAlS Holg 4 laLit o
U ste BAHE KIMEIX| S&LICH BRO| MTA YxlSH BEE Uzl K|

= ==

JES]

AN E Elal] #EE FIHE + U&LCH

ZE£E AL85t0d Elal 7EE FIhste Y

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 LICtH
EH A 29| VPC Lattice0ll A MHIAE MEEHLICH
MH|A O|§ S MBS0 ME HE H|0|X|E LICH.

2He 8 oM Blal WES Metghch
2lAL] 7RIS eatstn 7E FIHE MEdgtLCH

7 o|go] 72 olF2 Y=gtuct

24 £2lol 1014 100 At0|o] £ M £=9|8 igfLict FEI2 7hE W ZholM 7HE &2 ol
Ol27|7Hx| @M &0 et WrELICH 7|2 F2I2 obx|2ol 7L

ZHOIM Z2 YUx| 70| A2 e detLich 2 2xrgol 2o 271E 200k LTt of Hi

Ir

CH
= AEXE FESHR A&LICH ALEFIE EXHE KIHEX] eE&LICH

El

sl Yx| FE HME Lx| 72 ZZHE F715I24H AWS CLI EE= AWS SDKE AFE &L Ct.
xFo40{| M VPC Lattice CHA 1= MEdSHL|CT.
474 AbEF K{A&HS MEHSH|C}

—

Sl 77


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

E A8stod &g FTt

ol
2
>
=
0]
0
=

N
o
A
oin
o

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC & & iL|C}.
2. M FO| VPC Lattice0l| A MH|AE MEEHLICH

3. AH|A O|§& MEi5t0 MF HE HO|X|E ¥LCt.

4. BtRE oM 2lALH E
5
6

2
TEg Mg

ool mah #& oM &9, 24 % selg +HELI

ACIOIES AEST B473 ALEH X{&HS MEdEtL|C)

update-rule BB E AFSELICH

A AR

M
=1
b
rlo
1>
4
ok

BlAL40f CHet 7|E0] obdd FEIS AMEX| AME 4 laLict 2lAL{ol Chet 7|
+ iaLIch BlIALIE MRS 2 E BlAL Fal0| AXIELIH

2e&e Agstol 2lal TS ARsE Yy

https://console.aws.amazon.com/vpc/0l M Amazon VPC 2& 2 LICt
EH A 29| VPC Lattice0ll A MH|AE ME4EHLICH
MH|A O|§ 2 MEHSto M5 HE H|O|X|E LICh.

E

o
EHO| M 2| AL] TS AMEHSH|C}.

I I N I
[gh]
']
4o

E|

o —
FES ¥ 1 MHE ML
7 AFE KRS MBI

& o= 78


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-rule.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

delete-rule WS AL EFLILCE.

VPC Lattice AH|A 2| 2|A L] AFK|
HAME BIALE AME 4= USLICH BIALE AfAsHH 2 E 2|AL 720 AIS22 AMXIELCH.
Z&E2 ME35to] ElALIE AAlstE YWY

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC &2 dL|C}.
2. B FO|VPC Lattice0l A MHIAE MEHEHL|C

3. AlH|A O|F & MEislo] T HE H|o|X|E dLCt.
4
5

O
2t L& BolM BlALY AKE MBI

2Ol HA|X|7} LIEILEE confirmE 2T CHS AFKIE ME4EFLICEH

£ A83tod E|A&LHE AfA|stEd™ AWS CLI

delete-listener WHE AI2SHMI2.

g2lAL] AFA]| 79


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-rule.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-listener.html

Amazon VPC Lattice Add a permission2|

Amazon VPC Latticel| VPC Z|A&A

VPC E|IAAE ZZRO|CIE Bl EE 2 SR AZEQ o ZZYUA(ISV) THEL{QI S RE + A&L]
Ct. VPC 2|AAE Amazon RDS C|O|E{H|O|A, ZHIQ! O|& EE= IP TA9F ZH2 AWSLH|O|EIE 2|A
ICt 2lAAE VPC E= 2XE0|A HEXHZ U2 = Yo 2 WHAE ER Tt
WS RAM & AtE7510] BlAA0 HMHAE = e Eot FHE KIHELICEH 2lAA0] A
&= Qe BlAA HOIEQO0IE Mdghct. = E ZIAA TE ZAA OES LIEHLE
A

78S SEELC

>
).

Z
ul

rok
OH
30
Q'I_l
AN

EIAAE BRSe Eo FH= VPC AEEZQIEE AME5t0] Ol2{8t 2440 HISTHE HAMAE =
A&LICH ElAA VPC AEZQIEE AL 510 dtLtL| E|lA A0 HMA S HLE VPC Lattice AH|A L|
Ef3 9l o4 E|laAE EFEHT MH[A LIEST VPC AEZCIEE AHE5H0{ MH|A HES{Z0i
AM A = UG

CtZ MMo M= VPC Lattice0| A VPC 2|AAE M5t T #EIStE WS dBELICH

|

« VPC Lattice2| 2|24 HO|EHO|

« VPC 2|A&A0 CHEt 2|lAA 7

VPC Latticel| 2|A~A H O|E O]

2lAA HOIEROolE ElAaATE Qe VPCE ECiEE s 4letE KIFAULICH o2 7H8 gdol 4™ +
SELC

CHE VPCLt A0 M VPC L 2[4 A0 HMAE HEO2tH, SHE VPCOH = BIEA| 2[AA HO|EL
O|7} Qlo{ok EfLICI SRl ZE BlAAE ElAA HO|EQ 0| AAELICH CHE VPC & HHO|
ZCIO|HE T AL X VPCO| U E BlAAN HMASHH SHE 2| AAE EBfZIO| O VPC Lo ElAA
HOIEQIO[MM EZEE E0{2= RAXEH QUAFLICH EBfEHO AA IP FAE 7H8 o] /U= 2l
A HO|EQo|o] IP FTAQLICEH ZtZE 2|AA T} 048] 7HR! 04 BIAA FME Z|AA HO|EL 0o o

Zg =+ A&LC

CtS Ctoloa 2 2Et0IAETL 2|44 HO|EQ0IE Sall ElAa0l AMASHE Y-S EoiELICH

2lAA HOo|ES|of 80



Amazon VPC Lattice

Add a permission2|

VPC Lattice
service network

. VPG |

Service network

owner
Resource
configuration

Resource
gateway

Resource

Direction of association

. Bueccessful association

Direction of communication

o E|AA __rLA-l DNS §_|I- |
+ VPC Lattice0ll A 2|AA HO|EL O] MM
« VPC Lattice0ll M 2|AA HO|E Q0] Atx

T AHE
2la4 Ao|Egolol= Cche Tt Ze 1ed Abgro| MEELH

e BIAATIRE T

78 HAHolM HMA THSEEE stEdH, 2o
ol 2™ MMsteE X/

ol E&Lch

k=2
o
=
[

« VPC U= EZOIEQ B|AA HO|IEQO|= £|A 170 O|AF 7} Q3<d0
[e]|

« StLto| vPCol= Z|CH 1007H2] SIAA HO|EQ0|E MA s £ Q
Lattice & HE S R ZTSIM L.

+ VPC Lattice= 2lAA HO|ES|0|oll M ENIs F7He = &LICH
« 37 VPC MEYIO| e 2lAA HOIEH O

2 H0|ES{0|l= VPCE &R e A™EHE 37 VPC MEHIO| HIZ
HO|EHolof CHE ElAaA TE2 ElAA HOIEHOIE &7

. 2|A

. BlAaA
&Lict.

HOIESIOIE 7S¢ B2 718

02

| 4A{0F EfLICt.

J&LICH REAMEH LHS

= VPC

ALY

81


https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html

Amazon VPC Lattice Add a permission2|

HotOE

Bla2 AolEgolof 2ot 1B S 917 4 AUALICH B4 AHol=olol ChE Hot 18 FAe 2
A4 HolESOl0IM BlAAR Fate ofRub2E ERfTI FMofgic

ClolEf#lolA BlAAR S5t 2laa Ho|EF0| ERjZo| HEElE ofRHI2E 7
2|44 HO|ES Ol B[4 2 58H glAANM 525 2lAL ZEEZ2D}
ZE Helol chet otRbt2E ﬁ&%ggﬂwauq_

Destination ZZ2EZ ZE B9 e

#Hi## CIDR ## TCP 3306 2|AA HO|ES o]0
M O|O|E{H[O|A 2
St ECEE 58

LICE.

SF

o

I[°T|'0

2lAA HO|EQO|= IPv4, IPv6 E= FU ARH FATL JUE = UELICH El&A HO|ES 0] IP
FA REL o470 MHE CHZ 2IAA HOIEY 0| MEUT B|AAL P FA R S 8tE|o]of
%I-L_||:|.
= .

IPv4 - 2|AA HO|EQ0| HE YT CIE{m0|A0| IPv4 TAE &tCHstL|C} 0| M2 MEHSI D E

MEUof IPv4 4 He{7t D, BlAAE IPv4 FATE JE EoiEt XIZELCH o =

5t 2|AA HOIEQO|ENIF IPv4 4 =8 FHE = U&LICH

e IPV6 - Z|AA HO|EQ0] HIELT QIE|H 0| A0 IPv6 =EAE SHEHSHL|C} 0| SME MEHS D E
MEHO| IPve & MEUIO|T, E|AAM T IPve FATE e AR0fE X|HELICH Ol SME ME
otH IPve Fo7t KIS 2 S EEZ HElY 7t gligLot

U ABH. BlAA AHO|EY 0| HIERZ QE{HO|AN IPv4 & IPv6 FAE 25 T ELICEH O

MEiSt D E MEUo] IPv4St IPv6 T4 W7t BF U1, BlAA IPv4 E 6%

Soflgk X|ELICH O SM2 A8 5tH 2|44 AHO|ESO| ENIT IPva T4 £8 TAE £

Ct.

>|-l>

H
rlrm

%

<

=
k=]
—

74

(=)

oy rr = 4n

r

Hot g 82



Amazon VPC Lattice Add a permission2|

ENIE IPv4 =4

Bl HOIEROITH IPv4 EE FU AR IP F4 RS ABSHE B2, 2142 HOIES0l2] 2 ENI
of BT IPv4 T4 28 THY 4 UBLICH 2144 HOIEOIE AT I 1014 6274XI2] IPv4

= O
T4 S0l MEfghL|ct g o

IPv4 TAE HERT FA g48tof AFE E|0, 2lA A0 CH = B
Zt IPv4 FAE CHA IPE %|CH 55,0007H2] SA| ¢dZ2E R|HE £ Q) I—IEP 7|E’H9§ 2E A&
HolEQolol= ENIZ 167H2] IPv4 F=A 7} &t&HElL|CE

2IAA HOIEQO|7L IPVvE A SEE A5t 2, ElAA HO|EQol= RS2 Z ENIY /80
CIDR2 F=AIELICE o] Zf2 HAE + & LICt Z2Y = ME B {(MTU)= 8,500H0|E IL|CE

2lAA T4 DNS &l

T el olE ChHeQl 2laA ol CHsll 2|44 HO|EH0[7F DNS #0lg sdsts SHE X|HE &
AELICH O] £H2 HEY + Qi&LIcH ME & 5.

- PUBLIC(Z|&%}) - =HIQ! O|§2 H{E2! DNS sliA7|& At&35to{ = elE Lct.

« IN_VPC - =02l O|E2 2|AA HO|ERO|7I = VPCL| DHCP &M M Eo| +4E DNS MHE
&304 & QIEILICt Z20|8! DNS MHHE A& 35tHLE =HIQl O|& CHA O] Route53 Z 20| &

Bl dodof Q= A< Ol ALE3slof gLt

DNS #QI0| IN_VPCQl B2 ARNSE HOlEl ElAA THE BlAA 71|0|E |olof| Y = Sl&L
Ct. 2lAA HO|EQ0|7} IPv6-only MEHIZ AHE5t= A< DNS &2 IN_VPCE d¥E = oigL
Ct.

VPC Lattice0| M 2|AA 70| E Q0] A4
2a2 AR5 0{ 2lAA HO|EQ 0| AMAIEHLICH

Z£2 ME510{ 2|44 HO|EQ 0] A=EQIE MH5H7]

=
S
(7]
o
(@)
>
(7]
o
D
Q)
=
(7]
Q)
3
Q)
N
@)
>
(@]
(@)
3
<
O
Q
k=3
x
>
3
Q
N
O
>
<
jv)
@)
rH
g
mo
e
r
[ul

om
1=

F

2 o| PrivateLink 2! Lattice0llA 2IAA HO|EQ|0|E MEHSHL|CE.

o
A Ho|EH o] YdE MEHELICE

>

L N
w

>

A Ho|EH o] o|&Fol AWS 78 Lol M 78t Ol S URIELICH

ENIE IPv4 =& 83


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

5.

10.

IP F4 RYoIM ElaA HOIESO|EQ IP T4 RYEE MEHFLIC

U AEZ P FA REOE MEE B2, BlaA HO|EH0/2 Z ENO] BEE
olA
AAEH

7|22t ENIZE 16702l IPv4 FAQILICH Ol #ols BlAAS} KIS HAds|of Amst
IP =lL[C}.

VPCOIM 2|44 HOIESO|E dEE VPC R HEHIS MEHEFLICH

2ot aEolM =l 5712 2ot O
= Mjof&hLct.

ie|
fjo
ri
5
A
<
v
@)
[=3
x
x
E

>
5
m
o
1
Hu
1o
rO
Ho
N
[m
ju)
j]

2|44 14 DNS & eloi A =H[2] o|F CHafoil CHEF DNS 2 Q1 S MEigL|CE

«  ZZ}O[5! DNS MHE A8 35t7LE M2l O] CH4 O] Route53 ZEt0|8! AR B0 /U=
A< IN_VPCE M ELICH

24 A

ElaA HOo|ES o] HES MEELICEH

(MEY ALE) Bl E F7t6

—_
_=

B FItE MEstn e 7|9t BT gf S LU=ELICH

E A835tod 2|44 HOo|EQ0|E M stE{T AWS CLI

create-resource-gateway WS AL EFLIC}.

VPC Lattice0ll M 2|AA HO|EQO| AFA|

ol PAFS

HOIESOIE ALS3dtod E|&aAE AKE LICH

Z&2 M835t0o{ ElAA HO|ES 0| A K57

N -

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt

Eh M 2t O] PrivateLink & Lattice0l A 2lAA HO|EQ0|E MEHEL|

—_

Mrsteds 2lai AHO|EQo|o] B lEtES MENEH £ 21, ATNIE A2 MHEELICH 2l HIA|
X7t LIEITH confirmS QU243 OIS AMKIE MEASHL

E ME5l04 2|lAA HO|ES0|E AMX|5E{™ AWS CLI

delete-resource-gateway H& & AFgLIC}H

2IAA HO|EL 0] AHK| 84


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-resource-gateway.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-resource-gateway.html

Amazon VPC Lattice Add a permission2|

VPC 2|AA0] CHEr 2[AA 77

Elas 242 CHE VPC & HIHo| Z22I0|HET HMAE = UE ElaA EE BlaA OES LIEHY
LI 2laa FEE HolstH, OHE VPC & A ™ol Z2E0[FETI ALE A VPCo| 2|4 A0 CHEF OFH
gt ZElo|8l B HEST HAEE 518 = JUELICH 2liaa FH2 EBEE AlstE ElaA A

O|ES 0|t GAZEILICE CHE VPCOIA BlAA HMASE{H Z|AA TA0| QlofoF B L|CH.

LHE

- BlAATH RE

« IREE

. BlAA HOIEY O]

« Blas SZR MER XH EHIQI ol&
o BlAaA AH|Ro| AKX XIH EHIQI 0IF
- MHIA HERT AR A8 XIH ZHIQI 0|
. Blaa Ho|

.« ZE H

o BIAA MAA

« MHA HER3 f30to| HAH

« MH|A HEQI3 8%

EI/\/\ __I.L)\-I %

Blas T4 of RO 22 4 UBLICH M2 CHE SHe CiY# R0l Bl4AE Esiste O
e
—

At ELICH ChEat &

o T ZIAA TA P FEA = THQ O|ES LIEPHLICH ERlXoz 288 £ 9laL|c).
AP0 22QlLIC DNS 2 IP FA JEZQIE OEE LIEE O

2las 7M 85



Amazon VPC Lattice Add a permission2|

. 319l Elas T O 2laa TAo| HLIC
oz ZRE 4 gloni 180 YRz 3
Zobet sy 2B0l HMAY & e =2

* ARN EZ|&A T AWS MH|20] ofs Z2H|X'EE[= XHElE 24

2-319 B K522 *2lEUdh

CH OlOIXIE BHY, 39) U I8 244 T4S HoiFLC

VPC
o —
- @
n — i
Single resource {Resource WPC resource !
) \gateway
configuration |

PN | ') | — i
E_ ] i | j .'J :
— 1 | e L
i D— i 'Resource

Group resource

configuration -==- g: """ Yo WPC resources |

Child resource e :
configurations

ZIZEZ

Elas FEe ddg m 2o

ocoo=2
HELICH

|>
N
A
o
ok
[l
Hu
Hm
M
fjo
02
lo
ok
uls
30
I
r
ul
e
pal
rr
_|
@)
U
|K
Hu
Hm
M
ra
A

2|laA AHO|ES o]

2lAA T2 Zl4aA HOo|EY 0| HAAELICH 2lAA HO|EQOl= s ElAAT f|%|E VPCE

S0{2= T ™ HEg 2 ot= BN HERI QIEHT O|AENN)S| EELICH ol 2lAA FMHE
SYUE 2laA HO|ESolol ¢1Z2E &= Q&LICH CHE VPCs =& A ™| 2EI0[MET} VPCO| Ela

A0 BMASHH Z|AAE ST VPCO| 2|AA HOIEQO| IP TANM ZEHE So{= EBEE &

IgLct

86

[kl
fu
Hm
]



Amazon VPC Lattice Add a permission2|

clas SR A4S XE ZH el olF

2lAA SE2XE 2lAA AH[XIL 2lAA TP HMASHE O A8 E = example.comUES} Z2

o e
Blas T4l ALK XK TH QI OlSS 92 4 UsLICH ALK XIE THQl 0|8 L 2l4A B
SR AREHT HOIE & UL EAF EE AWS EHQIY £ BLICH Elas BIRE Bl4A T
_|

M M835tod JHA| B2{AE] L Katka BE2{AE], TLS 7|8 OHEZE2|70|M == 7|EF AWS E|&AE 3

« ElAA FHols AAEA XY ZHlo] shLEEF RIS 4~ U&LICH
« ClAA FEO MER XIE EH Q! o|§2 HEE + &Lt
X

« VPC Lattice@| =HIQ! O|F &l T2 MAE AL&3I04 AL AL X' =HQ! 0|2 &QIE &= U&L
Cl. XtMI8H L2 2 EHlg8 2F & 5t A A|Rthe section called “TH| Q1 A4 al =0,

- R OE L5t /8o 2lAaA FEo| B2 HX OE 2lad MM I2E ZHRIE X|Hs5Hok
gLICH o|F otel 2laA F-oles 28 THlQlel 5t =HQIR! AFE AL XIH =HRI0| JUE = U
&LICH J80| 38 THQlo] gl B2 shelof Chet ArEXE XIH =HIQl O|§ 2 AHEE = AUX|E
VPC Lattice= 2|AA AH|XLS| VPCOIAM 5t ZHIQ! O|20] CHEt ZAE QPodg T 2 H|XK{5HK|

2lAA AR AL A XE EHIQ! 0| 0| e Elaa Fdof CHet @32 E &35t VPC Lattice
7} VPCO M Route 53 ZE}0|H! EAR HAZ HESIEE 58 = U&LICH 2|44 AH|RH= VPC
Lattice7t Z2t0|8! ZAE FAUE el = UTF 8L T Hlof s MESHE S40| [U&LICH

HA HE3 A=EQlE FF= MHH|A HELT VPC S
& [ private-dns-enabled It2t0|E{E MHEE = UEL
ot B7H A~H|XbH= DNS &M & A8 3104 VPC Lattice7t Z 20|
g = A&LICH AH|R= CHE Z2H0[5! DNS 7|2 ™ 5o

ALL_DOMAINS

VPC LatticeE 2 E A2} K| T2l O|E0f =2t0|E]l SAE ¥HAg = 2 H|X{LEL|C}.

Blas SR AL A X|H =Ml ol 87



Amazon VPC Lattice Add a permission2|

VERIFIED_DOMAINS_ONLY
VPC Lattice= 32 A7} AHE XL X[ EHIQ! O|§ 2 &Qlet BRoEt ZEl0[H AR FHS X2
HIX 'S &t

VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS
VPC Lattice= &QIEl ZE AF&%F X[H THIQ! OIF 2 2lAA AH|RIIF XHetE ZIEH 20|
2l o|&of ciall ZEto|8! 34 Id¥g Z=H|XMF&LCH El A AH|RHE private DNS
specified domains Zt2tO|E{ =M@l O|§ 2 XY

SPECIFIED_DOMAINS_ONLY

T

r
ok

VPC Latticee= 2|44 AH[AFZE X3 EH QI O|F ol CHSH Z2t0[H! EAR PAE _EHIH !

LICt 2BlAA AH|XHE private DNS specified domains It2tO/E{0ll =MHQ! O|&
L|C}.

@o
oo I

Z2to|5! DNSE & ‘d3tst™ VPC Lattice= |44 r AGE ALER X[ Q! o F o
CHEr Z2to|s] 24 PHE VPCOH| dGELICt 7I OF ZEOo|E!DNS 7|2 MH2 2
MM ELICVERIFIED_DOMAINS_ONLY. &, 2|44 éaxm AMEX XIE =Ml olFE HY

P Eolg Z2tols! S AR Fjo| WY ELICH Z2t0|5! DNS 7|2 A& & ALL_DOMAINS
2 M5t SPECIFIED_DOMAINS_ONLY VPC Lattice= AFE At X = H|Q! 0|§ 2
SEjoil 2t7A[gio] ZEto|H 3 AR dHg YT LCH XIEE ZH Qo cHa Z 20|
AR G0 HHEH VPCOHM ST EHIRISZ J7HE ZE EEiZ0| VPC LatticeE &
sl 2ZFREIZEIL|C}. o|gqd8t AFE2AF K| =M@l 0|0 CHet E2H=!0| VPC LatticeE E1t35tE
£ St2d= Z<0olEt ALL_DOMAINSVERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS, &=

SPECIFIED_DOMAINS_ONLY 7|2 MXE AIE35tE Zdo| E&LICH

PRI L r°"
|-0|| FQ F|F

L|CHVERIFIED_DOMAINS_ONLY.

= 0
=
CoQlol Zeto|sl sAE BN =

2lAA AH|RHE Z2H0[S! DNS 7|2 d™E 2 dA™ste W0
o
o

0| &3dl| AH|AI= VPC LatticeTt 2|AA AH|XF AT Q| &=
ZH|IXMHHS T 51835104 Eot G

1]
I
et
1
30
o>
C
o

ZZtO|E! DNS X EH QoM EH QIS MEISHT| @6 2lAaA AHIXt=2 22 HHetE T el o]
&2 Y=my.example.comdtHLI2L Z 2 AUEFIEE A = UELICH* . example. com.
2lAaA T AKX A E ofg 1Ed Arg ol MEE Lc

- Z2}O[H! DNS &8s}

I
« VPCOlM Z2j0o|t! 3 A-E A Es5tedH AMH|A HERT E|laA A0 A Z2t0|S! DNSE & d3t
SHof BfLICH 2las 7o B2 MH[A HESIZ 2|44 440 Z2to|8! DNS 83 dEiE AH|

BlaA AH[RLe| AL AF X|H =Ml OIF 88



Amazon VPC Lattice Add a permission2|

L

AHEQIA=EZQIE = MHH|IA HESR3 VPC ¢dZ82| T 2t0|H! DNS A5} AElE Ri 0|5t
L|C}.

THQ! O|F CHAQ! BlAA MO AR OIS0 22 82 ZEl0|H AR P & =0| MHEEX| k&

LIC}.

e ZAA HOIEY0lE MHIA HELT VPC AEEZQIE/MH|A HESA VPC 421 S8t VPC
of &LICt.

« DNS #9012 2|AA HO|EQO|oA IN_ VPCE MAEILICH

« AR XIE EHR 0§ E= & THRU2 =M Q! 0|F T el &9l =& T HLICH.

MH|A HERXT ARKe| AFEXE XIH =H[Q! O|&

MHIA HERT E[as AZEe| =
olH!

etols! =g
HES|3 VPC 22| ZEt0|E! DNS &3t S48 A olgfLct.

MHIA HEQIT ALK MHIA HEQT 2|AA ¢4 MASID Z2to|8! DNSE & A45tsHXR| of
= 742 VPC Lattice= AMH|A HEQT AEZQIE F= MHIA WEXYT VPCs 9420 M =20l
DNS7} &M3tr|o] UHEIE MH|A HERXI 7 AZEE VPCOHM SHE SlAA FAJof CHEt Z2to(8!
5 AE| oj0d

O—l

A 2 Z2H|M'JsHX| k&Lt
ARN R&9| Z|lAA TMo| H Z2lo|E8! DNS Z2f1E trueO| T H4AE 4= giaLICH
oA A O

2lAA FH|AM E|AAE CHE YWY B SHLEE AEE = st

« Amazon Z|A2A O|§(ARN) 7|&: AWS MH|AMM ZZ2H|XLHEHE XL 2l =)
ARNO 2 AlH8 4 Ql&LICh X|#E/E 2|4 AS Amazon RDS GIO[E{H|OlA QLI BIixo=
HMAEY = U SHAE CHE ElaA TE2 dEE = eigLch

- T Ol CHAH: ZE THQ O|IF2 AL E &= U&LICH Z2to[8! DNS MHE AFE5tHLE =
HI210]| Route53 Z2I0|H! ZAE ddof Q= B 2lAA HO|EH Olof DNS &¢QI0| IN_VPCZ M
M|od Qlo{of B LICH =HIQ! O] 0| VPC Q|5 2| IPE 7t2I7|= B, VPC Lioll NAT HO|ES O]

7t do{oF gFLct.

- IPFAE AH:IPv42] Z2 10.0.0.0/8, 100.64.0.0/10, 172.16.0.0/12, 192.168.0.0/16 H¢| LHo| =
2to|! IPE X|HELICH IPv62| B VPC LISl IPE XIEELICH HEE IP= X|EX| &LICt

MHIA HESIZ ~ARAHe| AR XIE =HIQ! OIF 89



Amazon VPC Lattice Add a permission2|

TS MM [ S $2Y TEE Hol¥ £ YL OHE ZEO| CfE SetolE o
()

HIXt= VPC AEZQIEE ALEStHLE MH|A HERIE Sall 2las FEE 75!
It AH|IKFZ M, KA1 VPCOHIM S AHE L 2laa F-E0|LE CHE AHZE oM
®El 2lAaa FHof CHEr HMAE &5t = A&LICH

Ol m> B>
l_
> III

. Blas Tadof By A&

AWS PrivateLink VPCO| A 2|A&A

M EBlAA T HIZ2 72 HMAE

Bt LI 2 AWS PrivateLinkAl2 A
« MH|IA HERIZE &8t 2laa 7Y

Qo VPC A= ZQIE(E|AA QE 5t04 VPCOf|
& = U&LICH ElAA JEZQIEE MMEE BrEdof CHSE XA
Mol VPC B|AA HMAE RZFMSL.

H

Mi&

ZlAA TMHE MH|A HERF0 251 VPCE MH|A HEQT0| 48 4= Q&LICH HdZAe
S5l = MH|A HER3 VPC ?i_ CIEE A2735l04 VPCE AWS PrivateLink MH|A HER3
of eddE &+ U&LICE.

MH|A HEQT 4730 CHet AEAMIEH LHE 2 VPC Lattice AMH|A HE Q3 944 ZE|E HXSHML.
MH|A HE Q3 VPC A= ZQIEof CHEF REM|EH LIRS AWS PrivateLink AF2 A A Q| MH|A )|
EQg HHAE RHZFAMSL.

VPCOHA-I MEF |5! DNS7¢ %“"iPE._' 82, Y 2las Fdol oist 2la EZQIEQF MH|A |
1 4

MHIA HEQ3 S30to| ¢44

Account-Bet ZH2 AH|AF A™HL} 2|AA FHE SRS 9 AWS RAM Account-BE 2|AA VPC

5}
A= ZQIEE S 53 = MulA HENIE Sl 244 7ol AMAE £ AsLICH

MH|A HEQIIE S&l| 2lAA F40 HMASHE{H, Account-B7} liE ElAA T2 MHIA HES
3o0i edZsHoF gLICH MEIA HERI= AE 7tol /& = UA&LIC et Account-BE (2|44
TA40| AZAE! RFAlo] MH|A HETE Account-C2F 255104 Account-CHIAME SHE 2[AA0] Y
Mg = &L

ZE 59

90


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-resources.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html

Amazon VPC Lattice Add a permission2|

tset MHIA HERIZ| FIHe &
A8 SOR OE AL SREA

olz4st Mo|x

s}
-1 o
o 415t A
HEE RIWY 4

Lt 37 7Hse MH I:IIE°430+I P%E - & Lot

MEIA HESD 93

Account-Bot ZH2 CIE AXMI 2|lAaA A2 2R8I Account AWS RAM-BE= CH2 M| 7HK| &b =
SILIZ E2lAA Mo XIHE 2|AA HAMAE £ Ql&LLCt.

« BAA R8O VPC A= ZQIE ALE(BlAA VPC A= ZQIE)

« MHIA HERZ 8o VPC AEZQIE AFS(AMHIA HERT VPC AEEQIE)

« MH|IA HESL3T VPC 912 AFS.
MHIA HERT HAE A5t A 24 2|42 0ls AWS A% Ll BIREE £+ Qle
129.224.0.0/17 52| MEY IP7t S ELICH Ol“ VPC Lattice7} E HE'% VPC Lattice HE
3 & S5l MHIAZ BIRYE M AISStE ZEE HFA SEN EUE2 MBELULL Ol FIPEF
VPC 2t & H|o|E0l M|o|EELICY.

MH|IA HERT VPC AEEQIE L MH|A HERZ VPC HZ9| B2 ElAA TS Account-B

O| MH|A HER{Z 2 2dZsl o & LICH MH|A HET= A 7tol S/E = U&LICH [EFA

Account-Be= (2|lAA FHE ZEEH RH4lo| MH|A HER{IE Account-Cet S 55104 Account-COH
ME 2laA0] BHAE = JU&LICE O|2{E HOo|H SR E YXISEIH, 2lad FHO| HAEH 7t R

7tst ME|A HEIo| FIHER| A =5 XIHE = A&LCt o] dHE 6™ Account-B= aliF 2|
AAE SREHU 3R 7t5E MHIA U ESIFo| FIHE = gi&LICh

III III
oII
o

T4 3F AWS RAM

=
HAZ 4+ QIELIC 2144 TAE AWS RAMS| 244 228 AB 0 g—%%f & s

AWS RAM Z& & AL83cto] FIHE BlAa4 SR, HM LY = e S/ Elad
o

AWS HH2 2 4 oaLIch RtMIEH LI 2 AWS RAM AH2 MEMo| Zgure B

ElAA T SUBH HHO| CHE VPCOIM BlAa A0 HAASGIEH B|AA FHE SRE E27t o
&LICH AWS RAM.

MHIA HERIZ RS 91


https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html

Add a permission2|

Amazon VPC Lattice
DLEE
2las TEM Z2UEZE 208 HEE = UA&LICH 208 MEE ta 2 MEig = JUaLtt

THQ OIE Fel2 xIHE THRlel ARHE BHE £ 2= AHE(LIC 2
ot otel THQIE Elas FEO AEA XE ZHC 0|22 MEH =+ /&L
BlAaa THS UBE M ASK XY ZHQl o|F2| =l 4EHE 2 & U&LICH

VPC LatticeE AF&3+0{ =M@ O]

Ct.

AWS Management Console

CHQl o|& &RIE AlZfstEdH

o o bk~ W DN

THQI 0|§ &2lo| 43X Z AIRE|HM VPC Lattice= Id L& BHEHEFLICH xtMethodConfig.

il
|_c¢
mE
>
1A
o
inl
mjo
O
zZ
wn
02
12
jo
z_
Q'I_l
i
I3
HU
;
>.
M
ro
Hu
o
r

https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£& 2 Lt
=AM 9| PrivateLink & Latticeoll M THIQI =Qlg MEHELICE

(ME AHE) Bl E FTtsted™ M e £7HE M=istn e 7|9t e &f

txtMethodConfigE Ar&35to{ =H|Ql O|8 & QlE 2tZ &LCt.

AWS CLI

2 Lot

CtS start-domain-verification H™2 T H|Ql 0| QIS A|ZHELICE.

aws vpc-lattice start-domain-verification \

T

--domain-name example.com

=2 okt &L

2UEE

92


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice Add a permission2|

"id": "dv-22aa@000000111111",

"arn": "arn:aws:vpc-lattice:us-west-2:111122223333:domainverification/dv-
23aab000000111111",

"domainName": "example.com",
"status": "PENDING",
"txtMethodConfig": {

"value": "vpc-lattice:1llllaaaaaaa",
"name": "_l11111laaaaaaaaa"
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"value": "vpc-lattice:1llllaaaaaaa",
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}
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"Type": "TXT",
"ResourceRecords": [
{
"value": "vpc-lattice:1llllaaaaaaa"
}
]
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--name my-resource-config \
--type SINGLE \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \

--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \

--verification-id dv-aaaa®000000111111
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O|§1 ¢ LICtexample. com.

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \

--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111
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--custom-domain-name child.example.com
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aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
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--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333:resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
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--private-domains-set example.com, example.org
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Al

« AH|IXFE MHIA HESRT VPC AEEZQIEE HAMS5I0{ VPCE 7 MH|A HEXFo| 88 =
AAI:IL’|E|-
« AH|XI=E VPCE 38 AMHIA HERT 0| o445 7| Qs MM MH|A HELT VPCAEEQIE

oF AFX||EF 2 9J&L|Ct
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S MH|A 9| AH|X= MH|AE RFAlIO| ASHK| OF
& MH|A HEQ{T o] AH|RI= AFAIO| AR SHK| oF

37 Elaa 7ol AH|RHE RO AR E2 MH|A

&Lt

OH OH

K
0

I

K

3% MHIA HESF | AH[AE RHAlO] ARSHK| 82 VPC, AMH|A EEE ElAaA FEE HEE =

AH&LcH

« AH[ZHE AHAIDE SREIE MHIA, MH|A HERIR E= 2las FEE dFE & U&LIcH

|_

o
F M EF SREE B2 AHKE F IHAME A2 = ei&Lich

Wi AHH O[HE

AHEE| AR AH|KLZF 25 AE{E|of CHE &S
7|2 =L|Ct AWS CloudTrail.

0%
g

m e Zedeo|d Zit H1X oHIER

CreateServiceNetworkResourceAssociationBySharee

AME|E| AH|XF7} 28 AE{E|Q} CreateServiceNetworkResourceAssociation2 &£ &! [ AE{E|
AR AH MSELICH &R 2lAA THE ARS8 ER O|HEE MH|A UERXTS AKX
of| Al A& EILICH E&X7 MHIA HEXTIE ARSH AR OHEE SlAA MO ARAHH T

SELCH

CreateServiceNetworkServiceAssociationBySharee

AHEJE| AH|XF7t 37 AE{E|Q} CreateServiceNetworkServiceAssociation2 £ £ & [ AEE| &
SXH MSELICH E3EX7F MHIAE AQ%t AR O|HEE MHIA HERT AQKAH Ms
A s
o H

ElLICH Z2EX7F MH|A HERIE A78 42 OHEE MH[A ARKHO|AH TS ELICH

CreateServiceNetworkVpcAssociationBySharee

AHE{E| AH|XI7F 28 MHIA HERXTE AFHE 3104 CreateServiceNetworkVpcAssociationg &
gt AE{E| AR AL H MSEL|CH.

DeleteServiceNetworkResourceAssociationByOwner

ANEE| AR X7t 28 QNE{E|2 DeleteServiceNetworkResourceAssociation2 3
K| H MSEILICH EEX7F BlAA AHEE AR R O|HEE MHH|A UHE
oA MSELICH 3&X7F MHIA HEQITE ARSH AR O|HEE 244 A

Lot

W% fob



https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
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DeleteServiceNetworkResourceAssociationBySharee

AE{E| AH|XI7I 2K AME{E|2} DeleteServiceNetworkResourceAssociation2 =& [ AIEE| A
SQAAH MESELICH SEXRT ElAA FHE ARSH A2 O|HEE MH|A HEQT S| AKX 0]
H HMSELICH E&EX7 MEHA HEQTE AR R OHEE BlAA MO AQKOAH HE

ElL|cH
DeleteServiceNetworkServiceAssociationByOwner

AE{E| 2R X7t 2] ME{E|2} DeleteServiceNetworkServiceAssociation2 g4

KbOi| Al MSELICEH 3EX7E MHEH|IAE ARE E2 O|HEE MH|IA HERZ HZE ARAH0AH T

SELICH S EXTE AMHIA HERZE ARE 32 OIHEE MH|A HE ARKOIAH S ELICH

o
|_E—jl\—'IT

DeleteServiceNetworkServiceAssociationBySharee

ANE{E| AH|XI7F 28 ANE{E|2} DeleteServiceNetworkServiceAssociation2 =& [l AIE{E| &
SAA MESELICH SEXR7F HHIAE ARE 2 O/HEE= MH|IA HERT ARKAH ME

A
ELICH BRIV MHIA WESIZE ARE B9 O[HES MHlA AR &SI

DeleteServiceNetworkVpcAssociationByOwner

AE{E| AR X7 3R] MH|A HIE /3 22| DeleteServiceNetworkVpcAssociationg® S E & M ¢4
A AR AH MSELICH

DeleteServiceNetworkVpcAssociationBySharee

AE{E| AH|XF7F 28 MHIA HE Q32 DeleteServiceNetworkVpcAssociationg £ &8 [ A E
E| AR X0l H & ELICH

GetServiceBySharee

ANE{E| AH|XI7F 37 MH|AR GetServiceE & [l ANE{E| AR K0 AH HSELICE.

GetServiceNetworkBySharee

QUE{E| AH|XI7F 37 MH|A HERTE AFE 504 GetServiceNetworkE S EE [l AEE| AR K}
of| A & ELICE

GetServiceNetworkResourceAssociationBySharee

AE{E| AH|XI7I 2K AME{E|2} GetServiceNetworkResourceAssociation2 =& [ AE|E| A
Kol H MSELICH 3&ER7} 2lAA FHE ARS EA2 oHEE MH|A HEXT S AKX
MESELICH SEX7F MHIA HEQTE AR B O|HEE ElAA MO ARKIHA HMEE

LICH.
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetwork.html
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Amazon VPC Lattice

GetServiceNetworkServiceAssociationBySharee
£ m AEHE[ AFA

ANE{E| AH|XI7} 28 AE{E|QF GetServiceNetworkServiceAssociationg 3= &
oA MESEILICH S EATF MHIAE AR A2 O|HEE= MH|A HELQT ARKH0|H HE&EL
MESELIC

ch. 35X MElA HEQTE 488 22 o IEE MulA ARK ol X

GetServiceNetworkVpcAssociationBySharee

m

=
=

AEE| AH|KI7F B8] MHIA HEQTE AFHE3504 GetServiceNetworkVpcAssociation2 £ &

[ AEHE| &7 ROl A MSELICH

HIE of of Al &= LCt.

Ct=22 CreateServiceNetworkServiceAssociationBySharee O

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"

iy
"eventTime": "2023-04-27T17:12:467",

"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateServiceNetworkServiceAssociationBySharee",

"awsRegion": "us-west-2",
"sourceIPAddress": "vpc-lattice.amazonaws.com",
"userAgent": "ec2.amazonaws.com",
"requestParameters": null,

"responseElements": null,

"additionalEventData": {
"callerAccountId": "111122223333"

+
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",

"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4a47cd",

"readOnly": false,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",

"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,

"eventType": "AwsServiceEvent",

"managementEvent": true,
"recipientAccountId": "123456789012",
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
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"eventCategory": '"Management"
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& VPC Lattice Oracle Database@AWS

VPC Lattice= Oracle Database@AWS (ODB)O| CHEF AWS EHE2|™ MH|A S&
EQ|3, AWS VPCs. 0| 21ZAE X|§5t7| 2[5l VPC Lattice= AFEALE O 415104
Mgt

o
M ﬂ||0
Ral
i
_O'I_I
Kl
@)
O
o
L

7|8 MH|IA HERZ

7182 MHIA HEQZE BWH 722 AL 8LICt default-odb-network-randomHash
7|2 MHIA HESQ3 A=ZQIE

O| AWS ElAA0E= O|§0| gi&LIC.
2lAA HO|EQ 0|

2IAA HOIEQOlE HH FEIS AL EILICH default-odb-network-randomHash
VPC Lattice= ODB W E 2|30 CHet AWS 22|13 E& 0|2t 5t 2|8 MH|A &2 K&

Ct. 7|2 X2 2 Oracle Cloud Infrastructure(OCl) Managed Backup to Amazon S37t & &3E L|C}.
Amazon S3 & X2 ETLO| CHEF AHA| ZEIE HMAE EH5t6tE MEE = JU&LICH

ODB HEL3 E M8t o= AWS Management Console EEEE AF835104 ZZH|XLE SAAE
£ & U&LICH AWS CLI. CH2 oMl B2 OoDB LERZ 9| 7|2 #Eld S8 1o| MHlA HESS

of CHsll 2ERE + U= 7IE E[AAE LIFELICH

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

Ted AE
Oracle Database@AWSLCHS ot Z2 1121 AL& 0| VPC Lattice0l| & ELIC}.

« 7|8 MHIA HERZ, MH[A HE
HIX{'2gt ODB #Eld &2 AMe
MetrLt #rEld S e HIEdgEE

FA=ZQIE B|AA HO|EHO| EE= VPC Latticedtll M =2
£ Qi&LICH o|28t AE{E|IE AA|SHE{™H ODB UERIE 4

- Ec}0|dEE= ODB HIEX Q| #EIE SEot HMAE £~ U&LICH VPCs2t 20| ODB HEH
3 20| ECI0|MEE O|z{E M2l SEHE AH835104 S3 == MZ ETLO| HAMAE &= A&LICH
« VPC Lattice0llA ZZH|X{'ZEF ODB HER T 2Fo| &t2|™E S&olls e == i&Lich
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https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
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- Amazon S322| 2 E EiZ2 7|2 MH|A HEHI A=EXQIEE HX|H 2|LA HM AN CHE
EZE X2l 220 MEE/LICH ZE MZ ETL EGHEE 2lAA 71| |E9I0|E S135tH S /35t= 2
220 Cist & HIO|E *2l 30| MEELICH AHAIEH LI82 VPC Lattice L=22 E XML,

« Oracle Database@AWS Z Z|& &0l AlZtE F0| Rotx|X| et &LICt

« CHE MH|A UIEQT 2t O 7HR|Z VPC LatticeOll M T2 H|XM LS EIAAE #EE = Q&L
Ct 7|18 MHIA HEQTE CHE AWS AH &= Z &0 SRt M A=EEQIE VPC
Lattice MH|A & B|AAE 7|8 WEXIH F7IE = U&LCH

« VPC Lattice7} Oracle Database@AWS EIAAE Z ZH|X{'J5tE{™ CI HEHo| 2 EhLct.
JSON

{
"Version'":"2012-10-17",

"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
"ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
"ec2:CreateOdbNetworkPeering",
"ec2:DeleteOdbNetworkPeexring",
"ec2:ModifyOdbNetworkPeexing",
"ec2:DescribeVpcEndpointAssociations"”,
"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation"”,
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation"”,
"vpc-lattice:CreateResourceGateway"”,
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
]I
"Effect": "Allow",
"Resource": "*"
},
{
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https://aws.amazon.com/vpc/lattice/pricing/
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"Sid": "AllowSLRActionsForLattice",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

0l VPC LatticeE AF235t2{™ VPC Latticel| MH|A HEQ|T, MH|A HESQ|T o442 2l 2|AA HOo|E
20|& = X|5H= Oracle Database@AWSZI0| E&LIC.

|

« the section called “Amazon S301| CHt Oracle Cloud Infrastructure(OCI) £ 2% 844"
« the section called “Amazon S3 HM|A”
« the section called “Amazon Redshift& A|Z ETL”

« the section called “VPC Lattice QUE{E| HAM|A LU 2K

Amazon S30i CH &t Oracle Cloud Infrastructure(OCI) 22 24

Oracle Database@AWS Ol O|E{H|O|AE MM E [ VPC Lattice= 2t= ElAA 2 MM
Ctodb-managed-s3-backup-access. 0| 2|&A F442 Amazon S301| CHEt G| O|E{H| 0| A 2| OCI
T2l Wed2 LIEHLHH OCIZF &7 8t Amazon S3 HHZIo| Bt @428 &= Ql&LICt ODB W E =2t S3
7+o| EBHE2 Amazon HEIE Blo{LtX| et &Lt

Amazon S3 M| A

Amazon S304| CHEF OCI & 2|3 2] 2|0 ODB W E 23 0| A Amazon S304| HAMAE 4= Q|
= M2 S8 2 MME 4+ A&LICH Amazon S3 Access & 2|18 S8 %*5'§P5PE—. Oracle

Amazon S30]| Ci§t Oracle Cloud Infrastructure(OCI) 2|3 249 110


https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
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Database@AWS HE I E £+%tH VPC Lattice= 7|2 MH|A HE 304 A odb-s?)-access 2t
= BlAA FEE T2H|XIELICE 0| SE S AH85t0od XAl Z2|Y M = SHE X
of (2 Amazon S301| HMAE = U&LICH 218 HHME X3 5t0 A MoiE HHE = U&LICt

e At

OI

CH2 2 Amazon S3 Access 2|8 S0l CHsr med AFElL|ct.

« ODB HIE230i CHSH Amazon S3 Access 22|13 S&S LR MM £~ l&LICt

- O] ZEl™ &S AE5HH ODB HIER I 0| MEF Amazon S30{ HMAE = U2l 7|2 MHIA L
EQI3 0| CHE VPC 94 = AMH|A HERZ A=ZRIE0|ME AMAE £ gl&LICH

« CIE AWS 2|712| S3 HZlol|l= HMAE &+ A&LICE

Amazon S3 Access 228 S8 &4435)
Cl2 B2 AF25+04 Amazon S3 Access 22|18 E82 gA45terLCt.

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access ENABLED

OIF XAMS ALRBH HOF HA|A

ODB APIE AI235l04 215 HAHE HO|5t04 S3 H{Z!0f| CHEF HBMHIAE ESE £ Q&LICH CHS oA
&t 54 S3 7o CHEH AMA HEFE Fo{gfLc

"Version":"2012-10-17",
"Id": "Policy1515115909152",
"Statement": [
{

"Sid": "GrantAccessToMyOrgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
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"arn:aws:s3:::awsexamplebucketl",
"arn:aws:s3:::awsexamplebucketl/*"
1,
"Condition": {
"StringNotEquals": {
"aws :ResourceOrgID": "o-abcd1234"

(@ Note

ODB #Z|E &2 A8 e = S3 HZ! Z2Moi| CHEH aws : SourceVpcaws: SourceVpce,
2l aws:VpcSourcelp X7 7|7t R|E|R| ok &LICH.

Amazon Redshift& N2 ETL

VPC Lattice0Ol M Z2H|XM'Jst MHH|A HEIE AFE5l0d M2 ETLS #48HE £ QlaLch o] 7
2/ S22 ODB WE {3 O|o|E{HI0|AE Amazon Redshiftol] ¢1Z286+04 0424 G| o|E{H|0|A 2| H| O]
E{E€ EM35lE ol =20| ELICH AWS Glue £& APIsE AF835l04 MZ ETL MHE AlIXHstT ODB
APISE ALE5t0 HEIE &2 AL HERI 2 & MYE &= &t XAME LIS Amazon

Redshiftel 2| MZ ETL E&€ HZ M 2.

e A

m

IS2 #elS M=z ETL Sgfoll cHet e ALt

- HEIBMZ ETL S S &43tstH ODB LIEL]F 9| QIAFA| HM|ASHE O MZ ETLE ALE
& £ A&Lch MHlA HESF 2L HAE CHE MH|A & ElAAE ME ETLOIA Az|ELcH

VPC Lattice QIE{E| HM|A 2 2L

=

VPCs LatticeE At&35t0{ VPC2| MH|A, BlAA 2 J|EF 2E10|HE0] ODB HERXIE HAZAY =

Ql&LIct olg{Et A S M SVPC Lattice0l M Z2H|X'J 8 7|2 MHIA HERIT, El&A HOIE
0| L MHIA HEQ3 Ad=ExZQIEE S5l FSELICTH

|_|'|

A

=

Amazon Redshift& MZ ETL


https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.html
https://docs.aws.amazon.com/odb/latest/UserGuide/zero-etl-integration.html
https://docs.aws.amazon.com/odb/latest/UserGuide/zero-etl-integration.html
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VPC Lattice MH|A 4! B|AA| HH A

CHE AEE|0f HMASHE{TH AR 5HAH
gLICt. ODB HIEQ3 2| ECI0|¢EE
of HMAE £+ &LICH

Lt ZRE MHIA EE BAAE 7|2 MHIA HEYZ0| HZ
718 MHlA UEST ASZOIEE Sai MElA EE 2o

124 AME

ol

CHE2 CHE VPC Lattice AIE{E|of| @3A5H7| 2|8 1Ed ArZlLct,

r

« M MHIA UEQIZ A=ZQIE VPC 944, VPC Lattice 2|44 2 MH|AE MH|A HES
7+eh &= QUX|BH ODB WE T E CHAISt0d VPC LatticeOll M ZZ2H|XIS ElAAE =HE £ Qs
LIC}. O|= Oracle Database@AWS APIsE S35l & 2|aH ok g LIt

VPC LatticeE Soli ODB HIERZ SF

ODB HE®3 B|AAE CIE VPCs, AIH £= 2= 0|22 ECI0|UELR} 2RE £ USLICH AR
sted™ S Rslede 2lAaAof CHs ElAA THEE MMELICH ElAA 7H2 ODB WER 39| 7|2 Bl
AA HOIEQ|O|E At2&HoF LICH OH CHE B|lAAE 7|2 MH|A HEQT0] 48E £ &Lt

EtO|ME & KA MHIA L]

CIE VPCs2| EEI0|ME E= MHIA HEXIE SFAWS HH & 2
[ | T I\Ag II:I' X|-k||°|' LH th_e

EQZ AE=XQIE EF= VPC HZAE Sdll olzHet ES 1I H M| A
(@}

section called “91Z2 Zt2|” Bt B X SHAA|

Mok r_°,I_-

Te A
CHS2 ODB LIERX T ¢ Al ed Arg Lot

- ODB HE®Z QIAEHAE IP 7|g E|[&A 2R S RStE 0| E&LICH
* VPC Lattice= OCI2| &Y 20| E AU AM|A O|F(SCAN) 2lAL] DNSE X[ SHK| f&LICh

]]IIII
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Amazon VPC Lattice2| & ¢t

9 E 202t AWS 0] x|2M =2 YLICt AWS T2

Fot | #5E H0|E ME H HIEXZ ot 7|=i%{2] oY

AERHE o] lZEtof EARE|E EHEIXO| CHEt SA| HEFE RXIE MAUo| A& SS MU 2
=

e ol Agte Zate

iy
o
40
N
HL
o
>
E
r|r

ol i AWS MEIAE ABsts QIZatE B2 E 220l YaLiTt AWS 22t
L= AWS E3HE r@sw AZE 4 s MHIAE MTELICH ELAL ZARHE AWS 78 B4 T
O| 2IE MI|IMo R HAE

M F4 Z2 ol ohet (HAIE L8 e AH E4

FOI&FL|Ct. Amazon VPC Lattice0ll 242 &|
2O AWS HMZ2 H| L MHIAR™E &

1
&

Ol AL VPC Lattice AHS Al Q) B DS s W olsfsts o 20| ELiCh ot
S20fME 2ok U 7 *T =xE %—’—"‘—6}52 VPC Lattice® T-AI5Hs e HoiFLICH E3t
VPC Lattice AWS A{H|A, A 7Mg RUEYS D B3t ol E80| Bl
CHE MEIAE A8 3HE % #g oLt

_I_
o
>
L
Im
do
lu
)|'E

L&

« VPC Lattice MH|A0] CHEF HA|A 22

 Amazon VPC Lattice2| CI|O|E{ E&

« Amazon VPC Lattice& Identity and Access Management

« Amazon VPC Latticel| &8 &4 A5

H

« QE{HO|A JAEZQIEE A8 30 Amazon VPC Lattice0ll HM|A(AWS PrivateLink)
« Amazon VPC Lattice2| = &4
« Amazon VPC Lattice@| @lZ 2} £ ot

VPC Lattice AH|A 0| CHSF bM|A 2|

VPC Lattice= 7|2Mo 2 QTYLICH HMAS MSE MH|A & 2|44 T3 VPCsOl| CHE A4
MAE BAIMo 2 X0k 87| EALICH VPC 924 EE MH|A HES|Z 9| VPC A=

Mu|Ao0f CHet M A 22| 114


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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ZQIEE Safl Mu[A0| HMAE 5
_I

U&LICt CFE HAH AlL2[22] A< AWS Resource Access
ManagerE& At&35t0o{ A ZH 0 M MH|A

Elas 7E A AMH|A HERIE SR = A&LICH

VPC LatticeE WE 2|3 9| 0421 H 50| A defense-in-depth =S F3E + Q= ZHU/NIE AS

ghlct.

o A HMY HSE - MH|IA HEZ eS| HH|A, ElAA, VPC & VPC AJIEXQIE AZHQLICEH VPCE
i8S ESll F= VPC AEZQIEE S5 MH|A HEQT o AZ=E £ ﬁ LICH. VPC7F MH[A U
E230l HALIX| &2 A2 VPCo| EEI0|MEE= MH|A HERT St 1AE MH|A T 2|44 7
Hoj| HM A = igLct

o FHm AS - HHIA HEQIE QU MEIMOI L EQIZ & Bt ES(of: Eot 8 Y HES
3 ACL). O|& AI&3stH VPCo| 2 & Z2I0|HE Al VPCo| §7 Z2t0|E I Foi CHEF MA|A
E 58& = /JUsLict

x
rII
& oo

A% - HE4HQI VPC Lattice 213 B, Q15 RS MulA HESII U M Mul2of &
88 4 aLCh YiHsoR MHlA HESZ 0| 915 BAL HEYI EE FELC BEIRTL 2
Aot MIEBHEIX| 92 Q15 S THILICH AWS Organizationsoll 9= S Z&l0| JIEE e
5185ts WL E M2 § 4 UBLICH MEIA £F0| Q15 Mo B9 YHHHOR ML AR}
MIESHE 018 ABSHED, 0l MulA LESID £ ZF0lM HBElS MESHEIX| oo HEt 2od
Hroh o MEsY £ gL
® Note

MH[& HESIF Q| 215 A2 MH|A HERF Q| Elas FHoE HEEIX| ef&LICH

M| Kijo]
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= 5§ My|A0] Al be
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® Note
MH|A HES|T 2| Q15 HH2 MH|A HERT | 2|44 FHols MELIX| pf&LCH.

AM AtZ4 5 7|8t HAn CtELICH IAM Xt 3 7|8t HA2 IAM AIEE|(AFH& X, O

= EEE %*)Oil AZE[0f O|F AEE|7} o Z|aA0] CHSH ofH ZXIE FIE = A=K Ho|FLCH
R1E M2 MH|A U MH|A HES|F ol AZELICH 210 352w 215 H2n ID 7|8t HA
D50 HAM & 20| Qdo{ok FLC XtMIEH L2 Het F040| 2f & WA HHE FXRFHAAIRL.
AWS CLI & Z2& 2 AI835to{ MH|A I MH|A HER{Zof CHE 15 ER S &l F7}, UO|o|E =
= M7HE = J&LIcH 18 WME F7H YOIO|E E= AMAHE I EH|ste ol 2 2 W 22 = A
&LICH B AFSE [ 2HHE 21| JU=X| AWS CLIZRIFLICH =2 Ho| 7|2 28 HEsHLE E
Hit &7 --region TtEIOEE AEE = U&LICEH

LHE

- QE HHMO|IE L

- 215 HAMO| E[las A

- 0I5 HH MEE = A= 2 7

. ZIAAET

- 2o FA BT

« UHO|RUIBEIX| pI2) Eob FH

- 215 A oAl

- Hel 2o{o| &3 4

RIE HME AlEtoted™ MRtol| 2t ME|A HEIo| MBE= 15 YA pEM . CHE MH|A
of ME35tx| teid= 2Lt AMEHAQl HEtS Hote B2 7HE MH|Ao] 215 HAME dYHE = UAsL
Ct

0I5 MalioZ MH|A HERTof CHEH HAMA BHE|

CHZ AWS CLI 242 218 HEZ AHE5104 MH|A HES|F ol CHEt AMAE EE|5te WS 20q

ZEL|CH 24 A2 X2 VPC Latticel| MH|A HE Q3 MME B E M L.

CIEgEE 116



Amazon VPC Lattice Add a permission2|

« MHIA HEQ39o Q5 @3 844
« MHIA HEQIF0M Q15 HA X7

MHIA HEQ 30| 215 M F7}
o| MlAdo| EHilof 2HE AF&5H0d CH2 2 AWS CLI $=&%fLIC},

¢ IAME AI2504 MH|A HIE 30 CHEE HM|A Xo{E &5 EL|Ct

« MHIA HERZ0| QIE EME FIHELCH 215 QS FItstx| oo ZE EfEHol| AMA A
F 277 gt

A WEE MH|A HERF O CHEh M A Xo{E & dststEd{™ --auth-
type S441} 20| AWS_IAMQ! create-service-network B2 AFSELICt

|
1
zO0

aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

o] 20| d3st

O
jul
mjo
o]
o
N>
ok
M
il
o
rc
ot
il
-
[ul

—

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. put-auth-policy BEE ALE 3101 Q15 HHME FIHe MH|A HERZ 0 ID FIHE 215 HHS
INES)=

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

JSONS AF85t0{ &% To|E MMBLICH AHM S LIS 2 Q15 HMo| 25 24 prelg & x5
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4

Amazon VPC Lattice
Ol 2tdo| 43 st™H ct31t Hlx et £330| greHELct
"policy": "policy'
"state": "Active"

HBMHA Mo{E & PElstn 7|&E MH|A HERHTol 215 HAg FIlsts &Y

1. Q15 HMS ASE 4+ UTE MHIA UE 0l CHEH AMA Ko{E EAI8H5t24H --auth-
type M1} 70| AWS_IAMQ! update-service-network B S AL &FL|C}
aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM
O| 2tdo| H3stH CtS1} Hix et £230| HHEHELICEH

n
’

"arn": "arn
authType": "AWS_IAM"
"sn-0123456789abcdef@"

Ilidll :
n IlNamell

OH

FAMHIA WEQZ ol IDSF F71HE

|Z
S

x

put-auth-policy 2
=2

x| &gt
AL ZHAIE LIS

=H
[ N |

4

"name":
3Z AH&3tod
aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
o

jo

2.
policy file://policy.json
JSONE AtEstod HA Holg M
MAIL.
O| 20| 35t CHE ot H|x et E340| gretELct
{
"policy": "policy'
"state": "Active"
QB M
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}

N
n

MH[A HER{Z 9| 2l

oM
30
oo
rII

o
MH|A HEQ{30 Cist 215 Xz

--auth-type S0} 2t

FAd

2 HIgd

ulok

3t

0| NONE Q! update-service-network &

df

oH-l

=

P

ol
rir

=

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

R4 &H

-

&0

= ChHA| Ed3tsl

Of 5t 32

s0) o5 M He
HHES MM
MH|A HE{Fo|M 215 X2 XA
MHIA HEHF0M 215 HMg MHste &
delete-auth-policy &2 AL ELICEH

2 --auth-type SM0l AWS_IAMO| X|H

aws vpc-lattice delete-auth-policy --resource-identifier sn-0123456789abcdef@

E JEi= 0]

MHIA HERT ol 215 RS NONEL 2 B35 7| Tof 215 MAM 2 XN HsIH %ol AujghL|ct.
Q15 Mo B MH|AO CHEF HMA B E

CHS AWS CLI H 2 218 MM S AF235104 AH|A0| CHE HMAE ZE|SHE S EoiELIcH 2
& A2 X|El2 VPC Lattice LH MH|A MIME &I XFHMIL.

xtod

=1 =

« MH|AO| Q15 M2 F7|

« MHIAO|QIE R& #HYA

« MH|AO|M Q15 H=H x| 7

MH|A0f 215 M2l F7|

CHS EHAof 2tE AF8 35104 CH2 2 AWS CLI =&t Ct.

« IAME AI235t04 MH|AO0| CHEE M A Mo{E & AsHEhLICt

ol

[y

R4RH
o=

0l
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. MHIZ0] 915 HAS FILBLICH Q1T MRS F7H5HA| oW BE EfTof M R 27}

dr g Lch

g
T
It

MM A Ko & Fetst M MH|A0| Q1B HHE FItetes Y

1. QE HMS AL8E 4 UL S Mu|A0] CHEH HMA Ko{E EAISH6IE{H --auth-type 44T}
Zro| AWS_IAM?! create-service HES AL &LICH

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--

tags TagSpecification]

ol 2tdo| 4Bt Cha Tt Hlx 3t E20| BhetELIC
{
Ilarnll: Ilarnll'
"authType": "AWS_IAM",
"dnsEntry": {
Iy
"id": "svc-0123456789%abcdef0",
"name": "Name",

"status": "CREATE_IN_PROGRESS"

}
2. put-auth-policy HEE A& 3dto] 215 HHME F7te MH[A 2| IDLF F£IHE 15 HAME XIEEL

ct
o& £0{, ChZ BHS AL85t04 ID7} svc-0123456789abcde ol MH|AO CHE Q15 HHS
degLict

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --

policy file://policy.json
JSONE AtEstod HA Ho|g e LICH RMEH L2 218 HAo| =8 24 HHE HXet
AL,

ol 5tef0| AT 5H CHS T} Hls 3t H20| ¥retEiLIC

{

"policy": "policy",
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"state": "Active"

H4

CHM|A M08 & A5t5tT 7|&E MH|AO Q1B MHAME F7} -+

o T

P

ol
rr
0%

8F = ULSE MH|A0| CHEt HMA HMo{E &/35t6t2{™M --auth-type SMIt
@l update-service BHE AL ELICH

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM

O| tdo| H&stH ChSo H|x e £=30| grHEL|Ct
{
Ilarnll: Ilarnll’

"authType": "AWS_IAM",
"id": "svc-0123456789%abcdef0"
"name": "Name"

4

}

2. put-auth-policy &2 A& 35}04 €l
Ct.

ol
0
12
mo
i
N
g'l_
x
E

A0 IDet FI7HE Q1B HAME X|HEH L

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef@ --
policy file://policy. json

JSONS AHZ3H04 T8 OIS MAFLICH XFMIBH LIS 2 215 HAo]
MAl2.

oH
ofm
FO
>
il
o
fjo
ik
P
9'|_|

Ol &do| MT ot T IR S2{0| HraElLic

{
"policy": "policy",
"state": "Active"
}
MElA0| 1F R ¥

MHEIA0N THE Q1 BR2 HIZAssHE W
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--auth-type M1} Zt0| NONEQ! update-service B AFS &rLICE.

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

LISol 215 HAME ChA| #4358l ok = B --auth-type SM0l| AWS_IAMO| X|HEl &E{E O]
TP M™YSM 2.

MH[&0 M 215 2 XA

MH|A0{ A €l

Ol

B2 RAHsE Yy
delete-auth-policy W& 2 AFS & LICE
aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®
MH[A 2| 215 82 NONELE HEst7| o 215 HA S HM|7{stH & 0| AuigL|ct
MH|20i CHE QIBEl @HE 2T st= QS HAE g dstets B sliiT MH|A0f Cie ZE 2o
4

o
= Slgnature Version 4(SigV4)E At&3t04 AL El R 58t ™ ME0| & |o{of B Lct REAIEH LY
2 Amazon VPC Lattice0l| CHEF SIGv4 Q15 Q% B BXSHAAIR

IAM BT SUst 12 ALE 5104 VPC Lattice 215 HH0| X|QELICH ZtAIEH LIS 2 IAM ALE M
BMO ZH 5 78 HA & 2|44 7|8 HHS HESAHR.

bl
o

x4

. Hok FA - 2oAel el U BlaAo] HMAT £ Qs AR EE OfEEIFH0IMALICH 21F T
ol o A= 0] HEhol £ AIRFR! IAM EIEIILICH 2Ot FHIE 1AM HEIEIZ Q1B E|0f M|
~ UE9IT0| MHlA B 20| SH 24a T 2ia TS0l QHE & UaLICH

2l 7[E oM 2ok FAE XIFstok FLICH 2o FAol= AE, Ar8At E, miHgolM
NN, EE AWS MH[ATH ZetE o J&LICH REMEE LHE 2 IAM A DB ALl AWS JSON H
Mo 2ot FH|E FASMLR.

- Aot -x|gE 2ot FA7F &Y HYE Y mel ZntLICh Ol Allow EEE Denyd = U&
LICE 7|2 M2 2 IAME AFE5t04 MH[A EE= MH|A HEL|Z0d CHEF AMA KMo & d3tetH
Hot FA= MHIA = MH|IA HERZ o 2FE HEto| gi&LTh
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o & . MBS B0{5tHL HEStHE S API & LCt VPC Lattice= vpc-lattice-svcs
E'-'lz-)\}% AF%&E 22 X|HELICH XpMIEE LHE 2 MH|A &2l & ZE 9| Amazon VPC Lattice

s XU RS M AP%*QEA-I O|& AL&3to{ EH0 | HEL& |i AZ|& Moig =+ AU&LICH RhMIE
=
o

A
T
L0 ZHF|E HESML.

rlo
x
o
|>
M
o
4
A
nﬂ
\3
>
3
Q
N
@)
>
<
v
@)
—
9
o
(0]
i
EE

QI RS MAdstT BEE Uf AM BA MAT|E AR EHT & £ aLich

JSONS| HAol= & HF=O|LE Bl E0] LB E|lo{M= o ELCH

ME%35t1 Resource LAE 3

ZIZ2EZ of| A|

T
=
—
T

"Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"”
 "Resource": "*/rates"
» "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
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ZIZEZE of A

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:sexr
vice/svc-0123456789abcdef@/*"

<serviceARN>0{E C}Z 2| Amazon 2|AA O|E(ARN) ZlAA A2 AFEEHLICH
arn:aws:vpc-lattice:region:account-id:service/service-id

o A:

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef0"

MHMO| ZH A U ZH 7|8 Sl HHAE FIE HMofed = UE
20| Signature Version 4(SigV4)2 MBE|RE=X| ofL|H 2Ho = MY Q=Ko
ot HotE o2 MIELICH 2 7= CHAEXHE FE & LCH

AWS = aws:PrincipalOrgID Lot ZO| HMHAE Xo{5t= Ol AL E = JUe MY XU 7|1E MBS
gLCtaws: SourceIp. AWS M 274 7| S8 E2{H™ IAM ALE HBEAS| AWS T =74 HEIA
E 7|E XA L.

CHE AEE|0|M= VPC Lattice 274 7|8 LIQGELICH RHM|IEH LEE 2 MH|A HEH 204 & Z= 9
Amazon VPC Lattice AMH|A S| =7 7|8 FHXSIAMI2.

z=d 7 =k of| &l JHO|(Ql  gRPC AFE
SEIX| & ts
2) ZEXt

vpc-lattice-svecs:P 2%FO0|UE MHIA ZE 80 o o]
ort E 7|02 HMAE &
E{R g LICt
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
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=71 7|

vpc-lattice-svcs:R
equestMethod

vpc-lattice-svcs:R
equestPath

vpc-lattice-
svcs:RequestHea
der/ header-name
value

vpc-lattice-
svcs:RequestQue
ryString/ key-

name: value

vpc-lattice-svcs:S
erviceNetworkArn

nx
0%

R™E URLS FE BES
J|1E20 2 AHMA
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g mefy
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application/
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quux: o
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grault]
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ork/sn-01
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bcdef0
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z=Hd 7| =ES 4| | lEol(@l  gRPC AFE
SE[X| & 7ts
2) 2 &R
7t A2
= ALR?
vpc-lattice-sves:S  QFEE F4IstE MH|ALl  arn:aws:v o of
erviceArn ARNE 7|E2Z HMA pc-lattic
E ZEe{3gLct. e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0
vpc-lattice-svecs:S  2EO| /U= VPCE 7|&  vpc-1a2b3 o of
ourceVpc o2 HNAE EHEZELl c4d
Ct
vpc-lattice- QHEO|JUE VPCO A7 123456789 O of
svcs:SourceVpcO HEE 7[Eo2 HNAE 012
wnerAccount e 3ot
2lAA Ef

EH2E AP R7F &S5 HLE7F AWS 2| AA0| AWS 5= HIEHH|O|E Bl|o|ElLICH Z4 ElaE 5
2oz FMELICH

« Ei2 7|(0dl: CostCenter, Environment B Project) Ef 7|= CH/AEXIE FEELICH.

=
. EH:L f(0d: 111122223333 = Production)Q 2 Y247 MEIA ZlE EjT 72 MEFsleE W2
BEAEE AL stE Aot 24Ut Bl 7|1XME e gf2 CH/AEXAE FEELUCH

Ef2 X|Zof CHEH REM|IEH LHE 2 Ef 12 AFE 510 AWS E|AA0| CHEF HM A K0{E BRIESHAMIL.

aws :ResourceTag/key AWS T 71 ZAHIAE 7|8 AE5t0{ Q15 HAMO|M Ef2E AISE = QU
&LCt.
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Ct2 oA A2 E 271 @1 MH|A0]| CHEF HM A HEtE 2048 L|C}Environment=Gamma. O] Z3=H
£ AM25tH StE ZE MH|A ARNs EE= IDs.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowGammaAccess'",
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/
svc-0124446789abcdef@/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Environment": "Gamma",

—

Hob A Bl

SEANO| AHE S| AZAE BT E TR 2 MU|A F E|laAo] CHEt HMHAE FMo{g = JU&LCH
VPC Lattice= aws:PrincipalTag/context & ALE5t0{ ALK}, & L= MM Efj19| Eot
A ETE 7|Ho 2 HMA KMo{E K|HMELICH REAIEH LI 2 IAM EoF =H|of CHEE HMA Mo{E

SESG RS

ChS ol G2 2 ef 27t @l At SH B M| A HetE R0 LICtTeam=Payments. O] HAE At
E5tH A% IDs == 238 ARNS.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPaymentsTeam",
"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/

svc-0123456789abcdefo/*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html#access_iam-tags_control-principals
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"Condition": {
"StringEquals": {
"aws:PrincipalTag/Team": "Payments",

oI5 ok TR M T 4(SigV4)E AWS 2ol MT3HE| 21 MH|A HIEZ ol HHE VPC
Lol 1= £ ZRHILICH 215 BAMolA 3185t B2 UBO| ot FHIE MHIA HIESZ 0| M|~
of QIZEIX B2 2AE ¥ 4 BLic

CHee AT 2ot T 23S S0k s B Aol o AlLict
ZE Al us-west-2 BIXIS MG SHH 7HA 0] A IDE ZELICH

oAl 1: %8 AWS ZE| 9| MH|A0] CHEF AMA KB

CHE Q1 A Ol Al BR0| MBEIE MHIA WEQT 0| DE MHIAN HHAE 4 = HEte ol
52 2E 28 RofELch 2L RS Z7iol XIHE AWS EX0f &8 ot Falol M AlZtE
0fok BfLICt
JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :PrincipalOxgID": [
"o0-123456example"
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of 2: EX IAM ¥ &of o8t MH|A HM|A K|Et

CtS 218 M2 0 Al= Resource 2404 X|I'HEl MH|A0] CH3H HTTP GET 282 ELiZ| ?/3H IAM
& rates-clientE A5l ZE QS E 2Fof| HEE 2 0{ELICH Resource 49| ElAA

|
= G30| AT MH|AQt S LIt

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:r0le/xrates-client"

},

"Action": "vpc-lattice-svcs:Invoke",
"Resource": [

"arn:aws:vpc-lattice:us-

west-2:123456789012:sexvice/svc-0123456789abcdefo/*"

]I
"Condition": {

"StringEquals": {

"vpc-lattice-svcs:RequestMethod": "GET"
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F

0

CHS 215 M of| Al= VPC ID7} vpc-1a2b3c4dQ! VPCo| E9 Fx|7F OIS E 2He <ot

S{&FLict.

74
(=)

ol
rir

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
}I
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-1a2b3c4d"

7
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- MHIA HESF ol 218 MM T LES 5{1&5t=X| &QlgLct. ¢1E HAo| &dstx
X|EF HAIM S 20| il A= LTS 825X AWS A& LICH BAIM 58 Z0| U7HLt 2l
S RSO NONEQ! B2 ZEE= A& A™MELICH

- MH|Ao0f CHE 21 Mol siE R 2 8 st=X| HlgLct 218 HAo| -5t} K| Bt
BAIM 5|8 BO| Qs BRE LS 826K AWS 2L&LICH HAIM 38 B0 JHLL QB &
40| NONEQ! B2 XM& Z L7} 2|5 Allow 22X E gHetgtLIch

« Of[HEH HEO| HAIXM HEL 5182 FAIFLICE

Ciolo{aR2 Hel Ro{ I EZE EoiELICH @M S 5t el HAM2 ST AMB|A0| CHEt 28 A
MAE &1&st7HLE HFE LICH

Auth Type =
AWS_IAM

0
0

4

Collect all
relevant policies

Final decision
is Deny
(deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
{allow invoke)
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MHIA HELTH FI7IUHERA £+
VPCE MH|A HEQ|T0] 4Z5E
JHR|E MAMEE 2|lAA HOo|E 0|0

TE

. BEIHMEAN S5

. 2ot a8 74

. VPC 73S 9Jst Hot OE B

VPC LatticeE AMH|A HEQT AZBE ALE 50 VPCE MH[A d|
EQIOE S5l EcHEE 2IRE s ol ALl g

A=
L~E
Ct. ol2{8t IPs= Z2to|s! /13 2ZH IPs = EP—C.’—%'%E* T HeE I

2ot 28 FE0IM VPC Latlice H21H HEA S82 FEE 4 UALICH 0/ H &% Eaizo| 2
1E0

2FO|@1E0f A VPC Lattice MH|A HIERTE S3H VPC Lattice MH|A CHA S Z S & = Ql&LICH

o€ E01 0|2 ME(QHIE) 2™ (us-west-2)0| CHA S 2 SEE EC2 QIAEHAT} QICh 7HHEHA|

C}. VPC Lattice 22/ HEA S50/ QHHEE HTTPS AMAES 5185t TS QIARIA Hot
2E0fl %7+t 0] 2IF12] VPC Lattice EHTI0| QAT AN TEY 4 QUALICH Hot TB0M CHE
2E Q2= FAIS MH5HH VPC Lattice EB4T 0|2/0] ZE EFHT0| AAHA THEHE XS

YR = A&Lch
VPC Lattice2| ZIZ|E HFAI =5 0|F2 Ot Z&LiCh
¢ com.amazonaws.region.vpc-lattice

* com.amazonaws.region.ipv6.vpc-lattice

KtMIEH LHE 2 Amazon VPC AL DBl AWSEIE[E HFA S5 HZsHM 2.

Windows 2! macOS EC2I0|E
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C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

2 macOS 2Z0|AUE 2| ¢ E UO|0|Est= oA BHELICE 047]M 169.254.171.0= #EISE

o
=
HEAL S52| F4 & otLbRILICH

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0
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= =
Het 2 50| JUE o

E VPC LatticeE AT 7|& VPC EoF O & F Mol & FX| ot&Lct o
gLt QIMEX| RHA| Eot 252 FIIHE = YUSLICH.

™
FO
kl
At
>
0o

el3et VPC Zte| ZAE I8t EoF O & 732 VPC Lattice MH|A HEZ0f AMA
T A= Seto|AUEE Mo{Ff LI

- ZlaA HOo|ESolol CiEt 2ot O& #E2 ElAaA HO|IESOloM 2| AA R 0| O RHHRE ECi T

—

2| AA HOIEO|o|A CO|E{H|O|A BIAAR S 2= ERfE 0] =l

H

YEl= oFRHIR2E

=1

EZfZO| Z|lAA HOIEHOlM B AAR S2E{H WE ZEOf CHEH ot RHIRE 72T 2[4 A0
CHal 318 &l 2lad Z2EEZS MAsHoF gLict,

Destination ZIZEZ ZE 849 44
#aa#t CIDR ## TCP 3306 2lAA HO|ES o]0

M dIo|EH|O|A 2 9

EgfE 58

HL
o
b
Iju

133



Amazon VPC Lattice Add a permission2|

MEIA WEST W VPC 97 Q3 HE Qs 7E

EEH-“-'VPCSOHA-I A—II:IIA HEXI 2t HAAE MHIARZ 52248 MH|AN CHE 2lAad ZE 2 2|AL
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VPC ¢d4&g {8t Eor 1§ &z

AWS CLI & AI235t04 VPCO|AM MHIA HIERT @420 CHer 2ot 1§ & B HLE F7+sH7HLE Ld
OIEE £ U&LICH E AIEE e WOl £§n+%0ﬂ CHal AWS 21T T HEIM AMEICHE Me
AWS CLIZ|M5tMI2. CHE 2T HE s Adsigdies 4 T2 2| 7|2 2|I™E A5 L BH-

0f --region TtEtO|EHE AMS & LICH

AlZHet 7| ol MEIA HIE Tl FItsted= VPCR SYUE VPCO Bt &S WHEHEX] &QlE
LICH XM LIE 2 Amazon VPC AF8 HEMO| Eot &S AE5t0oq E[4A0] CHE EEE Mo{E

HZESIAL.

ZE£2 AI8%t0d VPC S dE W 2ot I &S Fotetes WY

https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£ & Lt
=AM F 9| VPC LatticeOl M AMH|A HIESIZE MESELICE.
MH|A HES|3 9| O|§ S MEfsto] MF HE H0|X|E Lt

7

1
2
3
4. VPC Z4 R{oiM VPC 42 g MEls g VPC 4 FIHE MEHFFLICH
5. VPCe x|CH 57He| 2ot O F & MEgLICH.

6. HHEAE MES MEHELCE

o

&2 A8510] 7|Z VPC 470l ThEt B9t 182 £7} i YOO|E5HE W

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & iL|C}H.
2. EM FO|VPC Latticedtl M MH|A HIERIE MEHELICH

3. MHAUHER39 OIE ME4SH0] ME HE mo|X|E Lt

4. VPC AZ Roi|lM 42 =

5. o met ot a5 FItetn MHELICH
6 A

HE A MY S MEELICH

£ M8stod vPC 42 Mg M Hot O&S FIhsted® AWS CLI

create-service-network-vpc-association @E & AtE5t0{ VPC Q1ZAE {{8t VPCO| IDet F7te 2ot
29| IDE X|&EHLC}.

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
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--security-group-ids sg-7c2270198example

Ol 5¢{0| HT5P CHRI HIL 3 E20| HEHEILICH

"arn": "arn",
"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

E AI8stod 7|& vPC Ao gt 2ot O& & FItst 7L o|0|EstE{Ed AWS CLI
update-service-network-vpc-association @&

[=N=]
XIEgLcH ol 2ot OF2 o|rol| AZE 2

£ otLt ol HolgfLch

2 A8 3tod MHlA LEQIT 0| DS Hot T8 9| ID
O 182 MHOIHLICH S22 UCIOIEE mf ot

N i

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \

--security-group-ids sg-7c2270198example sg-903004f88example

/A Warning
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CtS 2 OFRHI2E oi| M JLCE.

Destination Z2EZ ZE HHQ| AN

vpc_latti target 1024-65535 CHef ol A VPC Lattice

ce_cidr _block 2o EffTl e

vpc_latti health check 1024-65535 CHAMOI A VPC Lattice

ce_cidr_block 29| ME}f 20l Epj=
k=3

Amazon VPC Lattice0i| CH&t SIGv4 215 2F

VPC Lattice= 22I0|HE 21501 MY HT 4(SIGv4) == ME B 4A(SIGVAA)E AL EFLICH REA|
3t LI 2 IAM AL MHEMO| APl 2 H-EAWS Signature Version 4 MME HZESHM2.
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241 A= gfLch QIEsHK| fo
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VPC Lattice= HO|2E MEE X|H3IX| et&LICH Z£0] "UNSIGNED-PAYLOAD" 2 M El x-
amz-content-sha256 3|{& 2 LHof &FL|C}.

of A

+ Python

« Java

+ Golang

- =8 -GRPC

Python
Ol Mo MHE HIELZN SFE Mu[A0| CHEr EoF HAZAE Sall MEE 2HE EHLICH 2FHE A
o

E3t2d= B2 botocore W7|X[= Q1E Z2MAE k435 X|B Y5 2T El= A2 ofELICh &t
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botocore X awscrt 7|X|E MX|5t2{H CHS BHES AFSELICH XHMEH LI 2 AWS CRT
Python2 & ZE3HA L.

pip install botocore awscrt

Lambda0®i M Z2t0|HE o Z 2|70l E A™StE B Lambda 7S5 AFE5l0{ 28t ZRES MX|
5t74LF B 7| X|of| E&&rL|ct.

CHS oMM = RtE| AR gt D&/ e U422 HHELICH

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':
session = botocore.session.Session()
signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',
'us-west-2")
endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'
data = "some-data-here"
headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}
request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["payload_signing_enabled"] = False
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGv4A

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
import botocore.session
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if __name__ == '_main__"':

session = botocore.session.Session()

signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-
svcs', '*')

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':

'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

Java

O Al AL RE XIH QE{HEIE AL85t0d 2 MBS s&st= = g

oF QIEE 7IX 2= AWS SDK for Java 2.x2| 7|& A3 EH ZZA FEH A E ASELICH & 2ot
215 SZAHE AL83t2{H AWS SDK for Java 2.x0 A StLIE MEHE & QI&LICH & HTTPSE SF
MBE|X| 2t 2 HOo|E=8H AWS SDK for Java S{& & LICt. & X|Bt HTTPE S8t MBE|X| &2 H 0|

2CE RIS MEAIE HBY £ UsLICH

SIGv4

package com.example;

import software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
import software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

import software.amazon.awssdk.http.SdkHttpMethod;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
import software.amazon.awssdk.http.SdkHttpRequest;

import software.amazon.awssdk.http.apache.ApacheHttpClient;

import software.amazon.awssdk.http.HttpExecuteRequest;

import software.amazon.awssdk.http.HttpExecuteResponse;

import java.io.IOException;

import java.net.URI;
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import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

public class sigv4 {

public static void main(String[] args) {
AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4HttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();
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System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());

// Read and print the response body

httpResponse.responseBody().ifPresent(inputStream -> {

try {

String responseBody = new String(inputStream.readAllBytes());

System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

SIGV4A

O| oMo =0l CHEF F7F S&E0l Ee
aws-crt.

ok

package com.example;

import software.amazon.awssdk.http.auth.aws.signer.AwsV4aHttpSigner;
import software.amazon.awssdk.http.auth.aws.signer.RegionSet;
import software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

import software.amazon.awssdk.http.SdkHttpMethod;

FL|Ctsoftware.amazon.awssdk:http-auth-

IEE 2F
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import
import
import
import
import
import
import
import
import

import

public

software.
software.
software.
software.
software.
software.

amazon.
amazon.

amazon

amazon.
amazon.
amazon.

awssdk.
awssdk.

.awssdk.

awssdk.
awssdk.
awssdk.

java.io.IOException;

java.net.

URI;

java.util.Arrays;

software.amazon.awssdk.

class sigvéa {

http.

SdkHttpClient;

identity.spi.AwsCredentialsIdentity;

http.
http.
http.
http.

auth.

SdkHttpRequest;
apache.ApacheHttpClient;
HttpExecuteRequest;
HttpExecuteResponse;

credentials.DefaultCredentialsProvider;

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsV4aHttpSigner.create();

svcs")

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <regionset>");
System.exit(1);

}

// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest
.uri(URI.create(url))

.method(SdkHttpMethod.GET)
.build();

SignedRequest signedRequest

= SdkHttpRequest.builder()

= signer.sign(r -> r.identity(credentials)

.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)
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try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js

0| of| Alofl A= aws-crt NodeJS HFRIZEE AFR510{ HTTPSE AFE35t0d MBEE XS EHlLct
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aws-crt M7|X|E Mx[ete{H Ot BHS AAeLICH
npm -i aws-crt

AWS_REGION &' Bd=7} Qle A | A|olAE AWS_REGIONOIAM X|Z 8t 2|2 AF2EL|Ct 7|8
L

—_
2|82 us-east-1¢

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {

var headers = {}

for (const sigv4header of httpResponse.headers) {
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headers[sigv4header[@]] = sigvéiheader[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {

process.stdout.write(d)

)

)

req.on('error', err => {
console.log('Error:

D)

req.end()

+ err)

SIGV4A

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()
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}
return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>')
process.exit(1)
}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
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Golang
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SIGv4

package main

import (
"context"
"flag"
"fmt"
"io
"log"
"net/http"
"net/http/httputil”

os
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"”
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {
set  bool
value string

flag.PrintDefaults()
os.Exit(1)

ro
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}

func main() {

flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),

config.WithClientLogMode(aws.LogSigning))

if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigv4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

b
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// Perform the signing on req, using the credentials we retrieved from the

err = signer.SignRequest(&sigv4.SignRequestInput{

Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")

log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {

log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

package main

ro
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r
0]
03

150



Amazon VPC Lattice Add a permission2|

import (
"context"
"flag"
"fmt"

io"
Illogll

"net/http"
"net/http/httputil”
IIOSII

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {

func main() {
flag.Parse()
if lurl.set || !'regionSet.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

ro
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// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4a.New(func(o *v&.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the

SDK

err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
RegionSet: rs,

1)

if err !'= nil {
log.Fatalf("%s", err)

}

res, err := httputil.DumpRequest(req, true)
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if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)
respBody, err := io.ReadAll(resp.Body)

if err !'= nil {
log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

=& - GRPC

%

O| oMol M= AWS Go ZZ 122 210{& SDKE AF&35H0{ GRPC L&0f| CiEt 2™ MEE &2
L|C}. Ol= GRPC MZ 3t Z|ZX|EZ|Q] o2 MM At2E £ &Lt

package main

import (
"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"
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"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo"

)

const (
headerContentSha = "x-amz-content-sha256"
headerSecurityToken = "x-amz-security-token"
headerDate = "x-amz-date"
headerAuthorization = "authorization"
unsignedPayload = "UNSIGNED-PAYLOAD"

)

type SigV4GrpcSigner struct {

service string

region string

credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {

signer := v4.NewSigner()

return &SigV4GrpcSigner{
service: service,
region: region,
credProvider: credProvider,
signer: signer,

}

func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri
(map[string]string, error) {

ri, _ := credentials.RequestInfoFromContext(ctx)
creds, err := s.credProvider.Retrieve(ctx)
if err != nil {

...string)
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return nil, fmt.Errorf("failed to load credentials: %w", err)

// The URI we get here is scheme://authority/service/ - for siging we want to
include the RPC name

// But RequestInfoFromContext only has the combined /service/rpc-name - so read the
URI, and

// replace the Path with what we get from RequestInfo.

parsed, err := url.Parse(uri[Q])

if err != nil {

return nil, err

}
parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")
req, err := http.NewRequest("POST", uri[@], bodyReader)
if err != nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}
// The signer wants this as //authority/path
// So get this by triming off the scheme and the colon before the first slash.
req.URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

err = s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,
s.service, s.region, date)
if err !'= nil {
return nil, fmt.Errorf("failed to sign request: %w'", err)

// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.
reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {

ro
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reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)

return reqHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: message})
if err != nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

pool, _ := x509.SystemCertPool()
tlsConfig := &tls.Config{
RootCAs: pool,

authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer
grpc.WithAuthority(authority),

ro
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grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-sves", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)
if err !'= nil {
log.Fatalf("did not connect: %v", err)
}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
" "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"

arn :

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-06T23:30:50Z7",
"mfaAuthenticated": "false"

.

"invokedBy": "acm.amazonaws.com"
.
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",

"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com",
"userAgent": "acm.amazonaws.com",

"requestParameters": {

"granteePrincipal": "tlsconnectionmanager.amazonaws.com",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [

"Decrypt"
1,

"constraints": {
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

}I

"responseElements": {
"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",

"eventID": "8d449963-1120-4d0c-9479-f76dellce609",

"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
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aws kms list-grants —key-id your-kms-key-id
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{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z2",

"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

Q| ListGrants O|AM0f M Z|F 04X} EOF FX|= TLS Connection Manager0O|1 &35} ZHEIAE =
VPC Lattice AMH|A ARNO| /& LICH

Decrypt

VPC Lattice= VPC Lattice AMH|A0]
ol8! 7|12 1S 5t= Decrypt XS EEELICH CloudTrail O|HE 7|5,
U2 O|HER & 5= &Lt

AN EH

MTLS 922 MB57| I8 TLS A HEIRIE AF&3to{ =2}
&% =0l M Decrypt &

Ct2 2 Decrypt &40l CHEF CloudTrail O[HE 7|5 2| of Al O|HIE B2 =QIL|C}

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
1,
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"
.

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,

"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",

"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": '"Management"

Amazon VPC Lattice& |dentity and Access Management

CtZ MM M= VPC Lattice API 22 =3e = U= AL XHE A|015104 AWS Identity and Access
Management (IAM)E AF83104 VPC Lattice EIAAE B35 5= WH{e MHEELICH

|

Identity and Access Management

163



Amazon VPC Lattice

Add a permission2|

« Amazon VPC Lattice7} IAMI} 53t &4

+ Amazon VPC Lattice API T&t

« Amazon VPC Lattice2| Xt74 Z& 7|Ht A

« Amazon VPC Lattice0ll MH|A 44 g A

« AWS Amazon VPC Lattice0| CHEH #2213 HAH
Amazon VPC Lattice7} IAMZ} & S 5t= & Al

IAMZ At&3t0{ VPC Lattice0l| CHEH KM AE 2 2|5H7| T0dl VPC Lattice0l M ALE
S& got=uct.

IAM E4 VPC Lattice x|

A4 5 7|8k ZAH of

BlaA 7|HE M of

Al 3o of

Y 2las ol

HM x=H 7| ol

ACL oL

ABAC(E2o| Ef1) ofl

Al 2ot OIF of

MH|A o3&t ot

MH|A o4 48 of
VPC Lattice 2! 7|E} AWS MH|A 7} CHEE 9| 1AM 7|51 &S5 &
IAM AFE MM S| AWS IAMS 2 EH5tE MH|AS R XSS

SN
=

e

= 1AM 7|
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VPC Lattice0ll CHEt AFZ2 &2 7|8t IAM & =H

ID 7|8k 2 x|: of

D 718 A IAM AFS R, AFS AL 8 i 4T} 22 Do HFE £ 2l JSON HEH B 2
LIt ol2{et BHe ALSXH U AEO| ofEH BlAA0H ofE Z7H0IA ofEH Kele £HE 4 UK
 MofBrLICH A7 B 718 HAS MASHE WS YoHE BT IAM AR MMM 12 Baly

o2 MEXE X|H IAM HeF Ho|& HZotA

IAM ID 7|8t HM S AFR5IH HRBE|HLE HEE = & 2|AA R ofL|2t 20| 3 | 7HLE HE
I XU KYE = U&LICH JSON HAMIM AL = e ZE 2404 CHEH LotE 24 IAM Ab
2 MBEMO| IAM JSON HH 2 A T E FESHM L.

Elas 7|E HH20[ E|Aa A0l dZsHE JSON HA EAM LI AWS Bl 78 QM E X|Rst=
AWS A{H| A0 A A‘IHIé ZrZ|XHE Ol A8 3Stod sl AWS AMH|A 2| EF E|AA0| CHEF HMAE
Moig = JU&Lich GHo| 4 E Elas ol Z2 HH2 X[HE _'?'_O.J FH 7t S 2laaet ofE =
oM ofH g s = USXIE Holgfch 2laA 7(gh HHMolMd 2o FA|E x| ook &L
Ct.

VPC Latticee= AMH|A HEHI 2| MH[AO CHEF AMAE XMoe = U= ElaL 7| HHRIF
ME K| HELICH REM[E LI 2 218 HAMEZ ALE5104 VPC Lattice MH|A0] CHEF HM[A Ko HHE

HESUAL.

VPC Lattice= AWS Resource Access Managerdl| S & 35t7| {8t 2laA 7|8 et HAME XL
C. Ol243t 2lAA 7|8t HME A0 MH|A, 2|44 74 & MH|A HIEL|30d| CHall CHE AWS A
HEs ZEof Ciet AAE 2elg = JUe HEtS R0 = UELICH RHAIEH LHE 2 VPC Lattice @l

&t
EHE| 3% CHal2 & ESHAAIL.

(o)

IAM HH MH|= IAME X|§etE ZE MH|IAS ZE API &g X|HE £ QU

VPC Lattice2| A< API 512l vpc-lattice: 0l CHS HFALE AR ELICE of
0{, vpc-lattice:CreateService, vpc-lattice:CreateTargetGroup & vpc-
lattice:PutAuthPolicy®&IL|C}.
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HIE otLtof oid] A3 E X|HstedH ChEn 20| 22 FEELICH

"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]
otel=stEE AFR5H0] 04E] TS XIME £ UALICH fE S0{ CH2T 20| 0|E0| Get 22 Al
SElE BE HUS AIHE & Usct

"Action": "vpc-lattice:Get*"

VPC Lattice AP| 2] S5 & Ee{H MH|A HE 204 & ZE0|M Amazon VPC Lattice0l| A &4 O|5F =F

X|ZgrL|C}. VPC Lattice

-
o
0z
lo

N

=
2
i

IAM H& T 20{ M Resource L4 = HYEO|CIFE 5 ZH
ol B2 Zf IAM HHME2 ARNE AE3t0q x| et 2|40 HEELICH

53 Amazon 2|24 O|F(ARN) A2 Ela20f Mat CHELICH ARNS MSE M #### MAEE 2|
AL HEZ HELICH
- ANAET FE:

"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-log-

subscription-id"

. B|ALA:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"

. 2lAA Ho|ELO|
"Resource": "arn:aws:vpc-lattice:region:account-id:resourcegateway/resource-gateway-

id"

"Resource": "arn:aws:vpc-lattice:region:account-id:resourceconfiguration/resource-
configuration-id"
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- AL

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id/rule/rule-id"

o MH|A:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"

« MHlA WELT:

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

« MHI[A HER3I MH|A AZA:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"

« MHIA HES3 2|& o

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkresourceassociation/service-network-resource-association-id"

« MH|A HER3 VPC ¢14:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

- CHA O E:

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"

ZE|RHE AWS JSON HHM2 A 510d 71 ol AMAE 4 2
20t FH7F o 2lAA0h ofH ZZM TS SUH £ UK

Condition 24 ™MOo|El 7|&o0f 2} 20| A™E[= Al7IE X
(less than)} 22 =74 QIAXIE AFE S0 HAMo| 7S %o
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MHI&7F 2 E Bl R0 CHsll Al 7HX| =A 7|€ 25 XIst= 89, a2
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ABAC MM EtAH|7} ZEE AASME EHEdH IAM AL dHMO| 4 7

XM L.

VPC LatticeOll A [A| 2O CIF ALE

HAl Rt BB K[2: of
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M X|EE S

2
A0/ MH|A 48t2 TEIELIC}H
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VPC Lattice A{H]| st= ghedod cist REAISH LH& 2 Amazon VPC

LatticeOfl AMH|A @174 & AL S EHE HZTFHM 2.

<

VPC Lattice0ll CHEH A= R x|of| MHE CHE 25t
S(0l: ALE Rt EEE HE)E FoqsH{ok gfLICH EBF YT VPC Lattice %242
MEYHYE 388 + A 1AM XH 3 HEtE Fodafof gLict,

PC Lattice APl 22 $ &8 £ /= IAM A4
ZL CIE AWS APIsO]

APIOi| EBF HEt
APIOIM CHS AYE 28 M X|HE HHE S8 + U= 1AM AEXF HetE FoistoF gfLch

CreateResourceConfiguration

» vpc-lattice:CreateResourceConfiguration
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 ec2:DescribeSubnets

 rds:DescribeDBInstances

 rds:DescribeDBClusters

CreateResourceGateway

vpc-
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

lattice:CreateResourceGateway
AssignPrivateIpAddresses
AssignIpv6Addresses
CreateNetworkInterface
CreateNetworkInterfacePermission
DeleteNetworkInterface
DescribeNetworkInterfaces
DescribeSecurityGroups

DescribeSubnets

DeleteResourceGateway

* vpc-lattice:DeleteResourceGateway

e ec2:DeleteNetworkInterface

UpdateResourceGateway

vpc-
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

lattice:UpdateResourceGateway
AssignPrivateIpAddresses
AssignIpv6Addresses
UnassignPrivateIpAddresses
CreateNetworkInterface
CreateNetworkInterfacePermission
DeleteNetworkInterface
DescribeNetworkInterfaces
DescribeSecurityGroups
DescribeSubnets

ModifyNetworkInterfaceAttribute

CreateServiceNetworkResourceAssociation

* vpc-lattice:CreateServiceNetworkResourceAssociation

AP| H&t
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* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

» ec2:DescribeNetworkInterfaces
CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

« ec2:DescribeSecurityGroups(£2t 2 &0| NS E B0t

e
10

UpdateServiceNetworkVpcAssociation
* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups(£22 2 &0| NS E Zd<0ot &

0

CreateTargetGroup
 vpc-lattice:CreateTargetGroup
* ec2:DescribeVpcs
RegisterTargets
 vpc-lattice:RegisterTargets
« ec2:DescribeInstances(CH4 & F&0| INSTANCEQ! F<0iEF E Q)

« ec2:DescribeVpcs(CH4 O & R 0| INSTANCE = IPQ! 0Bt ER)

i

« ec2:DescribeSubnets(CHY & 30| INSTANCE EE&= IPQ! B0BH ER)
« lambda:GetFunction(CH& O & S 0| LAMBDAQ! BA02F Q)

« lambda:AddPermission(CH&f 2§01 X[HE Lambda & +E& S E& TEH0| o} 2 Qiz F<o0f
oF 2Q)

DeregisterTargets
 vpc-lattice:DeregisterTargets
CreateAccesslLogSubscription
* vpc-lattice:CreateAccesslLogSubscription
* logs:GetLogDelivery
* logs:CreatelLogDelivery
DeleteAccesslLogSubscription

 vpc-lattice:DeleteAccesslLogSubscription
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* logs:DeletelLogDelivery
UpdateAccesslLogSubscription
* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery

Amazon VPC Lattice2| A3 5 7|dF =M

712X o 2 Al L 2482 Amazon VPC Lattice 2| AA S MAMSIHL £ £ Q)= HEto| gig
LICH AR XA AFE X7 2R 8 E|AANM B E o&3E HEHE 20o{5tedH IAM ZE[XF7F IAM
Mg M5 ELlcH
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MM IAM M HE(EE)E XM,

)||

Zt 2lAA f3oi CHEH ARN EHAlZ 283504 VPC Lattice0ll A Zof8t 2t 2l Z|AA & o CHSH R}
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e
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74 B 78 ZAoll ek HRoIM AR X7 VPC Lattice EIAAS M4, AMA i AME & Y
EX| {87t ZHEELICH o] 2o = Qe AWS H™Hof HISO| Yde &= AU&LICH ID 7| HAMS
MatL HEE ms ohg XD HE AR 2L,

. AWS ZEIE HMS AR T 24 HEOR ME - ASK WAIZ S0 HEH RIS AlxHstE{H
Bfe UBHEQl ALS AtEof CHEH HEHS Sodshs AWS BE[E HAMS AISELICH oM ASE £
UELICE AWS HIZ. AR Abzilol T AWS T2 BEIS HA2 Holstod Mete F7t2 Fols X
Ol F&LICH AHMEH LIS 2 IAM AFS ATA{] AWS EHEIE B3 = AWS B0 CHEh B3 &
M ML

. ElA HEHES - IAM HMS ALS5H0 MBS MESHE B, SUS +#sHs O LR Hatet
ROELICH Ol t2iE 214 MBIOZE AT SH ZTIM S 2laL0l i £E 4 2
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8oto] HetE MEst= Yol CiEh RtAMIEH SE= 1AM AHE HY
=

Mol U= 1AMLS| A 2 Hetg FERSHAMIR
« IAM HHO| RS ALE5t0] AAM|A FIF KB - FHRo| RS FIHeto 2 & 2|4 A0 CHEH A
NMAE ®MeEte = QJ&LICH 0§ S04, SSLE A85tod EE @FE T&slok 8ot x|Hste ™
MRS ZEE = JELICH AWS MH|A 2 Z2 EHE Sal AEElE A2 ZUE AE5t0od A
A Zrdof CHEF HMA HEHE F0oE £ QJ&LICH CloudFormation. AHAM|EH LIE2 IAM ALE A

xH
« 1AM Access AnalyzerE 5H IAM H2Z 2Qlstod et 7|
Analyzero| M= IAM 23 0 -|(JSON)9P zH
grolgrLCt. IAM Access 7H S0 A~ Tt
04 St 7|52l ’S"%% HHStE S S&LICH AHAIEH LI 2 IAM AFE ABEA{S| IAM Access
Analyzerol M HH HE & FE5HAM L.

N
0

« CIE QIB(MFA) Z2 -0M IAM AR EEE R E ALK ER 3 ALIZIR7) Qe B F71 Hot
2 I3 MFAE AWS A-EZALICH API 21 g A YXMo R S £ M MFAZI 2 R25tH H&of MFA
XA F7HEtLICE REMEH LIS IAM AF2 AMEHA O MFAE £3F ot API HMHAE & Z5HML.

IAMS| ZEd Abedlod| CHEF AFM|IEH LI 2 IAM AFR MM O IAMC| EoF T Ed A2 & X SHM|L.

Mz HM A ot =7} Mt

VPC Lattice7t S&E CIE AWS AMH|AQF ™A VPC Lattice 715 NMEZS AHE5tE{H &
M F7} Heto| Qoqof ELICH ESE CHel&xF Heh o Aol 3 HE o ol2q8t HEH2
VPCLatticeFullAccess 22|38 Ao £ & E|X| ek&L|C}.

CS MaHg odstof @485t VPCLatticeFullAccess 22|13 XAl st AF238HoF & LCt.
JSON
{

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:TagDelivexryStream",
"lambda:AddPexrmission",
"s3:PutBucketPolicy"

1,
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"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"vpc-lattice.amazonaws.com"
]
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-
lattice.amazonaws.com/AWSSexrviceRoleFoxVpcLattice"
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"
}
]
}
O A2 CtZ1 &2 F7t HetE M3 ELC.

- iam:AttachRolePolicy: X|&E 22|13 &Y

o
=
- iam:PutRolePolicy: X|HE IAM 23&of Z & &l 2l
HEELCt.
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 s3:PutBucketPolicy: Amazon S3 HZ!0| HZ! Mg MBS T & 51 ELCt.

|

RS
« firehose:TagDeliveryStream: Firehose & AEZ0]

LCt.
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JSON

"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation”,
"vpc-lattice:UpdateServiceNetworkVpcAssociation"”,
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [

myn

]I
"Condition": {
"StringEquals": {
"vpc-lattice:SexrviceNetworkAxrn": "arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-la2b3c4d"

ID 7|8t &= 175



Amazon VPC Lattice Add a permission2|

O M| Z4=H: MH|A HEQ 3 0] CHEE MH|A 43 M A

2 7|18 Ar8304 VPC Lattice 2IAA0] CHEE HMAE XM 0{5t K| = F<? Resource 240 2|4
A 9| ARNZ X|ZH5t0f CHAl HMAE Mo{g = U&LICt
CIS oflAl= O] H=Ho| AFEK}I7} CreateServiceNetworkServiceAssociation APl 210 AFR
8t 4 ol MHIA T MHIA WIESZ O ARNS XIH5H04 MH|A HZS MH|A HEYI2 Nststs
MAMZ HoiELIC ARN Zt2 X|™Hst= ol Chet AHAMISH LHE 2 VPC LatticeE 218t E& 2|44
MMEE FHZTSHMR
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkSexviceAssociation"
1,
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:sexvicenetworkserviceassociation/*",
"arn:aws:vpc-lattice:us-west-2:123456789012:service/
svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"
]
}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
]I
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:*/*"
}
]
}
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"Action": "iam:CreateServicelLinkedRole"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/vpc-

lattice.amazonaws.com/AWSServiceRoleFoxVpcLattice",
"Condition": {
"StringLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

}

REMIEE LIS 2 IAM AHE B L] MH|A 4Z 98 HErE B xR,

Amazon VPC Lattice0ll MH|A @473 &t Al

Amazon VPC Lattice= AFZXIE CHAISIO{ CHEE S &5t= O 28 HE AWS MH|A off MH|A
Zd st 2 AP ELICH KIMEH LIS IAM AF2 MEAMO| MHH|A 0448 & X SHAI2.

VPC Lattice= 2t= AH|A 2443 A& 2 AL & LICFAWSServiceRoleForVpcLattice.
VPC Lattice2| MH|A 173 g HEt
AWSServiceRoleForVpcLattice AH|A @14 &2 CtF MH|AE AlE[5to] &S S LICt.

* vpc-lattice.amazonaws.com

PC Lattice7} AWS/

AWSVpcLatticeServiceRolePolicy2t= 0|& O x|7<'| =| o4&t HEF MAMe v
b SerLict XM 82 #e
w

I ]
VpcLattice WA HO|AO CloudWatch X|EE AAIE = UESH 5
o

8 g "*7<AWSVchattlceSerwceRoIePollcy | MME HZESHM L. AWS

IAM UE{E|(ALE R, 18, A& %)7P MH|A A4 F& g st HESHHLE AXE = UEF HEt
2 FHE = Uguch RHMIE LI 2 the section called “Oi| Al T2 MH|A Q14 48 MM Htlg &
Ege FOPNEe

AR,

MH|A Q4 A48 ALS 178


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeFullAccess.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeServicesInvokeAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://console.aws.amazon.com/cloudwatch/
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Amazon VPC Lattice0fl CHSF HA|A 21

EIE ME5to{ EEiE I{EE 2496t HERT o] ZE MHIAE HALE = J&LICH VPC
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"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Sid": "ManageVPCLatticeAccesslLogSetup",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription”,
"vpc-lattice:UpdateAccessLogSubscription”,
"vpc-lattice:DeleteAccessLogSubscription”,
"vpc-lattice:ListAccessLogSubscxiptions™

1,

"Resourxce": [
wen

]

}
]
}
REAMIEH LI 2 AWS Identity and Access Management AFHFE MM Q| IAM AHZ4 & HeH =7 2l A
| =

A MM BESAL.

e
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to 2 50 F 7t XIQ4 A|ZHO| W AlEH 4 QA LT},

e 2 OE0| EX HEt0| Qe AR 2lAA HAM| AIsSo 2 MAE|0] CloudWatch 21 Z1E0] &
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https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
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« CloudWatch 2&2| 23 I &0 CloudWatchZ ™M&E HMA 2O E & Qlg = U&LICt XA
gt LHE 2 Amazon CloudWatch Logs At& B A Q| CloudWatch LogsE & E HIO|EH 278 &
ZML.

Amazon S3
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S 0| gl B2 HA HRO| RIS 22 M4 E|0{ Amazon S3 HZ!O| FIHEILICH XA
Amazon CloudWatch Logs At& ME M| Amazon S3CE MEE 208 FZFML.

« Amazon S32Z MEE|lE HHA ZIECISD 22 BH 722 AFSELICH

[bucket]/[prefix]/AwWSLogs/[accountId]/VpclLattice/AccesslLogs/[region]/[YYYY/
MM/DD]/[resource-id]/[accountId]_VpclLatticeAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz

« Amazon S3Z M&E|= VpclatticeResourceAccessLogse CHS BWH 72l AFSEHLICH

[bucket]/[prefix]/AwWSLogs/[accountId]/VpcLattice/ResourceAccesslLogs/[region]/[YYYY/
MM/DD]/[resource-id]/[accountId]_VpcLatticeResourceAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz

Amazon Data Firehose

« VPC Latticee Yo 2 28 O|LH0| Firehose0ll 21 & ™M&EFLICt 3K AX| 23 ™S AlzZt
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AAsoz2 HEELLIct dg XS 40| H3stei™ AFE A7 iam: CreateServicelinkedRole
Zhedof CHek MEt2 EqsioF & Lct RHAIE L& Amazon CloudWatch A& A—E A 2| Amazon
Data FirehoseL E HMEE EOE HESHMIL.

« Amazon Data FirehoseZ M&E 21 E 7|0 CHEF AHAM|EH LI& 2 Amazon Data Firehose 7H&H X} OF
LH A 2] Amazon Kinesis Data StreamsZ & ZstAMI 2.
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#ViewingLogData
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
https://docs.aws.amazon.com//streams/latest/dev/monitoring.html
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-access-log-subscription.html
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- HMHA 2T L XEA EA
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{
"GET /my-service/endpoint HTTP/1.1
Host: my-api.example.com
x-amzn-requestid: trace-request-foobar"
}
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https://grpc.github.io/grpc/core/md_doc_statuscodes.html
https://grpc.github.io/grpc/core/md_doc_statuscodes.html
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e ConnectionDuration
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jo

« InternalError -2%H
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&L
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"callerPrincipalTags" : "{ "TagA": "ValA", "TagB": "ValB", ... }",

"hostHeader": "example.com",

"sslCipher": "-",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
svn-la2b3c4d”,

"resolvedUser": "Unknown",

"authDeniedReason": "null",

"requestMethod": "GET",

"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-1la2b3cad”,

"tlsVersion": "-",

"userAgent": "-",
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"serverNameIndication": "-",

"destinationVpcId": "vpc-0Qabcdefl1234567890",
"sourcelIpPort": "178.0.181.150:80",

"targetIpPort": "131.31.44.176:80",

"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",
"sourceVpcId": "vpc-0Qabcdefl1234567890",
"requestPath": "/billing",

"startTime": "2023-07-28T20:48:45Z2",

"protocol": "HTTP/1.1",

"responseCode": 200,

"bytesReceived": 42,

"bytesSent": 42,

"duration": 375,

"requestToTargetDuration": 1,
"responseFromTargetDuration": 1,
"grpcResponseCode": 1,

"requestId": "a9f2c7al-6b4f-4c79-9e87-ff5al234a001"

C|AA HHA 2T BHX

Che EolME Bla4 AMA 21 ¥=0| WeE MHFLIC

c =k B4
serviceNetworkArn MH|A HE {3 ARN. arm:partition vpc-latti
ce:region:account:servicen
etwork/id
serviceNetworkReso MHIA HELZ 2|44 IDY SNra-xxx
urceAssociationId L|Ct.
vpcEndpointId 2lAaA0| HMASHE O AHS =AtE
ZEl A=z OlE IDYLICY.
sourceVpcArn Q10| AIZFEl AA VPC ARN B
&= vPCYLLE.
resourceConfigurat HMABH 2|AA LS| ARN 2R
ionArn ALt
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Zc L 4
protocol Elas 0 SAst= ol AP 2R
Sl T2 EZQILICH $HAHY
tcp Bt X[ E LIC.
sourceIpPort HAEE AET AAO[IPFA ipi##
U ZEQILICY.
destinationIpPort IO AZE IPFAYUIE  ip##
ILIC} SN-E/SN-A2| IP7} &
L|CF.
gatewayIpPort 2lAA HO|EQO|7} BlAAN  ip:##
HM[ASHE O AAESH= IP F
A EZEQL|Ct
resourcelpPort SlAAOIPFELAUEERQL] ip##
Ct.
of| A|
CtE2 23 &= 9| of| ALICE
{
"eventTimestamp": "2024-12-02T10:10:10.123Z",
"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/
sn-1a2b3c4d",
"serviceNetworkResourceAssociationId": "snra-la2b3c4d",

"vpcEndpointId": "vpce-0la2b3c4d",

"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-0la2b3cad”,

"resourceConfigurationArn": "arn:aws:vpc-lattice:us-
west-2:0987654321 : resourceconfiguration/rcfg-01la2b3c4d",

"protocol": "tcp",

"sourcelpPort": "172.31.23.56:44076",

"destinationIpPort": "172.31.31.226:80",

"gatewayIpPort": "10.0.28.57:49288",

"resourcelIpPort": "10.0.18.190:80"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"userName": "abcdef01234567890"
},
"webIdFederationData": {3},
"attributes": {
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https://aws.amazon.com/cloudtrail/pricing/
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html
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"creationDate": "2022-08-16T03:34:547",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
I
"responseElements": {
"name": "rates-service",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "CREATE_IN_PROGRESS"
I

"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

CH oMol M= DeleteService 2401l CHEF CloudTrail O|HEE E0{EL|CI.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef©1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef©1234567890",

VPC Lattice OHIE of x|
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteService.html
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"arn": "arn:aws:iam::AIDACKCEVSQ6C2EXAMPLE:role/Admin",
"accountId": "abcdef01234567890",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-10-27T17:56:41Z",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef©1234567890"
I
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
I
"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

CloudTrail tllZ = Z&I=0] CHE REAIEH LI 2 AWS CloudTrail A& A M| CloudTrail record
contentsE AT 3HAMI2.

VPC Lattice O|HIE of| K| 213


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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