adws

AWS Well-Architected Z 2|43
o| A ZE Al F+ AWS: 22t EMH M2
=7

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

o| a2t Aall 5+ AWS: E2IRE| M| =+ AWS Well-Architected
3

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

|2 Amazon 2| NM|E =& MH|ALQ} 74, Amazon EZHE O|O|X|E
(@)

4+ A YAz AI8Y + Sl&LICH AmazonO| &7 K| ©f
A7LE =3 2HAH| o Fof 2A|gi0] sHE AR

Amazonl| A E I EHIHE C|X
Ho{E 2| 7Lt DZHo|H ESS
2 7|Et RE A EE Amazont MF 2HAH 0Ll #240] Q

Ktof Rpak@iL|Ct.




ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

Table of Contents

Lo 1
L SRS 2
P = L = OO 2
THAFE Well-ATChItECtEA R LTIE? ..ot 4
A Rl B8 AU B e nanas 5
AWS QL B R B B R et 5
D AR CEALRE O E BB ettt 5
RHGHBE G CARULTIE? ettt ettt ettt be et ae e e e saeer s 7
TIFEEE RHM STET7F OFEILITE. oo, 8
HIZELIA QL2 HZIBCP) ..ottt ettt eneen s 9
HIZ LA Q& BA D QB Tl e, 9
= (o O =10 = =0 ) IR 10
SEREHME TSl ST A TS e 13
e N VAT LS s R 13
oL I VA ST s PR 14

B EERE O] AU Bl B ettt 15
L = Lk OO 16
1= L R 16

AL L O =R 19
1= L 21
AWS Elastic DiSaster RECOVEIY ........coooiiiiiiiieece ettt a e e e 23

= 0 OO 24
1= L 24

CFE AFOIE QHE|E/MEIE .ottt 25
1= L 26

= 1. R 29
D ==l = | RSSO 30
e TSRO 31
B2 L0 N OO 32
LS N R 33
T [ == SO RSOOSR OSSO PP PRRRPRRTPRRTORN 34
LD N I = OO 35
F AT ST = O K R 36
....................................................................................................................................................... XXXVil




ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

o| T2 Ml EF AWS: 22 oMo EF
HAIY: 2021d 28 12Y(EM 7[5)

Mal S7= KSHE CHHlSt T S5t Z2EMAQILICH IFT2E = A|ARO] 7|2 HiE X[ M
HIZLIA SEE o|detx| RotH ot= oHE= RS2 ZHFELICH O] HAo|M=E HIZE ZE 3
2o chet Msll S E A&t BHAESE 2 A E ZhEFstA ATt AWS, 9I=i2 2tatstn

MG I Z =0 CHEt Recovery Time Objective(RTO) & Recovery Point Objective(RPO)E & Z 517
o3t ClokFst AT YAl R|ZEHL|C)

Ol ol T2 =0l Chet RS HTE FHsHE WIS CHELICHAWS. B 22304 9laEC
of RH3H ST ALOIEE ALR SHE ol CHEH XpAIEH LHS 2 0] 2 a0l ofE ElA|olMol AWS RHaH

E__I.LE xl-xo|.k||o AWS



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-of-on-premises-applications-to-aws/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-of-on-premises-applications-to-aws/abstract-and-introduction.html

o] 23 2= Al SF AWS: 2EIRE=0 Mo 5+ AWS Well-Architected Z2{| 3

A7

IA2EE oLt 7|5E SHIED U E|H =&l of ELICt Ol fIsie 5SS HAHSl o &
LICH S22 elZgl, MH|A E= o EE|7l|o|MH SEHo2RH |76t =& SF6t7| 2lsh AF
B EAAE SHoE ES6tn, HRE 7 £ dAHR HERA +X1|9F &2 sHE 2Etsie 9
AZcE 9| 7|lsglLct

MsH |F(DR)= S8 MEfo| 5t 200 Asi7H e [ AT =Z=7t ofEH EHSSt=X]

of ztgt ZJLICHAsH= HIELIAO alzfet B2 g O|x|= O|HIER]). O] E 2 Recovery
Point Objective(RPO)2t11 dt= OI|O|E &4l W X|5t 1 Recovery Time Objective(RTO)2t1 St= %

AZEE ASE —’r— s 7%% S| AI’J% §0I7I fet FIEEQ| MEFE X|Hste ZEQ| HIELIA
Sg= o M5l O|HIE o] CHEE |+ S E(RPO 2 RTO)E
=ot 4“4 EEP =gl 9r4 == M7=|I01I S S Fdstor LIC o] M2 A2 ZE 0| HIZLA
A

—

A 7A=(BCP)ol Yo 2 HIKLIA Y& NS RIS ol Z80| HLICH

-

MolME HIZELA9 Mis 27 S EE
ZxX® o Z CIELIC} 7|0 2= X
|2 7t & 23l E B st HER 22 7| G| AASKE I8 ALt

BE 3510 of7|HAE AR, M W TH AWS sHe
H= IR

o
z|1 7| MYXHCTOs), OLZ[HE, LA 28 &

I
o e
o

I
—|o

=
gl__'
It
1]
4O
|
0j0
0x

pal
=

0z o
i
-
[m rir

1o
I rie
= I
e

e
r
jul
i

foi
o |
3

0% 1o
Q'I_l

rr

rE

I'EI




o| a2 M5 SF AWS: 2R E0iAe E1 AWS Well-Architected Z 2|2

RTO
Disaster

Recovery

Resiliency

Availability

JtEAde HE ol ZHAMTBR)T HE =7 AIZHMTTRIS AF23t0d HIAHEILICH
Availabilit Available for Use Time MTBF
rariapliL = - =
Y Total Time MTBF + MTTR
Ol M2 #AlS 02T st Zo 7t BLom, 00.9%0) 7H2A 2EE 9atT BLICH

SIZEO| FR AlZh 7|8 M2 HA2 AISstE Ot 83 & Auigt 2F

T UA&LICH 0| 32 Ch3 HME MEE + J&LICH

Successful Responses
Valid Requests

Availability =

N = = R



ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

SLICE Xl |72 SE= HIZLIA

A Mo, HERT 2, AZEQ0] b
o =
= (=
sdst= Ol AL E = JUe AlztE 20
3t
=

)

e
ok iy
rrox

T A= Well-Architected & L| 7712

My

EtRE0M AIARIE F5E M LHE]

AWS Well-Architected Frameworke = a3y =
A&3510{ 2RI E0M et 2o|m otMSIH 2™ 0|

sist= ol =&0| EL|ct o] =&

I
M{n

T HIE 22X AARE MAIStD 2Y5t7| fet ot 7|EX 2 A& 4 TH{E &= U&LICH AWS
Management Consolet{A F 22 AR E £ U= AWS Well-Architected Tool2 AFESHH ZF @ A0
CHet e2do| ZZof EHEd5t0q Ol2{et 2 At2l|et HIw5lo I AEEE AEE + U&LICH

| @ AR, 53] REL 13, “AH5H £ T (DR)S 0

Ol MM ChRE THE2 Az HE| A0l 3 E
| AHZ st 2270l CHaH REMIS| AEEFLICE o] B o] AIEIE 7348 £0iE AWS Well-Architected
Tool2 AI&3%to{ I REE HE(E= MAE)sH ok gLct,

TFAb= Well-Architected &1 LI77H? 2


https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/a-failure-management.html

ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

=
=

21g 93

[0

S22 AWS 9 12 740 35 MUQULICH S0 YHOR M =BT L 7t840[0| R 2

(=2 I = I |
oM o{EH| 2 Sst=X| OlslistE Zd0l SLELICH

AWS | “Z Bt E S

AWSE AWS 22t E0M MBS Els ZE MH|AE AAsHs QZEto| S22 MYALD o Q=
ohE AWS 2EIRE MHIAE HESHE stESof, £ZEfof, HERZ Y AldZ FHELICH AWS
£ O|ZHEF AWS ZEIRE MHIAE ALY # AL S Y2 HElMel =32 J7[80 MH|A 718
JO| AWS AMH|A +F HH(SLAs)S SESH7ALE Zote = S Bt
AWS 224 Z2t2E QlZetE TZH0| S0 Fold YT ZE O} F[HME /Y + UES 47
EIRELICE ZH AWS 2|H2 25| AElzlof el 2 2L :'EIEI elz e}l mEMEel ofe] 7tE
BHo2 FYELICL 7t8 BAU2 QI ZE S| JEE & + U TS Halstod 2IMe e
Yol S OIxIX| L5 FHLICH 22U SAlof AWS E[Te| ZE B2 25| SSE T8 o
E2 MR E Sal 1OiHF| x| AlZto| B2 WELZH &= AZE|of B 7ol MEIF0l =2
X4 AlZto| B2 UEAZE MESYLICH ¥ 7to|l 2 & EciE2 &3 sELUch UEST 9528 &
o Ztoll S7|A =XE HstTlof SEELICH stLtol o ZE[70[40] 0424 AZol| THE|M'EE|o] /s
A Y™, Hl, EUlo|E, 52AIQ Sol EMZEE ofZEFolME ol Moz HElstn 258
T A&
D Mol galec o Balad
ALERtel M2 MENE AWS 2t E MH|Aof et ZEELICH AMH|A0] et 5243 Mo
o2 M nZHo| +Asor & T4 ol &ol FEtELICE o€ S01 Amazon Elastic Compute

zt

CIoud(Amazon EC2)Qt Z2 MH|AE AI85tE{H D 20| Lest ZE |83 714 U #E| HHE +
stoF BLICE Amazon EC2 QIATIAE HYESHE D22 0] 2IX[(M: AWS 7HE F )0l EC2 1A
FAAE HHESH1, Amazon EC2 Auto Scalingt 22 MHIAE AFE5H04 A7t S+ E F#3st D, QIAH
A0 dx|El ofZ 2|7 o|Mof CHAH = 7=10| FlofLt I EE o} 7B 28 AtEE AFSE Aol «
&LICt. Amazon S3 2! Amazon DynamoDB&t Z 2 ZE[& AMH|A S| B2 AWSE QIZzt AF, 2Y
MA L EHES RESHH DU A=EQIE0of HAM|ASHO] HIOIEE K&t AMELICH e, H

Merel & SH e £ stod ClolEe] S2=E 22l M2 oA &Lt

Pl

LS| 7H8 S¥e = AElstod «1=2

7
ofs=d % 83oto] LEE A

AWS 2|9 044 7t 8 G| R Z2ZEE HIE = A2 &

ZEE HEFSE S dAE 1It8Y Mo YR 0|H, CHE 7HE 2

0.|.|. 0|'

o4
oL |

I'Iﬂl



https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/about-aws/global-infrastructure
https://aws.amazon.com/about-aws/global-infrastructure/regions_az#Availability_Zones
https://aws.amazon.com/about-aws/global-infrastructure/regions_az#Availability_Zones
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-to-withstand-component-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/workload-architecture.html

o| a2 M5 SF AWS: 2R E0iAe E1 AWS Well-Architected Z 2|2

gfLICH CHS AZ o} 7[EiX = EH™, J 2|, EUO|L, XX St 22 EXMZEREH HIARZEE M

— o1,

tn 2555 M7AE DR HEFe| AR 0[7| g LICH DR MEF2 02 AWS 2T A EE

= = — 71—
&LICH o & S0{ HE[Z/IHA|E oM &d E|H0| H ol 282 XMEle = e 82 ¥

la
b

$0 [ OH
[e]l]

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR
RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

HARDWARE AND SERVICES

AWS
COMPUTE STORAGE DATABASE NETWORKING

RESPONSIBILITY FOR
RESILIENCE ‘OF THE AWS GLOBAL INFRASTRUCTURE

CLOUD
EDGE LOCATIONS

a3 2- 2 AWSe 22 Zto] 25 Mgt




ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

-_ o |
FHSHEF FOIUL|T?
MMl 272 HEE m ot M 7HK| =2 RisH B 3o cist A&l ™Woreho|ct.
o XTI EEE B2t A2 K24 RHSH
e MM CLEUHESR3 HdZAD 22 7|=X Eoj
. AN OB HRE T PEHOT TAR AMA EE SHD 2 oI KA
olg4st Z &A™ Rs= XY, X, 271 A, CHF == ™ MAHo & 0|2 £ U&LICH RHF
231 MEFg 104 Ml AfSHe EAMT X2 PEF R FE S LICH 0| SE0{ S AZ MEFE A5
0 £ O|Alo] 712 Wodof ¥ES 0|x|K| o2 2 O|O|E| ME| SEE Yo 7|= 24 ZEHE 2XE
£51E 4 lgLich T2IL T2 M ClOJEIE B73H2iH CHE AWS /79 e HlolE(2 Rof =
%|5leE RS S+ M=FE S E5HoF gLt




o] 23 2= Al SF AWS: 2EIRE=0 Mo 5+ AWS Well-Architected Z2{| 3

1 7t&E2 Al 5771 obelLC.

7t8dnt xisll S ZF Fof ZLIET, ofc] YXI0| HHE, XIS ol ZRet 22 E 7IX| SYE =2
2, Kfs S5 A

Ao QIEFLICH O2LE 71882 HF RS 7 40 BHE F=
I REQ| JH SAIE0 M SLICH K& SF= 7880 SEIHCIE
TE OHE 5 23 AlZH2 SXELICH 71240 WES O|x|= O|HE Al A
S Do 2F AMNEE T = U2 HX YIRETIISH SEE %

LICE Ris 57 HMEfoll= 71840 CHE M2 Y40 25, Hest 32 T
AE = JATSE 7HE AAE-E ofe] IR0l HixZst= O] E™HE SLICH

| 772 ot 7[RI E
Z35t=X| golstor &
S EE==— S

ol ST AZM HAZEL 7HEH2 A8t M2 YAlol F& e DIx|=2 T2qsHok &Lict &
7t& ¥do| B Amazon EC2 QIAEIAOIAM A™ |._ fl3zcol=s n7t8dol eiaLich 24 *‘E-l
= EXMTL Y 7t GHol|l IS O|xlE FRO| ALIZIRQUM= DR SEE EF57| 28 CHE AZ
ZO| Yo ZX|7 HRELICH Ol A|LEIRE HAZETL o] & BT HiZ =T 2 E 2[F0| =2
SHM ECEHE XMElsts D7HEE KIS 2E HIE OHE MOIE HE|E/HE|E e H|wEfLICH 0| B2 &=
EX|BF CHR 2 ZHSHZ QIS 2IHE A8E = 9l BRU= DR T2 2 E EfEE LIHK| EIEQ
Z gtegstod - ELICH

ClOIE(o] H23HE SIS 84 Nish %7 Lol GEUCL DB TS NoI, SyE s A
32E)8 SHHT| sl O NOIS0l K4 SAlSE ARElK T4 R2fEL
[2I0] ARIEIZILE &4 E B9 ol2i2t THDISIe! H

EC|X| ClHO|AM Tt EE= T x4
E2|X| ClHto|Aol SAE = U&LICH O] AlLt2[2HME 178 Mol E+5t1 HIO|E & &=
&4 Al &ol =x| 7|s0| &4 ELICH CHAl DR T2Fo| U8 Z point-in-time M= E3L|CT



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#multi-site-activeactive
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#multi-site-activeactive

o] 23 2= Al SF AWS: 2EIRE=0 Mo 5+ AWS Well-Architected Z2{| 3

HIZL|A 254 H={(BCP)

Ml ST A&E2 =22 HIZL A HA5H H=(BCP)2| 5t¢l &lgolo{ol otH S& A~ E A7t ot
Llofof BfLICE a7t I3 2= O|e|o] HIZLIA 240 O|XlE S22 Qo aid I ZE2| HI=

i = A
I——lé %J"—"I‘-E I:E'I-0-|E T HA

Ho ojg2c =ele 98t ZAMOI A 27 2 5= SK[F Bl o
&LICH. o & E01 X QI3 eCommerce OHEZE|7|0|MH0 A FOiEH MES T '
&L|CH £0tXQIDRO| QA EEE A4 ®S5EEIE BCPE 24 @F AE 2 £2576HoF & Lict. DR

|
ME2 HIELA 27 A, ME9 W HHAES J|Ho R sHof BTt

HZELA ST 24 & 9™ Bt

HIELIA WE EA2 A2 Cof fEt SRl HIEUA WHS WSO BHLICH HAZCE AR
B 4 ol LR 2 ol Dol DIxls BEWIH HIKLAC OIxls BEE Agsol FLICH B4
S S8 YIRS Yot WE ALRE 4 ook SHEXI, 1211 Yot B2 TIOlE £ A2 588
& QlEx| 2Olg 4 QAL T2 ST SEE STHOER SRsiME o Elcks HMoj Rolsot
FLICH BE M54 27 HI8S Y2 M BTE MBste HIKUA IS Lol £8
Ol Bl £ 24LCt

HIZL|AO] O|x|= Qe Alztol el ZEtE 4 UaL
AL’ll:-l' 04|§ = '|,:='|'O=| AlAE‘" =<L__|-2 = Al’
I.

& 4 IxIgt BE Ao ol0] 048 we X

ﬁ
Pl
olt
L
>
X
Jbt
<
o
i
k=l
0
ol
rr
o M
o
o O

27| Z™of HIZL|A0| Oie 2 TS

ol g & ALt

A2 S0l 71E% 720l ol
0]l Chal & Msts SO 7Hs A

1L 0=

l? EQet FTE=ES| T2
Ab&3tod o4e] 2[Tol| Rz e}
8 =78 M5l S usH K| ohe
S| Eo Yol et AHo = Msl S+ HEFS DFE._‘%UU ot = 7"5 %EE"HEF AWS 2| LH
o| 718 B¥2 o|0| Mz 20| Y= HElE F1 dAEReH R E 2] 2 H..""—'.'O._ Mati7h gt Fqoq gt
UBE ORI CHE Yololls AL DIxIx |

2™ LHe| Ct& AZ o} 7=l x{= olO]

RS =7 H2ro| HIELIAO DIxls BT 2IHS D50l SHIE £70| HIKLIA T8 MBE

o
= UEF Ml 57 M HIES FrtsHok gLct

O| 2= BE S AE35t0{ Cheh Msh AlLtE | XL ST SHo| Y, /Y, 9 H HIEE =M
g £ aLich ol HE = 24 93 2E0 857 SEE AYste ol AF&sHoF ghuict




ol 32 MEl 5+ AWS: 2= Mol 5F

27 SE(RTO L RPO)

AWS Well-Architected Z2{| 3

QIHI ™ © 2 Recovery Time Objective(RTO) &

How much data can you afford

How quickly must you recover?
to recreateor lose?

Whatis the cost of downtime?

Disaster

Recovery Point (RPO) Recovery Time (RTO)

o . >

Data Loss Downtime
J3-=7 =X
Recovery Time Objective(RTO)= AH|A SED MH|A S8 A0|Q] HB &= Z|CH X[ AlZHIL|CH
Ol BEE MHIAE ASE 4 g1 Tl M Mol3t 518 7|zt 2 ¢RElE ¥22 AW LD

oAl AEHHEO|, CHE ALO|E HE|E/HE|=Z 9| | 7HX| DR ™
g MBS LICHEEIRE o Aisl S+ &M & X). oS ttolo{ 2o M 7I¥2 $1& &= 2|0 RTO
A LI HIZLIA SEE 1248 m DR ™2 ot

Lk

ok

=7 SE(RTO ¥ RPO)



| A RE K&l =+ AWS: 2EIREA S =7 AWS Well-Architected Z 2| 29|32

>
= .
5 == == P Multi-Site Active/Active Cost of Business ImpaCt
a
£
(@]
@)
-g @ m—— = Acceptable Recovery Cost === .
T I
" Y
8 saus P Warm Standby 5
S -
(@)
Pilot Light E
l_
H z
. § Backup & Restore
& 4
G —8&—> Recovery Cost

Length of Service Interruption

O 4-ST AL SE

Recovery Point Objective(RPO)= OFX|2f C|O|E] &7 Al 0|F §{&&l= =[CH AlZHILICH Ol S &
= OFX|2 53 A3 MH[A ST ALO|of| HE L= HIO|H £ 42 ¢HF ks =52 Z2d-stH =20f

M EolgrLct.

CHS Cholo{a oM HI= | E 518 El= 2/ RPOSt CIOIE S ™MEfof X|IEY + U= Bt &2
YeigLict W 7EXI DR M2f & mtYSd Bl0|E = & ABHIO|DR M2 RPO X HIB 7IEE 2

23 S E(RTO ¥ RPO) 11



o I 2E Ml HF AWS: 2R oMol =7

AWS Well-Architected Z 2|2

=== Multi-Site Active/Active

Cost of Business Impact

- Recovery Cost

>
ot
x
<
Q.
g Acceptable Recovery Cost |  m— —r — — PY
u ()
i === Warm Standby 2
s 8
© )
% :
O .g
u o
e
g
=== Pilot Light § Backup & Restore
& A
— &

MHIZED 5 B2 M 27 A

LICt. o] B7tE e m Ct et HIS 2

Data Loss before Service Interruption

=7 SE(RTO ¥ RPO)



ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

Ao 57 T Sl HUD A THLLIC SZ2A0ls HE =7 Aol Hol=8 Falvos
H&5t74LE CIOIEIE CH AO|ER SXsts 5reJ0] ZEHE 4 U&LICH ZE2 AWSOIM DR S

S 2495t IsH OIF ASH ST Mol HIELIA B, 918 U HIZS KHLWIsHOF BrLICH AWS St
S0 KisH =S TFols 7I1E Bl Hish ChaI 22 olFol aLith

. BE2 FOlHM MR RE] MasH =7

. ZHEFSID HhE TS EIAES S5 Of 41 AHF HAEY + AL

. BE| oHsI=E FolH 2% Kol FoisLic

. RS3E S 27 7H54S Foln 27 A BEY £ U 7|3

AWSE AHS5HE 22|15 e Clo|E] ME{Q] TF AHE HISS SRSl M s Bl ThH
22U HIESE Helg = U222 H|EE I3H &4 == U&LICH

B2 x2oM 2 0/A Ris| S = OB MEQ| T 2= = 27 SHE QU s
7Lt EXN= HI0|E{E EX |0 MEE 278 Qe 7|gte 2 ME&L|CH X0 AWSH| K3 =
z A MA|El QI3 EEE st AWS 22 22t E QlzZ ol AA|of 2| &35H04 0|
Co| FEF 2 25t e = U&LICH 28t E0iAM eHEX 0|1 oHH5tH E8X0|1 H|& 2252l
AR E HAI5tn 2H57| 2Ft ot 7|ER 2 Abdof CHEF XEM[EF LI 2 AWS Well-Architected
Framework - A Z2|M =] B E R XM 2. AWS Well-Architected ToolE AIE610{ QAZEE F
7|M o 2 AE 5104 Well-Architected Framework2| 2 Atei|et X2l &35t=X| &QlgLct ol =
TEM FEE AEE = UE&LICFAWS Management Console.

0|

IR AWSO| = A2 OIO|E ME| 1Q(WAMA 7|5 M), M3, ', Al 2l St=2o{of CH
S Axde ZeJt iaLIc ol ZE Zdo| #a|TiH o4z Zol 2| 7He ¥ed(zhZt st o|Ao| 74
ClolE MEIZ T E)ol| HMAE = QU&LICH.

CHl AWS 2™

28|51 Clo|E| MEf stLtel BE E= A2 QI8 AsH OlHES| Z2 T AWS 2IF LHol of2d 7H8
o0l ThBH HIZEE FHEE Kt RSk T1& KISHE EEEHE o E20l BLIC of B
21% Lol M DIOIEIE X|&Xo 2 WeistHd HlolE A4S ZaiE 4 ok OF £= P ¥5I Ze
OIxf 2i3fol CHet B FY 4 USLICH 2 AWS BIMIE 0] 7h8 Woloz TMEID, % 718
°ie C}E Yoio| Tol2 e ZHEITLICH 2 718 Y2 A2 st 0l4kol WY 225 lolef A
B2 THELIC Y¥E Dlxls 2XE of & Halstn T7H8 A4S T4e7| SIsh SYEt 2Tl of

e Aws 2|1 13


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected/

ol 32 MEl 5+ AWS: 2= Mol 5F AWS Well-Architected Z 2|2

2 Yool YIREE BHE + YBLICH 718 YL BEIM S22 95 WAEIUoH BHH
AZ5t0d HH, QlE| 7+ x| i= M58 MBELICH

AWS Global Cloud Infrastructure® & X 35t0{ AWS7} 0| &sl= HHE YolEAM L.

Olon
A
$a
N
_l"l'l_
Pal
rO
pa
8':'
4
0z
>
2
o
of Mo
N
go
rr e

Ch AWS 2|729] 042 7+8 P dof HiEZ 5t HHU(E= 042) CIO|E| MIE{S| HOHZEE| {IZEEE
HEEse s AagLct B 2™ 2 E FI7IE2 EE57| 2l Hlo|e & #4(Ql=2t Mol 7))
2 CHE 2ol e 4= U&LICE o]l MEF2 Mol 57 H=lo| HYE £0{ HO|F WMy L FSBH =
ELICE CHE AWS E2[Tof Bid5tod OH S 2 S E85te W2 o s Mo MHE CHE ¢t
& 2™ 4o dlsh 7+HH 18 L|C}. 04 2 =04 Amazon Simple Storage Service(Amazon S3)0]|

=
BHQ15t T CIO|EHE S A| AME &= Ql&LICt T2 L} Cl|olE{e] L5 of CHEF DR Z2Foi| 2 AlZHEH
B0oM ZE AlZISZ)0 o §H8tE @7 AFEHO| = B Amazon Glacier B = Amazon Glacier
Deep ArchiveE A5t B & |7 M2 H|E0| 3 HZELICH.

U 932 cols RAI CIOIE BIXIHAI 2F A0l U & &LICh ol HX) AWS 2I%10| 5Lt
#Ol 20| QA 20l ML= B oM MU CHZ 1IN I8 CHE AZ AR EE M7
st 2 QloIE ST 21T LHO| AZs HEO| QIXI2 ALSE +& UaLiTh Ol #iE 2 Lol a2
Eofl = | 2 4 UaLICH Chg 4 Mofl HE

of MG El ClolE| BIXITAl 27 AE S siZstE ol &
R T2 0424 AWS 212 ALS5HRIEH 21T Chal 7t

12 o

O |
= A83sto] g = AU&LCH

&)

042 AWS Z|T

of21 GlOJE| ME{7h MZ MTH8H 1218 98 SIBi0| ZEE A3 O/HES] B AWS L FIA] 2I%of
U S OIS RHed ASHOL 712 AHSHE 2H5hatv| Qlsh Rhsh =7 442 medshof B Ok A
of MHE BE SME CH5 217 of7|HAZ THstod 0|12 MHRRE B2 Y 2 e

0424 AWS 2™ 14


https://www.infrastructure.aws/
https://aws.amazon.com/s3
https://aws.amazon.com/glacier/
https://aws.amazon.com/glacier/
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active/passive

| Backup & Warm | Multi-site
Restore Pilot Light standby active/active

« Lower priority use cases + Data live = Always running, but smaller + Zero downtime

+ Provision all AWS resources + Services idle *+ Business critical + Near zero data loss
after event * Provision some AWS resources + Scale AWS resources after event « Mission Critical Services

+ Restore backups after event and scale after event + Cost $%% + Cost $5%%

« Cost $ + Cost: $%
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/architecture/well-architected/
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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
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+ Amazon DynamoDB i
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« Amazon Redshift A2 AF

+ Amazon Neptune A AF

« Amazon DocumentDB

« Amazon FSx for Windows File Server, Amazon FSx for Lustre, Amazon FSx for NetApp ONTAP &!
Amazon FSx for OpenZFS
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-traffic-dial.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cdk/
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https://status.aws.amazon.com/
https://console.aws.amazon.com/support/home#/case/create?issueType=technical
https://phd.aws.amazon.com/phd/home#/
https://aws.amazon.com/builders-library/implementing-health-checks/
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/architecture/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://pages.awscloud.com/GLOBAL-aware-PT-disaster-recovery-plan-checklist-2019-learn.html
https://aws.amazon.com/builders-library/implementing-health-checks/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://wellarchitectedlabs.com/reliability/disaster-recovery/
https://aws.amazon.com/solutions/implementations/multi-region-application-architecture/
https://youtu.be/2e29I3dA8o4
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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