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Route toward on-premises network

Routing preference is based on IP .
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ZFo| CllO|E] TI&ol| SAlo & CHE AF8E 4+~ ECMP JI=§ & F E&fLICt AWS.

Prefix 1: 192.168.0.0/16

BGP Community set to 7224:7300 (High preference)
Prefix 2: 10.10.0.0/16

BGP Community set to 7224:7300 (High preference)
Prefix 3: 10.20.0.016

BGP Community set to 7224:7100 (Low preference)

Traffic to on-p networks

BGP route advertisement to AWS DX gateway

AWS DX Location 1
Region A

Corporate

data center 1

Prefix 1: 192.168.0.0/16
Prefix 2: 10.10.0.0M16

Gl

To 192.168.0.016 2 ‘l" ‘l" ----- --(:P-
r- U U
\: (\:) DX Router Custpmer Router
14 JA 9k
| = AWS DX Location 2
i W DX gateway Gl Tl
B - (ke - 4 )
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W 'l, Region B data center 2
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R T0 10.20.0.016  Jigdd "2 SEL B
i Region B K W
DX Router
Availability Zone A :r AWS DX Location 4
________________________ @5\‘_ Region B
"""""" L]
Availability Zi B -
valaniity 2one B = ol ~ SRRLE LTl . - {%}
DX Router

& @

Prefix 1: 192.168.0.0/16
Prefix 3: 10.20.0.0/16

Prefix 1: 192.168.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 2: 10.10.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 3: 10.20.0.0/16

BGP Community set to 7224:7300 (High preference)

Advertised VPC IP prefixes towards the WAN,
with preferred routing metrics to ensure remote
sites outbound traffic towards AWS prefers a
path via data center 1

E| Remote site 1

192.168.0.0/24

. Remote site 2
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Private WAN \—
192.168.0.0116

E| Remote site 3

192.168.2.0/24
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» Route filtering Accept only summary route
« Set lower metric e.g. BGP Local Preference value

AWS Transit Gateway route table —

DX gateway path is prefered, over | BGP Advertising route
VPN, when same prefix length is
propagated to AWS Transit Gateway

data centers

172.16.0.016

AWS DX Location 1
~ Region A

DX gateway DX Router Customer Router [

! ilabi e 172.16.0.016
@ 172.16.0.0/16
| Availabiity Zone B |

—
AWS Transit Gateway

» Accept summary route and any specific route
+ Set higher metric e.g. BGP Local Preference value
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What is the targeted up time of the hybrid network
connectivity?

—

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
High resiliency
Two single DX connections to
multiple DX locations

Solution:

VPN connection as a backup to Is it primary Connection DX?

existing VPN

Solution: P—

VPN as Backup to DX

— Separate DX connection
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Is the output of your previous decision
tree(s) VPN or Direct Connect?

Do you want to minimize operational overhead as
you build out your hybrid connectivity?

e

Do you want te minimize operational overhead as
you build out your hybrid connectivity
DX + DX gateway +
AWS Transit
Gateway

DX + DX gateway +
VGw

A

Transit Gateway
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Ill.u.

What is the targeted up time of the hybrid network
connectivity?
———————— -

v v s

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
High resiliency
Two single DX connections to
multiple DX locations

Solution:
VPN connection as a backup to

Is it primary Connection DX?
existing VPN -

Dew/Test
Production = == == = =

Solution:
VPN as Backup to DX
connection

Solution:
Separate DX connection
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