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orch - ELCt

« WICKRIO_METRICS_TYPE— CloudWatch= XE
cloudwatchZ A& gtL|Ct.
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AWS Wickr2| Secrets Manager 2}

Secrets Managerg AF&5t0{ CIO|E{ EE & X4 &F L AWS AMH|A HEE MHEE =+ JU&LCh
Secrets Manager 22 2f & 4dof| CHE REMIBH LHE 2 Secrets Manager AHE AEHA 2| EoF AWS
Secrets Manager & M2 HEFAMR.

Secrets Manager 20t & $ = CtE0t 22 (2 7H & = U&LC.

« password—ClO|E{ EZ&E R &3.

« s3_bucket_name— MHIA|X|2} T} 0| A{E E|E= Amazon S3 HHZ!2] 0|§. MMHEIX| oto™H 7|2 uf
o AEZ|O| A2 ELLCE.

* s3_region - MA|X|2t Tt 0| XK{ZHE Amazon S3 H{Z!2] AWS 2|&1Q]L|C}.

« s3_folder name— MA|X| & 1} 20| AH{ZE E|= Amazon S3 HZ!o| MEH 715 £ 0|5 QlL|Ct. Of
£ 0|§ &0l= Amazon S3 HZ!of| HZE! HIAIX| & mpU | 7|7} E AIEILICH

« kms_master_key_arn - Amazon S3 HZ!0|| M&E E|7| Mo Cl|o|E E& R 2| HAIX| ot ot
g CtA| &3 35t Ol AF2 E|= AWS KMS OFAE 7|2 ARNRILICE.

 kms_region - AWS KMS OtAE| 7|7} %8 AWS E|L|C}

 sns_topic_arn— Cl|O|E{ EZ O|HEE & & Amazon SNS FA|2] ARNYILICEH

ClOEf 22 74 36
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AWS Wickr 2| Mo

AWS AMH|A 2t 874 CO|E EE & AF8st= IAM HAY

Wickr GIO|E{ E& X1t &7H CHE AWS ME|AE AHE5tEie 4
8t AWS Identity and Access Management (IAM) &3& ! Z=40| |

Manager, Amazon S3, CloudWatch, Amazon SNS & A3 EIIOIE EEXE -_r“‘*°* = UE
LICF AWS KMS. Ct& 1AM &2 0|2{8t MH|A0] CHEF 73 =Fdof CHEt HMAE F{SFLICH.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue"”,
"sns:Publish",
"cloudwatch:PutMetricData",
"kms : GenerateDataKey"

1,

"Resource": "*"

L

ANBRHE ZAEQ| E| 0|7} HMASIEE %—|%3|-E;|h 7t MH|AO| EX ZHA|E AluE5t0d
Hoh AAEH IAM HAE BHE £ QlELICH A8 SR I 2 AWS MH|Ao0f CHEt Zhede &3
LICt. 0 & S04, Amazon S3 HZ!EF At &5tE{= B, secretsmanager:GetSecretValue

sns:Publishkms:GenerateDataKey, 2! cloudwatch.PutMetrchata 2 MAHste ChE
MM MESHAAIR.

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"

Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE AL235t0{ HIO|E{ EE 22 5 AEGE
2, Amazon EC29| Ut ALEH|E AF&SHe IAM B2 M5t 2o HAH HO|E A& 50 HAY

S Y5t MAI2.

i

Wickr LIE2/3 2| HIO|E| E&E & Al

ClolE E& 22 A™st7| Mol 2st= 714 ES Aok gfLCt ST 22 SAEM RS

Astisiids AL

+ AWS MHI20 HMAE 4 gl ZS M0 MEHELICH 0] S 7|2 HAIK| AEEY G4 A
857 ELICH AT HAIK| 10| 37/8 S 37| £ AlZH HHOZ MBS K| o1 E BHs
of BHLICH REAIEH LIS 2 AWS WickrollM CIOIE| 2 & 22 T4dst7| QI8 #7 ¥ pelg B xs

A2,

MAMSlo 2 X4 - AWS
Z = Docker 0|0 K|
CHet KEAI8H LH

o AWS MH|A 0| HMAE = A | Secrets Manager 29 &5 &
MH[A T4 MR HEE MEsloF &LIC AWS MHIAE 788 &, O
E A|ZHE = Ql&LICH Secrets Manager 20t &30 KT E = Qe A

2 AWS Wickr2| Secrets Manager Zt2 HZE35HAAI2.

C}e MMof A ClOlE] B E 2 Docker OI0|XIE Al#ste of K| WA HoiELICH 2t ofl &l Hol
M, ChE ol 22 AEXF RFAQ| 2o 2 HEE LI

« compliance_1234567890_bot1} H|O|E{ E& 29| 0|8.
« passwordd} C|O|E{ EZ& 2ol &5,

- OO|E E& 21 M A8E wickr/data/retention/botd}t Secrets Manager 22+ &5 9| 0]

=S

« bucket-named} MA|X| & It U0| A% == Amazon S3 HHZ! Q| O|&.
« folder-named} HA|X| & It U0| HE == Amazon S3 HHZ! Q| £ 0| &.
- us-east-1 0l X|H5tE 2lAA9 AWS E|T™0| ZEHEILICH o & E0{ AWS KMS OHAE 79| 2

™ EE= Amazon S3 HZl o] 2|™ Lt
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» arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
ababababababg& MIAIX| Tt L It US CHA| 453

Amazon Z|AA O|§(ARN)2 Z HIEL|C

of
=

Fol
ok

4 42 2 AR AWS MH|A 918)

gt5t= Ol AL E AWS KMS OHAH (2]

CHE Docker BH2 CllO|Ef E&E R & A|MELICH %= WICKRIO_BOT_PASSWORD &3 #H4+& At
510 X|IYELICH B2 7|2 ot AEZ|YE M85t o] dHAML| AWS Wickrof| A CI[O|EH & =
A5t7| I8t #1744l KOl 7|22k AR stof AIRELICH
docker run -v /Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \
-e WICKRIO_BOT_PASSWORD="'password' \
public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest
AS TEZER §§‘A|5$(/\VVS MH[A 31%%)
Ct= Docker BH 2 C|0|E E& X2 AIEELICE OO E& R0l & == HAIX[ZF EA|E]
™ et s & AT LICE o] MEA S| AWS Wickrol M CI|O|E{ EE&E 22 F445t7| I8 24 s MM
HMolE 7|22 M85t 7|2 I AEZ|TE AHE5HT| A|RFELICEH
docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest
docker attach compliance_1234567890_bot
Enter the password:****x*xxkxk%*
Re-enter the password:*****x*x&*xx%
-ti SM2 ASS0] 22 MY T %S IRIES WS 4 AL T3 7 Ol0IXIE AIRE &

& Al docker attach <container ID or container name> HHE A

7t EAIEIT S 3o FLICH O] & T2 2T AAZE2 MO FLICH T4 ol0lx|of 4%

O HIAIX|7} EAIER| St AR 84 7|12 F2H T E T E 7} EAIELICH

Ls - ©oT
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2 HAIK| OHY TRE 2 AEHAWS AMHIA 1)

CtS Docker E2 23 H-E AESto HIO|E E& R AIRELICH E8t +4E HAIX| ot S
10222 WA= S F8gLict.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=10 \

public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest

M
fjo

AlZfSt 11 Secrets Managerg& At&sto] X7| &5 & X[HgfLICH

>

P

EXt= Secrets Managerg At&36t0{ |O|EH E&E Ro| 5 & AHE = U&LICLOHOHEE R
£ AlZteE = o] HE 7 K& Zl= Secrets Managerg X|Hs5t= &4 48 M™HSHoF gLt

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/new-3-bot' \
public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &
otoll EA|EI CHEZ0 242 2ot &f & 740| /&Lt

= 4 HA AN EH

ol
2
rr
e
rE
Ja
>
|m
Hu
HL
S
rr
[

{
"password":"password"
}
22 A|EH5l 1 Secrets ManagerE A2 3504 Amazon S3& FAI8tLICH.

A& XH= Secrets ManagerE AF&35104 A4 S0 Amazon S3 HZ! HEE &
Clole E& 2 Alzre = o]l HE 7 & E|= Secrets Managerg X|Hst= &3 ¢
grct

= .

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
-e WICKRIO_COMP_TIMEROTATE=10 \
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public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 20t &
otoll EA|EI CHE1H 22 2ot &5 7to| /&Lt

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}

20| 418 HIAIXK|QF THY 2 network12345678900|& 0| X|HE ZH2| bot-compliance H{ZI0]|

>

MEE L

|2t 3t 1 Secrets ManagerE AWS KMS AL& 3104 Amazon S3 &! 717

i
mo
>

235104 XtZ4 5, Amazon S3 HZ! 2! AWS KMS OtAE 7| MEE S AEE

Secrets ManagerZ Al

= U&LICH OO E& £ 2 AEE e ol H27F HE E[= Secrets ManagerE XI5t

‘/FE A—|7(-I°Ho|: ol-|_||:_|.
docker run -v /Jopt/compliance_1234567890@ bot:/tmp/compliance_1234567890_bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \

-e WICKRIO_COMP_TIMEROTATE=10 \
public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot £
otoll ZAIE ChEot 22 20 &5 Ztol /&Lt

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name",
"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
a6l7-abababababab",
"kms_region":"us-east-1"

41
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20| =418 HIAIX|QF T2 ARN gt 2 AlME|= KMS 7|E AFE5tod 55t El CHS

“network1234567890"0|2t= ZC0| Q= “&2 7 &4 H3lofl M EL|CH M-S IAM ZE& MHO|
UEX| EQISHAAIL.

=
S

o

AlEH5t D 873 B4 2 AFR5104 Amazon S3E FAIEHLICH.

of
[iok

Secrets ManagerE AtE5t0{ CIO|H{ EE & X4 &
5t04 OlO|E{ 2 & & Docker O|O|X|E A|EE £ A&
o O|O|E| E& R 9| O|§ = AldsHoF g LICt.

AEISHR| LOR{E OHS B B4 B A
Hess

Ct
ICKRIO_BOT_NAMERHZA =

Co
[l
= +0|-

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=10 \

-e WICKRIO_S3_BUCKET_NAME='bot-compliance' \

-e WICKRIO_S3_FOLDER_NAME="'networkl1234567890' \

-e WICKRIO_S3_REGION='us-east-1' \
public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud:latest

% oy

4 &

0% Mo

E

I

o

o| Xt74 3, Amazon S3 HZlol st HE, 7|2 ©td AER|AUS
Ct.

0x >

HL 0l0
i ok
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|

Ho ri
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o>

A
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>
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Wickr HIEQ|3 2| HIO|E{ E& &2 K|

ClO|Ef EZE 2o AMEE|lE AT EQ|0{= SIGTERM AlSE HAs5t1 Moz SR ELICt CI2
>

_— o
olM|Qt ZH0] docker stop <container ID or container name> BWYE AFE3504 H|OIE{ £

Z 2 Docker 0|0|X|0] SIGTERM HE & LHZILICEH
docker stop compliance_1234567890_bot

Wickr HHIEXF S| L0 EE 21 71X 27|

ClolEe E& 2 =74 o|0|X|olH A™dEl= AZEQ|0{= /tmp/<botname>/logsC|HEE S| 21 T}
E3ELICH o2 2[cH 570 T2 | ™MELICH CfE BE 2 A™stod 28 7HE =+ J&Lct

docker logs <botname>
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docker logs compliance_1234567890_bot

Wickr HHE {3 2| C|O|E E&

CHZ 2 AWS Wickr C|O|E{ E& 2 5.116 B{T104| A
O|HIEQILICE.

Amazon Simple Notification Service(SNS)

=S|
o Wickr HE 2301 CHEF CloudWatch X|E

« Wickr U E /30 C{EF Amazon SNS O|HE

| ir
Ll

Wickr U E{=0{ CHEt CloudWatch X|E

XEE 20|18 2oz MME|o{Oo|E| EZ &

F

CloudWatch AMH|A0| & EILICH

O|HE

E7{ olO|x|7} L]

CHS2 ClolE 2 & X ol X|gete 7|1E XELICH

XE
Messages_Rx

H| Al X|_Rx_&lmi &
HIAIX|_*EE

HIAIR|_K & _Almf

A4
=

HIAIX] == &1

| =]

= ME HAIXIE *MElsHR| =

rr

B2 HIA|X| ZFU| HA|R|7F HEEQ

U2 HAIX| ot Hol| HAIXIE ME

LICH

2aQYsoR 7t
=z
AH
o

FoF K| =

84Xl X|25t= Amazon CloudWatch X|E 2}

=2 35H
AN KA

ZtAokct 12 L.

J0! Mufj(Yetro 2 ZF ZtZAntkct 1
)

A& LICH.
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AWS Wickr 2| MEA

XE A
S3 Post Errors Amazon S3 HZ!0f| HA|X| ot L Tt LS HA|

St & 2F 7t Y&/t

Watchdog_ &I TH Watchdog & o{

Watchdog_&11 Watchdog 210

X|E = CloudWatchOlMH Al & &= U= E MHEELICH 2o A= HIYAHO|A
Ch Zt X|Eoll= R HHEo| U&LICH CHS2 9 R[E2 8 HAIE SH7|E S5 L}

Y 7|& 43

Id 29| AHEX} O|F &L Ch

SN EM R 7|7| £= QIAEH A CHEF A, o
77| E= QIAHAE A= 32 R8F
L|C}.

MNE 2 st MEYLICH WickrPro_ E&=
WickrEnterprise_ Ol Alpha, Beta, E&
Production 7} 28 & U&LICH

BotType ZRE MUY EFTA RO ER AHESTE E
SELcH

Network AZE HEXI 2l ID.

Wickr U E {304 CHEF Amazon SNS O|HE

CH= O|HIE= WICKRIO_SNS_TOPIC_ARNEZA tﬂ* EE Secrets Manager sns_topic_arn H|&
k2 A835tod AIEEl Amazon 2l4AA O|S(ARN) &L X o|El Amazon SNS F=A|0f| HA|EILIC
AEMIBt HE= AWS Wickr M CI0O|E{ EE 22 F "5F7| 28 #743 42 AWS Wickr| Secrets

-
—t
Manager 2f AME HESIAAIL.

HEH =& {2 oan Z&Ltt

ENEEESSFA 24
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Ol& 43

complianceBot ClO|E E& R 2| AHEXt 0|F.

dataTime O[HIE 7} st St of AlZF.

CldtolA S 2 ClHio|A EE= QUAR A0 CHEF
0] R QAHAE Mt A2 FEFLIC

dockerlmage 2 gEdE =74 o|O|x|.

dockerTag T7{ o|O|x[e| E{T EE= BT LCY.

message O[HE MAIX| RtMIEH LIE2 52 O[HE 2 &

BF O|HIE EFE HZsHAAIR.

notificationType O| Zt2 Bot Event &ILILC}.
severity O|HIES| MZI . 7tS 8t 22 normal E£&

O|HEE Btop{™ Amazon SNS FX|& 7 535H0F ELICI O|HY FAE AFE35t0{ 255t A< Cf
S o2t RAS HE7F ZEE o|HYo| M&SELIC

"complianceBot": "compliance_1234567890_bot",

"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"

=Q OHE

O|z4st O|HIEZ Ql5H 20| SXI|7HLE CHA| A|ZHEILICEH CHE BA|7F Y MEHR| =5 RHAIZ S8
AM|gHehLct.
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270l Alj

ol =aQlstx| & M Y&E

7t R AIELICH

OlHE &

o

failedlogin

failedlogin
failedlogin
provisioning

provisioning

provisioning
failedlogin

failedlogin

oHE

—

rot

HER

OlHE S5

LA EX|E AE

BotDevice Suspended

WatchDog

>

CtEot Z&Lch Zf HAIX[ol= 232l Amjj o|R

config.wickr IOl H|ZHS I} FHZ2 A
&Lt

config.wickr IYUE 212 & Qi&LICh
230lo| 2F AlmziaLct.

M A8 &HO|X|2H T O|Eft| 0| A7} o]0 &L
Ct.

O|HIE MIA|X]|

WickrlOClientMain::slotAdminUserSuspend:
code(%1): reason: %2°

71717t LAl SR =IRA&LICH

SwitchBoard A|AEIO| <N> £ O|& CI2EUE
L|C}.
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OHE R O|HIE M|A|X|
S3 Almj S3 HZlo| ot <file-name > EX| 2L

LIC} ##: <AWS-error >

T o

Fallback Key MM XM &
A—| ;‘:LI:IH 9|7|.

==L 7I. QIAEl 20| E &
ob=lL|ct,
EOE NENAIL.

Qb oHIE
CHE 2 B4 &S Yol Chsh Zmsts OMIELICH S5 712t Lol 0l2{3t R8Ol O HIETL 4T
BrO| WAlsHE 22 a0l olo| E 4 st

OlF E& 2 Adol £7HE i dEELICH F<0 wet ol +=7t7t Hlo|
Bl 2& X 9| QIARAE HHFCE S8 EAIY & JU&LICH OS2 0| O|HIE S| HIAIXK[ILICH.

A device has been added to this account!

Z0|

u

ool
O| OIHIEE R0| 43Xz 2a0lRe i dEELICE chE2 of o|HIE S| MAIX|LICH

oo T

Logged in

ol S=E M HEELICH AHEXI7I 0| BAIM2=Z A|Zrstx| effCHH 2|74 CH=
LICH CtE2 ol o|HIE | HA|X|LIC.

Shutting down

AHO|E AR 7t

ol Ol#iE = TOlE] B E 20| AISHE I AAEIn B2 £71 ol0lx|e] 241 A ASE 4 288
AlEtLICE 0| OJHIE = RO AISHE I DHY AAELICH 0] OJHIEOls AHS 7Hs 3t A HHEIS Al

ol £ versionsHi® H=7F LB EILICH CHE2 0] O[HIE S| m&0d| CHEF of| A|ILIC.
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{
"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",
"dockerImage": "public.ecr.aws/x3s2s6k3/wickrio/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}

= OI_|- __,I_E:I AI.%I-

CIOIE E& X2 tiZst= IRt WHE MSsHAH B7HEfLICH oledet 22 AT H&EstHLE =

Al B E end-to-end & E 3 HAIXIE S Y01 A —’r—’é! 2! 353104 O|ZH0i| 7HEd C|HFO|A O AT A Al
Ast £ Qo FEIXE S8tgtLct et o] 7+ 2 A9 siE HIo|E| AEE|X|Q] Eo 7Fx|7} O
=&Lch

= N =2 EQtEEZEES SF5tD =& 0| HoF ¥ 2 2H 0|
tLICH MH|AE AF25tE=EAWS HIZ Q| B AWS Wickr 2! 22} E EHoF 25 &l oo CcHet &
ot @ ALR|o| =7} X|EIS 2 M S . AWS

ATAKEF FSIUL|7?

Android & 14! 7|E (ATAK) ££ &8 Android Mg 32 7|EATAK)E ADIEE X237 1=z}
ol 4 QlAl o EE|FI0IM B, X|2| Tl 2 QHEEH #YS 7St B LICH ATAKE MZ0le
ME XM ASStEF HAZIURKIE X[, F U A 7|gto| AFoff HAH ZHEIRI&LICE

« Wickr HIE Q|3 CHAIE E 0] M ATAK & A5}

« ATAKO CHEH FI+ HE

« ATAKE Wickr £2213 21 Adx| & mo{&

« ATAKS Wickr Z22{2 2l Ho{2 HA|

« ATAKOIIA M3} Z7| &l Eh7|

« ATAKEZ It ™S

B
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https://docs.aws.amazon.com//wickr/latest/adminguide/security-best-practices.html
https://docs.aws.amazon.com//wickr/latest/adminguide/security-best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS Wickr 2| Mo

« ATAKZ 2ot S M A|X|(Push-to-talk) &
« ATAKE El E(HHE AHMA)
o ATAK EHAH

Wickr HIE 9|3 CHA|E E 0| A ATAK E A48}

AWS WickrE Android Tactical Assault Kit(ATAK)E At 5tE BE2 7|&t2 K| ELICH sHR[2H X|IZ 7
X| Wickr& At&3dt= ATAK 28Xt Ol <lall o ZEE(7olM2 SE5HoF FigLICt 2P St 2
S £0|7| Y&l Wickre EOF S4l 71522 ATAKE Zstste E8{1212 /& LICH ATAK
& Wickr Z22{Ql2 AL&3t0{ ATAK O Z 2/A| 0|4 LHol M Wickroll M HIAIX|E BT, Ms5tT, @
U2 TEE + U&LICE 0|E 83l ATAKS| ZE 7|52 S8l +40| SEE[HLE SE5HR| k& LICt

Wickr HIE 3 CHA|EE 0| A ATAK &5}
Wickr Network Dashboard0i| A ATAKE & d35t5ted™ CFS HAE 2R SHAAIL.

1. https://console.aws.amazon.com/wickr/ AWS Management Console for WickrE 3L|C}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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A o| of ILICh API 2ol CHEH REMISH LHE 2 AWS Wickr APl 2 X AlZFE
Z5HMIR
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "WickrAPIReadOnlyAccess",

"Effect": "Allow",

"Action": [
"wickr:ListNetworks",
"wickr:ListUsers",
"wickr:GetNetworkSettings",
"wickr:GetNetwork",
"wickr:GetUser",
"wickr:ListTagsForResource"

iF

"Resource": "*"

}
]
}

=X

« A o E Al

« WickrAWS Management Console& Al&

. AHSXITL AHAIO| TR HEHS B £ TS 5

A4 e AL
K7 B e ol mhat Aol ALS AL AIFHOIM £ 2717 BlaAE M, HMA EE ARE

* RIER| ofot FHELIC 0l MR 213 ABAtel AWS Aol et BISOl YT 4 BlaL

Ch. ID 7|8t HME Mt HLE HEE M= CHS RIED HEY AEE [EMR.

o AWSZIE|™E HAMZ At |4 HECOE TE - AFSEX L T 20 HEt £048 AlZ5tE{™
or e QUHFAOI AFE AHE|Of| CHEF HEHS F045t= AWS EEId EAME AFSELICH ol A8 E =+
QELICIAWS HIH. AHS Aballol 3He AWSTZY |3 S Molstod HEts %712 Fole X
Ol Z&LICH REMIE LHE 2 IAM AFE MM O] AWS 2|3 HA ot = AWSE|Fof Cish 223 ™
Mg FxTHMLR.
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https://docs.aws.amazon.com/wickr/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/wickr/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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BHA2| IAM JSON H=4

« IAM Access AnalyzerE S3ll IAM Haig §—|*°_|5P04 °._F7F_'|6P__'L
Analyzero| M= IAM E2 210{(JSON)2t 2 2 1
2FOIZFLICE. IAM Access Analyzer= 1007
o 2tMstn 7ISHM HME st =& S&LICH XHHI°

Analyzero| M & HE S HZESHM L.

kO

>
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r\l
Ao

o

P

9.'—'

x

0]

o 1t
0 >
i
J:

- OFS QB (MFA) 22 -0llA IAM AL XL EE FE AIRITH HR Bt AlLIEIR7t IE < &7t 2ot
S 9I5i MFAE AWS AISEZLICH API &ie EExoz 358 o MFAZF 25w &&o] MFA
R7AE F7HELICE KM LHE 2 IAM AF2 ME MO MFAS E8F HoF AP HHAE B X SHAMIR.

IAMS| &2 Atei|ol CHEF REAM[EF LIE 2 IAM AFE DB A 2| IAMS| EoF T AR & H ZshMR.

WickrAWS Management Console & A&

AWSWickrFullAccessAWSZZ|E MaH S |AM X}Z3 S Hof 24Z251042] Wickr 2 E|AI 242 =&
5+04 Wickr AMH|A0] CHEF &l 2t2| HEHS 5 04& LICFAWS Management Console. AHAM|EH LIS 2
AWSEH 2|3 & AWSWickrFullAccess EHHE2 R ESHMAIL.

AEX7F RAS| 1 QEH HEIE 8 £ UEE 52

O] oAM= IAM AFZ2KE7L REAIO| AL A} IDOY| AZEl Qo) Al ZE|3 MHAMES 8 £ UL E 5
XA g

YHE EoiFLIC o] Hol= 2&0

MM MMEI= q AHE 5104
z2J2iY A2 0| AYE 2AEE 5 U= HEo| ZEHELICH
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Wickr

"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Wickr A}3 &&E 2 AN A EAX| SHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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AWS PrivateLinkAWS Wickr&
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AWS PrivateLinkfor AWS Wickr& AFE 35 CIE{H| O|A VPC AIEZQIE & AL 35104 Virtual Private

Cloud(VPC)2F AWS Wickro| 1= ZOIE 5t9| &gt Zhol| Zato|8! 43S Adxdst
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/vpn/
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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X|HEl= AWS Wickr AH[A

CHS AWS Wickr AMH|A 7 X[ & LICFAWS PrivateLink.
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MH|A AEZQIE
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AWS Wickr #2|Xt COom.amazonaws. your-
region .wickr-admin

AWS Wickr H|A| & com.amazonaws. your-
region .wickr-me
ssaging

AWS Wickr & com.amazonaws. your-
region .wickr-calling

%ﬂH 2 E Wickr VPC AEZIEN|AM Z2t0|8! DNS O|E 2 &dslaloF gfL|CH RIMIEH LIE2 =2

Wickr VPC AIEZQIEE THEE!

2| Wickr IEEZQIE T} FIPSE X|H5t= 21X FIPSE R|&ELICt.
KEMIEH LI 2 A4t HE 2| BE&

2Rl X HEIX] 8f 3

« HAIZ & 5= A= ZQIE| CHEH VPC A= ZQIE AIRH
m]

o HAIE A E=0M AFRE = gi&LICtus-east-1.
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VPC A= XZQIEE stV ™ol CHE AT Z7d0| QEX| FlF Lt
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https://docs.aws.amazon.com/vpc/latest/privatelink/interface-endpoints.html#enable-private-dns-names
https://docs.aws.amazon.com/vpc/latest/privatelink/interface-endpoints.html#enable-private-dns-names
https://aws.amazon.com/compliance/fips/

AWS Wickr 2| dEA
2. 2ot I5: HTTPS ESHZS 5{835t= X8 Hot IS (ZE 443)
3. DNS & 02l: VPCO| A & d3tEl DNS SAE 0| 2! DNS = ¢l
4. 1AM #8h: VPC QIEEQIE S M5l T BHalste of TR HEt
VPC l=EZQIE MY
AWS Wickr Admin, Messaging 2 Callingofl Ci$t VPC RIEXQIEE MEE = JU&LICH.
ZE£2 A 83t0JAWS VPC AEXQIEE MH5t2{H OIS HALE 2ESHAMIR.
1EHH: VPC 2£2 0|8
1. Amazon VPC Z&0{ 2 I8 Lt
2. RIFZ EMFM A= EZQEE MEHFILICE
3. d=xQIE MdE MEgLICt
2EHA|: = ZQlE MY 71
1. MH|A R0 M AWS AMHIAE MESFHLICE
2. MH|A O|§0M e MH|AE AMwickrst MEAEFLICEH
« ZrE|Xte] BL: com.amazonaws. your-region.wickr-admin
« MAIZQ| BL: com.amazonaws. your-region.wickr-messaging
« $&9| Z4%: com.amazonaws.your-region.wickr-calling
3EHA: HEQ/Z 7+
1. VPCOIM CHa VPCE MEAEHLICE.
2. MEYoM m7teMde Qs ode] 78 Ydo| MEUlg MEistL|C}
3. ZZIO|8!/ DNS O|& gd3stofM Eelats MEiErLCt o|E S3ll ZE2t0|8! DNS O|E S X[#E =
%J%L—lEP.
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https://us-east-2.signin.aws.amazon.com
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2. Mo BlI8 FIFSHHL MHY 4 USLICH BlTE A= QIES} HZSHE Of AR st
0l&-gt moflLict

3. A= ZQIE WS MEiELIC

22 M LAWS CLI.

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-
region.wickr-admin

Wickr HA| & 7+ M &2l

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-

region.wickr-messaging

Wickr Calling 7+ 44 &0l

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-

region.wickr-calling

2. VPCA==QI

Wickr 22|} el= £ Q|

aws ec2 create-vpc-endpoint \

--vpc-endpoint-type Interface \
--service-name com.amazonaws.your-region.wickr-admin \

--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \

--vpc-id vpc-12345678 \
--security-group-ids sg-12345678 \

--private-dns-enabled \

T O]

Wickr HIA|E IEZQIE

aws ec2 create-vpc-endpoint \

99

VPC QIEZQIE M



AWS Wickr 2| Mo

--vpc-endpoint-type Interface \

--service-name com.amazonaws.your-region.wickr-messaging \
--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \
--vpc-id vpc-12345678 \

--security-group-ids sg-12345678 \

--private-dns-enabled \

Wickr & QIEXQIE

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.your-region.wickr-calling \
--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \
--vpc-id vpc-12345678 \
--security-group-ids sg-12345678 \
--private-dns-enabled \
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AWS Wickr

o 2T AR A QIEY! AMA

« X E: 443, 2195, 2196, 5223

: Apple Support A4 A

« Google/Android & &l
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https://support.apple.com/en-us/102266
https://firebase.google.com/docs/cloud-messaging/network-configuration
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/supported-regions-consoles.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/supported-regions-consoles.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
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« AWS CloudTrail= AWS HHof| o|5l EE= AHE S CHAISIo +EI API 2 & 4 234 O|HIEE
x5t AL X7} X|Z 8 Amazon S3 HZ!oll 21 It 2 M&eLICH 55
AWS, SEO| T™E AA IP T4, SEO| Y AZ|E AHEE £ JaLIch RHAMIEH LIE2 AWS
CloudTrail AF2 MHME & X 5AAIL. CloudTrail AF2 5= Wickr APl RIX & &0 CHEt RFM|EF
LIS £ AF&35H04 AWS Wickr APl & ZZ AWS CloudTrail MM 2 X 35HAIAL.
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AWS Wickr= Wickro| A AF& X AWS CloudTrail, 248 2= MH|ATF =38 2Fdol| CHE BIZEE X
235t= AWS MH|A2F SEHEILICE CloudTrail2 Wickroll CHE 2 E API 21 S &8 O|HEZ M 2%
grLCH X E|lE Z&E0= Wickroll AWS Management Console CHEH2| & &1 Wickr API 2F@4of| CHEt
AE SE0| ZEELICH FHE Hd35IH, Wickre| O|HIEE ZF 8t CloudTrail O|HEE X|EXMo 2
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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 CloudTrail X[ MH|A & E8t
 CloudTrailodl CHEF Amazon SNS 2] 74
« 0424 2|0 M CloudTrail 21 It 27| &l 0424 A0 M CloudTrail 21 Tt 27|

ﬂl—.—

2 E Wickr 2212 Amazon CloudTrailo| M 2 ZEILICH 0 & S04, CreateAdminSession & &
2 ListNetworks 22 S35l CloudTrail 21 Lol g 50| MMELICH.

DEOMHE = 2O FFos oS ST AASKtof 2tet HETJH 2 ELICH ID HEE 0|83t

HOss A THEE = JUAsLch

- 30| FE = AWS Identity and Access Management (IAM) AFE Xt Xt74 SHO 2 O|F 0TI =X
o4 LC}.

« g = HO0|M ALZRES| HA| AHE BHE ALE501 20| YHEIREX] 0%,

« 20| CHE AWS A{H|A0i| A O|F 04 =X| o{F LCH.

KEAMIEH LI 2 CloudTrail userldentity 2 A S & ZESHAAL.

Wickr 21 1} &= 0|3H35l 7|

E2|YolE XIE# S3 HiZlol OHIEE 21 TUR 248t 4 I3 sHe FAIYULICH CloudTrail 21
Tholls SHLt 0140l 21 20| T £ UALICH OJHEE BE AARREO| T QMS Lie}
Lo 23 5hed, shed et Alzh, 23 mHatolE Sof Ciet 327t S0 A& LICH CloudTrail 21 1t
Ue HEE API M 250 F2 A% E8j0lA7t ol E S & ME EAIEX gaLich

CHS oKX= CreateAdminSession 2fdE E0{F & CloudTrail 21 50| LIEFHLICH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aInH: "<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’
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"principalld": "<principal-id>",
IlaInll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T0Q7:53:17Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

CIH2 2 CreateNetwork g MHSE CloudTrail 21 §5 8 E0{ &£ ol A|_ILICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn": "<arn>",
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"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10T0Q7:54:09Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "BOT_Network",

"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

CI2 2 ListNetworks 22 MAHSE CloudTrail 21 52 204 &&= o A|QILICH

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",

"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

"eventCategory": "Management"

CHZ2 UpdateNetworkdetails 22 &H35I= CloudTrail 21 52 204 F= o A|LICEH

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T22:42:587",

"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "CloudTrailTestl",
"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

CH2 2 TagResource 22 MESHE CloudTrail 21 52 204 F& o AlLICH
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IIROlell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-03-08T23:06:0472",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"resource-arn": "<arn>",
"tags": {
"some-existing-key-3": "value 1"

1,

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

AppleWebKit/537.36
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"eventCategory": '"Management"

CtZ& ListTagsForResource 22 2 0{F = CloudTrail 21 &S 0| LIEFH of Al LTt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalld": "<access-key-id>",

llarnll: "<arn>",

"accountId": "<account-id>",

"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2023-03-08T18:50:3772",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
.

"responseElements": {

"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

Wickr 21 1t &5 0|5H5t7|
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"eventID": "5699d5de-3c69-4fe8-b353-8ae62f249187",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"
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