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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

Console and emails

Amazon WorkSpaces Web,
them to end users

or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

and easy-to-manage
access 1o virtual desktops

and log into their virtual WarkSpaces Thin Client
desktop environment

console.
Admin management flow
nmore abo kSpaces Thin Clien
i¢ing [
{
J(
Al <
Amazon WorkSpaces S Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains

fleet and controls
access through device
management service

enabling users to securely access virtual desktops.
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* Amazon WorkSpaces
» WorkSpaces OHZ 2|7 0| M

* Amazon WorkSpaces Secure Browser

2

los

2=
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Ell © Amazon WorkSpaces Thin Client P ©
Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1

Enter your environment details
Create a name for your environment. This name should be descriptive and unique. Or you may
choose to use the default name. You may also add users and groups to your environment.

2

Select your virtual desktop provider

You will need a service to provide your users access to their virtual desktop and compatible
resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,
or AppStream 2.0.

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

Environments (6) info

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | Virtual desktop service
O Environment 01 Workspaces

O Environment 02 WorkSpaces

O Environment 03 Workspaces

o Environment 04

3 Cloudshell  Feedback

v | Virtual desktop service ID [4 v | Activation code
d-00000000 gheltpas
d-00000000 ghiSrax1
¢-00000000 ghl13e0p

C Actions ¥ Create environment
12
v | Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
o October 03, 2023, 21:22 (UTC-07:00)

©2023, Amazon Web Services, Inc. or its affilates.
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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Summary
Name Always keep software up-to-date
DRK Environment - Mon, Aug 7, 2023, 16:03:41 Yes

Maintenance window start time
00:00 (Device local time)

Virtual desktop service

WorkSpaces Web

Maintenance window end time

03:00 (Device local time)

Virtual desktop service ID

Maintenance window days of the week

Sunday

2L
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& A3 E MH[A Ol&

8 M=stH WorkSpaces Ml 2210|2AE E&0i HEE 2F0l Ciet M7 E27F ZAIELICH 2
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Time created
August 07, 2023, 16:04 (UTC-04:00)

Time last modified
August 07, 2023, 16:04 (UTC-04:00)
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WorkSpaces directory details

Directory ID Crganization name Registered

ahc Name ® True

Directory name Directory type Status

e Simple AD @ Active

A A
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Amazon WorkSpaces C|ZE{2|2| & AIQlL|Ct.

0| Amazon WorkSpaces C|HE{E2|2| S5 0%
LCt.

0| Amazon WorkSpaces C|ZEIE{Z2|7} &4 AMEH
OIX| 045 lLC}.

Amazon WorkSpaces Secure Browser Z& M|E HE

WorkSpaces I 22I0|1E 32 Amazon WorkSpaces Secure Browser0| A AR E|H ¢ ZEHE Al
8504 71y A3 5 ddstn AAELICH Chs EolE AT 29| Z 249 &S 4 40| Lt
A& LIC
WorkSpaces Web portal details
Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 [4
A ME
ol= O| WorkSpaces Secure Browser Z &1} 24 Z4E
1R At
MMM A|ZH O| WorkSpaces Secure Browser Z&0| A4 El

et Az

A DA & &40 HMHASHE O AFEElE
URL S L|C}.
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AppStream 2.0 details

Stack name

xyz

=
ol

2 WorkSpaces OfEZ 2|7 0| HE AEfo{ M A™E[o] 7MY HlA3
Eol= MF HE2o| Zt 240 2F YA0| LIt J&LICt
IdP login url Time created
https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)

A AH
AEHO|B O| WorkSpaces OHEZZ2|AH| 0| ABHDt HAAFEI T
7 AERLICEH
IdP 21921 URL WorkSpaces OfZ 2|71 0|4 AEHo| 201 2 =
Jot2ste ol A ElE AHE & 32X URL
dLct.
Ao Azt 0| WorkSpaces OHZ2|7|0|MH AEHO| MM E
el AlZhdu|ct
£ M
AlZHSHE4T ZF C|HFO| A0 AWS %5 A2 R} ZHFE! MHIATF ZQBHLICH WorkSpaces % Z2f0|d
EE= Ctg MH[AE AFSELICH
- SEE CIEEZ|E &8 Amazon WorkSpaces
. SEE ABS S8 WorkSpaces O Z 2|7 0|44
- H xe FAE &8 Amazon WorkSpaces Secure Browser
7|1E& &30 MH[AE B SHHLE A MHH|AE H4d5HoF & LCt.
(® Note
WorkSpaces ¥l 22I0|HEE= S 2[™o| 7t oA F0F E AR LIC.
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Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1)

‘ C H Actions ¥

Q, Find by property or value

1 ©

[l Device ID

O GO723H08

ClHlolA S5 A2 HE
C|HIO|A
U&LILCt.

A

Clhto|A U7d ¢z

C|H}O|A O|&

o| oZlOlE{7} HEE 9|5

A Device name v | Activity status

@ Active
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Devices
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Summary ©
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2.81
Enrolled since Software compliance
Device name September 27, 2023, 20:33 (UTC-07:00)
Last logged in
Device type October 07, 2023, 03:09 (UTC-07:00)
Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Not checked in for past 7 days
(2 =k=
Clutola 3 HE i ClHfolAof EEE Al HE L
ARN Amazon 2|4 A O|&(ARN) & A10| C|HFO|A0
CHet R AlERFQILIC
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| Export details | C

Q. Find by attribute or keyword

<o e

Device accessed on

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address

ETHERNET

Status Gateway address

@ Connected
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v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type

Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
(2PN My
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Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/device-user-activity.html
https://aws.amazon.com/kms/pricing/
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"Statement":
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;:*"
}
}
I
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
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}I
{

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*"

1,

"Resource": "*"
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o
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
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"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
CtS2 ClHolA 538t ZARMAE QLT

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"
}
ZLERE 28t 535 ZHEIAE AE
CHE™E 12 22l 7|18 A& 6101 WorkSpaces ¥ Z20[1E &3 2 C|HO|A H|O|E{E EE35t6t=
Z2 A BECE W20l g5 st HYAEE AR50l D BEH FI7 AREE WAIS AgE 4
= UaLch &35 #HAEAEE AWS CloudTrail £ = Amazon CloudWatch LogsOlAM MAJEl 2 T0]
T LtERELICE.
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"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Amazon WorkSpaces ! Z2I0|HE Q| & Z 35} 7| ZLIEE
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"

o
"attributes": {

"creationDate": "2024-04-08T13:43:337",
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"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"

iy
"eventTime": "2024-04-08T13:44:227",
"eventSource": "kms.amazonaws.com",

"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces %l 22}0|E = GenerateDataKey X2 AFE5t0{ CI|OIE{E &5 3IE

LICE.

CH2 oflA| O|HIE = GenerateDataKey A4E 7|5 EhL|C}.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T12:21:037",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces ¥ 22+0|21E 7} GenerateDataKey X% C|HIO|A HEE A5t B2
GenerateDataKey 2 dE At&5to4 L|OIEHE 2 E3tefLICEH

GenerateDataKey 242 Sid “Amazon WorkSpaces Y} 220|HE MH|A 7} H|O|E
510 SHESES 51872 ALE5t01 KMS 7| H& MHo| M 5{& ELich.

mlm
Pol-
on

CHS ollA| O|HIE = GenerateDataKey 242 7|5 & L|C}

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
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"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces % 22}0|HE £ Decrypt Y2 AL&3504 LIO|EHE S35} 8rLICtH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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Decrypt (by service)
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"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abc123D+ef1==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
i
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
i

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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IAM2| 2259 Atzi|ol| CHEF REMIEE LIE 2 IAM ALE B A L| IAMLS| EoF Y A& & ZshM|2.

WorkSpaces ¥ Z2}0[21E Z2& AFE
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

o| |7;1|'— IAM A|.SOZ7(|.7|. 7(|.A 9_| |._<Ez;(|. |D01| of7dE| O] E|.O| ol n|-E|é=| x-la'cH%

HMZ HM5t=E SHE 20iELICH O] Aoz E2&0|MH E= AWS CLI EE= AWS APIE A8 5104
Z2Je|Y HAC20| HYE 2EE = Ue Heto| ZEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
ID 7|8k 2424 of Al
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"Action":

1,

n
"iam
n
n
n
n

iam:

iam:
iam:
iam:
iam:
iam:
iam:

[
GetGroupPolicy",

:GetPolicyVersion",

GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

ListUsers"

"Resource": "*"

WorkSpaces !

O| o XM|0i| A= WorkSpaces ¥ 2E0|HE IAM AFE X0l AH| F&]| MM A HEHS FEoisteE
CC

Zcto|¢MEoo CHer 2 & AAM|A HEH § 0]

ste wWele2 2o{EL|Ct O] ZAoi= AWS CLI EE= AWS APIE Al235lod 24
£ WorkSpaces ¥ 2210|ME 22 gt e = Q= TEto| L& E|of U&LICEH
JSON

{

"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
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"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
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« workspaces-web (WorkSpaces Secure Browser) - WorkSpaces Secure Browser Z& 2! A}
A MHS MHE £ Q= HEtE & F LTt 0l= WorkSpaces Secure Browser 2|4 A ¢
WorkSpaces ! Z2t0|1EQI F 2tE|=X| & Ql5t= Ol AFEELICH WorkSpaces ¥ ZE2}0|1E
AWS Z&0f o[2det 2|AAE EASHE Ol AFSELICH

- appstream (WorkSpaces OHE 2|71 0]|4) - WorkSpaces OHEZ 2|7 0| M AES MAHE =~ Q=
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",
"Effect": "Allow",
"Action": [
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"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"
1,
"Resource": "*"
},
{
"Sid": "AllowWorkSpacesSecureBrowserAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AWS 2|3 H24: AmazonWorkSpacesThinClientFullAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientFullAccess.html
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« appstream (WorkSpaces OHZ 2|7 0|A) - WorkSpaces OHZ 2|71|0|H ABES MHEE 4 Q)
2 {8 LICt Ol= WorkSpaces OHZ 2|7 0|4 2|AATF WorkSpaces ¥ ZEI0|HES}F &
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F2 A& 3 WorkSpaces A Z2H0[AE 7L AL XHE CH 415104 CloudWatchol| X|EE HAIE =

SHE
UBLICH
JSON
{

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesSecureBrowserAccess",
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"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

]I
"Resource": "*"
}I
{
"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallp",
"type": "IPV4"
}
1,

"connectionStatus": "NOT_CONNECTED"
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},
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

},
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
},
"keyboards": [
{
"name": "name",
"type": "USB"

"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
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},
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"
}
]

},
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
1,
"updatedAt": "2024-10-21T17:46:27.6242"
1,
"eventCategory": "Data"
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