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e IAM Identity Center > Users £ &

IAM Identity Center < @ The user "MateoJackson" was successfully added. *

The user will receive an email with a link to set up a password and instructions to connect to the AWS

Dashboard access portal. The link will be valid for up to 7 days. You can grant this user permissions to accounts or
Users applications so that they can access their assigned AWS accounts and cloud applications when they sign in
to the AWS access portal.
Groups
settings Users (2) @ Delete users Add user
¥ Application assignments Users listed here can sign in to the AWS access portal to access AWS accounts and assigned cloud applications. Learn more [2
Applications ( Username ¥ ) [ Q. Find users ] 1 1]
| username | Display name | status MFA devices | created by
Related consoles
AWS Organizations [2 O marymajor@example.... Mary Major @ Enabled None Manual
1AM [3 O MateoJackson Mateo Jackson @ Enabled None Manual

(O Mew console Learn More

Q CloudShell Feedback © 2025, Amazon W c. or its affiliates. Privacy Terms Cookie preferences
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BTRERA R A FITE -

 |IAM Identity Center SEHIZ FREFEES ( LMAEEL ) o
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« Amazon Q F R EBREFEMNTEERI ( FFELMILE ) o X2 Amazon Q F R EREH A X
89, BEE IAM Identity Center S5 & if 49 X i3,

ERNAFITE , EHATU TR

1. HEEEAI (JEMRAFEEI ) 89 IAM Identity Center S5 FRMNZ A s
2. YIREXERI (HFERILMILER ) B9 Amazon Q F X ERZEFIA
3. BUEBELRI (FFRBILMILER ) 8 Amazon Q F A BMIZHE AR IZAFITHE,

SERITEE :
- APMITREESRFEXERES (dLmREEL ) 2R,

- AFNITREESEEEXERSE (JLNRAEEL ) AR 7 5B XK.
- AFWNITHAGEESEXERE ( #FRILMILER ) ¥ Amazon Q & & IR EL B X4 MR BX.

LtSh . Amazon Q AR ERERRAFERNAMBERE A HFEEXER (HFRIMILE ) . BX
VEFRERENESER  BSRBSNE

BXITHEAFNFEMGEEE | ESETHEER IAM Identity Centers
Amazon Q FF X EMR T AL EEIT 1t 5

TULEENITREEARNENENTRAMAEFMER . BR2EAMNKS (HESE D) WRLAF &
2 IAM Identity Center R TRAFHEE R,

MAKF (HHEZEID) AF

MREBINAKS (HEEID)ITRATELEER , FRATRE , 5 AWS IKF EHEREIDXEKRY
ALIREINKE

BRI TRE A RLAIKRERH. flin, REE 4 B 15 BiTH , NEXIFEMNANITEHE M
RAR , FEEFWEEA,

WMRERCHITE , I RFELAN U RARERFEFL, BXEZEER , H56H U Amazon Q 7T
REMEWESE,

1T B9 1t 5% 25
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IAM Identity Center A T F

MREREER , BERN—4AH IAM Identity Center RTHAFITRELEE  FRESMITHRAFRAILT
%, BXEZER |, BEZHE Amazon Q FEEREN

mRE I EAWS Organizationsi® 3 , MIZFAN AWS HALAX Amazon Q Developer Pro FIfE £
BITIHR. WRERREEEEK,, ER—ATAFPER—HLRNZSNKSFIFITE T Amazon Q
FREWR , FTaFEESITHR,

N RIR G R #AT AWS Organizations R & , WEWAFITRETPT AWS K KB KEFERKSE,

AR BRERAEEEFHEPEFKE, Amazon Q BAYIE Q T “BRRSWHR EWFL, &
% Billing and Cost Management #£H AW EZEE , TSI LR AWS IKESHAEE ? £ (AWS
Billing AFEME) .

BALUEN AWS IkE ERAETEHET AR ID BEREAFITH Amazon Q %A, Rtk |, HEK
BAMEAEERFANBES HTERERES HEIBR CUR &, HERSERR ID &I, E
THREZEER |, 551 (AWS Data Exports FAFIERE) FHAIEHES H,

MBEANAFPBCHITR , 1T ENEITRAREREEL, BXEZER , 558 BUEITH
Amazon Q F X EREZWEE,

Amazon Q FF & & RiT RPR TS

TEARSEELQRENEOTRAMEMESR . BR2FEANMNAKS, (HWEE ID) WRLHP , &2 1AM
Identity Center R TAHFHEERA,

MK (f9EEZ D) AP

MREBRFEANMAKF, (HEE ID)KWAF , & Amazon Q F A EREZEHANITHTHESR R
Amazon Q F X EBERZ L EEIT FIVIRE,

IEHYIT R AT REAL T UL TIRES

« JHER ¢ BMEBI A Amazon Q FFREMIIEERUETTE |, FRITHEIT R,

- EBUE : ZCEUERWLERITH , TEBE Amazon Q FRERMNBEERN NERA RS, BXE
ZEE , FZH BUEITH Amazon Q TR ERTUIEE,

T FRAS 26
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IAM Identity Center A T F

MEEZREER , HE N —4 IAM Identity Center A TAHFITRET L ELE , Al Amazon Q F X E R
BHENITRNEESEXLAFPITRRE.

BRCEENRFARAFEIZAF BT+ , ERORSLKETH,
BUARTF EQREN -

- BiTH  ZEFEACITH Amazon Q FRERTUEE , FXNEARTFERAF/ITRET R,

- 2EUE : EEACEUHE (BT ) Z84 , HNAFRKLZEBIFR Amazon Q F R ERET UL EERT)
Bt BXEZER , BHSH BUBTTE Amazon Q F A ERETIWEE,

APPSR+ EAPIRAR -

- SEEK : AP BEEFEA Amazon Q FFRERINBERUEITH |, X ZITHIT 5%,

- FFEUE AP EITHEEMARBUE , EANZIT R,

- EEUE : EEACEEBUE (1B1] ) ZAFWITRE , AR EETER Amazon Q FF R E R IIEE, BX
ELZER | E55 BUEITE Amazon Q F R ERELEE,

(® Note

Amazon Q F R EMRZEHAENAF RN T2 RESHATRNAR,. EEFXEARF
ESMZE Amazon Q ##l& ( T2 Amazon Q FF A ERIEHIE ) WITRNEH. FHTAE
o BEBEATANAFRSQERATAH, EEFEMAINERRES , BAREPERE—
MNAF , RAEERPXBRTEFERDER.

B HTF Amazon Q F X EMMIE I URL

(® Note
ATABRTERTMIAKS (HWEEID),

MBELREER , BE N —4H IAM Identity Center R TAFITRELEE | XERFEFERAE IAM
Identity Center Byi2258 URL MXiH , 7£H IDE Hap 1T+ &K Amazon Q. ME Rt URL R4 H
P, A1 Amazon Q F R ERZFI AW REREP KT, BRMIESETERNHELE,

EHEH URL 27
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EEREHR URL , BIITUATRE

1. B3 AWS EEEFS,

2. YIRE Amazon Q FFRERIZEHI &
EEA Amazon Q AR EMRESE , BUAERXFEEREH Amazon Q FFREMEH & FE
X R,

3. ‘EEIRE.

#28 URL EREREIEBMITAY L URL o BIEMIEE TENAL,

£ Amazon Q F X ERPEE MR F R

(@ Note
AFREFERTFAANKS (WEEID).

AMINER T , Amazon Q FFREEM AWS REZRARITNE, N THIUEE , BAUREFEFRER
HRMEHE. FRAXBEIFEFEERHNENINEIEK , BSREENE,

BREATMENESR , BERAT IR,
1. BRI AWS EE#EH A,

2. Y#E Amazon Q FFREMRIZESH &,

EEA Amazon Q TR EMESE , BUAERXFEEREH Amazon Q FFREMEH & FE
X R,

3. EEIRE,
4. 7E Amazon Q FREMKFIFBHEHIRY , ER&RE,

EEMEFE 28
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Settings we
Amazon Q Developer account details

Enabled features

Amazon Q in the IDE Amazon Q in the command line
Amazon Q Developer Agent for code transformation Command line chat

IDE inline completion Command line classic completions
IDE chat Command line Al completions

Amazon Q Developer Agent for software development
Code security and code quality scans

Amazon Q in the AWS Console Amazon CodeCatalyst

Amazon Q assistant Amazon Q Developer Agent for software development
Amazon Q troubleshooting PR comment summary

Amazon Q actions Write PR description

Q ChatBots

AWS Console Mobile Application
AWS chatbot in Slack and Teams

Deployment settings

Include suggestions with Encryption key Region ARN
code references Default AWS managed key us-east-1 5 EE NSE N NS WS
True

B ol el

Start URL
Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more [}

ﬁlh II-‘I_ _

5. EHEBIFFERE , BRI MBEZRSA - ALEsko,
6. EFEAFFREBZARITNE  BERBEXMFRE (&% ).
7. EETHERES  BREEATNENZHBR , H@AZEH ARN,

MBI R BIERER | BRIBAE AWS KMS 549 , R B A ER AR 248,

8. EZAFFREZHANMEFMEES AWS REZARTNE , FEUHLER ‘BEXMBFRE (&
%)

EEMEFE 29
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I 42 Amazon Q FF & & REL & X4 ?

® Note
AERATERFIAKS (HWRE D),

Amazon Q F R EREEXH (LM NREBEENXH ) 2—4H Amazon Q FRERIZENES , 5
IAM Identity Center i TR T L EEIT FHEXEK, ZEEXHEL2XEK— Amazon Q FF & E R
KENARR , ZNARFTNAFE IAM Identity Center FH BB 5HE Amazon Q FF R ERFH
TR E,

BAXABAPITHAN , RELRTEBLEE X H. SIBEENXHRE , Amazon Q FF & &EMIZH AN
LEMELERZNITH , FAEXETEFEE Amazon Q FXEBREWLEENSIITNEE, EBRIIK
FPRANNOFEITR ( BFEARITFRERRNMNNITREEEMINITRE ) , BLEZEEXHHEX
B,

Amazon Q F X B REEX 4 EB LT 454 -

« ZEEXHRZ IAM Identity Center R TAFEARSHLER , THEEXHUNTERNZRTAFIT
H, ©AMIELEERNAFITRE Amazon Q Developer Pro B AWS Tk = Fr 6 2,

. BNZEN AWS XEKF RSN AWS IKF I8 —X N ARE. BX Amazon Q FXRENMNAR
BZEFENIR , BSRAQ FLAEREHAS Q FLAEREEXHZHFENXE ., AWS XiF

12 Amazon Q FF & & M Bt E X 4

(® Note
EFTRBETEATIAKS (HEEID),

B2 Amazon Q F X EBEREE XS , Amazon Q F X EBRIZHATHEIRES 2HH |, FrHZE
BMXHtHR2AAFITE Amazon Q F A ERETLEEBN EREH. BEXBEXHNEZELR |, FS
A= Amazon Q FF R ERELENH ? -

EH|E Amazon Q F R BREEXH , BHITUTRE

BERIT A A 1AM Identity Center PRV BA N AT, EITFRESR K RESRTEQIEZEEX
o

QT REREEXH 30
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il Bx Amazon Q FF & & hx Bt & X 4

(@ Note
ATABRTERTIAKS (HWEEID),

B RE A H THOREUHFTEITE., M AWS IKFIK - B BRFTE Amazon Q FF X EMREEMN EH , M
B Amazon Q F R ERELE X . HEMBER Amazon Q F R EREEXHE , 2XEUTIER :

- SEEEBXHXBNAEITARSEREANEEUE , AP T EBEE Amazon Q FF R BRI ThEE,
NFARESLTFSERRSNARF , YeiTRANLERNAQUWRGEE—EAEITHS , TAKRSTW
B, TREFIFE. EHRERE , XETFEMAIE Amazon Q F X EREHAEFEE , AREF
MNIABERBR,

- FHBIEIZEE N HMAE Amazon Q FF R ERZEH A PBRYUNFERENIED , FTFBATLREN.
flmn , Q FREREHAENKENTFTELER , BELNARLELBEREERNA , AFEREGEETE
BEESEK.

- RENARRF ( 87 QDevProfile-region ) fMiE#ZEI Amazon Q Developer B IAM &3 038
BBk, (RBREBENILESETRE , % IAM Identity Center SEHIFR1E B I F= 7 88 5 M BR &L & SO 4
MK FE. )

(® Note
MBEPNOMBERT BB -

- BEEFCEREXH , RAEFNAFERITH , ArHEFERMRELFEST Amazon Q FF &
EREHAEBIAEET. £/ IAM Identity Center 2SR E , ALEZEFHCIER
54

- EMCIBEENHE , BFTEE Amazon Q TR ERZEFENREFEEN LK , NEE
B NHEE X022 B R AR BE.

WEMIER Amazon Q F A EBREE X4 |, BIRUA T iRBRE,
FFEAwTH AR TE
BRETECAENMEBENHNE , B RE & X485 I BR.

QT REREEXH 31
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EMBR Amazon Q FF R EREEXH , FHITUTHRE

1. BFEI AWS EEEZEH A,

2. Y#ZE Amazon Q FREBERIZHIA,
EfEH Amazon Q F X EBRZEFE , BUMERIFEERFEH Amazon Q F R ERIZFI AR E
M ERBR
B‘RRE,

4. TETUETRERFAIE , 42 BREC B XX+

BHE Amazon Q AA BRI EEXHHRLE

® Note
ATABTERTPIAKS (HEEID) .

MRERE AWS Organizations EEWALANERK - EER , 75 A& X ?—IjJﬁbo BERBRE
NHRER  EEBEKFPOEN Amazon Q FAEREEXHFRAZTERNAK, . HEMAERE
—NiFRL - B AFBES EEK T H Amazon Q Developer Pro B9 IAM Identity Center 5 T £ &
e AKFHREN AWS EEEZEFIE |, £ AWS NARERF ML LA i{18 Amazon Q Developer
ProiTHl. ZERANMNARHHRER , XEAFPBRRAKF G AWS EEEHE |, MHATLE AWS AR
FRME EfEA Amazon Q , BT Z R £ EERRFIMINEENLI R,

BRABREXHRAZETLEMAFREERXTF LHE (IDE ) Hian S 1T7HEH Amazon Q BIEEN,

EFFHEEEKFF/\?— y isﬁaﬁl’j\—lti\ﬂl:ﬂﬂﬁﬁo
FRFAM
EEF A, EARR

° ‘“ IEE%:IELKFEIJ AWS }EJH\O

- BHEEIKF P ERIZ IAM Identity Center 3Kl , HE 5 Amazon Q KBk, MEFERIE , IBRER
WP, #A Amazon Q FFREMRIESIE |, EFRE , BIATEP I RER URL,

- LEXREEBEK,HPRIAF/ITEH Amazon Q FRERTLER.

o BEZFR Amazon Q F A ERBEHIEFIENRENR. BXEZER , H5H XEEEBEAFEH
Amazon Q 7 & & RiEH A

QT REREEXH 32
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ESAREXHHE  BHITUTRE

1.

o g M w DN

AWS BB H A EREN AWS BEIKF &R,
TR E Amazon Q F R EREZEHIA.

ERIRE,

RAERRAKFREDS D , RAREERRE.
ERQAREREENAEFRREEEXH,
EERF

BB EEKF T Amazon Q Developer Pro R FIIERAI MV EE RS RAKFWER |, 7
AWS N AR MMy - A M489 Amazon Q Developer Pro iT . AWS EE#Z&H A

BEE Amazon Q F X B R T WL EEITH [

WMREEMER Amazon Q FREMRT WERTHAMESHE , FEBEUTRBERE | THERSTE,

&

« TAENAFITHE

o AP ARKEIRUE B FHB 4

- APZFERE AWS Mk E A 18 1T 57
- AP XATE IDE REERAITE

- TEEFEITHAR

TERNAFITR

B FERNAFITE Amazon Q F X EREZLEE

FRIRTT R

- RITERBEZNAFLITAMENRERR. AXESEE , S XBHEERFEA Amazon Q FF

REREHE. RELENRRE , FEF MBS A TEETF Amazon Q.

- BWIABEHELT Amazon Q FFRERZEHA ( M3E Amazon Q ##HE ) -
- RELRBLTXZFE Amazon Q AWS Xif W AREH, BEXEZER , 28 Q FREREFA

5 Q AR EREIE XM FH X,

PREIT 5 R 33
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- BREBENRERESENKFEXBETE, BXEZER , FZRABREANAKS, (HEE
D). EMIKFRAAAITRE Amazon Q FRERFZWEE, EEEKSFRIAFITE Amazon
QFAERTULEE FERAKS,FRNAFITE Amazon Q FREBERETILEE,

FA P AR W 2B BB BB A
FIER : AP AR MR EEOE s T At
BRRTT R

o WIFAPARYEE FEB bl R A EHF AWS IAM Identity Center,

- AP REHEAREA AR MK, ERRBNBUEER Amazon Q F R ERETUEEITRE
FHRHF

o BUEERMFRIXA A RERERKIL 24 DY, BHAOFE S
- BIFTAF A2 ERAINE IAM Identity Centere BXEZER , S H (AWS IAM Identity Center
RAriErE) RRCREPRINEIER IAM Identity Center B o

AP EE AWS Wiy EE AT R
A& : AP EE AWS WiE EEAITE

ZHE AWS MAEFMMIE EER Amazon Q B, AR SERXR|/PEIUTHEHE : AWS EEEZH

AN
A

Your account has not been configured to use an Amazon Q subscription.
You currently have access to the Free tier of Amazon Q. Contact your AWS
administrator to configure your subscription.

BRRTT B

- RIFRACEREHRIEREHASE (MERAT IAM Identity Center BY4RLAEHI ) . BXUMAIEHA
SHERERHESENEE  BFSREASHIEREFASE,

- REAFREHEENN Amazon Q FEAERZTLEEITR, EXEZEE , H5H Amazon Q 7
£ & MRIT FRES.

- BIFERRERMEA IAM Identity Center BIIK 3261, KPP SRBIFXFRFETHER. BXEZER ,
ES R (AWS IAM Identity Center A 15R) K LA EEED,

IAM Identity Center i /= 3K I 89 A 7= T 42 H| B R £/ Amazon Q , BXEEEARREEWRE.

BEEIT [ [E & 34
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Amazon Q FF % % I Tt

s MRAFRENEREENRIIZT UL , BiLBIREZ AWS M5 AWS EREH S RE LML
FEMEZR,

- MREGREBIFANAFITHAN , EBESFREK 24 NLEITERE. MAFERMIAFARTREE
M, IRERXFHELR,

« WIEAFX Amazon Q F R BERTUWEERENABRFNTHRNRZEARABKHE  NXEENARE
FREREWER. NEFE , FRENZEENRAERFIHRNR,

- MEAFREERITHA , A=t MRFRE  LEEREREENE,

PP 7c3&7E IDE R EMAITE
[E]& : IAM Identity Center TEX AP LA IDE FERATLEEITH
RRATR

- REAFREHEERN Amazon Q F R ERTULERITH, BXEZELE , 55 H Amazon Q 7
K EMAT FIRES

- MRAFBRENZBREEYRIZWLEE | HiL41E IDE dIBHE Amazon Q BF , RFEFE
o

- MREEBIHANALITHEN , FEEH5K 24 DHETEEE. NAPSRMNIIAFASTRE
%, TRESBFELER,

- WIEAFX Amazon Q F R EREZULEERENARFNHENBRRERMEHEE L IZRXENARE
FRAREBER. MEEFEE , FREXNZEERNARFNIHRNRE,

- EAPSHTEBCERE |, ATikM416E A Builder ID 2ZUUGEHRREE K, BEXEZER , BS
7] 7£ IDE &% Amazon Q FF X ERY BEF AL,

TEEFECEITHAR
B : 2iTEAFPRKERE Amazon Q FRERZE A&,

BEAN—NHZMALITRATETLESE , BHESME Amazon Q FFRERIZES & RVITEHRE , A
EEBIXLERF,

BRRTT B

- FHEAREEZHEEBEN , AWS K/ KRG AWS X1,
o ZiH Y0 E Amazon Q #HE. Amazon Q EH AEB E RENFHAITTHNAF, |, BEEE R AWS
Organizations B M H L SN K - 1T FI1ER o

PREIT 5 R 35
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- HEYIRE Amazon Q BHlE , BMEEFIAF, , BRITUTRE

- FHARERANNBRERN AWS Xif, BFEE#H A IAM Identity Center SEHIZBBATFERY X1 |
ZXF AR5 EH Amazon Q FF & EMRIZEHI A RELE X HFIEXEFE,

- WMRBEEFEH AWS Organizations , HEIXEAATFHEMNR , XEEHMATUEERKS MK R
KPR EEITEN, BXESZELE , B52H &F Amazon Q F A& RITHSCE 55K,

EE& Amazon Q F X ERITREACE5&R

@ Note
AHABRTERTIAKS (BEE D),

MRERZ AWS Organizations EEWAHALANERK A EER , BXEEK,E , WEE Amazon
Q, FH7E Amazon Q #%l& ( T2 Amazon Q F R E/MIEHE ) WITHARES , NEEKS MK
RAIKFH Amazon Q F R EBERFLEZBITTHEEN —IME—IRET. XTHALRRANWAT A , AE
RIERNBRFITEAMBRZNKS,

® Note
BRAKFARMEE , £—HITRFEEEERERE Amazon Q FF & & M2 H & K 2 6| E AR T HE
o

MRERKAKFERR , NBRAREEEFELMEBENKAKSANITHE , TeEEKFREEEA4A
L@t | 92k,

EFH Amazon Q FFAERITHNELR T LY | BSRIELALDZ AN Amazon Q WEE1HE 715
15| & —I AWS Organizations &g , AILLEFF Amazon Q BEERN AP ERNAREHN ITERS. E
S RITFERES , BTRITHEER,

ETHRAXTEFRNESELR , 526 (AWS Organizations AF1ERE) HHE A AWS ik EE A
RN

BXBAKFMERKFNESEER , 1525 (AWS Organizations AAF1ErE) H Y AWS
Organizations/R1E F L2 AR ER R 5%

EALHF AN Amazon Q WAIEiAR |, FHIRATiRBRE,

EFTAKNCEIIR 36
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TR
HIETTIR2H | RHR

- BREBEKFW AWS EEA,
- BHEEIKF FEBIE IAM Identity Center A4A3Lf] , # 25 Amazon Q FF & &M< Bk
« &1 1AM Identity Center ALALFIF BT EEER AWM/ ITHE Amazon Q F X ERELEENAF,

- B ZTE Amazon Q ##H A Amazon Q FF X ERIZH & PFHITRIEMENRIENR ( B ETE
—RBEHAEBRATERR ). BXEZER , FSRZEFEEERMFEH Amazon Q BHANZIEEER
£ Amazon Q FF R EIRIZHI A .

ERATERR (BRAITHNARRATRMYE ) |, BIITUTRE

1. AWS EE{Z& & FHEMN AWS K B F,
2. WBEECEFRANEZEHE , ERUTE—RE

« Y1 ZE Amazon Q 4| A,
ERITHE,

EREESBITEAARKRER D |, EERE.

BRI E.
« YR E Amazon Q FFRE/MRIZHI &
EEIRIE,

EITRAERESRD , EERE,

B RN,
3. &E&RRF.

LEEY , Xt Amazon Q WRIETHEIEBA. HEBUEBKFEERSHERN , KAKFPEITH
WAFMESA  FERE Amazon Q A ( A= Amazon Q FREFREFE ) .
BUHEIT B Amazon Q A X BEREZLER

BUHITRELEEN AN , cEENERTREMEBMER : BREANMNAKS, (HEE ID) WKREH
F , &2 IAM Identity Center R THAFHEE R,

HBUBITE 37
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HUENAKS (#2%& ID) 1TH

MREEBUENAKS, (HWEE ID) WELERITH , BEEEATHRE.

HUBMEE ID TG , BT RSFRCHERUE , BT EB R Amazon Q 7R & MRAYZhEE.
(BEERESRZREEZRA , BNUFEARREE. ) ST RARE RS , QWBKRRE-EAEIT
F% , RARSHWE , NERILBIFE,

/A Warning

MBERIZEE ID HTALEUHENITRE, BELEITS |, S4B AT REBEESECEITR,
BE# , BEBREH Amazon Q F R EREH Kiro MPA BB HTLEUEZH Builder ID 1T,

BAMNATE—REFFRBUEITE
- IDE
- WHT

« AWS EIRiEH A
IDE

M IDE FIRBEUE#EE ID iT 5

1. 1£ IDE REAMAMKS (HEE ID) BF Amazon Q. BXEZELR | H510 £ IDE 7% %
Amazon Q FF R EMRY BEF A

2. T Amazon Q & | EEEE QA RETLEERITH,

I ERRED,

3. MRHBIMIETR , iF AWS BEEZEFE FHASEHMNAKF KB AWS IKF # ( Builder ID ) &
Fo Z AWS Ik 2ENHEE ID ARBZTLEERIEEN. BXESEEL , B8 A5
AP (HEE D),

THEF B ZE Amazon Q A A ERZEH ANITEITME,
4. TEHMEZE D ARy , EBEUHITH,

HBUBITE 38
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Command line

Ma T

1.
2.

THBEBCEES ID 1TH
EOREDSITIR Amazon Q Wit&#Hl L |, FTF LR,
ESTITHEA q whoami , BINEFERAMNAKFE (HHEE ID) EF,

BN EZF| Logged in with Builder IDEE.
ELRIENIRRABBA q chat , BaIHIX &%,

HHARERXPREE,

# A, /subscribe --manage

FEXNKB/EOF AWS EEZFIE B3,

@ Note
MR AWS EREFA RENED , HF URL NRIHESIHF BRI IKEERE O P,

MREINRTR |, i AWS BEEFE FASENN AR REB AWS Ik 8 ( Builder ID ) &
Fo Z AWS Ik 2ENHES ID ARBFTLEERIEEN. BXESEEL , B8 A5
AP (HEE D),

THEF B ZE Amazon Q A A ERZEF ANITEITME,
EWESZ ID AFREHY , “EEUEITH,

AWS EEB#EEH &

EHUHIT BRI Builder ID , M AWS B H &

1.

3,
4.

AWS B4 A FHESENN AKF KB AWS K 89 ( Builder ID ) &%, XR2EENE
HE 1D ALE Pro ER AWS Ik BHIEEN . BXEZEE , BSH ARNAKS (HEE
D).

MREZAE Kiro PAER, ERB Kiro AMTREAEEZERS (#EFELILE ) X
(IAD) Bl —1, MREE Kiro MPAREMERE Amazon Q F A EME , FEBR 8B, AR
EHNARR TEE BA

RPN EELRD ( FFELILE ) X (IAD) B Amazon Q F L EZEIA,

EIZFTH,

HBUBITE
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5. % Builder ID P #5& |, FITFEFEFRUHEIT R,

HUE 1AM Identity Center & T A FiT1H

MRER AWS U KF, EEKFH AWS RAKFHW AWS BEER |, EEAUATIRMNEHNIKS
EUE T IAM Identity Center & TR,

BEXAWS BEBEKFNRAKFNELER , BSREAEEALFTH AWS IKF AWS
Organizations.

KXTECEAFIT AV

MEREZ AWS Organizations EEENALNEBKFIKAAKFHNEER , NEECERZSIEZN A
FiTE.

ERAFPRANEXAKFMEREKSPITRT RS  EFRNKFNERRD AN ESEERSPRZAS
BUEITH , Fee2BUHZA P RITE.

MREREEKSEER |, I Amazon Q FFRBERIER &M IRE R EPIEFEER KA K, FEIT
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AWS BRABENRERN , AR RERZN AWS KFNWEXBEFNEBER , A EBETAR
TR APl BUR 425 & PR BRE AT B BIE B

B < Amazon Q Developer W AEBINEENEZELR , B2 H (RAEEAFER) YHNEH
Amazon Q Developer £ A TE BEEEAWS A,

IEREMAT 4

£/ Amazon Q FF R ERR , &AL -

« DEREAR — WRBXENHEHER, KANESMINKARBNRZ, Hlw, “FRENBE
EC2 ERARZL 7" RE "N LA LARNTEREMT 27

. FHMNE — B ERIKARMLEF L, AWS Compute Optimizer Fl Savings Plans FIZIX , &
B AWS ZHH A, Bl , “BESRWEA RN LEEHLE 727 = Bk EC2 LHIHEER

=2

. THMEN —RBEX AWS RESEMBEINER, Hl0 , “7E us-east-1 # , c8g.2xlarge SEHIHY FK 24
BZ4 7 R E “EEHME S3 hiFME 1 PB WRARZ D 27

s EENFRBD-IHRENEAEHEEFELFRERHT. A, “JIHEKE 6 NANEE M “BEXRSHG
RREG 2

« ALENEA-ERAEXANMERAER,. BRESEN, MESHEEXERIBR. SN, ARE
REMNESMEXERNER = 22 —K2# £ A EC2-Other RAWE R,

Amazon Q Developer 2R IFEEM R BB TFFH T RE, SMRAETLAEESREMF AR , RATELE
HEHRE , B AREFRXREEEE |, i Q RREFHITRE. Q ZEBEIMNNERREFEEREE  E
WETURHEERBUERAMHARRIES INBERESFALE,

TFRE

L {YRm@ Amazon Q Developer ] [RI{REYZEFAART , Q £ M AWS Cost Explorer, BZA{E{LH Ty, AWS
Compute Optimizer ME At AWS FRFFRZHE. Q BRBELNZGREABIMNZIHBEHRITIHE. 2
WHEXHERLE, STFEMNIN , Q#LE AWS EEBRFI AT REGERE#TH API FH. £H
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https://docs.aws.amazon.com/cost-management/latest/userguide/ce-cost-analysis-q.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-cost-analysis-q.html
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- EHH IAM IR — &8 1AM S B XA ERE Amazon Q IR H G RIEHKEKE, BEXRTE
BREY 1AM KBS |, ESPI33F Amazon Q TR R AREIE H IR E AR L EIL

+ C@@ ost Explorer £ i A — &4 AWS Ik # /5 A AWS Cost Explorer, EJg A Cost
Explorer , i53T7F Cos t Explorer #£#l&. BXEZEER , H5H (AWS RAEEAFEM) FH
/8 Fi Cost Explorer,

E 79 A A Amazon Q Developer BIFFE K AEEIhEE |, BE 0T LS B EARS , Hl0 AWS BRA{E
L0 s AWS Budgets. ETHELSEER , BZRAAAEEASIEETH Amazon Q Developer FAEY
AWS BAE R IhEBR,

FEaERA -
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FX A8 53 A
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c “NAALBRENRAEMT 27
“DHBEMNANZIHEBE  SERZEENNHF,
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https://console.aws.amazon.com/costmanagement/home#/cost-explorer
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-q-overview.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-q-overview.html
https://console.aws.amazon.com/
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Amazon Q AIBAFBNE S TME R 2B E |, RFIRAREEH IR AWS MEXRERS , H 9 5EMLE
RESBREBRW. XEBTEEFRFHMTERENRILT TEMNEZZLRBERI, NEHRTRHE
BRE&EXK,

LH&M@ Amazon Q WRIAXMB L&MW EERN , HE3FAXRFENEAEE, HXNET2FER
DAMFAVI KR |, BURTE AWS EEBZF AP THRESFEENEE,

BXRMEA Amazon Q #ITRELZ LS THWEZFEL , HSH (AWS Shield network security director
Developer Guide) H#J Get insights with Amazon Q Developer,

SR
YRETLAE AWS BRI & MRENY RN AEF THRE AWS Mgz,

Eit Amazon Q BIEAEXMEL M EE , BIH BT TR
s BN AR BR

ENBM KL , £ IAM BRSTENE Amazon Q Bl X, BEXBEFHRENRMN IAM XK |, 55
F AP S5 Amazon Q BiPX,

B AWS Shield MR 2124188

E5 Amazon Q Bl —HEHNMERS | BUFE AWS K2 H AWS Shield ME&R2EY%, EEA
AWS Shield ME R 9 HTES :

1. $TFF AWS Shield MR £ ZH2R12 6 & , Mk https://console.aws.amazon.com/nsd/s
2. BRI B IHAR AZRS.
3. BITHEUNEA XN R RNEZSER,

8] & 7~ 45l
AR 2A LR Amazon Q By — YR EZ < BB R

- BERNTEMZZERERI

« BE-TENHRRENNELZE

- BNRSEEZE DDoS WEHEHIK W ?
c AREENIMERE ?

- RERZE WAF R AR 2

« MEFRTEIEHEILN Web iR ?

WHRAZRS o


https://docs.aws.amazon.com/waf/latest/developerguide/nsd-security-insights.html
https://console.aws.amazon.com/nsd/
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Hj) — B0 B, F- B 4 K 3
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« REMABRWUARERNAIED ?

- FIFRRBRIIRBRETENRNERIRARARDEITALNEHF,

0 A S B & U A I 4 2R
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- E® Lambda Bk X BERG ?

« &H Amazon ECS £ B LR ?

o BERHFERE XA Y BB ZEIH DynamoDB &R A&,

- BAEE XM Y iHEZES Amazon S3 XK R EE R

EIRMPELERR ; RBIA TERRSHERFMAL BIRNWIEEENEIE , HBIF 120 /pages BEEW R
&, alarm/alert

« AFABN X ERLAEK ?

RRARFESHERELR | 247 CloudWatch MARFES RS R BRI , SIAERS VRS
BTN , MM ERREB 1T L M 440 N A R2 PP 1 BE

- BERRY FHRS X REIERE?

Bk Amazon Q WA 7&K CloudWatch @M FRERENEZER |, BHS I D # CloudWatch
F P 18’ B CloudWatch A&,

£ Amazon Q FF & & hMiE

Amazon Q Developer SE=FHEETEMNZL A& , AHETEEIT AWS HESBFREN A5
IBH AWS NARFLE, £ AWS BEEH AT | S FTXE T ERENENR , LT BHERN
ARFNMERERE, HiRZRE.

BEREGE , £ AWS #2555 5 Amazon Q BIRE |, FEGAI B R MB|RBHFF L, Amazon Q &
AL =FRHEEN API RIREVAR , HERETENIBEFORE SEZH R,

% Amazon Q HAE =7 API Bt , iZ API A& HIME AWS CloudTrail BEH, REZH Amazon Q
@] AWS Secrets Manager Z4A A FIEHEFIE = FRMEAEEIUR , CloudTraill BEF 2 E R,

HEEREREREFRS , Amazon Q FEEE=Z A REBHEFEMES. BX Amazon Q ZAEHE
BREANESEER , BSAKBERT.

(® Note

AWS ALAKNKAKSTRIERAKERKFEEXHFEENFESF. BIRAMKS LHE
tIZECH QA REREENH , REFEEEKS HEEMERAET,

A ¢ 63


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations.html
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/A Warning

Amazon Q FF R ERBEHTERNBE =S RHFHAFNR. HEBREKS PEER
B , % AWS K B REARRN A/ AT G R ZE S TR RN E =S REEKS P HE
A5 R o

BB E IAM REERREAF RN ES. BXESEERE B2 X BAFEXRE—1
REEEBNBREAETEX.

ERARER , BSREFES Amazon Q FF A EMIEEFERNAEANBEENEZ,
FB
« BLi& Amazon Q FF & &R CloudZero 4+

-« BLE Amazon Q JF X EhR Datadog
- Eii& Amazon Q FFRE R Wiz #@ft

Bti& Amazon Q FF X & KR CloudZero @4

CloudZero 2 —R=EAMLILFER , TEIRAEHBEAZHTREARNR, MEEERCloudZeroks
= AWS s |, B BAE R Amazon Q Developer Bl X R CloudZerofd AR AR  MEEEF
AWS BEEEHIA,

& LAE A % CloudZerof& 43R 7 R 89 AWS BRAS |, SREURAEL I H IR BRIk 22 . IRBIARISE |, &
EATLAR R4 E R |, 5140 CloudZero JAER{E BHVIRAS A0,

ERBEG , BFERM CloudZero P ) B AW IUEEUE , LA Amazon Q 5 CloudZero Z 8 #YiE
¥, BEEAG , Bi3E Amazon Q Bl X #:F @cloudzero FinZEE B FFL , Bl A4 A CloudZero
R,

/A Warning

CloudZeroAmazon Q HHCloudZerotE L ER MBI AR, HEEATEK,PEE
CloudZerof@#fat , 7£1% AWS Ik 7= R 3B 4 X PR AY A 7= AT LA [|] i 0K 7= 7R °] B3 i% CloudZero
BHRRERNEAEIR,

A LABLE IAM REESRIRBIAFP AR EY. EXEZER , B8 BREAFNE,
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FRF M

A8 BN AR R
ERERAG K FEFUTEERARAINNR :

« 15E Amazon Q F X ERIZF AR, BXBRFAAENREN IAM KBRS , BSRAZEEERE
A Amazon Q FF X ERMIEHI Ao

- BEHGFHNR, BXEFAENERN IAM KBRS, FEAXEEERRER T,

IREUEIE

FHREE AT , HIERE CloudZero KF R TER, BERHN , XESHRITERTEMEE AWS
Secrets Manager 24/,

« API 248 . —fhiFEIZR4A , o1F Amazon Q A CloudZero API BT/ [A] #8248 4R B9 BR 2 ST 2245 B A0 Kk
B{E8, &AL CloudZero KRB K EZ API B4A, BXxEZEE |, 55 CloudZero X 44+
B 3%,

BXM CloudZero Ik FIREVEIMEM EZE R |, i5S 1 CloudZero X #4,

BHERFAE
AWS Secrets Manager #%

Bl E AR , Amazon Q £ R ESIE — A T E#CloudZero & 2 1 i FUE BY ¥ AWS Secrets
Manager 40, 4L , B TUER B S ENINEEH,

MREEFRBCCIERP |, FLULANER WA APl Z4 -

your-api-key

EXUBZRPEMNESZELR , BS (AWS Secrets Manager AF#E8RE) FHBIEZHA,
&AL

E7£ Amazon Q F X ERFEE CloudZero ¥ , BEECE—IMRSA® , ATEMN Amazon Q i
@] Secrets Manager Z£AMIN R, Amazon Q 2BE W RZAEXKIHEFMH CloudZero FIEH 47,
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https://docs.cloudzero.com/reference/authorization
https://docs.cloudzero.com/docs/amazon-q-integration
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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£ AWS ZHlahEERAN |, BRIERGBTZARCANEGESN. BCEHNEN  RE<2839N
BRIRXBRNERS AR, AEAIARANNERSAE  FRRCHRSAREEUATRR , #EMW
AN EERKE, ARNRSAGIRTENZAMES X,

WMRZAER AWS £E KMS BARITNE , FEALUT IAM RSAS .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}

MBENBZATHAEZLEER AWSKMS 4z NIEELT IAM REZ AR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{

"Effect": "Allow",
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RAriEmE

"Action": [
"kms :Decrypt"
1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",

"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"

}

ERF Amazon Q MRZBRS AL , RFALEISUATEERRE

(® Note

codewhisperer #4255 Amazon Q Developer & HBIHNRFSMWIBEEF. BXEZEE | iF

2 Amazon Q FEAEREGHE : TERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}

CloudZero
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}

EXBRESHABNESZELR , 5250 (AWS Identity and Access Management A IEEE) M BIEA®
LAE AWS BRS EIRIXBR

Bt & CloudZero &4

RETE Amazon Q F A EBRIZEHIAPEERE 4. Amazon Q 2FEA1FME AWS Secrets Manager H#Y
FEiE , SEIME CloudZero R EH,

ERE CloudZero it , BEHRUATREE :

1.

o &> b

$TFH Amazon Q FFEEEH A , WA hitps://console.aws.amazon.com/amazong/developer/
home

£ Amazon Q A A B RIZEHEE N , “FRE,
ESmEd | GEEeE,
ERM4TE , R CloudZero HIR LA MNS |, T A BHEETE,

£ “BLE” AWS Secrets Managerd , i&#% “QI2#H &40 = “FAINE 4", Secrets Manager &
A0S B T 76 289 CloudZero & RIE&EILE,

MREECIBIMEZSR  FRANUTEE,

a. £ CloudZero APl Z4AFEH , Wi A& CloudZero H4REY API 4R,

b. RELBIFCE—IRSAE , #t Amazon Q HRITEf# CloudZero EiLWH4A., BINRER
ZREBCENRS AR,

MBEFERINEE , 1M AWS Secrets Manager ZA TR 2 FiER—NEH. ZBAEEE
B X ZRPIEER CloudZero & HRUFEIE,

BXAEZIUENESEFER , BSHRIEIL.

EEE | AWS AM RSAGH , RRGIBFTNRSALIERANTRZTAE,

(® Note

MREESR 6 PIAR T OEFZH , WEEERAIBRS AR, REBINECIE—
N,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://console.aws.amazon.com/amazonq/developer/home
https://console.aws.amazon.com/amazonq/developer/home

Amazon Q FF & & hRX AriEE

MREECEFHBRZAG  RE2BIEBR-IMRSFAE , #t Amazon Q TFFEIFH# CloudZero
FIUAENER. BIRERSNEUENRSAE,

NMREEERIAARFAG  EMETHTAREFEE-1AR, FRRZBRZFAGESRSA
&R E LA RBRAEERE,

7. 1%&$® Save configuration,

8. I CloudZero HEREFE B RENCEERFISF , BB AHREZEA.

MREEEHAEEL , KAMBRZpIFEM , RAEEE—NEMG. BEREGXBRZNMERER
B, BsXEEMAENN , BER—MHTRIEF ARN,

BLEF PR
BEERAAEG  FEZUTNR :

. EEFHAEFES Amazon Q #HITREMNR, BXBRFIRFENREN IAM KRG |, FSRATFH
5 Amazon Q Bl K,

« q:UsePlugin PR,

LBEEN IAM BB FEBEE CloudZero EHMFRIMNRE |, ZEB MO NEEHRBEHATREN
CloudZero i P FMIFFA R IR. ZEHETER N CloudZero B P RR, & E2&IX i\ 4-/Y 1 B A
BR , AI7E IAM KBS RIS ERH A/ ARN,

BROBBEHIBERHEREERMN , REBINHESE - ARN, MREEREPERTHE
f+ ARN , BEFZERTFXIHEERAAAVHRNR , WFEEHZ ARN,

E &K CloudZero 1EHH ARN |, i E Amazon Q FXEMIEHANBEHTE , RAREERCEEN
CloudZero ¥, E“BHEFMAER TNHEH , E4IEH ARN, &% ARN HINEIKEH | LLAFSIE
#5%¢ CloudZero EHHIIEE],

MR IZBIE KB LR FIXT CloudZero ARG RINIR |, iHERBEPIEEREIRMEBE N CloudZero,
BXEBHEEFHRRN IAM KRG, ESEZERAFPSXRE —MNREEWEGHITIIR,
5 CloudZero #H## 17X HE

EFAiZCloudZeroifi{ , EEH *CloudZerof&H AWS K1 A2 /5 8 11 25 A1 22 51 /9 8] BT L 5
A@cloudzero, ¥ Amazon Q RIBEHELRRAIREE , b4 EE @cloudzero,
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UTR—EFERARGREARNMARE , A& &I 5 FIA Amazon Q CloudZero ¥ -

. TRI{AICloudZero5—i2FE R AWS — fJ[AlCloudZeroZhRERY T4EJRIE, Amazon Q ATRES A&
EZXRTEMERARENEER  LRESREER,

* @cloudzero how do I use CloudZero?
* @cloudzero how do I get started with CloudZero?
« JIHEARRER  REEFRARERIR , ATHRBERNENESE S,
* @cloudzero list my top cost insights
* @cloudzero tell me more about insight <insight ID>
- REUK# (S S — [ Amazon Q CloudZero F#ifl[A 18 H AWS Tk #E L,

* @cloudzero what were my AWS costs for December 20242

BLiE Amazon Q FF & # ki Datadog

Datadog R —RE#EEZL ¥ A , TRHEMERE, SAEFEANEYES ST, MREFER
Datadog¥4s1%® AWS M AR , N LAEA Amazon Q Developer Bl X #r #9 Datadog @ 4 17 (8] 4 12215
B K MEEBF AWS EEEEH A,

& 0] LAfE  iZDatadog# #443k 7 fDatadog. T BT A5 AWS RFEEEA , HiAR &K Datadog
ROIMEMER. WEERLSE , BAT#—FSRA , flmmEgRENRR , & Datadog FIRAYiF 4

1% =|
(=R Ye)

EfERY , BFHEREM Datadog M H Y FHBRIEZEIE , SAE I Amazon Q 5 Datadog 2 I8 {93 #,
BERHE , BI3E Amazon Q IR F3F edatadog FiNZ B ZAYFFL |, BN A5 R Datadog fE#F.

/A Warning
DatadogAmazon Q FKyDatadogiE T ER MBI A A NR. Z'EE R EK S P EEDatadogif
et , iz AWS Ik P R B 4R B9 A P 7T BAT5 9] 3% 0K 7 /R o] B iZ Datadogi@ 418 REVE
A8 R
B LAELE IAM RESRIR GBI A AR RINES. BXEZER |, 50 BREA R,
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FRF M

AN IR BR
ERERN , FEZUTEEARFINNR

« A Amazon Q A X B RIZH EHNER. BXRRFAAENREN IAM KR | BSHIEEERFE
B Amazon Q FF X ERIEHI A o

- BEBENNR, BEXBEFAENERN IAM KBRS, BSRZEEEARSEA

IR EUEAE

FREE R , BRI Datadog IKF AL TEE., BB , XEFHRIFEFENFMHE AWS
Secrets Manager 24/,

s RS BEAK Datadog RS, Bl us3.datadoghg.com. BEXEZER , BSH
Datadog X5/ HFT #5f£ A Datadog ¥5 <.,
- API ZfiENARFZN . AT Amazon Q A Datadog API SAG R EHMIERMN AR ZH. &9

LA7E Datadog P HVALRIZE IR FIXLFE, AXREZER |, S Datadog XHEFH APl 58
RAERFREH.

ZHHERFAE
AWS Secrets Manager #%

FLER AT , Amazon Q £ & 8)E —NA T 7 Datadog & B HRIEEIEH T AWS Secrets Manager
Fi. WA BEAUERABCRENIEESR.

MREEFEBTOUERS , FHREGSLUTREILE , #ARALUT JSON £

"ApiKey": "<your-api-key>",
"AppKey": "<your-applicaiton-key>"
}

BXRBIEBEFHANEZER , 5510 (AWS Secrets Manager A IEEE) MBI,
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https://docs.datadoghq.com/getting_started/site/
https://docs.datadoghq.com/account_management/api-app-keys/
https://docs.datadoghq.com/account_management/api-app-keys/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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BSAE

E7£ Amazon Q FF X BN ELE Datadog itk , BEERE— MRS AR , AT RN Amazon Q 1517
Secrets Manager Z4AKIXBR. Amazon Q 2B EZ A BXK5 A7 Datadog FEIEHI Z 4R,

£ AWS ZFlEhEERAR |, BAARGEZFTZANCANFTEN. BCEHER  RE283N
BERXBRNEBSAR, &ERANARANAERSAE  FRRENRSAGEEUTRR , HEK
AN EERE, ARNRFSAGIRTENZAMNES XK.

MRRAER AWS £E KMS BHARTME , FEAUT IAM BSASG :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}

MRENZHAFEAZTAEER AWS KMS A% , WEFEELT IAM REAE .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"

1,
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"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}

ERF Amazon Q MIRZRSAE , RSACEILSUTEERE

(@ Note

codewhisperer BIZk2 5 Amazon Q Developer S HBINWRSWIBEE . BXEZEE | &
2 Amazon Q A X EMEDS  TERHE.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
},

"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
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"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}

EXBRESHABNESZELR , 5250 (AWS Identity and Access Management A IEEE) M BIEAE
LA AWS BRS EIRIXBR

BLi& Datadog 4

IRETE Amazon Q F A EIZHI A B EH M. Amazon Q £F A 1FMTE AWS Secrets Manager 1 HY
ZiE , KI5 Datadog IR B,

ER & Datadog itk , BEHUATRE :

1.

o a0 bk~ w DN

$TFF Amazon Q FF k& #IA , ML A https://console.aws.amazon.com/amazong/developer/
home

£ Amazon Q F R EBREHAB R , EFRRE,

ESmEd | ERESF.

B4R E , K Datadog HR LM NS |, T EHEERE,
3= URL 2 | s AEEEHAM Datadog 352 URL,

£ “ELiE” AWS Secrets Manager™ , %1% “BI2#ZH" = “FEHINEEH", Secrets Manager &
A A T 76 288 Datadog B HBRIEREIE,

MREEGEFEZR , BRWANUTER.

a. 7 Datadog API Z4AFERH , i A& Datadog H4R M API B4R,
b. % Datadog NARFZBAFERS , # AL Datadog K~ K N AR FZ4H.

c. REGELHFUWE-IRFAE , it Amazon Q T5[FIfFf# Datadog KL EH . FARERS
NECBHNBRFAG.

MRIEERIAEH4 , BM AWS Secrets Manager Z4 TR KB PR -4, ZRPBELS
B X ST ER Datadog & PRI,

BXAAMBERIUENESER , BERHARIEIL,
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7. WTEE AWS IAM RS AE , 2R BFNRSACIEANTRSH/E,

® Note
MREEDR 6 PERE T ORTER , WEEEANERSTAR. REKEINECIE—
AR,

MREZRECBRFTNRSZ AL , REL2EIUNE—NMNRFZAE , £ Amazon Q 15877 Datadog &
THNH,. BORBRENECLENRSAE,

NECEEANERS AL  BAERNTHEETRE— B, BFREZESACEEHESS
e R IR RS T R

8. 1%&#® Save configuration,

9. = Datadog I HRE REBEH NENCEERFEHE , AP BRI IERZE S,

MREEEHHEFL , KAMBRZEIFEMS , RAEEE N EMG. BEBREG BRIV ERER
B, BgXEEMAEN , BER—MHTRIEMSF ARN.

B i A P AR

BEERAEG  FEZUTNR :

. EEFHAEFES Amazon Q HITREMNR, BXBRFIRFENREN IAM KRG |, ESRATFH
5 Amazon Q Bl K,

« q:UsePlugin #XPR.

HIEMEAN IAM F 3R T EE & Datadog EHHTGRINRIG , % H MR8V R AT RA Datadog
TKP AR R B B IR. 24T ERN Datadog KA PR, &HFRZEFI BB RN , AT 1AM XK
B& P E R EY ARNG

BREBEHIMBEHEREERN , REBLNHESE - ARN, MREEREHERTH
 ARN , BFER FXHEERFVTRNE , WFEEF1Z ARN.

EEHK Datadog FHHHY ARN |, B E Amazon Q F A B REHIANEHTRE , AREERCEHEN
Datadog #fif#f. @A FMES TNE , E4iEH ARN, EOFiZ ARN RINBIKEH | LLAFSRIELS
¥t Datadog $@EHEY IR,
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MR ECIERBELUZHIXS Datadog ARV ARINR |, HERMFIEERMHREEN Datadog,

BREFEMHTERNRE IAM RBERG] , BSRAGRAS SRE - REAENERAETIR,

5 Datadog @ #1TRE

E(F fZDatadogifif , FETEH K DatadogB ) AWS R T2 A W 1185 1 2R {51 #Y (2] RELFF 3K 5
A@datadog. £Xf Amazon Q HENEFLRERHEE , 4B E edatadog.

TR R—EEARMRGIRIT R MEE , AIHEEIE 72 R A Amazon Q Datadog & # :

o THEWM{ATE AWS TR F F ADatadogIh gt — IRl DatadogThge i S E & AWS RSB A
. Amazon Q ATRESHRIBE Z X T EAZIRIRENEE , LMEHEEER,
+ @datadog how do I use APM on EC2?

- REACERFNMERESR  ENRBERIRLZEE  ABIEERY (MEEZBH, RS, 01
F ) RIEENRFNVMEXRES. BRXEUENESEE , 155K Datadog XHEFHIE .

+ @datadog summarize the global outage case

 @datadog summarize my top cases

- RELTEHRRAENE REF — 1k Amazon Q Datadog FEHE#H AL TERIRSH AWS R ARF LM
B0 SEE T LAET X B Ay M 2 — SR

+ @datadog what monitors are in alarm?

 @datadog what is the status for monitor <monitor ID>?

Bl & Amazon Q FF & &hx Wiz a4

Wiz BR—REZE2TAE , TREZEIBEE, NRIFESEERIEFURRREEINGE, MREFEH
WiziE{E R AWS AR , M LAER Amazon Q BI X HIBEHMNPIRELE Wiz TEEF
AWS EBERE| 5,

BRI IZAEME |, T BORBIFIRE Wiz R ELE, IHERRRSHNES , AR THBIRRERR. |
FERSE , B —HREA , flamn s g E AR,

ERERYE , SEREE Wiz KFFHNEHRIEEI |, LEY Amazon Q 5 Wiz 2 BIfViERE., BEH4HE
Ja , B 7E Amazon Q Bl R F @wiz RMBNEZAFFL |, BIATiA 8 Wiz #E%R.
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/A Warning

WizAmazon Q RRWizE T EZR MBI A F R, HEEREKS RFEEWIZEAFE |, Eix
AWS K 7= F 3 B A X BR 89 A 7= B BATS [R] i UK 7= AR ] B i Wiz i 448 3REVIE T 8 R
BB E IAM REERREA - T RN ES. BXESEE  HSH REAF R,

TEIRFZAF
DR IR
ERERt  FEEUTEERARIIHNR :

« 1508 Amazon Q F X B RIZFH AR, BXBEFAAENRN IAM KBRS , BSRAZEEERE
B Amazon Q FF X EMIEHI Ao

- BERAHNR, BXBRTAENRAE IAM KR , BSRAZEEEARBERN

REUEALE

FHREER , HieRE Wiz KPFFHEUTEER., BERGN , XESHRIEERE[SFEET AWS
Secrets Manager 24/,

« APl i% R URL : #&i5/8 Wiz B9 tt, I https://api.usl.app.Wiz.io/graphql. BXE
ZEE , FSH Wiz XHHH APl i< URL.

- BEPFiR ID EEFIwRZ4 - AW Amazon Q A Wiz APl LG RSN ARRFNEIL, EXEZER
BESH Wiz XHEAFNEFin ID 5&F i85,

ZHERFAE
AWS Secrets Manager ¥

BB , Amazon Q @R EE— N T FREWizE HBRIEEIENFH AWS Secrets Manager %
. A BHAIUFERAB SRV EER,

MREEFEBTUERY  FREEESUTEIE , #RALT JSON £ :

{

"ClientId": "<your-client-id>",
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"ClientSecret": "<your-client-secret>"

}

EXBFPMEZELR , 5 (AWS Secrets Manager AF#8RE) FH6IEZRHA,
& At

E7 Amazon Q FREMPEE Wiz Gl , BFECE-—NMEFAE , ATHRN Amazon Q 15 [H
Secrets Manager Z4AKIXBR. Amazon Q 2B EZAEXIG R 76 Wiz RN 24,

£ AWS Z2H B EmR , SRR CIRMBZANERADNARN. FLERRH , RE2BFIH
BOEXBENRS AR, ®ERANERANAERSAE  FHR/RENBRSACIEUTRR , HEM
NN EERE. IRENRSAGIRTENZHMNEL K.

WMRBAER AWS F£E KMS BHHATIE , FEALT IAM RSA®

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resourxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}

MREHBZAFTHAETLIEER AWSKMS Az | MIFEEUT IAM B AR

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}

ERF Amazon Q MIRZRSAE , RSACEILSUTEERE

® Note

codewhisperer AR5 Amazon Q Developer & H BTN RFHIHE . BEXEZER |, &
2 Amazon Q F R EREMmE  TERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
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},

"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}

EXBESABHNESZER | 555 (AWS Identity and Access Management A 18EE) M BIEAE
LA AWS BRS ZIRAXBR

BB Wiz &4

£ Amazon Q FF R EMRIZEHIAPEER M. Amazon Q A FiETE AWS Secrets Manager FHY

FiE , XPUE Wiz R E,

BERE Wiz #ltF , TR TRE

1.

2

$TFF Amazon Q FF R E#E B A , MuLR https://console.aws.amazon.com/amazong/developer/
home

£ Amazon Q FF R EIRZEFIAER , EFRRE,

ESMES | EEE .

EFERE , 85 Wiz BRENMNE  THAEFEER@E.

£ API IS URL Z B |, S ARG Wiz AT APl iR URL,

£ “ELiE” AWS Secrets Manager/ , i%£$F “BI2#ZH" = “EAINEFEH", Secrets Manager &
R TE#EN Wiz BHRIEEILR,

MREECIBHMESR  FRANUTEER,

a. EEFIWIDFRF , WAL Wiz IKFHEF i D,
b. EEFREZHFERD , WAL Wiz KFHNEFREH,

c. REAFVUE-MRSAG® , #f Amazon Q iR FiE Wiz RIENER. BORERENE
BIEHNERS AR,

Wiz
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MREERIEHL , EM AWS Secrets Manager ZH TR EEFERERE—IMNFH, ZRBEELS
XS BRAEEN Wiz EHRIEEIT,

BXAEZIENESZER , BZRRIEIL,
7. WTFBEE AWS IAM REAG  ERUEFTNRSACIERINERSAE,

® Note
MREELSR 6 PERTOUENENR , WLTEERIERSAC, REcBFINECIE—
MR,

MREECEFHRSAE  RESBHCER-IMRSAR , #f Amazon Q THEFf# Wiz LAY
2. BORBERENECEERNRSHE,

NMREEERIAARFAG  FMETHTAREFEE-1AG, FHRRZBRSACESRSA
B ELHRBRAMEERE,

8. 1% Save configuration,

9. Wiz EHEREFEBEH NHENEEERGH 2R , AFEBEIAHRZET,

MREEEHHEEL , KAMBRBIFEMS , RAEEE N EMG. BEREG BRIV ERER
S, BRXEEREG , MIER—DIHEF ARN,

5 A AR

EERAAES  FEZUTNR :

- EEHAEFRE Amazon Q HITREMNNR. BXBEFUXRAENRN IAM KRG , FSREATHA
P& Amazon Q Bl X,

« q:UsePlugin PR,

HE[MEAN IAM FHRTEERE Wiz BANTERMRRE | Z5 0 /60 REG TR Wiz KPR
FBRR. ZmETTERN Wiz MAFXR, EFEFINAEFNTTEMRR , ATE IAM REERIEER G
) ARN,
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BROIBEHIMBEHEREERN , REBLNHESE - ARN, MREEREHERTH
 ARN , BFER FXHEERAFVTRNE , MFEEF1Z ARN.

EER Wiz lHFEY ARN |, FFHE Amazon Q FFREREZEH aWEHRE , AREREEEN Wiz &
o BREAFEAESTE , EFFEM ARN. ERFFiZ ARN HINRIREE S |, SLAVFSIELN Wiz fEH
RV

MR ECIERRBELRHX Wiz BT ENR , FEREPEERFRHERN Wiz,
BREHFEATRNRN IAM REERH , SSRSASERE - M REENEFEHTIE,
5 wiz it #TRE

EEH Amazon Q Wiz #l#F , EEXT Wiz RIBRIREFF LA @Wiz, X Amazon Q [RJZ Y f5 4E
RExEE , b4 NEE eWiz.

UTR—EEARGREIRI B FEIE , AIEB&7 5 FIA Amazon Q Wiz 4 :
- BEEERINTEHRD : ER Amazon Q Wiz FHFIEEERF N TE R B HRE , B4
RZARE 10 Ma@, SHEAIERINEFENE 10 NEE,
* @wiz what are my critical severity issues?
* @wiz can you specify the top 5?
- HEMIRASINEREE  FREGEAE, & AEHFERABHIEEIR , BAlFRA, FERFIM
REZLRE ML EE,
* @wiz which issues are due before <date>?
* @wiz what are my issues that have been resolved since <date>?
- HMEFEZ2FENRE  SHREPERZEBPNIRAIRERTR.
* @wiz which issues are associated with vulnerabilities or external
exposures?

£ Amazon Q FF & &S AWS RS B 311t Console-to-Code

A4 2 Console-to-Code ?

Console-to-Code & Amazon Q Developer B —IIhEE , AT BB EENRIBAEZFERAEM AWS Bk
%, Console-to-Code ieRZEMIEHI ARE , RAREAENN Al LENEEESIERXENERHN
AWS CLI ss 5 FHH,
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BREEE

B TF Console-to-Code & Amazon Q Developer B — & , Rt &N ©HEAZE Amazon Q FFREW
BR 55 ZF R EY PR o

« ERHBEEG | BALUCFEERF S BREHBREXEREER CLI B SHRABEREBREN S AR,
{82 , AWS CloudFormation {RIZBiICFKMIRE , BEATUERE AWS CDK s—i2FERANRE
HIXBRERFIN

EFRZAREE  BEXAWS EERHA, ZESARBEXRFE , BXNERETLEENSH
BWiFF R R EZ KB,

« £ Pro &3 , &8 A AL AWS CDK s4 RARE I X EU% B E £/ BR ) CloudFormation,
ERETLEE , BLMRETE IAM Identity Center SEMRBIAF |, 7 BEH IAM Identity Center & 15

RIRIT R Amazon Q F R BREZLEE, BXEZER |, BHSRHIT Amazon Q F R ERTIWEE
THESHRKITFREKEREN AWS EER,

BEXENEEMNESZFEE , B1HE Amazon Q FF A EREN R H,

(® Note

HBICFREBREN , BNOBBWERXRERAGNER (NER ). flw, MRFCRKECTE
7 —" Amazon EC2 32fl , BABMBENZKHIG TR, IBRBREKBHIAKA,

X FHAEE

Console-to-Code B I AI A4 LA TiE S Mg EM RN (1aC) :

« CDK Java

» CDK Python

* CDK TypeScript

* CloudFormation json

¢ CloudFormation YAML
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{RA]LATIEWBE £ Console-to-Code ?

Console-to-Code #Z MRS EA

Console-to-Code AIEZNMRFZ LE1T , RELEMN K[ RN R4 FHFRES , ERAREFEECHR
=

Hlan | EELUER B S E Web RSN TRBRESEFAVIRE

* £ Amazon VPC £#l&5 , BAUTERNFN ( —MBEFRI—IMREFN ), %
(4. NACL, BHENIEHIRMERBMMX,

« 1 Amazon EC2 ##l&H , A LATAE Amazon EC2 24l , HREBALNEFRH,

« £ Amazon RDS ##l& & |, A LUTAE Amazon RDS HUEESHI , HEKAFEFMF,

EFERERFHENTRTINTREAXABCINIERTREN AWS RS , Console-to-Code B AJ LU E1T]
TETEEANFIHIXHF,

AWS 1 RS Console-to-Code

B 8l Console-to-Code , AILLIZRBEFEA AWS BRI A MU T RS A IRE -

+ Amazon DynamoDB
« AWS loT

* Amazon Cognito

* Amazon EC2

* Amazon VPC

» Amazon RDS

£ F R PR Console-to-Code

Ef A Console-to-Code , EELU TR :

+ (:GenerateCodeFromCommandsZff Console-to-Code., BXIRFFIENRA REI IAM FKHE |
BSHE AFAPER Amazon Q HETF CLI S ERMKE,

« ATHITEECFEAVRENNR,
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£ Console-to-Code

£/ Console-to-Code BIFE=MNEE,
SB 1 FRIER

EFF A F 4l Console-to-Code , HIEUT HEIE/E,

1. HAHB—MERIRS ( Amazon VPC, Amazon RDS = Amazon EC2 ) H#Z#I &,
2. ENRF[EOMEGILL , £EE Console-to-Code

ﬁ:@

3. £ Console-to-Code MIE R+ , £ “FF IR F&",

SR 2 PITIRE
EEAERRSNRHAT , BENTERRNTTRIE.

Console-to-Code MIHEiRRIEH B BRS., BUUEERRSHEFHAEcBAED , SIZE—NERZSMR
SHIREMNIC .

Console-to-Code M E R BB/ IEE | ERIEM Console-to-Code £iFLE R, 24 85 FA X 5 28 1E IR
FHASBERN (LEBERE) , AWS BEEEHA 2FFER,

TREEBRARBWIRERS , BM Console-to-Code EHRTAZBIERF “F 1L,
S 3 WE CLI R HERNRB

BRI LUR RS R 3a PSR 3b #HATIRE.

HB 3a: WECLI @ H

Console-to-Code EAREENRIELR CLI 7T , BRUTTRRKE,
1. 7 Console-to-Code HRH , EFEFKHIRVIRIE,

& A LA Console-to-Code ERTNEFM FTHIFIR, 18 RIED FFIE R4 5FIE FHIM31E,
2. BERITUTREZ—

- ESHIEANCLI T, BERSTEMNNEHRE,

A 85
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« BEEFIZITEA CLI 5% AWS CloudShell , iFiEFirSZEME CloudShellE
el o XIGHTFF CloudShell H & #E R FHATH
CLITmRERE,

- EEERET—HCLI %, BkBHSHER Copy CLI LEAIFFEIREN TS , RELRER
“JZ1T CLI” f¥H3TFF CloudShell HEFZRMAE RS-

ETHMAEX.. WEZEE AWS CLI , BS54 2 AWS Command Line Interface ? 7 {AWS
Command Line Interface AP IERE) &,

S 3b : £ERAKB

1. 1£ Console-to-Code HHF , EFBFXHIVIEIE, BEILAER Console-to-CodeEARTNERAY T HI 5
R, BRESTEEIRG L FZHIHEHE,

2. EBREHHARENRE, RETEEENBRESHEUTSRFIFER,

3. IEBHELRHNRIEER, M Console-to-Code EE TAM KRB TR EEF  EEFEELERPVRD
FESH (WREA ) BRX,

4. EERERFTEES.

FERERBRBEURERR CLI 5,

A Amazon Q F A ERIZ &I &P E LR

£ AWS EE#ESFIA , Amazon Q Developer 22 MR E £ A AWS IRSFHBZIFE RN EIR |, Hla0iX
RAE., EETEHMNBHRSRS. Amazon Q AJfER1E AWS EEEH &P ERUTRSFESIH
iR

* Amazon Elastic Compute Cloud ( Amazon EC2 )

» Amazon Elastic Container Service ( Amazon ECS )

« Amazon Simple Storage Service ( Amazon S3 )

« AWS Lambda

» AWS Step Functions

4L, Amazon Q ESXFIE AWS #2515 WE LAY IAM SRFIRARFEL AWS RSN ERBERE
RS SRR B THEHERR. Amazon Q TRE K81 EIE 2 M 2ER A LR,
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WMRIETTEMER Amazon Q FATHIRISHT , M ATLUER Amazon Q [ XEFEIRXFHRG, AXRESE
B, FSH £/ Amazon Q F R EE WX 25, MRER Amazon Q IR KIIEERNISE R |
MATBERAXBERT (RX ) Bk RE,

AN PR
BXET R A HRVUFTIBURE IAM 58 | FSHAEAS B Amazon Q BHESIA #ig.
RS B PR E R EIR

E A Amazon Q BRI IR AWS EEZFIE | HBRUTISREE,

1. WREEZ Amazon Q FJUEBIZAEBHNEIR , NEREEPFFERER Amazon Q #HITI2 MR
H, MREEFEH Amazon Q IR , BIRFEFEH Amazon Q FHITIZHTLASREE,

2. WARPHHEII—-NEDO , Amazon Q @ EHFPEERBAEXRZERNER. A5, E2RH X7
BTN S B RARZEE IR, Amazon Q AJREFRE L &h B4 B % B

3. ERMRE 6 BULUCFEASRARE (2R ) MIABRERT (kX)) Bir, £RIEE ERENER
ZEAHIANERRELSIRM |, BA UL P IZIRASRIBHIFAN R IR,

£ Amazon Q A EEZHRX X

A LAE A Amazon Q Developer BI2 215261 , H i NMEAH A HITIRR AWS BEEEZEFE , 2
¥& AWS Support Center Console, Amazon Q AN IEN L TXARKREEHEEZFTRA, ©EF
EBRIEMERMBZIF RO IR, RIERFIFE , Amazon Q LB BERNBR F NG EHIES
SHEE , SRBER—REDPHTENIIX,

£ Amazon Q FRIE X IFRHIN , ZRHFABLEIFPOLEFHEPRHRITERH. EFAXEPLEFER
ERiEE Amazon Q B EHINEF,

18 X$F T ARVREIEUR T IR ST 1T R AWS K. TR AWS B P #8 A LA B K P MK 2 X0 35 | iX
REXXFITVN -2, WARAXFRR , AFHBEARIFITIAANSIFITRINAF S X
## 5 Amazon Q xR, BXEZER AWS X , BSHRAWS x#F A/ ERE AWS XEFFHA.

® Tip
EREXFITHEZH , BWEAZIRLL Amazon Q fBRAEB, BXEZEER |, ESH ik Amazon
Q HFEZWRRERE, RER Amazon Q #HT2ZATH |, B lEdaiHiZikd. &
XEZER , B5H oWEH AR,
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FRF M

£ Amazon Q FRIEBRRA |, BATUHREULTER -

- BWEEHITHRINETFEAIFEITL, REREEATFITNUANIZHITNNAPTE X &5
Amazon Q Bx %,

o BBE Amazon Q BIXRHINE, BEXEZEER , BSHE A FAFE Amazon Q Bl X,
. BERBE X1 Thl, BXEZEL | BHSEEEX Cent X3 er WiFEE,

EEERNERS

HIBER Amazon Q BIEXFRHIT , ELBRBENFBERRS FER. MR Amazon Q EHE T HiR
HERSS  BEAEBNRSERRS, NRENEBESRISMRS , FEERERNERS.

ERS— Amazon Q THEEM —H A H TR X |, B AHMIEAI BRI HRG AWS RS , mF
BRI Q IBXIFRM, Hlin AWS BRE , tREHE Amazon VPC Reachability Analyzer #{£ F
Amazon Q W FHERLE | BHELZIFRHIP NIZKRSFZ%EE Amazon VPC,

¥ EB R Amazon Q Developer 2 Amazon Q Business FHITIREEE , 7 Amazon Q 81X #F
ESTR

R
Z{EM Amazon Q B X3 £, HEAN TSR,
1. EANBEUFARARZ— &S Amazon Q B2 X5 26 :
a. EIHAMBESATE R RMXE 2 XWABERET RHL,

EHN Amazon Q R ESZ F TXEEMUCIRZFRS , KA UEBERISFNAMESEE
UTREBERFRHJESEENRA
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[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [4

P

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level

Description

Case type

Service

Category

Severity

Additional Contacts

Attachments

| Cancel |
L A

3. WIAZEFRHIHEI

N

/Ho

Enterprise Support Change [/}
The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with support.

Technical

Elastic Compute Cloud (EC2 - Linux)

Instance Issue

General guidance

None

m ree o e

[ Attach Fil |

9 ] ach Files )

You can attach up to 3 files. Each file can be up to 5 MB.

(" edit ) € Submit
. A

RIENERE  RREIUBZFRM. RET

SEBIERA , MR BLEREE

4. BEBRR XF , FRAREEEANS L. BERMFAGE  BAIMX, RXEFHERERE

B ST IR BEE B
a. X :mRE

MRERFRE, SMEHMRHSHATXEIHMIEHESE

MREHMUBRERHE T ZAE , W aTae

IERESEFEIR | WK IS ERHRAZNE, EWRAE , &7 AR ®
BRERUHX K SREGEFHEX.

IR R 46 48 4T T B R E AR o

b. BFH4-WREEREMNEBEREEFERME  NXEFREFBET5EKXEKRHN EFER 4t 58
BRR AWS K,

EREFERE , FEHIRERNAASNBEESE  RRERER, LR

c. BB MEMK
B FEIURA I,

, BB R

HE B A TE MM ERE, BUEEX

B TR

90



Amazon Q FF & & hRX AriEE

5. BRI E TR , WA BLARBEEIRE Amazon Q BIRE R,

BT R
XEMRERE , BAULLERE TR,
G AERHITIED , MAEAEMARE  REERRERXRERE,




Amazon Q 7 & & AriEE

1£ IDE Hf#EH Amazon Q F X &R

EERTT XM E (IDE) A Amazon Q Developer 3R T RIS BT X ER AWS HIR1BHB), £
IDE # , Amazon Q BIENRBEF XN BN S EHRMIESNZIFNINEE , fINEEEXME AWS, &
RAMEFMAE, TLABEURMMCNER KB EZ,

£ IDE %% Amazon Q , S 7E IDE F &% Amazon Q ST R ERRY BREFIIE .

£

« ¥ IDE M A FHIhAE

 1£ IDE &% Amazon Q F R ERYT BEFSiEHT
« 5 Amazon Q AR EMRF A EFHITRE

£/ Amazon Q FF K & MR B BRI

+ IDE Y Amazon Q F R ERZIFNREZEIES

51y IDE M A A Zhae

A LU BRI ShEEEUR T84 A Amazon Q Y IDE, T&RIER T Amazon Q X IDE LR E/ IDE
AR ThBERY AT FA M R BR 1 o

MRREEESXH , Ul IDE FXFXEFNES TBPIHNES.

Ihee VSCode JetBrains Eclipse Visual Studio
Bx x¥ = = =
RIEBRD xF = = =
MCP AR55 88 X = = =
BRFHETX % = = =
RERBX X = = a
RPN IEXETX XE= = = =
RERE L XE= = = =

X IDE 92



Amazon Q 7 & & AriEE

Ihae VSCode JetBrains Eclipse Visual Studio
iR X5 = & =
= = = &®

IR T BAME AWS REIBIMERERABREN. AXREZFELR , SR £ AWS RIBHEPERNEKE
Wo

£ IDE &3 Amazon Q & By BREF a4

BEEEHNFT KIFE (IDE) FiRE Amazon Q FFRER , BEEUA TEHE]R,. £ Amazon Q ¥ BEF
RIFEHE , B IAM Identity Center X AWS WEZE IDHTEHRRIE, BEERAERNE D #HTHHR
iE , IoE AWS kP BN RI % 25 £ Amazon Qo

B4, BTHERATEN IDE B Amazon Q ¥ BEFSEMS

« T Amazon Q for Eclipse

« T % Amazon Q for Visual Studio Code

« T & Amazon Q for JetBrains IDE

« £ T Amazon Q AWS Toolkit for Visual Studio

® Note

BE , B IAM Identity Center 31T B R IIEHN S FHNBRINFLERE R 8 i, ER , X
F Amazon Q , BRIASTFEIFLEL 90 X ( MR ETE 2024 £ 4 A 18 HRZ/FIZE 1AM Identity
Center) . BXEZEE , 551 (AWS IAM Identity Center 8 FHIZA[1E IDE &
K Amazon Q I iEFFLEAT[E,

BERFHARTHEORIE , FERATHRNIR,

HRR

o FRFM . XIEW IDE BRAE

« 7£ Eclipse IDE H# 1T &KL

- 7£ JetBrains IDE H 1T 53K 1E

Z% Amazon Q 93


https://marketplace.eclipse.org/content/amazon-q
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.AWSToolkitforVisualStudio2022
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html#90-day-extended-session-duration
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html#90-day-extended-session-duration

Amazon Q FF & &R ArfEm
« f£ Visual Studio Code H# 1T & 13 11

« 7£ Visual Studio F#t 17 & HRIUL

« &£ AWS E2FIaPEA IAM ZEFEA

TR XIFRY IDE MR

« Amazon Q X EHHHKIK Eclipse 47 2024-06 ( 4.32) ,
« Amazon Q X #%# JetBrains IDE ( @#EIntelliJFPyCharm ) B R{ERASH 2024.3,
« Amazon Q X#FH &K Visual Studio Code kx4~ 1.85.0,

+ {X Visual Studio for Windows 3 Amazon Q X, XIFH&IE Visual Studio 42 Visual Studio
2022 fRA 17.7, PRA Visual Studio 2022 WrA<39F F #,

£ Eclipse IDE 31T E BRI

1T Amazon Q Developer Pro , A LUE IAM &3 O0RTHITE MU , AWS #¥EE ID tha
LU IAM S48 O0#TEMRIE. EREENSHRIESENEFFKRTE Eclipse FEA Amazon Q
e

Builder ID
LEETEREHAFHESE ID. MREEKEMEESE D, WA KEREFIRFEM.

1. 7 Eclipse &% Amazon Q &,
2. 1% IDE £ LAK Amazon Q B#%,

3. IDE E#LITF — Amazon Q T, HEBEBRFGEIMT , BEMAKS , REERRE,
RESREBEE@RR KRR,

4. BRERERTHRAFEHAYEREE ID#HITEHARIE, BIEXKE , IRE Eclipse IDE,
5. EFBMEA Amazon Q , % Amazon Q BFREAITHF Amazon Q B R E 4R,

IAM Identity Center
EFptEEze , ENEBEANBEREATER

« B2 IAM Identity Center & 8122 & 4
. ENZEMITHEE Amazon Q F X EBRELEE

X #H IDE MR 94


https://marketplace.eclipse.org/content/amazon-q

Amazon Q FF & & hRX AriEE

LW DT Amazon Q FREREFLERG , BTRATTREITHHRIE

£ Eclipse F &% Amazon Q #.

1%#% IDE & LAK Amazon Q E#x.

IDE KEEBITFF —/> Amazon Q T+, BREBRBEFEIT , FELRAKS, , REERYE,
WMAZKNEERM Amazon Q 1T H| A RBIER URL,

EREZNEER AWS XiF EHAPIREERN IAM 545/ 0E6I8,

ERRE, RESFEEERRN KSR,

RERN YT B AV K BEE A 1AM Identity Center 31T B RIE, BIESERR/E , IRE Eclipse
IDE,

8. EFIMEA Amazon Q , i Amazon Q BFREAITHF Amazon Q B R E 4R,

N o g bk~ o=

1£ JetBrains IDE 1T 4%

1T Amazon Q Developer Pro , 2 LAES IAM B HFLEBJITEHRIE, AWSHWEE ID th
ALUER IAM 403 TR BRI, EREN S 0K ENEEFE JetBrains IDE RFFHREA
Amazon Q B IR,

Builder ID
WEBAEREGHEEWES ID, MBRZRERIMUEESE ID, WEHNLEEFZIEHF M.

1. TEI&HY JetBrains IDE &% Amazon Q 4,
2. 1E#&8 IDE #i%## Amazon Q B#Fr.

RINBRT , ZEFRS T REA—0,
3. REBHKESPNIHBAEAEES ID#ITEHRIE,
4. BEBFIBRAFER Amazon Q , FiE#E Amazon Q B#FrE Amazon Q BI X |, S& M IDE KB S

%R Amazon Q.
IAM Identity Center
EFBERECH , EHNEBERRMBREATER :

- B£7E |IAM Identity Center &8I & 17
- BEFZEMITEE Amazon Q FAERETLEE

1£ JetBrains IDE & 95


https://marketplace.eclipse.org/content/amazon-q
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://plugins.jetbrains.com/plugin/24267-amazon-q/

Amazon Q FF & & hRX AriEE

HIEN ST Amazon Q FRERTUEERR , BRI T SRHITHBRIE

1.
2.

© N o o >

EZH JetBrains IDE &% Amazon Q &,
81 IDE Fi%# Amazon Q B¥Fr.

BRINBRT , ZERE T REN—M,

%= /N1 i

REEERM Amazon Q 1T R & IREBHELR URL,

REZWEER AWS Xifl EEFREERH 1AM F 4 0EHIM,
WERGEE, NI RYREEM Web 315

RSS2 HYH B A IAM Identity Center J&ﬂ%fﬁ%ﬁ ARIEIRME IDE,

MRENEERRLE T Z Amazon Q F R EREEXH , KRB ECERGRNAERE
X, FERNESYUMNITERRNEEXH  HEERAEREEANEEX S, BXREEXH
MEZER , BZHH 42 Amazon Q F R EREE X4 2,

BREFE-—NATAREXH  RENEIEFRZEENH B EEFTHER Amazon Q.

B Amazon Q FF X EREE X4 , M IDE EZPiER Amazon Q , AR R EREE X 4.
EHMWEOS | EREFANEE S,

EHHBEH Amazon Q |, FiEE Amazon Q B#r5 Amazon Q Bl X |, S&E M IDE KZBEI Sfin
& Amazon Q.

£ Visual Studio Code A # 1T B4 iF

1T ¥ Amazon Q Developer Pro , A LUEE IAM B ORBHITHHRIUE , AWS WEZE ID BT
PUEE IAM 403 TE ORI, EFENFHRIESEZUEFTHBE VS Code HEMA Amazon Q

(EZ: B
Builder ID
WEBAERZHEHWES ID. REEKEIMWESE ID, BN LEEZIEAREM.

1
2.

3.

1£ VS Code A& % Amazon Q ¥ B F.
E181 IDE #F1%$# Amazon Q B#¥r.

AMINBERT | ZEFRFHL T REA—MW,
BRXNERPNEACRNEE D #TEHRIE.

£ Visual Studio Code # 96


https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode

Amazon Q FF & & hRX AriEE

4.

ERFRMEA Amazon Q , FiEEFE Amazon Q B#RE Amazon Q Bl X |, &M IDE [KEBH S
ErFi%EFE Amazon Q.

IAM Identity Center

EFREREZE , ENEERMBENTER :

« B£27E |IAM Identity Center & 612 & 7
. EfZEEITHEE Amazon Q F LA EBRELEE

HIENFHITE Amazon Q FRERTULEER , BERA TS RETHOGRIE

1.
2.

©® N o o b~ w

1£ VS Code %% Amazon Q ¥ B F,
E181 IDE F1%$# Amazon Q B¥r.

RIABRT , ZEREFTREN—M,

b= /N1 Gl

REEERAM Amazon Q iTH#EF A RBHER URL,

RESWEER AWS Xif EEFREERH IAM F 406,
ERPEE, IO R IREIEM Web XK.

R BB EY B A IAM Identity Center 31T &1L , A/FRE IDE,

MRENEEREET 2 Amazon Q FREREEXH , BFEIECARBENAEEE
X, FRBEFSHANITHERRNEEXH , NEER B REEANEEXH. BXREEXHF
MEZER , BSR4 R Amazon Q F R ERELEXH 2,

BENEFE—INTAREXH , REFAIERRZEENHS , BAEETTKERM Amazon Q.

B Amazon Q F X B REE XY , EM IDE [KZPiEFE Amazon Q , REIE R E KE & X,
EomsHERT , EBREFEANEE XS,

EHHBEEH Amazon Q , EiEE Amazon Q B 5 Amazon Q Bl X , Si&E M IDE KZBEI SHin
Efi%EFE Amazon Qo

1£ Visual Studio ## 1T B RIIE

ZE M Visual Studio B9 Toolkit for Visual Studio ZEZZIEH AWS 1k | BEKATTBRITH AWS
Toolkit AR FEA] (E#E UI) .

£ Visual Studio & 97


https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html

Amazon Q FF & & hRX AriEE

1.
2.

£ Visual Studio EX &£+ | RAV EBRER , ABREIT AWS Toolkit,
M AWS Toolkit IR HIEFFHRER,

3. AWS TEGE#EAITAFRHESE Visual Studio R F,

1T ¥ Amazon Q Developer Pro , A LUEE IAM B ORBHITHHRIUE , AWS WEZE ID tB
A LAEE IAM B OHITERRIE, EFRENEHRKIESE , EFE Visual Studio FFFEFER
Amazon Q KL E,

Builder ID

1.

o g kM~ w0 D

£ Visual Studio # , NEX BRI BREF , AGEIT AWS TEGFX &,
BRI RER, FFREREIRfFE Visual Studio iR E 0PI H,

#£ Amazon Q &% , EEE A,

ERBEED , ERIMBBEFIZRE,

HINEEERRIA Web FISEIRFPITFF AWS BEUBERITF,

REERERIA Web XIS FMNIRRIHTIRE, BHRIESEZRN , B2 WFEH |, BHETR
£XxMAXKEEF D |, REZF Visual Studio.

IAM Identity Center

w0 DN

f£ Visual Studio # , NEXERFAY BRERF A6 AERT AWS TEEFXE,
BEREFFIBER ., FAMEREMF I/ Visual Studio REEESE O F T,
£ Amazon Q 7 , “EEBH. BEEETUWERE N EEUTEKEHRIE,

FUERBEXHHAUTERER  BENXHE. £ URL, BEXHRXEH SSO XiF , XL
EEHEMELATRALNERRIEM, BX IAM Identity Center EIEWEE |, SR (IAM
Identity Center A 3E®) HHIH+ AR IAM Identity Center ? .

NREERAFTUEREXH , BT LEEERN TAREPARZREXH  REIEFEE,
FECBFNEIEEXH , BRERTUEEHIEEUTFR

a. HEEEXHBEXSAEF  HALERATHMRIEN IAM Identity Center HELE X H4E
b. I URL XAEF |, A SEH IAM Identity Center FIEXEBXAIHEIR URL,

c. MDMABRBXE (BMIAN us-east-1) THFEEF | EFE AWS Xifi HEEEH#ITEHR
iE#Y 1AM Identity Center AP M A B RIE LK,

£ Visual Studio & 98


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon Q FF & & hRX AriEE

d. M SSO X ( BRIAF us-east-1 ) THXEH , EFHEH IAM SOHOIERENH
SSO XiF , AFi%#E Connect IHHAITHFER IAM B FOLERXEE, AWS

5. WIAZEEERIA Web X EEFHITH AWS RIGEKRITF,

6. IEEBERIA Web X MB[FWIRRIITRIE, BHRIUESESERE , B2WEEA |, W ERZ
£XRANKIEFED , REZF| Visual Studio,

7. [HEEEFR Amazon Q EO, E“FSURENH THEEAR  GELEZOTERAPATHIT
250 E BV B XA

8. MRERZLHNEEABET Z Amazon Q FXEBREEXH , RESEBRENT R EEIRFE—
NQFEEBEREENH. BFEBRTEYUYN IESROEEH  REBRABREFEANEEX
H. BXEEXHNEZEER |, ESRMT LR Amazon Q FF & & WRELE XA ? .

BREFE-—NATAREXH  RENEHERZEENH B EEFTHEM Amazon Q.

EFWER Amazon Q F X EBERBELEXH , M IDE [KZF1EEFE Amazon Q , AFEREH Q
FEREMBENH, EHINEQS | EREMFEHWEE X,

BB ERENRENA LARNSHRE  REEEER Q TR EMREE X HREREN
Be & XX Ao

B X TE Toolkit for Visual Studio F#TEMRRIIMEZEER , ESH (AWS Toolkit for Visual Studio
BAFigrE) v HBRER.

£ AWS ZHIaREM IAM ZFEA

BEENFERAAR AWS | BB TERLEN IAMIEPERZE AWS REHEEA, BR , BT
BETE IDE HFER 1AM £4AHET IAM A FE A Amazon Q FRXER. BL4HER IAM Identity Center
RWEE ID WEIEHTE BRI,

5 Amazon Q A X ERMRABRAHITRE

BN ERTIF £IFE (IDE) #5 Amazon Q Developer X1 , il[E] BX M BT AWS LR BRHAEFF %
FERAB . Amazon Q AIUBEREBHBSMABA R , ERABMETNE |, Ho#An , 2FER
HREW,

£

« 7£ IDE £ /A Amazon Q

EHEAETH IAM A AWS 99


https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/getting-set-up.html

Amazon Q 7 & & AriEE

- ROES

o [AIRE R

« &% Amazon Q EIE /A&

« £/ Amazon Q F R ERFITRBEE

 7£ IDE F{EH Amazon Q Ff & B KD

« £/ Amazon Q FF X EMRERNEFHKE

- BYIABKIXES Amazon Q F R ERHFEITRE

+ 7£ IDE 5 Amazon Q FRERBIKXFMNETX
« Amazon Q FF R EMRFP B XA L1 FKEF T RE
- BF. BRI SH Amazon Q FFAEMRXER FidF
« £5 Amazon Q FF R ERREVBI X P £ A REER

+ 7£ IDE A8 Amazon Q Bl RiEFER

£ IDE R fEA Amazon Q
£ AEIX

ERFHAE Amazon Q #ITRE , i5M IDE I SMEZFIiEE Amazon Q B#R , REEXAEEFH AEH
BB, BEF KT Visual Studio F5 Amazon Q #1TRE , BNEXEHEEME , AFEE Amazon
Q X,

[ Amazon Q ZFIEY , E2EME IDE R AN IR XAHEN LT , SFERESINGHERE. &
AUERTHPMESZ LT, REEBIMIRSEPHXMHF, XHEXRFBNTHEZEEEN LT
BREZER , FSHA APRAMET

R Amazon Q WEIEHREZENRBE , B LUNHE HISE T ERE IR A BZR A ZIXXH
., Amazon Q AFIRESTEHEBEFRIENEFRIFENANESI A,

Amazon Q 2RBEBHEALAELEPHXE , AERREENSE, EEBINSFHE |, B LURHEEM
BHSEZRWRBNEE, EFHAE Amazon Q WHXNE , BEERBPITHF —NFED+, &—X
BZ A LTI 10 N+, Amazon Q A E2EFRBEXFEZERE £ T X,

PR

LT e raiBEEEE Amazon Q BEIXK,

1£ IDE £/ Amazon Q 100



Amazon Q FF & & hRX AriEE

* [clear-EALL B TIBERIRIXFE. XIFMBRER A+ MBIBRATE < BIAI & , HEER Amazon Q Bx
B2 BIXHERN £ T X

o /compact-H ETXEAFEHBZERSN , FRAGTERMKRIERK, XLERNERE , FRE
BREEE,

« /help-EA LGS AIEE Amazon Q BEMT AT REMT AR BLR, R4l BA =] A IhEE.

RE R

BBIRIESHRT , Amazon Q AT S EHNRBUH , EFRXLEFESEHR, & IDE § , KERBIR
LT B ARES. EESX EEREIN </> B4R, FRIKRARERHG IR,

HIEER Amazon Q HHENRBE , EQERENEHN XM, EAUEREFTNER , HFTLE
BRUHE R,

4 Amazon Q BERALBESE , BAUSLEMRERTRNGEE , ELRXEHARSE TH
o

L5 Amazon Q ITIRT B R , ELREM Shell R TR, A, HEEHMXEGRTXRRIE , 28
HETXERS,

ABRESHX

L& IDE 5 Amazon Q F R EBRFEITRER , EXFZESRE, TXFNEREBESEEFX
(BBE ). EKiE. BiF, BEXFE,. BE. BYNE, #HiE ENSEIE , AREHEXBFES

BE. EFEAIIEE , REXE IDE FAZREN BARIES KES Amazon Q BIXEEIT ., Amazon Q
LBIRNES , HURNWESRHEEE,

~ESS
T RSN RE

® Note
FEARAEM IDE A, LIHREB LW /devo

Amazon Q AJEAFSBYEFF R ARBIHEE , WM B RTRBER , HEERXREKIT KHE (IDE) AT
REFSHEE, LHEBRETHRNES , AR Amazon Q EAEHRTE H THEZB K £ TIXRERT
R R T &M AR ER B, Amazon Q AILAE B &R AWS TE GRS NARERF.

~MES 101



Amazon Q FF & & hRX AriEE

BT £ X

® Note
A M IDE F , LIHREEHARR Jtest,

Amazon Q ATLAAE R # TR |, R B AT ERNMRGT R EGARP A RTNHL, HHEEHTH
RETEITMRIDET R , FABERABRE,

MASE R

® Note
A A IDE F , LI REEHARR /doc.

Amazon Q B N ENRBERK R MEAMI A | FBYRIR D H ER XA, © 7 B4 B 3
HEMRBEFHNE N,

RBEE

@ Note
A IDE 7, LLIEEEEWARN /reviewo

Amazon Q AIURKREZNKBEFREFEZSRINKBRERE , URXENAEFERN T X EAH
FHRR. BXRMAEALLIERNESEER , S HEA Amazon Q FRERHTRIBFE,

AR

Amazon Q AT LB TR S MIRERS (OS) AR B FHRMEEMR | HERIT R (IDE) kR
BRI, ERFRERGHERNNKE , Amazon Q BELEKMENEE ; BAAEEXELTE , BREN
REIXHH. BRESER , F5H HRRAE,

&) & Rl

£ IDE &, BRTERMRBI , Amazon Q BT AEZEE X AWS RSF BT X8 EZ, Amazon Q 1£
BEESUTEBIUEMAEXN B BN FNER.

SF= %] 102



Amazon Q FF & & hRX AriEE

- EUEM E AWSHEEB AWS RS i, @i, REMZFERXE
- —RERETERES  SREEESEEINNARFTR
- wWENRD  SEERAR., FRABNEER T

N T*# IDE R x5 FA Amazon Q , B LR B — LR T LUT R ABIRY R

« HEILDBREBR A, MAEREIEIXR Lambda EEEIEE ?

« JWFAYE Web RARRFGU AWS Lambda , FiZIAI7E Amazon EC2 Z B % ?
* 1 TypeScript P EFHAEEMEERMTAL ?

* HN{A7E React P RERAERF ?

- MBHEAY EERBINARF] WEAREIHERE,

o AR EERBIHEE] M= AHEL

R & Amazon Q [EE /Y [E] B

B LGARERASRBARE (X ) MABEDT (&Y ) BN Amazon Q ERHNEITMEEE TR
B, EREFLEENEE , FEEABEOT (RN ) Bis , AEELIANRBREAFRAGR.

£ Amazon Q A X & RHFTRBFE

Amazon Q A X EMUUFELNEFREFEAFEZERAINREBRENE , NTTXEBNF XA
ANARFORR. BUUEEEMBE , 2 AN ERTEXFNMEXH , SEEFEINX
%, BET LB A auto reviews , AMEE S RBATEH X HE#1T1RE,

RBEFEDEERERRXALEENETHANN B HEBRARAFRMETF. Amazon Q IFNZFLLZER
A1 AWS #l Amazon.com ZEREXENKE , N ETANNZLANREFTEREHIE, BEZTS
RENEFNRNI[ORM , FELEIMAFTHIRNEE , LBRENREBFESEHRE,

BXRILIEEREFR IDE MER , BEHXIEH IDE. BXXENESNGEE , FEANKBEEFENE

= ¥

£l

- THEFREE

« KEBEBFHRE

- BE&

« £/ Amazon Q F X EMBZHRBFEE

RE@E R R 103


https://docs.aws.amazon.com/codeguru/detector-library

Amazon Q FF & & hRX AriEE

« £ Amazon Q FF & & IR R RAHS [B) @3
o FEIRAHD R
« Amazon Q FAERRBEEHH KB R E™ELRH

TFRE

Tj':ﬁﬁ% HEHE , Amazon Q 2R IHEENBEENRBAMREFEIANE=FE, EAHRRBTEEZ
, Amazon Q 2 EMITIFIERE , BRNFEHERKRRDE ; HIETES , Amazon Q 2R X IFME
. MHARBEF R,

:m
|:

Amazon Q AILEERHFIENRBEN , LA I EFB NGB, EFHTEE , 57 IDE R
BRI HRX |, RELE Amazon Q I X EHRFHEEF SRR,

RNERT , RER R Amazon Q FHEENNRE , B RAFE IDE PEIXHFHRBER. £
BERBENHFHgit diffeTHEERE, MRFEEEFM , Amazon Q FHEEEMUD A,
MRRITFEMAXM , ©RERTE FEARBERUARITFEE,

B , RELL Amazon Q FEENENMERTHEZH , EFEEZHFELNRBER, WR%
BERXH , CREFELNENMMBE,

A5 r) By SR B
Amazon Q S FELNREBESFEEU TR [ -

- SAST H# : KMRERBHAHNZLRE. Amazon Q ANRBIZfR LM , HlmEFEHR,. SQL &
AT UM,

« HlERN : BIEEERBPHNHBRIHEEFE . Amazon Q S FELRRY R M XA U E KR ERD
2., BREEEEFHBNAFZ2SIE. IZREERIERXRZRTHNBURNMART CH

1l=l /G~ 0

 laC [& : HMEERIZEXHFNZ SRR, Amazon Q A LAFEEZHNER IR (1aC ) KB X
%, DRNEES R, @AENTLE-,

- RBRERHE  BRABFERE, THPHENRERRE. Amazon Q @ERSERERIBAEXN
KBEA , SIEETFRTFHEERE, NEFIANM AWS ZEXKERE,

- RIBEBBXE : TEESEMBRBEXRBIXEE, Amazon Q 2HMEBERE A RBHAEE2EFEX
B, SENARFEREXR AL SIEE PR,

o AR DH (SCA)  IFEE=HKB. Amazon Q AR ERBHERNE=ZFAHHE., FE. EL
REEm , BRE=ARBZLBEAET.
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BX Amazon Q ATREBHEENZTERNIZHIFR , BSH Amazon Q RIIZFE,

[0

Amazon Q ZEAEINEE R RIFLATELER -

« AR IDE BB TEXAMEXHNEARDN , SEE=ZFFE, HE JAR XHMIGE L
o

« RARBAN : Amazon Q EFFIEFTESE =7 EMTIFHN X4 FHEHERNRAB R RN,

TR#ER T N B PEMNTED B AFHRISHEHR.

IR B HEE NHHMEFERE
LT DN LA 200 KB 500 MB
RACHE K/ 200 KB 50 MB

f£EA Amazon Q F X EMB I RBEE
Amazon Q AILLEELZNEBNXHHREE , B EREERNBENEIEEFRBE,

EFBzE , FRRECEIFRBTEEDEN IDE AFRET Amazon Q. BEXESER , E5W &
IDE %% Amazon Q F X & RY BREFAEH.

£}

- EEXH, WESRIEZER
- ROIESHRTE

- ERERBEHNTEE

EREXM. BEHITEZM

BRI B RERAEFZ , 1k Amazon Q FEBENXHHME, XHNTEFTEIFEETAN
HEEMERK Al-powered FE,

Amazon Q TR ERE , EUNBAERBEARBRBEENEERE, BXESER  FSHABERNKBD

[A] &R o
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BN REAXHHIE , FE IDE RERA TSR

JetBrains

1. #E IDE A AETEENXXHHIE,
2. 1%&$F Amazon Q BHRUIT I K E R,

3. FHAEAESHEHIAZERTHREFERE, SAUANFEFERFEINKBENR , taflFEEAN
X, RIBERRBEXH L git diff (S HVEHRBEN., MRER , BRIESEIRHE , BN
INBRT , Amazon Q REATFELZNRIBER,

4. 7 IDE RITFARBIMBRIXHE , BAILBMARUATAR

a. Review my code changes— Amazon Q FFHE&EZMNRBEFNEMABER

b. Run a code review on this entire file— Amazon Q FHEELENHEFHMMENR
B, MMM REXR

c. Review this repository— Amazon Q HHEEZLHNENBE , M NNEREXK

BEXEFANRKBHEEZRMEXRER , TSR TAET.
5. Amazon Q RAMRFELHNHRIE., THE , ELEEHRELERNABNEN
6. WMRKMEEMED , MSITF “RBRZ ZETF , HPFIHET Amazon Q RIH E=,
7. BETHEAXNBRBENESREE  FSNE “KBREA Bk, £BE , BT LINIT THIERE

a. EE—AEE , LEEGEEEPRNBIFEERERE N X EEXE,

b. BRIV RBEMER , HIEFARDEEEMRE L BAREEIR. Amazon Q FRMHABX
ZEENEAEE , ARWUAEARBINBER R,

c. EBREABHE , FERFERBRBBHRZLHRFEIR. Amazon Q FREERIEES
R, REEENRBEXXHFRTRIBES, SFEXHPEINBER , FETUMBX

AR R R E R
d. BEALMEABRESRABNAXABENESEELR , RIS S AR R R Hibsg
RIT R,

8. BXRBRABEBMESZFEES , BSHEA Amazon Q T & & kxRS R,

Visual Studio Code

1. T£ IDE AT HAEFEENXHHIE,
2. %&£ Amazon Q BFREAIT FF B R E4R
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3. FABAREESHACERMTHRBFERRE, B ANFERENKBER , LA TFEEAN
X, RBERRBEXMH L git diff TSR HRBEN., MREA , RIESEIHRE , BN
IWEBRT , Amazon Q REATFEEHNRBER,

4. ¥ IDE pITARBIBEHXHG , BALBMARUATAR

a. Review my code changes— Amazon Q FH&EZMNRIBEFHNEMABER

b. Run a code review on this entire file— Amazon Q HFELZXHEFMAMER
B, MR RER

c. Review this repository— Amazon Q NFELEHNENMNEE K MANNEEXK

EXERANABESHENERET  BSARHER.
5. Amazon Q B MTFELWIMARME. THE , CALLRBHARANATANEL,
6. MBERNIMEMAE , WAHTF “RBEE %J+ , £HFIHT Amazon Q KM HE,
7. BTYREXRBEEGNESES  FSMI “RBAE @R, EHE , SALNGT FHERE

a. EE—NFEE , LEEREEEPRN B IRREERE QBN XHF S EXE,

b. EIREULIZEEMNER  FRBEABRABEMZULHBAEREIR. Amazon Q FRHEAX
ZEBENEAEE , ARWUATHARBINBEER R,

c. EfEABEA , FEARABRARBHZLNRFEIR. Amazon Q FEEHRREES
R, REEENREXHHPRITRIBEE, SREXHPEIRBES , FETUMNEX

AR R R E R
d. ZBEALUMEABRESRKABNAXAENESEER , RREXBIUS S #RZ A B H b
RIT R,

8. BXBRABEBMEZFEER , BSHEA Amazon Q 7T & & xR R,

Visual Studio

1. £ Visual Studio FTH E#H VI B & #Y 34,
2. ERNHIEIH Amazon Q BFREAITHF Amazon Q EEH2,
3. MEFSEREREZETEEHEE. Amazon Q FHREABENTE,

ETEH |, 7 Visual Studio # , AP % Amazon Q B4r , REE TR THESE , AP UM
FiERIEITEZEHE,
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O§ File Edit View Git Project Build Debug Test Analyz: i i v Help awsLambdaServerless

H-asEE 9~ Debug ~ Any CPU ~ P Mock Lambda Te > B G-t AfF =2

() Amazon Q - your Al coding companion - is now available in the AWS Toolkit for Visual Studio 2022! To get set up, open the Extensions Menu, select AWS Toolkit, then Getting Started.

= I X FunctionsTest.cs®* + X Func
e':-}}! £ awsLambdaServerless.Tests - ("[{3awsLamhdaSErverIe55.Tests‘FunctionsTesthhh - FunctionsTesthhh()
(& v Xunit;
Amazon.Lambda.TestUtilities;
Amazon.Lambda.APIGatewayEvents;

Mog;

Amazon .DynamoDBv2;
Amazon .DynamoDBv2.Model;
tApi;
tApi.Model;
Generate Code Suggestions Alt+C

Pause Auto-Suggestions

Open Code Reference Log

Run Security Scan

View Q Chat Panel Ctrl+K, Q
View User Guide

Getting Started

Submit Amazon Q Feedback...
Options...

+ New tab 100% ~ @ Sign Out

4. BHHEBERSRE Visual Studio WHBERHPEH ., ARG , E2RIEA,

BEXEFNMUEBHARERNEER , BSREA Amazon Q FF & & R f# RS [A] 7,

RMMES MR

ERFIRBEFER , BUgELBRZHER. UTERT BaIBEEN — L5 EURNARER
Amazon Q BTEEENTFE,

EREEENMNNHNRBER , BHITUTESE .

« 1 IDE RITFZX M4 H % A Review my code

« %A Review the code in <filename>
EEREMBNXHE , BIITUTERE

s IFRMEATERNXHHH A Review my code

s TS EERNXHHE A Review my entire code file
%A Review all the code in <filename>
ZEEOCEPHAMERBENR , BRITUTERE .

 7£ IDE HITFFMEEH B A Review my code
EEEENEMRE MANNRER , BRITUTERE
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- 1£ IDE RITH FMEEH M A Review my repository

ERERBNEE

® Note
HEITHE Amazon Q FAERTWEER , T AEH Amazon Q B FEINEE,

Auto-reviews ZH A mazon Q RN F[RERMEIFHE T AN FiL. Amazon Q 2B FERIEERE
B3, —BEESHNRBHR LI EE K REVEERN NN EBRIZRK, MITEFFER , Amazon Q &
LM ERRBIEEFR,

Auto-reviews & A Amazon Q REIALTEARS. EAATSREFINRE AT FK,
EENMRERSTEE

EYFAPTE , BERATSR,

1. M IDE & AJE&R£#E Amazon Q.

Amazon Q EE T,
2. EBEEE Auto-Reviews, EME B FH | HikF “HEE Auto-Reviews”,

£ Amazon Q FF & & IR RA B 8] &
ZRTT BRI BR anfaT AL IR AN AR RARIZ R |, AR I ZBE AR ( IREA ) -
T3

« 71 JetBrains # Visual Studio Code A f# R4 58 [a] &
« 1£ Visual Studio i )R 8] &

1 JetBrains # Visual Studio Code A f# )R8 55 [a) &

E £ JetBrains # Visual Studio Code R IBEIE , ERFERFMIEE SRR , B LER BB
EFHEHNKB,

SERBAMAT AT R 4E -
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Amazon Q FF % %I g
« ERFBABEBEL R

« BERRIBFIREG T

- RBBEIZFA |, SRBEFTA R LR R

NXHERHRMABIEE R R

Amazon Q R AR BRI XA, B INEE HAQ T B A ALRD R &R
EAIBEEXHPNABEE , TITUTERE

JetBrains

1. ERE TEBOK “Amazon Q Code A" &£/ |, EFREEHRPNRE R,

2. FIF—AEKR , HPLSEXRABRAENESEE. IRER , BFFIEXRATRAING
[RIZRY Amazon Q # BRI IFAE R

3. HEHERES , & B8
4. HEHXRERF , Amazon Q 2R ERREERR , RREENABXHFPRITREBE.
5. BREXHFEINRBER , 7B ATUMNBIREHRERHHEZE L.

Visual Studio Code

1. ERBEBIETRF , EEEHRONEEE,
2. EBRIRFER.

TE&E/RT Visual Studio Code H 3 A3 8] B XS B #Y R F B R
v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes DynamoD...

CWE-117,93 - Log injection CampController.java [Ln 5... ,O QDL

v @ Medium 0 issues Generate Fix

3. HEHIXMEMRF , Amazon Q 2R BEHEBRBERR , RAEEENRBXHHPRITRIEEES.
4. REXMHFEIRBER , 7B TUMNBIREHRER#HHEZESR.
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R R ACHE R B FH R BT 4013

Amazon Q AILURABBRAREBEEA , HEHREE X RREMIFHAE , HERmMEX4F,
ETHABAENER  BHRITUTRE
JetBrains IDEs

1. EYRE TEBOM “Amazon Q Code A& k<& | EkFEEHRPNRBRZ,

2. FHA—AIER , EFIEEXBRIENESELE, MREA , BHEFREXATIRAIKRB
B A Amazon Q N BFHYFAE B,

3. HEERKES , & HER,

4. FEHXEMRTF , Amazon Q BT EXZABNFAFEHREHTHRRAEZNEN , HEMT
A BAsE A U AR,

5. EEHENXY , FHIRE Amazon Q WiHBABERMIREBLABHVE , HERHAKBES
FXHHPEBUE. AMEFNREN , BFSLBRIZRENRB,
Visual Studio Code

1. ERBRBUETFH | EREHRN A E =,
2. EERBKREER.

TE&E R T Visual Studio Code A F K53 8] X B BY B K45 B HRo

v [H High 3 issues

CWE-502 - Package Vulnerability pom.xml [Ln 70, Col1] P @) -

CWE-522 - Not recommended aws credentials class vijew Details

. . .
- — -

3. HEHIXMEMRF , Amazon Q BETHEXZRBNFAEEHARBTHRE EZNEW , FRHT
A SR A PR RS

4. EEFEMNXM , FRR Amazon Q M EEMMIERRCENVLE , FAFRHNKBES
FMHPRNEBRNME, RNEMOALEE , EHFLBREZRENRE,

Z &G | &2

MERMBWRBEBRER , BUERZKZAE , AELKZOBRAEELABE (EEE—
CWE KI[E & ) , XL BFMNRBREIB"EDF P B,
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EZMABREE , FHRITUATERE

JetBrains

1. 7 “RE” TEBO/ “Amazon Q Code [AJE” W+ , EFREZBKH AL R,

2. [IHFA—IER, HPEEEXRBRENEZEE. EEHRES , EF 28K, RBEED
M “AREB BB E AR A ER o

3. BRI LUER ‘£ IR K2 LRI EK B — CWE B H A8 R,

Visual Studio Code

1. & RBEE ETFH , EFEEZREE RS R,
2. EBRZHER.

THE&ER T Visual Studio Code A X2 [a] TXT B Ry 72 B B HR o

v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes... /O D -

CWE-117,93 - Log injection CampController.java [Ln 52, C| |gnore Issue

3. ARBRIEEM 85" EHR MR,
4. BERBRONEE , FEFERSER , REIEF LI ZEESRCURRRE.

£ Visual Studio # iR 1 a2

E £ Visual Studio F&EE Amazon Q M BB EE | IFEFF Visual Studio T EHNEFIZA
HikFsEIRYIER |, FTF Visual Studio Eix%IRK.

FBAUEARBEEFNEERENNB, ENABE , BAFELNRN , BINRIBEREEIFER,

NG B
ZRIABE R T |, Visual Studio fHiR5IRSERENRBENFIEE S MEIR. EM Visual Studio f5iR %
RAPFFIEH Amazon Q RIBEIE |, FRMU T HRELBIEIFILE,

@ Note
REEZETRETEEHE Amazon Q RNMBIEBEF , REBEESF L E R
£ Visual Studio 7 , KBRIFBUEBEFAEN, EEFHIRVIERS Amazon Q 7 Z A9 [a]
B, MIAUEREIRYIRIFB RN E SR,
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TEIRER IR SR PRV AB R

1. M Visual Studio TR EHEF'EER" , RAEERERIIRITITFHERIIRER

2. MERIIRERP , AREGHET , MTFLTXEE,

3. HBLETXX&EY K EBFERY , AGERTHRETERFIE,

4, T EIIERMEEHERIEKP,

5. MIEFFREH | &R IHEEFRHEE Amazon Q LAFFiE Amazon Q BRI,

I 1 X85 [F] 2

(® Note
& HBETE JetBrains IDE 1 Visual Studio Code A ik X8 8] &,

fEE B EER , “RBEE EHRPRXEERFEFTERFNRIE, &0 SRS B A = B 6L R
B, ZHEHRIAREERTEE SmET™EEAERFE,

R A ATEREE R B EAR P IEFERBEEN B B, TRFEESI G NEX R EHE T E
EFEABEE | BRITUTRE
JetBrains IDEs

1. M Amazon Q Code [RIZEIFH | R THFIEIZE IR,
2. FHAF—IMEEREHRFNEHFE,

TEHERTH “RBEE ET-FHH T=EM” KEIntellid IDEA,
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C Critical

v/ Critical

v/ High
v Medium  ium
v’ Low
v Info

3. EERFEUHEERERENTEMRR K AREE BE, REFSEMETEMNEESLE
R¥E Amazon Q Code BIEEHRF,

Visual Studio Code
1. MRBEBEAMRS , EEHESFET,
TEERT Visual Studio Code FR“{HE ] B L 10+ Xt B BY 55 1% 23 B AR o

AMAZON Q

\ CODE ISSUES = Y -

v € Critical 0issues Filter Issues

v [H| High 0 issues

2. WNSITHHERBRXE,
EHPHEBUEHEPERIENTEMRINZONERE , RAEEE BE . REFSEFMETEY
HEE ST «& RE “REBEE ERTP,
EXNARBREBARITOA , BRITUTERE
JetBrains IDEs

1. M Amazon Z#4 B RIFERF , EFE D AR
2. T “pAMKE HHAEE,
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3. EEEN, £ RBRE ERFPREEENEENRBRTOHE, &F VB, BEWY
PR FE Y ACHE ST 3T R B AT 20 4

Visual Studio Code
1. MRBREEERS , &F 5 AER.
TE&ERT Visual Studio Code A “{XH5[A] &£ + Xt B HY 70 4B B 4%
AMAZON Q
v CODE ISSUES

v € Critical 0issues Group Issues

v [H| High 0 issues

2. WESITFDARBKE,
3. EETEN, £ RBAE ERFREEENEENRBRRTOHE, &F NE, BEWY

BT ENRB XXX [ BE#1To4E,
Amazon Q A X B RABEEFRHNNRBAB=ER 5

Amazon Q 2NN BNRBRIBEL=ELRS , BPEHERBNLBERLER , ARRNARFHER
ERE. UTETRHBRBRESERINHESE , UARERBIX NS Lo

FERINIUTESLR

KRB EBH = ERIAERZFBNRMUB[RE. RESBEIBERFE TSRS (CVSS ) A Amazon
QWNZEFHNEMMNBITW—NEHH, CVSS 2EE&REAEXFZRHNAIRAMY (Hlm,
REVESERMAA, RERTEWERRMNER ) , UREREETREVNRES , KIHEFERE.

TRER T MR E R & R T RGP BRI R B M 83 H kP RHE=ERA
EMEERR

R A TEEKF EM
TEBEHREHHBHH FERZEHRNR =
TEEFIRGEHE B LR ES RS EX
FERD
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Amazon Q FF & &R

RAriEmE

RRE A
TEBHREHERHH
7 B RS

julll
S

SHRGRRIME TR
SHRGHBRIEAE T
SHRGHBIEAER T
REFNLZ2RE
REFNLZ2RE
REFNLZ2RE
REFNLZ2RE

REERE

FEERBIEX

FFERANELDT :

THEEKF

B BN
EERZHRINR
LR HE SRS N
& BB
EERZHRINR
LRSS BRI
BN E BN
A F A
FEERZRINR
LRSS BRI
B B BN

A HF A

B NMEERZABRE , BhEREL,

EM
EX

o}

ot

(8

—
Tl
IIy

FENRBRBAZKERGTERUPSEENS HRMASEFINFERARETH. BWERRLE™
EFd , BENZERRFRNEERE,

B ZRBRIBELIEN LR R ETRLE,

BrEERNRBREARE , REEFTTHRAS IS RPMASEFHNHERRSETH. BWERS

FEERBNRBERITHMLTER , HIUARIIEER , BENZERRRNEERE.

FE 2B RBERN L EETRLE,

FERD
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FEFERFINRBE VRS BREHR. THNITTH, BNEELFENREREMRXKD , &EN
ZERBRRNEERE,

K ZRBREERSTERRITH,

BEERINHEBEERERERERIRER. ELENETELRBUNREDRTS , BRYEFE
NEREbFEBEXEE , EMATUREERESR

EEH  TEWRRE,
SEMRBIGEXRTRESR ANEM B NEI , Sk APl BERN., TEILEXET,
£ IDE HfEH Amazon Q FF & &L 55

Amazon Q FF R ERAEERNITRIFE (IDE ) PABHTHEGR | EHEEY BaiTIESRAA
. BERSE (0S) BEAARRBAERII, BRFRHUSHRANRE | Amazon Q ELERMEMN
TE, BUAEEXELE , BRENAEIXHS,

EFBER , EAEXIEHIRIIAEN IDE P RE Amazon Q. B/E , ISENNEIHE |, THROMAEST
Amazon Q MITIEFIEEN FEIRER,

BARXIEBEHINEEN IDE JIRKE Amazon Q ZESFRXNNWEZEER |, §5H 7 IDE F4H Amazon Q FF
KERR

E3-
« 5/ Amazon Q FF & & R4k Java R RERF
« £/ Amazon Q FF & & R NET NARERF

£/ Amazon Q FF & & R Java MAREF

® Note

AWS Transform BE MARIMER AT Java A%, Agentic Al J AR IRAA LR, SDK &8
%  HEBRIITHBRSUH. FHRER

Amazon Q XX Java MARBRFHIITUA T RN iR
« Java & & RA S TR A 4
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https://docs.aws.amazon.com/transform/latest/userguide/custom-get-started.html
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- BA SQL ¥ ( AT Oracle El PostgreSQL HiEFEIBZR )

B HIRE |, B FEERAITHHERICEX R HY B,
£

- E#

« £/ Amazon Q FF R EMRA LK Java hRF

« £/ Amazon Q T R & x¥EH#R Java MAEFPRIERA R SQL
« Bd Amazon Q FF R E R 51T P HRIRAKH

- EERBRELAEIESR

« Java BRI EHE

B &
£ IDE MepH1TH A Amazon Q ## Java NAEFE , FEBEUA TEHARS

o BOASABITE : Amazon Q FEEANFEHREL P AT LB R AKRBBITH.
« EARBITE : Amazon Q B A A BHHARBITEH.

« HARESH  BURRSTHERKRELEE. WRFERT IDE PHRAERRIESE , BF
Visual Studio Y .NET ¥,

- BARSH  EBATBITHRARRFLHE.

RIR [0

BESRBITHR RFEE : 1000 T
BEARBITH #FTERE : 2000 T1K5
FRES BUAF 1 MES

B4 AWS K/ 25 PNER{E
BRAESH FAEE : 1000 MES

RBEE 100 MES
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5/ Amazon Q FF & B RFAR Java kx4

Amazon Q FF R ERAIEEKNITRIFE (IDE ) FFHER Java NARFARINEFNESRE. 1
KURBAL , Amazon Q ATHITHIRIERSE : ENCRFHRBAMFEN AP, URARKBHHE,
HE SR A E AR B

EHBRAE , Amazon Q 2% FEARESIRAHEEHNRE , HRIIRBEZNITERFAENEIE
B, Amazon Q KIWERNRBE , £FEE IDE ARIEHBHIAXEEZE, BT Amazon Q FEERNE
FNRBHFTRPDDVECGIUBHRAREGHRBESER JDK RE , AHEFHRINE B EF M ,
RERTINNFIRRE, BX Amazon Q IMAHRRBHNESZEER |, HSH Amazon Q FF &K & Rl
A Java B E ARERKB,

£

- XK Java ALRRAE S IDE

- S| RREH

- TR 2. BELNIE

« I3 BIEKBIARIHE (L)

- S|4 FHIRAE

« Amazon Q FREMRMAA Java iF 5 A RERNKEH

XY Java FHRMAE IDE

B8l , Amazon Q X#FET Java IRREBAMRAS KX R AY B AR A HRMRA, FABERREIMEE Java R4
BE , TEGEARIZRNRDRA A E M E A KRB,

XM Java FERRA
RACHS AR A X B FRARA
Java 8 Java 17 #l Java 21
Java 11 Java 17 #l Java 21
Java 17 Java 17 #l Java 21
Java 21 Java21

Amazon Q X#F1ELLT IDE A AL Java :
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« JetBrains IDE FHY1E R
« Visual Studio Code FHIIN B 1 T/EX

H]|A  TRFMH

s 2Bl FREEETHKE IDE Fi%E Amazon Q FHFSE,

TR ERAEL 2 BT , BREHEUT EREH

- WM B ERAZEZEN Java RARE |, BETF Maven ¥2,
- BHINE BETE IDE AET Maven RRII#E |, B A1 Maven 3.8 RE S A,

- P BIR JDK EA A A , HERBERBORAR, a0 | RKBIEFEEKR Java 8 5B, NEHAR
b JDK &3 piZ 2 JDK 8,

o BTN ESHIE 55 D E R E R AT A N SEREE,

- BPDMERELEY , AEEETIERN IDKRAK, BXEZER | HSRPER 2 . BRELZNIE,

- WM BEAZTEFRBILENEHFHNER , BEWELMFLE R (VPC) AMMLL, Fil , MEEH
B E@EEETMEPHRIBEENE TN | TR KK,

- BN B&EFERTE Java BB F3T 2k Java BIAMBESRAM. a0, MREWIMBERRT £ Java
BB 2 HEFERA frontend-Maven-plugin R 4T 813 JavaScript 155 , MR KK,

o BEARHM L T EEE Amazon Q ASREBREBHARIEH Amazon S3 F#E. EXEZEER , BS
8 Fo VG R BE L SR A BV Amazon S3 FEM

- BHRARFXER UTF-8 £, MREHNNARRFERIEUTF-8FSRF , Amazon Q HE&Zid ik
BE RS,

SR 2 REENTE

ERELNIE , EERASEEFAN IDE HUATER.

£ JetBrains HELEYIH

B JetBrains FEEE , LA EFEEEEL TH A MERRE,
MREWERFEA ST B R JOK MESH , WEEEMERIZE,

- I1H SDK : AT 4wEWM B’ JDK,
° Iﬁalgngﬁbu Iﬁﬁ':FﬁFHE’J Javaﬂb_lzlxo
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https://github.com/eirslett/frontend-maven-plugin

Amazon Q 7 & &

RAriEmE

- IR SDK : AT HFERN JDK,
- BHIESR ; BHERDFERR Java iR,
« Maven Runner JRE : FARMEERH JDK,

EHU A MERIRE

EEHE HAEIRA SDK MESRARE , FERATHR ¢
=]

1. 1£ JetBrains IDE # , i£$% File , &
2. W& FTF“Project Structure”® O, 7E Project Settings T , 1% Project,

%% Project Structure,

a. EEFEMIAE JDK , EM SDK Zi i FHRIF| KRB HI1TIER,
b. EEHMABIES , M Language level EL W T HHIRDHITER,
3. 1£ Project Settings T , #%#% Modules,

a. EFEHEMER JDK , EM SDK Zin i TR IR F I 1TIRER,
b. EEHEMRIES , M Language level EL W T HHIRDHITER,

BXEZER |, HS1 JetBrains XA Project structure settings 1 Module structure settings.

E 3 Maven g &

EE# Maven Runner JRE , FRRUATHE :

1. 7 JetBrains IDE 1 , B HEE IR , RSEHIA R FIERE Settings.

2. 1£ Settings BAH , kX% $F Build, Execution, Deployment, Build Tools, Maven LK%

Runner,

3. # JRE FERH , BEAHTHEERRAEREN JDK.
£ VS Code H BT H

E7# VS Code HEETE , BN AXAEEUATHE

- DBERXHFRABH pom. xml X4
- DEBERPH .java XH

BRI
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
https://www.jetbrains.com/help/idea/configure-modules.html
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MREMNIE T E Maven SEBAHITXH (EATF macOS B mvnw Z&A F Windows HY
mvhw.cmd ) , TEEATCNTIMENEE FZH, Amazon Q FER3TES , TEHTHEM Maven B
P

MBERER Maven 2SS , BL % Maven, BXEZELR |, 5@ Apache Maven XA HY
Installing Apache Maven,

L% Maven 5 , FFEFMEIEHN PATHZEH, BXRXEZEE , HSH WAEE Maven FINEIFA
PATH ? #&#9 Java runtime T EE RS0 JDK A2 JRE, ERIAENEERESER , Fi21T mvn
-V HIH RN EREN Maven iRAEFE M JDK BBEH runtime TE,

HUR 3 BIBRMBITUA R ((ATE )

&7 @ Amazon Q REMBIALR M |, X2 - YAML X, BT3B B BB ERIETF
FHRBIAIMRAE, BYRHEZIM , BAIEE Amazon Q ATEETSE B3R Bl #Y 58 = 75 R A 55 — 4K
B, BREABGIAR.

B—FEMI  BENAREFNE, @HENER  REFHHEARTANEPATAH, Amazon Q EAR
WIMERRABE | TFEXEE -SRI, BXESER  FHH EXMNEFHENRD, 5
ZHERBI ; LT AR TREBI , FIEENARTRE.

BAI1E YAML XHFRIEEF AR E —HAKEI , Amazon Q 271 JDK A4 ( HlaiM Java 8 F 17 )
HREPNEJTHR. 1% DK ARTRE , BB R2EFREL (0N 17 17, N 21 F
21) RARE=FH KB,

Amazon Q SERBRIEMA JOK FARSGE , BRI B3 MM FEREL AR FIEE=HFEBIIM ; & , #
HA1E YAML XHHIEES = H BB EARAR | {RIEFE A RERTE  F X L35 E R R BIT,

BRMEED , Amazon Q SR TERMMBIIAR 4. MFRME , BEBRXGEEERH, YAML X
B BRI EUTFR

« name : R HA L X4 B .

- description ( A% ) : KBIUARXHNER | RiZXXHTRNNERRZ S,

- dependencyManagement : @& F H RN HKBIA G HI &R,

- dependencies : ‘@& F FHHRHIEHN B HRMRA,

* plugins : @& FE AR HEHH B PR

- identifier : B, fEHSHEAKBIN B o

- targetVersion : Ak E F R EIHI RS
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« versionProperty ( AJi%& ) : KB MRA ( ERAH pom. xml XHHIEN properties HREE
X))o

- originType : IkBIEE | FEERN FIRST_PARTY = THIRD_PARTY,

AT BKHIAA R YAML X4 K% Amazon Q B f#AT Y S EH & /Y RPI

name: dependency-upgrade
description: "Custom dependency version management for Java migration from JDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:
- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"
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PB4 HRARB

BN IDERE , T TITRAMBERTHITE , RIEN IDE TRA TSR, NREEBEFTRWUNENR

MHERBE | ERUTUARREACHRIBIE . WREFERAW , WHAER IDE RETER. EMfRE
BRE , FERELSR 2 REEHNTE MRAZHEE,

@ Note

ERBHEGRBE | B2XARMEITENHERRE A ERRS. NHREENBIENESKEEF
wihR , BEERER MEEE,

EARENRBIE FERRBESRAE , BEEA TSR,

JetBrains

1.

2
3.
4

£ JetBrains FITHEHKWER, BREEE IDE AETHEDE,
£ Amazon Q &5 , AREHFWEIXERF 1L Amazon Q HBREBHNAER.
WG EREZNNAREFREEEQ, MNTHIRPEREARWINE , REERELR,

Amazon Q 2R RIEREARKBI M. MRECEE TS FH KBRS B ARAHY
YAML X # , EEZXHEIA, Amazon Q @RIEXAEERSER, &HIER , QL
IR 3 : BIEMBIA R (Alik ) RHEEHNXHFRRAMBIEF R,

Amazon Q FFia¥iR, B UAEKRFAFEEMFHEFTHRE,

BTG  BUUARIEARENRBBEERNE. BEEEFNB , BRIAKRFAFEEGE
W+, RAEEREEER. EHIANNANTEAS  EE-IMNXHUTFI2RRBMALR
FERBNERAE,

BT Amazon Q TN ER , FRAREFEFUTANANTER. EEMBEEMAIMG
SRR BT TE SARL 3 BT IE .

BEFATHENKBEROMAARY , ARBUNEEIR , TEFRFAFT LI LERE
ERBREE,

Visual Studio Code

1.
2.
3.

£ VS Code HITHEAHHWIME HITEX, BRESTE IDE FRIIWEIE,
£ Amazon Q ##r , AREIT B XERF 1L Amazon Q HREHN R AER,
M IDE TREH B REHEREARMWINE,

BRI
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Amazon Q FF X EhR AFiEm
4. R Amazon Q A ZNERRRIEMA , ELRREIEFRIERA, EREERABHARA
AREERHE O PR FERAgREE,
5. MRBIMIET , F@WA JDK #) JAVA_HOME R, BXEZELR , HSHEEEK VS Code
WmHE.

6. Amazon Q £IETRERHUARMBI M. MRECEE TS FARMBIUR XS KRS HY
YAML X# , EZZXA4EIT, Amazon Q @RIEXAEEREBER. HHIHER , FRHL
IR 3 GIEMABIA R (k) RERE AR BIEF R,

7. Amazon Q JT#a¥ki#R, BAILERRPOETF EEFHE,

8. WMTME , RWHNEIUET <. BEEENTE 2B RIEAREHND | HEFE THIRIK
MER, BE-IXHUTFESRRBAARERENEZ=FAE,

9. E#¥ Amazon Q FTMEN , BRI AR ESUEIN £ HERIES,

10. EFATHRENRBRMMAFARE , URBUNEESR , EERRPOPERNENESR
FERSEE  RARERETKREBE,

Amazon Q FF & ERWMAIA Java iE S ARFERNRTD

NERIENAKTD , Amazon Q FREBRSER —NHRITH , ATARMEWRBESHRAR, BHRL
BE , ecRHEERBENXHERES  WELEESEYRZNETERXAR. AT Amazon Q FF
REBRNENABHT RNLEEWUARARENRBERIR JDK RE , BEEFARTENEF
MBI, EFHRTHANKRRIEE. UTEEDRME T BX Amazon Q AMARITHRBE S HAE

=

/CN 0

K ACRD H Bl R Fe iR 1t &)

EFFRERENNRTE , Amazon Q 2EFRMFEENTE , HERITSRAE, TMEKBINEERE
GOR = AL SN

EREEMRME , Amazon Q R EREWHENEHWEENNRD |, F BN EEARNIE HER
EFIRV IR, BRRITKIBRT Amazon Q RERHTHEAE R , SEMBOKBTUEE, TER
BEXURHNEFARBRNBRNEATR, FEEFRETENRBHNLSHE , FEATERSERRY
BHRREZ,

HHIEH G

EHATRIBERE , Amazon Q 2ERBHRITHIFNRNEE | T RENRBARE B4R Java x4
HERTERN , ELERHNEASTRABFHNAFTEAN R , LERSAEEBINE[ER. B
Bl SR AT IRR B R AN 2 B #RAR AR JDK A4 -
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RAriEmE

- Java 8 ) 17
- Java 8 & 21
- Java 11 & 17
- Java 11 &l 21
- Java 17 % 21

RNEBRARBES B Java lRAFRE , Amazon Q X &i#

P/l T — |

1T'm

NUREEH”, Amazon Q TR R KR

JDK AL fa , B B3I RIRAV R A RFAEE = A KB ; ¥ , HA7E YAML X4 FIEES
SRERBITRERRA | REFEARFERTRE ALK LR E R

Amazon Q EAHREHNREBNELERXFITUTEX ;

- RIF\EBIR Java RANEF B , ENCEAFNNBAHF
- FEAENERAREES B Java REARBTHRAR, XEFUTENERERIESHTANE

ERA :

» Apache Commons IO

» Apache HttpClient

* bc-fips

 Cucumber-JVM

* Hibernate

* jackson-annotations

» JakartaEE

» Javax

* javax.servlet

* jaxb-api
* jaxb-impl

* jaxen

* jcl-over-sif4j

* json-simple
* jsr305

* junit

Eﬂ%ﬁfﬁnit—jupiter-api
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* Log4j

* Micronaut

» Mockito

* mockito-core

+ Okio

+ PowerMockito
* Quarkus

o slf4j

* slf4j-api

» Spring Boot

» Spring Framework
« Spring Security
« Swagger

» testng

(® Note
RBEJRERET , BOXRAXBITEN , BN EF RHEFTEREN N EER,

FEA i ER 5 R R 2 K HE

RBEHRTESD , Amazon Q 2ELN AR EHRRITRIEEE, Amazon Q ERFZHEE 2 SRER
RIBH#ITHEE, BTR—FTEE , Amazon Q 2FRBEAZEHNAMIRE  NEMHNEEHITHEMN
MR, MATHRE , KBEBER RS , $ET —PKGR,

FEARMIME P RITHEIEEREL Amazon Q ETEEHRIAEERAN , NH BRI EREHR
B, NTRAREBESERBINEFEE Al-generated RIBERHVZ XL , Amazon Q 2 FE
HEFHERNREBUBRZ LR,

EERMEEFEIEY

BTG , Amazon Q 2RE—HHRRAFE , AEFESEXEMMERANFAEE , SEKEWEN
RS, ZIRERPALHENTNE RBEAR, EETUEFHEAETHE , LT #EHER Amazon Q &
FH 4R hir A o A 22 A A8 B A AT ) R
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HMBELIFEERRITIP RN EHRS Amazon Q HEE N AREHRBAABHNERZENESR , L
REBIT P RESNEMEMBER.

EERREER , BUUEXHERNEFTESE Amazon Q RIUHNER., EEEZERZA , Amazon
Q BUNEARBERRFTLEMELFHNTE XM, RRENABEXRTHRENERS 30 RAT
Mo

ST AER 0 A Zh Y e R

BEAEBENEXRENMEFRER , ERERLT , BRRIUEKE 2K, XEWKE Amazon Q REER
BB PN RENHHRBXE, EXPERT , BANFHEHRRRONBE , XHEENTE T 8EEA
ERTHVIE S IRAHTIHE,

RNTHRBERRBOERIS |, B LU IDE R 4H Amazon Q I XIhEE, EAILLLE Amazon Q
BEERD B , AEEFNARERMBRENRBERZENEZ, BE T LUERINEETT X

Workspace L TXEHERNESHMEABRENLTNEEERN , A - RRMEXS M AR

/8 Amazon Q FF X E it Java RARFEF#AR SQL

FAF7E IDE 31T B Amazon Q Developer X 7] LA BH&EA (DMS) FH#r A SQL it
F5ER Oracle El PostgreSQL ##EE AWS Database Migration Service BIAWS T,

AWS DMS B—I =R , AINEBRXRHBEE. BELE. NoSQL HEEFENH MR BN HKIEFME.
AWS DMS H1#y DMS R#y¥:kIhee , AIE B AR BIEEFEREHNRBNR , MENA S BRBE
FE., BXEZER , ST LE AWS Database Migration Service ? £ (AWS Database Migration
Service AFERE) F.

£/ AWS DMS #1 DMS M IBHEFEER |, JtEEXRNAREFPHTRAR SQL UEEE
BMBRBERS. BLEEFHEHR , AEN IDE A EY Amazon Q XM B3I{LEE#, Amazon Q £FIH
DMS AN TR NN ASP#AR SQL ##h 5 B irBiEERBSH MR,

B &l , Amazon Q XXM Oracle H#EE T Z E PostgreSQL BIEFE"#AE TH Java NAREFFH
SQL #1T%#i#, RELEHNMAEE Oracle SQL B4R , IDE FF 28R SQL RIBEEIET, HX
BZEE , BEREREHE,

H|A  TRFMH

S w  FEHAREESTHKE IDE FiRE Amazon Q FHF IR,

/B3 SQL HMMM AR F , FREBEATEREHS

HBRKB 128


https://docs.aws.amazon.com/dms/latest/userguide/Welcome.html

Amazon Q FF & & hRX AriEE

- WEEIEBM Java NARFEEHRAR SQL , BEBIZZER“M Oracle BIEETEZE| PostgreSQL
BIEE, NARFHDSHAMEE Oracle SQL A , T BHRIEHITHELR,

- BEMEA AWS DMS EH IR TR BBEEFERHNERTRE. BXELZER , 520 (BEEIXBE
) DA DMS RN Oracle #3EFEE# E| Amazon RDS for PostgreSQL.

- RMFRRTHE , HEM AWS DMS #2H A TH T B E X,

TR2  BENAER
BB AN SQL K1 , W Java MESMELEE— . java .

MR IEEFR R JetBrains IDE |, NS “T1 B 41" RE+BH “SDK” ZRIZFENERAW JDK, Bx
RETBEMEENESR , 1§51 JetBrains XTI E EHEE,

SR 3 BRI A SQL

2 Java NARFFHRAR SQL RBBFERA S PostgreSQL BRBEERBTHER , BERAT
HIR

1. EEZRE Amazon Q #Y IDE # |, TS EFHRIRIRAN SQL 1 Java REBEE.

2. 1%&#%F Amazon Q EFRAITIT B R E4R.

3. 1k Amazon Q EHIXRERFHRENNARRF.

4. WMREH Java BARFERAE SQL HBREZH , Amazon Q 2R RIEERERITWHRIRER, WA

SQL conversion,

5. Amazon Q £ R&E L1&E M Amazon S3 FREVAY 2R ¥ ST BB 4. Amazon Q STE B K 1 HIRE
Z AR RN B,

6. Amazon Q 2R TRERMEBE|MAN SQL BV B AR BIEFERH M , NEIRERK THREH
A2 EPN: TR

7. A Amazon Q MERHE B R K9 P IRERAY T IR /BB TT IR

8. Amazon Q FFiA%#k SQL 5B , kAR AREZE/ L0,

9. SQL RBHEMTME , Amazon Q @ER—PMERWNLEXXH , ERNXH4FBHNAMEERH, EF
ERNWHLANEE , ATHANEIZITEUAEHRRE,
Amazon Q ELRMH —NHREHE | FAGEPAMMHEE,

10. E#FAKWfE , IRE AWS DMS #2552 RIEH SQL REEEBENBEERE.
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BE Amazon Q F R EREGTITHERNKD

&R LAMER Amazon Q F R EBRGTTHERTE , N TITNNARFRHITRBEGR, ERHRAN ,
BREREFNBRERFFALENEEXH , Amazon Q 2BE —RIITRERFAB, BB HiR
BREH , Amazon Q RELBMN A EIMEHHENRD , URIETENERME. BXRESEE , FSH &
A IEPHERE. Amazon Q RELNFREERIZ— I X , AFRBERIRXIZI X ¥
MERE , BUIRZIXEAZNREI X, NITHEERSEIRBEF,

BEFBER , BAREGDTIEHATRENRIE , AESEHXHSHREH B ERIEL,
£l

« FER#IME P RN

)

« B Amazon Q F R EREWSITHIEITHRIRIEL

- B STPHEERRAIE

« Amazon Q F R EMRMSITER T ERAT EidF

FEA i ER 5 R R 2 X HE

RIBEHEIESR , Amazon Q SEEW AR MIRERRITRIEHE, Amazon Q ERFZIHES 2 S REX
RIGFITHIE, BERX—FTEMR , Amazon Q 2 FRBREIENARMINE | NEMHVTE#HTHEN
Mk, MXTERE , RIBESBOEERS IK , HET — SR,

FEARMIME P HRITHEEEREL Amazon Q ETEEFRIAERRANR , MMHS BRI R FHNA
B, ATERAREMBRESEARBIREREE Al-generated RBBHZMWZ XL , Amazon Q 2FE
HEFHERNREBUBRZ LR,

@ Note

Amazon Q £RFELMBWFER, WARRABTNITRR. NBRESE  FEEEDNE FEEF
BEABRERIENWG , BFLNERENRBRTHERARZEMENERIE,

DA
AR T3

BXRETUATH TN SREGRR |, ESEE Amazon Q FFRERERTITHIETHRIEEL,

ERBHHEHRITE Amazon Q FXERTULEESHR , BETUATHD
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gct configure

EB3) Java ARFR , EETUT®ST. W F<your-source-java-version> , &AL

W AJAVA_1.8JAVA_8. JAVA_11, JAVA_17. ZHIAVA_21, X F<your-target-java-

version> , AT LA AJAVA_17=KIAVA_21, --source_version # --target_version #H
AESH. --trust ATERAERIIGE , ARNNABHTRIEURELZS M,

gct transform --source_folder <path-to-folder>
--source_version <your-source-java-version>
--target_version <your-target-java-version>
--trust

EFASQL &%, BEITUTHS

gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>

EEFLHNEANDOTRRIEREK , BETUATHS :
qct -v

EIRIFLRMEXHEER , BETUATHT :

qct -h

EEFRRMELAEIRS , FETUATES

cl2

gct history

BREFNEERRELFTLEZNESREE  FERESTITTFERFLAILIESR,

B Amazon Q FFREREB TITHIEITHERAEL

ZEEM Amazon Q F X BRGSITIEEGSTHRERRB , BEEA TSR,
FRFM

EWSITHEIHRRELE , BIUHBE AT EREM
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o MRBEHLE Java KBRA |, BWIE ERFSET Amazon Q A Java RASH o R4,

o MREBERHM Java NAFHERAR SQL , BHMAZERFSEN Amazon Q ##fr A SQL YL R
B

s BWBITHERERE Python ( ATREMTITIE ) , BZXEFMW Python REFET 3.12,
« #&BIETE macOS = Linux R& Lia1THEl,

- NMAREKRNTEE 2GB.

« MREHL Amazon Q AR ERBII , FERERBIA R

FSB 1 EFFHRIE N HRIMNR
AliEE IAM Identity Center #1TH M RIE , MEGHITHRETHEREL, FHAEEEEINNR,

(® Note
WEITHRRITHRRELIZBEFEERR,

s BN AR BR

AT S HRIEN Amazon Q FFREMITHEFTXEKE IAM H14 , BAERZEWTITPHITERAELAIR
PR HEIRER , FWALH IAM BORBIFAS T ST LETERPE LR,

&3 Amazon Q FF & EMITFE A IAM Identity Center ¥ 1T & 33 iF

E&EiT IAM Identity Center RIEH 17 , BFHEER I Amazon Q F R EREZLEENATAS
HEMITE , BRERMATEANMNNER URL TR S HRIE, BHENEE R AT Amazon Q FFRE
IRIEZEFIAPREZER URL, BXEZERE , BTERERAT Amazon Q FFREMMEL URL,

ERMAAENR |, BSFF IR,

BEELR A4 BENSOBIEFRHEZESLR URL.

SH2: ZEXIE

1. T Amazon Q i BT T EH KSR,

ETHIENIBERE , BSRMRAT £12F.
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2. BWIE Python REIEELIMREURKZTE, BREMNRE  FEEFELXRIENERPH
FLWEQ , REETUTHT

python -m venv qct-cli
3. ERMEERIMINE  BEITUTHS
source qct-cli/bin/activate
4. BEBDTIHRREZIER  BRELAVITENENESTUTH S  HPE8 2T ENRERREE

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-
any.whl

(® Note
MREEANRIBRANGSITHRETE B 1.2.2 BRAEBTHRWRAS,

5. ERIIZTARBERE , BETUTHS :

which gct

HPR 3 BIRRBITUA RS (AT )

&7 B Amazon Q RAERBI AR M , IR — YAML X4 , AT 5 HIE BB R EREER T
FRBNIGIMRA, BIRMEIZXMH , BAIEE Amazon Q ATEETSE B 3R Bl #Y 58 = 75 R BRI 56 — 5 4K
B, BREAGIAHR.

B—HFERBI  BENALLEFNE, BHENER  REXBRAKALTANEFTH. Amazon Q A
WIMEREABE | AEEXEE -SRI, BXESER  FHH EXAMHNEHFWENRD, 5
ZHERBI : LT AR FREBIN , FIEENARTE.
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IEAIE YAML XA EEEARME — S |BII , Amazon Q 27 JDK A4 ( HIZIM Java 8 ) 17)
HEPXE#ITHAR. ¥46 JOK ARZTHE , BB LIRMFEREL (M 17 217, N 21 F
21) RFAFKEHE =T KB

Amazon Q SERFRIEMA JDK FRSG , BRI B3 MM FEREL AR FIEE=HFHKBI ; HE | #
A1E YAML XHHIEES = BB EARA | {RIEFE A RERTRE A RIX L8 E R R BT,

HMEED , Amazon Q SR RERMMBIAR M. MERMY , FEBRRXAEELER, YAML X

HHURBEUTFR :

* name : KBIA L XHHIE .

« description ( A% ) : KBIUARXHNER | RiZXXHENNNERRZ R,

- dependencyManagement : ‘@& FF RV KB4 5%,

- dependencies : ZEFEH R ENBMHRFRA,

* plugins : BEFARIBH B MRFARA,

- identifier : ., A KBTI B .

- targetVersion : kI E F R ENHI AR,

« versionProperty ( AJi%& ) : KB MRA ( ERAH pom. xml XHHIBEN properties HREE
X))o

- originType : IkBINKE | FEERN FIRST_PARTY = THIRD_PARTY,

AT BN AR YAML X4 K Amazon Q T f#AT Y S EH & /Y R P

name: dependency-upgrade
description: "Custom dependency version management for Java migration from IDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"

targetVersion: "2.1.0"
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versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"

- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"

plugins:

- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

R4 BENMSHRIE
R ERELF |, LAFET IAM Identity Center TEFR FHRIE , HREZRIRATENEEFIS.
1. ERPEREERE , BEITUTHT .

gct configure

2. %\,;uéha'\ﬁ"d] ﬁ’ﬁ%’ii‘iﬁﬁ’] Java [RAH A JDK B8R, BLRAFEE Java NARRAH JDK 3

3. $ETk, BB IAM Identity Center RIFE % , RESRREBHA Amazon Q FEAERZTLEE
1T R B & ST X BBV &2 28 URL,

RfE , BUT A A LT AWS Ei‘JZ R :us-east-1. BXRZXHXEBNIIR , 5
FAXEFNXE : . BAXXERBHNIIR , E5H (AWS —RSE 5/) PHXEIRS

4. BHWEEBREFESREZR configuration.ini X4,

HR 5 BEITERAEL

BEGENITHERRRE  EEFFERENG T,
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® Note
RBHFRIREP , FOXRALTBIUTEN , EAEFimHEEERENMZERE,

Java upgrade
18 SRR T X

£ Java RAFALIREF , Amazon Q EK —HHRITR , B ERBRTHIERZITY. XT
ZITX , BAEREITUATIEHR -
« X Amazon Q EALNE (MNITRIZEHESIRBIERF )
« RRRB
« XA <dependency1>, <dependency2> Hl <dependency5>
o ALK <dependency1> = <dependency2>
- BEEFEARINHN BIRRA
« RRRB
* ¥ <dependency> AR EBLhRAS ( M3 <version> fR7A )
 $EE Amazon Q ERITHS R
« RRRB
- RERLHER 1-7
« FITEER 5-9
o ANMBFAARHKBIN (REARBNEFH JDK hRZ<et o] A bk )
« RRRB

- BB <dependency1> A E <version2>

H% Java K52

1. BITUT@TRES Java AL FREL, FF <path-to-folder> BN FHIRABRAIENH
REFEE , ™ <your-target-java-version> ¥R JAVA_17 = JAVA_21,

gct transform --source_folder <path-to-folder>
--target_version <your-target-java-version>
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oIk
- EEEESAROMEBIA , FHM --dependency_upgrade_file &I , H i BRI
IR SRR

s ELREEEREFRERITR , FEDSPIRM --no-interactive ¥5&. AT Amazon Q
TEEREFNITRIREAR IR | BT EFRESTR

BIRFT AR, RESWITEMN Maven iR, MMREH Maven RATETFREZIERA , 2F
BT

Running command: mvn --version at: path/to/current/directory
Your Maven version is supported for transformations.

MREH Maven RAEFEZ X5 , BEEMREATREHAE, BEXESER , BSRALREN.
WMREARRI --no-interactive #5& , Amazon Q 2R REN R ITRIIRMR B, BRI
FAEARRBREFZEH TSR , & Amazon Q XIFZIENR , 2EHELRITR,

Amazon Q FFiaE#R, HELBEPRERSERH. HRTHGE , Amazon Q RREHIRE R,
B & & BB 3 B R,

HEEHRBLERE Amazon Q BIZH#F 2 X, BEEIZIT qct configure BHHIE
£, Amazon Q 2BE —RFEZRXRERERRBRER.

EEE Java IREAARERITE —RER , BEE-—RERRBRERFAENR —2XPE3IE
ZIREER,

SQL conversion

Freael , FWAREESHEREA Amazon Q FF A ERFEKR Java NAREFHAVIRAN SQL , THRLLE
R EA RN EREM

1.

BEHRBRHAN SQL , BAMEUE—D YAML X, HFEEXRKE AWS DMS 7RI E
K TT BRI STAFBR AR

TR BIER
schema_conv_metadata_path: <path-to-metadata-zip-file>

BT T SB35 SQL e, ¥ <path-to-folder> B S BATTE XHRH
%R , N <path-to-sql-config-file> B NEELSER 1 FAIEMN YAML XHER

BRI
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gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>

3. % Amazon Q SRR THRIBEBXXHFHPRMBIZANEN | 2EFIEERGH T BFERNZIA SR
¥, BHERAT SQL #im%EHE , ABE YAML XH4FRMFTFER schema: <schema-

name>=,

4. Amazon Q Fria%if, HFEIETHLIRSER. HRTHE , Amazon Q FREERE R,
A & 5 e I8 34 B Fan B A

AL EHRBLRRZE Amazon Q BIEHHF 5 X+,

g RBUE R AEL

BA LA R E E B YA IR, BRRELESTER 12 M, ZETIRERERIT,
EEEFRECHRBEREL | BRITUTSER

1. T CLI&¥we , I TRE LAY Ctri+Co

2. ERREEFERIUEER,

- ZEEEREHEEELD  BTRA 1. B7E 12 /MREAUT QCT se SR E A | ket
TRWEEM . "qct transform --source_folder=</Path/Given/Originally/To/
QCT>"»

- BEHUHAIBFREL , BRA 2.

HEaTITHHEERRFE

UTEETHEEHEMEA Amazon Q F R ERERTITHERNARFITEINERFE,
NI AR ETETTERIFH ?

MREBIUATHR  WRARTEORIENGEEESHEERF.

Refreshing bearer token

('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred
(InvalidGrantException) when calling the CreateToken operation: '))

('Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token
due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))
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ERIER , FETUATHS :

RAriEmE

rm ~/.aws/qcodetransform/credentials. json

MRS B EIE ST , EFET qct transform S LAERB E#REL,
AAREAGSTIENRIRA ?
HETHWTITERIENTRESE , ERRENEAIBRENTE,

ERREATENSEHRE , BTRIENEFRL. RAERBEEHTENREETUATHS , Hha
ST ENRERRE

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl --force-reinstall

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-any.whl
--force-reinstall

(® Note
MREEANRBRETNRTITERIE | B 1.2.2 BRAETHNRES,

Amazon Q FF R E R TITHRR T ERAF LidF

LT EREASIHET Amazon Q F R ERGFTHERTELSHRBERENEFHEE. ZRESER
AR TEEEE. R BHNMARTHA,

MR K1THE KAT14EA
1.2.2 (B#) 2026 £ 2 A 26 A #£ QCT CLI #3FN T AWS H

ENHRHNEEEE, MITH
oy BB R R R M ES B SO
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RAriEmE

JIES

RN
o

o
o

o
N

o
-

(@)
o

2025 9 A9 H

2025 8 A7 H

2025 7 H 218

2025 6 A 27 H

20256 A6 H

2025 4 A 16 H

2025 3 A 13 H

20252 A 28 H

K1TUEA
o ¥THY--skip-bannertr& , A
FHIFIEE S

E#H 7T Maven ¥ |, AITEAIX
FEMBEREEE—H X POM
X,

HETXE  MEXREERE
WA Eidx. Maven Java T B
A ERE R AT AL,

BT X MEXFRER
N8 X A9 B

WOTERIENEERK
1, XEZFFITHE Amazon Q
Developer Pro , &3 AWS
IAM & 13 03 4T B A RIE.
FENEMEX (EZRE)
T X #F.

M T X, EIFRAK
B RSME, X T R
1T,

BREIEE , BRT ElRE R
HIWEE  UAREBEE—7
R EY DL A2 e 5 4 SR T )

B
o

BE IAM BIES4E , TBHR
ERMEAWS X ; BEE
REEERRF , JEREBE
& REARES.

BEXFELER IAM #1TE
B¥IE, AWS CLI
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KR AR K1THH KATUHEA

0.41 20252 A 17 H HiREE , BB FEA
Amazon Q Developer 1] & #Y
BE AWS XiF V&,

0.4.0 2025 2 A 14 H 8T XEF , EXEN Java
NARFALKE Java 21,

0.3.0 2025 2 A 12 H T XE , DEXSRR
Java NAREFFHERAT
SQL,

0.2.0 2025 2 A3 H HETXE  IaEXEESZ
RERRBAREH Java £
ER

0.1.0 2024 £ 11 A 27 H IBIRA, XFBELGSITH
% Java IR,

EFHBELHFIER

Amazon Q 22 EC B &K Java HiEL F FidF , X% IDE NI RERE, EFHRMELDE
15,

HRRELAFIEFIEERELHUATER

- BE  BHRARAL B RITES A

- AW CHRRMBENEH

« R BRRAELB 2 EPRES

 FEAtE  HHREAL A SEREK

« 1£55 ID : FARL A RE —FRIRAF

- ERHIT  BEOLIEMERBERANRLERIT XHFNEZHRE
- BE BT ERRNERBENFNEERRE

HRRE T


https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-0.4.1.zip
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-0.4.0.zip
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-0.3.0.zip
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-0.2.0.zip
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-0.1.0.zip
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® Note

Bl RIEFHRERZIBERBENTAVRIRIFIL ., BXIheERMBH , 30 _(Amazon
QARERASER) XHEAEIER,

£ IDE REFELFFIEF

(® Note
B Hi Itk T 81X 7£ Visual Studio Code # 8] A,

Visual Studio Code it/ V&L HE REH Java e 7 318 %F.

HRPONRERIIHT X 30 RAZHFHY 10 KR, MRIEH | BTG EERREMG , 005
MRS AR BRBE B, FRENER KAV FI 4o

KRR

EELFFIBRREF , B HREREE (NERNTXH., BEXH ) . EENNAEE , BITE
IDE AT HEZRAH TR/ E,

XL SABIFMEE aws/transform BXAH , AtE B EZENZE ZHREFELHPETEHLN
=230y AL Lo

IR L ARZS

& T LARI R 4L 7 218 R 2R R AV AR MIRAS o BT SR K B9 1l AT MBR 35 25 i 3R 16 T RE 15 R [B) 2 2 BR 55 2R Y
BEHRE ( Bla7E Amazon Q BEBIRE KM VELET ) o BB ATARIFESTTRAIEL , ATHEHKRE
N OE LG

A& 3 FE IDE ARz AT BV ARl A 4l 77 SR 1 5%

£ Visual Studio Code # , FIE®&/ELE ER WU ARIFME . aws/transform B XA, FE
RAALERIT

.aws/transform/
### [project-name-1]/
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### [job-id-1]1/
#  ### diff.patch
# ### [summary-1]1/
# #  ### summary.md
# #  ### buildCommandOutput.log
### [job-id-2]/
### diff.patch
### [summary-2]/
#  ### summary.md
#  ### buildCommandOutput.log
### [project-name-2]/
### [job-id-3]/
### diff.patch
### [summary-3]/
#  ### summary.md
#  ### buildCommandOutput.log

HOoH HF O OB OB O OB OH R

ERTTHEEFLAEIER
NF B STIITHRREL |, AIEEA qct history T EFHIRELFLIER , HXFEE L

Lo
XF CLI, HipElLWHEEREARMEFMTAE . aws/qcodetransform/history/ B &HF,
£ qct history &

EERRELALCKNEMBTMT

gct history

MNERAT , ZHTRERENN 10 ZEREL , ANIERELEFERETHHEL,

LE B ~limit FEIEEEE FHELFLIEREE ., M, BER 20 £EL , BETATH

A .
m .

gct history --limit 20

Java AR fEHEE
LUTERTWHBEHEEFEH Amazon Q FF & &R Java NAREFFIEZINE A&,
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£

« N4 Amazon Q TEEEBHIE ?
o AHAEKKN Maven T HEKT ?

o fAFF Maven FINEIFRB PATH ?

« A4 Amazon Q THEHEBERINREE ?
- NHARMNERE S5 PHERKT ?
« NHARTAETHRREHKE ?

o WAHRARBERAE?

o AATIREEAFRIRAENL ID ?

R A Amazon Q i EEZBHIE ?

WMREHT A LEXW , WATRERHAUTENDBEFMHY. BESFHEEE Amazon Q F &I IREX
RIE) EB,

F&:

« B/NIE K

- £ IDE HERERERE

 AfFIHE Amazon S3

BNTLE R

N T HEGRIEWRE |, Amazon Q REK—MH B M , EhaFERRAE. TR KBBNEERT.
HIAEA AV BRI M4 R/ 2 GB, MRHERI ST B # 4 RN EXREV IR | W ABUR /N E 89 K
PHIZHABRBPNTE, EANERBRRBEHFEFNEWEXHNRDN. BXESZER , F5
B8 a0l i (R AE 34 B A& 2

* IDE fEERERE

R T HERERAREE , Amazon Q £F &/ B ¥4 L& B RSMAER Amazon S3 7M. £ LETRE
b EEMA SSL & TLS iF B Amazon S3 &M IDE 2 BN EE., NRZEANERERS
2 MATEEENRIBRSEFEHMN SSL FH TLS iEH , BN Amazon Q FEE LEERWTE,

MRBRF ERBREBERWER , MAREEEN IDE RERSEEENFEENIEHHEHHid
REIRE,
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® Note
MRENTHRNKRERSHRIABAEEE , WARELXBISIEREXNFEB, MRET
BTUTSRREELS , BNHERE , FRARAENNEEE R UBRATEET IDE &

Amazon S3 BE. AXEZEELR |, S AFHE Amazon S3,

£ JetBrains FEEIEH

E¥ JetBrains IDE Java E1TRE ( JRE ) LB N EERERSEFEAR SSL = TLS iE$ , Z00F
SSL = TLS iE B S A JRE Y cacerts X#H, % cacerts XHE—NEERATEZSEENTE
RIEH (B HTTPS M SSL) , ER JRE ZLREN —2BD. ESAULPR , BEKATRE.

(@ Note
BRIMNBWEB K cacerts X2 E#TER , ERNEAERBULSRLEEZ LR

Ao

1. ¥8E JRE & cacerts XHMKZR, JetBrains IDE TR M EF JRE & cacerts XM EREUR
TIRERSZFNEFE AL JetBrains IDE FrRAS,

LTRELRERLSH cacerts XHBENTRH, ERENRERSGEUAESERH,

® Note

<JetBrains Installation Folder> 8% % JetBrains "M B %, LEZRBEER
ELEIBRFIEEN,

Z jbr XX K FKE JetBrains IDE 48 E — &K JRE , ©ER & 7 JetBrains IDE £
B 5 E4HIM JRE K4S EMRAS,

Windows

ZE#E Windows L# JetBrains IDE cacerts BIXHRER -

<JetBrains Installation Folder>\jbr\bin\cacerts

Flgn |, IREE Windows EIF JetBrains IDE ZEEZRIAMIE |, NIRFEATRER :
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C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

£ macOS LH JetBrains IDE cacerts RISIHRER :

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

fBlgn | ANREIE macOS LIF JetBrains IDE REREEIAUE |, NBRAEER :

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

FETE Linux £RY JetBrains IDE cacerts BIXHFBRENR :

/opt/jetbrains/jbr/lib/security/cacerts
2. BEFEES AT cacerts WHHMWIER, EBXHEFEEE .cer, .crt 5 .der XHFTE
Zo NRETHEZSERNMBPLILS | FHRRENNEEER,
3. FEPSFA cacerts BHAE, BULUEA Java keytool S HHITIIRE,

a. HFAGTRRG, REMAUT®HS :

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. XF <alias> , BULURABESANIERFIN—NER , MEHRBSE, HEIA A&,
c. XTF <certificate_file> , BHHREESANIEPHER, INZEEEIEHH
.cer, .crt =& .der XHHKE,

d. XTF <path_to_cacerts> , HEEZLESR 1 FRFM cacerts BREXHHRE, X
RIEBES AP,

Flan | MRBFE N my_certificate.cer WIEH S AZE Windows L IntelliJ IDEA ARS8
JRE 9 cacerts BAE , HEERNZIEPIEES R myalias , M SRR :
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keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\IntelliJ IDEA 2022.3.2\jbr\bin\cacerts"

4., ESATED , REFREREWAFTHAERDB, cacerts RHRENRINFRL R changeit,
5. BTZwTRE , REFNEREEELEH. EWANEBASHERSA , BHA yes,

6. BRT JRE 24\, BAgE A EEFEBRME IDE KG, BXEZEE , 55 JetBrains X4
#J Server Certificates,

£ Visual Studio Code g & if

ERE Visual Studio Code LAMEERERSZ[EHAM SSL = TLS iEH , FRREHNIREREHE T LU
TREBIRE,

£ macOS Lt} Visual Studio Code EtiEiFH
£ macOS Lt # Visual Studio Code Bt U TREIEE,
FHEBRMMEEH macOS AR

WMRERE , WBIFAERS 2= EANVIERRINE macOS AREHR ., BXREARBRFMIEBHE
B, BEZH (ARBHREAFM) HHE Mac £EFA AR TR FHEFR R MEISAR S,

#Z % Mac CA VSCode ¥ RBEEF

Mac CA VSCode ¥ BEF o1 Amazon Q 15 [RI#&1E Mac L #Y“4A BE & 15 R AR INAYIE

ZRT BERF

1. TE VS Code ¥ BEFE®E+PIEER mac-ca-vscode , ARFER Install,
2. E#RBE31 VS Code,

£ macOS E¥E#7 VS Code IR EIZE
EFHUTRE K BRENAKEEEBEE VS Code,

1. £ VS Code FITFRE,

2. HEEREHHMA proxyo

3. 1E Http: Proxy FEH , AINENKIE URL,
4. HUHE$E Http: Proxy Strict SSL.
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https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode
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5. 1£ Http: Proxy Support FHI %R | 1% on,

6. MEIREBEEEED , WA http.experimental.systemCertificatesV2, %% Http>
Experimental: System Certificates V2,

1£ Windows £ Visual Studio Code Bt& i+
£ Windows £} Visual Studio Code ELE U TFRIBIRE,
1£ Windows LYFiEH R MA ZEFWRIES

MBXEE , MATRRE RSS2 EAWIERFNE Windows R ZEENBIEBMENEFEE .
ERMIES , BEAUTRE

1. IFRZEIEF RunpHED.

2. BWALT&HSLITIH Certificate Manager T& :

certmgr.msc

%2 Trusted Root Certification Authorities &4
Right-click i , EBFIEES , REEESA.. .
RRBAHNRES ABHREBIES,

SAUBE , BINERERM,

o o &~ Ww

£ SEENBIIEPMEANE F4dh , WE EPH’. Right-click RMMIES | REERE B
#”, 1£ Certificate purposes T , Enable all purposes for this certificate JET R iZ% 2 1%& F IR Ao

Z % Win-CA VSCode ¥ RREF

Win-CA VSCode ¥ & o Amazon Q 15 [R¥RTE Windows FRZRINE| AT ERIUEP AHIEH,

ZRTBERF

1. fE VS Code REBEHHF#E R win-ca »
2. £ Inject THIFIFKH |, %&# append,

1£ Windows ¥ %7 VS Code HHYIBIRE

EHMUTIRE  BRENKESEBEE VS Code,
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https://marketplace.visualstudio.com/items?itemName=ukoloff.win-ca

Amazon Q 7F %% A5
1. 1£ VS Code HITFFIRE.,

EEREFRA proxy.

£ Http: Proxy FE&F , AINEHNAKE URL,

BUH %42 Http: Proxy Strict SSLo

£ Http: Proxy Support TH 5k | #%$% on.

FiREERED | WA http.experimental.systemCertificatesV2, %% Http>
Experimental: System Certificates V2,

7. E#HBE3 VS Code,

2

FF ik Amazon S3

ERHHEE , Amazon Q £ EMNEB £ BIRSIHER Amazon S3 FiEiE. MREBHMEHALE
RECEX Amazon S3 FYIFRIMXPR , M) Amazon Q FFLiE L&A EHNIE,

NER Amazon Q AT EEERNITE |, FHRANREREME MR EZE 4 (HlanEiEE KT (DLP)
KB BCE N A FTH R Amazon S3, A ek FEENF Amazon Q L&D B B Amazon S3 FEMIIA R
HHER, BXEZEE |, HSRAZEY A RIFHIFRE Amazon S3 7 # URL A ARN,

MBEEHRABITE , DLP XK EMM KA G MR AREE N AL FH R Amazon S3 1Z6E4 , NI ATEE
SFHERH BRI EZ, MREEETFEEEBIAARTIIR , WAREEEXR —IR/DHITE |,
{8 Amazon Q AT LU HE £,

RNAHARKK Maven XK T ?

LT BB A[BEATE JetBrains # Visual Studio Code IDE & Z|HY Maven BB a8, HRIEHER T [A]
B, BMAREE Maven iR , NTARERENTBE BT T RE, FHAERAEFHNERRBRIE HH
FRE , REERERERENTIB,

1£ JetBrains FE#H Maven Bl &

MR HF Maven S8R RIS 2 JetBrains AR AN |, N4EIRBENERE Run &M+ LE, FHARE
FREEHREE, UTRETEEEH RN — LR :

- FBREM Maven EHERIRE RN Bundled, 7E Settings XiEHERF , BFF Build, Execution, Deployment
284, BFF Build Tools 2f4% , AFEF Maven, £ Maven home path THHIRAF | %&F
Bundled,
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- ¥R Java B1THIIRE ( JRE ) EEFERAEMNINE JDK, £ Settings XHiEHERH , BIF Build,
Execution, Deployment 8%, BFF Maven #i%3#F Runner, 7 JRE THI%IFRF , #%$F Use Project
JDK,

- #{R Maven B/5 B, HI{E Settings , REIEE Plugins, 3R Maven , REIEE Maven k. IR
R E % Enable 24 , HE R ZZEALUZ A Maven,

£ Visual Studio Code FE # Maven Ei &

MERAT Maven S G RIB S H VS Code FEVERMRAN , N LEMIED R HITT B EHIR B EHIAR
Xt fER BEFRE B BRR B,

BREEE 7T A TE—EIN :
- BB EW B BXHRHPEE— Maven 2ER
« &H PATH 18 Amazon Q X## Maven iR

BXEZEER , ESRWNAREF Maven 7winZEIFERAY PATH ?

WA S Maven D EIFKEY PATH ?

BHETMEH Maven 232RH1EN T VS Code FERARD |, BHBIME R Maven FHFERME PATH

TER,

ERELREBREIEBRE Maven , i57E Visual Studio Code Z AT IRIERZRIEIZIT mvn -v, &
NiZ4&EE Maven MiRAH & H .

WMRIEZTE Visual Studio Code KimHF M T RIEMNBERSK RTIREHE , RBEWMREKRAEZH
%, MEEF Maven {INEEH PATH,

B Maven RINEEK PATH |, iFRBEITTEN MR A TRE,
macOS
E Maven HIIREH macOS PATH |, F AT HE,

1. REER Maven RE B FHELE Maven IXHR | RERFIZXM4ROEE.

2. HEBEEWYREESPFITH Shell WEEXHF. X TFE&EFHH macOS A , ERIA shell 7 zsh |, BR
INEEXHMNTF ~/.zshrc,
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TR IEIE B AR, 1% M2_HOME WER BN BESR 1 FREMNEE :

export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

XEGSHEnvn MU ERELKIETFER,
XAFMBRERZELIRE OHIRHFTE Visual Studio Code 3£,
4. EIF Maven & ERMEIEH PATH , BITF — NN BRERZKEHETUTHS

mvn -v

BR1Z 2 E T Maven MiAH 5 H .

5. &% Maven HHJE , FE#H/Z3) Visual Studio Code, B HREEFEEEHMEFITEN., ITFH—
N Visual Studio Code & , HIZTULTHT :

mvn -v

WMHENESER 4 dHHAER., R Visual Studio Code B AR |, FEIXUTREUNRRE
MREIET :

« B & Visual Studio Code & PATH &£, IDE ¥ EBREFAREIEHEE X PATH , FES&
HEE PATH ZETRE, HET BEFICEEHMNESN PATH REER,

« & Visual Studio Code FEHIERIA Shell, MR TCHIZEN zsh LA EHME |, IEXT Shell
BEEXESE,

Windows
B Maven HINEIER Windows PATH & | A TS -

1. KEIEH Maven ZEH FH L2 Maven XX R | RERFZIHEFEE,
2.  ¥TFF“Environment Variables’& 0 :

a. 1&#F Windows R AT FFIE R,
b. %A Edit environment variables for your account }EEE

3. 7 Environment Variables B0 & , & Path T8, NMREELE Path TE | HFi&F Edit...
%E%ﬁ Eo tu%ETEU Path XE y -lﬁﬁ?% NeW I%\i\jju_/\o
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4. EHILH Edit environment variable BEAF , MGWM AR E#H1THRE , RNEIEFE New BUR M
KR EEE,

FIAE Maven BEFEBRNESR 1 PREFNBRE , REFZBEFMAFFE, EBRE
REAM\bin EABR , WTFHIFR :

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

5. %% OK RERRESKHE , SRAIFTE Environment Variables & O F B X i&F OK,
6. HAFWGSRRA , RARETUTHS :

mvn -v

BRiZAEEF Maven MRAH & H o

R4 Amazon Q TTEHERAD ?

WRE Amazon Q WEBH KRB IR AN | ATRER RN BN B IR B H X Amazon Q WERBEVER
BEHRHITERRE, ZuEEFHUEREHNABXI,

EEF Amazon Q BHHNMWEREHE  UBERSTUNIMAE #TENR. U TR — L geraE
Amazon Q HEREBHE W\,

BBR pom.xml HHY4 I ERZ

WMRIER pom.xml XHFELXER , Amazon Q FFEEKEMERH , R AT EHEENK
L

LAR 2 pom. xml X4 A EETE WAL R BB RE RAI

<toolspath>
<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11.jdk/Contents/Home/1ib/

tools.jar</path>

</toolspath>

BRI LERIEHCIEENKE K MAEEALNEKE, UTRUNAAANBEERINEITBEN T
Bl -

<toolspath>
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<path>${java.home}/../lib/tools.jar</path>
</toolspath>

T 8 70 3=, AR RS BR A 3 SR AN SR B R

Amazon Q EHEEN KB SEERNT B FSTEMETN . R E TN I8 A1 A AR
FE , Amazon Q RTTEG RIZBERE , NS BEERK, NBLEEREERK , FRXERZE |, &
M U 3 o R R AR B T A S BR T i

NATAKEVEIRTE 55 DHERMT ?

MRENRRDFEIRIELTE 55 T E RN , NENADAENE ATEEY THENRERSG. Ba, W&
REDRY S B FRFIH 55 B8,

MREN A1 B R E 55 7 HEKETE |, F4EET B R ERFRAD, MRENAMEE
BELEARBHRREENEER  BPRECNANE FREFETRAMNIEEMIMEPENERNE
5. ZRBEAKMEETHNERAEG, EEZRHN BRI ARTENLZL IDE HE Internet FRIGH
BBV ERENRE,

NFABTETHERFH NS ?

MREEERTRETETHAE , TERAUTENREMY. FZH5EE Amazon Q HEEIM
IR RIHY E R,

£

« BANTA X/

- E30 RATHKBER

- 7 IDE ¥R ERERE

« BER JetBrains KEIREP I BEAF

BN K

HMZTRE , Amazon Q 2ER— MBS (HPES5ARENRABENERER ) MRRHEE (2
EEXFHMEARNER ) . MEWHESFTFET 1GB, IDE T8 THE.

mBHEREBEHRERES , BT ETHARENRABRERBE, ZRXEHRR/PHIE |, UBFLEERR
KB EHEG, MREBDATFRE , BHRR XF. X X 5 Amazon Q BRRWER , B2 HAEAR
Amazon Q A X EEZHX .
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£ 30 RN THABER

BEARERBHRBERNFRERRTREHN 30 RATH, WREBZRTRNESET 30
R, BEMBIHRRUATHERH.

* IDE FEEREIRE

Amazon Q 2 MBRSFHHER Amazon S3 FHE THRAREHNE, THIEN - HRER SSL
5 TLS iEF 4 Amazon S3 M/ER) IDE 2 BEMBE, WREERANINERSEE  NAAEEEN
RIEARSBREEAAY SSL = TLS iE+H , BN Amazon Q FFE LEERTE .

ETHNAE  LUEFEN DEEENEHRIFPREMNEMARERE, AXENRKEBERENESE
B, 2 &£ IDE PEERERE,

il

#BR JetBrains REEIR BB E ST

WMREEH JetBrains IDE FEE TRERE , WETHAREHRBIIARSEINATHIR

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

AlgE = H T&H IDE BARERER No proxy for FERHPFEEBESR (*) FTE. Amazon Q EAKY
Java SDK A FHFERPHBE/FEE

ETHENRTE |, i5M No proxy for ZERHPMIBRFIEEE S , RAEEH /B3 IDE, ﬂﬂ%"‘*%?‘a‘
N IRENEY , BEAENREXMARBEERF. EFEH JetBrains IDE AFRREBIRE |, ESH
JetBrains X R HTTP K&,

wWmEE R B R A& ?
JetBrains F YA R H &

BXRUMIGR JetBrains BEXHEE |, 55 H JetBrains XHEF MW EHR IDE HEXHF,

E&EH Amazon Q £ JetBrains F X HMW B , 1% IDE BEFERUTEZR/E ;

software.aws.toolkits.jetbrains.services.codemodernizer

RIBERBELUAENERTFEF L, Maven ERHEEERE Run &MFLE , HEEHELZBEHE
BHIHEHNZERE,
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https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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Visual Studio Code Y5 E BE

EEH Amazon Q £ VS Code F A HHMWBRE , BERATTE :

1. EMSBESMETIEFRONE , RARERESSER
2. EHIMN S SEMRFIEZE Amazon Q: View Logs,

3. B IDE T H, EEBEXHH#E R CodeTransformation , i5fEA CMD + F 5
Control + F,

VS Code FRYRIBER BERIE N CodeTransformation:. LA T2 VS Code £3F Maven & &l
WX RBIRERK BEH RS

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found

WA R B R A R 4EML ID ?
1£ JetBrains FEHRERES ID

E7£ JetBrains &EHK RN ID , FEZ| Transformation Hub B9 Transformation details &I F |, &
5% Show Job Status ( Bf4+ ) B4R

£ Visual Studio Code F&EHEMIES ID

E1£ VS Code FEHKIEI/EML ID , E%ZE Transformation Hub F#i%3## Show Job Status ( B4 )
¥Ro

£ Amazon Q FF X BEM R NET MNRAER

Amazon Q Developer A BUEE £ K3 Al-powered E# THERIE R EH Windows-based .NET R T2
FF##E%F| Linux-compatible B A #.NET BIARF T, Lt , Amazon Q REEFHBIBFEF A NET
NI AR Y B RS H R Z #ThR AR o

ERG NET RARJIE |, Amazon Q AT ENRBE , BEBENARFAENENAR

AHEFRITARBER —BERITX. EDMTIEF , Amazon Q 2FFER NET R R B X5 H
ZIMMBE  BUERRITYPEETXEABE, KBAE - IHEREMEABENES , ©I1HE
B — N REFENRBET , W) SEEEE (DLL ) SATHMITX

HRIIESP , Amazon Q 2EKRRPUVRERDSEHN , EUEHPERRRHE. NARFEHRT
FXJG , Amazon Q 24K —HRE , AEERVERTRREUNEE ; BULRIEXLELE ( Witk
B)  BHINES, BIAESETER , Amazon Q 2XE8H NET #RG RHW B #HITHM b EHH,
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Amazon Q £ NET M ARFEBHEE Linux B, 2R TUTHIXBES

o ARESRA-A C# IiRAZFHRIIATH Linux-compatible C# MR ASHY K53,

« M .NET Framework T8 E|EF¥ & NET : ’Rk# Windows B9 NET Framework Il B & 2B F5%
A Linux WEB¥E A NET,

« EEMRBLUXI Linux REM - NERF. BRHABAHHTERNEE,

o £/ Linux RAMMERSES : I TEERAF TMSFEELLRBE Linux EHRFEMESITHFABRIE
%, Amazon Q 2R —MFARE | B EREEENAREFFIERITHIRE,

BX Amazon Q WA 1T NET BEMMWEZEL , TS TIEFRE,
FB

- B

« 7£ Visual Studio F{#H Amazon Q F X ERBH#E NET MAERF

« Amazon Q FF X ERIN{A%:# NET M ARERF
« f£ IDE FHEE NET #i#ta 3

BL &

1 IDE £ A Amazon Q #1147 NET #i#ret , EEFUTEREFRE :
o BEZSKBITH : Amazon Q EFENERELAFTLENZEARBITH, EftE NET HENAE
BATHR &,

- FRESW  BARMSTHRARRELLE, LRFEADT IDE FOFARRIRHE (B Java
R .

RIR BL &t
BESKBITH 100000 1T/X%3
FERES BUAF 1 MES

B4 AWS K/ 2 NERf
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£ Visual Studio £ Amazon Q FF X ER¥BHE .NET NHREF

£ Visual Studio #{# A Amazon Q D Windows-based eveloper e A TS , I.NET M AR FEiE
F| Linux-compatible B &K .NET NAREF-

H|A  TRFMH

WeE 2B, BFHEAREEEMRE IDE Fi8E Amazon Q ISR,

B30 NET #iFll gl , FRAREHNARFHRAT ERGEM

- BHNABRFRXEBEEA CHHEEN NETIH,
- BN AR REA Microsoft-authored NuGet 24 8k i< %

- BHNMRAEFREM UTF-8 FfF, MREHNARZEFERIEUTF-8 F£F , Amazon Q a1 EiKk
N IR

- MREHNRARFERBEBRMNESRS (11S) , MXERARIA IS EiE
* Amazon Q G EFTIETE KRB R HMBU , UEZABA, ENRBANZFUATIERE .
- BEANARRF
+ Web API
« WCF RS
- BEEMEEFER (MVC ) METTNARERF (SPA) WiLFEEE
- MiABE

(® Note

Amazon Q X #FERFEEAY , HliRazorMl B WebForms ASPX X4, & Amazon Q
EENBRGRJIME FRNE Ul BEH | SHRX LA BRITIRD #iR . 2 FEBTES
H— S ERNREL , FREE BHR NET AR LSRR R

HW| 2 RIRNARERF
BERHREN NET BRERIUE , BTRATIR
1. % Visual Studio RITHT BRI, ET CHNERLRIME .
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html

Amazon Q FF & & hRX AriEE

2. HERBEHRTFITEE— C# RBXH.
3. EERMRIRAFEESR.

4. E'BRAFRFEERD A AREGEEERRNBRAIRIIE , REEFEER Amazon Q FF
RERBIE,

5. FEREA Amazon Q F X EBRBEE O,

ERERRNBRSRIIME THURED , 2BNEF B AERENBRSRIME ; BURTZ
XE  LAREMEBRRRNERGTRZIIME.

ik NET BARRRATHRES | RREEARIIN NET RA,
6. EFEWIA , TFIRFEHR,
7. Amazon Q FF#A¥ RN, EUEFHERNERITY , THENRAEFNEEKRE K.

REITTTHBRPL , BUEBMNEREETBESCHZEHRE, £ Amazon Q ERFFESHER
BHSRE  ARREGRBE , SUET AT E BRA R,

8. WMETME , BEEHKFL , EREETER , EERUBPESE Amazon Q EWUHNEE,

9. EREFNMHERMHEE , TH Amazon Q FIBEENHARE ; EHATERFHETHHN .md X
f, TREREE,

MBERBAREHWE—INE FELinux BIERS TEEFF@A , BURMFHEFRO>XHE , =
gEit M AR TE Linux Liz1T,
a. HERETHEZEH  EBRTH Linux RERS.

b. REXIFT— .csv X, EFHTHENARFFRE Linux 81 , BFEXNTE REFRGRT
BHFARE., EREREMNME NN, FERTNHER, RZAGEA, BTSERWT,
T B IN{AI AR OR Linux SRR,

10. EENNHHRTHRMEERT , BERETUXEEPERESTE,
Amazon Q FF X &R NET RARERF

BEUTEY , #407 # Amazon Q FF X ERNIT NET M THERE,
DR AR HAE R ERIT X

HEFIRITIRE] , Amazon Q R EEAREFENNKD , BRABIRFAEREEEH, R
J& , Amazon Q £FFHERN AL LER RN MBZERRINE AWS |, D2 ENAEBE , ABEBENARE
AR AEER,
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EOMERES , Amazon Q 2FFER NET BRARIIME XD NS MBE. RBAE - IHBARHE
FIERBINES , eNHEER —MTHRFZNRBET , MEhAgEE (DLL ) AT, BIE
ARG R PTE T B KB , Amazon Q 82 BRI 4mIFFTETE FR RV RBIL , H —H %R |
REREHNAREF I RFEREZERAER,

RBOMTKE , Amazon Q ER—BHBRITX , HPHE THHITHEE , SBFRENKE4AS
R R EKBIL

RN AERF

HRIMEFE , Amazon Q 2AEREHEREFHRREEFENRE  BERABTZERZE. B
J& , Amazon Q TR BHENARRF. B@XABTMENAR  NREERNWEBIFTBLE, &
Amazon Q EBEEMKBITENESRA , 2 EFRHARVBREREXER,

RO NARFNUTER

« F C# IRAE I RTHY Linux-compatible C# MRASHI X1
« % .NET Framework AR EEF & NET , B4 :
- RBIFERBRI. FEM API
o AHRMER NuGet B 432 AP
- EBIEFEEITH
- BERRHHENZITHNEE
- BMABHE=SS
- RbE IS 1 WCF A
- BIRAFFHEIR
- EERBIUXH Linux REM , BEXNERR. BERNRBHATENNEE , LEARAERBHNBE

EERMEEHEITE

BTG , Amazon Q AR —HHRRFEE , EFESWNARFLUNTERNHEXEE , BFXE
MXHHE, EFNE. 5N API S, ELFIEMERRIITRNER (SHEZ A T34
FB, SUEEMEINEIR ), EETEELSRFATHREI[HE XS THESHNITHEE,

HRBEPGERREM Linux BIERS , ATETINARFESI Linuxk REUEREEETANAF @
Ao MBERBADWEMBE ZTELHA , MATELTHE—4 Linux SRS , EHEE Amazon Q
R T ERRRE Windows-specific FEET, EF—RBARINGZTEAITH , BEFREN
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THERMERTHETERR Lk (NEA ) RBEHERN, XETEMNFIHTR , RABFFRERE
Linux £E&1T,

EESTERN AR TROER , CUEERNMTEE Amazon Q BATFHEE, THIHE
$FHAIE Linux AR ETHFESIE , CHNRRFNTERTLA NET BEhET,

£ IDE F#EE NET i E&=
BEUTEY |, HEE 7% IDE A {#EH Amazon Q FF R EMINIT NET ety 2 W@ &,
WA MES R B TEIEEH#EH 2

BEFERPLO'H , Amazon Q ENFREMNEK , KUBIHEBESERTREFSRENESET. HAE
RESARTEES , WRHAESDHEEERIT.

EREME , B Visual Studio IR HET £, EERUTRFENE G FEH | %&F Amazon Q
BEEF iR,

THREEBERETT Amazon Q TEi 12 A 4 R A 5 H R B,

onType": "LANGUAGE_UPGRADE" ,"source" : {"1anguage":"C_SHARP", "runtime

RNATER 7 T B AL R HITHR ?

Amazon Q XX #FHi CH EEREMNIFEIMHERE, BHEl , Amazon Q FXEBHEFERDS F#I1ES
ENREEHH VBINET RUIH, BXXSEHNTARAER NETHIEHZRNEMEREZY , BSHASR
1 FREH,

BB WAERG R ERIR , DAIRE S ?
MRIETTEBATHRFE |, ATBABRR X85 B AWS K7 HFIBRR XIFRH.

EREXE  BREHERMAES ID, AWS UMEFEELM/EL, BEEHREGRELD ID , E7E Visual
Studio FERMHEETF, EERATRENRE XES | 1£B Amazon Q BEEEF o

AR 5 B X 4 T R R AL 2

MRIEFREHRER T AN |, ATRE2 T Visual Studio REVHiRRE, B UENERLZLRE
Node.js , ABEBREB RN A S BHEBRTEZITHERERR,
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PR35 2 NODE_TLS_REJECT_UNAUTHORIZED Z4IZEEEMNZLRE, &
BNODE_TLS_REJECT_UNAUTHORIZED} “0” f¥Z: A Node.j[siELAREL TN TLS/SSL WiEH, XEK
-

« Self-signed iE PIF#EZ
o AVFIHEIES

s RATFENEFLTENIES
- ZREHAFTE U BRI IR

MRENREBEERABLZRILED , JIREATHREZE ( EFER
NODE_TLS_REJECT_UNAUTHORIZED) :

NODE_OPTIONS = —use-openssl-ca
NODE_EXTRA_CA_CERTS = Path/To/Corporate/Certs

BN, B EREBFEHAN CAUES , FEEEH NODE_TLS_REJECT_UNAUTHORIZED,
E £ Windows 2 f NODE_TLS_REJECT_UNAUTHORIZED , iHHITA T#84E :

1. fIFFwHEE , BRHREE,

ERRERAINETE,

ERGEMEOYP | ERINNETE,

EREEZET , BEFE,

RELTERN NODE_TLS_REJECT_UNAUTHORIZED , &£} 0,
EREE , REEX.

EJ3 Visual Studioo

N o o A~ WD

£ Amazon Q FF & & M R E 5B

Amazon Q FF & &R AT LAB R MEHMER KX KR (IDE ) RRENRBIT, BEHNRBD , £
Amazon Q ERLERBITHABR , ELERRREERNERNFTRL. R, BRLUFERBR
BEEBAZRRBH XM,

A MBATE IR A AT IR
- R ABERESHBRENKE,
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- BEX: BREMIGEA , ERE T REBNTIRERRE,

- 188 Bid KRB,

o RN I HE XX HSRFTIERB RIS TR,

- {1t : ERERABB MR,

o BREEETR  FREERNAEEZEE Amazon Q IR EAR H i R ABHE X RIE,

B &IEE Amazon Q
EET Amazon Q RS EFHEHNRE  BERATER,

1. 7 IDE AREE RRBXHHN -2,

2. Right-click BREERWATIA LT XEONRE, %F Amazon Q , RFEFHRE. EX., &
g, £, RIEBRIEFIRTR.
WREFRKIEFIRTR , Amazon Q SFREETWRBEFIPRER , EANEEFRAFTXRK
BRI,

3. EREERNABERIFERNKD  EUUEFHRBREIERAEARBTHEEZEBAZX

£, Amazon Q FRHEKBE RN EHRIE,
B AEKEIRES Amazon Q F X ER#ETRE

NERIIRZhEE R VFIRIE 7 IDE BV EHRBE NS Amazon Q #1TRE, BEARNBKIKIIE , RFE
REE TFERRAEWNAD , ERENNEMAREPHAES. Amazon Q YN EERNRE |
AEEHEBVBEOAUZERABNERZEN, 25 BB EIFELXLELE,

NEMRNALBET , CRBREPRE "5 THIEBE Q"2 BN £/ £ T X HREE,

BEEFEAR. FEEXNATPTEOFZEUARBENRNERVESE , AIERARNKIXIIEE,
MREFEUANAFEARNER (fl , BEBEXBRADNER )  BLEAPREORESEN
it

BYABRBRERRBENS , Amazon Q REZERHBIXHHNNRE , FT2EFHMIXMAHIE Py
(RN

Amazon Q PN Ex Bl X #Y 3£ FR N A3
RECHI R &1 T Ro

REBBIR =



Amazon Q 7 & &

RAriEmE

1. REEFFBRIBWHNNE , REREATERAR IDE EHFLITIED

+ 7£ Visual Studio Code M JetBrains # , #& T #+I ( Mac ) =% Ctrl+I ( Windows )
« 7£ Eclipse & , #& T #+Shift+I ( Mac ) & Ctrl+Shift+I ( Windows )
- HE , BEITUARELEEDRE , KIREE Amazon Q MAERIX

Wt ERIBE AREBLEE —NNEMARE , BRI AEEPR ARSI , §l0 Fix this
code,

ess "Enter’ to confirm or 'Escape’ to cancel)

inline chat
input screen

2. Amazon Q EKNRE , AUEZFMENEX2H,

dit Selection Vi 0 Run Terminal Help

-tolLowerCase

3. WHUBYRFREIPELKRBNRETEIEE WA UREERER (Enter R Esc ),

MEREIR
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cdk.App();

. "MyStack’);

I E B &
ELMREAURBERBEEER , B EAURALTRERR

© PEBRTBF IR
- EMEBRS
© PR ERHEE T

ERUEEN

NBEMRSFERUBINZSANXRETR | EFRIABAE , THARBUNKE, BRiEAXBFELD
EXERAE.

1£ IDE 3 Amazon Q FREBMREIR AN ETX

EERXF AHRE (IDE ) 5 Amazon Q BIRE |, Bl mERE M, XHREFN LT, #B
Amazon Q EFIHELEZEARNR,

[ Amazon Q B F TXERMH AR :

 FHHHAM: BEFPRBFLETY, TEVXEOTRA @ @ HEH L TEFRRE , LA LIMF
BERFNALTXHAER ; SR @ FEZETHRBMANY. XHEXRFEM ETIERENER,
REcBai e, BXRXESER , 28 FaRm £ TERA,
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- BN EEYRE LT, BEPRZARMIRE LT, tfEF , IEPNEAFREENR
B O ARER , Amazon Q BELAHSEZ LT, BXESZEE , HSH B3R MNA £ TR

A,

Amazon Q £ EIEG , REEENBFRBBRMVEELAFN ETXTHSIRY , ERATERBEIERNZ
o

FohRmey £

BEPXRPRA e, TERUATRENLETX :

« @workspace : Amazon Q 2FEM BN TEXERNEEN LT, @workspace EMELEEE. B
KREZEER , ESH [ IDE # 8 Amazon Q FF & & R RHF I T/EX £ T3,

o XX : Amazon Q RETRY R E AR XHRIIFK |, BEFENX4RFENBEN LT,

« X# : Amazon Q RE R FWE PR XHIFR , BERHNXHFFEIEEZH LT

« X5 : Amazon Q RERIHFITE FHK, B, £REEIR , CERNABHENEZN LT
Mo

« BF : Amazon Q RFERINBEENRRAN LT , EATEE U RERSINFRERNRBE
8., SENESKRRR JPEG, PNG, GIF 5 WebP , #kEIA HARTHN 3.75 MB , ETHBI
8000x8000, ERHEHHZAEIE 20 k@A (ELTXETRE ) .

+ 77 : Amazon Q 22 FEERFEWRFATR , LHRFNWRTAMEN DN ETFX. BRASE
AEEHTHIRE. BXESEL , WSH BETARENED , AT Amazon Q FF A EHH
E

Sy N ¥t
MREBETRUTEE FTXHRE , Amazon Q 2B FEATFEREE :

« MBHMN : Amazon Q BN FEBENN—HTBHANERN LT, BEXEZEL , FS5H 0/EH
F Amazon Q Fr & E MK E # N,

- BEMXHZA : Amazon Q 2B RRBEMEEN LT X,
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[ IDE A EY Amazon Q AR EREIRAIMI/EX ETFX

/A Important
ZeworkspaceWREEWF M. BNATLUEAefileefolder, KA LT Xecode,

LIREERRTT A IFE (IDE) £ 5 Amazon Q BIRET , BEJ LAY @workspace RINEIRIBH |, LLEEF
BEITERRBAZHERNREBRIEN LT X, Amazon Q F A BERBREEPEFHRSIKEEHE X
,

BB TEX LT3, Amazon Q #8358 T Thae , @REMXMH. THRNABEXHEARBURERFAZ
M (BEARITIFXH ) KB,
IE

. EATHKLETFRN

R

RiE
HEHSEIRECH , FRRERET BFMAHN IDE, RF , EAUTEATRES R,
B R%s

NTHENTEXAELTX , Amazon Q 2RIBTHEXEFRENFMRE , SEAB X4, BEXH
MIMBE %M. ERHIREIHE , Amazon Q LIRS ENXH |, SN ZHHIXH .gitignore
N RIEER X,

NFTEXEFIREIATEEERE 5 B 20 4. HIXEREIAEINR , Fiit IDE F8 CPU ERAELRES. X
wWHIREIE , SN THEXHBTERN , REIXBHEF.

BRAMIEX ETXE , %97 IDE #EA%ESl. TRATETRUEARS

1. 7£ Amazon Q B R E 4R & @ &89 | &R il eworkspace,

2. Amazon Q £ REBSHZEES|, £ IDE Fi&RiZE , EEME Amazon Q &RE,
EAREIMER , B 1E IDE KZFi1ER Amazon Q , AFEFHEHH Amazon Q EFEFREFIT R
=

3. AETHEXRKREIZHNEIEE,
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FlEXR5| ( 7))

RE|RALELEHTEARE , EREITNEREETATRINEER. IRENEANLE
W, R GERBTR , ANSSAESZH CPU, EEHRSIEE , I TEX RS TEEXEHRIKE
PIEELBEHE, kA, BETEETAT IR L TXRSINXHRAKRD , HEARFAES
( GPU ) BUmEZE 5|4 %=,

EATHEX ETXRM

BREN THEXERN LT ORMEES Amazon Q I ER |, BHALEREANMERTEX , REHE
B RERF R eworkspace FNMEERRIBH, EAMAEE @ H I TAEX £ T SHYEA R 7 b0

@workspace,

MREEFHRICHEMTEX | FHITHFENIEX , ARHHF—IMHHNIRET <, ERBFIE
@workspace LURINET TEXER LT,

ST LA Amazon Q R TEXFAEAIH , BRERITITHXMH, BRTIREHXEX R IHEE
4%, Amazon Q B BAER I, ERABME 4 ERRE,

UTR2ETUENXDFAIEX L TXE Amazon Q 12E8 R 5@ & -

« @workspace BRI AKBEBRE ?

- @workspace XTI EH A EMLEFENARFEENCRE?

- @workspace f#fE— T main.py

« @workspace F XN 7N & 28 IE

- @workspace XTI EFFERATHLEE=FESIRHED , AERTAL?
« @workspace ABRBURINE TN <function name>

FRAEARERES | AT Amazon Q 7 & & RIIX

£ IDE A5 Amazon Q BIXE , AR BERRRAE, NXERTAFEEERE , TEBRE
FamA , RN EERATE. EAENRERRNEATES NI ENIE REA

RRALREER ~/.aws/amazong/prompts XHRH,
ENERAREFEIRTEES , BHITUTRE

1. 7£ IDE A #TF Amazon Q Bii X
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2. @WAe, AREERRTW,
3. EFCEHRERA., (ZBUREFEQNRITELET. )

4. ERTFABHAF , WMARRABH (HlW0 Create_sequence_diagram) , AL Enter, iH3E
B, RTENTHREEER,

Amazon Q &7 ~/.aws/amazonq/prompts X 4K FE—NE R
Create_sequence_diagram.md BWiRRAXH , RAETEEH IDE 3T HZ 304

5. ERFANHFRMFARRIAR, Hlm .
Create a sequence diagram using Mermaid that shows the sequence of

calls between resources. Ignore supporting resources like IAM policies
and security group rules.

6. FREFZERENH.

EFEACKREFNRTRA , FHTUATRE

1. 7£ IDE H$TFF Amazon Q I X&E O,
BA e, RFERRTA,
RRIBRFNERT , fliCreate_sequence_diagram,

(A ) REFFE , EWMXRWABOPITAT . BUBMAES AR , B URMIESRBN E
T RREAREIATEBDTARR......

> w0 b

@Create_sequence_diagram using the files in the @lib folder

5. BXERA , F5F Amazon Q £ EZ,

BELTXAE

(@ Note
Bal , L TTXEEINEEXIE VS Code IDE A A A,

BY ETXEEINGE , BAUNEEEENIXRASEIMEEEHLBEN LTINS, BEENL
TXABGE , CLE MBS RNE—FKEEY , TEEEM A eworkspace, efile 5
@folder ETH 5,
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BEENLETXARERMRE . —REUFHERELESENNS ; —2 Amazon Q TJEES B3R M
ETX (BB EHERA X ) IRA RN RE. BEN L TXABZSE RENRER A B AEN
E , BB EBREAFIFTESEN LT

NEBRETCLRENW , BENANBTMERTHRPRETF, TTFFETFE , SFNDERESTT
%, NEBERMIAEE LT ( aERXH) o

ERARBE LT
EFMEE L TXAR , EMITUTRE

1. £ IDE #$TFHF Amazon Q Bl XE#R.

2. EXESMEA eworkspace, @file, @folder = @prompt FELTX®SE , RGEEIFRLETX
NABITEE,
HE , B ULLSEHE‘@Pin Context’iRl , EF W ARTHEREREMN LT,

3. BEEEWLETXNEREWMRERIBHEELTXXHE,

BE L TXABTNGE
HE=MEELTXRENGR :

1. EA“@Pin Context’¥# :
- JAEIHXRERFH“@Pin Context’iZ4l.,
- NATRGETHFEEBRHRLTXAR,
2. FRALTXRENBEERER !
- ERXRBAEPREA@ , AHETXHEE,
- SMEABFLTXAR,
- % Option/Alt + Enter B EFTLIE .
3. NBARTHERE :

- MBREBEEMAEFBMA LT XHS ( W0 @eworkspace, @file. @folder = @prompt ) , i&
HEREHEEERMAEFNZLETXHNE L,

« REZARBIATEXEE

BEZKE , L TXARFEREPR A m AETRERH B E LT XXX,
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EBREE L TXAE , BT TRE

WEBBRE-BEELTXAR , REZABTHEENHAXET, LBREERTRAFHEEN L
TXRBEMREEHRMN LT XARR,

I AT Amazon Q FF & &M I Ry 5T B AL

£ IDE 5 Amazon Q Bl REt |, & a] LARIERIH BN E, X3 N A T E SH RAE F Y 4R 55 Fr oA F &
EXER, i, BALAEIE—FKHAN |, ERFFAE Python RBAERARBER |, SFFE Java KB
AN Javadoc ER, FXEHMNEFEEEMEF , JEREALEHFRXARLBRKFENM , RS RHRB
_ﬁﬁo

W EHMNBEIIE project-root/.amazonq/rules XHRHH Markdown XHE X,

BIEMBEANG , REFAEEIZIMEF5 Amazon Q 3iE , Amazon Q Fi4 BaiFiX MM 4ER £
T, AREZE L ABFEFBXLERN, BXRMAAMRRFINETXNEZER , S5 IDE &
A Amazon Q FF X ERREI KA LT 3o

BAILBENHREEEGEZRBMN , Al LUBE Amazon Q BIXRE I,
EBEY Amazon Q HIXREGIZTE AN , FITLTRE

1. £ IDE HTF Amazon Q B X E#R.
2. EPXRWAED , SEHNZEE,

3. EERGIEFAN,

4, EHHAXFES , RANEABR,

RELHEMBM project-root/.amazonq/rules XX | SIE—NALBHGEH
Markdown 34,

5. TERERTPRMANAE.
6. WREFIEXM

EESXHREQETEMN , ENITUTRE

1. % IDE ¥ UL E BIR X4 Ko
2. GEHEBRXHRS , GIEUTXHR :

project-root/.amazonq/rules
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B AESR A F A7 AT T A

3. T project-root/.amazonq/rules BET , Q| —NH BN HF. ©H4IHMA Markdown L
. film -

cdk-rules.md
4. FTFHImMBHN Markdown X4,
5. EXHFRIMEMANIRR. Fln -

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.

All Amazon SNS queues must enforce SSL.

6. RIFZH,
7. (AE ) AEZIE M Markdown X,

Eit , BEQEB—NIZAWMEAN, It , REFAEBEEZWE PS5 Amazon Q XiE , Amazon
QRSB FHXLEMNER ETXER,
E Amazon Q IR REHEEBAN |, BHITUTERE

1. 1 IDE H3TH Amazon Q Bl K E#x.
2. TEHXMmAES , SEHNZRE , EFMAETAIN,
3. REERHN  wYlHREELHTMRSEPNBR/ZARE

- HHRAERIEHANNEBRARE , 2N THENE.
« TARFIENANN BREARS , LR EPTER

A Amazon Q Bl R & R 176 B

Amazon Q AIEA BB E RIFMEX M , REXHARHETIE S, BARERNTRESNIRIERE, It
WREAI D AT B PR KRB XA LGB E S 4 , MM B) Amazon Q THRENRBE , MALESX
R e ER DT EANTIE .

4 AR E SRS , Amazon Q @E T A8 — P memory-bank 73X 43 . amazong/rules , HHE
EUTEERII X :

RBRAME T X 7
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 product.md— ZH I B R HIhge#hiR,

« structure.md— T B ERMY, XHRALMIEAH,

« tech.md— R ERHEK, ER, KPXRNEREBIRE,

* guidelines.md— &K B M X PR EMER,

YRG5 Amazon Q I XRE |, XEXH LB BEE S
NIEHWIN B £ RIFEE
EEREHE  BERATSER,

B, NERHEXENTENERER

jilll

£ IDE #3TH Amazon Q Bl R EHR.

EMR@AES | EEFNRE,

TR CER TR

T F—NHFWERET R , Amazon Q FF a2 HTE T B S0 821768 B XX
FTERE , BU B ER AN BEREE XM

HRRER | RATDUEERMBUEERERAEL T X £ 4,

6. WMRGMUE KL , BALIE Amazon Q £RHHFRETEREFRL TR, Hit , Hik
£ N R, AR BRI

o ~ o bh =

B E XL B X

BRLVET 2 BEX T EANKEELFHEEXHWERGTR Hla, EAIGE—FAN , NEK
HXHEEES RN :

When generating the memory bank files like product.md, structure.md, and tech.md,
always generate content in Spanish and include detailed code examples.

T EANRZETEproject-root/. amazonqg/rules X 4R A TH A,
BXUEZEENTEMNNESER , FSRGIERT Amazon Q FF & &I K& I8 #

Amazon Q T & & iR PRI K 73 S2 10 e 48 Th #e

£ IDE # 5 Amazon Q F X ERRXRER , MiENBRLSTHBEN I RALIEFZRH, XEHFIERRE
B LT, 8eHB) Amazon Q BEENIE HIREEMASERNW I, EREEENERERST
FEMNFER L EFERS,
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B E T XEAORS

EFTXEOE Amazon Q B ARBEHR AL ENEREEE , @8UTHEA :

o BAUFTHRBRIFER

s WEFANITEHE

- BHRHENHKE SR

- XTFEMEMNREER

Y IETXBEOEEAE LR , Amazon Q 5| X FEHINANEE D ATRES Z B,
IRFSEiICKESRN T/ERE
MRFALICEKEFDEAERENEXBEENEN , BLLETYNFERAE, EEIRBRAOT :
1. Amazon Q BT iEFH Hid &

2. EEEXRELS, MEMRKNEEHE

3. ZRELBR L TXEOSPMEAXNERRIER

4. TENFMUENXABFESE

BEESR  SEEEFI ETXEORFINFEESFHIR , AL NG FAFRELREEL T,
£ AR 7 5218 K E 48 TheE

BrESH AR ERESEINEE

FohESR

EFHERMKRAFIEFE , BRITUTERE :

1. EEI R\ AEF A /compact

2. Amazon Q 24 BEMNER , HETBIVHE | AN TEREXNENHE
YBFERE NN IE , BERTWRETIEREE < ERER | AIERFIIESR.
B EHBIR R

HETXEOBRERTLY 80% B , Amazon Q 2ERRTREHENWEH ., ZBEHIE :
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- HEESNIRERWHA
- A3 BNft& 480 R

E48RRY 1B
TRESRE

- EYRRELERE , RENERLERPNAEPNRATRES
- Amazon Q E MM ESFERAERENRE (METERE )
- FTXEOHFLTEERRE , MIFEFATFILF

- ERIDE 5, FAMNPIXALIERFGERE

X
B BREINK 7 18 %
BRESI , BwaER /clear S MEKBERMAXALICHE :

1. BB RBAEFRA /clear
2. Amazon Q 2MNERFAEN LT XEOPBBRAEIENERLIEF

E% 58BRMEIEFMNERT =
ERERNBER

o« B BMRE T RIRI N IE E 4R
s SEELTXHIAESNHEEX
- BHREFREXNENRETONZOER

EERFRA EIEFHER

- BEFREHESHEE

« BEXNEESFEEX

- BREEBRIE LT XALEIEHTIEN
- BEENNEPBRETHBRER
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EBE. BBRMSEE Amazon Q FEERNTEAFLICHE

HEEKXTTRIE (IDE ) #5 Amazon Q XHiEET , Amazon Q £/ 8 MNXFERT-FREFENILIL AR F
iBFk, BALER, ERAMBRXEXFIZK , LA LUFHES HH Markdown 3 HTML &R 3244

Amazon Q £ FENX FIEFRFHEER M ITENER FH,

Amazon Q @A BN ITEXRIMREENFIEFE , A NMBEETEFIXNEFTLIES , ATeERE N Yaiak
FHEIZNIEX, Amazon Q X E RYEF TEXKIIER £ 18,

FERUTHAEER, #R. BEMNSHNFER.
EEFNBERIENE , FHITUATRE

1. #£ IDE &3 Amazon Q.
2. FTFF Amazon Q BIRi&I <,
3. BEUTE—FRITHEXFALIEE :

- ERXERNAELA  EREFWXA EiCKIRA,

« T ctrl+F ( Windows # Linux ) 3% # F ( Mac) o
4. BWRTUTEREZ—

- RRLEEEENNE, NFREPDE,

- EABXALIEKMEMHILABREERNE. Amazon Q 2R 5 &M ANAETE — BTN
o

EBREANITIE , BRITUTRE
1. 7£ IDE &% Amazon Qo
2. BRITUTHREZ—:

« BETHARNHRQENETF , ERAEFBA /clear , BITHIRIZENFHHMKXAR.
« $TF— Amazon Q BIRET+ , ARBR A TE—AXITTFWRFEIEH :

- ERMXERNAELA  EREFWXD EI2FRE.

« ¥&T ctrl+F ( Windows # Linux ) & # F ( Mac) »

EREMBROXNES  SOEEERS (1) , REEERER,
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BERXES H Y Markdown 8¢ HTML #3X , AT TRAE

1. 1£ IDE A& % Amazon Q.
2. BWITUT®REZ—
- ZEBHENMIXRESE , EMXRARNEAELA , SRS HZRM , S HH AT+ E R
o
o TF—1 Amazon Q BIKET+ , ARBIUTE—ANITHFPXAEIER :
- ERRERNE LA , EREFWXRALIEFED.
« T ctrl+F ( Windows # Linux ) 5 # F (Mac)

ERESHNNWEE K RTEEEKRS (1) , RAREESH , ExES HN Markdown
HTML #& =8 334

ZRINERT , Amazon Q 2 XH BN q-dev-chat-yyyy-mm-dd.md|[html , HRIFEEIERI
HHREFH,

#£5 Amazon Q JF & ERHYBIK A 62 F IR FE 68

Amazon Q R BERER K FHLESRUEREHNRABRE, FRARERATLELTEERENER
ZEYIHR , NTREFTERNER 4.

@® Note
B35 H §1{X4E Visual Studio Code IDE & 8] A,

REARER

Amazon Q Bl R 42 & tR 5
AR Visual Studio Code tR$E#
WATHS Shift + Cmd + Enter (Mac)

Shift + Ctrl + Enter (Windows)

Shift + Meta + Enter (Linux)
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AL IR Visual Studio Code tRiE4
BT Shift + Cmd + R (Mac)

Shift + Ctrl + R (Windows)
Shift + Meta + R (Linux)

ZIEERK Shift + Cmd + Backspace (Mac)
Shift + Ctrl + Backspace (Windows)

Shift + Meta + Backspace (Linux)

HENRERER

S&TET IDE RV ERE RER A E LA ES R RER. Amazon Q KA % IDE RAEMNRERR
g, R ErME S BaREL KRE Amazon Q REF. TERTM Ul tEZFETHRERS
B3 EH , 5888 E LRBRARE -3

RERER TN
Amazon Q RESH L AR ERBERER

- TERTF  FREAEHEREE N T RE, ELen S RExFLEE L AUERYSRINN
Ry EREER
- IRIESHE : % IDE NRERERBELSRET , IEEMARERNTREIIXR

RERIT RN

« NEER/MT Amazon Q MEFEERPE , REHRAXNWBERERT SEN
. Ligit A RS IDE BB MR BEE £z
- MRLERTIRER , TREFERF IDE , TRELTERTHETHRERBESEFMNIEREHNE

1£ IDE #3 Amazon Q Bl Rz FER

£ IDE 15 Amazon Q BIRE , BRI IR FEHFEANER, MEEENEEEMENEREFE
SN
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TZRMNABT IDE A Amazon Q IR THANEREE FTXEAOEFELR,

i EFTX&EO
Claude Sonnet 3.7 200K
Claude Sonnet 4 ( ERik ) 200K

1£ IDE PR KFrAER
%42 IDE F Amazon Q IR EAMER | BT TIRE

1. 7£ IDE 1 $TF Amazon Q Bl X E#R.
2. EXAERE , EBEEBEXE TH K, NATREMAPEREFEFANER,

FRaERRREEN , EELFHER.

EFFX&EN

ETX&EOE Amazon Q B HENENERNTAAN L TNERE , BRENNER LSRR
BEXHBFIRAN LT, L TFTXUTEANTER N , BENEANKBRR,

BRETXNEZER , FSANWRANLET X,

£ Amazon Q FF & & W4 X R BR 2 1L

Amazon Q A AASERT A ERRHABER . EERENRBE , Amazon Q 2 B IRFELINEN LB IER
AREN. NETEIREWIITENEY , CANERASH X PIEE R MELEW

TR AR TRBHBTE , Amazon Q 2BFPELF M AT ARHEL, X4HEBRERERN,

HIBTEH Amazon Q¥ BEFE , REcBaIBARNKEN, 8% , BHABEENRB , A/F Amazon
Q FHFHBERKRBEIN,

SR LRBRAHTT R AR AEE, TREERAMELABREBEEL Amazon Q ERNEW.

ES
o F{ZHEH Amazon Q JREUE X
« Amazon Q X3 1b 2 K SEFRIZ A
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Amazon Q 7 % 1R FIF 15T
« £ AWS RwIBIHFEHERABREN

- ERRER

- ERREEIA

- REBRHI

& Amazon Q FREVE X
ERIEH IDE , EFE Amazon Q FEEMIRE NEBRREBENUN TR,
Visual Studio Code

1. 7TE VS Code # , M IDE BAKIPHIAHIEE H %R Amazon Q.
Amazon Q E&E 2 7E IDE & AR TRBIT I,

2. %R “E12” Auto-Suggestions =} “@k4E Auto-Suggestions”,

TEERT VS Code Hfy Amazon Q £5+,

Amazon Q

Il Pause Auto-Suggestions Currently RUNNING
== Select Customization 1 new available

</> Open Code Reference Log

&¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§J Connect with us on Github

E] View Documentation

¢33 Open Settings

I= Sign Qut Connected with IAM Identity Center

JetBrains
1. 7% JetBrains F , #%# IDE B OKSPIRSEFH A Amazon Q.

Amazon Q ESFERERBE L FHT T,
2. 1%&$F “E18” Auto-Suggestions I “4k£E Auto-Suggestions”,
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RAriEmE

Amazon Q FF X &R
TERERT JetBrains IDE ##Y Amazon Q F& .,

Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out

Eclipse

1. £ Eclipse IDE # , #%4% IDE & L A# Amazon Q B#x.
2. T Amazon Q MIRETFf5 , BBETFA LANEKSER. Amazon Q EFEF/ITH.

THEETRT Eclipse IDE F# Amazon Q E5&1=,
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RAriEmE

‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X © Amazon Q Code Reference

Chat X +

Hi, I'm Amazon Q. | can answer your software development questions.
Ask me to explain, debug, or optimize your code.
You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

Open Code Reference Log

[II Pause Auto-Suggestions

Select Customization

Feedback
Help

Sign out

‘ IAsk a question or enter "/" for quick actions

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

3. & “E15” Auto-Suggestions T “4k%E Auto-Suggestions”,

Visual Studio

1. MNBEOMBL , %#F Amazon Q B#xR.

2. EBEE Auto-Suggesions= Ik E Auto-Suggestions

THEERT Visual Studio ) Amazon Q E&#,

|

Sign In .

Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
n: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Clien Getting Started

mm local View Options P
Jdient
1 to: C
Cliernt

1 resalve hearer token awsRuilderTd :cndewhisnerer.

AWS Cloud9

Sign Cut AL

Amazon Q A% #FfE AWS Cloud99 B A ME E11,

“h

000

Qs ready

FEEW
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EE 1E1E W Amazon Q 21 AWS Cloud9 , & AWS Cloudd NEFEFERANAGKAFRFTE
BR#RF Amazon Q 1A RIXBREY IAM B AWS Cloud9,

AWS Lambda

£ Lambda R ERA R EFHEE Amazon Q R EYL :
1. £ Lambda #B#I&H , T4 E Lambda R RE,
2. ERBEREFINIERS ERIE,
3. MTHFEAEEFE Amazon Q RIBE,
Amazon SageMaker Al Studio

1. 1E SageMaker Al Studio Z#l&H , NE OKHEE Amazon Q.

Amazon Q ERFT I
2. %R “E{=” Auto-Suggestions = “4k4E Auto-Suggestions”,

JupyterLab
1. 1& JupyterLab #ZE#HlAH , NE OKZPEE Amazon Q.
Amazon Q ERFIT I
2. &R “E12” Auto-Suggestions I} “@k4E Auto-Suggestions”,
AWS Glue Studio Notebook
1. £ AWS Glue Studio Notebook & &H , NE OJEERIERE Amazon Q.

Amazon Q HRFIT .
2. % “E12” Auto-Suggestions = “@4E Auto-Suggestions”,

Amazon Q B %b 2 By 3LBRE A

RIETR Amazon Q AR B EEZTENNARF. HLNARFSE — Amazon S3 F#EEH —
A Amazon DynamoDB % , AR — MNRIEX A AMES B £ Tl

HIXE , Amazon Q ATLEBT R EREES ANE, ERAGLE  FRETUAESMEUZEIR,
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basics boto-whisper-demo.py
mport

boto3.session

From boto

EXE , FRERA-FIR  #HRMENTEET —1TENRB,
Amazon Q IE##TN 7T ERANFE. FRXETLUEA Tab BEZEU,
basics > boto-whisper-demo.py

import

from boto3.session import

import

from botocore.exceptions import

import

import

EXE  FREEZFELEE.

Amazon Q IEBFUNE —NEHIFE REGION , HEFRE us-east-1 , XERERIAE.

Amazon Q B 3EFRIZ




Amazon Q 7 & & AriEE

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1o0gging.INFO)

session = Session()

15

EXE , FRELERZRERB , SITFAF S Amazon S3 Ml DynamoDB Z B &1iF.

3B AWS AP MR AT K TEEH Amazon Q B T IEHAIHE,

logging.basicConfig(level=1logging.INFO)

session = Session()

DEFAULT_REGION = 'us—east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #fStr(int(time.time()))
TEST_TABLE_NAME = 'my-test-table' g”str(int(time.time

FAREARET THUEGEHEBNERENEN. BRETHR (FMESR) , Amazon QIR T TEMN I
Bt , HH A trylexcept T Ao

JEE TEST_BUCKET_NAME, which is a constant declared earlier in the same
file. WA
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s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb’, region_name=g§—§§33—1}

23 def create_s3_bucket]

F & & F NIRIFF 85 A G612 DynamoDB RV BAF: , M Amazon Q ERXERXZEAEE,
BEE , ZBWERT 28 8ZEMN DynamoDB £1F , EEEIRFEI TiX— o

40 def create_dynamod

3 Amazon Q RIWSERET , FF & EIFININET £ TR0 & o
FEEXHHER - M ZNF I EBNAESI A,
FF & % 2 RINIFF 36 % AR €13 DynamoDB REVERBE A , T Amazon Q ERLFERXREAESE,

Amazon Q B 3EFRIZ
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BFEE , ZBWERT ZHLIEN DynamoDB £ , EEEARPRE TIX— Ko

fhisper{unittest.TestCase):

ARFEERM LT, Amazon Q R T ENMNETERHH,

boto-whisper-demo.py ~ ...

def test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")
response = client.list_tables()

self.assectInttmy=test=tatrte's—response [ 'TableNames'])

FTHRREERP , Amazon Q FEIX— K.

RABFEERM ET X, Amazon Q RETENTEEHH,
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

RfE , FREE#THRENE— IDE W& EE1TE TN,
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

lef main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

£ AWS YmiBEREE A4 B BREZ I

BR T58=7% IDE 24\ , Amazon Q FF R ERE AT AERHEN B S HRBIMEN AWS BRESHERA
BREW

LUTETHNAMMEER AWS BRFFi%E Amazon Q BB EI

AWS GBI B B




Amazon Q 7 & & AriEE

® Note
MREBELWHEA Amazon Q , AKRFEHANZE Amazon Q FRERTULER, XS
MTE , BAAEALNEBRAMMATREMPR  REEBTREFBREB. BXEZER | EFS
T2 EF Amazon Q FF & & .

£}

+ & Amazon Q FF & 5T & # A SageMaker | Studio Bt & 5
¥ Amazon Q FF 2 #5 JupyterLab

FEfEA Amazon Q 7 &K & MRF Amazon EMR Studio

£ AWS Glue Studio FEATS# Q FRE

& Amazon Q FFx#5 AWS Lambda

¥ Amazon Q AR ERSH MRS — £ EH

£ Amazon Q F & & 5L S ¥ A SageMaker | Studio BL & 1E

YRATAFETL % A SageMaker | Studio A5 Amazon Q IR, #E A AERENRBR BsIREBREBE
Wo

E¥ Amazon Q Developer 5 Amazon SageMaker Al Studio Bt &R , EAFUF Amazon Q RF
INEEH SageMaker Al ITAEF, BENRHARNEBRTEEANRE Amazon Q FXRERERE
BERTLEE,

E R SE A SageMaker | Studio i& B FEE Amazon Q , S &% A SageMaker | A g H
B R AP i%E Amazon Q FF & &,

¥ Amazon Q 7 & & 5 JupyterLab
RN A1 7 Hig% & FBUE Amazon Q Developer JupyterLab, BUEE , Amazon Q A LA ERERE
KRB B RERBRIL

(® Note
Python & Amazon Q X FHI M —4wiZ1E S JupyterLab,
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Amazon Q 7 & &

RAriEmE

IETE R % JupyterLab

JupyterLabfE BT EN LR , REWMRECLZ JupyterLab T , BETHU T HSRREERA,

pip show jupyterlab

B TR A A ARAS | H 3R B8 LU E 57 AR 9 88 B2 BA 3 1T 3R 46
F/ pip #1TR% (&R T Jupyter Lab iRA 4.0 RE SR )

B LAERA LU T &5 RENE A JupyterLab 4 MREY Amazon Q &,

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

EH pip #1TR% (SEAT Jupyter Lab kA< 3.6 XL E{EFEBIT 4.0 BIARAS )

B LAMER LT o REMZ A JupyterLab 3 KRB Amazon Q ¥ .

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

FERAHTHEHRIE AWS HEZE ID
EUTHRERESD , BFEEHREE ID, ¥EH Amazon Q Bt , B55EHZ ID #1THHRIE,

1. RIFTRIEERE AR KR ETF JupyterLab,

2. HEBOKZH Amazon Q EARF |, & “FFHE”,
3. MNEHBEAOFREEREFRIEHRE,
4

A WEL , ERENEFERF s Google k5 & FBUEMAERER ID. BXESER

ESH FRERAMAKS (HWEEID).

MRECEWNEE D, BREEXBENERTEANS R,
5. WEIBFEHEHRIBE , ZZEAFRPHARIER , RAEEERRI,
6. ET—MREL,6 ERHWIAZSE , AFIERCE AWS 5EE ID
7. ET—RL, ERAFLATF Amazon Q THEEHEEE.

M1E , BNZ JupyterLab £ AR ID &3F Amazon Q.

AWS GBI B B
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https://pypi.org/project/jupyterlab
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B ta4w18 , FSH LA RER.

Untitled3.ipynb ® 7 QDevDemo.ipynb ° +

B+ XTI » m C » Code v & Python 3 (ipykernel) O =

[1: to Ealg/ 53 bucket ® v & F e
o

# Create a function
© Suggestion 1 of 4 from

def copy_s3_bucket (bucket_name, source_file, destination_file):

=bucket_name, CopySource=source_file, Key=destination_file)
ed successfully from S3 bucket to S3 bucket")

EHELEH Amazon Q FF & &M A Amazon EMR Studio
AT E AN Amazon EMR Studio iR & H#E Amazon Q FF X EM. BUE/E , Amazon Q AJ A fE
BYwE ETL KRB BaiRMABE

(@ Note
Amazon Q X% Python , R F R Amazon EMR Studio F#9 Spark F54RE ETL B,

BHERUTHREEE Amazon EMR Studio A5 Amazon Q B & H.

1. 1®XE& Amazon EMR Studio Notebook,
2. FLATEBEM I1Z) Amazon EMR Studio Notebook £ IAM R A&,

@ Note

codewhisperer BIZR2 5 Amazon Q Developer & H B RSHIBEF. BRESZE
B, #BZFMAmazon Q AR EREGE  TERHE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": [

"codewhisperer:GenerateRecommendations"
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-create.html
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1,

"Resource": "*"

3. $TF Amazon EMR #Z#| &,
4. 7£ Amazon EMR Studio T , #&# T#EX ( Notebooks ) »
5. EEAMBENIEXHEEFERESI,

£ AWS Glue Studio REHAT Z# Q F A&

AT A WA AWS Glue Studio Notebook i% & H BUE Amazon Q FF R &R, BUEE , Amazon Q
AILERRE ETL RIBr B3R EABELL

(® Note

Amazon Q [E8t X #F Python 1 Scala , XF#1E S AT £ Studio H AWS Glue 7 Spark £l
RIS ETL BIA,

EUTHSED | BFiEE AWS Glue FEA Amazon Q.

1. iRE AWS Glue Studio & i & B,
2. FUATEEKIMZ Glue Studio Notebook B IAM &,

® Note

codewhisperer BIZk25 Amazon Q Developer & H B REHIBEFH. BXRESZE
B, #ZH Amazon Q F X EREME  TERE,

JSON

"Version":"2012-10-17",
"Statement": [
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https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/glue/latest/ug/notebooks-chapter.html
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html
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{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations”
1,
"Resource": "*"
}
]
}
3. iTFF Glue #£#lA
4. TEETLHELT , EBRELIER,
5. WIAEER Jupyter £iEA, EFRIE,
6. WAELEI,
7. XFIAM B8, EFREBRENS Amazon Q RENAE
8. EEBHEIZA,

& Amazon Q FF X &S AWS Lambda

AR STHYA Y B A BUE Lambda #2&1 A F A Amazon Q F & ER. BUE Amazon Q J§ , BRAIAEETF .
BEETTE Lambda RIBRER T IREREHABE,

(® Note
£ Lambda #ZH| & , Amazon Q XX #FEH Python  Node.jsiZ21T BRI B ¥

AWS Identity and Access Management Lambda B R

=it Amazon Q 7£ Lambda 24| & P2 MR , BRLT RGN IAM BFRHAEEAERN IAM )
R BATURIN codewhisperer:GenerateRecommendations #XBR , Z1LLR 1AM policy RIHFR
BLIR 69 BRAE

(® Note

codewhisperer BIZ2 5 Amazon Q Developer & HBINRSWIBEE . BXEZEE | &
ZfAmazon Q AR EREGH . TERE,
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https://console.aws.amazon.com/glue

Amazon Q FF & & hRX AriEE

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}

RESXEREMEA IAM policy [ IAM E4RFRHEIMNE, BXEA IAM BiFHE S AWS Lambda ,
BS [ (AWS Lambda FF & AR $ERE) AWS Lambdad By & 4 #1175 R EE,

BUE Lambda 8 Amazon Q FF & & HR
E £ Lambda £ #l A KRB HESFTECE Amazon Q , BEERA T H R,

1. #77F Lambda #2H @ WERHNE , ARERERRBHIRE.
2. HEERBRESRTRAN , Amazon Q WEHRBEUMILTEARS. BEEFERI , Hi

BRABRERE TAN Amazon Q. @ FHERFE RBFR ER I . ML EEZEEES)
B

BXRERNEER , 2R ERARER,

R Amazon Q FF R B SH MRS — 2 EH

AWS Identity and Access Management Efth fR 55 B9 X PR

Eit Amazon Q EEMEBSH LT XHIEHEW , ERMLAREN IAM AFSAREAEBEN IAM X
BR. BATURI codewhisperer:GenerateRecommendations #XBR , ZLLR IAM policy R H AR
BLR Y BREE
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https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html
https://console.aws.amazon.com/lambda/home#/functions

Amazon Q FF & & hRX AriEE

® Note

codewhisperer B2 5 Amazon Q Developer &H BT RFSHIBE . BXEZER , &
ZFAmazon Q AR EREDE : TERE,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "AmazonQDeveloperPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

}
1
}

RERERRMEM IAM policy [@ IAM E4AR FREMENR. BXEA IAMBEFAEE , F5H (AM A
FiEE) PNZ2HHSEXE,

f52 F IR 2 52

M Amazon Q FREXNERZW AT , BRI ERRERERIITERIRE , flW/E3) Amazon Q HIEZE
Wo

BEEEEHPTFRRBHERNTT RHE (IDE) LAEE IDE ERMNBERER,

Visual Studio Code

A IR BERER
FzE3N Amazon Q macOS : Option + C

Windows : Alt + C

BEEEW priAlie S
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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LB B RER

T - a4 B3k

E—TE 6 2 B 2k

BRI 1% ESC. Backspace REHLEEA , —HiH

MAFRTE , BURSIHE R,

#ZT -1 Cmd + [ ATk

EFE R VS Code FHEHE , S VS Code MU E#Y Key Bindings for Visual Studio Codes

@ Note

VS Code FHYABEWN T EEERIABR TATERARS, BXESZEE , BZH VS
Code M4 £ Redesigned inline suggestions toolbar,

JetBrains
b TR RN R REER
FzE3N Amazon Q macOS : Option + C
Windows : Alt + C
EZEW b S
T—IEW EFSETES
+—TEW 6 853k
ELE IR % ESC, Backspace i EHEEA , —BiH

NFFATE , BURKIHE R,

B Intellid PESIREBHE , HSHEME LR Intel liJ ID EA BERER, JetBrains
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https://code.visualstudio.com/docs/getstarted/keybindings
https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
https://www.jetbrains.com/help/idea/mastering-keyboard-shortcuts.html

Amazon Q FF &% R FAF $57
Eclipse
Rb IR BARGER
F#E 3 Amazon Q macOS : Option + C
Windows : Alt + C
BEXEN prilily S
T—HE MacOS : Option + ]
Windows : Alt + ]
F—TEW MacOS : Option + [
Windows : Alt + [
e 40 321N ¥ ESC. Backspace i EHERA , —BiH

RFFAEE  BUHRSHE K.

E7 Eclipse PEHNBHE , 5SH Eclipse XREHPHERELHE,

Toolkit for Visual Studio

AL TR
FZHEF Amazon Q

BHMEPH AWSToolkit.CodewWhi

sperer.GetSuggestion
IR

T—IE W

BUEFM Edit.NextSuggestion

£ =T

BUEFM Edit.PreviousSuggestion

R RIEER

Windows : Alt + C

R

Windows : Alt + .

Windows : Alt + ,
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https://help.eclipse.org/latest/index.jsp?topic=%2Forg.eclipse.platform.doc.user%2Ftasks%2Ftkeybindings.htm

Amazon Q 7 & & AriEE
AR BERER
BRI & ESC. Backspace REHLZRA , —BiH

NFRFAEE , BIUHRSHE K.

2 iES % Microsoft B9 Visual Studio BRINEZ RIiERE,

B Visual Studio FENREE , HEMATE->"RI->"BE",

Amazon SageMaker Al

AR

FZF3) Amazon Q

EEEY
T—HEY
TRy

LRSIV

JupyterLab

AL IR EW

FZE3 Amazon Q

EZEW
T—BUEW

£ =T

R REER

macOS : Option + C
Windows : Alt + C
bRl S

LIRS

m &k

ESC

BERER

macOS : Option + C
Windows : Alt + C
LT+

CRNTEE

@ £ &k

EARER
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https://visualstudio.microsoft.com/keyboard-shortcuts.pdf
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IR B REER
148 I ESC

AWS Glue Studio Notebook

A IR BEREE
F#E 3 Amazon Q macOS : Option + C

Windows : Alt + C

BEZEW Al
T - ERNCTES
F—TEW | £ &7k
LB ESC

AWS Lambda
AIBER I BERER
FIHRECBEI macOS : Option + C

Windows : Alt + C

BEREW BT
B EW T ESC. Backspace , M{EE 5 [RZ) S #F

ZEA, BEW2ATHK.

EEQRAE , wEEUTRE,

1. EEBREINERN , ERERERAITT BRI,
2. HERIUETFL , &ERHE,
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RAriEmE

3. ERHAEERED , @A Amazon Q.

Code Test Monitor Configuration Aliases

Code source info

File Edit Find
lambda_function
FROJECT SETTINGS
USER SETTINGS

¥ KEYBINDINGS

AWS Cloud9

AW

FERIMAB R

BEREW

148 I

Versions

Keybindings

Upload from ¥

Cloudd responds to your keyboard commands.

Reset to Defaults

Default

RERER

macOS : Option + C
Windows : Alt+ C
bl

¥~ ESC, Backspace , BFE S R HF
SHEA, BENSBEIHEK,

1. BEREREREN  AREEERT T BETUETF,

2. TEEGRILUEDFL | EREHE,
3. ERAEERES , WA Amazon Q.
4. TERBEGH  NGEEBMBRIHEEXT R 2=,
5 BMAESEINREMIRE,
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£ H

Amazon Q EEMBEELEMNFRIMBEHZIN., B , CRERHENEBINATERLCITATFRHENNK
B, RE5|AaEEX Amazon Q ATERBIHRRNEE,

=

F

I

EMEHADEA
- XAMEBKBEEIA
- EEEAT 5 AKKE

EFENEMRBIH

BESIAER , U NEEEATRANKBMECNABENSIA, LETUERMIEE Amazon Q
RHENRBEN,

ERIEH IDE L TREXRNMEENEHRRBSIANT R,
Visual Studio Code
E£ VS Code AER Amazon Q 5| BEEER |, HERUA T RE.

1. FHREERANREFRAH VS Code Ml Amazon Q ¥ BREF.
2. 7£ VS Code # , M IDE & O EEPRIA B IEE Fi%EE Amazon Q.

Amazon Q E& =7 IDE & AR TRPITF .
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3. ﬁ**j:]-ﬂ:fhﬁ% glﬁﬁ H ho

XTI 5| A B SR+, EPFIHTRrEaNABEYNEIA.

TERERTITHE Amazon Q EEZSEMAE 5| HBEERIF,

LN ) Amazon Q D & o8

In-example.py £ Releas | {} launch.json code¢ [0 ---
1 Select a 1l ge, Il Pause Auto-Suggestions
= Select Customization 1 ne:
</> Open Code Reference Log
&7 Try inline suggestion examples
I Pause Auto-Scans RUNNING
&> Run Project Scan
[J Open Chat Panel
& Send Feedback
{7 Connect with us on Github
E] View Documentation
3% Open Settings
I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

X ®0A21D1 @WO  AWS: IAM Identity Center (amzn) [ Amazon Q C» Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF PlainText (%

JetBrains

E7£ JetBrains IDE &R Amazon Q 5| BEEE , FERBUTHE.

1. FHREERANEFFRAH JetBrains IDE 1 Amazon Q 4.
2. 7t JetBrains # , M IDE & OKZPHVIRASE F 1% Amazon Q.

Amazon Q EFEFERSE L F T,
3. EEfARBIARZE.

XRTFREEI A ETRT R, EPSIETAAENABRINASIA.

TERERTITFE Amazon Q EFEMAE S| HAERIF,
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. my-project > Version control Current File v

(VENE]
public class Main {

public static void main(String[] args) { System.out.println("Hello world!");

|

Amazon Q

00 Pause Auto-Suggestions
@ Open Code Reference Log
B Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

Code Reference Log (3 Open Chat Panel

Your organization controls whether suggestions include code with references. To upd: act your admi
© Send Feedback

©) Connect with Us on GitHub

@

? View Documentation

£3 Open Settings
Sign out

A C)

my-project > src > Main k7 AmazonQ @& AWS: 3 Connections 4 spaces

Eclipse
=7 Eclipse IDE FE7R Amazon Q 5| A BEER , BEEATRE,

1. BERREFEANREIHRAN Eclipse IDE # Amazon Q & #.
2. 1f Eclipse IDE & |, i£#% IDE A L &K Amazon Q B¥r.
3. 77 Amazon Q BIREW /G , BRI +E LANEESEF. Amazon Q EEE2FHT .

THEETRT Eclipse IDE /) Amazon Q 51,

& Problems @ Javadoc [& Declaration | (€) Amazon Q X | (€ Amazon Q Code Reference g = 8
Chat X + Open Code Reference Log
[l Pause Auto-Suggestions
Select Customization
Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. REp 2
Ask me to explain, debug, or optimize your code. Sign out
You can enter /[ to see a list of quick actions.
l Explain selected code l l How can Amazon Q help me?
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R0 Qs ready
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s
4., EEFTHARBESIABAE,
XFITHARBEIABRET+, HPSE THREMNBENNHEI A,
Toolkit for Visual Studio
4 Amazon Q BB E Toolkit for Visual Studio PRSI AR |, 5| AR A HIMEREIER
M,

# Create function to create a DynamoDB Table
1 def |Suggestion (License: MIT) 1 / 1| [Tabl to accept | &8 |

karle = dynamodb.create_table(
TableName="Products'
l a ema=
AttributeName i

FIEaesIANEESBEUMKICRESIABRER,

BRpESERSL , HikE AWS Bir , RARERITFARBSERL.
FHASSSI ANEEIBWNIIR, HIIREE :

- BUBEZNNVE, RETSFEFIRBPNERNVE.,
« RERRYVFAIE

- 5| ARIRARE

- BRTF5IANKBRE

EAREEIA
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RAriEmE

Output

n
(&
Il

RN C)

Show output from: | CodeWhisperer Reference Log '|

.Code’\cloud.py(18,5): Accepted recommendation with license: MIT
|| B

Bl ttps: ithub.co

CL T R TS TR L Y Lo
EEREL o S R R S T
[ LT L
]
rrlaen s e
[ T N ¥ I |
1
1.
P L LRI L 1
]
rrlaen s e
rrla=- = s
1
1.
[RL SL AETLA LN N
CETEL EE-TLENE [T
u
sarlpe g =im gy memy

AWS Cloud 9
= $&4F Amazon Q 5 AWS Cloud 9 Bt & AR , BB 5 ARIALL T B AR
ENEXAIEEENEA , FEENTRE,

1. £ AWS Cloud 9 ZHIEME LA | 1%EFE AWS Cloud 9 ##r.
2. MTHRXEFERERID,

EEREHENAN , BRTUETFFT .
3. HERIAHMFHIMBERETHNT RT , &% AWS Toolkit,
4. EFREUHERE Amazon Q : @EHAERB 5 ANEL

Lambda

Lambda # 8 Amazon Q AR B5IH, Y& Amazon Q 5 Lambda BB FEAR |, ERTEE

5| AR IB AR 2B
SageMaker Al Studio

E £ A SageMaker | Studio &R Amazon Q 2Z BE , BRUT S RIZE,

1. 7E SageMaker Al Studio & AMJEZP , T Amazon Q EH4R.
2. ERTARKRBSIABRE,

EAREEIA
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JupyterLab
E &R Amazon Q $E & FEE JupyterLab , BIRUTSRIEE,

1. 1 JupyterLab B O KSR , ¥TFF Amazon Q EHR.
2. ERTFARBSIABRE,

AWS Glue Studio Notebook
E £ AWS Glue Studio Notebook & /R Amazon Q SZ R % , FIRUT S BIRE,

1.  1E AWS Glue Studio £ie A& OMKEE , 37T Amazon Q ER,
2. EEfTARBIARZE.

XAMBERABE A

HERZHIDE #F , KRB ARIAL T BRRS, £FER IDE LEFAXRMAXAME ARESI AR
HRK

Visual Studio Code
LI Amazon Q 5 VS Code BL&EAR , KIB 5| HERIAE T B ARS,
ENHEHXASBEENSR , HEBUTRE,

1. BEBRRECERAN2REFRAM VS Code #1 Amazon Q § EBREF.
2. 1E VS Code # , M IDE B AKZBMAHFIEZ HIEE Amazon Qo

Amazon Q EE 2 1E IDE & AR TRIBIT I,
3. BEREBITHIRE. REEWMFHA , HPETR TS Amazon Q MRHIEDI,
4. EPRHEUHERE R"THESI ANRESINERE,

JetBrains
H&F Amazon Q 5 JetBrains IDE B & AR , X535 BRIAL T B ARS.
EFHEXARBEERER , BFEBUATRE
1. EBRREERNREFMAD JetBrains IDE F Amazon Q #F#.
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2. 1£ JetBrains # , M IDE & OEEPAVIRSE A iEE Amazon Q.

Amazon Q EFEFERDE L FITH,
. EERITRE, RE'EOIHT , HPERTE Amazon Q #<HYEL,
4. EHPHECEEFE TRTESIANRBELNEIRE,
Eclipse
LHI24F Amazon Q 5 Eclipse Bt &£ AN , K#BB5IARIAL T ERARS.
EFHEHXAZBEENSH , BERUTRE,

—

BRREFERANE&FMAE Eclipse IDE #1 Amazon Q .
£ Eclipse IDE HR$TFFiRE,

MEM Stz Fi%EE Amazon Q.
ERRECHEFE REE S ANKRBE LN SIEE,

1E£$E Apply (M) AMREFEE R,

o & 0D

Toolkit for Visual Studio
MIRTE Toolkit for Visual Studio FEH Amazon Q B , RE5|HERIANLTFHBRES.
ENEXNRBEEFESH , FERBUATHRE,

1. BREFERANEEHFMAH Toolkit for Visual Studio.

2. £ Visual Studio T FFikIn,
3. MEMSHEdiEE AWS Toolkit , AF1%EE Amazon Q.
4. MNBETSIANEBINEINTHRIIERAP | % True = False,
5. EEBEURELNELR.
AWS Cloud 9

B Amazon Q 5 AWS Cloud 9 Bt & AR , IG5 ARRIAL T B ARE.
ENHEXASBEENER , HEBUTRE,

1. 7 AWS Cloud 9 2FIAM A LA |, %% AWS Cloud 9 ##x.
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2. MTHREFRREEIET,

ERFENAEN | FETUEI R F.
3. EELRIEMFHFIMBRETWT BT , %£# AWS Toolkit.
4. EBEHEVEI%EE Amazon Q : BT ENRE S ANEIL

Lambda

Lambda # 8 Amazon Q A #ERB5IH, Y& Amazon Q 5 Lambda BB FEAR |, EATE
5| RV RE B I ER I 4 2 B

SageMaker Al Studio
LR Amazon Q 5 SageMaker Al Studio B2& AR , KB 5| ABRIAL T B AR

EFNEXARKEEEFREA , FEBUATRE.

1. M A SageMaker | Studio & AKTRIPERIRE .,
2. MRETHIRD , EEERIERES.
3. 7 Amazon Q TH¥&AH  EHHEUEHEREATERBIANRNGELNEEE.

JupyterLab
L I8F Amazon Q 5—2F A A JupyterLab , KB 5| BBIAL T B RS

EFNEXARKEEENRSA , BEBUATRE.

1. M JupyterLab B ATREPIEE & E
2. MNRETHYXRS  EBRSREERES.
3. 7 Amazon Q TH¥HEd  EHFECEEFBRTERBSIANERINELNEIRE,

AWS Glue Studio Notebook

1. M AWS Glue Studio £12 A& O EZBIEFE Amazon Q.
2. HEHHAFHEAH T 5|ANKRBELNT .

ERNREEIA
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® Note
FERB 5| A{XIEZHE AWS Glue Studio £ iEZAH FLERT E B Mo

EEE AT 5| AR AR

EREL IDE 7 , B UEEERRHEETEWHE 5| ANVEN.
EREH IDE LT HRIUEE R S HERFEANDSR,

Visual Studio Code

MRERBWERR , NAUHNBEMNALERFRATANRBE|ANER. MREXHEM , NER
FRNMATRERFTEET IDE EFfEREEA. XEFREFNEBEFPNEUHEP L —Thitien
iRE , ERMREEDLRFERER , WFRENEREF S EFEMRE,

Bl FERERAHFESIANEN , FHERUTRE,

1. % Amazon Q FFRERZH AH , BERIRE.

2. & Amazon Q FRERKSERERT , EEEE.

3. H'RBHAGE MHNSRREERT  BUHEEIETHNBSI ANE.
4. ERREEX.

JetBrains

MRERBWERR , MAUHNBEMNALERFATANRBE|ANER. MREXHEM , NER
FRNMATRERFTEET IDE EFfEREEA. XEFREFNEBEFNEUHEP L —Thitien
iRE , ERMREEDLRFERER , WFARENEREF S LM,

Bl FERERAHFESIANEN , FERUTRE,

1. % Amazon Q FFRERIZH AH , BERIRE.

2. 1 Amazon Q FRERKFERERT , EREEE.

3. H'RBHAGE MTHNSRREERT  BUHEEIET AN ANE.
4. ERREEX.
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Eclipse

MRERBVERR , WA NBEMARRFERATERDSI ANEN. DREXHEM , NAR
FRMNATRERTEET IDE EFfMERER, XEFREFEBEFPMEUEEF L —TTH LR
EiE , ERMREEDLRFERER , WFRENEREF S EFEME,

EEMLLERERATESIANEWY , HERUTRE.
1. 7 Amazon Q F R EBMREZEFEH , ERRE,
2. 7 Amazon Q FREMRKFIFEEKT , EEREE
3. HEYRBEFASE THNESRZEEERS  BUHERESTAERBSIANEN
4. EERTFER
Toolkit for Visual Studio
EEtLSERERAWESIANEIY , BEEUTRE
1. BAEIUATHEMAEN 2 —#ARBS AIZE :

a. EEBNOBEHN Amazon Q BFr , REERIEIA. ..
b. BIEIE ->AWS ITE4A ->Amazon Q
2. A XERANREE , EABRTERAEEET 5| ANEL

AWS Cloud 9

AWS Cloud 9 1 Amazon Q FXFERBRHTFE U RSENRBE,

EENMNAFERERFERERER , 12 [ Toggling code references”s
Lambda

Lambda ) Amazon Q X #FRE51 A, &K Amazon Q 5 Lambda BB & AR |, EAHHE
5| RV RIS B I BRI 4 2 B

SageMaker Al Studio

Amazon Q F% %7 A SageMaker | Studio FERBRHH AU KSEZNRBEW,
JupyterLab

Amazon Q T FEFEHT AL U RS EWNRBEN, JupyterLab
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AWS Glue Studio Notebook

Amazon Q A% 3#F7E AWS Glue Studio Notebook Rk ERAHTFESENRIBEIL,

(\EZBRY

Amazon Q AIAERENZEFRERBEN. ETHCUASBYEABCERENEREESHRENRD ,
BEEUTRB RO,

£

- /A Amazon Q FF R E RS EITHRE

« £/ Amazon Q FT K & 4 X e B B

« /A Amazon Q FF R ERRSTALKIGIR

- A Amazon Q FF & #E RS Docstring, JSDoc 1 Javadoc

-« £/ Amazon Q FF R ERIEHIERTEN

ff£A Amazon Q FF X &M TR LT

Fiam AL TRBE , Amazon Q £BBURIM 2 BT AR B EW,

C++

JavaScript

L RBIF , Amazon Q TEX T FF R EF BRI —1THE,
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TypeScript

EREIF  BR@mATZENER , B Amazon Q 2 7T X RAKRE,

index.ts X

import-{-S3Client -} from- "@aws-sdk/client-s3";

const =-new-:53Client({});

X

C#

FERAIF | Amazon Q IBRIFEEFBEBM 7T 21T

R RB
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Shell

ETEF , Amazon Q BHE T B XA HREITRBIE,

access_key_response
access_key_response=$ -u "$user_name"

if [ $? -ne © ]; then
ERROR: Failed to create access key for user '$user_name'"

Java

Frigm A 24TRAE , Amazon Q 2RIELH M BTt AR H 21

ETHEHNRGIH , £ Java® , AFFFRFE public MAMBRE,

R RB
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BIEMA , Amazon Q 2EREH EZNERELL,

Go Run Tools Window Support Praview . Run

example.java o ®
public class Main {

}

Python

L RBIF , Amazon Q RIEF R ERIREET —1TRB,

£ Amazon Q FF R ERERTEERKE

Amazon Q AILARELEEN IBRERTER R, ERTHERE , Amazon Q 2R HEBZBE.
MRFEZ MR , Amazon Q LB FEXFBEREN T —E2 HIBHEN, BFEEEZNUEBAT
HFBRHRBIT , Amazon Q L& RIEX L AHITEN,
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C

JavaScript

HEUTRBIFR , AP RE-AEREKRTERY , RRHTHE.

= index.js Environment Var Preferences

/**
* AWS Lambda handler
*
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
*/
| X

S W~ WNPRE

=

R RB
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ETESG , BRFBEAT —NMNHTM Amazon S3 B HHI B EHEE ., Amazon Q B/GIEET
read_from_s3 AR EESIMELL,

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode "utf-8"J)

® Note
Brt , W EHIFFR , Amazon Q REBWMHIE import EW, BUIFHXL import iE4
FR B BN THTRER,

BE—NMIF , £ RS , APRET —1MEHKZR, Amazon Q FEFEH T quicksort HiEM
SEEIMEIL

def guicksort(a):

if lenfa) <= 1:
return a
else:
pivet = a[@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

Amazon Q ZRHBUNSZRIENRBLRE, £ TET , LEPHWAFRELES T LEAEX
quicksort MBI S ZE. Re , AP RNZE sort FERE TS —MEEZSE, Amazon Q
BERBEARENHNERREE T —MEMBUL,
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def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[@]
less = [1 for 1 1n a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] 1f 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

ETED , APRET —FER. BEXZER , Amazon Q BEERE T —MNEEZEEIL
# Binary search function

def binary_search{arr, 1, r, xJ:

ETHES , LFRHWAFELES TEUNEREEE, AKB Amazon Q12H T binary_search
BHHATEIMEN,

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:
mid =1+ (r - 1) /F 2
if arr[mid] == x:
return mid
elif arr[mid] < x:
=mid + 1
else:
r=md-1

Java

L TF5IREE Amazon Q AR HEWH 5| S ETREIZE BNV ENIRH RO,
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1. ETENRAF , AFwATER, Amazon Q 2H TERHHBZR B,

ERAFEZZENE , Amazon Q 2R HBEEEMFE

example.java

public class Main {

2. E TEAF , AFPEESZ Amazon Q WEWZ B TEREEEFBMAER. ETTYF , Amazon Q iR
EEREREN,

KB =B 218



Amazon Q FF & & hRX AriEE

Go Fun Tools Window Praview . Run

L]l

example.java

1
3
4
5
B

C#

ELLTRAEIH , Amazon Q 2 7 e BB BRI,

TypeScript

HLLTFRBIF , Amazon Q REAFNEZRFEER T EHH.
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@param- {string} fileName

@param- {string}-bucketName

X

Python

Amazon Q AILIRELREENIBRERTER Y, ERERERE , Amazon Q SR HEBZZE
Wo MREZIWEIW , Amazon Q 2 BFEARBERBN T —H o HIEHEEN, BMEZREEN
B AT EM4ERHMAIEIT , Amazon Q LA RTEX LM AR TEN,

EUTROIF , Amazon Q BEER 7 BB , XAEK T HERAYE TN,

LT 5I&REE Amazon Q dMARR HEWH 5| S BT RO BZ R BNV EN IR RO,

1. ®ETESR , BFmATER, TR TANEHBLERRKE Amazon Q RVEWL.

K53 =) 220
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RAriEmE

IJ

demo ' src  main  java / com ; example

HelloResource.java

com.example . demo

Insert Code Previous

2. E TEAH , AF##EST Amazon Q X FEREZZNEWN, EZZEWEXFEOEE
3 , Amazon Q SR EMFIEH T HHNEL,

1
demo ' src ' main  java /' com  example

HelloResource.java

Insert Code

demo

demo

Main

Main

3. ETEYF , AFEES Amazon Q B 2Bl TREEHEHPHMAER, ET1TH , Amazon Q 1R

FERABERTH AR,

KB =B
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IJ AEMoO - Fe ':;'_'_ - = =) A
demo ' src ¢ main ¢ java ¢ com  example | demo Main - f add

HelloResource.java

Com.examp le.demo

Inzert Code

EWRAEIF | Amazon Q EAFEARB»SIBERE 7T TEREBIEW.

£ Amazon Q FF & &M TR A IEIR

RBRTERATFTREMN if/for/while/try RIB3R,
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C

Java

ETHENRAF , AF@aAT —Nif FaNEE, BTN EERRE Amazon Q BEW.

Run Tools Window Support

o

example.java o | (+)

public class Main {

R RB
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C#

ETEH , Amazon Q BT —M 5 RIZE Y 5%,

TypeScript

ETEH , Amazon Q B T —f R IZEEM 5%,

=]

import-{-S3Client -} from- "@aws-sdk/client-s3";

=.new-53Client({});

onst-uploadFile.=-async

Python

FELRBIF |, Amazon Q BIE L TR E TREBREW.
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A Amazon Q FF % & x5 Docstring, JSDoc #1 Javadoc

Amazon Q ] BAHS Bh A& 7E ACHE R A A Bl SE R XA

C++

Javascript

EIRHEIF | Amazon Q BRIEIEEEEE JSDoc SH,
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

const-client-=.new-S3Client({});

onst-putObject-=-a: (bucketMName, - key, -body) - = . {
15t -params: = {
Bucket: bucketName,
Key: - key,
Body: - body,
};

return-client.send(new-PutObjectCommand(params));

C#

FEIRBIF | Amazon Q BRIFEIEEEEE JSDoc SH,

Java

TEH REIKL H Oracle MG _EH—AN R4,

ETES , AFeiFmmA — N XIEFERFE, Amazon Q R4 7 B IAYEE DURINE XA F A7,
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https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q 7 & & AriEE

Current File ~

HelloResource.java

Tab ~ to complete @

TEH REIKL E Oracle M s £ H—AN R4,

ETHENRPIF , & Java 7, AFRANEZRFSH, Amazon Q B T —MNRBRLEXHFR
o
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https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q FF & & hRX
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image

= & WD~ oW R W R

1
1

Python

FEIRBIF | Amazon Q BIFEHAR L TXERE 7T XRFERFREW.

R RB




Amazon Q 7 & &

ff£A Amazon Q FF X BEMIRHZEITEW

RAriEmE

BIEEAFERAREM , Amazon Q AJEETLEE —PNEWHERTENREIR, BR , Amazon Q AT LL
RERITEN,

Go and GolLand

ZEHRBIE , Amazon Q B4 TETEW,

: ListBuckets() {
err errar

cfg, err := config.LoadDefaultConfig(context.TODO())

XRZTEWUNSE —MRA, ZIRRETMEH,
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import

func Add(a, b int) int {
return a + b

C++ and CLion

T RBIF , Amazon Q RE T ETELL
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bool CreateBucket(const Aws::String& bucket_name,

const Aws::Client:Client::ClientConfiguration &clientConfig) {
}

Python

ETRYP , BERET—%HUFSTiL , R4 1@ Amazon L CloudWatch ogs B A HHE. £
FixX—ETX , Amazon Q REEE —NTEWPREEFFIHDHBCRBER , TR,

R RB




Amazon Q 7 & & AriEE

# Publish a message to a CloudWatch Logs Group

client = boto3.client( logs')

BR , MRAFRELFERZFTER , Amazon Q ELHKERFELRENKNBRHRBITEL,

# Publish a message to a CloudWatch Logs Group
client = boto3d.client('logs')
response = client.put_log_events(

logGroupiame="YPCFlowLogs® ,

(® Note

£ EHld | VPCFlowLogs AJRERRIEBMWEEE., £ Amazon Q RHENHRER , F&
ErERESEENEEMEER.

Amazon Q FA T LEREBEMCBIR | M TEM R,

# Publish a message to a CloudWatch Logs Group

client = boto3.client({'logs")

response = client.put_log_events(
logGroupMName="VPCFlowLogs",
logStreamNome="VPCFlowLogs®,
logEvents=[

{

"timestamp’: intCround(time.time() * 18881,
'message”’ : json.dumps(event)

)

Ko redommerdat iond

FELREIH , Amazon Q BE T ETEWN.

KB =B
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IDE Y Amazon Q FF R B RZIFHIRIZEIES

£ IDE FEH Amazon Q F X E R , L T BEXIEFFrE RIZE

][]

+ Chat
- WEREIX

ERAXLEREN , HEFTESRREEESNEREEMABMTE,

% F IDE # Amazon Q HE I8 , EXIHHRIES 0T XAR
NERBWUXFHNREES

Amazon Q A ZMEZEIE S REAKAEEN, KEEFSHRBERNERERREBIURT YIZHIEN
MEMRE,

RINGBENREMS , RERSIBFENREREESH

- C

o C++
- C#

* Dart
+ Go
« Java

» JavaScript

XFEFNREES 233
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+ Kotlin

* Lua

« PHP

« PowerShell
* Python

* R

* Ruby

* Rust

« Scala

+ Shell

« SQL

« Swift

» SystemVerilog
» TypeScript

REFRSIFNERMIRERNRDE (1aC ) BESH .

» CDK ( Typescript, Python )
* HCL ( Terraform )

« JSON

« YAML

RIEZBRITEFNRIZES
RBERTIFNES IR TERITRIBEROINE,
£ JetBrains IDE 1 Visual Studio Code # , Amazon Q AIX A FiE S WA BB TR

» Java

« BRAR SQL ¥ ( AT Oracle F| PostgreSQL BEETEZE )

£ Visual Studio 1 , Amazon Q A LA TiES WG HITERR -

- NET HMHEFFHY C#
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AARBERZFNEERAMERKANESEL | BSRERRTHRIT BIM EH,
XD EERES XF
HTFUTESHENIHATE |, Amazon Q TRIRABFEHERAFRBEERY ;

- Java : Java 17 RERMAK
- JavaScript -ECMAScript 2021 & E R iRAR
* Python : Python 3.11 R EEMZ , £ Python 3 R5IN
o C#: FTEMA (BIUER NET 6.0 RESMA )
« TypeScript -Fi B ARA
* Ruby : Ruby 2.7 #1 3.2
« Go:Go1.18
« C:C11 RERRAE
« C++: C++17 REBRIRAK
» PHP : PHP 8.2 REBIRAE
« Kotlin : Kotlin 2.0.0 R E B iRA
« Scala : Scala 3.2.2 RE R4
« JSX : React 17 RERIRAK
- EMigHEERE (1aC) ES
 CloudFormation - 2010-09-09
« Terraform : 1.6.2 B E R4
« AWS CDK -i&%& TypeScript Python

BEEXNHNBEZENES
Amazon Q XEFLUTES , HEATEHOXHEEMEFE NI -

« Bash/Shell (.sh, .zsh, .bash)
+ C(.c,.h)

» C#(.cs)

« C++ (.cpp, -hpp, .h)

 Dart (.dart)

RBEEE
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+ Go (.go)

« HCL (.hcl)

« HTML (.html, .htm)

+ Java ( .java)

« JavaScript (.js. .jsx)
+ JSON (.json)

+ Kotlin (.kt, .kts)
 Markdown (.md, .mdx)
« PHP (.php)

» Powershell (.ps1, .psm1, .psd1)
 Python (.py)

* re StructuredText (.rst)
* Ruby (.rb)

* Rust (.rs)

+ Scala (.scala)

« Terraform (.tf, .tfvars)
« Text (.txt)

» TypeScript (.ts, .tsx)
* YAML (.yaml, .yml)

BEXAR —
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ERSITHER Amazon Q FF X ERR

Q CLI ERXA Kiro CLI,

BXEZEER , BSH Kro AFiERM.
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https://kiro.dev/docs/cli

Amazon Q FF & & hRX AriEE

I MCP 5 Amazon Q F X EMREEER

BE ETXHY (MCP ) R—HITMir&E , EXF Al BIFENSTEMBRSHITRE. Amazon Q FF
REMR CLI IEXHEF MCP , AIiLEBEEF Q EEIEEX TEMBRS KT E Q KIZhEE,

£

- MCP #iiR

« CLI F#y MCP B (&

- MCP Eii&

- TENRR

- IDE ¥ Q AR ERRH MCP B &
- TERLH

- MCP %13

-« B4 MCP #&

- MCP %%

« Q Developer By MCP &1

MCP #ti

MCP ( B L T ) B—MF RN, BTHEL A BIFSARTENBRELSRN, ENATERE
BREHELT—MEMENAEX  ATRITHIR, ERABESHHERIENTUARRBNLETES
Ro

AR MCP BRA THREEENERAERESS  EXEEERGENTRERE., REXNBEHS
BEMITETEER, XE Amazon Q BEB B XN AR EAENFERREHRS LT XEMHXAHED,
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Amazon Q 7 & &

RAriEmE

o query

e prompt

A

User

repeat as
required i

response

MCP Client
Amazon Q CLI

o use tool to get additional context

MCP Server
_°call R equery >
ﬂresult MCP Tool ) eresponse Data Source
MCP Tool

LLM

o final response

CLI 8y MCP B &

AT ABHEE MCP fRE8389 CLI-specific 1 11,

BEw®

£A A% gchat mcp [OPTIONS] COMMAND

MCP BlE 5

A AL
op

gchat
gchat
gchat
gchat
gchat

gchat

mcp

mcp

mcp

mcp

mcp

mcp

add
remove
list
import
status

help

L

IS R E BB RS 2

M MCP BB B 72 5

B R Y 55 28
WB—MIHS RS BRE
R B 0BRSS R HURTS
TEAE T S HRH I RBME

£ CLI
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RAriEmE

MCP R 35S

Z--argsSBMEXFHEAHE LS JSON HARANEBEESHNSH

# Escaped commas

g mcp add --name server --command cmd --args "argl,arg2\,with\,commas,arg3"

# JSON array format

g mcp add --name server --command cmd --args '["argl", "arg2,with,commas", "arg3"]'

iZiE MCP BRS528

BRTHERHRBRIZITHI AN MCP IRE285) , Amazon Q Developer CLI X #@d HTTP #T@ER
2 MCP R85, E=RRREIF A LAEA OAuth H M IRIESHA THBURS ( EEFHRIE ) .

Bl

EREREXHFERtypeMurl FERELEIZIE MCP fRS5ER ¢

{
"mcpServers": {
"find-a-domain": {
"type": "http",
"url": "https://api.findadomain.dev/mcp"
}
}
}

OAuth B4l 2
FEHAZEE OAuth B RKILRIZIE MCP ARS356T :

EAIEIZE MCP lRFEHFNRERFZ QCLI £1F

RS BEAFE RN “ERME”

FEA/mcpip SR SR

QCLI fHERRFSHFFESHRIEHRME URL

TEX MBS PITHFIREM URL , BRI Q CLI 2B FH RS
BRIRA W RR P RY B I U5 AR 1TIRE

IRE QCLI BEO-MRSFHWIEMKT , LRFEFE MCP RS =R

N o o bk~ w0 Db =

i

ZfE MCP RS2
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BORIETRE , RSN ITEFEANTAH.

MCP BLE
£/ Q CLI ixE& MCP BR% e85
Amazon QCLI NERENH MCP BiETE A TN ELL 2 -

~/.aws/amazonq/cli-agents

Amazon Q Developer CLI Z#74ith MCP BRS5 88 ( fEA#EZ1T ) MiziE MCP RS 2: (B HTTP
HITBE ) . ZERF|ALUER OAuth HMBRIE , LA UTESHBRIEEN AT,

BXREZEER |, EZE QCLIGithub FEFPW B ENREBE EEEM. =iE MCP R 8
£ IDE H{EH Q 1% & MCP fr% 35

IDE F£F/EXH Amazon Q B MCP BB My B :

~/.aws/amazonq/agents/default. json

BXESES , H5M IDE &+ Q FREMRE MCP B E,
MCP AR5 85 I0&K

Amazon Q E/a A 1N MCP Br5 2R , BELESEFMAERSSH[ATINBILATUNFERE, TERN
T 48 B AR 55 25 ST AR N Bk IS A N W Ao

S BERSERS

A /tools HREFWLRSB/NEMNEUARBLETIECZTA,
B B AR S5 Es ¢l 1L

R BAGE A AT 75 3 B AR S5 AR M e LR A

$ g settings mcp.initTimeout [value]

He | [value] NER , LEW N BN, WIREERSH Amazon Q EALLEF B R E 2 BIFHFRS 2R
TR R R B

MCP Ei& 241


https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#mcpservers-field

Amazon Q FF & & hRX AriEE
TEAMETR

AT B UAIE Amazon Q FF A ER CLI HEHA MCP TEFE R,

T MCP ILE

MCP T E & MCP ARE25M Amazon Q FF X &R CLI AFFHI AT ITEER. A1 Amazon Q FF X &R
BB RREBRITIRE, LEBEHEUREARBRERE,

MCP Ry TE#HE :

- BF  TEE—FRAY

« {8 : BRI EMEER A, ARER

- BARKN  ELZTEEINSHM JSON £
« IR AXRIENTHANRMRNTERRER

ROAHANTE

EER QCLI SEFEBETEFA !

/tools

WHSERFHETHANIE  @FNEIEN MCP IRESSFIEEM I E,
TEAREEFRENNRERRS LK ATBHEFERIENAR

- Auto-approved: X & T EAERLPAWFINE R THATERXRA
- FEHE  EEXERAN , XETERFELNEXNER
- B XETEMREHNEFBENAR , TR ECZHEEFAEZR

EHTE

BRLBES WM S AER MCP TR

1. BARBSER . RERERZEEMAAL , QRaREEFRAMBHITE,
2. EEIERA A lERXER QFRBETLE,

TEMER 242
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RAriEmE

ERART
MCP BRS5 25 AT AR MHTIE LVIRR |, M EIES Q TREBFEES :
« JIHATAMERTR : /prompts
- EARTR
* @ prompt-name argl arg2

ERATRSHNRTHNRE

@fetch https://docs.aws.amazon.com/amazonqg/latest/qdeveloper-ug/command-line-mcp-
configuration.html

IDE  Q FF X &EhRY MCP &
AN ABE MCP BR$25#Y IDE-specific &1,
Z IDERTHE QHF XA MCP Bl &EX#

£ IDE #{#H GUI [ Q Developer 711 MCP RS 250t , BEEF#EUTHEIXMHZ2—F -

- E£BREEMA : ~/, aws/amazonqg/ERiA.json
« TEAR#SEE:. amazong/default.json

BR , ATEERERE , Al MCP BB EE R RES IR MUE

- E£BEEMA : ~/, aws/amazong/mcp.json

o EZAMITE:. amazong/mcp.json
Q Developer £ %&£ Z & MCP RSB T HRINEE. ENBEMNEENIRE.

(® Note

MREEETE mep.json XEFIRET MCP EE , ¥ AREXMEMA MCP E&E GUI , M&E

GUI REFZEE.

EARR
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¥R mep.json X4 ZFHERBERIA json BB X4+ K use LegacyMcpJson FEREA. BIAER
T, FERIEEBN true. BXREZELR |, 1211 Q Dev UseLegacyMcpJson eloper CLI #Z# GitHub
EFHFE,

EEE , QCLI e A LA mep.json X,
BXRWMAE MCP TE L RERMARFNER , HZSMBuilt-in TESE,
AR MCP BLE A~ SR E

E7£ IDE B Q Developer 58 MCP BRE A 5 HE , BHHITUUTERE

1. $TFIREY IDE ( VS Code JetBrains & )

2. 17 Q FREMRER.
3. FHBIXEMR.
4. GZETEH

FRo

il MCP RSS2

AIEREEFHM MCP RSBz RANBEETEERMERHALE - STDIO M HTTP,
Wb HTTP KK MCP fRSER

BT IDE R HTTP KB K MCP RS 88 , BRMITUATRE

1. 1R MCP EEE R/ R M.
2. EEMS (+) ER.
3. EECHE : 2REAM,

MREFLBEE , N MCP [RFEEBEEFME ~/ H. aws/amazong/default.json 3 B&E A F&
WATETE ., MREFAEE , NEEFFEEF. amazong/default@ BT E Y .json,

4. HEBHEERT , @A MCP REZ A,
5. %&#F http EREBEIDIN
6. 71 URL FE9 , Hi A MCP BRESB¥HB L FiEAHN URL,
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https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#uselegacymcpjson-field
https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#uselegacymcpjson-field
https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#tools-field

Amazon Q FF % %I g
7. HEFRK-TAET , RAFRERN HTTP FRXRIEMRBEXT,

8. REWMAHER{E,

9. ‘BRI

Bl EEAACE &R T ENRER.
10. RBEEMNFBEIENERNSERIEE,

® Note

= MCP B HTTP i S ZEE&RIN , Amazon Q FBEFITHRKEEENE , MELEZEIN Amazon Q
HEliZ% MCP BRE &8,

70 STDIO £ &K MCP fRS5 8%
E7E IDE R H0 STDIO KER MCP BRS538 , FHITUTRAE

1. 15[F MCP EEE R/ M.
2. EEME (+) B
3. &EETUE : 2R,

MREFLBHEE , N MCP [RSEFEBFME ~/ B, aws/amazong/default.json 3 Bi&E A T&
WATEUE, MREFERMTE , NEEMNFEEP. amazong/defaulti& = I E F#Y.json,

4. EEMFERP , WA MCP RS52REYE o

Blan | MBEANELEAWS X5 MCP frFes , WEFRAIEER. AWS DocMCPServer
5. %$#F stdio EREEIL,
6. EMTFERY , iA MCP RFRVMBILFRIZITH shell 5 5o

3F AWS X84 MCP BRS588 , P Huvx. LA uv tool run BBIE , ATFLIZIGE Python
E,
7. ESBFERF  REMAERRES shel TS,

3F AWS X84 MCP BR%5858 , 28 Rawslabs. aws-documentation-mcp-
server@latest., X2 [ PyPl ( Python %3] ) EEESH Python 2FRIRF.

BRERNNMESSH
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https://awslabs.github.io/mcp/servers/aws-documentation-mcp-server/

Amazon Q FF & & hRX AriEE

ERMNV RGBS |, RIEELEE “B#:” FASTMCP_LOG_LEVEL 1 “/&:” ERROR,

BAVE G E A B FRAWS_DOCUMENTATION_PARTITIONF{Eaws REBRENNFEFEAN 2 X,
9. EFMAERE,

RGP REEWE 60 (® ) BIF,
10. EERE

Bip B E AR B Oy T AR ER
1. RBREFMNAET ENRPHIRIRE

MCP BLEMEHFE

% IDE F35 0 MCP BR$588/5 , Amazon Q f§3%id 5 =B I E 4,

BERLEENE  BRMHTESTER. EBRMRE , % MCP RS BTN TRTETRERET.
EFEERE  RE MCP BB RE#THRBN,

J5 A MCP BR% 28

LT HREIREFE AN MCP RS8R A14 TR EARS
E7E IDE FE A MCP RS58: , IBHITUU T IR/E

1. $T7F MCP BRS5 2R HE M.
2. HEETFREAMNRSRS  EZREMA.

£/ MCP iR55 88

E7E IDE A MCP RS 8 , WHITHUTRE -
1. 77 MCP & BER.

2. EBRBHANRSEH.

3. EREEREZSIN=NN

4. %FZA MCP RS,

MCP Bl E#[EHEE 246


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html

Amazon Q 7 & &

RAriEmE

B X8 28 AR MCP BRSS e
EM IDE iR L FI 25 A MCP IRSS 85

1. $T7F MCP RS 2R E 1R,
2. EBRFMERAVARS R,

T F E R ZBRS 2R IF R AV E R,
3. BEREEREFILH=1Ro
4. EEMRIBER MCP RS8R,
5. HWIRREY , BN BRIRAE

fIBRZH e E 2 A MCP RS e8
EM IDE BRI S Z A MCP RS 85

1. #J7F MCP BR55 22 E R
2. HEESHBRNARSSERSE | EFEMER,
3. HWIURREY , BIAMERRAE,

EFMBAEIENR

EEFMARTENR , FHITUTRE

1. $T7F MCP BRS5 2R E R,
2. HEBEFEFNBEENRA MCP RSS2,

, EHATA T84 -

, IRHATU TR 4E

3. WFBAIE, ArRENTNRENz—

- WA BRERAZIEN , HRRRER,

. BARY : AETRIEST , BBER.

° ?Eg@ : xﬁﬁﬁiglﬂo

FEAS

« AR Amazon Q EEFEATRESHTHERENETRAIE

i BR 24 50 2 /5 A MCP AR5 85
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- BEX tIERELANREREESEFNAENTIER

« ERRGEER : FATHIEKE MCP-compatible TEETS RS

- WAL EABZN Al BIFE RSN — B

- RJEM : MCP XBHEEFEMN LLM REFEZE % | RIMREHEEN TEER

- B2 AL MCP RS [ FHHRFEREFEEM RES

MCP Z2#3

MCP E1&% F im/BR S5 2R 28 H , Hh

« MCP ZE#l : & Amazon Q FF & &R CLI XHEEE Y MCP 1 RIBIENEF

- MCP &/ : SIRFHJ|REF 1.1 EENIIMUE IR

- MCP ;%588 : RERER , SNMNEFHEIFACHER T XUMCRATFEENTHEE

o FiFIERIR : MCP RS EBEAIULZ £ H R ITENN . BIEEMRS

- ZRRSE : TEIEBRMN (FlER APl ) HRIKWAIBRE , MCP RSB ATLUEEEIXLERE

Example MCP B

User

I

v
Fer - = - + Fer e - - + Fer - = - +
I I I I I I
| Amazon Q Dev | --> | MCP Client API | --> | MCP Server |
I I I I I I
Fer - = - + Fer e - - + Fer - = - +

Y
B +
I I
| External Service |
I I
B +
<caption>

MCP 43 248
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RAriEmE

o

AF. Amazon Q FF X &R CLI MABRARS < [EES MCP #ITHEE R
</caption>

/0 MCP 82
TR

TER MCP RF&HERFEFIRATFNAHITEE. B3 Amazon Q :

« EABRGRMITIRGE
« BENNAXLEHSE
- 5 API MRS E3Y

- RREWMITHT

TERME—WEI, HR, WAZRHY (FH JSON 21 ) MEXTETHNTEEREKE L,
B

BREMENWER , BBTES Amazon Q TRIEEES. MA1ATLL :

- BZHPESSH

- AEXEBBEFRNLETX

- BEEZIREY

- ESBENITERRE

- DAFPRAETENERNEN (ORI HS

RIR

BiBEFR R MCP BRE 27 LA @ Amazon Q 2RI ERIE | 40 :
- XHRE

- BUEEICR

« API g B

o XY

®/ MCP #i:&
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- BREHSE

MCP &£

#£ Amazon Q FF R &M CLI HER MCP BRS 2Ry , THHZ 2SN NREIKRIEEE,
gogcy kit

Amazon Q FF & &K CLI Ffy MCP Z2 B ZIZBUUTRERUZITH -

1. EXNR : TEERTHFEEEXAINR

2. AT - MCP BRSSSREUTEN LA MIEIT

3. BE : 8/ MCP BRE|J[HEN —NEIMMNBREZSIT

4. ZRE  ARAUNRIABETETAUK e AL A

EEZEI
5/ MCP R RBLZEEEEM -

- NREXRBAGKENIRS S

- WHERNBEEE I EHRIER

- FANETERTHREE

- RIFEH MCP IRSSE5F Q CLI

- ¥ MCP BHERHPREBBFEEINES

Q Developer B MCP ¥

Pro-tier £/ 1AM Identity Center fEN EFRAEZNEF L AT RS HALANAFH MCP HEIXER. BRIA
BRT , BHOAFPALER Q ZEFRIHHREREM MCP kS8, EAEER , BTS2 IEHAFME
A MCP k%8 , t I MEEEATENAFREAN MCP lRESH|NALTFEN IR,

&R LABE R MCP on/off tﬂ?ﬁ&ﬁ?&%ﬂ MCP SEAf R RIZFIX LRHB, MCP tIRAEMEREMER Q
Developer i & XY — , IEALARFNIKSRANEL , KRB B E IR ARR

ARV EL B 3o 4 —IL)dJéﬂé':H ERMIAMCP Kl , RAENBEKS RBEZEE ; flin, NEAREH
MCP , EARLHEBA (kP ) FEARTFRE,

MCP £%& 250
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® Note
UHRRENEMRREBRERT S IRBEHAITHN. HIE8  RLAFTESARE,

NIGHHELERH MCP
ENEHIKERARZE MCP | BT TEE -

1. #T7F Kiro #£#l &,

2. EERE.

3. &E QAREBEIF,

4. FHEE ET XML (MCP) tI# <,

NIEMALRIETE MCP B &

EEFEH AP LG R R MCP RSS2 |, BRIZ @8 A TR ESH JSON X | B HTTPS £
ZX M, REF URL A IDEEEY Q Developer MA BRI, B : FALEEXHNTRXERF RN
R P IAREN A FSRPE MCP RS,

FEE MCP £ 3R URL

FTFF Kiro #2514,

®IRIZE,

®EQ FREBRIF,

BRER TR (MCP) BEFF B

£ “MCP 5¥fftk URL” E B |, &8 YR8,

BMADEFIAFATR LN MCP RS 28H) MCP 5tk JSON X## URL.
ERRF

N o o bk~ w0 D=

BEZNHBFENZBR , MCP EHR URL EEHSERNBSRHFLI NE,
MCP SEf R XA

SEMTER JSON XM R MCP SEMZ&RFRE v0.1 RS 254889 JSON B F 5. Q Developer X1
FEH JSON ZEME LA FEAR R BN EM IR LML PHRE,
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LFRREIERT —NEREEZE (HTTP) FMA#: (stdio) MCP BRSS85E LB MCP SEM R U4

"servers": [
{
"server": {
"name": "my-remote-server",
"title": "My server",
"description": "My server description",
"version": "1.0.0",
"remotes": [
{
"type": "streamable-http",
"url": "https://acme.com/my-server",
"headers": [
{
"name": "X-My-Header",
"value": "SomeValue"

"server": {

"name": "my-local-server",

"title": "My server",

"description": "My server description",

"version": "1.0.0",

"packages": [

{
"registryType": "npm",
"registryBaseUrl": "https://npm.acme.com",
"identifier": "@acme/my-server",
"transport": {
"type": "stdio"

1,
"runtimeArguments": [
{
"type": "positional",
"value": "-q"
}
1,
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"packageArguments": [
{
"type": "positional",
"value": "start"
}
1,
"environmentVariables": [
{
"name": "ENV_VAR",
"value": "ENV_VAR_VALUE"
}
]
}
]
}
}
]
}
TRIE 7EMEK JSON XENEM. BRIEZEHA , BUMERMEHNAIET, BXTEHN JSON

R, BEELEMREEET D

RERMEMNERD

Bt
FREM%

name

i) BRSE B4R BR
DU

TN

12 (HTTP) RS5 28 /8
3

NZadt HI. Hla | “FRE" =R

5458

RS EREM. HLA
qﬂ,lé/ IEHE E’Jo

A TE YRR S

Human-readable AR5 258 o
RS EFHVHEIR

RS BRAVARAS ., SR ZUEWERIE X
R (X.y.2)o

= EEHTEN BN E R

R T E M.

Ak ? ~lE

“aws-ccapi-mcp”

= “‘AWS CC API”

“Bxd ﬁ ?)‘ln = E
AWS gﬁﬂjlﬁﬁﬁo

“1.0.2”
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& 15 BA T {E
R4 o
xKH AR “streamable-http” =% “sse” “streamable-http”
Z_o
url MCP g5 25im = Mk, "https://mcp.figma
.com/mcp"
headers ETEESMERTBH HTTP #5k -
B,
name HTTP #r3k & o “BRAR
=l HTTP #53k1E, “Bearer mf_9,
B5f-4.1JgM”
A (stdio) BRS5ESIE
13
BHg RE—1%BE& MCP RERE -
NHEA,
M RER IR “npm”, “pypi” B “oci” Z “npm”

o

UTHH4ETRAT TEMET
MCP fRS a2 :

o WFEMEKEE ‘npm” , £H
“npx” Z1T85

o XF “pypi” , A “uvx’

o XF “oci” , EA “docker”

&P im it B ATt 2R MY
HHEIE TR,

NEMALIEE MCP RIFE R

254



Amazon Q % A5
& 5% 88 Ak ? ROHE
75k BaseUrl Package 7Efiff 5k URL. = "https://npm.acme.
com"
identifier BR5 28 PR IRAFo “@ acme/my ARS8
&% RE-1MEMHXR , B KA, -
- 3i] IR “stdio”s THE=
BT S5 RHLZ1TRT (B npx, uvx = = -
docker ) NS4,
xR IR B, (VA
=] BT S HIE. -q’
Packagaraments RIS MCP RFBJ|/S BB, = -
XA AR “EAL . E”
=] Package S¥{E. FriR”
HIREE B RFHRZABRENIMELE = -
WA,
name BT EE o R A
=] HIREEE, “BE”
Rt MCP MR

{# FA1E{T Web ARZ25 ( 5170 Amazon S3, Apache B nginx ) @33 HTTPS £ MCP j:fft& JSON
X, It URL AT A P it &4l LM Q Developer FFimifsla |, {E 0] AR A MK FAE Rt

HTTPS in RLMEBHAFEP MRV MEZEN BN SSL ik, Self-signed S XIFIEH,

QFEAREBFNERE 24 /NEHRE—X MCP JifitRk. EEHELSHIE , MRA#LLEHN MCP R
SHRETEEMEF , QDeveloper 24 I ZRGSF|[HBEIEAFAFERNE L, MERBLZR RS
EXMERPIRSEBRATE , Q Developer A EMER A E N WMRAEH B3RS,
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Q FFrEMMF

LA Bz) QDeveloper i , EEREBREXHHPREBEN THEMEK URL, MRR , BFRERIZN
HE FRYEMER JSON |, HeaEIAF ReeEAEMRPENH MCP RS, HAF R MCP RS 3
Bt , Q Developer £ & REMER PRI IRS BRI R,

=N

< Add MCP Server

% asana Install

This server provides a way to interact with your Asana workspace
through various Al platforms and tools that support MCP.

@ atlassian

The Atlassian Rovo MCP Server is a cloud-based bridge between your
Atlassian Cloud site and compatible external tools.

I:I fetch Install

Provides web content fetching capabilities, enabling LLMs to retrieve and
process content from web pages, converting HTML to markdown for ea...

:I git Install

An MCP server for Git repository interaction and automation. This server
provides tools to read, search, and manipulate Git repositories via Large...

SEMER MCP BRE8528 ( URL, BFRIRAF. runtimeArguments & ) R RiEM, B2 , AF T :

1. WE MCP TEMR (“BREIT", “lBAEBIT H L"),
2. & MCP RS =HREAE (£RAJIEKX ),

3. EQUERERT,

4. A& MCP fRSSRIEEH MMM RL B,

5. AmiE MCP RSSeRIEEE M HTTP #Rk,

® Note

User-specified SFEEEDH HTTP FFL2BHEIMRENL . XATAFEERETHIRENE
B0 5 35 U B A S A it SRR AR
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MCP JEfftak JSON %14

RAriEmE

LAR JSON £2¥EX T Q Developer X358 MCP SEMt R A&, &0 LAAE A th 28 ¥ SRS IE I8 0 22
Y AT AR 2R S04

"$schema": "https://json-schema.org/draft-07/schema",
"properties": {
"servers": {
"type": "array",
"items": {
"type": "object",
"properties": {
"server": {
"$ref": "#/definitions/ServerDetail"

}
.
"required": [
"server"

}
.
"definitions": {
"ServerDetail": {
"properties": {

"name": {
"description": "Server name. Must be unique within a given registry file.",
"example": "weather-mcp",

"maxLength": 200,
"minLength": 3,
"pattern": "A[a-zA-Z0-9._-1+$",
"type": "string"
1,
"title": {
"description": "Optional human-readable title or display name for the MCP
server. MCP subregistries or clients MAY choose to use this for display purposes.",
"example": "Weather API",
"maxLength": 100,
"minLength": 1,
"type": "string"
1,

"description": {
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"description": "Clear human-readable explanation of server functionality.
Should focus on capabilities, not implementation details.",
"example": "MCP server providing weather data and forecasts via

OpenWeatherMap API",

"maxLength": 100,

"minLength": 1,

"type": "string"

I
"version": {

"description": "Version string for this server. SHOULD follow semantic
versioning (e.g., '1.0.2', '2.1.0-alpha'). Equivalent of Implementation.version in MCP
specification. Non-semantic versions are allowed but may not sort predictably. Version
ranges are rejected (e.g., '71.2.3', '~1.2.3', '\u@@3e=1.2.3', 'l.x', '1.*"').",

"example": "1.0.2",

"maxLength": 255,

"type": "string"

},
"packages": {

"items": {

"$ref": "#/definitions/Package"

},

"type": "array",

"minItems": O,

"maxItems": 1

},
"remotes": {
"items": {
"anyOf": [
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{

"$ref": "#/definitions/SseTransport"

]
1,
"type": "array",
"minItems": 0,
"maxItems": 1
}
1,
"required": [
"name",
"description",
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"version"
1,
"type": "object"
I
"Package": {
"properties": {
"registryType": {
"description": "Registry type indicating how to download packages (e.g.,
npm', 'pypi', 'oci')",
"enum": [

npm-,
"pypi",
1,
"type": "string"
I
"registryBaseUrl": {
"description": "Base URL of the package registry",
"examples": [
"https://registry.npmjs.org",
"https://pypi.org",
"https://docker.io"
1,
"format": "uri",
"type": "string"
I
"identifier": {
"description": "Package identifier - either a package name (for registries)
or URL (for direct downloads)",
"examples": [
"@modelcontextprotocol/server-brave-search",
"https://github.com/example/releases/download/v1.0.0/package.mcpb"
1,
"type": "string"
},
"transport": {
"anyOf": [
{

OoCl

"$ref": "#/definitions/StdioTransport"

1,
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{

NEMALIEE MCP RIFE R
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"$ref": "#/definitions/SseTransport"

}
1,
"description": "Transport protocol configuration for the package"
},
"runtimeArguments": {
"description": "A list of arguments to be passed to the package's runtime
command (such as docker or npx).",
"items": {
"$ref": "#/definitions/PositionalArgument"
I
"type": "array"
I
"packageArguments": {
"description": "A list of arguments to be passed to the package's binary.",
"items": {
"$ref": "#/definitions/PositionalArgument"
},
"type": "array"
},
"environmentVariables": {
"description": "A mapping of environment variables to be set when running the
package.",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I

"required": [
"registryType",
"identifier",
"transport"

1,

"type": "object"
},
"StdioTransport": {

"properties": {
"type": {

"description": "Transport type",
"enum": [
"stdio"

1,
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"example": "stdio",
"type": "string"
}
I
"required": [
"type"
1,
"type": "object"
},
"StreamableHttpTransport": {
"properties": {
"type": {

"description": "Transport type",

"enum": [
"streamable-http"
1,
"example": "streamable-http",
"type": "string"
},
"url": {

"description": "URL template for the streamable-http transport. Variables in
{curly_braces} reference argument valueHints, argument names, or environment variable

names. After variable substitution, this should produce a valid URI.",
"example": "https://api.example.com/mcp",

"type": "string"

.
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
.
"required": [
"type",
"url"
1,

"type": "object"
iy
"SseTransport": {
"properties": {
"type": {

"description": "Transport type",
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"enum": [
"sse"
1,
"example": "sse",
"type": "string"
I
"url": {
"description": "Server-Sent Events endpoint URL",
"example": "https://mcp-fs.example.com/sse",
"format": "uri",
"type": "string"
I
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I
"required": [
“type”,
"url"
1,
"type": "object"
I
"PositionalArgument": {
"properties": {
"type": {
"enum": [
"positional"
1,
"example": "positional",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
"required": [
"type",
"value"

1,
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"type": "object"
I
"KeyValueInput": {
"properties": {
"name": {
"description": "Name of the header or environment variable.",
"example": "SOME_VARIABLE",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
"required": [
"name"
1,
"type": "object"
}
I
"required": [
"servers"
1,
"type": "object"
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Third-party & Amazon Q FF X EERK

Amazon Q F R ERUTEERFAFEEER , BETHAAIELE (Al) e 18R ENRHATFEITER.
TN E K 2FEGitLab DuoFMGitHub , EEANF KB E P14 Al-powered #Bh, XLEERBEY
B {LATESHTRESABRERBEECTF K.

GitLab Duo with Amazon Q 7% &R

GitLab Duof# Amazon Q , Developer 12t 7 —E£HM Al £% , BEZEKEEM GitLab TERRE
B, ZEKEAT GitLab Self-Managed 7= @ FMEMRITHE , ATRIELE GitLab RIBHS H BRI

fit® Al Thee. e , EREZEH Amazon Q T3IHY GitLab Duo BIRIHEE , BEEEANTF A IEHIR

7 =L HBI,

GitLab Duo with Amazon Q 2t LA T IhEE :

- UERRBENTRABE , X GitLab [FBEREVRIET3)

- EEHABERPELRERE , TNABEE, BEANERZERBEHTABFEE
« EAFBERPESRERFEEKE T

s AFRESFSREERAPRZ#F

ERFHBER |, 52 E GitLab Duo with Amazon Qo

GitHub ix Amazon Q FF & &R ( ¥ AR )

5 Amazon Q Developer &K GitHUbX B3 T 1/ Al REHTEZINEF AMRKBTEE, HBF
GitHub BB 2 B4h Amazon Q FRERE , EQURBRAMMERBA LT , ERHRBEHCIE
NEER, EFASRESD , B EHKRIE , Amazon Q FXEREE T REFNBWABIHTENR , R
IMERFF & T4ER

1£ GitHub A , Amazon Q AR EBEMIBEHLL T OEED -

« ‘DRI RARE ¢ BERARER(C A URNIREEE | HFERMEIER

- BRLRBTE  WHUBRERITAONEER , dKBRE, FERNERZLBEHRTHEE
* Slash i T RENFRBEPEHWREFTRNERTE  URNHEIFEENRBFE

« BRFTR  IENERABRHARBEAKIVEAMLL
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« R REF T HREF T RESDBELS Amazon Q FFRAR

EFmER , BSRAREAN : RIR, F GitHub ERAhEER IS £ H R Hl.

Amazon Q FF & & hx gy 51 B A N

Amazon Q Developer A 1F#&7E GitLab S eIZM4H Ui B 45 ENHN GitHub , 13X L5 N 9 489 B BA
E X mBAnEFNRERE ( HIIERE Python RIEBFFERARBERRYE Java KBHEA Javadoc E
B ) o XLEMN L Markdown XN TE project-root/.amazong/rules XHXeH | AR
FIEFRE (FTRELKKTE ) BELE—IfE, SFAREEZMBHE Amazon Q F R ERRER , XL
ANSBHHAALTX , BR Amazon Q F R ERERNABERAMIFEEBEHENNTB. BXESE
B, BHBH EE=5FAF N Amazon Q FFRERAIETE MM,

GitLab Duo with Amazon Q

GitLab Duowith Amazon Q £t 7 —&E AT EAE (Al) 4% |, FlMMAHEHNEERHABIERY, F7&
FREMBEEHBERARELEE TNIREN A, BETLEEA X E Amazon Q B9 GitLab Duo B
RUMBERLEBF XIS , fln@BRRE, FEEELANEE, ENRESE, ©EMTiZ GitLab Self-
Managed 7= @R FEAMKITE ( 8 Amazon Q iTHE M A 4EY GitLab Duo ) « BXEZEE | ES
FGitLab X #HH Y GitLab 11X,

5/ Amazon Q GitLab Duo H{TELE G , & LATE GitLab RIE AR A RERREHSHBERIEX
ik Al TheE, BXEZELR |, 5l GitLab Duo B2 M GitLab Duo with Amazon Q A7, BT ##
Amazon Q B FFEIIEE | S HGitLab XP R EHtt #5085, GitLab Duo

F&

+ GitLab Duo &

+ GitLab Duo with Amazon Q A[’]

+ GitLab Duo with Amazon Q #fEH&E

GitLab Duo #%:

£ GitLab Duo with Amazon Q B , ET#UTESFAKIE,

£
« Bi& GitLab Duo with Amazon Q
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https://docs.gitlab.com/ee/user/duo_amazon_q/
https://docs.gitlab.com/subscriptions/choosing_subscription/
https://docs.gitlab.com/user/duo_amazon_q/#additional-supported-features
https://docs.gitlab.com/ee/user/duo_amazon_q/
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- £/ AWS BIRFINPRE R BEH 1T Al
 GitLab HFET3

BLE GitLab Duo with Amazon Q

E7£ GitLab Duo A Amazon Q WA TERE (Al ) e , EATHERFZHHEIE AWS BFR. B
XEZEER | BHSHGitLab XA F M GitLab DuofE Amazon Q #HITIRE,

A AWS BIRMXPRKREFH 1T A

£ GitLab Duo AREF , FET Amazon Q FF & E Wiz Hl & 81E Amazon Q FF & &M ELE X,
ZEEXHATATHEARESPINERAFSSsAFAEZEEREHBEFHEXEE, IR MAR
#E , BEE— OpenlD Connect (OIDC) &7 HR (IdP) AR —N IAM BRS B &K E L 5E /1K
F'leﬂ M{E1E. GitLab Duo AWS E 7 & a1l 0 22 Fir & &R H GitLab DuofEl Amazon Q #1TIRE

25 GitLab XRF R GitLab DuofE fl Amazon Q #H1TiRE,

BIEH IAM Ben , RE2FENZESLENRNAMEEERKE. AEEERKIMME IAM A6
ERAHEE T R IRHY RS

FEARM—FNPREKRE , A TR TEE Amazon Q & EH GitLab Duo with Amazon Q Thag
IR, G122 IAM BB LTURINZERE, BT HZNREBRERNEANR , F3H
GitLabDuoWithAmazonQPermissionsPolicy.

A4\ "‘ﬂzTB&@UEWH?E%%?F)%WDFE%RFEO AREEpEEG , TARGERNERKXE, AXES
8, B2 (AM RFER) PHEERKEREREXEN AWS 54515 7 EE KSR,

EERmE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
auth.token.gitlab.com/cc/oidc/instance-id"

},
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"Condition": {
"StringEquals": {
"auth.token.gitlab.com/cc/oidc/instance-id:aud": "gitlab-
cc-instance-id"

}
}
}
1

}
PR R B
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant",
"q:UpdateAuthGrant"”,
"q:GenerateCodeRecommendations",
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
]I

"Resource": "*"

"Sid": "GitLabDuoManagementPermissions",

"Effect": "Allow",

"Action": [
"q:CreateOAuthAppConnection”,
"q:DeleteOAuthAppConnection™

1,

"Resource": "*"

"Sid": "GitLabDuoPluginPermissions",
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"Effect": "Allow",

"Action": [
"q:CreatePlugin”,
"q:DeletePlugin”,
"q:GetPlugin"

]I

"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"

}
]
}

HE K NREFEZTLRFHBANEREHNCEA  UFEATFEERN (CMK ) X BR# 170
2o, AIEN kms:ViaService ZRUBRMARBIERER CMK RITABTNEMNBEE, BXRESZER | &
Z R EEX Amazon Q FF R E RV RIRRAHRTE=FEMK,

GitLab TRE1T3h

AR, RIRIRESHERIT GitLab WEMEHBERPHNES . BT HNAEFERRIERREE
GitLab , EZRGitLab X4,

EHBEREREER

« /q dev— AL GitLab B HER BN S REEE T NI Amazon Q AR AV IE ST 4 K
BN IUEENESHER, XEBTHERICMBSRBTESITRBARRE. SHERSEHF > IPUE ,
B Amazon Q & RBRIBZEREENEHBERFTESE , ANELNERMEHBERBE, BXES
ER , BEREEEEILNEHIER,

RBEE

« /q review : AfE GitLab Duo with Amazon Q # B & HERFE, HEHBERLBIMENBE
FE, FR GitLab BER , BETLUE Amazon Q BE R XA B FiZ. B{LABFEXIRFE
EEBHREMBESRE , Amazon Q RERRBEERVFHAMBENEHERD , ANHTRER
B, 7HAIE, BEHER REX, RBEEZERS.

Amazon Q 2B IFCRHRBONTER , BRITFLNN—HNEMNBAERIN. ZREREIEGME
WIZIES. IAMEHBERJEMT T ZAXANSHERS , 2EFEHIRBFE ; BRESHE
RAFFEREXNWRBIMEENFE , BAES /q review REBEREFIHMEL,

LU RBTEERENE GitLab REARATNEINFEABERLADET. BXREZER , S
FAEESHER,
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Web Ul 5 IDE FHIEI X &1&

» GitLab Duo Chat and Code Sugements 5 Amazon Q Bt &£ , 7 CI/CD BLE. HiRERMAE
RREEXF, ZANEPX2EREARMIGSRAESR Amazon Q BIXIhEERY GitLab Duo. &
XEZEE |, 1SR As k GitLab Duo Chat,

GitLab Duo with Amazon Q A7}

GitLab Duo with Amazon Q A AT E&E (Al ) BN EERAZHRHEFRAZENRREBEEIE
T, B LAER B TEEMN GitLab EHIFGitLab Duo5 2 E £ # Ult GitLab imate 17 & FF 24 £ F
Amazon Q. GitLabBRFEZEAIE Amazon Q FFAEHZE , N5 OpenlD Connect (OIDC) & 712 tr
WiERE , HEIZA TR Amazon Q 1 IAM B, GitLabBXEZELR , BSH £H AWS FIRF
BREEEEHEIT Ao BT MBUNMAI R EFTE R R HGitLab DuoffFH Amazon Q #1TIRE , 2 R GitLab X
¥ GitLab Duoff /| Amazon Q #H1TIRE,

Bt Bk AEA, BARIE LKBNAIIEE , BLE GitLab Duo with Amazon Q B A Fi 4,
EXEZEER , 5 < GitLab Duo with Amazon Q.

5/ Amazon Q GitLab Duo HTIRE G , B LAF B EEA Amazon Q BY Al THEE GitLab SkRE &S HE
KWRENRE , HREBRTMHEN, A, BETTLUERXIEF Amazon Q B GitLab Duo Bl X Zh&E
LEBFEES , fIUBRRE, BFEEELAWEE, EMNRBE,

EiFM T B {AE GitLab WA R A BRREEME HIER , S GitLab DuofE Amazon Q.

GitLab Duo with Amazon Q ¥ [fE#HEE

EHEEA GitLab Duo with Amazon Q FHEZIER ARRIE , AISEUT RS #ITHE,
GitLab SE45IPE 1k A ¥51& 3R

[ : FH GitLab SEHIFELE T A¥5ER , Amazon Q BEEREM GitLab 3£,

BRGE  AEM L ASEROEE | SHRTERUERRE Amazon Q WAIEER, AHMEILR
QO

- REMRSES

© BRI

- E-BRRERNELELRAUEE
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BREBZENMALR GitLab KOIFREEFEL . BREZFEE , HSHGitLab XHEFHIGitLab DuofE

A Amazon Q #1Ti&E.

GitLab 5 Amazon Q 2 HIHEERRE LS
B . TEXT GitLab Duo Amazon Q B AR , BIE GitLab f Amazon Q 2 HIEETRE Y,

fBRIF R : 4 GitLab Ml Amazon Q FEZFHK |, ATEELSBEIELK. T ERFEIELLR Amazon Q
A GitLab B HEI AR KR BINA WA GitLab.

SKOIE A TR AT

[IE  REFHEIEHRT GitLab 324 URL , M FE GitLab fl Amazon Q 2 BIHEZERRE L, Amazon
Q TEBHR A Z GitLab =41,

BRFR . ERREBR AT EESRNT , ENFALKN GitLab £6l, BEXREZEELE , HSHGitLab X#4H
B GitLab DuofE A Amazon Q #1TiRE,

IAM A5 51RME (I1dP ) BiEfHEiR

B EEIR : TRH IAM A€ K[E GitLab Duo with Amazon Q FRER API IR EHENER,

BRAR : BREDIRMEDS (IdP ) fIAM BEEELER, EXEZELE , HSRGitLab X+
#IGitLab DuofE | Amazon Q #1TiRE,

Amazon Q FF & & Rl & X T 177

BB - FZi4 AL GitLab Duo with Amazon Q , HI@F|LA R E&& : Application could
not be craeted by the AI Gateway: Error 400 - {"detail":"An error occured

(ValidationException) when calling the CreateOAuthAppConnection operation:
ProfileDoesNotExist"}

BARBR . FEEET Amazon Q F R EBRIZHI A GIE Amazon Q F X EBREENH. BEXESZER
EHZFGitLab X RGitLab DuofE Amazon Q #H1TiZE.,

GitHub KX Amazon Q FF A& ( FTR¥EhR )

(® Note
GitHub ik Amazon Q FF R EMRE I TR XM ER , THEEW RS RETLE,
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B GitHub ksl GitHub 1l =hR Amazon Q FFAERR , BRAIMERGF X TERF R A Amazon Q
FRERNINEE. EHRLNFRNRE , BUUXEHREE  EEREPREEERERNE , A EILE
TR BREE. REZHESE , EUURERE  RESE T2 NBRERHTIERMLL. B
REZER |, SH Amazon Q FF & EMACE,

&R LUEE GitHub 1517 Amazon Q FFR EBREK , ARNEGRIEMEARNFHEE, EFBER
GitHub kX Amazon Q FF R Ehx , FTZRREA] : T, # GitHub FEAEERRESEMA RS,

/A Important
EZ%& Amazon Q A X EBRMARFHRNEIGRE GitHub F#E , BA4THZE GitHub A48
HHEXER, BXEZEER |, HS5H (GitHub X&) ML % GitHub N AREFH ERFfH L
R A,

(® Note

Amazon Q F R E/MRE GitHub WERSEXERALEHRE., BEXEZER , BZHE
Amazon Q Ff & & # Cross-region ¥ T4,

(® Note

EAT GitHub B Amazon Q FF R &M ( AR ) BB A EREN AR REH RS, WRRK
IRFRE ALLZheE , BRIV EGRHE T D BHURFETERFMRARNF K,

£

« R Amazon Q FF R EW N AR FHERIG[E

« Amazon Q FF R ERKE

c EMNARFRE

« ¥ GitHub AR R 2RY BREERF

* 1E GitHub BB EER P EAMIIGE S

o BOEAD - R, £ GitHub PEAIBERIESFE AR
« 1 GitHub H £ Amazon Q FF X ERFF R IEEHIER
7 GitHub £/ Amazon Q F X ERFHITRBFEE
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Amazon Q 7F %% A5
- £ Amazon Q F R EREZFIEFREEARFALENFHAEE

- BREDSIEMHNLEEE

« GitHub ix Amazon Q FF X & RHEHE

Z¥%& Amazon Q F A EZE MM AR HZNGIA

ERGItHUbA LA EE R |, B LR BRZEMEE Amazon Q De GitHubveloper NARRF , MELEIRE
AWS IKFEN A e ERH. ERELRED , B lERRZNARER FX GitHub AR FRERIEE
EAEENTRNR, ERRENBNG , BRAETE GitHub FRZREMA Amazon Q FF X ERIIThEE, &
ERARBZEATE , I Amazon Q FREREFEFEMZNARE, EXEZERE , BZHA R
EA : &%, £ GitHub FEAIIsERIESEARH,

/A Important
EZ % Amazon Q F X ERBARFEHRNXEFE GitHub FM#E |, BATUHK R GitHub AR
WHEXER, BXEZEE , 55 (GitHub X#4) FHZE GitHub NAEFHERMAL
AR,

(® Note

MEEH GitHub ALALEZ A IP AFFIFK , MAMIE GitHub B ARFFHEIARTH
IP sk, &t A SLERFFIX L IP thit BERMEIZHN AR FIRP. BEXREZELE , BSH
{GitHub X#%) ®# /¥F GitHub B AERF AR FE A TR IP ik,

LT 2B FiFRE GitHub &BIREY IP it -

34,228.181.128
44.219.176.187
54.226.244.221

Amazon Q F R EMRNRE
Amazon Q Developer REBEEBMNRHF REGRABPRESE , MR, WX FIE R HFELER,

« Amazon Q FFRVE : SIBRBEH RN WEEFT K #REG , Amazon Q FF R E RS B 3h SR RRYHT
WREMSFIRIEE . Amazon Q F R ERSUE—NESRBEARERHENNEIER. FREAR
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Amazon Q FF & & hRX AriEE

ZH , BEAUERBIFCHER /q dev RIIGRREBEHNETF XK. BEXESER , SR &
GitHub F £ Amazon Q 7 & & RFF K IhEEH ER .

- Amazon Q RBFENRE : YHNEBERGBHESRAWHEEREFHITFAT , Amazon Q F X ERR
LBHIRITRBFE , HEXNAKBRE, BENIRZZREBRHERMB. Amazon Q F X ERESH
BiRFINEBEERBESFR , EUEFHAEEERAFHERRINEERF, RBFELREE—NF
ERE  HPRIFFHRIERE, BOUENERBERWITLHER /q BF5 Amazon Q FFRERR
RE , B TFEF LI EERF,

NAENEERARERINABF2MRATFE, BAENIRERFER /q review RHIHTE
HAANRBEE, BXEZELE , 1§20 1 GitHub F £ H Amazon Q FF R ER#HITRBEE,

/A Important

Amazon Q Developer M AR 2= E RN GitHub 2% B 7 B zh 8|22 Amazon Q FF
RRENRL, IRFZTZEHCNEN , HESLEPRBERN , WA AZEHF 3 6IZEGitHub,
MG ZIRZ WA N Amazon Q FFRRE , FEEFHIRESN Amazon Q FF & ERS H# T4k
B, BXEZER , EZH (GitHub X&) FHEIEFE,

E R AR 2 2

Amazon Q FF R ERE GitHub WER TR EFER , TFEELRE AWS IKFEIAIF R, 8ANRESRDN
hee A X ARXRBER , MESAATRBEENTHREURER, EERARBREATE , \NEN

Amazon Q F X EMRBARFZERS AWS IKF#HITEMHBE. BEXEZEL , HSH £ Amazon Q
FAREREFHETREEARTFHRENIFHEE.

/A Important
E Amazon Q F R EREZEFH AP EIMNARFLZE , BATHE GitHub ALHHEXER,
BREZEER , BSH (GitHub X#) HFM L3 GitHub B AR ERM OAuth B ARERFS
AR,

£ GitHub ERR 2Ry BEF

EA L E RN B85 E 8 Amazon Q Developer 7 BIERF , EGitHubR B R AN 10 F Ih&e
KWL K MEFBEGREX S,
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Amazon Q F X ERT BREFIZFLUT KRS

» Google Chrome

* Mozilla Firefox

» Microsoft Edge

£ GitHub [RIBMABER P EHARILH S

&R LAE GitHub RIS EGE R IFE P EARMIG T , A Amazon Q F R ERMITTF RIS SR
3%,

e /q dev : £ GitHub [FZAAA Amazon Q FF X &R , BRI FThEeMEEIRIEE ., Amazon Q FF
EERESVE—NEEREENREXHEN P EE R,

* /q review : A Amazon Q FRER , ENIFERGEREFIT AN EINITABFEE, KBF
ExHNABRE, BERERZEBEBRERE A FARNGHBUEESR  AERKEETIDKIIH
RIBNFERE, FNINERITCHER /q ISFERANFAERITRE, AANEBERELRER
MABF2MEBFE,

« /q help : £ GitHub i Amazon Q F X EBRWMEXREL , BEMIHS. e, BENFE
LK 3EE (Amazon Q FF X ERRIEREE) & GitHub Wk Amazon Q FF & &R ( KR ) R4 EEEE,

RIEA] 1 R, & GitHub F{ERTIEER IR & £ A R &l

(@ Note
GitHub iR Amazon Q A X ERB a4 T Z MM ER |, ThEERIRES R AT &E,

AHENESESLETRATES !

1. M GitHub Marketplace &% Amazon Q F X EMMARERF , AR TFHEXNIEFMEENHRINER,

2. BEANEEFXRMFERVEFHRBFEENEER , FHFERA Amazon Q Developer k4L
B#, HE , RAULERBHRFEARMIG S RENTIET X, EEENEBERPEARIIGTE
FANRBFE,

3. (k) ALK AWS IKFEMZ %R Amazon Q Developer AR , LIRS E MRS,
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Amazon Q FF & & hRX AriEE

FB] 1 1 GitHub &% Amazon Q FF & & R HRINF R

&7 LAGitHub £ 2 £/ Amazon Q Developer , THIRE AWS IKFEIRI FFREA. £ GitHub H{E A
Amazon Q F R ERME—F M GitHub REZNAREF. ZHEIEF , BALUKRT Amazon Q FF X
FERRXY GitHub H P S 7% BE 2k 7E 170 BE 49 15 [R] A BR o

/A Important
EZE Amazon Q FFRERBARFABRNETF GitHub F&E |, BAFUHE GitHub AR
MHEXER, BXEZEE , BH2H (GitHub XX4) M L% GitHub NAEFHNERMAL
HHEE,

EZI Amazon Q F R B RHZINFR |, FBRITUTIR

1. BMZE GitHub X Amazon Q A& & RN AEFRH.

WEEE , AFEAEK GitHub FIEEF GitHub Ik,

EE Amazon Q F R ERNARFHBRMINGE , AREERRE.
ERUTE—AXEEXN GitHub 174 E# 75 R AR :

0D

a. ERHNABIBNMNRREEENTENR , BEEREEFHEE,
b. ERMNBEFMENTRNR , FEBRNEEFHE  EREEFHETUXE K ARGEE
BHLEARVFIL RN FEE,
5. BERZE , TAE GitHub R %K Amazon Q FF X F R H BRNE T B 76 ERRE,

£ GitHub AR M ARFZENRNGRGE , REASNEEERZE GitHub FHY Amazon Q F X &R
B TTHE, BuUSMELEN GitHub 765 |, FFREEA Amazon Q FF A B MY IHEE,

(@ Note

MRER GitHub N ALRBEF A IP KFHIEK , MAME GitHub NARFPHHIA R
IP b, &t A SUERFIX L IP it BERMEIEHN A FIRF, BXEZER , HSH
{GitHub 3(#4) H AR GitHub MAREFHRIFZH AV IP it

LT ERATHRE GitHub FIREY IP #biit :

34.228.181.128
44,219.176.187
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54.226.244.221

FB 2 . 1 GitHub FfEA Amazon Q FF X & xIhEE

£ &% Amazon Q Developer M ARFGitHUbH RIG R BN FMEER , BRI SAFFBEH Amazon
Q Developer REEENMN KRG REGEABRPRELXF , NEB., MHENBBRNARFHRESR. &
REZER , BSRAUTE—XY :

/A Important

Amazon Q Developer N AEF &2 SR INGE B GitHubZ % EE 7 B zh 812 Amazon Q FF
EREBHRL, WRRSTE2EHCEN , REZXEPMERE , WATLAEH F 3 8IEGitHub,
PG ZIFER RN Amazon Q FFRARE , FEEFHEIRBIN Amazon Q F R EBRES H 174k
B, BXEZER , 521 (GitHub X#4) R BIERZ,

« £ GitHub #{#F Amazon Q FF & &M FF & ThaE H kK
« 1£ GitHub #H Amazon Q F X EMHITRBEFEE

]I RERACEHRAABEEFAFEE

&R LAE GitHub &3 EM Amazon Q FFREMRMRE , EFELRE AWS IKF BRI i, BARRE
HAZHEET AMABFENFRRBER, &7 LARERET A EHN AWS K EM R Amazon Q
Developer NAEFKREMERERE, EME , EETUEEMXFAEE , SINERARKBEFE, A
MATRRNENIRES, BXRESEE , BSH £ Amazon Q F R ERIZH & PR S £ R
BENFAES.

/A Important
B Amazon Q F R ERZHATEIMNABRFLE |, EBXTHRE GitHub ALMMEXER,
BREZEER | ESR (GitHub X#4) M Z % GitHub NAREFHERM OAuth NARRFE
A4,
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£ GitHub A Amazon Q FF X B IT K ThaE HiE A

(@ Note
GitHub iR Amazon Q A X ERB a4 T Z MM ER |, ThEERIRES R AT &E,

£ GitHub # , &AW LAER Amazon Q FF R ER BB SRIHUENRREE | FESMEERLH
FTENNEER , NELTRRE. HEANRBRINTHET XL , EA /q dev RIS

B , Amazon Q FFREMRSFZAE ( BEFRE, #R ) RE#ERBAEN LT, ERFHHRBEE
FRACBNEGER, EHNEUERS , EAREHAREE , Amazon Q F R ERSE T REXNEWABHR
TERMmAL,

#8 AAER Amazon Q FF X ERINITE R THEET &, &0 ABER @S A &K AWS K - E
MZ%&# Amazon Q Developer B ARRFRIEMERFERE. BXREZEL , S H £ Amazon Q Ff
REREHEPRSFEARIAHEENEFHAES.

/A Important

Amazon Q Developer B ARRF2Z R EER NG R GitHubZ % &+ B 3h &2 Amazon Q FF
AREIREL, WRIFETZEHCEN , HEREEPMERE , WA AEHF 38 ZGitHub,
I ZARL WA N Amazon Q FFRREE |, FREFHIRBIHR Amazon Q FF R ERZ H# 1T
B, BXEZEER , BESH (GitHub X14) HMBIERE,

EEH Amazon Q F X BRFHITHEEF X , BHRITUTER

1. WEEE, IEASH GitHub FIERF GitHub I/,
2. SMELH GitHub AR , Rt ARFHEMA Amazon Q FF R EMIT K ¥ RERI 7 o
3. ERMFE , RigtIEMABAREREARAE. BXESEELE , HSH (GitHub X#) FHIAIE [

NF#EE , ERNPREX AR AER , WABERN Amazon Q FFRERBEHRIEF R LT
RUPRE ( Hlan : eIBEGIRIINARRF ) . ARFEIZESREHEE  REMSHINEET KM
ET3

NTIRARZ , EF] RS FBEFEMBER , 7 Amazon Q FFRERREHIIET RFTHEHN L
TX. BREZER , 55 M (GitHub X#4) FHYEER .
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4. tlgEBEREENBRIBE , A% Amazon Q FFRERDEEF K% , HEA /q dev RHL
. BHRITUTH®REZ—

o ERNEBRGFRE , BHRITATREZ—

o EREANNKET BREFEMEN S EL Amazon Q THEE  AFiEER Amazon Q F AR
BIRE,

« EANRERERIRE , REEF Amazon Q FFRRERZ,
- EREWTRHER /q dev RHTaR T , FHITUATERE

1. REETES , SHEMIFLXE , EIFeXERAFERIHA /q dev,
2. &EEITL,
5. XNT#HEE , EFECREB , TREE Amazon Q FRERFT K EFMFHFENREE, R
LERENEAEEE  FRERARFER. AXESEE , BSH (GitHub X#) PHREFRE,

% Amazon Q F R ERFTRIETF AW RBEREKG , RERBHRMITILH I ZENEGER,
6. SMZE Amazon Q FAEMRBZ THIFIL (HIM : “I finished the proposed code
changes, and the pull request is ready for review: [PR link]”) , RERT
PIEUE SR EE 12
BHALSEMENEGERET+ , RFEE Amazon Q FF & FRBIEHIEUE K,
7. ERXHTELEDF , EERBEXR.
8. WRENBUMNARBERRBIEFE , ISHZNMEER,. BXEZER , BSHEHEUER,

FBH A U EE R RNAEER , HEI @ Amazon Q FFRERRBAHRMRE , SRR E it
1TERMEL.

EX Amazon Q FF R EMINEF R RBHITEAR , BRITUA TSR

1. %&# Amazon Q FFREMEIZENHEER , REERXHEERT+  EERNBER.
2. WE  XNTERERBOBERBT , BER + UMIHEE BN ITL,

EXNEF , BUUER/qhT , AREABAREBESHITER (HlW0, /q implement my
suggestions®/q refactor this function for better performance ). Amazon
Q Developer B SBT M £ —&iTie , AR HREFENBRIGENER (Fla , “BERER
BEBUATER : ...” ) o KHETHKE , Amazon Q Developer &% B — & iFiERBIAE X (5
m,BREXETEUMNENR, ") , A LEOERNRERERE , KAUEEPERFEY.
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3. REXEFRMMNEREERE , EF Amazon Q F R EFMMMNER. BRUBREFECA/qir T4
SR HE AR B T — D RIE

4. MRENEFREHRBEIVHE , T ANEEER , IBEIHRBEBINABHITER. BXES
F8 , BEZRAEHNEER,

£ GitHub F{EH Amazon Q F X EBHITRBFEFE

(® Note
GitHub hx Amazon Q FF R ERE BIL TR A MBI ER , HREAIRER RERXE,

Amazon Q FF & EMRZIFE GitHub A#HTENMERBFE, HBAEFNAEBERSIEHRITHE XA
BRI ENIESRET , Amazon Q F X ERABFMITRBEE , AHNRBRE, EERIERESmEXRE
RERBE, BRAFEH2EN—OREFERE , HPRETFSXIEH R EE, Amazon Q FF A #HE
RESAERFIWRBERBESR , EUEEHERSETHERBNEFERD, EREERWITIL
o, BALAER /q mhiRE  RABTFERINREHTRE, IENIERAGEREINRBTE
AR FE,

® Note

Amazon Q FF R E#ZFEHH “REFE" e RELHEIRIERITTREGE RS EITH E
HRBVEE, ENEEREIRREA/q reviewfiIn S EHIRBEEFRZ L REN 0,

B ENIERFER /q review IS TEHIRBFEE, ZRATHT A NEH AR EUE RIT
R, SN EERYIRE ( BRMEITENFTRER ) BIHNRABETEE, AXESEE , B2H
£ GitHub EUERF B R EBFE,

B8 ARFER Amazon Q F A EBRFERRITHHNRE, B UABMNESERAZN AWS IKFEMRZ
&M Amazon Q Developer R AREFREMERFEHAE, EXEZER , S £ Amazon Q F R E
REFAETRESEARFAARBNIFASE.
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® Note

ZHHCEARBEEDEE , BT Amazon Q FAE B4 SR ERZIhEE , TR
GitHub FEAMXIRE, BXEZEE , BSH £ GitHub F 4% Amazon Q FF & & RN

ok
BEo

TR

EFH Amazon Q F X ERBHRBFEE , BFEEEL BT GitHub EHEEMNHMNNE, XEFENEHEE
AERBANE, ‘4 NRHEEA"NR. HEREUNBER‘DENBEHNAF , URTNR K
B, & fEA Amazon Q F A ERBHREFE,

BEDXNRHW GitHub AP MU FEF#EEFEPHNEER, N ToHERE  FAAF (ZLAG
WA ) R EENEIE R,

BREZEER , F5H (GitHub X#) HHALANEFREACMIELARABBNTE,

7 GitHub HEUER BB HEE

LTI RN EE R EMITIT 2 A1 X AR ELE RS , Amazon Q FREMLBFHETREBHFEE ,
FEHNABEE, BERBERXRRBERMER R,

EEM Amazon Q F R ER#TRBFEANABELRR , BIITUT IR

Fa®w&ER] , WA LATE project-root/.amazong/rules B X THE$ Markdown XHHEXBE
MimmBiRE , NMEBEXRBREFEAHAN, Amazon Q 2B EFEXLEN , BREENIAE PR
—HHNRBRE. BEXEZEER , B5H EE=FFE&+F N Amazon Q FF & E oI 25 B AN,

1. WABEE , AIERALH GitHub EIEE F GitHub IKF .

2. SMEZMN GitHub AR , AR ELEFEFEH Amazon Q F X BERFITREFENERE,

3. ABRRBNEECEFNWHEER, BXEZEE , 58 (GitHub X&) FEaIZERELE K,
BIEFNEERE , Amazon Q F X EMSBIFARRBFEFEULNBEQE, FETK

J& , Amazon Q F R EMSER —HBABFERE. ENMRIVBBES AT TN ERXE RER
BTRS , AR TRIZVEERNEBEE SRR,

4, BERAEXNBERAERENIFRNFES X LOEZRER. Nt , BANRRH -FRUBRESTTX
Bitie , /qREREHNBEREFTERRERITER,
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Amazon Q FF & &R AFiEmE
5. (&) MRIMWEFEERR, ENIRERTEF , SMEBFMTL , ETFLCXEBAFZRDH
A /q HH EZE R (I : “/q explain the importance of this finding”).

6. EF Amazon Q FREMRREMNRBEHRRN , ERRIBW , ARERRIERAEHHEE

Ko

7. MRLENBUNNRBBEARBIFE , AISHNEGER , NA Amazon Q FF R EREZWHW KB
B, BXEZEE , 52K (GitHub X#) HHEHENER,

£ GitHub FIEUE R B RBEFE

£ Amazon Q FF R E R XIFOIBRHEMITITRY GitHub HEVER K B TER , LRLEAR /q
review RIS EFFMANKBEE , WABHTERMLL, WRFERFHHNNBERNTEZRA
BT,

@ Note

REENEERPHNFMITCEHINBFEE, /q review IS HEIABITFREAEP TN
£ /q reviewslash S ERBFEESRE Amazon Q FRERFI AT “RIBFE" ThEE
REM I,

ERNIBERFEARHBEE , FRTUTSR

1. WBEFE , AFEALEN GitHub FIE& % GitHub K/,

2. SMEZMW GitHub AL , AREZELEHFEFEH Amazon Q F A EBERFITREFENHNEER. B
XEZEER |, HSRXTHEIER,

3. HEHNEERTET , SMERMPERE , EFLNAHAZERFHA /q review,
4. EBRTRUBHRBFE,
Amazon Q FF & BRI REE E /12 $0 i 18 SE R FLEGE R BI 24 TE. DRSS , Amazon Q

FRERKER—DRBFERE, SIMRINABIUEFTLCHNEAESERET S |, BTH
T ANE R R U E A EE R BN ER.

5. (&) MRIMWEEEERR, ENERERTEF , SMEBFMTL , BTN EBAFZRDH
A /q HH EZE R (Bl : “/q explain the importance of this finding”).

6. MREXNBUNKBBEHFRBIFE , TEHHEFER , A Amazon Q FFRERE ARG
B, BXESZER , 520 (GitHub 3X#%) FHEH A EER.
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£ Amazon Q F X EREZEFHIEFIRESFEARIAREN FHAEE

(® Note
GitHub ik Amazon Q FF R EMR BRI TR XM ER , THEEW RS RETE,

BT LA B2 Amazon Q Developer X | TERE AWS Ik BRI FAER. GitHubi&&E A3KE
MIhEETF A BT EAEN AR RKRER, SRR E RSN AWS Ik IR ER Amazon
Q Developer NAREFREMEHRFEAE,

MIABERT |, HERENARFGItHUbE |, FEHERRBEEMIDET R, BUEIMER
HPERIhEE, EMEERCIE Amazon Q FREMREEXH , MENZFIEEEX LR, ZEENX
frEFREENRENRBENEE X,

/A Important

E7£ Amazon Q FF R EMRIZE &R IMNBARFRE |, BATHRE GitHub AEMMAXER,
BREZEER | ESH (GitHub X#4) HHZ % GitHub N AR ERF OAuth NARERFE
a4,

EFMER Amazon Q F X EMRZEZ S , BRITUTER

1. BMZE Amazon Q F X EREHIE .
2. EETEIEER QD eveloper , REZERIRRE A Kiro #1 Amazon Q Developer,

MRIEZHIBZAT Kiro 1 Amazon Q Developer , B ELSE 3,

3. HESMBEKD , EEFHH Amazon Q FF LA AGitHub,

4. EFEEMEE , AREEREN , RELFES| S ZE GitHub,
MRE M H EFEMN Amazon Q FF & E MG EIER GitHub A4 | RESFEEEME Amazon Q
FRERESES. EXHERLT , BRESR 7,

5. ERZH GitHub FiE&E % GitHub IkKF, MBEBEZNKF | HEABREFL[ERE T Amazon Q
FF & & R i 2] 4 PR B9 Ik - o

6. EIFFEN Amazon Q FEEM , BFHIFHEE GitHub IKF IR, BRERE , RELFEEE
B[ Amazon Q FF & EhiZE&I A
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https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
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7. EEMEAGET , WAL GitHub FAER , AAREERBEEINE , FHMMIRE,

a. HEMBMNXAEBAES , WANAERFRZENEBW.

b. (Wikt)HBARBK (L ) XARAFZERTD , AASZNARFRRXKNWALRLR.

c. (FNE)ERET  BIIMRFAXEARNERANDEEINGE , TRIZENEE, T RE
BREER , MIAMER T TERARS

d. (HiE) & LR T, R N INETARE” BAAN 0 — AT AR By 8 R TFE AWS RIREY

PRZGitHub,
8. & SEM LAGitHub{E R/ AWS 1K PSS N ARF LR,

RIEMNARFLZER , BUUEEIMFAEE. EMATUEASIEARBTEEYRE , LAk
LUERIRE, BarabiiirEm. BXESER , H5H REC EMHREFE.

BEEEMNRRFR

® Note
GitHub ik Amazon Q FFR ER BRI FTRER MM ER , e A e RERE,

212 Amazon Q & & IR EL B X4+ F XM GitHub FEYN AR EIG , A1 Amazon Q FF & & hiRiZ
BFRHITUTERE
- BRAREARBTEE, T REERILEER.

- BERRRRT BREFNERE Bz BAE GitHub RIFERIRZEFRIN Amazon Q FF & & ik Zh 8E4R
D

X2 0

o NIIFRZE DA 2R AN I % Y FIR SR B AWS B,
- MIBR GitHub A REAEMER.

£ GitHub # 4% Amazon Q FF X & hxZhaE

£ GitHub P ZENAABRNEILRIEMNALST , GitHub F#Y Amazon Q JF R & RAIFTE A AT BERR
W TFEARS. MRETBHLRE GitHub PERAX —Thee , MARFHERA,

E £ GitHub /5 HsEZH Amazon Q FF X ERIIEE , BHITUT SR

1. BMZE Amazon Q F R EREFH A
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Amazon Q 7F %% A5
2. ESMERM GitHub FH Amazon Q FF X ERT , R EEMBLE,

EEMST , EREFERARNEAYEEN TEX M EME .

EThEET |, R mE , BEThREN 7 A,

EHREHOXNEES  REFLESASIEANIENNNITX , ARERRTFHIANER.

o bk ©

¥ Amazon Q FFREMREF EFERARNERANGERE , EEXRDSE GitHub, ZERAZIEERE , BZHAM
B E Amazon Q TR ERIRE , RMRHEIR, BEANBTEEIE , FHUBRBERPHTIEEDIHT
RBHFE,

BEANBRT RERF

BALEE—ZZFNXLEERLE Amazon Q F X ERT BEF. % BEFFEZRESEGitHub(R
B PR IhRETF XS 2 Bl 48 Amazon Q Developer , M EEMRE R L AR ITE R,

Amazon Q FF R ERY BEFFFUTRMES :

» Google Chrome

* Mozilla Firefox

» Microsoft Edge

&M E1E Amazon Q F A EREF G EEMEBZEFF REPEERZIFHRLRIR,

IR Amazon Q FF & &R GitHub M A ZZEHEMEE

AT Amazon Q FFREMIZEFE |, MER—NZHZ A GitHub A REMEMER . KAMEREM
fF, BZEMRBERO B RECSRBIER | BRETERE,

EMIBR GitHub IR RE |, BTIMITHU T SRR

1. BMZE Amazon Q F X ERIZ&HI A,
2. TESMBEHEK GitHub /) Amazon Q FXEM T |, R TMNLE,
3. BEHITUTE®BEZ—:

« EREIT , NEFER BRI R REER BROEM
- EEWIT , BREFEMROZEN NAERBR , REEFEMWER.

HREFT |, NIEHEMERE SoEM R FIEFEM BRIEM .
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Amazon Q FF & &R ArfEm
4. EHREOXNFED , EEREBREMBERERS,
5. EXAWAESBEA confirm , AFEZRHBRFEINE R,

IBR GitHub A Z%&EfE , BN IEFEEMFHNZE,

GitHub X Amazon Q JF & & Rt fEHEE

HEfEM GitHub ix Amazon Q FF R ERFHEZELRE , JSEU TR HITHE,
EEDZRFANMNFEES , Amazon Q FF & BT E4E KRB EUE R

RIBHR : A GitHub FREFEEE 7 20 XRFMN , FH Amazon Q F R ERTEEZFHEEPCIE
PLELIE R

BRFR : ?XRPHANSPELE Amazon Q FEBREIESD X , ML ECEBNEFER, BEEEED
TRPANNEFE#ESFER GitHub Bk Amazon Q FF &R &M , EF Amazon Q FF & EMRNARMNE
L lECG N

Ef Amazon Q FAEBRMNARFERNNBIAFIER , BHRITUTER

1. WBEFE , AFEALHN GitHub &EIF& % GitHub K/,

2. SMELH GitHub AR , AFH ALFERN GitHub hix Amazon Q FF &K E M A MA L1 5 R
EAT 3

BEERIRE , AEESMERPERS X

EOXFEFRANT , EBREME R D RPN,

R RS G ICE 2 XX | RFE R GitHub lix Amazon Q FF R ERBIARF
EERFRFER , £TF Amazon Q 7R E RN A EAR SR F B eI B EE R,

o g A~ W

ETHESE GitHub FERDZFFANNEES , FSRLIED RPN,

GitHub [BB H k4> Amazon Q FF & & RFrE
B& : ZBETEGitHubE B A K Amazon Q F A REHRE,

RFE  MRBELRLE Amazon Q Developer for GitHub MR FR R B BIEBIFE |, RERZIHT
EFPMBR , METAEP FHOIERZGitHub, AIFZIFEm AN Amazon Q FEAE , FEEFHIR
A8 Amazon Q F R EHRLEHHITAIE, BEXEZEER , HSH (GitHub X)) PHEIERE,
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https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/managing-a-branch-protection-rule#creating-a-branch-protection-rule
https://docs.github.com/en/issues/using-labels-and-milestones-to-track-work/managing-labels#creating-a-label

Amazon Q FF & & hRX AriEE

Amazon Q FF R ERTERN GitHub [RIZB & FK S

R HEIE T — GitHub B H A Amazon Q FREBMRHKITES , BRBIAT —RIIXFH
REERRTEE
1. # I'm working on generating code for this issue. I'll update this issue with a comment and open a

pull request when I'm done.

2. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

3. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

4. # I'm having technical difficulties. | couldn't solve the issue.

Consider reassigning this issue to a user. This will help you stay within the quotas for generative
Al feature usage.

BRI R - IR Amazon Q Developer TELBENRBH A HERRTE | HEE—NHEBEHEH
B & LM E Amazon Q F AREHRZ, ETHAEXRVUNENTENNA Amazon Q FAEREBENRENES
E£8 , BSRE GitHub F 6 Amazon Q Fr X & WFF & TheEHERK .

EE=HFEF N Amazon Q FFx & x&IZ2T B # N

BRI A E— NI E AN E , LAMEFE GitLab 2 H 5 Amazon Q Developer —& A GitHub, XLEHLMI
BT ENENBRAN R ENSESE, fla , BaUEE—%MAN , ERFTA Python KB S4AE
REBIRTR | SFTE Java RBAFURM Javadoc TR, FXLEMNEFHEETEF , TEALIEF XA
REWKFWM , ERERIFRID — B,

B HNEIIE project-root/.amazonqg/rules XHFRAH Markdown XHE X

SIZBME MG , Amazon Q F R ERSBIFEENRE AN ETXER , HEENDEFT RERNK
e, BRIEEX LR,

EESXHREQETEMN , EMITUTRE

1. BEENE=FF#EESD , THFEENRIXHFR,
2. HEWMBRXHRSD , IR XX :

project-root/.amazong/rules
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B AESR A F A7 AT T A

3. fE project-root/.amazong/rules BET , AIE—NB AN H, B©XHH Markdown 3L
. Hlan

cdk-rules.md
4. FTFHImMBHN Markdown X4,
EXHFRRNINFAIRR, Hla

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.

All Amazon SNS queues must enforce SSL.

6. EBX, FEHEHEBHNEN,
7. (A& ) AMEZIE AN Markdown XK,

2t , BEVE-NHZSANTMEMN. Amazon Q £ B FFXEMNERNTE A LT XEEE
o
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EHMRMNARESRE Amazon Q FXEBRFITRE

& 7] LLTE Microsoft Teams # Slack XA R XN ARFF S Amazon Q FXEMH#ITRE, EEE
BHMES , Amazon Q BEEZ U TERAENEBE : WEBARASENHRESEK., WEHESZE , URBE
BEPRE, TEEENWRNAREREF , JEALLT Amazon Q BIXINEE :

- B—H) AWS

8B Amazon Q FRERR , ARBE A XD MAEBEMNRIR
- BRFIEHELE

o HEDRR A

- DMENENNZELEEE

- EATAAMSHERH Amazon Q MEBEHEE

ETHENRNBARFTER Amazon Q N TEYEEE | B2 (MXMARFHH Amazon Q F
REREBRIEE) PRTALARHXNAREFEFH Amazon Q FFEEMR ? .

(® Note

EHRMAREFPER Amazon Q F A EBRAE |, THRINEMNETF Amazon Q F X BRERE
&,

EERNE S B A Amazon Q B X IhEE

ZERNEEE Amazon Q FF X EME Microsoft Teams =% Slack STUBR MY FINEE , FRALUA TS
B, EPARENRNARFFIRE Amazon Q FXERHA AN TFRFEZRE | 555 (XN AER
Y Amazon Q F X EMREERIER) FH Microsoft Teams A[THl Slack Al7,

E M Microsoft Teams =% Slack Jiii& [ Amazon Q 121 , F % Amazon Q FMEIZIE, BX , B
FTIZEY AWS Identity and Access Management (IAM) B &% & L2 & AmazonQDeveloperAccessitE
KEg , ARNZERAMAREFE., WREFEEEERHEMNR , BN A AmazonQFullAccess
KRB,

1. REH IAM S50 AmazonQDeveloperAccess FEEFREE :

a. EFAWS EEEZFIE FITTF IAM ZF 5,
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https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://console.aws.amazon.com/iam

Amazon Q FF &% R FAF $57
b. 7 IAMZHENSMERT , ERAE,
c. EBREBUINBEHNEN.
d. ENRFREEAH |, MRKIEZF A HNAR BRFF H0 SR B o
e. TEEFZERPH A AmazonQDeveloperAccess,
f.  %&# AmazonQDeveloperAccess,
g. EFRINR,

2. } AmazonQDeveloperAccess & RN MEIEHMEFE

-~ 0 o o T p

Q@

XN ARFZESEFH Amazon Q FF & FhR
‘R - EERENET N,

ERE—NEERENIE,

ERREFE,

EEREHB|A AmazonQDeveloperAccess,

1%£3$# AmazonQDeveloperAccess,

EERRE

EZBSNEAH [0 Amazon Q 1£[7]

ERELNEEBERERKI , [ Amazon Q 126, A @Amazon Q , AEH AL

T RE

* @Amazon Q how do I troubleshoot lambda concurrency issues?

* @Amaz
* @Amaz
* @Amaz
* @Amaz

* @Amaz

AILUEE BB R RIE [ Amazon Q R HAY — £ BB R A

on Q what are the best practices for securing S3 buckets?
on Q what is the maximum zipped file size for a lambda?

on Q get the configuration for my lambda function name?

on Q what is the size of the auto scaling group name in us-east-27

on Q can you show ec2 instances running in us-east-17

TR SE

[ Amazon Q &7
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Amazon Q 7 & & AriEE

Amazon Q F X B RFINZ M

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

Z2RNHFHEHEE AWS R, REHEBRAFEBERN N Z2UNSPHNRSM !

« TRE — AWS AERPER AWS RS RETHEMZEY AWS Clouds AWS &N ERETTEE
EHEANRS. Third-party FRAWS EMITHIN -5 , FitMEHNHMBIERMNZLHER
o, BETHERT Amazon Q HEMMITL , BSRAREAMIT MRHAEERAWS RS

DIRBZE-ENREREERN AWS RSERE. EEFENHMBRARNT , LHENHRENBUR
. BRANERANERREREN,

B BE T RAESEA Amazon Q FFAERRE NAREHBEER. B T WAEE Amazon
Q URMENZEMMEAEBIR. BEF2I WAEAHM AWS RS KBB B L E R W
Amazon Q iR

£

« Amazon Q FF R & iR R BIR R

« Amazon Q FF R E K F 3 M 15 [0 EIE

« Amazon Q FFR &M EM MR IE

« Amazon Q FF R &R FRYE M

« Amazon Q FRERFREA IR L 24

« N Amazon Q FF R EMRECER Xk, KBRS SRR L R

» Amazon Q F& A B MO K ixT & (AWS PrivateLink)

Amazon Q FF & & M A By IR R

AWS FEHREERXERTF Amazon Q F R ERPHBTFERF . WARERR AWS |, ARRF ST
EABHNLIKEMZEM AWS Cloud, ERREFNREECTHEMEN LN ENEZES, ZEEATMAH
FANLZLEREENEERTES. AWS RS BXBERLMNESEER , BFSRAKERALELRE, BX
RONBRIERIPWER , ESH AWS Security Blog E#J AWS Shared Responsibility Model and GDPR
BENE,
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https://aws.amazon.com/compliance/data-privacy-faq
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HTFHERF EHN , BAEBUERT AWS K- E3EHEA AWS Identity and Access Management
(IAM) ZEENMNARAF. XNEASMNAFPRTFTETHIERIMENNR. RIMNEBUEELIUATHRR
FEIE

- NBNKFERAZSESHBRIE (MFA) .

« AT SSUTLS 5 AWS ®iRBEE. BIER TLS 1.2 HE SRA,
- ERARE API MR FER B A AWS CloudTrail,

- fEH AWS BB RFRUAREFHFERIAZEEH4 AWS RBF.

- FEHASRIEELZLIRS Amazon Macie , il , EEBITF XU AR F6E1E P BREFE Amazon
S3,.

« MREE AWS BEGSTREDR APl HTIHRINEELRT FIPS 140-2 BiERINZRER | FEA

FIPS iR BXA AN FIPS mRNEZEER , B R (ZEKITESLERE (FIPS) 5 140-2
R o

BABRWETNENEEEIBRER (NEEFWE T4 ) RAGZHEHBERAXEATE
(MBHRFEER) . XBTIELE AWS RS 5H AWS EEEHIA. API, AWS Command Line Interface
(AWS CLI) = AWS #H4F £ TEEBE5 Amazon Q REMINEEENER. FATEMNELEREH
BAXEZERPHANEABERATE2ATIHRFZEHBEE. HX Amazon Q F R ERIMAIFERARN
BNESZEER | BSH Amazon Q FF & & xR SS ottt o

£

 Amazon Q Ff R E R P Y BIE 7 &
 Amazon Q FF & & hix P K9 54 I3

« Amazon Q Ff & #& hix iR 55 ot

- 7 IDE M TP EETHEHRIE

« Cross-region 7 Amazon Q FF & & 4L B

Amazon Q FF X &R B TEFE

Amazon Q F#EMNEE, HEEUARET ETX ( flnEsA BEMNRE ) |, RERX EEMER
WEE, BXRIMINBFEHTNBZNEL , HS Amazon Q F X EMFHEIENR., BxAER
& AWS 8 Amazon Q REMNEL B R EBEERAERIMNVBRZSHES , S HAmazon Q F &5 &
R BR S5 Bt o
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Amazon Q FF & & hRX AriEE

AWS 2B F1F6E N BB X35

MRERZ IAM Identity Center & THF , MFE Amazon Q Developer Pro REI T , BHRBFFEMTE
&K Amazon Q FRENMARENGIE AWS XiF v & , RATUATIEE :

« 7£ Amazon Q Bl X# AWS EE#ZFH A

- f£EA Amazon Q iZ#t AWS 12§ & iR

« Eclipse, JetBrains IDE, Visual Studio Code # Visual Studio ##) Amazon Q

. TS ITHM Amazon Q

H&HE Amazon Q F R EBRTUWEEFEREMAECHREN , ENARTRLSEXEXHFHRTEMH
ML, MREEFXEXEPEM Q FFREREENH , N ATAGZ RSS2 FIREE (SCP ) , A
IR EXEFEABTMNITHENIIEE. X SCP WA, FZH EARKKEEX Amazon Q #Y

SFET Amazon Q THEEMER , AR HEH Amazon Q F X EBIREBREEN , EHRNBSE#EESE
ENENKEF, ELWMZEFHSERSBHELENBBESE#EXERES (HBXMN ) XiEgd, FE
HeRBEEEEERD (S RBIEMILE ) Xigid, HEEUTUREA R EZ4EBIEN L,

® Note

LIREA Amazon Q F3#FeT , BN AL AER AR EHEZE KX,

LIBJF Console-to-Code 2 #| & #RIBIWEES Amazon Q £EFERAR , RBREFE#ERH A X
PHEZEXEPHITLE,

L &BTE Amazon Redshift FfEH Amazon Q £HK R SQL B , ARFFEE S & X3 R 176 Mk
B, BXEZER , H5H (Amazon Redshift EXE{Er) FI S Amazon Q £ SQL
B,

L &{EH Amazon CloudWatch HESIZFER , EWARTRESEHMbXFHILE, &
REZER , 1S Amazon CloudWatch AAF R A CloudWatch & Z £ £,

B EXEHEE | £E Amazon Q FF A E IR HIIERATRELSERFME N AR I8 Xig R H AR XE
HITHIE, EXEZEER , 5 HCross-region #IHE,

Amazon Q FF & & R H IR I

REBRMKET Amazon Q FFRERBBXRERFP MBNBHFSNENEE,

Lz = 292


https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2-generative-ai.html
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2-generative-ai.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations-Security.html#cross-region-inference
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&5 P I

M Amazon Q 2B A K% Amazon Q SH T KBTI EBEEMER TLS 1.2 ESRAH
EERITRY

AN

Amazon Q 8 Amazon DynamoDB #1 Amazon Simple Storage Service ( Amazon S3 ) Zi% &
SEE. BRIAMERT , BABIEMER AWS IEMFRF RI‘ITINE. Amazon Q £AXRE AWS Key
Management Service (AWS KMS) B AWS BB MEBEZHN B HIBBHITNE, BELERBEAERE
SRR INZIEN AWS RERP. BEXEZELE , BSH (AWS Key Management Service FF & A
RIERE) K AWS HEFH,

FFiTHE T Amazon Q FF X BT L EEH IAM Identity Center R THF , BB R AT AT Ihee
FAEFEXEER KMS BHNBRSKIEREME

- £ AWS ZH aRBX
- U AWS #2HI 5 iR
- BEXAR

- IDE R

R BEEA AWS #24I&F IDE A5 HA Amazon Q SHEEMNE P IEERANBIBEH#TNE., B17E AWS
¥, AWS Documentation TR EH R I KN AER S5 Amazon Q BIFHERER AWSBE B Z #1700

BEFREFHARLE AWS IKF A, HENMEEN KMS Z4 , B S KMS B0/ B4R
REZRFIXNBENHE. NXEHEXNMEHR. BX/EECH KMS ZAMNEE |, H5H (AWS Key
Management Service Developer Guide) H# Creating keyso

HEERATFREERAR , Amazon Q FRERLEA KMS 81X , AFERNAF., AelNARFE
A KMS Z4i, 3 Amazon Q AR EREER ERENREREATFREEZARTNEN , REFNR
AT ERN, LIENAULSLAFEANEZARTESHENS. BXBEINESEER , 20
Grants in AWS KMS,

WMRIETE AWS ZFI P ERA TINESES Amazon Q BYEIRE KMS 24 , W ATTT 44 B3 1& = 88
WMERFRANZENESE. EAEALNZANBINERT2RE , HERBERIROXNES 2EH
EHMENRARITNE . MREBRELXBNE S EFAINE | WA BURE N G L3 15 1A 8 6 A B9
#H, WREEXATMBRZHIEHSERSFEN KMS B |, WARBIHFOAME , EEERH
ZHARMBEIE
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FAEFEETEER KMS %4

BEEFEFEEEER KMS %45 , Amazon Q F X EMEE A XME Amazon Q F R EREZEHI AR
WZFEA , THEEATRMBEIE, HXTE Amazon Q F X EREFHATFRNZHANEES , BSHE
Amazon Q F X ERFPEEB N H N,

EREBEFFIREZRARME Amazon Q Developer IR , EE AT EF AR AWS KMS, FriE
B KMS SR EZEERH IAM KB HEE 7 FH Amazon Q 7 & & Wiz Hl & .
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Identity-based KRB ] LA —FIFE N N KRB BEERKE,. NRKREBREERARNMNAF, d3/E
B, EEREIIMNER  SOUUEEMETHSNER, BEANAE AWS K/, EERKESD
FEAWS RERXBANEFREERRK, ZEATHIMAERERNRTBANARKER 2 E#HTESE , HSH
(AM BFPiEm) P EREXEB SN ER 2 BHITIER,

Resource-based B FE

Resource-based K& 2 &M INZEEIR ( B0 Amazon S3 Z6%4 ) B JSON REE( RS, RSEER A
DERAXERBERENEENEZERA (KFPKRA. AFSAE® ) JUEAARH TN IZERNITHLR
{E, Resource-based KEEZ N KEE, XEETRERFRNRE,

HRIEE 5| F* ( ACL )

mEEHE IR (ACL ) R—MREERE  ATERIBLEEE (KFAKRA, APSHAR ) BRBRE
Ro ACL BEETRIFARIERL , BEAIFEA JSON KEEX #4183, Amazon S3 AWS WAF, H
Amazon VPC % #F ACL MRS R~fil. BX ACLNEZER , 152 (Amazon S3 AFERE) #F
RV AR HI5I R (ACL ) BEiR,

HREgRE
AWS ZFHMAAE R REERE, XERBRBTOREERE ANKBERERER TFHRANR.

« RRGA-NRBAR—MERMEE , BUUEEGTREET S MK TTLE IAM =4 (1AM AF
RAR ) BRFHUHEANR. BAAREEENRIR, ARFENNRREXENETSHNRESH
WPRIL IR E, Resource-based EPrincipal FERHFREEAFRA RN KRB ZNRIL FHIFR
o F—MEBPPWEXNIELFEZAT. BXRNRBRLANESLES , B2H (AM BAFERE) +
B9 IAM SEARH BRI B o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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- FRSEFIZFKRE (SCP)-SCP 2 JSON KBt , ATIEEHRHHLR L (OU) WHRANR. AWS
Organizations AWS Organizations 2 —I A FX B BARNZ AWS Ik T#ToANEFE
BHRS. MREERAELTHNFAETIRE , WAILAF SCP NA FEMEMRAAEKS . SCP FRHIK
AP PEENNR , FEEZN AWS IKF root AP, B3 Organizations #1 SCP NEZEER |, &
Z# (AWS Organizations FIF{EF/) HH SCP W T/ERE,

- 2EERE  SERBREIAEURERFANBERKES AT IZIGR 2EMENSBUL BN S KK,
SZRLFNNREAFSIAGHETHONRBNSERBHRE, NRETUKREETRFHE
B, E—TIRBETNENELFBEEAT. BXEZER , FSH IAM AFEEHRHNSERE,

S REERE

SN REWRBEA T —MERE , ERBRREMERNENIRR, BTHRESRSHRBEE R
WA AWS ER B AVER , 5K IAM AP EE R R T EEE,

Amazon Q FF R BRI S IAM &1E

EEH IAM EEX Amazon Q F X EBMRW G RNRZET , BN1Z T L IAM ZhEERT A F Amazon Q
F R &M

A FF Amazon Q FF & &K IAM ThEE

IAM Zh &g Amazon Q X
|dentity-based LR =
Resource-based BE e
REGRIE =
SRR IR =
REEHEH B
ACL B
ABAC ( RBEHIIFRE ) B
I B UE =
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Q FF & & hRX AriEE

IAM IhgE Amazon Q X#F
EBERE =
REAE B
Service-linked A =

E4MH 7 Amazon Q FHEftt AWS RS hEEA S K Z ¥ IAM SheEE &R AWS RS |, 5515
IAM AFERTWNEE IAMBESER,

Identity-based Y B #h Q BYBUR

XBETHEMHRE : 2

|dentity-based SR 2E AT LK INEI &4 ( B0 IAM B, ARASA® ) 1 JSON R FHE TR,
IXLEREEEG AP NASUEMRRYG TN LR FRHRTHERE, ETHRNACNEET SOMERE ,
BEZHE (IAM BFER) PNERAE-EERERE L EEN IAM R,

BEMER IAM ET SR , BUEE R TRELNRENTRUAR A THIELBRENRSE. B
THETE1E JSON RESREMMFIETE , SR (IAM BFiEE) F8 JAM JSON KB TE5 A,

|dentity-based Amazon Q BB R4

EEF Amazon Q FREMRE T SRR KB , FSHIdentity-based Amazon Q FF X EKBUER =
o

Resource-based I G Q A RYBIEK

XFETRRRE : &

Resource-based B2 &M NEI R IFEH JSON KrE X, ETRENREN RGTIE IAM BEEHE
KEEH Amazon S3 FE KRR, EXFETHRRNRBENERESH , RSEE I UUFERSIREZESX
BERFRWIGR. NTEEPH MK TR , REEEIEEEH AN Z R RINITHLREURES
AZHETIT,. EBXREETRENERPIEEETR, ZERATUIER,. AR, A, ReAFRR
AWS R

ESHABEKFHRE , B CEENKFSEMKS P IAM EEEENETERNEBEPN TR, &
XEZEER , B5H (AM AFERE) B8y IAM BV ESIK - 3R 151 .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Q FF & & hRX AriEE

Amazon Q HIKBEIRME

XEFRBIRE . =R

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2YR , BNEETUNT LR FERITER
1, UREMFARHETRIT,

JSON REEHY Action TEREMRTA TERKP AFRIEL G RINVRE, ERBHFISREUARTR
ITRERERRR,

EEE Amazon Q BRIEMIIR | BSH FREEEEXN Amazon Q BIiF1,

Amazon Q FRVRIRETEREMEERU TR

EERMEUPEESTURE | BEMAESHRERT.

"Action": [
"g:actionl",
"q:action2"

]

BT UAERABERS (*) BESMNMRE. flW , ERENEF Get FFAMNARE , SRIUTRE

"Action": "q:Get*"

E&EE Amazon Q F X ERE T S HMKREWN RH| , S Identity-based Amazon Q FF & EHEE R
il o

Amazon Q BRI RIR
YEREBRAR &

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNF LR FERITER
1, UREMFAZRHETHIT,
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Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HBRAF (ARN) BBERR. NFAZEERERNRWIRE , BEABES ) ErBONATMER
o

"Resource": "*"

E&EE Amazon Q F R ERE T HHBWREHN R , 2 HIdentity-based Amazon Q FF A EHBE T
il

Amazon Q FYSRBE SR 4Hi
TERETHRSHORBEHRE . B

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EEATLIMT AR RIMITER
1, UREMFARHETHIT,

Condition TERBENNFMHEEFVMERNIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFAESERDNVEETE. BEEERE AWS £R&H®E , 51
IAM AFEREPHAWS £ 354 £ T XEHA.

EEEF Amazon Q AR EBRE T RN B , S HIdentity-based Amazon Q 7 & & B EE =
B

Amazon Q 'y ACL

TEHACL: B

mEEHE IR (ACL ) 2HHBEEE (KFKA. AFZAR ) AREAREK, ACLEETHRRNE
B3R EL , BEEMAER JSON R8N,

ABAC 5 Amazon Q
X ABAC ( BBEMRE ) : &

Attribute-based i/ [Al1#2 %l (ABAC) 2 —MERUKRRE , ERBMANITENE MR E URR, B LUFIRE
MEtnZEl IAM SR4EF1 AWS BIR , RE1RIT ABAC REELUARFEZEIANRS SRR L PR PTHEL A3
TRME,

EETHREEH R, LEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRHEFZIER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NEEZES] (ABAC ) .

Fim et EUE A F Amazon Q
Y EFImAEILE ; 2

ISEHE BRI AWS BRESHFENR , HERELFERKS NI RA N B BIEN,
AWS BWEHIDERIGFES K MAREAKBIHRZHA. BXEZER |, 558 (AM AF#E
) K IAM PRI 22 EERER IAM . AWS RS

Cross-service Amazon Q FIZ 3£ AR
THEHERFRALXE (FAS) 2

BRI TE (FAS) £/ 8 M EMHAVINER AWS BRSS , B £ AWS BRSS @ TR S & HiE RV E
Ko ARERL FAS HREMNREFE , BERERBRSE,

Amazon Q WIRZ AR
YTERSAR B

& AR -—TRSEE, KRREWTREN IAM A€, |IAM EE R ATLTE IAM PO, SR
BRESAEE, AXESER , 2R (IAM AFERE) FHEIER AWS RSZERIENEE,

/A Warning

ERRS AN R ELHIA Amazon Q WIIEE, X2 Amazon Q REMEXIES I T 4&RiE
BEAE,

Service-linked Amazon Q VA&
YERZSXEKAE : 2

RFEXRABR—MSRZSHEXREKN AWS BSRSAR, ZRSTUREEITIRE, Service-
linked B EHIMELH , AWSKF HEHRRSZAHE. IAMEBRAUEEERERERERSKKAE
HI PR o

Amazon Q A5 IAM B & A 313


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q FF & & hRX AriEE

BXUEHEE Amazon Q REFEXBEMNFMAES , BSH 71 Amazon Q FRERFMA LT FEA
RSHEXRAE,

FEARBEEEX Amazon Q #9175 ]

(® Note

WRE EWEESHE Amazon Q F R EMREBEKXR, BXEEL D Q ARG FRRE
B, ESH (IS QlAF#ER) FH Amazon Q Business Identity-based B R4,
AEFHRHBRMNROEET AWS EEZFIE., AWS Console Mobile Application AWS
Documentation, AWS Mt FIHI X B AR FHH Amazon Q. 5 Amazon Q FRH HARS
AREEETEMNRKSKIRE. F£=4 IDE 78 Amazon Q WBLAFLEMEH IAM XK, &
KREZER | B2 REE Amazon Q AL & AR HY ARS B9 ST,

RIAMBERT , BRPNAELTNER Amazon Q. IAM BB R A LUEEE IAM SHEFNR , EEX
Amazon Q FF & E R R EHINEER B,

EERAMAFPEFHRNENRRAERET AWS I£E XM, iZ AmazonQFullAccess B A LAY
IE IAM B4, URFX Amazon Q F X B REEIEEN L IHENRE. BXEREHNESES | 3F
ZR“AWS EATF Amazon Q F XREBMIEEBR.

EEE IAM H A LUEE Amazon Q FFRERMITHEBERE , EE A ATLGE R E LRERE LA
P, ARASHEBHNER, R0 ERRSEHRE (SCP ) 2 AT EALKNEMA Amazon Q
Thge.

BXRETTLBEREEZEHINATE Amazon Q NREIFIER |, S Amazon Q F X B RNESZE,

oy
- DEXR

- EARSEFIRME (SCP) EE N

« ldentity-based Amazon Q FF % & B BUR 7R

=

REERIEREK

Identity-based REERE T 2B B AATUELNKS P OIZE, HRIZMBER Amazon Q FRERIR, XL
BRI AWS IKFFEBA., tIEREEETSOERN , HEBEATERNEN
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https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html
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- FTIRER AWS RE R H RO RENRNR — EFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BRI RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM AFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AIUNBERRRNTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEm) P8 JAM R EYREE AN R

o {8 1AM RKBE RS — S BREITH RIAR ;48 AT LA 5 5K B A 00 5% 4 SR BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFEER, MERBRSBEREIZFENHXE
FARY | Tt AT BAGE R SR SRR 3 AR SS#RAE R 7 (RN BR AWS BRSS |, #5130 CloudFormation, BXE
ZER , 1B2H (IAM AAF1EmE) FH IAM JSON EETE | &4,

- M IAM Access Analyzer BiEZH IAM KB , SUAKRNEH LS MHEMINEEMY | IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZURIEK BN TIRMENEN , UHBBEFELZ S BIgEMHEMN
KEk, BXEZEER , BESHE (AM BFigm) P8R IAM Access Analyzer BiF SR B,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , EFEHA MFA RS %
=, ZELAR AP BERNEE MFA , B MFA RERNMBZHNERD, BXEZER | FS
F <IAM B F#8r) M A MFA RF APIIE1Al,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

7 BN PR
ERMBBRANR , FALKAFS., ARASFMNR
- A MBEA AWS IAM Identity Center :

BIENRES, KRB (AWS IAM Identity Center FAFF18Fa) = 6 2 X PR 5 #9151 B 3t 1T IR 46,
- BXEHEMEE IAM RIEENAF

HRERTEABARINA®, BB (AM APEE) haNE=FERELENERAE (B
SHWIE ) BB BRATIRAE,

« IAM BF :

. PIREWASTLUBANBE, BB (AM AR B IAM B 0l A 8 e TR e,

« (THEER ) BFREEZMNIIAFSERASRNEAFE, B8 (AM AFER) PEAS
AN PR (#EHE ) YRR TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FERARSEFIRR (SCP ) EEiGMN

REIEHIKEE (SCP ) R —MALKE K THATEBRALFHNERE, Bt BIE T2 R E
Amazon Q BENRRA SCP , Z#ITLAEAL R FEHAR Amazon Q FF & & RINEE,

BXfER SCP ZHIARFHRINBEHEZER , HZH (AWS Organizations AFE®E) F 8
Creating, updating, and deleting service control policies PA} Attaching and detaching service control
policies,

R SCP : B4 7E Rk B8 X 43 LA AL i 8] Amazon Q

LA SCP e ERUMMEX ( 352748 ) X4 ( eu-central-1 ) SAAABITIFRIRMEA Amazon Q F & &
o

(® Note

codewhisperer #4255 Amazon Q Developer & HBIH RS BB, BXEZEER ,
2% Amazon Q F X EREWE : TERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "DenyAmazonQDevelopexOutsideEU",

"Effect": "Deny",

"Action": [
"codewhisperer:GenerateRecommendations",
"q:SendMessage",
"q:GenexrateCodeFromCommands",
"sqlworkbench:GetQSqlRecommendations"

]I
"Resource": "*",
"Condition": {
"StringNotEquals":
{"aws:RequestedRegion": [ "eu-central-1"] }
}
}
]
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html

Amazon Q FF & & hRX AriEE
}

R~ SCP : B4 15181 Amazon Q

LA SCP 14t 15 18] Amazon Q FF & & .

(@ Note

B4 5 1R] Amazon Q R A AWS #HlAE. AWS Wik, AWS XHTE = Amazon Q B#xr
=B X E 4R AWS Console Mobile Application,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1,
"Resource": "*"
}
]
}

Identity-based Amazon Q FF % & K9 B R~ 5

AT 1AM SR BE RAIEHIFfP Amazon Q FF & B RIRIERNNR, BHAXLERET R IFRIELENEAF.
AR AH R Amazon Q FF L E R,

(® Note

LT RBIREER T EHA Amazon Q FF R EBMRIHEERNXER , BERF Al sE EEF AR T sE@E S
iT I Amazon Q F X EREWELERKIGE Amazon Q. EXEZER , BSRAFHAFETIT
%] Amazon Q FF & &R E I EEXKTHE Amazon Q.
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WAL IR BAEFEAIX LR | oL EFEHNE Amazon Q THEERMNPR. BxEH Amazon
QEE IAM RN EZELR , ESH FHAXKKEEY Amazon Q BYiGE,

BXRETLUBEREEZEHIATE Amazon Q REFIER |, S H Amazon Q F X ERNESZE,

ES
BEARR
PR

O

EERANR

AT R X Amazon Q FF X EMEIE G £ Amazon Q i] FEEE4|AF Amazon Q FF X BRIz A
PRITEEBES,

BRAVEM Amazon Q FFRERWBERKE , SR AR,
XEFEERMEA Amazon Q %l &

AR R IK B F B P £ Amazon Q #2518 PIITIREMNRR, BELAE Amazon Q 2§ & g

iE Amazon Q 5 AWS IAM Identity Center MEYE K AWS Organizations, A ZEHEM Amazon Q
Developer-related £ 4 ME Amazon Q F X BERH AP TR. BEXEZER , FoH EEERME
A Amazon Q F R EREFH A,

@ Note

codewhisperer B2 5 Amazon Q Developer & H BRI RZHIBE . BXEZER |, iF
2% Amazon Q F R EREWE : TERE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess",
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"organizations:DescribeOrganization"

1,

"Resource":[

Mg

"Effect":"Allow",

"Action":[
"sso:ListApplications"”,
"sso:ListInstances",
"sso:DescribeRegisteredRegions”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeGroup",
"sso-directory:DescribeUser",
"sso-directory:DescribeDirectory"

]I

"Resource":[

g
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"Effect":"Allow",
"Action":[

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

g

"Effect":"Allow",

"Action":[
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

1,

"Resource": [

myn

"Effect":"Allow",
"Action":[
"user-subscriptions:ListClaims",

"user-subscriptions:ListUserSubscriptions"”,

"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

1,

"Resource":[

Mg

"Effect":"Allow",

"Action":[
"q:CreateAssignment",
"q:DeleteAssignment"

1,

"Resource":[

g
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]
}I
{
"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,

"Resource":[
"arn:aws:iam::*:role/aws-service-role/user-
subscriptions.amazonaws.com/AWSServiceRoleForUserSubscxiptions"

1
}

XEEEGFEH Amazon Q F R ERRIZEH &

AR RAIREER T A A1 Amazon Q F R ERIZEH AR, £ Amazon Q F R ERH A , BEE
AWMITAZE Amazon Q Developer-related BLEES , BESITH. RB5IA. BEXMB XA
KWES. EEXBESFEUENEERT - 5 EEEE KMS ZHNNE.

B A MTUEN Amazon Q #HlA ( AR Amazon Q F X BEMIEH A ) X —L% Amazon Q F X &
BRELEEES, BEXEZELE , B5H IHEERAMEH Amazon Q ##Hl&,

(@ Note
BB EENIEAEN , Amazon Q F R ERTULERETE R FEEF IR,
- BREENAENNXR , BSHBEXNEREHID .
« BXREHARENONR , FERAXBEEARSE M.

LEEEERMUMER 2 —TREMEA Amazon Q F X EREZEHE. EEENKBBORTERERXRE
Amazon Q Developer i& 2 fi & [HARIL S# CodeWhisperer ™ A% o

(@ Note

codewhisperer BIZE2 5 Amazon Q Developer & H BRI REZHIBE . BXREZER |, iF
ZfAmazon Q A X ERERA . TERE.

BEIEX Amazon Q KYiFA] 321



Amazon Q FF & & hRX AriEE

XF Amazon Q F X EBRNFHEER , BEAUTRE :

"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:ListInstances",
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationGrant"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:ListApplications”,
"sso:GetSharedSsoConfiguration”,
"sso:Describelnstance",
"sso:PutApplicationAccessScope”,
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication",
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus"

1,

"Resource": [
mgn
]
},

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

1,

"Resource": [
g
]
},

{
"Effect": "Allow",

"Action": [
"identitystore:DescribeUser"

BEIEX Amazon Q KYiFA] 322



Amazon Q 7 & &

RAriEmE

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeDirectory"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

myn

]
},

{
"Effect": "Allow",

"Action": [
"user-subscriptions:ListClaims",

"user-subscriptions:ListApplicationClaims",
"user-subscriptions:ListUserSubscriptions”,

"user-subscriptions:CreateClaim",
"user-subscriptions:DeleteClaim"”,
"user-subscriptions:UpdateClaim"

1,

"Resource": [

myn
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"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",

"organizations:ListAWSServiceAccessForOxganization",

"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess"
]I
"Resource": [
wxn
]
}I

{
"Effect": "Allow",

"Action": [

"kms:ListAliases",

"kms :CreateGrant",

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey*",
"kms :RetireGrant",

"kms :DescribeKey"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"
]I
"Resource": [
wxn
]
}I

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws
AWSServiceRoleForAmazonQDeveloper"

.com/
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]
3,
{

"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles”,
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

]I

"Resource": [

g

]
3,

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment"

1,

"Resource": [

myn

]
},
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [

myn

Xt FIBAMR Amazon CodeWhisperer N AR E , AT REEF 2 IAM ZHEAEE CodeWhisperer B
B,
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory"”,
"sso-directory:ListMembersInGroup"

1,

"Resource": [
mgn
]
},

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"
]I
"Resource": [
wxn
]
}I
{
"Effect": "Allow",

"Action": [
"pricing:GetProducts"

1,

"Resource": [
mgn
]
},

{
"Effect": "Allow",

"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile”,
"sso:GetProfile",
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance"”,
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1,

"sso:CreateManagedApplicationInstance",

"sso:GetManagedApplicationInstance",
"sso:ListProfileAssociations”,
"sso:GetSharedSsoConfiguration”,
"sso:ListDirectoryAssociations",
"sso:DescribeRegisteredRegions”,
"sso:GetSsoConfiguration"”,
"sso:GetSSOStatus"

"Resource": [

1
},
{

myn

"Effect": "Allow",
"Action": [

1,

"identitystore:ListUsers",
"identitystore:ListGroups"

"Resource": [

1
},
{

myn

"Effect": "Allow",
"Action": [

1,

"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

"Resource": [

1
},
{

myn

"Effect": "Allow",
"Action": [

1,

"kms:ListAliases",

"kms :CreateGrant",
"kms:Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey*",
"kms :RetireGrant",

"kms :DescribeKey"
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"Resource": [
Mg
]
},

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws.com/

AWSSexrviceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics"”,
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,
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"Resource": [
Mg

1
}
1
}

AFEERGEEE XM
LTRBRTFEERE Amazon Q FFRERF QIEZMEE B E XIHNR,

B Amazon Q FREREFH AEFEREBENT , Amazon Q F R ERERAREERER
Amazon Q F R EIRIZHANR, BXEZEEL , B2H ZSFEE R FH Amazon Q Ff & & M2l

L
Ho

(@ Note

FEULTRBEF | IAM JRSFIREBE X codeconnections:ListOwners
codeconnections:ListRepositories IXPRAVEEIR, e , BBEFE XL RAIER
B, NRERELEN , ZXBEREFHR , EMEUER.

(® Note

codewhisperer B2 5 Amazon Q Developer & HBIHRZHWIBRF. BXEZELE | iF
2% Amazon Q F X EREWE . TERE,

FELUTRBIF |, account number AIEHY AWS Tk 5 &k,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"
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1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"kms :CreateGrant"
]I
"Resource": [
wan
]
}I
{
"Effect": "Allow",
"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization"”,
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization"”,
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission"”,
"codewhisperer:DisassociateCustomizationPermission"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"codeconnections:ListOwnexs",
"codeconnections:ListRepositories"”,
"codeconnections:ListConnections",
"codeconnections:GetConnection"
1,
"Resource": [
wxn
]
},
{
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"Effect": "Allow",
"Action": "codeconnections:UseConnection",
"Resource": [

Mg

1,
"Condition": {
"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction": [

"GitPull",
"ListRepositories"”,
"ListOwners"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
]I
"Resource": [
wan
]
}
]
}
XBFEEREARERMG

LT RBIKERFEERE Amazon Q FREMEZH & FEEMEESE =S A FNNR,

(@ Note

EHA Amazon Q F A ERIZGH A K EBEALEEASIFEE R FEH Amazon Q FF & & iz
& P E L RBR,
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”,
"q:ListPlugins",
"q:ListPluginProviders",
"q:UpdatePlugin”,
"q:CreateAuthGrant",

"q:CreateOAuthAppConnection”,

"q:SendEvent",
"q:UpdateAuthGrant"”,

"q:UpdateOAuthAppConnection”,

"q:UpdatePlugin"”,
"iam:CreateRole",

"secretsmanager:CreateSecret"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice":
""q.amazonaws.com"

[
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xPBEEARE - MERBRANEF

DUTTRAIRBERAEEAR FEE —MEEHBREANBEHONER , H4EEH ARNEE , EP3ERmst
REENEHRAELRF (*) . EEALLER | {57 Resource FEHE# ARN AL TAZA :

« AWS-region— Y$1E AWS X135 BE IR EH.

« AWS-account-ID— ELERHIKFHIKS ID. AWS

« plugin-provider— BEARTEEMNRAHIRUEMMNEN , tkWCloudZeroDatadog, Wiz, A
HREBFRX 2K DNE,

(@ Note
Zi5A Amazon Q FREREZEHE  EEALEEEXZFEE A FEA Amazon Q FF A& RIE
4 FE SRR,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateProviderPlugin",
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”
]I
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
}
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XRIBSIMERZN TN

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResouxrceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:vpc/*"
]I
"Condition": {
"StringEquals": {

"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resouxce": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*"
]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{

"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
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1,

"Resourxce": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-xrule/*",
"arn:aws:ec2:us-east-1:111122223333:network-intexface/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-path/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-analysis/*"
]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [
"CreateSecurityGroup",
"CreateNetworkInterface",
"CreateNetworkInsightsPath",
"StartNetworkInsightsAnalysis"

]
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:subnet/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationSexrvice"
}
}
},
{

"Sid": "MGNNetworkMigrationAnalyzerENISG",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*"
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"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
1,

"Resource": [
nxn
]I
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"

]I

"Resource": [

Mg

1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigrationAnalyzeNetwork",

"Effect": "Allow",

"Action": [
"ec2:StartNetworkInsightsAnalysis"

1,

"Resource": [

myn
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}

AR

UTHBERAWAFE AWS NARFMMY (2. MM ) LiFE Amazon Q Dev AWS EE#2H &
eloper AWS Documentation BYZhEE. AWS Console Mobile Application

BXAWX Amazon Q FFRERIVERHRINRI KR , B2 HEE AR,

@ Note
£ IDE Aif[E Amazon Q BN G171 1R Amazon Q AP AREE IAM R,

AFRAFPBEIITRE Amazon Q FF A EME L EEXKGE Amazon Q

LT REKBERFEIITE Amazon Q F X ERZ WL EEMER Amazon Q BWIER, MREHEIXLEN
FR , AP REEFE Amazon Q B BREE., ES Amazon Q BIXSHEHAE M Amazon Q ThEe , AP E
EBHABR |, FI 02T REIRBE TR FHIRER

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [
"q:GetIdentityMetaData"
1,

"Resource": "*"

"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
"Action": [

"sts:SetContext"

1,

"Resource": "arn:aws:sts::*:self"
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1

¥ Amazon Q HRIEFEXTEERF

LT ROIRKES X Amazon Q HRIEF BEXEEBREN , RFAFGRERZZRMBHNHEERN
R, MREBRRETHATMNENEFBETEEEERSA , MHEKBEZEEMH Amazon Q.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QKMSDecryptGenerateDataKeyPermissions",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/key_id"
1,
"Condition": {
"StringLike": {
"kms:ViaService": [
"q.us-east-1.amazonaws.com"

1

ARFBAFE Amazon Q BIR

LT REKERFERSE RS Amazon Q BRI ER,
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JSON

"Version":"2012-10-17",

"Statement": [

{

"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",

"Action": [

1,

"Resource":

A AP Amazon Q CLI 5 AWS CloudShell

AT RBIK B F 0% Amazon Q CLI 55— AR AWS CloudShell,

(® Note

]

nmgn

:StartConversation",
:SendMessage",
:GetConversation",
:ListConversations"”,
:UpdateConversation"”,
:DeleteConversation"

codewhisperer BI%25 Amazon Q Developer & X BINRFZHIBEH. BXELELR , &

2 Amazon Q F A EREDGE  TERE,

JSON

"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action":

[
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XEBRAFERST

LT RBIKER T EH Amazon Q @5

18 Amazon Q.

JSON

"codewhisperer:GenerateRecommendations"”,
"codewhisperer:ListCustomizations"

1,

"Resource":

Mg

"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage"

1,

"Resource":

g

T LE1TH#R

T BRI

THBRHNR, EBERAERWBIHR ST

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"qdeveloper:StartAgentSession",

"qdeveloper:ImpoxtArtifact"”,
"qdeveloper:ExportAxtifact",
"qdeveloper:TransformCode"

1,

"Resource":

g
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AYAFERA Amazon Q 2Rl & HiR
LU RBIKEE R F A Amazon Q 2 HT#EHI & 5 iX AR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation",
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResource"

1,

"Resource": "*"

AERAFER Amazon Q HEF CLI S ERKEB

LT RAIKEE T EH Amazon Q IRIEZFIM CLI to S EKKBRIRR , MM A FEHZ Console-to-

Code I&E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
"Action": "q:GenerateCodeFromCommands",

"Resource": "*"
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*EAFP S5 Amazon Q BI'&R

AT RAIREER T 5 Amazon Q BIERERER , H X Amazon Q REREREHRFEE . Amazon Q
RERFRIER IAM B 58875 R B R IR.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQPassRequest",

"Effect": "Allow",

"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation”,
"q:PassRequest"

]I

"Resource": "*"

}I
{

"Sid": "AllowCloudControlReadAccess",

"Effect": "Allow",

"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

]I

"Resource": "*"
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A Amazon Q EEI R AR REHITIRGE

AT RAIKEE T E Amazon Q BIRERER , 3 24F Amazon Q KEREHITEME. Amazon Q XA
HATIEN IAM B3 B8R ITHIRE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowAmazonQPassRequest",

"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"

ARERAFE Amazon Q FERA QB ( kiR )

LT RBIREZRFER Amazon Q THHNRR |, XEREEBE Amazon Q FERXZRZES . ZFKE
‘@¥E Amazon Q. IAM MBI PR, CloudFormation

BR T IXERRA | BEAMERG EEZHE AR R. Amazon Q KiZRLEREH 1AM B 43 TTET5 8
YRR

/A Important
BE R PISR B 2 15 IR ZERBIAY 1AM R 1E

(iam:CreateRoleiam:CreatePolicyiam:AttachRolePolicy. .
Miam:PutRolePolicy ). ¥ Amazon Q TERESFELEREE IAM ABERNIERE
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AWS RS — BRI (Sl , Bl M EC2 SKPIRF S3 TRINRN AR ) . XEFRE
XENRFBERDHIT. MRENSHEEFEREATRNR , WXLENREHR T N T3E
EEASD , U RERTEKSFHNAERAT. IREFTFEQUEIENR IAM BB TE
AR, MRS ZREE FHIBR IAM 84 — FE IAM RN ST E RPRE IR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation",
"q:PassRequest"
1,
"Resource": "*"
I
{

"Sid": "AllowQArtifactsAccess",

"Effect": "Allow",

"Action": [
"q:GetArtifact",
"q:CreateArtifact",
"q:GetArtifactActionResult",
"q:PerformArtifactAction",

jam:CreateRole",

iam:CreatePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy",
"cloudformation:GetResource",
"cloudformation:ListResources",
"cloudformation:CancelResourceRequest",
"cloudformation:CreateResource",
"cloudformation:GetResourceRequestStatus",
"cloudformation:ListResourceRequests",

"cloudformation:UpdateResource"
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]I

"Resource": "*"

X Amazon Q V7[R AN B R SR AS AL B 1L

AR ROIREER F5 Amazon Q BIEARIR , H X Amazon Q TG RIERH KA EIEH IR R AR D
FMALILEERI, ZBE EIE AWS Cost Explorer, AWS BA{E{LH L, AWS Compute Optimizer, AWS
Budgets, AWS #BEE, AWS EMNFEE TR BRARTITE I

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQChatAndPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
:SendMessage",
:GetConversation",

"q
"q
"q:ListConversations",
"gq:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage",
"ce:GetCostAndUsageWithResources",
"ce:GetCostForecast",
"ce:GetUsageForecast",
"ce:GetTags",
"ce:GetCostCategories",
"ce:GetDimensionValues",
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"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
"ce:GetReservationUtilization",
"ce:GetResexvationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetReservationPurchaseRecommendation",
"ce:GetRightsizingRecommendation",
"ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetECSSexrviceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:GetIdleRecommendations”,
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",
"Effect": "Allow",
"Action": [
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"budgets:ViewBudget"
1,

"Resource": "*"

"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities",

"freetier:GetAccountActivity"

1,

"Resource": "*"

"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
"pricing:DescribeSexrvices"

1,

"Resource": "*"

4R F Amazon Q KREHITRERIENR

LT REIFEEREFE Amazon Q BIXRHR , H i Amazon Q REREHITEN IAM BHERHITH
{ETIR4E ( Amazon EC2 BERRHL ) o ZFBEMEH aws:CalledVia £RHEMHEEERBETE Amazon
Q A Amazon EC2 #ErIF 23E4 Amazon EC2 #1k,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"q:StartConversation”,

:SendMessage",

:GetConversation"”,

2

q
q
q:ListConversations"”,
"q:UpdateConversation",
q:DeleteConversation”,
q:PassRequest"

1,

"Resource": "*"
},
{

"Effect": "Deny",

"Action": [

"ec2:*"

]I

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": ["q.amazonaws.com"]

}

AT Amazon Q RREMITRERMEATNIR

AT REIKERFE Amazon Q BIREIBR |, H# A1F Amazon Q REREHMITEN IAM B HERHITH
{ET#24E ( Amazon EC2 24EKRSL ) . IWEHEIT T IAM 5B HITEM Amazon EC2 #REMNE |
{BIX 2 Amazon Q $4T ec2:describelInstances &, ZKMEMHEH aws:CalledVia £F%
HHERIEE Amazon Q REEAMA ec2:describelnstances , R AFEAEMEAM Amazon EC2 #
(=

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"q:StartConversation”,

:SendMessage",

:GetConversation"”,

2

q
q
q:ListConversations"”,
"q:UpdateConversation",
q:DeleteConversation”,
q:PassRequest"

1,

"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"ec2:*"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

},
{
"Effect": "Allow",

"Action": [
"ec2:describeInstances"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

AWERTF Amazon Q KREERFE XM ITRHERENNIR

LT RHIKREZERTS Amazon Q I RARR , #7 Amazon Q REXEHMITERER |, XA T Amazon
Q X us-east-1 M us-west-2 XFEAHFH. Amazon Q TENEMEMXEEH AR, &
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KUNAEEAURITHEX BN EZEES , §SH (AWS Identity and Access Management A 18
B) RequestedRegion®HJ a ws:,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"g:StartConversation”,

:SendMessage",
:GetConversation"”,

o2

q

q

gq:ListConversations”,

"q:UpdateConversation",

q:DeleteConversation",

q:PassRequest"

]I

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

4R F Amazon Q RFBEMITIRIEHR
LA RBISEREFE L Amazon Q X RIEHITRE,

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [

"q:PassRequest"

]I
"Resource": "*"

}

]

}

XBRAFERE - MEHBENEFEITER

UTREIEERTFEEEARENATCIRUBAMEHRNEAEAHE T RN , ZA4BEAES ARN
BE , EF S R4 EEENBEMNMNELRRF (* ). MRBBRHAEFRE 74, WEGXLENRENA
PRERENFEENBEEFNIHRINE. EFEHAIKE | 1B Resource FEAER ARN FHELTH

3

="

« AWS-region— fEHFRIBIE AWS X V&,
e AWS-account-ID— EERHHNKFAKS, ID. AWS

« plugin-provider— BERFIHEINBEHREENERS , tkilCloudZeroDatadog, Wiz,
HREFFERX D KNE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
:UpdateConversation"”,
"q:DeleteConversation"

- - - - -)

1,
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"Resource": "*"
}I
{
"Sid": "AllowAmazonQPluginAccess",
"Effect": "Allow",
"Action": [
"q:UsePlugin"
]I
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
}
XEAFPBERERGIIR

DT RAIRBERFSHEH ARN EENRBHH T RONR, WRBBRAEHEE 7EYE , MRIEE
LWERBEREFEMG ARN , ENAPRTEHRFESE. EFEALLER , 57 Resource FERHPEIR
ARN FHI L THRA :

« AWS-region— HHHIBIE AWS XiF L&,

« AWS-account-ID— BLERHFHIKHIK~ ID. AWS

« plugin-provider— BERFHENBEHREENER , tkilCloudZeroDatadog, HWiz,
HREtmFRX D KNE,

« plugin-ARN— ZE R FIHE A EHH ARN,
$E4E 7517 Amazon Q

AT ROIZRBEIELE E FH Amazon Q FIFRE R,

(@ Note

HIEE4 5 1R Amazon Q BY , Amazon Q BRI R ERTF HIE AWS 25 E. AWS H
vh, AWS X#4TTHEZE A AWS Console Mobile Application,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
nqaEn
]I

"Resource": "*"

RFAFEFMITHNRR

ZORBIGLER T A B R |, ARV IAM AP EENRNEEAS B ONNERAMEE R, LR
BIEEEFE LSRR AWS CLI X AWS API BU4mE 5 T LR BRI R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource'": "*"

EEX Amazon Q JF R EMAYIERIRUAEITE =S EK

WNFE=ZFERK , BXIER AWS ZEEERS (KMS) KEEXT Amazon Q Developer B 17 [A]1 X
R, MARFEARTETEAETETEREN IAM KL,

XEEEAGERAErETEEHRARENACEKK

DR ROIZARERFEKMS B EPHERENACHEZRRENFERAE B XEEAEH
(CMK) W PR, BLiE CMK B , AR IAM B ARN ( —MRRRF ) |, HIEWERAXIER
Amazon Q. MREBELZXMATER ( HliN GitLab K61 ) , NAMEFHBIZES , FEEEH CMK X
FrE & RTINS,

kms:ViaService R4 ZEHNTF KMS BEAMNEAREINRBIEEN AWS BREHER, ik, B

FRZZGFAEERREBERSIIELFER KMS ZEAMNNR. FRAKERS , B LRHI#E T
£ CMK kRINZRBENR. EXEZER , HSH AWS Key Management Service ¥ & A R 1EFE

ViaService F #Y kms:o

BB KMS B LT X , BEF—AMENFHAEN , INNHEEEFEAXNTNE KMS Z4AH
MEZERER | SUEEBNAATRIT M, NFE L TXATATRIEMZHRENTEEMEI M | 25X
ZEARBEF IAM KB R XIFRINE KMS ZRNIHRINE , URE AWS BEFIRBIR 2 LN
fE, CloudTrail EXEZELR |, 521 (AWS Key Management Service Developer Guide) 1 HJ
Encryption context.

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Sid": "Side",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/rolename"

},
"Action": [
"kms :GenerateDataKeyWithoutPlaintext",
"kms :Decrypt",
"kms :ReEncryptFxrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey",
"kms :Encrypt"
1,
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "q.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws-crypto-
ec:aws:qdeveloper:accountId": "111122223333"

}
}
}I
{
"Sid": "sid1i",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/rolename"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
}

Amazon Q F X ERNBESZE

Amazon Q FF R ERERA MR API REHRS

- AFPAMEERNPR , o LA R fF FIX LA PR K2 4] Amazon Q BIfE
- ATRHERSHEM API |, XL API TEETEIES] Amazon Q 5 F #Y 5K B+ 5 A
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AFRMEB X Amazon Q FFREREAKN API RERZNES

£

« Amazon Q 7 & E MR

« Amazon Q AT X BR

- HH# Amazon Q FF X &R AP

Amazon Q FF & & IR

HIREHE Amazon Q REMA S HHTESHBRIEMESEAMME IAM HFOHNRER (ETHOHE
B ) B, BAILMER UL TRRENSE,

TRERT BRI R FRIEL T RE Amazon Q FF R &R R

/A Important
E5 Amazon Q BIX |, IAM BB EERITUTRENNR :

« StartConversation

* SendMessage

« GetConversation ({XBRIEHA )

+ ListConversations ( {XPR#E&IA )

a0 SRE DBV SR R BAHA o F H p —TURAE |, NIEL RS Amazon Q BIRESFHIRE 1AM PR

HiRo

(® Note

codewhisperer BIZk2 5 Amazon Q Developer & HBINRSWIEE . BXEZEE | &
ZfAmazon Q AR EREGH  TERE,

£ q : PassRequest

q:PassRequest®—I Amazon Q R , AT L S# Q KEKEFH AWS API, H&E[ IAM F47%
in q:PassRequest fXPRET , Amazon Q HREBFHA IAM FHERFRKEM API BIRXBR, Hlgn , tn

Amazon Q X PRSZE 356



Amazon Q 7 & & AriEE

RENIAM BAEEE s3:ListAl1MyBuckets XPBRH q:PassRequest R , MHKXA IAM A&
AP ER Amazon Q 5l H 189 Amazon S3 77 AT , Amazon Q AT BAEA ListAl1MyBuckets
API,

BT LA PR & q: PassRequest XERSEEM IAM KBE, Hlt0 | A LARHLE Amazon Q U T4 ER
£, BER AW Amazon Q I IRSIMITE 0 RIE, XA LUEE Amazon Q FER R IEHITIRMER AT LA
& A B X,

BX#EH q:PassRequest FFAM IAM KB R , FSRUTET S MR KL TA -

« fA1F Amazon Q EPI X PR ERENITERE

- ELE T Amazon Q RREHITHERENNIR

« AFERT Amazon Q KREHITHERENNIR

- RAFRT Amazon Q REREEBEXFNITIHERENNER
- ELE T Amazon Q KREHITIRIEIE

Amazon Q A/ iT R R

Amazon Q F R EREBAMNEBUTHNRFIBENHALRPWAF MACIEMERITH,
AT AREX FEFITANROERBRERSL :

User

BAFEHF , AWS IAM Identity Center HE—BY A ID R Ro
Group

BAF%E4 , AWS IAM Identity Center HME—BYBE4H ID R Ro
T

T 584 Identity Center R 4EE , EAFEEB LR Amazon Q Thek, TTHEHAIENAFE
B8 Amazon Q ZhéE, #ian , #R Adam iTE T Amazon Q F X EREWEE | NbiIeEBFEH
Amazon Q FFREMIIEE , BEBE R MMIR FAENRRZE , AT EGRIXLINEE,

Hib Amazon Q FF X &R API

T&RERT IDE & Amazon Q HIThEEFTERM APl, XL APl A F#E4&I% Amazon Q ThRE (A |
BRIEAFIFEMERINER , EMNSHIEEEKFH AWS CloudTrail BEAF,
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® Note
codewhisperer B2 5 Amazon Q Developer &H BT RFSHIBE . BXEZER , &
ZFAmazon Q AR EREDE : TERE,

AWS EHF Amazon Q FAEBEMIEEBR

AWS HERBZHLUEMNEENILZ KK AWS, AWS RERBEZENTZEILABIRMENR , UE
BRIBFIRARAF, ANBesENR.

EEAMAPEFHEANENSEREZEZREBET AWS FEEXE, UTEAT Amazon Q F X &/ AWS
FEEFRE AT LM INE IAM B4 -

« AmazonQFullAccess RBHTLHENBRUALEES Amazon Q F A EMNRE , BEEE R HIRIN
PR

« AmazonQDeveloperAccess T2 IHRINBIUAZEFEES Amazon Q AR ERNRE , TE8EERA
T A A PR o

(® Note
£ IDE RS TFHE Amazon Q AP AEE IAM R,

FicE , AWS RERB AT NENHEAIRTFRENRENR , BAENTHAE AWS FFE
Ao, BRMNBUBEENRETEARMNE - EEHRRRE —SREDNR.

BILEERAWS HEFRPENHONE, 1R AWS Fif AWS HEFRPENHNE , WEHLE
MiZKBAIRBENMEZERASH (AP, ANAR ), AWS RETRELEBIIHN APl RIERS T
LAEF T AWS RS B9 API 24ERRTEH AWS FEE XIS,

BREZER , F5H (AM AFER) B AWS EE XK.

AmazonQFullAccess

AmazonQFullAccess RERRBEEMEE R HRINE , AFEHALPHAF AR Amazon Q FFAE
R, BRERMTLIHENR , £FE5 Amazon Q FFRERFIHITES) , BIEFEA IAM Identity Center &
* , NTBE 1T Amazon Q FF R EM T L EE KGR Amazon Q.
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® Note

EE AT Amazon Q ITHEEZFI A M Amazon Q F R ERFT L EBRFIEFETHERES
MELHRNR , FEFANNR. AXEZER , HZH EEANR,

EEFMRKREHINER , B5H AWS EE XS E AmazonQFullAccessHHY,

AmazonQDeveloperAccess

AmazonQDeveloperAccess TEXRBRETEFRNBEALZEES Amazon Q FXERNRKRE , ©
EEBRIFRMNRE. ©AFMEMA IAM Identity Center &% , NTIE T Amazon Q F A EMRETUE
£3K1i718 Amazon Qo

EEA Amazon Q WE LR  BARFEINNR, BXANRNER , FSHAEEERNENE

o

EEFNRBEHNER , 55 AWS & ERKBESE AmazonQDeveloperAccess Y,

AWSServiceRoleForAmazonQDeveloper

It AWS FEE R FEH Amazon Q Developer BEFTENNPR, ZEBEERINEZEMNA Amazon Q
A 81228 AWSServiceRoleForAmazonQDeveloper lRE KRBk & &,

18T Ml AWSServiceRoleForAmazonQDeveloper EI#H) IAM 324, 551tk 5K B Bt h0 2 F2 3 Amazon
Q REREHITIRIENRSHXAR, BXEZEL , HS60 F Amazon Q F & & A A 1T 46 A IR
SHEXAR,

WHRBRFAGEAGKE/FEABERIERNadninistratorfX R,
NERiEMER
ZREEEE LT,

« cloudwatch— AFZEFEABEHRKE/FERER CloudWatch HWIERE1EIR,. XEXEN , XHER
FEERERB SX Amazon Q BERA1ER CloudWatch,

EEFHRBEHNR , B35 AWS FEE XS ZAWSServiceRoleForAmazonQDeveloperd #,

AWS &M TF Amazon Q WIEEHXR 359


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonQFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonQDeveloperAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSServiceRoleForAmazonQDeveloper.html

Amazon Q FF & & hRX AriEE

AWSServiceRoleForUserSubscriptions

It AWS £ EKBER F £ H Amazon Q Developer BEMENNR, ZRERMEEELE Amazon
Q TRt I K AWSServiceRoleForUserSubscriptions RS X< A B H,

BT %M il AWSServiceRoleForUserSubscriptions ZI&#Y IAM 3248, Rf It SR BE BT I0E) 2 Amazon
Q RREHITRENBZHEXAR, BXEZELR , HSN Amazon Q FF & &kl FH F 17 15 468 F Bk
SHEXAE,

I EREEIRE Amazon Q 1T R #&HY Identity Center EIREV TG RINFR , LLE S EHEMITI,
NRIFHER

ZRBEEE A TR,

- identitystore : AT FEMAIRER Identity Center B R EXR , SUERLLE I EFHITI,
« organizations : RAFFEMAIRE AWS Organizations BWE X , SAEATLL B S EHIT .
« sso : AFEMKIRER Identity Center SEBINEDNR , LMERTLLE S EHIT I,

o kms— RFZEF AR KMS Z4ALUEE B 18 F OF TR

EEFRRBONR , HSH AWS RE XS EAWSServiceRoleForUserSubscriptions 1 #.

GitLabDuoWithAmazonQPermissionsPolicy

LEKEFE Amazon Q EZHFIA GitLab Duo with Amazon Q &R P BT THRENR R, iZFKHKE
WINEIM Amazon Q F R EBZFH AR ATIHRE Amazon Q 19 IAM Aad, BEEFIHE IAM &
& GitLab ERN T D# FRBF (ARN) 24, ZRBEIIFUTEM :

* GitLab Duo AR : XFEARE |, fIMAEEHNELR, QIBNENR S HRIERK, RN
B, P HEAUREIE OAuth R AREFER.

« GitLab Duo BEMR : X601 FMER OAuth R AR FERE | FItEHERIRE.

« GitLab Duo 4R : ZF I, MERFKEE GitLab Duo 1 Amazon Q EERMEXK B EE
R

EEFURBEHNR , 35 AWS EE XS ZGitLabDuoWithAmazonQPermissionsPolicy F #Y,
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A Amazon Q FRERMAFITRERARSHEX<AE

Amazon Q FF % & #F AWS Identity and Access Management (IAM) RS Hx &€, BREHEXA
B2 IS IAM B8 | B#EXBKE Amazon Q FF X AR, Service-linked B H Amazon Q
Developer FiE X , BIFZRSAREFHEM AWS BRZFTENFTE IR,

FB
« 71 Amazon Q F X ERERARSZHEXAE
- RAFITRERRSHEXEE

A Amazon Q F R EMEARSFSHEXAE

Amazon Q FF % & B AWS Identity and Access Management (IAM) fR i< AR, REHERXA
BRI IAM 6 |, BEEXEKE Amazon Q FF A AR, Service-linked & H Amazon Q
Developer FlE X , BIFZBRSAREFHEM AWS BRFFIENFTE IR,

REEXAERTILEERNMIZRE Amazon Q FEXER , RABTLFHHFMBENNE. Amazon
QARERENEBRSHERAGHNIER , BRIESAEN , BUNRE Amazon Q FE BTN ZA
B, EXHWNRESFBESETREAMNERR , AR TEEM BT ME A IAM SRR KB,

RAETEEENREXERE , B RMERRSIBEAR, XRRPEHN Amazon Q FRERER , K
NIETSTTE A I BRXY B R A9 75 R AR

BXAXERSHEXAGHEMBRISNEER , F3RE IAM BLE&FERAWS RS , H1EService-linked
At hERTE ‘B RS, BERE5EREZRSNRSREA G IRMEERE,

T AWS EA T Amazon Q F X ENIEEBER,

Service-linked Amazon Q FF X & A AR

Amazon Q Developer £ & 79 9 R &5 48 < A& € AWSServiceRoleForAmazonQDeveloper— Lt & &
[ Amazon Q & F i B S P PHTE T EKR LR , REET S CIZFFRIRLRENNR
CodeGuru , AR B &ZIXHEHINPR, CloudWatch

AWSServiceRoleForAmazonQDeveloper [RFHEXABEFEUTRFZIRAANZAE :
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« 84 : AWS/Q CloudwWatch namespace £HY cloudwatch:PutMetricData

BN EFRAF., 4ACKEBEE, REIMBRBSHEXACHNIR, BXEZER , 55H
IAM A P8R #IService-linked & &R,

7 Amazon Q FF R ERBIZRSHEXRBE

BEEFIUNERSKEAR®, YEEDH Amazon Q IEN A GRS AWS EEF4]E , Amazon Q
FRESCHNEZOEERSHEXNAE,

MBEEBIBRIZBREZXEKAR  RAEEERME , AULERAERRAREKFAFDEFAUBLAR, Y&
EFRER , Amazon Q FEBXANEQEBRSHEXAR,

IBE T LAMER IAM 24| A5 AWS CLI 812 E A q.amazonaws.com REBHHNRESHERER, BxX
BFZER , BSE IAM AFER FNAERRSEXAC. NRERRT LESHEXARS , AIUAFEAE
HHSEBXREAG,

7 Amazon Q FF R EMREBRSZHEXAR

Amazon Q FF % E R AT IEY%E AWSServiceRoleForAmazonQDeveloper FRE X AR, SIERS X<
RAGE K BELEFERACHEN , RN UGS AZAG, EERTUUFER IAM REAE
iR, BEXEZEE , HF25 (AM AFPER) P RERSXBKA®,

A Amazon Q FF X ERMIBRIRZS EX AR
MBETBEEFAERNEERSAEACNINGEDRRS , RINBUWEHKRZAR, XEMEERBED
WP RERASSE, B2, “MEERBSHAACNER , RETEFIMERE.

® Note

YA EMERAIRET , 20R Amazon Q FFREMRS EEERBEXAE , WRBRRETRERS K
M, MRREXTMER , BEF/LTHEER.

£/ IAM Fa BRI S < EBR A&

5/ IAM #24%|& AWS CLI, = AWS API B AWSServiceRoleForAmazonQDeveloperfiR5 XA
B, BXEZER , HZH (AM AFiEE) PHIBREES<EAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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Amazon Q F A BEMRSHXAEZIFHN X

Amazon Q F R EMRHFERSTANENMNXBHHXFEARSHEXAR, EUUNEUTXEFERZ
AWSServiceRoleForAmazonQDeveloper B, BXEZEE |, HSHAWS XiF ik =

X1 & 75 XEFRiR Amazon Q FF
RERPH R
EERI (HFFRLMILE ) us-east-1 =
ZERIP (BB ) us-east-2 B
XEFEE (mFRERIL ) us-west-1 =
EEMI (HEBXM) us-west-2 &
M (FER) af-south-1 B
TA#BX (FE) ap-east-1 =
oA H#E X (FEDDE ) ap-southeast-3 =
TWA#X (FHX) ap-south-1 B
LWAH#X (KR ) ap-northeast-3 =
LWA#X (BER) ap-northeast-2 =
WA X (TN ) ap-southeast-1 =
WA#X (ZFE ) ap-southeast-2 =
LA#KX ( RR) ap-northeast-1 =
EXR (FE) ca-central-1 =
ROt X (EZRE) eu-central-1 =
BN X ( ZR= ) eu-west-1 =
ROt X (462 ) eu-west-2 =

ERRSKEKAE 366
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XA XEFRiR Amazon Q FF
RERPH R
RO X (K= ) eu-south-1 B
Rt X (B2 ) eu-west-3 =
PR X ( HTEEFREE ) eu-north-1 S
PR (BH) me-south-1 =
7R ( PUEREE ) me-central-1 B
EEM ( ERF) sa-east-1 =
AWS GovCloud (US-East) us-gov-east-1 B
AWS GovCloud (US-West) us-gov-west-1 )

ARPIAERABRSHEXAS

AFiTRER AWS Identity and Access Management (IAM) fRESHEx &6, REHEXAERE —FIhS
B IAM A6 | BEiEsEEIAFITRE, Service-linked Al “AHFIT” MEX , @FZRESRRER
AEfM AWS RS FENMENR,

BEHEXARTILEERMMIZBAFITH , EAETAFHRNSLENNR, AFRITRELTHERS
HXABHNR , RIEZHEEL , EMNABAFTRAATUCARAR, EXHRRSEEERBENNR
B, RAREM INEMEM E AL IAM KRR R KBS

REEEEMBREXTRRE , B R&BRERS KBS, XTURFENAFITE |, B LSS BRER
FENNR.

BXXERSHEXAGHEMBRSNES , FSHAE5 IAM BEESEAAWS BRSS , F#7EService-linked
AEINHERTHE ‘B VRS, FERREERZRSHNRS KA G HNVEE,

Service-linked A P iT R A &R

A FiT 5 4 F & AWSServiceRoleForUserSubscriptions R I RS HXx A, A E RN AP ITRIREAEY
IAM Identity Center ZHREVTH RN R , SAE Bz ERTERITE,

AWSServiceRoleForUserSubscriptions [REHEXABEEUATRSKRAAZAE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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* user-subscriptions.amazonaws.com

BRI A BN REEEAWSServiceRoleForUserSubscriptions S8 ¥ A P 1T X 18 E R IR T A TR 4E -

« BE:* kM identitystore:DescribeGroup
#1E : identitystore:DescribeUser £/ *
#4F : identitystore:IsMemberInGroups £/ *
1€ : identitystore:ListGroupMemberships LHY *
¥R{E : organizations:DescribeOrganization L&Y *
#1E : sso:DescribeApplication L#Y *
#4E : sso:DescribeInstance £ *
#B1E : sso:ListInstances L#J *

#1E : sso-directory:DescribeUser £EfJ *

BB EFERF., AAREBEE, REIMBRBSHXACHWINIR, BXEZER , H5H
IAM A P igm s Service-linked AE R,

NAPITHZRSHEXAE

BEZFHURERSKEACR, SEEFQZAFITHEN AWS EEEZFIE , AFTTHSNECIRRS
BXAE,

MREHBRZBRSREAR K AEEEBXCE , ZUNERAHRREEKFFEFCIELAR, HE
EiRER , APITRASBRN GRS HEXAR,

BE T LAER IAM 25155 AWS CLI 8l BEHF q.amazonaws.com RS BHWRFZHEXRAE®, BxX
BEZEERE , BHZHE IAM AFER PHAERSHEXAS, MRERERT HHRSHEXAE , JUAEAR
HHEREBRNEAR,

NAFTRARBRSEXAE

APITHET R84 AWSServiceRoleForUserSubscriptions FREZ X AR, BIBZRESXBKART ,
EREEERACHEN , ENTEEZSNIAHSIAZAR, ERANUER IAM FEAGHEIR, BX
BZER , B5H (AM AFER) PRRERSXKAE,
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NAFTARRERSEXAE

MRTBRECAENTERSKRKACHNIIERRS , RNBWERHBRZAG. XHEMIBREED
BEERREFHREASE, B2, UAEBERBSAXAGHNRR , RETRFIMERE.

® Note

EERRERBRE RN | WRAFITRARSEEEAEXAE , WREREETESRK, MRK
EXHER  BEF/LOHRER,

£/ IAM Fa RIS <R A e

5/ IAM #24]& AWS CLI, = AWS API i B AWSServiceRoleForUserSubscriptionsiR S X & &,
BXEZER , HSHRE (AM AFiEE) RPHRIBRERSR<EAE,

RAPITRRSEXAGHN X XIFXE

Amazon Q FF R ERITAXFERS TANMEXERERARSEXAR, AXESEER , B
FIAWS [Xig M R o

Amazon Q FRERITEAHIFEERSTRANEBNMNBRHEZHEARSHEXAR, SANENTXEE
FiZ AWSServiceRoleForUserSubscriptions &€&,

X145 & #5 XiEFRiA RPITRARH X E
EEREI (FFRLMILE ) us-east-1 =
ZEEI (HREXM ) us-west-2 3
EERI (HFFRLMILE ) us-east-1 =
XERIP (HE3EBM ) us-east-2 =
XERIP (HE3BEM ) us-east-2 =
XEFEE (LmFERIL ) us-west-1 =
WAMX (&R ) ap-south-1 =3
AR X (KR ) ap-northeast-3 =
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X145 & #5 X 4R RFITR A X
WA#X (BR) ap-northeast-2 o
AR X (TN ) ap-southeast-1 =
TA#X (&R ) ap-southeast-2 =
TWA#X (FRR) ap-northeast-1 =
MEX (HE) ca-central-1 B
ROMith X ( EZR4E ) eu-central-1 =
Rt X ( FBR= ) eu-west-1 =
ROt X (62) eu-west-2 =
RoMib X ( B2 ) eu-west-3 =
PR X ( HT R /REE ) eu-north-1 =
EEM ( E2RT) sa-east-1 =

Amazon Q FF &K & MBIEM I8 UE

ETHREBTRESAIURAEE , BSHAWS RS “REAIT XKD HEE"" , REEFEEHERN
BHEMITR, AWS RS AX—KREE , BSHAWS &M HIAWS,

BALMERTRE=FFITHRE AWS Artifacte. EXEZEL , BSEFH THIRS" FH * AWS
Artifact.

BEMER AWS RS R EAREBR T ENBENERBME, RATNEN B R URERERENE
M. AXREGEEANNEATENESFEE AWS S , FSRAWS L&,

Amazon Q FF & &y Ay

AWS £ REMIRIERE S AWS Xif TRAXHERN. AWS XiE RHS/MMEIRIRENTAX ,
XEMTAXBIEER, SEHLENSETRHMNEGEE. MATHAX , ZANRITNREETARXZ
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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BT Mt B S SRR A EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
XERESHNTAHL, RERINTT BE.

BXAWS X M AXNESER , FSHAWS 2 IREM R,

Amazon Q A X EMAPHNEMZHEZ M

BN —HEERS , Amazon Q | AWS £HKMERLHRF . BXx AWS T2 RS K A AWS
RIPFEMRENER , BZHAWS =22, EFAEMRERSNREKERKRITEN AWS 35 |
EZS W S AWS ecurity Pillar Well-Architected Fram ework A9 B A 1Z FERT o

BRI LAER AWS X APl B REE M5 Amazon Q Developer. BFImMSMTIFLUTHEA -

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- BEERLMAERE (PFS) WHRBEH , 20 DHE ( BEH ) = ECDHE ( #E th4k T E Y Diffie-
Hellman ) . Diffie-Hellman KA ZHIMRRLE ( W Java 7 REERA ) BRiFXLERX,

A Amazon Q FF R EMRECEF K&, RERSS/IUBIEILSR

MREEAPH A, RERSS[ZHELR | FHRMAGEBELT URL # Amazon BREZ# (ARN ) B9
REFAARFIIR , LAME Amazon Q EFHIZ1T,

EHARFIRMEMN URL
£LLF URL
« idc-directory-id-or-aliasfERZE IAM BB FALEFIEF ID HEHE. Bx IAM Identity

Center WEZEE |, i5S¥ AWS IAM Identity Center AR K+ 4 2 IAM Identity Center ? o

+ sso-region5BALH 1AM BHFOEHIMN AWS KEHE. BXESELR , B2 Amazon Q
FF & &R 3R 1AM Identity Center X35,

« profile-region5REZEMN Amazon Q FFREEEXHFTEMN AWS XiF#HE. HX Amazon Q
FEERBEENHNESER , ST LR Amazon Q FFAEREESH 2 F Q FFAEREZEA
5 Q FF R & MEEE X N X,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon Q FF & &R

RAriEmE

URL

idc-directory-id-or-
alias.awsapps.com

oidc.sso-region .amazonaws.com
*.SS0.550-region .amazonaws.com

*.sso-portal. sso-region .amazonaw
s.com

* aws.dev

* .awsstatic.com

*  console.aws.a2z.com
* .SS0.amazonaws.com

https://codewhisperer.us-ea
st-1.amazonaws.com

https://q. profile-region .amazonaw
s.com

https://idetoolkits-hostedf
iles.amazonaws.com/*

https://idetoolkits.amazonw
ebservices.com/*

g-developer-integration.us-
east-1.api.aws

https://aws-toolkit-language-
servers.amazonaws.com/*

https://aws-language-servers.us-
east-1.amazonaws.com/*

A&
S HWIE

g7 AN
ORI
S HEiE

ORI
S /WAL
g7 AN
E=gvitoan

Amazon Q Fr & &K IhRE

Amazon Q FF & & RIhEE

IDE ##y Amazon Q F X &R , BLE

IDE H#J Amazon Q FXERR , IR

IDE #fy Amazon Q FXER , IR

IDE By Amazon Q F X &R , iIBSAE

IDE Y Amazon Q F X &R , BELE

ZIARFIRNEM URL
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URL A&

https://client-telemetry.us- IDE ##y Amazon Q FF X E R , :ZN
east-1.amazonaws.com

cognito-identity.us-east-1. IDE F#Y Amazon Q FFRERR , EN
amazonaws . com

B A RIFHIRE Amazon S3 7 URL 1 ARN

NFEHLEHEE | Amazon Q &I H L& 2| AWS BRZEHER Amazon S3 Fi#E. MEEERAEHIRED
BRRBHPEHIT Amazon S3 BYTFE |, NI BT REE ERRH AT 17 1) X L 1FZ M58 sEE A AERZ Y Amazon
Q Thag,

T&RIE T Amazon Q EEiF[EMEA Amazon S3 F#FEH URL M ARN , URFEAS N FERN
IhEE, AILAMERZEM# @ URL RIZMEM ARN SHX EEEFEIIA R FFR | EREURT & a0z &3t
Amazon S3 Y5 R BR

BRAFEEZET Amazon Q FFREEEXHHHY AWS i X FFEBIIAFAIEE, HX Amazon Q
FREMEEXHNESEE , F5HEMT LR Amazon Q FFREMEEXH ? .

Amazon S3 74 URL A ARN g
XERE ( FHFRLMILER ) - BF £ Amazon Q KRB EFER B

Amazon S3 1Zf# 1
* https://amazong-code-scan-u

s-east-1-29121b44f7b.s3.ama
zonaws .com/

* arn:aws:s3:::amazong-code-s
can-us-east-1-29121b44f7b

RN X (E=RE)

* https://amazong-code-scan-e
u-central-1-9374e40@2cc5.s3.
amazonaws.com/

E5| A RFFIERA Amazon S3 7648 URL A ARN 373
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Amazon S3 Ffi&# URL 1 ARN Az

* arn:aws:s3:::amazong-code-s
can-eu-central-1-9374e402cch

XERI (FHFRLEMILEE) - BT L& Amazon Q R1B R AT
Amazon S3 1Ffi& @

* https://amazong-code-transf
ormation-us-east-1-c6160f04
7e0.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-us-east-1-c61
60f047e0

RN X (E=ZRE)

* https://amazong-code-transt
ormation-eu-central-1-a0a89
cc2b94.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-eu-central-1-
a0a89cc2b94

£ Amazon Q H i &2\ R
NRRLAAFPELATREFEIE , Bl IZRA TSR , LARIIEREE] Amazon Q.
$BR1: £ IDEHEENREBRE

£ IDE FiIEERERST2/H URL,

® Note

FZ#F SOCKS REAMKE Auto-Configuration (PAC) X, EAMILBLL T A FoHE B
HTTP = HTTPS KE,
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Eclipse
1. 1£ Eclipse # , U T A RITFHEIEIN :

« 1 Windows 2 Ubuntu £ :
- M Eclipse EEE£HFIEEEF O , RAREFEIED,
« f£ macOS t :
« MNEEEFPIER Eclipse , ARHBITFEER macOS MRAERIRE T Bk,
2. HEEZEES | #WA Amazon Q HITH Amazon Q.
3. HEAREIZET , ¥ HTTPS A URL i&E N FIHKE URL,

B - http://proxy.company.com:8080. https://proxy.company.com:8443

4. fF Amazon Q  RERBFNITHRS , RAREE T —F,

JetBrains

£ JetBrains , £ IntelliJ IDEA X#H HTTP REZBFHNIESFIHRERERSB[NENE
MmO,

Visual Studio

1. M Visual Studio EXEFERTE | REEFRIED,
2. MEIMFEEHEFRIF AWS Toolkit , RFIERFRIE,
3. MREXED FENNFEORENLFTREBEENMKO,

Al http://proxy.company.com:8080, https://proxy.company.com:8443

Visual Studio Code

1. £ VS Code # , ¥ CMD + , (Mac) = Ctxl + , (Windows/Linux) TFF VS RIBiZE,
2. MIREBEZREDWA Http: Proxy , AREEBRERFHRIE,
3. WALTMRE URL,

T : http://proxy.company.com:8080. https://proxy.company.com:8443
4. (WHiE) EIREEREFHA HTTP: No Proxy , REELRHKITE,
5 EEAMMIMBZRE , ARRNELRENE , AE55 k.

1£ Amazon Q FELE N FCE 375



https://www.jetbrains.com/help/idea/settings-http-proxy.html
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S8 2 BE SSL iE P

Amazon Q BEIRAAERERE LLRENAFIES, NREBIEHER , WLFEZ TR TIE
KFFHIEEILEP WS,
@ Note

ATREEZFIRENEL.

- BBERER , £B83 7 5L PHEXNEIR.
s NAREBEFEANERTFTERSENETEED,
« Amazon Q Fo3E B3N 2 BiEF,

Eclipse

£ Eclipse By Amazon Q REH , ERERET , & CA EH PEM RIE N 1 BUEH XA
B, XHYMEE .pem XHT RBE. ( THEMER .crt X#. )

TOIBREUTREEM
/path/to/corporate-ca-bundle.pem

BRIREUL XAV E | FS RN FUE

JetBrains

£ JetBrains , #Z 5 IntelliJ IDEA XA ZEENRIERLFBARNIES FHZEEH L TESR,

BRIREUEBIREA | S FIRENL TUE$H,
Visual Studio

it B LA T Windows BT E -

* NODE_OPTIONS = --use-openssl-ca
 NODE_EXTRA_CA_CERTS

cert-path

cert-pathBANAEH XA E, XHLMER .pem XMHT BB, ( THEER .crt
XfFe )

1£ Amazon Q FELE N FCE 376


https://www.jetbrains.com/help/idea/ssl-certificates.html#manual_configuration
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TBESULTRRRM

/path/to/corporate-ca-bundle.pem

ﬁ%%ﬁﬂﬂ NENEP X | BESRREAN TR, X Windows SRETEMNIFMAEE |
&2 [Node.js 1%,
Visual Studio Code

1. fEVSCode # , #Z CMD + , (Mac) = Ctxl + , (Windows/Linux) TF VS RIBiZE.,

2. MigBEFZE T A Amazon Q > Proxy: Certificate Authority , AEHEEZRLER
HREE,

3. WMALBEBXHHEERE. ENEE .pem % .crt XHT BB,
RIBRERSUTRAEM
/path/to/corporate-ca-bundle.pem

BRIREUE ARV R |, S RRIA FIES,

HB 3 EFFD IDE

B ERN B3 IDE = 8E 52 A P AY B2 S E T Amazon Q.

BB HEE

MREETEEAILTHRNLSER , BERRE |, HRBET A3 THEER,

Eclipse

1. BERAE URLEXNEE http:// FH https://s
2. WRIEBXHFBEEBBAHR.
3. 7£ Eclipse $8iR HEFEE Amazon Q BE. ESMELRAE , BRITUTEREZ—
- £ Eclipse &% Amazon Q , E&FE LA Q BIRZM [ T Eik , AEMRREFRHBHNE
ERHE,
« M Eclipse X2 HfRXEEEN. ERMBMEIRAR,
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https://nodejs.org/api/cli.html#cli_node_extra_ca_certs_file
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® Note
MREBIATHIRHEE
« unable to verify the first certificate , EHRCKBIR 2 BE
SSL iE B4 E R iR AR FHIEEIES,
« self signed certificate , FEHREKRBIR 2 : BLE SSL UEHAEHHIHR
BARFHIEEILEH,
« ECONNREFUSED , FREHBRMEZNREEF LS.

JetBrains

1. BRKRE URL EXEE http:// = https://s
2. BRIEBXHGBREBBEAHHE,

3. ERAEXEXHHEFZER Amazon Q JetBrains B&., BXREHRBAEXHHIHEE) , FSH IDE
Support TWE E# “ JetBrains & IDE HEXXH

(@ Note
MREEBEATHEHIRER :
+ unable to verify the first certificate , FHRCKBLIER 2 BE
SSL E B4 E R HBARF I IEEILE S,
« self signed certificate , FHRERBLIIR 2 : BLE SSL UFHLEHHB
BARFHIEEILEH,
+ ECONNREFUSED , R EEEKMEZMNREFR.

Visual Studio

1. BWERAE URL EXEE http:// = https://.
2. BWBRIIEBXHGBEEBBAHE,
3. RUTAHRNEE AWS Tookit ¥ BERFHBEE :

1£ Amazon Q FELE N FCE 378


https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files

Amazon Q FF X EhR BAFiEm
« f£ Visual Studio X% +4 , EF¥V E.
« % AWS Toolkit BFF AWS TEAFHE K REEEEE Toolkit HE,

« 3 AWS Toolkit BEXHRELBHRERSFIIE , RN XHETHF , RRHRIE
AEe5HaREEXNESN BEX .

4. £ Visual Studio ;E3I BEHEE Amazon Q HE. BXEZEER , ES 1 Troubleshooting
Extensions with the Activity Logo

® Note
MREBIATHEIRHEE
« unable to verify the first certificate , EHRCEKBIER 2 BE
SSL iE B4 E R iR AR FHIEEIE,
« self signed certificate , FHREKRBIR 2 : BLE SSL UEHLEHHIHR
BARFIHIEEILEH,
« ECONNREFUSED , FREHBRMEZNREEF LS.

Visual Studio Code

1. BARKE URL XNEE http:// = https://o
2. BRIEP XA BREWB AR,
3. 7 VS Code Wi HEMR P EF Amazon Q A&,

(@ Note
MREEBEATHEHIRER :
« unable to verify the first certificate , FHREZEBLE 2 : & SSL
UFFALE R Y B SR F B I8 EIEFo
« self signed certificate , BHWARBIRBIER 2 . FE SSL iE 43 AP Y15 BA
RFHEEIULE S,
« ECONNREFUSED , TR EEEKMEZMREFR.
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https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
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FRER 2N BIEH

ERWMA TS , HEEN T ARBRINATER

o NENERRHD , BER .pem =X .crt X,
- RERS[FAEFE , BFEENE, wOMBHBRIESZE,

HE , MR RSHIES :

1. BRI TS ERVEMR HTTPS Mk,
2. FEMHEEFHL , ERVERSCELER, (WEREN R RN R, )

3. FRIEBSHIMFP, BREFEMLPE. RESERANIER  SHRIIPHIRIBET
Bl BXRHEALSR , BERN KEFH X,

Amazon Q FF & A R MiEO LT = (AWS PrivateLink)

(® Note

Amazon Q F A BRI FEI EOIKKE IDE PRAMINEE. VPC KR KRFXIFE AWS
NARFRAMIE EE5 Amazon Q Bl R, B Z# Amazon Q FF X &M%t Web K%,

B LB BN VPC %27 VPC 5 Amazon Q F A EMZ BIEILFEIERE, EOIKSH

AWS PrivateLink {233 12}§7k3'z?*4"ﬁﬁﬂﬁ E3Z75 1R Amazon Q APl , MEEXRAEKNW
X. NAT i%&%. VPN i£3#£5 AWS Direct Connect i£3%, VPC EPE’J:’-@'JEHE&E NE P ittt &
Amazon Q APl #1TiB{S. VPC 5 Amazon Q 2RI FETFLE Amazon W&,

BMEORR/REHA TP —PHSNEEMNEZEORT,

BXEZEER , HZH (Amazon VPC AF#ER) BMED VPC s (AWS PrivateLink)o

Amazon Q VPC i A EZEIN

£R Amazon Q i%iE#O VPC In R 28l , BFHSEE (Amazon VPC AFERE) AWEDRAEM
F1 PR #

Amazon Q XFHEEENE Amazon Q hEITHEMNRS ETXH , NEH VPC AR EFTHE API #£#
£,

VPC %% & ( AWS PrivateLink ) 380


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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FRF M

HETTIR TENEMRE R , FEHEREHRUAT R

- BEERIBNEERRNEINEREN AWS K/,
- BESLH AWS IKFFEIET VPC,
- % AWS RS, £LE R Amazon VPC # Amazon Q.

A Amazon Q fIZ# 0 VPC ik K

A LAE A Amazon VPC # %1 &2 AWS Command Line Interface ( AWS CLI ) 3 Amazon Q AR
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",

"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",

"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
b
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",

"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0)
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",
"conversationToken'": "#**=*",
"utterance": "***"

Gecko/20100101
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},
"responseElements": {
"result": {
"content": {
"text": {
"body": "***",
"references": []
}
},

"format": "PLAINTEXT",
"intents": {3},
Iltypell: IITEXTII

iy

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"metadata": {
"conversationExpirationTime":

"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",

"2024-02-25T19:31:382",

"utteranceld": "3b87b46f-04a9-41lef-b8fe-8abf52d2c@53"

"conversationToken": "*#*x'",
},
"resultCode": "LLM"
},
"additionalEventData": {
"quickAction": "dev"
.

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539c7a03d",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

AR RBIE R T & RiZPassRequestiR4EM CloudTrail BE%E.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalld": "AIDA60ON6E4XEGIEXAMPLE",

arn

": "arn:aws:iam::555555555555: user/Mary",
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"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"userName": "Mary"

I
"attributes": {

"creationDate": "2024-04-10T20:03:01Z2",
"mfaAuthenticated": "false"

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

LT ROIERTESR Amazon Q KREBEAs3: ListBucketsi#/EM CloudTrail B&E% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
},
"attributes": {
"creationDate": "2024-04-10T14:06:08Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "q.amazonaws.com"
I
"eventTime": "2024-04-10T14:07:557",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": {

"Host": "s3.amazonaws.com"
},

"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
I
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9Cc463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": "Management"
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http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgramminglLanguage": {
"type": "object",
"properties": {
"languageName": {
"type": "string",
"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
e
"cpp",
"go",
"kotlin",
"php",
"ruby",
"rust",
"scala",
"shell",
"sql",
"json",
"yaml",
"vue",
"tf",
"tsx",
"jsx",
"plaintext"
1,

"description": "Programming Languages supported by Q"

1,

"Dimension": {
"type": "object",
"properties": {

"name": {
"type": "string",
"description": "must match ~A[-a-zA-Z0-9._]1*$ and be between 1 and
255 characters"
I
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"value": {
"type": "string",
"description": "must match ~[-a-zA-Z0-9._]1*$ and be between 1 and
1024 characters"
}

I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
1,

"completionType": {
"type": "string",
"enum": [

"BLOCK",
"LINE"

},

"suggestionState": {
"type": "string",
"enum": [

"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy
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"recommendationLatencyMilliseconds": {
"type": "number"
},
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"triggerToResponselLatencyMilliseconds": {
"type": "number"
I
"suggestionReferenceCount": {
"type": "integer"
},
"generatedLine": {
"type": "integer"
I
"numberOfRecommendations": {
"type": "integer"

I

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"completionType",
"suggestionState",
"recommendationLatencyMilliseconds",
"timestamp"

iy

"CodeCoverageEvent": {
"type": "object",
"properties": {

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},

"acceptedCharacterCount": {
"type": "integer"

iy
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"totalCharacterCount": {
"type": "integer"

},

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024,

}I

"unmodifiedAcceptedCharacterCount": {

"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {

"sessionId": {
"type": "string",

"description": "UUID for the

I
"requestId": {
"type": "string",

session"

"description": "UUID for the request"

}I

"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"

iy

"modificationPercentage": {
"type": "number",

12:11:02 AM"

"description": "This is the percentage of AI generated code which

has been modified by the user"

}I

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"

iy
"timestamp": {
"type": "string",

RBI A TE A PR IRIE

395



Amazon Q 7 & &

RAriEmE

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

3,
"CodeScanEvent": {
"type": "object",
"properties": {
"programmingLanguage": {

"$ref": "#/definitions/Programminglanguage"

I

"codeScanJobId": {
"type": "string"

iy

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

iy
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

.

"CodeScanRemediationsEvent": {
"type": "object",
"properties": {

"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"

iy
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"CodeScanRemediationsEventType": {

"type": "string",

"enum": [
"CODESCAN_ISSUE_HOVER",
"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

]

I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"detectorId": {
"type": "string"
},
"findingId": {
"type": "string"
I
"ruleId": {
"type": "string"
},
"component": {
"type": "string"
I
"reason": {
"type": "string"
},
"result": {
"type": "string"
I
"includesFix": {
"type": "boolean"
}
}
},

"MetricData": {
"type": "object",
"properties": {
"metricName": {
"type": "string",

"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between

1 and 1024 characters"
I

"metricValue": {
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iy

"type": "number"
iy
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
iy
"product": {
"type": "string",

"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 128 characters"

},
"dimensions": {
"type": "array",
"items": {
"$ref": "#/definitions/Dimension"
.

"description": "maximum size of 30"

"required": [

"metricName",
"metricValue",
"timestamp",
"product"

"ChatAddMessageEvent": {
"type": "object",
"properties": {

"conversationId": {
Iltypell: "String",
"description": "ID which represents a multi-turn conversation,

length between 1 and 128"

iy

"messageld": {

"type": "string",

"description": "Unique identifier for the chat message"
I
"customizationArn": {

"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

}I

"userIntent": {
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"type": "string",

"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
"IMPROVE_CODE",

"SHOW_EXAMPLES",
"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"
]
I
"hasCodeSnippet": {
"type": "boolean"
},
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"activeEditorTotalCharacters": {
"type": "integer"
},
"timeToFirstChunkMilliseconds": {
"type": "number"
I
"timeBetweenChunks": {
"type": "array",
"items": {
"type": "number"
},
"description": "maximum size of 100"
},
"fullResponselatency": {
"type": "number"
I
"requestLength": {
"type": "integer"
},
"responselLength": {
"type": "integer"
I
"numberOfCodeBlocks": {
"type": "integer"
},
"hasProjectLevelContext": {
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"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy
"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"interactionType": {
"type": "string",
"enum": [
"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",
"UPVOTE",
"DOWNVOTE"
1,
"description": "Chat Message Interaction Type"
I
"interactionTarget": {
"type": "string",
"description": "Target of message interaction"

iy
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"acceptedCharacterCount": {
"type": "integer"

},

"acceptedLineCount": {
"type": "integer"

I

"acceptedSnippetHasReference": {
"type": "boolean"

},

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"modificationPercentage": {
"type": "number",

"description": "This is the percentage of AI generated code which

has been modified by the user"

}I

"hasProjectLevelContext": {
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"type": "boolean"

1,

"required": [
"conversationId",
"messageld",
"modificationPercentage"

1,

"SuggestionState": {
"type": "string",
"enum": [

"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy

"TerminalUserInteractionEvent": {
"type": "object",
"properties": {

"terminalUserInteractionEventType": {

"type": "string",
"enum": [

"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

]I

"description": "Terminal User Interaction Event Type"

iy

"terminal": {
"type": "string"

iy

"terminalVersion": {
"type": "string"

I
"shell": {

"type": "string"
1,

"shellVersion": {
"type": "string"

1,
"duration": {

"type": "integer"
3,
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"timeToSuggestion": {
"type": "integer"

1,

"isCompletionAccepted": {
"type": "boolean"

1,

"cliToolCommand": {
"type": "string"

},
"FeatureDevEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
}
1,
"required": [
"conversationId"

},
"SendTelemetryEventRequest": {
"type": "object",
"properties": {
"clientToken": {
"type": "string",
"description": "The client's authentication token"
I
"telemetryEvent": {
"properties": {

"oneOf": [

{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I

{
"_comment": "This event is emitted every five minutes. It

details how much code is written by inline code suggestion and in total during that

period",
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"$ref": "#/definitions/codeCoverageEvent"
1,
{
"_comment": "This event is emitted when a code snippet from
inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
I
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
},
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
I
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
},
{
" _comment": "This event is emitted when Q adds an AI
generated message to the chat window",

"$ref": "#/definitions/chatAddMessageEvent"

I
{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
},
{

_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
},
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"

iy
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" _comment": "This event is emitted when a user first
prompts the /dev feature.",
"$ref": "#/definitions/featureDevEvent"

iy

"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

15

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"
1,
"userContext": {
"type": "object",
"properties": {
"ideCategory": {
"type": "string",
"enum": [
"JETBRAINS",
"VSCODE",
"CLI",
"JUPYTER_MD",
"JUPYTER_SM"

},
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
1,
"product": {

"type": "string",

"description": "The name of the product being used"
1,

"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"

}I

"ideVersion": {
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"type": "string",
"description": "The version of the Q plugin"
}
.
"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"
]
.
"profileArn": {
"type": "string",
"description": "The arn of the Q Profile used to configure individual
user accounts."

BN EHNEFARR O TR,
UserTriggerDecisionEvent

HAHF5S Amazon Q RENBWHITRENSMALENF, BIERT ZEWRHIRR, ELERIENH
AR MR B TTEIR

« completionType : #f &K RRBRIERKBIT,
« suggestionState : AFRES., ELXEERFEWN.

CodeScanEvent

PTREBABNSIEREES. CABTREARNEENEGR , RENZENRBRELENRE,

« codeScanJobId : I E M MY M —FRIREF,
« codeAnalysisScope : HEREXHL3EREI B RAIHITH,

« programminglLanguage : EfEHEHIES,
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CodeScanRemediationsEvent

WEHHERAFE Amazon Q WAINEBUNWRE |, fIiNFEEREE RBIEE,

« CodeScanRemediationsEventType : FIRENEIAPREBRIZKER ( fln , EFFHEERNAE
g).

« includesFix : B RRABRARSZERIVEENHRE,

ChatAddMessageEvent

HEEERTHIRXEFRMFOEEN , 2L ES. EAUHERAFNERNMS RBEARE
FEo

« conversationId : X iEHIME —FRIRAF.

« messageld : BIXKJE BRI HE—IRIRAF

- userIntent : AFMNERE , flaicduEABHERNAE,

« programminglLanguage : SEHXEEHXWIES.,

ChatlnteractWithMessageEvent

LEHRRAFANENXEEHRTRE , SINEHNABA R, QEHESFEREEFEESIARE L,

« interactionType : REZKHE ( fltn , &4, BF. &F ).

- interactionTarget : REMXN R ( flan , KB ERTEERE ) .
 acceptedCharacterCount : BEZHEDNZRFE

- acceptedSnippetHasReference : RAEZNHEBRERT IS5 ANARE

TerminalUserlInteractionEvent

HEHEFAFELRMEFELEDTHRERIEAR,

« terminalUserInteractionEventType : REXH ( i , KigEEFHABIHE ).
- isCompletionAccepted : RIAAF 2B EZHIEHNHRE,
« duration : XREFTAMETE,
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18] Amazon BEHF 5B E X fHXHEE CloudWatch

I&ALATE Amazon Lo CloudWatch g s FE#EAEXSIEBENITMEL,

EAI AN Amazon Q AR EREEAERAUTNREEFXERE,

EFA TN BEREESANERBRMENNR , 5ZH Amazon Logs A FEE A EEHANRHN
CloudWatch B&123 [V2].

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination”,
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resouxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",

"arn:aws:s3:::*'
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}

EEFER EEE Amazon Q F X BB ED

Amazon Q FF A EMEZEHERREER Amazon Q A A EREEGRFER , LA THEXTLEEITRA
P anqal 6 A iZ BRS5 89 B A B

355 Services | Q Search Alt+S] 2] L [6) 83 N. Virginia ¥ AdministratorAccess/QDevUser]

Amazon Q Developer X Amazon Q Developer » Dashboard

Dashboard i+

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription.

Settings
Dashboard New
Customizations

Plugins New Total subscriptions Active subscriptions Pending subscriptions

Subscriptions [ 9 5 5 5 . 6 0/0 4

Amazon Q Developer usage dashboard

Detailed metrics showing how developers are using Amazon Q Developer

Select time range Filter by category
| Last 5 days ‘ ‘ Show all v ‘ Choose category
Suggested lines of code Active users
Lines of code written by Amazon Q Developer The number of active users over time

User (Daily active user count)

35
Unit test generatio... Inline suggestions (...
136 lines, 22.6% 143 lines, 23.7% 3
25
2
lines of code
Chat inside the IDE ... 15

70 lines, 11.6%
Document generati... 1
143 lines, 23.7%
. 0.5

Inline chat (86 lines)
Feature developme... 86 lines, 14.3%

25 lines, 4.1% 0
Dec 5 Dec 6 Dec 7 Dec 8 Dec9
2024 2024 2024 2024 2024
M Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
M Document generation (/doc) (143 lines) [ Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)

Inline suggestions

ERZHBERT , Amazon Q 2E/NHERMERHWIER. HE—TFTRE/DEMERS RERA /N
A, eBRRFEDIFH T (UTC ) REEEITER

EHIEARE RMITE 7 AT &R A 7 SRR U SRR 1845
< BEHEEFM AWS KK/
A
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- RAKF  ATRREESEFNEREKS SR RAALSEE AT AT A%,

® Note
SERAFNMHENEREHTHBEZFNIKSPHER

EE MiFEiLESIER

-_—

BRE AWS EEEH A,

2. YIRE Amazon Q FFRERIZEHI &

3. MNSMBEKEREEER,

4. (Wit ) RAYEE. REES. BEXNTHEKNTRHE (IDE ) HEBEHFEESR.

=
s MRSHMBERPRERFEIRERE | FS 2 EREBHEE,

- MBEZBOEEREREAFENR , HEH3EENVAFH Amazon Q FXERFERBERBEAMA , TS
7 Amazon Q A R ENFPEBRERFNIED.

s BXRBFERENER , B2 R Amazon Q FF & E RIZHIE RS A B RIERI R | SikFEEGIHR
MHA L AR BhEEE
(@

Amazon Q FF & & Wx3Z B HARE A 15 R ER R IR
T &R#ER Amazon Q FF & & RIZEHI ER P S RAVIERR.

BXREFHERNESEE , BS0H £EHEREES Amazon Q FRERAFER .

EBIREM 88
T3 Bt MRIBEFZFNEE AWS KFERBHAALBEW

AYT B AT, U UR A0 K 7 R Y T 5 S U
B B A T P AR Y 1T 5 S B
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BB

SEERT] Y

AL AT

EZHNABT

SEERF P

R BRI

RERFS

i B3

MRIEBEFZFNEE AWS KFEBHASALBHE

YT B ATt , U 7R SR K AR Y B AT S
, BAR R A K P A Y 1T S K

SERITRE TEFBREEERRF RKIFE (IDE
) FEH Amazon Q AP, BEENIXL
THESR, BXRERITANESER , H5H
Amazon Q F & & RIT IR

EREE AWS K RV R EIT R B8, AR
BAMKF RIS ( MREEFHNEEKS
EERALALSEERNMNITEARY ).

FAEBITHE T EATTHR7ZEH IDE REA
Amazon Q WA F. BEFHNXLEITRGR. A
REFLBITRNESZER |, ESHE Amazon Q
&R ERRIT FRES.

ER—MHE , RAAFPEZHNRET, &
Amazon Q IhEE ( ThEEFF K. 4R, £l
RERE ) @D,

S R—NM&E , REEBEEERNE IDE
IR EH Amazon Q WiITFE AP KE.,

SRABEWNINREMN B IR AN BN,
CESBRVUBEIENITES 2R NAFESINE
WEEBREL Amazon Q R EIEE, il
ERBEEZINENELNEN ; eTFBERA
FPYEEH IDE FRASFBINITHEREM
BHEL R B,

S RAEH R INBEm B S B ES RN,
EEZEVATLENITES EZRTRAFESNE
WHEBRRELL Amazon Q 4 R ZE B,
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BB
£ IDE FHIX : RIEKVEE S

WREFF R-EZ R

MHER

LY hF 8254

RBEE

RBEE

(R EE3

A Amazon Q 7 & & hx 32 &I H

ik

ZAF IDE B9 Amazon Q I RB O ER¥EH
Amazon Q WEIE 5.3,

ERINEETF K WEEM IS R, EZERNITERZE
=P EZ AR ITEREL Amazon Q i
HRBITES.

S 7S B 3CAS A2 B DD RE B 8 M SE R B9 ST S (B
WMERNHNZEXS ) NEH. BZRETH
FPEINXHEHMRGIZMIELRI Amazon Q
BN XHERR N LR

R E T AR A BR DD BE AR R BN E Tl s S B R A
FPEZHNEAINEHE. BEZENITESLZRE
APREZHNE TN EBEREI Amazon Q 4K
Y & T i B8

BB EENREKNABFEFEMRIIREH
. ABTFELH (XRF3 ) MEERIRK
& (XRFF ) REFEFERNABEFEMRE
ERIRE.

£ R Amazon Q £ IBIEEN S, EF
LN ITEFERNAFESHRIEE SRR
Amazon Q B RBIEE 58,

T REBRIEEMITH KB ERE BARALENK
1T 8

MREEOHIERL, TEMNENBARECEERE , NAEEEZER Amazon Q FF A EMRIESIE
o ZRAEFERGE , EHERRE ( REFEMEEE ) £ Amazon Q F A ERIZEHI AR FRBETA,

BXREHERNESER  FEHA EFEABRER (EHER ) .

EREEIER
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2R 2 H E AR

1.  3TFF Amazon Q F X EMIEHIE -

- MREBFEHALAEHIIZE Amazon Q Developer AWS IAM Identity Center , {5 EEKF =

X 5 P 3 3%
- WMREFER IAM Identity Center B SKBIiZE Amazon Q FF & ERR , N {E A 5% L HIKERH
T P = o

2. EFRE , AR Amazon Q FREMRAF AR |, EREE.
3. ZHM Amazon Q 7 & &R ERBEIRIZEHIER.

¥ Amazon Q FF & & hr % & s 17 S FE BERR
R Amazon Q FXBEMRZESIHARTEATH |, BHITUTERE -

- RIENR, EEFEFER , EFEUTNR :
* q:ListDashboardMetrics
* codewhisperer:ListProfiles
* sso:ListInstances

* user-subscriptions:ListUserSubscriptions

- BEEF 2024 F£11 A 22 B2 uiERMIEIR |, BIEEE cloudwatch:GetMetricData
cloudwatch:ListMetrics

BEXANRHNESFEEL , BSH IFEERFEA Amazon Q F X EMRIZEFI&.

- BIFRE, £ Amazon Q FREMREZEHEH , RRRE , HEREE M Amazon Q FFREMRERAE
AR EARF <o

BXREFERNESES , F5HA EEELAERER (ZHER ) .

£ Amazon Q F X ERFEERBERAFHED

BA LA Amazon Q BEE N WEL LR B RN Amazon Q F L ERITHEAFWAFENENKRE |, H1E
HEFEMRIZER, ZRETILERATHRISER P WAER Amazon Q.

Amazon Q EMAH A (UTC ) XF® (00:00 ) EXIRE , HFHREFEE CSV X4+ |, BEM
T

ZHERFE S 413
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s3://bucketName/prefix/AWSLogs/accountId/QDeveloperLogs/
by_user_analytic/region/year/month/day/@0/accountId_by_user_analytic_timestamp.c

% CSV XHMAmRUWT :

s BITERYRE Amazon Q B — LA,
« BHER—NER , MAFPENIREERPFNR, BIRRBE—RPRENAFENHREITEN,

MREHREES 1000 A/ E Amazon Q B3 , Amazon Q ¥R FIET CSV X4, 84
XHZE 1000 MAF , BN part_1, part_2 %,

(@ Note
HEBRRARAFESREN , RieFFREEH IDE R AARER A Amazon Q BA[E AWS KA
REREIEIRE , Amazon Q HLWEZENHE, ZIREEFE AWS LA MFARENAR R
BRI EAENHE, BXRXZRENESEE , BEH 2BTHEENFF imE N HE,

BRUATHARERBERAFESDN RS
FRFZM
B2 — Amazon S3 FEMRFRAFESIRE CSV XH. ZFHBLIAEATEX :

« BN TZEET Amazon Q F R BB EXH M AWS X, LEEXHIELEEIRA IAM Identity
Center R TAHFITH Amazon Q F A ERFTULEEBNZEN.,. AXUEEXG4RIRENXENE
ZER , BZHAM LR Amazon Q FREREEXH ? M Q FREREFHES Q FREREEXH
XENXE,

- ERAFITHAN AWS IKFH., RAFITHETZN AWS IKF |, NEXREZSNKF P OIEEFRER,
Cross-account A X FZ .

- (AEEEWEY ) EEUEATERAFZCENFHEBTE,

- TEWR (BHERFXHERK) , Amazon Q FEEFREF CSV X, CSV XHTERFEFEEN
REFH,

- BERWMTEMBRE., AEBCNERERbucketNameregionaccountId, . FMprefixo
JSON

"Version":"2012-10-17",
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"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

WMRIEEFMN SSE-KMS LHTEE , 1 KMS Z 4 LRI T 5REE

"Effect": "Allow",
"Principal": {

"Service": "g.amazonaws.com"
3y
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
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}

E 7 BRI Amazon S3 FREBHHHKIE , 52 H (Amazon Simple Storage Service Al 1§
M) FHRAMERRE BE.

BRRAFESDRE

1. 3T7F Amazon Q FF R ERIZEH &,

EEA Amazon Q TR EMRES S , BUAEZXFEEREA Amazon Q FFREREH &S FE
SHIRRBR

EERE,

i QARERAFEDRET , EREE.

TN B AP RERAER.

ESINUET , ALSATIRYE CSV &R Amazon S3 URIl, Rl : s3://amzn-s3-demo-
bucket/user-activity-reports/

o k~ w0 b

R PR R S IER
T&RHEB Amazon Q FF REWRERM A FEZRE FEEHERT
BXRERENESEL , BSHE Amazon Q F A EIRPEEREA S WED,

BREH B8R
Chat_AlCodeLines Amazon Q B HHAFESZSHREBITHR, Z1E

Fra$EiEN Amazon Q BIX ( TidEREREIX )
£ R HEAZ IDE RIS,

Chat_Messageslnteracted AF 25 Amazon Q R E IR E B
E, MMEHNTRA - SEEE BARUUK
Xk B Amazon Q WEIE S %, ZIEREIEH
Amazon Q Bl R ( MIEELBI X ) £EREER.

Chat_MessagesSent Amazon Q WA KEEHE, ZEREEARF
M Amazon Q IR ( MIEANEREIXR ) iy
Amazon Q B &,
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CodeFix_AcceptanceEventCount

CodeFix_AcceptedLines

CodeFix_GeneratedLines

CodeFix_GenerationEventCount

CodeReview_ FailedEventCount

CodeReview_FindingsCount

CodeReview_SucceededEventCount

Dev_AcceptanceEventCount

Dev_AcceptedLines

Dev_GeneratedLines

Dev_GenerationEventCount

i B3

Amazon Q B HHAFEZESHREBEERE,
ZEMEATESRBEENEERKNRBE
£,

Amazon Q B2Vt HAFEIHABITH. LiE
frEA TR AL EE LR KRBT,

Amazon Q. B MR 1T, LigtERFES
RIBFEINEELE RN KBIT,

Amazon Q B RBIEERE, HEERERT
BEREEEDEERNKBIES.,

EXM{E Amazon Q TERHRBEERWHN
RBRIEKE, ZEEATERARBEEYEE
ARG R,

Amazon XM RIBEIBHE Q. IEHRERT
FARBEEDEEXTNABRZ,

22X B Amazon Q REBERRBEERIN
RBRIBKE, LEFERTERARBEEEE
K IR 58 (8] 7R

Amazon Q BIUHBHAFEZESZSNRBINERE,
LIEFRER T@E /dev S R IBINEE,

Amazon Q BWH HAFEZNABTHR. i
FERTEY /dev in S HERRIBIT,

Amazon Q B RBITE., isfRERTES
/dev fp = E KRBT,

Amazon Q BB IIEEHRE, LB ERT
&3 /dev @5 /dev i = SHERBARBINEE,
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DocGeneration_AcceptedFileUpdates

DocGeneration_AcceptedFilesCreations

DocGeneration_AcceptedLineAdditions

DocGeneration_AcceptedLineUpdates

DocGeneration_EventCount

DocGeneration_RejectedFileCreations

DocGeneration_RejectedFileUpdates

DocGeneration_RejectedLineAdditions

DocGeneration_RejectedLineUpdates

InlineChat_AcceptedLineAdditions

InlineChat_AcceptedLineDeletions

ik

Amazon Q B HHBAFESHNXHERRE,
LEIB#RE A i@ /doc fi B ST B # .

Amazon Q B HHAFESHNXHRIERE,
LEIB#RE A T8 /doc fi R ST BI R,

Amazon Q ZBU I B A PR XA ITH
IefEdRE A T8 /doc s 5 4 A RY ST,

Amazon Q B HHAFEZSH XEEFRITE.
WIEtRER TR /doc fn5 4 B R ST,

AP /doc 555 Amazon Q E31HRE.

Amazon Q B UEE R A 14 HY SR 2 B
B, WEFRERATER /doc &4 R K44
2,

Amazon Q BiBE R A FIEL N X4 EFHEK
B, WEMREATES /doc i SERNXHE
o

Amazon Q BB EE| A F B4 19 TR R IN1T
o WLIEWERTEE /doc inF 4 R 3,

Amazon Q ZUBE R A FIEL RN XEERT
?&o JH:*E*TJE% ?@Fﬁ /dOC 1dOC P 13 ﬂi}ﬁﬂgi*\ﬁo

Amazon Q B3 i A F 2 R AR AT
Bt BT ABBIX ( T Amazon Q B
X ) ERMRBIF.

Amazon Q Ei B A FEZ BRI BRITE.
ZERSEBSNEE X ( IE Amazon Q B
X ) £ REB IR,
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BB

InlineChat_AcceptanceEventCount

InlineChat_DismissalEventCount

InlineChat_DismissedLineAdditions

InlineChat_DismissedLineDeletions

InlineChat_EventCount

InlineChat_RejectedLineAdditions

InlineChat_RejectedLineDeletions

InlineChat_RejectionEventCount

ik

AFPEZHRNEKEIX ( MIE Amazon Q Bl X )
BWHEE,

AFPFBAEHNRNEKBX ( MIE Amazon Q Bl X )

BUMHKE, BRIMNMMENBEREETTRB
B, BEAF—EBEXEH IDE FRAZRITHEHE

BE HESEERNEIRIELRBE,

Amazon Q Bi{BE R A F MFENARBRMT
B, BAIMMEMNRF REESRTRBEN, B
AF—EBEEH IDEFRARMTHEERE , H#
BEEERESIHELRBEN, ZEHTEE
SEABIX ( m3E Amazon Q Bl X ) £
ENAYII

Amazon Q BUEE R A/ F B ER1T
B, RIMAMENHF —REE R TRBEW , B
BAPF—E%EH IDE PEARMTHEERE , H
BREEAEIHELRABRN. ZERSEE
SEREBIX ( M3E Amazon Q Bl X ) £
15 1 BR

AFREZHNABKRIIX ( MIE Amazon Q BIX )
2FENHE,

Amazon Q BB ER| A FELNREHRINT
., ZEEMRBEEINEBX ( MIE Amazon Q
BIX ) £ AR,

Amazon Q E B E R FE4 KB HIERTT
¥, ZIEMRSBEEINEIX ( MIE Amazon Q
B ) 4 R AT B,

AP NI X ( TIE Amazon Q BIX )
BUHHE,
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BB 1, BF
Inline_AlCodeLines Amazon Q B HHAFPEZEZHREBITR, ZiE

REFENRNEREEZNABD,

Inline_AcceptanceCount AFESHNARENHNEE,
Inline_SuggestionsCount MAFERHNAREVUNEE.
TestGeneration_AcceptedLines Amazon Q B HHBAFESHNREBITHR. L5

HEATE /test T ERN KRBT,

TestGeneration_AcceptedTests Amazon Q B HAHAFESNE TIHKE,
IHEFRER T B /test fiH 4 AT 3 7T,

TestGeneration_EventCount AP @B /test i S 5 Amazon Q BRI IR E.
TestGeneration_GeneratedLines Amazon Q BB ITHR, iEERTES

/test i B ERWARTBIT,

TestGeneration_GeneratedTests Amazon Q BB TN A E, WiEfrERT
BT /test on A B RY B Tl .

Transformation_EventCount BAFB3 /transform 555 Amazon Q EZhHY
R, TEEAFPEG ST EERKBNRE,

Transformation_LinesGenerated Amazon Q B RBITE., isfRERTES
ftransform i S ERNRB , FEREGSITL
BHRNAE,

Transformation_LinesIngested RS Amazon Q #HITHRIRM KRBT, LI

¥riE A T @i /transform S SIRENRB , 78
EREGSIT LHERE SQL #iRERNRE,

£ Amazon Q F R ERFIEZFAFHET

EEATUXNAFEEERNTTRHE (IDE ) 5 Amazon Q #ITHWAIBEABREUNMH AN ERR B
BicF, XEHSTUBBFIT, B, 2HWMBREAE,
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HHAREFEAABKRENE , Amazon Q HidRKEEZMENELPEN, HFXEES Amazon Q BIX
B, Amazon Q Hi2ZR A X ENIRTM Amazon Q WEIE, HYHLXEMER /dev i8S 5 Amazon Q £

EREFIFRITEHETF 8 , Amazon Q REIEFKIE TR,

Amazon Q F B EFEERESNERN Amazon S3 RS |, BEWT :

bucketName/prefix/AWSLogs/accountId/QDeveloperlLogs/log-
type/region/year/month/day/utc-hour/zipFile.gz/logFile. json

ERIENEED | log-type RUTEWz— :

« GenerateAssistantResponse : REM XK
« GenerateCompletions : RENEKERAE
« StartTaskAssistCodeGeneration : #R7F /dev B&

BXRBEXHABRKROIMGEER |, BSH Amazon Q FFREMRPEETR HERE

BR T A TR 17 B &M Amazon S3 F MR 75 52 A UK A T INZF#E R Ak KMS AN DB 7 A

A BRFAFRERYETKREEMEEREM,
BRI T HARERERARETRESIER,
FRFM

- BRAFZERAIGMIKFITHRN , REWREFER AWS Organizations , M AEEKF, H§, Q

F & BT XIFIERTE AWS Organizations 5 £ F 5 & K P 1T B89 A P 9B 7Ro
- B — Amazon S3 FHERERIERAE. ZEERBLTERATER :
« BRUTRET Amazon Q FREBBE XM AWS X, HEEBEXHRELE R NAFITH

Amazon Q FREREZTUEERNZEN, AXREEEXHARXBFENXENESER , FT5HRMTL

7= Amazon Q FFREMEEXH ? M Q AFREMIEZEHEE Q I & & MRECE X4 IS/ X .
- ERPFITEIRY AWS IKF R,

- BERNTE#BRE, AEECNEREbucketNameregionaccountId, . Mprefixo

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "QDeveloperLogsWrite",
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"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
]I
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

MREBEFM#NE SSE-KMS EH#1THEE , i57E KMS 4 ERINEAT KB -

{
"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountlId:
}
}
}
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422



Amazon Q FF & & hRX AriEE

E 7 HWARYT Amazon S3 FEEFHIEIE , 152 (Amazon Simple Storage Service AAF 5
M) FRRAMERREBE.

BRERAFIEH
1. $T7F Amazon Q FF R ERIZEH &,

EEA Amazon Q FFREMES S , BUAERXFEEREH Amazon Q FFREMREH & FE
X BR,

® Note

BYTABYKFEREAREERTEEANSHNER, RAKFERRATEZERARTH
BiLF , BALKAKSITENAP A XFRRBFRIER.

B‘ERRE,
EEEIT , EEESE,
EREBREAOZEEOR , 1R QAFRXERERRAEFRILER,

£ Amazon S3ZETF , W AZF A T#EWBEM Amazon S3 URI, Rl : s3://amzn-s3-
demo-bucket/qdev-prompt-logs/

o A 0N

Amazon Q F X & RF IR~ B ERH
AT RME Amazon Q F R EREKIR R BEH RHBI,
BANRYIRHEEE — MERBEXHHNENERA R,

EXRETHENEZER , HSRE Amazon Q FFEEBRFICFAFIE R

£}

- NEREI B ERH
o PIRICFERH
- /dev HERHI
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REREZ W B S RGI

TR RBIERRA P EZNERE WA £ A B &

"records": [

{
"generateCompletionsEventRequest": {
"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3
from 'aws-cdk-lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r
\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,
props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,
PXXXXXXXX ', {\r\n versioned: true\r\n H;\r\n IN\r\n ",
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z"
1,
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"1],
"requestId": "797c70ee-abc9-4cc7-al4a8-b9dfl7f6ces8"

T&RER AR HFRHTARRENNFR.

FEREMN .88

records Top-level @& —4HABRE ( tBFRN BT
B ) FER,

generateCompletionsEventRequest HIRX NER BB BRI ER, tiERHA Amazon
QRFXAFRH,

leftContext R Amazon Q AT E T XA E R ERE A
FAREIEN B,
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FREW 588

rightContext &R Amazon Q AF L T XA E R A BRI
KARRHEAIRE,

fileName EREHPIERT ABREWH XA B,

customizationArn ERRATREBREA B EXTH Amazon %

BB (ARN) o FEILREIH | REBENI,

userId BRERTABRENHNAFHAF ID.
timeStamp EBRERT ABRENH BEAFIATE . 682
Rt Ref (UTC) o
generateCompletionsEventResponse iR Amazon Q £ B NEREIL
completions R Amazon Q IRt E AP B EZHWRNERE
Wo
requestId M —#RIRBH R NERIERE 1D,
PR ig F Bl

BT ROIERAFEH IDE FEMA Amazon Q #ATHIRES £ BKHY B &3

"records": [
{
"generateAssistantResponseEventRequest": {
"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",
"chatTriggerType": "MANUAL",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:05:56.3130702"
},
"generateAssistantResponseEventResponse": {
"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/
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API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n " “typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n 3})\n});\n "
\n\n3. Setting Access Control for Specific Use Cases:\n " typescript\nimport * as
cdk from 'aws-cdk-1ib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-1lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n "“\n\n4. Setting up Lifecycle Rules
for Objects:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n

lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n
},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",
"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c@-a452-5ef3f0878422",
"utteranceId": null
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},
"codeReferenceEvents": [],
"supplementaryWeblLinksEvent": [

{

"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n \n\n /// <summary>\n /// Creates a new Amazon
S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then
adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n
/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a
different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\'"newBucketName\">A string representing the name of
the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object
for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A
string representing the email address\n /// belonging to the person to whom
access to the Amazon S3 bucket will be\n /// granted.</param>\n public
static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n
string bucketName,\n string newBucketName,\n string keyName,
\n string emailAddress)\n {\n try\n {\n
// Create a new Amazon S3 bucket and specify canned ACL.\n
var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n
// Get the ACL on a bucket.\n await GetBucketACLAsync(client,
bucketName);\n\n // Add (replace) the ACL on an object in a
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bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n J\n I\n\n /// <summary>\n
/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\'"newBucketName\'">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWest1l,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n JI\n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
bucketName, \n });\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
});\n\n S3AccessControllList acl = aclResponse.AccessControllist;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
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S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n

// Specify log delivery group as grantee.\n var grantlLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n

var newAcl = new S3AccessControlList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantLogDeliveryGroup },\n Owner =
owner, \n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n

{\n BucketName = bucketName,\n Key = keyName,\n

AccessControlList = newAcl,\n });\n N\n\n I\n\n\n" " "\n\n*

For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \n

* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a complete
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"

}
1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
}
}
]

}
FEREWN )
records Top-level ‘@& —4H IR RFIE R FER
generateAssistantResponseEv HRAFZH IDE B XE QO SHAN £,
entRequest
prompt ERAPEMXEORHRAN T
chatTriggerType MANUAL ERAFEHMXEOHFRHMATRT ,

FEEMREOPR T THA —NEWH ) E
o INLINE_CHAT HBERAFEXHRBEEOMNN
RMARBFRATRR. AXNEKMXNESE
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FEREW

customizationArn

userIld

timeStamp

generateAssistantResponseEv
entResponse

assistantResponse
followupPrompts
messageMetadata

conversationId

utteranceld

codeReferenceEvents
supplementaryWeblLinksEvent

requestId

/dev B &R

ik
8 WSHBUABKBIES Amazon Q F &%
WRHAT R,

BRMATFEXRE B E NI Amazon BRA
M (ARN) ., ElRAIH | EEEBENT, WF

ERRARTIASH ID.

ERAPmARTH BEMEE, BtEZER DB
R (UTC) o

#HIRH Amazon Q £ EIE

=~ Amazon Q AR REHNEE,
ERERENARERAF ERNELERHIRETR,
iR 5B 8 B H TR,

ERESEN21E ID. XiF ID FEXXFERHHE
,Eﬁéﬂﬁ_ﬂo

EREEMNEE D, HEIDERE-—IMHE, AT
XN ERBEEFH —IMRIES —MET.

HEiREEmEERE SN RBSEMEE,
BErRERENREQAF R RVEE,
ME—PR RSB EEW ID,

LTFREIERAFEER IDE B9 Amazon Q IR A /dev a5 EHAE KK BEX Mo
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"records": [

{

"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text

to the screen and format it in red bold text",

"chatTriggerType": "MANUAL",
"conversationId": "dalc95b6-84el-46a2-9ef9-fe92f5eel69e",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-13T15:40:27.808027101Z"

},

"startTaskAssistCodeGenerationEventResponse": {
"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
1

}

FERAM Wi EA

records Top-level @& —H IR RFM K FER

startTaskAssistCodeGenerati HARAFEH IDE WHIRE O R AR /dev 12

onEventRequest o

prompt ERAFENXEORHmAN /dev 27,

chatTriggerType MANUAL ERAFPEMXEOFRMATERT ,
REEMREOR T T HP—NENH R
o INLINE_CHAT ERAFEEHEBEON/N
WMARBPFRATETR. BXNEWNRKNEZE
B BFZREBEINEMKRE Amazon Q F & &
MR#HITRE,

conversationId BREEMNSIE ID, XiF ID K& IEFHHE
;%xi"\éﬂﬁ_ﬁo

customizationArn ETRNATEXRE BE X Amazon BIRE

R (ARN ) o FELRBIF | %EBELI,

T

RRBEETRSG
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FERAWN i BA

userId ERAARTHAFH ID,

timeStamp ERAFPBmARTH BHAMETE, BtEZEN DB
HRE (UTC) o

startTaskAssistCodeGenerati #iR Amazon Q £ EIE. BaEl , FXFid

onEventResponse 3 /dev i THEE , A ZFETEEEH
=

assistantResponse =R~ Amazon Q MAFHRETRREMANEE,

requestId HE—#RIREHNESER ID,
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Amazon Q FF X BREZFH X1

® Note
MBEBERIFEREE Amazon Q F X BRMNERMANXE" ( AR AKFIH ) BIREE
B, Amazon Q AIEZXEA2EH. EEEX Amazon Q A% HiE A #Y X g9 5 B 1R |
BESEAFETF Amazon Q REREEEEXEHITIEERENE,

AREBNBETTLIE AWS X135 a4k A Amazon Q Developer, BXxEZEE AWS XI5 , E5H
(AWS Ik EE SEER) PWIEE AWS XiF EH K- /T LAE A,

EHBEATRSEES M Amazon Q FFR BRI XETENXEHLE, X Amazon Q FF & ERR
Py s XA EMEKE LR , 55 Cross-region 4032, BEXABHEAKEEHNENER , BSRAKE
R

XENWXE (BRINEA )

Amazon Q Devel AWS E#4lA op AWS Console Mobile Application er AWS AIELL Y,
AWS Documentation M, PuLFIEREI KRB ARFPRE AWS XiF, XEXEHERIALTFERAR
A, ERANEEFIERA. BXEZER , BZHMIAE AN XE,

(® Note

FH Amazon Q FF & E RS AWS EEEH A NEPIHNXEFHTAQ FXEREH A5 Q
FRERMEXHZFENIXE., MREREER , FLHA Amazon Q FREMRS , BE
N XigE R IR BT HNXE , B E Amazon Q FF X ERIVIRE,

BRI T XA ERABIRIIEER Amazon Q #HI S E A TIEE, F L Amazon Q ThEE AT &E
HIEEFMEXEHUTA, EFLEEFEANINGENER , URIETAM,

- XERE (H@EXEM )

« XERE (FFRILMILE )
- XEAS (JmFERL )

- XER/L (RBRM )

« TA#X (&%)
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#regionthat

Amazon Q FF & &R AFiEmE
- WA#KX (KRR )

- WA#KX (ER)

o WAHX ( FTHNE )

- WAMK (EE )

- WAMK ()

- NEX ()

o BUMMX (EZRE )
« BMtX ( ZBRZ)

- BRMX (183 )

o BRMiX (B3R )

- Bt X ( HTEFREE )
- mEMN(FRT)

X FFRYIE DDA R X1

EFRAERMANKXEE Amazon Q FXERIIX , B4RAFHBEAZXE. EXEZER , 5
7 Opt-in Xi&,

Opt-in R Amazon Q AR ERREEZFXE ., XFUATEEMANXE,

« JEM (FFER)

« ITA#X (&#E)

- ITA#KX (BENE )
« AKX (HE )
- TAHK (BRAEL )
- TA#X (RRAE)
- TAMK (FE)

« MEXEI (FRME )
- BMX (K= )

o RN ( EHLIT)

o RUM ( 7RERAM )

- =AF (FH)
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Amazon Q FF & & hRX AFEE
. % (B )

. PR (B )

. SEF (LX)
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X Amazon Q FF & & kit 1T B R HERR

LM EE B RRIE R R B T AR IR Amazon Q FF R ERRETIEFINE R BB, SNE0 BMEM T EMAIFE
AR, TRRNER, 7FBRAENRIESR , BB TEREEEEH.

ERARWEFEBE 28, FRRAATERBEHRS R

- BRIIEHERMEERST AWS RE

- RELFERAERNZIEZEFRT Amazon Q

- WRIRA IDE H K Amazon Q R & #THY

- MBREBHAREE , BEHEBD IDE, EA /quit BUEHHEHF3) Amazon Q S 1T

MR ESRITEFRENRE |, FZH THNEEREIEERE 2.

EF&

« HRIFMEEH Amazon Q FF & &/ B &

WRIFER Amazon Q F X &R B &

Amazon Q F X ERASERFANBE , BT EZHANFEREE, NEFMEERTRUOMGEARE
Amazon Q #EOWBXE , U A E & B HiEFE B LREGH THEHBRFTENEE.

RIS -

- BEFRERBHR

- IDE¥VEBHRE

« Amazon Q CLI A&

- BN HERXNBRAER
- RBEXBEINAE

B &5 [ #1iA
A Amazon Q FXEBERBENEFEAREFRM , EAFRTEFERARSHAR -

- IDE ¥ 'JB ——VS Code # JetBrains IDE E—/ “E/RBEX” %28 , BT iHE Amazon Q WFEBE
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- WHITHRME (Amazon QCLI) : BEAXRMFHEEIRE BFRH , FARTEE

/A Important

BEXHAREEEREEE Amazon Q W EBMEFWHBER , SEXMARE, RBR, &
THRH., K7 ID MFREN. SHEARXZEEXHE , HFHPMO.

IDE ¥ BBEE

B IDE #A/ER AR

1. YR IDE H4TFF Amazon Q BIXEHR ( VS Code = JetBrains )
2. REPWXERE LANERBERA

3. WIAHINBRMES

4. BEXHNUERERSHNHEERPITTUMESR

o IDEY RBEXE

EEIDEVEEEN , HEK :

- HiIRHE  88“ERROR'HFATAL TR R FEE™ ERH

- BRRIIAE  EXESORIESFEIEERNEIR

o PEER  EEERNREMEHENEIR

- Feature-specific fix-5RBEN., IR H 45 E ThaEHE < kY A&
Amazon Q CLI B&

ZREARERENM , Amazon Q CLI BB NAAERELEXNLENAE. BEBLEBEANY M
FAREERSNRS AL inh H PR,

Amazon Q CLI BEME M4

Amazon QCLI BEBHEMEUTNE :
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BRIERS BEME

macOS $TMPDIR/qlog/ (B&XA /var/folders/.../qlog/ )
Linux/WSL $XDG_RUNTIME_DIR/qlog/ . $TMPDIR/qlog/ & /tmp/qlog/
Windows STEMP%\qlog\

Amazon QCLI 2B BIEZNETH BEXH -

chat.log : £Z Amazon Q CLI @8 HE , B :
 Amazon Q CLI #IIR{LFE 3R 4E
« AWS SDK A ( Cognito &7, B RIERE )
- MBI (HTTP/TLS &, IEHLE )
« Low-level RGIRIE (BN, EEFEE)
« AWS Bk 55 i = AT R 25t
- EiREAHFNFRBRER
qchat.log: HIRMARFRENEE , 24 :
- BVR R AEFEIRTRSLE [ B
« MCP ( ##& L T ) lRFREEMEREER
« Application-level T 7] &
- AP B3I R4 2 KK
- Higher-level B 2 78 B ix
mcp.log : BB F TR XIMURSFEE AL ( £A MCP BRFIB|[EHER )
translate.log: BRIESE Shell WEIFAE ( FHBRINAERIESR )

AEXHZRANEEER

SBEMATES :

« chat.log: WEEN QCLI ERiZENEERERAFIER
« qchat.log : TN XIIENNAREFR BEIZR
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ABERERER

- chat.log : AWS SDK AZp&H, MEMN. BFHRIDRE,. RERE
- qchat.log: WX, MCP lREB[LEGER. ARARRE, MARFE

® Note

AEXHNERELHABITEN L , F2RET AWS, i BEXHE2EEBIREA CLI
R EZI6E | BERBFARSHEEA.

Amazon Q CL| #FEHERR THERTE
BRBLILAZEIMNBEFKREZHER
1. fﬁE%\auE’J H/u\E%

FF B Linux/WSL :

echo $XDG_RUNTIME_DIR/qlog/

£ macOS L :

echo $TMPDIR/qlog/

1£ Windows L :

echo %TEMP%\glog\
2. LIBRKFMEEIZIT Amazon Q CLI i S AEFELIRT M EMA M

g -vvv chat

. BEMBEZRH R
4. B Amazon Q CLI HREMXHWBEXXH. N TFAZHEE , BREF N EBEXMH -

FF B macOS/Linux :

less -r $XDG_RUNTIME_DIR/qlog/qchat.log
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less -r $XDG_RUNTIME_DIR/qlog/chat.log

macOS &R B &4 -

less -r $TMPDIR/qlog/qchat.log
less -r $TMPDIR/qlog/chat.log

1£ Windows L :

type %TEMP%\glog\gchat.log
type %TEMP%\glog\chat.log

5. EEWEDRREAE B ITRMN AERKEE  BEA
B IETE B A
tail -f $XDG_RUNTIME_DIR/qlog/*.log
WA R U4

tail -f $XDG_RUNTIME_DIR/qlog/qchat.log

tail -f $XDG_RUNTIME_DIR/qlog/chat.log

% Amazon Q CLI A&

ERROR

14

IS ERRENRBRA | WEIBRMNXEF 1
f==4

T fFIEThERE N 5| I RAVEERA
INFO

BXBARFEERITHREN —BRIFEER
Amazon Q CLI B&

Amazon Q CLI BEFEAMF AR IEZ AN BREESENEE#HITHE

RAriEmE



Amazon Q 7 & & ArfEm
BB TFHTERAFENFANERER
& Amazon Q CLI BER , BERXEFRFAEXHFHHWATREXS !
qchat.logZ #7- Application-level R HE :
« ERROR chat_cliz:icli::chat : IR BFRSEBEIR
« ERROR chat_cli::cli:agent : B FAE MK B H
« ERROR chat_cli::telemetry : iZ 3 iF F4% % 5k
chat.log 247 : BTRHIREIFAEE , B .
« DEBUG qg_cli::cli : Amazon Q CLI s S H TR ¥ AL
- DEBUG aws_sdk_* : AWS SDK ##/EMRSE A
« DEBUG rustls:: *- TLS/SSL E# 2 7 FE P4
+ DEBUG hyper * : HTTP M &8 f M %18 4
- ERROR fig_telemetry : R4 &N ME B FiEERE
—MRDRR -
- BEZ : FEEFESRB AL EMEREK
- BiRERN EREENHFEIRIEIRREK
- iHXK ID: RERSGEN API ARAKRHES
o EERS  BERSGEENSORIERS
@ Tip
ERAEM grep. awk EEERIEN N AR EERZENIEXRMFERE , UERBENEIR

SHESER, 0 : grep -i error $XDG_RUNTIME_DIR/qglog/*.log

AESERXNEERT =

LTREBSHURSAIN - EENRE N HHBBERST R

B HSEXMAERG =R
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MCP fRS5 AR 4R

HEER (f£ qchatlog ) : “BF R [RS[/A) WEB KL | RecvError ( BXH ) ” = “4&
MENE X AR

fRRAFZE : MCP lRFB#HECEFLEZET. XBEERRH Amazon Q CLI SRS 28 [E F X BT TR
BT A

B0 R 40 B2 F ity
HEES (7 qchat.log # ) : “An error occurred processing the current state err=Interrupted
{ tool_uses: None }"

RRA R  SAFRBUHIIRRE (Flm, Cri+C ) MeRERXMER , BT,

B 38 IE £ iR
HEE (£ qchatlog # ) : “FTLEKIE cw BN EH err= ValidationError [ValidationException] :
BREXFEE
RAR  XEBERIEXBNENEHEE , FEW OB,

TBES

HEES (7 qchat.log # ) : “Migration did not happen for the following reason: Aborting
migration”
BRAR IEEREEREIBHEINIFXRES  BETURK,

51350 E 2K BURER

HEME ( 7 chatlog ) : AWS F AT EGREDH Authentication-related 45 i%
fRRFR : 1217 qlogin AEFH#1THHRIEIKESZRHN AWS FiE

P 48 3% 132 (B R
HE#ER (¥ chatlog & ) : “Connection timeout”, “Network unreachable’=} HTTP E3Z %k i
BRAR  BRESHMEEZMP NIERE,

AWS SDK #2E XK
HEES (1£ chatlog # ) : Cognito B PREXKIE LR REIR
BRER . REZKN AWS FIEFMNKEE, AT FEEEHHTIHRIE
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RBEXBED A B

WMREE D BT ARR ) R FE B

« BRAXEFARN , Bl EAXHBAEHR (BERBRER )
« BEAXEBEMNREUREARBNH LSRN ETX
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Amazon Q F R EBEREGS  TERE

2024 £ 4 A 30 B , L& # CodeWhisperer %8 Amazon Q Developer B — 5, AT FEENEAE
NSNS , BANEEPRIBEXEIREANINEEN I, CodeWhisperer

EEMNERTE CodeWhisperer ZfEH Amazon Q Developer Bt |, B AREQIARAUTERRREE .

- TWHKH ( Amazon Q Developer Pro ) I EEZE 5 CodeWhisperer T\ R FIHNEERETE.
o BOLITE AWS EEEFIA. AWS XHEMEHM L £S5 Amazon Q Developer B X,

LU T #3RHK CodeWhisperer ZhBEYEN Amazon Q Developer By —&8 124t | BE -z :

« 325=7 IDE FRRIZEI
o TEHEM AWS RS LT X hRERIDEI
. DT LEMEW

- KBBHEE
- EEHER
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RAriEmE

{Amazon Q FFRERAFHEmE) XHEHEIER

TRNE (Amazon Q FREMRAFIERE) WXHEALIEK, MEX M XEERNVEL , L7 SIT 5

RSS iR,

TE
EHAVIEE R

AmazonQFullAccess #
AmazonQDeveloperAccess

B3 7 Builder ID BUBIT 1%
]

B 7T A K R

EF AR KBE R GitLab

BRTEFMAM GitLab HRiEE

1

L

73 M AmazonQDeveloperAc
cessIREERIM T q:CreateA
rtifact q:GetArti
fact qg:GetArti
factActionResult
FMq:PerformArtifactA
ction R, AEH
Amazon QUi B ( ik

I% ) o AmazonQFullAccess®
XEZEE , FEAERE
o

W™I0T FEMIBR Amazon Q FF
REFRBEBUHIT FNAKF
( Builder ID ) HViEFE , B¥EB@
SEHEEHESANTRUAK
122 Kiro NA B RIR 85,

iz, 81 AWS XIBHLA K
Z A BATED 20 MK (M 10
MNEMET 20 4 ) FHAF,

A mazon Q Developer &
#GitLab DuoA T Java I
R BEERINEE. /q
transform REFEEF Cl/
CD BiE B E N XEE R,

A GitLab IR EIE
M/q test@mTHIBRTESM

B

2026%5H21H

2026 3 A 19 H

20265F2H18H

2026 £1 A 16 H

2026 1 A 13 B
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#update-table
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#update-table
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-concepts.html#gitlab-concepts-quick-actions

Amazon Q 7 & &

RAriEmE

B 7 GitHub ThEEFF & T e

2

BT GitHub NARRFZREE
IR

EF AR GitHub

Q CLI Z R Kiro CLI

EREVIEE R

AmazonQFullAccess

AmazonQDeveloperAccess.,

BANBTTNAERE D /q

dev (revise)

E# T GitHub ZhBEF R TR
B, B/quTHREAETNE

B R, M AREZSH GitHub
FHRRE. APIE A ER

WiERNEPBIERES®

TRER B,

FH T “E Amazon Q FF & &
EflabRESEARSINEE
FHEE T8 , LEEXNK

Kiro #1 Amazon Q Developer
HERFENTR,

A mazon Q Developer E#
F Java MAALEV I EE R T

Q CLI EBA Kiro CLl,

2 A AmazonQFullAccessE
B&. AmazonQDeveloperAc

cessRBEFARIN T H A

F1 AWSServiceRoleForU
serSubscriptions

EMIER IDE 3B X4

=RVESE Y

WiNT IDE 7 A

FRAWSServiceRoleForU
serSubscriptions,

KEHXIhge 2 B IDE A
# /dev. /doc/, /testFl/
review fR¥2, IDE FEH 71K
BEREDSR,

SNVAFRE.

WINT ABXHA Amazon Q B X
A R AT P Y 3T

2025 12 A 29 H

202512 A 18 H

2025 12 A 15 H

2025 11 A 17 B

2025 10 A 29 H

2025 10 A 21 H

2025 10 A 21 H

2025 10 A 21 H
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-register-app-install.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-register-app-install.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-register-app-install.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#example-tasks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#example-tasks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-memory-bank.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-memory-bank.html
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RAriEmE

BT Q CLI Zhee X4

HEN L T XEEN

WINT QCLIv1.16.0 ThEEST#Y

FINT XA Al BB sIERR
B, BREE, BENEAN
B AR SR,

AT AXREREBESES A
HEHEER , SEXNRER, R
FRERUREFERR, F
LT XHARERN &ESKEK.

AT BRRERIATH

EFA L TXEH

WINT IR MCP [RS8 X
FRE T EHY

MAEFNRRFBRT
Amazon S3 17 4H

A TERNGSITIER
&

X4 GitHub FERERNBEH

WX SEETRRAERD
%, IR MCP BlE X .
MBI X (/tangent
tail., /changelog ) fE
MXRE,

THEER L TXXHES | W
ERAREES. AARESH
FHEB B REMH,

N EA OAuth HHRIEMEE
HRETEERBERIZE MCP
ARSS 2R AN T 3RS,

A BEEN Amazon S3 174

WA SF5IE , BIA%E IDE
AT T R E R £ T
o

BHFNATHERNGSET
SRR EIREE.,

Amazon Q Developer for

7 Amazon Q FF X & hx

GitHub KB FELRETE—7
RBFEERE , HPRTE5|
HBAELRI, BAEREEXR
SEBRHE Amazon Q F R E R
RE , RAERIED,

2025 10 A3 H

2025 9 A 23 H

20259 A 18 H

20259 A 17 B

20259 A 17 B

2025 9 A9 H

2025 9 A9 H

2025 9 A 2H
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-legacy-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
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RAriEmE

£33 GitHub F&EE % [
Amazon Q FRERAMT %
REM

% H MCP

EHTREEE

EHT T AR BIETE R

NN Y #BE BE BRI o A HBE Bk

Br B E&B D

WIT S

FEB 5

THRBELF LR

EX NaNIES ]

AWINT IDE ¥#atEl 7 88 %

S

REEEA GitHub FH“E
A, “EFHEERABKR
#2 Amazon Q Developer for
GitHub RIB®H &,

B AN ELREER MCP,

BH T “£ Amazon Q HEE
NEARE EB , URATZEF
KB Auto-Configuration (PAC)
X,

B THEBETER , LARHA
B4 AWS XBHELARS AU
5 10 MK RYA o

I T 2 E R SEHERR XY
MiFMEy HE 7B F 24718
M, BBT AP U MAfRR
Amazon Q FF & & R4F R Th
AE 75 TE A [B] &,

A qct history SRMT
X, ZmeXERPNGT
TEEHEBRMELR RiEx,

E#H T Viewing an aggregate
d list of Amazon Q Developer
subscriptions & |, 07T #H
MIRBAMELE,

WINT BXERELF EIE
FUREM A |, ZREX R
PP £ Visual Studio Code &
', EENRZRFRIAW Java ¥
el PRI,

2025 9 A2H

20258 A 21 H

20258 A 19 H

20258 A 15 H

20258 A 15 H

20258 A7H

2025 8 A6 H

2025 8 A6 H
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/qdev-mcp.html#disabling-mcp-for-orgs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/deployment-options.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/troubleshooting-q-logs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cli-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transformation-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transformation-job-history.html
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RAriEmE

GitLab B R EEXFIEH

NN Y #BE HEBR 3 R

£ VSC Finin T B REH X

HITRBFENIR

A IDE IR0 7 BIE

AT REREREB

AT BE AR EE

Y B R 12 F 48 = /8

N0 Y BB A BR 3

GitLab Duof# ] Amazon Q 1y
BEEEXRHA GitLab17.11.0
RE SR BEERA,

AT BB IR A bR
BERREE

YN T 7 Visual Studio Code
FEAREBEIRZTRET
ENFRARBEINIE,

WINTIRZERETE  Hpg
EMANERLKE IDE ik
BRI RER KB,

WINT Amazon Q FF & & hRAY
BEREETE  ZTOREH

T7E IDE M¥ & LaHERE
REERNTEIIR,

INT Custom agents HAE ,
XHFELEIRBEERATAE
FHARGNVIE, NEMLT
X, AN EIEREEEN
Amazon Q FF K &R CLlI,

¥ INT Chat history compactio
n in Amazon Q Developer £
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.gitlab.com/update/versions/gitlab_17_changes/#17110
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/address-issues-jetbrains-visualstudiocode.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html#github-slash-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-user-telemetry.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-feature-development.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-pinning.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-pinning.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-code.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-network-security.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-network-security.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-storage.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-storage.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-ide-configuration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-ide-configuration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html#upgrade-builder-id
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html#upgrade-builder-id
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/run-CLI-transformations.html#step-3-dependency-upgrade-file
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#ide-agentic
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-costs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-configuration.html#command-line-mcp-reference-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-configuration.html#command-line-mcp-reference-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-allow-customizations
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-allow-customizations
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-concepts.html#gitlab-concepts-quick-actions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-with-q.html#manage-conversations-console
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-with-q.html#manage-conversations-console
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-with-q.html#manage-conversations-console
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/tracking-across-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/tracking-across-org.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html#example-scp-deny-q-outside-eu
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context-hooks.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#ide-agentic
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html#customization-language-support
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-GitLabDuoWithAmazonQPermissionsPolicy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-GitLabDuoWithAmazonQPermissionsPolicy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-admin-plugins
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-admin-plugins
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html#upgrading-to-pro-tier
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html#upgrading-to-pro-tier
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-conversation.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-GitLabDuoWithAmazonQPermissionsPolicy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-GitLabDuoWithAmazonQPermissionsPolicy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-security
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-tools.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-tools.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-regions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-regions.html
https://docs.aws.amazon.comamazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-tools.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform.html#transform-app-emails
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-prompt-library.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-prompt-library.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-understanding.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html#doc-gen-language-support
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-allow-customizations
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-metrics-descriptions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-metrics-descriptions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-metrics-descriptions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html#use-cases
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-transformation.html#supported-languages-IDEs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-transformation.html#supported-languages-IDEs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html

Amazon Q 7 & &

RAriEmE

AT HRRN G TITTENHR

R IRASHY A TR 1T

x

/dev 1858 I gL

R’ BFIEFERA

CloudZero $&#

AP ESRE EH#H

R EARE

£ Amazon Q #HITHEHERR

Identity-enhanced & i&E#H

RV iR 4 R ACIE

TEEREZRERPERA
% famy Java REBHYNAEE,

Amazon Q MEFLUNIR &
RER /dev S HTAERK
.

£ , Creating your
customization EBFR RIET L
EBENTHIEEEHEN
FHEE,

FERRTESEEFHBIAER
BROIEE,

ZCloudZero - 1E Amazon
QEIXAFTHA,

FiEtREARMB A ES IR

e,

BxBEFIERNESEMN
Amazon Q FRERFTULEE
EHERSsBR. 2RNE
KR IFEZHMIBRNE R

W INT Asking Amazon Q to
troubleshoot your resources &p

VAN
Ao

RATERAESHEREFAXE
#9158 BA B 1E f5E F 4E 4R 32450 B
FiT 8 Amazon Q F & &%
WEEERS PH#HIT T EHA,

BRI LAE A Amazon Q Jllif4E
X T RE SR A AR 8 T I

20252 A3 H

20251 A 31 H

20251 H24 8

20251 A 23 H

20251 A 158

2024 £12 A 16 H

2024 £12 A 16 H

2024 £12 A 13 H

2024 12 A6 H

2024 12 A3 H

461


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-logging.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-log-examples.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cloudzero-plugin.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/test-generation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/test-generation.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-dotnet-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-dotnet-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/how-CT-works.html#review-plan-accept-changes
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html#setup-eclipse
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-costs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-sql.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-sql.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html#customizations-admin-connect
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html#customizations-admin-connect
https://docs.aws.amazon.com//amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html#idc-regions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html#idc-regions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-encryption.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-encryption.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/quotas.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/plugins.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-prereq.html#customizations-prereq-data
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-prompt-logging
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-prompt-logging
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/features.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/features.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/console-to-code.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/console-to-code.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-allow-cli-cloudshell.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-allow-cli-cloudshell.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-allow-cli-cloudshell.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-logging.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-logging.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/getting-started-q-dev.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html#vpc-endpoint-create
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html#vpc-endpoint-create
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