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Saas applications

User-generated content and
activity data from applications
including:

@ Note
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Connecting Saa$ applications to work better
together with no integration necessary.

Normalize data
% Automatically normalizes data into

OCSF and query efficient formats.

Improve productivity
fo[ 91 Use generative Al powered by
ff [15-  Amazon Bedrock to surface
el®)  insights and complete tasks
across multiple SaaS applications.

Data destinations

Normalized Saa$ data is stored,
and passed through to the
security tool of your choice.
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Security tools
Connect normalized data into

your SIEM, CASB, and CSPM to
improve security observability
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and event management

AppFabric for productive B BIEEATRRIR#EL , EXBERI ( FFELILEP ) #HHE AWS X

H. BXNESEE AWS X1 , &

=,

EM

3 BIAWS AppFabric & ixT S MEFHMAWS —ixS

B < AppFabric EMHIFHE R RHE , IHSFEAWS AppFabric Effte

Al AppFabric iz


https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://aws.amazon.com/appfabric/pricing/

AWS AppFabric

o] F %

EEEmE

EEE Y XSM AWS KEHILHT & AppFabric , S HAWS —#&5 £ iAWS AppFabric 4
TR AR,

AR


https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/general/latest/gr/appfabric.html

AWS AppFabric EEER

T AR AWS AppFabric h T&Z% ?

AWS AppFabric A 7 Z&EN , JMRIBEZFAR PP RHEIRS (SaaS) NARERF , Bt ITMZe
BART AE FAR R R E B R B AREF

£

. BB

- EAERM

 AppFabric HFZ£ER , i§i5H

« MXERSE

o FFHMEZREZEIEELR AWS AppFabric

o SORSZAAEFNBERAEI AWS AppFabric

« FFRBEER AWS AppFabric I 7 &%

« AppFabric A TZ&EN , PXEFNNAERF
s RANZ LT ERNPRS AppFabric AIAREZ 2
» AWS AppFabric 7§ %< &R M BR

wE
AppFabric A 7T Z&EN , WA LUEARBITUATRE

- BEIlLoHAEREHNNARR , AREEE KA,
« 125 SaaS NAEFHENTRNE , LMEAENZERIRL,

{5 FA == 451
AppFabric B T &N , WA SAEAXK

o MRIFEREEHW SaaS NHREF

» AppFabric # TZ% , AR SaaS = HMEZeNABFMHEEERE  MAMEHTESEEN
SaaS EREMBRA R,

« BAEHREIRR

e 4



AWS AppFabric EEER

- NAEFBECEREL, CEERARBREBARE A LRSER , HENEES MR
R AP IEEARR,

AppFabric HTFZ£Z&R , EihR

AppFabric R REXERE (HAEFELILER ) . Bl ( ZBR=Z ) ML AKX (KR ) REH AWS X
H, BXNEZEE AWS X1 |, 55 FBHAWS AppFabric LimT @ MEFMAWS — iS5 &,

ES/NXE , AppFabric B T7TZ£EN , B LUBET A TEM—F A X #ETHE -
AWS EIRin4 A

AWS EEEHIAE BR—IMETHRB[HNAE , TATLENERE AWS &R, AppFabric 3§ & 1245t
&8 AppFabric BRIV R INPR, &R LA AppFabriciZE & & REIZFEEFTE AppFabric B,

AppFabric API

E AppFabric LARTEARNIGE |, A AppFabric APl , A EZEBRSZKHE HTTPS R, AXEZ
f£8 , 2/ AWS AppFabric APl &,

AWS Command Line Interface (AWS CLI)

BB AWS CLI , BRI EREN GBS ITHAEW T EZRE AppFabricIEtar T AWS R, IR
BRMERTESFSHHE , ST IESRIA. BEXZEMNFEANER AWS CLI, BZFRE 2
AWS Command Line Interface FA FF 1§, B> AWS CLI es S HI{EE AppFabric , 25 (AWS CLI
%) W AppFabric %,

MR RS
AppFabric 8 TZ&EN , B LUEATHAA AWS kS 5—26FMA -
Amazon Data Firehose

Amazon Data Firehose  —I2H, ®H@MMNEF (ETL) RS , A SEHHER, BRABEHTEEH
BBEH., BEEHMOTIRS . AR AppFabric , LU RGN KL £ 22 HEL (OCSF) 7
S RBTITAEL JSON R4 E Firehose RIERNB KM, BXEZER |, iHSITE Firehose
FelgmHvE,

Amazon Security Lake

AppFabric HFZ£ERE , B 5


https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/appfabric/latest/api/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/appfabric/
https://docs.aws.amazon.com/cli/latest/reference/appfabric/

AWS AppFabric EEER

Amazon Security Lake 2 B3Ik B AWS 8, SaaS RitE. Kb M=RNRZLBIEEP I 7
EEKFHPRTRABERS, BT AppFabric F#% B EBBEESZ S HMER , FERIEERE Amazon
Data Firehose ¥ B¥= , A/54 Firehose BEE N E X MHP U ERN BRI NBRRERBE. BXES
§8 , 128 Amazon Security Lake AP BB HIMN B E SRR W ERIE,

Amazon Simple Storage Service

Amazon Simple Storage Service ( Amazon S3 ) B — XN RFMHRS , BETULTEHNTT B,
BIETT S, REMMMEEE, FAR AppFabric , A LLERF OCSF #rAE{L ( JSON 2 Apache
Parquet ) S/R% ( JSON ) Wit BER HBIFHRIAEHN Amazon S3 FEBEN BIF. BXESE
B , S 7E Amazon S3 Fal B H B,

Amazon RIE

Quick BYBAMENZE -l B8E (Bl) hBBERBALRMEETRE, B8 Quick , FTE AT LAE
SRR ERUTIR, 2THRE,. RARXNSHMNERESER , NA—NEXRFEFEFRNITE
Ko EAILATE Quick 7 #T AppFabric ® it BE#IE , FERIEFFM® AppFabric HER Amazon S3
ERBENRE. BXEZER , BZHAREAFERRHEA Amazon S3 XHCIEBIES., BHA
LAf$ Amazon S3 H ) AppFabric 217 S A ZML 5k Athena , RS TE Quick Fi%#E Amazon Athena
ERBTER. BEXEZEL , BSAREAFIERPHFER Amazon Athena BIEBIZEBIEE.

AWS Key Management Service

# /A AWS Key Management Service (AWS KMS) , o EN AREFCIE, SEMNREMEHA |, U
& AWS B§S5. EFRIERNAREF S AppFabric, EEREMZEFARZ LR EHNRNNARERF
BiE, LEEAXEE AppFabric RS FHBIEBH#ITINE ., AppFabric AIAERARRE AWS HENE
A RIBMEIER AppFabric 248 , LA MEASERUENEENEFEERH AWSKMS, BXE
ZEE , BSHLIE AWS KMS ZE4,

FT I 4% &2 2 2R ¥ HE SR AWS AppFabric

FF M 4% % 4 ZEFIHEZE (OCSF) 2 H AWS MEZ TN ASENERRFF XN FFRIME ., OCSF
NENLZEEHREETIERYE |, EXTRAZBHREEHERNES  EEEReB5ERENE
BAENBEAARE. OCSF AR RRBILEE, GitHub

HE T OCSF W% #) AppFabric

ETZ£M OCSF 1.1 FEME AWS AppFabric A& R EXN EHRH4ENIRS (SaaS) = mASHIRE
It., —3, BHANBUHNERMEEES]. AppFabric BESNFZRMES4HEHWME, AppFabric

OCSF &= 6


https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-s3.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-athena.html
https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/1.1.0/

AWS AppFabric EEER

5 OCSF FFR#X &4 , BI AT M OCSF E43K7, EHEF, FHMIR , SE OCSF AT
SaaS MFARFEMH. AppFabric BZIMBM SaaS MARFEERNTITEH , AFXERBEEHIE
H9 e B9 I 520 {8 2. 17 6% AR S5 (Amazon S3) 5 Amazon Data Firehose fR%. AWS IKF 3t F Amazon
S3 B , BAILAER/MNMRE(LED ( OCSF 2 Raw ) AN EKIEE %D ( JSON = Parquet ) 2]
BATIER . 1RIZEF] Firehose BT , & A ATERANMRE(LEIT ( OCSF = Raw ) Z BB 1TiEF |, BHIE
KRR T JSON,

SoRSE A F6E A EIL AWS AppFabric

MRERH AWS BF , BEETEARIEHRESLRFZY , RAEBFTFHRER AWS AppFabric AR S
T, WFXLEGEIRE , BOLER AWS Identity and Access Management ( IAM ) RS, Bx
IAM W ZEZELR , B2 (AM BFER) .

I

« JEMIREXAWS JK

- (ME) ERNARFLREHN
- (&) tIERmENVE

« (A% ) BIE—1 AWS KMS #

SEMFREN AWS T F

BIHER AWS | (REE— AWS 1K, B3 IRIESR AWS I/ | B8 (AWS KEEE 2
Ei28) AWS IKF A TSR,

(&F ) TRNARERF KRR

AppFabric A TEERMNARFEVAFGEENTERESHEZEYE  FENABFHBEREERTREN
ABMITIRE, I TEELEN , FREECEFERNNESMNARERF AppFabric B ERFZH | 7
HEAERANITNAR, BXBETHABFNERZHANESERE  BERXENNAER , Sk
BRUTHNRAEFHEESEZ—

 EliE1Passwordy AppFabric
- BtiEAsana}y AppFabric
- BE¢iEAzure Monitory AppFabric

- B EAtlassian ConfluenceJ AppFabric
- EliEAtlassian Jira suitey AppFabric

FRFA AR 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html

AWS AppFabric

EEEmE

it EBox A AppFabric

fid & Cisco Duod AppFabric

fit & Dropbox 3 AppFabric

fit & Genesys Cloud AppFabric

Fie & GitHuby AppFabric

it & Google Analytics 1 AppFabric
i Google Workspace§ AppFabric
fil EHubSpot AppFabric

IBM Security® Verify3 AppFabric
JumpCloud AppFabric
icrosoft 365 Bti& 9 AppFabric
MiroJ3 AppFabric

OktaJy AppFabric

i

B |
TRCEC

g

)I\
[
B

e
=

=

LEOneLogin by One Identityy AppFabric

fi & PagerDutyd AppFabric

it & Ping Identityy AppFabric

fi¢ ;& Salesforce AppFabric

=

L& ServiceNow 3 AppFabric

fii & Singularity Cloudy AppFabric

fi & Slack )y AppFabric

fid i Smartsheety AppFabric

i & Terraform Cloudy AppFabric

fit B Webex by Ciscoy AppFabric

fit & Zendesk ¥y AppFabric

mh |mf (mf |mf (mf (mf (mf (ol |mf R (ol |mf | (ol

;|
o

ZoomA AppFabric

(Ahk ) elBAmHVE

AppFabric # T &£l , XIFFLS#E £ F# RS (Amazon S3) Service 1 Amazon Data

Firehose #E8 & B H & E B #7,

(Tik ) Bl HAE



AWS AppFabric EEER

Amazon S3

R 2EW B FRET , BRI LA AppFabric 51 & RIE2#E Amazon S3 F# M. BIETLAEH
Amazon S3 RE B2 FM# i@, MREERFER Amazon S3 IRZBIEEME , N AFERIZE AppFabric
REEBRZEtBEEMERE , AEEEBERBRNEREMEF. LREINEH Amazon S3 FiEEHZIN
BEEHEBOUTER AWS kP |, BRATLUERFERAEPHINE Amazon S3 7F#

 AppFabric A 7T Z&#EN , EREH Amazon S3 F#EF S Amazon S3 &I AWS XiF #[E.
- BAIERUTHEEZ - FEBFIITINE
- Server-side £ Amazon S3 B ZAH 1T IN% (SSE-S3)

- Server-side £ AWS Key Management Service (AWS KMS) %4 (SSE-KMS) &£ ERIAE AWS
REXZEH (aws/s3) #HITME,

Amazon Data Firehose

BRI LLEE £ A Amazon Data Firehose {E N & BIENVZEW B Wi, AppFabric 2/ Firehose ,
BRI ARSI BRER AWS K 2 RS2 2 2 $REX B #REY 72 R 812 Firehose /2155, AppFabric& ]
LR AWS EEEZFIA, . . AWS API i HFTF R TEE I Fire AWS CLI hose &%, BXR
BEHE , BSRUATER :

« AWS BEZEHIA H — £ (TP HKIE Firehose F R HFIEE) T2 L FHIFE Firehose 1£3i%
P

« AWS CLI ¥% — create-delivery-stream#t (AWS CLI| fs &%) &

« AWS API M 4FF % T E BB — CreateDeliveryStreamfE Amazon Data Firehose AP| & i

HFL£Z[E , #FH Amazon Data Fireh AppFabric ose fER i HH B ARATEER AT :

 AppFabric ¥ F&Z2£®%IR , EXMEASE AWS XiF HER 5 EIZERE.
- DFUERERE PUT EHXRIR.

+ JFAmazonKinesisFirehoseFullAccess AWS I E R MBS AF , HERNEHA P ML TN
PR :

"Sid": "TagFirehoseDeliveryStream",
"Effect": "Allow",

"Action": ["firehose:TagDeliveryStream"],
"Condition": {

(AE ) BIRBHAE 5


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html

AWS AppFabric EEER

"ForAllValues:StringEquals": {"aws:TagKeys": "AWSAppFabricManaged"}
1,

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

Firehose X E&ME=ALELTEEN , FlWMSplunkF. Logz.ioFxMMEHHEE Amazon Kinesis
DEEmXETEMERENGER , 558 (LI #EHE Firehose F R EERE) FHERRE,

( AIiE ) B —1 AWS KMS §#

EOEZeNARFRESENERES | BEERRRENZRY , L2 itRIPENERERZFIEREN
NMARFWRE. AppFabric ltZ 40 A T AppFabric BRS A InZ2R S EIE,

AppFabric A TZ£EMN , RINBER T 2MBEIE. AppFabric # TZE£REN , AAIFERARKKE AWS
PENRA CIEMEERN AppFabric 248 , B A LAEABEE AWS Key Management Service (AWS
KMS) HoI2MEBRNE - EEBH. AWS%%M&%EﬁAwsmﬂ%ﬁ#MEMAwsmma
HES  ATZ2AMEH AWS IKF, BEFEENE AWS KMS 4 AWS Ik~ RE8IE, RENE

%, BXEFRERP AWS HENZHA NWEZEE , 28 (AWS Key Management Service 3?
REARIERE) PNES AWS ZHMEH,

RTZeRN  NREEEATFEENZHARMNERE (HNERSE) | IJTIJ‘JL;LE%@IJE—
MNAWS KMS, AppFabric BEXRFEFREZPIHRINBEHNBERENEZEE AWSKMS |, ESH
ISR B4R RS B

FIa6EH AWS AppFabric I T &%

AWS AppFabric 1 7T Z£EN , B4R EE-—INRAEFE , RRENNARF A FEEEDEN
NMARFE, RNRAEFRRNERIINARRFRE B UER AppFabric £ Ihae , Bl & B EE
HA A P im R AR

AN B M{AIFF 28 AppFabric #FERER AWS EXEEH A
£l

- EREH

IR AEFRS S

BB AER

REFKZHEERR

 ERAAFBEIE

Ni

Ni

H | (W
N | —
\\'FI'

o |w
S

( ATk ) B2 —1 AWS KMS & 10


https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/kms/

AWS AppFabric EEER

« ¥ 5. Connect AppFabric UBRENEZ £ TEMEMB PN L L HIE

FRFAF
EF AL A, AAER—N AWS k. BXESER | HSH EMRMAWS Ik,
F15  tIENAEFESS

App bundle £ FZ#EHNPIERNA AppFabric , ATZE&NAREFERNXAERR. ECIZNARERFIEY
D, FREMZFHAUZERFP ENRNNARFHE.

1. $TFF AppFabric ##l4& , it R https://console.aws.amazon.com/appfabric/o

2. ERNHEALANERXEGERESRD  &F -1 AWS X# AppFabric (REXERH ( #HELIL
). B ( BRE ) MIAKX (FR ) #XEMH,

3. EEFW|EM,
4. HEFFWREATEL , EASR 1. CIENARFRAS  2RUENAEFES S,

5 EMHILF , EENBZRANRL AP ENBELSFMERNNARENHR. KBARATER
2RSS 5 AppFabricil 2 &K iz,

AppFabric A TZ&EN , RINER TEMBEHIE, AppFabric ATEUEA KRR AWS HENZH
BB MEENZRA , WA BUERA R AppFabric £ AWS Key Management Service (AWS KMS)
BENEENEFREESA,

6. XtF AWS KMS %4 |, %R FEH AWS HEN R SIZFEE R,

NREERERATFRERY B ALEEANIBEEAN Amazon FREMH ( ARN ) HEH
ID , SHEIEFELIE AWS KMS Z4A,

®E AWS HENZRH FSREEBHAR , BERUATILR

- AWS HERZ R AWS Key Management Service (AWS KMS) Z4AHES | XER4FH—
AAWS RE AEHER , AT21MEH AWS Ik, RE AWS HENZ TELNIKF S
AWS K= , 1B AWS BRSS AT EAEA AWS BN EB REFLKFPHNER. AWS HENE
Bl FEITALZIKFH AWS KMS Bifl, BFRLIBREF ZZAREZARR., WRRRRS
AWS BEMNEL MR, B for RIRME R AppFabric, AWS AR BSHABSNE,

- EFRERHARE AWS K/ HEE. AENMEERN KMS B, LA UT2EHXL AWS
KMS #2488, B LUE L M i1 4AKRE, AWS Identity and Access Management (IAM)
RENENR. SAUERANZERAEN]. RREMEME, BNFE, 815 A AWS KMS Z4A

FRFZ M 11


https://console.aws.amazon.com/appfabric/

AWS AppFabric EEER

B3I B AR ZHEMIBR AWS KMS Z4. EFEENFRHAERENETFEENBARE L AWS
EEEH A AWS KMS,

ER@EMICATFREERY  BEEA DescrlbeKey B, XTEFHEEZE , Describekey
RikY KeyManager FEHIES CUSTOMER, BRI EMBREREATFRERL , LI
£ AWS CloudTrail HEHRFEZEAER. N TFIFLE5 AWS BRF ZERNEE AWS KMS |, &
ALUEERFEENRARGHNEERNECENRE, TreBNBEEXAHAR | BY
AWS RZREENFERAENZTEMNR. BELREENEAITALKSH AWS KMS B,

BEXEBEFREZEP AWS HENZA NEZEE , 52 H (AWS Key Management Service FF &
ARERE) FHEF AWS BHAFEHA,

(® Note

BIZERN ARFEET , AppFabric A TZEEN , ERELK AWS IKF B HRFSHEXAS
& (SLR) FREIEZ—MEHKH IAM B, AppFabricE £ iZRS B Amazon KA EHR
CloudWatch, #INEZAEBIRE , SLR AFRLRFIHEEN AWS &R ( Amazon
S3 ##f##@. Amazon Data Firehose &%t ) - AppFabric BXEZEE , HZH HES
XA BT AppFabric.

7. (") NTHEL, SULERSTERNENHARF RS, mERB/EN , ATRTHRES
BIGCIEBNER. BXESEE , TSR (IrERERASIERE) THHN AWS FIFRAWSH I
*’T‘%o

8. ECIRLMNNAREFHESAR , FARCENARFRHE.

B2 RRANAER

RIBIENAREFSE , AppFabric I TZ£EN , BIEAURNESMNNARFH#HITEENR
HE, EBRRWNARFA#TNEAEHEEHVNARFREASY. ENSIMNAEFRSTRESN
MARFENR , BRESENESIMNIAEFEENARFRENS R,

HEIT R BRIRBARRF 28l , 7 AppFabric A TZE&EN , XN NAREF PEFEARIESINA
RFHEREZMS , GIANFHRATTRIRE,

1. EFREATEL , ZFALRK2, RRNAERF  ERUIBNRAREFEN.

2. HENAREENR 2 , N NARE THIXRPERERTFREEENERHEARER.
AppFabric AppFabric 1 TZ£EN , ERHWNARFRIEIXBENNARER.
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3. “ENARERFN , NERMENEEFR, XEFERIFR, ID MBEFEH , EUESEEFF K
ID. BEFHZHAIMNABEACHE, XEFENRMABRNAEFMR. BXNAERXLEENEE
FRNREFIIEMIER | 550 AppFabric h TZ£#eN | P ENNARER,

4. (W) NTFHRZ , B UERERSAMENARFRENF. RE2R/EXN , A TEAHES
BRIEZABANERR. BXEZELR , BoRA (G RESRASER) PHHR AWS FIRAWSH M
R,

5 “EIENARRRN.

6. MREREMFBEBEO (BORTEEEENNARR ) , BEE ‘AT URNEENNARER
AppFabric #1TZ£E %,

MREHNARFRNAL , BN EAREATELEE —FZNARFENEEZNKINE R,

7. BULERESHBERPEMNNARFRESTHRAREFENTHE LEENARFER
B ‘BERE RARTENWNATEFE AppFabric IREER , MBREZINARBFNZ M
HEEEMK

8. TRETRTARHNNARFEIRE , SEET IKEHLHEIRS RREEMRE IR,

KRB RAHIR e HEBR S IR
Fa8 REN “BFE RTNARER HIREFRASH |, MM
WA AEFENXE6IE , 8 ERENTHNRETRIIR
AppFabric HFZ£ZR , & HEFEEUSEE, MR
REZIZNARER. HERMAEE , BRERS
EEANKERMNEEEOES
B, MREIMEMHERER ,
5l A 400 Bad Request
WEREED , BREMEEE
( flanFEF ID. EFH ID #
BEFNZES ) REMALR,
W REREFWAIZRNARFN
NMARFENR, BXESZE
B, W BERXENNAER.
HE BRI KW EERIERMAVRSERE RERREHBMATHATNA

AppFabric HFZ£ZE , T

ERIENARFRRENAE
FFEVEE,

BFERHMEEE , flmiE
FID, &/ i ID M iR
%HO
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REB RSB R PERR D IR
T ERRKK “ThE B RRRM RS R MRLFRDAFE , FRE
RRCHEENARFRNGE MARFNEHRIENA. B
OAuth T & K M RKEZER , FHHAENN
RAEF.

9. ERNEMNRAESF A6 FREFEEEIR1I S,

E3F  REFZHSRER

ENAEFRAETERTED—IMNARFRNE , BRETLNREFZATRIT ., F&HESREN
ERARERNEARFNERAES , FREFECATRRNE R ERMELR (OCSF), RE , EIRFH
BEZEHFA-NHZNER AWS, B BUEET Raw - JSON X H-1& % E B #r.

1. EFREARTEL , #FASRK I3, REFZATRIES , ERERRIRE,

® Note

EMRIZERE , BHEARBRERENHE (NAMNTFHEATEAR ) , —XERZSAN
REHEHERNNARFRNCIRIER, i, HEMNILSE S3 F##E= Amazon Data
Firehose B #E o

B UMNRERTEAERR , ZHEATNSMERFR, ZREAEL , SXETE
B—XEMTENER, ERIAEL , S5 TURERCIERRES, T HERIPRIER
B T E AR A,

2. WTRBENARFREN  ARZCRFHZASRINNARFREN. I TREEN  "NARFR
R THIIRPERNEFBMRE 2N ECIZNRAEF RN NAEFH AppFabric /7 &
o

3. TEAMEMRS  EBFMENAERFNTEZARRNER, BFRETNERET S S3- A 1E#
d., TI5% S3-FHEMERIT S# Data Firehose, HIRBIER T ZANHEF B, MEIERM B R
FNATFERNARERFZRUREL

4. EFEBWRE , SHAEMKEFER,

a. WREiEE Amazon S3 - MEFHBENBIR , MAT R ABRRIRE S3 FHEBHIRI. BX
{6l Amazon S3 FRBNEZ W , FS G E R H B 7.
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b. MREEEFE Amazon S3 - IEFHEEERN BIR , HRFEZEEMA Amazon S3 PRI B
Fho

c. MWMREIEE Amazon Data Firehose YEN B B9t , M Firehose &5 & ¥ N H 5l R P I1EEFE
BTN E . BXMABIE Amazon Data Firehose £ Hi RN E S | HSEEHH B
RIERE LS AppFabric FREM I REEE

5. WFEMAMBER  BALULRITEH A EFMH Raw-JSON, OCSF-JSON, OCSF ( Parqueti&
AFID# S3 744 ) . Raw-JSON = F irehose. OCSF-JSON

FEHRBEERNRENTZASHENREFFEHIRN JSON W, I TXLEN , OCSF ¥
ERN BN FZ B EBIEIRE AppFabric AFF A MEZ £ EHES (OCSF) £, BRU
{Al AppFabric £/ OCSF WEZER , BS T HMB LT 2R MHELR AWS AppFabric, BIX R 8
EFE-ERNFENBELEEHTHERR,. NREFMEAEHMERNEERE , WABELE
SEINGENERIEEHMIZEE R,

6. (Hit) MREHREEBMINFREL , BENSMEBKIRENEH. ERIRFAEENE , HiEF
HEEH. NTHE , EUNERERNFRMIFL. RERLR/EN , ATRIBEIEREL
BNRF. BXEZER , A (BERERATERM) RN AWS FIRAWSHIIFRE.

7. BEBRRERH.

BYRERINE , SFETHREATEER —FRENCQEZNKIER

8. Bt m LR AESKEERNRERH LERENRIRSHNERN B FRIVRE, ERE L , &AL
FIECEZNARFENNZNESEZ, BRANRIIRS. RERSHNEREH , KRREHRER
EEA, MREELTEH LERENARFENNESEH , WAUNEIZNARFERNEHAEE
RH , SEEREFASEENRS. RIERRSNES , RRBHREEBREBLTEIIRS.
MRNARFENERSNCEE , BRIBMRESNES , RANAEBHRERFZAET, NRN
RAERFRPRESHEN B RSN KBRS , RREESATRIRS , i F 2B EEFZE
B BBRENABRFRNAM , BZRIER 2, BERNNAEF.

9. TRERTARHIMARMAMENE RS , URETURBAMEEEMHEIRRSH HEDERRS
BRo

REBRS B 51 BA PR HERR P IR
Disabled (22 /) REEZARDRRENER ZuUUBEIERINAENE
E2H, ETRIFIRPIEREAXEH
=E
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EEEmE

RETRS B
EXK

B4L  ERAFBRTIE

- MR RR 2 B

REB RN AMRSRAER ZEBEXLERT , FHELS
B TESEZAE, flin, 2 S3 = Firehose Z#lA,
HIX RS AT RER B T 764

A=y

FAZLAFHEIR , R£M T EEAFA TR R TH QR B FHbHbut s TR £E %R
MNREEFEENF RS ENFAREF. AppFabric XA EEBTRAEENAFECHE BN
FEFLEENRE , XEFFZTREEEFIRERFZAFX SaaS NARFN R, WRKET
AP, AppFabric HTZ£ZR , SENARFHPREZAFVEEURNARFRAAFPRES (4
, Active ) (WIRMAREFRM ), AppFabric I TZ2EN BRNABRFSPFNMERNNARE
F, UREI AP ERG RN NARRSIR.

1. BEFRERARTEL , #FALR 4. ERAFBEIE  REERAF.
2. HEFHEMUFERS  BARAFNEFERERIL  RFERER,

3. HERERHD , EUNBIAFERGRNAERRNARFNIIR. BENABRFRERAF
MHERERS (W0F)  FERERER,

4. BREFEFHIAKIAFHES , REAFEIIEAUBRNNARF, TRERT AREHIA
BRER, HIRURNFERIX LR LRI ETE.

BRE
BAEAF

L

REBER B FERFE IR

AKEENTE,. WNRAEBFEENAEFR RKRERSEBRATHTNARRFRXEA

o

BEE , fIMAES D, B D MBS HE
8,

BENMTHEHE. WNABRFEENARFR RKERSEBRATHATNARRFRXEA

o

BEE , fIMAES D, B D MBS HE
£,
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EEEmE

BRER

BT ERMENTHE. ANRARFEENA
RN

AEEFENR. WNARFEZENRAREFR
o

B R #E F R TER

HTXRFRE , RONTEZRAARRAERF APl

BHNRARFERRS,

NMAEFEE T AEBARSSREIR

MAEFEE T MXEIR

BI T2 18 RER ST AL EE R

NMAEFIES T ERER.

NMAEFIEE T RS AT HEIR,

58

RIE R BRFERUS | OAuth RIF S8 %
. MBEHEZPREE  BRENARFY
SRWIENA, BEXTLEL , FSAZEN
SRR

RERBEBRMATATNARRFRROAR
BEE , Gl ID, FF U ID MEFIRE
o

RERBEBRMATATNHARRFRRNAR
RBIER , Gl ID, FF i ID MBS IRE
o

RERBEBRMATATNARERFRRNAR
BIER , Gl ID. FF i ID NEFIRE
o

XEMNNARFRIINEREE. BUNUKERE
AR B FERRE

XEMNNARFRINEREE. BUNERE
AR B FERE At

XEMNNARFRENEREE. BUNERE
AR B FERE At

XEMNNARFRINEIREE. BUNERE
AR B FERFE M ht

XREMNMEARFBREINEIRER. &2
MEBRZRERE T HRH,

XREMNMEARFBREINEIRER. &2
MEBR= R ERE TH 4,
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IR 5 : Connect AppFabric USRIV Z £ TEMEMBIRF N L 2HIE

kBN (RS ) MARFBRESEAZEFEM AppFabric Amazon

S3 IREBIEH 5 Firehose EHM T EFKRSA , @5, . Barracuda

XDR, . . DynatracelLogz.ioNetskopeNetWitnessRapid7Splunk, M&EZ £ TERENEE LR
FR, ENFREFBRAEL (R ) RARRFEIE AppFabric , BRBEIEMNTSER 1 B 3 #1T8E,
BXUIMEERELZLTIENRSNEZFMAEE , BSRARENEZE T EFERS,

AppFabric A TZ&EN , PXEFNNARER

AWS AppFabric 8 TZ£EN , THEEUTNAEFER. RBENARFNEN , THREXNMRE
L4 AppFabric UEEFIZNARFNEZER,

+ FiE1Password}y AppFabric
 BEiiEAsanay AppFabric
 FEi&EAzure Monitorl AppFabric

« BEiiEAtlassian Confluencel AppFabric
+ BtiEAtlassian Jira suite’3 AppFabric

« fitiEBox¥ AppFabric

+ FiECisco Duoy AppFabric

+ BEgiEDropboxJy AppFabric

» FiEGenesys CloudJ AppFabric

« EEGitHuby AppFabric

+ BLiEGoogle Analytics i AppFabric

 Hiti& Google Workspace 1 AppFabric
» BtiEHubSpot}y AppFabric

+ BELiEIBM Security® Verify’y AppFabric
» El&EJumpCloud}y AppFabric

« F Microsoft 365 Bt &y AppFabric
 ELiEMiro AppFabric

« FiEOkta)y AppFabric
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+ Bi&OneLogin by One Identityy AppFabric
+ Bti&PagerDutyy AppFabric

+ EiEPing Identity’y AppFabric
 Fi&ESalesforcey AppFabric

ﬂﬂ*ﬂ

+ Fi&EServiceNow 3 AppFabric

P

+ EiESingularity Cloud3 AppFabric
 BEEiESlack}y AppFabric

I_

2

a

+ EliESmartsheety AppFabric

2

» EiETerraform Cloud}y AppFabric
« BlEWebex by Ciscoi AppFabric
+ FlEZendesky AppFabric
 EiiEZoom¥H AppFabric

2

i & 1Password}y AppFabric

1PasswordR — R ZBEER , BB IAMEELKF AR, FENEABRZB, X UEE M
%ﬁ?)ﬁfi“\ﬂ’]?&ﬁ , REAHIUERE , HAFEEZERE,

AWS AppFabric H F&Z£Z/R , B UEARFER BN BEFNA P HIE1Password , FEHIBBIR AL
NFABMEZLELEELR (OCSF) #&3X , FH5dER L EI S £ 7464 RS (Amazon S3) FHEFED
I & #h i 3E Firehose o

F&
+ AppFabric % 1Password
« IEfE AppFabric i £ # 1Passwordlik /-

AppFabric X% 1Password
AppFabric XYk 80 A - E S M=% ® B & 1Password,
FRFH

AppFabric Z{F A& B S M K1/ B FrE ti1Password R ZFH B Wit |, BATHE R U TER :
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o WA EE RN TR 1PasswordBE W iR A MR IT TR, BEXEZELR |, 55 1Password Wik
B 1Password )Ml iR o

. fEH1Passwordlk T F A AEEEER BERANTEE., GXTLEL | HSH1Password KR
b e O BE4E

BRRHEEEEM

1Password AuditLog B4 API SiERR&IN B2 5 600 4 , B/ETHZ 30,000 1, B IX LR H <
REfEIR, BXEZEER , 55 “1PasswordE# 1Password APl & Rty APl EE R $,

FIFEARET B UENNRATRLIERZIA 30 248, XENARFRENTFZEAHERSH B
BRERMRENTABBRAN. T , XANEKRFRNETAEENL, WFEHE , BEHRR X5,

IE1E AppFabric &£ 1Password K

£ AppFabric R HRIEZRNARF SR , %0 AppFabricfE At TR 1Passworde BEERFNFIEN
{§ & 1Password AppFabric , i T S ERIE/E

BN A 1Passwordif 8] 5 i
1PasswordXHF A HEBF IR NMABRITE, TRUATETRUERDN AR RS,

1. BZFIBH 1Password Ko

ESMERPIERE S,

MREFENEER , BEEERK. BN, BHRET -5,

£ EBHRERER TEE “Hitt,

ERAMERTE L , MALNZEEENEHER (SIEM) REBF (B0 S AppFabric ecure )
ERNNER , ARERETHIEPTEATER,

o ok~ w N

a. RMET AppFabric REFREHRERNTEE .

b. TWNBWEE “SHERE THRIRPIEEFE KT, MRIEFRTEMEME , W7ESHARE
3 f51PasswordiE 5 k.,

c. T ‘ERENSEH o , EBEZFZRA A, DNEERAEHNTZES,
7. EBERITRBUBIERT,
8. &R “RRTFET 1Password HAEZRUTHEK,
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a. MEANBREENRENSHEHENESR,
b. 7 “ERXHE" TIEE FhE"
c. ERRE.

BXEZEER |, E5@1Password®M it EH “I1Password =S4k &E A7

Rz A2 FF R X
MRS

AppFabric FEREHIHEF ID, RHIFAF ID AppFabric F2&E/M 1Password & Fititit, SERUATEEH
DEHREHNFES 1D,

1. BRIEH 1Password K,

2. ESmERP | ERRE.

3. TELIIETEN1PasswordB&RELE. I , e xample- account.1password.com,

H/E A

W AFRIR LM —1Password/B 48 B B #. AppFabric R & HRIRC N AR FENAES NARE
R A TR E

AR S5 K 7 5 B

B >k B RS 1k 5 8 1Password [R5 itk 5 5 B gt A AppFabric 1Password N AR F RN, U0
REBESERSKFSE , BERAUTIRAUE -

AppFabric FHERBRFKS T, PHIRSKS T AppFabricRESIZI M AL RS, 1 1Pas
sword [JF TR AT HZRUERN AT T

1. EHRZHER.

EE AR

ERKFEELS

EERIE,

g EEREEFE

EERT AR

I
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FEFEX

AppFabric £/ ID, AR EHABRSK S TRERCENARFREN, ARGI1EEFE Connect LUBUE
L)

B EAsana’y AppFabric

Asana B — M ITEEEF A , AFEBNA, HARRMARDETE , &E B BES I EBRESRIT,
CRETEWMNESRE , SMABTUEEFDE, MEMDE, EB) Asana , EIBA AT LA x 8L
STEESI—MbA , IHETRITEEMLHI |, ZaemaiHE.

AWS AppFabric H FZ£ZR | SR UEARFEZR BN BEMAFHEAsana , HHEFRELRFF
HMMEREEIESR (OCSF) KX |, HHFEHIEH L 2L S # E 2 F#RS (Amazon S3) FHEMRIL Y
EEIE Firehose o

F&

« AppFabric ¥ Asana

- 1EFE AppFabric & & Asanallk F~

AppFabric % #F Asana
AppFabric Z#F#EKk BN A FEEME & HEAsana,
FoREM

AppFabric EFE AN &% B EN XN BicftiAsanaZl X FW B Mty , BUTURRUATER ¢

o BATIHEESG Asana WK, BREIEBHARE Asana ULKFIWEZEER |, 55 H# Asana
Mk £/ Asana Al K~

o &M Asana IKFHR XM EEEBREBRACHAF.,. BEXACNEZEER |, 58 Asana Mtk
B Asana FHEEB A MEREER AR,

BRREEEEM

Asana XI Asana API HEINEZRR#], Hx Asana AP| EXRR&EIMNEZEL |, i§S 1 Asana FRXAR
IErEM L ERIRER S|, R AppFabric MlEHN I BEAsanaN ABRFNASELRE , NEREFWF
¥ B & AppFabric ATRERIER,
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ﬁi‘l‘?#ﬁLE‘JEﬁﬁEE’JHTI‘ﬂT“ éLiE,%i_ 30 7. XRNABRFRHENFTFESHLEESNRD
HHFEERMREOTBLERAR. T TMEJ”&F*&MJ&?‘TQEMO WMFERB , FBRR XF

IEfE AppFabric EZ &K Asanallk

£ AppFabric RS HEIZNARFBE , &0 AppFabricfE At TN Asana, EEERBNFIENEE
Asana AppFabric , iIHRU T SRR,

R A2 FF R 1%
B RS

AppFabric fiEREWFEF ID. FHFEF ID AppFabric FEHR# R ID Asana, BEHKI ID |, HRR
Asana I F&H LB AT 5 B B TR E

1. ERENKFMABRLG  REEREEREFA

2. RBERRE.

3. FRFEFRE,

4. JFreEDAFRHIE ID A F AppFabric 37 ID BRE AR,

H/ A

AR LM —AsanatB RN B #F. AppFabric FABEFBMRFICNAREFERXIBESNARFRN
gelk=4: DR S EIE )

S ey
BATIRAE R BIRS kS AsanafR Stk 5 S et A AppFabric AsanaRl AREF RN, MREES
BERSKF T BEAUTSRAUE -

1. EERFKF, |, B1RR Asana ML ERI RS K- R EYE BB TR 4E,
2. BXREEMNIBRSKFREN , BEHHERERNRS K, T EEZISH S,

3. MRBERFSHZEIRATAMBSKSTE , W AFRBENRSKS |, ERFTHTEFRT
®RFo
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Bt & Azure Monitor’y AppFabric

Azure Monitor2 —REEMWEEBRAR , ATWE, 2RISR B =is M2t PRE 1) I 2 53R,
& 0] LAE FH Azure Monitor R ARE RS N AREF MRS o] AEMtERE, S BB T 8N F
BFEOME , AR FEFHNURESF N NN RSEES,

Azure Monitori5Z /™ Azure FIE Azure iTFMBFIWENRERBEREENENAHNEE, ©F
HiE#EBRARELAY H—HAEATEFERA , XETEFLUXE, 247, AP and/or Rk
o RUTTLAER E MM FMIEMETE, Azure MonitorsE3l BER—FFEA AR |, AIRHXNTHAE
FEHHNEE, FHEEITEENRRMAMHENHE LN AR B2 RKBWEL,

AWS AppFabric H F&Z2EZ R , B ERARTRZK BN BEFMAF#HIEAzure Monitor , FFEIER &
LR FRMBELRLRIELR (OCSF) & |, HHHEHHBL DB E R FM RS (Amazon S3) 171 1
L S #h B E Firehose o

FH

« AppFabric X Azure Monitor

- 1E7E AppFabric #E &/ Azure Monitorlik /2

AppFabric X #r Azure Monitor

AppFabric A& M LT Azure Monitor RS AFEEMTEZEE

* Azure Monitor
* APl Management
* Microsoft Sentinel

» Security Center

FRFM

AppFabric EF A& #% B EMN X0 B FrE HiAzure MonitorBI XFMW B Mt |, BUTHERUTE
X

- BEERE N LLERIL S pay-as-you-goi] FEIMicrosoft Azurettk F o
« EAOEERITRFEERIZIT AP HNEH,
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BREREEEEM

Azure Monitor IR HiERNZ £ F& ( ARSI NARER ) URITEH ID /- ID feinERFRREH, Bx
Azure Monitor AP EERRFINEZEL |, ESEAzure MonitorFF £ &ML LK “7 i Azure Resource
Manager 2RI R & K"

T EHRET B ERN R ATRELIER 2K 30 2%, XRNABRFRUNTFREBLHERENED
BREERMRMNTALERAR. A3, XTNEKSRINFITEESL, MEHL , FHR XK.

iE7E AppFabric 2% 89 Azure Monitorlik /=

£ AppFabric RS HEIENARFEE , % AppFabricfiE i 1T R Azure Monitor, BE R RINFT
FE KIS B Azure Monitor AppFabric , EEHA LT HE,

B2 OAuth NAEF

AppFabric 5Azure MonitorfE A K OAuth2, EFEF A2 OAuth2 R ARRF , BEHIAT ZEAzure
Monitor :

1. SMEIMicrosoft Azurel ]~ Ik H & Fo
S 2 Microsoft EntralD,
EF NARFEMR
T FOEM
BMAEFIHAR , FlaAzure Monitor OAUthE F i, X2 EEMBARFHN B .
B “XIHKFEE RRRER “BHEF,
NTEEM URI, &HF Web EAFEARMEER URl, EALTHRIAENEER URI :

N o g &~ DN

https://<region>.console.aws.amazon.com/appfabric/oauth2

Ziit A <region>REBEHFE B AppFabric NARF KRB, AWS X flin | EEFRE
( BERIEMILER ) KRB A us-east-1, X FiZXE , EXER URL 7 https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

BRI AF#THORIERE , 50RIEESRFLERRMAN UR, IERBLERTES  UEH
LEHR , BERASHEORIESRBFE—NME,
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BFRIEWKS |, RFIEFE RV LL#E AppFabric X,

i & Atlassian Confluencel AppFabric

E—NMbH AR, MEMEERE I, Confluence B —MHARIEX , AIRMIMEEXEIC, 3
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MINAE Atlassian Confluence API B F& FAtlassian ConfluencefVA S B HRE] , NS REP TR
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FEEONARR Zi , &F “0l2 , OAuth 2.0 £/

EEMSMERPEENR , R/F1EE Confluence API ZU R RN,

FELBUET , &FEEAF, (read:confluence-user),

ERMEET , RFEEFFITER (read:audit-1log: confluence),
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1

2

3. EEFATIEER OAuth A TEF AppFabric.
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ERRBESTEM
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4. RWANRERFAMMNER,

Box 34


https://www.box.com/pricing
https://developer.box.com/guides/events/enterprise-events/for-enterprise/
https://support.box.com/hc/en-us/articles/360043697154-Two-Factor-Authentication-Set-Up-for-Your-Account
https://developer.box.com/guides/api-calls/permissions-and-errors/rate-limits/#per-api-rate-limits
https://aws.amazon.com/contact-us/
https://developer.box.com/guides/authentication/client-credentials/client-credentials-setup/
https://app.box.com/developers/console

AWS AppFabric EEER

5. M “BRY THRIIRFPIERE “EK

a. MEKBI" THIIRFER T2580°
b. % AAWS AppFabric Secure EEESWMMNNIBRFEER ? XAIE,
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R S EIE Firehose o

£
« AppFabric ¥ Cisco Duo
« Connect AppFabric E|#REICisco Duolik
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1. SfMEl “Cisco DuoB 2 7 & %" I HEHE %K.
2. SME‘NARR , ARER ‘RIPRABEF.
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ENAERFEEREL , FEER URIs FERFPRMNKALULTHEIAA OAuth2 EXE M URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2
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2. HEMRAREZHNRARERF AppFabric.

3. ENARFEENENRSHSPRIEINAEFILR.,

4. HEM BB FEBHH A Dropbox R TR #Y B TR F 248 AppFabrico

REERAN
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2. EEMSMERSD K EEFTRARRE,

3. HEEMSMBEEPIEROAUth NAEF.
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EHOIENARRFRING AppFabric , ZBFIREI—/NGitHUb A TH AR HED ., E4tHE
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Google Analytics OAuth M AT |, EFHERFIAE,

ERRBESZEM

Google Analytics X Google Analytics API fetliEZERH|, B3 Google Analytics API IR R I #) E
%55 , B2 Google Analytics ( 247 ) Mt EHRFIAE ., 205 AppFabric SEIAM Google
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NAPFRBERRE,
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AppFabric M EREREEFF K ID., BEEREN B ID , BRUATSRIEE :
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a. EMMARRF , H#ER Auth SEE AT LG REIZR APl , REST API 88427 now/table , HTTP 73
EN GET , R BIFRR.
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REST APl Auth Scope F F -
MNew record -
* Mame | Tablefead Application  Glabal |
Active ﬂ # Auth Scope | TableRead ], | i
4 REST APl | Table API S Apply auth scope
to all http methods
REST AP PATH  naw/table inthis AP

Apply auth scope [
toall versions in
this AP

HTTP Method | GET b

Apply auth scope E
Lo all resources in
this AP

b. ERERNRBE,
c. MEARNKBEXTIEE T,
2. EAUATHRIAWEEM URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL H<region>REEHEPEE AppFabric RARBFEHNAB. AWS XiF flin , EER
B (BERLMILE ) KIFMHABNA us-east-1, W TFXF , EXM URL 7 https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

NMARFRN

HPREsS

AppFabric f$iER#F ID, REIFEF ID AppFabric 2EHIKHIBZFR, &0 LATE R Y5 8549 1t 12 AR 3R F
#F ID, Hl0 , example LA URL https://example.service-now.com FHFEF ID,

H A

W APRIR L ME —ServiceNow/A R & #r. AppFabric fEREF BRI AR FENMNES N A
2 R 01 2 B T BR BN

E iR ID
AppFabric FERE iR ID, HEBIAT L ERIE ServiceNow REHREBIWEF % ID,

1. 5%l ServiceNow 4|5 .
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2. &E “RE OAuth , AFER “MARFEMRKR BT+,

3. ERENNARER.

4, I B ID” FEFHA OAuth RBEZEFHE % ID AppFabric.

B imEH
AppFabric FiEREF B, AU TSR ServiceNow FEREHE FimE 40,

1. SM#E ServiceNow #EH| A,

2. IEE “RE OAuth , REER “NARFIMER U+,

3. EREHMNARR.

4, EWBFPHIESF FEDHA OAuth NARFFHE %40 AppFabric,

HEER AN

ERBIER ARG AppFabric , B4R E|—4 ServiceNowFA THUERNABEEHBE O, %EF L
1 LAt #E AppFabric 31X,

g & Singularity Cloudy AppFabric

Z&Singularity Cloud¥ & AR BRI EE MM ERRZMARINNEND . HIRBEMNHATERFE
SHMEHNEENEXY REIKREFRNRT , FIAREINIREME R4

BRI LA AWS AppFabric #IW3k B By it B &M A P ##ESingularity Cloud |, FEIEREL TR
MELLRIELR (OCSF) KX , AEFHHREHHIL S HELFHRS (Amazon S3) FEBHLD
EBIE Firehose Fio

® Note

Singularity Cloud R 7£ & & FSingularity Cloudi 7[5 = RET5 8] 3084, Et , BT EEE8E
$E£ B A& Singularity Cloud 3 #4741 #9 3T #4,

TR
- AppFabric X% Singularity Cloud
- IE1E AppFabric E# &8 Singularity Cloudik /2
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AppFabric X Singularity Cloud

AppFabric ¥ k B 1 A F 8 S M % #&% B &Singularity Cloud,
EREMH

AppFabric 2 A H &% A EMN X FH B Fr& fSingularity Cloud I # 89 B #9ith , &Y Singularity
Cloudik P AMEEEE R A, BX Singularity Cloud AP IBERFINEZEL | BEFEN
Singularity Cloud Ik /= , JE XL HERAE,

BRERFEZFM

Singularity Cloud X Singularity Cloud API #EIIEZER &, &< Singularity Cloud API BERHHNE %
EB | BEBRFEM Singularity Cloud IKF |, X8 X#4E D , ABFIER AP ERRH,

AR TIFREHERRS 30 28 TEEEENE, XRNARFRENTFREALERR AR
BREREXMEEWTAFERAIR, AN , XTUEKFRIHITEENL. MEREE , THRR 5.
IE7E AppFabric & /Y Singularity Cloudlik /2

£ AppFabric REHRIEBNARFERE , 4 AppFabricfiE B i# 17X Singularity Cloud, E&E &
FrEE#Y{E & Singularity Cloud AppFabric , IR T SERIBHE,

B A2 APl T & Singularity Cloud

TR TSRUGZERS AP KRB API Th, APl TEASKEREFENIZSE F /PS8 Fapt
bk,

(@ Note
ERS AP APl SRRz aIsc /5 , SI2% AP RE RS AP SEREGTR API A2,

B FIH Singularity Cloud K

ERE TEES , EF AP, RARER “RSAF

RFE BRE REER CIEFRSAF

EOIEFMRSAS TP, MARSAFHKE. FAMNRE B,
ERET—%,

£ EFRFESEE BoF , EFEEE.

o a0 kA W N~
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o ERKFERTEERS.
- RRERMAEFZBAEHNIKS,

7. %32 Create User,

APl THEEK, RIF—1TEAQ , ERTHEFRE , FEF—FER , EIXRERE—XA L
EETH,

8. (Hit)EEEH API THEAREFREZENME.

9. IEEXM,

R A2 FF R 1%
HPRS

AppFabric FEREWIAF ID, HEYFAF ID AppFabric N 2EE F RSB Sentinel One M 3 ith 11t B F
=, i, mREFEHZexample-company-1.sentinelone. netibiit & FSingularity Cloudik
P, W&EFEF ID Nexample-company-1o

HPE A

1 APRIR L IE — Singularity CloudB 42 & #. AppFabric A & #MRARIC N AREFBRNAES M
AR F R 2T AR,

ARSSIK 7 5 B

FERSIERAIER N 82 APl ©12 Singularity CloudB 2R ERERN T, MRERETSERRTE
ERESE MBS BERXRTHEN T RRER — NS,

® Note

MREXEHF®HERTE Singularity Cloud # &l & 4B T #T AppFabric By API 5 | 32 EX
HEL, MRREXTER , BFEZEAHN API SEEHNARFEN , MREFHK A LR
B,

B¢ E SlackJy AppFabric

Slack EMRILAMNN THEEZTERE, ERR. EEFAN. ERFEFQANEFTHIFE  BEE
RBAFLRETMANED , TULTHEBRNAMALE | EARELE M TENRERRNSS
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MRS M. £ Salesforce B —#p% , Slack #RE K 2 Salesforce Customer 360 & |, T2
SHE., RENEHEMNIERR, ETHRESEEHTHRETEMEA Slack , G slack .com.

AWS AppFabric HTFZ£ZR , B UFERAXRTRK BN BEMAFHIESIack , HEBIEFREL TR
P& L2 ZRFIMELR (OCSF) &= |, T 5E 2L 5% & £ 776 IRSS (Amazon S3) F L 5 #h
B4E Firehose o

F
- AppFabric X # Slack
« 1E7E AppFabric & &1 Slack ik F°

AppFabric X% Slack

AppFabric R B # A FE 2 M= & B ESlack,

FRGFM

AppFabric AT AENZHFN B iR mSlackB X FNENH , BATUHREATER .

- WA AE Slack B9 Enterprise Grid itXkl, BXEZER , HSHE T Slack Enterprise Grid ( 2 F
Slack Mt £ )

. BHIRE—NEFALAREEACHAFESLN Slack K, BEXABNEZER |, B Slack W
vh £ 2% Slack By O\YSlack PRV AEEE,

BRERFEZFM

Slack 3 Slack API #EEZRR 4], A< Slack APl EER&IMNEZEL |, IH1E Slack Wi -5
51 (Slack AP| ) FHIERIES|, R AppFabric MEKIA Slack APl ARFNAESBY
BR& , MEREPHEFHEE AppFabric ATEER IR

T EHRET BRI ER B ATEEL IR S 30 2%, XRNABRFRHUNTFRELAERENED
BREERMRDNTALERAR. A2, XUTNEKSRINFITEESL, MEHE , FHRR XK.

IETE AppFabric iE#&H Slacklk -

£ AppFabric RS HSIZNARFERE , 49 AppFabricff At 17#% X Slacke. EEXBZNMENEE
Slack AppFabric , IEERU T T,
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B2 OAuth NAEF

AppFabric 5Slackf# FI£ K OAuth, BF A EA LB OAuth AR : FRANARFEFERIML
Fih. BEEFSOIE OAuth R AREFSlack , HEAU TSR,

Using an app manifest

1. HEENXEIRPSMEB Slack AEFEELH,
2. ERCIEFHNNARERF.

3. EERKANARERFE,

4. EBREHHFBNH THEZEE AppFabric.

5

FETHFEARAEFRFERES |, 2 JSON , AEHINE JSON B A UTH
Bo. <region>B¥NHERE AWS X8 (0, us-east-1),

{

"display_information": {
"name": "AppFabric"

.

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

.

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}

6. MEXEFEERERNHEEFFFREFEF K ID MEFRHH,

7. XF auditlLogs:read Bl , BXTERANARFN AT K. BXEZELE , E5H
Slack Mt L8 G AT 9 Ko
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AWS AppFabric

EEEmE

From scratch

1.

2
3
4.
5

EOZNAEFRBRERENLTTBR,
HNIENNRARFGEFERTHEX,

MEXREENHERHREES I ID MEFIHEZER.

£ “OAuth MXFR” WHE L , EF “BITHERXASRTELL” R,
£ “OAuth MXPR” TUHERKY “EE M URLs” #2048 3NAY URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS X1 Fi<region>2 B EHPEE AppFabric B AEFSIHIKB. Hla,
EZERI (HHFRWMILE ) KEMARIBA us-east-1, N TFZXHE , EEME URL I
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

MF auditlLogs:read Bl , BXTEANARENLAF D K. BXEZEER , B5H
Slack Wik EWE A LT 9 Ko

el

® Note

(RS 3 MK T IR OAuth RIFIRFRET | e¥B0 S BA. MBRLILBEA NARFH
EROBA ARSI, R,

M E N AR FRY “OAuth MAXER” TWE LA T B P 5 #Slack OAuthSE/

* auditlogs:read

 users:read.email

e users:read

R TR R

B RS

AppFabric FEREHIHEF ID, FHIFAF ID AppFabric &K Slack TEZEE ID. EIREUEHFEF
ID , &R R Slack M4 L#Y Slack #BY UM ZNEH Slack URL RV BA1TIRE. EH Slack T
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M BER

] AFRIRIEHISlack TEZEE ID B Fre AppFabricfE A BMRIRCNARFENARES N AR
Fr 12 R 01 22 Y R A SR EX

EFu% ID
AppFabric ¥ M#&E#Slack OAUthRI AEFFIEREFis ID. EERE I ID , BRUATIRERE

1. EEHNEERPSME Slack NAEFEERME,
2. ERSE—EMERAN OAuth B AR AppFabric.
3. EEXNMEE WEM “FFWm ID” RS AR in ID AppFabrice

B P inE4H
AppFabric FM&E# Slack OAUthRIAREFFIEREFRZH. EERTFAHES , FRUTSRE
£ -

1. BEERNEEFPSME Slack NAEFEE R,
2. EBREZHAEMERARN OAuth B AT F AppFabrice
3. EEXEE TEMN ‘BFVEA ZERY@AZF YL AppFabrice

RN

AR AREFIRNG AppFabric , ZFUEI— 1 Slack A TH ARV BEEEQD, Eit#E
AppFabric 1Y , HE&&E 1T,

Bl & Smartsheet’y AppFabric

Smartsheet E— MNTEEBE A , HBZBEEBNE L FHEI/E., ARMMEAR, Smartsheet 2T
— AR FKINEE |, FENMAMEERINE, Bt TEREHAINERELNEBRRER , NTE
REFZEEMENEN B R CHERE,

AWS AppFabric H FZ£ZR , B UFERAXRTHK BN BEFN AP BIESmartsheet , FFEITEIRAL
NFABME L2 LEELR (OCSF) #&3% , FH5dEH L2 52 £ 17464 BRSS (Amazon S3) F#EFEE
I I, #h Bk 3& Firehose o
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- IE1E AppFabric i # &8 Smartsheetlk /-

AppFabric X% Smartsheet

AppFabric X ##ZWk B 8 A FE B F % #&% B HESmartsheet,
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AppFabric 2 E& A SN0 B FrkSmartsheetEI X IFH B Mth |, BATUHRUTER :

o WA Smartsheet B, BAHERKF . MBIFM T EMMA IR F R Smartsheet IKF |
H2 % Smartsheet M4 £ Smartsheet EHM 8 Smartsheet i {4 7o

o AR Smartsheet 7 & A & EMHRIE

BREREEEEM

Smartsheet X Smartsheet AP| KRR &, WMEEH T ## Smartsheet AP ERRHF| |, FSH
Smartsheet M5 E {Smartsheet APl &) By ERZERE,

T EHRET B ERN R ATELIERZE 30 2%, XRNARFRUNTFREBLAERENED
BREERMRDOTLERAR. A3, XTNEKSRINFITEESL, MEHL , FHR XK.

IE7E AppFabric &£ K Smartsheetlk

£ AppFabric REHeIZNBARRFEE , 40 AppFabricfE At 1T#% X Smartsheet, BEEHRFNFIE
#9158 Smartsheet AppFabric , BT S BIRHE,

B2 OAuth NAEF

AppFabric 5Smartsheetff £ K OAuth, EEH |2 OAuthN AFEFSmartsheet , BRI T L REE
£ -

1. SMZE/E Smartsheet IKFFHFAXARIE,
2. MARKARIEREPERAEHFNARER.
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3. HUlZBFWNAREFRFLEEMERAFTR,
4. ANRAERF URL MNABRFRRAAN/XFARERESH—E.
5. EANATHRAMNEED URLENNARFEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF HFi<region>R2EEHPEE AppFabric RAREF3SHNARB, flwm , XEXR
I (BEERILMILER ) KIGMWABR us-east-1, XN FiZXE , EEM URL K https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. EEERRF
7. EHEREFRRARFES R ID MNARFALR.

PSS

Smartsheet E3R &7 OAuth BLE BB RINEMAE., AppFabric FFEXT&# Smartsheetlk F~ By =X
BERBPBFEBRUTER :

* READ_EVENTS
* READ_USERS

R AR &R

B Es

AppFabric FEREHIEF ID, FHIFEAF ID AppFabric & Smartsheetl F ID,
=B

AppFabric Y$EREWIEF ID. i AE{a 7] LA — i #RIR R Smartsheet i B
P ID

AppFabric FERZEHEFiK ID. FHEF 4 ID AppFabric 2 Smartsheet AfEFEF % 1D,
E7E Smartsheet FEREHNARFE iR ID , BRERUATTSRIRE -

1. SMZEE Smartsheet KPP FXARITE,
2. EEBREAREEN OAuth R FTEF AppFabric,
3. ENARFEENXH REWN FFhEID FERYHMANARFEZEF G ID AppFabric.
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B iRES

AppFabric FERENEFVEH. PNEFIRZE AppFabric 2 SmartsheetN ARZFZEH, E
£ Smartsheet FEXRN AR , BERAUTIR :

1. SMEE Smartsheet IKFFWF EXARTE,

2. EFRIEFREEN OAuth R FAER AppFabric.

3. HENARFIEXH REWN ‘BEREHA FERPRMARARERZES AppFabric.

REERX

EHelZNARERFRG AppFabric , F I E — /N Smartsheet A THUERNH EHE O, EH#tE
AppFabric &1 , BER LT,

Bt & Terraform Cloudy AppFabric

HashiCorp Terraform Cloud2tt R L ERR ZHWZ =B E= M. ZTerraformESRSHAE 3,000 %
MNMEERE, 14,000 MERM 2.5 Z X T&E. Terraform Cloud2 HZ IR KA B X Terraform , ©HAM
WAR, BARRFMESEKRLIWRETEEMER ECEZMIMEUREERZS, SNMZERSNETEN—
o

AWS AppFabric I 7T &N , B LAEREKRENFITBEMAF B#ETerraform Cloud |, F##E
AL TR ZRZ LR IHELR (OCSF) &3 , REFEHEH LB S £ F6# RS (Amazon S3)
FHAFRIL S EIE Firehose Fo

=3

- AppFabric X% Terraform Cloud

- IE7E AppFabric E#Z &K Terraform Cloudlk F°

AppFabric X #F Terraform Cloud
AppFabric Z#F#E Wk B 1A FE B M & & B ETerraform Cloud,
FREZ M

AppFabric EF R #E#& B EMNZIEH BirEfiTerraform CloudEIZ W B |, BATHEUTE
X
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- BHEE&KBE , B }JﬁﬁTerraform Cloudi8salREBH B RALMAEE., BXTerraform
CloudEEMEZELE , S HashiCorp TerraformM 4 B TerraformE#1o

« TBD F#& BEA{E i ZTerraform Cloud I Z2HAELFE A,

BREREEEEM

Terraform Cloud X% Terraform Cloud API #etNiERR &, H>< Terraform Cloud APl BERGNEZE
B, {5 @A Terraform Cloud™ i Terraform Cloud F X E BB EMIZE R API FERRE, MMREHMN
A AP| BRI F AppFabric MK A Terraform Cloud API Bi A2 F Terraform Cloud#94H &8 R
# , NEREPHFRB LR AppFabric ATBERTER,

ﬁi‘l‘?#?yﬁLi‘JEﬁﬁ%E’Jﬁ'}l‘ﬂT“ %Li&%i_ 30 7. XRNABRFRHENTFESHLEESNRD
BFEERMREOTBLERAR. T TMEJ”&F*&nUJ&ﬁQEMO WMFERBY , FBRR XF

IE7E AppFabric EZ & # Terraform Cloudlk

£ AppFabric REFRIENARFERE , 4 AppFabricfi B3t T X Terraform Cloud. E&E#HEN
FTEERY{S B Terraform Cloud AppFabric , &R T S BRIEE.

BIEALN APl T2

AppFabric HTerraform CloudfE AR APl TSR . BxTerraform Cloud4A4R API TN EZ(E
B, BSAAL AP 5, E0IBAL  BRRUBALTHNRARTERE, EEFCIELALAPIT
ﬂETerraform Cloud , & EFEJ«XT*/F%Q

1. SME Terraform Cloud & & W HE # & %,

2. EEMERLERARD, RE , AFIEE API T,

3. EHLATE T, &R 0IBALTE , ARER “ERTH,
4. (W& ) MATHENIEEPERE , ReIEK IS,
5

EFARTETE, BEREFERX AppFabricco NREEREFTHEZBIXARE , WAFHOHR
TR GE T,

Terraform Cloud 93


https://www.hashicorp.com/products/terraform/pricing?ajs_aid=33c212cb-664b-45d6-aee8-d3791e90a893&product_intent=terraform
https://developer.hashicorp.com/terraform/enterprise/application-administration/general#api-rate-limiting
https://developer.hashicorp.com/terraform/enterprise/application-administration/general#api-rate-limiting
https://aws.amazon.com/contact-us/
https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/api-tokens
https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/organizations#creating-organizations
https://app.terraform.io/session

AWS AppFabric EEER

BI T2 R

HP RS

AppFabric &R/ ID, &Kk HFEF ID & Terraform Cloud F Y 4 F14H 42 URL, &AILLUEN
B FEWTerraform Cloud AR HEHIHFTAIALR URL REFFILEE. P ID NRATIENZ— :

https://app.terraform.io/app/organization_URL

H/E A

f APRIR UL ME —Terraform CloudB 4R B E ¥, AppFabric £ FAFEF & #MRAric N ARF RNFES &
FREF RSB 5RE,

AR S5 7 5 b

AppFabric FiERENRF S ThE. PHRSIKS S AppFabric REEHGIENALR API TG
BAL APl TR,

Bl EWebex by Ciscoy AppFabric

Cisco R N BB WIREHZ hHE RTINS KNS E, Cisco BIEBLENWNARRF. RIPEHBUE.
WEENEEAL R N ENEARAE , SR EBBHENARK , NTHLFTES,

XF Webex by Cisco

Webex 2E T =WIMERRA RNV LRER , ZBRAFRTFEAMLIN, BiF, HE, ., B/
RIS EERF R (MBRE RO ) MERADEIRSZ, Webex TETRESEUIMMERER | XHES T 0I5,
FAAISBENMNB[EIRERHBIE, B, MANERRERERESER, HBERFRKETEL L
TTRRELEMMEEFA. Webex IS RAFENELNEF= HNARFESERA—ES 2 —NARF
MAERMGF. BXEZEL , HSH webex.com,

AWS AppFabric HF&Z£ER , BRI UEARFTZK BN BEMA S BIEWebex , FHTBERAL AT
MR L RIESR (OCSF) B |, HFEIEH L 2L 5# # £ F# RS (Amazon S3) FEBRL S
EEHE Firehose o

F&

* AppFabric 33 Webex

- IE7E AppFabric EZE &K Webex ik -
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AppFabric X% Webex

AppFabric Z#F#Wk B A FEE M & & HEWebex.
FREM
AppFabric EERF T AENZ N B irEWebexBI X HH B Mt , BUTUHERATER :

o BAE REBETR. 2B, ERTNHESRNITN. WEFATHNFAESARIER
Webex it RIS H | ESH Webex MG EWebexFfi g hEERI EH o

- BEK P AIIRAE Pro Pack ¥ AIUES 8514 R BRI A RlIR M T2 FITE# AuditLog APIs.

- BUNEBEERALERR > Z2EBRACNAF,

- BN T2 EEREANERRAACERESNERAENEILT,

BRERBEZFED

Webex X Webex AP| e tNiRZER$], T FM 7 Webex API BR[| | i5ZS R Webex M5 E
Webex FF & A RIEERMPRIEERRT], MREHINE API MNATRERF AppFabric F1IEHILAE Webex API
NARFHNASEISRS , NEREFNFRZBE AppFabric ATRESHER,

T EHRET B EN R ATEELIER S 30 2%, XRNABRFRUNEREHIERENED
BRERT RO EREAR. A, XANEKFRII#TEENL, MFERBB , THRR &

IE1£ AppFabric E#&F Webexk

£ AppFabric RS HFRIENFAEFSE , 490 AppFabricff A TR N Webex, BEERRNFIENE
B Webex AppFabric , R T L EREE,

812 OAuth MR
AppFabric EWebex{E A& K OAuth, EEH 8122 CAuthR AEFWebex , BRUTSRIEE

1. BB (WebexFTREER) B "SR EN TEHE EMENER" o PEY U HRITERE.
2. FEANUTHRIMEERD URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2
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east-1.console.aws.amazon.com/appfabric/oauth2,

FTELE
SRS LA TR SE DA I E & By Webex OAuth AfEFH

* spark-compliance:events_read
* audit:events_read

* spark-admin:people_read

RN
HP RS

AppFabric &R EMFEF ID, FEFEF ID AppFabric 28 WebextH 4 ID, H1E T AN E K I
Webex A48 ID , 55 % Webex #BBIH /O MILHI7E CiscoWebex Control Hub FRE&EHERILE L 1D,

H/ A

il APRIR L IE —Webex3K Bl & #1o  AppFabricfE FI 18 /= & #RRAR1C B A 12 RARALE S B A 2 7 R4
IRV EMEREL

&P ID

AppFabric fFERZEHWebexE i ID. BEEREMN Webex 3 ID |, HRUTSRIBE -

1. BFREMWebexitk F , kS https://developer.webex.com,

2. ERLAEFRRHLE,

3. EEREKM Webex NARERF.

4. EBRIEBFERM OAuth2 R AR AppFabric.
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"Name": "message",
"Type": "string"
},
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
I
{
"Name": "status",
"Type": "string"
I
{
"Name": "time",
"Type": "bigint"
I
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string,type:string,uid:string,type_id:int,risk_level
},
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
I
{
"Name": "severity",
"Type": "string"
I
{
"Name": "duration",
"Type": "int"
I
{
"Name": "type_name",
"Type": "string"
I
{
"Name": "activity_id",
"Type": "int"
I
{

"Name": "type_uid",
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"Type": "int"
I
{
"Name": "observables",
"Type": "array<struct<name:string, type:string, type_id:int,value:string>>"
I
{
"Name": "category_name",
"Type": "string"
I
{
"Name": "class_uid",
"Type": "int"
I
{
"Name": "category_uid",
"Type": "int"
I
{
"Name": "class_name",
"Type": "string"
I
{
"Name": "timezone_offset",
"Type": "int"
I
{
"Name": "end_time",
"Type": "bigint"
I
{
"Name": "activity_name",
"Type": "string"
I
{
"Name": "cloud",
"Type":
"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,
},
{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"
},
{
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"Name": "query_result",
"Type": "string"
},
{
"Name": "query_result_id",
"Type": "int"
},
{
"Name": "severity_id",
"Type": "int"
},
{
"Name": "status_code",
"Type": "string"
},
{
"Name": "status_detail",
"Type": "string"
},
{
"Name": "status_id",
"Type": "int"
},
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string,hostname:string,mac:string, type_id:int,ip:string>>"
I
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
},
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
I
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
},
{
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"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
},
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
3,
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{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
I
{
"Name": "auth_type_id",
"Type": "int"
I
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
I
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "auth_type",
"Type": "string"
},
{
"Name": "firewall_rule",
"Type": "struct<version:string,uid:string>"
},
{
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"Name": "proxy_connection_info",
IlTypell :

"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"

iy
{

"Name": "connection_info",

"Type": "struct<direction:string,direction_id:int>"
IlNamell: Ilapill’

IlTypell :

"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc

}I
{

"Name": "attacks",
IlTypell :

"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc

iy
{

"Name": "raw_data",
"Type": "string"

"Name": "email_uid",
IlTypell: Ilstringll

"Name": "malware",
IlTypell :

"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays

}I
{

"Name": "start_time_dt",
"Type": "string"

"Name": "direction",
"Type": "string"

"Name": "smtp_hello",
"Type": "string"
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"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmarc

"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc

:string, type:string,uid:string,type_id:int, full_name:strinc

,attacks:array<struct<version:string,tactics:array<struct<r

"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi

"Name": "unmapped",
"Type": "string"

},

{
"Name": "direction_id",
"Type": "int"

},

{
"Name": "email_auth",
"Type":

I

{
"Name": "email",
"Type":

},

{
"Name": "impact_id",
"Type": "int"

},

{
"Name": "resources",
"Type":

"array<struct<owner:struct<name

I

{
"Name": "finding_info",
"Type":

"struct<title:string,uid:string

},

{
"Name": "evidences",
"Type":

I

{
"Name": "impact",
"Type": "string"

I

{
"Name": "count",
"Type": "int"

I
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{
"Name": "confidence_id",
"Type": "int"
I
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
"Name": "rcode_id",
"Type": "int"
},
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
I
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::
},
{
"Name": "response_time",
"Type": "bigint"
},
{
"Name": "delay",
"Type": "int"
},
{
"Name": "start_time",
"Type": "bigint"
},
{
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"Name": "proxy_http_request",

"Type":
"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

I

{
"Name": "version",
"Type": "string"

I

{
"Name": "stratum",
"Type": "string"

I

{
"Name": "stratum_id",
"Type": "int"

I

{
"Name": "dispersion",
"Type": "int"

I

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

},

{
"Name": "precision",
"Type": "int"

},

{
"Name": "size",
"Type": "int"

},

{
"Name": "actual_permissions",
"Type": "int"

},

{
"Name": "base_address",
"Type": "string"

},

{
"Name": "requested_permissions",
"Type": "int"
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},
{
"Name": "end_time_dt",
"Type": "string"
},
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
I
{
"Name": "remediation",
"Type": "struct<desc:string>"
I
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
},
{
"Name": "state",

"Type": "string"
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},

{
"Name": "state_id",
"Type": "int"

},

{
"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri

},

{
"Name": "codes",
"Type": "array<int>"

},

{
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"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":

"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"

I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz

iy

{
"Name": "type_id",
"Type": "int"

.

{
"Name": "databucket",
"Type":

"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
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},

{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"

},

{
"Name": "session",
"Type":

"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole

I

{
"Name": "certificate",
"Type":

"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v

},

{
"Name": "is_mfa",
"Type": "boolean"

},

{
"Name": "logon_type_id",
"Type": "int"

},

{
"Name": "auth_protocol_id",
"Type": "int"

},

{
"Name": "logon_type",
"Type": "string"

},

{
"Name": "is_remote",
"Type": "boolean"

},

{
"Name": "is_cleartext",
"Type": "boolean"

},

{
"Name": "auth_protocol",
"Type": "string"

},

{
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"Name": "is_renewal",
"Type": "boolean"

},

{
"Name": "lease_dur",
"Type": "int"

},

{
"Name": "relay",
"Type":

"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"

iy

{
"Name": "transaction_uid",
"Type": "string"

iy

{
"Name": "file_result",
"Type":

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

}I

{
"Name": "file_diff",
"Type": "string"

},

{
"Name": "create_mask",
"Type": "string"

},

{
"Name": "web_resources_result",
"Type":

"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi
},
{
"Name": "app",
"Type":
"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I

{
"Name": "src_url",
"Type": "string"
}I
{
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"Name": "priority_id",
"Type": "int"
1,
{
"Name": "verdict",
"Type": "string"
1,
{
"Name": "desc",
"Type": "string"
1,
{
"Name": "verdict_id",
"Type": "int"
1,
{
"Name": "priority",
"Type": "string"
1,
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
1,
{
"Name": "expiration_time_dt",
"Type": "string"
1,
{
"Name": "expiration_time",
"Type": "bigint"
1,
{
"Name": "comment",
"Type": "string"
1,
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
1,
{
"Name": "entity_result",
"Type":

"struct<data:string,name:string,type:string,version:string,uid:string>"
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},
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
},
{
"Name": "prev_security_states",
"Type": "array<string>"
},
{
"Name": "security_states",
"Type": "array<string>"
},
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
},
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{
"Name": "url",
"Type":
"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty
},
{
"Name": "tunnel_type_id",
"Type": "int"
},
{
"Name": "tunnel_type",
"Type": "string"
},
{
"Name": "protocol_name",
"Type": "string"
},
{
"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
I
{
"Name": "num_trusted_items",
"Type": "int"
I
{
"Name": "command_uid",
"Type": "string"
I
{
"Name": "num_registry_items",
"Type": "int"
I
{
"Name": "num_network_items",
"Type": "int"
I
{
"Name": "schedule_uid",
"Type": "string"
I
{

"Name": "num_resolutions",
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"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
{
"Name": "total",
"Type": "int"
I
{
"Name": "num_folders",
"Type": "int"
I
{
"Name": "dce_xpc",
"Type":
"struct<command:string,flags:array<string>,command_response:string,opnum:int,rpc_interface
},
{
"Name": "share",
"Type": "string"
},
{
"Name": "client_dialects",
"Type": "array<string>"
},
{
"Name": "open_type",
"Type": "string"
},
{
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"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}
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AppFabric A TIREITEXRE  NARFARARTLGRIERRNA LSRR , XEERKALERE
APls AL R BRI AR F VBRI S AIR4E , Rt I A B HFWRAENERRNA T E BB FR
HEFENFLAFKL, AppFabric H TIREI/ERER K THUERKRES/MNNARFNRE , 77X
AR TEWERRLEY point-to-pointEE K. AppFabric A TIREIENE  NABRFFAARTNERE
BANHENARFNAFPREDR , WELAAFPRE-IWAR , ANERRKBEMMNAEFHNHEXLET
o

AppFabric A TIREI/EXE , JEZERXRBERANARR ( fliAsanaAtlassian Jira Suite. Google

Workspace., Microsoft 365, Miro, Slack, Smartsheet, & ) WE#E, AppFabric REE~ D ANA

BFETRXERHT —RERANAERGEZEENMILONAREEAR , NMiEERAFRXAR, HEE
MEBEBE, BN , REAPATUETHH ITEREBHBERT , NEARFDHRIAENLE , NTIMF
5,

E&

- LB

- EARM

« I8 AppFabric SR & T M=

« AppFabric AEIMARFFEZARNES DT (FHKR)
« FF$4fEF AppFabric 2 E &L A M TERE (FKR )

» AppFabric £ TEME APIs (% )
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« FRERIELE AppFabric

L5

AppFabric A TIRETEMR , NABRFTRARATRGREKRENRARZFHELENRENES |, X
AR AT BT HO M ENERK Al IFREEFENKRLRASER. APIs

- BNABRFRAPRENE—XIF : AppFabric A TIRETERR , IUEMKEZSMNHARFHHK
&, FRARATFHERES point-to-pointSE K. BT B3R BEREIRENC N EFMARE
FHEE@ENRN , NALE SaaS NARFHBEAREMNARFER  SHILENARFITRAR
REBESEZSHE , NMEERSHELA/HNITHERE,

- TEEFAFER  FRARFTERERELEEA AppFabric IENARFHASREF , FiEEX
RAPaBRN e B m&adAFREMMCHRBNRERN , ARHKEEIMNARFH L
T, XfE1S AppFabric &£ A BIEHY SaaS MAREFATLRS THEXRR | WAl EMIAER
RESHWNARFPHTHR. RXAFRENARERF2BTRBNEEED | 5 BRUREFETER
EH,

« R ETESE : EEDNAPLEAF , NAFRELEWERE, REAENRTREZMNAERF
EEX , RGN AP ERBBEN AP R, AppFabric FiXFERMEMRER , ENA
BETREEGEREYE, RARFEERR Al Wi, XENABRFFRAAREBREREFE
REENES L.

- A@Q@ rtifactic 5|V AFEE : ERFHI—38% , AppFabric A TIREIERE , FETRHE
RO ITHIREXM , XETHRREXHATERRNF , NEILRZLRFPXNLLMEA HHEE.

- FLMAFRNR : ATERABENAFHEETARENERINASR. AppFabric I TiREIEN
R A ISV WA BRI A = H R ERKIR.

EdEESY

RIARFFEARTURARS AppFabric TEXEREFWRENARFANIBHNE~ N, AppFabric
for productivity B TN APIs UETUTRABINAER , UHEBRLRFREIERE .

« MAERBEN—K

- ARFENLE APIBIERKBENARERF (2REBTH4. BA. BE, £5F ) WRHL
@, BPRAFEFHEEACH —R. IS, AFEAUESEEENARFRITENAREFER
&, PlanelZ e FEpF, RHESWMEIBRERB. Sl , E—R2BHTES LRH A TFRE
BEI-RZBANENHE , EUNBIRIESEFNEFLEATWNEIRFE, REMEE
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RTHEFZR (MEFSEMNAEE , NEFHRERGEAMAEA ) |, AABERITREZNIHFET
RERNAR,

- NEPRATTHWIMAER

« 2WER AP BEEEQWENAEREXNENARFES (ME TR, HEE) | HBA
PRASUMEFSRETNES. APRERURENRWMES , TRRZRNEENARZERF B %
REHRANE

518 AppFabric SAR & TEME

AppFabric for productive B BIE/ERTERIEL , HEXERI (LI ) #HE AWS XiF, &
XNESZER AWS XiF , FSHEFRAWS AppFabric & ixT S MEFAWS — kS %,

EEANXE , BRI B T EM—#5 X AppFabric TR RS THERE

- EANARFITFRAR
» AppFabric IR ARFF XA RBE DA (FHMR )
- ERBRLRAF
- iR AppFabric RS RELRAFHITEMRE (MR )

AppFabric I NARFEFAXARBNES= DA (KRR )
“ AWS AppFabric 2 &4 7= 0" ThEEL FEM R , e K ET1L,

ATERBIN AREFIT A B IRS AWS AppFabric TEME (K ) ERFMMINNNARFH, AWS

AppFabric REEF=IEFRAREEBESESMNNARFNEFERY4., BASH. £5. BEEERK
Al-powered WLEMNEE K MMAAFTEEFENNARR AR, EXIBFNNARFNSIX , 5

IRAWS AppFabric £ # 8 FAREF o

AppFabric RE TERERINABRFFRERE T ELXLTENREPHITHENKERHNR, HR
F—IXFRERIRS AppFabric TEMERER , IREESIZE — AppClient F M —MNNRAF. Lt
FEAEEHBBETHNNANAREFESZEN S ARIENBER AppFabrice X RN F# T
Ja , B LR FREFERRS AppFabric #1TRIE , AEBEF ARy BEHEMAR (BSRTE 5,
AppFabric i§REIUFEHNETE ) o AppFabric FESRIN ZRAZRIENARFEE , UHEBRFN
AREFFAAR. RAAFPREBE , NMIAUAAREN AR KRAFXARETER,
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£

- EREH

- ST/ 1 NIRSITERE AppFabric mtlE AppClient

- SR 2 NEHNARFHITHHRIEFNZENX

& 3 : £ AppFabric AF 17 URL R EIEHNNARERF
B 4 . AppFabric AT ERENAREFNABAIRE

B 5., AppFabric EREUFEH R iF

- BYEEIES AppFabric TEME AppClients

« BITHBEHEBR AppClients AppFabric JARE TEME

\

Nil

Nil

Nil

FRF M

EFBzel , REEVWE—NAWS IKF., BEXEZEER , BZH IMEBMAWS IKF, BEFE
REEL—NENGE TESH "appfabric:CreateAppClient "y IAM REEH A/ |, ZFBEA
WiZRA P EMER B AEF AppFabrico BX A4 HIhEER FR AppFabric WEZELR |, F5
E AppFabric Ex4%£7= 1 IAM KB R,

AppFabric ANETKHIE , REXERE ( FHFELILE ) THEE=H. EFBEUATEIRZE , FH
RGN T X8

S NIRSIEME AppFabric MIE AppClient

EFRENARRDER AppFabric £7= #2281 , IREERIZE — AppFabric AppClient. <& Lt

AppClient 2128 TERE AppFabric B¥[717 , EXHREMWOAUthM AREFE P in , AIKIINARE
FS5ZENZLBE. AppFabric{Re|ZR AppClient , fR&BE|—/ AppClient ID , X2 —/NHE—

WARIRAF , X FHIRE AppFabric B E EESHRHNNARFNRNNAEF —EFEAEXEE AWS
9l

AppFabric RE TEREANARFARERE T ELZEUENFERHTHENZRNNR, HR
E—IRFFBFERIRS AppFabric TEMER |, IREERIE— AppClientHFM—MURAF, AEZE
SEMBETHEMNRANARFS BN S HRIEANERESR AppFabrico EXEANAPB#ITIE |
B LA S BRI IR R 44 AppFabric #1TRAE , AEBFHRNRT BEHMAR (BRI RE 5,
AppFabric ERBIFENERIE ) . AppFabric FESRI S ZRAZHRIENARFER , UHBRF N
ARFHFEAAG., RRAFPRERE , NTTARARENSRYT KAFXARHTERK,

EB|# AppClient , iEfE/A AWS AppFabric CreateAppClient APl #/E, MIREBEEEH
AppClient FEIAZA , M ATLAER UpdateAppClient APl REMNEH redirectURL, NREEESE
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WEBHRBENE A EMSE ( AppClient 5131 AppName SR ) |, N LT BR AppClient H 62 —
NS, BREZEER | 55 CreateAppClient,

B LAE A S RIEIES (215 Python, Java, C#, Go Hl Rust ) £/ CreateAppClient API [
AWS BRESEMBMARF. NodejsHEXEZER , 52 (IAM AFERE) PHEREE ~Hl, £F
EFEAKFEERA 4 ZUAEFEERITH AP B, BXZEME4NESZELR , FSH I AM AFE
FMHHEE AWS APl ER,

BRFER

« appName-SEAFINFHNEERELEAFETHNARRHN AppFabric &%, AFERMERRAE
ERFLAF AT ELNRAEFFER AppFabric L, BEXEETENFAGE K BSRA TR
2. AENARFE RIE,

 description - MARFHER,

« redirectUrls - RNEENKLAFEE@MEIN URl, BHZALURD 5 4 redirectUrl, 20
https://localhost:8080.

« starterUserEmails - ER AR FEI KU 2 8] A F AR AEKALEN AP B 7R, R A
YEA — AN FEB b, 5170 , anyuser@example.com

« customerManagedKeyIdentifier ( Ali% ) - AT MEHFENEFAEEZL ( H KMS £ ) B
ARN, IR KIEE , NFFAEH AWS AppFabric BE®, BXx AWS HEN R IZEFREZHEN
BEZEE |, HS AWS Key Management Service FF X A RIEEFHIE Fin 248 8 AWS %47,

0ja) 7 5 E&

« appClientArn-B8EHFSWILS#HEIREM (ARN). AppClient flzn , AppClient ID
salb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus- AppClient BiEIRZS,

« pending_verification-BY¥iE AppClient{AFE# 1T AppFabric. £ AppClient B K IEZ
B, RE—MNAF (EHhiEEstarterUserEmails ) AT LA AppClient. P fF7E AppFabric
RAFTMPHRER—FEH ( HRFTR ) SR 3 : fF AppFabric A 717 URL R NEI & LA E
F, ®RTZMARFERBEIRIE,

« verified-BiEITEEMIIEMK AppFabric , Bl AppClient B &£ RiiE,

« rejected-BIRRIEITE AppClient #$E4: AppFabrico EEFH B HRITERBIESR 2 , Hitb
A F AppClient &R
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curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

HI 2 NENNAREFHTEHRIENEN

B ET OAuth 2.0 RAURE , FIENNARBRFEY T ER AppFabric g, B , BEEQRE
—AT§1‘XEE5 ATFRIUIEEHNNAERSMD. BXEZER , B0 BN, R, SFHEALENB R
BRGETSHE  ZPERTFENNARFENARFPIREFE TR AppFabrich SEHINER, BEXEZE
B ,1ﬁza|ﬁ]11£§o

BEARTNARFEINRNESER , B3H AT HEUENEARER.

1. ERIBEMNE , A AWS AppFabric oauth2/authorize API &
BERFER

« app_client_id ( &E ) -FE] 1 AWS K 02 AppClient ID, #IE — AppClient. i
N alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

B2 WEH B AREFHT S HRIERENR 139
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« redirect_uri (X8 ) -ESR 1 PEARNE  RLAAFEEE@EH URI, 81—
AppClient. 120 https://localhost: 8080,

« state (&H ) - AT #H#PBERVNDF 2 BPRSHIME—E, Bl
a8904edc-890c-1005-1996-29a757272a44,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BHRRIEE , BFEEEEEEEN URI , HUEBSHFXRERNG, flm, £
i code=mM@NyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAIiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. {#/ AppFabric oauth2/token API #4557tk FAEL #2717 815 FEo

WSEAT APl B3R | R¥ERIEstarterUserEmails 2B —EEM. AppClient BiEjg , iZ
TETATEAAF. AppClent BFEEFAKF,ZRARA 4 TIEFRERITI AP BRE, EXE
BHRA4NEZER , FSE 1AM AFERETHNEE AWS AP| iE3K,

WREE

« code (ME ) - BERF—FTHHTHOHRIEFREINTENRBE, Hia
mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

« app_client_id ( &8 ) -F¥ 1 F1 AWS K 82/ AppClient ID. 82— AppClient. 4
W alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« grant_type ( &4& ) - BAMA authorization_code,

- redirect_uri () -EFTR 1 PEARNE , ARPEEEQEIN URI, BIE—N
AppClient. X %5 AT AIZBNBHEEME URI ME. a0 https://localhost:8080,

e R 5 B}
« expires_in- ETHEEHZZ X, RIASHEE N 12 Nat,
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- refresh_token - \#1% /token & RIZUHY RIFTH
 token - \#IA /token &R BRI B HE,
 token_type - Z{Ef} 2 Bearer,

 appfabric_user_id- AppFabric F ID. REFEMA authorization_code #FEEWIE
RFLIRE LLE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqgJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
o

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

SR 3 . & AppFabric AP 77 URL R MEIZH N AERF

RARAFZERERN AppFabric , TRETFRIENARFHPATERLBNEBIE, AppFabric B
BEMHWAFIIF (#ERARER ) H5LAFPBNENARER , ERTRARFARERELRENE
i, HAPHERIFIRES TESERN , I EFRAFTIIR |, Z P EAIEBEZENERRATER
NEMENAEFRIENRARERF, AppFabric %G , AP TSN AR FIEEZ AppFabric LUiE
SIEME , RARREFEHNARFUIRRANBNEE, ENNARFSER AppFabric AZE T

SR 3 . ¥ AppFabric BT/ URL R INE &8 R AR 141
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ERE  BEBLENBRERFTRMIEEE AppFabric 8 URL, EBN FERFEBERZENENNARE
Fih1R AppFabric AP IR ZEXEE,

1. SMINARFNRE , KA THRMEED URL WET
2. REMNXEE , HUT AppFabric URL fEAEE M URL mMMEIEHNARERF

https://userportal.appfabric.<region>.amazonaws.com/eup_login

AIMURL &, ZRNARFSRENSAFERE AppFabricAAF 1. EXE , AP UERHE
EMEE AppFabric BTERE~ D NENNBRERF.

SR 4 . AppFabric AT ERERNARERHNNFENIRE

AFREEZENARRE , BUUFAAFPNRE | BYEEER D NARFEMN LT XURRES N
THEME, AppFabric NIRERFENBRIVABZRAAFP LKL, AppFabric AP HRIEFMEE
AWS Ik = PR & & AppFabric, B3] AppFabric ERENEIENELR |, TSR P HEIELE
AppFabric,

SR B BAT Al-powered AP 2 51 FIAR 5 o 4 FRADLE 7 A P L AR AR A

« ListActionablelnsights — BXEZEE , BZHA TEHMN TRIENILFEID .
* ListMeetingInsights — BXEZER , BZHALAEREENSIEZHD.

AIR/ERI N & (ListActionableInsights)

ListActionableInsights API AIEBIAFRIEENARERF (2 /RFH4E. BFA. HE. &5
Z)hWESERUTIRENAR  SHAFEFHEEECHN — K, BENIHESE REARTF
LR AEN I IRARNGEE  NMBBAFREEFTERNBNFER T WMLEHE. ks, AP T8
SBBAFBEEBUNRE  HATAPMNEHWNARFRTENRAERRE. B4MSE , APl &
Asana, Google Workspace, Microsoft 365 1 Smartsheet £ A &K , 88 KA B FER4.
SIEZAAEHNETS. AREBSHER (LLM) JUERNUNRERTRLERFMAEE (FlNBT
W EXRESEN ) , ARFAUERTANEH#HTEEN , NIELREHESIERE, 5&
KAFPRINARFWEREL , AppFabric EAMERNTAINFHAFESR. KENRTENA
BEERE. ERNITRE , AppFabric BE ISV AP EEM@E AppFabric BRI, 1A AEZH
REFREFAEEHINTIXLERE, ERNEMRIES AppFabric H—ME—RY URL. It URL 7
ListActionableInsights API a7 #Y MR A Al A,

LTRXENENARFREARBLENARFNRHE

S 4. AppFabric BT ERERNARFH N BANRME 142



AWS AppFabric EEER
« KIZEFHBH ( Google Workspace, Microsoft 365 )

- BIZHAEH ( Google Workspace, Microsoft 365 )

« BZ1F% ( Asana. Smartsheet )

BERFE
« nextToken ( AJi%& ) - ATHRET —ALFEN D T,

« includeActionExecutionStatus - EZBRERITRESIIRNIEESZME, BRIEGREEZABRS
B 1T5i%, THERY{E : NOT_EXECUTED | EXECUTED

B RIRk
o« BRIRALEELE Bearer Token {E—#fE A,

VR £

- insightId - £ KN EFHKE— ID,

« insightContent - XFREIAFERHEUR AT ERA BN EHRANERE, 5 XFRE—
BEMARNERE (<> HE ) B HTML B,

« insightTitle - £ N FFHI PR

 createdAt - K N FRHYETE

 actions - RERNABEEWNRETIR, BETK:
« actionId - £HERENKE— ID,
« actionIconUrl - EWEREPHITRENN AR FHEFR URL.
« actionTitle - £FKMWREMNIRE

- actionUrl-tRLRAFEAFITPAREFNNITIRME AppFabrickIHE— URL, FE : A THITER
£, ISV NARFEEAL URL AP EERZE| AppFabric AFITF (#HRE )

« actionExecutionStatus - IERBERSHI K2, TJEEMNETIE - EXECUTED |
NOT_EXECUTED

« nextToken ( A& ) - TR T—4HLBN T A TE. XR—NMAEFER , MREE null, NIRRT
REESH AR,

BXEZER |, B2 Actionablelnsights.
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curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
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EEEmE

"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/

action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"
}

}
]I

"nextToken": null

2WER (ListMeetingInsights)

ListMeetingInsights APl B EE4 QN B MHE RMEXNWENAREFBEH ( B FoRe.

F)  BPAPNIDSETHNRNUBEFER 20N ER. AFIETURENSWBESR , TRIREEE

KN AR ZETRREZANR,

BERFER

2

« nextToken ( AJi%& ) - ATFHRET —ARLBEN D TTH,

Rk

« BRIRLEELE Bearer Token HE—i#21E A,

e 2 7 BR

insightId - &K ERHE— 1D,

insightContent - REMNER , UAFHFERARHEETFEMER. W,
-8

insightTitle - £ BN IRE,

createdAt - 4 B HY WL AR A B[] o

calendarEvent - AFNXINEZHFEHRAWN. BABHXNR :
 startTime - EHHIFIARTHE,

« endTime - EHMNLERATE,

- eventUrl - ISV N ARRFE£BASEHH URL.

« resources - 3ES4ERNMBHENEMTRAIR, BEIR :

« appName - BRFTE N NARF B

nfr4

XH 0

FRIRE

)‘ﬁ /%\
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EEEmE

« resourceTitle - BRI,

« resourceType - BIRMWERE, AIsEM{EBHE : EMAIL | EVENT | MESSAGE | TASK
« resourcelrl - NABRFHHEIR URL,

 appIconUrl - #RATE N ARFHE & URL,

« nextToken ( AJi%& ) - AFHRET—ALBEN D TTTHE, XR—NTEFER , fIRIRE null , NFRR
REEZSH A,
BREZELR , 52K Meetinglnsights.
curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"
MRERERTD , MZRSHFLKIEE HTTP 201 BRI,
200 OK
{
"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE4444L"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"
},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
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"resourceTitle": "Email for project demo",

"resourceType": "EMAIL",

"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

}
]
},
{
"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"
.
"eventUrl": "http://someapp.com/events/1234",
.
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
}

]I

"nextToken": null

HNIEN N R IRFRHER B

£ AppFabric PutFeedback APl #2EREREI N EFIRER SRR, BT TIEEER A TR
MR ARFS , UREH-—ERSLTE Insightld RWRBTS (125, EPFoESEE ) WHEZE
Actionld.

S 4. AppFabric BT ERERNARFH N BANRME
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BERFER

o id- EAHBRRXRBHOXNKOFIRF. XAELZ Insightld 2% Actionld,

« feedbackFor - ENHRRRBAEIRFE, AEERE : ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

« feedbackRating - RiBEIFEDM 1 Fl 5, FoHEFHE,

e R = E%
° 5&%“@&?‘5&0

BEXEZEER |, 55 PutFeedbacke

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

MR RERTD , MZBREALEEBTEZ HTTP EEXH HTTP 201 IR,
IR 5, AppFabric &R IEEH B iE

FBRIAL , BELEHMTRNARFREURA AppFabric BN AREFH N EMARE , FRE T XS
BARPHRE, EENNRABRIHEEHFEN AppFabric-enriched ARy BREHMAF 25 , 1
LURHER R 1R 3248 AppFabric BAT# & MIUE, AppFabric FERIS ZRAZHRIENARFE
B UBPRFERABFFRAR, BLARAPRESE  NANUARRENERXY KAFRAREVE
B&o

BHRIERRE
Bt &% B FER4ZE appfabric-appverification@amazon.com HiERBIFEHN N AT |, R HBEIUE

.

HEERN B FAFPEREATFEAER -
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- fREY AWS K/~ B34

- BMEEIRBIENRAEFNEH

« YREY AppClient B 3E

- BHBRRER

o EREUTER (MRTA ) |, UHEBRMNITARERMNTE

o BT RIR TR RNBRNETRAFH
- BHBEIRRMAEH

® Note

WMREH AWS IKF 2B AWS SENHFTRELE | BREEFIENBEFER4H, SEX
LEBR R A AT DA B AR B UE T R

WiEPR
ERFHRILIRZA , BYBIHEATIRE

- NTREIERE, AWS K/ LIEHB M AppFabric B9

o BELHERETIZERMGZ—

- BHALRZED AWS Partner Network B8 “AWS %ik” KB AWS SHEUHE, BXESZELE | 1B
24 AWS SHEUKERSER.

« ERE=FH |, BIVHELNIZTE AppFabric fRS LT TEZE210,000% 7T,

- BHNARFRYITE AWS Marketplace £, BXEZER , i5ZH AWS Marketplace.

EFRIPRSERR

HRENFER , BRINGEILEFEHRES , BWEBEIFBEIRA AppClient FFM
Fpending_verificationfverified,. MRELHERFRIEL K NEBEEHRZHRILHRE,
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BEEEIRS AppFabric T#E¥E AppClients

&S AWS AppFabric THEMERINEEN TG ER , AlsE2 R ET1L,

BT LB R M AppFabric ££7= 1 AppClients , LAT&R B B I IE M B AUREMN IR F) T4,
RENAY I 415 2. AppClient

£ AppFabric GetAppClient APl IREEEEWIEME R AppClient , BIERE AppClient RS, &
REZELR , 821 GetAppClient,

EREMFMER AppClient , BUAMEDIAE "appfabric:GetAppClient"” IAM KEENPR, BX
FZEE , B5E AFiERDEREBUA T EHEE AppClients.

ERFER

 appClientId- AppClient &3,

R £

- appName-FEAFNFWREEZETE QAR SR NARFE AppFabric &%

« customerManagedKeyIdentifier ( Ali% ) - AT MERHKFENEFLTEEZL ( H KMS £ ) B
ARN, MIRRIEE , NFEH AWS AppFabric #£E %4,

« description - B ARFHER,

« redirectUrls - RNEENKLAFEEQEIN URI, B&ERZALURM 5 4 redirectUrl, 4540
https://localhost:8080,

« starterUserEmails - ENARERFBEIR U 2 81 L1 TH R AR A P B FapfFibat, R
YR — N FEB4 st , B30 anyuser@example. coms

- verificationStatus- AppClient BiEIRZS,

« pending_verification-BY%iE AppClienti7EH# 1T AppFabrico 7 AppClient ®iF2Z 8] , R
B—1MHF (EEFEEstarterUserEmails ) A EAEA AppClient,

« verified-BiFi3iEE K Ih5E R AppFabric , I AppClient B £ Ril,

« rejected-HYIIEIS 2 AppClient #3E4E AppFabrico EEF B H R TEREIESE 281 , Hith
FF AppClient T3EEA,
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curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MBIIEERTD , NZRS L KIEE HTTP 200 1457,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

&% AppClients

f#F AppFabric ListAppClients APl IREEFEMFIEK AppClients, AppFabric AppClient AR
AF—NAWS K, XTERKRABELEAETIL. BXREZEER , HZH ListAppClients,

E | AppClientst , A MEDIE "appfabric:ListAppClients" IAM REENR, BEXREZE
B, B2/ RFiRRISIER AppClients.

BERFER
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- REMVEFER,

e 52 57 E]

« appClientARN-BEHRSWIL SE R REH (ARN). AppClient #lzn , AppClient ID
xalb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus- AppClient BIEPRZS.

- pending_verification-BY3iF AppClient{h#E# 1T+ AppFabric, 7£ AppClient BiF 281 , R
B—1MHAF (EFEEstarterUserEmails ) AT BAEA AppClient,

« verified-BiFi3TEE K Ih5ERK AppFabric , I AppClient E5E £ Ril,

« rejected-MYIIEIS 2 AppClient #3E4E AppFabrico EEF B H R TR ZE 281 , Hith
FF AppClient TT3EEA,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

MREBRERT , MZRSHLRIEE HTTP 200 WAL,

200 OK

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}
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E# —1 AppClient

£/ AppFabric UpdateAppClient APl BREEHMRF SN EE@MMUL, AppClientil RIEFEE
SRR E bS8 , Hla0 AppName starterUserEmails, sEfth | M4 ER AppClient #8122 — 15
¥, BXEZER , S M UpdateAppClient,

EFEH AppClient , IBUHMED A "appfabric:UpdateAppClient" IAM KEE R, BXEZ{E
B, BZH RFiHRIERH AppClients.

ERFER

« appClientId ( &8 ) -#REE# redirectURLS #Y AppClient ID,
« redirectUrls ( 418 ) - EEHM redirectUrl FIKR, BHRZALURM 5 4 redirectUrl,

R £

« appName-REAFIIFHEERE LRAFE RN ARERFH AppFabric &,

« customerManagedKeyIdentifier ( @ik ) - AT MEHENEFEEZH (A KMS £ ) B
ARN, fNERKIEE , NFER AWS AppFabric F£E %4,

« description - B ARFHER

- redirectUrls - BNEERNKLAFEEM@MEIMN URI, Hlt0 https://localhost: 8080,

« starterUserEmails - ENARERFBEER U 2 81 L 1F 15 R AR A P B Fap ki, R
YR — N FEBfF b, 20 anyuser@example. coms

« verificationStatus- AppClient BIERZS,

« pending_verification-BY%&iE AppClient{i7EH# 1T+ AppFabric, 7 AppClient ®iFZ 8] , R
H—/AF (EPfEEstarterUserEmails ) ATLAfEMA AppClient,

« verified-RiENFEE K Ih5EMR AppFabric , 31 AppClient B £ RilE,

« rejected-HIRIEIIFE AppClient #3E4 AppFabricc EEH B HRIITRBITIE 2T , Hit
B AppClient T3 H,

curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \
--data '{
"redirectUrls": ["https://localhost:8081"]
3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

200 0K

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

il Bk — 4 AppClient

£ AppFabric DeleteAppClient API IE{EMIBREMTE AppClients EENHNE. BXEZELR
&2 DeleteAppClient,

EM| Bk AppClient , XM ED A "appfabric:DeleteAppClient” IAM KEENR. BEXEZE
B, B2 AFiAEMBER AppClients.

BHRFER

« appClientId- AppClient &3k,

% £
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« REWRIFER,

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MR IRERTD , MZRESALEEBTAEZE HTTP EEXH HTTP 204 MR,
NEEAAFRFTHE

BRERL R AppClient SREXHI T AT SATE B HARS Bl H. X ATLAEA grant_type N refresh_token
M T hE APl R5ERR. 3 grant_type 1 refresh_token &t , ZEEAM authorization_code
FSER T API TR H — 5 IRE . BRINFIHARE A 12 hed, BIFARE APl , B4HE
"appfabric:Token" IAM XEEN R, EXEZER , BSRATEMATTIAEER AppClients,

BFRFER

« refresh_token ( 41& ) - \#I% /token & RFZWH RIFT T .
« app_client_id ( 4 ) - A BIEH AppClient ZRH ID AWS K,

Ay
AZ

« grant_type ( %8 ) - XA =2 refresh_token,

I £

« expires_in- ETESHZIZ X, RIANTHETE N 12 /NET,
- refresh_token - \#]# /token & RIZUHI RIFT S,

« token - \HI#E /token & RBUWH T M,

« token_type - Z{ER2Z Bearer,

« appfabric_user_id- AppFabric B/ ID. REMERA authorization_code & FEREMBERS
£IREE,

curl --location \
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"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3n

MRIIRERTD , NZRS L KIEE HTTP 200 14K,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

BT EEHERR AppClients AppFabric SR & TEME
“ AWS AppFabric &£ 7= 5" ShEgh TS ER , TR REZL,

AFNBENERFMPELERR , AppFabric AR E THERE,
RAEIENNRAER
AppFabric BT IREIFEMEXRFEENARFARNNABRFFAEERNSRLBF#HEIEEZ 8N

AN WIERE. TENARFERURRIPRSES , REERISEEXET2EXNCRIE, XEK
BEstarterUserEmailsi&ESIZRER M AppClient FEEHE,
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EEEmE

Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient £ix

ServiceQuotaExceededException

MREFECZS NI LLT F% AppClient , NHBAEE
WP BREIN 1. HTTP RS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be
limit is 1.

HTTP Status Code: 402

GetAppClient $5i%

ResourceNotFoundException

M REEREEFHAE SR EIL T FE AppClient , FHERE
RETRRARKEIEE AppClient B,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

3 7 &4 AppClients AJLABIZRHIEE AWS

created per AWS Account. The

WA T IE¥H AppClient $RiR %, Lth4E

R
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

DeleteAppClient fHix

ConflictException

MRIEEMBRET BT 7E AppClient , MRRE —MUBREREELEH, FRZTR , RFE
o HTTP RZSES : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

MRIEERBREITEZIAT RE AppClient , FHAREH A T EFWHFR AppClient IRRF, BLEIRFTRTRARIK
F$EE AppClient 9,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient £#ix

ResourceNotFoundException

MREEEFITWEILLTRE AppClient , ERFREH A T EBHIFR AppClient IRFF, HAIRKRTIREK
Z$EE AppClient B,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize £ix

ValidationException

WMRE API SHAFHE API FUERELKNAR , BAREKWEIUTRE.
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ValidationException
HTTP Status Code: 400

FRE 1 : KRIEE AppClient ID &Y

BERSHFERD app_client_id, AppClientfl R KeIE |, HeE K REFERAINAE
B , app_client_idAFEiX. E&E#K AppClient ID , iHfEA ListAppClientAPI #4E,

&R 2 : {8} AppFabric FToi&1h R %& F EIE M % 4R

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRITTEFREFRENEZS , XARERHTENRSERE TEL. RIFEENER
AppFabric @B 7FE , AHRESR FHENH A E R,

FE 3 : EENEEM URL TXK

Message: Redirect url invalid

WRBERPWEEM URL E, EHNSEECIERREH URLsIEENEE @AHEHE AppClient, E
EEATHNEEM@IIK URLs , iBFEA GetAppClientAPI 4k,

Token 1%
TokenException

BARSRIIUTRE , RRAOT,

TokenException
HTTP Status Code: 400

& 1 88E T TRAY B FER et

Message: Invalid Email used

WREE AR B F o bt S80I et N ikstarterUserEmail s/& 451 H 9 8 F BB 44 1th 41t 48 T Fd
AppClient, MIRBFHPHFRIE , TER N CEMNBE FipFiiu K AREiL,. EEEFFEHANBEFHP
# , EEMA GetAppClientAPI #4E,
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FE&A 2 : 3FF grant_type H refresh_token , X KisE S,

Message: refresh_token must be non-null for Refresh Token Grant-type

BERPIEEWRF SR nul RZE, ESHE AP AR PIEEZERNER refresh_tokens
ThrottlingException

WMRFA API WERRET RFAIRE , WKWK BITIRE,

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights #l PutFeedback f5i%

ValidationException

WMREM API SEAFHE APl B EEXNAR , WAL TRE,

ValidationException
HTTP Status Code: 400

ThrottlingException

WMRFA APl WERREE RFHRE , WKW TIRE

ThrottlingException
HTTP Status Code: 429

FHa6EH AppFabric RERAHAFW IT/EME (TR )
128 AWS AppFabric TEMXER e TRKEME , AIgE2 R ET1L,

AMOFATRERS THERE (K ) BL AWS AppFabric UEEEEEM TEREREN SaaS
NMAREFHNRALRAF. ERUTSIREZCHNARERHRN AppFabric EREBENRARERFLE , HHS
BEBENEENARFERRE (HINEEBDFHRAERZEESW ) » EALUERE Asana, Atlassian
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Jira Suite, Google Workspace. Microsoft 365, Miro. Slack. Smartsheet ERARERF. EERN
AppFabric JGIRINAJG , AppFabricAI AEEEENWEENAREFPIRUBENAREFHOLENRE , N
MmEBERS TEREBHRESYIN TERE.

AppFabric A Ti2E ITE%ZE , EAH Amazon Bedrock X FHNERRNA T EEE, AppFabric
REERGENABTAGE , T2ERLENRE, EERNEMNARFTLEHERBLENE,
AppFabric f2ERENBTERINGHAERATERNENREEARESERE, BXEZER , H5H
Amazon Bedrock FAQs.,

F&

. EREH

« S’ 1. BFEF AppFabric

- R 2 IENARFE R

- SR 3 EBRENNRARERAERIFENRE

- R4 FREFENBEAEENNARFFRITENAEFRE

- ERITHMZELEER AppFabric X128 TEKRER (T ) ThEERY IA RN FR
- NBRLAFPEIRH#ITHELR , 328 AppFabric T/EME

TERFRAM
Fohzhl  ERREEEUTHE :

« BREIUE AppFabric : EFFIREEA AppFabric MRS THERR , BFEEUATREFZ —HNRKEERE
i (FAFBMEL ) : Asana, Google WorkspaceMicrosoft 365, B Slack. &F%LL AppFabric & Bh
BINEENREIEREMERANSMNNARRFFFEIRE AppFabric RAF. BFE , B L&
BN NARFUFBER LR,

- EELNNARFNEIL  RETEENNNARFERBENAREFLBENRE, ZERND
BNNARFNEEERREL (AFPBNEE ), XBENWNARERFSIE Asana, Atlassian Jira
Suite., Google Workspace, Microsoft 365, Miro, Slack  Smartsheet,

FIR 1 . BFE| AppFabric
FBLRRFIE BT AppFabric , AN RN BEESEGN HEHARS®,

1. BNRRAERFEHRUFREN AN AppFabric B TRETHERE , N EHEREFENNARE
Fisk. Bt , S MNARFSFAEFTENALKKIEGR TEBN AppFabric IREE™~ DE R,
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3.

FNAREBEERSANRENLETX , AppFabric #E AR REER, RESANESNNARRF
AppFabric #:F.E R FE&,

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FERAUATRER 2 —RBHEAZIEER : Asana. Google Workspace, Microsoft 365 =% Slacko
NTREREAR , RNBNENEANSINNAREFEAMERRIRARE AppFabric &,

flan | IREE Appl Fi%# Google Workspace EiE , BATEIWIETE App2 Fik# Google
Workspace , AR BR—ERAZEEEMERMARTER, NRFEHEMGREEEBEERX  WEFTEE
FEMEENARFNTRE.

@?) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

MRBIRTR , TR ALHERERE A EZZIRMAR AppFabric BYE .
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
P &Terms Conl @ © w

Sign in to AWS AppFabric with Slack

=

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

B2 AENHAEFETRNE

&35, AppFabric BFER—MNEENE , HEERE RUFTE AppFabric HiIRE THEMEME B A
RAEFRDERERNRRERF AppFabric WILEEMERMAE. Hltn , BLRE AppFabric 72 Google Workspace
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BEWENEFEER B AES HFEE REDAsana, W FEESE AppFabric BNENNARRF |, &
REZK—RLEZEZERENT,

Learn more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name].

By clicking "Allow", you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for

productivity. Learn more about how AWS AppFabric handles your data

HUR 3 EEIER N AR B AL R AR

SREENEG , S AEZNAREIE , EANEEFIERE, HTEESEMEESINAR
F,XENARFRARTERBENAEFNENRE, XSHERLT , EEEZHEHEER , &
g (I TESREIE 2NN ARR,

EENARRF  FARGEANEENRAERFZDNERRE,
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EEEmE

Connect applications

Leamn more

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate indghts and actions that superchange your productivity,

Application

<]

»
e

Smartsheet

Slack

Google Workspate

Asana

Atlassian lira suite

Mirg

Microsoft 365

A4 Status

{2 ot connected

© Not connected

© Hot connected

S Not connected

) Not connected

{2 Mot connected

© Not connected

5
3

ggg!ﬂ

Connect [

Connect [

When you click “Conmect”, you are instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Onge AWS AppFabeic ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign
i, AWS AppFaberic will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabrie handles

your data,

BEERMNMARFNEZREIE , 3 AppFabrico ¥

SN

7 W) SR D Bt LA A DL 1 ) 52 A 3R 4

&

(4]

your data

Connect applications

Please connect any applications that you use. Connected |

Application

Smartsheet

Slack

Goagle Werkspace

ASANG

Atlassian Jira suite

Miro

Microsoft 365

When you click “Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ingests that in!
in. AWS AppFabric will continue 1o protess your information a

Signeed T
L ] @ AWS AppFabric is requesting permission to access the fabric-...
i mm w im | n
5t slack L3 Acme Widgets
Learn mone

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you r
Centent and info about channels & conversations 3
Content and info about your workspace 3

.

nd actions that supercharge your productivity.

a Action

0000000

+ professional information, and other information) from that
iurfaced to you within the application that you've used to sign
WS AppFabric. Learn mare abaut how AWS AppFabic handles

BYEZENARRFE  ZERAEFRNRSRN REE EANBERE . RE : £FENEINEATE
X0 RR AR 89 LA 2 Fr SE AR L BRI R

EENARRFE , ETRKEERE, CREEHEMERNARRF. BINXHFMEN TERERNDAT
LAR GG VF R SRAE RN A2

SR 3 EERIGH N AR LA R AR AR
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RRINARFRS2HE

« Connec AppFabric ted-B 3R BRI , EEMFEAEXR B LS AEFHEE RN,
« FRIEE- AppFabric REEALLNARFPHNBIEERAE, S SUEEUITHRERLE,

- BRKRW. BEMEE. - BENRAEFTRFERRNAM, NRFIRER  BEHERAEZERY
EEREENNRARER.

Connect applications Lear more

Pease conmect any applications that you use. Connected apps previde the source of infarmation AppFabric uSes to generate insights and actians that supercharge your productivity.

Application v Status - Action
Smartsheet @ Connected ( Diseennect
A% Slack @ Connected Disconnec t

5 Goagle Werkspace @ Connected ([ Disconnect
es AsaNd (® Authorization falled. Please reconnect m
Q  Atlassian Jira suite 2 Mot connected m
m i 3 Not connected m
B Microsoft 365 O Not connected m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
KWS APpFabric will continue 1o Process your IRfarmation and creats inights in this manner, until you disconnect the application and AWS AppFabic. Learn more Sboit how AWS AppFabirie handles your
data

REETX , BRI ENNAREF. THETBNAEFASTNREATEEDEE/LNDET,

BREZSE , ZUSHERTHAEECEZNNARER. MRLERMARARZEFERE , AppFabric
FELERAZNARFHPHBEIREFTBERERFTONE, WREEERE 7 RAFTEFIEENH
B, W EREN N AR RO BIEEIZA R RGN 8 3 1Bk,

SR4: FRERELBAEECHNAEFPRITENAREFRE

N AEFEEERE AppFabric , BTG RIERN IR , HEBEBENEENARFPRITEN
ARFRE. 5 HISNNARFERIELINGE , A EESBORTRARFRTXEEZR S AW
AppFabric £ 7= 1 &g,

5 1 A2 e L

AppFabric 2 @£ DA T AR B LA

SR A FRERBNEATENEARFFRITENARFRE 166
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o YISEA{THVNEE : AppFabric 24 RE BN ARFHTHNEFI4., BREH. FSAEENE
B, AERTENBEENXBNERE , LAEMRLINF. I, AppFabric FJRESE REBIUHERE
( Bl ZIE B FERMF, RHQWUMCIRES ) , BULECFEERENARFPREBENHIITXLER
E. Bl , BERESWE—FKAE K REEFLBREENE  HAEWEXR T —STHLESEEFN
21,

o SUUER IR | LIHREMH BB N R ITH R WNBTF RO ER . AppFabric 5 #r &R %
TR, AERBEXSWENWEERE, i, EE2E REEZNNARFPIEXEH (6
m, BFERE, SHERMES )  XEEDTESRE NS WESR  MAEEENARF 2 EYHREXE
AN RN

5 R AR R R 1

X FTHRERME | & AppFabric ATREE B WKVRME | PIBIRIE B FHR4F, RFESWHOIEES. £
R1ERS , AppFabric ATRESIBEFIERZNARFHNNEN L T AERFELFR. B, AppFabric
TRSBRELFERNBZWNEFHREDERESER, SRIATRUNREN , REEHEE -4
AppFabric IENAFRE , EHRITREZH , RULEEFREMEERNAR. AppFabric HT4E
BMAATERNREHNARESRE (LLM) g2~ 4E£45% , RitER B EEMH ARNER
TARSMITRAE,

® Note

BEFERIEMBIA AppFabric LLM B9%i . AppFabric RRIEE LLM % B E B M SR
B, AXESEER , B2 AWS ARE Al KB,

222 8B 7 il ( Google Workspace, Microsoft 365 )

AppFabric A EEERNARFPRFEMREE FIl4, BIISELNBEFEHAHFR , 25 kK
A WA IR, B FEREERAT M "B FERFIEX", AppFabric AJREREXEFRPLE
AR , UHEBERETHESHEE. REBTE FHHE |, ERRIEURIAR TR,

REBTHMHEFETIIFE :

- ELOFE-HRHEABRTERG (KRGEA, PENBHYIE ) | FELARBUAYE FHB4Fut,
- FBITHHEFR

SR A FRERBNEATENEARFFRITENARFRE 167
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line

Fallow up on the pricing program

Message
Flease follow up on the pricing program offline and let me know if you have any

questions, 3

REBTEHE  BFEIBFHEERENBIAMEE. I, EESERENNARFFEIAT
EFB TR, BUNEALERRESMIINARRF , A@EIABFHREERE,

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
w In Gmadl [

r ™
(Do )

212 B EH ( Google Workspace, Microsoft 365 )

AppFabric A EEENARFTRERENCEZANES. BNIXBERNBEFEIZER , BIEEH
PR, #=, Start/End BHEIFIBH, ZBEHNRIAENFIE. AppFabric JEESEXLEFERFAERA
B, UEBEREEZHESHNE, FETAERTEHE , EEAUBUAEEN,

ECEBNEN , XTEEUTFR :

AR, T, GRS RE,

SR A FRERBNEATENEARFFRITENARFRE 168
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EEEmE

« Jreaed R B A B R T SRR A,
« “BEFREREN , EFEEAMRE FERMbit (MRREH )

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

RERREHE  CREIEHCUERNBINGES. B,
HEVEEEE, BRLERALSERESMINARESF  ARISHRECEIR,

AWS AppFabric Action
& Create Calendar Event

[ &) Event created

Title
Review Pricing Program revisions with Alex

When

Movember 27, 2023 09000 AM - 1

Invite

0000 AM (AmericayfLos_Angeles)

Deseription

Google Calendar 5

el

Hey friends, Lot's review the pricin

COm, 2]

g program with Alex, Thanks,Ruth Sent from my iPhane

222 /EF (Asana)

AppFabric A EEEHIEN AR FAsana P RFENEES . BIIXBFERESFR , SIAES B,
ESAEE. B BNESHER, AppFabric TRESEXEFRFERAR , AP ERECIET
SHWEE, FETESE  ERENCIRES., BB LLM WEW , EME Asana B TEXHME 5
ESHRIEES.

B2 Asana FS RSV TIEBUTFE :

ReERENNARFTREIATERS

SR A FRERBNEATENEARFFRITENARFRE
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EEEmE

<R P R

o MRMER, WEZiE ABARE M B FER4Fbit,

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

IRESRE , BFEI-RBINER , RBPEE Asana FRIEES. AL, L% Asana FHE -

EREFHEEE, SUUERLERRESRENARERFARIEE

By Asana T{EX, B H{ES,

AWS AppFabric Action

«» Create Task

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

[@ aaaaaaaa ed ]

B2 ES (Smartsheet)

SRECHE  EFHBIEEN

AppFabric AV IRTE B N A FSmartsheet P RIBN G ZES, BITXFELTESZR , HINESS
¥, ESAEE. BLABMNESER, AppFabric TREQEXEFRPERNE , LA BHELEE 0
BESHE. REBTESRE  ERCIEUGEES. X TSmartsheetttss , AppFabric fFel&—1
VT ASmartsheet TR HIERA A S CIRMES . XHMEN T HBIAE LAY T R AppFabric

ERNBREEFE— LS,

B2 Smartsheet FS BT HIIEBBE LT FER :

¢ R T

SR A FRERBNEATENEARFFRITENARFRE
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« FUAMTRERNE FHfFibat (REHR ) .

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BBESE , BHER—KBIEE , REAETE Smartsheet FEIEFES, I, R/ Smartsheet

FEI - NEEESHEE, EUUEALEZERESNENARR , UMEELER Smartsheet T
KHPEEMES. FIERRKW Smartsheet FFEHHEREH TERF. MRITHERBEMER , AppFabric
fFelE - TR,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing

Assignees
alex@acme.com
Due Date
2023-11-27
Diescription
W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,
w in Smartshest [4

Close
R

B IT MIZ£EERA AppFabric XS T/EME ( K ) THEERY A RIXR
“ AWS AppFabric T2 &7 1" Theest TEM B , s K ET 1L,

FTE &R AppFabric TIRE4.7H ( i ) ThEEM SaaS NAEFAFEAAFABEF AP
. AppFabric MREHLE—KITEER , RETBALANNXEERRA TEREAENHRNE | &
ERIAT®I -

BEDARR =
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- REFBREME (1dP) BF : BALBET S HREERILEZFRNR , SUEFHAFXNERKXALE
RETIRERY ISR,

« OAuth WEENABRFER | BEZERARII RS OAuth, WRETRLIERAFFEE OAuth &
PRI R AR FIEED 2 8 TEX.

NERAHAFHIR®ITHIEDERR , 125 AppFabric TE®RFE
& AWS AppFabric TEMRINEEL TR ER , AIRE2 R EE1L,

AT NBERERANBFELERR , AppFabric UIEE THEMRE,
RRUFW N RER

AppFabric A FRREIEREUFEENARFARNWNARFERNRAAPHEHETISEZFE
IR, MREEZABFABE REUE” HIE AppFabric , MR RZNAERF & K4 ﬂAppFabrlchﬁ
INNMARFHFAENSONNARFIME RN ERENRIISE, FIENARFBURBIPRAR
o, AEERIESEERESF2EXNERIE,

ERAARZRIINNABRFRE M. NRTHENARFARAR , WTNUFINARFREERIER
ShEBgs,

Application unverified by AWS AppFabric

[App Name]
A\ Allow AWS AppFabric to send data to an unverified app
[App Mar me] requesting to ur data. [App Name] has not been verified by AWS AppFabric and might not be who
they claim they are.
should not authorize this app unless you trust the developer of this app. Allowing urverified apps might put your

da|a at risk.

arn more about how AWS AppFabric handles your data

HTRE, FEHREZBENEER (InternalServerException)

2 AppFabric AT ASIHMARFSHE T RAER, FEHKE R SREFEZS
RERREIEE, EHEER.

REFR =
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EEEmE

Connect applications

Please cannedt any applications that you use. Connected apps provide the source of Information AppFabic uses to generate Insights and actions that supercharge your productivity.

[ & Soemething went wrong. Please try It agaln or check with your Admin, ]

Application v Status - Astien

D smartshee © connected
42 Slack (@ Connected
& Google Workspace @ Connected
ofs Asana 2 Mot connected Connect [
& Atlassian Jira suite ©) Not connected Connect [
W Miro 2 Not connected Connect [
B Micrasoft 365 © Mot connected Connect [

‘When you click “Connect”, you ane Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabeic Ingests that informathon, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

dam.

BATFERBEHMSBERMIEL, FHEHIE (ThrottlingException)

= AppFabric AP T0ESI S AR 7Sl T R & RB M T N AR FEE | SRR EH

B, BHEEHR,

[ (& The request was denied due to request throttling. Please try it 3gain in some time. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action
[ smartsheet @ Connected
Slack (& Connected
5 Google Workspace {2 Connected
oa Asana ) Not connected Connect [2
& Atlassian Jira suite S Not connected
m o ) ot connected Connect [5
BY Microsoft 365 © Not connected m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar Invites, colleagues, prafessional Information, and other Informatian) fram that
application and Ingest it. Onoe AWS AppFabric Ingests that information, it will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign n.
AW AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

R HERR
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BT ER AppFabric, & AppFabric E#T& % (AccessDeniedException)

% AppFabric AP P EEIIENARFSIB THREIELFEMMA N ARFEREN , B2
BtkH S, AppFabric B &EFXE,

[ & You are not authorized 10 use APpFabic. Please check with your IT Admin. ]

Connect applications

Pledse connect any applications that you use, Connected apps provide the source of information ApaFabric uses 1o generate insights and actions that supercharge your productivity.

Application - Status - Action

Smartsheet @ Connected
b slack @ Connected
G Google Workspace (@ Connected
& Asana () Not connected m
& atlassian Jira suite () Not connected m
m o ©) Not connected m
BT Microsoft 365 ) Not connected m

‘When you click “Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional informatien, and other Information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use It te create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how MWS AppFabeic handies your

data,

AppFabric 125 T{EMZ* APIs ( iR )
128 AWS AppFabric TERRIEEA TREMER , RS RET1L,

AR AWS AppFabricE 7= HIhEER) APl BR4E. BIRRBNE N HiR.

® Note
BXFrEEMER AppFabric APIs , i55 8 AWS AppFabric APl 3%,

FA

« 18 T1E%E AppFabric B AP| 24 ( TR )

- REIHEXERN API BIEXRE (Flhk ) AppFabric
- REIEXEN AppFabric £ API 51z ( KR )

AppFabric 1 T2 & TEME APIs 174


https://docs.aws.amazon.com/appfabric/latest/api/

AWS AppFabric EEER

RE ITEME AppFabric B API 4 ( FLLEAR )

#2786 AWS AppFabric TIEMENEAL FREMER , TaELRERI,

RS THEMEINAE AppFabric XU TR,

B35 E#b AppFabric API 84E , %35 AWS AppFabric API $24E,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback
. THE

» UpdateAppClient

2

127 AWS AppFabric THEMENELFREMER , ThEL R ETL,

. AppClient

H

&
« IEXRIEX

HRIEX

WREZ A JSON AN THIE,

B 175


https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html

AWS AppFabric

EEEmE

e

app_client_id

redirect_uri

state

CreateAppClient

588

AppClient Z&XH ID,
BRNEENRLRAFEEHDTM URL
BT 447 FR M EE Z BR SR E— B

&S AWS AppFabric THEMERINEEL TG ER , AlsE2 R ET1C,

f12 — 1 AppClient.

=)
c 1B

%

—

EB

FERIEX

K1IEX

vl

EREZ XA JSON B LT3z,

S8

appName

clientToken

98
NARFEHNE R
KA R

KERS : RPKERN 1. ZRAKEN 255,

BNE

fim
E )
fim

EENBRBERDBSUEMBRHANE—. X2 K NENRAR
o XELZAILZEMERFR , MASBINEBRMTHRENER
B, EFMAREEZZLUEXRENAR , WEFENME M
SREEHRRNE. BRNBUEER UUID RERE,

B

176


https://wikipedia.org/wiki/Universally_unique_identifier

AWS AppFabric EEER

S8 151 BA
MEBELETREIE | U AWS S REERK—PNBEVES
MREFEHER ClientToken EFREHSHEIR ZRME , U
B AMHER IdempotentParameterMismatch 5
Ro
KA . R
B : [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]1{12}

customerManagedKey/RiRfF  H BFEERNEL £ ARN. AWS Key Management
ServiceZ4A A T MEBIE.

MRREEFRH, AWS REAZRH NEA. EFEARRN—
MRS MRS BEN R RES,

BEXEFREZHA AWS HENEA NEZEE , B5H (AWS
Key Management Service FF X AR IERE) RHEFS AWS ZHH

=5,

KA S
KERS : FDPEKERN 1. FAKER 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

iR N AR,

RE . PR

B 77


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

AWS AppFabric EEER

S8 !
iconUrl B EPRRBARAI M ik AppClients

KE . TR

redirectUrls BRNEENRAAFREEMEIN URI, EB&EZRILAM 5 N

redirectUrl, 530 https://localhost:8080
RE . ZHHHA

BAMR &2 1 Mm. &% 5 U,

KERS : JPKER 1, ZAKER 2048,

B (http|https):\/\/[-a-zA-Z0-9_: .\/1+

starterUserEmails AT TRt | XL PRI 2 818 REE WL,
AppClient

RE . ZHHEHA
HAR : BIEHERN 1 T
KERS : &PKER 0, KELERN 320,

B [a-zA-Z0-9. 1#$%&’ *+/=?~_"{|}~-]1+e[a-
zZA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

RELE R
tags B BB — MRS MRIDHRER WS

KB RSN RBA

BWARR : BP0 MR, &S 50 W,

BE 178



AWS AppFabric

EEEmE

e B 7T 35

MRIIRERTD , NZBRSHEKIEE HTTP 201 14,

AR5 LA JSON #& 03K @ /Y BL T 84

e

appClientSummary

DeleteAppClient

5 BA
TEWHFE AppClient,

A : AppClientSummary 3 &R

&S AWS AppFabric TEMERINEEL T ER , ATRER R ETAL,

I B Bz A A2 e B P i o

ES

i B

i
‘%‘7

o)
=
H

HRIEX

EX

N v

#RIEZ KA JSON H#3Li bl FHE,

S8

appClientldentifier

ik

AT BRI SR RS (ARN) & A HE—#RIRAF (UUID),
AppClient

KERS : &FPKERN 1. RAKER 1011,

B : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

= MEeeE «» B
ERMVE 2

B
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I &7 7T 3
MR RERITD , MZREZLEZEBTEZE HTTP EXH HTTP 204 MR,

GetAppClient

125 AWS AppFabric TEXRINEEAL T ER |, AlgEa X £ 1L,

IREIFXKE S AppClient,

=

x

i
<t

3

o)
=
pl

R JT 3R

HRIEX

WREZ A JSON AN THIE,

S 1. BA
appClientldentifier BTFERNL I EFERF (ARN) &AM — R %FF (UUID),
AppClient

KERS : R PKER 1. RAKER 1011,

#3 : arn: . +$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

Y
MBRIIRERTY , NZBRS L KIEE HTTP 200 1R,

AR5 LA JSON #&=0iR B LA T #3E.

B
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EX i8R
appClient TEBXMEE AppClient,

R . AppClient K

ListActionablelnsights

& AWS AppFabric TEMRINEEL FHMKMER , AIRE2REE1,

Sl B EEN TRIEETI, E5MHAER.
x
© BREX
- MR TLE

=

HRIEX

BEREZ XA JSON AU THIE.

S8 1, B
nextToken WRIRE nextToken , MAEEZAALR, nextToken B

HESIMNNHNE-SATE., ERARENSEEARNER
T—, REMBEMSHETE, B0 ATHEME 24 MatEd
B, EATHNS THENIRE HTTP 400 InvalidToken 451X
e B 7T 3
MRERERT , MZRSHLRIEE HTTP 201 AL

AR5 LA JSON #&0IR E1HY LA T 8043

R 5
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S i 88
ActionablelnsightsList FIHATIREN AR | IR, R, RENUENNEE, &

KREZER |, iS5 Actionablelnsights.

nextToken WRIRE nextToken |, MABEZAALRE, nextToken B
ERSI NTHNE—7TSHE. ESARENTEBXARURE
T—0. REMEEHMSHIE, BN USHENE 24 ptEd
B, ANEN D TSESIRE HTTP 400 InvalidToken &1,

KE : TR

ListAppClients

125 AWS AppFabric TERRINEELL THRREM R , AR R EZE,

IREIFTE %13k AppClients,

=

£

i

EX

N JT 3

o)
=
U

FERIEX

& R#EZ KA JSON R U THIE,

S8 % B8
maxResults SMNARAREMNBERERK, B LAMER nextToken FREES
HERTH,

XRAR—NMER. SRAMARENRGRERBTED TEENR
KRB,

p

BRCEE : &R/MER 1. &EAEN 100,

BE 182
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S 15,88
nextToken WRIRE nextToken |, MABEZWHALR, nextToken B

BEREANTHNE—2 TS, FRRENSEBXXARURR
T—T. REFFEEMSETT, SN2 TSEEE 24 Pt
B, ERASEENS TSEEIRE HTTP 400 InvalidToken 4&i%.
a5 T &
MBRIIRERTD , NZRS L KIEEB HTTP 200 1457,

AR5 LA JSON #&8=0RE LA T #4E,

S8 15 BA
appClientList ‘@& AppClient &£ R85k,

¥ A . AppClientSummary 31 REA

nextToken MRIRE nextToken , MEEEZAHALER. nextToken
BERS/NTTHNKE -2 TSE,. FRRENSGEBREHALRE
T—. REMBEHMSHETE. BN AHHEEE 24 MitEd
H, FEANENS TS EIRE HTTP 400 InvalidToken £5i%.

KA ZFEH

ListMeetinglnsights

& AWS AppFabric TEMRINEEL TR ER , AIRE2 R EE1,

JIHREEN AREN B AEH,
x

&

Tl
.}(_'7
=
<+

=
3

al
P

B’¥%E 183
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FERIEX

BEREZ XA JSON XA THIEE.

S8 15,88
nextToken R IRE nextToken WUAﬁﬁgﬁIﬁﬁ%%o nextToken ®

E%@u\ﬁﬂﬁuﬁ PR, FRREMNSEBRARUKRE
M. REMEEMSHTE. BN RSEFE 24 D EY
%oﬁmﬁ%mﬁﬁ%ﬁﬂﬁ@HWPmom@wmmn%ﬁo

a5 T &
MBRIIRERTD , NZBRS L KIEE HTTP 201 14K,
BRZ5 LA JSON IR B #Y A TR,

EX i8R

MeetinglnsightList FIHARIEN QWA BXEZEER , 1S Meetingln
|9htSo

nextToken WRIRE nextToken , MEBEZAALRE, nextToken

BERE T HEA M — JJﬁl'A 2, FRRENSHEBRBAAUKRER
—, REFMBEHMBSHETE, BN NP ATEEE 24 MtEd
B, ERNEIM 9 TS EEHRE HTTP 400 InvalidToken 48i%o

KH PR

PutFeedback

125 AWS AppFabric TEMRRINEEAL TKEM ER |, AlgEa X £ 1L,

AP HNEEN R BTIRFER TR,

£}

BE 184
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« BHRIEX
- lgRITHE

FERIEX

BEREZ KA JSON BB UATHIE,

EX i8R
id ERXRBAFTIRE ID. XALLR Insightld 3 Actionld,
feedbackFor ERXRBHNFERE,
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| ACTION
feedbackRating RBIFEDM 18 5, FEEHET,
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MR R IR B AR,

ESIRESES

KERS  BMER 1. BAKER 2048,
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e
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U
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) B 7T 3
IR MERERT , MiZARS S KRIEE HTTP 200 MR,
R3S LA JSON # IR BIBA T 88

¥ L
appfabric_user_id THEWAF ID, RAEMEH authorization_code
WERT 2IRELE,

KA FZRFE
expires_in TREHAINPE.

HA  KBE

refresh_token BT REE&ERWN RIS,
KR S

KERS : &PKERN 1. RAKERN 2048,

token WA hE,
KR Z2HH

KERS : &PKERN 1. RAKER 2048,
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o
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. BREX
. WRITE

FERIEX

& R#EZ KA JSON BRI U THIE,

S8

appClientldentifier

redirectUrls

e 1 7T 35

L

AT RO SR RS (ARN) 2iE A HE—#RRAF (UUID),
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KERS : &FPKERN 1. RAKER 1011,
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ENEENKLARPEERZTMN URL, B&ZELURM S
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KR FHBHA

BERR &P 1 1Mm. &% 5 W,

KERS /P KERN 1. ZEAKENRN 2048,
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MBRIIRERTD , NZRS L KIEE HTTP 200 14 R,

AR5 LA JSON #&=0IRE A T #4E,
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L
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EX i8R

%% : AppClient &
e TEMERN API 2iiEKE ( Mk ) AppFabric
RS AWS AppFabric T/EMERIhEEL T ER , ATRER R ET 1L,
AppFabric APl @E&MRIEFAMNSTEERE, AT EAER T RENERIIENHIERE,

AppFabric

BXRFIEHM AppFabric APl 33K | S ® AWS AppFabric API g3 #,

/A Important
TRARIEBFERBEHDENINTRZNIRF. RARFFNRREENIRF.

&

» Actionablelnsights

+ AppClient
» AppClientSummary

* Meetinglnsights

» VerificationDetails

Actionablelnsights
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S8 15 BA
insightld A R LRI EE— 1D,
insightContent XRREINBREUR AT ER AN EBRA R EE,

XFR—NIERANEE (<a> 55 ) B HTML RE,

insightTitle A R RY DL R R AR
createdAt L4 B EERT
actions RNERB N AR IWAIRESIR,

BRENREETISH

« actionId — £RKMRERME— ID,

« actionIconUrl — BWWEEPRITRENNAEFHNER
URL,

« actionTitle — £RHVIEIEMIRE,

« actionUrl —#tHLAFERFIFHREFNNITRE
AppFabric# i — URL,

RNTHITIEE , ISV RAERRFNERL URLSAFEEDE
AppFabric AFITF (BEHRF ) -
« actionExecutionStatus — ERBERSHIBEE,

Al RERY{E2FE : EXECUTED | NOT_EXECUTED

AppClient

125 AWS AppFabric TERERINEELL TRREM R , AR REZE,

FEBF/XMEE AppClient,
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S

appName

arn

iconUrl

redirectUrls

ik
HARFHE

RE : TR

b
I
i}
4
i

KERS : &DKEN 1. ZRAKERN 1011,
B :arn: .+

B R Fr BV $ 3R

RE  ZHFER

= e - B
rAYVE =

7 B RS ARFR B R 1k AppClient,

RE . FHH

ARFHE URLs E M AppClient,

RE . FHERA

BERR &P 1 1Mm. &% 5 U,

KERS  &PKERN 1. RAKERN 2048,
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s

starterUserEmails

verificationDetails

customerManagedKeyArn

appClientld

58

AR FERfFiba | XER P ERIE 2 BARERULE,
AppClient
RE . FHRHA

WAMR : BIEHEN 1 T,
KERS : &PKER 0, KEERK 320,

B : [a-zA-Z0-9. ! #$%& *+/=?~_"{|}~-1+@[a-
zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

= = . =3
=EEAMNE 2

Ep

‘EE AppClientiiE FRSFERERA,

F A - VerificationDetails X &

N EFREXNRA ERNL TR EREM (ARN) AWS Key
Management Service . AppClient

RH : FREH

KERH : {PhKER 1. ZRAKEHR 1011,

BX :arn: .+

AppClient B9 ID, EERATNAREFZEFWwMN o-auth RiE.
RE . FHH

B/ : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}
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AppClientSummary

125 AWS AppFabric TERRINEEL T ER |, AlgEa X £ 1L,

‘BEHF/XMIEE AppClients

S 1. BA
arn AppClient 89 Amazon &R&Z# ( ARN ) .
KA . FRFEH

KERH : HR/PEKEN 1, FAKER 1011,
B/ :arn: .+

HNE

fim
#
fim

verificationStatus AppClient BiFIRTS o

Mk

RH

SES

i

BME : pending_verification | verified |
rejected

appClientld AppClient ¥ ID., EEATRARFEF®W o-auth i,
KA . FRFEHR

B : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-
[a-f0-9]1{4}-[a-f0-9]{12}
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EEEmE

Meetinglnsights

&S AWS AppFabric THEMERINEES TG ER , AlsE2 R ET1C,

BEMINMRUNRE , URSWEN, AXNENRARFHEANRKEES. 274, HEMNE

EHEER.

2™
insightld

insightContent

insightTitle
createdAt

calendarEvent

resources

5, B
4 RHY L ERRIE— 1D,

REER , AFFREARKERFMAEE. flm, AL
MABRER,

£ RKHY I AR Y FR R

SRR
APNXENEZRAAEHHS
AAEHANR :

« startTime — EHHFFAIE,
« endTime — B4 L RATE,
« eventUrl — ISV MARF ELBFAEHH URL,

BEEERK IR R EAT RN SR,

BREXNR :

* appName — RIRFTE N NARF &,
« resourceTitle — BFEFRHE,

- resourceType — TIRAER,

AIREAY{EEFE : EMAIL | EVENT | MESSAGE | TASK
« resourcelrl — NARFFHEIR URL,
- applconUrl — ®RFTENARFHESKR URL,
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S

nextToken

VerificationDetails

ik

ATHRERT-—AREN T TS, XR—INIEFER , RERE

null , M RREEE SR & M.

1S AWS AppFabric TEXEIhaeAL TR ER , ATRESREEL,

‘@& AppClient RIFARSFRE,

S

verificationStatus

statusReason

1. BA
AppClient BiERZ,
KH PR

BHME : pending_verification | verified |
rejected

RELE B

AppClient BIFRSER.

KE : FRFEH

KERS : PKER 1, ZAKER 1024,

RE TEMEMN AppFabric L API £51% ( TSR )

125 AWS AppFabric TEXRINEEAL TKM ER |, AlgEa X £ 1L,

AR H|H T AWS AppFabric 7= HZh8ERY API IREHRE LV EEIR,

IR

195



AWS AppFabric EEER

BXRFTBEHM AppFabric EILEY API $51% , SR 1THEHERR AppClients AppFabric AR & T/EM
£ (AWS AppFabric APl 2% ) HHAWS AppFabric API EL45iR.

REEWR 15 BA
TokenException TEERLER.

HTTP RS : 400

Y EAEALE AppFabric
“ AWS AppFabric 2847 1" THAEL FHMM L | WhEA KA,

AppFabric XEUE A WAL IMIZ#E R AppFabricF#IMEE K Amazon S3 R+ ; XAB
FTHABRIMNERAFBENLE, RINEASENRERERRFENAS , SEBSMENBIZSM
., RINENRERENEEFARERE 30 KN EMER. AppFabric TERBAFPFBERE
WEBEIHERIE, flun , ZAFMTARER (RMARF ) WiEER , AppFabric FIENZR AR
FUWRELRE , ABTERAMTERENNAREFFNEMERE IHRERNE, AppFabriclI REEE R
£ 30 R BR LK 37

AppFabric *MERAAFRBRINGHSHEA TERNBNEE AR ESEE, BXERATEREIIE
AppFabricli EZ{E R , 35 A mazon Bedrock FAQs,

Yk

AWS AppFabric X#F#ANE , X —MRS[RMZEIEE , SAFMANMERERFZRIRAR |
A LA AppFabricE B #h 33 B3 1T % |, HEER T R BIER I 2 TR

&% R &

AppFabric £/ TLS 1.2 RFEHMPHNFIERR , HER AWS EEIRA 4 £ AWS BRFH AP &
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H Y R 1B L2 AppFabric
REBNEF R BARZANEES AWS AppFabric , LAEEBIE AT,
R ARFEST

A AppFabric pp bundle Z& &8 FFE AppFabric B ABRFRINABER (SHLUTERIVEXL ) . BRI
7 AWS Ik SN ARFAIZE— App bundle AWS X,

AppClient ( EBENABRFEFRNMNARFE, IR )

OAuth AppClient ER THIEZRENAREF. SMBIEEWS NARFEEEEM AppClient FEET
8] AppFabric ##E. FXERFFTE— AWS kS F 825 M AppClient, B4 AWS Ik RegiEM—

A AppClient, AppFabric FEFUTAAREEH BT, AppClient AppClient a3 & B < HKiEEZK

ENARFNER , ZNARFSES N ARRFGRE AppFabric 23 AppClient,

App &1

NMARFERBEFEREENNARFEHEZ2XER AppFabric )R, © AR OAuth ( FFREEZN-H
FRFNAREFHRNRAHEZENTBIRAL ) RPABE T (PAT) BIENEH N ARZFFRE
TRAE, BAUNSIMNNAEFBEASRES N NARFENR (&% 501 ) . X AppFabric ¥R
REEANARFNENMNMFREERARFEREGIZTIR , NINNARFNZSNEFEIEZ AL,
HEHEZEMEH AWS Key Management Service (AWS KMS) i) AWS EN 4 SiFFEENER
HITINZ |, HFMETES AppFabrice

BRE

AppFabric BREANAREFEN , BENARFNAXNABRFNNARFFRIFEFZBE, APls
RE , CRFRATERER—1HZN (&RZED) BFF.

B i ID

LIRBIENARFRNLUEEMERZ OAuth RIEN R AREFA , AppFabric ATREREREEMEF IR
ID MEFHZEH. EFE IDNEFRBATUENARFNEORINAREFRDRE, BXELES
BRI ARFPNAREIESR ID NiER , BSRZENRARRF. HENEFRK ID IEFIHS
FER AWS BENZH ZFIEE D AWS KMS A3 1711233 3 174 7£ AppFabrico

EPiRER

LB NARFRNAEEMER % OAuth REMN AT , AppFabric AJRER B RIERME i
ID MEFIRBEH. B R IDNEFRZATUENARFNSORIEINARFPRE, BXESES
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PRIENAREFPOARIFEFIRBANER  BERXENNAERF. AENEP K ID FFiRE
AR AWS AENESR SFFEERE AWS KMS A3 1T I H 7@ £ AppFabric.

RHE AR

REBEHREXTMNERHPRENFRAENEFEEME, SXERE AL EZAEEEE -
ZNENHM (HZRZEAN) , ISR EEFEKRS (Amazon S3) Service 4 A A YT 2 2 3 3E
Firehose. AWS IKFXI TE8MNBH , BAUENRFLEAETXRARKBERNERFELATRMNELT L
ZRHIHESR (OCSF) 1, %&$#F OCSF £t , LA LAUE L BEMER ( JSON 5 Apache Parquet ) .
HE%EE Amazon S3 #ER BFREY , F8EfEA Apache Parquet #&= .

BEZERENARER
58 A AppFabric SAMFRIRERAE 5% BY T % 89 S A 72 /& AppFabric,
OAuth

OAuth B —FFF i , RFEE Web, BN KENARFUEEMAREN T EFHITLZEERN
AppFabric OAuth A T 8|2 —&NARF RN

TR M E RS RMIELR (OCSF )

FHRMBLEEEESR (OCSF) —NTRIE , AFREUREHT —MATEBHER , UR— 154
BEERNZROLEEN, HEBNEMKBEERTENUNESESRANT BEN, BF2R4
AEEARE, NARFIBRAFRPEANTRINE , B4 EIBENLEFFENRE. AppFabric
BV RUIERNE , LEIZLURAGENRS (SaaS) AR ULHNEHLEN , FTEXEW SaaS NABFFEFRKAEE
#8 AppFabric R EILRIZEH, BEXEZER , B2 FRNE L2 MHEZ AWS AppFabric,

MABEITHE (PAT)

MAFETHE (PAT) 2— 87/, TATHRTENRS , MARBENEBE, HECENARFR
WEGEREE R PAT REW R ATRFET , AppFabric TAESESRIGIRM PAT, PAT I ENARFH
BHRRIEINARFFERE, BXNAEESESHRIENAREFFRE PAT Wik , BSRZENN
AREF. HEWBRSKSSHEER AWS fENRL EFIEEE AWS KMS A TMBEHFHE
AppFabric,

ARSI 7= 5 b

HIE 02 AppFabric NARFENUEENARRFN , RENAREFEEQERRSKS T E#TAA
BEFEMHRIE, AppFabric FANARFRRNEEN—H2 , TRSEREHERESKS T, AxM
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AELESHRIENABRFFERIBSKSTENGEE , FSRAXENNAERF. HZENRSKS M-
£EA AWS AEN R HBFIEEE AWS KMS A3 TN 3 7@ AppFabric.

HP RS

BIERNAREFENEY , AppFabric ATIgE«ERERMENARFHNES, ID MB~EH. /- IDRNA
EFEFHE—FRT. SMNNARFUENEFAFERATRNARE , B0 Slack BWorkSpace IDZ
Asana WiF ID, BXRUNAERENARFHIXREES, IDWER , FSRZIENNAER.

HPE A

SIZNAREFRNET , AppFabric TRESERERHNAZEFHMES ID MBEF B HFBHRIENR
P IDEENHE—RHN , IENARFRAZPEH. BEATRICNAREFRXIEFBEXER,
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FHYZ £ AWS AppFabric

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. TEHRBENREHERNZNREENZPNRZ MK

s TEE — AWS AFRIPE= AWS RS FETHERZEN AWS Cloud, AWS E R EBHEATLZ
2FERAMBRS. Third-party fERAWS EHITRIEA T RIEAITRIEN—E 5 , &itIHE =A%
ERMNEZLENERME. ETHREANEMITRI AWS AppFabric , HZRREMAITRIX 2 WBERNH
AWSAWS BREFREMITXI.

* TIREE — BWREHRE AWS RS EFRANABTRE. EEFENHMEREZAR , SBRENHEN
BN, BRANERUREREREN.

R AAEBE T R EE AN AN A S BREER AppFabrico AT EB @& A WA# TH E
AppFabric LB R BN REMERAM BIR. BEFZFIMAERAHMSE AWS RS KA B EEZEMNE
I8 H AppFabric &R,

£

- FHEIERT AWS AppFabric

- HWEHMIHEEE AWS AppFabric

. WEMHRIE AWS AppFabric

« UTFHFHENETERESKE AWS AppFabric

« ¥ 1E AWS AppFabric

- FHEIRHE S AWS AppFabric

o VAL E M IRE 2 #T AWS AppFabric

Y EAER I AWS AppFabric

AWS FAEHIEEE M TR AWS AppFabric REY IR, MARBEFR AWS , ARRFIZEITRE
NANEIKEAM I AWS Cloud, ERAREF N EERLEREN ENABRRIES, BERATER
ERR AWS RS MZEBEMNEEES. AXRBERANESEE  BERHEERLE N BB #E
AWSHR. BXMMNBBERIFNES , BSHERBIERY %A (GDPR ) Hb.
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZRAWS CloudTrail AP #EEP R EAEE CloudTrail B

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(WMEBEMRFER ) . XBIEELFER AppFabric = AWS RS ERAESIA AWS CLI, API 2 AWS SDK
i HATEMNIRERBABANEFZRPWANEAHRBFERATELATIIRHZEES, MRER
ABPERS AR EM URL , BB VST EEMiL P IS EUEEREIEXNZBRSHFHER.

® Note
BXERATLZEMNBIERIH AppFabric EZER |, BTSRRI EIELLIE AppFabrice

Yk

AWS AppFabric X185 NE , X —MRS[IRMNETE , S5LNNAREFSHEXNATEBER
FRHER , WL AppFabric BB H#1TNE , A ESHEHREN N E#THE. RABRT , &
F from AWS Key Management Service (AWS KMS) AppFabric IZ &M #IE. AWS HAEN R &
WA LU RER BN E R REBAXNBIEFTINE AWS KMS,

HEMRNARFRAEN | HTE THIEEFBR K AR,

A 201
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&5 T &

BENAEFEN , BALERE AWS RENEH IFFEEFRH. ENFITASRRRENAE(L
HiEe , SREERRFEEPRL DR E 2 FEBRS (Amazon S3) Service FEEH |, £ L&A
X HEBITINE . AppFabric ZIf A K 7 72 30 K5 5 174 8 A o 3 HA SRR A BR

AppFabric £/ TLS 1.2 RIFERPAMEERIE , HEHA AWS £8 V4 £ APl ER, AWS RE
REEE

AppFabric X#F A AWS AN ZH FFREFHNERE. BINBWEERESEERH , BX
TRELLET L BRHMBRE, HEEEFFREERHAN , 2 RIFRRE AppFabric i iNE &~ EER
H, BFELREFEEZHINR,

EFRERH
BORES RGBT FIRE AWS KVS FFRA R ISR X HE KMS 347 8 STAE TR 1.
A R

ZHRBEFINEFFREFANLR. SIMEFREZALTARE-IMEHHRE  HhasBEHETN
ERABRAURNAEAZANSER, EFEFRERHN , AUEEZRARE, AXUBZABRNE
ZER , FSH AWS KMS TR A R B RV 8 Z R A BUR

ENEFREZRAS—EMEM AppFabric , BIZER AppFabricJRH AWS Identity and Access
Management (IAM) RSB BXNENERAZNEFRERH. RIMNEBENECBR—MEZEREER
WE4H , AppFabric 7 &# AppFabric AP RMAZZHNAF . XMEERE T iHEERENE
B, ZHAFEENNRUOTAT :

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWS KMS #Z#| & 5| SEERENNZARKEEZN. BXBARBNESEE , F36H AWS
KMS FF & A RIEEERY AWS KMS H #Y 23 5 SR B

UTR—ANZHABERE , e :
- AWS IKFRAF T Hl4ARk,
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users

AWS AppFabric EEER
- RYFAFER AppFabric B EF B %48 AppFabric.
« us-east-1 P RENNAEFAESESNZHABEK,

RI#E R AppFabric fEF %M & AWS KMS

AppFabric EERESRENSEFERAEZNEFRERH. BXESZELR |, FSHE AWS KMS F X A G5
B AWS KMSH 21,

BIZNARERFEN , B EAKECreateGrantidEBRERA KRS AppFabric BIEREX AWS KMS, FHER
R AWS KMS ATFEFREF K AWS KMS 248K AppFabric 1B R, AppFabric EREMR
AENEFRERHAFITUTRIPRE -

« M &i%GenerateDataKeyiER AWS KMS LL4E BN E P IEERA MBI IEZA,

- BAREBEMZBIEZHAADecryptER , UEXEHATATMEENBENARBRHPHNA
BFHRSE, AWS KMS

« BAIEEncryptiEsR AWS KMS LABNZ4% i o B9 Bi AR 12 /= 177 18] 5 h&

AT REBH R B

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€aP00fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00eal®dccPaded@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea®00fbdfba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
}
}
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}I

L IEWIBR N AR F 2R, & AppFabric ERAMNENEF REZH XA RN.
IR IER N %47 AppFabric

LI AWS KMS BEFEE R E — B FE AT AppFabric , BAILLER AWS CloudTrail B &R R ER
AppFabric ZIXEIHER AWS KMS,

LAR 2 AppFabric ffACreateGrant®E A EZ AT IZ R CloudTrail WEH R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {
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"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333
ffo00af-00eb-00ce-0e00-ea@00fbOdfba@SAMPLE"
}

1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",

"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

1,

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

iy
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObcPadd@daaatSAMPLE"
iy

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"

:appbundle/
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"Action": [
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]
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"Action": "appfabric:List*"
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JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:StartUsexrAccessTasks",
"appfabric:BatchGetUserAccessTasks"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
]
}
BER 75 il BR =545 LE $RER

BAT SR 0E /R 51 BRI BR 245 LE AR S5 AV BB, AppFabric

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": ["appfabric:*"],
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"Effect": "Allow",
"Resource": "*"

"Effect": "Deny",

"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

AppFabric BX47= 1 IAM R BE R4

“ AWS AppFabric 2347 0" Theedt THEM B , ATge R ET 1L,

AR R RAIER TIRE T/E%E AppFabric B9ZhaE,
AFURFEAXIGEEF= D IhEE

LU SRBE R OIR F 3 47 T EE AppFabric By R RIXER.

/A Important

 IAM 25| 58 JSON KEEJmiE AR F A INILRBE RS | B RRSEB I - P ERREFEHIR. =
R NIRE LT AppFabric DHYZHAE B BIAL TR, ENIZZMKIZER , FRHECIR K,

AW TEFEEF HIhEE

LU SREE RO F IR & £ 7= 1 h 88 AppFabric T2 1 RIR,

/A Important

£ 1AM #£H 5 JSON KM JmiEER PR REER , BB - M TRRFHEIR. X2
RN E £ AppFabric DRI ZhEE B AI4t THUDRES . BRZBRIZIER , FHE IR R,
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AVFIEE L2 AppClients

LA R R BI1R T 012 BR AppClients, BEXEZER , BZHRNIESE L™ AppFabric eI
AppClient,

/A Important

£ IAM 125 58 JSON KERJmiE 2R F RN RAE RS | B RRSEE - P ERBEFEHIR. =
R NIRE LT AppFabric DAYZHAEE B BIAL TSRS, ENIZZMKIZER , FRECIR K

FEVF 1A R BASREUBA T ¥ 415 & AppClients

PAT KB RO FIREGEAE BHNR AppClients. BEXEZEER , BERARIMIFHEE
AppClient,

/A Important

£ IAM 125 58 JSON KEEJmiE 2R F RN RBE RS | B RRSEB I - P ERRFEHIR =
RN R &£ AppFabric DRI ZhEE B AIAt TSRS, BRZBRIZIER | HRECIR KK,

ARG R SR AppClients

LA SR RBIR T X4 DI R AV 1A B AXBR AppClients, BEXEZEER |, BSRIREIFHEE AppClient,

/A Important

£ IAM 25| 58 JSON KEEJmiE AR F AL RBE RS | B RRSEB I - P ERRFEHIR. X2
RN E £ AppFabric DRI ZHEE B A4t TSRS, BRZBRIZIER | HHE IR K,

A FH R E# AppClients

AT SR RABIR T EFH PR AppClientse BXREZEE | SR E# AppClient,

/A Important

£ 1AM #2558 JSON KM JmEER PRI REER |, BB - M TRRFEHEIR, X2
RN E £ AppFabric DRI ZhAE B A4t THUDRES . BRZBRIZIER , FHE IR R,
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AVFF R ER AppClients

AT SR BE R0 4R T 1 BRIX PR AppClientse BXREZEE | BES R E# AppClient,

/A Important

£ IAM 2H 569 JSON KEEREER PRI RIS , LA FE - M ERREFEER. X2
R NRE LT AppFabric HAYZHEE B BIAL TSRS, ENIZZMKIZER , HFRECIRKE,

JEVFIE A AR B AR

UTREROEATE API RTHREME , UINARFRTRR. ARESZELR , TSRANEHAN
RAREFHT S HEIENRN.

/A Important

£ 1AM #2558 JSON KM JmiEER PR REER , B RSKFE - MTRREFEER, X2
RN E £ AppFabric DRI ZHEE B A1t TR, BRI ZBRIZER | HHECIR K,

HAth IAM R B R4
RTFAFERMIIE SR

ZRGIEER T B G RKRE |, AW IAM BFEENNBIEAF S ONNBMEEN R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ER AR,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

RS MHx A BT AppFabric

AWS AppFabric f#H AWS Identity and Access Management (IAM) fRE#HxAE, REHEXABR —
MECEEXBEN IAM A4 E, AppFabric Service-linked B&HE X AppFabric , 3
ZREZFRREFUME A AWS RS FFENFENR,

REMEXxBEMFEIREES AppFabric ENNAE S , RABTLFEHRMBSENNR, AppFabric EXEH
BRESHEXBEHNE , BRIEZHENL , BN AppFabric REgiEEEHA®, EXWNRBEESEREN
WPRZRE | AR REM I E{E{T E b IAM SEARAY A PR R A& o

RAETEEERBREXERE , B EMERRSREAE®, XTI RFEMN AppFabric iR , A&
T LT B MR R B RE R,

BRXFRSEXAGHNEMERSZNEES , E5HE IAM BEEEAAWS BRSS , H1EService-linked
ABIPERTHE ‘R RS, BTERREEFZRSFHNRSREKA S XA EEE,

Service-linked B A &X PR AppFabric

AppFabric fEA & N RS X BT AWSServiceRoleForAppFabric — AppFabric SR REIE K
AEWBHRER , Hli Amazon S3 ZE# B Amazon Data Firehose & #ifi. ©i% AppFabric o 1FRF
CloudWatch $8+r 5B BEEAWS /AppFabriciy & ZE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AwWSServiceRoleForAppFabric REMHEXABEEUATHRERAZBE

« appfabric.amazonaws.com

BHANABNBREBEAWSAppFabricServiceRolePolicy AppFabric foiF Xt 18 E &R TR LA T i
£ -

« 4 : AWS/AppFabric &8 B Z=EHH cloudwatch:PutMetricData. MR RIFRHIEIRBIER
AppFabric A Amazon CloudWatch AWS/AppFabric a8 &ZE., BxH A A AppFabric I8/fHNE S
S B CloudWatch , 2 AWS AppFabric £/ Amazon #1T7¥# CloudWatch,

 ¥R4E : Amazon S3 F#EFH s3:PutObject, LLERERFRIZEIRNBIBEBHRAEIEERN Amazon
S3 F# . AppFabric

« #4E : firehose:PutRecordBatchfE Amazon Data Firehose &% F, HREARIFIFIERNER
R AppFabric AR1EER Amazon Data Firehose & 55 o

BXEZEER |, BHSRERT AppFabric BIAWS & F .

BB EFERF., AAREBEE, REIMBRBSHXXACHWINIR, BXEZER , H5H
IAM A P igm s Service-linked AE R,

NBIERFHERAE AppFabric

BEEFHUNBBRESKBKAR, YHEE AWS EEZFHA. = AWS API F412 AppFabric XN AREF S
Bf , AppFabric 2 R ECIERSZHEKXAR, AWS CLI

‘REHIRFSEXAE AppFabric
AppFabric R A& REBAWSServiceRoleForAppFabricfREZHEXx AR, EHEREZHERARE ,

BRETEZERB/ENER , RATRESHNEEIAZACG. T , BUNUER IAM RKESEHNH
B, BXEZER , 20 (IAM AFEm) PNEERSKKAE,

i BR &9 BR <548 < & & AppFabric

NMRTBRECAENZERSKEKACHNIIERRS , RNEBWERHRZAG. XHEMIBRKES
GRS EP R AREASSE, BR , KM EMBRFTE AppFabric RARFHESE , AE S 8EM ERRSHE
xA®,

EABSXRAL 7T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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AERBRSHAXAR

UMERBRBESHEXBCERANMERR , RAETHEER AMBIRZAC, AEEASEPUR
AppFabric WA FARFRHBE, BXEZEL , HSH AWS AppFabric 1 %2 £ %R M B

® Note

MRIEZ M R A RET AppFabric BRSFIEEERAZAE , MPBRATERS KM, MRREXME
o, BERLIHEER.

FHMER BSHEAXAR

FH IAM 258 AWS CLI, 3 AWS API il BRAWSServiceRoleForAppFabricfRZHxAR, &
XEZER , 72 (AM AFER) FHRIBREBES KA,

AppFabric RS XA € i XiF

AppFabric XEFEFIBRMHRS AWS XiF it 5 ERSRSHEXNAR. BEXEZELR , BS5H
AWS — &5 % iy AppFabric i = FEH,

AWS HIIEE KB AWS AppFabric

EQAF. HANARFNKRR , F£H AWS REXRILLECHEERREREES. IR NEAKREMR
BN R AM ErEERARBERNEMZ LR, BRZEAT , BUEARMNNG AWS £EX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS RERBNEZER , 5
59 IAM AP iEEHRAWS FEE KK,

AWS BRS5 43 MEH AWS REXRM, BT EER AWS REXRBPRINR, RFBERLME AWS
ERRBRINFANRAZIGISE. WXEFSLBMMRBNAESH (AR, ANEE ). 3B
BB ERFRIETAN , RSRETRSER AWS BREX K. RST2M AWS HERBKHPBER
MR, F IR E A 2B ERTE R,

eS| & AWS XEFRE SRS THFRENIEERE, i , ReadOnlyAccess AWS EERBEIR
XA IR AWS RS MRIRNWRIRGENR. SRS G2 —TURThEER , AWS SN FHBENRTRR
IMRBERER, BXRTHERERKHNSIRMUE , HSH IAM B ERHPRER T THERENAWS £E
R

AWS EE XK 222


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS IEE XKL : AWSAppFabricReadOnlyAccess

BB LA AWSAppFabricReadOnlyAccess REEHIINE] IAM 5. LERBE @ AppFabric RE&RFR
AR

® Note
ZAWSAppFabricReadOnlyAccess KRBT &R F 47 HIhEe AppFabric B RiEimFAX R,

RRFHE R
ZERBEBEUTHR :

 appfabric - RFRIMNAESE, FIHNARSH D, RENARNR, JIHMARN, REEREL
FIHFREN, FREUREXE AR, B SEE PR 5 R SRR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination"”,
"appfabric:ListAppAuthorizations"”,
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions"”,
"appfabric:ListTagsForResource"

1,

"Resource": "*"
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AWS IEERRE : AWSAppFabricFullAccess

A LU AWSAppFabricFullAccess REEMINE] IAM H17. LREE[E AppFabric [RFE FEEN
PR o

/A Important
ZAWSAppFabricFullAccessBERA R F AppFabric X2 E 4= D Ihae s 5 EIXER |
NIXLITHEE B B TR, BXBEFEF HIHREHRINRE AppFabric EZEE |, 5
Bl AppFabric Bx 471 1AM KBE Rl

RRFHRER
ZERBBEUTR :

« appfabric— MTEFELEENXR AppFabric,

« kms - &5 51 5 & BIR,

« s3-RFH|HFIEH Amazon S3 FE @ MREVEME BB R.

« firehose— ¥ %I Amazon Data Firehose 1% % 7 F 3 i 7% 5 57 B PR o

« iam— BF R BIBAWSServiceRoleForAppFabriclRZ XA ®E AppFabricti PR, BXEZE
B &SR HRSHEXAER T AppFabrice

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

},

{

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"
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},
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets"
]I
"Resource": "*"
}I
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

},
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateSexrvicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

}I

"Resource": "arn:aws:iam::*:role/aws-service-role/

appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"
}

AWS IEERRE : AWSAppFabricServiceRolePolicy

7o AWSAppFabricServiceRolePolicy SKREGKIANE] IAM SR, LLEREEHINE A FRRERIT
1€ AppFabric WIRSHEX AR, BXEZER , F5R HRSMEXAEEHT AppFabrice

RERFAE R

ZERBEEE TR :
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 cloudwatch— R FIFIEREIE R AppFabric A Amazon CloudWatch AWS/AppFabric 5
ZE PR, BXxH A AppFabric IE#RHIE % & CloudWatch , iEZHAWS AppFabric {4
Amazon # 1T#5 %2 CloudWatch,

« s3— &F AppFabric FREHBIER A EIEER Amazon S3 F#EEHINER.
« firehose— BEFFREAEIEM AppFabric AEIEEHR Amazon Data Firehose 1% #i RV B R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace'": "AWS/AppFabric"}
}
}I
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecoxd",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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}

AppFabric E# E| AWS & KB

# & AppFabric BiZRESTFHRBERXET QLK AWS HERBEFNFMAES, AXETEEINE
T , BT AppFabric 3247 £ 18 F M H LA RSS § 2R

B HR H
AWSAppFabricReadOn AppFabric 11T [@ AppFabric 2023 £ 6 A 27 H
lyAccess - $T R #& BR S5 T RN PR A9 37 SR K o
AWSAppFabricFullAccess : ¥  AppFabric 107 [a] AppFabric 2023 &£ 6 A 27 H
REg BRS 1R FE RN RAY FT R BE
AWSAppFabricServic AppFabric HAWSServic 2023 £ 6 A 27 H
eRolePolicy : ¥R eRoleForAppFabric BR%
MXBERMT R,
AppFabric JF 18 IR ER & X AppFabric FFIAIRERE AWS #£ 2023 % 6 A 27 B
ERBHEY

B BHEE AWS AppFabric & 13 11/ 7] £ BR

FER T EEREE BB HT RIS EEFE A AppFabric 1 IAM B 7] 828 FI 69 & WL [a] &,
ey

o BENREUTIERITIRIE AppFabric

« BELNKE FE = : PassRole
« BRAEAFRIIAI A AWS K 518 KB AppFabric &R

REBELL T EHITIRIE AppFabric
MREWBERET , BAETRIRTEMRE | WAREH R UAFRITIZRME,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEREN appfabric: GetlWidget WRAT , 2K E LT RAEEIR,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

EHBERT , BHAEH mateojackson AFMERRE , LAVFER appfabric:GetWidget BAEEIH]
my-example-widget &R

MBEBEERDE  FHRRENWAWS EER, FHNEEBARREHEREZIIN A,
EELNEKE FE 2 ; PassRole

MR BT —MEIR | RPBLBTINIT iam: PassRole B4E , MIAXMEHMEBUA T LG ABIES
¢4, AppFabric

BE AWS S A ERIIAEABRKEL1ZRS , MARERMNBSACIRSHEXAR, it ,
BB MERF A LB RSINR.

ZHE N marymajor B IAM AR =R EA RS A 1E AppFabric RFIRITIRIERN , @ REUT R IR,
BR , RESTMEERFACHRFHRERS AIMITIHRE. Mary FTEENAGEZIE RS HR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB LA A F#EINAT iam: PassRole #1E,
MREEERY , EHRRALZHN AWS EER, FHNEERRREEREIENA,
B AT EUNBEAFE A AWS K 50 KK AppFabric %R

ZAGBR—1MAGE , UMEAMKSPHAFREALANARTUERZAGKIGRIEH TR, &7
DEEHEREY , AURARE, XN TXHETHRFRNRBERILEEHEGIR (ACL ) BIRS , BT
£ X LR BB A R R T EH R R T3 R o

ETHEZER , BEAUATHE :

- BTMRED AppFabric XIFXLEIhEE | BSHIEIES E AWS AppFabric 5 IAM BL&# .

« BET7HRINARHNESRENRRNGRNE AWS K | F25 1AM AP ERRNEEEE AWS
KB5S — 1AM B PR3 17 R R.

« ETHIMAMEZHIREREHNERNIGRIE AWS IKF |, ESE IAM AP EEFHEE =5k
HiFER. AWS Ik
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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- ETHROMAESSHBRSRIEREHFNER , F5H (AM AFRERE) FHRALEAI S HKIER
AP ( BRBRERIE ) REHRNER,

- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) 8 IAM
o Y S K P B R 5 ] o

HY &M E AWS AppFabric

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HIAWS,

WO LA THE=Z S FIHIRE AWS Artifact, BXEZEER , HSRPH “THIRES” BHY “AWS
Artifact,

BHEMER AWS RS TN EATEBR T ENBREN BN, RLOTANENBRUARERNERNE
M. AXRBEEANNEARENESEE AWS BSF , FSHAWS B,

LR R HNZ £ H&IESKE AWS AppFabric

AWS AppFabric 2t 7 2% 28 , HEEFENXEACHZLRBRER. UTHREXRE—
BOEN , ATFARTBNEZEHRA R, FEREXRTRTESENHERITATENTRER | iF
REMNEANERREMA MBS

EEEERGRNREITSEZENAERF

REHHAE HiE AWS Identity and Access Management (IAM) X PR , £ A & AJ LA AppFabric &
Amazon Quick AR HEttZ 2+ EEMEHEE (SIEM) TEERK , Hl2Splunke. N TUERNARFR
2 OHRELHITIBELEHERS (Amazon S3) E#EFESI L2 BkIE Firehose & i

Y5 AppFabric B4

& A LA AppFabric £/ Amazon CloudWatch $E#r# 1T 12, CloudWatch M AppFabric 82§95
BIFEHFHEHLENER. SALREER  UEEENTEEERENAEHERN.,. BXEZEER , S
¥ AWS AppFabric £/ Amazon #1743 CloudWatch,

FME1E AWS AppFabric

AWS £REMIRIERE S AWS Xif TAXHERN. AWS XE RHS/MMERENRENTAKX ,
XEMTAXBIEER, SEHLENSETRHMNGEE. MATHAX , ZALRITNREETARXZ
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BT Mt B S SRR A EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
XERESHNTAHME, FEEINTT Bk,

BXAWS X M AXNESER , FSHAWS 2 IREM R,

Y E iR e R 2 AWS AppFabric

ER —IEERS , AWS AppFabric Z 2| {Amazon Web Services : Z£&REBIR) B EP FiEHiRH
AWS £IKkN X Z LB FHRYF.

AT LAER AWS EX Y APl A AppFabric B ME&#H TiHE. BEFIRSAALIZFTLS1.0RES
R, BWAER TLS 1.2 RESRA. BEFRELNZHEETLEERE (PFS) WEBEH |, fln
DHE ( BE# ) 5 ECDHE ( #& #h 4k =& # Diffie-Hellman ) o Diffie-Hellman K Z2HIMR RS ( 40
Java7 REERA ) BRIFXLEER,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZRG B BHARNBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERH#ITER,

i /Y Bic 1E F RO 0 31 AWS AppFabric

BLEM IT ZHBRE (RNVEF ) £E AWS iR, BXEZER , BSHAIRE AWS HIBER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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¥ AWS AppFabric

MR EPMEM AWS BRARNATEM, FTAMFTMENEEARIT S, AWS AppFabric AWS
RHLATET 8 AppFabric , &KW, IRERBHEE LN B3I REER !

« Amazon 2358t CloudWatch¥5 1228 AWS BIRMEZIT AWS R ARF. B UKEFRERTE
PR, BB ENHEGER , URIREBRATEIEENIEIFAZIZIEEWN REN B REE K,
flan | BRI L CloudWatch BRERIZHY Amazon EC2 SRy CPU FERXRHEMISIR , HEEENE
HEFRFl, BXEZEER |, i55H Amazon CloudWatch F F$5F,

« Amazon Lo CloudWatch gs &g 52, F#EMIBFERBLDE EC2 EHIMERIRN BEX
#. AWS CloudTrail CloudWatch BEA KGN BEXGHNEE , HERISERENBEANE,

TR ESRAMEEIRELENBERE. EXEZEELR |, 5 Amazon CloudWatch H &
FIEmM.

« AWS CloudTraili#i3R IR KRB LR AP HEAFMEXEH , AWS Ik HF B EXHEmEE
EEHK Amazon S3 . EALURBIMERLE A P MK 23T 7 HiE AWS, X HFEUATE IP ik LA
KM & EWRtE, BXEZER |, i5SH AWS CloudTrail {AFEE) .

AWS AppFabric £ Amazon #1714 # CloudWatch

BT LAE R AWS AppFabric #1T¥# CloudWatch , B UWE R AR H N EHLLE J 0[5/ IT FRate
Bir. XEZITHFELREF 15 MNA , NMELRESLRTELEER , HeeB EFith 7 HEN Web B A
BEFIBRFZSHHITER. A, JLURER TYRNSERBENER , FH7EREIME AR ER X B AR
TRE, BXEZEELR | i55H Amazon CloudWatch F 18R,

% AppFabric BREEAWS /AppFabricdéy & 2= 8 P IR &5 LU T E+R.

R i8R
AppFabric N ARFRIURES NARFERNRES (14X BEE ; o FEM

HRN ) o

AppFabric #{#E/& f iR M SaaS N AEFWERIT B EHFHEZIE
AppFabric EIEE# B 5 ( Amazon S3 5,
Amazon Data Firehose ) FTTE X #yatiE ( AF
RNEH)

fE A Y4#E CloudWatch 531
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
.
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-

east-1.amazoncognito.com/oauth2/idpresponse"

}

1,

"requestID": "17el5a5d-8c66-46c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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