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TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN
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EHEANRS. Third-party FRNAWS EMIT RIS TR EA T K ERN —E5 , FitIHEN A
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
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- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,
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R
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RR) https://aws.amazon.com/compliance/fips/o
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IAM AP B4

IAM AP RN ENMARBINARFEERENRN — 150, BWERKRFIE , MFEEAKHMEIE
B IAM AR, BXEZER , BZH IAM AFERTHNERARA-ERAS HRERNRE S HKBIE
F 8 AWS fE A Im AHIE B AT T o

IAM (HIEE—4H IAM AF , ETERNMMN KRERAFP#HITNRERE, BEXEZELR , 551 (AM A
FIERY BH IAM B EREA,

M

PN 51


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html

AWS Billing Conductor ArfEm

IAM B

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H
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JSON MK Action TEMA A TERKF AT RIELLRHRE, EXRBPISHREARTR
ITRERERRR,

Billing Conductor Ky KB IREERERIEALLTHIA : Billing Conductor:. il , ER
FHE A Amazon EC2 RunInstances API ##4EZ 1T Amazon EC2 EHIHIR R |, &R0
ec2:RunInstances BEMNAEEKK, REEFIHLMEE Action F NotAction JtH, Billing
Conductor EX T —4H B WIRME , KERE T UERZBRFSHITHES

EERMEUREESTURE  BEMAESHENRT , MTHAR

"Action": [
"ec2:actionl",
"ec2:action2"

BHETLAERABEA (%) BEZSMNMRE. HlIn , EIRELLEE Describe WA RE , LT
BIE -

"Action": "ec2:Describe*"

EERRBESHREIR  FSH IAM AP EEHRHNAWS KE SEE LA RE,

RIR

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BN EETUANT LR FERITER
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"Resource": "*"
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"Resource": "arn:aws:ec2:us-east-1:123456789012:instance/*"
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B, Resource-based KM ATFEZEFROHEMKFRFEANR, BEAUFERAETRRENERREEKR
¥ AWS BRS5 15 R #&#Y Amazon S3 bucketso

ESABK/FAE , B LCHENKFSEMKS P IAM ZAEERETRERNERINEEA
FEKFEARRINBETRENEBAREIGEXRIEN —¥ME. HZERANRRULTTEH
AWS ik HEt , B3R AR B BIEAEZER FIHRIERNNR, BXEET 5509 SR8 M2 SRS R
FRR. B , MRETHEFENRBEQR —NEKF PN EARTFIHENR , WFFEFANETEHH
Kk, BXEZEE , EZH IAM AFERTH IAM A5 Resource-based FrEHI X5,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ExamplePolicies_EC2.html#iam-example-region
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E & & Billing Conductor E T & RHVKEE R , FZ W AWS Billing Conductor & F 7 IREY KB =1,

imEEE 5% (ACL)

R FEIFI R (ACL) 2& 7] LA BB R IRINE FIR, A4 0K F 3% 515 7] P B 02 &Y 28R B9 £
FR. & LU ACL MEinZEl Amazon S3 bucket BiRo

B33 Amazon S3 i EIEFIFIK (ACL) , BAILABEEN bucket BRI THRNR. B MNEMbucketE—
NACLERF AR, ©ENLT HWLE AWS K, IAM AP SAFAS IAM 68T BRI KR E
FIRAVRE, WEITRFERE , AWS 2REMMHN ACL URIEFEREREETLENTHRINR,

LBt Bbucket BIREY , Amazon S3 &8 —/EIA ACL , BRFBRAIEEXN B RN LIS
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<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

ACL ) ID FEBZ AWS IKFHEAF ID. ETHRUMNELBENKF,PESRL D, BSHAER
AWS K HSB AP 1D,

E F Billing Conductor #r&HIE X
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#HEIER , BFEERFEH Billing Conductor:ResourceTag/key-nameaws:RequestTag/key-
name 2 aws:TagKeys ZHRBERBHZ G TEZPREFZEER.,
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AWS Billing Conductor & F & 17 £ SR BE '~ 651

BRIAERT |, IAM AP M A& E 225 % Biling Conductor FIRHIN R, M1t EERH AWS &
BizH A AWS CLI, = AWS APl UITES . IAM BB R XEIE IAM R , MERAFNAGRET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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SRFAMKFREBIRXEIKFEZE organizations:ListAccounts,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"

1,
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"Resource": "*"

}I

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}

FFREA AWS CLI 5 AWS API FWAF , BEERNHREFREEHENRE, Bk , RATFHRSE
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"

"Effect": "Allow",

"Action": "organizations:ListAccounts",

"Resource": "*"

"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

BERFITREERABRMNR AWS KE2EH 5

FRRAEIR | IAM KA SUBE IK S 26 & i IK 2 TE TR MER T AWS IK2 IR,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

1,

"Resource": "*"

& F Billing Conductor Xf5 A4 43 8 {3 T RERY 175 [B] AN R

L RBIH | IAM SRS B 2K 2 A S AALRE A (OVU) kAT E R 4EE AWS Organizations API #

EEERFHRMNE, S A OU WEETE B AWS illing Conductor ###|& £,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListRoots",

"organizations:ListOrganizationalUnitsForParent",

Identity-based & B Rl

63



AWS Billing Conductor ArfEm

"organizations:ListChildren"

1,

"Resource": "*"

A1A AWS Billing 1 Cost Explorer i R 7 X #5238 2% Al B9 AR S5 M Sh &€

LRG|, IAM KEEIEL TS A A FE X RARNRS NI, ZERSEEEKS MDA KGR K
FRTRER IV ERERE

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [

"aws-poxrtal:ModifyAccount"”,
"aws-portal:ModifyBilling",
"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount"”,
"cur:GetClassic*",
"cur:Validate*",
"tax:List*",
"tax:Get*",
"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",
"payments:Get*",
"payments:List*",
"payments:Update*",
"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus"”,
"purchase-orders:ListPurchaseOrdexrs",
"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",
"consolidatedbilling:Get*",

Identity-based K E& R4l 64



AWS Billing Conductor ArfEm

"consolidatedbilling:List*",
"invoicing:List*",
"invoicing:Get*",
"account:Get*",
"account:List*",
"account:CloseAccount"”,
"account:DisableRegion",
"account:EnableRegion”,
"account:GetContactInformation”,
"account:GetAccountInformation”,
"account:PutContactInformation”,
"billing:GetBillingPreferences",
"billing:GetContractInformation"”,
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",
"ce:GetPreferences",
"ce:UpdatePreferences",
"ce:GetResexvationCoverage",
"ce:GetReservationPurchaseRecommendation",
"ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPuxchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

3]
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RIK2AEME CUR
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"Version": "2012-10-17",
"Statement": [
{

Identity-based K E& R4l 65



AWS Billing Conductor ArfEm

"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:*:cur:*:*:definition/*",
"arn:aws:billing::*:billingview/*"

£25 EOE IAM AELUTGRSEKESA , BRMA S TG RAKEE ARN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:aws:cur:us-east-1:123456789012:definition/*",
"arn:aws:billing: :AWS-account-ID:billingview/billing-group-
$billinggroup-primary-account-ID"
]
}
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JSON

{
"Version":"2012-10-17",
"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp'": "54.240.143.188/32"}
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EXMERT , HAEFH Mary KBS F 1T iam: PassRole #1E,

MREFEHDY , BTHRREN AWS EER, ENEERARRHEREIEN A,

Identity-based K E& R4l 71



AWS Billing Conductor ArfEm

BEAVFRUIG AR AWS A T 1757 3 8 IK 5 45 12 3R 89 IK

ZAOB—1MAG , UMEAEMKSPHAFRREALNANARTUERZAGKIG RSN TR, &7
LIEEHERSEY , AURASE, X TIXHETHRNRBRILEEHEGIR (ACL ) BIRS , BB
X LR B O] A BT EH R RT3 R

ETHREZER , BZRAUATHRE :

- E 7 Biling Conductor @B X #FXLINEE , HSH B4ESE AWS Billing Conductor 5 1AM BL &
.

- ETHOMTEECRENTRNIGENE AWS K- | BS5 IAM AP EE TR EEE AWS
K %= IAM AP RE T ERR.

- ETRINMEEZ FREANEHERNIGRME AWS K |, BSHE IAM BFERETHNBE=51E
HiFER. AWS Ik

- ETHRNMEL S BRERIERMGENER , H2H (AM BFER) FRALINBSHRIEN
HFE ( BRBARIE ) REHRNR,

- ETHREAACNETRRNRBHTERSHEZENES , E556 (AM BFIERE) P6 IAM
B SRR A

BRI AWS Billing Conductor

BER4r AWS kKPS, ATAMMNMENEEARTY?. B2 ITETA T EEEN Biling
Condu AWS ctor ER1ER -

AWS BRAMER RIS

AWS RANERBRIRE S RERIEH AWS EAER , ARESENKSAXNMGEITRM. B8ORS
HISEE AWS IKFHREANESTIRYE AWS =R, EAXRENREAENITIE., EANRBENX
AWS BAMERBRRE , ARPEIERRCEER.

BX AWS AMEABRIRENESEE , E5H (RANEABRIREER) »

H & 123 AWS Billing Conductor £ APl i AWS CloudTrail

AWS Billing Conductor 5—IRE E R AWS CloudTrail , ZRFEEAF. ARE AWS REE B
AWS illing Conductor FRENHIIRERIEF. CloudTrail £ AWS TR IEENFIE APl HRABRAE
%, FHIRBAABIEREB B AWS illing Conductor 2 HI &M A A M AWS it & I5HE AP BREMNKE
WA, MRECIZERE , WAL AYFF CloudTrail E41544& 2] Amazon S3 Z4£# , 8% Billing

EERRES L e 72


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html

AWS Billing Conductor ArfEm

Conducto AWS r BWEH, MRBAREERE , BHATLLE CloudTrail EH| &8 “SHAHEFIEFRK" P
EERFNEHS, FRAKEMNEE CloudTrail , BAILAFEER B AWS illing Conductor & HEIER, &
HIERAY IP bk, WRE THER, ANRHERURHEMGHFEAGE.

ETHEZEE CloudTrail , i§ZRAWS CloudTrail A8/,

AWS Billing Conductor CloudTrail &4

A& £ R T 5 Billing and Cost Management #85% CloudTrail WS H# TR IR,

EHEH E X
AssociateAccounts 18K 5 50k 8 48 19 < Bk,

Associate EREMHN SEMNITRIEIREX,

PricingRules

AutoAssoc 1BFKF 5k # A1 E3 18k,

iateAccount

AutoDisas BRET —NKE BN B3 EUEIK - 50K %2 4 < BV ER -

sociateAccount

BatchAsso BRRAREB DL EE T 2T #EEXEX,
ciateReso

urcesToCu

stomLinelItem

BatchDisa EBRARSESLBE ST 2T A EFBRXEKNIER.
ssociateR

esourcesF

romCustom

LineItem

CreateBil 10K 2 A 1 B 1R o
lingGroup

CreateCus EREEMITETHNEIRER.
tomLineItem

CloudTrail B& 73


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS Billing Conductor

RAriEmE

EHEWN
CreatePricingPlan
CreatePricingRule

DeleteBil
lingGroup

DeleteCus
tomLineItem

DeletePricingPlan
DeletePricingRule

Disassoci
ateAccounts

Disassoci
atePricingRules

ListAccou
ntAssociations

ListBilli
ngGroupCo
stReports

ListBillingGroups

ListCusto
mLineItems

ListCusto
mLineItem
Versions

ListPricingPlans

EX
IEFREM TR A9 6B
IEFREMNHN B 6 ZER

103K 52 4 A9 I BR o

15 B E ST B TAY M ER 1B R o

IEFEMN TR B MIBR.
1EFTE M AL B9 M BR
1B P 5K & 48 Y BUE R BR B R

IEFRENHN S E M 1T R B BUERERAER o

IEFRNKEAPIKS ID BT REER,

1030 K 52 43 SEBR AWS 2% R Y 177 (B X BR

ICF MK ) HA A K 2 4R Y 177 R A BR o

BRI EBBAX B E TR E B 75 R R.

X BE AT #31 B WA H U5 R AR

ICFMK 2 B H AN EN TR T R R

CloudTrail B&

74



AWS Billing Conductor ArfEm

EHER E X

ListPrici 1T & E A N R BR B9 TE 411 %) BY 15 1R A BR o
ngPlansAs

sociatedw

ithPricingRule

ListPricingRules 10 0K 2 B H PO X E M AL RS 7 R PR o

ListPrici 1B RN 5 E 1T XA < B E 4 &Y 1 R #XBR 6
ngRulesAs

sociatedT

oPricingPlan

ListResou 1ERN 5B ENXIT 810 B RB A RIREY T R PR,
rcesAssoc

iatedToCu

stomLineItem

ListTagsF 18T X BRI LRV R PR

orResource

TagResource B RAR LRI XER,

UpdateBil 10 F kA BV EHT o

lingGroup

UpdateCus BREEIT RN ERH.

tomLineItem

UpdatePricingPlan  BREMITRIBER.

UpdatePricingRule  BREMHNEEH,

AWS Tk #1541 R {5 B2 TF CloudTrail

CloudTrail ZE&IZ2IKF AWS IKF REEZNKS LB M. & B AWS illing Conductor & 4 5E3)
B, ZESN 5 HM AWS RS CloudTrall E#—RiIEREBHALIERKH ., BAUEHREER. BEM
TEREEXENEH AWS KPP, BEXEZER , BSREASHAFIEREE CloudTrail 2,

CloudTrail B& 75


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS Billing Conductor ArfEm

ERSICRKEMNEN AWS Ik |, 8FE Billing Conduct AWS or =4 |, BRIERER. REAWN
CloudTrail £ B & X 125 £l Amazon S3 Zi#EN. BRIAMBERT , S A P LIZRERIZRE |, HERER
IBRMATAE AWS XiF, RERIZRE AWS 2 XAMEXENEHS , ¥ A EXHEEFEEEN
Amazon S3 1Ff#E @, Lok, BAILIEEH M AWS RS , LU —F o FLE CloudTrail BEFUKE
WEHBIE, BXEZER , BSATIAE :

- BIERIRICFEEAR

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- BEUWkBZ M XH CloudTrail BEXHFMERR B ZNK, M CloudTrail AEH
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BNMNEHFAEFEHBIEEXRENBERNARGRE. FOEEEHTEHENATHE -

- EREZMFEHRIERIER AWS Identity and Access Management (IAM) B FEIE 4 Ho
- BREFHAACGKEREAFNENZEEIERLEHMN,
- EREGHEM AWS RFEH.
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BERE—MEE , AP SSEHERN BEXEFEHREREEN Amazon S3 7@, CloudTrail BEI
BE—NMNESZNMEELKE. EHARKRKRBEMRENEMNER , EERERVBRIE, BRENH B M
B, ERSHENFELR, CloudTrail BEXHTEAH API BANEFHKRRE , HItE1T2IRE
A4S EMN IR HI,

ES]

» AutoAssociateAccount
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AutoAssociateAccount

LT RPIE R T ERIZAutoAssociateAccounti#4ER CloudTrail B&E% B,
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"eventVersion": "1.09",
"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
},
"eventTime": "2024-02-23T00:22:0872",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
""333333333333"

iy
"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

iy

"eventCategory": "Management"

CreateBillingGroup

LR RBIERT ERiZCreateBillingGroupi#/ERY CloudTrail B&E% B

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

.
"eventTime": "2024-01-24T20:30:03Z2",
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"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/

TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {

"LinkedAccountIds": [

"444455556666",

"111122223333"
]
1,
"Name': "***"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
},
"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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AWS Billing Conductor 25 Amazon £/ EventBridge , Amazon 2 —MEH# B4 RS , TR TN
RAEFSREZMRFENBIEEELER, BXEZEER , 2 H Amazon EventBridge A iEF.

& LAE A Amazon EventBridge 3R#ZUX AWS Billing Conductor &3, RE , YEH4SEEMAN S5
EREMEER , Amazon £BEEERIZAMN EventBridge WA — MRS EirigE. BIESHH
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EKH  BULBEREBHERE. HEBARRMITHMIRIE, EH AWS Biling Conductor EH R E T I #h
EventBridge #LM , 2 H L S# EventBridge A8 *H EventBridge7E I 5 i#h 1 A Z AL

5 - Amazon By EventBridge S&315& A T AWS Billing Conductor

AWS Billing Conductor Z##32 K # 3 IKEREEMMAKEARN , HELHSHBKEHEKREREIK
A WMIBRRY , 2% H8EBilling Group Configuration Recommended for Billing
TransferFAEENBARESH. BEIKERKSE , BRIMNBUNKERREK -~ WAHLAREIKAAH |
XBEZELPNIKF RS RIK SR ANERE T EROTITAARKE. mESEKSEA , FHERE
iA@Y CloudWatch , ERECEMKE A AT ALK £ KRIKFEE R BRI EIREZA |, flnBELHE
BiE,

(® Note
BRMNEERSD ( FHFELILE ) X (us-east-1) XL EHRE,

LT REEHNBIERG, EaLUEEAITE Amazon EventBridge &30 ( HIIN4SES) ) AWS B @A
BRSS-

{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": "<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [
{

"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
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"indirectTransfersAccepted": [

{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}

£ AWS AP B4BRS A AWS Billing Conductor

B LAMERRERIARBEAWS AP BARS KRB HEEF R AWS Billing Conductor EH4HMER. HE
HEEENANCTER , S2RFEH, BUNBLISHREZEREHER , BIEBFHRH. Amazon
Chime, Microsoft Teams # Slack FHI X ATEFF# Amazon Q Developer ZAWS Console
Mobile Application#iXBH, FETTUAFEREHAETNEFHSBAFLEFTBHM. AWS AFBHIERS

AWS AFBHIRS EXHRE , XANBLEERESHHERINBARE. EXESZER | F5
5 AWS AFBHRS (AFEm) .
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EFEH AWS AFEHRS , B4 A EA AWS Identity and Access Management (IAM) X BR
HXREBLZHN IAMNBRHNEZEE , BSRAWS AFEHRSE BrRrEETNeEBEHE S,

T&R5IH T X AWS Billing Conductor FIE#EE AWS AP EHRS .

AWS Billing Conductor 43 &

EX eSSyl i8R
MK B R IKIEEF RN IKSE AR E KERKEHNEBARE , EhEEZINRKKREEMEN

Mk #E A | RESERKRE BB MK LA CHBR, #2
ShEEKE , RMNBUHKERRK - WHAREKS
H, XEZALPFHKFRTAHEKEMKAEETLR
RTRITEAEIE. MREEKEE  FRAERFENTE
& CloudWatch , {B 2 & K & 48 AT SALE K S 5k Rk - &
ERFRAMSERA  flnBEITERE. BaNEE
RE (BERILILE ) X (us-east-1 ) TFWEHE

A,

SEHRA

AR 2% BBilling Group Configuration Recommended for Billing Transferfy=E
89 7~ 45 AWS Billing Conductor, =45 EventBridge aws.billingconductor—i&IX %A
Amazon,

"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": "<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [

{
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"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ

}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
]
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BRBESHITLEE AR AWS RFFIXR , HSREMITRIEENBAWS REEEMITH. BX—
RES , BZEAWS &Mt RIAWS,

BRI LMERA TEE=FFitikE AWS Artifacte BXREZEER |, BSRE AWS Artifact F FEIREE
Ar,
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- AWS EAWS HHR — bk TEBNIEREERAEA TENT LA E®BX,
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AT BREERCEBEORS

& o] LAEF Amazon VPC E“:%U“j?, AWS Command Line Interface (AWS CLI) 33 Billing Conductor £
BEOKEFETR. BXEZER , 55H (AWS PrivateLink #§/8) FHAIEEORS,
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MRERFEOXET LS AFE DNS |, AT BAE A HERIAXE DNS & #5[@ Billing Conductor & tH
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- ARITRENESER (AWS IKF, IAM AR IAM A& ),
« AIRATHVERE,
- AINERTRENTR,
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R KB IEEREN VPC LinT UK

LT RBEENHSRENRA, HENERRIEMEAZEOLKFETRN , CRAMERERNMEZEREAR
F 718 5l 5 B9 Billing Conductor ERAERIIN R

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource":"*"
}
]
}
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