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BEIMEERSENTEERAENEARERH. 0BT TEE M4 , KB Amazon
Chime SDK & HZE#R LB [E KMS KixCreateGrantEREMREGIEIREN. AWS I THAS
HEZARITUTNERERIE , FERERN

* @ AWS KMS &ixDescribeKeyif R AR IE REHI N HE S IEEZH ID REEN.

. [ KMS %40 %% GenerateDataKeyiE R SIZ A T INH N ROBIBEZH.

« @ AWS KMS &Ri%Decryptif RUMBEMENBIEZA | EX LA TR T NEENEBE,

* [A AWS KMS & J%RetireGrantiER , ERERAATIESEE X HFHH RN,

- £ A BRS BRIR N/ XX 44 F7 4 £ Amazon S3 H,

BRI AR BUE X R TG RIAER |, L Al ABUE ZRS X BN Z ARG RINR. R , BF oW
[T E B RBAZAMZNEARE. X&FMAMERBZBENRE , NTISBEHEERITERESY
TlAccessDeniedExceptionfaiRm kM,

EE D THIRBBUER

ZHRREHXNEFFREBRANGR. SIMFEFEENBABLART - INEARE , HHBBES
B, DU E i ] SAE AR AR AR A E A R, QIERAR , THUEEZRARE. AXESZEE,
EHZ [ AWS Key Management Service 7 & A R 18 F F # 5E A 240 KBS

JSON

{
"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-key-policies.html
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"Sid": "Allow key access to Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/UserNameWithPath"
}I
"Action": [

"kms :CreateGrant",

"kms :Decrypt",

"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chime.us-east-1.amazonaws.com"

BXRERBPEENRNES , BERBHEERSITRAREETE IAM K FBHHEE KMS
AWS &4,

BRZAFAFEBEEZNER , ESF (FAEERSFHFEAARIER) RFHAWS 224715 7] SR,
FRAMZELETX

MEETNR-AWENREXY , RF2SFXBBENEMLTUES. AWS KMS £RAME LT X
RZFEE S HWIER I,

HEEMBBRPEEMHELTXE , AWSKMS £/ NE E T XHERMERE. ERBERE A &
MAEFRPESHEHMNE LT

BEDMEME AWS KMS INZREFFERMEREINMZERE | HPZ4 Naws:chime:voice-
profile-domain:arn , ERAEIR Amazon BEZ# (ARN),

BLTRRGIERTHERNME ET X,

"encryptionContext": {

fERME L TX 10


https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
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"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

TR EFRIEZMNBEFFEANZE L T X RAEEFREZHANFEAER. MBLTXELERE
CloudTrail 2 B &4 Y CloudWatch B &M,

£ A N £ SOREZR BN 2 A RY 15 7]

BT LAE R B A REE A 1AM SREEFP R INZEE £ T BN RAREBHE N EHNRE S EEZANTR. &
A AVER F R EMINE LT XLIR,

EESMERNPEAMNSE LT XRERZFHENENKFHEXBEHREFERNBHNBRNR, RRY
RERRNAFRREEREEN MR LT3

T ROIZBAREFAR TN RENE L TN EFEERANTRNR, REFAPHREERENR
EREENE ETXHINE ETXAR,

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
b,
"Action": "kms:DescribeKey",
"Resource": "*"
1,
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}

BRMELTX v
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Amazon Chime SDK & ZiE#28 M AWS KMS KiXER , A LAFE CloudTrail 2 CloudWatch H&
IR ERIX BEiE R,

CreateGrant

MNFERAREFEENZAC B IESTEE X HERRA , B Voice Connector 2R RIBKIETH
@& AWS MK By KMS Z4ARCreateGranti®>R, Voice Connector BIZHNEBERBETFEREF
HERPXBN AR, HEMERERR , Voice C RetireGrant onnector & A i 1% /S Ml B 12
Mo

LR RAIIERT —{NCreateGranti®fE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
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EEEmE

"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
1,
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey",
"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dcO00f0000000cObc@a®@00aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-cadd0fbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ca®00fbofbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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GenerateDataKey

HEBESHEXHEH N ZESEEFEENZHAN , KBRE Voice Connector & B — Nt
—MBEZARMBEBL LS EWIMI M, BHFERESEMD AWS KMS KiXGenerateDataKeyid

X, BERRNESR,

LR RHIIEFRT — 1N GenerateDataKey#®{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"
b
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"eventCategory": "Management",
"recipientAccountId": "111122223333",
"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

HEERENH PN ESREENHHTRFNESINAIERXMEEARELEBEZITEN , REKH
Voice Connector 2 A ZDecryptiR{E , £ F MK N2 ENIE R 4A K 15 R N2 B

AT RBIHEFER T —Decryptig{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

us-
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1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",
"eventCategory": "Management"

DescribeKey

Voice Connectors £ iZDescribeKeyRERRKIEK P MXFH R EFESEFHE X HEKEK
4R,

AR RHIEFR T — N DescribeKeyigfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
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"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

B \EBS AR S5 IR B N E

BEREREETEELZLRA , ALNHTRENSAAANRESNZERRINTERER , ol
RIXANAE, BETNERBRINKETREAERNETHGRSRERRERLTRIGRINERR. BXESE
B , #3019 (AWS Identity and Access Management A {5R) HHEENRE[EH,

EHAWS , BRSEGARSSHEEIFIRBIL. S—TRS (BRARKS ) BRAS —HRS (#KIAA
RS ) B, MeEREBRSEL, BETHETUER P EREEINR , MR EARSKES —T
AR S5 OB R R o

AWS HIRZZEFHXARMNEKF A RFENITEFRNER , UBBERPRENRZRES, TLBEINEE
BREBPMFERA aws:SourceAccount £2RAFHELETXE, XERARE T Amazon Chime HEFF
XTI EGRZERBHENEMRS R,

LUTREIERT S3 EEERE , HARATIEIEM CallDetailRecords S3 FEEHFE A
aws:SourceAccount £2RFH L TR , LEHIVEERE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Sexvice": "chime.amazonaws.com"
},
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime A X TEBETHENBER

Amazon Chime BHA R TESXFH N U T RFEREMNE T AR R

E T S5# Chime MHIT A T EIIREH RN

Amazon Chime B#H A T E BN XL RRERFINIRE,

Amazon Chime B AT EGE TR RHBUER


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies

Amazon Chime SDK EEIEE
I 5% Chime BMF X TES IAM B

IAM £ &R AWS Tk th SR EAR R,

£ Amazon Chime 847 X T E a4 £ A IG BT iE+

AL IR EIE R THRA B RIEES , 2R IAM R0 REKS A6, ST LHER AWS STS
API| #24E ( fAssumeRole B GetFederationToken ) LAIRERIE A &2 2 ZiE

Amazon Chime B X TESXFFEAIGFHEP,
REXERAE

RSSHEXAE R AWS RS HRRRETHRENEMBRSPHTR. BRSAXBEERE IAM IK
P, FRERSHAE. IAM EER TUESBTERERSEKABHNIR,

Amazon Chime B F X TEAZFRSHEXACG, EXVEIEEXLEAGHWIEAEE  BSHAE
Fi&FF Amazon Chime BF A TE I RFZHEXAE,

RSAE

IR R FRSAREEERSAE, Jtl:ﬁ@;mﬂ&%lﬁlﬂﬁﬂﬂﬂ&%qﬂE’JﬁEJ«MJCE% SSTRIRIF. BRSS
AEERE IAMK/H , FBZKFAE. XEKRE , IAM EERATUERZACRHNR, ER , X
BRI RE & P T AR S5 RY Zh e

Amazon Chime %4 H X T EBFZEFERFZAC,

Amazon Chime - X TESE T B B HIEKEE RAI

BIAERT , IAM AP MNABTREIESRIEH Amazon Chime BT AT ESRIER, it TE6ER
AWS BB EIS AWS CLI, = AWS API #i1TES . IAM EE A XEIE IAM KrE | LUER AP H
AERFNRUNMENEERRIITEEN AP B1E, AR5 , BEASTURNX LR NEFEEX
LR RE IAM P ER4E,

ET AL X LR JSON KEE 62 IAM ET S HNEK , 5K (AM BFERE) FH7E
JSON JET + L 632 KK

F&
- REERESKE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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- AWS & Amazon Chime B X T EBBX

« AWS EE KB : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

- AWS EE KB : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
« Amazon Chime BT 7 EBE AWS

REERIERE

HETENNERBIIEERK, SNREREEATLUEZNK, PEIZE, 7R ZHMER Amazon Chime
SDK &R, XLBRIETEESHE AWS P =ERA, IEREEETEHNEKRENR | BHERUTER
FEY :

« FTIRER AWS FEE R — EWRIEFT454EH Amazon Chime SDK |, IBEA AWS £ E RN A TR
HATENR, XERBEOELNKS,FRYE , HH AWSEFNEH. BXESEFEE , BHSH IAM
RFEEPRER AWS HEXRBIREA,

« BRFHERR : tZEELKEN , AR TFHRITESAFNFAT. FFRIARTRENR , RAERE
FERTHENR, IHEMEE-—FTHRRTFITRELHNNEMEEZRKEARBRRAEENRS, &
XEZER , FZH (IAM AiFEmRE) PHRTHRENE.

. NERURERH MFA- RigEZeMt  EXX IAM AFERAZESMHRIE ( MFA) KGR BURE RS
APl B, ETHMESEER , FZ2H IAM AFEBEHRNE AWSHERZESHREIE ( MFA).

« ERARBFARERZEN - BYXTTHEER , EXETEONKBEBERR TARERR
Ro BN, BRRERMEREEFERSAKRE VN IP HIEE. BRANEERMS , LENRF
EEBBSNEEERNER , HEERMEA SSLH MFA, BXEZER , 52H IAM AFEE
Y IAM JSON KRETTE : &l

AWS 3£E Amazon Chime B F X T ESHE

AT LAE R AWS & AmazonChimeVoiceConnectorServicelLinkedRolePolicyBAF R FiH
@ Amazon Chime M X TEBRENNR, BEXREZELR , S A mazon Chime SDK FF & A
RIEETH IAM BB RS, URBRFENSEHH Amazon Chime BIR1E, FIRFZMHEH.

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

REER{ESRER 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/chime/latest/dg/iam-roles.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html
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"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS FEEEKHEE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

iXAmazonChimeVoiceConnectorServicelLinkedRolePolicyf# Amazon Chime SDK i&&iE
EESEE £/ Amazon Polly B &R & HEL S # Kinesis Video Streams, REEHEEHMFE K
BE. RBEREFILGHE Chime SDK EEHEESFRSFHRZFFIIL S # Kinesis Video Streams, [

AWS &K : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 21
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U 53h 5] 32 0@ £ AR S5 (SNS) AL B i#h ] 2 BA S BRSS (SQS) KIZBH B4R , UREFEALS#
Chime SDK && N ARRF MIREREH Amazon Polly &K%, Speak SpeakAndGetDigits

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnectoxr*"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention”,
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

}I
{

"Effect": "Allow",

"Action": ["kinesisvideo:ListStreams"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": ["SNS:Publish"],

"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnectoxr-Streaming*"]

}I
{

"Effect": "Allow",

"Action": ["sqgs:SendMessage"],

"Resource": ["arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"]

},
{

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]

AWS &K : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 22
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},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

EXEZELR , 2 £H Amazon Chime SDK iEFE B RSB A EEKE,

AWS 1EE K :
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

BT BERF AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy K tNE|RE IAM 35
.

ZBUR o 1F Kinesis Video Streams G 83 R X 4 # 2 Amazon Chime SDK &1 ¥ [0 & i 5 ¥R,
CloudWatch& it ft iF Amazon Chime SDK R&E B R RIRIG B S # Chime SDK 21, BEXREZ(E
BESEAEEPIET Amazon Chime SDK A EEBFEHA AR,

RRFAE R
ZERBIBEUTR,

« cloudwatch— BF & CloudWatch 18FrHI R

« kinesisvideo— R FREBHFERS. HEEEK, EFHFEAZERE. WHAKER. IBKERM
Sl B BTV RLR

* chime— B#FZ MW, AIEHFEENRBRSSENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

AWS F£EXKEE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 23
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"Sid": "AllowPutMetricsFoxrChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention”,
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": [

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,

"Resource": [

Mg

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

AWS EE KB : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
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https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
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https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Media_Pipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Media_Pipelines.html
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https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
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X Amazon Chime M7t & T Ea & 17 M5 R # T EHEER

AU TERRAEB LS ANESEFER Amazon Chime BT A TE I IAM B ATEEE R A F L (6]

E?io

FB
o BRFLMNIE Amazon Chime BT % T E @i 1TiRE
o BRFLINIT iam:PassRole

FEFTNTE Amazon Chime FEF £ T E @ 1TiRE
MREBRBERIRIER , ERETUAITEMRE | AN E TR AR FRITZIRE,

X mateojackson IAM AR ZRAFERAEGEHAEEEXREM my-example-widget BRIRNIFHAEFE. |
BRAEEN chime: GetWidget RBRE , 2% £ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

FEHRBERT , BOEH mateojackson AFMER , LAFMERM chime: GetWidget BAETER my-
example-widget &iRo

MREFEEHEY , FHRREN AWS EER, ZHNEERRRMUEREZIENA,

EFTNINIT iam:PassRole

MBHRIRBEIREE | BRETHINIT iam: PassRole B4 , M ATMB RGN EIE R FREB, TE
ARERUHAFENZEBHNAR, ERZAEFENEEK , A TSN ABIELELS Amazon Chime 4
FErIEA,

HEAWS RS AT SR ACEESIZRS , MAREMNKRSACIBRSHERAE, it , &
HMEBR/ A EELEDRSHNR,

LLZ W IAM AP marymajor=id # AiZBRS7E Amazon Chime B#4F & TESHRHITIREN |, &
HIUAT RIS R. BR , ZBREERBRFSAERSACERTHNR. Mary TEEFAGEKEIIRS
AL PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

mBEHEE 28
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EXMERT , Mary BRHEER ZREHMERE | LA FINIT iam: PassRole 1k,

FEHER T Amazon Chime F X T ESMERSZHEXAR

Amazon Chime B4 % TESFEH AWS Identity and Access Management (IAM) fRE < B &, R
ZHRARE—MINEN IAM A6 | B3 Amazon Chime B3 F AT 28, RESHEX<ARRA
Amazon Chime SDK FiE X , @R ZBRFRKEBAA AWS Ht RS AAFEN AR,

RE XA ETEUIRSIRE Amazon Chime SDK FIME K RAALTEFHHIMSLENNPR, Amazon

Chime A AT EBEN TERSHEXACHNR , BRIEZSEEN , B RE Amazon Chime 4

FRERIEGUUEEEAR, EXHNXBESEESERBENNRKER, T8 %X PR 3K B M tn24E{a H A
IAM 3E48,

REEEEMBREXERE , BT ERBRRS <EKAR®, XA &I Amazon Chime SDK BiR , B
RIBTF & ToE M BR3T &R 75 B R

BRAXFRSHERAGHNEMERSZNEES , E5HE IAMESEAN AWS RS, BERERSHEXA
IR ERERENRS. FEEREETZRSNRSRE A BRI EE,

£

- f/ Amazon Chime SDK B ZiEERRS XK A KR
- FRAEEEHNEZRYENEE

- JB3¥ Amazon Chime SDK A EEFH AR

£ AmazonChimeSDKEvents JRE X &

£ Amazon Chime SDK 1B FiE1Z2 RS 1B A KL
DLTENHHNERRET WM :

« {#/ Amazon Chime SDK & FiE RS KB A BERIEIFT D% Chime SDK i35 EESEEARR
15 B Kinesiso

. mazon Polly peak and actions & 1EH. SpeakAndGetDigits
£/ A Polly 1 Speak and actions § B & . SpeakAndGetDigit

EB

« Amazon Chime SDK & & & 25 RS A% B IR
« A Amazon Chime SDK & FEERCIERSHAAR
« %% Amazon Chime SDK EEZEEENRESHEXAR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/speak-and-get-digits.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/speak.html
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MR Amazon Chime SDK B ZiEIZSENRSHEAAR
« Amazon Chime SDK RZ XA BN X1

Amazon Chime SDK 1B FiEZMN RS X A EINE

Amazon Chime SDK B EZSRFHABNNRSHEXAER
AWSServiceRoleForAmazonChimeVoiceConnecto——5tiF Amazon Chime SDK & &iE #85X
RIEEIL AWS BRSS. BXUM{AN Amazon Chime SDK BEEZBEBHBEARNESER , BSH. ©
Amazon Chime SDK B FEZREARE M E Kinesis

AWSServiceRoleForAmazonChimeVoiceConnector FREHEXAREEUTRESRKRAZAR :

* voiceconnector.chime.amazonaws.com

AmazonChimeVoiceConnectorServiceLinkedRolePolicy 6 ¥ Amazon Chime B##F % T EGX 5 E
FORSTARA T RE

« 4 : all AWS resources EH chime:GetVoiceConnector*

« 1E : kinesisvideo:* EH# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeVoiceConnector-*

« #4E : polly:SynthesizeSpeech L& all AWS resources
« B4 : chime:CreateMedialnsightsPipeline £ all AWS resources
« 184E : chime:GetMedialInsightsPipelineConfiguration £# all AWS resources

« ¥4E : kinesisvideo:CreateStream £/ arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥21E : kinesisvideo:PutMedia L& arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« #4E : kinesisvideo:UpdateDataRetention £H arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

o #4E : kinesisvideo:DescribeStream L# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥21E : kinesisvideo:GetDataEndpoint £ arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥4E : arn:aws:kinesisvideo:us-east-1:111122223333:stream/* £H
kinesisvideo:ListStreams

£ Amazon Chime SDK 1B HiE SRS KRR ABEKE 30
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MREERR , 2 IAM R (AR, 45Ae ) 212, FEIMERBRSHEXAG, BXESE
B, BZHR (AM AFERE) Rl RS KA BNIR,

A Amazon Chime SDK B HiEZSRCERZMEXAR

BEEFHNEBSKXEAE, HRNLE% Chime SDK BFiEEEEE 3N Kinesis IRAERE , HE
1£. = APl fr AWS EB1Z 4§ A 2 EHIL 5% Chime SDK SIP &M AR AWS |, AWS CLI
Amazon Chime 2 N {RAIERFZHEXAE,

R R LAER 1AM #2%| & 83X Chime Voice Connec tor AfIBIE RS HEXAE, £ AWS CLI & AWS
APl # | FRARSEHENERSHXAE, voiceconnector.chime.amazonaws.comBXEZ{E

B, BZH IAM AFER PROERSHEXAC, WRERRTHESHEXAR , ATEARENT
EERUEAR,

Ym% Amazon Chime SDK B ZFiE BN RSHEXAR

Amazon Chime B4 £ T EAT A FEL%EE AWSServiceRoleForAmazonChimeVoiceConnector AR
ZHXAR, QIBRRS<BKARRE K BETEERACNEN K RAUeEsia#s| AzAaR, B2
AILER IAM REB AR, BEXEZELR , TS5 (IAM AFER) PR ERERS<EKAR,

Bk Amazon Chime SDK & FiEZSNRSHEKAR
NRTBEEFARNEERSKEACHIIEDSRS , BIMNBWERRZAR., XEFRIKERBEED

BERREFHREASSE, B, EXMTERENBSHAXAE  RETRFIMERE.
ARERSHEXAE

HMFEMERBRSHERACERNTERR , REFRER IAM RIBRZAE.

@ Note

R B M BREIRET , Amazon Chime SDK FRFEEFEAZAR , NMBRTAIES KK, MR
REXMER , BEFLoHEER,

fl B AWSServiceRoleForAmazonChimeVoiceConnector ( $###|#& ) #HA# Amazon Chime 4 %
TEARIR

F X 53 Chime SDK P I FTB L S Chime SDK i HiE SR ETHEAEERE,

a. TERPITFF Amazon Chime SDK ###l& . https://console.aws.amazon.com/chime-sdk/

£ Amazon Chime SDK & ZEERRRES KA BEKRE 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/chime-sdk/home
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b. ESMBERWN SIP AT | ERFZTIERES.
c. %3 Amazon Chime SDK i&EFiE S B Mo
d. &H "ER &I+,
e. £ “Ri#Z Kinesis Video Streams” T , &Z &1k,
f. ®EERTF

fiBR (C AWSService RoleForAmazonChimeVoiceConnector LI AWS ) £ /1 #J Amazon Chime #{4FF
RIEQHR

- {FH AWS CLI Ff9delete-voice-connector-streaming-configuration® =LK
i FfE Amazon Chime SDK & & EEE N IRAERE,

aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

fl B AWSService RoleForAmazonChimeVoiceConnector (AP1) £ H# Amazon Chime B#F 5T &
BRIR

« £ DeleteVoiceConnectorStreamingConfigurationAPI 4% 1Lk F° F Ff 8 Amazon Chime SDK i&
BFEESNEARERE,

FHMRBRSHEXAE

EH IAM 24|14 AWS CLI, X AWS API 2 /EMI B
AWSServiceRoleForAmazonChimeVoiceConnector fRESHEXxAR, EXEZELR , 53R (IAM A
FIEm) RIS <BKAE,

Amazon Chime SDK RZ X AN X

Amazon Chime SDK X B EMETANEBS T AWS XEFEASRESHE<NAR, BXxEZER | iF
2% Amazon Chime i = F PR,

ERERXNEXIENAE

UTE&THMERINE T AR Amazon Chime SDK LRt # OB N EBRSHEXAR, BXSLATH
ZRENEZEER |, HSHFEH Amazon Chime SDK LA 35,

ERAEASNERIIENAS 32


https://docs.aws.amazon.com/chime/latest/APIReference/API_voice-chime_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
https://docs.aws.amazon.com/chime/latest/dg/meeting-transcription.html
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£

 Nova Act RS HXABNE

« 71 Nova Act BIERFHEXAE

- %% Nova Act RS HEXAE

- HiBR Nova Act RS HEXAE

« Amazon Chime BRSHEX A &M XiF

Nova Act Y B %5 #H< & & 1X R

Nova Act £ & AWSServiceRoleForAmazonChimeTranscription — f2¥F Amazon Chime SDK 1
FAR151E Amazon Transcribe Hl Amazon Transcribe Medic al B9 RS XA,

AWSServiceRoleForAmazonChimeTranscription RS HEXABEEUTRIZSRKAANZAR :

* transcription.chime.amazonaws.com

AN RER LIF Amazon Chime A A T E BN EERBRTTR A TIRE -

« #4E: all AWS resources £ transcribe:StartStreamTranscription

« ¥4 : all AWS resources EH transcribe:StartMedicalStreamTranscription

MREERR , £F IAMEE (AR, 4A86 ) 212, FEIMEBRBRSHEXAG, BXESE
, BZH (IAM R FiEr) PR RS <ERABNR.

N Nova Act BIEERESHEXAE
A LAEA IAM 324 A 7 Chime #FAFIEZRSHEXA R,

® Note
PBHER IAM EERRF BT ES R, MRXE , BRRAREEER,

tIEAe

1. {EH https://console.aws.amazon.com/iam/ ¥ FF IAM #2414
2. T IAMEZFIENSMERD , ZEAC , RAEERFLIERAE,

EREERRERIENAR 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/
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3. EEAWS RFSABKE  ARFERE Chime B,

IAM SKEEFREED B,
4. EPREEZULNERE K RREET—F R
5, BEET—%: ¥
6. REFEREHEL A AGERURBE,

YR AT LAEF AWS CLI 3% AWS API 8|2 % 3 transcription.chime.amazonaws.com B R < A
1=

ZECLI B, ZTUTHS : aws iam create-service-linked-role --aws-service-name
transcription.chime.amazonaws.com,

BXEZER  HF5H (AM AFER) FRHEIRERSHEXAS. MRERERT WRSHEXAE , 7
UEARFNEIERRIZAE,

Y%%& Nova Act WIRSfHH< A&

Amazon Chime B % T EBF AT &% HE AWSServiceRoleForAmazonChimeTranscription RS
HxAG, SIBRSHEXACE , TELAENACREN , AN TRESINEEHSIAZAR, BETUE
AIAM REAEHER, BXEZER , BZ2H (AM AFER) PHNEERS<EAE,

I BR Nova Act RS KA E

MRTBRECAENTERSKRKACHNIIERERS , RNBWERHBRZAG. XHEMIBREED
5 R B 4RI Y R B A SR

£/ IAM FahHIBRARSS KBk B &

£ IAM 2% & AWS CLI, = AWS API fifl Bk AWSServiceRoleForAmazonChimeTranscriptioniR5%
MXAR, BXEZELE , E20 (AM AFERE) FHORBREBSHEXAE,

Amazon Chime RS x B B FH X 15

Amazon Chime A XTI ESSXBERHBRSHWAMEHXEARSHEX<AR®, BXEZER | ES
¥ Amazon Chime w2 FFR & F £ FH Amazon Chime SDK E& X 13,

J&iE Amazon Chime SDK RixEBFERAE

UTEHNET AR Amazon Chime SDK BAEEAUEHAEERSHAXAR,

ERUGEEREAAR 34


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
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£

« ERTF Amazon Chime SDK &S &1 RS #H < A iR

«  Amazon Chime SDK A E BRI EZRSHAAR

« A Amazon Chime SDK A EBRERSHEXSE

i B&E B F Amazon Chime SDK E{AEEWRSHEHAXAR

Amazon Chime SDK A EERFZ MK A IFH X1

FE AT Amazon Chime SDK 4 EEN RS HxBENIR

Amazon Chime %#F X T ESEABANRSHERAR

AwWSServiceRoleForAmazonChimeSDKMediaPipelines

f23F Amazon Chime SDK Bk &

RFARIGME RS AWS ,

AWSServiceRoleForAmazonChimeSDKMediaPipelines BREHKXAREFEUTRERAZA

&

* mediapipelines.chime.amazonaws.com

ZAB AT Amazon Chime H4EF A TEE@XNIEERRTTHRIA TRE -

- BIE:
- B
« BRIE:
- BIE:
- BIE:

all AWS resources tH cloudwatch:PutMetricData
chime:CreateAttendee £RY all AWS resources
chime:DeleteAttendee £HY all AWS resources
chime:GetMeeting £KY all AWS resources

kinesisvideo:CreateStream £H

arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

- BIE:

kinesisvideo:PutMedia £HY arn:aws:kinesisvideo:*:111122223333:stream/

ChimeMediaPipelines-*

- BE:

kinesisvideo:UpdateDataRetention LK

arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

« BRI

kinesisvideo:DescribeStream £HY

arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

o BRE

kinesisvideo:GetDataEndpoint £HY

arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

ERUGEEREAAR
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« ¥4E: arn:aws:kinesisvideo:*:111122223333:stream/* L&Y
kinesisvideo:ListStreams

MMEEMR , R IAM K (AR, AHAG ) 62, REIMERRSHEXEE, AXEENR
MEZEE , SR IAM AP ErRP R RS EX A BNER,

BRAIEEBIEAmazonChimeSDKMediaPipelinesServicelLinkedRolePolicySf oM E Z1E
BEAWS EE X : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy , &5,

A Amazon Chime SDK E#4AE BRI EZRSHEKAR

BRI LAE R 1AM 24| & 3833 A mazon Chime SDK Med ia Pipelines Al REHX< AR,

@ Note
ZMER IAM EERRF BEERIXES TR, MRZE , BHRARSEER.

tIEAe

1. {EH https://console.aws.amazon.com/iam/ T FF IAM #2414,

£ IAM 2HENSMERTD , ERAG  RAEERUEAR,

% AWS RFABKE | ARFMIXIERE Chime # Chime SDK & EE.
EET—%,

EET—%,

REREHRR , AGEERUEAEG,

o o K~ w0 N

BT LA AWS CLI 2 AWS API 8l &mediapipelines.chime.amazonaws.comy #9 RS54
XA,

£ AWS CLI , IZ{TA T %% : aws iam create-service-linked-role --aws-service-
name mediapipelines.chime.amazonaws.com,

BXEZER  HF5H (AM AFER) FHEIRBRSHEXAS. MRERERT WRSHEXAE® , 7
LEARENEEBRIEAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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A Amazon Chime SDK IR EBRERZHEHKXAE

Amazon Chime B#F X TESF AT ER
#AWSServiceRoleForAmazonChimeSDKMediaPipelinesflREZHxA®, SIBRESHEXARE ,
BREZEXNACHEN , ENTUREESHEAHSIAZAC, ERUUFER IAM REAGHEIR, X
BZEE , B3H (AM AFER) PRRERSHEXAE,

il BR3E A F Amazon Chime SDK A EEN RS HEXAE

NMRETZECATERSHEXACHUEIRS , RNBUENRZACR, INEMIBERMEDR
PR B RE R SR AE

£/ IAM FaMIBRIRSHEXBE

fEF 1AM $2%]& AWS CLI, = AWS API fl
BRAWSServiceRoleForAmazonChimeSDKMediaPipelinesfREH*xAR, EXEZEE , H50
(AM AFER) PRRIBRESHEXRAE,

Amazon Chime SDK R4 EBRS XA C T IFHN X

Amazon Chime A AT EEBXFHERMRSZHAE AWS tXFEARSHEXAR, EXEZEER
#HZ [ Amazon Chime i = F1 PR,

£ AmazonChimeSDKEvents fRE <A

Amazon Chime A A T EEFERABNNRZMEXAE, AmazonChimeSDKEventsiZA®BIIR T
8 Amazon Chime SDK fEFI S E B/ AWS BRSZ MARATHRIAFR |, Hla0 A FHIERM Kinesis

firehose,

AmazonChimeSDKEvents iR < A & /o 1F Amazon Chime SDK
kinesis:PutRecord £k kinesis:PutRecordBatchH EAU TR FHITERE:.
arn:aws:firehose:::deliverystream/AmazonChimeSDKEvents-*

4",lZ$ﬁEE%1‘XI3E AV IAM R (AR, ASAe ) tIE, FEIRBRERSHEXAG, BXESE
, B2 (IAM R FiEr) PR ERSEXABNER,

B2 RFMEXAE
REExAE2PE M ESEDPH Chime SDK Even CloudFormation ts # 4R i —

R T LAEA IAM 4] & 85T Amazon Chime SDK Events B2 RSHEAXAEE®, £ AWS CLI 5
AWS APl & | FRABREEH0Eevents.chime. amazonaws . comfBEHEx AR, BEXEZER
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EAEFH RTCP SR 3HE.

By it
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B itEK
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BSHIFRIRSFT
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AT BRI B FE SRR EER A L.

Amazon Chime B##-F X T EBE DA X —XiEMIEPR. Amazon Chime SDK &4 X1 {# A Bl ERVE
FEER[HTHOFMEARUAERXLEER  ABEFELETRINAECIELN CloudWatch BE BEA,

AEABFEALUTHER : /aws/ChimeVoiceConnectorLogs/${VoiceConnectorID},

EREEBEESTEESRUREZEIRNEZEELR , 5 %% Amazon Chime SDK 15 FiE#E1%E,
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HELF|FIUPNRRD BB, BEERN , BFRE - SEEEKER.
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EEERIRN RTP BB EHE.
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& AT LUK F B Amazon Chime SDK & ZiE#Z2R1 SIP JBEE BE. HBXHMET , Amazon Chime
SDK 2R AWML SIP HE |, FRENRIEZEINECIEMN CloudWatch BERAEKA., BEHBF
A /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, LATFELL JSON 1%
XNEBEEBEH,
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FER k]

voice_connector_id Amazon Chime SDK & &% #25 ID.

aws_region EEM4xE AWS X,

event_timestamp FIROH ERRTE |, BA UTC BHEIAY UNIX £t
(1970 1 A1 BFR ) FENEW N EAL

call_id Amazon Chime SDK & & iE#85FF 1Y ID,

sip_message IR TE SIP HE,

£/ Amazon Chime 87 & T E 83 Bz{t EventBridge

Amazon EventBridge £ #&RH AWS RS B3k , HEZIMNREEH , Sl AREF At E S

REBRER. BERASVEINEZEE , 155 Amazon Chime SDK F X ARIEBEFTHELSIED .

% Amazon Chime SDK £ EHR , E&NBEHKRKEF L EventBridge REAEB LR , XEKE
Amazon Chime SDK &= fFFTE £ 4 %)% EventBridge® , BEWMOBHIBERT , BHITRETEE
%, BXEZER , FSH Amazon EventBridge AFERH KK E AWS RFZHIEH,

(® Note
MEMBEE , WATER Amazon S3 TEZFH, BINTXEEAERERBEERRSHHW
BEPFFARITRSS[HMNEZE, AWS

£/ Amazon Chime SDK 1B & & #2323 B 351t EventBridge
AT LA Amazon Chime SDK B EiEER B MANRESEUTHE -

- AR AWS Lambda

- Jazh Amazon Elastic Container Service £5%
« FEHP YT Amazon Kinesis Video Streams
« BUE AWS Step Functions JRA#HL

- JBA Amazon SNS E£# = Amazon SQS RA %l
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EEEmE

EventBridge 5 Amazon Chime SDK & & ZE5E & £/ 1 — L RHI2IE -

« BU& Lambda E# , EEREAE T EMEXFH,
* J53) Amazon ECS 155 , EFHRAARE AR HF,

BXEZEER , H5® Amazon EventBridge {8/

Amazon Chime SDK B EEZHFEESH

Amazon Chime SDK & & E#E S X B H RIE B AT TS EH K £ EventBridge B,

I & Chime SDK & EE R EET A

¥ Kinesis Video Streams FF 1A E &R 4A , Amazon Chime SDK 1B ZEERa £ X LS4,
ExampleSBS#3iE

LT R UL SBH8Y R BIEEE,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callld": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>"
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
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"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",

"version": "Q"
}
}
I 5% Chime SDK 1B ZEZREEBLE R

4 Kinesis Video Streams W IEAEIRL RE , Amazon Chime SDK iE ZiE 884 KX B4,
Example S 3 1E

LT R UL SEHRY R BIE R

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",
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"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

T 55% Chime SDK B ZEESREBEH

E ¥ 3 Kinesis Video Streams FY /A EERT , Amazon Chime SDK B F &R A =S,
ExampleSS#3#E

BT RIS REIBEE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",
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"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

I &% Chime SDK &S EZRE B LN
17 M Kinesis Video Streams B & & Bt , Amazon Chime SDK B ZiE #8884 KX B4,
Example S 3 1E

LT R UL SEHRY R BIE R

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
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"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

AWS CloudTrail FFid% API @A

Amazon Chime B84 A AT EEBE—WRFERK , AlicZAF AWS CloudTrail, ARSI E
Amazon Chime B#-F £ T E S ITHIEIE. AWS CloudTrail I 5% Chime BHF X T E MW
i API ERBERNES, , BFFEFREHLE# Chime SDK #2458 E AR LS % Chime SDK B EB
WA, APIs

MREQZERE , MWL FR CloudTrail B4 412 E) Amazon S3 Zi##@ , 2% Amazon Chime
BREFAXTESNSEH, MREBARBEERE , B£MHATLTE CloudTrail #H A “SHHFICK THE
tEEERFNESG, XEEESESMER, KHERDN IP it AR & HIEFERHO A,

CloudTrail ZE& 412 AWS KBt EEEMIKS EEA. 3 Amazon Chime EXE1Z#1& & H API A
B, RTEEHH CloudTrail iEFZED. EEFSH , 553 CloudTrail #HAHEREEHFEIE
Fo BAILMEHCHW AWS IKFHEE, BENTHRIERENSY, BEXEZER , BSHAEASH
7 &EE& CloudTrail E4,

ETHMEZE LR CloudTrail , 52 FEAWS CloudTrail A,

IR R R

BT EBUEA T AR CloudTrail 24| & 62 RER. MINBERT , SEEEFH &P eZRERN , R
BRRIEFk AWS 5 XHmMAEXENES |, 8 BEXH L@ EIRIEER Amazon S3 F#R.
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1. IR RER IS TR

2. CloudTrail ZEFHERFMER

3. Bii& Amazon SNS B4l CloudTrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon Chime SDK EEER

BT R BRI IR B B AR

CloudTrail i23%FfH& Amazon Chime B4 HF X T EGRE, BXBENEER , SR Amazon Chime
HUEFATES API S, fli0 | XCreateAttendee., BEMNIEA ST CloudTrall BEXHEFRERSF
B, SNMNEH4BMESEXREERBERNER. SHEETHPEBEUTAHER :

- BREFEARAFZIEERE IAM AP ZIERHH.
- EREEAACERRKSAFNERNZSFIERHMN,
- FREEHHEM AWS BRF R H.

BXEZER , i35 CloudTrail userldentity T3,

7 & Amazon Chime B H A T E B BENXHLKE

BERRE—MEE , APNEHENBEXHEHEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBENMNEEFZRB. ~NEHRRREBEMEN—NMER , BIEERMMERWIRE, BENBH
MetE, FRSBESFEPWELS, CloudTrail BEXHTRLAA AP ARG FHRRE , Hited]
A EAREEIRFE TR

T 5% Chime B4 4 T EGKS% B A chim e.amazonaws.com B4 RFR1E,

MREEEH HSH Amazon Chime SDK IKFELE T Active Directory , S EMAIZE AWS B &R
% APl @M. CloudTrail X371 45 an4aT s 42 v] BE B2 I #2 A9 Amazon Chime SDK F P & 88 0 B A&,

BTFRHBIERT Amazon Chime B4 & T EEH CloudTrail BE%E

{"eventVersion":"1.05",
"userIdentity":{

"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"

},

"sessionIssuer":{

"type":"Role",
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"principalld":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:r0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaad"
I
"responsekElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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FERERLIRRNRMG , SR INABFESTHENERARE, £/, FEVIREREENLEY
RAPRARMNEDIRBES (“EVMRIKE ) FEESPEHFAREKREENAEEE. R
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HARIETESEESR. BXRBFUSsEENEES , FSHUEFUS MRS, BXE
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® Note
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4. %&#¥ validate,
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BEEARIFURASTE  SFEREATERS
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s F-FRSEEAERENEZESAFURBSE, ZEBXAMEXESEE , HH&[E Amazon Chime
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WA IEAE = Z2RESEMHTE, ARG, FHNE=AZS2RSEMUPEAGHRNTEILEETIES
BREEBI T,

BEAEXERNRERSWURASE  STUREUT EREMH
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£ X ITF Amazon Chime SDK 2 #|& , https://console.aws.amazon.com/chime-sdk/

ESMBEEN SIP AT | EFEFEESR.

ERETEESRNEN,

HEFE R R,

EBE=ZFESRSRUBEE" T , &HF R

NFFEWEIESZE , BiEE DN IS (#HWUSBIRFIERS ) -

NFATRITESRSNESFURESE , BAE164 BRXBMARATRITESRSNE=SE

EHS5,

8. NTFATNHZSRSTUMNHKESE , FUE164 BXNAAA TN HEIRSHFUNE=
FEBiESE,

9. T®EEXR ¥, &R XE"

10. EEFR,

N o o kM w Nd =

EZIFWAFEA PIDF-LO

Amazon Chime SDK & FiEZ8 X518 A 011 (E911) Bif, YBBEIEFEZESKITEAMWA |
B LB R B SIP R EE GEOPRIV EEMRABDEERHBEAEMI R (PIDF-LO) KREIEXK
BHENMEEE., NRSMEBEIRGeolocation-Routing® , iRENYes, HRABEINEIIER I

b, MRENERA U EEBSE , NATEESTE 911 FEIUFTIRETH 1T I 0UE | AR HE% i 248
BB AHEZENER (PSAP) , IXZWREH By o] 885K B KAV AT E = BEEIA,

LUTFREERTHE ISR PIDF-LO R SIP &ik,

INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271
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Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
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@ @ SIP Media
icati 11
T B
Priority X 1D,
=164 phone = o Priority AWS Region 1
> EE AWS Lambda
Voice Connector @ @ function
Request URI > E:I ~
hostname Target SIP Media 11
SIP rule Priority Y —> application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function
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BRSSP E BB FSBR Amazon Chime SDK B FiE#S , FHSBRAIE SIP BN AEFHAT
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Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THNRHERTHIFAERSIERBEMRPRTIIEE,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

AR RHIERT Amazon Chime SDK & FiE R BIEIFMERICHEMN —IRER,

{
"AwsAccountId": "111122223333",
"TransactionId": "123abc4d-efg5-6789-h012-j3456789k@12",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"Status": "Completed",
"StatusMessage": "OK",
"SipAuthUser": "XXXX",
"BillableDurationSeconds": 6,
"BillableDurationMinutes": 0.1,
"SchemaVersion": "2.0",
"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",
"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",
"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
"Streaming": true

}
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YPRIEFEW Amazon Chime SDK B &N BREAICRK , HFEAARRXEZHE Kinesis Video
Streams = k)% SIPREC #&3RE , EF1FHERICFRTF R ESIRA Amazon S3 Fil. BXxEZE
B, %31 & Amazon Chime SDK iE FiE 288 i 57 K42 i 2 Kinesiso

THNRAERTRAERFAERICEE TN —RER,

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THHRERT R EHFACERICRKRBENF RS,

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

THENREIERT R #EAERICFEN —RERX,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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P 2% B i A i 3L 225K

NT XEFEEFMIRS , Amazon Chime BRFF AT ESEZEEARTIHRH RN ENMMIKO, WMRMELET
AVSRHIEHE , MR TREAEMBFERA M RSHEESD , BESM. MM, REAZHHX,

Amazon Chime SDK £ TCP/443 i O L E AT S s it &= EC2 (ML Si#h) FEH M AWS fRS. W
BARES AIERLE T 0O TCP/443 |, M AJ4F* . amazonaws . comMA FERSHY IP #b k3B 51 A o i 51
RBEFMA AWS IP #3ESEE : AWS —figSE

« Amazon EC2
 Amazon CloudFront

« Amazon Route 53

NG

HIEWREFIZIT Amazon Chime BT R TEER , FELUT BRMKEA,

B#5 7 1|
*.chime.aws TCP:443
*.amazonaws.com TCP:443

I &3 Chime SDK WebRTC B{&4iE

i 7N 1w
*.chime.aws 99.77.128.0/18 TCP: 443 UDP: 3478
* sdkassets.chime.aws TCP:443
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AWS X1

XERE (HBFRL
MALHE )

XERAER (HBRM

)

WAHK (&R )

AH X (TN )

TA X (ER )

WA X (5 )

EX (HER)

IPv4 ¥

3.80.16.0/23

99.77.253.0/24

99.77.242.0/24

99.77.240.0/24

99.77.239.0/24

99.77.244.0/24

99.77.233.0/24

IPv6 + ¥

2600:f0f0:c040::

2600:f0f0:c041::
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2600:f0f0:c048::

2600:f0f0:c049::

2600:f0f0:c047::

2600:f0f0:c042::

/148

/148

/148

/148

/148

/148

/148

¥ 0
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061

UDP/5060

SIPE%
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ARSS £ K

R AR

AWS Xig
TA#X (ER)
WA X (FTH0E )
TARBX (EE )
TAMX (R )
MEX ( FEF)

IPv4 ¥/

99.77.247.0/24

99.77.250.0/24

99.77.249.0/24

IPv4 ¥

99.77.242.0/24
99.77.240.0/24
99.77.239.0/24
99.77.244.0/24

99.77.233.0/24

IPv6 + ¥

2600:f0f0:c044::

2600:f0f0:c043::

2600:f0f0:c045::

2600:f0f0:c040::

IPv6 + X

2600:f0f0:c046::

2600:f0f0:c048::

2600:f0f0:c049::

2600:f0f0:c047::

2600:f0f0:c042::

/148

/148

/148
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/148

/148

/148

/148
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¥ 0

TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
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TLS/5061
UDP/5060
TCP/5060

TLS/5061

¥ H

UDP/5000:65000
UDP/5000:65000
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AWS X1 IPv4 £ M IPv6 ™ ¥ 0
R X (SE=RAE 99.77.247.0/24 2600:f0f0:c044:: /48 UDP/5000:65000
)
B X ( ZR= ) 99.77.250.0/24 2600:f0f0:c043:: /48 UDP/5000:65000
99.77.249.0/24 2600:f0f0:c045:: /48 UDP/5000:65000
2600:f0f0:c040:: /48 UDP/5000:65000

RN X (123)

XERLW (HEBLT  3.80.16.0/23
MAEER )
XERLW (HEBLT  52.55.62.128/25 2600:f0f0:c040:: /48  UDP/1024:65535
MAEER )
XERLS (HERBLT  52.55.63.0/25 2600:f0f0:c040:: /48  UDP/1024:65535
AEEE )
E£EFRD (BERBT  34.212.95.128/25 2600:f0f0:c040:: /48  UDP/1024:65535
AEEE )
EERLS (HERT  34.223.21.0/25 2600:f0f0:c040:: /48  UDP/1024:65535
MNAEEE )
ZEFES (MPRMN  99.77.253.0/24 2600:f0f0:c041:: /48  UDP/5000:65000
)
RS 48R 2600:f0f0:c040=: /42  UDP/5000:65000
Amazon Voice Focus S FFIzZ A, HEE&, Bt
AWS X B 5 B
99.77.254.0/24 UDP/5000:65000
UDP/5000:65000

EKEFRE (FFRILIMILED )
99.77.232.0/24

SEBES (HBRM )
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Amazon Chime H#HF AT E SN HIEMHNEAEUTHRER :

- FM

« 1:1 B0y : 54 kbps LITHM 1T

o KHERI : 50 FFFEFEEMN TTHIEAEE 32 kbps
- I

« 1:1 B0y : 650 kbps ETFI T 1T

« HD #= : 1400 kbps ETFIT1T

« 3-4 A : 450 kbps _£1TH1 (N-1)*400 kbps 41T

. 516 A : 184 kbps E1FA1 (N-1)*134 kbps T17

o FITRTTH R RIBEMEE R M FEE
- BE
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