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https://aws.amazon.com/fsx/windows/pricing
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/workspaces/latest/userguide/
https://aws.amazon.com/vmware
https://aws.amazon.com/vmware
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FRF M

E 32 Amazon FSx XH RS , BEBREUATRHE

- BEEOETSH FSx XHREMIL S EC2 LHIFTFENRN AWS Ik, BXEZER , SR 18
BREY AWS K,

- ETHREETL#H FSx XHREXRBKNIL S # VPC RS , EEMFAE = (VPC) HiziTHHE
Windows Server (WL Sk EC2 3Kfl, AXUMAAIESLFINFES , HSHAL ¥ EC2 AFEEF
KL 5% EC2 Windows £ A1,

- 5 FSx 5%k Active Directory S1EITR P B AU M B2, EOIZET % FSx XHR
Gint , BRI EMARMECESNE . BXEZER , 5 £ Microsoft Active Directory,

- REBERIZEEERTE Amazon VPC REZEX VPC WEIAZ=AMN, MRE , NEEHFRFM
HERHHN  LAFNEHTSE EC2 SEHIZEIBH T S# FSx XHREHNRERE, BXEZIFA
E8 , {52 Amazon HI&Z £ FSxo

- REHBE AWS Command Line Interface (AWS CLI), & 1.9.12 MIESRA, BEXEZEER ,
B2 (AWS Command Line Interface AAFI8F) FMZ %, EFFMEZEH AWS CLI,

® Note
YR LL A aws --version@itHZE AWS CLI ¥RIETE A A MR,

VI 5y Window FSx s iR 4 BRS588181=

WMREEMFEH Amazon BHEZIEIE FSx |, EEH1LIE,

BEE/XEA Amazon FSx 1§ ?
MREBREXRER Amazon FSx , BINBWIERINFFELTEY ;

1. MRECHEBRFCEBCHE— Amazon FSx XH R4 | =i A EAER T Windows File
Server By Amazon FSx.

2. BXMREMELR |, 155 FSx AT Windows X 4RSS 2HI M EE,
3. BHX Amazon FSx Z£1*#15 , i5ZHAmazon &L 4% FSx,
4. BxT 5% FSx API WEER |, HZ R 5% FSx APl &,

TR 4


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://forums.aws.amazon.com/forum.jspa?forumID=308
https://docs.aws.amazon.com/fsx/latest/APIReference/Welcome.html
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FSx for Windows File Server Bx{£3E &

EEHE BT Windows File Server B9 Amazon FSx Bt , AT BERFELL T SESLE,
F;

- —REREXE

- REBESIE

 Active Directory

- BEXHRGHFEAE RN

— R KB
e 3uoE 2 an

BRMERAXHRGERREZFRERATRMNERE , TRENERAER , AECRERIIXHREN

TR RERFI R AR B A, B EREN Amazon FSx XHREURNARFIMENERED , &
AT BUR SR V8 15 447 A BE 2 0 1 BE R (R R

BRIENXHREE BB TR

RFET RS BEERM /OFREEAFRESREIEM , XARERANMREZT2HBIFATH. XK
BEUREARGRMEESNEUNESEE  FEAMEESIEN.

REREXEK

EEBYHREREMEMFREZEGSE , RIMNBUEEBREUTRERE, BXxB6E& Amazon FSx LAk
MENZEENEAMEBEINEZEMAEL , BHSH Amazon FEZ £ FSx,

MEZLE

1% 18 SRS BR 5 S8BT 3L R EE R BRRY ENI

&8 Amazon FSx XM RE MBI EMME R (VPC ) HREMMSEED (ENI) HRE , ZEOEXH
REXREK, BRAHMERZMEZEOATERSSBKAZKREN VPC MXHRE 2 RHIEE,

— MR EREK 5
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ERZEHFME ACL

BRI MERZT2AMM ST EESFIR (ACL ) RENIXARENLR. XTF VPC 224 , MiARke
AERMBEFEPHN MRS, BRECIBNHREN TMHREAMME ACL ¥R ORE,

Active Directory

B2 Amazon FSx XHR &R , BRI LURE AR Microsoft Active Directory 13 , BURHAF &
BRIEARHETE, XHEMXHERFRNTHEZEFRN. SRR ATUERREIIER Active Directory
PRI XHRZHBREPOXHERNXER, A, BEAURIERS ACL EETHE
Amazon FSx , T o EBITEMEH, Amazon FSx  Active Directory 2 7ML : AWS FEER
Microsoft Active Directory 2% B 1TE ¥k Microsoft Active Directory,

MREEAE R AWS IEE M Microsoft Active Directory , FRATE USRS Active Directory 224 HY 2R
ANRE, NREBHXLERE , FERAREAFREMNEERNNEBEE, BXEZER , S8 BN
REM

MREFE AN EBEITEER Microsoft Active Directory , ME AT UBETHM LT E XGRS, £EE
£ Amazon FSx 5 B{TEE# Microsoft Active Directory Bt |, BRATEIUSBREI T HIESKEE

- FFMOELAEA Active Directory 35 : B1RIEH Active Directory TMEE ABIH L4155 | EEH
Active Directory ¥ S MRS Amazon FSx XHREFEAN FRN O BEAAMMNAIEMERENE
A Active Directory 3h =, #R VPC 224, VPC M4 ACL, DC L&Y Windows B A 355 LA K
Active Directory Eattii% s # 0y 0 H fth P 48 3% B 2 H 2 F Amazon FSx B FIEZm OB ITEGE., X
A Windows A 2 BLHY Active Directory W RETIERZEHM DC, BEXEZEE |, ESH
£/ Amazon VPC BT RS RZEH.

- ERRIMAELET (OU)  NEH Amazon FSx XU RS R SE MBI TMEMALA R T
2T OU,

- FAMENRENREESNERZKS, - FAMENSRENREERZFLEIRAMLE Amazon FSx B
REKF. BXESEER , #2H FHBTEER Microsoft Active Directory,

- BHERUFRM Active Directory BB : ]2 Amazon FSx X#HRE 281 , XK Active Directory
Bt B121T Amazon FSx Active Directory WiIF T B | BISIFEHNEEBEREER T Amazon FSx , # %
NZIEFRESENEAESNE R,

« fF AWS Secrets ManagerbA T 5 R 12f# Active Directory &£1F : & LAEA AWS Secrets
Manager &£ #th 17 6#% FME B B H Microsoft j&zN B FIWMA RSk P ERE. kA ZEEENAERR
BHEEXHPURAXEXFRHBRBEL , NERENZERR. BXELZEE , B2HA £AF
it sEzh B AU AWS Secrets Manager.

Active Directory 6
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i85 & Active Directory Bt & £ iR M &k & 0] A4

¥ Amazon FSx 5B &I E X Microsoft Active Directory BE&#E AR , IEHE MK Active Directory it
EXNTOENHRE , URBREEVBENTHAMNIEEEE, £HERESH. HITHEFEHNE
HRE D EETIRMERAE , Amazon FSx £ XHIRF R BFREFMAERR Active Directory, IR Active
Directory BEEESHHIRITLN , WENXHRERSTERXNEREE , BFETTANKK, T
R-ETBABAETHAENEE

£/ Amazon FSx E# & Active Directory BLiE : M REHITEN , HIMEERFZKFNERS |, &
SUERALERSKEEHAMEXEFRENEE,

- W5¥E Active Directory Bt BRIk : NECRERREERSEA , UMEELENEEXHRS
B9 Active Directory BLiE, BXE A Lambda-based fi#R5 REXIX— BN RH , HSREH
Amazon ¥3% Amazon FSx XHRSGHIE1TIRIA M, EventBridge AWS Lambda

- EHRIFZEM Active Directory B & : IR EE EZHH M Active Directory BB % , FATEWERE
FH&HY Active Directory BB RF4E1E 1T Active Directory BiIF T B, MREEZTRIET EfEIE
HFHER , URTEN XA REFETEREENXE,

- BOBHRIEKR FSx AIRMITENX R : Amazon FSx i B2 A RS K P MR ER Active
Directory FAIZMEEITENNIN R, BHIHEIXLEITENNRAELXSHXHREHREE.

Windows ACL

B3 Amazon FSx , A LAE AFR/ER Windows 5 RI#EHIFI5k ( ACL ) #ITHRAMHEE, XHMXH
R HNEIRIEE, Amazon FSx X#HRG 2 B WUE TR XA REKFEN A EIE | ESIRTIX
£ Windows ACL.,

. ENEHR SYSTEM FAFH NTFS ACL #XFE : Amazon FSx E5R SYSTEM AR BAEN XHRENAT
BX KT EE NTFS ACL fUPR, Eik SYSTEM A NTFS ACL IR AT &5 iR /Y 304
RETEHE , HEERNXHERER P URELTEFER.

BEXHREHFEEL KRN
IEFEERFRE

Amazon FSx 1t TR NEFBIED : Single-AZ M, Multi-AZN FAZHEESTAMUSIHRE
Windows Multi-AZ X BB A= THEAR , RINBUERAXHRSE, EXESZEE , B2H A%
EgAM RARNSTARXXHRE.

W% E Active Directory BB 45 iR T A X A 7


https://aws.amazon.com/blogs/storage/monitoring-the-health-of-amazon-fsx-file-systems-using-amazon-eventbridge-and-aws-lambda/
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H 132 L
ERAFLEE

AXHREGEBREBENELESD , TNEFEIEARNTHRE , FEFEIFEEXHRELEH
MIhBEPT BV RER IR, BN , MR B EEETEEREMER , NEEENETHEILANREEH
WAE , UERELZHENEHEZRESTEERERNR. WREEANRE FEIE , BEEHaE0EM
BEDA TR EN =45 , LUER Windows Server HIBRE FRIAKR, BEXEZER , BSH
EHEEOX MR M,

BinfFAEMELED

HNHRENATAERZRAR , IFEMIUTERERTELI LA FHEBRHNT , FEMETFHEEIE. R
MNBVUEN X HEREREARBEED 20% W RAFREE, RIDEBWEENEREEZH , EONE
8803800 20% , LAIKE 38 hn 12 4% 22 (8] HA (B) I RE7= AL O M RE S I, & 0] LA {5 FH i FreeStorageCapacity
CloudWatch #E/RRISIZATAEFHEH THHEBYE, AXEZEERE , BN EEFREE,

MRENTHEREZHAMERRE  WENRESXHRENTLEED, BRILIER FSx 2464 LA
EAMEIEES TEABEFERMMBINET RS , N\TBEXHREN TERENEEREF
Eo

NTBRARE®RBEFET BNBEMNEABREAEEREK , BINEBWERSEXHREHNEFLRE
BENFHEAE K FTHEEENTKEEREELED, EF#T BHE  SASHITERENEER
MFEM. BR , B8 HDD FREXBENITEATSRAEBRLAF 110, BRINHHITEKREND
MHENBRERENXHREARSE N ERER. AXEZER  FEHA BNEREEARA MRS
PERE.

EZERHE S RAELEE

EHMEULBREBSPMI XA RGN TAMELD # , HFH Single-AZ XHREHNHEHBNHERE .,
Multi-AZ X3 F Multi-AZ X RS , MREHERNEERER A BFENRE , WEL B AR
FABREERRFTEEXMH RS R 2ARITES, ¥ TEABREEMN IOPS-heavy THENE , BIEFAD
BREKZTREE/LNNT. REELBEENXGREFEETH , ERNBUEEXHREAHS
PHZERREZHEF TR , AETELED , MBERERIVEFENE. BETHRESEE , BS
FEEAEMREN.

HEFLRED 8
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#4148 B 5E A F Windows File Server B9 Amazon FSx

BTk, &u A2 WA FF B 6E A FSx for Windows File Server. EATTE4I SIFUTESE,

1. A AWS IKF HEZKSROIZEER AR

2. EABIE AWS FEER Microsoft AD 5&3 B 3% Directory Service, BB HREMITESZHIMA
Active Directory,

3. 8lEI=1T Microsoft Windows Server B9 Amazon Elastic Compute Cloud it &3k, & 68H kst
75 8 L RS

4. £/ Amazon FSx 2%l & 8|23i& A F Windows File Server #J Amazon FSx X # R 4k,
5. MXHREMEE EC2 3KHI

6. MBB|EANHRE,

7. BB XHRE,

8. BEEBIEM TR,

£l

- RERK AWS K

- B, 1 :1Ri&E Active Directory

« SR 2 : £ Amazon EC2 & #5351 Windows SE4l

o SR 3 EEIENKHI

o 4% FEHZEHAZER Directory Service directory

- S|} 5. QIENHKRE

« SR 6. /EMN XHHZME FZE1T Windows Server By EC2 SE4
s B7H. RBEEAXHLE

- SR8 BOXHRE

- 9%, BERR

REIRKY AWS Ik

EEEXEH Amazon FSx 28I , B ATES,

REIRE AWS TKF 9
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SEMFREN AWS I F

THER AWS |, (REE— AWS K=, BXOIRIES AWS Ik | 50 (AWS k&2 5
E15/8) AWS Bk 9IS,

F 1 : 1RE Active Directory

&8 Amazon FSx , BRI THEREBREZTLEENXHFME. Windows-based B4 , Directory

Service RiRMHELREENE R , HEEITEARBERFER. MREEFEH EC2 XHINELFE R

(VPC) AWS Hiz1TIIH 2 8] Active Directory 35 , M AT A AE TR S HRIEM G RIZES, &7

L@ E AWS FE&E Microsoft &3 B R A REZ BRI FEXRRKEINLE M. XF Amazon FSx
B Windows & KIE , BREEZL@MNEE , B AWS EEMEELREM.

B A REEAEEMNA® | ™ Directory Service TE BN EEEHN AR, 2IRIINEHE
IEER R geEEzRE @& , AT LEPFHNKFREBEEENEPLAENEZREHRITEORIE, &
XFERT , Amazon FSx (RERENH#HITRE, AF , KENESFEHRIEFE REEFEH W
o

(® Note
BT LU A SBEFESE B S Amazon FSx —2 AT al{E1,

Active Directory Z & A 240 fo ¥FM Amazon FSx M RGN LT H#IT A HE .
E 4| AWS Microsoft 5&zh B RS

- WMBRRIERE , FEAGIELRN Microsoft 553 B % AWS £&, Directory Service EXEZEL |
B2 (AWSAWS Directory Service EXEiEmM) T “BIEZHIEE Microsoft JE3 B R,

/A Important

BIEEEHNEERARFIENER ; BEEEAANNGIPEEEAZEE, IRESIET
=55, WFEZEERH Directory Service BERNEBRAFRESEAREI WL,

- MBHEEEEHEFR , FEEN AWS F£E Microsoft 5531 B ZMIEEZ B FZz AR EERR,
BAXEZER , 5210 (AWS Directory Service BEI5®E) T SIBEEEXxFR,

SEMFEREL AWS ik = 10


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
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S8 2 . £ Amazon EC2 4l & 4 531 Windows £

BRI AR B3 Windows K6, AWS BEEZHE & MU TIEMR, NYEEHEHYERERTFE—
NRB, AT LEEMBETRERNIET. AXSRATNESRER , FSREN XM,

=Rt

1. $TFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A&,
2. MNEHEEFHERS , EFE3R0,

3. Choose an Amazon Machine Image ( AMI ) TTE & R —4 %~ Amazon Machine
Image ( AMI ) NEAREE , IEN BN EHINER, %EFEHA T Windows Server 2016 Base HE
ERAR AMI, EEE | XL AMI #RiE“Free tier eligible” ( FEXKHHNRBREE ) .

4. 71E Choose an Instance Type ( E#FRFIKE ) ME L , BRERFINBEL4HERE, &F
t2.micro K& (FRBERTHER ), FEE , EXFXBERAEREE.

5. i%&3# Review and Launch itE SR ETREECRERE,

6. EREXFEHINELNZL2AT , BFEIASHECNBARETREA, FRAUTIR , &7
DEALZEE , bl UEREREMNGENZEA !

a. 1% Edit security groups.
b. £ Configure Security Group TNHE Lt , #8{R Select an existing security group & F & FIRZS,
c. MNIERLAJNRPERENLLH , RFi%EE Review and Launch,

7. 7 Review Instance Launch TTE £ , #%#% Launch.

8. YRZRIERIEBMZ4ART , i%# Choose an existing key pair , REIERFBEEHRITIRE R I EN 4P
X o

B, B LEFHERIAX, %$F Create a new key pair , MABRANH B , RAFIEE
Download Key Pair, X2EBRFAERAXHNE—S K ERHFSLETHTTH. FREEH
YHREEZENE. HEBFHR6N , ENFTEEERBAXNNER | HEBREREDIEFIR , &
HEEREHENNAEEH,

/A Warning
BENEREREZAXNER THEERTM, MREBINKNIIRERAN , AEEES
Z3KB

S, 2 . £ Amazon EC2 #2#I1& # /3 3h Windows 34 11


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://console.aws.amazon.com/ec2/
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HRBHE , EPEHINEEE , AFBER Launch Instances,

9. BINTHESIUEHMEBCHESIEE3. 1% View Instances AR ABIATREHIREIEFA,

10. EXFIREB L , BULUERERINRDS. BIXHARERENEIE, BaERFlet , EMNBRER
pending. XHIFzE , HRAZERN running , #ELWE -5 DNS &, (WMRLE
DNS (IPv4) = (IPv6) 54 FERRERA , BEFE T EA L ARShow/Hide 5l ( i FEER ) , AF
i%£$2 /08 DNS (IPv4) = (IPv6), )

1. BELHERFEA , ELREEZEEIRS, RELSNXIFIREES TIRARE ; B &
Status Checks ¥|HF&EFLEE.,

/A Important
FiLEELBFI KGN GENZ AR ID. £ Amazon FSx XHRER , BFFEERZ
IDo

I , XBIERT , B LUEEDIKA T,

SR 3 EEEIERIKA

EEEET| Windows K6l , BAFRZNKREERZD , AREEAZEREERZSXHEE LR
B,

EERAKFNBEMERTIRIEREMWIES, Hl0 , EiEHN Administrator |, JEiEHR Administrateur , &
TFEN S Administradore BXxEZ{EE |, 55 Microsoft TechNet Wiki 8 Windows & 57 1k~ /Y
A1t E Fro

MRIEE LA B , W AT LAEE B EE Directory Service 1 E X BV 13 EIE SKRIE R IR H, Eix
ERAEXREL , TEFAXHITENSHANERNEB, ik , FRAEEANTE2REAFBMZ
K HZE, i, corp.example.com\Admin,

& Bh5E A T Windows Server BERS (0SS ) WFAE , AIERB#ITHAMEREZUHTEE,
EAT Windows Server B A[iEAEE LK Windows 2 ME S, MREEEFFHTHEN
L ERIRRERE |, NXAAWER R RERS (RDS ) FAiE, MREAF=ERE  FrE£HEIR,
BEXEZEE , B2 Configure the Number of Simultaneous Remote Connections Allowed for a
Connection,

H]R 3 EEIEHRH 12


http://social.technet.microsoft.com/wiki/contents/articles/13813.localized-names-for-administrator-account-in-windows.aspx
http://social.technet.microsoft.com/wiki/contents/articles/13813.localized-names-for-administrator-account-in-windows.aspx
http://technet.microsoft.com/en-us/library/cc753380.aspx
http://technet.microsoft.com/en-us/library/cc753380.aspx
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£/ RDP & P imiE#E| Windows 3K 4

1.
2.
3.

£ Amazon EC2 ##Hl&H |, %&ERH] , R/F1%EFE Connect ( EE )
EEZEINEWEPIFTFEES | RBROZB ( BEEXFB Loz ETTH) .

%% Browse H SMESRE KGRI IR B R, BEEXHHFHIERE Open (177 ) , M
ERXHENEEHRBEHE Contents ( AE ) FHK.

1£$% Decrypt Password, &l & NEEZETEHZFFFEERERRFINRINEERFE , &F
S B R IREN R D SR 2 B ¥ ) SRR R,

BRTMRNEERARD , FEEHT MR, FREALBRDEESG.
#%£#% Download Remote Desktop File. #REVH 88 2R R EITFF HARTF rdp XAF. PMPEERERA]
Blo SERE , ANEFERM |, Bk PRSI IRAY SSHIXY B4R
- MREITF rdp X , #4FE 2| Remote Desktop Connection X iF4E.
« MREREF rdp XM, FEMETHRE R , AR rdp XALERIZXEE,
BB KBS  BHEZEEERTERA, B SR EEIIEHISNH,

HWERGRTH , FARERENEEAKFMEZHICRHEFNEZBBERIZEM, WRE
Y Remote Desktop Connection ( IZFEREHER ) CLRETEEAKF, , B sEEEiER Use
another account ( EAHEMIK, ) &I , AEFHEAAFBNEE,

® Note

BEREHFBEANBRTELKGIAKIE. WREEZRIES“Password Failed ( 28k
W) "EiR , BEEFHRBARBE,

HTELZIEPHEERYE , EUHSEE KBS  BEHTERIZZSIER. BEAUTS
BRRIERBITENNIRR ; 5 , NREEEZIED , NEFZIEER Yes ( 2 ) = Continue ( £k
5 ) BAdkRERIRE,

a. WMRMKEIETEM Windows PC £ Remote Desktop Connection , i&i%£$F View certificate, 4l
RIRIETE Mac LEF Microsoft Remote Desktop , i&i%£#F Show Certificate,

b. i%&#8 Details ( F4AER ) &I+ , #F]T%iih?éﬂ Thumbprint ( ?‘a‘ﬁf( ) %8 ( £ Windows PC
Lt ) =% SHA1 Fingerprints ( SHA1 384 ) %&B (£ Mac £ ) . XREZEFRITEVNZLIEPH
M — PR IR AT o

c. 7E Amazon EC2 #E#|&E ™ , E#F1ZRfI , %&$F Actions ( #B1E ) , RFIEF Get System
Log ( KBRS H ) o

HPR 3 1 EEIERIES 13
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M

d. ERZHAEHHED , ERFFIEH RDPCERTIFICATE-THUMBPRINT % B, MR K ESIEH

MIENEE , MRREERIE T =R ITTENNRR,
e. MWMRIEEEM Windows PC £ Remote Desktop Connection , i&IRE E| Certificate X1 iF1E
R

HikE OK, WMREIETE Mac LA Microsoft Remote Desktop , &R E % Verify Certificate

Hi%$F Continue,

f.  [Windows] ¥ Remote Desktop Connection & 0 Fi%#¥ Yes & B RAIEH,

ME , BEEEEIEG , ERLUFSEHIMA Directory Service B .

5 4 % . [HREYSEHI 10 A IREY Directory Service directory

LTERBREERERT AFIHIMA Amazon EC2 Windows 3241101 A&/ Directory Service B .

FF Windows 3= A¥REY Directory Service directory

1.
2.

£ AE MR RE DT P imEERISRA,
FESR | L3TFF TCP/IPv4 5§ IPv6 B XY iE4E,

a. ¥TFF Network Connections.

® Tip
B L ERS ENS SR RFFETUT®S , BEEITH Network Connections,

%SystemRoot%\system32\control.exe ncpa.cpl

b. H{FEMAEEAMNKERN LT (ARET ) X8 REEEREM.
c. MEEEBMXEESP , T (NE ) BEERMIPARA 4 LEEBRMIHIMRE 6,

( A3k ) %R LT DNS RS Estbtt , fF &%k DNS RS2 M % A DNS ARSS 25 ik 58 S H Py
Directory Servicei2 ity DNS fRS888 IPv4 = IPv6 Hbiik , ARFEFREE.

FIFRBINRERENERE , BRUTENEHIETF , REERER.

® Tip
BEERY EMNGSRRFETUT®S , 777 System Properties X iE4E.

% 4 % FEHEHIIAER Directory Service directory
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%SystemRoot%\system32\control.exe sysdm.cpl

5. KR EH , &R 49, @A Directory Service B XM T2RERZH , RAFIER “BE"
6. HFRERTWMASEEANEHNEBEN  MAEEAKFNWAFRENHE,

® Note

B AN T2 REBHE NetBios B, AERMARFL (), RAEWMARAFRE (&
Bl F Admin ) . a0 | corp.example.com\Admin =% corp\Admin.

7. WEREMABKNESEZE , ENEHSSOIEEREN.

8. @} RDP EFEZEFIEHIH , RFEH Directory Service EXREBRAFNAFRBNHRBER
=,

WME |, BHOXRHIEMAZE |, & LAEIZER Amazon FSx XHRE T,

FB| 5, SIEXHRE
DI RS (514 )

1. $TFF Amazon FSx ##|& , Mit . https://console.aws.amazon.com/fsx/
2. HEEHERLE  EFNEXHREUBIXGRENERDS,

3. HEEBRMHRSFEBETEL | EBFEAT Windows File Server B FSx , ABEERT—%., SRl
BNHRETNH.

4. XNTRIEFZE , EERECIR,

XHREFAES

1. EMHRFZFEABEBIP , NENXHRGRE—1NER. B XERRELEERM I TE
BNEE, B&EZAUEMA 256 4 Unicode F8., ZRNBFURBHRFRF : +-=._:/
2. XNTFHEXRE , EFEMulti-AZZ Single-AZ,

« EREBEMUL-AZA BB T AXAFITANXHRS, HiETZ#EF SSD M HDD 7%,

* Single-AZIEFEHERBERENATRAXPHXMHRL, Single-AZ 2 R&EHT — R R ATH X4
R4 , ©x¥# SSD M HDD #%.

HPR 5, BIENHRE 15


https://console.aws.amazon.com/fsx/

& AT Windows File Server ¥ Amazon FSx Windows f FER
BEXEZER , HZR TAMEEAY . R TARNZTRAXXH RS,
3. BALAEFM@EEAPIERE SSD 5 HDD,

FSx for Windows File Server 2t E A S ( SSD ) MERIWFNES (HDD ) FMKH, SSD 174#
TRMERS. NERKHBEN IEARMZILT , BREHEEE. BEELE IEAZNEIED TR
FfEF. HDD F#E A IEAEMIET , 83FXER. ARSI IX4RAZURAREER
. BXRESEER , BSH X THE@EEE,

4. YN TMEE SSD IOPS , &ALAIERE “B3)” = User-provisioned“fE3",

EixB B3 ERX |, FSx for Windows File Server 2 B3 B &/ SSD IOPS |, % GiB WE#RA
ER#FN 3 SSD IOPS, MRi%#R User-provisioned = |, F#i A 96—400,000 SEE N EEE
o ZEERI (FERLMILE ), XETEI (HBBRMN ). ZEFRI (BEZEBMN ). BMBX
(ZBERZ ), AKX (FRR ) ARTAR#X ( #03 ) B SSD IOPS EEHF EZE 80,000 A £,
BXREZER , B5H % SSD IOPS,

5. XTEREE, BRAXHRENFHEE , 0GB H &, MBEGHEMAWR SSD 76 , BHA
32-65,536 SEE N EEE K. MREFEARNE HDD &4 , 5% A 2,000 — 65,536 SLE N KE
BRN, URXHRSEE  CTNRREEMNANEHER. AXESEL  BOH EREH
£8,

6. REEMANRENRNRE. FUALHRICE RGN RS S TSRS HRNE
B, BUNELENRBETFORRNFHREE. NROBENFLENETRNELESD | §
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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https://console.aws.amazon.com/fsx/
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_delete.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
https://aws.amazon.com/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
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http://www.faqs.org/rfcs/rfc1918.html
http://www.faqs.org/rfcs/rfc1918.html
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EZEE , F30 (Amazon VPC M) HRYFTIAEAPEMK,

RIE VPC XY FEES L AMMRELET , LA MERXHREH DNS BMRBRIXHRS, B UGE
KEREY VPC MBI ITE KB — BT IR AF

AT AL €

FSx 5& M F Windows File Server x4 H AWS Direct Connect 5 Site-to-Site VPN MZS it i+ & 3245
HEERN SRS, EBI3% AWS Direct Connect Window FSx s File Server B3 | {88 LUE T 45 #h
BRI L AMSERIFRSXH RS, 583 Window FSx s File Server X% , BaIllBE 24K
BERBEMNARMIREF R XA RS, Site-to-Site VPN

TSR B H M VPC BEEE AWS I/ | 3 AWS XiF 26


https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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WEFi%ER Kerberos S RIEMMNE :

« BREINTLM : @IZ2RRS 215 H NTLM RE - AR IREELHFITMNITELEZEIT Windows
BRERSEZERSB|/AEH NTLM RE,

« BREINTLM : 53 NTLM & QB RIEFINZRRSBR/AIA  MREE T WERE | RENTLM : @iziE
RS BRAE H NTLM RE"RKRE , NEALRKBREMZATE S IRREEA NTLM S HRIENIZ
EARS R BIAFIR,

E/EEH DNS B4 15 R 3 RS 8358 Sl 1T Kerberos B BIEMINE |, FS 5 A A K SR E
#1T Kerberos & R () GPOs,

BREEXHREGLAER DNS AIENESER , BSHUTEE

- % DNS Bl & XBKEIXHRE

- 7 Kerberos Bt &R EEE T (SPNs)

- EF=i B2 DNS CNAME ig&

- FEAARBEXNREFHIT Kerberos F A KIE () GPOs

Kerberos &3 IiEFM N4 DNS 514 29
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*F DNS 3l B XEREI X H RS

£ Amazon FSx #2%|&. CLI  API B|EFH X4 REH , BRI LUF DNS 518 5 Windows X ARSS
BXHREWIAE FSx BlEXE, MRELEFHEMITGEAENSE , FEASEIFBREEANESE I
KEBIAE -

WS RBNBEFEHR Amazon FSx 24| & €12 X H RE At i< Bk DNS 58 . B<F DNS 58 <8k
FMEXHRGENER , LREXREH CLI M API WiFHAER |, BESR S DNS 35,

TE QI A XM Rt <EX DNS 3 #

1. FTFF Amazon FSx ##|& , it A https://console.aws.amazon.com/fsx/o
2. BREANTHDH TR 5, QIEXHRG RS RAUBIH XHRS,
3. HEHIEXHRGOMSWIER - &S , MAESXHRSEREE DNS 38,

1EE DNS 3|&rY , BEREATEN

- PMEATEREEE (FQDN ) #&= hostname.domain , fi30
accounting.example.com,

. TUAEFRRTTHNETH (- ).
. FEUEFHFLARLR.
. TLERRTF L.

5tF DNS 5l# , Amazon 2 FRFHF FSx FHANNEFH (a-z) , TBUMFAEEEN] : XE
F&, MNEFEIHENBHRHNHENFE,

4. HEEPERIPREFERITEMEL,
5. HEARE - WIEERS S, RIMATRNRE , RREET -5,
6. REMUEMHRENHELERHNXHRSERE. ERUIENHRE , QIBXHRS

7 Kerberos EtiE kS5 E A F5 (SPNs)

RNEWIEEBE Amazon E£#HiEHEHRAE T Kerberos B S IRIEFMINZR, FSxKerberos B2 177 (4]
XHRENEFIRREEEEZENE BRI,

E} FSx £/ DNS 3R 1A EL S #HEE Fi%/E A Kerberos B4 RIIE |, BABURNESIT i FSx 34
R4 Active Directory THEAITR LH DNS 5l & MBI B HY RS EHEEZ TR (SPNs)o — 4 SPN —RR

F DNS 38 KEREI X R 5 30


https://console.aws.amazon.com/fsx/
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fE5—/ Active Directory ITEHLXI KRBk, WREE SPNs NIRARNXH RS Active Directory it &
HATRELE T DNS B, 2470 505 H A R

Kerberos SPNs B3R UFEZHA :

HOST/alias
HOST/alias.domain

WMRBEREfinance.domain.com , MEZELL T/ SPNs :

HOST/finance
HOST/finance.domain.com

® Note

ERNT D% FSx XH R LK Active Directory (AD) it EHN N REIBHFEN 281 , BEEMRE
Active Directory Tt E X K LA DNS 5|8 SPNs X RHAMENEEH. SPNs 1R AD #H7F
£ DNS 51EH SPN , M= 8K Amazon FSx X#H RS 1RE SPNs LM,

DT EBEN BB ITIRGE -

- ERBXHRSEH Active Directory iTEHITR SPNs EEHREMIEH DNS 3B,
- HIBRE SPNs HREIWIAEAR (WRE ),
« SPNs NEW T D FSx XH RS Active Directory iHE M REIEHHI DNS 31&,

REFFEMN PowerShell SEZ) B FiEHR

1. BFEMAES B FEM Windows £4] , BT D FSx XHERZSMAZE Fo
2. PowerShell AEE R B4 ITF,
3. fFERLLT &N %% Act PowerShell ive Directory #&iR,

Install-WindowsFeature RSAT-AD-PowerShell

A Kerberos Bi & kS5 E4E # (SPNs) 31
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TR\ IXHRGH Active Directory TTEHIXI R SPNs &K MMIERIAE DNS 518

WMREETE A SPNs ctive Directory FRITTENNR EBE 7T 2ELE S — N XH RS DNS 318 , T
HMFEIFEMIBR , SPNs SAET8eFH SPNs AMEIXHRENITENN RSP,

1. EAUTHTEREMINAE SPNs 5 H. ® alias_fqdn ERAESR 1 hEXHREREKHN
DNS #l#.

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. ERANUTROIEZAR R E—S 5 SPNs BEINIE EH.

« N alias_fqdn BMRAETER 1 FEXHRG XK TE DNS 318,
« ¥ file_system_DNS_name B RAXH RS DNS B F5o

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. WELZR 1 FEXHREXRKHNEZN DNS JIBEE LS R,

E SPNs E&ML S FSx X RS Active Directory ITEHN R LiRE
1. ZEITLLT &% SPNs , HIEH Amazon FSx XHREREFTHNE.
« file_system_DNS_name&#t Amazon FSx £ B4 X R 4K DNS & #.

Z1E Amazon FSx #2#l& L ERXMHRSH DNS B , BERXHRS , ERENXHRS
ARREMNHRGFERELER MENL2 BK.

&% ] LAE DescribeFileSystemsAP| 2 /E#9 g B 3R EX DNS & 5o

A Kerberos Bi & kS5 E4E # (SPNs) 32


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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« ¥ alias_fqdn BAEDS R 1 FEXHREXERAITE DNS 3E,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}

(@ Note
MR R FSx XHEREHITENII R AD 7272 DNS 5IEH SPN , N EH Amazon
XHRGIRE SPN FRW, BXEXRFBBRIAEABHER SPNs , BSAERBIHR
ZiH9 Active Directory It EHI3I R SPNs L& #H MMIERIA DNS 3lH,

2. FERAUTROIBARIEZAE N DNS 3IABE T # SPNs #9 DNS 3B, BRI BIFEHD HOS
SPNs T HOST/alias #MHOST/alias_fqdn , MIAN R BIE TR,

file_system_DNS_name&#: i Amazon FSx £ BL4A IR X R 45K DNS &, EFE Amazon
FSx 2%l 58 LERXH RSN DNS BF , BEBRXHRSE , EERENXHRE , RAREXHRE
FHEHE AR ‘MEMNEZL” B,

&% ] LAE DescribeFileSystemsAP| 2 /E#9 g B 3R EX DNS & 7o

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. NWELZR 1 FEXHREXRKNEN DNS JIREE LSRR,

A Kerberos Bi & kS5 E4E # (SPNs) 33


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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TS 02 DNS CNAME id%

EEE SPNs XHREF , BT HRBIT S # , FSx 73R H 8RN BRI X4HRS5H DNS
ERERNENT AL D E FSx XHREHRRIA DNS & 58 DNS 8%

EETATHNBNSS , WAHE R dnsserver M activedirectory Windows &R,
ZEFTER PowerShell &3k

1. {EN{AE DNS EENRMEE (THEREZERAEER , UREBEBITEEM Active Directory
' AWS Managed Microsoft ADE EAWS Zjk DNS EEMN RIS EE A REMEA ) WA E
FMAEE Amazon FSx X4 RE TN ARIE — Active Directory B9 Window s 354,

BXEHAEFEE , HZSH (Amazon EC2 AIF#ER) M Connecting to Your Windows Instance.
2. PowerShell AEE & &4 1TF,
3. ZFZ PowerShell £/ DNS IRFEBEER T REHITHEEFHNIES. ERAUTHTREZER,

Install-WindowsFeature RSAT-DNS-Server

RIEH Amazon FSx XU ZREEHHAEBE N DNS B

1. LA DNS EEMNRAVELA (AWS HE Active Directory P ZERIBERAETER , UREER
1T AWS EHEH Active Directory HEEZER DNS EENBENEHEERARNEMEA ) WRIABFH
HEREZIZ /) Amazon EC2 3£4i,

BXFHAEFEE , HZSH (Amazon EC2 AIF#ER) M Connecting to Your Windows Instance.

2. EMTERET , BTUATHAR, LEASFEMEIEA DNS 3B 18 ZEBRNER Amazon FSx X
HRG, MEXRKE , ©427 DNS BB RIE—NFH DNS 5B idFKalias_fqdn , ZiBFF#E
#8 Amazon FSx X#HREZRIERIA DNS &5,

BEETHA , BHRITUTERE

« ¥ alias_fqdn BRAEXHREREH DNS 5lHE.
« file_system_DNS_name&#t Amazon FSx A XH R LD E K DNS &,

$Alias="alias_fqgdn"
$FSxDnsName="file_system_dns_name"
$AliasHost=$Alias.Split('."')[0]

FEHEAIE DNS CNAME 2% 34


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

3. NWELZR 1 FEXHRERKNEN DNS IR EE L —F1RHE,

i, BELNL D FSx XHRLEARMT — A DNS A& # DNS AR ICFRE, JUE , B LUE
Pl DNS 3l & K75 R #48.

(@ Note
SE# DNS CNAME 12X BRI SRR fE [ 5 — N XA REH Amazon FSx X # R 4R , B i
ARAE R MR S X RAERE. RIFE S % DNS Bf7/5 , NIMALS A DNS 35T
EE. BXESZER  BSH LAEH DNS 3R IR XHRE,

{5 FH 4R SR BE XY R 98 0 1T Kerberos BB 11IE () GPOs

B3 1E Active Directory FIRE L T AR R (GPOs) , AJLATE T4 H] X4 RS Ad58 HI31T Kerberos &
BRI -

« PR&INTLM : EZEFERS 2L H NTLM RE - FRLERREESL 51T AT E N BZ1T Windows
BRERGSHEAMZERSS[EE NTLM FRE,

« BR&I NTLM : 3 NTLM BHRBIEFINERERSZZHI - MREE 7KL : BRBEl NTLM : @iziz
RS e84 H NTLM FE KRE , NEALKBRBENEZATEFRIRZMERA NTLM 50K IEAIT
EIREEEHINTIER,

1. LIEEBERBHEREMAES B FRH Windows £l , BT L FSx XHREEMAZE F. W
R EEEEBTEEM Active Directory , iBiX &S IRIEER AT Active Directory,

RERETHR, EETE, AXRBEE,
IERA R R
EMFHEARBNR , ERITORRE,

KREMEWNMEZ S : RBEINTLM : @RS & E NTLM REXRE, (ETFEEIEERE
BOEFRE, ) EAMEZSRBENFh , TALTX (ARET ) FE | REEREM.

o & 0N

5 I 4H SR BE XS SRE FI A 1T Kerberos &4 RIIE () GPOs 35
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6. EFELIIEL,
7. EBNABRTNAIRE.

8. ENFFmNFEZZRSI/M NTLM EEREF N , THREINERE : RE NTLM : HIziE
ARS52R Bl 5k

EAMZERERTFH , IHA LT (ARET ) Xe , REEERM,
9. WAFBERNINEBGIAFIRE RS 228 E o
10. EENARTNARE.

e XA ZE R

Microsoft Windows X R ER X HREHPWIFEXHREHFK, TR URTFENTAFXMEX. &
FimfE RS2 HER (SMB ) IMCRITE XA RE LN XHHRE, £R FSx B9 Windows X4 RS 85
XU REHEEE HWEIA Windows X HZEshare, BATLERH Windows REXHREFAFRE
(GUI) IE  RBEEENENESECERENHOXHRE,

Microsoft Windows 42 A (CA ) RENETERRET , IFEEFHPNRFSHETLLIAKE |, 7868
RN EZXHWREMIAE, FH CA XHAZAEXGRELET FTBRARARE R D RS EM
ARERFNTH , SENARFNBEXHFREXEXHHRE L,

AR Windows XHFRFB|XHRE LEIBNEEXHAE (2E CAHRE ) WESER , H5HL
B, B, BMBRXHHE, FSx

BREY XA HE

EiFREHNXHERE | E#F A Windows Map Network Drive ZhEESF 1T E 324 £ #YIX3h 85 22 RF R 51 B 18
#) Amazon FSx XHHE, HXHLZMF R ITTELH LWIRSIEE , X—IRE Linux PHRAERX
HHE, KERRITESFNERBNRERGEMR. MHANXGRERS , ZHNARENA S T &IHE
At ST FN SR — G R SUE L Z Ay ST RN ST R

BRBRENEZNHRAZURRIXAREBBENESEE  FSHAUTERE !

« 1 Amazon EC2 Windows 3£ F M X R E.
« 1£ Amazon EC2 Mac 32l FHEH X HHE
« 1£ Amazon EC2 Linux 32l EHEH XHHE

ERAXHHZEIERHRE 36



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

£ Amazon EC2 Windows 3245 F RS st =

B LAEA Windows X RREE S ST SR RNAFRET EC2 Windows 3£4l R X #HZ LA RE
FSx B9 Windows X #BRFZ X H RS,

1£ Amazon EC2 Windows =] EMSR X HHE ( XHERFEEESR )

1. J83) EC2 Windows 3=l H G HEZDEMAL D# FSx X4 REMMEL Active Directory, H
It , iHM CAWS Directory Service BEIEfgr) HEBLUTIRE :
« &I A Windows EC2 L4l
« FZIA Windows E4i

2. EETEH EC2 Windows kfl, BXFEMEER , S5 (Amazon EC2 F¥gm) P MIERE
Windows 324,

EEE |, iBE$TFF File Explorers

ESMERT , TAMBN LT (ARET ) X2, AREERFMEEN R
ERFHERP , EE-DPEHR[REN

EXHRS , WANHRER DNS EMBEXHRGEXEKR DNS 3l& , URAZE.

o a0 bk~ w

/A Important

5/ IP it (AR DNS B ) , XUREEZTARXHRENAREBRIRERSHT
AR, A, E2TRAXMETRAXXHRSGEH , ET Kerberos WE B RIFTEE
DNS & #ai<Ex#) DNS 5lH,

B ER Windows XHBRSES. MEMZ S , WA EIL D% FSx 24l4 L REIXH RSN
DNS M AEMKELH DNS Bl#&, HE , LA LATE CreateFileSystem 5 DescribeFileSystems
API BEMIMRIF KRBT, BXMEMA DNS BIBWESZEL , BB REE DNS 58,

« X¥FMA AWS £E Microsoft Active Directory B A X X4 RS , DNS MM T Ro

fs-0123456789abcdef@.ad-domain.com

« XATIMABITEER Active Directory NEREATAXXHRE , URFIEZHAXXHRS , DNS
BRI TR0

1£ Amazon EC2 Windows 354 EBRET ST H = 37


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

amznfsxaallbb22.ad-domain.com

plan  EEAETRAXXHRSH DNS BH , FEXHRFWMALTRR,

\\fs-0123456789abcdef@.ad-domain.com\share

BEEAZARAXXHRER DNS B8, BEXHKFRMAUTAR,

\\amznfsxaallbb22.ad-domain.com\share

EFEASXHRERIKA DNS 3l& , TEXHFRFHALTAR.

\\fgdn-dns-alias\share

7. NERRXNEMEZEE-— LR, ERIXHAHAERENERRNENERE , AEEETHK.

£ Amazon EC2 Windows =4 MG XU HE ( i SRRE)

1. J83) EC2 Windows =4I HF EIEZFEMATL D # FSx X4 RS M ER Active Directory, 79
It , M CAWS Directory Service BIEISmE) FIERUTIRE

o F4&INA Windows EC2 SE4451

« FZhIA Windows £l

2. LA AWS Managed Microsoft AD B &HH AP S0EZEEH EC2 Windows K6l BXxFHAE
B, #ZH (Amazon EC2 AAF1EM) HMIEREE] Windows £,

3. EEE, BIAWSRERFEN,

4. ERAPMENRIERER. XHRSH DNS EMAHREZEMERHHREZ, BTRETTH
FSx 2%l & Li&#F Windows MRS, MEMLZLKIKE DNS B, ¥ , BAUE
CreateFileSystem = DescribeFileSystems API BR/ERYIE R K E ©11,

« X¥FMA AWS & Microsoft Active Directory BT X X RS , DNS M T A Ro

fs-0123456789abcdef@.ad-domain.com

« XFMABITEEM Active Directory WRE I JAXXHRE , URFIEZTRHAXXH RS , DNS
BT TR,

1£ Amazon EC2 Windows 354 EBRET ST H = 38


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx
https://console.aws.amazon.com/fsx
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amznfsxaallbb22.ad-domain.com

THRATERXHLEZNGS B,
$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

BT net usem T2, BETAEREMZIEMN PowerShell ST B REHHFHE,

£ Amazon EC2 Mac =4l EEH HHE

B LATE Amazon EC2 Mac Rl EEHRXHHE , ZEPELEMAZKESNEFR , ELMKRMA ,
FEETG AR FSx By Windows X RRF e XRS5, WMEREHFIRIIAEZR Active Directory , 155 4H
SLIFTFERY) Amazon Virtual Private Cloud ( Amazon VPC ) E#1 DHCP IR E , LB E &M Active
Directory i DNS E# k% 8. AR , EFMB A,

£ Amazon EC2 Mac 4l EEHXHHE (GUI)
1. B3 EC2 Mac =£4l., FIt , EM (Amazon EC2 AFIERm) TBEUTIREZ— :

- fERAEH AR Mac K45
« {EAB3) Mac 3£ AWS CLI

2. fH Virtual Network Computing ( VNC ) i£# %] EC2 Mac £6l, BXEZEER |, 5
% {Amazon EC2 FF#8r) HMIEA VNC EZEIEH,

3. &M EC2 Mac 26l L | EEAWITDE FSx XHHRE | tITHAR :

a. fITEHKSR , AEwE , AREREEIRSSE.

b. FEEIIRS|/NEED , WAXMFREHN DNS BMBEHRLEKRER DNS 318 , UK
HERR. REIEFEE,

BT ERE Windows X HHRRSGEE. MENLE , BRI EL D% FSx #2548 LREIX
HREH DNS BAFAEMIRERR DNS 3lH. BE , BRI LLTE CreateFileSystem =
DescribeFileSystems API #{EM RN F K EIEA]. BXFEH DNS BN EZER , ES
BEE DNS 5l&.

1£ Amazon EC2 Mac =6l EES 4 H=E 39


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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] Connect to Server

Ismb:,f/amznfsxwdanmybn.example.com;‘share{ n

Favorite Servers:

K TG SR Correct |

c. ET—NMEFL, EREEUSRE,

d. NI FSx BRS MK % A YREY Microsoft Active Directory (AD) &ZiE , ZNLA T RABIFTR. A
BIEREE,

Enter your name and password for the server
m “amznfsxwdanmybn.example.com".
, Connect As: Guest
© Registered User

Name: admin

Password: ‘uoouu.{ l

Remember this password in my keychain

e. WREREKT , EALAE Finder EOMW “VE” TEEL S FSx £=E,

£ Amazon EC2 Mac =6l L EHXHHE (hH1T)
1. 8% EC2 Mac £46l, Hitk , iEM (Amazon EC2 AAF1E®E) PEFUTERE 22— :

« FRAEFEAEB3 Mac =4
« FHF3 Mac =41 AWS CLI

2. {EM Virtual Network Computing ( VNC ) i£# %] EC2 Mac £fl, BXEZER , &
% {Amazon EC2 AIF1ERE) VA VNC EERISLHAI,

3. Eﬁﬁl’j\-ltﬁﬂﬁﬁkj1¢/\?—o

\\

mount_smbfs //file_system_dns_name/file_share mount_point

B LB %EE Windows XHFARS 8. MXMET LA S FSxizh & £ E DNS B, =
% , BALATE CreateFileSystem 2 DescribeFileSystems API #EMI IR KB4,

1£ Amazon EC2 Mac 3£/l L ESHXHHRE 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://console.aws.amazon.com/fsx
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« X¥FMA AWS #£E Microsoft Active Directory B A X X4 RS , DNS MM T AT Ro

fs-0123456789abcdef@.ad-domain.com

« XATIMABITEER Active Directory NREATAXXHRE , URFIEZHAXXHRS , DNS
BRI TR0

amznfsxaallbb22.ad-domain.com

HEERERANER S TREREERNITATRE

« //file_system _dns_name/file_share - I8 EBEHN M RSEH DNS EMAHKE,
« mount_point— ZBEFXHREEF M EC2 24| LA B %o

£ Amazon EC2 Linux Ef| EESH XH#HHE

& LATE Amazon EC2 Linux SE45) £ 3% 3E B F Windows File Server By FSx XHHE | ZEHEA
EMABHESE SR , EAKRMA , FEEVIR FSx &8 Windows X RSB H RS,

(® Note

« LTHTHEENSH (SMB L, &EF , AREEMEAZAXBH AN ) RERT
B, Linux cifs i MSBUERUKRFIERARN Linux WA T BEL 1A% F ixm M Amazon
FSx XM RG22 AMBRIENFTLEMIER, BXESZEE , BSH cifs XY, THRERE
FI#9 Linux 3R,

 Linux BEFImAXZIFET DNS MEFHARER, BXESELR , FSH Linux B mAY KR
BBEK.

f£EE A Active Directory 89 Amazon EC2 Linux 24| EEH XHHE

1. WMREBEEREBIEEIZITH EC2 Linux 4|2 0A Microsoft Active Directory , iES 5 (AWS
Directory Service EXE{E™M) FHFIMA Linux =41,

1£ Amazon EC2 Linux 3E4l EEHXHHRE 41


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_linux_instance.html
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2. E#H#Z| EC2Linux kfl, BXxEZER | HSH (Amazon EC2 AF ) HHIEREEF Linux 3£
i,

3. EZR¥ cifs-utils HH#E , BETUTHS. EH3ZHTE Linux FSx £#EE Amazon &N
BNXHRE,

$ sudo yum install cifs-utils

4. BIEEFK[BFR /mnt/fsx. LRFEIAER Amazon FSx XHRE.
$ sudo mkdir -p /mnt/fsx

5. FEALUT@®SEN Kerberos #1T & 3K,
$ kinit

6. EANTHRTERNHHE,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=nc
file-server-Ip

B LB %EE Windows XHFARS 8. MZMET LA S FSxiEH & £ E DNS B, =
% , BALATE CreateFileSystem 2 DescribeFileSystems API #/EM IR KBS,

« X¥FMA AWS £E Microsoft Active Directory BT AX X RS , DNS MM T AT Ro

fs-0123456789abcdef@.ad-domain.com

« ¥FMABITEEM Active Directory WREITRAXXHRE , URFIEZTRHXXH RS , DNS
BT RO

amznfsxaallbb22.ad-domain.com

F CIFSMaxBufSize B AARATFNRKRE. BTUTHS , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)
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WHETRRAEHRX KA 130048,

7. BIUTHS , RIEXHREREEER , 2o HMUREEA Internet XH RS ( CIFS ) KEH
XHRE,

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

I RREANERT T REREERNITUTRE

« //file_system_dns_name/file_share - I8 EBEHNXHRSEH DNS EMAHKE,
« mount_point— ZBENXHREERKEMN EC2 £6l LW B F.

e -t cifs vers=SMB_version : FXHREHWEAIEERN CIFS f SMB tHil R4, T LEhAx
Window FSx s X BR5588 X% SMB hxZ< 2.0 £l 3.1.1,

« sec=krb5 - IEEFEH Kerberos ixZs 5 #1TH BRI,

« cache=cache_mode : IEBEFER, It CIFS EFEMAIELF MR , BN ZNRBLEEE
EEENARIMIEAR (HEFE Linux X ) . BWWFEMAED strict A none , AR loose A
BEELRMIGE N REMMSHBET —H

e cruid=ad_user - [FHEIEEEFMEZEN UIDZREN AD BRXREBEE A,
« /mnt/fsx — 1 EC2 3£4| L3 E Amazon FSx X #HHEMEH <.

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - FHEHMMEAZHX K/NMEERN CIFS
AR FHRARE. ™ CIFSMaxBufSize B ANARKATFNHRARE. BIZETUTHRXREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

i EREREHFX KA 130048,
« ip=preferred-file-server-Ip— T B#5 IP #hii& BN X4 RE EEXH RS M IP it

BA RN T ARRRXERENEEXHRS SR P it
- £/ Amazon FSx £#l& , EXHRAWERNEHKN ‘MEMEZL" ET+ L,
£ describe-file-systems CLI i S HEFMK DescribeFileSystemsAPI 55 B IE K A,
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fEAR A Active Directory B9 Amazon EC2 Linux SEf|l EHEH XHH=E

AR 3524 Amazon FSx X HZEEZKFIARMA Active Directory ( AD ) B9 Amazon EC2 Linux 38
fil, JFFRIMAZE AD B9 EC2 Linux £41 , BARABEFEAHEFAE IP it FSx AT Windows X
HRFB|HXHHLEZ, BALER Amazon FSx #2H| &8 “MEMZL” BT FH “BiEXH4RSR P
#hit” RIRENC A REWFAE IP ik,

LRBIER NTLM BARIE. Nk, BFZEUAF 5% ( B, FSx for Windows File Server X% 4t
FriN A B9 Microsoft Active Directory BRI R ) HEE B RS, EC2 Kl creds. txt EFBIEMNX
AP oRERAFPKFHNELE. LXHBERFHNAFRE. ZBMNE,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

B FE & Amazon Linux EC2 3241
1. {£H Amazon EC2 2% A& B 3h Amazon Linux EC2 £fl, BXEZEER , 5 (Amazon EC2
HAFiEE) RHEaISEH6,

2. #E#Z Amazon Linux EC2 £6l, BEXEZEER , 52 (Amazon EC2 AF1E®E) HHIEREE
Linux &4,

3. EBEZRE cifs-utils B2 , BETUTHT. EHEEHTE Linux FSx £iEZH Amazon &
BXHRE

$ sudo yum install cifs-utils

4. BIEEITRIER Amazon FSx XHREMER S /mnt/fFsxxo.

$ sudo mkdir -p /mnt/fsx

5. FAZAERHERTE /home/ec2-user BFEHBIE creds. txt FEIEXXH,
6. 1i%E creds.txt XHNER , LMERER (FIEE ) AIBERETU THSREIME A,

$ chmod 700 creds.txt
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EHXXHRE

1. BULAERAE IP it R A Active Directory WX HE, EAILAEH Amazon FSx 2 4|
B ‘MENRZL” ET N “BIEXHRSER IP thit” SREVCHRSFAE IP Hbiit,

2. FERAUTHSERXHRS

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

$§ CIFSMaxBufSize BRAMBATHBAE, EFUTHS , SURIULE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREHRXK/NRA 130048,
3. BITUTHS , RIRSHERTXHRE , ZoSURE CIFS XHXRE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

HERHREANESRTREREERRNITU TR

« //file-system-IP-address/file_share - SEEBEZRNXHREH IP bt F

=

e -t cifs vers=SMB_version-FXHREHNEBIEENRN CIFS F SMB tHi R4, TSk
Window FSx s X4 HR%588 2 SMB ArZx 2.0 &l 3.1.1,

« sec=ntlmsspi - FEEMA NT LAN Manager Security Support Provider Interface ( NTLMSSPI )
# 1T H B RIE,

« cache=cache_mode : REBEFEN, It CIFS BEEMAIREL T MMEEE | BRZNRBLREE
EEENARIMIEAR (HEF Linux X ) . BWWFEMED strict A none , AR loose A
BESRMMUENREN TS BBET — 3.

« cred=/home/ec2-user/creds.txt : I8EMALIRENA FEIE,
/mnt/fsx — 1 EC2 3£ L8 E Amazon FSx X EMNEH =,
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« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize — FiEMAMBEAZFX K/ NEERN CIFS
M AT R KRB, ¥ CIFSMaxBufSize B AARZATFNEKRE. BIETUATHSREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£ Amazon EC2 Linux X6l -t BahERNXHHRE

5 2432 FSx for Windows File Server X##£Z# Amazon EC2 Linux EHIEF T , BRI LB EE
Z X HZLLTF R FSx for Windows File Server X R4, At |, iB1E EC2 Kl LB /etc/fstab
XHHRRIM—N%B. /etc/fstab XHFBEBRNMHREMER . 5 mount -a RTESEFIZ ZHHAE
ZE1T , AT /etc/fstab XHHFHHTHRE,

S FRIMAZRES) B B Amazon EC2 Linux 3E4| , B ReeEREFE IP thstiEs; FSx EAT
Windows X RE BN XHERE, B LUER Amazon FSx 24|58 “MEMEZL” M+ “B kX
HRRSES IP ot RIRENNHRSENFAE IP ik,

LLTF I A Microsoft NTLM BB 1iE, MRELAF BHEHEXHRS |, ZHAF 2 Microsoft Active
Directory MR & , FSx &M T Windows HIX RSB XHREEMAZE, BOUAERATHEN G
M creds.txt XHERERAFPKFEILE,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

FEARINA Active Directory B Amazon Linux EC2 56l E B XHHE
B MBELE Amazon Linux EC2 3£

1. f£H Amazon EC2 # &l & Ezh Amazon Linux EC2 32fil, BEXxEZEE |, i55 (Amazon EC2
BFEmE) vME31=0l,

2. EEINEHLHF, BXxEZEER , 52 (Amazon EC2 AP ERE) BRYERESR Linux 3241,

3. EZR¥ cifs-utils BB, BETUTTT. ERH3ZHATE Linux FSx £iEE Amazon &R
BXHRE,
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$ sudo yum install cifs-utils

4. B /mnt/fsx BF. ENEHLFESE Amazon FSx XHRE,

$ sudo mkdir /mnt/fsx
5. 7£ /home/ec2-user BFZH |2 creds. txt FIE X,
6. IREXHWNR , MERELR (FMEE ) TEEETUA T oo RIEER 4,

$ sudo chmod 700 creds.txt

B ERXHRS

1. BALAERAFLAE IP shat B SR MA Active Directory B XX H =, EALIER Amazon FSx
RHEEN ‘MENLL" ET R “BEEXHRSER P #hit” PIREGRENFAE IP ik,

2. EFAXHHEENFIE IP it B EHXHRE | BFE /etc/Fstab XHHRMATIT,

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

¥ CIFSMaxBufSize Bt AARATFHNRERKRE, BITUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

wWHE RRAREHRXKNA 130048,
3. S “fake” T mount E S al’FM“verbose” & MESER , MTINE fstab &8,

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. BEHFXHHE  FEEF Amazon EC2 =41,
5. YULHIBXAAR , ETATHSURIENHRERECER.

$ sudo mount -1 -t cifs

1£ Amazon EC2 Linux £l EBahES X4 HE 47


https://console.aws.amazon.com/fsx
https://console.aws.amazon.com/fsx

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

HEWERERNA /etc/fstab XHERMWITEEE RQIMITELTIRE

« //file-system-IP-address/file_share— ISEEEHEI M Amazon FSx XHREMH IP
e hk 498

« /mnt/fsx - 7 EC2 k4| E3EE Amazon FSx MRS ER R,
« cifs vers=SMB_version - NXHREHNEBIEEN CIFS 1 SMB L IRA, I IEhhR
Window FSx s M #AR%585 %4 SMB kx4 2.0 | 3.1.1,

« sec=ntlmsspi - EEMEH NT LAN Manager Security Support Provider Interface & hni® /5 ifl-
el R & 3 3831 o

 cache=cache_mode - iR BEEFHEN, It CIFS BEEM WAL ITHEAE , BAZM iR HHLEig
EFESENARMIEAR (HESE Linux X1 ) . BWWEAIED strict M none , AR
loose ARESRAMBIENREN NS BEET — o

« cred=/home/ec2-user/creds.txt — IEEMMLLIREAFEIE,

« _netdev - BRERGETIXHRENTEEMEHRMRE Lo ZEMS I KA
R EFERFWRLEER TSRS

© 0-FERXHRENZE dump B3, MRERFEFME. X T Amazon Ki% FSx , XMEM %
20,

« 0:3EE fsck ERFINBRENHREMNINF. T Amazon FSx X#HREE |, IEMNOK
RfsckRRERFEIZIT,

IR, EH. MERXFRE
ATENET MABSRTA FESREBTHRE,

- BIEMXHAHRE
c BURIABXHHE
- MIBRMBEXHHE

T LAE A Windows ARHLHZ X4k GUI #1 Amazon FSx CLI £ PowerShell Lizf2 & FSx for
Windows File Server X R4 LM HE, FRAREZEXHX GUI (fsmgmt.msc ) B , TR EIRITHL
TFTHMXHRGE EHNHEZ E TSR , JESHIER, NBRIER , HFEH PowerShell BT
ENHRE LN IHRE,
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Microsoft Windows X 3 #F# B FHY a8 & SSHEAM N MRS, NIREES R IZMBRKSE , NREX
& Windows IEE @& XHMBF. AXESFEE , BB REH.

/A Warning

Amazon FSx ER RE A X1 6132 SMB X4 HZMN /AN AR EPABTE2H NTFS ACL X
R. BB UL AP EEX 4R LR NTFS ACL R , BN 2SBENXHHETELRE.

ERAREXHR GUI EEXHHE

EE Amazon FSx XHRGE LW NHHRE | ABERAZNHR GUI, HEXHRX GUI HERE
Windows fRS588 ERVAT AR EXHRERT — NP RUE, ATEENATUMEENHLE,

FHZ xR IEREE FSx for Windows File Server XRS5

1. B3 Amazon EC2 3£l , FFHE#E] Amazon FSx X R AR Microsoft Active
Directory, At , iHM (AWS Directory Service BEIEE) FikFUTIRE :

« &M A Windows EC2 3E4i
« F3HMA Windows £l

2. DXHRESEERRAARANAF S MEZEEIES, £ AWS FEEB Microsoft Active Directory #
ZAWMA AWS EiRK FSx BEXE R, EEBITEER Microsoft Active Directory H1 , iZHHH5
NEEER, AIECEACENENRERNEERAEANBEENEN. BXEZFERE , FEH (EA
F Windows 3E4i#9 Amazon Elastic Compute Cloud B F#8) FHYER Windows 3E4,

3. IAAHRXE K AREEAUEER FMIEITRIZIT fsmgmt.msc, WIREFFTFHEEZXH X GUI T

=|

Z=<o

4. HEBRFED  EREEIZE-EITEN.

5. EZ—AITENT , BALEH Amazon FSx XHREMF A RS (DNS ) BF5, fFlm
amznfsxabcd@123.coxp.example.com,

E 7 Amazon FSx #2#|& LERNMHRSH DNS £ , BEREXHRS , BEERLENXHR
5, REEENHRERBERNENNEEL L85, SR A LUE API R4 DescribeFileSystems
#Y a2 3% ) DNS & o

6. ERWE. BE , AEXMHRTEMNFIRFRFER Amazon FSx XHREHNZRE .
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WME , HEXHREEZZEM Amazon FSx XHRS |, WA LIEBEXH RS LB Windows X
2, MIAHZEEZ N \share, TEIHRTUTTERBEX— A :

c DB XHAHRE -HEHEXHRIESR  ZEREMERFHHE | EF Amazon FSx XHRERTE
PHE, ARFERAE  AEER CIBAEXHR G F,
ORI NHRZZE , BIALRNERM 4R, BAIIRNTSRIITRE

« FRARAEXMHRIER  BEEARMXARBENET WL, R R o IEH R, REIBAH
MR,

- FERAGST:

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

c BUNHHRE -EHREXHXRTENANERT , TAEBANIXHAEN LT (AREET ) X
B, RREEEM, EREEFERRE,

« MBRMHHRE -EHEXHRTENANERT , TTENBRIXAREN LT (AREET ) X
B RERRFLHAE,

(® Note
NFEAAX 2 MZTHAXXHRSE , REFEA Amazon FSx X#H R 4K DNS BiERE
B fsmgmt.msc , FTEEFEAHRZXHX GUI TERBRN 4 RERERIHHE ( BEEFHN
BR., AFRHEMEMEY ). WREFEAXHRSEHN P itk DNS BIE#HTIERE , MIR=E
XX GUI TEFF X FXLERE,

(® Note

MREER fsmgmt.msc HEXHX GUI TEIFRIF Z 4 FSx for Windows File Server X
BRELNVHE , NEERXITFNTARAXHRENEEZNXHHEZ E KL, A6
HIGER, NBRIER , B LA PowerShell B XXHHE | I FATR,

£ PowerShell B HHE

A LAfE A& T PowerShell B9 B E M. FSx for Windows File Server iR BB GO REEBXHHE,
XEGSETEHEEXHREZES , fin
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« MXHHEENRE 4IRS FIEBE Amazon FSx
- & AWS Xl REIS AR ZUERTRERE

« WHENHHETEREHTHEEEE  NARNXHHER

E 7 R {A £ PowerShell LfEH Amazon FSx CLI #{TIZiEE 12 , {5 Amazon FSx CLI AT
PowerShell,

TRYE T AAHATEE FSx for Windows File Server X R4 LI XX HZR Amazon FSx CLI izfg
&I PowerShell i,

HEEERD iU

New-FSxSmbShare BIEHHHE,
Remove-FSxSmbShare MBR X HZ,
Get-FSxSmbShare RENEXHHE,
Set-FSxSmbShare REHZNEM.
Get-FSxSmbShareAccess BREXZHIHRZEFSIER (ACL)

Grant-FSxSmbShareAccess ERENZLHRFRRINZIEEENAFIHRZEFHZE (A
CE) .

Revoke-FSxSmbShareAccess MREMNZEERATFHMIRZEETENFIE LT ACE,
Block-FSxSmbShareAccess EHENZ2HRAFRRINZEETENIEL ACE,
iR

Unblock-FSxSmbShareAccess MEEZEMNZLBARRFHMBRZEEENFIEIEL ACE,

BN THBRYBEHHRERAFEGSRINSERFEE, BEHRILLAR , HET28 -2 o, flm
New-FSxSmbShare -7,
FHEIE£3% 45 New-FSxSmbShare

O] LU f£ 1% 48 New-FSxSmbShare , XIER AT LBEHETERBERBLTARET |, MA4%
BXHEF W AEIL,

EENMHHE 51



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

AT AEZ— , %1 FSx for Windows File Server 3RS 88 F OB - HERMEMNEIER
E

s EUREARERZFUNR , BEAUATHT.

$credential = Get-Credential

- EFEH AWS Secrets Manager #RERZIENR , BEEAUTH .

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -Secretld
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

PIISE A (CA) HHE

& A LATE PowerShell Ef#H Amazon FSx CLI SUERRE BN S ARG EFLTHM (CA) #

=, 7 FSx for Windows File Server ZA X X #R & L A2 CA HZEFHENF AL
MAM. Amazon FSx R AfAX N4 REHMEBETETRERH 2 L, At , ERATAXXXHRS
FRIEHW CARZEFHENWEAM , BAAETE. FH New-FSxSmbShare w53 -
ContinuouslyAvailable EWREN $True REEZHERFEATANKLE, UTRGECAH
ERRBIGTT,

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

A LAER Set-FSxSmbShare i S HMBEXHHE LR -ContinuouslyAvailable &5,
BENEXHHERERFETH
FAUTHSEENE XS LAENFETHEENE.,

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

WMRER CA, W RFIEUTT

[...]

ContinuouslyAvailable : True
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[...]

MRRBA CA, NaHFES AT

[...]
ContinuouslyAvailable : False
[...]

EENANHAAZELERBETR", NEAUTHS :

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}

New-FSxSmbShare 55 K 8 [m{SE kW

MREEEEEERE, HEAFPENEREENEES Amazon FSx XHR G xBAE |, N
Amazon FSx A X ### 1T New-FSxSmbShare PowerShell &5,

SERBMER AT ARG Rz —RBFRXMITR

« 1T New-FSxSmbShare i AP 4ME FSx XU RSN TFRE—MIH,
« BALAMER fsmgmt.msc GUI EXHRELBBHRE, BXEZER , H5R FAEZXHR GUI

EENHHRE,

New-FSxSmbShare i K % @EEE KK

53
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AJRMEEFEAN  BAARNMZAAXX GRS

Amazon FSx for Windows MRS RIZEHAM X H4RAHBRE B ARMNZUTARK, UTETR
BTHBBAIEAREREBIPBRBNELS, BRZBRSHTHAM SLA ( RESRIPIL ) HEE
&S Amazon FSx RS ZER PN,

BARARXXHREHAEAN Windows RS EBHRXRGIMENTRAKX (AZ) AN —AFEBAK. N T
BUMAXXHRE , EASHERT , BE2AHES , UMRPHEZENAAHHENZE, Amazon
2 FSx BEGRBEHHRE  ABSERYEEMREAFEINMESHIRE, ERERESHH
B, AREANXGREEENITRRLEF R, STARXHFREBEE LML 30 2HEVEHLAE .
NTREAAXXHRE , EROBIBERAT , XEREGEHREARLERE , Sl TS MHRE , E
HTENMNXHRSFNFEEFHESBEXGRELT A 2RSS , EXHERT , BAUMNSEFHZ D
PiRE RS

ZUARXHRGEHTHERNN AZs (BETRAXMZATARK ) B9 Windows XRS5 RRE KRS A
RMEEAR , FIAT Windows Server E#BE & (WSFC) BARNME LEF—AFMHEE. AZs
BREESNMN RN TAXARRRAN AZsATAXKZARSEH. BN TETHAXHE , ZTHXEHE
BE#-TEATAXEHBERREEMAML AZs, ABSAIHEEBIZRATARKESITRHIAR
ST MITRIARS PRTHARIN T A, XEEAUSZGRIBE , AFHTRPENBFERZZFIN
B AT A X A Y S0

pEETARRS TAR I REHBLN

ETZTARXHRGRHNETARENBEAMERE | BINBWHSTRARXXAREGRATASHEST
g, RTAKBEENMNXNFRTEAR, REENABRFERESEFNRETEEFTINFHER
TRWEFTHENS , URTAMNRE KRB (RPO ) ERBANTMNE TEAFRITH —THEL
TEMNBRA R, EITMAXHRSGLEF RITHIRSPIAERT , THERN RPO FRE AT
M THEABRRRKITUAZ ATAEERER 20 784 , ERPBBERT , TEZ BRI —XEZ DR
BEMERX,

IATBWEEEXHRENTRAMEE | ABREXHRGLET. FHEIERNITRIANRS FliE
EHHE , S0 TEAREBENFTERZRENTRRETH.

BEBREN TR RE

THRILCET Windows XHBRS BR XM R G BB R BT IFAYTIRE : FSx
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ERE SSD HDD 7% DFS s DFS & il BEX CAH#E
M7k HZE DNS & #5
BAAKX 1 v v 4 v
BAAKX 2 v v v v e
ZA AKX v v Y v v*
@ Note

*BREUNUEETARX 2 XHRE LOIRIFETAHMN (CA) HE | B SQL Server HA &6
B, ENZESTARXHRSE LER CAHE,

WEXBLRE

HILATERE , ZUARXARES BN EEXA RS ERRREB R & A HRS =

- ATRARXREFH,
« BIAXMFERS R T A
« BEMHFRSSRETITRINGER

M—EXHRFBRAMEBE S — X4 RS BE , TR XHRS [T RLERENHRE
FIREMBABE R, HEEFMNPHRIFTAEN , Amazon FSx 2 B3I HEIRE 2 &% F M H EE
RS B3R, MEESI X BRS 28 LR M BIBE R FE ANFRSHFRANEIRS , AVNEBEESHE
30 WATER. RIRZARAXEENANENRELLERE 30 WNERTER , HERBEEE T
MR HFRSETERERTRRE,

RN NHFRERTHETRME N EZNER , /0O AKX E F# B Amazon CloudWatch fE#5A
RRENTITA. XTZAARXHRE , EAREBN AR BIMEHRARENEAXHREFD , #H
FEEXHBRSHMEBXHF RSB TREL . XTRMH HDD FRENXHRS , URBEARSESR
A IOPS MERN TN , WERTWRFEREHNT, RNBUWENXHRE BB/ K%
B R ARFHZNE,
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Windows B Fifm ERARNERB LR

M—BXHRSF/RABEBE S — B XA RS RN |, FHEI XA RS RS BT RO EREXHRS
BB AE R, Bk FNANERAARE , Amazon FSx & B3 iFERE B EE 7MW P EE X4
ARS5ER. BT XHRLER DNS BIMRIFFE , RIELRBMFE B Windows NAEF 2 EHAR , XEN
RARFEZEFHTHAAIREXHRENERE, NEES) XRS5 RN B HEERF & H XRS5
RANEDRES , RAEKBBEESE O VATR. RASTRARKEENXRENREHLLERE 30
PHRBERAZE , FEREEERFRNANNERSHETEMERTTRRE,

Linux R igI A NEB ALK

Linux B IR T X FET DNS B EBI AN ER, Bt , EAREBHR , eI T28ERIRAX
RS, EZAARXHRGARBIRERNBERFMPHXFRSRE2E , EMNFEIREXHR
SLHVER1F,

EXAH RS LN R MR

BB AZATARXHFRGNELEDRMIAHANER, YEERAXHRENETLEE

B , Amazon & FSx IR X HREN X 4IRS 2R, = Amazon B %t FSx BB ERS R RS
i, ZTRARXXHREL2EBIBELXBREHBESEE. AF , XMEFREL2EBIHERESFTHERS
2% , Amazon & FSx BB X 4RSS

O LATE Amazon FSx #2#|A. CLI fl1 APl R FHEREETMERNHIE, RITREFHG , &
N HREC AU EBDHBIRSES , YA EBIMERETRSE. BXIERXEREHFTLEE DM
KIRERAENEZER , TS0 EEAERED,

BAAXMZATARNNGEREER

BN ARMZUARXHRET FRFMEENEZONERAAREMAE , A TETANR,

7H

HERELNLER (VPC) i, EQBHPNMEARAKX (AZs)e AWS XEATA X2 IR 1T LAk
BEHMATAXNRENTRMLE, E612 VPC 2E , EUUEENTAXFRMN—IHZNFH, &
MNATAXHBERIAVPC BE—NFH, FRMREHN VPC AW IP it SBE, FRA4TTEANTARS,

FSx Xt F Windows X #5528 , RAITARXHAREFE—NMEEQEZNEENFM, LEFM TR
EXFIRIRX A REFHN AKX,
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ZUARNHEREFTERNTN , 238 T EEXHFRSHFNERAXMFRS R, SEFHHND T MAH
L FE— AWS KRR E AT HXAH,

XTAWS NARFA , BNBUEGESEEXHRSF[ERNTAXPEHE, K , UEAXREE
DIER

MR G M M g O

HMEMEEOR VPC FRREMUMFHZEMEAHF, HBEIE Amazon FSx XHRER , Amazon

FSx 2EZBENHREXRBKN VPC PEE — MRS MNEEMEED, BENEEOFEEFKEBRS

YHREBEHERZXHRSE, REFERNEZZEOREK,H VPC B—%% FSx , BEENMBEURE

FUEHNRSEE. ZAARXERGERNEENEED , SN XEFRSSE—1N. BETARXHR
SRE- I HEEREREO,

/A Warning

BEME NS BR G XA R G RERAV R MM EEO, SRS BRZMFEOTERLFSHKAER
&8 VPC MM R 2 AR EEE,

TRLCET Windows X HFRE[F[ETHARMNZ AR HFREHWRRFEAE : FSx

N REHBRE FHBHE HEMEEONKE IP ith 11k ¥k
BATAKX 2 1 1 2
BATAKX 1 1 1 1
ZHAK 2 2 4

BIEXHRER , EREBRXHRGE 2 , B IP it FaB .

/A Important
Amazon FSX AN LR EBEMIFRIXHRSE , XX NHFRERELLH
Internet, HNSRFEM IP itk ( TMNE BN IGE M AHE P bk ) M dnEI ST R SR 58 14 P 45 4%
0 , Amazon FSx £2B3IE D E.

MHRGEMEMEED =


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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{$ B Microsoft Active Directory

f2 FSx for Windows File Server X R & at |, BRI LU E INAZH Active Directory 15 , AIREAF
B0 AR TR SUHER R BB 5 R E], Amazon FSx £/ Microsoft Active Directory S8 IE
# Microsoft Windows 355 K. Amazon FSx 12/t 7 & Amazon FSx 5 AWS Directory Service for
Microsoft Active Directory &£ M £ B1TEEM Microsoft Active Directory FANEIR , E&ETA]
LU Active Directory £ FSx for Windows File Server X4 R4t

Active Directory =& Microsoft B3kfRSS , ATHMEAEXAMNB LNRNER , FEEANAFEBRENE
BAMFEAXLEER, XENKBEFSELZRR , SINXHFRFFURMNER - MITENKS,

RE , BB A AEREE Active Directory I A F 54 B1T# T HBRIEH 5 R FSx for
Windows File Server X# %%, R & A LAERHIE 5 4 R IE HIX BN TR STHRBEE. Lt

A BRI IIE XX HREEZSHREHSIR (ACL ) BEEBE Amazon FSx , ML ERH 1T
FEAE R,

® Note

Amazon FSx ¥ Microsoft Azure Active Directory 3HARSS , & A LARFIEARSS 0 A Microsoft
Azure Active Directory,

ERAXHRSERNES AR Active Directory BLBJG , BN REEFHUTEMY :

- ARSSH P EAE
 DNS RS589 IP ik

SNFRIEXHREFINAR Microsoft AD , BEEERATEM :

* DomainName
» OrganizationalUnitDistinguishedName

» FileSystemAdministratorsGroup

B2 , BAUBELZHRAUBTNXHRE , HEFXHRER Microsoft Active Directory £ 54 Bt & H
FHLAEM. BXEZER , BoH 2 OEEEFXHRE,

58


https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
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® Note
Amazon FSx X #F Active Directory Connector 1 Simple Active Directory,

R BT Active Directory WELERX A EX M S BEEXHREREZ PR , Il FSx for Windows File
Server AIREQHIIB B IR, EFNENXHREMER ATARE , B Amazon FSx BHI A RIEEE
HIXE R , &L Amazon FSx API SiZ2Fl A A StartMisconfiguredStateRecovery s
T, BXEZEE , BHRAXARGA TERES TR,

IE
« ¥ Amazon FSx 5 AWS Directory Service for Microsoft Active Directory £ & & F
- R BITEEM Microsoft Active Directory

&

\

£ Amazon FSx 5 AWS Directory Service for Microsoft Active
Directory 44 & F

AWS Directory Service for Microsoft Active Directory ( AWS Managed Microsoft AD ) E =i
8. SETAMSERR Active Directory B3k, B TEAHEBE R ER XL Active Directory B
Fo

MERERYE L E A AWS Managed Microsoft AD B &4 iR % , RAITEWIEN Amazon FSx X#H &
%t 5 AWS Managed Microsoft AD . ILREFRERM—NER Amazon FSx 1 AWS Managed
Microsoft AD I —¥E R F R, AWS 2ABXRTIRSHIE. BE. STAM., IFEMH. 224
MEEER , FREET ITESRRIEESHITERR,

&R LA R Amazon FSx 2% & K4 Amazon FSx 5 AWS Managed Microsoft AD iR E&E S #F .
TERF & P I BF FSx for Windows File Server X RERT | i1E£#F Windows &3 RRIEE 5 THY
AWS #£& Active Directory, BEAEREFEANBERERK. BXEZEE , BSZA TR 5. BIEX
HRE,

B AL TTRERTE BITE M Active Directory 38 ( At =im ) LEERSHMRE. WRE , BN
FHER Amazon FSx XHREEEMA R BRI BITEEMN Active Directory BH, BXEZER , 17
SR A B1TEER Microsoft Active Directory.

A, BRI RERENNERMIREER RS, FIERS | BULUFER (83 Amazon FSx
XHRE ) BREESHPFTERN Active Directory MAEEIRIIHY AD # e,

f£F AWS Managed Microsoft AD 59


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_simple_ad.html
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/A Important

NFEAMARX 2 MAEZTHRXXH RS |, Active Directory T2 FREEHA ( FQDN ) 788
47 NEH,

BX X So R SR A

FEBIZE 2 A AWS Microsoft $£& Active Directory 8 FSx for Windows File Server X4 R 2 81 ,
BFHRZELUBHEETUTREEE :

« XF VPC 224 , ATEMNEIA Amazon VPC WBIAZ A ERMBZFEFHXHRS., 1B
REEHFOE FSx XHERSEHNFRHZEAM VPC M4 ACL EinO L AWAE FTEFTRA EAR

=,

FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS/'{Q E
' TCP Ports 445 C\l
< L
< |
. H _
FSx for Windows SVIE chent
TCP Ports 5985

N

—

Administrator

TRBETHSMNRANER,

BRI SE RS A 60
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iy 0
TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389

BR P o RS
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iy 0
UDP 123
TCP 135
TCP 445

BR P o RS
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X

TCP

TCP

TCP

636

3268

3269

BR P o RS
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7138 v =
&
TCP 5985 WinRI

W sSg D
5 =2 ©
o -
™~ —

W

TCP 9389

o >
305
o

Web
A

%, P
hell

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSEHEHFEARY TCP inA 9389 LAY HERE.

@ Note
MREERNR VPC M4 ACL , NEAM A FBNSimH (49152-65535 ) LRV HIERE.

BR P o RS 64



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

- HEN Amazon FSx XHREEZIN T HA VPC Sk~ # AWS & Microsoft Active
Directory , ME#R L VPC SEERHPOUEXHREHN Amazon VPC ZHEEIEE. BEXE
ZEE , B2 W EXREK VPC K F % Amazon FSx 5 AWS Managed Microsoft AD £&4&
.

/A Important
B Amazon VPC T2 HERNEXEMEREN FEITFiRD , BERXZH VPC ML ACL
ERR@ITF w0,

5 Amazon FSx M5 T EWiE 5 Active Directory 1S12 Hl85 2 B RV E#,

e R R AR A

T HRZE I AE AWS Managed Microsoft AD i&i&. EIRIEEBIZER AWS Managed Microsoft
AD B MINE W BITEEM Active Directory 2 [B] 2 3 £ @ MEEX R, XTF Amazon FSx H#y
Windows &R , ERFEL@MEE , B AWS HRENMEED AL T,

R\ IE R ZE4E , M Directory Service HEMNFH A EER. SR IEN H BRI ER R4
FEEz RS OEE , BATELEPHKFREEENSPHRENRRETIHRIE. EXRER

T , Amazon FSx (X5 AWS EREHHITRE, 1£ Kerberos B RIEZEFR , KELAEFF KNS
HBRIEERBQBEHTRIE , AL TENHEHERLS AWS Managed Microsoft AD , &REEF ik
FSx for Windows File Server X RERRBFRiE. BXEENESEE , F50H AWS 22 BEF
# Everything you wanted to know about trusts with AWS Managed Microsoft AD,

M3z Active Directory Bt iE

EBIE Amazon FSx X RG22 81 , BAEDUEER Amazon FSx MERIE T ERIE S Active
Directory 12 $IE5 2 B MVERE, BXEZEE |, HSH RiES Active Directory 132 | 25 BV E %,

T B8 % R BESS B Bh#&F AWS Directory Service for Microsoft Active Directory & FSx for Windows
File Server &5 :

« {AWS Directory Service EE5m) HF M1t 42 Directory Service

« {AWS Directory Service EE{gm) FHIE AWS & Active Directory

- {AWS Directory Service EEIER) PR AIEETXR.

EARREMEEEE 65


https://aws.amazon.com/blogs/security/everything-you-wanted-to-know-about-trusts-with-aws-managed-microsoft-ad/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
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ET R VPC =K F F4F Amazon FSx 5 AWS Managed Microsoft AD 45
=xEdi

R LAER VPC &E T FSx for Windows File Serverr X RGN A ZIE — K ATRE VPC F#
AWS Managed Microsoft AD BxH, BEALAER B RAETRENXHEREMAZTE AWS IKF T
# AWS Managed Microsoft AD B ™,

® Note

R EEXHRSEL TFHERE AWS Xig F8 AWS Managed Microsoft AD, MR EFHEX
i VPC WMEiRE , NN fEA B1TEEM Microsoft Active Directory. BXEZER , i5H £
B {TEEM Microsoft Active Directory,

P HREMAEAM VPC 1 H9 AWS Managed Microsoft AD B THERRBESIEUTSE :

1. REEHMEHIE,
2. HZEME F,
3. RHEEMMHREMARER

BXEZER , 5214 (Directory Service EXIERE) FHWHEZHEF,

IEAILAE A AWS Transit Gateway 5, Amazon VPC H 8|2 VPC X EEEKIEB RN MEINE, It
S, BEREFEAD VPC 2B A TFMERE,

REMXEMEREFRL , BAHEREE VPC MAEMEE, BXMEA VPC hEMINESEE
EZH (Amazon VPC REMXIER) REVFTIEER P EMX,.

VPC WEEERT N VPC ZBINMEIERE, FHIERE , BEBERTHA Internet THUARZA 4 (IPv4)
% Internet tHARZS 6 (IPv6 ) #titit , EEMIZ BB RE. ATER VPC XNE |, £R— AWS X
PEE AWS Xig 2 BiE#E VPC, B VPC NEEENEZER |, 5H (Amazon VPC X EiE#E
B ML R VPC WEEE?,

EFXHRENARSZXHREERATEKFH AWS Managed Microsoft AD B & , REEHE
B—NEREMY, BEFEES —NIKF HEZEH Microsoft Active Directory B o EITLLIRME |
B LAME R AWS 38 Microsoft Active Directory f B ZHEEE, ETHESZSER , 55 (AWS
Directory Service B2 {EmR) FHHEER %,

ERREH VPC Ik A AWS Managed Microsoft AD 66


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
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IRiE 5 Active Directory 1312 % 85 #Y % $2

EBIZBE A Active Directory 9 FSx for Windows File Server X &£ 2 81 , i56H Amazon FSx
Active Directory Bif T B3RIE 5 Active Directory i3 2 BIfYERE, FTiLRS FSx for Windows File
Server £ & EFAM 2 AWS FEE Microsoft Active Directory , i 2 B{TEIEM Active Directory Bl |
R AT LAGE A iR, IR A BE 4% E 38235, ( test-fsxadControllerConnection ) & XY 18] A 9 &/ 1%
FIBRETEENKEERE, HR , REANEE X —HSENFRHFETREEZERIE,

iE 5 Active Directory 112 H 25 HYE 2

1. ER-—NFME , Bsi— 1P EBHE Amazon VPC £2 4 B ERE AT FSx for Windows File
Server X R4 H Amazon EC2 Windows £6l, T2 AXEHBERE | HFEABIEE N R
FZESHFM,

2. ¥ EC2 Windows EfIiNA Active Directory BEXEZEE. , 2 (AWS Directory Service B
E®8) FHFFHMA Windows 4,

3. EEIEW EC2 kfl, AXEMEER , BSH (Amazon EC2 AF#E™) H#Y Connecting to
Your Windows Instance,

4. 1£ EC2 345 E3TFF Windows PowerShell B0 ( FRAUEER BME1T ) -

BEEAU TGS R RE B L% Windows PowerShell FTZER Active Directory 3R,

PS C:\> Import-Module ActiveDirectory

MR E-BREEEER  FEAATHSHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. ERAUTHSTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FRAUTHSTHE zip X#.

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

I IF 5 Active Directory 1512 & 23 #95%E 42 67


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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7.

¥ AmazonFSxADValidation 3R R INE Y12 F,

PS C:\> Import-Module .\AmazonFSxADValidation

®& Active Directory H12H25 IP it B , AEEAUTHSETEZENR !

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

LU RGIFF R A RE S 45 R I E N = B I 5

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

LR RBIFRRAETNIRARIRERUNE R,

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -
ADControllerIp $ADControllexIp

I IF 5 Active Directory 1512 & 23 #95%E 42 68
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WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

(@ Note
ER LRSI BN ERFZE , B LUMEH AWSSupport-ValidateFSxWindowsADConfig
BITFM , BIEB{TEEM Active Directory BRB, BEXEZEE , BSH
{AWS Systems Manager Automation i={TFMft&2E) F# AWSSupport-
ValidateFSxWindowsADConfig,

I IF 5 Active Directory 1512 & 23 #95%E 42 69


https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html
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£ F B 1TE M Microsoft Active Directory

MREWALER M =iREH B1TEEM Active Directory B S0 M1i& % , M AT LATE 82 R/ FSx
EATF Windows 4RSS 2589 ST RSN A BSREY Active Directory 13H,

L[ XHREIMABEEEMN Active Directory B , FSx i&A T Windows By X ARS 2TV X RS
SENAFNRERR ( BENEXHRSEE ) LT E— Active Directory % ( @&, AP FMITEN
M Active Directory ELiE P TR Z B A2 ) M[E— Active Directory =+,

(® Note

B LR RR (2EEM Amazon FSx MU RS ) RE RSP FIEMD FF Y Active
Directory MH, Hit , FFEHXHERSEIMA AWS FEEHB Microsoft Active Directory , 77
IEBIEH AWS FEER Microsoft Active Directory MEL G B TEER Active Directory Z B
M B EMEERR.

« &M Active Directory 8l LRSS IKF WA B MEE |, HT5 AT FSXFXH4REMAEEH
Active Directory 7, BAILUFIXEEIEUANAFER RS | B UFEFHEERS AWS Secrets
Manager 7124549 ARN ( #%E ) .

« (W) BHELEFHGREMAEPHEHWALET (OU),

o (HiE) BEZEREN , FENXHREHITERRENEH, Fla0, thigf SR Windows X
HH=E, EBENHREBRXAR EHNHEEZEFIZIR (ACLs), RIXXHMXHRBAMENE., MRE
RIEFLA  MERIABRT , LEi#E FSx 2F N REIELER Active Directory IR IHEE 57
4,

@ Note
B ARV I54A B FR1E Active Directory F AT ME—RY, FSx Windows XHRESEBRELTIE
MRt EA -

- MREBEFE—NMNEVHEBEESIHNEA
- MRKRIEERF , Active Directory FERXFE—MNB RN HEER"WEAH,

BXEZEERE , F50 FIL D% FSx XHERSGMA HEREER Microsoft Active Directory 1o

£

A BTEEM Active Directory 70
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- EREM

« BREKF R

« £ B1TEE Active Directory IfHY R{EXEE

o 5% FSx REIKF

« [0 Amazon FSx AR5 K 7~ 5 BF 4 & IAX R

» I8F Active Directory fi &

o P S FSx XHREMA BEEERN Microsoft Active Directory 13
« JREVATF3) DNS ZFEMIEEXHRE IP ik
« EFBITEER Active Directory EiiE

- BRI S# FSx RF K

- BEBTEEK Active Directory E#

FRF M

B4 FSx A T Windows X4 IRFEBEXHRE A B EEEM Microsoft Active Directory 152
B, BEEUTERSEYE , UHBBBRETLURI MG TDEH FSx XHEREMAZ BEREEN Active
Directory H,

2N 3 g 1B

XEZREMAL S FSx XHRSEH BITEEMN Microsoft Active Directory ( ARihR=Uw ) By & R%K
o
+ Active Directory 1332 /25 :
« HIEF Windows Server 2008 R2 = E & AR A KV T BER 5l o
« BAMAE A,
- ELE-ANFHENERFSEAARMNERE F.
« DNS RSB IMBEB T W T AT R B
- BEEMAXHREHNEP
o EMARIEF

+ DNS fRZ585H Active Directory H12#185 IP thut MPUH R AT ER |, XEBRRAQET S# FSx X
HRENAMRE

TR 71
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T 2020 £ 12 A 17 B AR XMHRE T 2020 £ 12 A 17 B2 ERIBHXHRE

IP bk AMIE RFC 1918 FAF IP i SEE IP tth3it AT MY FAETSEE A , B THERER

A N

- 10.0.0.0/8 - BEXHRSEFER Amazon Web Services
.« 172.16.0.0/12 B IP thub sy IP #ht, AWS XiF B

XM X R DH AWS HEW IP it 5IXK |
HSFE AWS IP it SEEl o

o IP thhtE LA T CIDR 3IERSBEMN : 19
8.19.0.0/16

+ 192.168.0.0/16

WMREEEFAFEALE P i SEETIF 2020 £ 12 A 17 B2 #21EH Windows X4 BR S5 85 344
R, MBI MEXHRENZORCEFNXMHFRE, FSX BRESZER , R HE2HE
EEHXHERL

- BITEEM Active Directory HiZi B HIUHE R U TEXR :
- ZEBARXAERZE (SLD ) #xX. Amazon FSx 7% # SLD #H%&,
s NTEATAX 2 AMESATRARXHRE , BB TEEY 47 MNFER.

« IBE N KIET Active Directory U R AUE B LT RS -
- VPC HEXHREXREH FMAIMIE Active Directory ¥ S # 1TE Lo
« VPC FWE{E Active Directory 3 =¥ M Z [BI3& B 7= £ H 3R,

Amazon FSx F EiE #2530 B RIME P E LR FIBE R Active Directory ¥R, Y Gk FSx
AP EEIw O 389 LRE# T TCP M UDP MEiEHIZR. X T&EM Active Directory Y H Rigj#%
FlEE , BFEHARTCAIUER Amazon FSx E#EEXR, A, BIAX RS K- A E A E 9 e & %R
X s &8s,

/A Important
FSx BIBXHREE , 283 Amazon £ OU FRIZMITENN R, XHEMLSBENX
HRERIER R,

FRFZ M 72


http://www.faqs.org/rfcs/rfc1918.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
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A LAE A Amazon Active Directory %iiF T ERF A Act FSx ive Directory Bt & , ‘@3EMiR Z 4
HEFSENERE, ZERFZTEEENTEGERNKE , £ETUERIFHZFIZRHN AWS Managed
Microsoft ADZ BRI EEXR. BXRESER , B5H EHAEMBEEEE,

/A Important

FSx KA S REMA DI DNS EARRIA DNS RS EY |, T Db 2OEM XA REEHY DNS 2o
MRIEERANREE=7 DNS , IFREEEXHREREFIHRENXHRLEH DNS i2Rk%EB.

M 4 B iE

AFNBTHXEREMABITEEMN Active Directory IREB BER, RIBEIIBIVEEZRFTX
HREMABITERER A ct FSx ive Directory Z 8 , £/ Amazon Active Directory 31iF T 2 Ui &Y
M &R B,

- FBREHB K EH N AR FEE Active Directory E32 #1855 Amazon FSx 2 [BI# ICMP HRE.

. HRAELEEEDCIRXHRSZR Amazon VPC 5 B1TEEM Active Directory Z BB BiERE, &
Al LAfE A Direct Connect, AWS Virtual Private Network, VPC X &8 AWS Transit Gateway
Fig B EE,

o AAEAT S FSx 4] &S EIA Amazon VPC BERIA VPC R ERMEEHN 4RSS, HiF
BRI HRENTFRNL LA VPC ME ACLs AT TR RIS OMA RPN TRE.

TR 73


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269, 9389, 4915265535
UDPPorts 88,123,389, 464 ﬁ
S
-

Active Directory

TCP Ports 53 domain controller
UDP Ports 53 I%I
~
i -~
AY DNS server
FS/'{Q :

TCP Ports 445 C\l
(—

SMB client

=

Administrator

FSx for Windows

TCP Ports 5985

N

N

TREBTHL, "OREFE,

7 ¥ y=ih=:)

TCP/UDP 53 5% %% (DNS )

TCP/UDP 88 Kerberos & 1% ik

TCP/UDP 464 BEHRRERDB

TCP/UDP 389 128 B 5L ( LDAP )

UDP 123 P 4% B[R] L ( NTP )

TCP 135 2 AN ITE Environment/End KRBREE§ (DCE/EPMAP)
TCP 445 BXARS SMB XHH=

TCP 636 289 B 5 A TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /& H &

JoRGFA
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ISV i O At

TCP 3269 HF SSL # Microsoft £/ B %

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 &2 )

TCP 9389 ECESN B 3% DS Web RS , PowerShell
/A Important

BEARAX 2 MZAARXXHREEBREEZAL
TCP %0 9389 LY HUERE.,

TCP 49152 - 65535 RPC # Il B iw O

EHEMNEEZEGIERTEA Active Directory 1324185, DNS RE 25, FSx B IRME
ERAOBHAIEE, FSx

[

&
Sif
o

@ Note
MEBEFERAHR VPC WM& ACLs , MEMMAFREXHRENFARKA (49152-65535) LK
/A Important

B A Amazon VPC Z2LABBRNENEREBIMN A B LITHI®O |, B RXZH Windows BF X
M VPC M&E ACLs ERN @ T Fi#% O,

AR S5 K 7 £ PR

BEEREBITEEM Microsoft Active Directory B —MIRFKF , ZKF EBFITENIRMAZE
1T E R Microsoft Active Directory I ZiRINR. RFKF 2 BITEER Active Directory Ry —4
RAPKF , ZKF EHERELETES,

LT RYMEEMAHRER OU R Amazon FSx FRST K ZIREY KX PRE.

BRS5 K P AR 75
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- WRHEA Active Directory AP #it &L MMC R EIIEH

- EERD

o REVAIE AR

- ERIFEA DNS EHA

- ERIEBARSEERER
- WRHEA Active Directory AP #Mit &AL MMC R SR INEE

- BEBNR

- BIRITENNR

o BIERITENNR

BXEZER  BERTENER  HEERZHENFEER A S EN A SR H RN | 15E
B4/ Microsoft Windows Server 3%,

BEXREMENBRNESER , BHSH [ Amazon FSx BRSFMK - A A Z IR,

FH B{TEE Active Directory IM Y R {ESKER
£
- EREM#ES) B FEIE AWS Secrets Manager

EANBWEERT % FSx Mx Windows X#HRFZ B[ X H RS MA BTEEM Microsoft Active
Directory Y |, BEX L HIEXR, XERESREDTHRREXHFRENIIFLE, TR T AM,

0 B iEh ok P S 3 B BR 35 K P FSx

FERBEIMMNRS KB FAAENR , ik Amazon FSx T2 EEMALZBITEEMN Active
Directory WX #R&, BINTEWNLFERASEEREA,

£ Active Directory ¢

£/ Active Directory A EE 5 S FSx RS P < BAAYES) B RINRMEE,
FRREALAE T (OU)

RNTETERNEEREL Amazon FSx ITENXN R , HATE SN AT Windows File Server X 4
REREL B (OV) EEHMBIEEFRRBX 9K, FSx
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REED) B FXEE up-to-date

DR E X R G Active Directory BiiE up-to-date M REFAIE R, Hlan , MEBITEEN
Active Directory EAAE THRIEINZREERE , WEEBEER , NIEHXHRS EWRSIK
F#EB. BXEZER , BZH EXBE1TEEM Active Directory FtiE.,

Bl Sk FSx RS K

MRBEAFTBRSKEERXGRSE , MK~ XA A Active Directory B9 PT 351X PR M 45
N, ARNEXHREXRENIEGITENNRAEZTEEFHNE, EXEZEE , B ERI5#
FSx BRZK o

57 M 2 Bl 4A ¥4 Microsoft Active Directory 34 &

MRIERY Active Directory SME A K E1F#2H25 , 5 A ctive Directory M5 MRS FHENT S
# FSx XM REFEANFMOELE AN TEERSHEA Active Directory ¥R, #R VPC &
24, VPC WE ACL, & DCsHY Windows By X 3EHLN LA &8 Active Directory EAii% i+ AV 1E

ATE MM &R BES A FL S FSx BEAEROH#TERS. XAYF Windows ELEFER DB

Active Directory ¥ R IERZHMiFiR SR, BXEZEL , 85 £H Amazon VPC #1734
R RS,

ERAZEAMNRERE

FAZLEARANEERURAER (VPC ) PRIKEMNBREN, FTLAFER VPC 24N PR 3
HAFHAUFTHERERENEKE, flm, RMNBURXATFHISRERRBBITEERN Active
Directory Hi2$IESRATAFRRLZLEARNE., BXEZEL |, BHSH £H Amazon VPC 317304
RE AR,

E %3 Amazon 8K ITEAIIR FSx

/A Important

FSx SIEXHREE , %3 Amazon £ OU HEIZEVITEIN R, XEHLSHEN
XHRGEEREIR,

I8iF Active Directory EiiE

FEZHF FSx BA T Windows W XH RS BBXHREMAEHES B R28l , BIEIUEB A
B 5% Active Directory }iF T B UF B FSx &3 BH BB,
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5 i 764 &5 30 B Z &I AWS Secrets Manager

YRATLAEA AWS Secrets Manager &£ i 77 Ml & EYRHY Microsoft Active Directory 3810 A BR 55 ik F~
EE. LAELTEENABRFRBREE X4+ R R FEBREL , NTTERENZ SRR

R LB E 1AM K, IEBENBRANBRNR , FABBIRE B RRKE,
&5 B REREEMHIE AWS Secrets Manager ( 24514 ) &

HI] 1 2l KMS Z4H

B2 KMS 24 , LATE Secrets Manager XY Active Directory S iE# 1T N2 MR Z

I =

(® Note

NFMZERA , BRIBHEE , TEFEH AWS BRI\ KMS #47, H5% AWS KMS key £8
EZE A Active Directory B X RGN E —MNXFHBIE,

1. ¥ https://console.aws.amazon.com /kms #:3TFF AWS KMS #&1A,
EEBIERA,

NTFHEARR | EEXIR,

NTFEARE  EENENRE,

NFERIED , MITUATRE

o & w0 DN

a. NTEAMBIR , E£EFE KMS,
b. NTXEY , EREXEHRNA , AREET D,
6. EET—%,
7. XFHE, BHE KMS ZHANBR,
8. (A& )XTHIR, 2 KMS BHMHER,
9. (W% )XNTFHZ, Rt KMS BHANKE , RRERT %,
10. (A& ) N THAEER , RERBRNEZREZAN IAM AP NAE,
11. ITFREM  BREFAFZRASEANBRLBASRE K REERT -5,
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12. (") N TRAAF , RHAERNENZREPERALRAN IAMAFNSE, BRT -,

13. WFZRAXRE  ERREAECBERFAPIELUTARIRYTF Amazon FSx £ KMS 47 , RiE
EBT—%, BFHPEEfRus-west-2ANHREWNEE AWS XiF (M EFER12345678901219

AWS TKF 1D,

{
"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
b
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1)
"Resource": "arn:aws:kms:us-west-2:123456789012:key/*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}
}
}

14. EERLER,

(® Note

B 18k Resource M aws:SourceArn FE , BAI LR EERAMIFRIEF] , SUEITEFE
HZPANXHE RS,

S 2 : 8] AWS Secrets Manager 4
B E 4R

1. §TF Secrets Manager #2#|& , Wik A https://console.aws.amazon.com/secretsmanager/o

A B1TEE Active Directory B fY SR {ESEEE
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https://console.aws.amazon.com/secretsmanager/
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2. EREHEHER,
3. WTFEHARE , TERHMERARE,
4. NTRMEX , BHATUATRELRMENFNBH

a.
b.
c.
d.
NFmMERS WAL —SeIE KMS M ARN , REEET -5,
EEZREHRD WA NMEREER  UELHEEXRECHNES.
(ANE ) N THR | W ABRHB AL,

X FRFRR | EFERE

© N o O

NFE—IZH , HHWA CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME,
NFHE—NZANE , BNUWAAD AFWAFRE (THEBIR) .

NFE=-ANZEH , H@ A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD,
NFHE-NZANE , BRALZESFT A AD AP BN EBE,

ERERE PRI T ER LAY Amazon FSx XA , RGIERF Next, BE A TGFus-
west-2AXHRENIE AWS X NEBEME12345678901 289 AWS IKF 1D,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "fsx.amazonaws.com"

},

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"
}
}
}
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]

(® Note

BiZ 8 Resource M aws:SourceArn FE , BulLUREEBMAY G RIZRE] | LAEXS
BENZENXHERE,

9. (W& ) AL Secrets Manager BLE N BRI R EIU, EET—F,
10. ERLER,

&5 B X EREME AWS Secrets Manager (CLI) #

FE 1 BIE KMS &4

B8 KMS #48 , LATE Secrets Manager XY Active Directory b # 1T i M fE 2
E0l2 KMS 47 |, A AWS CLI s BRI 2 %4,

ELEGEH , RE --policy B, EEEN KMS ZANRNBARE. ZERBLNETEUTH

= .

« Amazon B9 RS E4& FSx , Blfsx.amazonaws . com,

o FREM KMS I24E : kms:Decrypt Hl kms:DescribeKey,

- IBH AWS X1 KB R ARN 23K,

- PREIFZAEANRLERE
« kms:ViaService , \F{RiERES Secrets Manager &K
 aws:SourceAccount , SABRHIZHIKF
* aws:SourceArn{X R F4HEM Amazon FSx X#H R4,

LT REIBIZET —AXNFINE KMS %47 , HEEEE A 1F Amazon FSx A ZZA#HTHRZE N B ER
B, ZHSLEPIRFLN AWS K/ ID MXE , AEEAXEERERAFR , LIBKRTEDH
FSx, Secrets Manager 1 KMS Z4iz B3 TEH M I AR, BREH AWS CLI BRESF A
Active Directory I X RGNV TR —XEH,

# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
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ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:xroot\"
.
\"Action\": \"kms:*\",
\"Resource\": \"*\"
},
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
},
\"Action\": [
\"kms:Decrypt\",
\"kms :DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {

\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",

\"aws:SourceAccount\": \"$ACCOUNT_ID\"

I
\"ArnLike\": {

\"aws:SourceArn\": \"arn:aws:fsx:$REGION: $ACCOUNT_ID:file-system/*\"

}

]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"

A B1TEE Active Directory B fY SR {ESEEE
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® Note

B 1% Resource M aws:SourceArn FE , BALURBEERAN T RZEF] , LHTEE
HZ A MRS,

S 2 : B2 AWS Secrets Manager %4

ERHTSE FSx g1 A FiHEERES B XWE |, 56 A create-secre AWS CLIt B HIREBUT
S

« --name : ZEAMIRIRE,

« --description : Z IR HEIR,

« --kms-key-id : BESE 1 HOIEMN KMS %43 ARN , AT MBHSEH.
« --secret-string : @& AD £ JSON Z&F & , A WMT :

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : s 18K AD RS AP S |
Bl sve-fsxo. BNERMIBBIZ , Bl CORP\svc-fsxe

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD RS Ik = #8,

« --region : #&# Amazon FSx X#HRERE AWS XiZ MEGIZE., N8R AWS_REGIONFRIZE , N
EIA N EE E /Y X,

BIEZAE , B Rput-resource-policyin THINERKEE , HIREUTSH -

- --secret-id : ZMiMKEEMNZEANBHRE ARN. AT RHIEA FSxSecret fEH --secret-
ido

« --region: MREVBE AWS X —#,

« --resource-policy : BF L Di#hif R %48 FSx IXPRAY JSON BUER XX HY, ZRBMLMBELUTH

o

= .
« Amazon BIBRS E 4k FSx , Blfsx.amazonaws . com.

« PTFER Secrets Manager #1E : secretsmanager:GetSecretValue
secretsmanager:DescribeSecret,

- IBH9 AWS X135 K H9ER ARN =,
o LUTRR&ITT R B S48 -
« aws:SourceAccount , LAPR&IEHINK
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-resource-policy.html
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« aws:SourceArn{X PR F4EEM Amazon FSx XH R 5,

UTREIGIRT —MNEAMBEBANES , FHHT ¥ Amazon FSx R ZHANRIFRE. R
Pl B REN AWS IKF ID MXE , RAEERAXEEEERFRE , LBRE Amazon FSx M
Az BT E A Tr R,

BRERASESR 1 PATCIEZEEM ARN ik KMS_KEY_ARN , 3 Active Directory

BR <5 Mk -~ 4E3E B4 CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD, It#h , iERIFEA AWS CLI K ERER R
EYFEMA Active Directory B9 X R & X8 o

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\""CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
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\"Statement\": [
{

\"Effect\": \"Allow\",

\"Principal\": {

\"Service\": \"fsx.amazonaws.com\"

.

\"Action\": [
\'"secretsmanager:GetSecretValue\",
\"secretsmanager:DescribeSecret\"

1,

\"Resource\": \"$SECRET_ARN\",

\"Condition\": {

\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
},
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}
}
}
]
}Il

echo "Resource policy attached successfully"

(® Note

B3 & Resource Ml aws:SourceArn FE , B LUREEBMMF R EZEGH |, AEIEE
HZPANIHE RS,

W 55 FSx ARSSIK

A BREEM Active Directory B9 Amazon FSx M REEBNMNE G AT HBEEZE R RS K
Fo Amazon FSx FAZRSKF R EHEBRLN X HREHNITEERLES , XEFSTEFITE
PIXRIB H H EFH A FERY Active Directory 8, XEFFTREEREMBEN XH4RFEEHE
Microsoft Windows Server 3#3T%M T . FSx BiL T DR ITIXEES |, WE# FSx RE K HAE
DPERZKFNEZRATH —ANR , AR,

REGEERANRAME ZBHNRRMTXETS , BERIMNBEZNEVEFEHRIMNRS KNS
AR PR Z 4 Amazon FSx,

T FSx FRSIKF 85
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BRIM{AERA Active Directory 7 Mit &4l MMC &3 8 jT 1 1Y T iRIZ 5 5 S R T 8E T BESR T IRAN R
MWEZEE , HZM [ Amazon FSx BRSS IK /7 St AFH ZRXR.

MREBFEAFTBRSKFEERXERS |, FRSKF XM E A Active Directory BIFTE X PR R 454X
HIENXHREXENNETEVNXNRAETEEFHNE. BEXEZFELE , BSH EXLS# FSx ik
SR,

BATEUCRER Active Directory IR IK P EIEfF &£ AWS Secrets Manager F , U R 2%, X
HREFUANERFHERBBREIL , EFELXL2HREXK. EXESEER , B5H FABTEEN
Microsoft Active Directory.,

[0 Amazon FSx ARSIk P 2B 4 &N PR

L5 FSx REKFHEERAAMLNEFLENNIR , F 68 Windows XHRRS B XHREMA
FSx & B REEM Active Directory 18, EZRRIXLPR , AT LAEA Active Directory User and
Computers MMC EE B TN ERIEFIRERIEE , MU TIEFR,

15 A & 42 1 20 B AX PR

152 A Zm2 0 AR S5 K S SR 70 ECAU R

LA Active Directory IS &2 R B EF RS,

$TFF Active Directory User and Computers MMC B # T,

EESERD , BFFET <.

REFATHFELEEERN OUMNETX (FRET ) X8 , ARERZREF,
EEHEROSTEL , EET -5,

TR NI SURIEHL 5% FSx RS KA HEBFLENER , ARER ‘T -5,
EEZMNESTEL , ERCEEZRNEENES , REEERT—F,
ERRXHERFHUATHR , ARERITENNR,

L EREXXHRPOIEEEN RAB R X HFRFHEEN R, REEET—F,
10. ENPRH |, BIEFUTIED

© © N o a0 bk~ WD =

- EERD

o EEABAKS RS

- ERUFEA DNS £H&

- ERIEBARSEAREBWR
1. BET—F , RRERTK.

[ Amazon ZRIXPR FSx 86
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12. % Active Directory User and Computers MMC B2 & 7T,

£ S R RE D BCAXER

1.
2.

o

© N o 0o &

9.

LA Active Directory ISl EE [ B &R R L.

$TFF Active Directory User and Computers MMC B # T,

MEEEPEREER  HBREEASRDIE (MRBATEZYE , NZLL2ER—IPIXNAIR
ig)o

EESERD , BFFET <.

REFITHEEBSRH OUM ETXHESE (ARRETG ) , AREREMN.

£ OU BHERT , BRI,

ERLENFLE , ERER. REEERFN,.

ERBRBMA REL  &F EREEN, AR AENILDE FSx RS HEHLANE Mo
HEEAT:H , ERUENKRAAERRITEN, BERAEET TR :

« BHPR

- BIEITENXR

« BIBRITEHXR
EERNA , REEREE.

10. <] Active Directory User and Computers MMC B2 # jt,

1FE Active Directory Bit &

TR ASES) B 3% FSx 1Y Windows XHRFB|EXHRE 28T , RINBWEFEA LS Active
Directory ¥if T BRIF &AM FSx SEZ) B RELE., HEE , IR Active Directory BEEFEEH L E
BRIE S

IiF Active Directory EiiE

1.

ER—NFME |, Bzi— 4 EBGHMEE Amazon VPC R2 4 BEENHE AT FSx for Windows

File Server ¥ %&£ #9 Amazon EC2 Windows k%, #{REH EC2 LI EBFREN
AmazonEC2ReadOnlyAccess IAM R, A AR IAM REEELI BRI UE EC2 L4 4 &R,
BXEZER , H2H (AM AFER) PHEA IAM EEENEEN R IAM KB,

& EC2 Windows SKHItNA Active Directory EXEZE L , i5Z# (AWS Directory Service B
EE) R F3 A Windows EHl,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html

5& AT Windows File Server B9 Amazon FSx Windows FIF &
3. EEIEM EC2:fl, EXFHEFER , EZH (Amazon EC2 AAF1EM) #FH Connecting to
Your Windows Instance,

4. 1£ EC2 3245 E3TFF Windows PowerShell BA ( FAUEE R HE1T ) o

EN[RXREZRLET Windows FiEE PowerShell B9 Active Directory #3R | FFEALUTIIRG S

PS C:\> Import-Module ActiveDirectory

MR E-BEREBR , BEAATHRTHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. EAUTHTTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FEALTE@STE zip X
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. ¥ AmazonFSxADValidation BEHABMBIYHLE,

PS C:\> Import-Module .\AmazonFSxADValidation
8. BEBEMAUTHETRRELENSH

- SEZN B FE B (DOMAINNAME . COM)
« FRUTEIZ —NREKFFZEESRZ $Credential MK,
s BURBEARERFIUENR , BEAUTHS,

$Credential = Get-Credential

- EfEH AWS Secrets Manager B#RERFIENR , BEAUTEH D,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString
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$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

- DNS PR$528 IP stk (IP_ADDRESS_1,IP_ADDRESS_2)

« B RIEE B OIE Amazon FSx XA RS 7MY F M 1D (45l
SUBNET_1SUBNET_2 , subnet-04431191671ac0d19 ) .

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential
}

9. (Wit) EZETEILT & 28 DomainControllersMaxCount , 32 BB kS MfREADME . md 344 H #915 BF
REARASN, ZREE R AHE RS KSR,

(@ Note

MRBERSEIEHIE |, W Domain Admins AMEBHELEMAE. Bl |, ZEEEE
OS A # e E N Administrateurs du domaine., MIRAKIEEME , NFFEHERIA
Domain Admins A& , BXHRE6IE KK,

10. EALGTETRIETE,

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs
1. AT RTINS R R,

Test 1 - Validate EC2 Subnets ...

Test 17 - Validate 'Delete Computer Objects' permission ...
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Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

LT RS RB IR RB.

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 (CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets, CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 C(CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@d19 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d19 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value
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SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MREGEZTRIETENBIBESHNER , BSRERIETES ( TROUBLESHOOTING.md ) A X
U St T FEHERR FSx R EBEM (RIBHEEER) .

NI S# FSx XHREMA BREEM Microsoft Active Directory 13

LR FSx 71 Windows X RSS2 GBI XM R GRS , fRAETLAELE Microsoft Active Directory £/ ,
FEEMALRETEER Microsoft Active Directory 18, 1tk , IR EH Microsoft Active Directory $21it
UTEER:

« ZX#b Microsoft Active Directory B XIS £REHE ( FQDN )

(® Note
Amazon FSx B Bl F X8 —#r&EEE (SLD) #HA,

- 15 DNS BRSTERAY IP Mok,

« Amazon BT XHRZINAEIZGE A FSx ctive Directory RS FHE+H, @I TE—F
R AIX LT -

« &I 1: AWS Secrets Manager #% ARN-Z & Active Directory i3 F BREik P A & MZ
BHZH. BXEZEE , 2R £AFMED B FEIUE AWS Secrets Manager,

o JRI 2 AN AEUE
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- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF &, B3BBG
&, il 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,
« RFIKFZB - REKFHEZEE,

gE , BUALEELTRR

o BFHE Amazon FSx X RS MANBANEFEHLL L (OU),

- FHAMEN , HRAHE T Amazon FSx XU RSN EENR., FIRAMNIZESRFTE Active
Directory H A7 2 HE—HY,

EERIEELERRE , Amazon 2EAZRENERS K FENFTXHRE FSx MAZIZEITEEN
Active Directory iZH,

/A Important

FSx RAEMRMAMES B RS DNS ENBRIA DNS B |, Wz &FMXH RS
# DNS ik, MREFEANEE=7 DNS , IFEHEBE FSx XHREFF1RE Amazon
XHREH DNS £B. BXRAXHREEEZELEE PN EZER , FSRRIMATF3
DNS £ B IEHXHRS P ik,

T IR BTy R THE

HRIEC K FH BHTEER Microsoft Active Directory AR K Fo R4,

SIEMA BREE FSx B Active Directory B9 Windows MRS RS (#2418 )

1. 3TF Amazon FSx %A , P4k https://console.aws.amazon.com/fsx/o

2. HEERFIERL , EFRUBEXHERGEUBIXHRECUERDS,

3. 1&#F “Window FSxs MRS ER" , RFER “T—F", EREIEBEXHRETNE,
4

RNIEHNXHRHEBER. BHRZTLER 256 I Unicode &, ZIEFMBFEURBHRER : +-=.
o

5, WTFEHEAE , FAANGERENEMEEE , LGB ¥, MREFEHANE SSD 17 |, HHA
32 -65,536 SLREINMWEEEE, MREFEHNE HDD &4 , BHH A 2,000 — 65,536 SEE N T
BEEY, tIBXHRERE , BULREZEMNIENEEEAE. BXEZER  HSH EEFMW

'_._|_
BE,
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6.

FRIEFFULERNRENRINRE. FUHAEDREE XM RGN IRS 28 T USSR A REN R
E. BUNELEIREETEEARNTHEAE. MREFENTUHRIBEZEWEMED , F
BRIEEELEED , AFEE—ME. BXEZFER , FSHM FSx AT Windows XRS5 2RI M4

Lk
BE.

BEBXHREE , BULUBEEEEMMERERE D, EXEZEE , TSR EBAFHE D,
ERESXHREXEKN VPC, EAANEIH | BiEEFEEEM Directory Service B &M
Amazon EC2 4= VPC,

R AXHFR®RFEEEE,

NF VPC 244 , ATFEMERIA Amazon VPC WEIANZ A B RMBIZEH AT XHERE., B
HREBIE FSx MH RSN FMHNL LA VPC ME ACLs RAFUATEFRIEOMA B EWNTR

==

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDPPorts 88,123,389, 464
—~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
—~
i -
AY 5 DNS server
FS/(Q E
i TCP Ports 445
< H
Ty,
FSx for Windows SV dient

TCP Ports 5985 @
|

Administrator

TRAEET SN NRONER.

i i O
TCP/UDP 53
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173N im0
UDP 123
TCP 135
TCP 445
FSx MABREENENE = 95
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173N im0
TCP 636
TCP 3268
TCP 3269
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713V i O A
&
TCP 5985 WinRI

MmEsSgD
5 =2 ©
o _
™~ —

i

TCP 9389

T 111 R U N

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSGHEHFZEAY TCP iw0 9389 LAY HGRE.
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® Note
MBRLEAME VPC W% ACLs , MIEXM A 13K B XA RSN E O (49152-65535)
FHIHURE, FSx

- RFFERERESEBTEERN Microsoft Active Directory 15i#Y DNS AR SS 85 #1335 41 25 < Bx
B IP teut By HHIEH, BXREZEER , EZH Microsoft < T Active Directory 815 Bt & Bh X
1 Y 3T

- BRXEREANLEGRDERTFEA Active Directory 1Z32 4185, DNS IR%E 2. FSx B K
MEBRMBHAIE L, FSx

® Note

WMREE T Active Directory ¥R , M ABEHR S Amazon FSx XH R G xER VPC H
#) ¥R 7E Active Directory S S FRE N , 3 HIEH VPC I FREH ML S F Mz E
TEEHZR, AL Active Directory Sites and Services MMC BB & TtEFME X
XL E,

/A Important

B Amazon VPC Z£HERNENBZREZ WS B LFTHIKO |, B RKZE Windows
By KR VPC M4 #E ACLs ERX[EF] Fim A,

10. XF Windows H#BRIE , &% BTEEM Microsoft Active Directory.
11. %A B{TEE/ Microsoft Active Directory B &M £ REFH B E,

® Note
% R AR A B IRES (SLD ) #. Amazon FSx B 3R %#% SLD H%.
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/A Important
FWFREUHARKX 2 MAEZSTHARXXH RS |, Active Directory IHEZ R BB 47 2.

12. B ABITEEMH Microsoft Active Directory B ZHH A% TE,

@® Note
BRIEEENRES K S NN RERABERAIEEN OU , REMBEKRIEE , MEF
BRI OU,

13. EB1TEER Microsoft Active Directory B &# DNS R85 IP it A ED A —ME ( T
AN ) o

14. RFKFEIL | EBOARERS K EIE
« &I 1 : AWS Secrets Manager ## ARN-@ & & Active Directory 13 L RStk ~ YR~ &M
EBNZR. BXEZER , H5H EAFMEED B FEIU AWS Secrets Managero
« BRI 2 HAEIE

- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF B, B3 SHeBR/E
&, il , 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,

« IREIKF 2D - RS K D,
« HINED - RS K BB,

/A Important
MARSKFAFERN , BOEEWEIE (corp.com\ServiceAcct ) EESR

( ServiceAcctecorp.com) o
WMARSKF AP (CN=ServiceAcct,OU=example,DC=corp,DC=com ) B} , i&
NERTT D HEF (DN ) o

15. WFERWXEREEERA |, iEI8E Domain Admins AHBEENE RN XHEREEERA
(WREVE ), BEENANEFEENXHFRGE LNTEEREISHEREN. RETRM
{& , Amazon £ FSx AR &Domain Adminsf. i&XE , Amazon FSx A% #¥Delegated
file system administrators groupi ( &£iEEHRDomain AdminsBEAHBEENEHAE ) B
THRERSEF.
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/A Important

MREBARBEEZERXHGRAEERA , WERINBERT , Amazon & FSx ZiREEM Active
Directory S £ i%ZA EDomain Admins{l, MRKANBENEBHEER , REEFEH
HaE T ERE , MARIE L R ZA R HEZER

/A Important

ERMUBEBMSHET , BB SHABER (corp.com\ FSx Admins) SiF /g%
(FSxAdmins@corp.com),
BOFERZENT DB (DN ) . AIDHBAME —MlF=2 CN=FSx

Admins, ou=Example, dc=Corp. dc=coms,

BN A BHREE FSx B Active Directory #9 Windows X4 RS 883X R4S ()AWS CLI

AR RGBT —/ FSx EEAF Windows X#HRRSB|H MRS , ZXHR
#iSelfManagedActiveDirectoryConfigurationfiFus-east-2a AKX,

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",6 FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]1}"', ThroughputCapacity=8

/A Important
FSx BIEXHREE , iE283) Amazon £ OU HFRIEZMNITENN R, XHEMSSBEN M4
REEBEHEIR.
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FREXA T F3h DNS B R IEF XA RE IP it

FSx RAEHREEMAHME DNS fER BRI DNS RS AT , WD 5 M XHFRSH DNS 18%, MRER
FHAMNRFE =7 DNS , WEERNEMN Amazon FSx XHRZEFHIRE DNS B, AT NBESLM
FHFXHRSEFMNE DNS /i, iR EFEAN EEO GRS IP ik, H3EE , SIBXHRS
B, ERBRXHERGZE , H IP it FoEH,

WATERELA T DNS A SR B HYXXHREE P bk

1. £ https://console.aws.amazon.com/fsx/ , IEFEIREN IP it I XHRFELUE R XHRGFA
1§/§\Jﬁxﬁo

2. EMEZEZ2GETFH , JITUATE—&RE

s NTEARAKX 1 XHRE

o EFFEMRAP , EENEZZEOTERABEERKIED |, 3777 Amazon EC2 12 &1 & A HY P 4 #2
ATIME,

c EFANETARX 1 XHREN P it & REXFA IPVA B IP 59,
s WFRAMAR 2 RS AARXHRE :

« HEETNERYP  EEMZEOTIRNBEMKED |, $T7F Amazon EC2 24| & FHIM
FEONME,

- EFFANEIRFNY IP it & RTE “BBEIFL IPv4 B IP” Hllrh,

« 1£ Amazon FSx ZFAFMERA , EEMEKZO T ERAEMEMLIED |, £ Amazon EC2 #&
HAPITH “MEED” TH.

- FATFREFSHAN IP it & R “WBhFL IPv4 & IP” 5/,

(® Note

NMREBEENETAK 2 HZ AR XHERER Windows iz PowerShell &ixT AR E
DNS &8 , MREAEEFMNHEEMZZEONELE IPv4 thit, BXESEE , 55H
Amazon FSx CLI A+ PowerShell,

EHB1TEEN Active Directory Bt &

N T HEBARER Amazon FSx MHRGFE. TR AT A , 2 U 4EM Active Directory BHEAX %
Tt , WAMEF X RER Active Directory Bt iE

SREVAATF3) DNS & BHY IP thait 101
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« DNS fRZ52389 IP tthak
- BITEEM Active Directory B IRSS K P $&ilE

LIZEH Amazon FSx XHREH BEREER Active Directory BLER , ENAEMN , BN XHRE
RGN AT A" YR “EEEH, RIERSREEENAEFEVRETH -BEE , EMUEEE
ELoHetEFETR. BEXEZEER , B5H LKIEB1TEER Active Directory ¥,

R BITEEM Active Directory EEEEHGHIEA , M XH4RERT 2NN EREE. LR
AT, #EE, AP CLI N XHREHAZLE REREENBUNEEERE, XRENBWUNEER
MR, ERIEXHRGEHNRERERAZTNTMH,

/A Important

MRIEERF RS K, EFR RS , FRRMBRS KX EX4HREXRERONATITEINNR
ERTEEHNR,

BE VRAHEEEH{TEER Active Directory BLEHXRI A RERIER |, BEH XHRGA TEEHIR

RS

BT LAMER AWS B2 41A. Amazon FSx APl 5 AWS CLI B4 RSB REEN Active
Directory & #9 BRSSP~ &SiE A DNS BRE525 IP sk, SR LARERS 6EFH AWS EE =414, CLI M
API| BRERE REEM Active Directory BiBEEHHNHE., BXELEE , BSH LEBTEEMN Active
Directory E#,

FH BEITEEM Active Directory BL & ( 2514 )

1. ITFL S FSx #2%|& , Mk R https://console.aws.amazon.com/fsx/e
2. SMBIXHRE  REEREFHFEHITEEM Active Directory Bt E# Windows X#H R £,

3. ARBEMEXEZRLET 4 , RIFEEHH Active Directory B , 77 DNS BRS5ES IP it RERS
TR P RIEFEER,

4. FEHIBXIFES , WA DNS RS IP it EEFA RS K EIE ( AP B MNERD ) %47
ARN, BALAfEA AWS Secrets Manager R ENER, EXEZER , B2 FAE®RE
3 B ZZEIE AWS Secrets Manager,

5. ®IFEFFHLUF 3N Active Directory B & E #,

SR LAMER AWS EERH A HIEEEHEE AWS CLi.
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FHBTEEM Active Directory Ei& ( CLI )

EFH FSx BA T Windows X 4IRS BRHY XM REtHY BT EHEAY Active Directory BLE , £
AWS CLI f5 5 update-file-system, REBLL TS :

« --file-system-id BN EEHMHWXHREMN ID,

« UserName B1TEEH Active Directory RFSKFFAF B,

+ Password BITEIEH Active Directory FRE K P VT &1,

« DomainJoinServiceAccountSecret@&EH Active Directory 35t BRES ik /= 1Y A 72 B T 2%
BE AWS Secrets Manager #4A

® Note
BT BEEATIR M F & username/password LA R I A 1A ARSS fk 72 BR4ASRIEIZEH
Active Directory, {XIZ#t—4AHEiL,

 DnsIps BITEIEH Active Directory DNS ARSSE3#Y IP iutit,

aws fsx update-file-system --file-system-id fs-0123456789abcdef® \

--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\

DnsIps=[192.0.2.0,192.0.2.24]}"'

MRMEFHIEERD , MZRSEFHIRE HTTP 200 Wiz, W@ R AdminstrativeActions X4
KRWR T HERRERS,

Bl B FSx ARSSIK

MREFEAFRSKFEFXHRE , RS K LFHEMA Active Directory BIFTER PR M4 |
HWNEXHRERENIGITENINRAETSEHNER, A, BRFVRSKFPFETERATAR
IR EBIHIEFIES - AT EEMABRAESERITENKFNZEEKF N —29,

EAMmZUZ WA A Active Directory A EE 5 RS M 7 <Bx#Y Active Directory fXBRFIELE .
E X Amazon BREZ KRS FSx , BFIRRBRESKFEBLUTIRE

- FRBRSKS, ( SHEPEM Active Directory 4 ) X EXHREXRBKNIAB U ENNRAE T2
HIBR
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o FTARSSIK = AL EUE’JHE&‘J”ﬁF ( LHEHFTE# Active Directory 4 ) 2ZEEK, ( RZEFEH Active
Directory 48 ) #9— , #1E Active Directory FHIFFEIHESIZE LS A 7TEHEFIZE . AFEEMA
HEESEA i‘l‘%:mﬂft)* WAERIKIRE,

MRBSKSOTREXLEER , ARSI TER

s NTFRAAXMNHRS , XHREAEEL2E N MISCONFIGURED_UNAVAILABLE,

s WTFZARAXMHRE , XMHREATE2EELIR , 7 H RemotePowerShell i R EZ R AIRERE
™,

B B 2 I 2R AV 4 SR A

BAT Microsoft #EE 3 FZ iR 7 an{n] {58 A 1342 5 25 40 3R B SR L B 0 1 5 R R BR o

B B g iS85 1Y AR B R KRG

1. EBTEEMN Microsoft Active Directory FEVFTE K & ITE N MR BI85 L% 2023 F£9 A 12
A2 EMRA# Microsoft Windows E#f,

2. HEEBATEITEEM Active Directory FAIEHRAISEMN AT EARES K BELTR
=
a. SMITENEE > KB > Windows iR > R2RE > A FEE > RL2&T,
b. MNiEE4Iss  ArEEMABRESEFRITENKS,
c. ERENHKHIZEMN <REZSE

d. FEANRERF[FAFIZEENUTENKSCIRENREEATEATNR, (FHIRE
Kk, BROEZNBEVERAFARDNR, ) F2RMMATEINAR K,

/A Warning
MRENKRZRREANZEEALNBSKS . BORESHBRIENAS. 8
AREMABEEFARNNELLRE, Bk , MRFENZEERSMNBRSKS FNEEH
A, RIS X LERERNINE R,

3. TEHRBERIFER FRAFSHEFEEEHIZE _£1Z1T gpupdate /force,

4. F HKLM\ System\ CCS\ Control\ SAM — “ComputerAccountReuseAllowList” ¥ it R 2 & 1E
7t 7 Fi&#RY SDDL., B2 F shmEEM k.
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5, ZHMA—BARET 2023 F9 A 12 BHEESRAEFNITEN. BREBEPIIEHHEH -
WAEBZITENKS, . 2EEAREEMERAKE AiZNetJoinLegacyAccountReuseZ 4 (IR E N
1), MBHMAKLY , HEE c:\windows\debug\netsetup.log,

Wi BITEER Active Directory B3

IBETLAGER AWS BEEIRE A, API SR B1TEEM Active Directory Bt EE#HTHIBE AWS CLI , 0
LU 3 AR,

FHXHRENBETEEN Active Directory BLB R , ERNAEHN , XHREHIRES LN B{#
NEEEH. EFTRE , RS ETA, Active Directory BEEFH AT8eEE /L S FRET Ko

iR A PR R
EXHREFMAEEEONEFEN R4 , BALEEENEMNLEN 10 MIEEF.

Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

FFBITEEMN Active Directory BT , B LEFLUTEE,

ERTRE
XIFHUREMT ¢

 DNS fR%525 IP i
« ARSSIK P AR
B#rME

EFNHRGEBEMENINAEE XTREKFZIEES , RETAFE , KFRTFNTEER
S 2,
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L7

P EFIRS. W FBHITEEM Active Directory EHT , TJREMNEM TR :

« fF43E — Amazon FSx BEWEIE#FHER , BERFFHIEE,

- HE@@ P — Amazon FSx [EFEANEEHER,

- BN - XHREEFHMRITH.

« KM -NHREEHAY, EEES (7)) IEFRAMBFAER.
HEBS L

UERESENERE RN EREETNHE,
& 5K At [H]

Amazon FSx W E|E #Fig /& R RTaEl,

£/ AWS CLI 1 AP| iR EH

& 0] LA A describe-file-systems AWS CLI 5% # DescribeFileSystemsAPI ##E&E & F s 2 IE £33
THNXHREEHRIER, AdninistrativeActions HAIHERHEBRREREMW 10 MRIEEFTIR
(=

LRRBIERT CLI 855 describe-file-systems MMM, WMHEERTHMNEREEN Active
Directory X FREE#-

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

}
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}

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"

I
"FailureDetails": {
"Message": "Failure details message."
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FSx AT Windows 34 ARS5 88 HI EBE

FSx @A T Windows MW X RS EFEM T XA REREETH R B PHEEER, LT 2 Amazon
FSx XA RSEMAENSIR , FiTie T AN MREE BTN E AN EERE TR,

£

« XHRGMRE

- HtbMge ) EEM

- HHEEOXHRERN N

- EREBNELEEDR

s FREEX RN

- R’ FRBEENEFLHEE

+ f£/ CloudWatch IEr i B 453K
s XHRGHERBHE

M RGERE

8 FSx @A T Windows File Server WX RAEEH—NMNEF YIS ZBEER Windows XRS5
—HEEI NGRS SN EHESRNUEEAR. BENXHRSH[EAEARERNEEFERIGERK T 1 RIERE
HITHERE,

TFEUEA T MAM FSx EMAT Windows § 3 # AR % 8860 X # R G515 IR

File server Storage volumes
Key property: Throughput capacity Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

@ NetworkThroughput FileServerDiskThroughput DiskThroughput (HDD)
—=
Network /O —] Disk I/0 < —
@ == —_—— . —
—= _II _II
FileServerDisklops — —
i
El p Disklops (SSD) — =
—= CPUUtilization
MemoryUtilization

HEFRBRFEEAFEFTOREN | SEREFEAMSE /10 EERHAERHBERNE K, X
HRSRTENUE RNRNEAGE ., XPHFESFIERIRT ML /0 REMAFREFH RN,

M REGrERE 108
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HEFPHIGRITAERFPNREN , MHERSHLINEENEE /10 NEEZIREEA#BE, RF,
IR MLLI/O. The performance of this data access is determined by the network 1/0 limits as well
as the disk I/OBRHIMN X IR S BR IR MRE T F i

R 1/0 MEMXHRFSFAFEFHAXMRENELBTERE. WE /0 ERBAFHRENFHEE
HEERE. BNXHREALUEINRABE 1/0 thee ( LEUEAFTLEMEE IOPS £33l ) BUT
IR BRARH — 4

« XHRSEREENHEE /0 MR , ETENXHREEENTLEE,

- BHEREERMNEE /0 Hds (FREE. FHERENENMHREEER SSD IOPS 4
Bl ) o

Hittpe s 2=
CHRGMEERBYRIER, A1 BASH 10 B (0PS) KGR,
HESR

FSx ¥ F Windows File Server , X lRFB/XARENANEEE , AEFHRHOBEENRENLE
PRIER, WTFAERNEEEFZTNEE  IEEELIEEKEE#HS 110 LHITHXHIERE , Amazon
FSx NEIREH (SSD) MBI EMW RN XHRELER , UREE (HDD) F#MWMIBZEMER,

FHEM IOPS

Amazon FSx X# R4 1E Ama FSx zon BIFFE AWS Xig 7] A Xigiig =% 2 GBps # 80,000 4
IOPS , EXERI ( HFFELILE ). ZEEAT (BN ). ZEERZ (HEZEBM ). M (ZER
2 TWA#SK (F5) MTARK (FHns ) 24t 12 A GBps FHEF 400,000 4 I0PS, T
EARTUENHRE LRGN EAFTLERN IOPS BEURTXHRENEREE D, EHAENFMHE
B URIEASHMER , SEEITEEH KD,

BEPumiERE

&8 Amazon FSx , BRI BT ENEFIRHRI XA REREZINHREN S IHELEN IOPS 4

Alo Amazon FSx X#F SMB ZRE, ItIIREEHEEBNTRENXHRENENEFRERSES N
GBps BHEMM+ 77 IOPS, SMB ZEESEEFF IRMARSS AR < BE A EHZ MM aEER |, IR
REMEHFR , NIMFALFAR, RE Windows X#H) SMB EEXBEFEECRSE , BZRHE
BARE , KER LR URB TR SMB EERH.
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Song L
;’gia 'IJ:t Ae

ETXHANIEABBEELTRERS , ARIREMZENSER , MARKZHE IO BRRENZER
BE. AT XESEITHERR , BRTXHERSE AU REERFWEAEEI , Amazon iE FSx 2T
£ —ERES RN A E SRR R TR 4 1/0 MELE /0 BRAEMIZHEE. Amazon FSx A 1/0 TR 1R HE
FHEIFNARIEEFLEN IOPS — S NHRSENFLEMN IOPS EHERTHEERSNT , XHRL
SEZRRRS |, FATUENTREREAXLERS, 110

8 0 XY 1 BB AY S0

BHEENREUTILRXRERIEEE

« M4 /O -XX A RS R 101 15 1R AR B B P im SR R S A R YR
« XHFBRSSER CPU A7 - A TREXHBENITEERERBRNE FRIASFEEEINAER.
« W& /0 — XM RS BFEXMHRSB[NFES /0 2B AT ASIFHIRE,

TRERTEXBINTNEEFHERERETURINHRARE /0 ( FHEFN IOPS ) ME@SE 1/0
(FHEFIOPS ) &3 , URATATFEFNXFEEHENRNESERAEFAREZINNFEN

FHER, BAEMEA Amazon FSx API 5 CLI B} |, BALUARETEY 32 KEZTHEHEL T
(MBps) , BEEE , XERFFATUNRMALXIEAE , MFARETTEAR.

(@ Note

FER , AAUTXE X 4,608 MBps RESHNELRERF : XERER (FFEILIL
). <EESH (HPX ). RER (HEXEMN ). KN (ZERZ ), TA#X (KRR ) M
WA X (FHRK ) o

ML 1/10 MNTF

FSx BB E & EHE (MBps) M4 10PS MN7F (GB)
(MBps)
B2 R (BXRILD
)
32 32 600 ¥ 4
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FSx &HARE

(MBps)
64

128
256
512
1024
2,048
4,608
6,144
9,216

12,288

W& 1/0

FSx ®HARE

(MBps)

32
64
128
256

512

P 4 & & (MBps)

64
150
300
600
1500
3,125
9,375
12,500
18,750

21,250

BEBHE (MBps)

B-9:3

32
64
128
256

512

600
1250
1250

1250

R (BR30F
)

260
350
600

600

M 4% 10PS

Ba

H+H

HEA

W& IOPS

B-9:3

2K
4K
6K
10K

20K

M#F (GB)

16
32

64

128
192
256
384

512

R (/BR30F

)
12K
16K
20K

20K

Fag M tae
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FSx EHARE Wi AFTE (MBps) Wi# IOPS

(MBps)

1024 1024 - 40K -
2,048 2,048 - 80K -
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216 1 B 300K 1 B
12.288 12,288 1 B 400K 1 B
® Note

' MBANSTAR X HRENELES 9,216 K 12,288 , NN B AR AT HIZE 9,
MBps 000 MBps # 262,500 IOPS AN, &M , ¥ FAAEZAAXNHRENRERE. A
BAARXHRENERNEAREUARMERLMELREORE , ENXGRETFRPAR
REYHEREBR &

IR IEEN AR DR 5]

HI&fEH Amazon Web Services B2 H| B IE X4 RERT , Amazon FSx 2R EERENFRRE
B NEHNXGREERBUNETLRERH. BAEENTHEINZEUHEREARSHIEAR , B
BAERERRN , HEEHENERED , ERIERBENER. flU , IRENITHEAEEE
F 1% GBps WRERF B4 RS , MMEERED 1,024 MBps WEHBE, TRETHEENFMH
RE K REXHRENREEETLE DS,

SSD #i&"& (GiB) HDD #f& & & (GiB) BWHREEFMLE (MBps)
&% 640 &% 3200 32
641 £ 1280 3201 £ 6400 64
1281 £ 2560 6401 2 12800 128
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SSD A& (GB) HDD #Zf & & ( GiB) B RIEFLE (MBps)
2561 & 5120 12801 £ 25600 256
5121 & 10240 25601 & 51200 512
10241 Z 20480 >51200 1024
>20480 NA 2,048

EREERENEFLERN , ENERITNEXHRGE LERANIIEE. Sl , EREXE A TR
MELEEMITH TERBRN=F , LBRXHFRSR[EGETH /0 HERETEFBEEAN. W
REBRATESHREME  NNBESXARENELEIRBNNTFE  ARRZNEFERUARHE
RYBFE KD

tl@FMREN G , B ER LA T RARKE, BXESER , HEH EEFURED.

BEEHR Amazon FSx 2| AR MRS MEE" > “MHae” IRTIF , EW SUEHE THEREX XHRS KT
REFRNAAR  ARGAXREEPHELRENEN., BRNBUEMESHRHRHTNR | LBERE
BEENEENS TEABRNMRER. X TSAARXHRE , RNEEWENREXHREEF. &
it 88 0 B M I RISRS PETHIR R £ A REBHEN THEARWENE , HBREEMERZBHEL
BEN MBS L EIXEEH AN MREREE, BXESELR , BEH LR X4 REER.

TR B B X 1 BE R S

NHRGENFERE, FHEXEMN SSD IOPS R MALMN RSN E 1/0 thaE. BALUEEX
LHRR , RENEN TEARRHUENEERS.

B LABERT I8 INEM B EMNY B SSD IOPS, BXxEZER | B REBEF#AENERE SSD IOPS,
BRI LU RSN HDD SRR A LKD) SSD 7K E, AXESZER | HFSH EEVHREE

it

B X RGERB AT RIAR DR HE FHLEMN IOPS :

FERH WEELE (MBps & TiB W W& IOPS ( F#ME TiB )
)
SSD 750 3,000
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AR WAFUE (MBps S TIBE  Wif IOPS (FHME TiB)
1 )
HDD 12 MNEE ; 80 1MNRE ( GBps EE 12 ; 3R 80

BINXHRERZ 1 1)

® Note

'SYF XA SSD EHEMN MRS | BA LB IOPS , | A LA 500 IOPS/GIB 12
fi& , 400,000 IOPS/XH &%,

HDD Zeig %8¢

X TREEFMS , Amazon FSx EARRFHEBREKRRESHRE. BRPRESNEEFLE , BIBN
REHERITNEE, SANEREENREFHE ARG TAMMBERINEE, BRANBSER
EHNEEFHENRERLE, ENFERFNNRIBSZ , CEBRRSFR /O TRV EHER.

HDD F#BHNATAFLERATARXEKRT !

(Volume size) x (Credit accumulation rate per TiB) = Throughput

FF1TBHEEZSE , RAFELERSIN 80 MiBps , 1ZEMEE 12 B4 7 #FID MiBps , F HFZ AL
B4 1 TiB RS,

BIETEAR , HDD ERBTHSHINEENMEEEZR, IOPS ZEFEHERABIE RS Bl & 1aE
TF#., DiskThroughputBalance EfrfRMtEXHMA T EMEE I0PS A RN REN S RANE
B filan , MR THEASEE 7 EAHE HDD IOPS BR#l ( 8 TiB & 12 )X IOPS ) , NIE# IOPS A
£ (HDD ) H&TF 100% , XS HREUS RIFFERK , W0 DiskThroughputBalance IEFRFI R
ATIETHESRBREHEDNBKFEN /10, BUEEERTUTEREZ—

« BAOX THERER /0 TR, A FERER D R
- WINXHRENEHERE | RRESEAEKFH#EE IOPS,

« ARIXHRGLAER SSD 7% , RUESEMBKTHHE IOPS , UEEHFIHICE THEARNE
Ko
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T FEBENELEE

LUTRBIEAT FRAENTLE I RSN,

EEH 2 TiB #Y HDD F# B EM 32% WEULAE MBps ENXHREEGUTHELERF :

- MEBFMHE — 32 MBps EEFHEMN 600 MBps REFHE (SNEUHERER)
- BAARHE — 24 1 MBps EEFHER 160 ™ MBps REBFHE , XRUTEFRREHN —1 :
s ETXHREHNERLRE , XHRFHXZIFNVUETHLERFIH 32 MBps E/EF 260 MBps burst

- BEE#HEAANEE K EEEIENHUMETHERSIN 24 4 MBps £/ ( MBps B TB 12 4 * 2
MBps TiB ) # 160 4 MBps RAEH& (Z/ TiB80*2TiB)

Hit , FRIXHREN TEASNES N XHRSENFEEPEFAFRGRIBERITH G RES
KEiE 32 1 MBps E/EARHEF 60 MBps 0 > MBps REAFHE | W TEE—BEIRB N SHIRE
(Bl FEERE ) , WATAEZEE 24 N MBps EEFHEMN 160 MNREAFHE,

£ CloudWatch 1IE#r T2 N

&I LAE A Amazon CloudWatch REEME R X HRENELEMN IOPS, BXEZER , B5H £
A Amazon #17# 12 CloudWatch,

MRS ERER B HE

FSx @A F Windows File Server WX H RS MERATZIMNAE , SHEEBRI B XHRENRE.
BEEXHRENARN , UREBRANIIEE (HINEERERRIF FRIAKR ) HENER. BxTHBXH
REMENEZEELR |, 1§55 FSx AT Windows X4 ARS8 HI M RE,

£

s MMABERNXHRENELERN IOPS RE ?

o ML /O FEEE B+ A XHI/0? Why is my network 1/O different from my disk 1/0 ?
s AMLEEENMNERIE , R CPUKANFEAEEL /IO RS ?

s HTARRE? RN NHREEATSZSORE? RESJBATHESREGFAL?

s RENENMEAELER —RES  BEEFAXAREGEHNERED ?

- BEMERNELR , BN ZELE ?
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TR E R X HRERFLEN IOPS PR 2

ELEREXMHRENELEN IOPS RE| , BREMEEFTHERISRMEKF R,

M 110 FREE B 1+ L X 5I1/0? Why is my network I/O different from my
disk /0 ?

Amazon FSx X REBRE — MRS NI XHRSER , eMNBIME@ G E XA RENFF iR HH
&, X2 Amazon FSx XH RS MM LEI/O. The file server has a fast, in-memory cache to enhance
performance for the most frequently accessed data. The file servers also drives traffic to the storage
volumes that host your file system data. This is the disk 1/0. The following diagram illustrates network

and disk 1/0,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

_E —
5 — —

—= = @ =

Storage capacity metrics

BXEZER , 59 8 Amazon #1751 CloudWatch,
N ALEMERHNERIE , FI CPU RN FEFEAXRB IORS ?

N HBRS 2R CPU MR ARFXER T EMIENMERE , RERTEEXM4 RS LB R I8,
AR E T RIX L RE AT RES M CPU M FRIA =,

EE#THESBERBRELTRSBEERNT. EAMERESHERRFLNEE , URERNFE
Ro Bl , EAILUFHLCRBIAH I EXRBE R HREIT , RERELICH RN 44K/
[Ro BIMNEBWHEERENBRELEEN EXHRENBKEINZRBEEZET. BXESER , F5
B B B S BRI BR R R 17 Ao

WREERATETHRMNRERE WA ERLRAFEERIHXALAER , REEFET BIFL
MEILB R , B2 CPU MIARRE., AXEZEER , i55H (Microsoft F## XX ) FHIXI r & Z /S
RE T HRE B

WEXHRSEEFLEMN IOPS R4 116


https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
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TARRE? BNXHRGEEATZORE? REQIBATHSREFL?

ETXHANITEABBELTRIERS , ARIREMZENSEY , MRARKZE /0 BZRETHE,
NTXEFXERBNTHERR , BRTXHERETUESFHEREZEES , Amazon i& FSx Z#t T E—K
RRIN A E SRR T4 /0 MEE /0 BRI NEE.

Amazon FSx F AR N EIRFEFFALRIEEFHLERN IOPS — Y XHRENEHLEM IOPS FH
ERTHEERSN  XHRELERRNS , HETWUEEERFERAXLER 2 REEERS ( TEY
RERH ) o /0 BXRXHRENRBRFNSFENEHNESEE , S H FSx AT Windows X H AR
SRR HERE,

BELEZNMETE LS —RES , RFEEAXNHRENEED ?

FRMAEHEISEY FRRE , EAEERT SR XHFR

BEREMERTEENES , EHKIIN 514
B, BNMRTIREEUNERE SN XHRE AT RETTER

T
SGREFR. EAT—EEREEEFTEENK
BN THEABER,

il
[

NMRSHEBEENITEAEHTAE  AAETITEF2BE , BATRBEMERER N Z T EIZARK
MAARAERZEN, BER K MRSHEENIEARRHRETEAR , ARSIt E2EFEEEM
Bl RINBWERREUNERERESXHRS /TR (BLEMNELED ) RS FHSEMLE (BY
BinFEAE5M HDD t1#E) SSD 7 ) »

® Note
RUEVHRGEMHAREQHERE /0 HeERIR , H Ui A tEESE. .

- FERAREY BRI BRSENEEEHE W BINEEETEH R XFREMEE PATR

s NFZAARNHRSG , FHELT R, BHERRTAXTHEEHLSHEIRARER
MEMBHMESH., EHBEAENTAREERBEEE F XM RS IR RS
2R ZBREZ , Windows Server EITHHIERS L FJREXEREEE 110 BR. BXESE
B, #FZH EERHES.

BNERENER , HEZEOW ?

EXHRGEYT . EMRBAFERURTARXTATAN , RAARXHARESHATTAER, X
RetEA , BT T A

TARRE? BNXHREERTZLORE ? REQHBATHEREMNL? 117
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HZAAXERES , Amazon FSx 2 BFEREMN ATAXSMEMESF & ANXHRS R, WRREXH
REFEFHITKIIRS F M , Amazon FSx 2 B HERBI MBI XHRS SR , INHELTHEFH THA
AHEIFEBE, EENXHEREHITAMEBN AN AN RENENER , ERTEEN AT A,

BENERENER  REZELE? 118
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FSx A Windows X REHITEE

Amazon FSx Rt L EEIhEE , JHBEENEE MY B Amazon FSx for Windows X Bk 5588 3
HRE  UBEETH TN ITEABEMAFRERURALNEENENER, UT2ETUFER AWS
EEEEIA,. AWSCLI # API, AFZREE M Amazon FSx CLI FJE 4 Microsoft Windows Server
BEAHEEN —EXHRERENSIFK. PowerShell

- FRERE

- frfERE

+ SSD IOPS

- B

- DNS 3%

- ESHERIRR
< FTFEIA

« TFREECE

« XHHREL
- XHHRE

UTHAINATETRANXGEREEEDRENRE, BIMNEMTEEXREDAERESEBE RN EFE
o, HRHE T ERNRESE,

£l

+ Amazon FSx XHRFERE

« ¥ Amazon FSx CLI i F PowerShell

B3 Amazon FSx iz PowerShell &%

£ Amazon FSx CLI #{TiI2 BN — XM X4 R KRB ES PowerShell
« XA Amazon FSx CLI # 1T BEHEBR PowerShell

s XHRREF R

- EREBALFNE

- &% DNS 318

- AR SENITIFN XS

s XHRFSBHRBREEE I FSx B Windows XH RS 88
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« % Windows XRS5 25 L FSx EIEfFi&
- £/ DFS &R ZIH

- EEAEME

- BEEMBERR

« ;N Amazon FSx &RIEFRZ

- FEREHNHRSE AWS CLI

Amazon FSx X4 RSIRS

BRI LAE AL S % FSx #24]&. AWS CLI S describe-file-systems=i, AP| ##EEE L D% FSx X4

REMIR A DescribeFileSystems,

N RGRAS
AVAILABLE
CREATING
DELETING
UPDATING

MISCONFIGURED

MISCONFIGURED_UNAVAILABLE

FAILED

L

SH REA T ERRS | TABRH TEEA,
5% FSx TEAE 81 — Ml S R4
5% FSx EARMBIE X4 RE.

X REER TR REWEH.

T I&/9 Active Directory SREX £ T L , X
BRELTFZHRS. BN XHERETH
A, REFAETRAMNRE , HEETRESE
BERB. BEXMETAMNESEFEL , BSHEX
HRELATFEREHRRS.

B F &1 Active Directory SREX £ T 1L , X
HREHTTTH,. BXRETAENESE
B, ESRAXHREL TREERRS.

. BIEFXHRSE FSx , Amazon ToiE0E
W XHRE,

s XHRETTH
s XHRSGHIMWE , Amazon FSx TiEIRE,

Amazon FSx XHRERAS

120


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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XHERGERAS B EA
« FSx Amazon TEBIEZ 4.

% Amazon FSx CLI FF PowerShell

RE A E {58 Amazon FSx CLI #1TIZRZEEIE PowerShell , M FSx Windows X4 Z&HIT
XHREEEES, BHBALUER Microsoft Windows BAERFEAFRE ( GUI ) kKT o EEE

%o

EFRFEEREEK Amazon FSx CLI PowerShell A X HREEBERATMAFEENH RS, EE
Windows File Server X R4 E B ZnFE PowerShell 21 , BEZEERELUT EREZH : FSx

. BEEZBISHEM for Windows XHFIRFEEXHREEBEMLKIERE FSx B9 Windows 1T &E3£4l,

« UNMHREEE AR T HEFR Windows THEEHl, WREFEA AWS Managed Microsoft AD

V= “AWS £k FSXEE A" A, MREFEAZBEITEEM Microsoft Active Directory , iX ZIHE

BERASEEUNEXHRENNEREENBEENH, BXESER , FSH £HETEE Active
Directory By SR 1ESKER.

o XHREH VPC ZEAAWAN IR O 5985 LEVRE.

AT iEEEM Amazon FSx CLI PowerShell A T L2 ThaE :

« {#F Kerberos &RRIEX AP &ZiIE# T BRI,
« £ Kerberos EZENEF RN X REC ENEELFTEEH TN,

LA LB Wit A RE Amazon FSx XERSE LETERERE CLI &

o RAILAE M KATEDE{THIIZTE PowerShell 2 FH ELEFERIETHS .

o BALAMEHAInvoke-CommandRETENRTHENG SR , MEFRIL KN EEITHIZRE
PowerShell £i&.

NMRERETEHNEHENSHERZATREEESDS , WEEMFHA Invoke-Command,

 Amazon FSx CLI FF PowerShell 121
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® Note

NTZARAXXGRS , BREEXHREEAEEEXHRS SRER Amazon FSx CLI #
TEEEE, AXESER  FoH THAMERAM  REUARNS TAXXHRS.

BEEMFHAXHRSEH Windows IZFE PowerShell i & 8215 A =2 R 5585 PowerShell, 4l

m, ZREEERSARXA amznfsxctlyaalk.ActiveDirectory-DNS-name #&= , Lt
amznfsxctlyaalk.corp.example.com, ZEAUFEANEMNLZLEM < EXHREFMAEERE
AWS EEEHIA RHRER KRBT . F£/H AWS CLIdescribe-file-systems@H&EE MM A
IREIfIRemoteAdministrationEndpoint/& o

&R LAER Get-Command cmdlet £ REXF A AR cmdlet, BHBMBIBAIESR. PowerShel BXE
Z{E 8 , 15 H Microsoft Get-Command 314,

& m LAE FSx ¢ Invoke-Command mdlet Xt X4 %% L #Y PowerShell #1217 Amazon CLI #
TEREE CLl, FRAUTIEE ;

PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

BRUMMTE for Windows X RSB X MRS LB KFmiziE PowerShell £1& FSx KA , 5 H

B3 Amazon FSx izf& PowerShell £1&

JB3) Amazon FSx =2 PowerShell £1i&

AEBRMBEAERE Windows RS ES RS 88 LB 3 K HII#E PowerShell &1% FSx Vi,

EENXH RS EB3hniE PowerShell £1F

1. EREECBNERSNERMNER FSx BEERARANAR |, EEIELNXEREEEME
EEWNITE XA,

2. Eit&E sl E PowerShell TFF Windows & O,

3. 74 PowerShell , i A T a5 L RS E) Amazon FSx XHRE LT — N KHBEENIZES
. Remote-PowerShell-Endpoint&EiR N EEEMNXHREH Windows = PowerShell %
Mo A FsxRemoteAdmin EN L FEE S #ro

J23h Amazon FSx izf2 PowerShell £1& 122


https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> entex-pssession -ComputexName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

MEBEZHEHI T Z Amazon Act FSx ive Directory B —2 2 , MRZLEBHEODIRTERA
RAFIE$H, MAER FSx BB RAAK R NAFPNER, ﬁﬂ%i@ﬂﬁﬁdﬁﬂamlﬂi NREFFE
RIEREEIL,

/A Important

MREFEANZBITEEM Active Directory FiiE #HE?&EE@E’J Active Directory ¢
K RENER TERRS K, , Windows Remote PowerShell iz R ATRE2 X £ 3E1{t. B
XEZEER , BSH EXLIH FSx REKFT THREZIEE,

£ Amazon FSx CLI #1TIZREEEBHN — I XHRRIREES
PowerShell

1£ PowerShellfi 5 EEALLT Amazon FSx CLI #{TIZRREE , RBERIINRESRIRERS B IHR
,Jb iE{E%O

BEFHEEER

ERAATHTREEXHRENFREEE.
- ERMATRTEEEREMERR , BETUATHT.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

HE , ERAUTHSEX4 QR LN XHNTESERIERRRRE  TEEAREXHFHR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

BXREZER  F5H BIES HEMR BRKEEF# KA.

—REXHREREES 123
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« FAATHSHAEREEXATHAFEERA , 2EXANATHRERN , FATEHMIT,

$QuotalLimit = Quota limit in bytes
$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotaLimit -DefaultWarninglLimit $Using:QuotaWarninglLimit }

BREZER , FE5H EEFMEH,

PR TEIA , ERELR 8% 3 M SRR E 2 SARTAY AR A
BRBIARER (THEELF 7 ANFF 12 2) FRETEE  mFFR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

BXESEL  WEH REY TEEEARAEHMITL.
AR I 2 AR N

LT an S E R S M X R & P i 58 i 3 o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ERBLRAFMBI NS | FaEHaEENEF S inER NEEINEE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

BXREZER  REREERERRPMENA S SEMITITH XM,

BRAZTEA | EHEAP BTN RIRE I LA BTH AR
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3Ji5 18 Amazon FSx CLI # 1T FEHERR PowerShell

S HELEMFEH Remote EEBINHRENEERRERZ PowerShell , BEMEREBEE S D PR |
WM TR

EE AR TR IIEREE] Windows ZF2 PowerShell i 2 , R A LUSITEAREZEN R, Hlm , &
A[LLIZ1T test-netconnection endpoint -port 5985 @,

NHRGENREARD VTR PowerShell EHFT TR A LGN

NHRENZEEANMNE RFIRA 5985 EREM AN | FEER T IZFE PowerShell £iF. BXE
ZELR |, {55 Amazon VPC 44,

{R1E AWS £E M Microsoft &3 B ZRMIRN A ED B Z 2B EE T/ ZPE
1T

EfH PowerShell 748 Kerberos % iEA Amazon FSx Remote , BEBHE R g L A HKE R
IRFEEA AR, AXEZELR , 535 Microsoft X#4 Configure Kerberos Forest Search
Order ( KFSO ) »

238 DI FE S PowerShell iF8 HIE S AL 4 iR

IREETE -SessionOption (New-PSSessionOption -uiCulture "en-US") saSHRMET

O A
op ™

. -SessionOption

UTREXHRS LB ZESL PowerShell i%-SessionOptionft A FE AN KB,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

MRS 4 BT ER

FSx S& A F Windows 4RSS 29T Db 3 H B IR A #Ek Windows Server 24 1T BT 8 41540
W ERIEE AR REF RN EA R BFAE., B EIR X 4 RS HE 18 E 41 i BRIV TRt et

X315 1A Amazon FSx CLI #1T#EHEBR PowerShell 125


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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B, MREREERE , RESIMINDE 30 M4 TR, %5 M RNFENEERTZME
=, 2R4ETEE , UAREZTARXHRESD , FEMNRS B 2 B4 8B 2 £ R X REES
BITRLZHERE. AREZER , FE5H HEXBTIRE.

FSx for Windows File Server A& AL BT RNFTRETE , LENEN TEARTREER, &1
DREZFEMEERLETF BN ARG , EEDE 14 RLHF—REF BRI HITE, MRE XM
TEEEKRE 14 RNLHLEPED , FSx N Windows File Server &4 &4 4RSS |, LWARHER
2MMNTREYE, BXRUAFABXHRGEFHBRTRNBENESER , HSR EUSEALEF R,

EEISESR , EHNETHXXHERGEREATTRRES , ZRSEE 2L 20 54, SARAXXXMH
REFRFBARRS , FAPIEEENZRAXHRSF[ZARITAYEBNARENINE. BRESZE
B, SR HEEBEE, ATZATRARXXARENEHIREIENHRSHFZENRBEBNRNE
RE , R HEIE | A0 Bk XA ARS8 & B SO BRSS 28 2 Rl B 5 R A VR AR R B R4
N T REEFEE , BRIOBIOFEST BT RZHE X RE AR R DRI ZE R TR,

(® Note

T HEREP ST ERNOBIETE M , Amazon FSx for Windows File Server 21 £ FFa2
RN EEXHRENEKEZ#ESNTEFLEBE ARE,

BSR4 TR

FSx for Windows File Server AR AR Y HRENEF RMANITE , LGENEN I EASNEEE
Ko BALAEH AWS BIEiE4]4 AWS CLI, F Amazon FSx AP| Ech & B4 it BRI FF 24t iE |, 0
AR AR,

E R4 RN E (268 )

1. ¥TFF Amazon FSx 2 #l& , Mtk J9https://console.aws.amazon.com/fsx/o
EEMNSMEREREXHRE,

REREFRFHLEF BN XHRE, BHERXHREFHAEERE.
REEE  2ERNHREEERREER.

REEH , cEREREFNRED,
RMALHLEB AL RIT BN BN E,
ERREFUARFENER, REEMRPFERFRLER T REE,

N o o M DN

FUBEALTF R 126


https://console.aws.amazon.com/fsx/

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

E#H update-file-systemCLI s S ERXB AL EONFFHREIE , SN EHEHTHFRSE AWS
CLl,

EIE DNS 3%

BR T Amazon FSx {2HMERIAE A RS (DNS) B , BET LG B 2 EEFEH DNS 58 5E80 X4+
REMKEK, FHADNS 5lH , EFXHREFHENEITB I S FSx B , BAIAKREFERAINE
DNS & #1074 £ Amazon LHIEIE FSx , MEZEEHETM I ESNARERF.

&R LAF DNS 3% 5 Windows X HBRSS 88 X R # 5] & MUA FSx AR KEK , Bl BUERZ D
T RBFTXHREE , /A AWS EEZH A M AWS CLI#ITXER. 8RE&Z LN 50 4 DNS 31#
BN XHREREK,

@ Note
EEZRIZFATE 2020 £ 11 B 9 H FSx 4 12:00 25812 K Windows X4 RE /X H RS
Y DNS 58, ZEEXERIEATE 2020 £11 A 9 HTH 12:00 2RISR XH RS L6E
FA DNS 3|8 , ERITUOTIEE -
1. BN EXHRG, BEXEZELR , BSR EHAFBEIEZD.
2. BRMPIMERFHOXHRE. EXEZELR , BSR GZ2HEEEN ARG,

MMHRGARAE , SFREREAT FRENE SR DNS 318 T RIZXXHFR L,

(® Note

LA RS BRIR BT L TE Active Directory REITIT/E , 3 BE&E FE A S E0 DNS 1244
P, 55=75 DNS RMUE A SHEINT A,

FSx RAEMRMAMES B R EH % DNS ENERIA DNS B, WIS &FMXH RS
# DNS ik, MREFEANEE=7 DNS , IFEHEBE FSx XWHREFF1RE Amazon
XHREH DNS % B, AXRAXHRGERIER IP it EZES , BSRKRBBETFH
DNS £ B IEHXH4HRS P ik,

EOEF MRS |, URBY R0 EEHXARSEN , AU DNS 31& 5 Windows M HARST 283
T REWIE FSx BB HERER, BRBEZALE 50 4> DNS A& 5 - M XHRGEREK,

DNS 55 127


https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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B 7K DNS BB XEXBIXHREN , EFHEMA DNS 3B EZIH RS |, BEMLTRITUATER
=

* A Kerberos & 3% il F in 2 Bt & AR 55 E 4 ¥ (SPNs),
o RFEFT AL H FSx XHRSEHERIA DNS ZF#5H DNS 5B EE DNS 3B id %o

BXREZELR , F5 R £/ DNS 5% 15 HE.

BB Windows XHEBEBEXHRSE FSXHW DNS JIZBEEFREUTER :

- UWARARLEESESE (FQDN ) KX,
- ANEEFRBEEHNETH (-) .
- FELEFHITARLER.

- ALERKET K.

XF DNS 5l#& , Amazon 2FFRFH FSx TN NEFH (a-z) , TREWMFAEEEN] : KEF
&, MNEFFHENERHNEANTE,

ERZHARBKEEHRERBENINE , NRELTH, MELEZHECEINBEXHRET AN XHERE
HI<BX , Amazon & BUEIRIYESREEIR FSx i Hi M Rz,

® Note

% Amazon EXH RS L FSx RNSMIBREI B B | EENBT IR ENEITERE  HNED
EINEEIXHRS, EFFIERMBBRS non-Continuously-Available ( 3E CA ) #EHNEF
I P XL AR E P ER T I

£

- DNS BIERE

« Kerberos & KiEfEH DNS 515
- EESNHRENZBH DNS 518
- ¥ DNS 51 & 53X RS MHX Bk

- EEIBXMHFRS LR DNS 5#

DNS 55 128
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DNS 5l &Z R3S

DNS 3| & AT AE BT EMREE :

- T F-DNS 5185 Amazon FSx X REHxEx,

- Bl# — Amazon FSx IEE 812 DNS 5l & H HESXHRFEREK,

« IETEMIBR — Amazon FSx IE1Ef#BR DNS 5% 5304 R 45t i < BX H 05 EL M BR o
- BIE XM — Amazon FSx Foi&fF DNS 38 53X R4 KBk,

o MIBR&M — Amazon FSx Foi:f#BR DNS 3l & X 4 R SR K BX,

Kerberos &A% UEfE A DNS 318

RINBWEEET Amazon £ ERAE T Kerberos B HHBRIEFINZ, FSxKerberos REM R 7 [H]
XHREHNEFHRERZENESMRIE. EXNEH DNS 3& HRIZRE Amazon FSx X4 REMNE -
un/3 A Kerberos B3 8HE , BAMELE S X4 RS Active Directory TTEHLXY &K LAY DNS 3 & Xt KL
Y BRSS =R E R (SPNs).

WMREETE A SPNs ctive Directory FHITTEHNR EBE 7T 2EE S — N XH RS DNS 518 , T
DMFEIFTEMIBR , SPNs RET8EFH SPNs FAMBIXHERENITENNRF, BXREZEL | ES
%] 73 Kerberos Fit & RS E A (SPNs).

EEEXHFRSEMZATHY DNS 518

WA LAER AWS EIRiE4lA. M API &EEF Y1 5H& FSx B for Windows XA RSEBE X H RS KRB
DNS BIEMEZH , MEATIEATR, AWS CLI

BEEEXFREKRERR DNS 3#

- FREHA -EBRE—IMXHRE  EENHRGAFAGETH. EEMESRLETF , £F DNS
AlE.

- ffM CLI & API-f£ describe-file-system-aliases CLI @8 R E
DescribeFileSystemAliasesAPI ##{E,

EEE5Z M XEKAY DNS 518

- EREHE - ESMEST  ERZH0  RARLEREEEENRZH. EHESHKET , £F DNS 3
BFH

DNS 3B RES 129


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« M CLI 2 API-f£A describe-backups CLI #5558 DescribeBackupsAPI &4,

’ DNS 58 53 REHH KR BR

HEMLTFF 8 FSx 71 Windows SAFAR S5 88 BIZHTHY XA RE BN F DR E B SAFRGERT , ATBER.
M API XEx DNS 5% AWS EEZHI A& AWS CLI , T REATR.

EBIEFH SRS RER DNS 318 ( BHE )

1. $TF Amazon FSx #%|& , Pk https://console.aws.amazon.com/fsx/o

2. BEBAITHINTER 5, SIBXHFREHRMRN S RAUBHTXH RS,

3. HEHIEXHRGOMSWIER - &S , MAEESXHRSEREK DNS &,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. HXHRGATRAR , BT LER DNS BB HRIZXHRS , HEREERS EHE (SPNs) ,
HNZH B EHAELIZE DNS CNAME iRk, BXREZER , 5 £/ DNS 3% i R #iE.

HERIZ#FIL D E FSx XHRS (CLI) Bf<EBk DNS 318

1. BIEHFXHREE , EATHE CreateFileSystemAPI #4EH Ali as E M DNS 5 & 5 XHRE
FMXER,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]

2. EXHREAMN , LALMER DNS HBHRAEIHARE | HEREBESTHEH (SPNs) |
39 %21 E EF RO/ DNS CNAME 125, BXESEL , WS £ DNS 212 HIEME.

fF DNS 38 53X KRG xR B 130


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_Alias.html
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FE3& R D B N Bk DNS 3% ( CLI)

1. BUIEXHRENZOOETXERSER |, ATLUF Aliases BH#ES
CreateFileSystemFromBackupAP| B{EB & A , TR :

« MIABRT , BER B XERAVAE 3 B HB BRI BIRHI X4 RS
- EFEARNUEXHAREMAREEFNEMBIE , FEATHEEZEMN Aliases B,

EXEHEAh DNS 318 , BEA Aliases B , AES5RZHXENRE & NEXRKBFH 5
Bo

BT CLI s BN 318 5 Amazon FSx B &4 812 H XX 4 RS X EX,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

2. HXHRGARAR , BRI DNS 3B 5 RENXHRS , HEREBRSEAEE (SPNs) ,
FRiZBBEHMBEIE DNS CNAME iEF, BXEZER , HSH £/ DNS 518 7 R iR,

EEIA RS LR DNS 3l#

A SMERRZETE FSx #9 Windows ARS8 304 R &5 LRI AWS EERIR4IA FIMKREE AWS
CLI , M FIR2FA,
BB YRS DNS 315 (2EE )

1. 3TFF Amazon FSx #£#|#& , Wit R https://console.aws.amazon.com/fsx/.
2. BRIANHRS  REERESEEE DNS &M Windows XHERL,
3. EMB®ELRLGETFL , EFEDNS FHBENNWERE , I EREE DNS BB EO,

« REX DNS 3% - HEXRECHMBIBED , MAZEXEHR DNS 3|8, EHEXEK,
« HUHXEK DNS 3% - LAz AR , RBEEEUEXERNA B, EHRAIUEREK.

BEIB X PR G LA DNS 518 a1


https://docs.aws.amazon.com/fsx/latest/APIReference/API_Aliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://console.aws.amazon.com/fsx/
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A SRR B FIRPEZEEEN D BHRS. BIFFIR , EFMRS. FHE XK XHREHE
HRBRRZHEE 2.5 7.

4. BN WA A, EALEER DNS BB LRGN XHRE | FIEAREERS 4L (SPNs)
HNZHEEHAEIZE DNS CNAME iRk, BXREZER , 551 £H DNS 3£ R #iE.

F DNS 78 5B X4 REKRE (CLI)

1. fM associate-file-system-aliases CLI s 52 AssociateFileSystemAliasesAPI #ESY

DNS 318 538 XHREXREk.

LR CLI B3R5 B S8 E R X RGREK.

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

a8 &R T Amazon FSx EEE S X HRERERH 3 & HIRES.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f{#M describe-file-system-aliases CLI @ ( &3 DescribeFileSystemAliasest APl #
¥ ) MR IR IE T2 BRIV B B IR A

3. HM{ELifecycley AVAILABLE ( WITERZAREFE 2.5 74 ) it , LA LAFEH DNS 5l& 15
RIMXHRE , FEREBRS EHEABF (SPNs) HEFH KA HEH DNS CNAME idF., BXE
255 , BSH £/ DNS 5l &R HIE.

BEIB X PR G LA DNS 518 5


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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HUH DNS 318 53X RE5HKER ( CLI)

£/ disassociate-file-system-aliases CLI @552 DisassociateFileSystemAliasesAPI

BRIFERERR DNS 3|8 EIA X4 RER KB,

LT a5 2BUE — 1N 3l 8 5 X4 REHKE,

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

a8 &R T Amazon FSx IETEEUE S X HR M RERHY 3B BPRES

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

f£H describe-file-system-aliases CLI &% ( &[RIDescribeFileSystemAliasesT API #
£ ) BEFIEBIRES. BRIERZSHFE 2.5 58,

P & MIT IRy

B UERAREX MR TELIMEZENAF S , H7E FSx for Windows XH4HIRFSESXHR S LITH
X, “HEXHRTELBEH—ANEFNE , BTUREEZEIXHRE , URHEITIF 7 B4,
BRI LAER I T ERITUTRE :
o MRE X BIE Y5 R AXBR o

- WIFAFSENERE | XEXEAZAFITFOE U

O LAEA Windows REHREZENHE GUI TEMAFZEEEM Amazon FSx CLI PowerShell k&
BAPFSEHAITIF FSxSEAT Windows XS BN XHRS EHN ST,

P &EMITIF 89 324 133


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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£/ GUI EBRAFNXE

LT RRBIFEMMTE T WAERAME Windows HEXHRTEEBEAFLEMITHFLDE FSx XHRE
LRI

BHREXHKXRTE

1. BN S# EC2 K4l , ANHEZEIENILSE FSx XHREFTMAR I Active
Directory, J it , M CAWS Directory Service BEIE{ER) FIEBLUTHE :
« T A Windows EC2 3E4l
« F3HA Windows 3E45l

2. UXHREEBERAARANAF BMEEEIEE], £ AWS EER Microsoft a3 B FHF |, ZAK
MR AWS Eik FSXEEB R, EERBTEERN Microsoft Active Directory #1 |, ZABI N HER
A", REFRAESTENREMNEEAEANBEENLNENR. BXEFEHMER , HSH (Amazon EC2
BF#88) $ 1 Connecting to Your Windows Instances

3. HAFHEE 6 ABMFEH Run As Administrator R&E{T fsmgmt.msc. WREFITHFHAEX
%k GUI T &,

4. HEREP  EREZEIE-ATEN.

5 flm, NFR—AIitEN , WmAZRE Amazon FSx X R & DNS 4
frfs-012345678901234567.ad-domain.com.

6. EEWEE. A5, B Amazon FSx X RENFZ B FHIAEREXHRTENFIRS,

EEAPAE (GUI)

EHEXHR TED | &R “A1E UBEFEEZE FSx B for Windows File Server X RSN FRE
Ar4iE,. MREAFPSINARFEESFEN Amazon XHRE ) FSx XHHE  NIkEEE TS
O RE MU SIE, BULUTHSEN LT (ARET ) X2, RAFEBRXASE , IO ASE
EE,

A GUI BERAFMAE 134


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

g2 Shared Folders — O >

File Action View Help
s ol AR-a1 | NERESE 7 o

sy

EE._ SHErEd FDldErS {FS'DCCE User Cnmputer T}rpe .'It[:lF
@] Shares 2, Admin EC2AMAZ.. Windows 1
gi Sessions % :

#i| Open Files Close Session
All Tasks >
Refresh
Help
£ > £ >

EMFAAMBITNQEER  BIASEN LT (ARET ) X8 |, ERNTMAE2EER , REH
NR1E,

@i Shared Folders — O >
File Action View Help
s ol AR-a1za | HERESE 7 o
SE._ SharEd FDldErS (FS'DCCB User - Cnmputer T}rpe .'If[:lF
at| Shares &, Admin EC2AMAZ... Windows 1
gi Sess : :
- Disconnect All Sessions
| Ope
All Tasks >
View »
Refrezh
Export List...
< Help >
Dizconnect all sessions

BEEITH X (GUI)

EHEXHRTER , GRITANXHNATERERE LA FANREXH. ZARELKERTHT
NHBXAERBAF, EEAYTEREMAFEETAEEXHNRER, RFTFIIRPXMHEKE
METX (ARET ) XKE , REEEXMITFNXHE , BNAIX A BER AP T FRER S,

£/ GUI EBRAFMAE 135
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Windows P #5

g2 Shared Folders - .
File Action View Help
o= | nFE 6= HE
z Shared Folders (F5-0CCE|| Open File Accessed By  Type
&l zhar.es | |Nsrwsve Admin Windows
E-__— GESS'DE_T D\share\Market... user 2 Windows
By ipEn Flies Close Open File
All Tasks ]
Refresh
Help
£ > £

Clase this open file

BT XA RE LB T HRERE , FEITHXHNETY (ARED ) REPEEMFTRE

T XHRER , REEINRE,

il G
By VR Disconnect All Open Files

All Tasks .
Wiew ¥

Refresh

Export List...
<

g2 Shared Folders - .

File Action View Help

o= | x7 6= Hm

2| Shared Folders (F5-0CCE. Open File Accessed By Type
33._ zharles \Envsve Admin Windows
@] Hessions D:\share\Market... user 2 Windows

Disconnect a Help

PowerShell B T ERBRAF SEMITF X4

B LAEH Amazon FSx CLI BEEXHREHFHNEFAFAS
PowerShell, E 7T #{aAEA L CLI , S B4F Amazon FSx CLI AT PowerSheIIo

EMITF XA, BMEREL

TRRNATATERAFSEMIT NG,

ZEEE

PowerShell i F &2 AP &FMITHF X4

136
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wme %88

Get-FSxSmbSession KREYMBEYENHRENE RN T in2 B KRS 25 H &
B (SMB ) 2iEHHEXEER.

Close-FSxSmbSession 43R SMB £1%,

Get-FSxSmbOpenFile KENEEIGRENE P imIT AN XGHNEXES.

Close-FSxSmbOpenFile KA—NEN SMB REBJ|HWHE AP —NEFimIT IR X4,

BN TRV BB P EHREFAEGTETNSZEE, EHRLLER , FzT788 2 WHns , flu
Get-FSxSmbSession -7,

YHRESHBEREEE DI FSx B Windows X IRS 28

XHRFSERFEEES (FSRM) 2 —I1 Windows IR ER3heE , AT R BN R EE Mo K7 E Ama FSx
zon for Windows X4 RS8N H RS LHEIRE. FSRM 1R B3I R EEMIRE ThEE , & B EE 4
FHEAR , RENBEEERENENYE , HBRBE W SHN LN 4,

£/ FSRM , A SLURBEFE RN IEAFBET ZSNFMEZE , B3R5 M2 RBRHIE |, Hik
FARERMOXHRBEREFRI LS4 , HERBXRFREAEXVFARSE . XLEHREAH BG4
P AARSR. BREEANNHRE , MEFNEN XA X4RHITFEI T,

FSRM X FEUTERNARZNENE :

o B PRI AP ANERI) BT SALE A B B A ZE 1R) SRAZ i f AR AR

- RRBBEHEE , flNNASBERIMSFIER

o« BRHIIITR T R VPSR E AR 2 A BRLE SR B M BER
« ERBRBERE. XHRERBFEERARTINSAERSE
« REXBENMAFHEERBRA TR E

REINEE
- MAEE-REXARNEERS  SURHAS NN ARF TSN, SUUREERTAUR

IERAPBHRS , A UREEATEREENBHARER. BEATHBEEREFMEAE , BHILA
PEERTHAE T L Alay 7 B

XHRSERREERS 137
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o NHTEIE-RHIR P A U R R B X R EF RS EX K, ST BARE Ll S5 3R R R Z RN
MHERE , GIANET AT, BAARSXAFSA A, X HFTFEL AT AR B R BT IR EE R | R
ZEXE , FEAIEIEWSE X HFERFHERR,

« XHDR-BEXHNATRVEASINEIETHBEREME. 5RAIURBBEEES, R BB
7. NARBRBURBREXHRBEERBRS. SURBEHRE. M), REPIEELNEM
Hfth B E BN XA 1T 20 2%

« FRBRE-ERBRXGREEABRNFARS , SR, EEXH. BEEX D8I,
BRBY SO XHENEFERERL, FERSURBBETHRFENERER | R3] 7 SRS ERAY
N, FRFEE R M A ENRE,

£

- XHRSBHRAFEERAN
- RFEE

- XH4

- XHTHE

- X#HZPE

- FiElRE

- XHEEES
« FSRM igi&

- EHRE

- BENEARED

MRS R IR E R Al

BRI LAEBIZHTH Ama FSx zon for Windows X BRFEEX 4RGN B AXHRFSHERREERS
(FSRM) , th ATAEFHIME XHRE LS A FSRM,

RILG#%FF FSRM , FSx @A TEE SSD FHAFRUAER 128 MB/s HE KK Windows X4 AR
FRMXMHRE, QBEXMHRGRE , BB FHEREENR ) SSD HERXELRE. AXESE
B, B HERH FSx EAT Windows WX H RGN FRXEMEEFTHEED.

EOIEXHREREA FSRM (2#H5 )

1. ITFL S FSx #£4|& , MukA https://console.aws.amazon.com/fsx/
2. EEHERL , ERABXHREUBHINHRECERS,

WAt 6 138


https://console.aws.amazon.com/fsx/
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3. &E#E FSx AT Windows XHRFFNL I , RAFEET—F,
% PROERIE R

RUHMEER

A “XHERFRAREER R, B BA

NFEHBEEBR , BEREATEIZ—

N o o &

« CloudWatch BE-EBREEUW FSRM EH4BEMNBEA, CloudWatch CloudWatch BEBE
AL FRAALL " Jaws/Fsx/ " BIBRTT k.

« Kinesis Data Firehos e-i%1% Kinesis Data Firehose {& i 7%k FSRM B4 8%
8. ERERKRBOHEERCIBIHRE,

OISR E A FSRM (CLI)

EEBIE FSxBA T Windows MRS 2R X REeat /5 A FSRM |, A CL AWS | &8
T create-file-systemESHHBIELUT FSRM ELE : - -windows-configuration

« FsrmServiceEnabled -i&&H true

- EventLogDestination-}{§%E FSRM E4BE BRI S#EREF (ARN), A LL=Z CloudWatch
HEBESA ARN = Kinesis Data Firehose £ #i5% ARN,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true, EventLogDestination-

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

BRME MRS FSRM BE (#2514 )

1. ¥TFF Amazon FSx 2 #l& , Mtk J9https://console.aws.amazon.com/fsx/o
SE “XHRS , AFEREEHN Windows XHRE.
BRERRITF,

T XHRFSSERREES B , EREE,

HITATENER :

o & 0 BN
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- EEREHEEER , HikBEEM CloudWatch BE4A D Kinesis Data Firehose 15537
- EEAFSRM , BitEEA
« EEZH FSRM , FkR ‘BER”

/A Important
EUERES , STARNHREHLHTEIBEERBNRNERESH , METAXXHR
SREREENTTAY,

6. EERIF.

U EXHREFMAEETHENETNETNF LISREHHE,
BRIMEXHERS LR FSRM B & (CLI)
EHREIE FSx B Windows XHIRESB/XHRE EBRAMEA FSRM |, i5fEH CL AWS | 45

©o update-file-system
& FSRM
EZH FSRM , HHESHHPEELLT FSRM EE : --windows-configuration

« FsrmServiceEnabled -i&E&XR true

- EventLogDestination-#§%E FSRM B4 BEB RIS #EFEBEF (ARN), AIELZ CloudWatch
F B ELA ARN = Kinesis Data Firehose 1% %t ARN,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-
east-1:123456789012:1og-group:/aws/fsx/fsrm”}'

A FSRM

BZMH FSRM , FHITL TR

aws fsx update-file-system \
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--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}'

/A Important

EUHEES  STARXHREFELI B HERBNRERESH , MEATHXXHREN
ZRELENTITRM.

FSx iz#E PowerShell

EfREMNFEH FSRM Thie |, B4 TER Amazon CL FSx | £ E# 1T B, PowerShellBx{E
B, {52 /B3 Amazon FSx iz PowerShell £i&,

BLEE T

&R LA RSS2 R R B EE8R (FSRM) Bo#i & B R 26 A 7~ 88 Windows X #HBRSS 88 XA R 45E
LEE FSx W ERZEHE, RFATURHIFREREXHRIVBIEER , AEFHEAEZIINE
BEXHNEENERBEAN , NTHEPDEERFHETE.

BLEEER TFRE
BFERRHEATEENES , BUURENATXHRSE LR

TE PR &N

Bt PR EEFARFEREXH. SAFSHRTFELEFRHN X4 , BIEFEN , HE
AP 2RE —&REIRES.

HERE

AVAFEEZENTANESEMRRS, REFATATREFERERBR , MEFTBIHTHE
HYBR o

B FAR AR

BFERRERAIEEERANEE , ATEXEFIRE , 2READRS, EHKE (FEHEREE ) MRE
B, SIR2EHENRE  EULRENATZINXMHX , A4S RXBENEEMARNIRE, ENEH
BARES |, EE LA R E N A T REZERCZN AR E#H.

EABFAERB LT ILANFAL -

REEE o
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« —EHM-BEECHXHXESHENEHREE

« BE-FEFRERENAT SR

« WEPH-BIBRBERREFS NI RN EFTIRE

B3 B iEE

B NARASRBEEENERE N FXHRCIBEH . £RXHR EGIE auto apply B#l
B , FSRM 2 B3i A B MNE FXXAR AR A PR e 2 AV E# 7 XA REKBH. XFHENT
BEEZNMHF ERHEIXHFRPNAH-BHEHRFONZRIFEEA,

R {EEA

MEEXT FSRM RESERFNERRD. BAUANEBIEFRESNMRE , FEIMRNERENE
FRFNBE DL, SEREARKIIRNET DL , FSRM AT BUHRAITATRE !

E4BRFIER

FMEHIEFRIL S CIoudWatch I 5% Kinesis Data Firehose #7512 M0 4. B IEES
HeEMLRR (R E£REIR ) , HEHEBENHEEN, EHIEEX TIERE S £ A 18R
'——_ﬁﬂﬁ”’“?"'“%duﬁﬁkili%ﬁﬁﬁo

FHEHRE

ERFERERBLRE , EFRHEAEXSAFHZEEANXANXHRNFERRES . FHRSTHEB
BHEBLAFINARFERNEEZARS , ARFREEMEAENRER, AXRESER
BESR FERS.

BEALABINEFEESNHE , AXNSIEFITTIENERE, S, EAUHEFEENERARN
75% WIEREHNEREN 90% WEEEHF

MEAERERT
BRI LB B =EAMNRFSIH FSx I8 PowerShell i SR EIRHLET -

1. BEmH-A2. BE, X BERNEHRBEXHRNES ., HEBFEEZ folder-by-folderiZx —EEEL
met , BEAXLERS.

2. BAERG -8, RENBUAENTEEFANEAE BN AER, FHXEHSREILTN
BIFF 24N SR bR A BL B SR BE
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3. B EHmH-tE, KR, Bk, BERMNEMBI N FXHREXRETANEHNAERR. NREE
BEESNFXMHRPUA—BNEFRS K MEFFIUREIMNER , BEAXLEHT.

fiE E 2 FSx I=F2 PowerShell 85 5I3%

(® Note

AR FTE ROIEMRIZ B B L6 X4 R LB Windows Remote PowerShell i R E X 7 iZ

$FSxWindowsRemotePowerShellEndpointZ &, BRI EXHREWFAFEETNE LM
Amazon FSx & A R EIL L imT = , B AT LAEA AWS CLI describe-file-systemsin
SEREBBARET Ko

[Ty
4 ¥-FSx FSRMQuota

AR OIEFMBE . BEFRHE T AP T EXFRPERNGEE, SLERFEHAEENTEH
8 e 8 0 L B A B A

S8

- Folder (string) - &%, FNAEH X HFREEE,
« Size (string)-NEREMREHNALIED : BEK/ MRS,

« Template (string) - Alit, EFANIEHRITERNEH. BEERN , ReeEARRSE ;
P H A% B 94 B 28R

- Description (string) - A%, ECEIAYHER,

« SoftLimit (boolean) - AJi%&, WMRIZEENR true , NLBIE—NHEEH , AFBAPEIERENT
R BRI,

« Disabled (boolean) - Ai&, MRIRENRN true , NEZARS T RIEEH,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAFEAL TE
K RE, SHEEBEFUTEMS :

« ThresholdPercentage (number) : fIRIBENEFIRHENE DL, WMA—2NTF 0 250
pod 1] SR T= 8

« Action (array) : REIRENEXRRN —MRZHRE, BNMNEEBEEUTEN :
« ActionType : ERITHRERRE, AIEENUTE
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1. Event : NEBEH4RBRIIXHRENSHAET. BE B4, EXTEEATEM
- EventType: §E. BEREIR
* MessageBody : EEE#—RIEREE XA,

2. Report : £RFHEABERIRE,

-

1o EFERAERFRRER T LI 5GB WER o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2, ERAREBRACZERER

$thresholds = [System.Collections.ArraylList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds

}

EaERE
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Get-FSx FSRMQuota

MENXHREFRBZ—NHZSNEH. ZHTELAEXEFAEENHFAER , SHADRS, REHN
SHEEARR.

S

* Folder (string) - A, MK RECHA XHRIEE, MREREEXHREE , Nz oH
RE X HRG L FTERL .

~ -
1o REVNHRE ENFIEDEES,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

#BR-FSx FSRMQuota
MXH RS ENIEEX R P BREE,
S8

» Folder (string) - #4%F. ENPMIBRECEARY X4 REER,
« PassThru (boolean) - i, MRIZE RN true , MR E EMIBRA BT Ko

T~

1o BBRECH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSx FSRMQuota
EHNMNBERIMNEE,

S
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« Folder (string) - #4%. B8 EEHWE TR XHRERZE,

« Description (string) - A%, BLEIRYFTIER,

« Size (string) - Ali%, BLERYHET K/DNPRH,

« SoftLimit (boolean) - ik, MBRIRE RN true , NFFEFAER ARG , AFAFEIERKEN
THAEBEIRE,

- Disabled (boolean) - Alit, WMRIRE N true , WEZEREH . MRIRE R false , N5 HE .,

« ThresholdConfigurations (array) - Alit, —RIFHWHRERE. SNHEEREHEFUT
B

» ThresholdPercentage (number) : AiRIBIENEFRHEHNWE DL, WMA—2NF 0 250
Z R {E,

« Action (array) : AERENERDRWN—M=EZIIRE, BMNREBEEUTEM !
« ActionType : ERITHRERE, AJUEENTE :
1. Event : NEHERINHRENEHBF. BE SH 0, EXTIEEUTEY !
« EventType: §E. BEIHIR
* MessageBody : EEE#—REIERMEE XA,
2. Report : £RFEFERABERIRE
« PassThru (boolean) - AJi%, MRIFENRN true , NIREE LG BTN Ko

T~

1o EREFA/NMHER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

o ZERAE#M

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true
}
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¥ #-FSx FSRMQuota

BERENARREESGREANTEHE  EFTERANYFIERABISITER.
S

« Folder (string) - 4%, SEEEHME TN XHKIEER,
« PassThru (boolean) - Ali&, WMRIREN true , NREFFHAEIT N R,

T~ -
1. EFMITERERFTNYIFERBEREITER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru
}

BLEUR AR a5

£ #7-FSx FSRMQuota &

BB EIER , ZEREL T TEEEANEHREES.
S

- Name (string) - 4%, BLFERNER
« Size (string) - #4%&F. BEEMRGEFIITHI K/DNERSI,
- Description (string) - Ali%. BCEAEARAYHEIR,

« SoftLimit (boolean) - AJi&, WMRIZRE R true , M HEFREF 2R —MENR , ZEHRSIREFEH
BR , BREFIHRITRE,

« ThresholdConfigurations (array) - Alit, —RIRNEEE , ATEEETRAERAEI TE
KEIRE, SHEEREFUTEM :

« ThresholdPercentage (number) : A RIZIENEFRHEHNE DL, WMA—2F 0 250
Z B {E,

« Action (array) : AEFENERNN—MHZIRE, BMRETBEEUTEM. :
« ActionType : ERITHRERE, ALUIEENTAE :
1. Event : WEHRERIXHRENBHAET. BE B4, EXTEEUATEM
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« EventType: §E. BEJEIR
* MessageBody : E5E#4 —#2 12 FMNEE XA,
2. Report : £ FHEEABRIRE.

T~ -

1o 1% 1 GB AYRERHIER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"

}

2, BlE—1 5GB WHKIRHIER , FEEARN 90% FREBESHE

$threshold = @{

ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"

MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft
limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds

FREY-FSx FSRMQuota 1k

MEN X REFRR— P RSNEFER
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S8

* Name (string) - Wlit, ERRNBPIERTERNER, MRERBEEEN , Wz S HEEMRE
BLFURE AR

-

1o RERXHRS LN BB SER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate

}

E%-FSx FSRMQuota &4k
& BB AE AR BY & 1 o
S

« Name (string) - #F. EERNWEITERN B o
« Description (string) - Tli%, HEIRAFTIEIR,
- Size (string) - A%, ARV K/DPRE,

« SoftLimit (boolean) - Ali%, WMRIRE N true , M FERERACIZEET  XLEEFLIREGE
BER , BRI ITRE,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAEALI TE
RENRE,. SHEEHREFUATEM. :

» ThresholdPercentage (number) : AIRIBIENEFRHEHNE DL, WMA—2F 0 250
Z B E,

« Action (array) : AEFENERNN—MHZIIRE, BMREFBEEUTEM. :
« ActionType : ERITHRERE, AJUEENTE :
1. Event : FEHRERIXHRENBHALT. BE B4, EXTAEEUATEM
- EventType: §E. BHHHEIR
« MessageBody : EEEH#—EIZRHEE XA,
2. Report : £RFHEABERIRE,
« UpdateDerived (boolean) - A&, MRIRE N true , NWEHBIELARROIZ AT E B,
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« UpdateDerivedMatching (boolean) - Ali%, MRZREN true , WX EFHBFELERAIZEEH
B LUK RAS Y EL &R

« PassThru (boolean) - ik, WMRIRE R true , NREEHEHERIT R,

Bl

1o B WEFURARE KPR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"

}

2, ENEHERA ERMBIRZERCZN I BE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

EE-FSx FSRMQuota

EERFUALEEERRVIRE,

@

54

- Folder (string) - #4%. BEEEEMNE I XA FKEE,
- Template (string) - #F. ERNANEITERK B .
i

R EEEHACE B R AR E LRIRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"
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SRl ey

¥1i8-FSx FSRMAuto E&l

ZNew-FSxFSRMAutoQuotaf S 1EHEE 4K £ 8172 auto apply B, auto apply BEFI&BIEIEE
HENR B 2h A EANINE F 3R M E R B Xk Al B A3 F XX R E R B E .

S

« Folder (string) - #4%F., FHEHFBIE auto apply ELEAHY 4 KR,

- Template (string) - Ali&., AT B3N AEHAINE B FERN Ao

« Disabled (boolean) - Alit, MRIZEN true , WEZARS T RIZB KB H,
5l

1o Bl auto apply B#l , B3 RHEEERMA TATAE F3X4K,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

FREV-FSx FSRMAuto Bt &
ZGet-FSxFSRMAutoQuotati TN BN X HREFKE—/NHZ A auto apply ELE,
S8

« Folder (string) - Wik, ENFR R auto M AN X HRER, BolERERRE
... RE8EmEFXHX,

MRERIBEXHRER , MZeSHREXHRSE LRFTE auto apply BL&#l.
Al
1, REXHRSG LWFTE auto apply B,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

REEE =
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Get-FSxFSRMAutoQuota

BBR-FSx FSRMAuto Bt &

ZRemove-FSxFSRMAutoQuotafi T MIBEEX MR HIBR Ba RIEMELE. & MIBR auto apply ELER
i, Za SRS BRM BB SRR E M F XK AT E B

e

« Folder (string) - &4%FE. EMFMIER auto B EERY 4R EER
¢ PassThru (boolean) - i, MRIZE RN true , MR E EMIERE B 31 N A EEX R,

Bl

To MBEFENXHRFBER auto N AEH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

1’ E-FSx FSRMAuto Bl &l
ZSet-FSxFSRMAutoQuotafn =&k auto apply ELEIMEL B iR &
¥

« Folder (string) - #4%F. BEEHB UM auto N AE K XHREE,
« Template (string) - Alit., ERANETAERE LK.

« Disabled (boolean) - Ali%, WMBIRE N true , MEZHEINAEF, MRIRERN false , N/F
B3N,

« UpdateDerived (boolean) - Alik, MRIZRE N true , WEHMNZ B3 NABRFFIRENFIEN
BE,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZE RN true , M{NEH B I LK KRG KA
REB

e PassThru (boolean) - Alit, WMRIZEN true , NIREEHEH B3I MAEREN K,
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Bl

1o B auto Bz EC# L A B B HUAR AR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"

2, ZH auto apply BEEi H EFH MNP IRENFTEEF

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived

E#-FSx FSRMAuto Bt Zit

#ZUpdate-FSxFSRMAutoQuotafr FBE A X 4R KEEXFREANZRE , AMEFHITE auto
apply BLERHYE M AR M H R4 BV EL

e

« Folder (string) - #4%. BESEFEHMN Bz NAERTA SR EER,
« PassThru (boolean) - Alit, WRIZREN true , MREEFHH BN ARTN R,

=~

1, EFITEEABRAITERHIREEH/SZH auto apply quota I %Ko

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "share\department" -PassThru

MR

NHAELTEREXHRERSLAERANXHREXNEBRES WU NEERF#RSMIERER
XERENX, XMHASE BN (ERENXH ) MERERX ( EMNCEFHERRA XS ) | BALE
BXHABMKEIAEN , IFER8RBEELMIER,
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WA 6 A S 44

LT FSRM ThEe R EXHA

« XHRB-UAEE — PRSI ARE L EF RS HFRE,
« XHREBOHIN-BHBTIEE PRSI XHE , AEXRERXNHRP R T XHF& , BNHRTEH

B T,

¢ XA RERAR- S — NS A XA SRR AR TR R M T X2,

HF LT FSRM ThaE | A4 R aTH

. RIS AT BE T AARRIRE | MR E AR RN R ERER. fim , ETLER
REFEFRIAL IR .

XHEERX

NHAERBEMFEARCEEXHE. BUNEESSER ( ZEEEHXH ) MPRER ( EMCER
FREEBREY LM ) o

FSRM X$F LA T EBHE A

- ES ()-EEENRSANFH
« B5(?)-REFEERE - NFRF

Flan | ZEX* . doc* LB, FZEMXH report.doc report.docxdocument.doc , M ~$*HE
BriE N T BFEH Microsoft Office B AT 7 622 89 If i 3044

IR
EXHRELFRA FSRM B, 2 BFI 0BT XH4A -
B AT AF

PCELE A AR &R * .mp3 , B8 *.wav, *.avi, *.mp4. *.mpeg, F *.wmv
Backup X #

PCEZ 3 X #& N * . bak , BFE*.backup., M *.o0ld
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FE48 34

B EMER RN *.zip , BFEF *.rar, *.7z, *.gz. M *.tar
B B F R RO XX

PLE B T HR A FIBRAEME N> .em]l , EFF *.msg, M *.pst
AT

DL af 1T SO FNBI AR S &K * .exe , B¥F *.d1l*.com. *.bat. . *.cmd. # *.vbs
BG4

CERELHRGXHEER*.jpg , B *.jpeg. *.png. *.gif. *.bmp, M *.tif
X

PLEE#M %R Office UMK *.doc *.docx , BFF*.x1ls. *.x1lsx. *.ppt. . M *.pptx
REXH

PLE Windows REXHER*.sys , 8 *.dll. *.ocx, #M *.drv
IS B 324

PCER IS B ST A& > . tmp , B3E* . temp, M ~*
XA

CEETF XA XHER* . txt , FF. *.log*.csv, # *.xml
P T S

PLH Web ABAXHHER*.html , B *.htm*.asp, . *.aspx. *.php, # *.js

PRAT LA 3T BNE SO R R A RS A X L BRIA ST | B AT B TS UL B R BB EER,
XHAEEGS

FSRM 124t F Al MEE T HAN PowerShell 4, FAXESSKRENSREMN I HESEER
FIDCER B B B ST

® Note

AP ATE ROIBRBRIRE L ER XA RSEH Windows Remote PowerShell i RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZE &, A LAE AWS FSx B HI AN NXHRE
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WFAEETE KBRS , AT LAEMA AWS CLI describe-file-systems iR E
LEim R

4 ¥-FSx FSRMFile #4R
BEATENNHBEXNZBEANXHE, SEEXTATHRE., XHRERENEERS.
S .

« Name (string) - #F, XHAMNBE.

« Description (string) - A%, MXHAREIR,

IncludePattern (array) - A%, EEETENNHNERNFRABHA,
ExcludePattern (array) - Ai%k., EEEHRNXHNER FRFRHA,

-

1. AXAN IR A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. ERESMIERENJRAD R A,

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-G FSx FSRMFile roup

MENXHREFRBR DRSS N NHH, XAHAEL T XAFHEMBE P ERNXHERES,
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S8

« Name (array) - Alit,. ERZNNHHEBHKA, NRREERH , NiZHSNHEEXHRSE L
HIFR A STH4E.,
-

1. RRNHRGE EWPTE XA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup

B ER-FSx FSRMFile 4
MER X RERBR—AIZSNXHE, BRE , MHEAFEEEXEREINGCREREFER,
S

- Name (array) - #4%F. EMEREOXHAHEBTEA.
« PassThru (boolean) - Ali%, WMRIRE N true , NRE &Ml RE STHHLEIT R,

Bl
1. BEREANXH4A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

E&-FSx FSRMFile 4
BN E B ENE .
S

« Name (array) - &4%F. EEHREXHFHBMIREA,
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« Description (string) - ik, XHAMFIEIR,

« IncludePattern (array) - Ali&, — MW EXNFHFEHE , ATEEEIT SN,

* ExcludePattern (array) - fit. —MINREXFRHEHRA , B TEEEEERI X

* PassThru (boolean) - Ali&, #MRIRERN true , MIREMERFHIXHAX R

-
1. B X HENHERFER,

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

}

B L b

SRR P AT BORF R L SR B B SO R I B S R GE R SUAF SR R o ST 0 228 W 5 B SR8 & 01T 7
KB, BALEREBNAXARE | HRENEA[ERBEN K.

(® Note

NHREEANHEARELERBRENBLEXHRE, AREUBVNEEXHANESER
FSXHE.

FSRM X R BEHNXHRE :
1. BN RE-RIEAFRESEENXHATEN Y | HERFZRREWME LA SO £ RE
H, HEBEBEWHEXHRP AGFBHL CHRBCESEBER | SERAEIXHRE,

2. BB NHFF-EAFRESEEXHACEN X ARETERMNEE , EFELEREFRE, NRE
BEFHEAS TERENBER TREXHERAER  FEARIXHRS.
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N RFER

NHRBERERTTESECRANEE K ATEXXHRERE K SHREFRSEZBLEXFAUR
BEERBLEBEH, tIEXHREERE , ICFENA TSR, TSR MENREEHERRIR
B, ENMNHRBERE , TUARRERNATREZERIZHAAEXHRS,

ERAXHRFERBUTILNEFLRS

o —EHM-BERME G XX EFER A4 IFEEE

« BB/ TFRIRERIENA T S0 XM%K

o WY E-BE S RAERRER S A XK P AR IR IRE

NHERBERE

NHRFHINCBEREAERTXHREEME FXHEROXHHFEALN, tIZXHREREN , &9
BEEATBLEXHA , REXXARPEFEEARBX4HRS. SEFEANEREFXHRPER
BENXHRE  ARNEXHRERGHNES RS LRFETZHRHEN , XERBEHNEERR,

i, B LFRENMNAEZRNTRTXN , EANEERAFTEEE PR R EXHEE 7 XXX
B—1lsk,

ATk E A

HAPSRRFHES XGRERKRN R , FSRM ATAERBA |, REEE A oA - REAE
Bo. B NEENTRENBA

« BEHICER-NEHIZFKEIT D% CloudWatch S &% Kinesis Data Firehose LA 1T Z M o047, &
ALEEEHNTEMES (FE, BEREIR) , HEEEBEUHEEN., EBHIERMNTREX 4
RESHITAURSHELEREERIEEER,

. FRIRG-EREEERABEIRE , BHEXXHFIEEINEAER, FERS THBEIRDI 4
REZHPPES | AR UHFEREBEBEENRE, BEXEZER , B2 8RS,

XHHiEEERS

BRI LB BRI =N R FIH FSx iImF2 PowerShell i SRk EB N HRE

1. XERBHT-EREXMHRLEGE, KR, BX WBRNEEEINXHRR. HEFE folder-by-
folderZ —EEXHFREN , BEAXLEHRT.
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2. XMrREERGT-0E, K, BHAINKREXTEECAN XS RFEEREN X GREER. 4
IX LAy SR 2R 3 AT AR A T 24N SO SR B AR A SO TR IR SR B

3. XM REREMT-OE., BRE, BUANMRLBERXXMRPXHHEERANNIHEFERE. MR
BREEANRLEFXHRINREXHRE , BNREE ZHRS , EEAXLEHRT,

X5 % FSx 122 PowerShell S5 %I

@ Note

AP ROIBRIRE LA XKL Windows Remote PowerShell i RUE X 7 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI ENHRENFEAEETNE LN
Amazon FSx ###| & PR B LIRT R , AT LAEA AWS CLI describe-file-systemsdn
SERBBLRHET Ko

XHRFSHT

£ #7-FSx FSRMFile #&

BIBXMHRF IR REEREN XA RFRISFR,
S

« Folder (string) - &4F. FRAXGRENXHFRERE,
- Description (string) - Ali%&. XHRENEIR,
« IncludeGroup (array) - Ali%t, XHABHIAE , B TI5EEME 1L M0 BRLEE ST 4,

« Active (boolean) - Ali%, WMBRIREN true , MELBE—NERXHENEZIXHRE, MRIRE
A false , ME&BIE—MUERAXHENWI X HERE, BRINRE N true,

« Template (string) - Alit, EFANIEXNEREERV B

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSY
X AHBH, SHREREFUTEMN :

« ActionType (string) : ENITHIRERRE, ALUEEUTE
1. Event : NEHERINHRENEHBFE. BE SH 0, EXTIEEUTEY :
- EventType (string): 58. BEZEIR
- MessageBody (string) : E5E#4—RBIZRIWEEXA,

& ipvid 160



SEFTF Windows File Server #9 Amazon FSx Windows f 8/
2. Report : £HFMEFERBRIRE. BT “HRE" 8, ESIIEE -

- ReportType (string) : IREHXH, BULUHEEUT
{8 : DuplicateFiles. FilesByFileGroup. FilesByOwner. FilesByProperty. LargeF
HQuotaUsage,

T~ -

1. QR — N RBE XN ENEN RS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video
Files"

}

2. QlB-NMXHRE  RTRERASXHS , AEAFZHREFASXHNERSEN B EERE,

$notifications = [System.Collections.ArraylList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video
Files" -NotificationConfigurations $Using:notifications

}

FREN-FSx FSRMFile &
MNEW X HREHFRE—NPIZSNINGRE,
S

* Folder (string) - Ak, MR RMHNXHERIEE, MREREEXHREE , Nz oH
BREXXHRE LA XHRE,

XA =
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Bl

1. REXHKRE LB XHRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen

% B-FSx FSRMFile &
EUNEXHRENE M.
S8

- Folder (string) - 4%, BEEE RN XHREN XHFKEE,
- Description (string) - Ali%&., XHREBNIHEIR,
« IncludeGroup (array) - Ali&, — NN XHHBMEE , AT ENLEM RS HL X4,

« Active (boolean) - mik, WRIREN true , X HERFHERBEREHER (BRHK ). MRIZE
7 false , M XHRBRENFEHEN (NREE) . BRINRER true,

« NotificationConfigurations (array) - Alit, —RIIFHWBEBHAEE,
« PassThru (boolean) - A%, MRIZRE R true , MIREEHEHHREN K.

-

1. B FRIER N 4FA,

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -
IncludeGroup $includeGroups

}

2. FXHRFRENEHEXFHFMBEH,

$notifications = [System.Collections.ArraylList]e()

AT 162



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

B KR-FSx FSRMFile F&
MEEXHRFBRXERE,
S

« Folder (string) - &%, EMHPMIERX 4 REM XHFREEE,
e PassThru (boolean) - Alit, WRIZE RN true , MR E EMERA XHREN R,

-

1. NSEXHRPBBRXHFRS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

EE-FSx FSRMFile &
EBEVNHERREULAEEEERNIZE,
S

Folder (string) - 4%, B2EEENXHRENHRER,
« Template (string) - #F. ENANIEXEREERN B
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Bl

1. EEXHERR  EEEXHRFERSE LA REMETHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

NHREERB S
Get-FSx FSRMFile ScreenTemplate
ZGet-FSxFSRMFileScreenTemplate@m T RMNEBH XU REPRE—NRZENMNXHREER.

e

\>

« Name (array) - AJi%, ERZNXHREERNENHEE, MREREEER , WizaSHER
XHRE LENRE XS REER,
i

1. REFIE XU FFER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

£ ¥-FSx FSRMFile ScreenTemplate

ZNew-FSxFSRMFileScreenTemplate@m T RIE— N4 REER , ZBERAXGRBEEL TAHE
SHEANEE, ZERISEEME WL XHA |, URIER P ZIRREMPE LAY ST A BB E A,

e

- Name (string) - 4%, XHEREERNBE.
« Description (string) - Wlit., M4 REERNER,
« IncludeGroup (array) - Alit, XHABHIKA , A TIEEERE L 0 BRLE T4,
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« Active (boolean) - Ali%, WMRIREN true , MBIEATREBRIHENEIXHEREERR, MRIR
B R false , MBI SN X4 ENR, BRINRE R true,

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSN
X AHBH, SHREEBEEFUTEMN :

« ActionType (string) : BERITHIRERTE, TLUEEUTE :
1. Event : NEHRERIIXHRENSHAT. BE SH i, EXFEEUATEY
- EventType (string): §8. BEHHEIR
- MessageBody (string) : E5E4—RIZRIWEEXA,
2. Report : £NFMEFERBRIRE. EE “HRE" 8t , BSTIEE :

« ReportType (string) : IREMEH, BULUEEUT
{8 : DuplicateFiles, FilesByFileGroup, FilesByOwner, FilesByProperty, LargeF
= QuotaUsage

il

1. ST B BN X HRFER.

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}

¥ BR-FSx FSRMFile ScreenTemplate

ZRemove-FSxFSRMFileScreenTemplatem T HMNEN XU REFBR—INBE NS FFE
o BERERE , RIBZERCEN X REFRETE,
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5%

« Name (array) - &4F. ERBRHXHEREEROBREEA,
« PassThru (boolean) - Ali%, WMRIZE R true , NR [E E M BRE XM RBEERY Ko

Bl
1. BEREN X R FER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

}

Set-FSx FSRMFile ScreenTemplate

%Set-FSxFSRMFileScreenTemplate@® TN B X HRFFERNEM. ( Wik ) EFNERBR
RHERGI BN RE.

e

« Name (array)-&4F. EBINXEFRFEROBREEA,

« Description (string) - A%, HERAFTIEIR,

« IncludeGroup (array) - Ali&, — NN XHGHBMEE , AT ENLEM RS HHL X4,

« Active (boolean) - i, MBIREN true , NIFERRE NENER (HLE ), MRIZRER
false , MPFFERIRE N WANER (K2R ) . BIAMRE R true.

« NotificationConfigurations (array) - Alit., —RIIFHWBEBANEE,

« UpdateDerived (boolean) - Ali%., MRIZEN true , WEFHRBFEUHERCIBOAMBINE H R
5, TN xEXHREEHT T AMEHR,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZREN true , WX EH B iZEROIZE LK K
BUI R X HRE.

« PassThru (boolean) - Alit, WRIZE N true , MR EEHEH X REERIT R,

R~

1. 6 RIS AY SR SR UM R A8 ARG

$includeGroups = @("Audio and Video Files")
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {

param($includeGroups)

Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups

}
2. X RBEREFTNEDEXABHABERENXHREF.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived
}

XEREREWS
£ ¥1-FSx FSRMFile ScreenException

ZNew-FSxFSRMFileScreenExceptionm T RBIBE— MU RERE , ZHINCBERAEATX
HREEFEFXHROMEXHEAN, XAFEREXHRF BB ENSIHRR | BIFECIIH
KX HRFPNXHRERBR B I A0L,

5%

« Folder (string)-#4%F. FRAX4REFENXHRER, FIAERERTHX4XRER
BFXHXR,
« Description (string) - Ali%&, XHREFRENHER,

« IncludeGroup (array) - A&, —4HANHEEN , ATEEATHEXH , REFETMARER
NHRE  BUXEREANRXERBPRA,

~l
1. TR TE AR M A4 61 32 S4B B S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}
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2. BEES N NHEANXHRERE.

$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSx FSRMFile ScreenException
%Get-FSxFSRMFileScreenExceptioni T AMNEN X HREPIRE— NI ZSIMNNGERERE,
B

* Folder (string) - it NFRRNUHFFRENXHREE, WREREEXHFREE , I
ZHTHRENHRELNAMEXHRERE.

=~

1. RRXHRELNABEXHRERT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. RRBEXHRNXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

# Kr-FSx FSRMFile ScreenException

ZRemove-FSxFSRMFileScreenExceptionti T MNEEXH XTI X HRERE. MBRE , &ZX
HREHFIXHRGZ U HEHINBEN R R PAE X4 HEERN IR,
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5%

« Folder (string) - 4%, ENFHIBRNHRERTE N XHRER,
« PassThru (boolean) - A&, MRIZE RN true , NREEMBRHXHREREN R,

=~

1. NEEXHRFBRXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSx FSRMFile ScreenException
ZSet-FSxFSRMFileScreenException® S RAXHREFENE M4,
S

« Folder (string)-#%. @EEBUNXHEREFENXGREBE,

« Description (string) - Ali%, XHRERENHHEIR,

« IncludeGroup (array) - Ali&, — NN NXGHEHBMEHE K ATELATBEN 4 , REFE
FARBXHRE  EUXEREAMNRXXHRFRA,

* PassThru (boolean) - A%, MRRE N true , WREEHEFHNXHRERENR,

=l

1. S X RBREEN RPN XA

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}
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VAN S
X m3E

MHDRBEXHNARR, CEIEEEEAI NG IEABERE. 2XTURFISSHBRES.
BTRELSKISFERZHAN Y  NMAEHEEEH, BHMTHEEERRAFEEALE
Ko

X R THERE
XS RER =N SRR

1. EXNEM-AETRKEMENKREEEDELEXHFN THIERE | i Data
Sensitivity"="ContainsPII",

2. RIEMN-BEDEAN , RESEEWIRAE (FIOXHEABRTERNRGRNVE ) B I XH
SEEMEE. flU, BERIHELRESEZEMBEIH S (XXX-XX-XXXX) AT LA B 333
HFContainsPII=Yes,

3. BITHE-WITHESBUAPAEXHHNAMAN, BOUREFHZETHE , BARITRETS
X, B ERRELETSR,

H\

PRTERE , BAUERATENEERERFHRREXAEERES. NARBRERKERENHF,
DREHEENX

DPREMENEEAUSEANEN ABELRE, BIMNEEENXHBE—MEHR, —1
BHRBEAN—PAVFENSIR (TTE ). fl, BEUGE— N2 RNEM , "Data
Sensitivity"HOrderedListKEFMAIBEMWEN : PublicInternal, Confidential,
MRestricted,

XEUATEMRE

* OrderedList-—MNEFFI&R , HFEEFHENFS (W, K, . ). SENBRFENRES
BRRRREER , BEAIEE,

* MultiChoice-AWMIIRAPIERZ/ME (a0 , XHFTRERNARE “WH” M 2" £K5 ) .

 SingleChoice- X AFMFITRHIEEFE—ME,

« String-&BTEETH £ X AE,

e MultiString-ZNXARE |, RETE LIED,

« Integer-—MNEE,

* YesNo-R{E ( EHR ) .
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« DateTime-B HifIatE{E,

BUHEXLAESNTRANPEEFER. IBZEMENE , AUERAZEEN ZELE D EEN T RAN
P 5| FEE Lo

2 RANY
DRANEL T B AXH D EBEHENEZE, FRAMNETAE

- BEREB RS

« NEZBEHEDEMAALE

« EWREN AN ( BPLES 4K )

o« WMIRBI N EWE EEN X, EAIER R DR

ABRDRB[LAFNHABPNBEEXREALENRER, EALNFREXHFESHRBERIAZ
X, AR DRBRBT=MEEXHFABTNTGE

« ContentString-BREFXHZKNENXEAFRE, MREBBERBENEALEE , MAERK
N BERLET, BRI FEE NE. NE A N,

« ContentStringCaseSensitive-BRX D K NENNARFRF, HAPNENENERREERN ,
BEEALEDT, Hltn , 3R “SSN” FFITE “SSN” , EFREHE “ssn” = “Ssn”s X3 F EH FRFEEH,
FRABREMXNEEENRRFREA.

« ContentRegularExpression-EAENRERNELRZER, SFECHEEXREXR ALK , iF
FERALEDT, Ha0 , EaLAER ENREX KN

« /XN 123-45-6789 It £ L £ 5 - \b\d{3}-\d{2}-\d{4}\b
« WHEARZERIWITSHEAFS © \b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-1?\d{4}\b
o EBFERMFHbul, BFESEHREMERCEE

EANEE AN PRES N PRHENM | DR NRSETREEALE , WX TS,
SR %R
SRS K BRE AT B R, (AU AL B S E SO SRR R4 10 0 B S it

T3, Hlm
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o N EEXE XHEXPHMAENHRERBHEM
- EAMBRRRRIZSED B XKD HFTE X H

o BRI LAfEAReevaluateProperty ¥R ZEFEECH ZBEMHEN X H LEITo RN REMS
Ao BAILUER A TEE

« Never-{{3&H LB M EN XH#HITHE

« Overwrite-XHE XN HRINEE

- Aggregate-FHESNEEEH (EATZEREM)

EEREM

EEBEMRNATXHXMARXHNSEEM, B UFEAEERMRALANDEXHRERREN
PR, SBEDERAN B D ENXGBEETRE , BLER ##-FSx FSRMMgmt ##%5 %
W EEEREM,

EXNXHR#TDE , EEMAFolderUsage MSEM. ATLUIEEUTE :

* User Files

* Group Share

* Application Files

* Backup and Archival

BEHE
B LLER =fARNE TPk
1. F319E-FF15-FSx FSRMClassification T M BENEIT o, XA ER F = FrH 0 =k 17 — X4

DREFIERR

2. it XI5 3E-Set-FSx FSRMClassification A FE & B3l 2 KAt EIKR. BANGIXLHNBADE
REREREET. TR ERTAZHREEEH, ﬂ?ﬁiﬂﬂﬁ’\]ﬁ:‘?&iﬁﬁ’]if“%iﬁo
3. L&D %E-EContinuousZ#Set-FSx FSRMClassification— i {E A A B AELZZTHE S 9%,

DERLEFT A NBERAXH RN EREREFTABHFNEHRITHE, XFGERE up-to-date
B% , BELEREZHNRERR,

JE
VAN

5l
oK
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Freas 288t , ATBUETE a RunDuration RRHIIZIRAVEITHNE, MRSRREEENBEARTX , M
DERFET RIS THRAREBRFHEHHHELFARE,

DRTME , B LE Windows XHFRREERPAREG XN , &F B, ARGk 2K £
+ , REFIBA XM DREYN. WERFERXHNAES KBEEREE,

DRREEE

B ERAT TR MES SRR

* Get-FSx FSRMClassification-&E& 72 M HHRZA ( RunningQueued. NotRunning,
= Unknown )

« {2 3-FSx FSRMClassification-{% Lk IF 1£3% 1T SR HERA B9 20 2K 4l
« EZ-FSx FSRMClassification-& I A 1T , B 22 3 55 5 2 i 2 Hf

ERXERSNIXEEHMESHRARK, fln, BAUEFIEXTREEERGRTREXGELEN
FREHRS,
DRmEREK

FEEXLEREXE , UBRSBMERE 45K,
1. HBEEREM
ETARNZRERFREREW , AN FSRM LFURBMBENXHFRAR.

- BAEEDEBEE LN HEAN-EFIEXANMATFENXGREZH , FEEFRKRMNTHFER
EXNE#FTNER , URIEEMNREEMBIE , AEiT2RFESKTE,

- REINBAHETSE-ETHARNSERARZEREN , ANECFEEREBXMHAR. F£ANamespaceZ
BOEANREEREN SR , MARABEEN XSRS,

« RATBEFEAXHRDE-XHRDELBLARDLBERES , BN ETFEERXHAE., HTUIE
B BN X H#TH N, BEANGRIEKBEMTERNED KSR,

« EIFFENBLZHEIR-ERETIRIDANBRETITRSE , UBERRE DX AP R &
M, BREREZMEORHEMEFTSHEEITEE,

« iRE5E LM RunDuration PR&I-FEARunDurationS By Ik B EE TR K H MRS ERE,
MRDERENBRATH , WFET—RITRETEHERKE.

o U535 KMBE- Get-FSxFSRMClassification ATRESERAEHBESEMENREEERE
S, KHETHSETERAZSERCIANRREEZTEES TR,
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2. AN it

- FRABENENRER-FHContentRegularExpression , BHHR A e E/AME R LUB R 81R
CE, EEFHREFRPBENRERNZE , BNEBHTLEMR,

- BRHESSMERN-EENECHNESREIMAMN , FTOFEeNEA4E6KEES
MNContentStringsiContentRegularExpressionBHNENHN, XH4 T FSRM EEHTHES
N XHHR B

o PEBRTHEM L HFK-Set-FSxFSRMClassification A M ExcludeNamespaceSEHER I
RERMEMTEESRNVE.

3. Pl EE
« ARNEHEHRE-EQEAN 2RI EN T REE, ERRE. SAMN4HERRKTEML
B 1o

« XHEBMEN-EA HER FRERSNMNEMENE LURMIAER, XAUBBEMEER T H#ER
By 70 R,

4. R4

- EMEFSRER-EREFHERE , ARIEDRRBETMMET , ARXAEBNEHERESIER,
- REFTEEHAN-FEEAABEEEERNT( , EMDRANURRFTHBRIERHEER,
- FEREANEE-HRTIBRENEEELNMAN , SUREFS REEN TEEM,

PEREBGD

Ea LA R AN R FIRY FSx iI=#E PowerShell i SR EIE 422K

1. BEENGT-CIENEERSEXBHEN , BT ETUSEA XN T B3R,
2. PEMNGTH-RRNEEBERRENHNBRNVNESTEEEEN B2 LN,

3. BEEEMGTS-RENMRRNMHFR (MARXMH ) WoEKEM.,

4. PERIEGT-BE. FiE, UENEESRIRE,

mE S

&
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X492 FSx i=f2 PowerShell 55513

(® Note

AP E ROIBRIZEELERXH RSN Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI EXHREWFAFEETNE LM
Amazon FSx & A AKX B L imTT = , B AT LAEA AWS CLI describe-file-systemsin
DHRBB AT Ko

BMENGT

#1-FSx FSRMClassification PropertyDefinition

New-FSxFSRMClassificationPropertyDefinition : RIBZ OB FXNXHHITOEN P EBHE
No BHENESNLT A LUEE 5 2EH N 5 Bl 4a S4B .

S

- Name (string) - %F. BEEXHNAEF.

- DisplayName (string) - i, BHEXHEREF.

« Description (string) - Ali%. XEME LAHEIR,

- Type (string) - #4F. FEBHMER, ATLUEEUTE !

- OrderedList: AIEEEMNEFIIX

« MultiChoice: MATREMY{E P 1T S IIE R
« SingleChoice: MAJRERME 1T &

e String: ENXAKRFHH

« MultiString: ZNXAEFEFH

« Integer: Hf&

* YesNo: f/R{E

- DateTime: HEAREI[EE

PossibleValueConfigurations (array) - A%, OrderedList MultiChoice, %
SingleChoice BMEENWHREHEH. SMEEHEFTUTEMN :

« Name (string): EMEBH ( HE)
« Description (string): EMER ( 7L )
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« Parameters (array) - Ali%, "name=value"#®RX N A FHFHEBN ZFEEHA,

-

1. A PIl BIECIEE IR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" 1})

2 NEREHRENREFIIRE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedList -PossibleValueConfigurations @(

@{ Name = "Public" 3},

@{ Name "Internal" 1},

@{ Name = "Confidential" },

@{ Name = "Restricted" }

3REX-FSx FSRMClassification PropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition : NEMXHREHFRR—NHZ NP EE
HE Lo

S

« Name (array) - Alit. ERZENEBMENBHEE, MRKREERZR , WiZHSRERE KRS
FHRMERBME L.

~

1o RRXHRE LNABE D RBHE Lo
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

E X -FSx FSRMClassification PropertyDefinition
ERNBDRBEEELNEE,
B

- Name (array) - #4F. EEHNEEBHEHE,
- DisplayName (string) - i, BHEXHIHERE .
« Description (string) - Ali%&., BME X HEIR,

« PossibleValueConfigurations (array) - Ali%, OrderedList, MultiChoicez
SingleChoice BN FEERS], BHEEHEFUTEY !

« Name (string): BB ( X1E)
« Description (string): ERVHIR ( ATk )
- Parameters (array) - A&, “BH=E" BXNHEZHFBHA,
* PassThru (boolean) - A&, MRIRENRN true , MIREMEHGFHEHEE L Ro

-

1. R ARE M E LY HRE R A RERY H

$values = [System.Collections.ArraylList]e()
$null = $values.Add(e{

Name = "High"

Description = "High Risk Content"

i)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
i)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
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Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

fl Br-FSx FSRMClassification PropertyDefinition
MXHBEREFBR—ARNINDEKBHEN . RBEMIBRAHE LB MHE Lo
S8

- Name (array) - #4%F. ERRHOEMEHREAH,
« PassThru (boolean) - i, MRIZE RN true , MR E EMBRAE 4 E XN R

-

1. BERENEME Lo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

SEANGS

#7-FSx FSRMClassification #11

DIEBEFHDEMAN , REEENRAAN I EBEEE, SRANBHENEHRE —ME,
S8

« Name (string) - %FE. DEMNKHEFR,

- Description (string) - ik, 2 EHMNHHER,

* Property (string)-#4%. BERENIEKBEENEN. LARHNENEMLE BT,
« PropertyValue (string) - Alit., ESEABMENE. LA IEEN D EINHE K.
- Namespace (array) - #4F. ANEANBERR XA REBHOIEA,

* Disabled (boolean) - A%k, MRIREN true , N GIEL TERRSHIAN,

« ReevaluateProperty (string) - Ali%, EEMNEHRITMEXH. TIEEUTHE !
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* Never: UHEFEFERE HERN X4
* Overwrite: EMHMENH AN EXHBZNF/E
« Aggregate: BT XA AN ERHSNEEEH
« Flags (array) - Alit, AMMEERFHKITN. AUEENUTE :
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated

- ContentRegularExpression (array) - A%, ATEERXHRNENENRIEXEHA,

« ContentString (array) - A&, EEXHABRFEZNTX D XK NENFREHRE,

« ClassificationMechanism (string) - #F. AT XH#HITOENNE . ATEENT
B :

« Content Classifier : AEMHABTHPNREFHERENKREIXER, EENE DK,
A[LAEA ContentString ContentStringCaseSensitive, = ContentRegularExpression S8R E X
ERRNAS.

« Folder Classifier: BIEXHXHRMNEN X HHITHDE
- Parameters (array) - Alit, ATHMEEMN "name=value"FRFEHAH,

T~ -

1. EAENREXENE LR LS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{z4}\b"

}

2. ﬁﬁqﬂfﬂmﬁ T*AI)IUﬂ:l}%-FFo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier"
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"
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}

3. XREMN 7 FHXMRTHENMNXHHRITOREM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSx FSRMClassification # 1|

MEN X HRGEFRR-DRZN 2 RN,

]

» Name (array)- Ai&. ERENDSEANEHHEL, WREREEEH , Wz HFHREXHR
S ERPREAN,

R~

1. RBEXHRGE LA D RAN,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

i% T -FSx FSRMClassification #M
&M ED LN E .
S8

« Name (array) - #F. BB RN B HREL,

« Description (string) - Wik, ZMNAIFIEIR,

« Property (string) - Alit, EREN D EKBEMENE R,
« PropertyValue (string) - Alit, EXEABEENIE,
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- Namespace (array) - Ali%., ZHNIEF A B X REB A,

« Disabled (boolean) - Ali%, WMRIREN true , MZRZMAN, WRIRE R false , M JZHZN
.,

- ReevaluateProperty (string) - Alit, EXEF A XHFHETE, ATSIEELTE :
 Never: RiFEFFERE HER X
« Overwrite: BTN HFANERHBEZNEE
« Aggregate: EMfTMENH AN EXH SINEEEH
« Flags (array) - Ali&, ZMNBFEHRITH. ALUEENUTE :
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) - alit, —MNEFWENREXHA,
« ContentString (array) - Ali&, — NN FX D K/NENBRFHFREA,
« ContentStringCaseSensitive (array) - Ali&, —MNHX D K NENERFRFEHA,

e ClassificationMechanism (string) - A&, —fEHP DRV FTHER, AUREEUT
B :

« Content Classifier : AEMHAHNBEFHNREBEFHRERENKEIRNER. EENB D KRN,
AILAfE A ContentString ContentStringCaseSensitive, = ContentRegularExpressionS 3K E X
EBZNANE,

« Folder Classifier: {R#IEXHXHRMVEX XHF#ITHE
« Parameters (array) - Ali&, ##"name=value"EEFRFEIA,
« PassThru (boolean) - A%, MRIZRENRN true , MIREHE R FHIMUII R,

~

1. EHUAE D EANBMANE MNP BEZEE,

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"
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}

¥ B&-FSx FSRMClassification 310
NN XHEREFBR—FEZZRDERN,
S8

- Name (array) - &4%F. EMIERE 2 ZEMN B HREA,
« PassThru (boolean) - Alit, WMRZE RN true , MR E EMIBRAIF N FT R,

~

1. BEREA 2 AN

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru

EEEMDS

3REX-FSx FSRMMgmt /& 1

MEEXHRRREERME. EEEMRNATXHRMARN4N T EKEM.
S

- Namespace (string) - ik, MHRHIEER,

« Name (string) - AJi%&, ERENEEBMENEN. MREREEER , WZH SRR EER
&

« Recurse (boolean) - Ali&, MIRIREN true , IRKXGBRERAANFENHRNEEREHE, BE
BEZEESH,

- Effective (boolean) - A%, MRIFEN true , IRRFRIEEFIEEBMNXHRNEER
., BROFEENTREZEARERXRBEREN., EEBENSH.

-
1. RRXHRELNFIEEERE M,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. RRB/EXHRNERE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty -Namespace "share\department"

¥ BR-FSx FSRMMgmt /& 14
MNEEXHRFBREERE M,
e

- Namespace (string) - ik, X#HRHEE,
« Name (string) - #F. EMRNEEREEMEN BT
« Recurse (boolean) - Ali%, MRIZEERN true , NMPIBRGBBEZRAFFEXERNEEES. BE

WRZEESH,
-

1. BREERMENAEEM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. NBENHRFBIREEREM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"
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% B-FSx FSRMMgmt /&

FUEEREZHNERRMENE, EEBMRERTXMHRBAKRIRE Secure FRER 2 KB,
e

- Namespace (string) - Alik, MHREE,
« Name (string) - &%, ESUNEERHENENR. YAREBEATXHRNIAErEEM.
« Value (string) - 4%, EPBAEERMENHE.

~

1. REXHFRERBE .

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMMgmtProperty -Namespace "share\department" -Name "FolderUsage_MS" -Value
"User Files"

}
ZESELy
Get-FSx FSRMClassification
KRREESITHXHDRIRVRS, RETURNUATEZ— :

* Unknown: ToEHE 7 RS

- NotRunning: eI RZEITEMDE
« Queued: DERECHERZ 3

« Running: 72 BRI EEH TH

il

1. BRI B TR
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

FF #4-FSx FSRMClassification
BIIXHDEETRE , ZEIBEEERNNA T XHEHERDEHRE,
S8

* Queue (boolean) - Alik, WMBRIREN true , MFFDREZHIMBIAGIA | LUEEET RN 55
BNE1T. ELHRBEAWTEES BN —& _ﬁo WMRIZE RN false HAREBE , WS IENFHRD
K,

« RunDuration (number) - A[i%, EEBUED XN B ZAINETEZ L/ Mat. BRE: -1 5
2147483, 450KME :

-
1. oK |, RERERES,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

£ k-FSx FSRMClassification

FLE X R G EAEMIEREZTEHERARY 23 4R L,
e

7

R~

1. FLEEEETHD XK,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Z % _FSx FSRMClassification

FENMHPRIBRTER. HEFENTERB T ORTHNERE (HIUORBREHFERRE ) &, FE
FHJH: Ap 'I'-' o

e
 Timeout (number) - Ak, BMEFFDRTHAESE (AN EA ) . MRBNEDRTRZE

S, NS B ENBERETAEIT. BRE : -1 B 2147483, HHE :
o -1: TRPZEE  BEROETR (BRIL)

« 0 REYFRSHUERE , TEEFSF

T~
1. TRBEF2ETK.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSx FSRMClassification
B DN EE
S

« ExcludeNamespace (array) - A&, ENDEHPHERN — R H b3 4%,

« ScheduleConfigurations (hashtable) - A%, B EEEUTEMENITNEBNKRH X
- Time (datetime): EEEMENZITESH DateTime MR ( &4F )
« RunDuration (number): BfTESA/NEIE ( Wik )
« Weekly (array): T/EREUA ( Wik )

Monthly (array): —MNAFMJ/LREA K &xE—XKEMA -1 ( 7lE)
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« Continuous (boolean) - A%k, WMRIRERN true , MSRAELEE SRS,

e PassThru (boolean) - Ali&, WMRIREN true , MREEHEH D KEEN R,

-

1. BREED 3%

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMClassification -Continuous $true

2. REBEEZETORNFER.

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. REBEE B E BRI A E it &,

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}
$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

}
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RS

FRREREXN NHREERBRNFR DN , BEETBEENEAER | R T A7 RS BRE XX
f, FUREXHERRBNETER. BRUEKRSHRENBRE , AT XERENR, XHERE,
EEXHF. KX, XHTHEENEHERBR.

RERE

BA L RIB A TIRERE -

* DuplicateFiles
BEE 4RI FLBERIRFINBHBEN XA, ERALRETUEREETLEFRZRNITRY
fro ZREFMEENHAGE—E , AR TEIMBRES XHTIRERN EZE,

* FilesByFileGroup
BRYMHARARENXHHRTOE , HETREBNXGANFHBEBR. EALRE T T #HLX
By (X, Bk TRITXHS ) SN EFEZERS,

* FilesByOwner
BrAENXHHRTOE  AERENAFHEASANFHEER. ERALRE TR S BF#EZR
RENAF , AELH S BEEERARER.

* FilesByProperty

BORBHENNHRITIA , AETENINERENNHERENFHERE. ERLHRE TURE
DRRDINMF , INBFEHBRERD . SIIRREH, REERERX XHERT DR ZHAN,

* FileScreenAuditFiles
Bt P iR B AR T AROE B SO R R R Y ST RV S TR AT N o R 4R 5 AT DA MG 42 ST 4 T it 3R
BEVESTER , FRBIEEEHARFREZNOHREHNAF

* FoldersByProperty

REBRMEXNNHXRATIA , ARTESNEHENFMERE. EALRE TUEXHFRARS
MEEERTR , AP X, BRAXERNAERFH.

* LargeFiles

FIHEREE R/ NREN . ERLRETORAR SAXEFEZR B ATRKNFE, EHSMIR
X REY Ao
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* LeastRecentlyAccessed

P E R ERBA R T BB S, (5 L3R & AT BUR BI AT A RS Sk B 2 BB A R AR Y 17 6 B Y JESE
o

* MostRecentlyAccessed

FIHEREE XA RE X,

* QuotaUsage

EREEREBESANXARNEFEASITER. ERALLREREZE SR BT B IR H4Y
XULFE’EO

REHN
BULERSHRANRE , ENTRERNVAHA

* DHTML-317 HTML 43 , EBHIF NI IREFREIEE
« HTML-E@ &R A X B FERH4AES HTML X,

« XML-A T RELEBNLERCETERR.

- CSV-AFSABRFRIBNARFNESREKR.

o Text-AXAREN , BETEFILE,

AN EMREEESHER,
REANMER S
5T A B R P RO T (0 PR AR R 5

1.

REARE-QIRBUEET , NPT —R. EAXREAREHTIEE DM BEER, KEXRE
REREXR , IBRELEENR. BETE I REARE , XAEATENEHREE-—IMFRE

U RRE-BEREENNAREDET, ERITIRERITEREZMEMERE, EILUFHR

ERZFNEBASBRAERENRBIZT, TESTRIREAEXHEE , 1w AEAFF#H-FSx
FSRMStorage IR &M T EREFBETXLERE , MEAEZTEFMENE.,

EEETHIREG
BIEBITRIREF , BB AR T ZRE :

RS 189



& AT Windows File Server ¥ Amazon FSx Windows f FER
- BEIT-ITRIR S IREERERN TR E B 31ETT,
o FHHNIT-F TIHIT1B-FSx FSRMStorage I & FETiHRIIRE , TEEETENE,

&) LA A SR IS 1R 4R 5 U AT 1R IR EL-FSx FSRMStorage R , AR BIR A
H R FERE

FSRM £ F#HRER , HEXHRREFIXARENRMINLE, BEHRXLERE , EFERF XM
RENEE DS #E,

R F RS
1. FEANTEEENRHFEE DS #=E

\\file-system-dns-name\D$

fign
\\amznfsxaallbb22.corp.example.com\D$

2. SM%iZ StorageReports XX, WX HKITEHRRERBMNITAHALN FXXHX,

(® Note

WREE DS HEFEEERRR.

RS REREK

BFERBATREME  BREFHERGORENRD
MR R EM

FRRENERRRRHRERYN , BN FSRM L3 #H KEX .

- REIREEE-EANamespaceZ B IRERFIERENXMHFR , MARHEBENXMHRE, AKX
BEREMTERERR , AIRREEHRN I BETRK.

- EFBENREZHFRE-ERSFIRONNERETIHRIRE | U KREMED N ERENE, B
REZHE O RHEMEFESHRZTRS.
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- REAENRE-EFARESHEREHLREIN TRENKIE. 0, ®RELargeFileMinimum}y
RAESRHAENXXHNE L MARENET 1MB B934,

- £/ RunDuration BR#l-i& ERunDurationS AR LR ES TR ENE KHF MR EMHEE. WRIK
EREMBATR , WFETRRITRZETEHREE.,

- BERIREMEE-A TIREL-FSx FSRMStorage SR S EREFTES KETRI T RET K. MRIRE et
B, AIERAENMREEEIREETHER,

Rt
- BRI R TN RS REFROMAR BT, REESFABRETRE | I ST
SHT R BABEXH-FARE

c EHMEXIWN-AEA— N SmBZRERSNMIREREN , BLIEZEEZMReportTypeEHENR
&, MAREMMNRE, XIHUEES , @H FSRM REEH/H KB REMW,

« BXHEAFE-ERANHERASHRRENE/RRERENMRE £, flm , £ A4,
ERBARIIAN A, BREEXHFNEEXAHFCZRIMIRE |, AEFHE THEEFFEEERR,

- MADREM-EMAFilesByProperty R ERBEXHM DR DT, XRETEFZLHNE,

- EHFERS-RINEAFERETERANBFESRRETH. AELAEEARERBEFERERR
e, REFTHNE

- FHIBRE-REXH2EERANEBMABRNF SRFMEER. NREXHFHEREBEER , BIR®N
FETBEENRRS.

o HRIZEBN AR G- EXEXBEUNAREGEE , AEURITNRAN I RIERGEERE™
AL R,

FRREEENT

BRI LA R AN RIIM FSx i=#2 PowerShell in B R EBFHERE :

1. REELDT-0IE. R, EANPBREFEREEE , XERBEEEESTHRSE. AHETHRE
DOSE-S= o0k - e v

2. REWTHS-B3. FiE, EUNESEFERREER, FAXEGTRBEZTHREFEE RN EEZ
TRV IR SR,
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1% & FSx iF2 PowerShell s S 5I&

(® Note

AR HFHE RHIBRIZEELERXHRSEH Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI EXHREWIFAFEETNE LM
Amazon FSx & A AKX EI L imTT = , B AT LAEA AWS CLI describe-file-systemsin
BHRBB AT Ko

BREENLTH

£ $7-FSx FSRMStorage 3§ %

¥TEFSXFSRMStoragetfi & : SIEF@IRE , AT o MIEEB FUER — M SR ERE,
S8

- Name (string) - 4%, FHIRENBER
« Namespace (array) - #4F. EDMHNRBHXHRELBEHAH, B IEESHEANRE
o XHREE
o XHFRSE, HlIn | [FolderUsage_ms= “F F T4
- ReportType (array) - #4F. EERWIREXRBLKA, TEEUTE :
« DuplicateFiles : REXH X/ NMUNBRBIES X H
« FilesByFileGroup: #XHARK G BB XH#HITHA
« FilesByOwner: IRFFTEEXN X H#H1T0 A
« FilesByProperty: B9 EBMXN X H#1T04H
« FileScreenAuditFiles: ¥ X4 FEFEMITH
« FoldersByProperty: HEEBMEXN X HR#HTHH
* LargeFiles: 3B 18 E K/ DRER 4
-« LeastRecentlyAccessed: ¥l i &iF AR5 8] 3 B9 34
« MostRecentlyAccessed: 5| H T iF RIS H X H
+ QuotaUsage: EREHFERABEREITER
- ReportFormat (array) - Ali%. HHENEAE, ATLUEENUTE
* DHTML: 3575 HTML #&=
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« HTML: 875 HTML =X
« XML: XML #&=

- CSV: E5 7 RERKR
o Text: HXAER

« Interactive (boolean) - m[i%&, WMRIKZE RN true , WERRBERIRE, REXNIREXRCERLE
EL

« ScheduleConfigurations (hashtable)-BRIFHRERRERH , BN HXED, BEEFUT
BHENITRIRENRHR

« Time (datetime): EEMITZEITESH DateTime XK ( 4F )

¢ RunDuration (number): E{TESH/NEE ( Ak )

« Weekly (array): T{ERERAE ( Wik )

« Monthly (array): —MNAHWJ/LREA , -1ATERE—X (i)

BHETRENSH :

« FileScreenAuditDaysSince (number) - Ali%, X F FileScreenAuditFiles k% , BIEEZE
HiTEHN R

« FileScreenAuditUser (array) - Alit, ¥ F FileScreenAuditFiles % , EEBETESEREF
WAPKFHE, REXERAFERXHFENTHITL2BEEN,

« FileGroupIncluded (array) - A, X F FilesByFileGroup k% , EEEIIEMLE XA,
« FileOwnerFilePattern (string) - A%, XJF FilesByOwner % , IEEA TifikLE R X
HER,
« PropertyName (string) - AJi%, X F FilesByProperty k% , EEBENDHEKRBEN I EE
i 8

« FolderPropertyName (string) - Ali%&, XfF FoldersByProperty % , I8 E BN 5 HA4KE
B SR

« PropertyFilePattern (string) - AJi%, X¥F FilesByProperty 1 FoldersByProperty , ¥&7E
P T ik s R S HES

« LargeFileMinimum (number) - A%, X F LargeFiles &5 , EEZFPXH RN (UAFTHE
),
- LargeFilePattern (string) - Ali%. X T LargeFiles k& , EEA TIHEL RV XHFER,

« LeastAccessedMinimum (number) - A%, XJF LeastRecentlyAccessed R , iBEEH LR
WA AR B B D R B
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LeastAccessedFilePattern (string) — Ali%, XIF LeastRecentlyAccessed k% , 5

TiREE RO XHFREN,

MostAccessedMaximum (number) - Ali%, XfF MostRecentlyAccessed & , FEE B LIXTFR

E: - H N

MostAccessedFilePattern (string) - Ali%&. XJF MostRecentlyAccessed k% , I8 EH

TR RE AR

a:

QuotaMinimumUsage (number) - A[i%, X F QuotaUsage #R% , HlEEES RN REETFEA

Bk,

-

1

BIEEARXHHRE.

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1) # Run on first day

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace "share
\data" -ReportType "LargeFiles" -LargeFileMinimum 1Q@@MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}

2. BEE SR ZRANKANEAEE X HHRE.

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {

param($schedule, $namespaces, $reportFormats)
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New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

3. QB AT RERR S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

JRER-FSx FSRMStorage &

2

FREIFSxFSRMStorageti & : NENXHRERR— D RSB FRIBS. BEAXREEENRSH
FAE R

S .

« Name (array)- Wik, ERRWREZHHA. NREREEEH , WZHSHFREXHRE L
WA EFMIRS.

~

1. REXH RS LB FERS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

¥ BR-FSx FSRMStorage 2¢3R

M BR-FSx FSRMStorage & : NENXHREHFRR— NS MRS, BT ERBRZ A EEETT
:OEiG=p

S

- Name (array) - &4%F. ERROIRESHRHA.
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« PassThru (boolean) - i, WMRIZERN true , MR E EMERAIRFTIT R,

-

1. BRENFERE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSx FSRMStorage Report
S

« Name (array) - &4F. EBIXNREBHHA.

- Namespace (array) - Alit, ESTHRBI XM RERHE, BOUUEESHEREINRE

o XHREE
. XHRDE, Bl [FolderUsage_ms= “FF X4
« ReportType (array) - Ak, EXRMWIREXRBEHKA, ATIEENUTE
« DuplicateFiles : REXH X/ PMMARIRINEEXH
« FilesByFileGroup: X HARK A BB X H#HITHA
« FilesByOwner: IRFFTBEEXN X H#H1T04A
- FilesByProperty: B9 EKBMN X HHTH4H
« FileScreenAuditFiles: 5l XHFiEBMITH
« FoldersByProperty: HEBBMEXN X HR#HTHH
* LargeFiles: 3B 18 E K/ DNRER 4
« LeastRecentlyAccessed: ¥l i &iF R4 83 B9 34
« MostRecentlyAccessed: ¥ & 183 A 34
« QuotaUsage: & REFFEABRGITER
« ReportFormat (array) - Ali%k, MHERNOEE, TLIEENUTAE :
* DHTML: 3575 HTML #&=
* HTML: 4 HTML 8=
* XML: XML #&=
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¢ CSV: E5 o RERKK
e Text: BXAEBR

ScheduleConfigurations (hashtable)-BRIFMERRERNM , BN RN KEH, SEEFUT
BHNITHEENRER

« Time (datetime): IEEMIZITESH DateTime R ( 4F )

« RunDuration (number): BfTESA/NETE ( Wik )

« Weekly (array): T#ERBHA ( Tk )

« Monthly (array): —MNAHW/LRHA , -1ATHRE—X ( Wik )
PassThru (boolean) - Alik, MMRIREN true , NREMERFHHREBI Ko

BETRENSH

FileScreenAuditDaysSince (number) - Ali%, ¥F FileScreenAuditFiles k% , BIEEZS
HITEHH R,

FileScreenAuditUser (array) - Ali%. X TF FileScreenAuditFiles k% , EEESTSEREH
WAFKFHE, AEXEARPERXHFENTHTRXEEEN,

FileGroupIncluded (array) - A%, X T FilesByFileGroup % , IEEETEWL 44,
FileOwnerFilePattern (string) - A%, X{F FilesByOwner k% , EER THELE RN
HE=R,

PropertyName (string) - Ali%, ¥ F FilesByProperty 8% , IEEEEN D AKIBEN D EE
.

FolderPropertyName (string) - Ali%, XIF FoldersByProperty k% , EEEERN D HKE
MY R 1

PropertyFilePattern (string) - AJi%&, X¥F FilesByProperty # FoldersByProperty , ¥&7%E
PR T ik 45 RV SR

LargeFileMinimum (number) - W%, ¥} F LargeFiles IR%& , HBER/NXH RN (UAFTRE
i),

LargeFilePattern (string) - Ali%, X F LargeFiles % , IEE A T ik RHXHER,
LeastAccessedMinimum (number) - AJi%&, XJF LeastRecentlyAccessed R , iBEEEH LR
T R AR By B /N R B

LeastAccessedFilePattern (string) - Ali%, X¥F LeastRecentlyAccessed k& , IEEH
F RS R XHER,
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« MostAccessedMaximum (number) - A1, ¥F MostRecentlyAccessed k% , & B LIXiARE
PARHY B K R ¥

« MostAccessedFilePattern (string) - A&, X F MostRecentlyAccessed k% , EEA T
TR R ST ER

« QuotaMinimumUsage (number) - Ali%&, X F QuotaUsage & , BlEEESVIENREEIAEA
Batt,

T~ -

1. EHUEHREN BRLIENEN,

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)

}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}
REHITES
FF #4-FSx FSRMStorage &
S8

- Name (array) - #4F. EFRNIREBZHEE,

« Queue (boolean) - Alik, WMBRIRE N true , NRFIRERINBIAGIA | LUEEET RN 5 28R
51T, HEULEAEHERAMN AT EIRE &N —#Bi1a1T. WMRIRE R false HAEE , NIREFIZENF 3.

« RunDuration (number) - Wik, EEREEBCEZINEITZ D/ Mat. BRE : -1 F
2147483, 45KME :

© 0: BITETK

- -1 ETERECH

MRKREE , WETEEEK.
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Bl

1. MBI R R EFER S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. XY B St E REM FE IR ST HRA

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4

{£1E-FSx FSRMStorage 23R
S|,

« Name (array) - #F. EFLHNIREEHHA,

-

1. FIEENFRERE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

& EFSxFSRMStorage%$ 1R
S|

« Name (array)-&4F. EESHNREBHHA.

* Timeout (number) - Ak, EERETHFEESSTSREE (PN EN ), MRBERERER
BZASH Wt 2RE , BREERRBEEREET. BME: -1 3 2147483, #HEE :

- -1 ERHFESF , EEHRETHK (AN )
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« 0: RELHFRSHIUEERE , EREEFH

-

1. BRI EFFHERE T,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"
}

MHEEES

TS5 FSx Mk Windows X IRS 288 F 2 ¥ FSRM XHEEES, BER , B UAEAEEXHREN
Fin R R E P i it E AL LA AH) PowerShell S8 S RSZMELAH |, HlBIEFRANRE K,

Flan | AT AERAE P iRt EYL LR PowerShell BlZsk :

o RIFEEFE R LRG0 E B RFHY
o I BRIEE IS 4R BB HA RO 4R 22 UM
- BREIXEERXHGEF T FEHEE

A LAEFAGet-FsrmClassificationds i B X4 E M H AR TBE R EUR 4%,

EMNEF % PowerShell #1517 FSRM 2B M HEM FSRM tHiE , BERHRITEVESMEZERET
FSRM,

FSRM % &

FSRM RERHERSGTENEE , AWEAENTAHRLDREERE, FRXERENRES FSRM &£
MHERGHFWETHER , AREMINEUR L EIRE M4 TFE SN 2 ME E.

RER D
FSRM R B2 R =3
XHRBEI

HAPZHRRFHREN XMHRERBRNXHN , XERFFITRIER, XEFEX TR Fik R g
MEFERUARRNEEZHRERERNNXHRENAFEXRER.
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« ReportFileScreenAuditEnable-ftig E#EH FSRM BB IERXHHEEMITH. MRE
B, FSRM R IBZXHREBMITH , FileScreenAuditFilesiRE AL E REMEE, &4
MBRALRESEEANEREFRIRE.

« ReportFileScreenAuditDaysSince-ltiZ BRI X HREFTFRIRENIRMIANESTE. HEEQ
EFileScreenAuditFilesiiEENRBIREERMZ A , FSRM 2 ALE, REFEHHNIKIA
B (630 X ) IHRKREMETRIENEATH , MTF2ITEISHNHLHIE.

- ReportFileScreenAuditUser-lbiRERHESEENHREFTRREFHRINAF IR, H&B
EBIEFileScreenAuditFilesiREMNKRIEEETEMLEA /AT , FSRM FEAL IR, MRER
zZ MEIAMBRT , REFSERERAF. BUUFEALRENRENE/KERENA AR

fr

MINRE TR

RARERERRERHRTETEERESHNBER T RFRBREREANE. SERINMERL TR
HHEIR , FAEARTHELURE 2R — B,

BHRERABEMEXRNMIANRE
o AKX #Hi#E-ReportlargeFileMinimum i%EBRIAN R/ XHE KD
HReportLargeFilePatterni®BERIAHERITIEES,

« BRI XHIRE-ReportleastAccessedMinimum iRi&E B LR B AR ERIAKER |
HReportlLeastAccessedFilePatterni% B BRI\ X HE X T E T,

R Z 1 X 3R 5-ReportMostAccessedMaximum R iE B L)X IA [ ARBRIN R AKEK ,
HReportMostAccessedFilePatterni®EERIAM ST E R T IE 2T,

- BAAEVHHNXHFIRE-ReportFileOwnerFilePattern iR BEIA X ER FFikas
HReportFileOwnerUseriR EE TS RINAFFIEK,

- BEMY| B SIHIRE-ReportPropertyName i BEE S MR INDEKEH |
HReportPropertyFilePatterni®EERIAM XHE RIS E ST,

- BXHASHENX4IRE-ReportFileGroupIncluded iREEEE M AN BIATIR,
- BHEABERIRE-ReportQuotaMinimumUsage REBINNRKEEBEFEAT LD

RSN  KUUBIERSTRETRABEESHREBEXLERNETNEMN -1, RIYBREEE
i, £RRMINETER.
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& = BR

RERBREZFHFRBREFIENHEATE R, XERFERNEM

1. MR EE-REBEPNTE BT LEBERCRAKNBDERFEEISHNRERF. 2HEFTD
NHHARBERETRBZZD NS RTR , AESHWMREEEE,

2. RENTAM-ZERTANRENBEREFEN D, RERFTHRB/EHENETREXHHK
=

ERBLR EX RS R E R B S

« BARRFI-ReportLimitMaxFile REVMEMIREFHIXHEL , T HEKB MM,

* Per-report-type PR#l-#& fNReportLimitMaxFileGroup ReportLimitMaxOwner., ZZEHi%
& , A&ReportLimitMaxPropertyValuefREESTEEREMREXREPHNEHA. FEEIEM
ENHE.

- FARF|-EWReportLimitMaxFilesPerFileGroup ReportLimitMaxFilesPerOwner,
MZEMWIKE , ReportLimitMaxFilesPerPropertyValuefR#EREFENEAFERZINX
#,

LIRER BRSNS , FSRM 28E EASSERTHARSREXBSHEXNTE | AERSPIEHE
SRBIBR &,

FSRM iR B

EALBEATFRENBRLBRENS S, FAXEGSHERSTTEN FSRM TR,

FSRM & & FSx iz S 5K PowerShell

(® Note
AR FFTAE ROIEBERIZECLXEHXHRSEH Windows Remote PowerShell i R E X T iZ
$FSxWindowsRemotePowerShellEndpointZE &, EA U EXHRENIFAEETNE LN
Amazon FSx 1###| & PR B LIRT R , AT LAEA AWS CLI describe-file-systemsdn
SHRIBLKET S
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Get-FSx FSRMSetting

Get-FSxFSRMSetting : RENMHRE LWL HRFSHBRREERFRE. [UREI A LAER Set-1&
Y 1% BEFSxFSRMSetting.

S8
7c
w4

1. RERFIALHFH FSRM RiE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMSetting

}

Set-FSx FSRMSetting

Set-FSxFSRMSetting : ERNHRE LN RAXARSHAREERRE. XLERENFERRER
HERIAEFH2H FSRM 1T,

S8 .
XHREFKIZE :

« ReportFileScreenAuditEnable (boolean) - A%, BHXHHFEAFITEHREIEE
FSRM &,

« ReportFileScreenAuditDaysSince (number) - Al[i%, 4 X FileScreenAuditFiles R & &
BXHIHRIEERITHHBRIARE

- ReportFileScreenAuditUser (array) - Wi, E@ETE FileScreenAuditFiles k& FHIBRIA
APtk PSR EA,

MINRE T RRIRE

« ReportFileGroupIncluded (array) - Ali&, RINMER TESEEREPHXHABEHREKA.,

« ReportFileOwnerFilePattern (string) - Ali%, FAIEERENRIAXHER, ZIFBEHAF
(*F?) o
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* ReportFileOwnerUser (array) - Ali%. FIEEMERIGHRA H\ AR BN AFHE,

- ReportLargeFileMinimum (number) — i, KXHIRENRINFR/PXHEKRD (AFTHE
),

- ReportLargeFilePattern (string) - Alit, AXHIRENRIAXHERN, ZIFBEHAF
(*F? ),

« ReportLeastAccessedFilePattern (string) - Wik, HEERD I XHIRENBRIASUHE
Ho XFBEM (*M?),

- ReportLeastAccessedMinimum (number) - Ali%, B _ERIGRIAES DB X4 RE SORBRIA
RN KE,

« ReportMostAccessedFilePattern (string) - Ali%, ThEE&AKH4IRENBRINIHE
Ho XFFBEM (*M?),

« ReportMostAccessedMaximum (number) — Ali%, B LXIGEEHANXHIRE SURBRIAN &
RRE.

- ReportPropertyFilePattern (string) - Alit, BMREMWEBRIAXHER ., ZFEER A
(*F?),

- ReportPropertyName (string) - Ali%&. BHREHWERINE BT,

- ReportQuotaMinimumUsage (number) - A&, BEFEARBRREHNRAREETERAES
ko

REBRFNIRE :

« ReportLimitMaxDuplicateGroup (number) - Alit, EENHREFTENEE XH LN K
RBE,

* ReportLimitMaxFile (number) - A%, FERREPTENHRAIHFK.

« ReportLimitMaxFileGroup (number) - A%, EGESEREFHXHHNTATE,

« ReportLimitMaxFileScreenEvent (number) - AJit, XHREFKREFTENRAIHR
FEH8.

« ReportLimitMaxFilesPerDuplicateGroup (number) - fit, EEXHHREFENEEA
Y B K ST B

- ReportLimitMaxFilesPerFileGroup (number) - ik, RXHAREFIHAXEFENIX
48 B B R ST

« ReportLimitMaxFilesPerOwner (number) - fi%, FIEEREFHU X GFREBIEENRAK
XU

FSRM R i& 204



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

« ReportlLimitMaxFilesPerPropertyValue (number) - Ali%, &REMREFTEHNXHFFHEN
B M E MR A,

« ReportLimitMaxOwner (number) - Ali&, RFFIEERSEXHHPIENRAFMEERE,

« ReportLimitMaxPropertyValue (number) - A%, BHREPESEEXHFHNEHEN T
RBE,

- ReportLimitMaxQuota (number) - Ali%t, BEEEHEHIEAERIRE PHHRAETI.

HtRE

« PassThru (boolean) - Ali&, MRIRE R true , NREEHEHREIT R,

-
1. 30 KT ERKEBRIAXHREFTIT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru
}

2. RERMINNAXHRERE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

}

EHAE

UBENH RS LB A FSRM B, AWS FSx Windows I#HE%%&%EEX?#MIE/EE’JE’J%# BE,
HEHELZXBEE BN ER (AWS CloudWatch BHES AWS Kinesis Data Firehose ) , X%t B &A%
BB YE IR FSRM 84E, SRR HET XHEEFINFITRER,

FSRM ig& T4

WMIRENHRSE LEA FSRM B, AWS FSx Windows X4 BRE B2 EFE4 A FEEEIEEREBEDN
BWHh, SIEFEUTEH :
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« XHTERBA-SAF 2R TFHERSHFBENREN X RB R ZE XA
- BFSEERA-SESREARRIERSHBAIRFENEEHE

« FSRM RSEH-BIABHIRE., RSHERMRERE

5| FSRM B &

A FSRM BEMWAZEBURFEEZ A FSRM BRELER B #F -
CloudWatch B&

SMEEIEER CloudWatch BEH , EFAFZEHFHAPEFTRAER. LA LEA Logs Insights B3,
1% FN 9 47 CloudWatch B , HiZ & CloudWatch ZiRk LUB A4S EEH,

Kinesis Data Firehose

BIHR A BB Kinesis Data Firehose &R PECER B #5 , 420 % S3 AWS . Redshift
j?.ﬂﬁ%o AWS OpenSearch A A EFA SEBHRTRERN TEMRSFZ KB 2 M A E.

= L2 FH ==
AEERHT RSB RREEE RS step-by-stepRfhil. KLERFIER T MIAE XN
FSRM hALSRARRAE M X A B AR

(® Note

ARHHE RHIBRIZEELERXHRSEH Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI ENHRENFAEETNE LN
Amazon FSx ###| &P KB LIRT R , AT LAEA AWS CLI describe-file-systemsdn
THREEARET R,

1R i (A

LR BISEBA A B B , By LR FE BB Xk E BN 10 GB BYZE(E,
BERNXHFREBERE , FITUTRE

1. BIERFIN 10 GB WHERLER :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "10@ GB hard
limit for department folder"

}

2. (A& ) EREHFARMERRR 85% NREREA

$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)

Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}

3. RIMFESEHE :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

158 P S 4H PR 45 E BY SR 3R B

e R 505 B ANl 2 A BRIA “Audio and Video Files” JX#F4APFHLE A PR S A 050 SO AR 17 Bl 55
AR

ELER

i
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EFEAXHARSIXARE | FHRITUTERAE

1. SIB—1PRBEEFMAAF4FEIXGERER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (HWit) BHNHRF  UEEAFZHAREWE L FRINER

$notifications = [System.Collections.ArrayList]e()

$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "User attempted to save blocked media file"
}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

}
3. RIEXFRFREECEIR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"

RBI M 52K Pl 47

HRBIEBNARZ RS ERLRE BN XNEHREAXNTENASTHER (PI) B,
FiRFI MK PIl B3, AT TRE

1. N PIRIEDREMN :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedlList -PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" })

2. PIEZRANURAHLEZESH

@ Note

BUF EEN AR XA R R H ZE A A XXX-XX-XXXX X FE= AR, AT
EZRERAEEFMEAFAS SRS *.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"
-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

Bk

3. BITHE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

4. (Wit ) BEESDRUBINHXHRITER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

5. RERE (1 RRETHK)

ELER

i
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification
}

6. ZRZTHE , BULUETHE Windows X RREEBRFFARET XM , GREMN , REERDR
BRI+, REBIRA XN D REME. LEMFERNHNAEIREEREE,

XA IR RE R R

I 7R 515 BB A AR L U RV B IR R BN X HHT9E |, REETLUHEBEREF K
PowerShell Bl A — &2 A T 7 R4l BR S04

BEHNHCIBRE R , FHITUATRE
1. NREHEEDREM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
2. ATENEREHEIZEDRAN
« DRBXH XHRTHUEEXHFRE 7 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}
-« M XHRTHMSIERRE 3 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

ELER

b
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}

BRI B HEABRHITAEHBREN “REHEF 2RXNFHFH, Ak, BF
FClassificationMechanism "Content Classifier"#flContentString "Retention
seven years',

3. BUARUNRARERM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

}
4. (W) BEESKDRUBIINHIX4HTOE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

}

5. RERE (1 RRETHK)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}

6. DREHE , BULELHE Windows XHHREEFHFEHREGI XM , BREY , RBERES X
BRI, REFEIRA XN D REMS. LERFERNHNMEDREMEREE,

7. BEREBXNNHHITORE , B LERZE K PowerShell BIZSR#E X4+
KIRetentionPeriod B M MMIRX AR T FHIMIBR. Hla0 , ERSHHE X4 REH /AR
FHREEREHSREITHER, BXEZER , HEH XHEEES.

REFEAEMRS

AN BUACIRRNERNEERE | A RENAEEXHFRS.

RXHHRE

LRGIGIZE— A ERE , ATIRAAT 200 MB B34,
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BEOBANHRE , BITUATERE

1. IR RIBY AR S -

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1lst of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace '"share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}

2. (Mhk) MENLSEITIRERTNS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"

BArE &S W RS

RplIeIREEARE , ERAFNEMEERBR.
BEEMAERGOEXMF , BITUTERE

1. ERBEERGIEITRINHG

$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)

ELER
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New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (A& ) MELETHRERTNE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"

BEMHAEE DS HERGRERNIRE, BXEZELR , BHRGREFHERS,

£ Windows X AR%588 £ FSx BB 7

NHRENFHREBIEMBEFEWEE. FHRE  UREHEENESES (SSD ) iHH SSD
IOPS 2., AIMERIEXHRENURVEZS , BEXERBEUARXGRETHESD , UKATE
AHFELOERE. BYMNBEATEER , THROMAEA AWS EE#ZH & AWS CLI. H Amazon CL FSx
| 1T E 2 PowerShell REE X4 RE M F 6 M 5176 MBI B,

FA

o RILTFEHERA

- EEGHAE

- BEEXHREFHER

- &¥ SSD IOPS

o B E S BRI BRR K7 AR A

- EEEFEMHESR

- BNXHREFEHEE

- BIEFEASEEM

« AWM FSXEAT Windows WX RS BENHRENEREE

o F¥ FSx & T Windows X REH 1FaERER

- BEREFHEBEN

- BEHFIXHFRLH SSD IOPS

- BIEWMEH SSD IOPS EFH
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& AT Windows File Server ¥ Amazon FSx Windows f FER
- EEEEHIEMBR
- ESHERBREEHE

AL A
Ba L EAER FSx T Windows K 17 B i ik I SR AL L 176 B AN

EEERBIEI — FSx SEATF Windows File Server 12t 7 fpF X R | BIEZIEZNER (HDD) MES
Xz 8 (SSD) , ERAEB B ITIRAL cost/performance LB E THEREFER, HDD EHEE RN ZH TR
Hmigit , BFEEER. AFASMIIAZURABEERS, SSD FE N HEES. NIERZRBR
W ITEAZEMIRLT , BEHEE. BEELEIEABRNBESTNARER. BXFEEBENGREY
RENEZEER , BZR FSx AT Windows X RS ERHI HERE.

ESHERRR - REABEETERFEIREE  XSENBEFERE. S0, ARXARETUERE
B—X#HHNZIER , HSIMAFFE. REFTRAZETUEE TS EE NI NEBRAFBRETENZ
HHS . B BRI XHRETT R ESBIEMRBRINGEEREELREFEEE. FRE , EEHEMRR
REM-—RBEENEELNS , NTMAZIBDIERZSRNEE, BXRXESBURMR RIR MR )
Amazon FSx X REF B EEBFENBRIENESFER , BSRET EE BIEM BR R EF# KA.

EREHER

BEE M ER FSx AL , EATLAE AN for Windows X4 RSN EHEBRE, B UFERIT D% FSx 2
#l&, T 3E FSx APl 5 AWS Command Line Interface (AWS CLI) R ITILIRME, ITRIIBIME#ES
ENEEZRNERSETHRANEELMEESE. TH# Amazon 111 FSx A BFHE AR E- MUK
BRIRFHAEEMBERVHE, EAUMUEBNMNGRENEHERIE T8RP FREE.

@ Note

T 2019 £ 6 A 23 BB RIZRI MRS , HEM 2019 £ 6 A 23 HZBISIBIXHRS
HFHPREN GRS , TEENEFREE.

L IBE I Amazon FSx XHREWNZEBER , Amazon FSx £ EBENEN XHRERIN—AHFH

W, BEANEE, FSxAE , Amazon EEBETEMELILRE , LERANAXNEHEM BRHEETR

BFHE, BEFHEXBENEMER  FHAELCTESZSE/LNNBJLRANE , N TEAZEEN M
MFEM, FLACHE , FOFERARLENEM , RAINGRERZNTRTEEERE LI ERT
S, SEXHMAFEEEBRN THER Amazon BIEEFMEYT RIEZNHE 1 FSx BERTHIRENE B FME
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HRE. FRALLERFTBEESREHEERE , FNEARFRET 2ANEREKFE, HEHEEER

RfE , BREAFNEREENR,

TEERT Amazon B IXHREFHEBEN FSx EANREFHENEES R,

Step 1: Storage capacity

increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

F?,J(n i
|

l((((( —

‘ e
— — —
e — ———
. ——— e B
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes

Ll

liany
( Trrry

Step 3: Amazon FSx migrates data to larger disks.

AL LLL
FSxa .

LLLLL

800 GiB
Storage volumes

R LMERL D # FSx %14, CLI 5 API BERTIRERTFAE LML
IOPS EMM#HE. BXEZER , FEH LIEF/ETEEM.

Step 4: Amazon FSxremoves smaller disks.

B
gy =

LA Ll
TTnTT

(i

=]
(=]
(=]
©

Storage volumes

\

BSEEFHABENNESER
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BREMX G REFERBENTFTANEH

UTRENFHEREENFEREERN/LNERSM :

o [UEM  BAENMNHRENFEREE  TEROEREE,

- REEE  BRENNEFRRELAEDANHRELTFHBTEN 10% , RRAFENR
65536GiB,

- REFUHBTE-BERNFEREE  XHRENKEFTLBTELHN 16 MBps, XEZRNFHEMILS R
rE-IMNEHEBRERTRE,

« FXEBMAYEREE ;£ LLREMERE 6 NMITRFFELCIRTA ( LRKBREN & ) 287,
TEH—SENNHRENTFRETE. FRRCTEFE/LNNAILRNEESBETK. A TEKX
[RE#MAE TR EFHELCAENRE , RMNBWEENFERBTE BN RENTLRED (£
FHRTBTRCETUAERELESD ) , AENHFRE LRESKENENFHEEE.

(® Note
REXHREGEHTRSIEEME /0 HReEIR, flu :
FHREAEY RN TRSENEETTE , FIRSHMERES, AXESFEE  F5
B MEREE & AL

HE MR E

HXHRENTATRBETEN , FEMEE#AE. £H1%FreeStorageCapacity
CloudWatch E/F kX HRAE LW TRAEFEHE. SR URIEIIEFR6IZE Amazon CloudWatch
Bif , HEZEGREREREUATHKEIBEHN, EXEZER , H5H £ Amazon #1TH1E
CloudWatch,

BIMNBUENNHRGEHRAREED 20% NI AFRETE. EAMAFHESEREASN ERET£RM
2, ARESSBEET .

TRAF#AEERTEEENEXLRERN , £ULAENNHRENFEEE. £H8 AWSHFRNEE
X CloudFormation RiREBE X BB LR S RATENMBAN. BXEZER , B5H a1BENF
AR,
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BINFEEEHREA MRS ERE

LN EERETAG , Amazon £F A FSX ETHF#EMILRE , KEBTEAR HENZBHT
Hig, B2 , £F HDD FERENNHRE , URIRABLKHAFT. & /0 X3HTEKRENXHF
MBEENTHERR , TRSEHHIAMETENREL. X TRXERR , RINBUELRESXHFREHN
BHEESD  REBENE#ETE., ¥ TXEXBNITEAE , RITEBRNEXHREARREN R
BREREHEN, XELEBAREHMEERINELE , AENARFHNEEER. AXEZER,
FEH EEFEHED,

BEXHREFHRE

IERILAER AWS B A M X4 REFMREM HDD Eky SSD AWS CLI, HiFfREER
71 SSD Y |, IR , ELRFEREHE 6 PEREFHEALCIRTHK ( LRKNEE A& ) 28 , TTE
BREFXHREEE. FERCTEFE/LDNEJIRFIETER. N THEAREMBEXERNE , &
MNBVNEEXHRE LNRERK NN ENRFHERE, BXEZER , FSM EHH FSxEM T Windows
X RGN FRRE,

TERNHREFHEEM SSD EXHN HDD., MREFXHRSEMNFHERM SSD Edkh HDD
NEEFXARENZHERIEENER HDD FHRNFTXHRE, BXEZFER  FSHA B2 HE
EEHXHRL

KT FfERE

A LASE FSx A F Windows File Server WX H RSB E N EAESIKZIEF (SSD) s & KB
2% (HDD) Zfigk &,

SSD FRERTAZHEASHEBERMIERHBMNES THEAR, XETERFN RHSERE
FE. BiRON. RELENLSNARERF, NTHRAEBELAF, & 110 £3HNETE XREP XA
BENEARS , BINEBWER SSD, &5 , MREUXNBERAXFRIE , BRINBWERER SSD &7
fif. SSD FEXHREAEEMY B SSD IOPS , 18 HDD 7 T &E.

HDD FX A& TERFEMRIT , @/REEFR. AFNSINXHERAEUARAREERS, 5SSD
frfEAALE , HDD R KAER , BHERES , R UFHEEFHEMEE I0PS hEK, ©AIHEs
AT /0 ERRENBRAAFAENEE R, TEERZBFENAEATEERS (CMS) HEBELE
RGBTSR,

BREZER , BEH FREENIEEE,
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&I SSD IOPS

FNFEET SSD FHAXMHRE , SSD IOPS WHEBRE T XU REXLTNEE EIMBENQHEES
ABEER /O TANMEE K MAREFPHHIE. BULULY THEHEAIEEEZENT E IOPS % &,
BRI AT BB K SSD IOPS R TN X HREEBRNFHEBENEHEE L, MREZEFHF SSD
IOPS RS RIBHAMRBENZFW LR , NATEFEERMELED T EREBX—H 51 SSD IOPS, &
REZER , SR FSx AT Windows X RSS2V MRS M EEFMHEE N,

UTREHFXHRENTIE SSD IOPS NEETHN/LNEESI .

« JEF IOPS B - BELT MM I0OPS &3 Al fik#¥

« Bz — E&BRHER , Amazon FSx FEHBT BENESELR IOPS , URES GB Z#EIE 3 |
BEAEE IOPS , EMNXHREHZZRIF 400,000 NESEE IOPS,

- AFME - E&FHEX AT LIEE SSD IOPS HWEE |, SEETE 96 - 40 AZ[E. 51 AWS X5 Ama
FSx zon WAFEATARXEIEE— PN T 3—50I0PS 2 , HEEEELRL (#HFRBLILEE ), =
EEI (HBEXN ), EERI (BN ). ZEERI (BB ), BN (BRZ), TA#HK
(FR) MEAKX (#FiE ) WS GB 7R E 3—500 IOPS 2@, HitBAFMBHES |
BEHR SSD IOPS B A% F|E GB £4 3I0PS WER |, TRFELAM, WTFESRIINTE
SSD IOPS , MRBNMNXHREE GiB FY IOPS B 3, MENE,

« FRREEH — NREENXHRENFHEEE , AERABER THAFENESESR IOPS EXTH
B A EER SSD IOPS 45 , Amazon £ HEIRHEM XA RETIRE FSx BHERX , AHENX
HRESF GB FHEREAEFEDH 31 SSD IOPS,

- FHEREEH — NREEMTHELHEE , ABECHNHTLREXIFNHRE A SSD IOPS §THFE
B SSD IOPS 43l , Amazon £ B3I &R X RGN E| FSxBFIE N,

- 10 SSD IOPS #iiE - £ £ INERSG 6 Mot , RE/MEICIRTH ( AREKHNBNRRNE ) 2
Bl , TER-TREXMHREH SSD IOPS, EMMHRENEHENRNEFRNHRENFERE,
R TREBZE/LNNSEJLRE B E S BESTT K N T RARE ARG TP L LAT B RVETE |
BINBUENHRERER/ DR EHMERT & SSD I0PS,

(@ Note
BEE , REUT#HRXX#F 4,608 MBps REENEHARELF AWS XiF : BRI ( #E
BILAtER ) . ZEAEE (HREX ). EERSP (BZEM ). BN (ZRZ )., TA#X (XK
) M AR#X (FHE ) o
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BXMAERERT Windows XH RS B4 REHWTEE SSD I0PS BMESEER , 5. FSx
EH X RLGEH SSD IOPS

I B HAE M BR R R A7 A AR

EERERR (BERHABENE ) A TE#EEARBKEEEHIEME WA AR, £ Window FSx
s File Server # , YREJLAfE A Microsoft EE HIEMIBRKIRBIFEBR T REE. KEBEEFBEFE
TURBIE , XEIMBIBEFERA, Hlm -

- AFXHH
- BEFARH

A 278 2 B SAE LR STAF AR
A AR ZNMER NN EBARAS BB AR 5 T 3 B =3 B S0

o ft

LU BE N XHREEAEEREN R ERBREBEFERS. ESHERRIAFE —RBEEN
ESH , NMBLSERSROKSE. ERESHRERNRRNERABEES , NTENRESRIE
FHITBEESR , U —STEZR. ESBENRATRILTR , MF2ERWBENREES TEY.
EERENRAENEEHBIET , BB FE. BaiPRENLICENXAHRE , A RXXIEHAF M
EENEFIR2ERR,

ERBELEERENRTENEHIERRTEREENER , SN ZEAFENEEREE, BAX
HHEBEATE 50-60% WA, EREF | TEHTERIAFXEN 30-50% BHR4TFABESEN
70-80%., EAILAE A TE#ERAIMeasure-FSxDedupFileMetadataiZ#2 PowerShell &5 k&
ESRERBRITETENTA,

FBRTUBEENEERERRAFZEEZNIEFTHEER, flln , BUAGHEBNNEREXHELR
EITEERERNR , tTMBEEEXELITR. ATESHERBRELSEEXHRSERR , Bt
EAVEWFEH Get-FSxDedupStatus RIE 2 E S HIEM ERVEL BVIRES

BXEXHRELEEESHERNBRNESR SR EEEE BEMRER.

BXRBREEHFERBREXRFBENEE , BHSH
ER LA T E B FE BB E B E N 6 A E & BE M PRt ™ £ Y — £ 8 W B

F&

- ESBERRTEER

- EERERRESIMRENO

« MIBRXMF/E , MRS BV ZE AR
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EEBERRTEEA
EEFEEHEMBRNYENIRE , HiE17Get-FSxDedupStatus PowerShell s S A EERHESE W

BEMBRAEL B TEARS. MR -AHZMELXY , WNXHRENTRFEETETERT2E M,

ESHERBRELAMNEERLRRRAET R,

* Microsoft 2 & FE 1 TB NEZEHIEE 1GB AT (HEE 1 TB NEBBIEEDHE 350 MB #Y
M¥F ) o A Amazon FSx MEERKBES LN XHRENELRERXNAET , HBRAFRIR

BUBRMENBIERD. IRFH , WEERSXHRENELESD , FHEFERES 1 TB BEHER
£ 1 GB AEHER,

- EEHEMBREL R Windows HERERIA 25% RAESEEE , XEKRENTEE 32GB A
HWXHRSE , 8GB A TEEHRRERR, NEIERAUEREN (FAT -Memory SEHY Set-
FSxDedupSchedule &% ) » EEE , NEERENREARSNAESIETRESEM X RSN
-

o BEULMEHEEHERBRELHEE  UBRENEERE. fl0, B SUFECBREIN HITFEXH
REFHRIZET , REEERICWR DGR DR, BITEETFESHRERBRELEERE
XHRENBE KD ERBEEZET,.

MESEHERBRELEEZBHNETR , LSS, BUEEERERELNRKIFERE , W

EREEHREMERITRI AR,

MREEBEMERELELAM T RENE , ARERBEANHRE LNBERE TR, BAFLEN
ESBERNBRELTRREEES R RTREXEI TR,

ESHERRESNRERN O

NFEhEESBIEMBRN XH RS , SavedSpace M OptimizedFilesSavingsRate WEZEINE
70,

EF#MECERES , SERNNHRENTFREEN , RS REXTER. BN RER 7
RER , Amazon 2EFMMLILTRES FSx BUETI AN EERER RIS , RSB RHBEMIBH#HE
TEBENE RN E, FRANMESTRE , Amazon Ff FSx MEXHRENESHEMR, FxiE
nERARENFERLILNESEE  FSREEEREE,

BRI A, ARG £ RV 22 iE R

ESHERBRNTHTAR  IRNBRNBERESHENRTEZENAR , MAXHRE LM
KR EEENREBARLIEITES 2BK.
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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AR, FitHRENERBRAE XM EYBETERERELRER, WREIBELTRE ,
BRI RR E W RIME M ERIBRE, XEATUBREEIREEETMRATEHRNZME,

BRBULT SRR ERAELIRIENRN 5 2HEIET.

1. ERITIREEATEEREME , FFH Get-FSxDedupStatus 5. BXxamSkEMEHH
MELZER K BSREETENZHRE,

2. BRUT SRR RNRE N DREWAFLENRER 5 58 EE1T,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
3. HETHREWELHBRRZRE , fMitRERHRRRE.

o

BREEBEMBRNESER , 55 W Microsoft 7 B & R M B34,

/A Warning

BINTEBEWEETEEFEES BIEMBRIIEER Robocopy % , AAX LS AIAEA Y
Chunk Store IR TE M, BXEZEE |, BSH Microsoft = & BUEMI K B 12 /51 X8,

£ F B 2 B0 A R B R A SRR
WU 2R EEHRM RS — L REXE

- FEEBEMRELZHEXHREZRANET : BRIATSESE S 2:45 UTC #1T
GarbageCollection fFill, MREHXHREFERERERL , WAEFE/LINNITEET
o MRUNBTESENIENR , BFRELZHEEMIT XHEREREBRENIRIZIT,
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/understand
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/interop
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- NERESEHFENREBEEBHNELED  ESNEFUHEITRHESHIINRNF. Microsoft B
5 1TB2EHER 1 GB WARERKESTEERIEMER. €A Amazon FSx MEERFKEE SEH X H
RENBTUBREBERNAT , ABRAFHRZATNENERE RN,

- BEXESHFENRREUHZENBEFEERABRBMUEEER | EILUFLLRBIEREN M
RERXHREETT , REREFK/DPXHARDNYRAR TR, BETRESER , FSH BEZE
& TR M BR R AR 17 £ A

EBFEOLE

BRUEXHRE LEERAFFRESR , URHAFAILUEENSBEF#E. REEFE , £TET
RIREFRSKERERER , AEFRA-EMNEITHEHR,

R T OB B A BB A A P A E R AT EARERBHIKER. =858 HSHERESE |, 8
BHEFHAFRSBE BEZRT R WERER.

BRI EHFIREREATEHE :

- BE-RATREAFPSEARTIFAEESHRS , REREKRBEX.
o PRE| - XA RNARNFREBCHT RS,

BRHUNBRANHRENFAFEER AR , b UAREERTRHREAFREANETH. SEFTUBET
EERERTHESMAFRAEEHENFHEZRUARMIREEREHEH.

BEXHAMERREAFRINEFREEREL. EITEFREERNEANEEBXAHNAD , A
RMHSRANKEGRYEE#ZR., RESEHRERE ANFRERA - FEEH,

BENZNRAPERERS , WEENEMAFBEIT-REFRST , B AHAFRALR —NMAREENR
ZA B

O LAE Amazon FSx CLI REBNH RS LWAFEMEH , UEELHITZEEE
PowerShell, 7 g a{aIfE Atk CLI , ESFF Amazon FSx CLI FiF PowerShell,

LTRUTATERAFFRETFNG S,

AP E#EHMTS 1%, BA
Enable-FSxUserQuotas FF 45 BR R A/ SRR B 1T P E B
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AFPE#EMeS 1, BF
Disable-FSxUserQuotas EIEREMBEGIRITAF FEEH,

Get-FSxUserQuotaSettings BREXHRENHG AR FEEIURE,
Get-FSxUserQuotaEntries BRENHRE LWEANAFRMAN S AR FZREHRE,
Set-FSxUserQuotas NEANAFPIARERAFFERHET. RFEUAFTREMNEE,

B R THBRINEYDFBREFESTRINSERFEE. BEHRLAR , HETES 2 HeS , W

Enable-FSxUserQuotas -7,

BN REFREE

FEEFME TR FSx AL , BRI LA IN Windows File Server X RENFEHAE, FHTZE FSx
= #lA AWS CLI, = Amazon FSx API RIEINXHRENERBE , MU TIEFIR, BXEZE
B #ESH EEEREBE,

BNXHFRENEREE (258 )

1. $TFF Amazon FSx ##|& , Mt Ahttps://console.aws.amazon.com/fsx/o
2. SMEIXHRSG  AEEEEENTFHEEIEN Windows XHRE,
3. HERED , EREHMTFMH. HE L EREERTD , ERXHREERBESZLNEN.

FHAEHERAREED,

4. HERWARER  ZEEDLE, WAFTNFHEEE (MLETIANENES LTI ) , HEERLN ,
BL GiB & v AFT{E.

5. MAMERF#EE,

@ Note
FEREEMAELLLEFERKN 10% , ZATFEET 65536 GiB,

6. BEREH K BIFETEEMN.
7. ULREXARGEAEENHENEINETF LBREMEE,
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https://console.aws.amazon.com/fsx/
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BINXHRENFHEE (CLI)

EBINER FSx F Windows I XHRESB XM RENEHBE , iHFEH AWS CLI a5 S update-file-
system. REN TS :

« --file-system-id RENEEHMHWXHREMN ID,

« --storage-capacity RENLHFEEZED K 10% HE,

BRI LAE R AWS CLI #5591 E#7 # B describe-file-systems, EHEH , 2 administrative-
actions,

EXEZEER , 2 AdministrativeAction,
GiEFEAEEM

BINXHRENFREER , BUURRUTSRAURER Amazon FSx 2| &, API SR E 2744
RERMIHEE, AWS CLI

TR & iR 1R

EXHREFAEEEONERETN £ , B NEEEHENLEN 10 MEEF.
NTFHBRERH , IUEBUTER.

ERTRE

ARENERFHEE.
B#rE

BENXHREFETEEMINRAEE,
RS

HEEIRS, WNTFEHBEFH , TENENDT :
. FE — Amazon FSx B EIEFHER |, BERFTFHRLE,
- A EB@@ ¥ — Amazon FSx IEFELEBEEHIE R,

« E# FSx T — Amazon I T XHRENFREE, WK , FEMCIREERXM4HRE
BREIBINBTEERNHTHE.

- BREMK - FHBEE MK,
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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« KW - FRABEMAK, ZRES (?) IEEXTERBEETRMERNFAER.
HEBDL

UERBE D ENERE R EHEICRENHIE,
18 3R A [H]

Amazon FSx W EIE FIREFRATE,

£/ AWS CLI #1 API 7] BA$E hnis 12

& 7] LA Fl describe-file-systems AWS CLI @55 # DescribeFileSystemsAPI #EEE MU B X H RS
FHAEEMER, AdministrativeActions A HERHEBRREREHN 10 MRIAEFRE,
BIMXHRENTFHEBIEN , REKF AdninistrativeActions : FILE_SYSTEM_UPDATE #
STORAGE_OPTIMIZATION #1E,

R RHIERT CLI @5 describe-file-systems MR . XHRENFEHBIEN 300GB , B—N
FUENERREENFHEBEEMNE 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
b
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}
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Amazon B % FSx A iZFILE_SYSTEM_UPDATEIRE , HH MR K EMEME R MBI SIH RS, LHH
H1EME =8 A S RS FE AR, FILE_SYSTEM_UPDATE RASYFE X UPDATED_OPTIMIZING,

FEHAEE TP ERAE , Amazon FSx FF A4 B STORAGE_OPTIMIZATIONE B g/E, ML CLI
5 describe-file-systems B9 57 3§ 5 7 P 7R o

ProgressPercent BMEREF@EMLICREHNEE., FEAICRERIDTR
J& , FILE_SYSTEM_UPDATE #R/ERVIRAFFE N COMPLETED , # H STORAGE_OPTIMIZATION ##
EFBE R,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MREINEFEEBIELRW , N FILE_SYSTEM_UPDATE BEMNRSHEXRR
FAILED, FailureDetails BMRMEELXMMEKEE , ML T REIFAR,

"FileSystems": [

{
"OwnerId": "111122223333",
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"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"

1,

"RequestTime": 1581694764.757,

"Status": "FAILED",

"TargetFileSystemValues":
"StorageCapacity": 1000

X AR ERTRBHENEL | BSREEREH LD FH LK,
A FSx BT Windows WXH RS BRI RENFHEE

BT EEENBUERE T F 3018 b0 Windows File Server XERGNBERBEZH , LR LUFER
CloudFormation iR B8 INFE#BE, FSx HAFEMAERTRIEENENLHEER , ATREN
BRARUPFTENMNGERENEEBRE,

It AWS CloudFormation i B HBBEN THAE#BREREFMENMELYE. ETZHEHN
Amazon CloudWatch BiRA KB X HREF B ERN AWS Lambda Zh&Es

ZIRRBRFERAUNTSH

- XHREKID

- TRAFEHBERE (HE)

- ITEH ( BOL [BRIA] = GiB)
- WINFHBENEDL (%)

- iTI% SNS Hy &8 Fap it

- PEBERRE (R/EF)

ES}
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« CloudFormation 1R
« EFAB3IEE CloudFormation

R ER
B ULERIRS RRFE AWS ZHHBRI TR IR,

Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

AWS CloudFormation
AT

.// . \\\‘\

e NN

- Creates;\ .
-~ B N
-~ Y N
- 1 S
~ \
r/ \
o~ Y
- Y .
Amazon FSx for v v \ a
Windows File Server \
CloudWatch Alarm ‘-.\ Amazon SNS
kY
g oxReports. CloudWatch O \
cl pa Triggers Alarm Y
FS‘ ( oudWatch > -
= X gl '-
T \
\
| )
1 \
Expand Adjust Alarm \'\_
File System Threshold = Yes \

1
A

AWS Lambda

TERUHBATUTESR

1. % CloudFormation #E#x&f& T CloudWatch 4. AWS Lambda B#. D@2 B HARS
(Amazon SNS) Service BAFIFIFFHE 4 E AWS Identity and Access Management B9 (IAM) £
B, IAM AR T Lambda AR L S FSx APl IRIERI R,

. CloudWatch ¥ X HREW T HAFEHBERTIEERER AKX ER , H M Amazon SNS BAFI & i%H
I

3. RE , ZBRARLEKITFELE Amazon SNS B Lambda B %K,
. Lambda HBREEEN B LB KEITEFNXHRAGEHEE , HRETNW HREEHE
=,

. Lambda B AT AR E M FRATAFHAEHNE , FHETXHREHFREAENEET DL,
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6. Lambda EREURER R 1A CloudWatch IR S 4L RIEF %&£ E] Amazon SNS RA 5,

EEIAXER CloudWatch BRI R mHITHIRENEL |, BA4FUES T R INE FHR 4 PR A EE
BESR#IA Amazon SNS = ZiT .

CloudFormation #& 1R

R R TR CloudFormation A F BB AT 831180 FSx A F Windows X RS X H RS
NEEBENAG, EFRALBRAR , B THEFSXAR T CloudFormation 1R,

ZEREAMTIIRN SR, EFRERSBRERNME , ABRBEXHRENFE RN ENZITER.

FileSystemld

ZTHINE, CREBFEMFHBTENIHREN ID.
LowFreeDataStorageCapacityThreshold

TEHIAE, LGB EURNHREN LB FZRBENB I (% ) EEVRUTAEEESERE, &
FZRER , MEAERHBIENNHFRENEERERTE, S B HRKRRE , CloudFormation #&
WEEHITE N GiB AEE ZRi%E CloudWatch ,

LowFreeDataStorageCapacity ThresholdUnit
BRIAN %o A GIB NBNSHLULFFHIENEILLIEE
LowFreeDataStorageCapacityThreshold &4y,

AlarmModificationNotification

KINENR. WRIEENR” , WA LowFreeDataStorageCapacityThreshold B IZLEAHI
BN FEEIRFE PercentIncrease W{E,

f5lgn | HPercentIncreasei®iE} 20 B AlarmModificationNotification i& &
N, NTFEENFEAEENEHNH , LGB NENEEN ATAZEERE
(LowFreeDataStorageCapacityThreshold) &0 20%.

EmailAddress

TRINE, EE SNS TTHEAN R FERFibur , AR EFERBTERNEER.

Percentincrease

ZERMIAME. ALPFREFENEI LEEFREAENEE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
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FEA B3 %8E CloudFormation

LT 32 E EMEPE CloudFormation ik | LB 3118 HN FSx & A F Windows B XX IRS 28 U RS
WIEHBRE, EVREEER DM T EET K.

(® Note
KIELAERT RaF-£Mx AWS RSHKE, BXEZER , BERABARXERSHENF
HERTME,

EFFBZE , B0 AWS IKFHRAMERETLESRELMIER (LEE VPC ) Rz TR S FSx X4
RGH ID, x| Amazon FSx BRNEZEER | 5SS R R AEAEA T Windows File Server By
Amazon FSx,

B3 B R BN IR T R

1. TEIEFSxAR Y CloudFormation #1R, Bx8IE CloudFormation XMW EZEE , BSH
{AWS CloudFormation FF /) FHITE AWS CloudFormation 2 &l & L 82 #ik,

(® Note
Amazon FSx B 8I{XE4E AWS XA, &AM 7E 7] A Amazon FSx B9 AWS i [X
BoltERAER, BXEZELR , ESHEFH Amazon FSx Kim T m FEFMAWS — xS
%,

2. EEREMEREAGEET , AABNFHBEREMERT RNE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

A AR B R

NTSH  FERERNSBABRBEXHRENFERNEH#TER. REEET -5,
MABENBRARAFBNEMETRE , REEET -5,

NTE#H , FEEABABEBRARRE, SFTOEEHINERCE IAM BN N EEE,
pridegnlfe PON-IIE gy Lo g8

N o o bk~ ow
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&R LAFE CloudFormation 2| & #) "R FIREFHKAVAS ., BNIZEAXN 5 7HREE
CREATE_COMPLETE IR#&.

ERTHER

RS , BULUERERNERA NSHREMHE , NONEHRITEH. BEXEZER , 55H
{AWS CloudFormation A {8§/) HHIEZEE ML,

F 3 FSx 5@ T Windows X ERSGHFEER
A LA EAA HDD FR XU RENFEREREXNFEH SSD FE, BuAiFEATSE FSx B4 &

AWS CLI, = Amazon FSx AP| REXR N HRENE@HER K WMUTIEMR. BXEZER | S
B BERNHRAEFFER,

EMXHRENFHRE (2F8)

1. $TF Amazon FSx ##|A& , Mt A https://console.aws.amazon.com/fsx/.
2. SMEIXHRE  AREERERNEEHEFHEEL Windows XHRSK,

3. ERET , EBREFEMRD, NE  EREERE , B HOD FANEHHE, RHFERE
FAEERBED,

4. WNTAREFHEEKRE , &% SSD, EEEH , B EFREXEEN.

BRI EREFI AN CLI R ERRENETHE.

EMNXHRENFMRE (CLI)

EFEFHEM FSx T Windows B #HRRFBEXHRENFMHEE | EFEA AWS CLI s update-file-
system., REN TS :

e ¥ --file-system-id IRERBEEHHXHERSEM 1D,
« ¥ --storage-type REN SSD, FoiEM SSD FEXRE YR HDD FEXRE,

& T LAME A AWS CLI eSS E ## B describe-file-systems, fE#MHH , i administrative-
actionse.

EXEZEELR , 152 R AdministrativeAction,

e S

ok
e
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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S M S FF kv
R EERBERN

B REMFHLEM HOD EFFH SSD FH/E , BALEMAILDH FSx 414 AWS CLI, = API
Wi X MBS E | MU TR,

HEEFEPEREXHEREERN

EXHREFMAEEEONERNETN R4 , BAUNEEERNEMNLEN 10 MRIEEH.
NTF@EREER , AUEREUATER

ERTRE

A REREN TR E,
B#rE

SSD

L7

HEERS. W TR ES , TENENT -
o FAE — Amazon B FSx INEIEFHER , BRERFTFHRLE,
- A EB@@ ¥ — Amazon FSx IEFELEBEEHIE R,

- BEH ; EXEMIL - SSD FEMETATEARE, EMFHAEERH ; EEMLICRE , 2R
DEEFE/NIE , FLHBE |, REUREN SRR BT T HDD M SSD ziE, EFIRETK
J& , ¥#Y SSD MaEEI AT A TEMME A,

- BREMK - FRREEHREIDTK.

o KW - FRREEFRK. ZRES (?) IEFFHAESR
HEBDLL

MR B2 EBERE RE#EECRENRE,
H KA [E]

Amazon FSx W R E FREFERATE,

£/ AWS CLI 1 API IS E 5

& 0] LAfE F describe-file-systems AWS CLI @55 # DescribeFileSystemsAPI IR {EEFE MG B XH RS
EHRBEHFER, AdministrativeActions A HESHERIREREN 10 MRIEEFRE
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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BN ZRER SSD IOPS B, @4 A AdministrativeActions : FILE_SYSTEM_UPDATE
B 4EM STORAGE_TYPE_OPTIMIZATION ##4E,

B REH SSD I0PS

FFEET SSD IF#M SRS , MAERE SSD IOPS MR BIRE T 34 R 45 AR ML BV EAE A
BREABEALREN /0 TRANEAE K MARENREAZEINHRIE, BAUAFERAT % FSx 3
A. = Amazon FSx APl B XH R EHNESES IOPS , LA TEREFR. AWS CLIEXEE SSD
IOPS MEZER , iS5 H B SSD IOPS,

B X RERY SSD IOPS ( ##HA )

1. ¥TFF Amazon FSx ##l#& , Witk https://console.aws.amazon.com/fsx/o
2. SMEIXHRS , RFEFREFEH SSD IOPS B Windows X RE

3. HEFET , &EEH SSDIOPS, H&E , EREEMRYP , MBFEEHMNER SSD IOPS FIIWE
MM, HRITFTERR IOPS MBAEE .

4. EERAFD  EREFIRNAFME. MREERE ‘83", Amazon FSx 2 BF N EN X4 RETE E
31 SSDIOPS & GiB A2, MREEFEAFME , BH A 96- 400,000 ZHHWEZEHK,

5. %EEEH , BTMEMN SSD IOPS EF,
6. ALBEINHRZFAEERNENETNETN FREBEFRHE,

EH SRS SSD IOPS ( CLI)

EFFHEAT Windows MHRFJ|H XU RENESER IOPS , iHFEMA--windows-
configuration DiskIopsConfiguration/®@#. FSx ttE#E Iops M Mode NS

- MREBETESESR IOPS WKE , BEMFEAIops=number_of_IOPS , EX#FH AWS XiF
FMode=USER_PROVISIONEDH £ %} 400,000,

- WMRIEFHE Amazon FSx BEIRBEESEE IOPS |, & AMode=AUTOMATICEFREFE A ZIopsS
¥, Amazon FSx 2TERN XK RE L B4 S GiB F# A E 3 1 SSD IOPS |, £ XFHXiFH
AWS &% [{& % 400,000 1 IOPS,

BAILAE A AWS CLI a5 MMl E#H 3t B describe-file-systems, A , X administrative-
actions.

EXEZEER , 55 AdministrativeAction,

¥ # SSD I0PS 234


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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HEEFER SSD IOPS E#T

EMXHREHWTEE SSD IOPS £fF , & LAE A Amazon FSx #4%|&. M API Y EESER
IOPS EFMHE , M TIEAIR, AWS CLI

RS B PR R ERT
ENHREFACEEEONEFLERFF , EULEESHEREEN 10 NMRIEEH.
BXRTNER SSD IOPS E# , BAILEBLUTEE.
ERTRE
AT ERIE R IOPS # XA SSD I0PS,
B~ E
FXHRER IOPS XM SSD I0PS EH# A FrE R EH.
RS

LR EFMRS. T SSD IOPS F#7 , AIEEMENT :

« f$4E — Amazon FSx EWRBIEFHIER , BRI B E,

- HE@@ * — Amazon FSx [EFEAEEHER,

- BEH ; EEMN - # 10PS RBI AT TEABNEARE, ENEREACEH ; EER
LIRS, ZREEEFEILANNE , FILEE | THEREIREIREN IOPS K31 F IR
MRBIZ B\, EFBETHRG , FTH IOPS HEEEN T AT RBMEA,

- B - SSD IOPS EH K IT Ko

« KM -SSD IOPS BE#i kM, EFEST (?) IEFBXRTERBEENAMRERNERES.

HEBDE

LUERBEDENEREREEECRENHE,
& 3R At [H]

Amazon FSx W E|E #Fig /& R,

£ AWS CLI Ml API Y52 %t

& 7] LAfE F describe-file-systems AWS CLI @55 # DescribeFileSystemsAPI #{E&E
EMEIEHRE SSD IOPS E#iER, AdministrativeActions R4S

WEMER SSD IOPS E# 235


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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Windows P #5

FhERIRERTMN 10 NRIEEFIRE, EWINXHRSER SSD IOPS B , 2B
AdministrativeActions : FILE_SYSTEM_UPDATE ##4Ef IOPS_OPTIMIZATION #1E,

B E S BUENIER

O] LAEF Amazon FSx CLI REEB X H RS EE HIFEMRIZE |

LAMETE £ PowerShel #{TImi2E

B, AXELEA Amazon FSx CLI IR EE M E %5 & PowerShell , #EZ#F Amazon FSx CLI A

F PowerShell,

UTRAATESERERNRNGS.

ESHEMRE S

Enable-FSxDedup

Disable-FSxDedup

Get-FSxDedupConfiguration

Set-FSxDedupConfiguration

Get-FSxDedupStatus

Get-FSxDedupMetadata
Update-FSxDedupStatus

Measure-FSxDedupFi
leMetadata

Get-FSxDedupSchedule

New-FSxDedupSchedule

5B

EXHHAZ LERESHENR. B AESHRERRS , RE2
MANEEEREMREE RBEES.

EXHHE L ERE S BIER R

REESHEMNRNEERS , SHEATRICHE /X4 KN
HABR., EARIRE LK BHEBRAY SR B 4R,

EREEHEMRNEERE , SHEATRICNHE N XHERDH
HABR, EARIRE AR BHEBREY SR B 4R,

BRREEHENRRS , ACSEBRXHRENL T EENR
SHREEE. il ARXHRE E&RE—NESBERBRE
Al B9 SERCRZS 0

BREE BEM RV TRIE,
HENRZEHENEERENGRTEERER.

HEMOREN R —AXHREERBEXHRSE LERNEER
=R, XMHTBEEIEEEMNHERAZNHER  EEHE
T BR 51 B2 it 5 H R LE R A 45 R Y e — BdE AR

RRIE 2 E X WESHER BRIT .
IR B E XL EE BIEM BRI

EEESBEMER
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ESHERBRSS i 88
Set-FSxDedupSchedule BEUOEESRERRITINEERE,

Remove-FSxDedupSchedule il BRE & ZxIEMIBRIT X,

Get-FSxDedupJob FREUFRE 4 81 IEE TR0 1T S HERA B B & SR AE I BRAE L B IR S B
Stop-FSxDedupJob BUE — /N ZMNMEER E S AR BR A,

BN SHBRNEDPHRHEMETSEINSEER. EHRLAER , BT822 HWws , flw
Enable-FSxDedup -7,

5 R B & BRI B

A LAEFEnable-FSxDedup® % Amazon for Window FSx s X REBXHHEZELEHAEEH
EMIER , TR

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

BRESHENRE  REFIBZKATINEE, SUNERULTHTE, SRRt ME
B,

A LAE A @S Disable-FSxDedup EXHRE L2 A EE HIEMR.

B2 5 8 HIEM BRIt X
REERSHER T BRINITRIEEEBIZITRIF , BEALUER New-FsxDedupSchedule #5822 #

MEEBEMERITR , MTAR. EEBIEMERITRIRER UTC BFE,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

@ HatlEZ -8 CustomOptimization WitXl , ZITXIFEEHR—. EH=FEHRSET,
BXR L 8:00 (UTC ) FFtaEll , &KFEatE N 7 /Mat |, BIRSEMERTRIZIT ST EFL,
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FER, (BTN EELESHENRELITMFALBESZIMERABTHIINTR. ZRRAENEEHK
ERBRES <8, BURFEZZERATTEMNIRIAEL,

A LAE A Set-FsxDedupSchedule i T 2EARINNEEKRTFEMRBRITR , W TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

& T LAE A Remove-FSxDedupSchedule -Name "ScheduleName" @5l Bk E & EdEMIBR it %o
BEE , BT EERHMBRERIA BackgroundOptimization EEHEMIRITR , FIAEEGHE
Ao

18 U E & BIEMI BRIT X

&R LAEA Set-FsxDedupSchedule XM AN EE BEMERIT R , M TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}

SN NERN CustomOptimization IHtXMER N EEH —ZEEM=URERNET , BRLF
9:00 (UTC ) FFeaEL , sxk&FLEatAn 9 /Mat , BIEIERTERIZET B IEEL,

EEMCREZAESHE N XHER , A Set-FSxDedupConfiguration #Ho
EETENZRE
EEFENZTEEHEMBRT BNEZTRE | iB5FH Get-FSxDedupStatus &% , M FAFRo.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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® Note

WP ERNATSENETASRE , EFRFEAXLE . B2 FreeSpace, UsedSpace
UnoptimizedSize. # SavingsRate,

B ERIEMERFLEE

(A LT {5 B A8 B HE S I B L A B S R PR AN 7 2 — A R LR
)

- EEWEM B TR

- ESHERRESIMREN O
« MBRX A, RS LRV ZERRERER

EEHEMRTEER
EEFEEEHEMBRANYENIRS , HiE17Get-FSxDedupStatus PowerShell n S A EBERHEEW

BERBRAELHTERS. MR -AHZMELXY , WNHERENTRFEREETRT2E M,
ESHERBRELAMHNEERLRRZAET R,

« Microsoft BilE 7S 1 TB HBHEHIEE 1GB HWHNE (REE 1 TB WBEHBIEELDE 350 MB #Y
MF ). A Amazon FSx MEERRBESEN N4 RENFTLREMXNALT , HERAERR
BUBRMENBERD. IRTHB , WEERSXARENELESD , FHFEES 1 TB EBHER
fit 1 GB A ER,

- EEREMBRELFEA Windows #HERERIA 25% AEFEIEEE , XEWENTEE 32GB AfF
WXHRE , 8GB IATEEHENK. NESRSTEEN (FAT -Memory S8 Set-
FSxDedupSchedule % ) . iFEE , NESERERKREARSHANESETRESFMX4REN
M8,

- BALBUESHERMBRELNEE , BRENFERE, Fla0, AT LUFLICBR IR & X E X4
RARXHREZET , RERERICH RN G R DR, RIDEBICEESKRERRELEENE
XHRGEAH RPN ERBEEZET,

MREEHEMEBRELZBERBHNETK , Al HE, EAEFEE RN KISFENE | W
EREEBIEMERITX AR,
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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MREEHEMERELELZAVRTRENE , HEERBRXHRE ENBIERETEL , BLAFEHN
ESBERBRELTRFEEES R RTERBEREI TR,

ESHERRESNRERN O

FWFEEEESEHEMRNXHRS , SavedSpace M OptimizedFilesSavingsRate BIEZ L
7 0,

EFFEACIRES , SEENXAHRENFEEEN , AR REXTER. SEEBMXHRENFE
RER , Amazon 2EFHERLTIES FSx BURI AN EEHERRES , ZIBRLSFHEEMNB#EE
EBENERNHEE, FRAENMESTRE , Amazon FF FSx MEXHRENEEHIEM R, FxiE
NE#BENFHRACNESESR K FEAEERHEE,

MBRSCHFfE |, XA RS B RV 2R iE R

ESHERBRNTHTAR  IRNRNBERESHENRTEZENRAR , MAXHRE LW ZEH
KR EEENRERAELIZITES 2BK.

BARRS R , FitHRENERBRAEXHEYEETARERELRER, WREIBELTRE ,
SRR B WO R E D H RIRIRE . XE A AR REERUAREERTHRABTRHRNZEME,

BRUATSRFAREWRELIRENRN 5 54 EET.

1. ERTIREBATEEHREMR , 5#H Get-FSxDedupStatus 5. BXmmo & EH M H
WEZEER , BFSREETENZHE,

2. BREBEUTIERITVRERN R EBELENRER 5 2HRE1T.

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. HETHREWFELHABRRZERE , MitRERHFRKRE.
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D 50
£/ DFS fp & Z= 8l

DFS fi & ZE (A2 —11 Windows Server B2 , AT HTEARSSFLAREXHFRSEN—IHZ
NEEELNGBZEER, XIERATUNAFPREREXHRNENIE , SAXHREHHNXHES
BARZEATRE  MTEATR. BTEENSE —BSAMAXGRENXELZiHESN

£/ DFS #5 & 2818 7 £ FSx for Windows File Server X##-Z& & 94

A LAfE A Microsoft B9 %0 i RN X4 R 4t (DFS) & ZE [BIfF 24 FSx for Windows File Server X3R4
TR XHRESER —NNHE R EMH B ZEE, FH DFS HARZEE , BANNAEXHHES
WXHEETEEENYHRENRRFHEBE 64 TB) 2\ , BETEHKRE PB. AT NERNME
% FSx for Windows File Server X#+ % 4: L% & DFS & ZEH,

DFS 5% ZE B 2 — T Windows Server Bk , A TFHFTERSSF LR EXHRSEARN—1HZ
NBEEWILNHEZEER, IERATUNAFREASZSHROELDNE , 2NNHREHHSHEY
BARZEATRE  MTEATR. RTEENSE —BSAMAXGRENXELZiHEN

Name: erver 1 nespace Server
(A ance) EC2 instance)

FS}o

Ws-012345678%abedef example.com\finance

I FSXa

Ws-9876543210fedcba. example.comimarketing

r‘ ‘ ‘marketing
O X
[— ‘\sales V4 Q
Clients Ws-abedef0123456789.example.com\sales

FSXa

76543210.example.com\home

BXfER DFS tp & ZEX &R T FSx for Windows X HREHITOEN D TIRE | ES0H F2 /)
REDARBANBEZEEF,

BE D FRS MR

Amazon FSx for Windows File Server x5 Microsoft 2 X X#H X% ( DFS ) . B ER DFS
WREE , BEULUNXEHIES HEZ Amazon FSx XHERS , N BT BIEAE (EEMNE

A) , BB /0 BRER TR, B, BMATUELHRGEZATANARFENE—UE, It
BRARBFBFEMBEIND IR POBREES D, ARREFHETRNXHRSEH, NSNEH
V5 R S8 B BRIE 19 B2 FI 2 5 1] BUB S AT ISEENA B X 549 1 SRSEE &k P AE

fEF DFS @& 28 (8] 241
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AILAEF (£ DFS tn & ZE R # TR0 H LU O i B e FIRMEA RS R BIE /B 15 RN RE
B9 HEZ A FSx for Windows File Server HiE X R &4,

HENXHRED AT RN B ERF

EUHERED , BRERITREZERSH LUBENETEHMW G R ZE (example. com\corp) , A&
H A FSx for Windows XH RS ( M5, EH. $HE. home_directories ) EFEHNXHRE, &
RANEGEZER FRENNXHLRE , SIAHEERUER SN TAFEERQZEET LA
FSx for Windows X#HRELHHE, XEAFFECEAAETREZEXRBEXGFLE , MAXHREE
NHHEENEN MG REIEE DNS & #.

® Note
ToiE R Amazon FSx 7 in%E| DFS HEZEEME E %o

REMXHREDAER - DFS iR ZEH

1. WMREEARIZIT DFS v B ZRIARSE SR , M BAEMA setup-DFSN-servers.template
CloudFormation #ixR /531 —X S E T A DFS tr & = E RS EF. Bx 82 CloudFormation
BRWEZELR , BS5H (AWS CloudFormation FiF#§R) FHITE AWS CloudFormation 2§ &

F R,

2. DLAWS ZRNEERAPAFNSMHEZIEL—PPZHM DFS B ZBRSH/ 22— BX
HHEER , BESH (Amazon EC2 FiF1EM) H Y Connecting to Your Windows Instance,

3. BYITFRIETIF DFS EEEZH G, THATBKE , RFBIT dfsmgmt.msc, LERERITI
DFS Management GUI T &,

4. HOERBRAE, FRAZE , WALNRS[/EINE— DFS h R ZERSJ[HITENER
RBIRET—F,

5. EEMPRALECIENWEZME (B corp) .
6. ERHEBRE , AERBENERREMEBNE. EET—F

7. REFEFBRIAWE TR ZEED |, RFEFZ A Windows Server 2008 #&30IET , ARGk
?%T_io

(® Note
“Windows Server 2008 1 =" 2 fin & Z= 8] 19 F 37 A %101,

WXARGABE— BB ZR T e


https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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=[]

8.
9.

10.
11.
12.

13.

14.

15.
16.

KREGAZHAMNRE , AFEERE,

ESMENBBZRATEEFRENGREZAGE , BREAE  RAEEEFMGE ZERSR.
En B ZHRSH/PAALEEHINE= DFS 8 ZRRSE [/ ITEN B,
EREERE K ARERELNERREMENR , REEEHEE.

HARRGIZNGEZRN ETX (82T ) F8 , EBHXHR , BAXGRER (HlW,
EEZMFIER finance ) , RAEERBREE,

XX BFREEE L UNC NEBALFHE DFS A& ZEH M H4RIBR K XA H Z/ DNS BF5;
( 5130 \\fs-0123456789abcdef@.example.com\finance ) , REEREE,

MRAEFRFHE :

a. EERHIITOE

b. ERIEBHAZXERE RN IRE,

c. ERIAXMR , HiE DS FRIB—NHIXMHRK , REEEHEE,
d. REMNNHAENER , RAREEEE.

R XARNFES , EREE, WREFERSZE T IR R,
NEAZIHEGREZE THEEXAREEREEN TR,

£/ DFS s B ZRFITHIED F B QY EHEaE

LT IR RHES B Amazon FSx L 63 DFS ARG RUSKIMEE Y BIEse. HLWREIP , F&E
corp MR ZEEAPNBFEZEFRINFHTD F. BREXHAF, ‘C-MHNN-ZEHFEERNEBHXHRE
BIFHIERE, /0 KNHH /0 THEER , "‘f‘ixb"b’i!lﬂﬂl«)\ﬁ ERRES I XHHE BN HE
BRI BB RAE  EUFIEANAMBEXHHAERTTSH 110, FiLlE , B wRERAE
HXBZE 5 FINXHHENKE PB N FREE,

Ho

F

f£F DFS & ZE#THIED F UEE T B
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U

Namespace Serv Namespace Server 2
(Amazo: F"? nstan: ] (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FE M
A0
| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

RE DFS tn BZ=EAERY B iEsE

1.

8.
9.

MRIEHRZ1T DFS R ZEE RS ET , WA BAEA setup-DFSN-servers.template
CloudFormation #ixk Bz — X EE WA DFS tv & = H RSB EF. Bx 82 CloudFormation
KN EZER , 55 (AWS CloudFormation A 18R FHITE AWS CloudFormation | &
IR

LAWS ZERNEBRATAFN S MEREIEL -SSP SN DFS R ZRKRSHEZ—. BX
HHER , BSH (Amazon EC2 AIF1ER) HHY Connecting to Your Windows Instance.

R DFS EEEFIG, T HEEE , RIFIE1T dsmgmt.msc. LREFITIF DFS
Management GUI T &,

MRERRE, FHEZH  WABNRSHFEINE— DFS B ZRRSR[IITENEH |
RBIEET —

EEMPRALEQNRNGTARZE (420 corp ) -
ERREIRE , ARRBENERZEENNR, BT —%,

RIFEFPBRINNWE T A GRZREED , RIFEH S A Windows Server 2008 =i |, AFiE
?%T_io

@ Note
“Windows Server 2008 # =" 2 75 & Z= 18] B9 & 1 7] %I,

REGEZRNRE , ATEEFEE,
ESMENTBEZRATERFUENGEZHE , BEFRE  AREEFMNGEZH KSR,

f£F DFS & ZE#THIED F UEE T B 244


https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

& AT Windows File Server ¥ Amazon FSx Windows f FER
10. ETMBTZRRSBAHMALZRCBHNE - DFS oA = H RS ITEN AR,
1. EREERE K AERELNERZEMNNER , AEEFHEE,

12. IFARIRGIEZENGEZENETY (ARET ) X8, EEFXHX , AE - NN XHEXRE
BBl BFERE A-F) |, REEFERM,.

13. FEXHFBFREERPLL UNC 3 ( H10 \\fs-0123456789abcdef@.example.com\A-F ) &
ARELL D FH XL ZH DNS BF , AEERBEE,

14. MRAZFERE :

a. EBRRHTOE.

b. FEMIBRHAZXEEPIEZEIK,

ERIAE XK |, H1E DS FRIE— MR, RARERAE,
REANHEZNR , REEREE,

15. RECRDFRMXHREIR , ETRERBEE,

16. NEFMEERGEZANHMI A EEHEENTR,

o o

EEAMRE

B LR RS MR EXHRENERED , UEETEEME. AHAERRERELRFSXH
Windows File Server X RGN XM RFSFIRUBENEENEEL —. EENAEHELFIE S
RESHEM 110 BELS IOPS) MEXN XU BRFZHEFAE. BXEZELE , BSRFSxAT
Windows X BRS B tEBE

F&

- FHEBY ENEELRN
« HEMHERELEED
- BREHEE

- BERFEHENER

AHEY BINEHFELN

HIMEUXMRENELBRERN , Amazon 2F XA RGN X/ RS 2R FSTIREIFAFLERSH
DHRS R, N TSARXXHRS , REFHXHRSRMR B REERBAHERE , W
Amazon 2t FSx Bk X H RS B MABI X BRSS 28, &Y BREWAE D BE IR IRS 280 , &
TARXHREFELOHTTH. BHNXGRETUERFTNELEIER , R EEWREREA.

EEEMRED 245
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® Note

EEREF REYR , REER ( SENERHEINER ) ARSKHIER, 4FRFLKSH
BERAAL B R SIE N T AE,

NTZARXXHRSE  FHLREBY RESBADRERBNKRERE , M Amazon 24 FSx R E &
M BRSS SR M HH B XA ARSS BR . EXXMFIRS BRI (EEHEENT B, XHERSEF MiTRISARS
RETHIRIRE ) | MHERENFAEFEREM AR R4 RS IFHTAE, SERETHRSRIR
EHELIRSE , FSx Windows MFFETEME SR , AR BIEE L E# B0 XRS5

FSx Windows lR EERARE B L EFRRLEIXNNARFNAFNEE, R K EFELSHE

BREL KRG, XEWRE , MEIRF /Do EHRTTEN , CUTRFEERDS ARE%HE, it ,
ENRSFELEFNBRTHEENE , EERTXHRE LBIEEMHER, NRENITEAREA
EAMIOPS X , WHERIHBRIRFERZEKRNE , FEFEZHANERRR.

BHXHREELBRSAKTA , EATHERRERIHFENE , RNBUSEXHREAHZ D

VR BRERELRED, BRINERBUBRNHEREEFTEBNELED , TXEBHETEAENT
E,CEBETELSEL  UEEHRERSHFENE, &5 , BNBWEXHRGEARR /PN K
BEE B R,

HIE (B & A A AL BE

Amazon 5 Amazon FSx ££fX CloudWatch , EEEB BB RENFETHEFEAKE. BRTXH
RENEUHEED, ERBENFEMERN  EUUBIXHREENH R (FHEHM IOPS ) EEUR
FREIEARNIBIE. BULUER CloudWatch B RBEEEXMLELEIRS 4R, BXESZE
B, &2 #H Amazon #1753 CloudWatch,

FSx for Windows File Server 183 Z#h FSx #=H| A X HR A FIE R EN “EiEMEee” EHERAPH
X#HFR % CloudWatch ISAREIREMHEEIREE, XBIEFHEDURTUNRESEHEDPZHMNEML
HREIEN. BXEZER 5 HeeES5MEY,

AXHREEBREBENELESD , TNEFEIEARNTHRE , EFETAMBEHERRAZEFE
XHRELEANESIINEE, flin , MREBEEETEELERR , NEERANFTHEE D LNIREZH
WAE , MERESZHENEHEZRESTEERERNR. WREEANRE FEIE , BEEHEE0EM
BEDATEAFETAARSEN =45 , LUER Windows Server BIBRE FRIAKR, BEXEZER , BSH
EHEEOX MR M,

HE SN FLRE D 246
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tE &L RE

BRI LAE AL S % FSx #84]A. AWS Command Line Interface (AWS CLI) 5 Amazon FSx AP 318
MBPEADXHREHELRE , MU TIREAR,
BUNHRENELRED (EHE)

1. ITFL S FSx #24H|& , Mk R https://console.aws.amazon.com/fsx/o
2. SMEIXHRE  AREEREEMMEAEMEE DK Windows XH RS,
3. TEREP, EBREHFTUHE,

RE , ERBERD , RRENHREETHEEDFZLNER,

LR R REFHFLENED,
4. MIIRPIEFEFHEDNHE,
5. BEREH , B FEHENER,

@ Note

NFLTARIHRS , CEHEL BT BN , AARBNAREDREDEEL TH,
NTLAARKRS  EEFHE | THAEFREN — B EATTA,

6. WHMEXAHRGEAESNHENERNETF LBREMIEE,

A AEAT D FSx 2414, M AP REEREF#HE, AWSCLIEXESES , H5H k2
BEHEENER.

R RENFLEED (CLI)

ERMSHEL X GERENELRE | iEFEH AWS CLI S update-file-system, iRBEU TS :

« F --file-system-id RERNBEHMHXHREM 1D,

« ThroughputCapacityZIFFEMNE ; BXENR
8. 16, 32, 64, 128, 256, 512, 512, 1024, 2048, 4608, 6144, 9216, 12288, MBps

O LA D FSx B24lA. M API REZBEFHE, AWSCLIEXEZER , F5H LiEsH
BE D EH .

ERELEE 247



https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html

& AT Windows File Server 8 Amazon FSx

Windows P #5

BEARMEENERN

BOJLAEA Amazon FSx #2#|&. API il | KA REMEHHHE AWS CLI,

EEHAPEEELEIER
EXMHREFMAELEONERTERIFH

Updates

Update type

Storage capacity
Throughput capacity
Throughput capacity
Storage capacity

Storage capacity

Target value

154

64

128

140

122

LR ERSMNEMBEREN 10 MRILEMERE.

Status Progress %

® Completed
& Completed
® Completed
® Completed

 Completed

BRLUEREXTELRIENRENATESR.

ERTRE

AREREANFLREN.

B#rE

BERXHRENELRENIELNNAEE.

L7

HAEFRS. N TEUHELEH , JeEHINTE -
o 1FAE — Amazon FSx BREIFEHFHER , BRI HLE,
- A EB@@ F — Amazon FSx IEFEEBEEHE R,

« EH Tt — Amazon FSx B XHRERMLI/O, CPU, and memory resources. The new
disk 1/0O performance level is available for write operations. Your read operations will see disk I/

OMREEH N L —RAMF R , EREH X4 REFBLTIIRES.

- BREX - FHEEDEHERIT Ko

Request time

2020-05-22T12:14:58-04:00

2020-05-22T12:14:50-04:00

2020-05-21T13:55:58-04:00

2020-05-21T13:55:30-04:00

2020-05-18T11:36:33-04:00

&

BIREUROEH
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c KW -FHELEHRAM, LRSS (?) IBEEXTEHEFHFAMERNFMER,
B R A

Amazon FSx W EI E ¥ i5 KAy et E o

£ AWS CLI 1 API Y512 F X

BAILAE A describe-file-systemsCLI @35 #l DescribeFileSystemsAP| BEEFE MU R X HREFH

EREBHIER, AdninistrativeActions BAYIEENEERREREN 10 MRIEEFRE, 18
WX HRENELEENRT , 24K FILE_SYSTEM_UPDATE BB E{E,

LT RBIERT CLI 5% describe-file-systems WG E R, XHRENEFELEFERN 8 MBps ,
B4R BN 256 MBps.

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

4 Amazon B FSx SERRELESG , RS E RN COMPLETED, XHRSEEIAIEAMNFLEED |
H1E ThroughputCapacity BHHER. MET CLI 8% describe-file-systems #9185 #5 3 * At
o

"ThroughputCapacity": 256,
"AdministrativeActions": [

WBEEHRENERH 249


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

MREFHEENEREK |, RAFEHRN FAILED H FailureDetails BHEHELE RXTFRMME
Bo BXRANAMIBREHRTRAHKENEE , BSEEFEEIFTLEE D EIHTEANK,

WK

83 FSx for Windows X R&EHT , MPTIEEMELR | ZERKBMLMALT RN Z — :

o IPv4 AT XHREEANERMIPIARA 4 (IPv4 ) #HITES.
« Dual-stack AW XHREEEAEBKMMIARZA 6 (IPv6 ) M IPv4 #HITEE,

AT LABERS £ A Amazon FSx EE#2H|A. AWS CLI, AWS API SiE+H —4 AWS SDK , AE B
FSx for Windows X#FRERIMEKE, Hlin , RERFMER I IPv4 M IPv6e Fib , T AT LR
BXHREMNR IPv4 EXERH N DR | Al BURF X S R EH#T AR IPv4,

fiE R X A R T

MRIEGEEM IPv6 BEFIHA MG EMEE Amazon FSx XA RS |, N NFEANHKRER, BidF
BH) Amazon FSx X R KB E N AR I U |, BAUM IPv6 B UKR IPv4 B IRER—
Amazon VPC, % — AWS IkF B9 VPC A 1#h 4% R i/ 0] SIS SLHE B g, Bl | BB EERERER
MHERH) Amazon FSx XHRE |, AIiLILE IPv4 BEFR AN IPv6 FF IR B FEEEXHRE LN
XHEIE

BRINER T , Amazon FSx #1 Amazon VPC £/ IPv4 Sut. Eit , ERER IPv6 B REH |
BB FERER VPC MFM 2B Amazon 2R IPve i ESEE ( CIDR ) BUIER , RiETHE
fF IPv6 5 Amazon FSx X RE—EEM, HXxH VPC B IPve BER , 51 (Amazon Virtual
Private Cloud FIF ™) FHR VPC RN IPv6 .

EEMEER 250


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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EXV {2 it

AT LAE A Amazon FSx ##|&. AWS Command Line Interface ( AWS CLI ) 2% Amazon FSx API
B REIMERE,

ERAXNHREWMERE (248 )

1. B LT MuLFTFF Amazon FSx ##l#& : https://console.aws.amazon.com/fsx/e
2. SMEIXHRSG  RARERENHERMEZEREH FSx for Windows XH R 5.

3. XNTHRE K GREHMMERE, HE  ENENLEERT , ERNHREHMEREZINE
H,

WEHFE REFMERBEO,
4. FAFFAERMERERE &R IPv4 SN

« MRIEFE IPVL , NEEEF—SEE.,
o WIRIER Dual-stack , MIEEX KRS imLUNFERD IPV6 #itSEE

« KM VPC 2L IPv6 thtSEE : Amazon FSx M VPC #J IPv6 CIDR S kiR A /Y /118
NP i ER X4 REH IS IPV6 #itSEE .

5. IEEEH.

BB HERENMELRE (CLI)

- EEUXHRSEHMERR  FFEA CLI 7 update-file-system ( HEMH UpdateFileSystem
API #4E) , M BIFT R,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef0@ \
--network-type DUAL

N Amazon FSx FRMEIRZ

NEBEEEE X REMEAM FSx for Windows File Server &R , A LUES LN RN A ENER
PEEBCHTHE. MEALSREREIRE (SIMAKR, FIEESRIFE ) X AWS BRBITHE, X
EEEEHRXENBZRENARER - EUUBEIBEABERFRNIFSREIRIZRR. &AE
B BIREH 5 B8R a0 B AR

FMERR 251


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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£

- BXREENERAR
- FRIZEBHRIR

« FRERF

« FRICHIBATRAITR

BRIRENEARARA
RERNAWSHRS BHFEZ. SMFEBLBLELN—ME A— P TBE

ISR ERIE (BIAR, FMEERRE ) X AWS BIEHITOE., Hl , B LLAKF B
FSx for Windows File Server X Z&EE N —AHRE , LBRESANSSHIMNATE E MRS,

BINBUEHNBRAFRRIT—ARE , LUAEENFE, £RA-AEENRER  EEFRNSEMN
B, BAURFEFMNNFERRNFELETR. AXRUMAXBERNRFFICRENESER  F5H
AWS AR (RIAPRE & ESRE) o

PREX Amazon FSx R BEMENEN , N BRFHFRHTHEN. B, REF2EHTE LN
BRo BULMERRENBANE , E TR BRFRNARE, AR ENERNZHNFRS ,
BRETEFERANEE, MREFMOIRENESZES LAERENERR  FNERSBRIRE,
WRMBRETR , IR ATEIRE th MR,

N R I&{E F #9 = FSx for Windows File Server APl, AWS CLI 2 AWS SDK , il a] BA{E
TagResource APl RERIBRBENARE, i , REFRROIBRELETUENET RN NEE
ENE, IRTZERFRLUEHAENARE , RECERRRUELIE, XETHRRELNERTERS
WER , EAREATRERER , MEAHMRHBT 2B ERFIENRR, BEECEMIREER , £F
FEERRCERZITEHEMSIEHAE, BXATAFZUENGFIERRNESEER , B2H £
HEFREFHRICERNNER,

PRI ER R IR

& T AR B I8 F H B2 FE#Y FSx for Windows File Server &R, MREFEAK R Amazon FSx 12l
B, BUUFEARXERRS LN REEMFaRRENARS, A7 RN , ZUUNATEEN S
R, B UER BRI N RENAGERARE, BRHATEBESESWHREN B RHIETAR , B
IHARE XS FSx for Windows File Server BRS55& B EME L E L,

X F X1 B 2 a3 THRIZH FSx for Windows File Server API 4 | &7 LAE IAM ERPNAET
RENERRNE , AN ESIZPRICERNA R MASEREAES, ENERMNIEFRSZE

BRIFEHERMR 252


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/welcome.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

BEHNRY - RELQVHATENRER , BLEFRREANEAE TSN ERANRBEMEE
o FILASE MR 3T R R TR MRS . BTSRRI # R IREASRIS |, AT AR I3 3R R E
LR/ NE,

AN | SBER T LATE IAM KRBT TagResource #l UntagResource FSx for Windows File Server
API B EN A BRENR , AMEHIXIE RRIRE LTSRN E,

BXFERFUETHRNESES , S50 (AWS Biling Ar#R8) A R4S BiRE,
PR PR

THRERATHRENERRS :

- BMNRFWREHER - 50

s XTFBMRR , BIMERBLARE—H , BIMERAEE —1ME.
. BRREKE - 128 1 Unicode Z%F ( XA UTF-8 1= )

- BRREKE -256 1 Unicode Z%F ( XA UTF-8 #&= )

« fLFTE FSx for Windows File Server srE AN FRFTIE - (JUAEA UTF-8 RRNFR, HFHM
ERURULTER +-=._:/ @

- RERVNEX D KNE,

« aws: BIREZIIMEM AWS EH, MRENMIZEFHARFER  NETEFREZIRENER
H. &8 aws: BIZNREFTIT AN R RIRZBRE.

B RMNEBERSMERAIR , MR E TR AR flm , EREREER BN DeleteMe HY
HRERIRICHI MRS |, BT DeleteFileSystem BESXHREN R FAMAR (W
fs-1234567890abcdef0 ) &5,

HENNBRAZHEFEFNRER |, B BRI EN AWS K5 7R ; Bt AWS IKP ERA
FIXLERE, N TXHHERRERHTETRENTRESG 849 AWS K/ LA5E BB —HIRER
PRI R IRA T

PRICE IR R AV IR
AXEQRIIFIE Amazon FSx ARFBERRNESEL , BEREBSRTEFHIERNN

BR. BXRIMMTE IAM KEE 6 ARZSREIXT Amazon FSx BRMNIFENBRNESEE , HSRERARK
LR EITT BB Amazon FSx %RV 8] 1 BR

PR BRI 253


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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f5E Fl AT LA R S AWS CLI

BAUERAREGHTNLTREH =R, N TXHREPUEFNREREMTE , BUUNERE A
WATIRME, XESBRRIZEERBITEY E AWS CLI ZEHEET. AXEZFEELE , B50 (AWS
Command Line Interface AAF1EFE) HPHZEMEE.

« AutomaticBackupRetentionDays— BB W X H RS R E B Z DI KR,

- DailyAutomaticBackupStartTime— £ F L/ X B &4 E AT BT R , SAHiEE et (UTC) &
Ro REAMZIEERBEFFHEN 30 248, WNBETESERALFPRANEES,

« WeeklyMaintenanceStartTime— — B A FELF R RFT BN E. £1 X2EH— , F2 XL
Hi— | kb3, BRI MIZIEERBIFAN 30 240, KNBRTAESEREIEZHNRES,

RS8R T a0 EHA AWS CLIEFI SUH RS

BEMXARENEHZ A ARENK

1. EARMITTEN LTRSS RIAFAREL R,

2. BITUTHS , BXHRSE ID BRANEWXHREN ID URBEHRHNHRE XK.

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHMXHRENETHFHER
1. EXRIHEN LT AR TRRFRL K,
2. BITUT®T , BXHRSE D BN ENXHRER D, FHRFadE RN e BRI BT E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ --windows-
configuration DailyAutomaticBackupStartTime=01:00

EMNHRENFEET TR

1. EXRIHEN LT FaSRRIFHL iR,
2. BITUT®S , FXHRSE D BRNEXHREN D, H1F B MR 07 ot ERIT iRV E.
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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BEE0, FFRIANITXEHRERF ENRE

BRT B EHXARENBENBREFAMZI , Amazon iE FSx ERMUTED , St —F R
FRREEXHRETRIRIE

- Amazon R4 FSx EMR X BFLELSHANTHZLREMENER FSx.

« AWS Backup Amazon FSx X4 REMN R R =imMA# AWS RENED B ZRHERT RN —
B4 o

- AP TAEE Windows % F BIZAR R MBUE S 4 B SO B 341 8 B B HA R AR 5k LR ST R AR o

« AWS DataSync Zit XFE/ Amazon FSx X4 REE HIEIHE =N X H R G AT REBERT MR
g,

£

- FRAZORFENEIE.

- FRAEFRIARYENEKIE

- EAITXIEH AWS DataSync

£ F & DRI IERBIR

BRI LUEE EH & 0 R KRR FSx 5&A T Windows File Server X4 R KK E#E. Amazon FSx
NERUSHZOXHRENET, BUNEASHEIZOHTEREZD . B SERN X RS
THAPBNEM. BB AWS Backup FHAE AWS BIREHRZMHRRAREN —Z0, XEZ
BRRAEREHTHEEREZRR. LEMEAHEER,

BNBUEERAXHREMINGANSRAZIZH , FEM AWS Backup ERZ DR R AWS R
%, AWS Backup AFEEBEEEFEME (flwn , — XK, BRXIBAZRX ) MREHNHME AT
o

/8 Amazon FSx , Z19JEF file-system-consistenti i , MEAZEEN ., ENRZOHETECNEH G
REFFENFIEEE , NAERMIRE X4 REM point-in-timetRB, A THRXGREN -3 , T
O E %R Windows F FSx EABEEHIRS (VSS). A THABMA M , T E#F& 4 FSx 176#
130 I 520 3] B2 17 6% AR5 (Amazon S3) Service Fo

ZRRERAZHB FSx F#NERAFBHNZ A IHEELERK , Amazon ZRERZEERD, XEKE
RRFERMBOFEXN XM REHTE. HTEFTEFRE  XFEARE®RRAEIEZROAEN
[EIRER=EC 2%

ER& DR SR, 256
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EROEBPHEANRRE , 76 /0 TRERXREEEF TR , BEQREF/LVHM. BT VSS RSHE
FTREEZENBEANBTRFEEETERE /0, FHit , IRENITEARBREREEARE , WE
ERt R AJRERE K ( DataWriteOperations ) » AZHMKARAFNNARFHRIEEEW /0 EE
RERIXTE 1/0 5. NARFNBNRENBBREANREMTE , EABATHEEES R,

NENNHRGUEERRH R —MRESEK , ©4FE T Amazon FSx for Windows 3 # AR 55 88 3 #&
MM HRENTHES, Amazon FSx BB EBTREZNBAREMENAER, TLREEFSx &
7. EFZN. NBOPMEXHREERMRZD , £ Amazon RO MIFERE, BTIEE K BEE
EENNHRGRZONERBR  EEERAZBEERONHREABAETHRENKER S,

F&

- FABEEZNH

- ERRAFEIED

« £ Amazon AWS Backup 1 FSx

- EF5l%H

- FROEREHMHERS

- SIEAFEFEN

o« MER=Z 4D

- BHHARND

- B-KFRNEFIZH

- BROEREMMLERS

ERSEB3Z0

BINBERT , Amaz FSx on SN NHREHITEE ARG, XEBHBEIRNELGEHR
SNEVNBEZONBEART. EEFREARMNRN , BINBUENEAXHRENNARFER
—RPIEFEBTHBEZANGERE, RITERVUERETF HRZANZDEER , RANREFEHATXI
HRGHE WAL ERITENEZN.

BHAFRMHLRE—RNE , FAREBH. £ Amazon FSx EHl &R IR XHRER |, BIANEH
BEZ2REHN 30 Ro LS#: FSx API M CLI WRIAMREHI TR, S LURHREHIREN 0 F 90
RZE, HREYIREN 0 (F ) RaXxHEHENEN. MERXHRER , FHEREEE3&D.
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® Note

HREBIREN 0 RERKBEXHREXKZF2BHEMD, RIBENBWEN EREMXEIIGE
RANXHREEREEBEHED

BATLAER AWS CLI SRE A — AWS SDKs RERXHRENZREOMNZHREH. £H
UpdateFileSystem APl # 45 update-file-system CLI i . BEXEZER |, 55H FHE
¥R % AWS CL,

/A Important

HESHEIRONREBFPFSHELHRETERNZOBKAMBR. BEREZH , BERT
BEREEXERBANZEH.

ERRAFEZ0

&8I Amazon FSx , BRI LB FHIR M XHRSE. B LAEEA Amazon FSx ###l1&. APl 5 AWS
Command Line Interface (AWS CLI) k31T tIR1E, AP B3I Amazon FSx X#REZ M KIZF &
S, RESERZXEZS , eNATA, BEEHBRTEROHNXHRE , AFBEHZHtER
B, BREFEATDZ FSx 2FA, API % CLI HIBRAFEINE M. EMNKEFTLEL D% 83l
BR FSxo BXEZEE , HSH BBRED.

MREBMGREMBEAXMHREN (FIMEEFFULEDYRAXNHERGLETHE ) B3, WE2DERMHE
AFHHEE ERERE

ETHRUOANXHERGHITAFBINES , ESHA ERAFRESZ M.
£ Amazon AWS Backup L FSx

AWS Backup = — MBI %4 Amazon FSx XU RERRFHEN ML BLFLEN G E, AWS
Backup 2 —M&—MEMDRS , EEMILZFHNAE. E5., IREFMER , FRHEFNIRENE
ite AWS Backup AILAE R R ERE, MEMZT LSS EEPRMDKE, AWS Backup iERH T
— AN LATATIREN B OMIE , NTEL T AWS Z#EE. BIREENXHRSHNRYT

- BENFXEZMDH AWS BiR,
- HXIBFEMD,
® iﬁlﬁﬁ%%mﬁo
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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- B AWS #XHME AWS K/~ S 6 & 15
- BEMARENZEHS. EFMNMEFRED,

AWS Backup £ Amazon BWE & 13 I18E FSx. M AWS Backup #Z &l & 3REXH & 19 5@ Amazon
24 FSx A TR M EEMBERAIN XU RE — RN , URMERNERED, SEENE
T E M Amazon Z 3 HLL , MHIRELH FSx %1 AWS Backup RIEEZ D , TRRAFBINZ MR
EHIRM

WMRIEHER AWS Backup EEX LR , MATLUREHIIEE | PIMTRAVREFRT , AR EB GRS
PR AR EN RS, A, BMEERXHREEMBR G , B4 AWS Backup REFAZE
BV . XA A SARS L A SR B M R

HITHZ D AWS Backup M A AP B EHR , Mt ABF B3I Amazon Z A EH. FSxIET
LATE Amazon FSx ##l&. CLI &1 APl AWS Backup REEMERAHNED. BE , BT EMERE
Amazon FSx ### &, CLI 3 API AWS Backup RN E 4. BHX AWS Backup In{afE A& 17 EH
T O FSx XHRENEZELR |, 5510 (AWS Backup FRARIEE) T8 “EHT D% FSx X4

EHZ0

B LAE A Amazon FSx f¥E— AWS IkF IR B Fh EFIE 5 — AWS X ( BXIFEEIA ) =
B—XBRWEHD ( AWS REBREIR ) . BREEFER— AWS 7 XA HIEBXIFEIAR, EELUER
Amazon FSx 2 #| A= API BIEZRAF BN EZ M EIAR. AWS CLIBIEZRAFBaI& M REIAN , HEHR
USER_INITIATED,

#&3E T A AWS Backup S AWS XS AWS Ik E#1% 4. AWS Backup 2—TZEEEEN
BHEERS , NETRKBENRBOIUTRRM T - NhrEn, EEBEKFER  SUUANFEAZHR
BEES4H QR K PP N A& TR,

BXEZ DAY FEXSERERERIENE. EUUALOHFHEFE S —N AWS XiF , XHE
F AWS X RETER , B SUMNZMPREHRERE S — N AWS XEWATAM, SBHATUER
ZHRBAE XM BREERESIEM AWS XigRE— AWS XK, B AERATD# FSx A%
Amazon APl E@—1 AWS K ( BXE S XEA ) HFEIEZ B EIAR. AWS CLI FSx &3& T LA A
AWS Backup IRERE T RBINTEZDEIAR,

BKFZ2OEIANTHAENE0EHIREKSFNEESAERIETEE, SiERMH THNWHER
PR, BB LEEATESMEREZ G, IEBERNAWS KMS ZHAME. BERKFRBOXERA (F
FOMSANAERFEHE - IMeENRZOEIAKS ) IFE (2N I EKFEFDZ I RENZ
DEIARKS ) .
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https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-supported-services.html#working-with-fsx
https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-supported-services.html#working-with-fsx
https://docs.aws.amazon.com/aws-backup/latest/devguide/cross-region-backup.html
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& A LAE A with su AWS Organizations pport AWS Backup R&EEIKF & A EI4, Bk &I4<8 K
FRPRHE AWS Organizations LR E X . BxfEH AWS Backup FlIEEKFRHEIANESEE | &
S AWS Backup FF & & AWS Ik = fh gy Bk 7 6 2 % 19 Bl AN

= 10 &l A< PR %1

EHE 0N, FEUAT—ERE

s NEHFEERIELXEZE, FE (4R ) PE (TE ) AWS XEZzE , Uk ( ZERIB)
M AWS GovCloud AWS GovCloud ( £EFES ) KBz BNBEXEHZAEIR , EFXEEXRAX
o

o ST DUEART AWS X5 A il 4 X i3 P &3 Bl AR
o IREZBORRSSAMA AVAILABLE , R ee#1TEH,

- MRRFHEEES , WEEFEMER. £ERFOHZNATAMATFRRRR G 2R TRERSEEEH
MR, MREERBBRRZ R, WAIERIX MR,

« BN EZAUE-NER AWS KEBRXANMNZ D EIREFR.

B X EE 0 R AR

IERLMER IAM REEF BRBEFRITRZDEFRENNR, BESR AWS XEBERF RN FREXHE 7
B, imRE (1AM SE5 1AM A/ ) KE R RIRE 2 MR AWS X,

BRI AR Z KRR T CopyBackup 2B EHIRENRRR, BRI EREEW Action FERPEEZR
£ , H1EXEEH Resource FRPEERRE , W TEMREIFT T,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}
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https://docs.aws.amazon.com/aws-backup/latest/devguide/create-cross-account-backup.html
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BXIAMEEBNESEER , F5H (AM BFERE) 8 1AM FH R SNR.

TEMEEREN

HEOLEFISRZHTENE R AWS XEEKBAr AWS 1kt , BIEEERERN KMS BHN &
DEVRBEIANBREIARTNE , F-TEI RN ERTEZ AR,

EE-XRZHEERZE , B— AWS KT FE—BHREBNMERELZHREIA R HEN , FIEREE
i ARBBRZXEAAALHEHNZOH E—EXEEAMEEN AWS KMS #4, MRMANFMEETH
2, WEHRESERTE (FFEE ) FHRIZ

BETHRNAEHXHEREED , B30 Bk HEHEH,
MEDERER MRS

R LMERATAZ ORI MRS , NBRIRE S — N XHEREH point-in-timefR &, &7
LAER RS A AWS CLI, SEA—PMRIIXEZH AWS SDKs, FEZHBMEZF X4 REPMFENE S
BIRMXHREAMENNEAMEE, NBOFRENBFESLEEMBINGRST , ZHBEASELHRS
HEIR

NERAFPTUREFREERENXHRSE , TRRERXHRERXER Active Directory B 5 R 1A
XHREH Active Directory B[ , & Z R XHFRSM Active Directory i E1F. B < Active
Directory WEZEE , 55 £ 4 Microsoft Active Directory,

ETRMMEZDEREE FSx B Windows XH RS , BEAHENEREH RS,

(® Note

BRERNHREZNERINEREHERENFHEREMRTXF RS, EAINERHF
RETHEENEEHAE. AXEZREL R EEEREE,

HEOEREFXMHREN , JUERATRAXHRERE :

. TEERR
. BUAED
 VPC

. TAK

. TR

. VPC R4 4
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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« Active Directory fit &
« AWS KMS 1n##4A

- SR BHEHITEEE
- BA%LFED

ek 32 Nl =k vi)

BRTEHBIRZHXMHREIN , BETTLABER R Amazon FSx #HI A 8IZAF BN X4 RER
7, MBI,

AP B XHREED

1. 3L FSx #2414 , Mt R https://console.aws.amazon.com/fsx/o
2. MEFEEFERT , ERERONXERENE .

3. ERMEDR, ERMUEBERMD.
4

EFANGEZONEES , AZHRE-NEH. FOBMRKZALLEE 256 4 Unicode F
fF,URFER, =8, BFNREKER . +-=_:/

5. EEBIEZND.

Wi, BERUNEBT NHREED. EEMSHEDER €4 , BT Amazon FSx 24| &
FrEE R, AFEINFRMIEEN USER_INITIATED , EIRA N CREATING , EEIZE K
AVAILABLE, BB ZEE , HSR FHAAFBIED.

il BR = 40

AT BAE A Amazon FSx ##|A. CLI 2 API BB REMFMERF B NS EBa&140 , il
THRBATR, ZMIERE AWS Backup ( 22} Backup ) FHAWS &5 , %4 H AWS Backup 24|
A. CLI = APl, MIRE G R —TUKAMBERTIRENERE. BIBRNEGPOPTERERSEMBIER. B
FEHEFRTBEEZEZD , BUNTERRZEZD

M6 (2Ha )

1. ITFL G FSx #2%|& , Mk R https://console.aws.amazon.com/fsx/e
2. ERFHAEEFERNENSHERPERRS.

3. ERZOXRPTLEMBRNZH , RAREERRZH.

4, EITFORBRBONEESD , BIAZH ID SERBRHZM 1D —Ho
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https://console.aws.amazon.com/fsx/
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5. WIASEHERBRNZ X R SR,
6. IEEMBERED.

B BAFA L2 WRREACKAM B AT TRE,
#A7 K

BFORPEAXGRETERAFHEEZR (MAREATEFHEE ) RBE, FOXNNMFERRTEAF#ES
BURMHRELNBERRE, BEREENHREFRSTHIEAAREEREX  B20EH
BURSATHNTEREHRE. BERIZON , XaBBRZFHEEHOHRE,

RNTREFANICERZD , Amazon TEREKF FSx R EIE. file-system-consistent S R L1246 5
FHBBEAREEES MY | EABRRTHREFREARZBENER, Hit , FOEAEN S K/DATEE
SEX#RELXHEME ZNBIRDNTEER, S E4E0FEREMRATIE AWS Biling 24| Ex
F,EF , & AWS Cost Management Console,

ERAMREREE AWS IKE | URREECHRAEE, Akt , FEIMURNSEHRERERN AWS K
F kg, RE , IRERLASHRNARLN , ERAEBEFIRENTRAQAENKEEE, flw , &
ACHBRENNARFAEHAELNRENRE , REELAKEREE , AEFER MRS FHERZAE
ARFNERAE, BXEZER , 550 (AWS Biling BF#EmR) RHEARAED EifL,.

® Note

BiFEEEEN , FREN I FREEATIBIFTNAREFHEHMEANTETRSBFNE
REgniEn  EXS EFREHAESRXBRNZOBEMERNIL, NREENFETEZN , X4
RENERZENIBOEH , WETBIFUENBEXNDTRATRIGEHEHEE LR SSERK
BRD. XARSHZHEAEBENETNEFERBTESRD . ENEREBNFHIENZHITX
PR RIE,

B —0K A& &% 5

R LAER AWS EEEHIA M AWS CLI B U TSR E — AWS IKFANZ G FHEH TS -1
TKF AWS X8 ( BEXEEIA ) HE-KFANEH AWS X ( KEREIE ) .

EREHAER-K/, ( BXEHXER ) AEH &7

1. ITHALE# FSx #%|& , itk https://console.aws.amazon.com/fsx/o
2. ESMERF  EEEH
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://console.aws.amazon.com/fsx/
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3. LARFHXRTLEEEHNZN , AEEFEEFHZH.
4. HREWD , HITUTERAE

- EEHRXEINERP  EAREFZHEHIINBEIR AWS X, Brys Al Sy FH AWS X1
( BXEEIAE ) SE— AWS XiF ( KR EIE ) .

o (Hit ) ZREHRE  IRENRZDEHIBEREZH. NREELSR 6 PAREHIIREH
AIRE |, MEEHARBREL.

5. XTFiE , E#F AWS KMS BB ARNZEHIRIZ 10,

6. XNTHEL- Wik, WARNELEFIAMBEEFNZMD, MRELTRPBNRE |, HED
R4 PIEREFIRE | MaEHRERE,

7. EREHZEMD.

EHZOFER—N AWS K R EHRIFTE AWS X,
£/ CLI ER— K/ ( EXEHXERA ) REH &7

£/ copy-backup CLI 555 CopyBackupAPI 4R —1 AWS IKFNEFIRH , TieRE
—N AWS XiFE R E—N AWS X R,

TR M us-east-1 Xii&E#l ID 3 backup-0abc123456789cba7 BI& 13

aws fsx copy-backup \
--source-backup-id backup-0abc123456789cba7 \
--source-region us-east-1

g RE R T & HZ AR,

BT LATE Amazon FSx 2#lA8 LEEZ M , B describe-backups CLI G5 S =
DescribeBackupsAPI BEA RIS NEFZH .

HEMEEETFXHRS
O LAEF AWS BB HA. CLI Ml APl IRMENHREZ M ABEFW MRS , ML TIEMIR,
NEBHERIHERS

1. ITFL S FSx #2%|& , Mk R https://console.aws.amazon.com/fsx/e
2. HERFEEHERNENSMBERPEERZD.
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://console.aws.amazon.com/fsx/
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3. EBRZBORPLERENZD , ARERERZND.

XHEMSITANHRECELDS, kOSERENHRECELSHEE , E—TFRINEIEBE
HNE#HARECREALEENR, BR , BLUEREFMEEHD, XKW VPC , LR EMIEENE
fBER, BRIAMBERT , FEERIEEN SSD , BT UEUTRGETHEEZRRN HDD :
s XHREHBRANZSTAXKETAK 2,
- EREAREZELH 2000 GiB,

4. REBOIEH NHRSHNBRIETRES,

5. ERFERZMOIE,

6. BEFEHN Amazon FSx XHRSEFRMIRE , ARERIEXHRE.

Amazon FSx EERIZ— N NXH RS , —BEHIRSE R NAVAILABLE , BRI LLREMFERZ
XHRZET,

£ & F Bl AR P QY B

Microsoft Windows & F&I4<2 Windows X4 RZREEE /N E S REB, BAEFEIAG , AP
PORIRE FEEMNE LN EMBRSIHRE R, HEEBR XA, F6#EE R 7 LAER Windows
PowerShell i S BT HEEIHTRE AR,

FTRAREXHRENBE—RFR  NNEINXHRB BRI REFHEETE. FREXHRES
MBS FRIABESEXHRENZHF,

(® Note
FRINBER T , Windows XHRF RN EAEBREI R, FSx EEARFRIARI XHRE LM
BiE, BXAERLTELR  AEXARGLREZ FEHIN. AXESZER  FSHEE
T EIAREARAFEM TR,

/A Warning
FFRIATRERZD. WRBAETFIL , FRRUERITERRZH,

£
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- EAFTEIRNREREK

REFTEA
B B & B AN 8 A BRI 17 6 A i1 X
REFTRANSAERE

- HIBRS ¥ BI AT X
- WBRE FRIANEFEZE, HRMNAEL TR
- BEEAABHE

e & F Bl ARy R 3R

BRLUAXHGREBAEFRAE , UATRLAFE Windows XA R REERHEENRERHBRE
R RN AR FK, LD FSx EAMEK Windows Server RN B E HIThee. FANTRE
KRGS FRIAE

- BRIENXHERSEE ZBHIMBERIR - Microsoft Windows 1 | — ¥ copy-on-write 5 3&Ri2 &k B EX
HEHSLCRMNEDR , H Bk copy-on-writeSES T RES BB N XM BARERS 1/0 RIT= R
{(=H

- £/ SSD FREHIEEHFLEE D : BT Windows EEFKF I/0 HeEREF £ FEIA , Rt &RME
WA SSD FRHANEFLRNIRESEMHATEABN =, XEHTHRENXHREEEBHAR
F R R 5 Bl A B S BRE R &

« MEFAFHRENETER . MRE/RELTER (FlM, B 64 MEFETFEIR ) REXLTE
FERNNHRGELERAREBFHZE (TBR ) , WAMEBNMAMES RESHBETRFTE L
FHNRTE, XREN Windows FEE FSx NEF BRI AFMEIT —HMERLE. BT Windows EEHELE
P& B RH R HIT copy-on-writeSEz) , HLEAREEXBEIESMN /0 BEHER, FSx EHRK
BREE R D & F BIAN AT AMMMEN TR  EFINRREANE FEIL  RERERALE M
BRXHRSGENIBE FEIA,
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(@ Note
EZTRAXXHRENBEEBESF , FSx Windows REET—HMRE , EREHNE
HNHRF R/ LA 2 ARG RGE LNBREIRFH. —BMRENFENBESXHRS
ETRITHNBEUNHENFREZRAEX, AHLEAREBNAMBIMRESHIER , FA
BUEXHRELRENEFRIEDT 644, HRBUTSRER LN RS ERE 5
o

REF TR

A LA Amazon E XK Windows PowerShell s S E X4 RS LSRN HEE A E H| FSx.
LATF RELR FSx By Windows XH RGN HRE LB ESFEI AN =NEERE :

s REFFREIAEXHRSE LWLUEENRAE#E

e (k) RBUUEXHRE LEHENRAE FRIAE. BRIAER 20,

o (T )REIR , EXYEE FRIANRMER (HMEXR, BEANEA )

BANNHREGHEEIENAR/AUERERS 500 MEFREIA ; BN THETAENERE , RINBWER
ARHRRIEFD T 64 MR FRIE. SRFLERHEE , BRIV T - FRITHERKIANE 7RI,
B , SRR ARFRIRFRHER , RESHR-—IHISIRIBNEFREIE  LEAT IR FEIX
B EB =,

BRIMMEARKIA Amazon FSx REREGSANZHERELEFNEE , BTEARES FEIAEA
ARIATF A M 1T 3o

DB FRIAFHEERAEESM

YIEARE LMY TR MO A TR RAREE, FLEHBIH  AEHTUSS. E
B, SBTARAR XA S AR RERR AL S, AT EUNSE R THE SN TR
R, BRTEN  BIEAEANEREARATEN TR, BESRLAEFRANERZAN
BRE R TSN RS ERER.

BREFEIARE , EUMEERFRIAENHRE LALUEENRAFHE. MIARGNXHREN
10%. MRAFEERMBER M , BATEWEE MRS, REREFADAIRSSIEMERKIAR
FRIANMRLEAFTPEES.
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BU LU FRIAEHIRB N LR ( Set-FsxShadowStorage -Maxsize "UNBOUNDED" ) ., {B
2, TRRBTVREASSBEAEX TRINERXSHRAEMETE. XURLSBTFHIETEUARTHEN
THEAR. IRERETERATFS , BFLERIEZFEIXRRFINT REHERE, BXNE FRIARTFME
BEARBEXNNRLTREHNESR , FSRREE TRIANRAFHEE,

BREFEIARRE , EUMERLFRINERNEREZENE, AXESREE PR EEX FRIAFHE

ZEH,

RERAR T REIAMEHEEE

BRAZFREIAR , BULEEXHRE LEENRAL FRIRKE. RIARFIH 2010, A THEAE

B tth )il > 8 F BIAXY AT A ME ML RER 2@ |, Microsoft B R AR FRIABEEND T 64 . BT
Windows FEEREH I/0 HRERLEF BREIAR , RILRINBWEM SSD P A FELEEMBITAHRT
FERBEN=fF. SEPTRRENAHRERZB R TFRRE EE T RIAEBIAMEREFRZ.

RS WLIUZE 500 NETEIAR, BER , IREEAE FRIAREE FRIAEENXHREF HH
TREFHEZRE (TBER) , WAREBNANBINEEIBR TR LT ERNME, X2
H 7 Windows FEXN & FRIAEMH# T —BHERE. BT Windows EEEL P BRI AN EIRIT
copy-on-write’Ezh , LB ERSIBEIESM 1/0 BELER,

FTRITWIXHFREEN
UTREAYTRIANIHRARN,

- BREXHRELTMERBHMERELUFRZ TEAFHER, TE# FSx REHME Windows
Server RN F FRIAINEE, MBIt L# | Microsoft WindowsfE | —# copy-on-write 73%3K18
XERWMEFEF LRI ER |, It copy-on-writelE 3 & 2 7] LA 4 =1/0 operations for every
file write operation. If Windows is unable to keep up with the incoming rate of I/O operations per
second, it can cause all shadow copies to be deleted because it can no longer maintain the shadow
copies via copy-on-write. Therefore, it is important that you provision sufficient 1/0 performance
capacity for your workload needs on your file system (both the throughput capacity dimension that
determines the file server I/0O performance, and the storage type and capacity that determine the
storage I/OMEE ) o

- RIMNBERNEAEEASEAIANEREESR SSD ##m T2 HDD FHHXHRE , AR
Windows £# B EIZTHFEMN /O MeEER , MEABEEZFHEN 110 RERHENMESTERIK,

s RTHRENRAE FRIRNEHEN , ENXHREENEDE 320 MB WA ZEE ( MaxSpace ) o
flan |, MREAEFRIASE T 5 GB MaxSpace , MBRT 5 GB MaxSpace 24\ , B X HREN
A ZEDAE 320 MB K AT A ZE (A,
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/A Warning

B FEHITHN  FRAREIBEEIRITNESTESHRENRELNTERELTE
#lo ﬁﬁf‘lﬁ’(ﬁﬁlﬂ(#%\,}uﬂﬂ: ERRSHZHR FEH . AXREEBENLE FERITXINE
B, BZHtR B ENE FREIAITX.

3 JRB AN ST M ST AR

FEIERY Amazon FSx XMHRG LBBSBREIARG |, B AP 7 BURIE R E 8 AN 3R 5 30 R I SERTAR
A, FHRE S RREY S

AP AER % A Windows X4 R REERAE R XM ERBIABINRE, EEERXH , BFEF
BERFENXH  REMNETX (ARED ) REPEFRERTARA,

I'M = | July-2019

m Home Share View

« v 4 » This PC » share (\\fs- » Documents » July-2019
L Name Date modified Type Size
3+ Quick access
] Deske =| staff-minutes07092019  7/30/2019 1:57 PM Text Document 2KB
eskto
P =| staff-minutes( T ent 2KB
4= n
| Documents =| staff-minutes( pe ent 2KB
{L Downloads Print
| Pictures EdiE
£ Sh
July-2019 & ums
Open with >
& ThisPC Restore pre\.rious%sions
- 3D Objects Send to >
=2 Con
=
Cut
[ Desktop
Copy
= Documents
& Downloads Create shortcut
J” Musi Delete
) usic
Rename
&=| Pictures
 Videos Properties

i Local Disk (C:)
= share (\\fs-
Documents
July-2019

. test ¥
Jitems  1item selected 1.19KB

ARG, AP R AT LA SRR AS 5 5k Fh & & MIE RS BT 89 MR AS o
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General Securty Detals Previous Versions

F Previous versions come from shadow copies, which
G are saved automatically to your computer’s hard disk

File versions:

Name Date modified
~ Today (2)

=| staff-minutes07202019 7730/

=| staff-minutes07202019

Open |v Bestore |v

oK Cancel

BLER T RIAERRIAFEMITX

BRI ERARAE FRIAEENITRY , EXHRELRBREF FRIF. RANEFRIFFHRERT
FTEALBRZHENHRETRETEN 10%. IREENMXHRENFERE MY ENE 75
RE#EET UKL B,

RNtRE UTC RS E—., A=, A=, AEMAR LS 7:00 MFF 12:00 BRI FEBIA.
REF T RIATFHERMIAR S

1. EERINSENXHREEAMEEEN Windows iTE K6,

2. LUNHRAEERARRAKNEHEF Windows 1TE£44], £ AWS Managed Microsoft AD , %
HREAWS B FSx BER, £BHTEEMN Microsoft AD # | iZ4A ZIHEE R R ECIEH
RENEENEENERYA, BXFHAFEERE , 52 H (Amazon EC2 AF#ER) H M Connecting
to Your Windows Instance.

3. HRAUTHSREBRINNE FFMHE, FSxFileSystem-Remote-PowerShell-Endpoint#
BRABEENHRESM Windows 2 PowerShell iis s, BAILAETL D# FSx #4A. XHXR
SIFMEEREN ‘MEMEZ 2" F9 DescribeFileSystem API /R MR A % | Windows
1FE PowerShell & ¥ =o

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}
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SEFTF Windows File Server #9 Amazon FSx Windows f 8/

e B F R E LT RAELL

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

REMIANE FEHIITR

1. EEIEENXHREERMEEREDN Windows TH&ERHE,

2. UNHZRAEERARAMN B HEF Windows 1TE3L4], £ AWS Managed Microsoft AD , %
HEAWS B FSx BE R, £HTEEM Microsoft AD 1 |, ZAREEE AR EEBIEH
REMNEBEENBEENLEERA, BXRFEMEES , HSH (Amazon EC2 AAF#ER) H M Connecting
to Your Windows Instance.

3. HERANATHTRERUANZFESITR,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

REWN2E RIAERENIRIATR,

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

ETREMETANRAELHTEHITY  BEERAEYY TR,
REX TRIANBERFHEE

B LAMEASet-FsxShadowStorage BE X PowerShell 55 E XN B BIAE X4 RE LT LUERE
WRAEHE. BULUER -Maxsize 5 -Default SHEEF FRIATEAINRAKD, £

BREEFRIANEAEHE 271


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Default AILUNGZRABIRENXHREEZEEREN 10%. EBFREER - S FIEE -Maxsize M -
Default ¥,

£/ -Maxsize , BA RN T HARENE FRIAFM

o LLFEFIRBAL : Set-FsxShadowStorage -Maxsize 2500000000

« UFFT, KFW, FRFVHIHEHMBMN LA : Set-FsxShadowStorage -Maxsize
(2500MB) = Set-FsxShadowStorage -Maxsize (2.5GB)

- HBEGEMZRMNE DL : Set-FsxShadowStorage -Maxsize "20%"
« RERALR : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£/ -Default FEFFHERENZSHEANXMGREMN 10% : Set-FsxShadowStorage -
Default. ETHAEXREARINETINESER , FSREEY TRIAFEARIAFEMNITR,

# FSx AT Windows WX RSB XHRE LIREBSEEIANFHE

1. UXHRSGEEAEARANAFHNEMEREISENNGRGEEAEMNEEENITESS, £F
AWS Managed Microsoft AD , Z4ARAWS FEiX FSxBE R, £BHTEEMN Microsoft AD # , i%
HREEBEASIRELUENM4RENEENBEENERA., BXHFHAEFEE , HZH (Amazon
EC2 FF$8®) 1 Connecting to Your Windows Instance,

2. TEitE X4 E PowerShell 377 Windows &M,

3. FAUTHTELN Amazon FSx XHFR 45 LT FimFE PowerShell &1, FSxFileSystem-
Remote-PowerShell-EndpointBi N EEEN X4 RS Windows IZFE PowerShell
MmR. BAIMELD# FSx #HlE. XU4RZFABGEREN ‘NENLL” Hoh
DescribeFileSystem API /RN R % 2] Windows F2 PowerShell &% =,

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. FEAUTHTRIEXHRSE LREHAREER FRI&EFMR.

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. f£M -Default BRI FHFHEEBRENEN 10% , FAREALFRIFHEREN 20,

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration
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AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 32530536858 20

AILAUEREA®T -MaxShadowCopyNumber 28y Set-FSxShadowStorage iSRRI 4 RE
FAFHBRREFRIARE , BALIEE—NNT 1-500 ZEIHE. BIE Microsoft X5E3) TEARNE
W, RAEFRIRHEIAMRENR 20 1,

EER TRIAEMZN

EXHREWIZTE PowerShell 217 |, B LAEHGet - stShadowStorageﬁ‘%EEK#%éﬁt
BEEIAHIEENTEMEE, AXEXHRSE LB3iE PowerShell 2iFM4ER |, i5Z R Amazon
FSx CLI AT PowerShell,

[fs-1234567890abcefl2]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

MESERYFEMEE  WTAR

« AllocatedSpace - X RG L YR BMAL FRITNIFHE (UFTHEN ) . ZEVEN 0,
- UsedSpace- ¥ TRIAHBIFANGFHE (UFTHEN ) ., ZEHBR 0,

» MaxSpace - ¥ FFHAEAENBRAERE (UFTHEN ), XREMEH Set-
FsxShadowStorage i SN E FREIAFHIRENE,

« MaxShadowCopyNumber - X4 REAURAEBNRAE FRIAL , 7T 1-500 2,

¥ UsedSpace REFFBEN R AF FEIXRFMHE (MaxSpace) B FRIABIAERENZAE F&
A (MaxShadowCopyNumber) B , BAIEN T —MNEFRIXNFERESENE FEIR, IRETFTE
EERRENETFEILR  FUEBRETFRANERETE K BREZBHNTFHZT Iﬂ%ﬁﬁ&%ﬁﬂ’]%ﬁ?mﬂio me
FBEEESZZNR , AUHBRIIEE FRIARIEME FRIAFHNRAFHE,

EEE FRIAEFHZAE 273



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

® Note
BREFHERL FRIAN , ENaEALRENE FRIATFHEENFHRT. BLAIEN
KNh&MEERENEEMEEK | HFA CloudWatch FreeStorageCapacitys#rrrE REI T
RAEMZR , EERENRABEEIRFHE (MaxSpace ) .

IR A ENZ FRIAIT L

FFRIAITXIGER Microsoft Windows R ITRIES R BF KB EMET B ERE FRIAR, FFEIAIT
AL EZ AR , NEWITHIRHTHEeNREE, B-—NEREFE - FEIANITY,. el
FFRIARUTRZ8 , BAFERES T B A7

EXH RS LIE1T Set-FsxShadowCopySchedule R , 2BEFIENENE FREIARITR, MR
BHEFPIRITENATF UTC X |, NEATEAER Windows BfXH] -Timezoneld WA i % 228 E
X, SEZEZE Windows BIX %I , 55 Microsoft B ER AR X XK Windows i HIRREF T &
TUTHE : tzutil /1, ETHEX Windows EF AR BFNESEE , 12 Microsoft Windows
FRAGPOLXEPNES AR,

IR T LAMER -Default ETUREFREMRINNE FREIRNITH, BETHRESER  FSREEL TEAX
158 FA RRIA 76 A0 i X1

BIR BEXE FRIAITX

1. BlE—4A Windows it XIESaE RS , UENEFRIAIUTRPEE FRIANTE, FEARMITE
PowerShell LA F#new-scheduledTaskTriggerii $ KR E S MR XK 25,

UTREIBIZT —MEENEFEIARITLY , Z1tX%E UTC 8A—EFE L4 6:00 M T4 6:00 €
FFEIA. FRIFEELIEMN Windows ITRIESFMARHEENX , NI IAER TaHEEN
UTC,

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. f#M invoke-command 21T scriptblock %, ZHTREE—NHIA& , FHENIN 6
EM new-scheduledTaskTrigger EXREF FRIARITX. FSxFileSystem-Remote-
PowerShell-EndpointB N EEEN XH RS Windows = PowerShell iR, EAJLATE
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-triggers
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T 5% FSx ##HlR, XHREFAEERFEN ‘MEMRL” T2 DescribeFileSystem API

BB a2 5P % 2 Windows JEF2 PowerShell 43 &,

PS C:\Users\delegateadmin> invoke-command -ComputexrName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. E>>ERHFTHMALUTIT, A set-fsxshadowcopyschedule G SRER FRIAITX,

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2

-Confirm:$false }

W B B RIETE XM R G LR BN FRIAITRI.

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

EEF TR

EEEHRELNENEEEFNEREX , BEXHRENZEZES PowerShell FFHM AU THS. B

XENHRS L B51imiE PowerShell 2iFM %R |, i5ZR¥F Amazon FSx CLI A+ PowerShell,

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

EREFTEIAUX
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BIEE FEIA

EFHOESTREIAN | FEXERENITIES PowerShell EHRHALTH S, BEXEXHRELEH
12 PowerShell 2iEF8V1%EA |, 1§ R Amazon FSx CLI i+ PowerShell,

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

ERUR/E TR

EEEVHRELNOEEREIARE  BEXHRENIZTIES PowerShell I AL TS, BXE
XHREG EB3ETE PowerShell &£i&M %8 | S R¥E Amazon FSx CLI FiF PowerShell,

[fs-0123456789abcdef1]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

il B &2 &l A<

B AE X RERIZTE PowerShell i H £ HARemove-FsxShadowCopiesin S HilBR X4 R4
N —NEZSANNEEBEEIR, BXEXHRE LZ3IZE PowerShell 2FMHE |, FSHST Amazon
FSx CLI Fi T PowerShell,

ERANUT BRI 2 —EEER RO FRIA

« -0Oldest MIRZEMF FEI&
- -All MIBRFAEIMB R FEIA
« -ShadowCopyId 1% ID HiBR4SEMF FRIZ,

BHEALMER - M E B THET MREREEEZNBRNELEIR, BEESNMELEA IDs , HEE
ETERRNESZEIAE D, MarEHR,

ERBRHRELRIBNELEL , BEXHREHIZE PowerShell 2 EHRBALL T T,
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[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow

copy".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

ERBRXHRELNBEEREL , FEXMHRENZZES PowerShell EHRBALL TS,

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF12345678903}"
Are you sure you want to perform this action?
Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy

{ABCDEF12-3456-7890-ABCD-EF12345678901}".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y
Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF1234567890}".ID deleted.

BEEXHREHPHBR—ERENRKIBE FEIAX , B -MaxShadowCopyNumber SHEH AN EERE
WATER FEIAHY, ER , KHEHRRAEERET N EFEITRBETRXEN , BENRENTE MR

ZRNEFRILR, EXHRENIZTES PowerShell FHRFERAUTHS,

[fs-1234567890abcef12]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl2]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation
You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5

latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): vy
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5
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il B 52+ Bl A i &

ERBRIHRELENENERES TR , 1B TEIFF%\,» mfE S PowerShell EHBIA L TS, BX
EXHRE L B3 PowerShell £1EM %R |, 155 YF Amazon FSx CLI A F PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

BIER % F BIANFHEZE., TRIMAER 7RI

BUUMBRE FRIAERE (2EMEUANE FEIAR ) MR TR, B, SRR HRE L
%mJZIKT?ﬁ%‘ E[Al

A, BEXH RSN ZES PowerShelliFH % A1ZRemove-FsxShadowStoragef®. BXEX
HRE B35t PowerShell 211488 |, 1S HYE Amazon FSx CLI A PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

SRR B E
WESEAATEBANEERRARS , #EMT —H2 A
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e
- RENBFEIFTEX
- BATENSBERIATMEKRT
TEERIAE RS BN X4 RS L 6|2 Amazon FSx &35 RIB L EIA

RENEXEAREX
HUTE—BRT , RENBEEISTH MR
« MREH 500 MEFEAR  WTRABEEEASTENRRFEREZBNM , T—IEBXEERLE

ﬁﬂiiﬂ’]%« EJZ|K0

« MRZFIEENZABERALAEFRE T ISR FER - IS KRENELER , BIER
B EIADT 500 1

XANMERMRFT N, MRANERRATENEFHEEZRTE , BERB N ENF#ZEE,
BrANBERIABEKRT

MHREW /O HERETE (Hlwn, ﬁ‘“ﬁﬁﬁﬂﬁmﬁiﬁﬁfﬁ HDD FHZRIEAZREABRERH
HAETRRE ) ATaE2SH Windows Server HIBRFIEEFEIA , RRTCELEFERATA /0 HERELF
BEEIR, BEERUTERI, #EHBy L HI L EE -

- MREFEANWEREFME , BEALDE FSx £F AN S FSx API t1# B A SSD F#. &
XESZER , TN EEXHREFHEE,

« FXXHR G FMEE N EMEITH THERRN =1

- RTEENRAEFRAFHEN  CNBARENNHREELHE 320 MB I ATAZEE,

« BT X4 REL T ZRRSH Z SRR

BREZER , SR EFEIANHERGEN,

T EEBIAE RS EHMXH RS EI22 Amazon FSx F9 815 RIEE R4

REZHWITH. Amazon ERIIMENXHRE L FSx ERBRRIFRS , HEEEENE#R
fTE'J‘T;ul‘FlHIﬂ%, BAREZR.
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fF 1t %I E %) AWS DataSync

& LAME A ZHEE R AWS DataSync #F for Window FSx s X RSB X HREEHI R E-IXHFR
S, WHEEERATXEAMEXEHNE, ETHRESFER | BHSRMEANINEX4HTEEE Windows X
¥ PR 88 FSx AWS DataSyncA 5B MAWS DataSync B F SRR RIAWS 176 IR S5 2 18] B9 BUE 4L Bl o

i EH 280


https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
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¥¥ FSx for Windows File Server 5 Microsoft SQL Server &
S

= A% ( HA ) Microsoft SQL Server BE IBFE Windows FRFEFAMELBER (WSFC ) BN
MEEETRLE , SN REUUGRAZXHEE, BAILUBIHEP SRR FSx for Windows File
Server fEA SR AM ( HA ) Microsoft SQL Server B HZZM . AEEIHRTBEXHNEFE#FAE
SMB X#HHZE L,

® Note
B &l , Amazon FSx X Microsoft SQL Server IFI ( BIBt X#H-#0#81E ) ThEE,

SQL Server ZW M SSD 7, SSD FTHMERERS. NIERKHEBN TEAEMRIT , 2HEHK
B

BXEMA Amazon FSx BB SQL Server 8 AT AU HENE X ENMAENELR , i5S 5 AWS Storage
BELWUATXXE

 Simplify your Microsoft SQL Server high availability deployments using Amazon FSx for Windows
File Server

» Optimizing cost for your high availability SQL Server deployments on AWS

» Simplify SQL Server Always On deployments with AWS Launch Wizard and Amazon FSx

£ Amazon FSx 43 SQL Server 5&3h #3E S04

Microsoft SQL Server AJLAE A SMB XHHEERNENRBE XM N FHIETH1TEE, Amazon FSx
KM, BYIZHFFETH (CA) XHHZ , 71 SQL Server BIEEREREFMH, XEXHHRE
ERNEERNEMBRIEAZEXHHRIENNARESF (W0 SQL Server ) Mikit. BAREBAUELETMAK 2 X
HRELBIE CARE , BXTFE SQL Server FE , TREB N HA , BEEEZTARNXHRSE
R CAHE,

£ Amazon FSx 432 SQL Server 5&E3h #3E X4 281


https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/optimizing-cost-for-your-high-availability-sql-server-deployments-on-aws/
https://aws.amazon.com/blogs/storage/simplify-sql-server-always-on-deployments-with-the-aws-launch-wizard-and-amazon-fsx/
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HEBFEZTANHRE

& LATE PowerShell EERAERTZEEEH Amazon FSx CLI 812 CA HE, ENEZEENFE
AAMNHEE | EEA New-FSxSmbShare ¥ -ContinuouslyAvailable #&IWHRENRN $True. Hx
FZEE , BSR EFETH (CA) HE,

BtiE SMB EATiRE

W HERBEE R, ZUARKNABEBNAMENMETESH /O EF , BEE 30 ¥WHE
F. &8 SQL Server RAEFXBMRIRENBRBREARAEMTRE , EABRRTEEES X,

A LUAR SMB EFIREESEEN , MAREHNNARFEBENZSTARXARGRNER, &
ABYEHRNHRENEFEHENRNANARFERAREBREANTH , XEEHEHRBEBNK
MEBRE

£ Amazon FSx E8 SMB X4+ = 0LiiE

Windows Server A B BHENRBEEAPE SMB MR ENIEREF EB T RMHPE, LIEXXHHR
EASELER#TERETE#ZTERESR., Amazon FSx X4 RS A AE Windows RSB A MERE
BHIEN SMB XHHZE WAL,
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FINE X ZEETEBE Amazon FSx

Amazon FSx for Windows File Server BIIZhEE, MREMBAM BB NAERFIBET
L% Web Services =i, fF4#h Microsoft Windows X 4RSS 8517 T8 2 FSx EA F Windows X
HRE[IWESESFEUATENEESE -

1. BN XHTIBE FSx EATF Windows X4 EEES. BXEZELR |, FSR HNEHEFEHIE
2 Window FSx s RS E8.

2. BN HHEEBITBE Window FSx s MRS . BEXEZEER , B5H HEMNAM T HH
ZEE1T# 2 Amazon FSx.

3. FHEIEH DNS BH#XE N Amazon FSx X#REZKI DNS 38, AXEZEL , 5554 DNS
31#%& 5 Amazon FSx X<Bk,

4. )3 Window FSx s X HiRFZEER. BXEZER | BSH I FSx ZA T Windows MRS 28
FIRIEB AT i,

BREZARBTENTSRVFAEE , FSAUATINET

£ i

- NIEXHF#EEE Window FSx s XH RS 85

s FENAH X HHZREETFEE Amazon FSx

o« FEE A DNS BB X E FSx EHA T Windows X #HIRSE 88
« ¥ FSx &M F Windows X# RS S| IREBREAET T

S B X176 T E Window FSx s RS 28

EFIMA X4 EBE FSx EEATF Windows File Server X R K KR 4 AWS DataSync , FA(l
BWHEA—ELBEECHRS , ZRSEERL. Ba{LRMER AWS FiE RS EH KEHE.
DataSync &I BBk W& HI#IE K Direct Connect, ¥EN—TZ LI EMIRS , DataSync THEE RN
RARER. FERHMAREBEEMEN, BXEZER , 50 E£AFIEXHEZE Windows XHRSS
25 FSx AWS DataSync,

Bt |, & LAER Robust File Copy ( X & Robocopy ) f#RA R , X2 — &M T Microsoft
Windows Map 51T B XM XA EFIGTE. BXUAEEA Robocopy FXHF# T E Windows X
BR5 88 FSx W32 |, B2 FH Robocopy #F FSx Bl X 1E# 2] Windows X BRS 25,

T HIEBE Windows HHARSTER FSX 283
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FIE X FEIEBE Windows 4IRS 8RRV S E SRR FSx

ERRFREBHFEIBE Windows XH RS , BEAEE T ESER (SSD) 74K Amazon FSx
NHERSG, FSx BTG , BAUERAEE (HDD) F R BIEBIE Amazon FSx XHREE | Al
EXREHNNARFNRERRSG R

BERHIENER SSD f74# FSx By Amazon X#HRE4#%3NE| HDD 74 , BUURBUATER. (FE
E ,HDD XHRENFHBEEDL N 2TB , NBERERNTEERNFHREE. )

1. %10 SSD XHRE%. AXESFEE , B2 IEASEHE D
2. MZFHEREIER HDD FRNNHRLS. BXREZER , B5H N2 HEEREH MRS,

£ A A X4 EBZE Windows XRS5 8§ FSx AWS DataSync

A1 AWS DataSync £ Windows RS2 X R4 2B FSx t2HiE#E, DataSync &—
MBEE MRS , BT Internet = , &b, Ba{LMMEARFMERGEESHM AWS F#ERS 2B/
BEBHMEH, Direct Connect DataSync AJ MZ BN XU REBIEMTHIE |, FlmENR, BYE
A5 R AR

DataSync X#FE % NTFS 15 R#2HI5I&K (ACLs) , EXIFEHI X FKIZFES , BN NTFS RE
mEEHIFI&R (SACLs) , EE R FEAXLEEEREH M/ Z 15 R XA FZIL R,

&R LA DataSync £ Windows X 4IRS NH RGN T FSx XHRE 2 AL , LAl A
ATREH AWS XiF 3 AWS tk P BEBEIXH RS, B LY DataSync 5 Window FSx s 3+
BEBNHRE—RBEARMITEMES. Fl , BT AMKETIR. EHENS AR IER
HOBEARZRITHEHUSABERFSRE.

£ AWS DataSync , Windows X #BR%588 FSx BB R Windows X#RSS85 FSx Him = &1
BATE Windows X RS 88 FSx WL BESHM XU REN LBz BEMXH. BXEZER , HSH
{AWS DataSync AP /) PHRFEANLE,

DataSync £ R 5858 23R (SMB) MG EI¥R FSx B9 Windows XRS5 ES. ©HEABKRE AWS
DataSync # &&= AWS CLIFEEM A/ & MBE#H 1T & 08Il

FRF M

EFHIEIREE FSx B Amazon for Windows X RFEFRESF , BEFEE— AR/FE DataSync X
MRS NMNE, ETHMESZELR , ESHAWS DataSync A #§R DataSyncH I ER,
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https://docs.aws.amazon.com/datasync/latest/userguide/working-with-locations.html
https://docs.aws.amazon.com/datasync/latest/userguide/requirements.html
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MREBEEHTAEBEIBRISIRTFLS/ PN XHNER , BRMNBNUEAESR SSD F#EEE Amazon
FSx X R 4%, XREN DataSync FF S R XM T HFEWANE , XJELF¥R HDD XH RS
|IOPS BR#I , NS BN BEBMXHREMETN. EXEZEL , H5H . NEXHERKEIR
E| Windows X AR5 28 Y SR1ESKER FSXo

MRLZABRBBETER/PEXHAER , XEHLERIT , REEHNTRAMEZHFREL LA DataSync £
S EFENTR , WA UAEAEOY BEMRMNERFEERH, EXEZER , BSH . aUFEHAE
@ AWS DataSync ¥ B R NEEKFE & 5o

B LAMEAFS MEEERKEX4RENEE /10 RIAR,
FERAEBXHNWEZRSER DataSync

BEEAFXHNRMEERME B FRLE DataSync , IHEHATUATEARLER

- EENHEFTHARBERE , REEE.
- SIRARERNBFRUE,

- BIBEABEES

- BITRES  RXHENRERE B AR,

BT BN NI B R i X RSEE R T FSx BT Windows X RS ERH |, S FHAWS
DataSync AFEMHPNEEEFR S 2 EEREBIE AWS, 7 SMB B2 ERMH Ama FSx zon for
Windows X4 RFRBIBNVE.

E 7 IR XHNIRE =R X R R L EE FSx B9 Windows RS 2% , 55 IAWS DataSync
AP ERPIREEZE N Amazon EC2 £,

EF Amazon FSx XHZR 42 EiE#

B LAE A DataSync ZEF A Amazon FSx M4 REZ ETEBHE, NIREFTERIEABRMNIAEX
BREBZEEETRABRENFTXHRE (HIONRTAREERZESATAKXEE ) , X2REH. &
A LAE A DataSync ERANXHRE 2 E 5 B TERE.

T REBI RN ROIBER
1. ARXHREMN B R4 REBE DataSync LB, HEE , BABRLIUE TR —1 Active
Directory (AD ) i , i FEZ BB ZRXAMER AD FEX R,

2. B FEE DataSync EFLURFBEMNREREI B IR, AIBUFZESHEN —IRMERXAIEIT , thAT Bl
MZESRENREEN TR BZET.
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https://aws.amazon.com/blogs/storage/how-to-accelerate-your-data-transfers-with-aws-datasync-scale-out-architectures/
https://aws.amazon.com/blogs/storage/how-to-accelerate-your-data-transfers-with-aws-datasync-scale-out-architectures/
https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#onprem-aws
https://docs.aws.amazon.com/datasync/latest/userguide/create-smb-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/create-fsx-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/create-fsx-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/deploy-agents.html#ec2-deploy-agent
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3. BRI TG , BMRXARGEHTNBEBRREREXHRENBHELR, I8 6 LFERLENEFR
NHREELNEABEDINHEMFRTERZES. ARG, ATLEIEEES B R R G H B ERIR
MHERL.

EMNEFXHREEIB 2 , AUENRIEEDERN ARG ENHATBIR, XEEESMGITHRE
FRSERESKEE , FREETX DataSync H#Hix#EITHEHEER,

NTERARREMBEERERITE , EAILURRNZET DataSync £55 , FAR S BIBMR X4 REB D
FERXHRE, FLERIEXARENRER , ALETRE-RESER , AL AFLREN
RETERMNEMHE | REEET B IR XHRL,

&R LAY DataSync ESEENRERLE FHIZT , AESESRHRELRE, WRATEITZME
%, REEIBH B XRFEFH.

ALEBRXHRS LB SR RSH DNS H£FHHERY DNS 3l&, X8 | R LimA S MR
R o] AR SR R SCAF RSB DNS BTG R X EHE. BXANAIRE DNS BIBWESEE |, FF5
7 : £/ DNS 58 15 B iz,

EHATXMRBENIRE , BITERVEITUTRE

- ZHIR , BEETAXHRERZHN. SEAELEFEM Data Deduplication fEilk, BAME , W
R Data Deduplication GarbageCollection fEl 5&EMITRIEBRERNIT , BIMNEBENEHR
ZAE,

s WEXHREMBENRXHRSEFER SSD F#KE, TUBINZMEE , £ HDD H SSD FfiKH
2B, BXREZER , F25H . FIUBEXHEFM#EERE Window FSx s X RS E5.

s ARXHRGMNENRXHRERERHNELEED , UEEBLEBEZTERMNWKIEE., 7 DataSync
EFLEIEF , BEREX4RENERXERENEEINAR, BXEZER , 728 £
Amazon #1T# 32 CloudWatch,

 i&EDataSync MIZEURBE THRETHTHESHHE, MREBEEMEIR , L LAME Amazon
CloudWatch Logs A %% DataSync A& , A& BB ES.

£ F Robocopy ¥ FSx 1B XHEHE| Windows XRS5 25

Amazon FSx for Windows X4 IRSS 25 & T %3k Windows Server #332 | (EREB TN AHIEERTS

EBREENLEH FSx XHRGEH, BOUUNEBENXHNEKIE, BETLUERIENERMN X T
E,SEEY. EE. HEEE5R (ACLs), FIEEGEENFITER. BTXNE2ENIEIBXE
S FSx A BUFE FWindowsH TS MR BUX & XA BIRE N N ARF IR T 55 M & RS

—_ Ll
Yo

1§ A Robocopy E#3# 286


https://docs.aws.amazon.com/datasync/latest/userguide/monitor-datasync.html
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Windows P #5

EANTEE S| SETREHFHNEXHBENTE. MITHESIE | FRE A HIFTEH O Amazon

EC2 t BITEBM XY RS S|NAIE XS T HIE.
{5 Robocopy # 1T X X BRI &R &4

EITMR2H , BWARTEA T A TERE

« EIZMZARH Active Directory MIEEH 412 Amazon FSx M REH VPC Z [AIE MY MEERE (£

A Direct Connect 2 VPN ) ,

- £ Active Directory E8IZEEFITEVMABHNERNBHORSZKS. EXELZER , H5H

{AWS Directory Service EIR1EF) M [ ER RS K~ ZiRANPR.

- BIE—PMLS# FSx XHRS , MARNBREE ( 44 ) Microsoft AD B .
- BTZEEEMWE Amazon HIMBXHHWXHHE ( AR AZ AWS ) BWZE (FlE ) FSx. \

\Source\Share

- BTHRENNEXHEREN Amazon FSx XHRE EXHHRENME ( Hla0\\Target

\Share ) .

TRLET=MEBAF L REXNIFRXREMN B R XA RE AR RMEER,

EBAFHERER BRG] 15 B E SR
B $% read/write fXPRAEH RAPREEEINETH
XX R EFE
B PR (NTFS ACLs),
BEIH RN RAFEZEERARH Active
Z19 3% R BREE Directory #9 Backup

Operators AR A , H
£/ /b $%5&. RoboCopy

BRITRINENEHER RAPREERLRH
A(=2) NEERX Active Directory /1
HEEAHANKA

B #r FSx X4+ AR
SR ipEMEER

ArESBENBES
WXHAXHREEE
ARXBR (NTFS ACLs).

B P 22 Amazon FSx X
HREEEBERANKA" ,
HEA /b 55K, RoboCopy

AP AR Amazon FSx X
HREEBRANKRE™,
HEH /b #57% RoboCopy

1§ A Robocopy E#3#
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_connector.html#connect_delegate_privileges
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® Note

*XFF A AWS £E Microsoft AD I X RS , Amazon FSx XHRAEE GHNAWS ER
FSx BE R, EENBREEMN Microsoft AD 1 , Amazon FSx X RS EE R A RHERE
AREEREBYHRENNERIEENBEELEA,

{# A Robocopy T X4

R

Ch

AERAU TSRS EXHENR X HRETBE FSx Windows X #HARSS 28 XA R 58

FSx f# A Robocopy fFH A X #41E# 2T I

1.

4.

ESENTE% FSx MHZRSEHBNIL D% VPC F 331 Windows Server 2016 I 5 EC2 3£
Bl

E3ZE Amazon EC2 3£fl, BXEZER , 55 GERT Windows =4I Amazon EC2 A
/)Y PHIERES] Windows SE4l,

377 Command Prompt , FIE X HRSES ( A=A AWS ) LR X4 HZME BIRSE5 5
(Blany:) , MR, ELERELES , BFEN A Active Directory FHEIE R AR K R IRAE
Uk,

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’:

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

&R Amazon RS LW B R FSx X4 HZMHE] Amazon EC2 KB L H 3Rk zh 285 ( 65l
mz:) , MR, EREFPN -85 , BEERNE T A4 Active Directory 135 32 5 44 F I 552
FSx XA RSGEERAKANAF K/ RAAIEFR. N TMMA AWS $£E Microsoft AD KI X F

1§ A Robocopy E#3# 288


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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%, ZARAWS Delegated FSx Administrators. £ B{TEEMH Microsoft AD # | iZAR
Domain Admins SIREZC BN 4RGN NEBREENBENA,

BREZFER , 5K £ Robocopy #1TXHIFBHY LR PRIRXHRSM B IR HERS
ﬁliﬁl‘ﬂ’&gﬁiio

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. METXNXEGERUEEBR EMI21T. UEERFHITHAGTR AR Windows PowerShell ,
%F ‘fTLXT RObOCOpy Ap 'I'-’HI{L.FMI \/\¥§$U UE*-.R/\¥0

ROBOCOPY iR — N REFNNHERMEARER , EEZ/MNATEHBEECRHAENE, BT
LLROBOCOPY#M TR , BHEFMAMANHME ZEFEHIZ Amazon FSx BFrHEE, ZEIA&
REB T XHMXHRK NTFS ACLs, B, itEE., FrIEEEENFITER,

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

LERROIGGSERT T THEMEMR

« Y- B RN T A Active Directory # mydata.com HHREE,
« Z— BT S¥ K BRI E\ amznfsxabcdef1.mydata.com\ share, FSx
* [copy - EEEEHINAT XHEMY :

- D-%4E

- A-EBM
T - B A&

+ S— NTFS ACLs

- O-FTEEER

- U-®TiHER,
- /secfix - IEEMBXHNXHZEY  EE BRI XM,
- le-8HFER, BEEAER

1§ A Robocopy E#3# 289
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* /b — £ Windows &3 MIREMREHIXH |, BMEXHR NTFS ACLs fE4L B LRI A&
TR,

« IMT:8 - EERATHITZLRBREFNLER.

® Note
MR EBIEES T AIFEAIEEES G ARE XM , ATLIE robocopy HFEEMA /zb T E /b iE
o, BRATERER. EAEREXRT , MRAREXHNERPH , NIRRT RE PR
WATIREH Robocopy #B1F , MAMBMLTFHREMEFEAN M., BRATERENXBRERE
RRIEE,

FHEW A i M H =8 & E B E Amazon FSx

BAIUFERAU TS RESME XL ZR/ B TR FSx Zl Amazon, HEHERT | BXHRSELLEN
Hy#4H=fi BT E Amazon B X HIRS 28 FSxX.

(® Note

EIRHHERE FSx 281 , BN HERE Amazon, EXEZEER , H5H FUE
XA 1F# TR 2 Window FSx s XRS5,

FIAE B HEZTBEE Window FSx s XH4ARS 28
1. FERXHRS
Windows,

2. SmbShares.xmlBEERESITUTHT , HEXHRSFNXAHLEZSHI B N4 F
PowerShell, FiZRGIFH F: BN BN F G H AR ZHHRS [ LR B[E R

BE NETXEERERUEERR BHE1T. LEE A PowerShell 51337

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. mEESmbShares.xmlX# , FrEX F: ( BRI S ) 95| FHE#RRA D:\share , BRI T
FSx XHRELTF D:\share.

EBRNHHERE 290
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4. NUEXHHEBRES A Window FSx s ARS8, EENIFRIEH B R Amazon FSx X R
SZNRXHRSENEFHL  EFREFAXHRERE, RS, FAUTHSFHESAE T
Ef,

$shares = Import-Clixml -Path F:\SmbShares.xml
5. FRALUT®EIZ— , HE&ZEE FSx B9 Windows X RS LA BXHHEMENERIR,
EURBEARERFZIENR , BERAUATHR.
$credential = Get-Credential
EF A AWS Secrets Manager BRERZIENR , EEAUTHR
$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString
$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))
6. FRAUTHANXHHZERETBER FSx B Amazon RS SR,
$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value
}
}
Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsxXXXXXxxx.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }
}
EBRXHHERE 291
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FHER 2 DNS Bl EE % ZE FSx & AT Windows M #ARS5 25

FSx Windows File Server AN NHRSGRE T — NNV B RS (DNS) B , SRATLLAEXRIAR
XUERGEHWBIE, BF AT LAE A E%EIRNEM DNS BMiF RGN XHRS , HE2SZ A DNS &
FBECE N Amazon FSx X4 R 48 DNS 318,

£ DNS 518 , T B REEEMNERITELET L7 FSx i , WAL FERIAE DNS B
EEEELD# FSx EMEE, XBBTEIEBE Amazon NTTEEFETAEAEH DNS BHH
TERNARF FSxo EREFXHRSEN , URBEZMLIEFTXHRER , TEUF DNS 3IE S
Windows X# RGeS XHREMINE FSx BB MEXER, BRKZAELE 50 4 DNS 5lE5—1XHR
kB, BXEZELR , B3R 2 DNS 38,

DNS 3| & SFHE A TER :

- BAMKXATERESESA (FQDN ) &3 , Al accounting.example.com,
- AINEBEFRRFFHFNEZH ().

« FNEUEFZHFITABER.

« AILAMERBFTT X

YT DNS 5|8 , Amazon 2 FFBFH FSx TN NEFH (a-z) , TREWMFAEEEN] : KEF
&, MNEFFHENERHNEANTE,

LUTERBNENAERT S FSx #24l4&. CLI f API 5 DNS 318 5MA FSx M Windows 4RSS
BXHREHREK, BEXEVEFNHRE ( BENBORIEFXHRSE ) iF<E DNS 3IBHNEZE
B, {555 §F DNS 3B 54 R 5 MHEKEK,

F DNS BB EUMBXHRGEXE (2FHE )

1. F#TFF Amazon FSx #2#|& , Wit R https://console.aws.amazon.com/fsx/.
2. SMBIMHRS , RAFERES DNS 318 <BH Windows SR %k,
3. ERMZELREGET L , % DNS 3B NI EEUITHFEE DNS 3& 3T F4E,

FHER A1 DNS BB IF %2 FSx AT Windows 4RSS 88 292


https://console.aws.amazon.com/fsx/
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Manage DNS aliases )4

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Associate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com () Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. FEXRBRIHBIBESD , WAEXER DNS &,
5. EEEXRER , R BRMEINXHFRS.

A LATE 280 5l B 5 R P M RN R SCBR Y B B VRS . HRB[ETHTAN , 3B E5XHRGEREK
(WERRAEEERR 25 9% )
% DNS 58 5IMEXHRGEXE (CLI)

« f#f associate-file-system-aliases CLI @5 = AssociateFileSystemAliasesAPI #&4E4F
DNS 3l & 5ERBEXHREXE,

LR CLI R[N 5B S5 E R XA R G KBk,

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \

R A DNS B BT B E FSx EA T Windows 34k 8 293


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
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--aliases financials.corp.example.com transfers.corp.example.com

MR ERT Amazon 53X RSBk FSx #9312 BIRA,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

EUBREXERNABHRE , BFEH CL describe-file-system-aliases | % (%
M DescribeFileSystemAliases#) APl #4E ) . HABIBW Lifecycle {9 AVAILABLE Bt , 1]
DERAZABHRINXGRET (LEBAREEERE 25 244 ) .

$F FSx SZH T Windows MRS eeVREB R AT b

IR N FE, XHEHEEREN DNS BER , T —IRF/BRERE FSx EA T Windows X #
REBEHXHRE, EYHRE Window FSx s XHFRFEXHRE , BIITUATHER
- EREE,
- ot SMB B iR 5 RIBNHRENEE,
s WITHERLENXHAIXGHRERERS,
« NEH Amazon FSx XH R B ERS EMEB M (SPNs).
- EE% DNS FBIEFIUEREN L 5 FSx XHREK,

2

LT &BONET TN TROTE

EF&

o FEHRT Amazon HUER FSx

F1#2 3] Window FSx s X4 IR S-83hiR 294


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« A Kerber SPNs os & 31 #t 1THL &
- E¥ Amazon FSx X R4 H) DNS sl&id%

NEHRE] Amazon HUE® FSx

EREHRE Amazon FSx XHREMUER |, BOATIITULTRE -

- FAAEBARBXH RSN E P ikl iEE,

- f£/ AWS DataSync = Robocopy HITRAX 4R, BXEZEER , BSH HAEXHEFEHER
Z| Window FSx s X# RS 85

- ITERANXHHLEREBRS, BXESEL , H500 FEMNA M T4 S/ EITBE Amazon
FSxo

A Kerber SPNs os S UE# TE &

RINBWEEET Amazon £ ERE T Kerberos B HHBRIEFINZ, FSxKerberos REM 7 7 [H]
YHRENEFPHRESLZENEMNRIE,. B FSx F4 DNS 3& h R S#HNEF S A Kerberos
MBI |, BATURMESL D% FSx X4 REH Active Directory TTEHLIT R LAY DNS 5B 83T R #Y
BRSS EAEZ TR (SPNs),

Kerberos SPNs B3 RIEFEZEH,

HOST/alias
HOST/alias.domain

Flan | ERBBFRfinance.domain.com , MFAENFH 318 SPNs 21 R Ro

HOST/finance
HOST/finance.domain.com

—/N SPN —IXRREES— Active Directory It EH I RKBk, MRFE SPNs WREXHREHN
Active Directory Tt E X RECERY DNS B#5 , MATEFEBIER , REFEENEH Amazon FSx X
HRE 612 SPNs

DTERNBNAEREMIAEN SPNs, BIEREAIAR A SPNs I Si#h FSx XHRSH Active
Directory T EHX R eI Z I Ko

R E] Amazon R FSx 295
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RIEFTEM PowerShell SE37 B FER

1. BEREMALWILEE FSx XHRSEFTINARES B % Windows =41,
2. PowerShell AEE G & BT FF,
3. FERLLT &N %% Act PowerShell ive Directory #&iR,

Install-WindowsFeature RSAT-AD-PowerShell

TR\ X RGH Active Directory TTEHIXI R SPNs &K MM ERIE DNS 514

1. FEAUTHSERMTMIME SPNs . & alias_fqgdn BN TE FE A DNS B ETZE
FSx & AT Windows X# ARS8 R EXMHREXREKH DNS 515,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FERAUTROIEIZARIER £ —2F® SPNs BEIHIAE EH.

- §¥ alias_fqdn BRNE FEMNAH DNS FEERE FSxEA T Windows X4 RS EE R &5
XHRGERERHTE DNS 515,

« ¥ file_system_DNS_name B R XA R EH DNS &+

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. XIE AR A DNS B ETBE FSx EA T Windows X#HARS 28 F EXHREXREKNEN
DNS 3|& EEXLED R,

5 Kerber SPNs os & 330 iE#t 1THL B 296
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SPNs £ &M S #h FSx MRS Active Directory ITEHIXNI R EiRE

1. ZE1TLLT % SPNs , HEH Amazon FSx X REREFTHNE.
« file_system_DNS_name&ifth Amazon FSx 2 Ei4A X RS DNS & #ro

E7E Amazon FSx 24| 4 L ER X4 RSH DNS B , B EBRXHRSE , ARERENTHR
G, ERNHARZEMAEENHPNNEERELBEK. BIET L DescribeFileSystemsAPI
YERY I B2 3R EX DNS #& #5o

- §¥ alias_fqdn BRNE FEMH M DNS BB FERE FSxEA T Windows X4 RS e R &5
XHRGERERHTE DNS 515,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
MRE FSx XHREWITENIIRE AD #7127 DNS 5IZH SPN , MR EH Amazon
XHRGIZRE SPN FEAK, BEXEHRFBRAEABNELR SPNs , BSAEFRBIHR
i 89 Active Directory TTENLXT R SPNs E&E &R MMIBRINE DNS 515

2. AT REBARIERASH DNS 52 EE 75 SPNs B DNS 3l&. BRARMNPIEHRNE
¥l SPNs , HOST/alias#HOST/alias_fqdn.

file_system_DNS_name&#: ) Amazon FSx 2 BL4A IR X R 45K DNS &#. B Amazon
FSx 2%l 5 LERXH RSN DNS BF , BEBRXHRSE , ERENXHRE , RAREXHRE
FENHLER  NEMZL” B,

#&1E T LATE DescribeFileSystemsAPI 4/ g B 1 3REL DNS & .

5 Kerber SPNs os & 330 iE#t 1THL B 297


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. X AR A DNS BEITBE FSx AT Windows X#HRSS 28 R EXHREXRBKHNEN
DNS 38 E& LRI IR,

(® Note

JBII 7E Active Directory FIRBIA FHKREXI R (GPOs) , A LAEA DNS 5l & X E £ 2 S04
REMNEFIHEFIIT Kerberos A RIERMNE -

« PREINTLM : =fEARSFESHV/E H NTLM RE
« PRHI NTLM : A NTLM B 4958UE 7 iz 2 AR 55 85 651 Hk

BEXEZER , BSHES 5 : £/ DNS BB AR XHRE FHEAHERN REFINIT
Kerberos & 3 %1iF () GPOs,

E#T Amazon FSx X R % H DNS Bl& i

IEWEE SPNs XHREEE , BRI YIRBNLSE , FSx HERFERMBATEIRE X 4HREH DNS
ERERAFENT AL D FSx XHRLRIIA DNS & F5HY DNS 123

ZEER PowerShell cmdlet

N

ERIE DNS BEENPRAVEEIH ( AWS £ AWS & Microsoft Active Directory PV EFIFHBEREE
BR , UREBEBITEEMN Active Directory FEIHZE )k DNS EENRWEEE A RHEMEA )
WAFBHEFEMAZHIL DS FSx XHREH Active Directory B Windows K4
BXEAEER , BHZSH (Amazon EC2 AFIER) HMEEE| Windows 34,

2. PowerShell AEE & 1737

3. HMITHERBEFHIRAEE PowerShell DNS RS ESER, BRUATHSRZEIZER,

FE# Amazon FSx X R4 DNS Bl&18% 298


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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Install-WindowsFeature RSAT-DNS-Server

E#HIAEH DNS CNAME g

1. LATBIARNFrEIE DNS 3B iexkEHalias_ fqdnEEH Amazon FSx XH RS T EH XY
R, MRKIKE , ©4£H7 DNS BB BB —NF# DNS BlRidKalias_fqdn , ZICFGHENT A
Amazon FSx X# RS HIBRIA DNS & #5,

BETHA , BHRTUTERRE

« ¥ alias_fqdn BRAEXHRGEREH DNS 515,
« file_system_DNS_name&ifty Amazon FSx h X R 52 EHIZRIA DNS B #5o

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. XE FER A DNS BETBE FSx &M T Windows X#HIRS 28 F EXHREXRBKNEN
DNS 38 E& LRI IR,

FE# Amazon FSx X R4 DNS Bl&18% 299
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1532 Window FSx s X RSB es N HF R4

B R4S Windows MRS 2R ME AWS R 5RAY FSx AISetE, WTAMNMRENERARERS .
IERIIZM AWS BEIR S R Z N0 IR B RHE |, UEEHIIRER AU ER IR TER. B2,
FEFF A2 FSx Windows X HERSFER 2Bl , BN ZUEBE-—MEEUTRENZRAEZRITR

- WIRENRMTAL?

« RERBLERIR ?

o WX LR AV SR a0 2
- BRERMLEEZETE?

« WRARPITEEZRES?

o IR RB A ?

BREFMEY Windows X#HIRSS 2R FSx WEZER , FSHAUATEE,

FR

- BatMFanisE

 f£EA Amazon #1T¥% 2 CloudWatch

« {#£/H AWS CloudTrail i23 Amazon FSx for Windows File Server §# API i B &

B M Fo e

AWS BT AT EM FSx Windows X HRF NS TE, SLUEEHFHN — LT ERFER
THRETS  BEEIEZEEFH T, BWERTRERNERETIS AL,

Ha)%ET R

BAIUERALT B SN TEYRM Window FSx s XSS #8 F £ I R BB BE1THR &

« A CloudWatch mazon Alarms — &35 E R B B R AR ENER |, H BB ZIERE S et E
RAEXN FAERENERIT M STERE, ZRERKZETLSHFELBARS (Amazon SNS)
Simple Notification Scaling £ ;I &i# EC2 Auto Scaling FREEHIEH, CloudWatch BiRF&1X
NEREMNETFEERSHRAARE , ZRSVACERHRETEENHER, BXESER | 1B
28 FH Amazon 317412 CloudWatch,

PELEL T 300
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« Amazon CloudWatch Logs — ¥, &M iA[EKE AWS CloudTrail 2 Et>kIRERY B &304

BEXEZEER , S 4R Amazon CloudWatch BHi& ? £ Amazon CloudWatch BER 1§
B,

* AWS CloudTrail B E®&Z-EKF 2 BAHAZAEXH , EIH CloudTrail BEXHRIEE “BE" K

700

SKEYYE 42 CloudWatch BEX#H |, A Java RERELENARERF , ARIELNEEXHEELEEE

BAREM CloudTrail, HEXEZEE , 30 (AWS CloudTrail AF#§R) H# “fEA CloudTrail H
HEXA

FHHEATER

18 FSx Windows X4 iRF e S — NEE 5 2 F 31 K Amazon CloudWatch 3 AR 5B 2 Y I

B, FSxi&EHATF Windows File Server F1E i AWS #5241 & WM RARIZM T AWS IREERDH at-a-
glancefi®. CloudWatch

Amazon FSx 1ML H EIRE R

- HEIEE A CloudWatch 1R
- XHRGEIRHE

s XHREFHRBENFAR

« XHRSERNMFE SR

« CloudWatch Bk

I 3% CloudWatch #4IHERE R :
o HEEEBIRES
- FENRREE

« REBETIRR

Lo | BB T LAE A CloudWatch $1TA TI24E -

- SR BE IRHERAS IR EERNRS.
- LEERBER , UHREEH FEBES,
« BRFFGIEHFRE AWS TR,

- BIENRESEZEREXAENEA,

FHERETR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
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AKX Amazon FSx BEMENIEFIHIRNESEE | BSHAEA XA REET.

£ Amazon #1714 CloudWatch

Amazon CloudWatch &R B & FSx Y Windows X4 RF BN HRENRBEEE , FFELERTA
EH, IAFERNNIER. XEZITHEESRE 15N, NMFEEEBHEARER , URBBETHET
EREI G RENRITE R

FSx i&AF Windows X ARSZBSE LA T &4 CloudWatch $8#% :

« W% 1/0 EARE B IR XA RGN F P i N XA BRSS 28 Z R SE S

s XHRFEFENEHEMNXRELENAR, XHRSEE CPUNRE , URXHRSS[HETTEMN
IOPS R A,

« B /0 BREE XA RS HRNEFES ZRANED,
- FESEREE HDD FESHHEFULEF AEM SSD F#BHY IOPS RIA X,
- FREEENEEERERE  SRESERENRTROE®ETE,

THEEEAT Window FSx s MHRSRXHRS, HAGHNEERE.

Network /O metrics File server metrics Disk /O metrics Storage volume metrics
Ol . EoE
— —— ——

Storage capacity metfrics

ZRIAER T , Amazon for Windows M4 BRSSE5 L 1 040 FSx N AR XX IEWVREIE , BT HIANER
&M 5 8 &KiE—)X : CloudWatch

* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

BEHXHEZ{E L CloudWatch , 2% Amazon 21t 4 CloudWatch ? & (I &% CloudWatch A 18
) #,

£ Amazon 3 {T##2 CloudWatch 302


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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NTREARAXXHRS  EXHREEF REMRBAGERYE , AR 2RAER ; XTSATRAKX
XHRG  EEXH RS SRMNEB X RS R MRTRREBNRMEHIREE , TRF2KAIE
*’-J_‘o

BLE Amazon FSx CloudWatch IR ENRBFT . FHERTEAD i &I =3t 6 2 U EHR.
£

« CloudWatch IE¥FI4E

£ X R G FR

MBS MEN

58] XA RS FR

812 CloudWatch B1R

CloudWatch Igtr M4 E

FSx & A F Windows File Server BT X4 R SR LA T #84R & 10 BT 5 #AWS /FSx CloudWatch 5
ZEE P

* DataReadBytes
 DataWriteBytes

* DataReadOperations
 DataWriteOperations
* MetadataOperations

* FreeStorageCapacity

FSx Windows File Server N EHEZ DR 32 IXHRSE , MU TET AR CloudWatch BVIEFR &
& Amazon BYAWS /FSx @4 ZE (Bl MBps.

R4 1/0 fE¥R

AWS/FSxTn & ZE= R BB T ML 1/0 $5¥R.

1R B

DataReadBytes FRIXHRENE P imREUREF T,

B M%E 303
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By FH
BRI : Sum

DataWriteBytes HRIMXHRENEFHNEAREFT TR,
BALFH

BREITHAE © Sum

DataReadO R XA RGN T P infIREURER.
perations
BT I

BEREITTEIE - Sum

DataWrite FRIXHRENEF RN EARER,
Operations
Byt

BREITTHEIE : Sum

MetadataO R XHRENE P iR T HIERER,
perations
BT i

BREITHAE : Sum

ClientCon B mEXHRSE RS2 BB ESEER,
nections
BT I
X4 RSEEER

AWS/FSx a5 % Z2 [B) & ¥ LA T XA BR S5 BR F8 4R

B M%E 304
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1R

NetworkThroughputU
tilization

CPUUtilization

MemoryUtilization

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBalance

FileServerDiskIops
Utilization

FileServerDiskIopsBalance

ik

NHERGHNMEFLE STERBERHNET L. ZIERR
BRT X RELNAEMEES , aFE ik /0, ER
HERRERFITRINES., ETFNME (0T
B ) URREFEEES (Sl AXEHMET B
).

BB

MRS 2R CPU RIRMNFIARB 5L,

LR A= e

NHRSENFRRNFARE S .

By Bokt

NHRFHEHFMEBZANHARTTE  RIHNBHEL
BE R E R T B EC PR FIAY B 2 Lo

By BOL
NHRFHREHFREBZAMETTENTAREIHE
Stt. EBATMESELENR 256 MBps E/ NI XHR

5o
By Bok

XHERSESE#E 2 HNEE IOPS , R ABEMAE
ARENTAERHINE 2 L.

By Bok

XHERSESHEF#SZAWE IOPS WA ARE A KA
o, ERATHMERHE N 256 MBps HE /N XHFR

%o

By B8Ok

B M%E
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W 1/0 ER

AWS/FSxfp & Z= B 2IELL TR 1/0 1845,

iR

DiskReadBytes

DiskWriteBytes

DiskReadO
perations

DiskWrite
Operations

i BA

7 B i SRV IRBURFZ TG

By P

BREITHSE : Sum

R FESHNEAREZTH

By P

BREITHAE : Sum

13 [R) f7 i B B9 S BR 55 2 B IR BUR AR B
B ITH

BREIH IR : Sum

U5 R f7 i B Y LA BR S5 2R Y B AR
BV ITH

BRI IR - Sum

FSx EA T Windows & 21545

AWS/FSx n A Z8 B 2FE LA T 6 B8P,

1R

DiskThroughputUtilization

L

By Bok

(XPR HDD ) XHRFSBEHFRECANUEFTHLE
RANHAFEBSRENTMAE RN E D L.

B M%E
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R i 88
DiskThroughputBalance ({XPFE HDD ) 7B A RTHEFMAEEA IOPS KA A RE
KREBE DL,

Bfy:BOk

DiskIopsUtilization (1XPR SSD ) X IRFESFHEZ EMEE IOPS | &k
THHBEFEESRENTEAL IOPS WE 2 L.

By Bole

FEAREENR

AWS/FSx & Z R B U T EEBEIER.

E¥R i
FreeStorageCapacity AAFRBEN KD,
B FH

BREITHIE - Average. Minimum
StorageCapacityUtilization CRAYEFREE  KRTINEEHEBTENE DL,
By B
DeduplicationSavedStorage ERTESEBERNRNTENERZRE,
By . FH

Windows X 4RSS 2516 4RHY FSx @R Z8 (8 fl4E

FSx X} F Windows X#RRSG2RIER , BEAFSxmBZ B A RUENEEMWIEIRFileSystemId, &
A LAf#E A describe-file-systems AWS CLI #55 5 DescribeFileSystemsAP| S S &R X H R LM 1D, X
HRE ID RN Fs-0123456789abcde .
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8 XA R SLHE PR

84> Amazon FSx X REHBEF N EEARMEA N

- XHERSEE  ATHERXHERSNEF inRREHRE,
- FE , ATREXHREPHHE.

FSx i& A F Windows File Server By 1R & 1845 A T IRER S R G M SR S5 28 T 176 B RV M RE R R
FIFAZE, CloudWatch TR T Amazon FSx 34 R 5 & H 2R ¥9 48 4 LA K 7] 3 W 422 9 14 BE A 8 R
CloudWatch 1E#5. 3 —HIENRETRHXEEEERXHRGEY , ATHEXLERNEIE, FEZ
B 2SS A BRI X RS HEEE,

FSg
Network /O metrics File server metrics Disk /O metrics

Storage metrics
Key property: Throughput capacity Key property: Storage capacity
DataReadBytes
Data\WrniteBytes
DataReadOperations DiskReadBytes
E] DataWriteOperations NetworkThroughput DiskThroughput DiskWriteBytes Storage volume metrics
— MetadataOpergtmns Disklops DiskReadOperations DiskThroughput (HDD
E] ClientConnections DiskWriteOperations Disklans (SSD
€
—s
— CPUUtilization
MemaryUtilization

£/ Amazon FSx 2 & & R W FMeE” HIREE TRPHE R Windows X4 FRS58F CloudWatch
*E*’]_‘o FSX

W L B = MR PR
Mk

A2

Hx

CHEXHRSEHE IOPS ? B IOPS  EAfl (DataReadO
perations +
Summar DataWriteOperations
+ MetadataOperations

) AR (AR REMN)
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CAENMHRSHREFEE 2 REE IOPS W& FileServerDiskIops
WA RARERBES L ? IOPS Z® Balance
11
CCHEXHERSEN CPU RIARF S ? CPU /A CPUUtilization
CAEXHRSSHFENAFMARE S ? MFFA  MemoryUtilization
AR REEENREREE (RTN Bi&EEFM  DiskThroughputUtil
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B ? ( HDD )
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A IOPS RIBAKBE DL 2 I £ 7 nce 2
1B
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® Note
"RINBRN N E Y EH N R ARREBE 50% T, BRERBHNE AU DRENT
e BB RS A Windows ZH8E (flE#ES . EEBENRSETE
),
2IBIET RS , HDD B THALNIZHHAZR, IOPS REH ERAKIEAESHK
HAMEETR, BXES(EL . B35 HDD =EHEL.,

PEREER 5 MR

FSx Windows RS NEBHENZED 32 NEHBENXHRSGIREMAES MBps, 84HAP—4
CloudWatch I EFREL SN BB S BIEHBEIMABENHEER , Amazon fi&a FSx ER—AHBHRNE
o X LA AN RIBMEISSAI TR |, BELUERXE BRI X R G B,

AEREENEREFERN SN XBERAGRES, AAEEIHKIIN Amazon FSx HREB SRR
NHERGEENL T CloudWatch BICRSH A A BEREHFE RE “BRMERE" HRN “HE &2
Fo MERRPEREFERERNBI ELERES,

i

&7 LU AR Amazon FSx 1E#R 812 CloudWatch 1, BXxEZEE |, 52 62 CloudWatch
o

ERMEREES RS RGN MHRE

Amazon FSx RIS ATHERY |, EAMEAKERICEL THE RSN A, XERUANAT O
RRBEMN MRS, MBELREMEHRITED | REWESPHH EREMOMEER T EW , BITUR
BRI, REMRBENIEN  ATNETNMARANFLAIRERBRRARES | 0
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MRBHWBERNES FHATIZIRE
MRS R > MERTE - RIERM
FHEAERRAR BiNE#EE

FiES > AERHE - FIAZE (HDD)
EBnERAESYRE SDD FMEE

S > WAESTE - RIEKRHW (HDD )

1ZHE% > Wi IOPS - FIA%E (SSD ) 25 SSD IOPS

(® Note
REYHREGEHTRSIEEME /O HRRR , F AR tkEES. flw

- FREEFERNACHMRSEIEEELE | M BWNFESEHF R XHRGEE PR

s NTFZAARXXHRE , EHELT R, BUHERITARPHESEHSBEIANER
MEMEIMESH., FHHEXENTAREENHEZEE NGRS [N GRS
2R ZEIEZ , Windows Server EITHEHBER S ELAIERXBHEE 1/I0 BF. BXEZE
B, ESH EERFUHEEL,

BERNHREHENESEER , BSH FSx AT Windows XHIRSS B3 MHEEE,
HE X RS IERR

BA LB LA T AREE Amazon B FSx 3E¥R., CloudWatch

« Amazon FSx 2% &
« % CloudWatch &
+ C CloudWatch LI
X/ CloudWatch API
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£/ Amazon FSx 2| 8 & & XH R LR

1. 3TFF Amazon FSx #2#|#& , Wit R https://console.aws.amazon.com/fsx/.
BEETXHRGFAEENH , BESMERPEREXHRS
EREEFEHERNXHRS,

EEENHRSEFERR , BEEF- I AR LEREENMEEE,

> w0 Dd

‘ © Summary ‘ Storage Performance CloudWatch alarms

Warnings and CloudWatch alarms info

Shows any Amazon FSx generated wamings and triggered CloudWatch alarms that you have created

File system activity Info

Shows a high-level summary of file system activity.

th  3h 12h 1d 3d 1w Custom ‘ C | v | ‘ Add to dashboard

Available storage capacity i Total throughput (bytes/sec) i Total IOPS (operations/sec)

No unit No unit No unit

34266 1.00 0.033

34266 050 0.017

34266 i 0

1715 17:15 17:15 1715 17:15 1715
@ Available storage capacity @ Total throughput (bytes/sec) @ Total IOPS (operations/sec)

Client connections

Count

1.00

0
17:15 17:15

@ ClientConnections

RINFR T 2EREERER , EFAAEESHESH CloudWatch B LK X4 REE BN FE R,

- BEEFERTEEFHBENIARER.
< EEMRETES MRS SHFNFMHIERER.

& CloudWatch B RUAEBE N XHREEEN B ERVE R,

BXEZER  BEH £ REER.
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£ CloudWatch 24| & R &EFIEIF

1.

BERETDBEFEN B THPEENHFRSER , BELDE CloudWatch a8 “HE12
tERe” AR+ S EZER. FSx

MEFRERAE LANREREDEREERHTES , ITEAR.

CPU utilization o i
Percent Enlarge
Ls Refresh

View igmpeuiasﬂ

M.ww s

@ CPUUtilization

XF7E CloudWatch 2 &I & I 645" H , ERERER , W TEMR.

CloudWatch X CloudWatch Metrics
. CPU utilization & h 3h 1zh 1d 3d Iw Custom B S Line v
Favorites and recents >
Dashboards
» Alarms o @1 0
A@T O
» Logs 70 |
¥ Metrics 20
11111 = 65 700 175 730 17285 800 1815 830 18:0 1900
Il me ® cruul
Explorer
Streams
Browse Query Graphed metries (1) Options Source Add math w H Add query ¥ |
» X-Ray traces —_—
» Events Add dynamic label v | Info Statistic | Average ¥ | Period: | 1minute ¥ Clear graph
» Application monitoring Label Details Statistic Period
B cPuUtilization [% FSx » CPUUtIlization = FileSystemld: fs-Oched:  Average v 1 minute ¥

@ CloudWatch R AR MIEFR

1.

EIF—4H Windows X4 R &EIBIRHFINE CloudWatch &) &R IE4IE 4R , F7 Amazon 324 FSx
AN KB MMAE mARPIRE AR (BE, F#5M8RE ). FSx

EEREARE LA RIMBURR" , BIA#TFF CloudWatch 2| &.

MFIRAFIEEFE—NIE CloudWatch R , REVNE—IFHNERR. EXEZEE , BESH
I 53# CloudWatch AP 1ERI) FHIE R Si# CloudWatch 2 HIEHR o
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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EiH IR B R IER AWS CLI

- fEA®TAH --namespace "AWS/FSx" GiBZEEM list-metrics H. BXELZELR , HZH

AWS CLI 8%

2%,

$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{
"Metrics": [
{
"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [
{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
.
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
58] X RELIEHR 315


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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{
"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
}
]
.
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": “111122223333”,
"arn": "arn:aws:sts::111122223333:roo0t”,
"accountId": “111122223333”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

1,
"eventTime": "2018-11-14T22:36:07Z2",

"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”
.
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,
"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLES9P”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333”

LTFRBIERT — CloudTrail BESE |, Z&BERTNEZEH ABBRXXHRGERZAE

UntagResource 4,

"eventVersion": "1.05",
"userIdentity": {

"type": “Root”,

"principalld": "111122223333",

T f# Amazon FSx B &% B
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"arn": "arn:aws:sts::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z"

}

}
I
"eventTime": "2018-11-14T23:40:547",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
I
"responseElements": null,
"requestID": "QaEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"
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 kms: ReEncrypt — ( i ) A KMS BN RF BN BIFBHITNE , MAREZTFRRE
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F, ETFEBEXHREREB Amazon Virtual Private Cloud ( Amazon VPC ) RS, &aLUE S Hig
FZBRSS (DNS) BFREREEIEH Amazon FSx X RS, DNS BFERETE] VPC H 30 RET 3% M W 4% 332
OMFAE IP it, RAEXE VPC A EIR, B Direct Connect 2 VPN 53k Bk VPC EZM R IR
NEERNPEIR VPCs FTREFRINHREHNMEZEND, BXEZEL |, H5H (Amazon VPC AAFIE
&) Bt AR Amazon VPC?,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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/A Warning

T HERTMREEN XA RERKRABEMZED, BEHRSMERZMEZOTESS KA
ERIEHN VPC MRS R HVEE,

FSx @A T Windows X#HRSF B8R VPC HE | XEETLUESR. 0E. ERAMBEREAE AWS K
FHREN VPC HHEFMHPNRIR, BXEZELR , i3H Amazon VPC AiF 18 VPCsHMI A

Amazon VPC &4 4

NTH-—TEEBEL VPC ANHREHEMEMBZONNERE , BEATLARRIIN XHERENTH
Rl REAR—MIRSHAE , ATERH#HEXBRNERONRE, EXHERT , RENBFRHZ
NHREHMEED,

BEAZ2ARFINER Amazon FSx XHRLERITAR |, BARMA M H G, A SEA N 42545
ABRE  HEANZEFINIHERSEHNRE. BRENZSAPAEBRIMERENAN , 7T
Amazon FSx X #F RETHY AR L FBRET B X5 A9 T E L P LAY TR,

BXZEAHNNESZER , HSH (Amazon EC2 AFIER) RHZEAMN,

N Amazon BIEZ £ 4 FSx

1. ¥ https://console.aws.amazon.com/ec2 LTI S EC2 #2&1&,

ESIMBEEF |, %$F Security Groups ( Z£4 ) -

ERUERS4A,

NELAEE R HMER,

XTF VPC , TR EEN X4 RE KRB Amazon VPC BLfEiZ VPC Fa|EZ 24,

2

ARIIBA T AN B A R O ERY IS M 4R E

a. XF VPC 24 , AFEMNBIA Amazon VPC HERINLZ S H B FMBIZEH S P XHR
%, FRRENE FSx XHRENTFRNLLARN VPC ML ACLs AFOM TEARAR

LHERE,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.aws.amazon.com/ec2
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
S~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
| TCP Ports 445
< H
T~ |
FSx for Windows VB diert

TCP Ports 5985 @
4@

Administrator

TRAET SN NRONER.

7138 ¥ y=h=:)

TCP/UDP 53 HE RS (DNS)

TCP/UDP 88 Kerberos & 135 F

TCP/UDP 464 BRREFZDE

TCP/UDP 389 HAE R AL ( LDAP )

UDP 123 P 48 Bt iE] #p L ( NTP )

TCP 135 PRI E R E /i [R5TES ( DCE/EPMAP )
TCP 445 BH&MRS SMB XHHE

TCP 636 RES B FiHE ML TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /3 B &

Amazon VPC Z£4 329



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

73 i y==f=:!

TCP 3269 ETF SSL # Microsoft /5 B F

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 B2 )
TCP 9389 %k AD DS Web AR%5 , PowerShell

TCP 49152 - 65535 RPC HY I Bt i O

/A Important

BAAX 2 MBS TARNHRSGHEDEZLV TCP InA 9389 LM HIERE,

b. WRXLREMVBHEEIERTEN AD HIRHIZR, DNS BRF=R. FSx FEFRMEE AW
BrRiEE. FSx

/A Important

B AR Amazon VPC Z2HERNENEREBINH O LITHiKEO , EXZH
Windows B X &R VPC P4&#8 ACLs ER W @3 Fiw A,

@ Note
MRBFE T Active Directory ¥R , M ATHR S Amazon FSx X REGXEH VPC H
WFMREEEFUERFENLN , FEEN VPC PR FREHAIE S FR 2B
FEEMRZR, B LAEA Active Directory Sites and Services MMC B2 # T & & M E UX
HiRiE,

(@ Note

EREBERT , BUECLKXEH T AWS Managed Microsoft AD Z2AMN K ERINIRE o
MER , FHERLELZLAEEATRBERN Amazon FSx XHRENREFMEN AWM
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N, BRVENAUANNEZER , 525 (AWS Directory Service EEIEm) F
BIAWS Managed Microsoft AD 5t R %4

W BELBETERELA , AILUSHEHE Amazon FSx X4 RS RY58 4 W 4842 O #E<BX,
HL2HES5EM Amazon FSx X8 & 55 < Bk

1. 3TF Amazon FSx ##|& , Pk https://console.aws.amazon.com/fsx/o
2. HEEFEIRLE  EBRENXHREUEFTREFAEE.

3. EMBEZR2EMFL  ERNXARGEHMEED ; Hl0 , ENI-01234567890123456, X T &1
AXXHRS , BFBEIEMMEEQ, I TSATARXHRS , SFEEETFRNEHATFMH D
AER—IMEED,

4. NTEAMEED  GEMZED , ARERFPERERZ 24,
5, HERRLANEES A LAREFANZLE , RREEFE.

B IE U5 R XA R ST

EENBIMEREFHEE MK RSN XHRSE |, SRS XA RS elastic network interface
XENFrEZE4A , ARNEEBRNIRZE inbound/outbound M NIEYA,

I 5k VPC M 4% ACLs

RIS EH VPC ANHREN L RS — TR BT MK RZEH5IR (WML ACLs ) o MESR
£48 ACLs 2978 , BEBXLIIHAE , AEUANEKN VPC R ERB I —BHFANRZ L FRF. A%
MEHE S5 2 ACLs , HS I Amazon VPC 18R ACLsH IR,

SR E TR RRA AN

Amazon FSx for Windows XSS IFFRRRALAAPNXH., XHRAXHEZNHANE, &1
BB X HRENFITEHRAERZIREFEDRENEM AWS S, XERSITFERIES.
L3, FHANENMBEER, AHEBEMMALRE  UH—SHRAZSHNSHEE IR,

BREANHFHREITRRATRLRAREANNERLAFEDIRLBANESER , BRI FE
EEXARNENE LA EDREBA.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ACLs.html
https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
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® Note

REFHE) 32 MBps HE K FSx #Y Windows XHREF ZIFX BRI E T, & USRI
BXHREGENEUHRED, AXESEER , B2H EEEHEL.

XHiFEEITRELL AR EEEN N EFREHERE CRELAPN AN, HRAMXGEXEMIHE,
Wi R NTFS RS iHRIZFIFIR (SACLs), MREEBELNWNIMAXHEIFERE T Fities , N
AJ LUB S I #HHY Amazon FSx for Windows XRFZ B X AR S H T BEBIERFMAXHH A Fit,

Amazon FSx X#FLAT Windows &4 , ATHRIXH. XHRANXHRE -

« NFXMHHE , BXEF 28, BAIXHRAITXN, FIHXHERRRESE. REUEME. QX4
BEA#E, IBXHREMHIE. BABME. BIERFFRMICE, BIER, SREXER, EBRM
RELPR A o

« WTFXAHRETR , X8 ERIIXHHE,

EXH, XHRAXHLZTHEAP , Amazon FSx XIFEFR = ( HlanAE 2B NERIN AP K215
RIXHRIXHERE ) . KMHZHHRERMEZ.

BRLEERRBN AN HRBTHRER , ERANXAHREHTHRFK , REBHITFX.
BT AR BRI KPLRBAHR (NABZR, RABZHHENIERAE ) o &I A LABERS K
XHBEE LT,

(® Note

NHEBREFEITMUERERENRELAFHTREE, BRER  XHBRFTFERERAX
AR TR RENRLR X, XHERMXERZTHRIEIN T IS E S,

XEFENERFZREHRRERNFY 5000 MNEH, BHRIFEEFTHNENNHFERMNEAREE
B, MESNM G ABFEREER X, FIMAF IR, FTIF MR AET,

F&
- FREHAESER

- EBTERIZFIERE
- EEEHAERE
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o IRIE XM SR E TR
- ERXMEEEIL

HREHFAEER

BRAXMHHRFEITE , XAEE Amazon BHE FSx X X FZEHBEMN AWS RS, BALUEFITE
HRAEREE HEARH Amazon CloudWatch B E&RE Amazon Data CloudWatch Firehose 1% 5
Mo BRI LATERIE Amazon FSx for Windows X4 RF XU RSN EERFREHAEBRF , AR
EEFNEXHREZEENERTFITEHBEBIR. BXEZEL , BSH EBXHHRIFIT,

BUTF R — LR LA B R E A R =4 B & B ARAVEWL ¢

- WMRMEIIE Amazon CloudWatch 2 & EE. EFMEBERTEITEH4EE , £ Logs Insights Xt
HE#RITESR , AKAdA CloudWatch B3R, Lambda B , #&i%#F CloudWatch CloudWatch B

/N o

« MRERFENEHRNERBL I S3 PHFMH. TLI# Redshift FHVHEE, TI#HRSZHE
E{REEER S R (B0 Splunk X Datadog ) #1TH# —F 9% , AWS iFi%#F OpenSearch Amazon
Data Firehose,

BIAEIR T , Amazon FSx SSEERITK P 02 3 FABRIA CloudWatch B A AR Bt S4 A&
o MBETHMBEY CloudWatch B A Firehose ENFKEH BB , WX FitS#4E
EEFNEHABEROT ;

* CloudWatch BHEBEEANBFSAILL/aws /Fsx/BIBRF L, MREEEZRFA LOIBREH
BREXETAR CloudWatch BE B E4AH , Amazon FSx LA B &AM EHBRIA
CloudWatch /aws/fsx/windows B&E . MBELFEFERARABTE , IRKERFEEAYSE
BHlAE LB REH 4RSI CloudWatch HE&E BEA,

* Firehose IRV B RS aws-Fsx- RETR. WMREZEINEM Firehose Z5R , WA AFE#R
& ERER G RENAIE -,

o TR Firehose & HRECE N LA Direct PUT EREFRIR, FEFERAIAEN Kinesis BIERIERNZ
R BIERIR

- B#5 ( CloudWatch B&E B &L Firehose &Hii ) XMEEML L E FSx XHRGEMTE -1
AWS % X AWS X1F, M AWS Ik~ A,

BT LARER B E B4 B SR B AR (B30, M Lo CloudWatch gs E2iA Firehose ) » BEik/a , ¥THY
TWEH A EERILKETFHN B iR,
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RABHEKEM B EEE

BE  FREAASEREREERAFTE/L2® , EANTRSFEEERNAE, ERDHBIBERT ,
FREHATCRTRARR, NRENEARJIFTERENEL (FH , BRIBREMEELS
fr) | RINBUEE R TERBNMNBROSEARITHA, BT AHE 4R S L XM
REMRFZBROEM

S g Ry

MRBEERNINAE X HIEIRE T Fiti24] (SACLs) , M ATLA#12 Amazon FSx X H R & H G HIET
BIFHXHRSE, RINBWER AWS DataSync REREBIEUA R SEH Amazon FSx X R &< Bk
SACLs B9, b4k , &3& AT LA Robocopy ( Robust File Copy ) « BEXEZELR , BSH FUNEX

H1Z6 T E E Amazon FSx.

EEEHAR

£ Amazon FF#R R B EITEHBEE FSx , BANEEXLEHRS, EFEENUEMARNBURT F&
EHBEENER

« EEF CloudWatch BEBZE |, i@t A CloudWatch #4414 |, B FIIEHAERERNARANE
‘M. BXREZELE , 12 Amazon Logs AAFIEMHF M EE &Ki%XE CloudWatch CloudWatch H
EH HEBRE.

B LAE A CloudWatch Logs Insights AR EAXBEEZM DT ENBEHE. EXEZERE , S
% Amazon Logs A F#sR R #IEA CloudWatch A& ## % #r CloudWatch B & IE.

TR FEZEHBESHE Amazon S3, BXEZEE | HSR (ISR BEERFIER) Bl
& B EBIES B %] Amazon CloudWatch S3,

« BT ETE Firehose LEFETREMHBER, B2 , BALUF Firehose BB 1 ¥F B £ A FIE AL
EHH B R, BNEETSE S3, T# Redshift, I Z# OpenSearch BRS5 LA Splunk #
Datadog EEENEBRA R, BXEZEER , BSHILS# Dat a Firehose FF R EIEF P IEEF
H§ i,

FREHFTR

_H.

TNAFEKEN BERNEREHRUAR FREHRE.

LR 23 Windows B E#HFEEFERNHER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
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« EventID 1§ Microsoft & X #) Windows E# B EEH ID. BXVNHREESHMIHHLZEHNE
B, 125 Microsoft 3X#4,

* SubjectUserNameg#H 1T 1A RIMXFRRY A o

- ObjectNamelgih Bl B4R XX, XHRFINHHE,

* ShareName @A TH XHHZHRIMAEKKI S, HIA1, EventID 5140 EIHFEMBZHENREE
Fo

* IpAddressiE B eI X HEEHHNE F K.

- Keywords ( I0F ) IEBANXHFRIKIIERAM. HIRERIIFRE , ZER
0x8020000000000000, MR BAXMEIIAE , ZEHN 0x8010000000000000,

« TimeCreated SystemTimel§ B/ ERGEHFERH L <YYYY-MM--: mm : ss.s>Z & B RAVAES
[Bl, DDThh

« TEYIRIEXHRSL Windows T2 PowerShell iz 289 DNS &% , AT FiRBISXH R,
 AccessMask , IR ATA , MFEARMITHXH41HRIZER ( a0 ReadData, WriteData )

* AccessListiE i RHBR FXRIN R FRNR. BXFMER , S H T XM Microsoft X4 ( flans
4 4556 ) ,

e 7 [ 5 55 =]

ERBESRSIH A * Ox1 %%4416
BEABES M4 0x2 %%4417
BNBFERHMF B F Ox4 %%4418
Ry BEM 0x8 %%4419
EAVRBEM 0x10 %%4420
WATAEA 0x20 %%4421
i B+ 0x40 % %4422
AR 0x80 %%4423
EAEH 0x100 %%4424
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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e KR e =]

il B& 0x10000 %%1537
52EY ACL 0x20000 %%1538
EAX ACL 0x40000 %%1539
BEAFEE 0x80000 %1540
EE7 0x100000 %1541
A= 4 ACL 0x1000000 %%1542

UTR-EXBEANTRO, EEE , X XML RE TR LUE Tk,

T BR XS SR B 212 KB4 1D 4660,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

& SR B S2 4Bt 212 KB4 ID 4659,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</

Task><0pcode>0</0Opcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>

<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar

\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

AN RKRIITIERENSIEREH ID 4663, AT ROIER T MNXHARIEEEIE | XEHIFERTLUES
AccessList %%4416 BEITHRIE,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>
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<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

AT RBIERT XHFH write/append B3E , AIAMAFERRACcessList %%4417,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

E/ ID 4656 RIABIERNEMNNRBERBFEHRNBR. EUTRFIH , HEEIERZE ObjectName 1
“permtest” KKy , BEIHKXW , MXBFEFT. 0x8010000000000000

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D}' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
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<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

FEHRRNRNBEITXICZEMH ID 4670, AT ROAIETAF “BER” KR T “permtest” BIAR , LA[@

SID “S-1-5-21-65 ObjectName 8495921-4185342820-3824891517-1113" RN PR. B < a1 R

FRINEZEER |, ISR Microsoft X4,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>

<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;O0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;

S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
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<Data Name='ProcessName'></Data></EventData></Event>

BIRBR X RENESIEREMSH ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EXHHAZERBEL L ENKICFEH ID 5145, AT REIE R T3 ShareName “demoshare01” K915
R4 B4

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>
<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
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<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</
Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

MREEA Lo CloudWatch gs Insights R BEHE , M UNSEHFRETER , M T RAEIAR
N

- BWHESHFID

fields @message
| filter emessage like /4660/

- BENEREXHETENRAESEHN

fields @message
| filter emessage like /event.txt/

A X Lo CloudWatch gs Insights ERESHNEZEE , 2 Amazon Logs AP IEMPHER
CloudWatch CloudWatch H &I f## % 47 B 53R

RIE XA A AR 1T 2

BREBNEFRRAFBRAZRHAXAHNNHRIREFREGER, FiHEHBRN NTFS RETHRE
#1512 (SACLs).

A LAE A Windows B4 GUI RESHE A Windows S U EES REBHiTi24], PowerShell 0
BRRAME , NBFEREENEIZFKIHA BENTNRXHFRIZE TZIZEER,

f# A Windows GUI & & & #iF [\l

EFEMA GUI M XHMXHRIRE FZIZHEERE , BER Windows X R FREERR, HHEXHFHIHF
Xt , #T7F Windows X HREERR , REAREM > 22 > 8% > FRIATF,

DT EEHERERFIFERZXGROBRIIESY, SUHEERAFRIITHZa9W#E TR , ek
—/N Windows E#4 B E%8,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Advanced Security Settings for Users O X
Mame: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read MNone This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

RAFBRETEETRNRE, FUFRRENEDATFZEINZRR , FRFRIREN KM AT FZK
MBZ=E , FEFRRENEHBTFEEIHNZRMERBE =R,

BXERBAFBRNESZER , 5 Microsoft XY H B X ST 3 34K B A E AN B R K B,

£/ PowerShell a8 iR B T 1 R FR

A A Microsoft Windows Set-Acl B SR EMX AR ARIZEFH SACL. AXUBBWE
Z{5 8 , FZ M Microsoft Set-Acl 3X#4,

LT RER—R3 PowerShell 8 5 MEEHN M= R REFZIF R RA RO, &0 LEHEX L RH
W, HREXHRENFER,

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1
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$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

BEXAERIELT

ESIZEFH Amazon FSx for Windows X RSB X MR SR |, A LAG AXHFiARIEIT, HEES
Amazon FSx &I &8I X4 R &N |, XA4F R E iR FTRARS,

EERATXHBREFNAEXHREL , BAUERXAHRFIHRE  SREIXHNNHLRE
HRMIGRIEHLBEURFITESH BEB . BAIAFER Amazon FSx ##| A3 APl UITXEES,
AWS CLI

(@ Note

REFEHENRN 32 MBps E K FSx B Windows XRS5 88 X REH Amazon X415
FI®it, MBps MIRBATXHFEFEL , WA EMNEBXEREFELENT 32 WXHRSE, €
BXHRGE  BUEMMEXELRED. BXEZER , BE5R EEFTHEN

BB XHREREANXGHEFLT (BHE)

1. ITFLE# FSx #2#|& , Mk A https://console.aws.amazon.com/fsx/o
2. BREAITHINIR S, BIEXHREHMENSRAUBH XHRE,
3. HAFEK-T&EIs. RIABERT , XHHEFITLTFEARS.
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. ERRANMEENHBRTEL , BHITHUTRE,

o 1 IBFRMNHMHRI TG ENR F , EBRICFEKID andlor KM EIHK, MR ARMEBIER
N &5 BB HFRERIERK,

s BERRFRMNXHEEZWNFHRMNIR , HiEFRIZFRAT) and/or KM Eid, MBRMEEE , NS
BAX#HHEMHEEIERK.

 EABRFREGEEERR P, & “CloudWatch BE” = “Fire hose”s AEEIFINA B EE
EHR  REVNEFTN AEREH TR 5T CloudWatch B , Amazon FSx A A £ BEAH F 6
B HEFABRIA CloudWatch /aws/fsx/windows B & o

UTREXHHRTEITEREN TG , ZRENTZELAAFP RS MAMO XH, XHERMNSIBHEHREZR
B2, FZEHASFEESBRIAN CloudWatch B&/aws/fsx/windows B &4 B ¥R,
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5.

HXHRGA T AT RRSHE |, 8 AXH
EOEXHRERBEANXHEREL (CL)

1.

v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows
Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

BEHRTXHREVEBDSH T —ED.

aws fsx create-file-system \

--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \

TR & it hRe.

FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'

BIBF XHRER |, iHFAuditLogConfiguration® M 5 CreateFileSystemAP| REE & F
A, AmXHRERAXHRRITT,
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
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2.

HXHRGEL T ATRRSE |, FERAXA R IR

ERAXHHRTITEE (2HE )

> w0 Dd

ITF LS FSx #24|& , Mk R https://console.aws.amazon.com/fsx/o
SEMEIXHRE  AREREEEXHIHFIFITH Windows XH RS,
EEREERR,

EXHHREITERL  BREE,

Network & security Monitoring Administration Backups Updates Tags

File Access Auditing

Log end-user access to files, folders, and file shares.

Log access to files and folders Audit event log destination

Log successful attempts: () Disabled None
Log failed attempts: © Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: © Disabled

EEBEXAREFITREXNEFES , EXAMENRE.

Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts

Choose an audit event log destination
Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwateh Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDeg

for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

faws/fsx/windows ¥ | Create new [A

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [}
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o EIBERNIXAMXARNTERR B, EFICFKKI and/or KM EH, WRARMEIERE
R A M SR B RIE o

- BERNXHHAENHRMNR , FAFICFEA and/or KM=, MBRMHIERE , WaFE
AMH#HHENBTIER.

s EUEBRFEREHAEEBIR B, £ “CloudWatch HE” 5 “Fire hose”s ARIERIAE B EE
'1:5 ﬂ']l)lb , :ﬁ%ﬁ“ﬁ%ﬁﬂ’] H/u\:ﬁ'{gﬁl)lbo

6. EERIF.

B HinRIEIHEE ( CLI)

« ffM update-file-system CLI (i mHEM UpdateFileSystem API #1E,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

EA T Windows XRS5 88 FSx ML I i#h & 149 114 7] & HE

AWS Identity and Access Management (IAM) AWS fg$S TT# B EE R T2 i iE X AWS BIRE G
FAR. IAM B8 5 12 # 7] LAEE Windows X 4RSS 288 R#H 1T H MR ( &% ) MEN (HEN
BR ) o FSx BAILAER IAM AWS RS , TEXNFNER.

=

£

)4]3\

- FASGHITHHRIE

- FARKEEH

« FSx &R T Windows K Amazon X4 RGNS IAM Bl &
« FSx @A FILSi# Windows X RE RN E T 5 17 H K rE R A

« AWS E AT Windows X # RS 88 FSx YL 5 #h FE & SR M

B I
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html

A TF Windows File Server #) Amazon FSx Windows fi /= #5 7
« X3EMA FSx F Windows B Amazon M # AR5 28 5 12 F 17 R X PR # 1T R FE HE Rk

 1£ Amazon E{EAIRE FSx

« EAEAT Windows X4 RS 8% FSx RS HX AR

Z AR
BEIE A 53 AWS Identity and Access Management (IAM) Rf&H B EMR :
- RERAF : MRETEHEINEE , BNEBRALERNER (ESFEXER FSx T Windows B

Amazon XRS5 40 5 R BRH 1T iR FEHERR )

s RFEEA BEAFBRENBERHRINRER (BESHEFSx EAT Windows By Amazon X 4RSS
BiaE IAM BASER )

« IAMEER  RERTEREHRIMNRAEKR (ESHAFSX EATILS# Windows XHRFHFMNET
SN R TA )

£ & 21T & IR AIE

SRBIIRE AWS FASMEIERFN AR, BXTEL IAM BF BHHTEHBIE AWS KR A
P, REBETEE IAM AeHITEHKIE,

& T LAME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BHIE® Google/Facebook iEF , UBKE F#HE R, BEXEBEENEZER , 56 (AWS X AF
) MMM EREN AWS IKF,

S FRIEFE , AWS 124t SDK Ml CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREAWS ZZ A 4,

AWS K 7 root FiF°

IR AWS K™ , BRSB— 1A AWS IKF root BFHNEREH , ZH DA UT2HRIAERIR
AWS RS MR R. BRIBENBWAEZERABRAFHITEERES. EXFTERAFZRIENES , BEH
(AM HF{smE) FVEZERA S FIUERNES.

BRE& 5%

FERBERXER , ERAKRRAFERES M RHAENERKS 5 QRIS 88 AWS RS R IGRHER#HITH
Al
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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RESMEREXRBENDIE R, Web SR MEA A Directory Service , & AWS RS EA%
BEHRNERHTHRNAF. ReFHRATRHERZIENAE,

BEREBIFRMNE , BWWEM. AWS IAM Identity CenterExXEZE 8 |, 5@ (AWS IAM
Identity Center A #8R) RV L2 IAM Identity Center ?

IAM A P~ &+4A

IAM AP REENMARINARFEFBENRN — 1540, BUERAENEIE , MIEEFKHEIL
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F B AWS i A IS B IE B AT 5 o

IAM EiEE—4A IAM AP, ETERNMN REBRAFRTNRERE, AXESEE , HZH (AM A
FiEmE) B/ IAM A A RS,

IAM A&

IAM BEREERERRBNEH , ATRHEISIEIT, SRILUBEMNA RS IAM &6 (#2484 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREAFHE, me IAM BFPRR, BKFiGE, BRSHRILARTE Amazon EC2 Lz
THRAREFEEER, BXEZEER , B5H (AM BAFIEE) B8 IAM R EIK P FIRE

EAREEE TR

IEREL AWS B el 2 RS EM IR AWS SR HRFEREZEFFHHRNR, REELTESHGR
RFEREKETNER, AWS EERARHERMITAXLERER, KSHERBEELL JSON XHHE AWS £
A FREEP. BAX JSON KBXHENESEE , F2H (IAM B EmR) F8 JSON KR,

EEREARE , BYE BN EEATUEAF A4 TN BLERRNTHBEREREEERNGRMT
Ao

MIANBERT , AFMARXENR. IAM EER 62 IAM REFRERMIZACH , REAFATLE
EXEAG, IAMRBEEXNER , SHTREMANG EELX.

ET 508K

ETHNNRBEEMMBSH A/, ARNAR ) B JSON NRKM Y, XEREIZH S5
BRATH ZRE, NMEFTRIITAREFLAZRAETIGT. ETHOMCIRET BORKRE , 55
(AM FiFiEE) FNEATM EEARKE L BE X IAM RIR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEHNRBAILRARKER ( ERRAZNENSHP ) REERKE ( HMNBSANFOHIRIER
B ) o BETHROAEREERBNABRERE 2 RRITERE , BSH (AM AFER) PHERERRS
MR R B 2 R AT

BT HRMN R

ETRIFHREE MR ZRAY JSON KM, R~HIEHE IAM B eEEREN Amazon S3 F#&H
R, EXRHETRARNEBORERST  BRSEERATUEACIREFNBERFNLR. SLME
E T HIRAY R P IEEE MK,

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPERN IAM Ry AWS EEXR
B

Hfth SR EESRH
AWS HIFHATRHER | XERHABTLRBEL NN RBRELRTHRARE :
- RIBLF - REETEHORBALURT AV ZANBARNE. EXESEL , #2328 (IAM AP

1B/ FH IAM KRR BRIE 5,

o PRFIEHIZKRE (SCPs)-TE IS EH LR AN B HZR AR AWS Organizations, BEXEZEER |, &
2% (AWS Organizations FIF18R) AR IYERSS 12 55K B

- BIREFIKEE (RCPs)-REKFARFENZRAATANE. BEXELEE , BSH (AWS
Organizations FAFER) M EIFRZEHIFKE (RCPs).

- 2ERK - ENACTRSAF RGN SER , FASBEENERARE. BXESER , BS
5 IAM BF$ER) PR EERE,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRE, ETHRESRSHRBEER
W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

FSx i& A F Windows B Amazon X 4RSS NAE IAM BL& £ H

EEH IAM B2 Windows MRS 28 FSx VAR BRZ 8 , B 7T HEMLR A FSx F Windows X
H RS ESHY 1AM ThEg,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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{RATLAFE Windows hRIE 5% 3 #F AR S5 88 LA FSx B9 IAM Zhaeg

IAM Zh&e

ET 50K

E T RIFHY RS

R RE
R IR

RS R (BETRS )

ACLs

ABAC ( RBEHPHIFRE )

I B S AE

BRBFIRTE

BREAE

RS KRERAE

FSx X

WD HD I

fm

fm

il

7|

fim

E2E T FSx UKk EA AWS RS MASKSEH IAM SIEE & FER , F5H IAM BFEETHNE

IAM B2 & fE FIFIAWS RS
ETF BRI KRS FSx
TERETEOHNERRE: 2

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRH I, XLRE
EHAFNASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNKE , F5H

(AM BFiEE) FEATT EEARRE LB E X IAM &R,

BEMER IAM ET S 0K , BUUEE R TRIELNRENTRUAR A TRIELBREENRSE. B
THERI7E JSON KRR EAMAAETE , H2H (IAM A #EE) FH IAM JSON KEE &5 H.

ET 509K #E R FSx

FSx &M F Windows 89 Amazon X4 BRE A E IAM B4 £ H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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EEFRE FSx T Windows XRS5 25 F DRV REEAY AP , iS5, FSx EATIT# Windows X+
AR5 ERMET B 0 /Y R #E R

PIEBE T B IR A BUR FSx
HETRRNER &

ETRIFHRE MR FRAY JSON RN, ETRFEMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE ., EXFETHRVRBHRS T , RSEE R JLMER CINREZHISFE R
BREVEE. N THEERMIMRBEA TR , REEE IS EE AN 2R RINTHREREAREF LSRN
THIT, BEFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ESABK/ER , SRCHEANKS SHEMBKS R IAM XEEENETRRNRERNERE. B
XEZEE , BSH (AM AFERE) PH IAM VB IK - F R T

Y BURAT3) FSx
X RMIRE . 2

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYN , BNEAATLNF AR RRITER
&, BAREAARETIIT,

JSON REEH Action TEBRTATERKP AWRIEL L RNRIE, ERBPISREUERETFR
ITRERIRERRR,

EEE FSxBREIR , 5SR (RFEINSE) FH Amazon FSx 7 Windows XRS5 E5E L Y2
1E,

IEERITH R B IREE RS FSX AN TR :

fsx

EEEMEYPEESTRE , BEMAESFHENRTT.

"Action": [
"fsx:actionl",
"fsx:action2"

]
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EEFRE FSx T Windows XRS5 25 F DRV REEAY AP , iS5, FSx EATIT# Windows X+
AR5 ERMET B 0 /Y R #E R

AR BR FSx
YEEBAER 2

EE R WLAER AWS JSON REERIEEERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

Resource JSON R TEIEEEMENAREN —IPNHZ AR, FAZRESE , HFEHAE Amazon
HBRABF (ARN) BBERR. N TFAXERFERNRWEE , BERBERS ) ENBONATHER
Ro

"Resource": "*"

EEF FSx BRXERHTIEK ARNs , S5 (BRFENSE) B Amazon FSx A Windows M #
RSERE LR EIR, BT #BELMERABLREREESHEIFRN ARN , 2RI 557 Windows X
*HARSS 2R E X FSx YR 1F,

EEEFEH FSx F Windows MRS B RN RG] , 58, FSx EAFIE% Windows X4
R 2 E T B 48 R BE R~ Bl

HY SR B SR 224 FSx
XIFRET RS RBESRAFR . =R

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUANT LR FERITER
&, AREMH ARG THIT,

Condition TERBENNFHEEEVMERIT. EASGIRBERAZEZER (FW, ST
T ) WERHRER , MERBPNFEEERPNERTE. EEEME AWS 2R&FHE , F5H
IAM AP ERHPHAWS £ /%M £ T XEA.

EEE FSx RHZFHANR , BE5HE (RBZBENSE) FH Amazon FSx for Windows 4IRS 8519 5%
HEZH, ETHREVUERAZGRNBRENRIR , 555/ Amazon ;1 Windows X #5528 E X FSx
AR 1E,

EEEFEH FSx T Windows X4 RFS 28 5 KRB RH , 52 R, FSx i&H T E# Windows X4
R 2N E T B 4K R BE R B
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ACLs in FSx

¥ ACLs : &

mEZHE 5K (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRFR. ACLs SETRIFEH
REERM , RECAIAEEA JSON REEHEN,

ABAC with FSx
X#F ABAC ( REEHHIHRE ) : B

EF RN BIRREE (ABAC ) B—FENER , REMETHNFENEERE R, BT5L
SAREHME] IAM SRR AWS FR , AR ABAC SHBE LA YFEEFEA MARE 570 L MR I
AR TR AE.

EETHRISEHER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHFRBERBNZUHTEFREFZER.

MRENBRSEN TEMBERREBIISMAX=FMGR , UXTZRS  ZEAR. NREMRSN
NTHDFRREISMBEX=ZMHR , MZENTD.

EX ABACHEZEE , 2R (IAM AF1ERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMNIHRIMNRZES] (ABAC) .

IS EHE P 5 FSx
Y EImEILE : 2

IS EHE R IREX AWS BRNEHIFRINIE , A ERESFEAKS IR YRACR B IEN.
AWS BiIZHARERIGFHES  MAREAKBHHZA. BXEZELR , H2H (AM BFE
) FH IAM FR IR Z2EERER IAM B, AWS RS

#HAR IR 218 FSx
XBRRBFAIKE (FAS) : 2

BRI TE (FAS) SEA 8 A EMHAVINER AWS BRSS , B E AWS BRSS [ FifrBRSS & HiE RV E
Ko BXRAH FAS ERIFHERMBFE , BESRE AL A LE,

RS A& FSx
TERSAE B
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BSAEEHR—WMBSEE. KRREVITEEN IAM &6, IAM EE G TLE IAM Fa12, SR
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

/A Warning
ERRSHEHNRAIEELPH FSx That. RBE FSx BRERERESHI REBRS AL,

KBRS X A & FSx
XBRSKREKAS : 2

BSHAXABR—TMERSAXKN AWS BSBRSAR. RS AUKARKRERTRENASR, RS
HXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUESEBTEEERS K KAR
YR BR o

BXREIEHEE FSx Windows XHIRFH|BSEXBENEAER , BSHEAER T Windows X
frARS5 28 FSx BV ARSSHEXR A S,

FSx SZEA T 5% Windows X4 RFZ 2 E T B 419 K BE 7R~

RINMBERT , ARMNARTNARDHEH Window FSx s MHEERSFSEBEAE, ERFRAPNAERBERT
BIENR , IAM B2 G AT L6122 IAM KRS,

BT RNMAERXL RG] JSON REXHEGIEZET IAM BN EE , 56 (IAM AFiERE) Pt
2 IAM KB (258 ) .

BXH FSXEXMBREMRRER (BESHARRENKER ) WFAEE , B30 (BRESEXS
Z) W Amazon FSx for Windows X4 BRF eV IRE, HREMEZM4ZE4H, ARNs

F&

- RESEREK

- EAEH FSx &

- AFAFERMITESHNR

R R fE SRR

ETHMNERBRE T REBE ATUERNIKS I, HRMER FSx Windows XX 48R S5 85 %R o
XEREARERME AWS IKF=EMAE, IBZREEE T HONREN  HEBUTEENEW
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- FFAER AWS REFEBAHRORENRNE —EFKRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE X, SINEMRBMRAIRTH AWS kP, RITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFEmR) $H
AWS EERBEN THEIREENAWS FHE K,

- MAZRIKNR : £FEA IAM REEZRENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) 98 IAM R FIR

o A 1AM FKEPR RS — SREIHRIAER ;4477 LA 5 R IS4 SR BR A4 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSZBEREIZRENHXE
FARY , JUlth AT BAGE R SR SR R 30 AR SS#RAE R 7 (R AX PR AWS BRSS |, #5l#0 CloudFormation, BXE
ZER |, B2H (IAM AF1EmME) P/ IAM JSON EBTE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,
fEF$EH FSx &

E1h[ FSx EA T Windows K Amazon M4 RRSGER1EHIA |, BMMIAE —HRENR, XLERRHS
MAFESIHFNEFTBREH FSx Windows XHRSFRNIFMER AWS kP, MROIZENXE
WRENBREANHENETSHHRE , I THMT ZRBOZE (ARHAR ) |, BHERELERM
HIEEEZ1T,

MFREA AWS CLI 5t AWS API R, BEFNEREFEZHENR, R , IRFHREH
ZIHAMITHY API RVEME TE AV IRAE,

NERAFPMACRMNMATLUFER FSx 24HA , BER FSx AmazonFSxConsoleReadOnlyAccess
AWS FEERBEMMEISNE, BXEZEER , B2 (IAM AFER) B8 AR MR,

RIFRAFEFMITE S KR

ZORBIGER T BRI EE |, BAARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API BU4RE 5 TR LR ER AR
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS & B T Windows X4 R% 88 FSx BYIL & i#h 3£ & SR BE

AWS RERBEZHAUEMEEAILIRE AWS, AWS RERMEENTZELABIRMANER , LUE
BRUFBAAF, ANBETENR.

FiclE , AWS RERB AT NENHEASRTFRENRNR , BRAEINTHRAE AWS FFE
M. BRMNBUBEENRETEARMNE - EEHERRE —SREDNR.

AWS EE XK 357


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BRESER , F5H (AM BFER) B AWS EEA KK,

Amazon FSx ServiceRolePolicy

A FSx Amazon RFREEE AWS BiR, HSR FHER T Windows SRS 25 FSx B IRSS HH<
A THRESZER.

AWS IEEFBE : Amazon FSx DeleteServiceLinkedRoleAccess

B BESF AmazonFSxDeleteServicelLinkedRoleAccess MiMNZEIEH 2B IAM 24K, & KBE<EE
RS, NATZRSWERSKEKAR, BTEEH M, 2F, BREMMEBRILEKRE, BEXEZEE , BSH
5 &R F Windows X BRS85 FSx RS XA,

ZEBEBEFEENR , AT E# FSx MBRES Amazon S3 iFEINRFEEMNRE <EKAR |, ZAB(N
FSx I Z# A F Lustres

R FHE R

R EFEian AL DE FSx EEE. MBRMEE Amazon S3 FSx ARS B A & 15 8]t BRAY I BRAR 75
YA PR o

EEFLRBEHINR , 555  AWS REXRIESE1ER) FSxDeleteServiceLinkedRoleAccessHHY
Amazon,

AWS ITEZHBE : Amazon FSx FullAccess

A LURF Amazon M iNFSxFullAccess ZI&HY IAM SE4R, I D% FSx R4 1t BUR M AN E £ i I 5 b
FSx R REBRITRENRS A E,

"X Amazon BY5E2HRMPR FSx MAEX AWS BRSSRY U7 B X R
RRFAE R
ZERBEBEU TR,

o fsx— AFZERAEERITATE Amazon FSx BREMNTEHEMNR , BT ERER
L. BypassSnaplockEnterpriseRetention

« ds— RTFZEFEAEFHEX Directory Service B ZHEE,
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> ec2
- AT EBEEENRETOUERE,
« RAUE VPC BEEEANMERSHRRHERNTLERIL,

« iam— ARFEREMNARAFG/E Amazon FSx IRFXEA®, XR2HLEMN , X Amazon FSx FEER
KAFEE AWS &R

« firehose : AFEMFIERE A Amazon Data Firehose, XX FEHN , XHERAFFEEEN @
Firehose &2 #1518 B &R FSx Windows U BRSS 88 X R &89 15 R AXUBR o

« logs : AT EHBIERETA, BERHEEHBEABER. XRYLEN , XEAFPTEEIRAE
RIEFRZIGIR B AR FSx Windows XHRF | XHREMN A ENR, CloudWatch

EERHRBHNR , ESH (AWS REXRBSEIERE) FSxFullAccessF # Amazon,

AWS 1£E B : Amazon FSx ConsoleFullAccess

R LAF AmazonFSxConsoleFullAccess REEKTMNZE] IAM &1,

LBERBZFEENR , AFAFELHEL S FSx HET AR AWS RS AWS EEZHA,
BRI R

ZEBIE U TR,

o fsx— AFZEE AT Amazon FSx BEEZHI A PIMITAIERIE , BUATIRER
\. BypassSnaplockEnterpriseRetention

« cloudwatch— RFZEFE AT Amazon FSx BIRiL4| A P EF CloudWatch R FIER,
« ds— AWFZEFE AF|HEX Directory Service B ZHEE.
* ec2

« ARERAERBARLESE | JIHMKXED, BHKX, 24, FMME5 Amazon FSx X4
REXERH VPC,

- AR FEHATE VPC BEEEANAMEZSERHMEBRNZTLARIL,
« RFERAEES Amazon FSx XHRGXBH MM EEEO,
« kms— AFERAINEHBZLHANGIE. AWS Key Management Service
« 53 AFEMHIH Amazon S3 AW REEBIIR (&2 1000 1) .

« secretsmanager— RFZEIEAFIH AWS Secrets Manager B TR = A RS 1k F EBH
B,
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« iam— BRFREBRSAEKABHNR , ZAB RV Amazon FSx KFRAFMATERE,

EEFHEBHNR , H5H (AWS EEXKESEEM) FSxConsoleFullAccessH H) Amazon,
AWS IEE XK : Amazon FSx ConsoleReadOnlyAccess
IEA LU AmazonFSxConsoleReadOnlyAccess SKREEHIINE| IAM & 13

L BUER [E Amazon FSx MAEX AWS RSB FRIENR , MEAFAUERETAERXERSFHNER
AWS BEEFIA,

RRFAE R
ZERBEEE A TRR,

« fsx— AW ERARELD#E FSx EERFEFEFAXRIL LR FSx XHRENEE , BEMEBERR
at

<X vaflo)

« cloudwatch— RFZEFEATE Amazon FSx B 24| & FEF CloudWatch BiRFEHR.
« ds— RFZEFE ATE Amazon FSx B & EFE X Directory Service B FH{E LR
* ec2

« RFEIEAKE Amazon FSx EEZFHAREENEZEOD, Z24H. NS Amazon FSx XH &
S xBM VPC,

- ATFEARITE VPC BEFERANELSHRBIERNELLARIE,
« RYZEFEAEES Amazon FSx XH RS X B8RO,
« kms— ARFZEIEATE Amazon FSx EEZEHI AP EE AWS Key Management Service M 58 .

« log— ATFZERAERSEBERPKFXBKH Amazon Logs CloudWatch B4, XRHER ,
XEZRRATHEETEAT Windows XHRSS|NXHRENNE XTI FZEE. FSx

« secretsmanager— R ZEIEAFIH AWS Secrets Manager A Fi£ 2510 A BRS ik P E 1M 27
B,

« firehose : AFFEHHIRS K HiERHIKF <BXBY Amazon Data Firehose £ i, X2 H4FH ,
XEFERFEATREEFERT Windows X RSN XHRENAB X4 HRIFXEE, FSx

EEEHERBHNR , H5H (AWS HEXKESEEM) FSxConsoleReadOnlyAccessH HY
Amazon,
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AWS IEE XKL : Amazon FSx ReadOnlyAccess

& T LAY AmazonFSxReadOnlyAccess REEH NZE] IAM 515,

« fsx— AWERATELD# FSx EERFEFEFAXRIL D FSx XHRENEE , BEMBER
at

™o

« ec2 : AFALE VPC BEEEANMAERSARMHERN TS AHRIE,

EEEHEBHNR , H5H (AWS HEXKSEIEM) FSxReadOnlyAccessH H) Amazon,
I D% FSx E#T 7 AWS BEBEX

BE FSx BZRSHRBRERXETEURIT S AWS REBREFNHAEE, ERMEXLERE
TEWBENIRE , 1T Amazon FSx XA £k ME LK RSS RE,

B iR H HA
I &% FSx ConsoleFu Amazon FSx 3N 7T — I # 2025 11 A 5H
llIAccess-X3 H1 8 BUER HY SE 5 PRsecretsmanager:Lis

tSecrets , ATFZEREAIIH
AWS Secrets Manager f Ti%
B A MA RS K- &N %

B
I 5% FSx ConsoleRe Amazon FSx il 7 — I 2025 11 A3 H
adOnlyAccess-F A BERH PRsecretsmanager:Lis
EE4 tSecrets , RAFEREAIEH

AWS Secrets Manager A Ti%
BRI A IR 25 T P A RO 2

B,
U 4% FSx ServiceRo Amazon FSx i T — I 20257 A 22 H
lePolicy-X3 H1 8 BURHY E PRec2:AssignIpv6Addr

esses , AFERARNT
HAmazonFSx.FileSyst
emld MENEFNEEOSD
fit IPv6 Hudit,
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EK

Ml 53% FSx ServiceRo
lePolicy-X3 Il BUR HY SE 5

I 53 FSx ConsoleFu
lIAccess-Xt BB BUR Y E#T

I 53# FSx ConsoleFu
lIAccess-X TN BUER Y B #T

I 53% FSx ConsoleFu
lIAccess-Xt BB BUR Y E#

I &% FSx FullAccess-XHA
BURHEH

U % FSx FullAccess-HA
BERNERH

DU

Amazon FSx 0 T — BT
PRec2:UnassignIpv6Ad
dresses , AFEFABUE
2B IPv6 HERENE M
KO, AmazonFSx
.FileSystemId

Amazon FSx 70T —Li# Y
PRfsx:CreateAndAttac
hS3AccessPoint , A&
FEARIE S3 EASFHTHE
=3 FSx &,

Amazon FSx 70 T — BT X
PRfsx:DescribeS3Acce
ssPointAttachments

, R ERAFIHE S3 #
AWS ik~ A AWS X =,

Amazon FSx 30T — I #ET
FRfsx:DetachAndDelet
, RTE

eS3AccessPoint

FEAMIER S3 AR

Amazon FSx 0 7 —I#T X
PRfsx:CreateAndAttac
hS3AccessPoint |, A&
FEARIE S3 EALHTHE
2 FSx %,

Amazon FSx 70T —I#T X
PRfsx:DescribeS3Acce
ssPointAttachments

, R ERAFIHMRE S3 #
AWS IKF A AWS Xig =,

B

2025 7 H22H

20256 A 25 H

20256 A 25 H

2025 6 A 25 H

2025 6 A 25 H

20256 A 25 H
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EK

U &% FSx FullAccess-X A
BURWEH

I ¥ FSx ConsoleRe
adOnlyAccess-F B BEH
B

I 5 #h FSx ConsoleFu
lIAccess-X4 TN & BUR HY B 37

I 53 FSx ServiceRo
lePolicy-X3 H1 8 BURHY SE 5

I 5% FSx ReadOnlyAccess-
XA BR ) E

I ¥ FSx ConsoleRe
adOnlyAccess-X A BERH
B

DU

Amazon FSx 3107 — I #ET
FRfsx:DetachAndDelet
, RTE

eS3AccessPoint

FEAMIBR S3 AR

Amazon FSx 180 7 #4X
PRec2:DescribeNetwor
kInterfaces , AZEHR
AEEEHXHREXRER
MM EEO,

Amazon FSx 1807 X
PRec2:DescribeNetwor
kInterfaces , AFZEHR
AEEEHXH RS KERYE
MM EEEO,

Amazon FSx 1807 #14X
PRec2:GetSecurityGro
upsForVpc , REFZEREAX
AT VPC WFTE L&A R M
HaENZ A RIT,

Amazon FSx 1807 # X
PRec2:GetSecurityGro
upsForVpc , AFZEREAX
AATF VPC WATE R AR
HENRZEHRIE,

Amazon FSx 1807 ##
PRec2:GetSecurityGro
upsForVpc , REFEEAX
AAT VPC AME R AR
HEENETLARIL,

B

2025 6 A 25 H

2025 2 A 25H

2025 2AH7H

2024 1 A9 H

2024 1 H9H

2024 1 H9H
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Windows P #5

EK

U &% FSx FullAccess-X A
BURWEH

I 53 FSx ConsoleFu
lIAccess-Xt BB BUR Y E#

I 5% FSx FullAccess-3 M A
BRI EH

I 53 FSx ConsoleFu
lIAccess-Xt Bl A BUR Y E#T

U &% FSx FullAccess-XHA
BURWEH

Al 3 FSx ConsoleFu
lIAccess-X4 T & BUER B E#T

U 5% FSx FullAccess-XHA
BURWEH

DU

Amazon FSx 80 7 #X
PRec2:GetSecurityGro
upsForVpc , REFZEREAX
AT VPC WFME L&A RM
WENZ A RIT,

Amazon FSx 1807 #
PRec2:GetSecurityGro
upsForVpc , RFERAX
AAT VPC AME R ARM
EENELARIL,

5% FSx 1N T #EVAR |
AREFAF 3 OpenZFS X%
SRITEXFEMEKS HIES
#l, FSx

T 5% FSx 30T #EVABR |
ARFAFPX OpenZFS X# %
SHRITEXFEHMEBEK S HIES
#, FSx

Amazon FSx #8017 K
R, RAFRAFPRESEST
OpenZFS X HREMB. FSx

Amazon FSx #8017 K
R, AFRAFRESS
OpenZFS X HREMB. FSx

Amazon FSx 707 ##Y R
IR, FAFsE¥EE. BA
MEF ONTAP Z A H XXX 4
FSx REMHE VPC X H,

B

2024 1 H9H

2024 1 H9H

2023 12 A 20 H

202312 A 20 H

2023 £ 11 A 26 H

2023 11 A 26 H

202311 A 14 H
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EK

I 53% FSx ConsoleFu
lIAccess-Xt BB BUR Y E#

I &5 FSx FullAccess-X A
BURKIEH

AWS EE KB . Amazon FSx
ServiceRolePolicy — E¥fIA
BE

I &% FSx FullAccess-XHA
BURMIEH

I 53 FSx ConsoleFu
lIAccess-Xt BB BUR Y E#T

I 5% FSx ConsoleRe
adOnlyAccess-X B BERN
B

I 53 FSx ConsoleFu
lIAccess-X4 T & BUER B E#T

DU

Amazon FSx 70 T #HV X
IR, EAFsE¥EE. BA
MEF ONTAP Z A A XXX 4
FSx REMHE VPC XH,

0 S5k FSx &0 T #TEVIXER |
FSx AT S#HERE OpenZFS
SO AXXHREH MEE
B, FSx

T o# FSx &k 7
Bcloudwatch:PutMetr
icData R , AEL S @G
AWS/FSx@r& ZE[H FSx K
CloudWatch ##%.

Amazon FSx 3 7 B | i
BRT fsx: *IXBEHARMT B
i fs xRk,

Amazon FSx 31 7 BUXR |, #i
BRT fsx: *IXBRHARMT B
K fsxigfE,

U S5 FSx 80T #EVINER |
/A FReB 12 0 7 FSx 124!
AHEF Windows X4 RS 25
NHRGR B AR NE
WHYERME, FSx

U S5 FSx 80 T #EVIXER |
/A FRE% 12 0 7 FSx #2241
AHEF Windows X4 RE 25
NHRGR B EEREIEIRNE
WHYERME, FSx

B
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2023 8 A9 H

2023 7 H24 8

2023 7 A13 B

2023 7 A 13 B
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20229 H21H
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EK

I 5 FSx ReadOnlyAccess-
B REBRBE

WU 53 FSx DeleteSer
viceLinkedRoleAccess-&.FF 4
BERBUER

I 53 FSx ServiceRo
lePolicy-X3 Il BUER HY S 5

I &5 FSx FullAccess-X A
BEREH

I 53 FSx ConsoleFu
lIAccess-X4 T B BUR B E#T

I 53# FSx ConsoleFu
lIAccess-Xt BB BUR Y E#T

I 53 FSx ServiceRo
lePolicy-Xt 148 B SR #Y BB #T

DU

ZBERR TXI A Amazon
FSx BIRAK &2 RERRVAE(
PRER REG R FR.

WEREEFEEMNE , FSx i
I 5 b i BR E£ X Amazon S3
TR RH RS <A,

W5 #h FSx BT #HHNR ,

FSx A S EEEM FSx
F NetApp ONTAP X # R i
I B 2h PR 4% B 1B

Amazon FSx 307 #HI X

R , o1 Amazon FSx 7£ EC2
AR LEAIERE , NMgE/
TRAEE.

0S5k FSx 70 T #TEVINER |
FSx AT S #H NetApp
ONTAP Z A AXX# R4S
B 5@ FSx .

Amazon FSx 180 7 ##Y

R , o1 Amazon FSx £ EC2
REREOERZE , NN
TARAGEE.

I 552k FSx 1800 T FHVAER |
FSx A S HARME A
CloudWatch B&F.

XEXNEN  XEAFTEE
A BEEE Windows X4 AR
SRR RG W X HIh B B %
CloudWatch B&, FSx

B

20222 H4H

20221 A7H

2021 £ 9 A 2H

2021 £ 9 A 2H

2021 £ 9 A 2H

2021 £ 9 A 2H
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EK

Al 53% FSx ServiceRo
lePolicy-X3 H1 8 BUR HY SE 5

I &5 FSx FullAccess-X A
BURKIEH

I &5 FSx FullAccess-X A
BURHEH

DU

I 552 FSx 1800 T FHIER |
FSx R S iR M B AL
O BAE Firehose & 5o

XELEN  XEAFTRE
A Amazon Data Firehose &
& FSx AT Windows X #
RSS2 H XX R G XX 4]
T HE,

Amazon FSx 180 7 ##Y X
IR, AFERAERN A
CloudWatch B&4., BER
URBEH/HBEABER,

XERLEN  XEZREATEE
/A BEEE Windows X4 R
SR RER XI5 F = &%
CloudWatch B&., FSx

U 55%h FSx 1800 7 YA
PR, AT ZHE AL SR EIE
Firehose iR E A%,

XELEN  XEAFTRE
A Amazon Data Firehose &
& FSx EAT Windows 34
RSS2 H XX R G XX 4]
T HE,

B
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2021 £ 6 A8 H
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BEX

I &3 FSx ConsoleFu
lIAccess-Xi T8 BUR B E#T

I 55% FSx ConsoleFu
lIAccess-X BB BUR Y E#

I 53 FSx ConsoleRe
adOnlyAccess-F B BEH
B

DU

Amazon FSx 180 7 ##Y
IR, AFERAERERLE
SRk P < BXBY Amazon Logs
CloudWatch BH&4H,

XERLEN  XEZFEATEE
£ Windows X #BR%5 85 3044
REEE X HIA 0w AT EE
A CloudWatch BEBE
4, FSx

AU 552k FSx 1800 T #EVINER |
AGFERAERERBER
KK 77 < BXH#Y Amazon Data

Firehose &%

XE2XEN , XHEZTEATEE
£ 3 Windows X#R% 88 X
- REG B & S R B it A ik
EIM AW Fire FSx hose &%

o

Amazon FSx 380 7 #H9X
IR, AFERAREREREE
SR B9 K < Bk By Amazon Logs
CloudWatch HE&E4H,

XEXEN , XHEZEATEE
BEEHAT Windows RS
BRI S R G ST 1]
HKEE, FSx

B
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2021 6 A8 H

2021 £ 6 A8 H
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B iR H HA
I &3 FSx ConsoleRe AU 552k FSx 80 T FEVIER | 2021 6 A 8 H
adOnlyAccess-X Bl H BUERHY AGFERABERERBER
B By K P < BB Amazon Data
Firehose &%

XRUEN , XHEZEATEE
EBEEAT Windows XH RS
BRI S RS XA ]
HKEE, FSx

I 5 FSx FrIRIBERE E I 552 FSx FFHRIRERE AWS 2021 £ 6 A 8 H
REBERNEE,

Xti&EH FSx F Windows B9 Amazon X4 BR%5-28 & 10 117 (8] A PR 3+ 1T U B HE
R

ERUTERRABEZMAMESEFER Windows X H RS2 IAM B AT BEIEE FSx By & WA &,
ES ]
« BEREUTVEHITELE FSx

o BRFIEPINIT iam : PassRole
« REATFRIUINHA AWS K HEI KR FSx BIR

BEREU TR ERITERE FSx
MREWRERETR |, ERETIIMITEMRE | W AFER R AR VFRITIZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFER ,
BRMERN fsx:GetWidget WRE , 2K ELT RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIERE , BLAWER fsx:GetWidget BAETHRE my-
example-widget &Ko
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

KL AT iam : PassRole

MRS D —KEREE |, B RETNINITiZiam: PassRolei®fE |, M| AMME HIEH KBS LA TS
A & 1Ei% 45 Windows File Servers FSx

BE AWS S A ERIEAGRKRZEAZES K MAREUERFNRSALIBSAXEE, Ak,
BB MER A BLEIRSHINER.

HEZ AW IAM A FmarymajorZiR EHEH A1 Windows AR 85 FSx HITIRIERT , 2 HIILL
TROEIR. B , REXTMEERFSACIHETFHNES ATMITLHIEE, Mary TEERACEKEZEE
R &5 AL BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEF Mary BISRBE LA R F 31T 1am: PassRole #&1E,
MREEEFHE , FHRREMNAWS EER, ZHNEERRRMEREZIEN A,
BREAFRUNBA AWS Ik 1HRIFEA FSx BIR

ZALBE—-1MAE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEHN TR, &7
UEEHESREH , AURARE, X TXHETHRRNRBEHIEFZHFIK (ACLs) BARS , &ATE
158 R X L6 SR g o) A1 4R T 1 8] S8 B BHR VAR BR

ETHEZER , BEAUATHE :

« ETH Window FSx s XHHIRFZB|/RB X IFXLEIIEE , HSHFSx EA T Windows By Amazon 3 #F
fRE e S IAM BLE .

- BETHROMARENSRENERNGRAR AWS K | HSE IAM B EER N EERE AWS
MK B %S — 1AM A P iR B AR .

o BT RumEE =S REN SRR TFREINE AWS K/, ESHE IAM AP ERETRNEE=51E
HFER. AWS Ik

- ETHUOMABESHRERIEREIHFNR , H5H (IAM AFERE) FHALENE S HKIERN
B ( BREBRERIE ) BEFH R,

- ETHRERAACNETRRNREHATERSFRIZENZS , 25 (IAM AFERE) $80 IAM
H Y ST R R o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ Amazon EFEHA#RZ FSx

&R LAE FPRERIZHIXS Amazon FSx BRI T EIXRHAKRIE TEMEN T RES (ABAC), AFEE
BEREIEERX Amazon FSx BRiRMNARE.

EOBEIREFRFIFCRRAINR

— L FSx 7 Windows X RS BEREN APl BEATEEC BB RNIEENRE, BuLERR
FRREREIETEHEMNIHRINRZES (ABAC) . BXEZER , 2K (AM BFER) FHH4
EFEAT AWSH ABAC ? .

NEAFEBENEN N ERRNGE |, S NEEFEANEZTRNIRE (W0
fsx:CreateFileSystem = fsx:CreateBackup ) B PR, MRERFRCIZBREDIEE THZ,
M| Amazon £33} fsx:TagResource BENITIHANERN , URIEAFEEEZAERSHNE, R
W, AREXMEEER fsx:TagResource RIEMNEXNIR,

AT REIERT — A E8 | ZERAEAPEREXHRATUR ARG EURTHRATRE
RIAT SRS AWS BE5.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}

B K THHNRBALATRAFPERENHRS LUEZSG  AEUERONIEPRRE O NAE[IRE,

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"

]I

1£ Amazon EfEA#RE FSx 371


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
},

{
"Effect": "Allow",

"Action": [
"fsx:TagResource"

]I

"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

NERAFPERRBREPNA THREN , REF 214 fsx:TagResource B1E, Hit , m
RRERBERPEERAFL , WAFIRTENR (BRERERIEES ) NAFPEEEZEA
fsx:TagResource RFMIR., ER , MRAFTEZEM fsx:TagResource FREMNRM Xidt
B SR H R AR , WERF KW

BXA Amazon FSx BERINFZENEZEER |, HSHE A Amazon FSx BRMIFE, BxERARZE
# FSx BRI IMNRNEZEL |, BSHFE ARSI 8 Amazon FSx BRI R R,

fE ARSI HI T BB Amazon FSx &R 15 8] X BR

ERFI Amazon FSx BIRMBERNTHRINRE , B AEHAE TAREH AWS Identity and Access
Management (IAM) KB, @RI AERAMM A EREZES

1. IRIEIX L FSx FR ERARZFIRFIX Amazon FIREY 15 R FR.
2. BHIFLE IAM 5 RFH PEERIIRZ.

BRI ARZES AWS BRIGBRINEES , FSH IAM BFREEHRNEARSEGSERNE, B
XTEBIE Amazon FSx BIRETFRIE Amazon BRNEZEE |, BSRECEIEF R FIric BRI
R, BXFEHFNESZELR , HZH A Amazon FSx BRIRMEFE,

RIE IR LAY 42 ) 15 R AR

ERFHAPRAE U Amazon FSx BIRHITHERE , BN ERR LEARE, flwn , &ase
ERFEXHRERF LNRERR/EN R THELI ZTRNITEEN API BR4E,

Examplesk# - R ERSRHER LB XHRE
RAEIAFEABEREREXNFICXHRER | RET RTFAFEXHRS , EARGTH

key=Department, value=Finance,

1£ Amazon EfEA#RE FSx 372


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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"Effect": "All
"Action": [

OW",

"fsx:CreateFileSystem",

"fsx:TagRe
1,

"Resource": "arn:aws:fsx:region:account-id:file-system/*",

"Condition": {
"StringEqu

"aws:RequestTag/Department": "Finance"

Example KB — X BIBRTHFERZH Amazon FSx XHREN & 17

source"

als": {

LR RE A R P AREAR BB EX key=Department, value=Finance WX#RE LEIBRM , HA

£ % Deparment=Finance ¥rZ 8B &4,

JSON

"Version":"2012-10-17",

"Stateme

{

nt": [

"Effect"
"Action"
"fsx

1,

: "Allow",
: [

:CreateBackup"

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {

"Effect":
"Action":

"fsx
"fsx

1,

"aws :ResourceTag/Department”: "Finance"

"Allow",

[
:TagResource",
:CreateBackup"

1£ Amazon EEAMRZ FSx
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"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/Department": "Finance"

ExamplesR#; - BEH AR ENRENZ O LIRTEREMZN MRS

LERRE A B P UBE# A Department=Finance &M Z P EIEHH Department=Finance #x

EHXHRS

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",

"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"

1,

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",

"Condition": {
"StringEquals": {

1£ Amazon EEAMRZ FSx
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"aws:ResourceTag/Department": "Finance"

ExampleX & — il BR i B 45 EFRE Y X4 R 5

LR BE SO F P P IBR ™ B Department=Finance IS XH RS, MRMIICIET HRAZH , W4
JfE A Department=Finance #xic,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department"”: "Finance"

1£ Amazon EEAMRZ FSx
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}

FHEA T Windows X RS88 FSx WIRSHEX A6

FSx &M T Windows 93 # RS 22H L S #h 5 F AWS Identity and Access Management (IAM) RS
HXAE, REEXACE—MMBFN IAM AEXE | BEEHEE Window FSx s XHREER. RS
XA EH FSx Windows File Server TE X , @ ZRSARARBAEM AWS BRFPAFENMEN
BRo

ERFSHAXRNAETUERMMIRE FSx Windows XS 2R , RAETLFHRIMBENNR,
FSx 3T Windows X# RS EBRENXHBRSHEXABHNR , BRIFEZTEXL , FMREAE FSx Windows
NHRSBEANEEEAR, EXHNNRSECERBENNRERE , SURTEM MBI E M IAM 35
PR PR R BE

REEEEMBREXTRRE , B RMRESKEAE®, XA URFIR FSx B Windows X#HBRS 238 &
B, B IRASRETC B AR M BR 5 ) X L2 B TR B AR

BRXERSHEXAGHEMBSISNES , FSRAER IAM IAWS RFHERBRSHEXBEIIFER
NRNERS . EERMEE  EFZRSHRSKEKA B,

Windows X # R85 FSx MRS HE< A R

FSx &M T Windows File Server A&7 AWSServiceRoleForAmazonFSx — WIREZHEXARE
BRI R ITREIEE | FIENE VPC A X H RS0 EE MM LREO,

A BN RER LT FSx Windows XHHBRSEBRNFTEEA AWS BIRFER A THRE

BT 8E4¥ Amazon Bt tnFSxServiceRolePolicy I IAM K&, LLRERMIMNBIBRSZHEXAER , FSx A
FERREEE AWS BiR. BXEZEER , B2 F£AEA T Windows X #5528 FSx WY ARSSHH
XA,

BRILRBEHER , 125 Amazon FSx ServiceRolePolicy,

IERBERTEENR , FSx ATRKRAFEE AWS #Fo
KR FHE R

I & #h FSxServiceRolePolicy A& & X PR Il & #FSxServiceRolePolicy AWS £ & HKEEE . Amazon
FSx ServiceRolePolicy #iH LL TR :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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® Note

FrETL S % FSx X4 RS2 B FSxServiceRolePolicy #E FIE I#h ; B H A9 FLE R 7] BEF 3E
A FSx F Windows,

« ds—FSx A&EER. BNNHEUER Directory Service B Sk H IR AR F I,
« ec2— FSx AT TR :

- BF, SIEMEUEXEKES Amazon FSx X REXEBKHMEED,

- BF 5 Amazon FSx XHREXBKN — N SN HME IP bk,

- BEEEULH FSx MHREXBKNTS# VPCs, REAFNFM,

- RN#HAmazonFSx.FileSystemId#rEMEF MEEO D E IPv6 bk,

- BUHDE IPv6 T EAmazonFSx.FileSystemIdin S E F &3O ML,

- NAIUE VPC BEFEANMEZSARMEBNZ AR,

- NIRRT AWSENNAF I BEMEED LHITRERERNR,
* cloudwatch— FSx A RFEREKIE R XK E AWS/FSx 5% ZE[H CloudWatch o
« route53— AU FSx fF Amazon VPC SFE & XiF < Bk,

+ logs— FSx AAF#HRME A CloudWatch B&E B &R X# , AP AT LU Windows X IRS 85
XHREH X B w#% B EKIEE CloudWatch A&, FSx

« firehose— FSx R FHARFME A Amazon Data Firehose £, X , AP ULUHERT
Windows X 4RSS 2509 X4 RS0 X415 R & #% B F & % | Amazon Data Firehose &t FSx

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthoxizeApplication",
"ec2:CreateNetworkInterface",

FERES<EKAR 377



& AT Windows File Server ¥ Amazon FSx Windows f 8/
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"

1,
"Resource": "*"
},
{
"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
wxn
] ’
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
}
}
}I
{
"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"
] ’
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}I
FERARSXEKAE 378
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"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses"”,
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"

]I

"Condition": {

"Null": {

"aws :ResourceTag/AmazonFSx.FileSystemId":

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute"”,
"ec2:DeleteRoute"

]I

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {
"StringEquals": {

"false"

"aws :ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",

ERARSKRAR
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"logs:DescribelogStreams",
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

},

{
"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

I 5hi#h FSx EH#i 7 £ AWS BEBURE HITA T ABUERIW A E#,

@iﬁﬂ’é&ﬁﬂ AW IAM R (AR, AFAE ) 612, FEIMBRBRSEKAG, BXESE

’1
B, B2 (AM AFERE) PRRSKERABRR,

7 Windows 3455 25 @12 IR S5 HE X B € FSx

BLEEFHEUNBRBRESX<KAR, URETUEXHRSEH AWS EEEHlA , FSx EAF Windows X
RS2 IAM CLI K IAM APl £ 1 {REIZIRSHEXAE,

/A Important
MREEHMERALABXFNNRNRSPERENRE | LRSKEASAULIAEEN

KR, ETRESREE , RSHARMN IAM K- PRH AR,

MREMBRZRSREKAR  RAEETEBXRYE , ZUUFERAHARRREKFFEFCEZLAR, 812
XHFRGR , FSx Windows X RS B|REBRANECIZBRSHRAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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%48 Windows X #F RS 88 FSx WARSHEXBE

FSx Windows X# RSB R BREBRFHEXAR. SIZRSXEKARE , BRTEEXRF/EH
B, ENAEESHEAEI AZAR. BERANUEA IAM REAGHER, BXELER , HSH
(AM FIF$ERE) RRERBRSTERAE,

i Bx Windows X #F kS5 88 FSx WARSHEXBE

MRTBEERCERAENZTERSKREKACHNIIERRS , RMNEBWERHBRZAG. XHERKBRRES
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- EFMEMRSP , EENZEOTERNBEEMEED |, 37777 Amazon EC2 RRYM & O T
Ho
- EFANETAKX 1 XHERSEH IP it B RIEEF IPv4 B IP 54,
s NTFRETHAX 2 XL THXXHRSE :
« EEEFMERY , EENEEOTERHWHEMEMNEED , 7TFF Amazon EC2 M ki
MR HEo
- EFFANERTFME IP it & RE “HEIFA IPv4 B IP” Fll,

« 1£ Amazon FSx 2 A FWERA , £ENKFO T RAEMMNELEDO |, FTHF Amazon EC2

BHAERHMEEORE.
- ERFRECFHAMN IP it & RE “HHEIFA IPv4 B IP” BIH,

FoEER DNS 3 & 17 8] 3 A R 5

WMREMA DNS BB T EFEXHRS |, BEREUTIEX BB THE,

1.

PAITUATE—SR , RN BREEXHRGERE
a. fE£M Amazon FSx 2Hl 8- AR EEL AN XHRE. EXHRGEEMRESRNEL , DNS 3
BETNEMESRLATF L.

b. {#M CLI = API-f£f describe-file-system-aliasesCLI @3S
DescribeFileSystemAliasesAPI| ##ER RE T S X4 RARBKA BB

WMERARFIH DNS 31E , WATMFEENHREXEK, AXESEE  BEH EEUEXHRS

i

#y DNS Hl#&,
215R DNS 3B EXHREXRE , BRIAGHEE T AT 4B

- BRIESEMNITTE FSx XU RS Active Directory THEHLXT R LAY DNS 3B #3T R#Y RS

FHEEZ TR (SPNs).

EXEZEER , B2 7 Kerberos ELERS E4EE R (SPNs),
- 77 DNS F|EZ 8227 DNS FBieRK , ZieRABM AL S FSx XHRS5HERIA DNS B,

BXREZEER |, BESHE EFHSEZE DNS CNAME 18,

MRS T HMA DNS 5l#E125% SPNs  DNS B Z ik , BRIEE YA DNS CNAME i3k

=AW LA AT B IE B R XA RS

Fo3EER DNS A& 1R X R 5
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fsx/describe-file-system-aliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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a. 1217 nslookup ABIAZIEREFE B AT XHRSEHERIA DNS B 5,

b. #1:R DNS CNAME B3| %5 — N XHRE , BEFEEE/ RN DNS ZERIFH , AEBARE
CNAME 125, &R BMERN TSR EFiwE DNS &7 , MRZIE,

ipconfig /flushdns

5. 103 DNS CNAME 12 %f##7 9 Amazon FSx X RS BIA DNS |, BEEFiwmARTTE B X4
RE , BRETRENXHREESR T HREHRES RS R,

ToEEA IP bt iF R X RS
MBARTSEGE R P #hibiS F RS | B2id % DNS BHHEEEH DNS 2K,

BidiEE Windows XHRS 85, MENZE , B METL D% FSx 244 ERBISXTHRSH DNS &
MANE{T<BRHY DNS BB, 5% , &0 LLFE CreateFileSystem 5 DescribeFileSystems AP #4714
MPKREIEl]. BXEADNS BIBMNESFEE , BSHEE DNS 38,

« X¥FTHA AWS $£E Microsoft J&3) B FHV R AT AX X4 RS , DNS BRI TR

fs-0123456789abcdef@.ad-domain.com

o IMABITEEN Active Directory WFTEZAIAXXHREUREAAX X4 RS DNS BT
T 7Ro

amznfsxaallbb22.ad-domain.com

BIZEFHY Amazon FSx MRS KW

NHRGEBERIMOERERS , A TS AR,

F&

« VPC Z2HMMEH B4R ACLs

- VHERGEBREARES

« Fo3E14 0] DNS AR S5 s siig 1% 28

o TRERS MK FEUE

- W5 FSx FTo7ETARIEH Active Directory BRSSK 7 iE 5 AWS Secrets Manager
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https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

A TF Windows File Server #) Amazon FSx Windows f /= #§7
« BREKSRETE

- BEKFRECHER

o WE#h FSx FiETHRILA L £ 47 (OU)

- REKFEEFREERA

- W5 EEA FSx i 7 &R

- BEK/IREEIHNRER

- BIESHFER T Unicode F&F

- MEZDERFHERERE HDD XK

VPC Z£HMMEE BE4HiR ACLs

BREARENZLARBERE VPC RLANM% ACLs . BXESEE , WSHHRRS4A,
VHREEBERALES

BRI\ BT E I Active Directory HISH RS , FERUTHIRHL -

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.

Amazon ZFTA FSx R BRIENHRE , RENZBFAES I EERNERRALA,

MREREEFHEAEMN , Amazon FSx 2 RAFEARIAE HERR" FHNEERAHE. NRES M E
AEARUNAERR" BN, HBRF KM,

BERLLT SRRE R

1. BEFFXHREMABTEERN Active Directory B R EH

2. EBIEMABREEM A ct FSx ive Directory B Windows M4 RG24 R S 20 , EFEH
Amazon Active Directory 3 if T ERiF 2K B REEH Active Directory BliE, FSx

3. fHH AWS EEER4E HOIEFNXHRE AWSCLI, BXEZER | 50 D% FSx X
HRZEMABREEMN Microsoft Active Directory 1o

4. AXHREEERRARM—NEBTEER Active Directory 13 H I — ) & 7.
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ok 1A 8] DNS AR5 88 2182 &l 25

BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

BRIBUT SREEE FH #RRFI

1. BWINEHFESEBE Amazon FSx XHREH FMM B TEER Active Directory 2 [R1 8 3 P 4&3% #5
MBANEREZHE, BXEZER , B2H SREH.

5 Amazon Act FSx ive Directory I iF T Bz #1536 UF X LE R KR B o

® Note

MRIBE N T %4 Active Directory ¥R , iHH{R S Amazon FSx X4 R4 xEBk# VPC A
#) ¥R 7E Active Directory S R FRE N , 3 BHIEH VPC R FRMEH ML S FHF Mz A
TFTE IP R, EAILAEA Active Directory Sites and Services MMC BB 2 TEEFEMNE
BUX LR E,

2. WIAZERE Amazon FSx XHRESXREKK VPC R H U REM VPC M4 ACLSELE 7 VAR
B LAY HIEMERE,

(® Note

MRELERENR , MATLLR RS Active Directory B2 #I25 BEFMENFEROX
BHIERE, BXEZER , B2 M Microsoft Active Directory 34,

3. i\ Microsoft Windows X4 iRZ e NEE BB MENEREZSIE Lat-1 /. il , REFEH
Dominen-Admins fEAXHREEEREANEN , BAXHREVERS KK,
4. T\ Active Directory Z#9 DNS RS 23 g #28 R AL FIEzRA , Baets o B3t AriRdtiEm

HXRo

FoiE15E] DNS BRS5 2R sk iR bl 2R 398


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

SEFTF Windows File Server #9 Amazon FSx Windows f 8/
5. 1R Active Directory R ZhEEL B9 Windows Server 2008 R2 = & & AR 4%,

6. HWREM Active Directory 1F#Y 1512 HI 85 L B BH A SEHL N 2155k B 28 Amazon FSx XHREHR
B, BXEZER |, S Microsoft Active Directory X 4,

To AR S5 K P AR
BIZEMA BITEEM Active Directory WX #HRGELAM , HERUTHIREER :

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.

RBUTSRIEEHFE R,
R0 1 MRIEEH AWS Secrets Manager Z4AR M B HES) B &I

1. W% £ A MG B ZEUE AWS Secrets Manager,

2. %48 ARN EFHERT , EEEBMNER : arn:aws:secretsmanager:region:account-
id:secret:secret-name-6chars,

3. RIIZRARBEEM N FEENKEFR
» CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : AD BREZKS A&,

» CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD BRE T /= 28,
4. WITZANZHARESERETRIFNRE , ZRERT Amazon FSx IR EHRRIEZE

I fsx.amazonaws.comtX R,

=62 : MREFEREXAZIEMA Active Directory

1. BINERBATHARSEANRSKFARRS , flNEBTEEN Active Directory ELE I A

ServiceAcct,

/A Important
MARSKFAFAN , BOEEHEISR ( corp.com\ServiceAcct ) HEFER

( ServiceAcctecorp.com) .
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https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
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wmABRS AP A ( CN= ServiceAcct, ou=Example, dc=Corp, dc=Corp. dc=com )
Bt , BAERA A 2 #EH (DN).

2. T1A Active Directory B R BB EZRHENWRFZ K.
3. BRECHEENBSKSRTFAENNR. BRSK, BIEEE 4 REMARER OU HalE
MBIBRITENN R RFIKFESAE DB RINITATIRE -
- EERD
o PR&IK P IRENA B A ZYE
- WIFE A DNS EHlAMEE
- RIFBEARSEHRETHRIBE

BRIACIZEREBNRIRSKINESER , FSH LS FSx RSK, .

AU S3#h FSx FoiE 17 R %8V Active Directory ARSS K FiE 5 AWS Secrets
Manager

DR HRE R BB R ARG,

A BITE R Active Directory I XHREXM , HERUTHEIRER :

You can't provide both username/password and a domain join service account
secret to connect to your Active Directory. Provide only one set of
credentials.

ERRIR | &)

1. ERRRMBEMHE Secrets Manager ZEAFHELE , R R REREUA XA X FHIEIL,
2. B0 Active Directory Bt , {URMHEP NS , FeeRNRRERNSH,

A BITEER Active Directory WX HRAEXRM , HETUTHIRER :

The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars

T 5 FSx T3k i5 R #& M Active Directory ARSI PP iE$5 AWS Secrets Manager 400
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EHRIR I 8

1. T FERAFHEE REIE AWS Secrets Manager.

2. BIFESHmAN ARN BXREER, EEMNEI/RGIA arn:aws:secretsmanager:us-
east-1:123456789012:secret:MyDatabaseSecret-Ab3d5f,

A BTEEM Active Directory WX HRAELW , HERUATHEIRER :

Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.

R R I )

1. T FERFMHEE REIE AWS Secrets Manager.
2. WIFEIRMHH Secrets Manager Z4AR B EH FSx AT S #F A ZE AN EHRRE,

A BITEIERY Active Directory X REXRM , AERUTHIREER !

You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.

EHRIR I 8]

«  Secrets Manager ZAFMEE SR EERAZEER LMWK BFERZZANFRNE, BEXESE
B N BZRETSHNER,

A BITEEM Active Directory WX HREXRM , HETUTHIRER :

The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.

EER IR

1. o8& FRAFEMEES B FEIE AWS Secrets Manager,
2. WIFERMM Secrets Manager ZAR B RN B ER N LEFER,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_iam-policies.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/
RS K S X R 2

BIEMA BITEER Active Directory WX HRG LM , HERUTHIRES .

Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

BB T EFHEEH#RFE,

« BREESHEHENBRSKSRTAFONER. RSKS SHAEEXHREMARNEN OU FelZ
FMBBRITEHX R BRSKFEBAEDERPITATERE :

- EERD

« REIK/IREANEA KRS

- BWIEE A DNS EHB8EE

- RIUFEARS EKBHIIBED

BRIACIZEREBNRNRSKINESFER , FSH LD FSx RSK, .

RFKFBSEEHEIR
BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EFERLAA , FHNERENBRSKSREERFAUMASNERITENEE, MREETHAR
%, O EREBNRFRSKS, . EAFHRSKSAUNEFTNNHRE, BXESER,
BFZH L% FSx RFZK .

REK SRR ZE 402
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YU Sk FSx FoETh RI4ALR 847 (OU)

BIZ A BITEEM Active Directory WX RGEEAM , HERUTHIRES -

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an

organizational unit to which the service account can join the file system.

BB T STREEE H R FIE

1. #iA Active Directory i 2B B REMHK OU,

2. BERECEEENBRSKSRTFABNNR, RSKS SMEEXFREMANER OU FE
MMBRITENXN R, BRSEKFEBAEDBERPITUATERE

EEZED

BRBIMK = SR BV B A %

KIEE A DNS EHEMEED
RIEBARS EHEMAVED

BER T oI2 MM BRI E AL RV 254X
BIESEMMEAKS REIAVEED

BRNAZEFEBENRNBSKINESRES , SR LIH FS RFIKS,

REKFITEBREERA
SIZE A BITEEM Active Directory WX #HREELAM , HETRUTHIRER :

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account

FoiETAE OU 403



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

provided.

BRUATSREEHFREZ,
1. BREARHAESHENEERASHN TR,

/A Important

REHEMSHET , BB EHWEIAR ( corp. com\FSxAdmins ) SiB/E&
( FSxAdmins@corp.com) .

BOERZANTT LT (DN ) » TIHBAF—MilF=2 CN= FSx
Admins, ou=Example, dc=Corp, dc=com.,

2. BREENEEAESEENANGRENER RHAMN T E— Active Directory FHH,

3. MREMLKREBEHEHEFAESH , Amazon & FSx HIHTEEM Active Directory H A ZBuiltin
Domain Adminsl, MRMAMBMCEN , RELFEAHMMARTHERE , MXARAENZAR
1% B o

VI 5 #hE 8 A FSx B 7% #
BIZ A BITEEM Active Directory IS RELMW , HETRUTHEIRESR

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

QBN XH RS |, T EE% 15 E 48 FSx B9 Active Directory 39 DNS AR 25 M 425 | 7
XX HRERIINARRY Active Directory 18, BER , EXRXHRERER , Amazon FSx XRET &
EHENEZIENEERARK. BRBRUTSRIEEHFHREI-Z,

1. BRENLDE FSx XHRENE B FZAREFEMNEEE. MB , £AKEMAN, VPC R
AN, VPC ML IFIEHIZRE KEAN |, BRENZEHE ML ACLSHRE.

2. BWRILS# FSx NER Active Directory B XA RSBV ITENN RN T EZRE , AR
I BR R SA H A 5 IR AES

ARSI i E &SR
BIEMA BITEER Active Directory W XHRGAM , HERUTHEIRES. .

T SIS A FSx Wi 7 & 404
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File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

BRECARHNBRSKSRTFAFENNR. ZBRUATSREEH FRRFE,
BEKFEDFEERFUATNR :

« WERTFOIEMMBRMAXHRSH OU FHHIHEHI RAVIEHI
« EEMAXHRLSH OU RERLITRIR :

- BEBEETD

o« BEWSIRBIIK IR B A R

- BIFE A DNS EHE/BED

- BIEBAMRS E4EBFRAYARE

- BE ( ZFEIR ) BIENRBRITENNR

« WIFREANE AN, RHRBE

.« BEBEUNR

BRIACIZEFEBNRNRSKINESER , FSH LD FSx RSK,.

SIESHFFEAT Unicode F&F
BIEMA BITEER Active Directory IXHRGEEAM , HERUTHIRES .

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

W5 # FSx 7% Unicode F&F. BIAFTERIESEEZE Unicode FFF , fINNEZT/HS., XITFER
LEZENSH , HBRIAMESBFIEE, ¥R Active Directory MK ZBINE LT EE Unicode Z&

BESEHFERT Unicode F5F 405




& AT Windows File Server ¥ Amazon FSx Windows f FER
RS & MR FMERE Y% E] HDD KXW
MNEBUEXHERGIM , HETRUTHRER :

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

MEZRHBLEC I FHERM SSD Edty HDD &It FTE, NEDIRELRK , BREEIRE
NEBRERBANXHRE LMEEMNEESERN TN, EEMBERZE , XHREW SSD FHBE
{£F8l2 HDD XHRSEFIENREFMBE 2000 GiB,

BERREEE , FHTUTESR

1. FERFRETERMERTER , XHEREEDLEHF 2000 GB Y SSD FHEAE, AXESEE | F
SR EREHEREEm,

2. WNXHREHTAFRKENZD. BXESER , F5H £RAATED &R,

3. FRAFRENZMERIER HOD FRNXHRS. AXESER , BEH RZ2HEREREH M
5,

MRS TERERIRRS

BT /& FSx B Active Directory M5 &£ T , AT Windows XHRF BN XHRGE AT sEQ#
ABBHRORS. EXMRET , EHOXHREHGTATH , REFRETRHMENREE , HEBERE
LB KW

BRERRARASIE KB REENBWMEIEERK , B LUEH Amazon FSx #2#|4&. APl 5 AWS
CLIFAIX 48 iR E BBV NEFER, XY EEERS , BRAXGERENRSEEREEXRN
Available - #FEE , WEHRAREEE/ LD FBET Ko

HTZRHER , ENXHREAESEABRBERRS , Hla
- DNS frS527 IP bk K3,
« BSKFFIUERNY , RERDFAFENR,

- ATMEEZEE (HlI VPC ZLATH. VPC MK ACL ik M RE B =& H 5685 AR
B ) , o3& 8 Active Directory 1333 #l25,

MRE & 4D B IF 1A S B LN S HDD KK 406
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/A Important
FSx BIBNHREE , BE2%3) Amazon £ OU FRIEZMWITENN R, XEMESSBENXH
REEBEHEIR.

( Bk Active Directory ERWTEFIK , HSFELARAEZME. SR LAER Amazon Active Directory
RIFTERIFEN FSx EHEZRHERRACEREBEUFEXLEER, )

BREP—ERBEBEZEFHNH RS Active Directory BB —NRZANSE , HIINE X DNS AR
SE IP U FERRS K WAFBRFB, EXEERT , B EEEARS R ERTDE FSx
#4E1A. API 5 AWS CLI EFFFEN B BES .

H {th 5] B8 A] BE A 35 B8 A Active Directory BLES 8K , BN E g2 I8 NIEIRES VPC &£
H, BR , EXLEERT , BEEXIUH —FRESEFEXMH RS Available, R Active Directory
HERBIERRE , FL5E FSx BHAPER ‘BREHR RAZaM “2HIRE” B4 , IEEL D%
FSx ##l&. API = AWS CLIFfEAiZStartMisconfiguredStateRecovery@m<,

FH

« MHREERBLIR | Amazon FSx &G RIERE A A DNS RS EsEE FIE .
NHREERBHEIR REKFEIELK

XHZRABEBEREIR | B8 KMS AWS Secrets Manager Z4A#i B~ [E#H
MHARSHREHEIR  RENBSKS TR XERSEMAEF
MHARSREHEIR REK- T EBRERMITENMAZF

MHRSREHEIR | RSKF FERIAE OU

NHRSHEESEIR : Amazon FSx FToETARI&RYEI A BV DNS BRSS 8RSk E iz &
o

L Lk FSxTTESHRIY Microsoft Active Directory IR 2SR iZHI 25 BER , XHREFHEA—
fiMisconfigurediR#s.

BERRILER , FHATUTRE

1. BRENMEEEAVFN ARG HIZRH RN RE.

2. A Amazon Act FSx ive Directory %iif T E X MEIF & B 1TE R Active Directory B 4&1%
B, BXEZER , B3R £AB1TEEM Microsoft Active Directory,

NHREGBEEHIR | Amazon FSx AT MR H B /Y DNS RS 2R SRE 2 HI85. 407


https://docs.aws.amazon.com/fsx/latest/APIReference/API_SelfManagedActiveDirectoryConfigurationUpdates.html

& AT Windows File Server ¥ Amazon FSx Windows f FER
3. HEILD¥ FSx BEIAHFEFNHRENBEREE T B REE,
4., BEEFXNHRENBERER Active Directory BLE , B A LAEA T D FSx 2414,

/%\ Jﬁ\

o

a. ESMERL, BREXHRE  REAREEMNNHRE ; BEIE R XHRSEFA]
o

b. EXHRGFMAEENEL , ERENELZ &I+ LHNEH,

& AT LAE A Amazon FSx CLI update-file-system &85 API #4EUpdateFileSystem,

MHRGEERR  REKFEILELTH

I 5i#h FSx Foi&S4REY Microsoft Active Directory 132 HIZS s B HIST 2 iEE, XERNEHRHNRS
WREILETLTH. BXEZEE , 2R £ABTEER Microsoft Active Directory,

EREEHRAE , FATATRE
1. BAEERNREBNRSKS , UK 89 IEBTEIE,
2. SREEMA Amazon FSx BH & A EBWN RS KA RIK- ZUEEFXHRENEE,

a. HESMERL , EBRXHRE  RAEEBREERNEEH RN XHFRLS,
b. EM#HRFFMAEENEL , ERBENSZLET P HER,

B LAE AL D% FSx API ##{Eupdate-file-system, ETHMEZEE |, {55 Amazon
FSx APl $# UpdateFileSystem® #y,

YHRSEELEIR | B4R KMS AWS Secrets Manager Z4ABELE T ETH

I 3% FSx o3& 54REY Microsoft Active Directory B2 #1285 iR FIBS B U iE#E, X2E N EH AWS
Secrets Manager ZHREET AWS KMS key [EH8, BXEZER , HSR FAFEHEEIEZREL
AWS Secrets Manager.,

ERREBHRAB , FATUTRAE

1. WiF%4 ARN REEHERRERERMNE
I : arn:aws:secretsmanager:region:account-id:secret:secret-name-6chars,

2. RIIRARBEEWMNEZENMEFTER

NHRGEBEHR  REKFEIETH 408
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« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : AD RS RAF &,
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD ARSIk F~ %43,

- RIFFANZARBEEETRRINER | IZKERF Amazon FSx RS AR EVZE
K fsx.amazonaws.comfX R,

NHERERERIR | RENRSKS TR FREMAZRS

5 FSx oA EAREIPAER Active Directory BiRHIZRE M ., X2 RN RFERS K- BRI 4
REMAEREE OU M

EREEH RS , BT TRE

1. @ Amazon FSx BRESIKFAMATRNR , REIBEEFRENRAIMBRSIKS . BRLRENES
5, FZRLTH FSx RRFEIK, .

2. REEAFNERESKFEEIERXHREBITEEMN Active Directory BLE. EEMEE , BRI
£ Amazon FSx &l A,

a. ESMERL, RRXHRE  REEREEFTNNHRE ; BEERXHREFHAFEER
o

b. EXHRSFMAEENEL , ERKNELZ &I+~ LHNEH,

B L ER D% FSx API #&{Eupdate-file-system, ETHMEZEE |, i55@ Amazon
FSx APl $# UpdateFileSystem® #y,

NHERGE BRI | RSKF X EZBHEMTEINAZF

I 55 FSx o SRV TEX Active Directory IR FISR B U EE, XMERRERNRMENERESZKS EE
B LUMAEN & KITENBE.
EMREEHEREE , BHITUATERE

1. RBIEABBRSS MK - 20 00 2 /] LU it E AL A SR #T AR S5 K 7 o
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