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42 AWS HealthLake ?

AWS HealthLake 2 —TAFE HIPAA BRHRS , TEAREET BREMHETR (FHIR) R4 HIBE=
FiEfE, DA EZRERIE, HealthLake AHIEHE -

- PURERE — EEMNPEENHLE FHIR R4 ETHROREHE , AWS Cloud BRHRIFEHEEENMATH
38

- BV ERFEYE —BETSEEN FHIR BEFM ST ET 21 DB ER , AEREH A,

- BRESLE NLP)-MAEKHERESLEEEMNELEHLREREEDRIAELHETER.

. ZEAB DI — § HealthLake BIEEEIEM AWS Healthimaging AWS HealthOmics #IEHLES |
NBEETTIRE N,

Healthcare Data CUEl AWS Cloud

Provider Data

r—
Ea =] FHIR APIs SMART @

El FHIR @ Application Components
Electronic Health Records Identity Provider

Bulk FHIR N
HIE Data Bulk Import r——
FHIR APls — —
|

Application icati
II__% Amazon S3 ppl Application
FHIR Converter FHIR APts
Bulk Impart Query Engines Data Analysis
Payor Data non-FHIR R4 Clinical Data @ AWS HealthLake
\_d/_ -
AWS Marketplace
X12 Format
Amazon Redshift Sagemaker
Devices
OtherData | | AwS Lake Fomation ! ||
o —
Monitoring Streams Amazon 53 Amazon Athena Amazon Quicksight

£}

- EERT

#9452 AWS HealthLake
X AWS RS

IEfE1/5 18 AWS HealthLake
HIPAA BRI EELZS
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- Efh

BEERR

AWS HealthLake TREBR T W ETTEW., LHEIaTT , WA TER. JBfr. B, MR E
ARASRBERR. EEREPRATIFEFRENEAEHAN -2 AWS HealthLake , 2ESEMEENR
I RRRRBUKIBENE =S RMEXER, AWS HealthLake AEZIFIINET T LA ARESE
HNEZFHEHTEER , T NEBEFERIGKRZRPEM.

845 = AWS HealthLake

AWS HealthLake 2t LA T IhEE,
S A FHIR R4 WEBEKIE

BiE HealthLake BRES ARE , B AR FHIR ##EM Amazon S3 Fi& @ T B E
HealthLake ¥i#E77f# , BFIEKIZRK., XRERE. RERERE., HealthLake XIFATETRE
WIERHH FHIR R4 #lsE, MBEE | B LLEAWS HealthLake S 1ENHEE | NEWRERIE
N FHIR R4 &=,

UZE, EMBTHITH A 76 ERNEE

HealthLake #iEFR BB T HREHRERFIRE] , LENERITER, BEFEIZRNEIRFCES
UBRENRENTEAR , FEAFHIR RAFSERRFEERMR, MACHAESITUEENRSIR
REW  EEESERARE FHIR R4 REURTAN T FENRS|BRENERESR

MAESM FHIR BRSS 2R

FIA FHIR APIs #1TFrAERIREUE, SMART on FHIR RIXUAR#tE¥HE FHIR APl S HIheE ,
XESE—MoHBE , NIRIEZEREAHBEREK, HealthLake XFFFE BT ONC M
CMS &SR , 238 : HL7 FHIR R4 APIs, FHIR #tE%#Ei5H., ZE#&O IG STU, SM HL7
ART App Launch Framework IG, 2.0 OAuth 1 OpenlID Connect,

£ NLP 3R IEE LT #ifE

EREFBERIESAE (NLP) I RBBEFETINAMERBEZXAYRE , UMELEHLETT RE
HealthLake BEHEFZMRBINEENNEE. EHERNEZ NLP , BB NEFX AR
BUSER, REAERR, RABTNZRIPWERERSE (PHI). NLP REMEEEREE FHIR R4 &R
Z4E7E HealthLake 3B , AT LUEN FHIR R4 = APIs Amazon Athena (SQL) 31714 (H],

BERR 2


https://aws.amazon.com/healthlake/partners/
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Hx AWS RS

AWS HealthLake 5 & ftt AWS FRFEFZER. THUTRSXN T HZ2FAERER HealthLake,

« AWS Identity and Access Management— £/ IAM Z£ &2 5 5 3 HealthLake & IRAY 5 R 4X
PR

o TOEEEF#ERS — FH Amazon S3EREEKX |, I DICOM #iES A. HealthLake
« AWS CloudTrail— CloudTrail B F IR ER HealthLake FAFEZI 1 API EAE R .
« Amazon CloudWatch — CloudWatch B FM E2 %12 HealthLake &R,

« AWS CloudFormation— FF CloudFormation SREI AR EENHE (1aC) BARLAIE R BIEE IR,
HealthLake

« AWS PrivateLink— {8 Amazon VPC 7£ HealthLake ML Z#EFAE S BB ERE , MEAEE S
BESEBELEHRMN,

« Amazon EventBridge — @I 812 EventBridge FE4R A BRAHAN , ATFRIETT E.
HealthLake B4R RI AT

« AWS Lake Formation— ff Lake Formation £ EE, RHFMAZHA T oA MHEEET
HealthLake FYZR#E,

« Amazon A thena — {# ] Athena &3 SQL HealthLake Zif#iE , UEHITEREAN D,

IETE 15 18] AWS HealthLake

A LL AWS HealthLake EF AWS EIE#EHIA. AWS Command Line Interface #1 AWS SDKs, <
EREEATERIRE AWS EEBEFHE LUK& AWS CLI FiIfR 5B =% AWS SDKs,

AWS Command Line Interface (AWS CLI)

AWS CLI iRt TEA T &7 AWS =@M S , F7E Windows, Mac # Linux L ZX#F, BXE
ZER , F35 M AWS Command Line Interface {EFEE) -

AWS SDKs

AWS SDKs N HBHFRARREE, RERIMEMGRER. XEEXHRETEIHTESHE
AN, HIAAMEBE S XN ERES, ERFRNLBHE RN, BXEZES , FSHAWETE
AWS,

HEXRES 3


https://aws.amazon.com/iam/
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/vpc/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/developer/tools/
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AWS EmEimsl s

AWS EEEGHISE BET—NMNET Web WAHFPRHE , A TEE HealthLake R EMEXER, MRS
XM AWS k| N7 LA & FKHealthLake 2 &1 &

HIPAA B BEZ S

XE—IFE HIPAA ERBIES . Bx AWS 1996 FEERBERRABEREERE) (HIPAA) LK
5 AWS IRFALIE, FERMNERZSRFNEEEER (PH) WEZEER | 55 HIPAA #iR,

XS 5 HealthLake ‘@& PHI fIMNABHER (PIl) BIEEZHTMNER, BRIAMBERT , FrEEEER

HealthLake EFEE TLS B HTTPS., HealthLake ZEMEZENEFANDR , HIZBFT(FAWS HiEE
l—l—l
EH

£ % HealthLake EMMEE , HSHAWS HealthLake Bt BfHER A | F# A E HealthLake M1t
B2,

HIPAA 4


https://console.aws.amazon.com/healthlake/home#
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/healthlake/pricing/
https://calculator.aws/#/addService/HealthLake
https://calculator.aws/#/addService/HealthLake
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Al AWS HealthLake

EFBFER AWS HealthLake , Ei&RE—/ AWS Bk H 6122 —/ AWS Identity and Access
Management A7, EfFHAAWS CLIEK AWS SDKs , #ARENEBE].

(® Note

AIEEMNSEETIRM T SMART on FHIR, FHIR R4 M, AWS HealthLakefltn |, A LA TE
FHIR BLE., XFM FHIR BlE X HKiFMim = EHREBEKX SMART W{EE, HealthLake

£ 7 HealthLake IS FRE2 G , BINBEHET — NS ERBRAIMN G EHIEREEBIEA T,

£l

« AWS HealthLake #5
« & & AWS HealthLake
« AWS HealthLake %

AWS HealthLake #4:

AR ARBAMB X E T HEFMEH AWS HealthLakeIEEE B

b

i
- BEFERRER
- ERBERESLE
« ST

o]

N

B E IR

HealthLake ##EFf# 2 FHIR R4 BITRRBENF#EE , L TENFRESR. AWS X HealthLake
XEFUAT BT R,

+ Sigv4 B — FEHAAWS L EZ A 4 (Sigv4) HealthLake #AENR FHIR AP EMA,

+ SMART on FHIR #1X — #£ FHIR HealthLake R LEAATERETNAEFNITESEFEAREA
(SMART) £ FHIR API i#H.

]
&b
[$)]


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.smarthealthit.org
https://docs.smarthealthit.org
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BXEZER |, ES A 6/12 HealthLake ZiEFE,
ERBARBESHE

AWS HealthLake 5 HIPAA §1&H BRIBESAE (NLP) EERK , IMNELERILEZIARFRERNEEYL
WREEHIE, BARAESAEEALURBIETSME , fIMEE. 259, HI&. Wi, BTHER. BA1R
AIEEZBNAR , FHEMNEEIEZAREE | §lE0 ICD-10-CM fl, RxNormBXEZER |, 25
7] ERE BRIBELE (NLP) AT HealthLake,

R0 AT

AWS HealthLake ## T FHIRsearch , ©bundle APIs R &M oM AEBREHEREH TER D
o HEHALRED , HealthLake B4R AT SQL ZE|MEHMW KR, XELLEHITAENEKE
IRIE, BATMNERNETREREPREUXATHNR, BXELEL , FSHEH Amazon
Athena &1f] HealthLake Z#EFAWS HealthLake RHIZNE .

X & AWS HealthLake

FEARED | BFEER AWS EEEH S RIZEEFHBFEH AWS HealthLake F I ZBIEFHEFTE RN
R, BEiXEQNEREFMINIR , BEECE—MERBIEHEE R X HealthLake 2EEEHAH IAM A
FPEAt, B LUE Lake Formation Rt AR B N EHIE AWS HEE R, BEHEERAR T Lake
Formation 15[ £ AL Si#h Athena ERRIEFEFTEN TRHNR, 012 HealthLake IEFMR T , &
AT LR B S AN S H SRR,

e 3}

« EMIRELAWS K

- BEEEAN IAM AP REE HealthLake (IAM BER )

+ 7£ Lake Formation F/FMAFRRAREANRFEHEERR (IAM EER )

. DI S3 IFHER

. BIEREER

s NEAEFEENR

s NEHEFZERENR

« % AWSCLI

ERBREBESLE 6
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SEMFREN AWS I F

EFHER AWS | IREE— AWS IS, B RIESR AWS I | B2 (AWS KFEE 3
Ei58) AWS IKF A TISRE,

BEEZFEAN IAM AFRAE HealthLake (IAM EE A )

® B IAMEER
AT UABIZE IAM AR FAEH T LURINKRESERERNAF

AEBHAX LS RMUIMA IAM EE R IT.

EFEH HealthLake BB FM#IEIET Athena , BEEQE T ERBBEHEEAXEEEAN IAM
BAPFEA®, HealthLake WA S A®E FEIE AWS Lake Formation 17 [8 BB 176 F R IR
FR , #}¥fAmazonHealthLakeFullAccess AWS F{EEXRBAMEEAFARART,

/A Important

BEANBBHEESN IAM AFRFSACTEIBFNBREHEER, ERNNEMBBEHEER |
BAREREHIEFAdministratorAccessiFRINRN IAM AP AR,

BEBREER
1. J¥ AmazonHealthlakeFullAccess IAM AWS R E R AMBALTHNAFLRHAE,

MRETBELE IAM BF , B IAM AFEETEIE | AWS AM AP A IAM KEEEHR,
2. [ 1AM AFS A& F AR AWS Lake Formation 915 R AR

- MALFHWAFHAERBMELT IAM AWS FEE XK : AWSLakeFormationDataAdmin

@ Note

ZAWSLakeFormationDataAdminBUR L ¥F 5B FTAE AWS Lake Formation ®iR. 2
WIRBRAFERATERESFIENRIENR. BXEZELR , SR (IAM BFERE) B 1

IAM Ex{£3E#R,

SEMERER AWS TK 2


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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3. BMAFRACFMUATHNERER. AXESZER  F5H IAM AP EE T RNERER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]

},
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations”,
"ram:AcceptResourceSharelInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}
]
}

BXiZAWSLakeFormationDataAdminBIEMWEZE LR |, 55 H Lake Formation FF A EIEFHH La
AWS ke Formation B F IAM RS #,

7t Lake Formation FAMAFSARENBTFEHEER (IAM BEER )

® Note
MREBREMN , MSHHATHSIRSAL R5|HNEH.

ANBEHEERRFRAS 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
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BTX, AMEEBRXINE—SHEENAFPIARTINA Lake Formation PR HIEHEE R

& IAM AP A e BEIEER

1. 3TFF AWS Lake Formation ##l%& : https://console.aws.amazon.com/lakeformation/

(® Note

MRXZIRE —XiAA Lake Formation , & HI —4 “WiB 3K F Lake Form ation” Xti%
& , ERIRE M Lake Formation BEE & .

2. AP RARSE N AWS Lake Formation ZiiEHEER .
o RN 1 MBLRWET “XDKE Lake Formation” X iF4E.

1. EERFMEA AWS AFHAE,

2. ERBTEL ().
3. EBR{RAEERTE N Lake Formation B R EIE R, HealthLake
4. EEFR,

- R 2 EAEMER (2).

1. EBRSMER ().

2. ERR T, &R “EEABNES

3. GEREHEEANST , EREREER,

4, 7 EBRREHEER" FEEP , EEETEXL (7).

5. ETXR, EBEREREWAERK N Lake Formation HealthLake EXE RN EBERAFAHAE,
6. EFRRF.

2t

3. FRIALLIREE XN H Lake Formation ¥, HealthLake ZiE1F &R EZEH Lake Formation
EE K MARJIAM BE, EHRTEH , 535 La AWS ke Formation 7 & & IER K E N ERIARE

RE,

Bl S3 TR

Ef FHIR R4 BiES A AWS HealthLake , ZiUfEAFH I Amazon S3 Z# . Amazon S3 i A F6E
BREFES ANMMiZFE® HealthLake EEY FHIR $3E. Amazon S3 Hi H FR#EFE# S AT EHNL
B4 B H B %175 HealthLake BA ( BE ) -

BIZE S3 FHER 9



https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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® Note

RIE AWS Identity and Access Management (IAM) BUER , #&89 Amazon S3 F# S AT =2
H—8, BXEZEEL , 2 (Amazon Simple Storage Service AFERE) T E#EED
ZHN,

HTFAEENERN , RINEATEERES ANRINEELT Amazon S3 % A M b 7 1

« MIATFMEM: arn:aws:s3:::amzn-s3-demo-source-bucket

o Wi : arn:aws:s3:::amzn-s3-demo-1logging-bucket

BXEZEE , B30 (Amazon S3 AF{EmM) PR F#EME.

BRI E

HealthLake #iEF#REBELEN AWS XEFHH FHIR R4 BIENF#EE, — 1 AWS IKFAILEE
MRS BIEFHE, HealthLake XIFF M EIEF 6 B LUK,

® EERT
£ 0l HealthLake ¥iEFM 281 , BEE AWS AL A RER K] HealthLake BRI R EE
HY AR 55 12 FI KA (SCP). BMEZR IAM IRIREEHR , SCP LR 8EPH LE BT €3 HealthLake
BT,
B2 HealthLake BB FHEBI £ A, datastoreIDEAXRTHEFRES AN
PfRdatastoreIDBt , AFER,

Ef)2 HealthLake $iiEF6 , 155 #2122 HealthLake BiEFE.

NEAESRERR

ENXHS ABIBERE#ZE , HAEF I REIE Amazon S3 HEYH A M HZ# B HealthLake 1Y
BR. EEF HealthLake HRINIR , BEERNGE— IAM RS B HealthLake , MiZABRMNEE
RBELAR F HealthLake A B &R |, H O A& MNRRIELAIRFH IR & Amazon S3 FiE1@
HIBR o

BRES AESE |, BULREBEZARH Amazon BREEZH (ARN), DataAccessRoleArnE>x IAM
ABNEERBNESZEE , B2 IAM A&,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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RENRE  CRTUBSSAES IS ABEERT. AXESRFL , B3H B3 FHR S A
£,

RES AR

1. WREERE , BhmE A EXHEE— B Amazon S3 F##. Amazon S3 174 #2401 5 BR
SHNTE— AWS X , HEXLANFREEDFEHELEAREE, ETRESEES , BSHAEA
Amazon S3 FRIEAHIGE], EATER Amazon-owned HEFHEH KMS Z4A#TINE, BT
BEXER KMS RANESZEELS |, 28 Amazon ZEEERS

2. FRAUTEEERHBANEMEBUEFERS AR , HealthLake }#[EiZ HealthLake RSB FRAZ
AR, HealthLake EAEXRE A Amazon S3 Z6& .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"healthlake.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": "accountID"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhix/datastoreID"
}
}
}
]
}

3. MBBEFEAENNNERE , FHBEESHE Amazon S3 Fi&#. amzn-s3-demo-bucket#
BRAEEEHNE.

BES AR 11


https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"

"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"

]I

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56¢c-4216-a250-

f4cb43ef4L6e83"
]I
"Effect": "Allow"
H
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ANEHESRENR

EMNBREEERSH 28 |, BXTEFIHBIEE Amazon S3 F Y H H 12 8/ HealthLake X
BR. ERF HealthLake THRINR , BEERNBE - IAM RS B HealthLake , RiZARFINEER
B& LA$E F HealthLake X A B EER , F [0 A @ IR RIS LA F Hif B &/ Amazon S3 FiE @Y
PR,

MBLEZHET HE HealthLake , WITUESEARAE , AAEEFATTHFHOSH
Amazon S3 FREABHHAMUR, B THEX AV AEHELERNESED | #5H AV ZRAN
R

® EERTR
HealthLake X#7Z<#l SDK S HiER M FHIR R4 #E{E$export, RIBLRELAN S H API,
HIRAEIRRY IAM BE, XAWED AL EallowHMdenyX R, MREEPRSE HealthLake
HHEF R TESEM FHIR REST API EYSH , MABX 2I4H IAM RIERFAELNR, WRE
BRTAPZ2mEMNER , WEFER IAM AR HealthLake,

£ AWS CLI and AWS B F AT EA :

LA R 454l HealthLake #24ETT A TEHA AWS CLI #1 AWS BT A TEAMNBEEEDS HEK
1= -

* StartFHIRExportJob
* DescribeFHIRExportJob
* ListFHIRExportJobs

£/ FHIR API :

LR 1AM 8240 B T EIEE# D S H HealthLake ZrIBLA R FEH FHIR $export REEUH
(HBR ) SHES -
POST:

* StartFHIRExportJobWithPost

GET:

» StartFHIRExportJobWithGet

RESHNR 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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* DescribeFHIRExportJobWithGet
* GetExportedFile

DELETE:

» CancelFHIRExportJobWithDelete

RENROAFNAGLMERUEAE, CIZRBINFRERMNIBEHNR, AT IAM RERT
XER R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Effect": "Allow",

"Resource": "*"

}I
{

"Action": "iam:PassRole",

"Effect": "Allow",

"Resource": "*",

"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "healthlake.amazonaws.com"
}
}
}
]
}

5
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RIES HR

1. WMBREEE , FAEMNBEEED S HWEBIERE — N B Amazon S3 ZiE#. Amazon S3 7
ERUMERSFVTE— AWS X5 , H EXMAFMEEBFABHELEARTFR,. ETHRESEFER
BZFEA Amazon S3 FRLIE N HTFE, ELBER Amazon-owned EF B KMS Z4A# 1T
mz., ET7THEXFER KMS BANEZEE |, 521 Amazon ZHEERS.

2. WMREBEKRNEBBFEFRRSAE , BEEAUTEERER HealthLake i% HealthLake fR% 1%
FRAZABHNPE. HealthLakefFAEXRE AL Amazon S3 F#i. WRESLESA
BT /NEEBASAESEENR , WU ET—SHEEFRZEEBARER T IHRIEN
Amazon S3 TFEM IR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"healthlake.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": "accountID"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhix/data store ID"
}
}

}

3. MBBEFEAENNNERE , FHESHREMNEE Amazon S3 F##. amzn-s3-demo-
bucketB#H E#EBEH A,

5
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

AWS HealthLake FEANGIER

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"

"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"

]I

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56¢c-4216-a250-

f4cb43ef4L6e83"
]I
"Effect": "Allow"
H
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Z3% AWS CLI

AWS CLI 2#RM%|H HealthLake S AMS HEFSEHFAAEN . Bl LAERA HealthLake F4FF
XIEGEREEE,

EigRE AWS CLI

1. TE3HEE AWS CLI, X8 |, S FEAWS Command Line Interface AFEEHRHUTE

Ao

- RRHBEFZIFRAA AWS CLI
« FHEAEEA AWS CLI

2. £ AWS CLI configX#t# , REBRARMEmBNEE XM, =17 AWS CLI i SHERALEE
X, BREZENBEHZEEN , RNEBUEGE—I2E0W IAM A6 , ZACEERBETEE
BITHESHNR. BXxEnBREXHNESZER , HZ5H (AWS Command Line Interface A
FiEr) FHEEMNEIEXHEE,

[default]

aws_access_key_id = default access key ID
aws_secret_access_key = default secret access key
region = region

3. FEMEALUT help ®#HRILRE :

aws healthlake help

WMREE AWS CLI EF |, L FE IR E W AWS HealthLake F A Aar T HIFI R,

AWS HealthLake # &

B #r

EXRHED | B5E A A HealthLakeiR4EfF FHIR R4 #3IE S A HealthLake #iEFME., ET X , &
FHEA FHIR B ( 812, E. F#H. MR ) FHIR &R, RESTful APISEARHKRL R |, BIFER
ZA#l HealthLakel2ES H FHIR $4E.

FRFM
RE FHHNABESREBRTAAHERLEN,

Z% AWS CLI 17


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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HRELR

B3 FHIR $ AEH
REFHIR S AESE M
BIE FHIR #R

3 FHIR B

E# FHIR &R

il BR FHIR B R

S FHIR #4E

i BR 2445 1 i

© N o a0 bk~ 0w Db =
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FEREBRBIFEEME AWS HealthLake

£/ AWS HealthLake , A LAGIEFEE FHIR R4 RIRMHTFERME. QIEBIEFME , FHIR
HealthLake ##EFf# E 8 d RESTful APl in R 2, 8|2 Synthea FFIR FHIR R4 ZER¥IERT |
RATBUERFES A (FUME ) REERT. BXESEE , BSR MR HBERE,

© EERT
HealthLake X FR PR A FHIR BIEFMEBRINKRE |, Bl AWS Sigv4 3 FHIR £A SMART,

7 B2 HealthLake FHIR BiEFM& 2Bl , MAEERE —HENEKK, BEXEZFER , B0 LE
TF il ARG

EE K I HealthLake BIEFM# M FHIR-related ZhEE (1Th ) , BRERHEE HFH,

UTEBNEUOAEA. AWS SDK FfE A HealthLake =RAERECIE. #HiR, 5. FH. #RiCH
Bk FHIR $iiE#Zf%. AWS CLI AWS EEEH&

£

- 82 HealthLake ZXIB 114

- JREX HealthLake BB F /B £

- HlH HealthLake BB 114

- B # HealthLake $E1F %

- ¥R HealthLake $iBF ik

- HiER HealthLake ZiB1F 14

B2 HealthLake ¥IEF

CreateFHIRDatastore A FRIEF S FHIR R4 M3E AWS HealthLake HIEIE1ZM. HealthLake X
BEHEATSA. B8, BRAMSH FHIR 38, £86|2 Synthea 7R FHIR R4 BESIERT , FRATLA
ERFES A (TNE ) BEE#FP, EXEZEE , TSR MMENHIEERE,

eilfed e A 19
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© EERT
HealthLake X FH PR A FHIR BIFEFMEBRINKRE |, Bl AWS Sigv4 = FHIR £A SMART,

7 B2 HealthLake FHIR BiEFM 2Bl , MAEERE —HENEKK, BEXEZFER , B5H LE
TF il ARG

BIEEIEFM@ T , FHIR HealthLake BUEF i B RESTful APl s SR, 8|2 HealthLake ZiiE
iR, BAILLERE RN FARERABRER FHIR-related X8 (175 ) o

BRBEFER , EUNEXHEEN, MIAFHR RIEREX M. NLP EE. 2 EEMSHRHEHE
BB, TEERINBERE, BXEZEE  FSH EFRERFE,

LITHEBEMT AWSCLI 1 AWS BEF AT EANROIURIEES R, AWS EEEEISEEXES
E8 , F2 5 (AWS HealthLake API Reference) H#J CreateFHIRDatastore,

B2 HealthLake #EF %
BRIFEH R R IFIEERE AWS HealthLake,
AWS CLI 1 SDK
CLI
AWS CLI
1 - Bl SigV4-enabled HealthLake EiE 7%

A Fcreate-fhir-datastore/RENER T WfAE A S| EIEFME AWS HealthLake,

aws healthlake create-fhir-datastore \
--datastore-type-vexrsion R4 \
--datastore-name ""FhirTestDatastore"

i

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

BIRBIE T ik 20


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
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"DatastoreId": "(Data store ID)"

7~ 2 : £ FHIR-enabled HealthLake ##E 174 L 612 SMART

AT create-fhir-datastoreR"fliE/R T MMAEH A FHIR-enabled $iiE1F6 £ BIZEFTHY
SMART AWS HealthLake,

aws healthlake create-fhir-datastore \

--datastore-name "your-data-store-name" \

--datastore-type-version R4 \

--preload-data-config PreloadDataType="SYNTHEA" \

--sse-configuration '{ "KmsEncryptionConfig'": { "CmkType":

""CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId'": "arn:aws:kms:us-east-1:your-account-

id:key/your-key-id" } }' \

--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json WA :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

i
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"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastorelId": "(Data store ID)"

. BX APIFHEER |, 2 (AWS CLI Command Reference) Hf CreateFHIRDatastores

Python

i& A F Python B9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.
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:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {'"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

LT E 7R T FHIR-enabled HealthLake #kiE1Zf# L SMART S8 R=~Hl.

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
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"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",
"foo",

]I

"grant_types_supported": ["client_credential”, "foo"],

"registration_endpoint": "https://ehr.example.com/auth/register"

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],

"management_endpoint": "https://ehr.example.com/user/manage",

"introspection_endpoint": "https://ehr.example.com/user/
introspect",

"revocation_endpoint": "https://ehr.example.com/user/revoke",

"code_challenge_methods_supported": ["S256"],
"capabilities": [

"launch-ehr",

"sso-openid-connect",

"client-public",
1,

}
# TODO: Update the IdpLambdaArn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),
}
data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

- BX APIi#F4EE , 2 (AWS SDK for Python (Boto3) API Reference) H#J
CreateFHIRDatastore,

BIRBIE T ik
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(@ Note
BBEEZMEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7 HNAHITIR
BMZ=1T,
SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, & AWS KRB ROIF#ERERTERG , THRMABITIR
EMIE1T,
TRY.

iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.
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- X APIWFAEE , ESREHT SAP B9 AWS SDK ##Y CreateFhirDataStore ABAP
AP| &3,

© FETAE

BAEMBNAR ? EARTANGE LAY “RERIR 8ZFRABRA,

AWS 2% &

© &

T2 ER AWS Sigv4 BN A2 HealthLake $i3E 7. HealthLake & & FXIFE FHIR
617 SMART $iEE#.

£ F 812 HealthLake $#EFf# AWS Sigv4 ZiX

1

2
3.
4

3k HealthLake #2&l& £H “GIEZBUIEFE" WH,
R EBIEFE.
EBEFHERERT T , N BEFREBEHEE DB

(ALt ) EHREFEIRERDF , N TRMBEHEARKSE , EPMmMESXBIENEEE, Synthea
BRER-—INFRROIBIES. BXEZEE , F2H SRTMEA BIERE HealthLake.

HEHFEFEMZRD |, ERER AWS BENER (BN ) SUEEEM AWS KMS Z4 (&
X)o

£ RE-Tk Hod | BUUOBEE#EPRINGRL, ETHEXNBBEEFIRENESZE
B, 3 M#ric HealthLake ZhiE 1714,

R EBIEFE.
BREFHNRSITEREFENE L&RE,

FREY HealthLake ¥iEZ MR £

DescribeFHIRDatastore Al F3RHY AWS HealthLake 2 iEF#NEH. U TKRREHETRESE
AWS EIEZ&|A F AWS CLI FIH RS =% AWS SDKs, EXEZEER , 2% (AWS HealthLake
API Reference) #HHJ DescribeFHIRDatastore.
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3REY HealthLake iR N EM

BRIFEN T R mIFIEERE AWS HealthLake,
AWS CLI 1 SDKs
CLI
AWS CLI
iR FHIR ZiE 17

LA TFdescribe-fhir-datastore REER T MAE R ERBIEE#NEM AWS
HealthLake,

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6c513ce899f9%e4f66a59"

7l

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
1,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
I
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R4",
"CreatedAt": 1603761064.881,
"DatastoreId": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
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"FineGrainedAuthorizationEnabled": false

- BX API i¥MER | S FFHIRDatastore (AWS CLI 53 £) iy “fiik”,

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthlLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]J["Message"],
)

raise
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- BXx API HWiFMER , HSER T Python BMAWS SDK (Boto3) APl 2#£FHIRDatastoreH
Y IR,

(® Note

EBEZMEREE GitHub, £ AWS REBRHIFEEFEFRERTERS , THRMMHITIR
BEMIE1T,

SAP ABAP

EAT SAP ABAP Y SDK

(® Note
EHEZHREER GitHub,  AWS KB REIEEEFERTERA , THRNOFZHTIR
EMIZTT.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- BX API WFEHMEE , BSHERT SAP B AWS SDK ABAP API $#FHIRDatastore
Ry L,

© FEITAE
RFBFEOAE ? EAERANDRE LM RERR EEERRBRA,

AWS &l &

1. &3 HealthLake &% & LR IR T MH,
2. EEBIEFME

BIEFE®FAEERNEITIT , B HealthLake BEFHEEME A,

5| HealthLake $hiE1z 4%

ListFHIRDatastores A FHHAFIKF A FTHE HealthLake BIEEM , TiCBIEEM RS WM,
UTHERIBETRESE AWS EIE24]4 1 AWS CLI IR RHE AWS SDKs, BEXEZEER ,
2@ (AWS HealthLake API Reference) H#) ListFHIRDatastores,

St FrE HealthLake Bz 17 f
RIFEM T FMR T IEE R E AWS HealthLake,
AWS CLI # SDKs
CLI

AWS CLI

HH FHIR BiEF
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LA Flist-fhir-datastores /®4li%BE il fE A Z &S AR A F AR E N BEEERSH
k45 R AWS HealthLake,

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

i

"DatastorePropertiesList”: [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
b
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/

<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R4",
"CreatedAt": 1603761064.881,
"DatastoreId": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

« BX APl WiF4ER , HSFFHIRDatastores {AWS CLI #$55#E) i “FI&",
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Python

& AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token = None
datastores []1

# Loop through paginated results.
while True:
parameters = {3}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break

return datastores
except ClientError as err:
logger.exception(
"Couldn't list data stores. Here's why %s", err.response["Error"]
["Message"]
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raise

- BX APIEFMAEER , B35 GEAT Python WAWS B #FF 4 T ES (Boto3) APl SEF
ft) FHIRDatastores™ #9513,

(® Note
BB EZMHEXER GitHub, £ AWS RIEE Tl FEEPERTERG , 7HNAHITIR
BMZE1T,
SAP ABAP

EHA T SAP ABAP ) SDK

® Note
EBEZMXER GitHubo  AWS KIS ROIFMHEEFREXRFERRH , THMARITER
BHIZE1T.
TRY.

oo_result = lo_hll->listfhirdatastores( ).
DATA(1lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.
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- BX API WiFAES , S ER T SAP B9 AWS SDK FHIRDatastores §151 i ABAP AP
2%,

® BT R
BAEMBNAR ? EARTANGE LAY “RERIR 8ZFRABRA,

AWS #2#l&
& F HealthLake #2414 L BIEF# T HE.

Fi A HealthLake B iE 7 #5I#E “BIEFHE" &2 T

¥ ¥ HealthLake ¥IE 124

UpdateFHIRDatastore A FTEHIMA AWS HealthLake BB HNEE., B LEHREEEESR
. BRESLE NLP)EE, 2HEE,. BMAFHRRBRIREXHNENREERE., TEERE
EOEBEFME RN MZRE,

® Note

EMSORHERESNESTESR  SRELERENENIN TR, CERNTMNFREBHHE
BRo

DUTFRBERMET AWS CLI Ml AWS BEF AT EIN R, BXEZER , B (AWS
HealthLake API Reference) H#J UpdateFHIRDatastore,

G EERT
NLP Mo M ERRBEIRL THEREBNAN  BEFHRSER N EFHTHITUPDATINGH
BREIBEHTERACTIVER , 53#& E RUPDATE_FAILEDR B RTEK. HIEEME
EZ%. FHRRIEEEXHMNEOHRMEEERS VLN , HEFTLXEIRS.
—NBREFEE XA IT —REN ; EREFRESTHRINE ZREFN TR
BlConflictException, DescribeFHIRDatastore T REEFHHIRS,
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E#T HealthLake #iE174E
BRIFLEW I R REFIEREE AWS HealthLake,

AWS CLI # SDK
AWS CLI

w1 ERBBETE

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--datastore-name "RenamedFhirDatastore"

A~ 2 BHA NLP

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--nlp-configuration '{ "Status": "ENABLED" }'

w3 EEDH

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--analytics-configuration '{ "Status": "PAUSED" }'

R4 EFRIA FHIR BIEE & X 4

aws healthlake update-fhir-datastore \

--datastore-id "datastore-id" \

--profile-configuration '{ "DefaultProfiles": ["us-core-3.1.1", "carin-
bb-2.0.0"] }'

I BB E SEEEH) DatastoreProperties — 5iREIM iR EREIDescribeFHIRDatastore,

{
"DatastoreProperties": {
"Datastoreld": "datastore-id",
"DatastoreArn": "arn:aws:healthlake:us-east-1:account-
id:datastore/datastore-id",
"DatastoreName": "RenamedFhirDatastore",

"DatastoreStatus": "UPDATING",
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"DatastoreTypeVersion": "R4",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/datastore-id/r4/",
"NlpConfiguration": { "Status": "ENABLING" 3},
"AnalyticsConfiguration": { "Status": "PAUSING" },
"ProfileConfiguration": { "DefaultProfiles": [ "us-core-3.1.1", "carin-
bb-2.0.0" ] },
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": true

BX APIWFEAER , BHSH CLI 85 SZEF K update-thir-datastore, AWS
Python

EATF Python (Boto3) K SDK

def update_fhir_datastore(
self,
datastore_id: str,
**kwargs,

) -> dict[str, any]:

Updates the configuration of an existing HealthLake data store.

Pass any of DatastoreName, NlpConfiguration, AnalyticsConfiguration,
ProfileConfiguration, or IdentityProviderConfiguration as keyword
arguments. Omitted fields are left unchanged.

:param datastore_id: The ID of the data store to update.
:return: The response, including the full DatastoreProperties.
try:
return self.health_lake_client.update_fhir_datastore(
Datastoreld=datastore_id, **kwargs
)
except ClientError as err:
logger.exception(
"Couldn't update data store %s. Here's why: %s",
datastore_id,
err.response["Error"]["Message"],
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)

raise

Bx API BiEAE R |, i35 Python SD AWS K (Boto3) APl 2% f iy updateFhirDataStore,

© BT
RATFEOAE 2 FARTANDR L SRR R S EERAB R,

¥r12 HealthLake ¥iEF

R BLRE N A T HealthLake BB EABEFME. SMEHEHA /A ELNVENEL KD
R, REMHBEER, R, AR, BRNBEEBEFM,

© EESET
BENEREFERSRPNRESE (PH ) . MASBES (Pl ) REALNBRBREL.
PR FR 3 A TR A SRBUBSUE.

UTEENEMMAER AWS B &S AWS CLI, 1 AWS SDKs{# A HealthLake #ricigE{E. B*
EZEER | BSHEAWS — %S ZE IBEREPNNAWS BIFRRINRZ,

FH

- ¥Ri2 HealthLake BiE 17 fik

- % HealthLake BB BIIRE
- BUE#RICEIEFH# HealthLake

¥rid HealthLake ZIE17 4%

TagResource A T#rid HealthLake BiEF i, U TRERMH TRESTR AWS EEZHE F AWS
CLI F KB =l AWS SDKs, BEXEZELR , 51 (AWS HealthLake API Reference) AHY
TagResource,

A HealthLake BIEFMFINIRZ
BIBEN I R REFIEETE AWS HealthLake,
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AWS CLI 1 SDKs
CLI
AWS CLI
[B) B4R 7 PR DnAR S
LA tag-resource /RFNE R MA@ 243 771 R INFR

aws healthlake tag-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/0725c83f4307f263e16fd56b6d8ebdbe" \
--tags '[{"Key": "keyl", "Value": '"valuel'}]'

L SR ERE M,

o

- BX APIWEHAFEELE , 5SHAWS CLI s 55 #E TagResource P i,

Python

&R F Python # SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->
None:

Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
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:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_arn,
Tags=tags)
except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],
)

raise

- BX API HWEFEAEE , S RERATagResource T Python BAWS SDK (Boto3) APl &%,

(® Note
EREZHRIEER GitHub, # AWS KB REIFEEFERTERA , THROFZHETIR
EMIZTT.
SAP ABAP

EH T SAP ABAP ) SDK

® Note
BB EZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THRMABHITIR
EMIZE1T,
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
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CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- BX API WFEHAEE. , B &M TagResource T S AP ®JAWS SDK ABAP APl £&,

© FETAE
KRS ENAE 2 EASTANLE F RERR S EERRB R,

AWS £ &

1. %E3% HealthLake 5|8 EWEHIEF#TTH,
2. EBRBIEEME.

VR FHEAEEREFRITH,
3. EHRXADH , E&FE FERL,

A EERERE,
4. IR FIFIRZL,
5. WA BMAIER E (&)
6. ‘&R

5| HealthLake 2B HHRZ

ListTagsForResource A T % HealthLake BIEFHENREL, UTXRERETRESR AWS B
BEEHEIS M AWS CLI MR IEB R H] AWS SDKs, BEXEZEER |, i5Z R (AWS HealthLake API
Reference) H K ListTagsForResource,
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5| HealthLake B F#NFHRZ

BIEEN R RFIEEFE AWS HealthLake,

AWS CLI # SDKs

CLI
AWS CLI
H IR TR
LA list-tags-for-resource RHI%|HEIEERTFEFZERBRORE,
aws healthlake list-tags-for-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"
W
{
"tags": {
"key": "value",
"keyl": "valuel"
}
}
« BX API HiFES | S HAWS CLI is 53 ZListTagsForResource 1 #Y,
Python

AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.
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health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise

- BXx APl HiFMER , HSEMAListTagsForResourceF Python BJAWS SDK (Boto3) API

2E,

(@ Note
EHEZHKREER GitHub, # AWS KB REIEEEFERTERE , THROFZHITIR
BMIZIT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
DATA(lo_result) = lo_hll->1listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- BX APIHFMEER , BSHEMListTagsForResourceF S AP BIAWS SDK ABAP API &
Z,

© =HIAAY
RABFTENNE 2 EARTANDE E 1 SRR SEEERAB R,
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AWS &

1. %3 HealthLake 5|8 LW EHIEFM#TTH,
2. EERBIEFEME.

DEFREASENEHERT T, ERERD T , FIH TR REF#RL.

BUHARICBIRE 6 HealthLake

UntagResource Al T M HealthLake B EFE P BERIFEL, UTXERETRESR AWS B
#HE M AWS CLI MBI RH AWS SDKs, BXEZEE , i3 (AWS HealthLake API
Reference) HH UntagResource,

BUBEXY HealthLake 3iE 7 4 AR
BIFEH T R RIFIEERE AWS HealthLake,
AWS CLI 1 SDKs
CLI
AWS CLI
MBHE T P BRRIRE
BLF untag-resource RALERIMAMBIEF i h BERIRZ

aws healthlake untag-resouxrce \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdeb1d26543a49d2ed1fa" \

--tag-keys '["keyl"]'

LS RERE M5,

- BXx APl HiFMER , IHSFIAWS CLI tn 52 #& UntagResource K,

Python

& AT Python #9 SDK ( Boto3 )

@classmethod
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def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

« BXx API BFER |, HS9EAUntagResourceF Python BIAWS SDK (Boto3) APl &

=1

(® Note
EHEZHEREER GitHub, # AWS KB REIEEEFERTERA , THROFHITIR
BMIZIT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
EBEZMXFER GitHub,  AWS KIS RHIFMHEEREXRTERRH , THNARTR
BHIZETT.
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

-« X APIHFMAEER , BSHEMUntagResourceT S AP BIAWS SDK ABAP APl &%,

© FEITAME
RATFFEOAE 2 EARTANDLE L SRR R EEERAB R,
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
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2. EBRBIERE.

BEEFHEFACEERENSTIT,.
3. EMNXHoH , &R EENRL,

T EERERE,
4. EREZEE BR , UBKRKRE,
5. &R

I ER HealthLake ¥iE1Z 4

DeleteFHIRDatastore A FTMiEk HealthLake ¥ iE1EME. UTKERMH TRESER AWS B
&A1 AWS CLI MR B RHl AWS SDKs, EXEZEER |, i55@ (AWS HealthLake API
Reference) Y DeleteFHIRDatastore,

i B& HealthLake #XiE 7%
RIEEW IR EEFEE AWS HealthLake,
AWS CLI #1 SDKs

CLI

AWS CLI
B FHIR Bu¥E 176

L Tdelete-fhir-datastore RGIERMMAIM BRBEFERREFHFAERNE AWS
HealthLakeo

aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

i

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/xr4/",
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"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",

"DatastorelId": "(Data store ID)"

. BX APl WiFHEER , BESFFHIRDatastore {AWS CLI #5535 #E) iy ‘W,

Python

& AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:
Deletes a HealthLake data store.
:param datastore_id: The data store ID.

try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
except ClientError as err:
logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],
)

raise
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- BX API Hi¥4E S , 1§21 Python FHIRDatastore fiXAWS SDK A1l B (Boto3) APl &

Z,
(@ Note
EBEEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNAHITIR
BEMIZTT.
SAP ABAP

EATF SAP ABAP By SDK

(® Note
EHEZHREL GitHub,  AWS KB REIEEEFERTERA , THROFZHTIR
EMIZTT.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(1lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.
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« X API NiFHEER |, F3 1 SAP B9 AWS SDK FHIRDatastore il (& ABAP APl &%,

© FEITAME
RATFFEOAE 2 FARTANDIR L SRR R EEERAB R,

AWS #Z#l&

1. %35 HealthLake #2414 LW HIEEZE THE.

2. LBBUEGFM%.
WIEGEHFAEETEESLTHF.

3. IEEMIBR.

i BR B E 7 R EF 2T FF
4. EWIABBRBEEME  BEXAEAZRTEARBEEE BT
5. JERMIER,
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EHREE FHIR 1T ¥ AWS HealthLake

AWS HealthLake ¥ FHIR 1T , AR SRR EET REHE R EZAREISREER, thIhaEkIl
7 FHIR R5 Backport £ F EFMIT KR | 5ESEMN FHIR R4 TTHERAL  BRETEFNAT R
MM REME,

& Bh FHIR Subscriptions , A AEEH BN ETTRENARERF |, X LR AR T LA BN 5 Ik R
BENTL , NSRBI RN TR, B3t TAEREMNERNTFEDR.,

&
« FHIR T [# &Y T4E[RIE
o XRAH

- REXE

« FHIR iT F 4 an A H AWS HealthLake

- {FAAE FHIR iT ¥ AWS HealthLake

« FAUTAHRER FHIR iT# AWS HealthLake

« EAMIZEA AWS HealthLake

FHIR TR T/ERE

FHIR{THEZEE T TRIER + HealthLake &1T , Hd :

1. QI EBUE B4 - BT HEBLUISE T A X BANS4

2. SRATIH  (EFA4STE MY Ik R A B B XX L6 = R AV 1T )
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T %A RIEE
- MMEAEH  BLEERSHLBH (HI0: BRGIZE, EHx. WER)
« ATRXIEES : 1T AT LASE A TR LE I ik i T
- BANEA  BAPIEWLELRE
TRIIETERBERRE,
SR B RIS
R R 82 e AR R MBEBRIC , CERHHNELS
R
IRE A B IREAE Rt A& REZAL, IERERT
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THRREEAREEBITHEEE XN BEESHNEAN, SOITREE !

%

- TESE  BELEITHENITREES

- TiEER  RERPEEHERBARNIRE

« SUEELE : BIFEAAIAL LR A0 R 1K B A

- ARAHERD  BAPNE ST LAFARS

BEARE
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FRARER

bESid EESY
REST Hook BN, B HREE
R
B A A

REFZELARSENERRERE .

B ARE B
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TERIR BETEBREANR , RAK ‘&= PHI
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o BEITRERE . EHREZITFPRES
- KHEIRAE : RITRARF UL EE AL IERK

FHIR 1T 45 A Hl AWS HealthLake

BHREUTSB THE FHIRITREEGER :

1. 812 SubscriptionTopic

- FERRASubscriptionTopictlE "unknown"
2. #]2 Subscription

- FERARASubscriptiont|Z "requested"

* HealthLake B iEELE Subscription

« SubscriptionXM5|IAEBFENER ( AL FRSunknown, draft, active ).
3. Activation

- MEBM , MSubscriptionHIRZ HealthLake EFH "active"

« BlEfRSubscription , IRAEMEBL TR "unknown" | M HiTFwab FERSE | R
A4 HealthLakeE#H "active"

- ITHBEFRE 510 J A sem Il

« WRSubscriptionKEIIBIE , MRS EICHN MNTH R EEerrorILE , RAEERAE
TR, BRI EFRITHRRPN "error"FE& , LA THRITHARKICIZHNERER,

4. TTHBTIEEUSFK active
5. Whil Subscriptione & active
* HealthLake MM & BIREN 4
o RELER , BHSRXIEEENHR
6. fHiRALIE
* HealthLake ZiIHEIX 14 X , ARFLEHXEEHF
R
« SubscriptiondaBLEELUTARER A :

~
Tt

RELRBH (BHFER)

{

"resourceType": "Subscription",
1T 4y AR 54
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"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
I
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<datastoreld>/r4/SubscriptionTopic/<your topic id>",
" criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<patient id>"

]
iy

"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.org/fhir/uv/subscriptions-backport/
StructureDefinition/backport-payload-content",
"valueCode": "id-only"

fERSubscription®& iR

DELETE https://<baseHealthLakeURL>/Subscription/<your subscription resource id>

RS
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FERAIZE FHIR 1T ¥ AWS HealthLake

LITEmmE R R R AWS HealthLake®lZ FHIR iT 5,
B2 FHIR 1T 5
1. 812 SubscriptionTopice

TR FEBRBR R :

{
"resourceType": "SubscriptionTopic",
"url": "http://example.org/FHIR/SubscriptionTopic/encounter-create",
"version": "1.0.0-fhir.r4b",
"title": "encounter-create",
"status": "unknown",
"description": "Example topic for new encounters",
"resourceTrigger": [
{
"description": "Encounter Create",
"resource": "Encounter",
"supportedInteraction": ["create", "update"]
}
]
}

2. BBREHNBALENTR ((AEXLRE ) . ATHTREBRAFRBRENNLELSR

£/ REST Hook B
- MRFEH CM_CMK HiEEAME |, i55Fevents.amazonaws . comi&H) KMS 40 KBS,

- MRAMEH CM_CMK #fEf76# , WATE KMS ZHFRINER
MEventBridgeApiDestinations#s¥ true

 HealthLake AT OAuth X188 REST HEHmS# T HRIE. Rt , F£4/2 REST EHITHR
B, BA4EAZ PG ID, BFmZAM oAuth-endpomt-urIﬁJﬁ B, _type.extension [*]o

A CM_CMK $iE1ZM# TR KMS 4R K BE RAI -

{
"Sid": "AllowEventBridgeToUseKMSKey",
"Effect": "Allow",
"Principal": {
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"Service": ["events.amazonaws.com", "healthlake.amazonaws.com"]

iy

"Action": ["kms:GenerateDataKey*", "kms:Decrypt", "kms:DescribeKey"],
"Resource": "*"

£ ARt EventBridge
- WMRFEH CM_CMK HiEEf , F{E1Fevents.amazonaws . com&H KMS Z4AFKEE,
- WIFEMY EventBridge BIREKEE 2B EFhealthlake. amazonaws . comfRSs E 4,

- 5 CM_CMK # EventBridge fEA LT /it , BRIEREFEASHERME KMS ZAMERBH
KMS Z4B3} EventBridge B4 # T2,

- BIAEH EventBridge B&ZEADHE 1 AN EEKWEHTE HealthLake,

EventBridge 358 5.4 B & R R B R -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "allowHealthlakeToPutEvents",
"Effect": "Allow",
"Principal": {
"Service": "healthlake.amazonaws.com"
.
"Action": "events:PutEvents",
"Resource": "arn:aws:healthlake:us-east-1:111122223333:event-bus/
FhirSubscriptions-bus"

}

ATEURB LT E4H EventBridge N EHE X R . HealthLake

"detail-type": ["FHIR Subscription Notification"],
"source": ["healthlake"]
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FRARER

® Note
HealthLake X% 2 KR :
« “healthlake” : fCERAFITH,
« “aws.healthlake”: # HealthLake BRS5SE 4,

f£“healthlake” 4 FHIR iT EE# 54 12 M N et AER.
3. B Subscription

FEAUTHFRERITARR

¢ JRA : "requested"

- S|AZIEERSubscriptionTopic B fEH

- ik . BXEZEER , BSAMEZ XISNTIEBENEH,
- BERE

U RAERAF B
ATFRBRART T AoIRITHAR,

EventBridge

fFHevent-bridgesfiEMid-only B ME R BB 1TITH,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription”
]
3,
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld/r4/

SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [

{

T RBRRAE A
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"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"

]
1,
"channel": {
"type": "event-bridge",
"endpoint": "arn:aws:healthlake:eu-west-2:111122223333:event-bus/FhirSubscriptions-

bus",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "id-only"

fFAevent-bridge&inT KM full-resourceBR AR HITITH,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription”
]
},
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [
{
"url": "http://hl7.o0xrg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
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"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

KRB

fFArest-hook&inT K Mid-onlyERAHERH#TITH,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructurebDefinition/backport-
subscription"
]
},
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<your patient id>"
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]
.
"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

iy
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "id-only"

FEHrest-hook$BEMfull -resourceEMEF A B B 1TIT i,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]

T RBRRAE A
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1,

"status": "requested",

"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/test-patient-id"

]
+

"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]
},
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"
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}
}
B A A B

ERIEITR | B E AR BB RS EF W4 8K HealthLake RETTFHRERBRY. ATAX
BEAREFRA IR RO,

{
"version": "Q",
"id": "<your-id>",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",
"time": "2025-09-04723:43:5072",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "<BUNDLE_ID>",
"type": "history",
"timestamp": "2025-09-04T23:43:50.3417919342",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:<HANDSHAKE_RESOURCE_ID>",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "<HANDSHAKE_RESOURCE_ID>",
"status": "requested",
"type": "handshake",
"eventsSinceSubscriptionStart": "0@",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
},
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>"
}
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]
}
}
}
X BR & 4 19 38 02 7= Bl
{
"version": "Q",
"id": "<your-id>",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",
"time": "2025-09-05T00:18:43Z",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "c74ea02a-9c69-4e34-85d6-e72720189574",
"type": "history",
"timestamp": "2025-09-05T00:18:43.393688851Z",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:173135e3-3c80-4b90-al0a-e0lals20fdea”,
"resource": {
"resourceType": "SubscriptionStatus",
"id": "173135e3-3c80-4b90-al0a-e0lals20fdea,
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
},
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [
{

"eventNumber": "0Q",
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"timestamp": "2025-09-05T00:18:43.3937752342",

"focus": "Encounter/c5ae898f-bd96-44dd-
"additionalContext": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19/

_history/1",

a509-87fdbcf23b19",

"id": "8f4e9cla-2b3d-4e5f-6a7b-8c9d@elf2a3b"

TERRBEAND R

{
"version": "Q",
"id": "dl142bed8-db3f-445f-c4db-a843ad84121a",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",
"account": "436845984719",
"time": "2025-09-05T00:18:437",
"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",

"notificationBundlePayload": {

"resourceType": "Bundle",

"id": "3d42c70f-4fa9-4b1a-98a7-43c0d0441115",

"type": "history",

"timestamp": "2025-09-05T00:18:43.84582166772",

"status": "requested",

"entry": [

{

.amazonaws.com/datastore/

"fullUrl": "urn:uuid:1d005a09-al5c-4010-9675-1e8043ce@8a8",

"resource": {
"resourceType": "SubscriptionStatus",

"id": "1d005a09-al5c-4010-9675-1e8043ce08a8",

"status": "active",
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"type": "event-notification",

"eventsSinceSubscriptionStart": "-1",

"subscription": {

"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/

<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"

.

"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",

"notificationEvent": [

{
"eventNumber": "0@",
"timestamp": "2025-09-05T00:18:43.8459707542",
"focus": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"additionalContext": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5/
_history/1",
"id": "7a8b9c0@d-1le2f-3a4b-5c6d-7e8f9adblc2d"
}
]
}
.
{
"fullUrl": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"resource": {
"resourceType": "Encounter",
"id": "82776529-59a0-4d63-bedb-82f6726d65b5",
"status": "finished",
"class": {
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "AMB",
"display": "ambulatory"
},
"subject": {
"reference": "Patient/test-patient-id"
.
"meta": {
"lastUpdated": "2025-09-05T00:18:43.219652906Z",
"versionId": "1"
}
},
"request": {
"method": "CREATE",
"url": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5"
}
}
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]
}
}
}

EH R
HealthLake BRIATEIR T %% FHIR i i2%,
ETHREEBRANTHRBINERRA , BHRITUTERE

- full-resource : HTRERFRTEEENER , At Zentry[*1RAFEEEHLTHENERN
H,

- NRid: TR FELEEMARIFESR. HealthLakeBIEE
Hentry[0].notificationEvent[*].additionalContextFERIEEH I ESEMETHEIR
K, WFZEBHIER N<ResourceType>/<Resourceld>/_history/<Version Id>, BXE%
BR , BZRANERE BN ERAB RHIPH additionalContext F B

EHEERN

HealthLakefy FHIR iTREZhgE A RIEED —IXRF. XEWRERAELZRKBIE—1NE
# TReRER— M NI ERETRNHELgIH, BRINEEW , BAFHNEMNETH
Mentry[0].notificationEvent[*].id®8 NEH HealthLake REHE—H ID,

Lt ID XN T EEEMXMNNEANRERERE—N. flU, IRE-MEEKEFTRX , #8
ANEMBESTIESM , BLABFRIRNEFHEREESEN RSN, N2BRKNER

FinotificationEvent[*].focus , BaFiM—F ZMWnotificationEvent[*].1id, 4L, X
LEH4TUERMNRSETHLE , L ER—NMEHMEH KIE,

FERUTHARER FHIR iT ¥ AWS HealthLake

Subscriptionf BSubscriptionTopicERERAI B RN, HealthLake X #FiT FF
SubscriptionTopic BRWFIBEERE RS,

A, RANEBIU T SHTISHMIBRIDEE

T
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FRARER

BRSH

contact

criteria

payload

status

url

jipvita ;3
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£ R4 %AOHEHH “iT
i .contact” FEXHH#ITIER

# R4 BOFEHRY “IT Y. crite
ria” FERHPFITER

£ R4 BOFEH Y subscript
ion.Channel.payload F 18
E

£ R4 BAOHEHRE “iT
¥ Status” FEHIER

£ R4 %A HH subscript
ion.Channel.type ZER+H &

£ R4 BOFEH B subscript
ion.Channel.Endpoint FE&
Bx

EET BRFBRPERMI
“http://nI7. org/fhir/uv/subscr
iptions-backport/StructureD
efinition/backport-filter-criteria”

RN FRF &R

£ HEEREHINERF
R RM 1t “http://hl7, org/
fhir/uv/subscriptions-backport/
StructureDefinition/backport-
channel-type” 17 43

1T B R

T~

Subscription?conta
ct=phone

Subscription?crite
ria=[baseUrl]/data
store/[datastoreld
1/r4/SubscriptionT
opic/[topicId]

Subscription?paylo

ad=application/fhir

+json

Subscription?statu
S=error

Subscription?topic
=event-bridge

Subscription?url=[
Subscription.chann
el.endpoint]

Subscription?filter-
criteria=Encounter?

Subscription?custo
m-channel=[System] |
[code]
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BRSH
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IR
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EERREERT RTH

L#TRE , B NEHEF
EEAMARMNER (id-

onlysfull-resource )

£ Subscription.criteria FE&
HITEER , ZFBRAMT EE

15 B

£ SubscriptionTopic &R
HHFBRLER

# % SubscriptionTopic &R
MurlsiderivedFrom FE&

£ SubscriptoinTopic .identifier
FERLEER

£ .resourceTri Subscript
ionTopic gger.resource FEX

2R

B RHIRF SubscriptionTopic

T~

Subscription?paylo
ad-type=full-resou
rce

Subscription?topic
=[topicId]

Bl

SubscriptionTopic?
date=[Subscription
Topic.date]

SubscriptionTopic?
derived-or-self=[S
ubscriptionTopic.u
rl | Subscript
ionTopic.derivedFr
om]

SubscriptionTopic?
identifier=[Subscr
iptionTopic.identi
fier]

SubscriptionTopic?
resource=Encounter

SubscriptionTopic?
status=unknown

BRITH

69



AWS HealthLake

FRARER

BRZH 5t B3 /]|
i BRSE 1 BR BR FEFRE L3R Subscript SubscriptionTopic?
ionTopic title=admission
it % BRI £ .resou SubscriptionTopic SubscriptionTopic.
rceTrigger.descrip trigger-descriptio
n=resource moving to
state 'in-progress'
url EM 1t E 38 % Subscript SubscriptionTopic?
ionTopic url=[SubscriptionT
opic.url]
[ES FERRZA £ 3R Subscript SubscriptionTopic?
ionTopic version=1
{55 A 5 15 38 &1 AWS HealthLake
ERAREFHN FHIR #RSERMILENSubscriptioniBA,
XIS IR R
TRETRT XFHITHNZHNFERMSIR, HealthLake
BRSYRH FHIR #fEsc 2 & Sm AT XY RI R
FRE FRE B, S8RE
HumanName
b1t
ThE wRE TR, XA, RE
KRB
FRE#
Yt
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70



AWS HealthLake FEANGIER

BRSYKH FHIR #x#E3c & 1B RF X PRI R
CodeableConcept
FRIARF

ContactPoint

id
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URI

X EFH LR AR R A

FHIR ##E3c 8 &4 7
uri missing
url

Y
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oid

TRERTXEFITHMNZ HealthLake XIEFTFE 4RI RAI
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X BERMER

X BERMER

X B E RN EE

X B ERMER

Tk SR

Observation?patien
t=Patient/[id]&sta
tus=final
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FERAS A FHIR #3E AWS HealthLake

#1122 HealthLake #(iEFM#E , T —F M Amazon Simple Storage Service (S3) F#EHE S A X
., BAIER AWS BB S, AWS CLIZK AWS SDKsEzh FHIR § A, ERAAM AWS
HealthLake B{EB31. #AFMFIE FHIR & AFES,

® BEERT
HealthLake x# T E77T R BEHIE M FHIR R4 T, MREE | BAILLEAWS
HealthLake &1ENEEE , ESAZINENRERIERER N FHIR R4 X,

B3 FHIR § AESE |, AL E Amazon S3 F6E @M ALE. Amazon S3 FE@mMEMNE ( A
FESAEBLER ), BT HealthLake 5 RIEHI Amazon S3 EEREHRINREN IAM B UREFRE
= AWS 15 AWS Key Management Service FIZ4H, BXREZEL |, SR IS AEHEENR.

(® Note

AN S AES#HITHR . LS AESUFIFO ( EAKLH ) ARLE, BUUETKS
AES —HENMESHITHRA . MREREBTH , WRAFHBREIA, ESAESHTHE , &7
LelE, 3=EN, EHEMIBR FHIR R,

HealthLake A&/ FHIR S AESER —Pmanifest. jsonX#. ZXHHERT FHIR & AESHIK
ThFM kM. HealthLake ffmanifest.jsonX#HtEIE3) FHIR § AEFHETIEER Amazon S3 7
@, BEXHDRBEANXHFR | BHSUCCESSHMFAILURE, A Zmanifest. jsonXHER X %
MWH S AESHITHERNE—F , EAERETENHHNFAER.

{
"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
I
"outputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3abba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",
"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-
a99d-c48c655ed545"
I

"successOutput": {
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"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

iy
"failureOutput": {
"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

}I

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0

NG ABERIER !

Bz FHIR $ AESE , B bliaRIEENAValidationLevel FENER, AWS HealthLake B
BIXFUTRIER S :

o strict : BRAFRNEENXHTENTRETRIL , MBEFREEREXH , NBRERIMAZHITE
iF, XZ2MERIARIUEH B AWS HealthLake,

« structure-only : R#E R4 X HERHHITHIE , ZBEEA5 ANBEEN K.

« minimal : RFLEHEREMNRIL , ZEETEE R4 HN, REIFMENEHARENEIR search/
analytics FH#{TE# , ASEFIUTES,

FAminimal WIERHIS AR |, AIRESEBR NN HRPEREMBEE
#SUCCESS_WITH_SEARCH_VALIDATION_FAILURES, REE#RMERNRIIRLERM , BZXH
R AFEXHHNERDERREECHBTFERMEP. BE FHIR , XEKELZN FHIR RRNELHFEE
W, AEURELTEERERABRNFR. XERREHLE —MNER LR KK extensionf 4,

ES ]
- Bz FHR §AEH

« RELFHIR S AESE
- 3| FHR §AEH
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Bz FHIR & A%

StartFHIRImportJobfAF/E3) FHIR § A HealthLake BIEEMNWES . UTERIEH TRESE
AWS B4 A M AWS CLI MR =5 AWS SDKs, BXEZEE |, i55@ (AWS HealthLake
API Reference) H#Y StartFHIRImportJob,

© EERF
HealthLake X # A T E7 REBHIFZIRH FHIR R4 #1585, MIREFE |, A LLEAWS
HealthLake S1EIXEEE , ES AR ENRERBEERE N FHIR R4 X,

Bz FHIR $ At
BIFEN T R IFIEERE AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
Bz FHIR § AfEi

L TFstart-fhir-import-job/R ¥l a0 E A AWS HealthLake/E3I FHIR § AES

aws healthlake start-fhir-import-job \

--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"

W
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl1l45fbb27b192af392f8ce6e7838e34f"
}
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N

- BX APIWHFEHAEE. , FSH (AWS CLI v 5ZE) FH “E31 FHIRImport J ob”,

Python

& AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(

self,

job_name: str,

datastore_id: str,

input_s3_uri: str,

job_output_s3_uri: str,

kms_key_id: str,

data_access_role_arn: str,

) -> dict[str, str]:

Starts a HealthLake import job.

:param job_name: The import job name.

:param datastore_id: The data store ID.

:param input_s3_uri: The input S3 URI.

:param job_output_s3_uri: The job output S3 URI.

:param kms_key_id: The KMS key ID associated with the output S3 bucket.

:param data_access_role_arn: The data access role ARN.

:return: The import job.

try:

response = self.health_lake_client.start_fhir_import_job(

JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
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"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,
}
},
DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,
)
return response
except ClientError as err:
logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B AP WiFRIER | 155 Python BRAWS SDK # & ZiFHIRImport{Ell (Boto3) APl £
Z,

(@ Note
EREEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNARHITIR

N—

B MZE1T.

SAP ABAP

EATF SAP ABAP By SDK

@ Note
EBEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THNFRHITIR
BEMIZ{T.
TRY.

iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
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" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- A% APl HiFS R , ST SAP iy AWS SDK #1521 FHIRImport J ob ABAP AP| £
Z,
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© FEITAE
RFBFFENAR 2 BAXAANDE L RERE EEERRBRA.

AWS 25| &

1. E 3 HealthLake 2% & LR HIEFE TH.
2. EBRYFEFHE.
3. &EESA.

FTF S A" WH,
4. ERABERIT , WAUTEER

« Amazon S3 FH M ATKIEE
5. E‘SAMEXH LT , MAUTEER :

o & A% X 1E Amazon S3 FI{LE

« 5 AH XA N

6. HEHRNRHLT , EREEANE IAM RSEASANRSACENXRETERZAGHEECE
IAM B,

7. B“ESABIE

® Note

ESATES , ENHRSPHEE LIER “E&lEL ID’, B LAEAIobIDXKIFERS AE
ZBEM AWS CLl,, EXEZEER |, 51 K FHIR S AESEM,

REFHIR S AESFEM

FT3RDescribeFHIRImportJobEl FHIR S AEFZE M. UTHERUTRESE AWS EE
BE A M AWS CLI MR RHl AWS SDKs, BEXEZER , i55H (AWS HealthLake API
Reference) H#Y DescribeFHIRImportJob,

ERW FHIR S AEEEM
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BIFEWF RREFIERE K E AWS HealthLake,

AWS CLI # SDKs

CLI
AWS CLI
iR FHIR § AE\L
L TFdescribe-fhir-import-job /Rl M{AEA AWS HealthLake® 3 FHIR § AES
s %,
aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f
i
{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192af392f8cebe7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastorelId": "(Data store ID)"
}
}
« BX APIHFHEER | 210 (AWS CLI S55#E) Fi “WiR FHIRImport J ob”,
Python

EATF Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- B API WiFIER | 155 Python BRAWS SDK H{EiRFHIRImport{Ell (Boto3) APl 2

Z,

(@ Note
EREZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , T7HRNAHITIR
BEMIZTT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« BX APIHiFHELR | S SAP B9 AWS SDK ##iR FHIRImport J ob ABAP APl
Z
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© FEITAE
RFBFFENAR 2 BAXAANDE L RERE EEERRBRA.

AWS 25| &

@® Note
HealthLake #£#l1& L& %8 FHIR S AESE R, MEFEH wit AWS CLI h
DescribeFHIRImportJob kiERSAEFEM , flWIobStatus. BXEZER |, BHSH
AT E# AWS CLI R,

Pl FHIR § ARES

BATFFIListFHIRImportJobsH &SN HealthLake BIBFM#EM FHIR S AES . U THEREH TR
EZ TR AWS BEEEGHIA M AWS CLI MK =B AWS SDKs, BEXEZFEE , 55H (AWS
HealthLake API Reference) H#J ListFHIRImportJobs,

HlH FHIR § AES
RIFIER T W R 47 3K B AWS HealthLake,

AWS CLI # SDKs
CLI
AWS CLI
5P FHIR § At

LA list-fhir-import-jobs RPERT MAFEAZGSEESK/ XEKNAES AL
ORTIE

aws healthlake list-fhir-import-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z ) \
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--job-name "FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

7l

"ImportJobPropertiesList": [

{

"JobId": "c@fddbf76f238297632d4aebdbfc9oddf",
"JobStatus": "COMPLETED",

"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastorelId": "(Data store ID)",
"InputDataConfig": {

}I

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"

"JobOutputDataConfig": {

"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/

import/6407b9ae4c2def3cb6flas6a@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645ch-
€564-4981-8672-9e012d1ff1a0"

},

}

"JobProgressReport": {

"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": ©.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

o
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"
}
]
}
« BX APIHFMHEER |, 85 (AWS CLI 8 55E) Hiy “Fl HFHIRImport/Eill”,
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Python

& AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
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if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- B3 AP fi¥41S 2 , %S5 Python BRAWS SDK # 5] HiFHIRImport#Eill (Boto3) APl &

Z,

(@ Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFRHITIR
BEMIZTT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1istfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- BX API WFMAEE , BZHE SAP B AWS SDK # 5 i FHIRImportfEil. ABAP APl 2
=
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© FEITAE
RFBFFENAR 2 BAXAANDE L RERE EEERRBRA.

AWS =&

(® Note
HealthLake ###l& £)&% B FHIR S AESER. MM with 5l AWS CLI
ListFHIRImportJobstifiE FHIR S AESH. BXEZER , HSHAT LA AWS CLI R
i,
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E1 FHIR K& AWS HealthLake

£/ FHIR R4 RESTful AP| X EREBEEBHFEFMETPH FHIR AR, HealthLake A TEHH#HRTHERN
T FH HealthLake IR ‘BREEH FHIR R4 RESTful APl 3B, B3 HealthLake ZiiEZEThEER H
¥ FHIR B ML AVEER |, ESAFHIR R4 82 0 7 B AWS HealthLake,

® Note

AEAF|HHWFHIRRERIZE HL7 FHIR RAETT R BHEERRINENEN, HTE/IR HL7
FHIR RS K , Bt EMNTR2ET AWS CLI 1 AWS SDKsiEtH), BExEZER |, 55
¥ FHIR R4 RESTful APl X #4# /9 RESTful APIl,

TRIETXEW FHIRR4A XA, AWS HealthLakeBXx X8 FHIR &IRE B S B HealthLake ,
BN RFRER,

X$#H FHIR R4 X E4EA AWS HealthLake

HEER 15 BA
BANRGHNRE
capabilities REREWEE N F R, FSEFHIR R4 82 178 AWS HealthLake,
batch E—RREHPEFH. IZIPBR—ARIR, HSHEBEL FHIR FR.
RERFIKEDY
create BRBSESEN D HEFAR. HSHE FHIR R,
search BEFLHFEZFERTRER, BSHAEEERE FHIR &R,
history REFERREBEWERALIEF, BSFFAIE FHIR R £ 12 F,
KPR BINRE
read AR R HBPRAS. BSRIEE FHIR &R,

history FiERERRENEERFIER. BSRIAIE FHIR &R £ 185,
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MEER 5t B3
vread ERRRBEERENRS. HSHEFUEERARN FHIR BIRFA Eidx,
update RERN ID EFMAR (WRBREFMG , MOIEE ), BSHEH FHIR
delete MiER R, EZSEMER FHIR &R,

F&

812 FHIR &R

EE FHIR &R

i FHIR BB £18%
F# FHIR &R

£/ PATCH 2/EIE AR
4 FHIR &R

HiBR FHIR &R
EMEHEAMN

232 FHIR &R

FHIR create R EL7TE HealthLake BIEF# P RIEFHH FHIR R, BXEZER , EZH FHIR
R4 RESTful APl X #icreate®H,

Bl FHIR &R

Y& HealthLake regionfldatastoreId#ME, H%E%EE BZH REBEE#EE M.
WEZEM FHIR Resource WEH, BXEZEE , W RREKE,

# AW EEH HealthLake regionfI{E R ER#HE — URL datastoreld. * ESFEERIEN
FHIR Resource £, E&EFIUT RHIFHEAN URL BBE , ERE “SH” &4,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource

NERWE JSON EX , EEFHEFRHN FHIR iz, HTFAIENEN , ZRINEANR FHIR
Patient B , AL BRI X4 S FEHcreate-patient. json,
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https://hl7.org/fhir/R4/http.html#vread
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{
"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"
}
1,
"name": [
{
"family": "Silva",
"given": [
"Ana",
"Carolina"
]
}
1,
"gender": "female",
"birthDate": "1992-02-10"
}

5. X% #XR., FHIR create X E7 FHIR B LFERAWS ZE A 4 5 SMART FIPOSTER., X
T =5l HealthLake £ curl S &l & EH 2 FHIR Patient &JR. HealthLake EEFE/ TR
Bl ERE “EFH EH,

SigVv4

Sigv4

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @create-patient.json

SMART on FHIR

#ZldentityProviderConfiguration##EXE K SMART on FHIR R,
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"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

A E AT RN lambda RO EMRR. BXREZELR , FSH OAuth 2.0 FERAHE,

AWS Console

@ Note
HealthLake &l 51X AWS SigVv4 FER

1. &% HealthLake ##|& LH “1217E1H” WH,

2. & “EWIRE" Mo T , RITUTIER.

- BIEEM ID-ERBIEEM ID LEREAFN &,

- BifRH-%EFECreate,

« BWRRE-EFREONEMN FHIR HIREEL,

« BERIEX — RERWE JSON IEX , IEEFERH FHIR BIE,

3. EBREITEN,

BIERIR
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NAE R B ER IR 5

B2 FHIR '&REt , LA LUERIEE x-amzn-healthlake-fhir-validation-level HTTP #r3k
REEARNBIEA S, AWS HealthLake B Bi Z3FLATRIFR 3 :

« strict : BERRNEEXHFLRZNFFRHTRIE , MRFTFEREXH , NBERIF K TH
iE. XZHBIARIESR 5] AWS HealthLake,
« structure-only : #R1E R4 B FH TR , ZEEMA 5| ANEE XK.

minimal : BRALT HEBEENRIE , ZEETELE R4 AN, REIFFENEHREN AR search/
analytics fFHTEH , LBEFITES,

”E%%EI%E%E?&M 1B A SRR IE R I 6 2 1 BRI SR N B BB R P . ERXMER
CREHRTR , WBFEEMNATIERLRKER Healthlake ¥ BERF :

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}1}"
}

AN, FEELT HTTP MaRiARk , HEXR “true” :

x-amzn-healthlake-validation-issues : true

(® Note
MREFEXLHER , WRE R4 FSCREB B AT AR TR TRR,

3E FHIR &R

FHIR read R EiEH HealthLake B IEFM P R BN LIRS, BXEZER |, 558 FHIRR4
RESTful APl X#iread® .,

TR FHIR R
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W& HealthLake regionfldatastoreIditfE. EXEZEERE , HZH KEBEFEE %,
#EResourceERMM FHIR RXEHIWEMXiIdE, BXEZER , S RRKE,

£ AW ERIM HealthLake regionFE N iER#iE — URL datastoreld, XESHF FHIR
Resource RE R HXEKidHN, EEFUTROIPHEA URL BBE , BRI E ‘S5 =4,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

Kix B3R, FHIR read XEBEf FHIR R EFEHAWS EFE A 4 5 SMART FIGETER, A
Tcurl/RHIEE T FHIR Patient BRI Y ENAA, HealthLakeEEFENRH , BRI E
“SHI” B,

SigVv4

FRARER

Sigv4 R

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id"’
\
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

#ZIdentityProviderConfiguration#iEX K SMART on FHIR B#HURHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://

BRI
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ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://

ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],

\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

HWAETUERN lambda F 5 ENERE. BXREZEL , 25 OAuth 2.0 EA .,
AWS Console

1. &3 HealthLake 2#|& LK “Z17EH” WH,
2. 7 “BEWIRE" o T , #FTUT®E,

- BIEFH IDEEBIEFME ID LEREHFRH,
- BREFH-%EERead,

o RRRBERTZRIM FHIR FREE,

« BR ID— A FHIR &R ID.

3. EBIZ1TEN,

(912 FHIR &IRA £ i

FHIR history RESRRBFEEHDIEE FHIR BENA L IEFK. HealthLake FALKE |, &

IS

HWE FHIR ®RNRNBNMMEEN BNEEMAEETL. EETRATEFITEEDRUAEEEBREEN
BRERDS. FHR WX EEAcreateflldelete ERERERFNRENAEMRA, updateBXREZE

£ , %1 FHIR R4 RESTful APl X#5history¥#,

(® Note

B LERTERABEhistory® FHIR BREE, EixFRYE , BEACIERHIAWS
Support Center Console, ZRIEEHNERS] , BFEREH AWS Ik HiEFCIRZH,

91k FHIR BHRA Bid 5

1. U HealthLake regionfldatastoreldiMB. BXEZELR , B R REBEEFHE 4.
2. WEResourceERMA FHIR REHWENRKRIdE, BAXESER , SR HRERE,

B3R IR A 212 %
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3. EFAUWER HealthLakeregionFI{E N iERHE— 1 URL datastoreld. &R 3FE FHIR
Resource R&H, HXBidWHMAENERSH, EEFUTTHAPHEAN URL IR |, BRI E
“EH” &,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource/id/
_history{?[parameters]}

HealthLake FHIR history X E X EHE RS

S 1. BA
_count : integer —NEERERNRAKE., RSF[HREH

ROBEIHFEFERRAARATFNERERS
., BIBIRE N,

_since : instant NBFEELAEFNZD R 2 G BIEN RIFRRA
_at : date(Time) N BIETE B HARST [B]{E AP 48 XE BY Bt B B} P 34 At

AR T HRARSW T FRET. BXRESZEER
28 HL7 FH RESTful IR AP| X #4dateH
i

4. KA ER. FHIR history REE FHIR X LEAAWS EE A 4 3 SMART HIGETiER. XA
Tcurl REIMER_countE ES N Y HealthLake FHIR Patient BREERIRE 100 NAF#E
RER, EEFEANTH , BRI E “EFH" R,

SigV4

Sigv4 &

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'
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SMART on FHIR

#ZIdentityProviderConfiguration##EXE K SMART on FHIR BRI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

A E AT AN lambda F O ERR. BXEZER , HSH OAuth 2.0 ERHE,

historyXEHIRERNAEEE FHIR #RFBundle , EHREN, historyEEBEEEN
RAFEIRR , RRIBREHER , HBSCHBRNER. BXELZELE , HZH FHIRR4 X
F4Resource Bundle®Hy,

RESERAR FHIR &R £18%

FHIR vread R EXNEIEEM PN T FRIITHEMALIEE, HealthLake FALRE , B G X
BENB—HEF FHIR BROANS.
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® Note

MREFEA FHIR history XREMAEAvread , M| HealthLake $44IR B & R T BB 8 & #
RS

HealthLake BB EXHFEXN BN ZFHNHE
JRCapabilityStatement.rest.resource.versioning#{ThRAZ %, FIE AR EMNFTE
HealthLake iiE1Z % &2 & Resource.meta.versionId (vid).

BH FHIR history RER ( BRINER T , X F1E 2024 F 10 A 25 B2 GIBNBIEF M4
FESERRIBNVBIEEE QN ENEIEFEM ) , BundleMBSFvidEATEN —H 2 BEE

Mo locationELATREIF , vidERAEFL, EEEZERA , BSH AL/ 403 5
(JSON).

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/ history/1",
..}

245 E MR ASH FHIR BRI £i83%

1. UWM£E HealthLake regionfdatastoreldfE. BEXEZEER , BZH REBEFEE M,

2. WMEEREMWKEEKid and vid B FHIR Resource &, BEXEZELR , F5H A R%E

A,
3. AN HealthLake F FHIR YEEM B R HR1TE— 1 URL, B&E U TRAHFHEN URL
& , wRmE s 24,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource/id/
_history/vid

4. K% imR., FHIR history XA FHIR X LFEAAWS ZHE R 4 3 SMART HIGETIER., M

TvreadREREEALH , HAEZEN FHIR Patient RIRIEENAE , ZRARIEENEIR
THHE, VIdBEEFUTRAIPHEAN URL BBE , FRIE “EH” 24,

SigV4

Sigv4
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curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

#ZIdentityProviderConfiguration##EXREH SMART on FHIR RAURHAl,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

A & AT A RN lambda RO BERR, BXEZER , FSH OAuth 2.0 ERHE,

E# FHIR &R

FHIR update XERMERFEVEFNWLYEMRA  MREAEIIERE R EETMAERE , NEIEWHRMR
K, BXEZEE , 504 FHIR R4 RESTful API X#4updateHH,

E# FHIR &R



https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://hl7.org/fhir/R4/http.html#update

AWS HealthLake FEANGIER

5.

W& HealthLake regionfldatastoreIditfE. EXEZEERE , HZH KEBEFEE %,
#EResourceEEHMM FHIR KB HIKEXKiIJE, BEXEZEE , B5M RREKE,

£ AW ERIM HealthLake regionFE N iER#iE — URL datastoreld, XESHF FHIR
Resource RE R HXEKidHN, EEFUTROIPHEA URL BBE , BRI E ‘S5 =4,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

NERMWIEISONEX , IEEE#HITH FHIR BIEEH . HTAIENEN , BEXHSE
Jupdate-patient.json,

{
"id": "2de@4858-bab5-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
},
{
"use": "usual",
"given": [
"Jane"
]
}
1,
"gender": "female",
"birthDate": "1985-12-31"
}

K HXK, FHIR update RETE FHIR #fX LEAAWS L& R 4 % SMART BIPUTER. M
Tcurl RBIEH 7T HMPatient &R HealthLake, BEEEEANRA , HRZ T 4" &4,

SigVv4

Sigv4

curl --request PUT \
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'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id'
\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \

--data @update-patient.json

MEEHRTMERR , NEHNERSIRE 200 HTTP IRAHE : MBAETHER , MR E
201 HTTP IRAW,

SMART on FHIR

#ZIdentityProviderConfigurationBiEX K SMART on FHIR B#HURHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

WHAERAERN lambda F 2 ENR. BEXREZER , HSH OAuth 2.0 YERA
AWS Console

1. B % HealthLake %5 L# “Z217E1H” WH,

2. & “EWIRE" BT , HITUTIEE

EHAR Y


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://console.aws.amazon.com/healthlake/home#/crud

AWS HealthLake FRARIER
- BEEM D-EFRBIEEM D MEREAFTHE,
- BFRH-EEUpdate (PUT),
- BWRFRE-EREEFHHLEN FHIR BIREE,

« BRIEX — NFERWE JSON EX |, EEATEHRIRK FHIR iz,

3. BEIZITEN,

BIESFAHERH FHIR BIR

FHEEFATERBERERREBRZAMARELE FHIR id EFRNARR, SRS[LEEHN , ©
SEAHREERDENRRRBENITER , BERRENERIINENEE,

RSB RV REERUR T ER M CE K E

« RBEEW , HREXPRIdBHETED : BRFSEFE FHIR BIR.

o RidiEHIEERD , BRRETERE id : BSSEXEMN “EHA6E TH,

« RBLED , 2idiRMHBEFE  [RFEFLL09 ConflictiRiIRIELER

« One Match , REMEMRIE OR (idEHMNEREHBECERIWRFEMEEER ) : RFS[XNEHERAR
BHITER , LR , MRFRESEH , MRS SF[AIRE a 200 0K, id

« One Match , EidiRtFRESKINFEREFTHE : RF|[IREL09 ConflictéFiR , RAEFin
ID FEER@ , &HF = OperationOutcome

o SAMEEI ; BEERE—1N412 Precondition Failed$fiz , REAZ P imMFRERBEMETH
¥F , &= OperationOutcome

LUTRBIEFHT —NBA peter, HEBHEI N 20005 1 A 1 B, BFESHERN 1234567890
HPatient &R,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

NEREMBEER UL S

B FHIR ®IRET |, Al LLEIRIEE x-amzn-healthlake-fhir-validation-level HTTP #rsk
FREETRNBIEHRT, AWS HealthLake B BI XU THRIFL 5 :
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strict : BERRNEEX G TENTRHTRIE , WRAEEREXXY , NEBRERIM K 1T
iF, XENERIABRIESR B AWS HealthLake,

structure-only : #R1E R4 X RFEHITRIE , ZBREM S| ANEEXHF.

minimal : RREIKERENRIE , 2B THEL R4 AN, RBEZFAENEHRENRIR search/
analytics FF#HTEH , ABEFITES.

REERRSIFERIERY , BEAKERIERNEFN RN ARSI BEFES. EXHE
BT, FHEHRR , LBR/ENATIERLRRERN Healthlake §REF :

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}]}"
}

L FEELT HTTP laRARk , HERN “true” :

x-amzn-healthlake-validation-issues : true

(® Note
FER  IRFEXEHEIR  WARSE R4 FSE RO BRI A RTRHTER,

A PATCH BEEHERR

AWS HealthLake x#F FHIR BiRAY PATCH ##4F , SEEREB BT SETEEM N AR, BRI R
REWRR , MAFEMBENTR. HEFENITUTRER , WEERSIHER !

X ARBE R REITHEH I ERER

BAOMEH I ERE
MEERBFRTEHITREFER
RAREBFERBES I RERHIXEK
AL ENES TEREN -0 EHRFIR

BB IR 103
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XEWANT B

AWS HealthLake XiFHm iR ERN TR

JSON #MT (RFC 6902)

£/ JSON EHiEEZRAEERREWFHNEREMTE,

Content-Type: application/json-patch+json

FHIRPath ¥ T ( FHIR R4 #3E, )

£/ FHIRPath REXBEFEAZNABNXRRREMTE , NMRMH T FHIR RENIEIN T E,
Content-Type: application/fhir+json

%

EZATRE

A BAEA PATCH HTTP J53AE#% FHIR %R LM PATCH #1F

PATCH [base]/[resource-type]/[id]{?_format=[mime-type]}

WAL T

INTIRETLMERNEE R FHIR Bundle W5 B @& EWtransaction , batchtt A AFE £ MER AN
ITERESHM FHIR XE ( 812, 3H, FiH. MR ) &6k,

- RZPHRD : FIERBEHBHUEFHRAKIIR LK
« Batch #4f3 : /N SFRERYIN T LB

JSON #MT #&3\
X FFHBRE
B1E 557
add 9 58 R DN (B

R T R 104
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B’#E 15 BA
remove MNERPBER—ME
replace BHRARHPNWINEE
move M—MIBEBER—MEFFEFNE S —MLE
copy HEN—MIEEFIB S —MIE
test NHEFNENEREETEREE
BRREE

JSON #MT £/ JSON #54t+1&7% (RFC 6901) :

B R 4 A

/name/0/family BFNRETE

/telecom/- B EBERE
/active BEE THR
/address/0/ BN E =17
line/1

ANl

BESMRENER JSON 4 THER

PATCH [base]/Patient/example
Content-Type: application/json-patch+json
If-Match: w/"1"

L
{

op": "replace",

JSON #p T#E5 105
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FRARER

"path": "/name/@/family",
"value": "Smith"

"op": "add",

"path": "/telecom/-",

"value": {
"system": "phone",
"value": "555-555-5555",
"use": "home"

"op": "remove",
"path": "/address/0Q"

"Op": "mOVe"’
"from": "/name/@/family",
"path": "/name/1/family"

op": "test",
"path": "/gender",

"value": "male"
"Op": "Copy",
"from": "/name/0Q",

"path": "/name/1"

B S —REEEFER JSON T

PATCH [base]/Patient/example

Content-Type: application/json-patch+json

op": "replace",
"path": "/active",
"value": false

JSON #p T#E5
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}
]

ERHH JSON T

A2 & base64 4mEZHY JSON M T K —#H IR IR

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Binary",
"contentType": "application/json-patch+json",
"data":
"W3sib3Ai0iJhZGQiLCIwYXRoIjoil2JpcnRoRGFAZSIsINZhbHV1IjoiMTk5MCOWMS@WMSI9XQ=="
b
"request": {
"method": "PATCH",
"url": "Patient/123"

]

FHIRPath %M T #& 5

X FHIRE
BRI i BA
add [e) R AN R T 3R
insert EIRNBENVERBA-—IPTE
delete MR IRHBERTTE
replace EMUIBATENE
move MNFIRFPRTREHGEF

FHIRPath ¥ T &= 107
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BEAREE

FHIRPath % T /] FHIRPath TRi&R |, X% :

HETZRE|M5ME : Patient.name[0]
FRAULT@@ HX#H1TiHE where() : Patient.name.where(use = 'official')

- M/REHE : Patient.telecom.where(system = 'phone' and use = 'work')
FEZBEERE : first() , last()
FHEMEE : exists() , count()

Z235 M : Observation.value

e

BE1ZHBiE FHIRPath M T

PATCH [base]/Patient/123
Content-Type: application/fhir+json

Authorization: ...
{
"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [

{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" },

{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
1]
}
FHIRPath #48HREV4N T

AT Amethod: PATCHUATRABWSERBERNAORE :

{

"resourceType": "Bundle",

FHIRPath ¥ T &= 108
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FRARER

"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" },
{ "name": "name", "valueString": "birthDate" 3},
{ "name": "value", "valueDate": "1990-01-01" }
]
1]
.

"request": {
"method": "PATCH",
"url": "Patient/123"

]

Rk

ki 2 i

Content-T = application/json-patch+json
ype Happlication/fhir+json
If-Match = FERABERENEZHGERH ETag

A5 2
BIRIEGEE S HIRAE BN EH AR -

HTTP/1.1 200 OK

Content-Type: application/fhir+json

ETag: w/"2"

Last-Modified: Mon, @05 May 2025 10:10:10 GMT

BT JSON T
FHIRPath %M T

HRIRK
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"resourceType": "Patient",
"id": "example",
"active": true,
"name": [
{
"family": "Smith",
"given": ["John"]

}
1,
"telecom": [
{
"system": "phone",
"value": "555-555-5555",
"use": "home"
}
1,
"meta": {
"versionId": "2",
"lastUpdated": "2025-05-05T10:10:10Z"
}
}
TH
WTH®RE

- RFMANHASTRIEXTEE (JSON T RFC 6902 , 38T FHIR R4 ) FHIRPath
- URFARAMARE-FERERIIESBEAK

- EFRRRA ID HOIEHFNAFLIDREKE

- ENAERZE , BRARFRBEFLICRF

- ENAMTERIE FHIR &IRRH

- XEFFEATA If-Match FRkHIRHEH ETag

tHIRALE

ZRELBUTHIRER

« 400 FHiRTER AN T B ZELEN ( BRTFHFEERFH T XEENHIR )
« 404 RIKEF  REFER (IBEW ID FERE)

()| 110
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« 409 MR : RAPR ( HERENHIRME TIELFRAE ID)
o 422 TENEBHSE AN TRELTENATEENBRTER

RERE
E) json # T FHIRPath ¥ T
e application/json-p application/fhir+j
atch+json son
BRI JSON Pointer (RFC 6901) FHIRPath &&=
E#Z4NT AP 35 X
482 Batch XF (BT ) X#F(BEZH)
WARS xF (BEI =) x#F (BISH)
B . MIBR., B, Bz, & A, BwAL BBk Bk B
/NI Y
BR 75l

s AXEBEAERIGNRENTRE
. HWHIHE JSON 4T AIE AT H base6d HmIBABH 3 HI'7IR
« FHIRPath #$ZH AT XMEASHEIR

H fth R

AKX PATCH RENEZER , FSH :
+ FHIR R4 % T 344

+ FHIR R4 % T #1358 FHIRPath

« RFC 6902-JSON %M T
» RFC 6901-JSON Pointer

HERE =


https://hl7.org/fhir/http.html#patch
https://hl7.org/fhir/fhirpatch.html
https://datatracker.ietf.org/doc/html/rfc6902#section-4
https://datatracker.ietf.org/doc/html/rfc6901

AWS HealthLake FEANGIER

#4f FHIR &R

FHIR Bundle R2FH FHIR BREESMASE. AWS HealthLake AWS HealthLake X#EH i E ARG
BT RIS,

Batchil43 &I AL B EME IR, MR -—NRFHIAKE , EREFFRMRAUKL, SNEEHZ LM
RER , BMEFELERERY  LBEBSREHIT, EANEIRIRIINERT , CRLERFIHT
HERFE M EEZSHEXNEEICR.

Transactionbundle AR FANFABERBEN —NMNETLHE, ELAFMERRRERRI , ELHT
AWS HealthLake 12X, YEBEERIIMAXTRNSBTEMER K BEAXSHESE , flNeIZEESHE
AMBLRNFENEE | HP ST EREIERE —E,

HERBINTZ WAL BN X5

Ihee Batch EE

Ab ¥R 48 A BMRENRIBAMERIMIN, FERESBUAENETFRTHERR
e kM.

WAL 12 ENEANBRIELRW , o BthadhsE,  MREM—NMREXK , WEANEL
GANT

HATIRF TRERIERATIRS o BRIERIEENINFALE,

SHBERM REFTBERESREFINIT, X #H 482 FR A b 5| FH B9 B IR 58 il
1To

REERT AT EZ E 0 R Ih B Ht 2R E, I — R BIBR R EFA AR RIR,

BRI LHAMEEHARREN FHIR iR , BN TLUESER FHIR #14E , 41

W, create., readupdatedelete, M. patchBXEZEER , iHSH FHIR R4 XA MR D,
AR 2 i R4 23 B R0 A 4l

Batch #E48&
- ERABFEELSHPE , LERETERENSHITXREEIZR,
- tEFERHEAAIER , HP —LidR A FERIER &,
- MESEHRTE , GIWALMNLAR , HFNMA KRBT LEREMEKE,

G0 R IR 112


https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/Bundle

AWS HealthLake

FRARER

R 5 W4
- ERUEEREYE , SIZEFHEXARERNRANEE , IERESBLA—EiER,
- EMBENAYBRENERNSHES , XEFELTFREF -,
- FESENTERE, UEER, EFIKEEREERAENRTFET,

/A Important
#ABNRZ WA EAMEEHIBundle RIREH, HE—HXBIRtypeFBRMNE,

UTREIERT ERSHRRRENRENES R,

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"fullUrl": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-5321011f72065",
"resource": {
"resourceType": "Patient",
"id": "new-patient",
"active": true,
"name": [
{
"family": "Johnson",
"given": [
"Sarah"
]
}
1,
"gender": "female",
"birthDate": "1985-08-12",
"telecom": [
{
"system": "phone",
"value": "555-123-4567",
"use": "home"
}
]
.

"request": {

AR IR
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"method": "POST",
"url": "Patient"
}
.

{
"fullUrl": "urn:uuid:7f83f473-d8cc-4a8d-86d3-9d9876a3248b",

"resource": {
"resourceType": "Observation",
"id": "blood-pressure",
"status": "final",
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "85354-9",

"display": "Blood pressure panel"
}

1,

"text": "Blood pressure panel"
I
"subject": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"
},

"effectiveDateTime": "2023-10-15T09:30:00Z",
"component": [

{
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "8480-6",
"display": "Systolic blood pressure"
}
]
},
"valueQuantity": {
"value": 120,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"
}
.
{

G0 R IR 114
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FRARER

"coding": [
{
"system": "http://loinc.org",
"code": "8462-4",

"display": "Diastolic blood pressure"
}

]

I

"valueQuantity": {
"value": 80,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"

}

}
]
},

"request": {
"method": "POST",
"url": "Observation"
}
1,
{
"resource": {
"resourceType": "Appointment",
"id": "appointment-123",
"status": "booked",
"description": "Annual physical examination",
"start": "2023-11-15T09:00:00Z",
"end": "2023-11-15T09:30:00Z",
"participant": [
{

"actor": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"

}I

"status": "accepted"

]
},
"request": {
"method": "PUT",
"url": "Appointment/appointment-123"
}
I

AR IR
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{
"request": {
"method": "DELETE",
"url": "MedicationRequest/med-request-456"
}
}

]
}

’ FHIR ZRHGE 9 Ik 3 3K 4K

F FHIR FRRE8 )9 39 3 K%

1. UX£E HealthLake regionfldatastoreldfMBE. BXEZEER , TSR REBEFHE .

2. ERAWKEMN HealthLakeregionFM{E N ER#E— URL datastoreld. &% URL HiEE
FHIR BIREE, EEFAT ROIPHEAN URL BE , HRIF S &,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

3. RNERME— JSON EX , FEAN HTTP A E Amethod TEM —E 5. WU T R
SBundle’®RHbatchE R R ERBIBFHPatientMMedication &R, A SEZRDEREHH
REER, HTARENBN , BRXHSFEHNbatch-independent. json,

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T01:43:30Z"
1,
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
1,
"text": {
"status": '"generated",
"div": "Some narrative"
1,
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"active": true,

"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
.
"request": {

"method": "POST",

"url": "Patient"

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{

"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"

RSB KA
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}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
.
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},
"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/
v3-orderableDrugForm",
"code": "TAB"
}
}

I

"request": {
"method": "POST",
"url": "Medication"

4. R¥ER. FHIR Bundle #t4-EARBFERBHAWS EH A 4 K FHIR FH SMART POST
BERo ATRBRAEAcurldwiT TEH#ITER,
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SigVv4

Sigv4

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @batch-type.json

SMART on FHIR

SMART on FHIR IdentityProviderConfiguration#iEE B FLRHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

HAE AT LERN lambda RO ENR. BXEZER , FSH OAuth 2.0 EAHE,

REEIRE —NMER , EFERPatient TERNBundlefftAb AR FERNVERMEIERMN
FMedication® iR,
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LURERE PUTs H&4

AWS HealthLake X#FFEAUTERASHRERSIPHITREEN .

(@ Note
HBbatchB#EHF ¥ PUTs BXHH, TransactionHBFZFERHH PUTs,

_id (i)
_idEUT®mz —HEE
_tag
_createdAt
_lastUpdated

HEEWMHAE PUTs ERAZAR , SRFIBHIR AWS HealthLake TFEERNSEH , FBRIETES
KRBT

BERUENEHITH
=R HTTP RZS EXRWHITE
RAZA ID BRI 201 28l YRR B R IR
EH# ID WRIR ( TR ) 201 B8l ERAEE ID QIBF TR,

ERUE DWHRR (E—EE ) 200 OK (200 #7E) B ICE A B R

ERUE IDWRFR (KRWBFR) 409 HR Bl4EiR, RIFITEMER
ERUE IDWRR (ID T ) 400 fHiIR1AER Bl4EiR, RIFITEMER
SR B A 412 IR FM4 R El4EiR, RIITEMER

EUTHERUHEFNRBIRAIF , %8 FHIR ID HPatient®BRNEBR %K
#_lastUpdated=1t2025-04-208FF £476E 1,

{
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"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T01:43:30Z"
},
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"id": "476",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
I
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",
"birthDate": "1974-12-25"
I
"request": {
"method": "PUT",
"url": "Patient?_id=476&_lastUpdated=1t2025-04-20"
}
},
{

"resource": {

"resourceType": "Medication",

"id": "med0310",

"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [

{

BRFH PUTS —
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"system": "http://snomed.info/sct",
"code": "55452001",

"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
I
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},
"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-
orderableDrugForm",
"code": "TAB"
}
}

BRMAH PUTs
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I

"request": {
"method": "POST",
"url": "Medication"

R FHIR FRBSN — KA
F FHIR ZRIBL4SH £ K 4E

1. IM£ HealthLake regionfdatastoreldifE. BXREZEER , S H REBEFEE M,

2. FEAWER HealthLakeregionF{ERNER#iE— URL datastoreld. ¥ FHIR BiR%E
BBundlefEA MU —EBH . EEFUAT REIPHEAN URL R , BRI T “EH =4,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Bundle

3. RNERWEEISON EX , EEEHLAESE—EHN FHIR &R, UT R™AFEHENPatientBFRHAE
— 2 HealthLake, HTFATERERWBR , B XK SFENbatch-single. json,

"resourceType": "Bundle",
"id": "bundle-minimal",
"language": "en-US",
"identifier": {
"system": "urn:o0id:1.2.3.4.5",
"value": "28b95815-76ce-457b-b7ae-a972e527db4f"

}

"type": "document",

"timestamp": "2020-12-11T14:30:00+01:00",
"entry": [

{
"fullUrl": "urn:uuid:f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"resource": {
"resourceType": "Composition",
"id": "f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"status": "final",
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"type": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "60591-5",
"display": "Patient summary Document"
}
]
},

"date": "2020-12-11T14:30:00+01:00",
"author": [

{
"reference":
"urn:uuid:45271f7f-63ab-4946-970f-3daaaa0663ff"
}
1,
"title": "Patient Summary as of December 7, 2020 14:30"
}
},
{
"fullUrl": "urn:uuid:45271f7f-63ab-4946-970f-3daaaad663ff",
"resource": {
"resourceType": "Practitioner",
"id": "45271f7f-63ab-4946-970f-3daaaad663ff",
"active": true,
"name": [
{
"family": "Doe",
"given": [
"John"
]
}
]
}
}

4. RIXEXR. FHIR Bundle X#4REFEAHHAWS LERA 4 EEHIAIPOSTER, U TRBR

HIER curle 1T TE#ITET.

HRGRAR B — KAk
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SigVv4

Sigv4

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Bundle’ \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @document-type.json

SMART on FHIR

SMART on FHIR IdentityProviderConfiguration#iEE B FLRHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

HAE AT LERN lambda RO ENR. BXEZER , FSH OAuth 2.0 EAHE,

RS ERIRE —NER , HAERTHFBundle XK FERMOUEZN A MPatient BIR.
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NG ER R Bl

4P FHIR ZRAET , BAILLERIETE x-amzn-healthlake-fhir-validation-level HTTP #r3k
REERFRHBRIELRS. FSABEPSSHIOMERERNERBERZENRRIELS. AWS HealthLake B
BIXFUTRIERS

e strict : BEAFNEREEXHEAENRRHFTRIL , IRFAEEREXXH , NBFERIMEHITE
iF, XENEIABIER S| AWS HealthLake,

« structure-only : #R1E R4 B FH TR , ZEEM 5 ANEEXH.

« minimal : RIEX T KERENRIUE , ZBE T EL R4 HN, REIAENLEUREN AR search/
analytics fFFHTEH , UBEFITES,

REBRZSIFERIEAN , EERERIERNBEHE—ENRRDAURLKERENIBEFE P, TiX
MERT , RRNEHFIEERATIERLERLAME Healthlake TR BFEF , Bundle MM HI% B H
‘BFELLT OperationOutcome &R :

"resourceType": "Bundle",

"type": "batch-response",

"timestamp": "2025-08-25T22:58:48.8462873427",

"entry": [

{
"response": {

"status": "201",
"location": "Patient/195abc49-ba8e-4c8b-95c2-abc88fef7544/ _history/1",
"etag": "W/\"1\"",
"lastModified": "2025-08-25T22:58:48.80124544572",
"outcome": {

"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "processing",
"details": {

"text": "FHIR resource in payload failed FHIR
validation rules."

+
"diagnostics": "FHIR resource in payload failed FHIR

validation rules."
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SN RFZEUT HTTP RIFRL , HEXR “true” :

x-amzn-healthlake-validation-issues : true

(® Note
FEE , MRFEXEHIR | WRE R4 TRIMNBIE T AT TR R,

NHRA IR EHR WXFERE
HealthLake messagel@id AZp# T ZEX FHIR B0 XBREERN T, KXBFTAIEERERL
EfENERINZEMRI , SIMMNESEERRERRE ADT ( AR, Hbkk. 8 ) RE,

/A Warning

LEIhREFE EATEM AWS IKF R AT R & | FEREFIHIT FHIR R4 HR BN I AR, &
EREE @2 , iEBKR Su AWS pport BB S AEHNIKF,

SRRt BN EEX S

« HEG (FHIRAME ) : F—1NKBE LT 25| AHMMessageHeaderRENKEB ., RIRRDH
MrequestX R , MessageHeader B REL BRI,

« HealthLake #:3 : B EHZIABNRFERE 28 PUT I8 , [EE SR A MERHNE, BRI
MAEH , TREEIHRITHEEE LS| AR,

EERH

- REHINIT FHIR R4 HB 45 E M AL EEH NI
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- RIRZBRBERS TEM

- RIRE S ARETKIUE

- FEFABENKFIFTEES

HE B4 B

{
"resourceType": "Bundle",
"type": "message",
"entry": [
{

"resource": {
"resourceType": "MessageHeader",
"eventCoding": {

"system": "http://hl7.0rg/fhir/us/davinci-alerts/CodeSystem/
notification-event",

"code": "notification-admit"
.
"focus": [{"reference": "Encounter/example-id"}]
}
},
{
"resource": {"resourceType": "Patient", "id": "example-id"}
.
{
"resource": {"resourceType": "Encounter", "id": "example-id"}
}
]
}

@ Note

BARRHRINLFHE , SEES RN PUT BERRX -, WRFEZTEN FHIR BERE
YHSREBMERIE , BERRXZIXE S 2RI ENZINAEFREIE,
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REWHARS

AWS HealthLake X3ERFBundleZXHtransaction , AT ZEXEERS 500 NABRNX S, Y4
BRXRISESF, AH,EL HealthLake BERAFRALE |, H I BNREIR ML, BATSAEA L URL 3K
RERSHRRWE, XEME FHIR RFZ M4 EEN,

AR ERARSES

- BEERRERXZHPRR 100 MALWEIR (ELRE ) .
« BHRLEBRAESEHESLETRNEENARER.
- BEEUESNEUHELEXERRR IR,

/A Important

RELRFERFZHENIORALH, EXOXRZE , BHAMICFBEREILE R, Rit &
£, MEELEOPRRNFELER

(® Note

EXBundle B transaction¥EZFZIA 100 MNER , HERRIAWLEEN, MRE
R ERFES 100 MMtransaction , {B&BPrefer: respond-async#r@fIBundles
#l | HealthLake M £3RE422 Unprocessable Entity4giR. FRFLEbatchATZFHER
BN , ReERLERBundle B transaction ( &ZH 500 MEE )

@® Note
PATCHR LM Z+H PUTs TXFZzEMEH,

BERXRSES , BFORETHFERLETAPrefer: respond-asynckrkBIPOSTIER, L4
MBEFEHBtransaction, TP EXBLEBbatchATEHEEAE R bundle,

AN\
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HealthLake 1E 12 33 B S RLB M TR MIT, MBERIFRIY , N HealthLake &E HTTP 202
Accepted , HIRE'ZEH 1AMt content-locationMMNFRk,

RERXFPBundlezk# transaction

1. [ HealthLake ##EFM# % [ KIEPOSTIE K,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

2. FERABHEEBENERBEE—D JSON EXtransaction, HFATEHEN , BFXHSE
Hasync-transaction. json.

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"resource": {
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",

"family": "Smith",
"given": ["Jane"]

1,
"gender": "female",
"birthDate": "1990-01-15"
1,
"request": {
"method": "POST",
"url": "Patient"

"resource": {
"resourceType": "Observation",
"status": "final",
"code": {
"coding": [

{
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"system": "http://loinc.org",
"code": "85354-9",
"display": "Blood pressure panel"

},
"subject": {
"reference": "urn:uuid:example-patient-id"

iy

"request": {
"method": "POST",
"url": "Observation"

3. XKirWAHPrefer: respond-asyncir@MiER. FHIRBundle XRZEHEFHEBFAWS LEM
7K 4 % FHIR XK SMART POST iR, U TRBRAEAcurlan ST TE#ITER.

SigVv4

Sigv4

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--header 'Prefer: respond-async' \
--data @async-transaction.json

SMART on FHIR

SMART on FHIR IdentityProviderConfiguration# iz E A RHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",
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4.

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

A E AT RN lambda RO EMRR. BXREZELR , FSH OAuth 2.0 FERAHE,

RWIERE , BREESRE HTTP 202 2#%, content-locationMiRkABEH ML, MM
IEX R —f0perationOutcome®iR,

HTTP/1.1 202 Accepted

content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Transaction/transactionId

"resourceType": "OperationQutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Submitted Asynchronous Bundle Transaction",
"location": [
"https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Transaction/transactionId"

]
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RARZIRNES

RBRXBELSELE , FHcontent-locationMBARk AU KL ER BIRS, BIRE URL £
IEGETE R,

(® Note
X FJE A SMART on FHIR EUEZ M | NS EAMEEN Transaction®iRER
Breadi PR , LBWRZIRS, BX FHIR EAFE LA SMART WEZEE |, HSHESMART
on FHIR OAuth 2.0 B #% X #F HealthLake,

MR E URL ZIAGETHER., LT REIERAcurles ST E,
SigV4

Sigv4

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Transaction/transactionId' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

SMART 7 FHIR #iX £, BN SEAF‘@ETransaction®ERE MW read X R,

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

Transaction/transactionId' \
--header 'Authorization: Bearer $SMART_ACCESS_TOKEN' \
--header 'Accept: application/json'

TRER T ATRERYIE B,
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5.1 BT RS
HTTP RS Bl
202 EEF R 5 EHERA
202 EEF RBERLES
2000K (2008 XBRIER
XE)
AXX/5XX RH5 KM

LTREIETRT SMEEIEE,

R 5 28R (202)
{

"resourceType": "OperationOQOutcome",

"id": "transactionId",

"issue": [

{

"severity": "information",
"code": "informational",

"diagnostics": "SUBMITTED"

RBAE (202)

"resourceType": "OperationQutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "IN_PROGRESS"

0ja) |8z 1E 32
OperationOutcome ZHi “BIRXK”
OperationOutcome iZH#f “BH{TH”

Bundle# 3 & transaction-response

OperationOutcome FKiE4HEIRIFHE
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]

R 5 BE5HK (200)

{
"resourceType": "Bundle",
"type": "transaction-response",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/example-id/_history/1",
"etag": "W/\"1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
},
{
"response": {
"status": "201",
"location": "Observation/example-id/_history/1",
"etag": "W/\"1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
}
]
}

R 5 KM (4xx/5xx)

{
"resourceType": "OperationOQOutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Transaction failed: conflict detected on

example-id"

}

resource Patient/
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RLFBIT 8

KENWRI WA DtransactionBHERA , EFSRBFEHEIWRERINFH#H1TAE, HealthLake R3E A
ARENREATHMRILLE,

/A Important

TERBRZ HRRINFHITLAE, Fln , WREELF 10:00 BRXRZ A, ELEF 10:01 &
RXRX5Z B, MES B ARSKERS A ZHITTK. FENFFRITH :

« RIE out-of-order7 HKo
- FERARBMUIETRIEBERS.
- MRIAFEFREHVEABFAREE  EXNAREFRIER.

e B A PR A5

UTESFMERREEATREXS.

RERZEH

B &t =1 LIRS

7|

BIRIESNRANRER 500

fim

B BEFHENRAFLESSH 500

\

RERZHEPENRMEE API R R H RS R
- RARZREE FHIR IR LM read (GET) REEBFMHEEH API ERRHI,
« MRZFIFLEXRZRA , WELRZFREER , EFRERE TR

HiRALE

NF “EE BT, BABITPIENE FHIR BREREN R FRERTLE, BERHAERR
AR , BN TR EBIRSD P EATIRAE,

HIRDATE . @Y HealthLake IREWR R FIZMNBE R K RN EEIR,

/

il
ot

ik
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HealthLake R X RIFMHB T , HESSHAZRIELZREH IR, RERSTELTHHN FHIR
BREIEIR, TXENERER, B3 500 MRERFILAKEFPrefer: respond-asynchr
BE#LBERAASE—EER, NREFRIBFEFENVSLIEESRES , U HealthLake R[E a
ThrottlingException, HERERRXEIRIT , RS FF2HEB,

R ERERIR
WEBBRREEBSFSHAZEREN , ABIRH URL RE, HPBESBHFHR , A5 —MRESHRT

1’??3?“ HoWERR , URAEHEANRSSFEIR. FELBEIRN , TENESHHNERHATER
TE, MR EOperationOutcome B E4EIRFEMN.

i BR FHIR &R

FHIR delete REANMAEM FHIR &EM HealthLake BB FRE P B, BEXEZEE , H5H
FHIR R4 RESTful API X #4delete® W,

fIBR FHIR 2R

1. & HealthLake regionfldatastoreldME. EXEZEE , HSH REBEFRE M.
2. WEResourceEMRM FHIR REHWEXEKIJE,. BXEZER , H2H #FRRE,

3. FEAWEFIH HealthLake regionF{ERNERE —1 URL datastoreld. EESFE FHIR
Resource KB R HXEKiIdN, EEFUTRAPHEAN URL BE , ERE “S&" &,

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. XKi%k B3R, FHIRdelete RE7E FHIR #MRX EEHAAWS Z& R 4 5 SMART BIDELETEE R,
A FRcurlRBIM HealthLake ZhiEZME FBBRINAE FHIR Patient BR. EEFEBANRAH , R
E “EH B,

SigVv4

Sigv4

curl --request DELETE \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient/id"'
\
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
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--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

REEIRE — 204 HTTP IAAR |, BIAEIREM HealthLake FIEZ 65 T MIBR. 20 R BRE
REW , BPWE—400FR 5 HTTP KSR |, WBEEBEREAMBER,

SMART on FHIR

#ZIdentityProviderConfiguration##EE K SMART on FHIR BRI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

A E AT RN lambda RO EMRR. BXEZELR , FSH OAuth 2.0 FERHEL,

AWS Console

1. &% HealthLake #4#|& £LH “21T7E1H” WH,

2. 75 “BWIRE” BT , FITUTIERE,

- BIEGEM DAEERBIEEM ID LERBHZERS,
o BifRF-EEDelete,

o RREB EBREMR RN FHIR FIREHE,

« BRERID— %A FHIR &R ID,

T BR B R
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3. EBREITEN,

RIBESAFMER FHIR R
U SR MIBRER FHIR R D BAX T EM BRI RN LR ERN | RAEDBREER.

BREBBRATFERFBEEFAMARERE FHIR ID HIBRIERER. HRFJ[OEERBRIERN , ES
ERFRERRIDENTRREHITER , BN BERVENERE D,

B SRAFIIBREY T AE R
RS BENRERRTERINTRIME :

1. TEBRI : RSS2 A EEMEBRHMEMENTE (404 RREBRTEFE , 204 X REHERBERR
No Content )

2. —ZHIH : RSSES X HL Y B IR ITE B BR
3. ZANEIN : JR[E 412 Precondition Failed 48i% , R REZ R EERETRE

I 57 3% 5=
AWS HealthLake f§ F LA T I 748 =040 3 78 SR A4 9 1 BRI AE -
KIEE

« HEMNBRFERIDIAZEEANEHRRE , REFETEMIBRERE 204 No Conten t, FLRFR A
T BRI AE — %

ET SO0 EF4HR
RIFBidMINSE ( createdAttag, T_lastUpdated ) 1THE F4MIBRAET -

« 204 AR : BIRCHIER
« 404 XEE  BRAEHE
« 409 ZR : ID EE{E S B T
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Non-ID-Based & &4l &

HidrEMHEMAcreatedAttag, 2SS AT _lastUpdated :

« 404 REEF  REHBICTEIN

RREE
BILHER S 412 N RIRFM KR IRH R R -
« ZNBRFRELNBRFFALTE (FETBEK)

* I ETag frkE—RERN SR ERAHRR If-Match
- ERRMBRREZ ARERRER

FRZh0 AT 8 S B BR B9 7R 51

BAUT R GIAR SR 45 E AR M BR B & FR

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

BB R AR EE R , K
. BT RS

. Wit ARIZ 2000 F 1 A 1 B
- BIESHER 1234567890

REREK

1. EABENERZGRBRSMNEEIMHF L 412 #iR.
2. SEELEH KRG U , AIAERER ETag Frk#1ThRA 2SI,
3. EHA BRI
« XTF 404 : RILBREH
o XNT 412 : (EPRAEE DN B RS R R AR A e 58
4, @A RIMEFHERDPRMIF AR , EXMIETR |, TREREE RMMIBRREZ BB SEIR.
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FHEHEM

AWS HealthLake X#F FHIR POST BEMNEMEA |, R4 T — M58 A AL 58 4R 51 R € 2 1 | K 2
BErEM, BEEBERIKHESH— UUID ENEMENR , B RENARF TUFRIESDN FHIR
RFEACE-R , MEESRNEFREREHERNZIH I ML,

LIhEEXN TEIFRERAEAHEEE , RNEXERSH  EENFAARSEXNEGR, JWIINE
REZANEREEHBNSENEN , HealthLake FREIRBHER , MTRUBEENRIF, Hla,

XARREEERARERT , REATEREELR, ERAFHETUREGEHSE M HealthLake , [
BN AL B B E BN E iR R REA TSR,

ENi

POST /<baseURL>/Patient
x-amz-fhir-idempotency-key: 123e4567-e89b-12d3-a456-426614174000

{
"resourceType": "Patient",
"name": [...]
}
e 7 4% 5=

E—NER (DI 201 1)

- FRRCEROIE

- MRBERIRID
EEiER (409 3R )

- REIARE M S E4A

- BRERBER

.« ROIBEMIFTRR
R (400 £HiRER )

- HEX4EIRH UUID

. BROMKIEFE
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REXEK

« NIRRT EKME—#/ UUID

- FRATEAZENSHE

- ERA-BWEHABK  #HEF UUID v4

- EAERROENEFIRNARERFFXI

(® Note
X FERTHBEEAEABLEERTIERNETREREMS , WIRENETH,

ETag 7 AWS H HealthLake

AWS HealthLake ETags A T3 FHIR BIR# TR H RIZH | NERHF R IE XM iz — B
RET —HURONSE, ETagR KRB RNV ERAAIME—FRIRAF , B HTTP #RLFT S RA R H R
Gi. ERIMBERRIRN , NABRFIULUMEA ETags R LEEAEEHARBBTEY , AHRER
REF REHBBER T

KIRHI

// Initial Read

GET /fhir/Patient/123
Response:

ETag: w/"1"

// Update with If-Match
PUT /fhir/Patient/123
If-Match: w/"1"
{resource content}

// Create with If-None-Match

PUT /fhir/Patient/123

If-None-Match: *

{resource content}

// Succeeds only if resource doesn't exist
// Fails with 412 if resource exists
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WE B 37 5=

R IIR4E (200 OK = 204 TARE )
 ETag PTfic 2 wlR AR
- BRERME#HT
FRARZR (412 BIRGKMHFRK )
- ETag 5 & BIMRATFEHE
- ATBHLEBIEEL , EFHIEL

RIERE

« ‘@& ETags EFTE EFH MM BRIEVEH

- XUATAEBEREAHPRNEIRLZE

« £/ If-None-Match:* i F create-if-not-existsiz &
. EWBIS S ETag #HEEE

XMHAREFRENTEFEFREAENTBEEXERE , AHRERS MR/ HREHRINE RE
B HIRVRR T,

ETag £ AWS A HealthLake 143
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EFEE FHIR &R AWS HealthLake

£ FHIR searchXX BEREF LETF IR SZHTE HealthLake I PEE —H FHIR &R, A LAE
FAGETEPOSTIER M TsearchRE, M TFFRMNAFHER (PI) ZRIPHVBRERFE (PHI) g
R, BIUEAPOSTIER , BF PIl # PHI ERXRMABEREXH —29 , HEECBIEFHFITINE,

(® Note

AERIFIRM FHIR search A4S HL7 FHIR R4 BT R EBEHIESRIFE. HTBRE HLY
FHIR fRSS , Rt E&ET AWS CLI 1 AWS SDKsiZfitH), BEXEZEL |, 5 FHIR R4
RESTful APl X#4search®#,

HealthLake x# FHIRR4 RSB 75, BXEZER |, HS5H FHIRR4 WIERESH R
HealthLake,

&

- fEH GET #% FHIR &R
- fEH POST #% FHIR H&iR
« FHIR #& — X455

£ GET #% FHIR &R

O] LAEFGETIE R K ## & HealthLake $iiEFM%, EHRIGET , HealthLake XiFFERSBIENN
W —EBoiRE  ERZRERNBEREXN —2Br. BXEZER , 551 FHIR R4 WERSHH
HealthLake,

© EEEF
FHFIRNMNAFHBER (PI) RZRIPVBRERFSE (PH)WER  RE2REXBRERME
FPOSTiER , BA PIl # PHI RERNBEREXH —ZHoR/MNE , AEEARSEPIHITNR, &
XEZEER , 55 #£H POST #% FHIR &R

LUTERE2 AR TGETE X HealthLake BUIEZME KRB,
5 ¥ & HealthLake $3E 171 GET

5 GET #1Ti#8% 144
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1. UWM£E HealthLake regionfldatastoreldifE. BXEZEER , BSH REBEFEE M,
2. BEEERMBEXRKIJEN FHIR BFXE, BXEZEL , SR BFREE,

3. EAWER HealthLakeregionF{E N ER#MiE—4 URL datastoreld. XM BHE FHIR
Resource REMZFHNERSH. EEFUTROIPHWEAD URL BBE , BRI E ‘S5 =4,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource{?
[parameters]{&_ format=[mime-type]}}

4. FEHAAWS ZEMRA 4 = FHIR &K SMART KIEGETER. AT curl RHIRE HealthLake
BEEMPHPatientBREH. EEFEANTH , BRI F “EH &2,

SigV4

Sigv4

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_total=accurate' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

SMART on FHIR IdentityProviderConfiguration##EREHRIURHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
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ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

-IJ-.IFH %—.I-J’)\EE*X lambda EF EE*XFEO E*E%1n VSN i%%%l}ﬂ OAuth 2.0 ﬂzﬁﬁiﬁo
AWS Console

@ Note
HealthLake 2| 51X 2% Sigv4 &, B AWS CLI M AWS SDKs3#F FHIR L&Y
SMART #4%,

1. &% HealthLakeiZ#l & L] “Z217E1H” TWH,
2. £ “BWIRE" HoT , #ITUTIEE,

- BiEFE ID-ERBERFE ID LERERAFRE,

- BEfEF-%ERSearch with GET,

- BRRE-ERELRRMN FHIR HIRRE,

- BRSH-ERERSHZBRSHEAS , FEAESRERENIER L,

3. BEIE{TEN,

o~ EH GET #1T#EXR

LUTEMFRHETEAERIE FHIR ®RREBEMW R, GETIXL RGHE T AEERPIEEERS
# URLs.,

® Note
HealthLake 2] 81X #F SigV4 &4, BT AWS CLI # AWS SDKsX#F FHIR LK) SMART
A

HealthLake X#f FHIR R4 BRZSHN F&. BXEZER , F2H BESH.
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Patient (age)

REFRTRHE FHIR REXKNAFRRE , BEHHEIRAPatient BFRRBPH—P TR, EH
TRpIxPatient BRAXBEBHGETE TRRMIFER , M BirthD ate TR MeqERLLKERER
1997 FHAR DAL

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
birthdate=eql1997

Condition

FEALT RO ConditionBREXR K HGETIER., BRAEEM HealthLake BIEFM P ER ST
S SNOMED Ef7RBHI%H472892002 , iZ{RBE# RN, Normal pregnancy

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Condition?
code=72892002

DocumentationReference

AR R~ B an{a iR #EDocumentReference ®RFEH N LW N PatientE KB BRI IRAM E D
ML F A BIEGETIE R,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

AT RAIX LocationHRRBE R HGETIER, U TERFELER HealthLake HBEFHPEHRK
Heuk B BT A R TP LE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location?
address=boston

Observation

ERAL T RAIXt0bservation®RE R L HGETE T ERMNER, iERMEAvalue-conceptiE
RS KREKRETT 15266919005 , ZRBHEMRHN ., Never smoker

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0Observation?
value-concept=266919005
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£ POST # % FHIR ®IE

B BAMER FHIR EPOSTERM searchRX B Ki#¥ RHealthLake BIEFHE, EMABIPOST , HealthLake
XFE URL HEREXHEARRSHY , ETREENERPRNEAZIH NS

® BEERT
FHFSRNMABBEE PI) SZRFVBREEFE (PHI) WER , T2 REZBRERME
FPOSTIER , A PIl # PHI RERABEREXN—ZB0R/MN , HEAHGIEDHITINE,

UTHERFEA FHIR R4 5EfysearchRX BEPOSTk# & HealthLake BIEF M R~ Hl, XLERHIE T
T I{AIE JSON BREXHIEEE RS,

5 F ¥ & HealthLake $3E 171 POST

1. W% HealthLake regionfldatastoreldfE. EXEZER , FSH REBEEHEE M,
2. BEEZERMBEXKIJEN FHIR BFEE, BXELEE , FSH 7REE,

3. FEAWEZIMN HealthLakeregionF{E N ERME— URL datastoreld, &1 FHIR
Resource XHH_searchXREEH, EEFUTRATPWED URL BE , BRI F “EF" &

.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/t4/Resource/
_search

4, NERWE JSON EX , EEEERN FHIR HiE. HTHFARNEM , BR/E
FObservationBRUAKIMNKRREN EE, EIEEETKBERSNever smoker , &
£ JSON #E3RIEXvalue-concept=266919005F # TR B, HiZXHREN search-
observation. json,

value-concept=266919005

5. K% iHR. FHIR search REFEAHHAWS LEMA 4 % SMART B FHIR #XGETHE R,

® Note

FEPOSTHEREXHEABRSH L HERER , EContent-Type: application/x-
www-form-urlencodedHERBEIRLH —E D,
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B TFcurl R 0Observation®RFEHEZ HE T PostiViERER, ZiFERFEMAvalue-
conceptBREBRER KR TENETTRIB266919005Never smoker. EEFEANRA , HR
HE “EH R4,

SigV4

Sigv4

curl --request POST \

'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search' \

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header "Content-Type: application/x-www-form-urlencoded"

--header "Accept: application/json"

--data @search-observation.json

SMART on FHIR

#ZIdentityProviderConfiguration#iEZ# Y SMART on FHIR AR,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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}

i & A BUERMN lambda RO EMRR. BXESER , 55K OAuth 2.0 EA L,

Rl £ POST #1TR R

LTEB-FREE T EAEREE FHIR BIRXEMN RHI, POSTIXLRHIVER T MAEHIEEER
URLs.,

® Note
HealthLake #2812 #F SigV4 &4, BT AWS CLI #M AWS SDKsx#f FHIR LK) SMART
B

HealthLake X3 FHIR R4 RSB TE, EXEZEER , B5H RS,

Patient (age)

REFRTIEEFHIR PEMHNARER  BeHiHRAPatient BRERPHN - tE, FH
LT RBIFPatient ®RFH L HPOSTETERMNIER, UTERRHFEH BRI KR KeqiE R
1997 FHENM Ao

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/
_search

BEERRPEE 1997 F , FEBREXHHINMUAT TE,
birthdate=eql1997

Condition

FEAULTHAN Condition®BIRFERPOSTIRHIER, WERTIELMN HealthLake BIBFH P ERK
BEESTRBIE72892002,

BT EBERMUMIERE ., U TRERMUL RO,

POST https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Condition/
_search
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EREEERNESARB , BEBREXHRMUT JSON THE,

code=72892002

DocumentReference

E X HealthLakeDocumentReference®REHPOSTIRHIERNEFT LK B ARIESLE (NLP)
MER , BRATAHAXBRILER,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
DocumentReference/_search

EREEES|AMDocumentReferenceBRSH , BSHERSEHEKE, UTEHRNFHEREASZD
BRSBIERATERER NLP £ 81 Amazon Comprehend Medical API #4E,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal]
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

AT Rt Location®BIRFER X HPOSTIER, EREELE MW HealthLake BIEF M P E K it
HHIEWTREETTNALE,

EHIEEER URL MIERIEX, AT RERMULH RO,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location/
_search

ExEXRBostonFEE , BEBEREXFHRMATTE :
address=Boston

Observation

FERALT RHIFFObservation®REH KX HPOSTEFEENIER, EEFEHvalue-concepti®
REPREKRETRB , 266919005 X T~ KNever smoker,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search

EEEP =
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EIEERSNever smoker , iE7E JSON B IEXvalue-concept=266919005+ # TR E

value-concept=266919005

FHIR & — 31t 4 3!

AWS HealthLake BV 8RR 5| EERGETIRIEN KA —BMEE L1517, POSTH T RARE -3 ,
MRENERNERRSIEEFEH , WERSIENTRZE , BRERTFHERZERN N-1 M4,

AWS HealthLake BE AT LUE R EH G AR —BMERNTATR. FRARTUES “FEL—H
M ( ERERIATTH ) BB, B—BMHATERRSIEHFLENRIRN N1 AT EEE
RERP, XTATHFERERRSEHMEATHEEETERPFEAMERENAGZR, ERAUE
FAx-amz-fhir-history-consistency-leveli&ERFrkBEIXTITH

— R B
58— B

®EHRNx-amz-fhir-history-consistency-level: strongiREFFEEEMIZSE , SIEIL
BEHEFNERERSINIER, YFEEENFLNBRFTRN |, FEALIED,

RA—HM

RiEx-amz-fhir-history-consistency-level: eventual A{UREEEKIERRSIEH
MidKk. WRREE—HMERF , MXZEIATH.

RETBI
1. EFRR

POST <baseURL>/Patient
Content-Type: application/fhir+json
x-amz-fhir-history-consistency-level: strong

{

"resourceType": "Patient",
Ilidll: II123II’
"meta": {
"profile": ["http://hl7.o0rg/fhir/us/core/StructureDefinition/us-core-patient"]
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},
"identifier": [
{
"system": "http://example.org/identifiers",
"value": "123"
}
1,
"active": true,
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"gender": "male",

"birthDate": "1970-01-01"
}

2. REEER:

GET <baseURL>/Patient?_id=123

e

- SEBRVERKIEEFRNRRN , FEMAE -4
- EHRARLEATEEN —REBT , FHRL -
o« ER— TRV A A RE T M RE RN 2 [R) Y A 1

(® Note
— MR RELENERNRREERERPNEREE , BRI R R KR FHE.
H—IJHT\X amz-fhir-history-consistency-levelski& &R “strong” £EFNEIRM
ABEEFAEEM—13,
JH:IJJ BICEATEATHRAFLRERNEBETMSE (BIANERT , £ 2024 £ 10 A 25 HZ2 G54
BNMMEREFHEEE RN ) .
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FRS H FHIR #3E AWS HealthLake

EAZAHL AWS HealthLake ¥Rz, #HARMIH FHIR SHifEl., ERIUNSHESHITHN. 7
FSHESFUFIFO ( £ALH ) ARLAE, BANGREHSHES —HXNESHTH. WRIEER
179, WRFLRARNT, ESHAESHTHE , EAT0IE, EZE, EFHDMER FHIR &R

® Note

B L MEA FHIR R $export 4 #B4EM HealthLake BiiEEZ#E S H FHIR 35, BXES
8 , 55 R £ FHI HealthLake R § H¥#E $export,

N

T

- B3 FHR SHES

- R FHIR SHAESEHY
« Bl FHIR §HES

B3I FHIR & HES

StartFHIRExportJobf T M HealthLake #EZ# /B3 FHIR S HEl, UTRERHETRIES R
AWS EEZ&|&A M AWS CLI FIRRHE R~ AWS SDKs, BEXEZEER , i5Z® (AWS HealthLake
API Reference) H#J StartFHIRExportJob,

® &
HealthLake X# A T ETREHIERRN FHIR R4 T, Eit , FFEREHIEELL FHIR R4
BRSH

B3 FHIR & H 4l

RIEEZWPIF AR EEFEE AWS HealthLake,

FrSHES 154


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://hl7.org/fhir/R4/index.html

AWS HealthLake FRARIER

AWS CLI # SDKs

CLI
AWS CLI
B3 FHIR & H
A Rstart-fhir-export-job=ffii% 88 a{a A AWS HealthLake/g 3 FHIR § H{ES.
aws healthlake start-fhir-export-job \
--output-data-config '{""S3Configuration'": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn arn:aws:iam::(AWS Account ID):role/(Role Name)
M
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd0a8c@c26c49135a31"
}
« BX API WEMEER , BESH (AWS CLI 55 E) FH “E31 FHIRExport J ob”,
Python

EFF Python # SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
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return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.

:param kms_key_id: The KMS key ID associated with the output S3 bucket.

:param data_access_role_arn: The data access role ARN.
:return: The export job.

try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":
kms_key_id}

iy

DataAccessRoleArn=data_access_role_arn,
Datastoreld=datastore_id,
JobName=job_name,

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B3 AP fi¥4R1S 2 , %S Python BRAWS SDK 2 5 FHIRExportfErll (Boto3) APl 3

Z,
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® Note

EBEZHEXREE GitHub, £ AWS RELRHIFH#EFRERTER , T7HRMMAIITIR

—

BEMIZ1T.

SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, & AWS KRB ROIF#ERERTERG , THRMABITIR
EMIE1T,
TRY.

iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’

" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).

MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-

{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
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CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- B API WiFRIER | 155 1E SAP 9 AWS SDK 52 FHIRExport J ob ABAP AP| &
Z,

© =EIA AL
RATFFEOAE 7 FEARTANDLR L SRR R EEERAB R,

AWS 2% &

1. %3 HealthLake 5|8 LW EHIEF#TTH,
2. EEBIEFM
3. ERSH,

AT S WL
4 ERERE 5T BALTES

o HHBIEE Amazon S3 FHLE
o i hn%R

5. HEBRRRHL T , EREEANE IAM RFAANACEMNKERERZACTIERE IAM
y=h -

6. EHESFHEHIE.
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® Note

ESHEREYD , ETNHRIPEE LIER “E&lEL ID”, B LAEAIobIDXRIFERS HE
EEM AWSCLI, BXEZER , H2F KRB FHIR S HESE 4.

RE FHIR & HESBEH

DescribeFHIRExportJobf T M HealthLake HIEF# PR SHESEM. A THERHTE
EL TR AWS EEEH A M AWS CLI MR RHI AWS SDKs, BEXREZEER , BSH (AWS
HealthLake API Reference) HHJ DescribeFHIRExportJob,

® &
HealthLake X3 A T ETREBEHIBEREMN FHIR R4 T, ALt , FAEREIKIEELL FHIR R4
BRXSH

iR FHIR S H 4l
RIFEHY T B R 475 2 3K 8 AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
iR FHIR § H 4l

LA Rdescribe-fhir-export-job RHIGEAIMMIEFERK FHIR SHESH AWS
HealthLakel& 1.

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd0a8c0c26c49135a31

i
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"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

.
"DatastoreId": "(Data store ID)"

O

- BXx APIFMAER , HZ (AWS CLI 55 E) #i “JEik FHIRExport J ob”,

Python

i& A F Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
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Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

- B AP WFER | 15558 Python BRAWS SDK AR EiRFHIRExportfEll (Boto3) API 3

Z,
(@ Note
EREEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNARHITIR
BEMIZ{T.
SAP ABAP

EATF SAP ABAP By SDK

@ Note
EBEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THNFRHITIR
BEMIZ{T.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
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" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n405p6"’
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- A% APl iFS 2 , ST SAP iy AWS SDK sk FHIRExport J ob ABAP APl £
Z,

© =EIA AL
RATFFEOAE 7 FEARTANDRE L RER R EEERAB R,

AWS 2% &

(@ Note

HealthLake ###|& L% 8 FHIR S HESERE, KR , AWS CLI ERwit
DescribeFHIRExportJob h3RiERSFHESEM , HlalJobStatus. BEXEZEER |, ES
E AT L&Y AWS CLI R,
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Pl FHIR & HESS

AT%IListFHIRExportJobsi HealthLake BIEF W FHIR S HES . UTHXRRH TRIESR
AWS EEZEIS F AWS CLI M REERH] AWS SDKs, EXEZEE |, i5Z R (AWS HealthLake
API Reference) F#Y ListFHIRExportJobs,

® &
HealthLake X3 A TETREBHIBEEMN FHIR R4 G, Rtk , FrEREIKIEELL FHIR R4
BRASH

5l FHIR §H1E5
AR EH L MR £ T K 82 AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
FIHFFE FHIR & H4EL

BATF list-fhir-export-jobs RHERT AR ZGSESESKF KNS HAELT]
Ko

aws healthlake list-fhir-expoxt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

i

"ExportJobPropertiesList": [

{
"ExportJobProperties": {
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"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl1l45fbb27b192af392f8cebe7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastoreId": "(Data store ID)"
}
}
]
}

O

- BX APIHiFMEER , 51 (AWS CLI i 55ZE) F# “Fl HFHIRExportfEill”,

Python

i& A F Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,
datastore_id: str,
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job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.

:param submitted_after: The export job submitted after the specified

date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",
err.response["Error"]["Message"],
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raise

- B3 AP fi¥4R1S 2 , %S Python BRAWS SDK 5l i FHIRExportfErl (Boto3) APl 3

Z,
(@ Note
EREEZHKRIEL GitHub, £ AWS KB REIFEEFEKRTERA , THRNARHTIR
BEMIZTT.
SAP ABAP

EATF SAP ABAP By SDK

(@ Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFRHITIR
BEMIZTT.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_export_jobs ).
MESSAGE |[Found { lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« BX API HiF4ES |, S 19% SAP B9 AWS SDK 5l HFHIRExport#Ell ABAP APl &
Z

® TBIRAM
BAEREBENAR? ERARANDE LN RERR 88 FRAB RO,

AWS 2% &

® Note
HealthLake ##|& L% H FHIR S HESES. MREEMA with 5] AWS CLI
ListFHIRExportJobstiFiE FHIR S HESH. BXEZER , HSHA N LK AWS CLI 7~
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£ A B85 = HealthLake 5l AWS SDKs

LUR RS R I35 BB 2] HealthLake EF AWS 4T % EH (SDK).

RERKBEEFNRBER , YAELTXXHET. BALEIRET BOMERAENRSEE , &7
LB EHBEXZ RN ETXERRE,

BX S AWS DK AR EIEREMRB RO TEIIXK , 5SRHealthLake 5 AWS SDK —iE2fEH, AF
BRIFEXAIINEEURERLHN SDK IRAWIFMER,

RERN]
.« FAMNEZRTR HealthLake 5] AWS SDKs
« HealthLake f£ F#Y#R4E AWS SDKs

+ CreateFHIRDatastore5 AWS SDK = CLI & fE
+ DeleteFHIRDatastore’5 AWS SDK 5 CLI B & £
+ DescribeFHIRDatastore’5 AWS SDK = CLI i &
« DescribeFHIRExportJob5 AWS SDK = CLI & A
+ DescribeFHIRImportJob5 AWS SDK = CLI B2 &/
» ListFHIRDatastores&5 AWS SDK = CLI & £ FH
+ ListFHIRExportJobs&5 AWS SDK = CLI Bt &1
+ ListFHIRImportJobs& AWS SDK 5 CLI B2 & fEH
« ListTagsForResource5 AWS SDK = CLI| B.& 1
« StartFHIRExportJob5 AWS SDK = CLI & 1FH
+ StartFHIRImportJob5 AWS SDK = CLI Bl &1
+ TagResource 5 AWS SDK = CLI & & £ F
+ UntagResource 5 AWS SDK =, CLI Ei&

FE RN EAX R HealthLake 5] AWS SDKs

UTRBRANGEA A ER with B9 &% AWS HealthLake HIiR AWS SDKs.
=l

-_Z&Hlﬁ%gnhgake_fiﬁm&ﬁ AWS SDKs
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« CreateFHIRDatastore 5 AWS SDK = CLI Ei& £ A

+ DeleteFHIRDatastore 5 AWS SDK = CLI Bt &£

« DescribeFHIRDatastore 5 AWS SDK & CLI Bt &£/
+ DescribeFHIRExportJob& AWS SDK 5 CLI #ii & 5 F
« DescribeFHIRImportJob5 AWS SDK 3 CLI E& &
+ ListFHIRDatastores5 AWS SDK =% CLI Bt &

+ ListFHIRExportJobs5 AWS SDK = CLI B & &

« ListFHIRImportJobs5 AWS SDK 3 CLI B2 {E

+ ListTagsForResource 5 AWS SDK B CLI Bi& fF

« StartFHIRExportJob5 AWS SDK = CLI &1 A

« StartFHIRImportJob5 AWS SDK = CLI & &6

+ TagResource 5 AWS SDK = CLI &l & £ F

+ UntagResource 5 AWS SDK =} CLI &M

HealthLake A IR/E AWS SDKs

LT REGRBIER T AR ITE A HealthLakel®#E AWS SDKs, BN REIEEE —/ 8@ 8E1E
GitHub , BRI A EE AR KB BEXRREMNZTRBARHA,

LT RGN BIEREANRIE, BXZTEIRK , 55 AWS HealthLake APl &2,

]|

+ CreateFHIRDatastore 5 AWS SDK =, CLI & F
DeleteFHIRDatastore 5 AWS SDK =% CLI Bt &

« DescribeFHIRDatastore 5 AWS SDK 5 CLI fit &1 A
» DescribeFHIRExportJob5 AWS SDK = CLI Bt & H
+ DescribeFHIRImportJob5 AWS SDK = CLI Bi &1
« ListFHIRDatastores5 AWS SDK = CLI Ei & & A

. ListFHIRExportJobs5 AWS SDK 8 CLI ER-&1E

« ListFHIRImportJobs& AWS SDK = CLI B & A

+ ListTagsForResource 5 AWS SDK & CLI B2 &

. StartFHIRExportJob5 AWS SDK = CLI E & 1
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- StartFHIRImportJob5 AWS SDK = CLI &l & £
« TagResource5 AWS SDK 5 CLI B2 & fFH
« UntagResource’5 AWS SDK = CLI & 1F

CreateFHIRDatastore5 AWS SDK & CLI Bt &

AT RGERMAIER CreateFHIRDatastore,
CLI

AWS CLI
RO 1 Bl Sigvd HIBIEEME HealthLake

AT create-fhir-datastoreR"IER T AR 1E A B I A BB F M AWS HealthLakeo

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--datastore-name "FhirTestDatastore"

L7l o

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/x4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",
"DatastoreId": "(Data store ID)"

Tl 2 - EXF FHIR BWEIEE# L8122 SM HealthLake ART

Bl TFcreate-fhir-datastore/REER T WAEHRF A FHIR WEIEE® ESIEFH
SMART, AWS HealthLake

aws healthlake create-fhir-datastore \
--datastore-name "your-data-store-name" \
--datastore-type-vexrsion R4 \
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--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { "CmkType":
"CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId": "arn:aws:kms:us-east-1:your-account-
id:key/your-key-id" } }' \
--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json AR :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

7l e

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/x4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

\

- BX API HEAEE , S WFHIRDatastore {AWS CLI @ 53%E) HH “BlEE",
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Python

& AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
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and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

LUTRBERTEM FH HealthLake IR 3B 7% L&Y SMART S8R A1,

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",

"foo",
1)
"grant_types_supported": ["client_credential", "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],
"management_endpoint": "https://ehr.example.com/user/manage",
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"introspection_endpoint": "https://ehr.example.com/user/
introspect",
"revocation_endpoint": "https://ehr.example.com/user/revoke",
"code_challenge_methods_supported": ["S256"],
"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
1,

}
# TODO: Update the IdpLambdaArn.
identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),

}

data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

- B3 API WiEME A | ST Python AWS F % T EGFHIRDatastoreH 12 (Boto3) AP

2%,
@ Note
EHEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , 7HRNFRHITIR
BEMIZTT.
SAP ABAP

EATF SAP ABAP By SDK

(® Note
EHEZHKRIEL GitHub, £ AWS KB REIFEEFERTERA , THRNFHTIR
BEMIZTT.
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TRY.
" iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- BX API NFHEE | 1527 SAP B AWS SDK FHIRDatastore H €| ABAP APl 2%,

BX S AWS DK FF R EFEEMAB REINZEREIIK , FS[HHealthLake 5 AWS SDK —i#2 A, A=
BEBEBERANNEEUREXRLAH SDK IRAHFEARESR.

DeleteFHIRDatastore5 AWS SDK = CLI B & £
TR RBETRMIEA DeleteFHIRDatastore,
CLI
AWS CLI
kR FHIR SR 4%

AT delete-fhir-datastore RHERIMABIBRIBFEFEREFNFFIERNS AWS
HealthLake,
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aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

i

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",
"DatastoreId": "(Data store ID)"

« Bx API NFELR |, S FHIRDatastore {(AWS CLI fs55Z) F19 “HER,

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:

Deletes a HealthLake data store.
:param datastore_id: The data store ID.

try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
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except ClientError as err:
logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

- BX API 4SS , 1§21 Python FHIRDatastore AiXAWS SDK ] & (Boto3) APl 2

Z,
(@ Note
EHEEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THRNFHITIR
BEMIZ{T.
SAP ABAP

EATF SAP ABAP By SDK

@ Note
EHEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THNARHITIR
BEMIZ{T.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(1lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
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lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- BX API HNFHER , iHZ 7 SAP B AWS SDK FHIRDatastore Hffll (k ABAP APl 2%,

BX SAWS DK AR EBIEEMRB RHIHNTEIIR , 5SRHealthLake 5 AWS SDK —iE2fFH, AE
BEBIEEXANTNERUREXEHH SDK IRANEMAER,

DescribeFHIRDatastore5 AWS SDK = CLI B &
UTRBREERMAEEA DescribeFHIRDatastore,
CLI
AWS CLI
R FHIR BB 1764

LA TFdescribe-fhir-datastore REER T MAEAHRERBIEEHNVEME AWS
HealthLake,

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6¢c513ce899f9%4f66a59"

i

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
},
"SseConfiguration": {
"KmsEncryptionConfig": {
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"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

- BX API i¥MER | 2 FFHIRDatastore (AWS CLI 53 £) iy “fiik”,

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
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Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],
)

raise

- BXx APl HWiFMER , HSER T Python BMAWS SDK (Boto3) APl $#£FHIRDatastore#
Y R,

(® Note

EBEZHEREE GitHub, £ AWS REBRHIFHEFEFRERTER , THRMMIITIR
BERMIE1T,

SAP ABAP

EAT SAP ABAP iy SDK

(® Note
EHEZHRIEL GitHub,  AWS KB REIEEEFERTERA , THRNFZHETIR
EMIZTT.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->describefhirdatastore(
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iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- X APIWFHEER , HSHERT SAP B AWS SDK ABAP API 2#2FHIRDatastore¥
Ky HE R,

BX S AWS DK FF R EIEmMRE RO TEIIEK , S @HealthLake 5 AWS SDK —iE2fEH, AF
B BEEXANTHEBRUREX LK SDK RAMWFMAER,

DescribeFHIRExportJob5 AWS SDK = CLI Bt &£ A
AR R REE RIS DescribeFHIRExportJob,
CLI

AWS CLI
IR FHIR S4B

LA Fdescribe-fhir-export-jobRHIEAIMMIEFERK FHIR S HESH AWS
HealthLake/& 1.

aws healthlake describe-fhir-export-job \

R 5


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

AWS HealthLake FEANGIER

--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd0a8c0c26c49135a31

L7l e

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"QutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

1,
"DatastoreId": "(Data store ID)"

« BX APIHFMEER | 550 (AWS CLI ®H5¥E) Hi “#EiR FHIRExport J ob”,

Python

AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

BE 182


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/describe-fhir-export-job.html

AWS HealthLake FEANGIER

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
DatastoreId=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- B API WFMER | 15558 Python BRAWS SDK AR EiRFHIRExportfEll (Boto3) API &

Z,

(@ Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFRHITIR
BEMIZTT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« BX APIHiFELR | S UE SAP B AWS SDK ##iR FHIRExport J ob ABAP AP| &
Z

BX S AWS DK AR EIEmMRE RO TEIIEK , 5SR@HealthLake 5 AWS SDK —ifE2fFEH, AF
B BIEEXANTNEBRUREX LK SDK AW FMAER.
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DescribeFHIRImportJob5s AWS SDK 5 CLI it & F

LRI REERINAEH DescribeFHIRImportJob,
CLI

AWS CLI
iR FHIR § Ak

A Rdescribe-fhir-import-jobRfili% A an{a £ A AWS HealthLake®* > FHIR § A{E%
B .

aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f

i

"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"Datastoreld": "(Data store ID)"
}

- BX APIHiFMEER , 5 (AWS CLI i w5ZE) FI “iEiR FHIRImport J ob”,

Python

i& A F Python B9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- B API WiFIER | 155 Python BRAWS SDK H{EiRFHIRImport{Ell (Boto3) APl 2

Z,

(@ Note
EREZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , T7HRNAHITIR
BEMIZTT.
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« BX APIHiFHELR | S SAP B9 AWS SDK ##iR FHIRImport J ob ABAP APl
Z

BX S AWS DK AR EIEmMRE RO TEIIEK , 5SR@HealthLake 5 AWS SDK —ifE2fFEH, AF
B BIEEXANTNEBRUREX LK SDK AW FMAER.
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ListFHIRDatastores5 AWS SDK = CLI & fEH

UTRBREERMAEEA ListFHIRDatastores,
CLI
AWS CLI
5 FHIR iR 176

AT 1list-fhir-datastores ~5li% B3 anal 6F A iZ dn 5 LA K A P 20T AR 38 o Y BUR 2 IR A TR
kLR AWS HealthLake,

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

i

"DatastorePropertiesList": [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
},
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY™",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/

<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R&4",
"CreatedAt": 1603761064.881,
"Datastoreld": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false
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« BXx APl WiF4ER , FSFFHIRDatastores {AWS CLI & 55#E) i “FI&K",

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthlLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token = None

L]

datastores

# Loop through paginated results.
while True:
parameters = {}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertieslList"])
if "NextToken" in response:
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next_token = response["NextToken"]
else:
break

return datastores
except ClientError as err:
logger.exception(

"Couldn't list data stores. Here's why %s", err.response["Error"]
["Message"]

raise

- BX APIHiFMEER |, ESIER T Python BIAWS SDK (Boto3) APl $ZFHIRDatastores

CEPIER
(® Note
EREZHKREER GitHub, # AWS KB REIEEEFERTERA , THRNFZHTIR
EMIZTT.
SAP ABAP

EAT SAP ABAP iy SDK

(® Note
EHEZHREER GitHub,  AWS KB REIFEEFERTERA , THRNOFZHTIR
EMIZTT.
TRY.

oo_result = lo_hll->listfhirdatastores( ).

DATA(lt_datastores) = oo_result->get_datastorepropertieslist( ).

DATA(1lv_datastore_count) = lines( lt_datastores ).

MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE lv_error TYPE 'I'.
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RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- BX AP HEARELE , HSFEER T SAP #9 AWS SDK FHIRDatastores # %I tH ABAP API
2Z,

BX SAWS DK AR EIEREMRB RO TEIIER , 5S R HealthLake 5 AWS SDK —iE2fFH, AF
BEBEEXANTNERUREXEHH SDK IRANEMAER,

ListFHIRExportJobs5 AWS SDK = CLI Ei& £/
LR RBREERINMER ListFHIRExportJobs,
CLI

AWS CLI

SIHFFE FHIR & H4E

AR 1list-fhir-export-jobs RAER T MAFER ZB T EE SKF KBNS HEIF
o

aws healthlake list-fhir-expoxrt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

i

"ExportJobPropertiesList": [
{

R 5
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"ExportJobProperties": {
"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastorelId": "(Data store ID)"
}
}
]
}

- BX APIHiFHESR |, B30 (AWS CLI H552E) F# “Fl HFHIRExportfEill”,

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,

BReE
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datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.

:param submitted_after: The export job submitted after the specified

date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",

BReE
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err.response["Error"]["Message"],

)

raise

- B AP WFMER | 1555 Python BRAWS SDK " 5l i FHIRExportfEill (Boto3) API 3

Z,
(@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THRNFHITIR
BEMIZTT.
SAP ABAP

EATF SAP ABAP By SDK

@ Note
EHEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERS , THRNARHITIR
BEMIZ{T.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_export_jobs ).
MESSAGE |Found { 1lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- B3 API WSS | {55 7E SAP 9 AWS SDK %51 HFHIRExport{Ell ABAP APl 3
x,

BX S AWS DK FF X EIEmMARE RO TEIIEK , i5SR@HealthLake 5 AWS SDK —ifE2fEH, AE
L BEEXATNEBRUREX LK SDK AW FMAER.

ListFHIRImportJobs5 AWS SDK = CLI Ei& 5/
TR RBREVERIMFER ListFHIRImportJobs,
CLI
AWS CLI
HIHFTE FHIR & A4

LA list-fhir-import-jobs RHER T MAFERAZmSEESK /A XBKNAES AFL
OETEN

aws healthlake list-fhir-impoxt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-after (DATE like 2020-10-13T19:00:00Z ) \
--job-name "FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

i
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"ImportJobPropertiesList": [
{
"JobId": "c@fddbf76f238297632d4aebdbfc9ddf",
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastoreId": "(Data store ID)",
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
I
"JobOutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645cb-

e564-4981-8672-9e012d1ff1la0"

}

},

"JobProgressReport": {
"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": 0.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerErroxr": 0,
"Throughput": 0.0

iy
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"
}
]
}
- BX APIHFMAEE , i85 (AWS CLI 8 £5E) i “Fl EFHIRImport/Eill”,
Python
i& A F Python #9 SDK ( Boto3 )
@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
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if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API HiFMEE |, i35 Python lRAWS SDK A %I HFHIRImport{E il (Boto3) API &

Z,
(® Note
EREZHKRIEER GitHub, # AWS KB REIEEEFERTERA , THRNOFHTIR
EMIZTT.
SAP ABAP

EAT SAP ABAP iy SDK

(® Note
EHEZHRIEL GitHub,  AWS KB REIEEEFERTERA , THRNFZHETIR
EMIZTT.
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
IF iv_submitted_after IS NOT INITIAL.
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oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« BX API ¥ EES |, 5S04 SAP B AWS SDK #5|HFHIRImportfElll ABAP APl 2
Z

BX S AWS DK FF R EIEmMRB RO TEIIXK , 5SRHealthLake 5 AWS SDK —ifE2fFH, AF
BRI/ EXAITINEEURERLHN SDK IRAWIFMER,

ListTagsForResource5 AWS SDK = CLI B2 & EH
LTFRERGERMAIEER ListTagsForResource,
CLI
AWS CLI
I HBEFHENRE

LR list-tags-for-resource Rl%5 H S5 EBIEFM <BKIFRZ,
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aws healthlake list-tags-for-resouxce \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"

L7l e
{
"tags": {
"key": "value",
"keyl": "valuel"
}
}

« BX APl HEER |, BHSIIAWS CLI sa 3 EListTagsForResource H Y,

Python

&R T Python 8 SDK ( Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
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)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource
resource_azrn,
err.response["Error"]["Message"],

[J

%s. Here's why %s",

)

raise

- BX API HiFEER , S E&EAListTagsForResourceF Python BIAWS SDK (Boto3) API

2%,
(@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , T7HRNFRHITIR
BEMIZ{T.
SAP ABAP

EATF SAP ABAP By SDK

@ Note
EBEEZMKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNARHITIR
BEMIZ{T.
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
DATA(lo_result) = lo_hll->listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex.

CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).

lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.

MESSAGE 1lv_error TYPE 'I'.

RAISE EXCEPTION lo_notfound_ex.

ENDTRY.

- BX APIHFMEER , BSHEMListTagsForResourceF S AP BIAWS SDK ABAP API &
Z.

BX SAWS DK AR EBIEEMRB ROIMNTESIR , HSRHealthLake 5 AWS SDK —iE2fffH, AF
BEBIEEXANTNERUREXEHH SDK IRANEMAER,

StartFHIRExportJob5 AWS SDK = CLI &
AT RERBERUMMAER Start FHIRExportJob,
CLI

AWS CLI

Bz FHIR &4l

LA Fstart-fhir-export-jobR Bl A aMmE A AWS HealthLake/F 3 FHIR § HE5

aws healthlake start-fhir-export-job \

--output-data-config '{"S3Configuration": {"S3Uri'":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn arn:aws:iam: :(AWS Account ID):role/(Role Name)

i

"Datastoreld": "(Data store ID)",
"JobStatus": "SUBMITTED",
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"JobId": "9b9a51943afaedd0a8c@c26c49135a31"

- BX APIHFMEER |, 50 (AWS CLI i 552E) H# “FE3) FHIRExport J ob”,

Python

iEA T Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.
try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
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"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":

kms_key_id}
},
DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,
JobName=job_name,
)

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B API liF4{E R , 551 Python lRAWS SDK /5 3 FHIRExport{Eil (Boto3) APl &

=1
(@ Note
EHEZHKREER GitHub, # AWS KB REIEEEFERTERE , THROFZHTIR
BMIZIT.
SAP ABAP

EAT SAP ABAP iy SDK

(@ Note
EHEZHKREER GitHub,  AWS KB REIFEEFERTERE , THROFZHTIR
BMIZIT.
TRY.

iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’
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" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- B3 APl HiFS 2 , ST SAP iy AWS SDK #1531 FHIRExport J ob ABAP APl £
Z,

AR S AWS DK FF R EEEMAB RHAINTRSIK , §5MHealthLake 5 AWS SDK —i2fEfH, A=
BEBEAXRATHNERUARBRLA SDK IRARFHAE S,
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StartFHIRImportJob5S AWS SDK = CLI BZ& A

FRARER

DTFRBROVERMAER StartFHIRImportJob,

CLI
AWS CLI
B3 FHIR § ARl
A Rstart-fhir-import-job=fili% 88 t{a A AWS HealthLake/g 3 FHIR § A%,
aws healthlake start-fhir-import-job \
--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \
--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"
L7l o
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f"
}
- BX APIHFMEER | B30 (AWS CLI ®552&) #i “E3) FHIRImport J ob”,
Python

AT Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.
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health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,

1,
DataAccessRoleArn=data_access_role_arn,
DatastoreIld=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise
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- BX API HiFMEE |, i35 Python lRAWS SDK A /Z 31 FHIRImport{Ell (Boto3) API &

Z,
(® Note
EREZHRIEER GitHub, # AWS KB REIFEEFERTERE , THRNFZHTIR
EMIZTT.
SAP ABAP

EAT SAP ABAP Y SDK

(® Note
BB ELZHEXREER GitHub, £ AWS RIBRAIFRERERTERS , 7HMOMABHITIR
EMZ1T,
TRY.
" iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'
" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)

iv_dataaccessrolearn = iv_data_access_role_arn
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iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- B3 API WiFMIEE | 1557 SAP 9 AWS SDK #1232 FHIRImport J ob ABAP APl 3
Z,

AKX S AWS DK FF R EREEMAB RHOIBTRIIK , FSHHealthLake 5 AWS SDK —i2fEH, A=
BEBFEAXRAHERARBRLBA SDK IRARFHAE S,

TagResource5 AWS SDK = CLI B4
B TR EB R BIE R A 558 TagResources
CLI
AWS CLI
B 12 R IR &
BT tag-resource RAIE R G E BB 1745 R AR

aws healthlake tag-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f43071f263e16fd56b6d8ebdbe" \
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--tags '[{"Key": "keyl", "Value'": '"valuel'}]'

bR A R A

o

- BX APIWEAFELE , 5SHAWS CLI s 55 #E TagResource i,

Python

EATF Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_arn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise
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- BX API HWEFEAEE , B HERATagResource T Python BAWS SDK (Boto3) APl &%,

(@ Note
BB EZMHEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7HNAHITIR
BENE1T.
SAP ABAP

EAT SAP ABAP iy SDK

(@ Note
EHEZHREER GitHub, # AWS KB REIEEEFERTERE , THROFZHTIR
BMIZIT.
TRY.

" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.
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- BX API WFHMEE. , ES &M TagResource T S AP ®JAWS SDK ABAP APl £&,

BX S AWS DK FF R EFEEMAB RHINTERIIK , FS[HealthLake 5 AWS SDK —i#2 A, A=
BEBEBRANNEEUREXRLAH SDK IRANEAER.

UntagResource5 AWS SDK = CLI B2 & FEH

LT RBROVERINAEER UntagResource,

CLI
AWS CLI
MBI P BRRIRE
LR untag-resource RALERIAMNBRIEZE P BERIRZ,
aws healthlake untag-resouxce \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa" \
--tag-keys '["keyl"]'
Ao R IR
- BXx APl HWiFMER , IHSFIAWS CLI tn 52 #& UntagResource 1KY,
Python

i& A F Python #9 SDK ( Boto3 )

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)
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def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],
)

raise

« BX API HiFELR | S 195&E A UntagResourceF Python BIAWS SDK (Boto3) API &

Z,
(® Note
EREZHKRIEER GitHub, # AWS KB REIEEEFERTERE , THRNFZHTIR
EMIZTT.
SAP ABAP

EAT SAP ABAP iy SDK

(® Note
EHEZHREL GitHub,  AWS KB REIEEEFERTERA , THRNFZHETIR
EMIZTT.
TRY.
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" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« BX API iF4EES |, S 9EAUntagResource T S AP BIAWS SDK ABAP AP| 3%,

BX SAWS DK AR EIEmMRB RO TEIIEK , 5SRHealthLake 5 AWS SDK —iE2fFH, AF
BRI/ EXAITINEEURERLHN SDK IRAWIFMER,
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B4 AWS HealthLake

LU AWS RS EZEEE K AWS HealthLake , ARTIERWN B RBESLAIE, SQL ERAMBIELE,

« Amazon Comprehend Medical  —IfF& H IPAA BB BAREBSLHIERS (NLP) , EEAYES
S2IENEERCEZXADIEREENNRERE. HealthLakeBEXEZER , BSHLEH
Comprehend Medical Ff X &1/,

« Amazon Athena R —IRBEREIHRS , R IFEFERRAE SQ HealthLake L B0 T S E £ 7F
i BRSS (Amazon S3) FHEMHPWEIE. BXEZELR , BSHIL % Athena FF X EIE™,

FT
- ERNBERIESLE (NLP) BT HealthLake
« £ Amazon Athena Zif] HealthLake #3&

£ BERIESLE (NLP) BT HealthLake

AWS HealthLake 2 ERH BAIBSLIE (NLP) FE |, AT, RBIFRE F
DocumentReferenceHIR BIRE R A FME MY IEE L BTE.

® BEERTF
FVEE R NLP BR1A HealthLake & FRARDS. EFEITH |, EEARIIFRHIAWS Support
Center Console, ZRIZEBHRY| , BEEFZEN AWS K HixFCIERG,

HealthLake £/ NLP #9 T4 R 28 H Amazon Comp DetectEntities-V2 rehend M
InferICD1@-CM edical fl API #4E, InferRxNormiX &R {EIFHLE RERRIRMY E M0
F|DocumentReference®FEH, 2 Amazon Comprehend Medical API #4E# M Z], DIAGNOSISHI/
HAVHFHERISYMPTOM , SIGNEA IR 4R FHIR #R. Linkage#iObservation®fRConditionHl#
SREPRRASIGN, SISMERISE{EBIZESYMPTOM , DIAGNOSISH A ZLinkage B RN S8 ZEIR
X,
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® Note

RE X #EET HealthLakefE X NLP &£ X FHIR BJRGETiER , {8 FHIR APl search IhiEH]
X, BEFTHNMAFERS Athena HealthLake BIERKIEEZENLP ¥ & |, 55 H. SQL &
5| F1 i

H3x

- HealthLake SERXHY NLP &

- £/ FHIR REST API X &

* HealthLake £5K NLP B2 RS
* HealthLake £/ NLP RAIFER

HealthLake £/ HY NLP E

HealthLake £/ Amazon Comprehend Medical FE#KifEDocumentReference®IREE
HEIMNBIE. Amazon Comprehend Medical APl DetectEntities-V2 #4EInferICD10-
CM , InferRxNormF KRB M NS, BUUREERRRM T TR,

A BEXE
Amazon Comprehend Medical AP| & /E{X 4 N & 3L A AR Y BS Fr SR8

+ DetectEntities-V2 : REZMET XEWIGKXA , HIREEXECIINWFBERFE , HlnEaEELs,
EMEEED .

o HEMWT ICD10-CM : UIRAFEARNMBEIERPIHNETRR , HEXEXESZHRTEAL (WHO)
ENNEHEmp RS R OEREESKIT RO ICD-10-CM &R EE B i FR AL L S AR IR AT 2 B 2 R,

+ InferRxNorm: AN N B HICFRF I HNEE | HEESZEEREFEBIE RxNormEIEE
VPR AL BE S AR IR BT R B RE 3R

BN AP| BEXEMISFIERSIGNSYMPTOM, FIDIAGNOSIS, MR BISE  MEAFECIMERNFTE
FHIR WV BREFAMBIBBEFHEINWABMNE, HealthLake
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Ay BREFINE,

« DocumentReference : Amazon Comprehend Medical API &R & RIF/EN extension—PR
INEERERPPHENLP, DocumentReferenceV EMNER D AFA, RAILRIBEEIIES
RPHREIENIURL,

* http://healthlake.amazonaws.com/system-generated-resources/

o XERHAEIFMABFIREE HealthLake,
 http://healthlake.amazonaws.com/aws-cm/

« ¥ Amazon Comprehend Medical API & /ERY R a5 HIR B BN BIEFMH P, HealthLake

« Linkage : lWEREBEEZHTER NLP MARMFAIEN ., FNEFETMGETIERLinkage iR B4
BERRNIIR, EBRERABNRLinkage T HealthLake , HEHRAMA "tag": [{"display":
"SYSTEM_GENERATED"}]#EX., ET#EX Linkage ¥ FHIR BN EZEL , 21 FHIRR
4 XHLinkage®

- FI ¥ Comprehend Medical IZ2E M4 KK FHIR FIRER,

« Observation : @ Amazon Comprehend Medical APl DetectEntities-V2 REMNSE
RInferICD10-CMEARAFHEMIRY o SIGN SYMPTOM

« Condition : ‘2% Amazon Comprehend Medical APl DetectEntities-V2 1§
fEInferICD10-CMAYLE RUKAFE(IBI F7E. DIAGNOSIS

« MedicationStatement : B#EI 5% Comprehend Medical APl ##4ER R, InferRxNorm

£/ FHIR REST APl X &

RINERT , EAHBERNTLIRE Amazon Comprehend Medical AP 2ER N BIMV4SE. GETEE
EEM NLP BENER , XAIDALLT FHIR BREREIEESHH,

* Linkage

* Observation

« Condition

* MedicationStatement

DocumentReference®iRI R 2~ H\BY HealthLake £ NLP i@ /ENE R ETGETHERKE , Ho
FEEMIDE HEE3XH Amazon Comprehend Medical APl EH & R,
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FRARER

HealthLake £ NLP HJiE =S

T&RHIH T HealthLake £ NLP M AT RE 1%,

HealthLake NLP #9318 RS
BRSH
detecte ntities-entity-category
detecte ntities-entity-text
detecte ntities-entity-type
detecte ntities-entity-score
infer-icd10 cm-entity-text
infer-icd10 cm-entity-score

infer-icd10 cm-entity-concept-code

infer-icd10 cm-entity-concept-description

infer-icd10 cm-entity-concept-score

infer-rxnorm-entity-score
infer-rxnorm-entity-text

infer-rxnorm-entity-concept-{{ i3

infer-rxnorm-entity-concept-1#&

infer-rxnorm-entity-concept-7- 8t

B3R LT BRY PTEC I

CM # B9 DetectEntities F# B RIK AL H AWS
CM # B9 DetectEntities ¥ & P RIKAE LA AWS
CM ¥~ B DetectEntities F# B HHISZAKLE AWS
CM ¥~ B DetectEntities F# B K45 8 AWS
CM ¥ R H#HT ICD1 OCM FH B PRYSEHA A AWS
CM ¥ B #if ICD1 0OCM FH BRI KD AWS

CM ¥ B+ H Infer ICD1 OCM ¥ B FHIE=AEE=1K
5 AWS

CM ¥ B HH Infer ICD1 OCM F¥ B R SS{A B =4
R AWS

CM ¥ B Infer ICD1 OCM F¥ BRI L5
#} AWS

CM ¥ B H InferRxNorm F¥ B YKk 5 ¥ AWS
CM ¥ B H InferRxNorm ¥ B H YK AR AWS

CM ¥ B InferRxNorm F¥ & P AL 2K 55
AWS

CM ¥ B InferRxNorm F¥ B YRRl S48
AWS

CM ¥ B InferRxNorm F¥ & Y SR8 2.0 2K
AWS

BRSH
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FRARER

HealthLake 1243 KB R CEEntityTextMEntityCategoryB TR —SEEH &M, TRIERT

X FH KRB RS H HealthLake,
BREMY

BRSH

detecte ntities-entity-text-category

detecte ntities-entity-type-score

detecte ntities-entity-text-score

detecte ntities-entity-text-type

detecte ntities-entity-category-score

infer-icd10-cod cm-entity-text-concept e

infer-icd10-scor cm-entity-text-concept e

infer-icd10-concept-scor cm-entity-
concept-description e

infer-rxnorm-entity-text-#t =X 53

infer-rxnorm-entity-text-#8 = 2

iR 3] #Y P B I

R DetectEntities ¥ B EDH — N E4KE BT THE
EntityText #1 EntityCategory,

R F DetectEntities B EDH — N KERE AT TE
EntityType # EntityScore.

IR ¥ DetectEntities B EDH — MK E BT TE
EntityText #1 EntityScore.

R DetectEntities T BHEDH — PN EK[E A T
EntityText # EntityTypeo

MR EDLH—NREFR & EntityCategory
EntityScore #HPLHL,

R Infer ICD1 OCM i BHELHF —IEMEKE
EntityText Cf , H B ZE@#EDE—NEZABLTHE
#) ConceptCode,

R Infer ICD1 OCM ¥ BHELF —IEHKE
EntityText f , HBZE@®EDE NS5 BHETE
#9 ConceptScore,

Infer ICD1 OCM F¥ BHHREHRREELE -
S5 S#RF ConceptScore HITEL,

R InferRxNorm ¥ B EDE —N 5 EntityText
EEHEE , A ZZAEZEDPE—NSZABTEEN
ConceptCode,

MR InferRxNorm ¥ BHREDF M5
EntityText It fg , H B ZEHEDLE N5 HHE THE
#J ConceptScore,

BRSH
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BRSH iR =] B T EL 5

infer-rxnorm-entity-concept-description- MR InferRxNormF¥ BHFHKMEHFELH -
concept-score S 23 AF ConceptScore #8 EHL

HealthLake &£ NLP RBlIiER
A~ 1 RELE HealthLake #iiEFE# H YPatientid &

UTRETEERET AR SPatient A IGEKRIZ R RS

® ARHLE
LT ROPHNARERANE , TEEZRFBRERESR (PHI).

1991-08-31

# Chief Complaint

- Headache

- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
- Nasal Discharge

- Cough

# History of Present Illness
Jer6nimo599 is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.
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# Medications
No Active Medications.

# Assessment and Plan
Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

RE—T , XEEEERRP L base6s &N miB, DocumentReference =4 344 UK =
HealthLake # B Amazon Comprehend Medical APl I##EZK G , EEFER , Bu LN ERERE
BGETH ., DocumentReference

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

2 Amazon Comprehend Medical API 84K jE , EEFEIUTAENEEPERXLEREX
extension "url": "http://healthlake.amazonaws.com/aws-cm/"

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"
3,
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The AWS HealthLake integrated medical NLP operation was successful."

}

UM~ ERT WARTERIREEE HealthLake FiEfF & PR SR EST 12 %,

DocumentReference

EEEFH -/ DocumentReferenceBREHNLR | BERBKFER RN SGETA HIER, id
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GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eead9586¢c46ed

BIfE , Z0F3RE — 200 HTTP W RAEB A AT JSON WAL ( AEHER |, %A B ) -

XRZhttp://healthlake.amazonaws.com/system-generated-resources/&8% . #RAIIA
EFEA%RMLinkage/e366d29f-2¢c22-4c19-866e-09603937935a 7 — NFi, BIETILLE
EEMLEM S R4S EObservationfMCondition®IFEREE RN HealthLake T E T HMMWLE R,

BEEEXERFRBER ISR |, BRFEMARETF,

"extension": [
{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da@90c5"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854elf3-894d-448e-a8d9-3af5b9902baf"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage
EEREMinkageRFRENER , TERHAKRER RN HEGETRHER, ID

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/e366d29f-2c22-4c19-866e-09603937935a
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FBIfE |, ZFIRE — 200 HTTP Wg R ACES A LA T Efr ey JSON M Rz,

MyEEitemtE, Hb , BEXN "type": "source"RRATIEHME
ZEDocumentReference% H , Condition¥}O0bservations%|#E"type": "alternate"#{E
T

BE T E Elmeta Tt BMABN A BEN "tag": [{"display": "SYSTEM_GENERATED"}] , &
TIXERFERACEN, HealthLake

{
"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a3",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
}
.
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
},
{
"type": "source",
"resource": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.3272",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
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}

Resource type: Observation
EEEHE 1 ObservationBFEENER , BERHESER RN S GET R HIER, ID

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical AP| I2EVEREIERUNLUTEER : . . code meta
modifierExtension

code

E R TECodeableConcept, ETHMEZEL | 2 FHIR R4 X#4CodeableConcept
o

HealthLake Fff iIA T =/NREXS

« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": H
URL iEM R 4FE L S# Comprehend Medical API &€, EAFIH , #HF ICD1 0CM,

« "code": "A52.06": AT iRAIRHEE P OMIREHEZA ICD-10-CM RIBIEFEAS2. 06,

« "display": "Other syphilitic heart involvement":ZR"Other syphilitic
heart involvement"{&H X ICD-10-CM KXTBHI1F A REBE,

LU & HHY JSON RN EE &, code

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"
}
1,
"text": "Other syphilitic heart involvement"

}
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ETHREN2EM ICD-10-CM KB EBEUYENEEFE , BFEHAmodifierExtensiont®E,

meta

ZmetatRIEN THIERBZcode tEREEEH Amazon Comprehend Medical API #&4E7R
AV AE R,

LU Bl JSON IRI{X & &, meta

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

ZmodifierExtensiontEzE@E8EXcodetEFETEHRABHNAIEESERANEZFMAER,
CEEHREX , XEREXIRM TIEM DocumentReference AT A RE R R BEFNERH
Linkage ®IRE BRI

FNFARMBENcodingn®k |, IREBLEFE —Nentity-scoref —MEFINE modifierE
entity-Concept-Score xtension f, TR EXNPNWEME , BLFH M2
Hentity-score , 2R Amazon Comprehend Medical XM EBEN TIEE, K
HNentity-Concept-Score , Z7 ¥R Zi# Comprehend Medical X11Z3: 5 ICD-10-CM 4t
SHEBXBRNELEE,

AT EHA JSON N {XEETE, modifierExtension

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.1111792
},
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
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"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

SEEH) JSON Ml iz

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"

3,

"text": "Other syphilitic heart involvement"
},

"meta": {

"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{

"display": "SYSTEM_GENERATED"

1]
},

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
1,
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792
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},
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}

Condition
EEEFS M ConditionBREENER  BERHBER RN IEGETREHIER, ID

GET https://https://healthlake.region.amazonaws.com/datastore/datastorelId/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medical API EMNEREEHNUTESE | M, code meta
modifierExtension

code

E R TECodeableConcept. ETHMEZEL | 12 FHIR R4 X#4CodeableConceptH

HYo

HealthLake MifNEA T~ = NREX

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/":

URL EM 24 EM I 5% Comprehend Medical API ##4E, TEAHIs | #EKT ICD1 0CM,

« "code": "I70.0": AFiRBIERIEF R OHIREHBZH ICD-10-CM KIZTEHEAS2. 06,

« "display": "Atherosclerosis of aorta": ZR"Other syphilitic heart

involvement"{&® X} ICD-10-CM R IBAY1F 4B RIEWE
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LU Bl JSON IR X @& t&. code

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}

1,

"text": "Atherosclerosis of aorta"

}

ETHRENSEM ICD-10-CM KB EBEYENEEFE , BFEHAmodifierExtensiontE,
meta

ZmetatRITEN THIELR B Zcode TR R BT EH Amazon Comprehend Medical API ##/E7R
ey EAELR,

LU #HTHY JSON IR XN EBE tE, meta

"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

ZmodifierExtensiontEzEE8EXcodetEFETEHRABHNAIEESERANEZFMAER,
CEEHREX , XEREXIRM TIEM DocumentReference AT A KL R R BEFERH
Linkage ®IRE BRI,

FNFARMAE Ncodingt®k |, IREBLEFE —Nentity-scoref—NMEHRINE modifierE
entity-Concept-Score xtension F, XN FREXNFHNENE , ELFBE -2
HNentity-score , %D R Amazon Comprehend Medical XN EBEEN TTEE, K
HNentity-Concept-Score , Z2 IR S# Comprehend Medical X% 3= 5 ICD-10-CM #}
SHEBEXBENELREE,
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AT & MR JSON IR {R‘BETE, modifierExtension

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl1l@-entity-
score",
"valueDecimal": 0.94417894
},

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-

Concept-Score",

"valueDecimal": 0.8458298

.

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

SEEH JSON Ml iz

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
.
"resourceType": "Condition",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
1,

"text": "Atherosclerosis of aorta"
},
"meta": {

"lastUpdated": "2022-10-21T19:38:30.8772",
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"tag": [{
"display": "SYSTEM_GENERATED"
1]
.
"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
.
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}

1,
"id": "b06d343d-ddb8-4f36-82cb-853fcd434dfd"

}

7~ 2 : DocumentReference’@EMedicationStatement @iRIEHM A

LT RBIEEREEEST A R EAT R ER IEKICF R A,

A BBBIE
EREIFHXAANERRE , TESZRIPNEEEER (PHI).

Tom is not prescribed Advil
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UTEBFER T WARIEERFEEE HealthLake BIFEF#E P RSB EST 2%,

DocumentReference

EEE ¥ NDocumentReferenceBREMMLER  BEREBFERRWMISGETAHIER, ID

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

MG , BRRE— 200 HTTP Wa R ACE3 R A T BT #9 JSON MERL,

BEXNKRREPHERERZH Amazon Comprehen extension d Medical API #4E
AIE. "url": "http://healthlake.amazonaws.com/system-generated-
resources/"BALAEEFHLinkage RIFXEMZMMedicationStatement iR,

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
1,
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/cbf6afl1@-b0b9-451c-bdde-99611e3498a8"
}
1,
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b@d3-6681-45ca-9926-27951edce5c7"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a@l1f6c8-5f3a-4122-80ab-405312f96aa2"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",
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"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage
EEEE MinkageRFRRENER , FERHEBER AV ITGETRHIER, ID

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/394bb244-177b-4409-8657-26b20ed56dd7

BIhiE , R\ — 200 HTTP MR AFBF AT JSON Mg R,

M EEitemtE, Hb , BEX "type": "source"XRRATFEKMedicationStatement®
JRDocumentReferenceEHMWIEFESRH.

AR LAE Blmetat RN REX "tag": [{"display": "SYSTEM_GENERATED"}] , %
RIXERREREHBIEN., HealthLake

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/cbf6afl1@-b@b9-451c-bdde-99611e3498a8",
"type": "MedicationStatement"
}
I
{
"type": "alternate",
"resource": {
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"reference": "MedicationStatement/9a89b0@d3-6681-45ca-9926-27951edce5c7",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c0-d6fe3c@1656b",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b",
"type": "MedicationStatement"
}
},
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",

"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.5012",
"tag": [{
"display": "SYSTEM_GENERATED"
1]

}
}

MedicationStatement

EEEH MMedicationStatementBRERNLER | BHHEEMHBERENMEAGETE HER,

ID
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GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement®IREH EEE Amazon Comprehend Medical AP InferRxNorm
| RELE RS, FEREUNUTER : medicationCodeableConceptmeta,
FmodifierExtension,

medicationCodeableConcept

FKAMTHECodeableConcept, ETHEZEE , ES 1 FHIR R4 X#4CodeableConceptH
Mo

HealthLake K iIA T =MNEEX .

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/:
URL M 24 EM L ¥ Comprehend Medical APl &4, b4 InferRxNorms,

« "code": "731533": # RxNorm = ID /£731533%FE , t5F#:A rxCUI,

« "display": "ibuprofen 200 MG Oral Capsule [Advil]": RxNorm #{Zibuprofen
200 MG Oral Capsule [Advil]#9iER7EWRE,

AT &EMTH JSON IR {X‘BELE, MedicationStatement

"medicationCodeableConcept": {
"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

ZmetatRITEN THIE LR B Zcode TR R BT EH Amazon Comprehend Medical API ##/E7R
e EAEE.

LU Bl JSON IRX & JtH&, meta
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"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z2",
"tag": [
{

"display": "SYSTEM_GENERATED"

}
]

}

modifierExtension

ZmodifierExtensiontEESREXN , XLREXNRM TEODocumentReference A FERK
ZROFEHRTENEZURMERD Linkage BIRER,

"modifierExtension": [
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"

}
.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"

}
}
]

£ Amazon Athena & if] HealthLake #1ZE

£ HealthLake S AfELHA[E] , #REM FHIR JSON HBIEZRS ETL &3 H LA Apache Iceberg FF L ER

BAFE , HP S5 FHIR RIRERE Athena FER RN B K, XFEAFALUMER SQL £if
FHIR % , EEFENESEH, XBRENE , AN CFEIEKREENBZEREBEHRAFHIRKIE , Uk
IEAA R RS HEHR AT FTZE. X Apache Iceberg FRTE Athena RIMAEITHNEZELR | 5SH
(Athena AAF$§r) Y “&1f Apache Iceberg &’
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® Note

HealthLake Z#F FHIR R4 7£ Athena Xt {REY HealthLake ZiiE#H 1TreadXX B, EXEZE
B, 55/ EE FHIR &R,

AT R EB T BWMEFER HealthLake BB FIERE] Athena , WMAEEA SQL X H#FITEW , KL
RIS R AWS SHEABIRS E R UM —F 54,

F&

« 5% Athena Al7]

- 5 SQL Eif] HealthLake ¥

- FEASZRFIEN SQL Eifj Rl

I 5% Athena Al]

= HealthLake 5 Amazon Athena £/ , AR ENR. At , BEEQE Athena AP, BHARA
&, HERFMERAVTHRERME P FHIR BIRMNPR. HealthLake

- MAF. BESABKR T HealthLake BIEF MKV IG AR ( AWS Lake Formation $## & )
« i%& Athena K5

MAF. BERACETX HealthLake ZIEF MY 1A B MXPR ( AWS Lake Formation %
HE)

® B : HealthLake EXE R

HealthLake B R At 2 Lake Formation FHYEIE AWS HEE R, {1 F3 Lake
Formation # HealthLake #X3E 126 895 B R,

FFRIBHBNKIEEM , La AWS ke Formation Z#HI AR HFEHMNKETN, — MK BREREE

Z, BREEZEENRAURGE R, BMNEREENI THEENRAZRRNBEMAMEE. X THRE
HealthLake 3iiEZM , HERFEAAE E R HealthLake RS K S, B —/1 5% B & HealthLake [RE k&
Y HealthLake BB ZfE . LEEREHNITRERENRREZNBIERME
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ETHMAXRRREENEZELR , 55 Lake For mation FF 2 HIEE P Y A REEEETE Lak AWS e
Formation 8y T/EREE,

EFEAF, BASAGRBE Athena PEARE , KARTHRRBEEN R NR. AR5, L&
MERE LR TEFENHEHRNR,

SB 1. BT X HealthLake BiE 7% &R e EIEEH DESCRIBE X R

1. $TF AWS Lake Formation ##|#& : https://console.aws.amazon.com/lakeformation/

2. EEXESMEF  ERBERE.

3. HEHEERELEL , EEMABIEFEENELNEERE,

4. &EF BE (7)o

5 ERER.

6. ERTFHENRBRIENZEREAT , EE IAMAFSASE,

7. EIAMAFRRKACT , FAOTEX (v) , RELREFEEBE Athena FHITEIRN IAM A

P, BemEd,
8. 1E LF-Tags MEFHRFT , EEWEKIEE FHRED.
9. EBFEET , EAMTHE (v) EREHZHRMNR HealthLake RYBIEF M BIEE.
10. ERREENRFANAREENRT |, BHEHER,

RIIBFE , FHN BFNR KIEE, EEFENNZ TR | HEEHREINR, ERES
KERAF, ANAe, £ NR 3T , BFETHHN HER,

WMIE , BT Grant on targ et KN BIBEBEP A AE RR FERBRERNER,

HIR 2 . ®FX HealthLake BB B IR4E P AT A RV F RIR

1. $TF AWS Lake Formation ##|#& : https://console.aws.amazon.com/lakeformation/

2. HEESMEF , EERBEE.

3. HEREEFENEL , REMEREFHESNZINREREE,

4. EEBE (7)o

5. EEEBEFRET

6. ERTHENRIENEZLEAT , &F AMAFHAE,

7. EIAMAFHART , FAB TR (v) MEREFERBHE Athena FHITERK IAM AR,
BAYAG,
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AWS HealthLake AR IEE
8. TE LF-Tags MEFHRFT , EEWE KRB FHRED

9. EHFEET , EABTHEX (v) ERERTIHRMNR HealthLake BYBIEF M BIEE.

10. K" T , & "FAER" L5 HealthLake HF X ZEFRAER,

1. & BRR” FH RENR T, & R HER,

12. JERD

RERTE , FHI RTFNR RI0EE. DE , BEEMNRA S AT Athena Y HealthLake BiE R
i EFRITEM,

Athena A|7]

® HealthLake A

HealthLake A IS A Athena #4]4& AWS CLI. AWS SDKs =3k Z&if] HealthLake BB 5 5
HHESHHIEFM, HealthLake

EEA Athena ERHIEFM | BHHITUT =ZTURE,

@i Lake Formation [ IAM B F = & &% F 158 HealthLake BIBFEMEHNR, ETHRESZEER
BSHAOAR. #AABK T HealthLake EIEFM# AV 5 AR ( AWS Lake Formation 2l

a).
« RIEM HealthLake FIEFME IR — N TIEA,
« }EE— Amazon S3 FEBERFEMHENERNE R,

EFF MR Athena , BIFH A FullAccess AWS mazonS3 £ & KB N
F|AmazonAthenaFullAccessEH AP, BAZ AT, FH AWS RERBE T REANRSHES
Eo HIEE , AWS RERB KT N ENIFERFIRFRIENRNER , RASITHAE AWS &
FERA. E£EA IAM policy RENRE , BNRFRITESHAENTFT. ETHEX IAM FRNAKIK
NRNEZEER , HSH 1AM B i8R i N A S ENRR,

/A Important
E&Eif) Athena F Y HealthLake BiiEFM , XMEA A thena 5l 3,
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THRARBR , REtETUERAET IAM Y REERZHXFE THEANTRNR, BETHRESESR
FZH (Athena AF{ER) PHEMATFAERHEETHRKENZEA,

ETHMEXBREIREANESZER , BEZHhttps://docs.aws.amazon.com/athena/latest/ug/
workgroups-procedure.html {Athena AF¥E®E) -

(® Note
&8 Amazon S3 M EFTEMN XM Athena 12 &I & A MITH .

HEZTEWZE , BIIEE Amazon S3 FNEWEREFERBUE K ELLAEA CEEFRFAH
BEFSZFEMWRRENTHAL, N TEITHESNER , FE3h&REFH X

BRI Athena ZHIEPEEENERMENESZF15 , ESH Amazon Athena A~ FErRHHI £
Athena ZH| B EEEHWE RV E.

EEFE WAIE Athena F & HealthLake BiEF@E I R~ , 5S R, £H SQL &ifj HealthLake &

£/ SQL &if] HealthLake i3

LR FHIR B3E S A HealthLake BiiEZ &Y , TRER JSON FHIR IESRINEAN ETL 438 |, HIL
Apache Iceberg JF i R &K 77 £ Amazon S3 1, &K HealthLake BIEF#E PSR FHIR BIRE
BER R — K, TEZRDEA Amazon Athena #H{TE, TUEHAET SQL WERXN X
HITRMEN , WA URARTER, BETERBEHEENER , ZNEERENSHTENEERR
S A Athena, EFH T A MMAIGIE T 17 BIX LHIFRER SQL il , ESH Amazon Athen a AIF 1§
MANESEXRXBENRELEWNEBRA,

(® Note

REBPNARBROIEBMEMER Synthea QIZRVEMRHIE. BETHAXCETMME T Synthea
BRENBEFENESER  FSM, 812 HealthLake HIEF#

NTFRRREFWENITE , FHRABHENL T —MER, TENEHREL T ZTEALHIAIRE
B TERMER, 3 SQL AN , XAERIX—KR. HlM, iLRMNEBFR RFERE . 8F FH—L&
T

« TE  BMFHIR AEHEHREN. 0. .*
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FRARER

ZRUERBRAKA,
[{
id = null,

extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix = null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

]

# Athena F , EEEHRRE B MARERIE , TERBNUE TERZARRE
PR  AUMERARRTRE, A TR hRgivenMEREE R family,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient

« 5t3& : MaritalStatusFHIR MG EMIZTE N, 0..1

bt T EBIHIRA JSON,

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,
system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,

o BUFRILEA

£/ sQL #1TEH
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version = null,

_version = null,

code = S,

_code = null,

display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}
iF
text = Never Married,
_text = null
}

7 Athena |, EEERFRERMAHBIMLN , FERKIABR TERZAFRE, Ei5F JSON
REVREX  BAUEARKRTE, BACTRBE , MUTEEHREAREl, U TR —NAILLEME
Ry R RBltexto

SELECT
maritalstatus.text as MaritalStatus
FROM Patient

ETHEAEXFRANER JSON WEZER |, H5H (Athena AF1EE) FHEIH JSON,

Athena BIERIMIES (DML) EHBAE T Trino, AthenaH R FTrinoMFTETIEE , HEFESEE
F. ETHMEZELR | 210 (A mazon Athena AF#E8R) H# DML &Eifl, Rz EF,

AL | Athena XIFEE R ERIEF#H EHNTEELIETH HealthLake SRR, ETHAER
Athena PHIEXRENEZELR |, FSHL S% Athena AFEEF WL D% Athena PRIBIERE,

Ei¥4 TR SQL TIHTE Athena RN T/EEE | 2 (LT % Athena FFIERT) FE Amazon
Athena Y SQL &%,

BNETFH SR T NAEA Athena B RIEERBREBMKIER TTEMN RH,
Element: Extension
%t EextensionfA FERIEEM PR B R LT,

LRGSR R AN iG [ fEPatient BRE R hH Bl extensiontER TN EE,
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https://docs.aws.amazon.com//athena/latest/ug/querying-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
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¥ HealthLake #IEF#E S A Athena B , R FERENTEZNFEMSBEFRTE. BT element is
MEWEE  RETEERYPNE#TEEEE. N TLAEBEXHITEY  BAFHTRENFH
BREE,

EHRERFPatient , B LLEFlextensioniiiR AW tFEarray<string> , XEREZ T
FERARSIEFRHREANTE, BR , EHRIFHENTE , MIEMjson_extract,

LUTREEERPextensiontEMNENEKE,

[{
"valueString": "Kerryl75 Cummeratal6l",

"url": "http://hl7.org/fhir/StructureDefinition/patient-mothersMaidenName"
1,
{

"valueAddress": {

"country": "DE",

"city": "Hamburg",

"state": "Hamburg"

.

"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
.
{

"valueDecimal": 0.0,
"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
},

"valueDecimal": 5.0,

"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"
}
]

REXZEMH JSON , {8 Athena HFEM N FHFH,

It SQL EHRHIERT MABI2Z B Epatient-mothersMaidenNameflpatient-
birthPlacetEMN R, BEHEXLERTE , REEEATRMNKALRSIF json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient
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EFM TSR JSON WEH |, ESHLS# Athena AP IEREFHIM JSON FIRENEIE,
Element: birthDate (Age)

EFHR &, FIRFR “BE RFRRENER, UTERBFRBITHENFHMERTRH

AANERTRE—IE , ATUARINER SQL Eifl, birthDateBEEE tE WA 5| A FHIR
B, BEREBNIETERRE, RULEICHEBRRZRE,

R TR FIRE

FEXNRA SQL i |, RIMEARNEN SQL TEyearRIBEUXLEHHF, current_datefR
B, RIVEEEMNAREEENERFER , 518 Rage.

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

B2 TRIEHEZEI2019-01-01 UM EHEN B HEmale,

SQL EifiE R RIMAEACASTEEFbirthDate T EE# N ERDATE , UK I{ABIEWHERE F
AHPWANRKEHITHE. BTRABRAT , ZARRENFRELRIIEINN , CASTERERIS
TFEERNKBDATE, RE , BUUFEA<ZERASEHSHA B TR, 2019-01-01. B
FAND , #&0] LA[a FWHERE AR INEE =N &8s

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

WREIERTE NE RFERBEPERPE T AN Attleboro B i =,

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate
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FROM patient
-- we convert birthdate (varchar) to date > cast that as date too
WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male’

Resource type: Condition

BREBXMGERES LAZSABMREBEENRBMEAN O MEKIE, HealthLakeH EHKESH B ARIE
S (NLP) 2B #EConditionBIRFEE AR iFHME 24 H DocumentReference BiR. HERKHT
#RET |, HealthLake JHFR& M AISYSTEM_GENERATEDZEImetat®E, Ith/R4%HI SQL &EifER 7 1
BRZGRHIRECMBRSYSTEM_GENERATEDE RME R,

ETHBX HealthLake ERXBARBEEAE (NLP) WEZER , BZRERN ERIESLE (NLP)
AT HealthLake,

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

A U ERRENEZFRETEPTRHTERUHE —FHIEEN, Zmnodifierextensionit
EHEAXFEAM NDocumentReference BRER —HFXHWIFMER, B , BAAME
Ajson_extractXkiARMERNFRFES| A Athena FIERE JSON TH,

LRE SQL BEWER T A RBEISENBTERNFIERA
ZADocumentReference, ConditionH FCASTHF JSON TERENFHE , MERT
BALIKEAXR# TR,

SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE 'S%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"

Resource type: Observation

FRRE NF FHEXEE, REJHMZTHENNELERNFLMS. HealthLakeRIEEK
BARIES IR (NLP) AJR#EObservation®IRHP W IFME B LK FDocumentReference®
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Ro LR SQL Eif)EIEWHERE meta.tag[1] is NULLIBEMNAER , XEKEEZS
TSYSTEM_GENERATEDZE R,

SELECT valueCodeableConcept.coding[1].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"'
-- WHERE meta.tag[1] is NULL

EHRENFGABNstruct, Bt , BRUERARKKRRFELREPHTE.

Resource type: MedicationStatement

MedicationStatement 2 —# FHIR #REE K TRATE#EEXEECKRA. EERAZSIRNEE
FRANAYNIFMAES. HealthLakeMIEREF BHRIESLE (NLP) 21R#EMedicationStatement
RS ) T4 R T DocumentReference® iR, R FTEIRET , HealthLake FFHRZ [
BINSYSTEM_GENERATEDZEImetast®., LhRfl SQL EWER T MACIE—IEH , ZEAFEAR
EFRRRFREENBEH TR , HFEHRHHealthLake#Y FE K NLP R NE IR,

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b" ;

ETH#AEX HealthLake EERBARIBEELAE (NLP) WEZER , BSRERNBEREBESLIE (NLP)
AT HealthLake,

EAEZRMERN SQL EifRHA

LT RESERINMAERERSE R INEERN Amazon Athena SQL EIRMN B FE P ERK FHIR HIE.
HealthLake

ExampleiR#E A OS5 it 317 0| B2 i & 45 E

EOZEBEREN  BEEBHNEBEFEAODKUBEFRETEE, W ROIERERTWAFER Trino ARG
FMjson_extractiFiEBIEFME P Y HealthLake iFE,

SELECT
id
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
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, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[1l].display as maritalstatus
, address[1].line[l1] as addressline
, address[1].city as city
, address[1].district as district
, address[1].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1l].valueDecimal') as longitude
, telecom[1l].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime
FROM database.patient;

£/ Athena 2%l 8 |, BAIL#H—SHFNTRER
Exampley & & EMEXHIE 8 2T E 28

BT REIERER 7 AERMPEFE HealthLake BIEF# F RN BENFIEHEXKE.

SELECT
patient.id as patientId

, condition.id as conditionId
, CONCAT(name[l1].family, ' ', name[l].given[1l]) as name
, condition.meta.tag[1l].display
, json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenceScore
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, code.coding[1].code as diagnosisCode
, code.coding[1l].display as diagnosisDescription
, onsetdatetime
, severity.coding[1l].code as severityCode
, severity.coding[1].display as severityDescription
, verificationstatus.coding[1l].display as verificationStatus
, clinicalstatus.coding[1l].display as clinicalStatus
, encounter.reference as encounterlId
, encounter.type as encountertype

FROM database.patient, condition

WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
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ORDER BY name;

&R LAER Athena EHI XSG RETH —THEF R T RHARITE S D,
ExampleJ 2& R EMA MRS ReIBIIRR
TR RBIEWRE R ANAXS HealthLake BiEF#E P A NN BENAEHEXNELE RETERNEF.

SELECT
patient.id as patientId
, observation.id as observationId
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, meta.tag[l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
, Sstatus
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/"', CAST(component[1l].valuequantity.value AS VARCHAR),'
',CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, observation

=R 247



AWS HealthLake FEANGIER

WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Exampley & R EMXREF QI ZHERMF

FFEREEERREREETREN—NEESHE., AT SQL RHIERERT WAER FHIR
Patient MProcedure@REFHRKKILL B, T SQL EfFIREEEH HealthLake FiB1F
PRIV FEEEREMEXER,

SELECT
patient.id as patientId
, PROCEDURE.id as procedureld
, CONCAT(name[l].family, ' ', name[l].given[1]) as name
, status
, category.coding[l].code as categoryCode
, category.coding[1].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterlId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

&R LAMER Athena 28| 8 TRERUKE -S04 , WIS ERITHFLE it 7R LS
Examplely & R EMxAL 75 62 FE R M4

EERELEERANAYNENELREE, £/ Athena , BHLURE SQL il , ZEHRME
APatient#iEFE P HMedicationRequest HealthLake FI'&IREH,

LA SQL &if)iE#E 7 § AE| Athena MedicationRequest HfPatientfK, ©EMEH SFE T4k
FHABEENZE F,

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, status
, Sstatusreason.coding[l].code as categoryCode
, statusreason.coding[1l].display as categoryDescription
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, category[1].coding[1].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

B LAE A Athena BB AN ERBTHFES TH AR TH S 2.
ExampleZ & MedicationStatement & REH K B 259

LT RAIEREERRT MAFER SQL BEE AR Athena BIHRE JSON, ZZEHFEMA FHIR meta
TLERIB MU EN HealthLake £ B RIBEEAE (NLP) RN T ¥, ©ifjson_extract AT
JSON ZHEHATREREE. EXEZER , F5H BERESLE,

SELECT

medicationcodeableconcept.coding[1l].code as medicationCode

, medicationcodeableconcept.coding[1].display as medicationDescription

, meta.tag[l].display

, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;

AT BAE R Athena I A TEOIX L4 R B THE R
Example i 45 E K mE R
ZRBIERT AR E —AERIEI18ETSS 2, W2 EBEERFANESE,

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name [ 1 ]J.family, ' ', name [ 1 ]J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterld,

CASE
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WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ].display as diagnosisDescription,
observation.category [ 1 J.coding [ 1 ].code as categoryCode,
observation.category [ 1 ]J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ].display as observationDescription,
effectivedatetime AS observationDateTime,
CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal'
) AS int
) AS confidenceScore
FROM database.patient,
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FRARER

database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

D |, &R BAER Athena B HI XSG RATHEF N FHARITE S D

RIER
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53 AWS HealthLake

BEMBE CERELEPNLeM., THEME, TAMENMENEEARKE S AWS HealthLake, AWS 12
HUUTRS |, 24  HealthLake, FR& B3 H 7 5E 46T B 3 REUE K,

« AWS CloudTrail##i%k &R K 7 A RER AWS IKFH1THY AP ARMMEXEH , A BEEXH
BB EIEEMN Amazon S3 M. & LURBERLE A 7 MK PR T BiE AWS, & HFIAYR
P bk BUR AL & £ EtEl, BXEZEER , S AWS CloudTrail {AFER) .

« Amazon 2358Y CloudWatchiz 2 & H AWS FIRFMAIZIT AWS R AREF. S SAREMIRERIE
¥R, QIR BENHEAER , URIREBIRATEIEENIEIRA RS E R B E 88 A &= R EE .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 SEfIHy CPU ERAEXRHEMbigts , AEEERH
HEFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

- Amazon EventBridge 2 — M LTRSHFEMHELRS , TR MFENNARRF SR B STRIRN
BIBEERER, EventBridge Rtk BEB SR ARERF. Software-as-a-Service (SaaS) NFAEF
M AWS FREWERBER , X LEHTER BT Lambda F B 5. XEREBLIERSPRENE
#, HEBEHRFINWEE, BXEZEL |, 5559 Amazon EventBridge A8/,

F&
« {#id3% HealthLake API @A AWS CloudTrail
« £/ Amazon %1% HealthLake %5 CloudWatch

- {8 Amazon %1% HealthLake 24 EventBridge

£ 12 % HealthLake APl i AWS CloudTrail

AWS HealthLake 5 AWS CloudTrail —HIBRSS &K , ZRFREEAST . ABH AWS RSEFHITH
B 1ERIE R HealthLake, CloudTrail 778 API @A #%K HealthLake N EH. HRMNBAHATERE
HealthLake & & & 8V A FXT HealthLake API ERNRBREA. MRECIE TIRER , WA LA TFF
CloudTrail E#-#F£& % %] Amazon S3 W , DB EH HealthLake, MIRERFEERER , BHA
A BAE CloudTrail #2HAH “SHHLIER" PEFEZFNEHR. ERAKENEE CloudTrail , AT
HEB W MNERA H HealthLake, & HiERM IP ik, #AH TER, WA HBERUREMIFME
B,

ET#HEZ(EE CloudTrail , 2 FAWS CloudTrail FAF 8/,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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AWS HealthLake R #Y{E E CloudTrail

CloudTrail &8I AWS IKF R EEENKS LEA, HEHREEPE HealthLake , ZEFLEH
fit AWS BRS5 CloudTrail B —RBIZREBH A LIEFEP, LAIUE AWS IKFHEER, BENTHR
MEM, BXEZER  FEAEASHALIERES CloudTrail £,

ERSIERKE AWS IKFHHNES | SN EH HealthLake , FRIERE, REAYF CloudTrail £ H
B XL El Amazon S3 k. BIABERT , EEFI AP OIERERICRAN , WIRRIERNATME
AWS Xif, IRERIEFK AWS 2 XHFEXEBHNEY , H & BEXHEZIEEEIEER Amazon S3 7744
Mo Lbo , B LEEHEM AWS BRS , Sl — S5 ML IR CloudTrail BEFRENSHHIE. BX
BZERE , BBHETIANSA :

- B RFEELA
* CloudTrail Z#5#IRSS FERK

« BLE Amazon SNS &ZH CloudTrail
o EUCKBZANXIFH CloudTrail B E A FIZRK B ZANK P # CloudTrail H & XX 4

3t F A FHIR HealthLake REST API $#14THY HealthLake &€ , FrE#R/EYH CloudTrail API i &
HIEFEKE API SEZRAEAF X AREED, 0, WA TRENFAB AT CloudTrail B EXHFHAERK R
B :

* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob

* ListFHIRExportJobs

* CreateFHIRDatastore

* ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

» DeleteResource
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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https://docs.aws.amazon.com/healthlake/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/Welcome.html
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* ReadResource

* GetCapabilities
* SearchWithGet

* SearchWithPost

BONEHRASREBEEERERFRNVARAGE. SOEERREHTEHREUTRE

- BERZFEHRIEFRZER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREFAACGKEERKREAFNENZEEIERAEHMN,
- ERESHEM AWS BF A H.

BXEZER |, iS5 CloudTrail userldentity T3,

T f## AWS HealthLake B &% B

BEE—MEE 6 AFSSH4ENBEXEERIEEEN Amazon S3 1Z##. CloudTrail B &34
BE—NEEZNMNEEZB. EHARKRRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BRSHBENELR. CloudTrail BEXHTELH API HANEFR#ERREE , el FTSRE
{4 ERNIRE S,

LT RIS R T ERIZCreateFHIRDatastore#/ERY CloudTrail HE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_role580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJIX",
"arn": "arn:aws:iam::691207106566:r0le/full_access_iam_role",
"accountId": "AccountID",
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"userName": "full_access_iam_role"

1,
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
},
"eventTime": "2020-11-20T00:08:16Z",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Netty4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITIUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe0-14dd-44cc-9f0a-fdf59b26c66b"
},
"responseElements": {
"datastoreId": "datastorelID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
.
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"

£ Amazon %32 HealthLake %5 CloudWatch

& 8] LA HealthLake f£H Amazon # 1T # CloudWatch , Amazon N E RIEHIE H G HANE R 7] %
BIE FRaTHIERR, XESRITHBEBSRE 15 NMNE , NMELREBERATLER , HeEB EFib 7 HBE
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B Web B ARBFRBRFZHHITER. EATLUEERERELEMER , 5382 B R E R & A8 H %K
W{iT3, BXEZEELR |, 15 Amazon CloudWatch FiF#ER,

(® Note
R&EFTE R4LE HealthLakelR ERIIERR.

T&RIE THRER HealthLake 18R M4 E CloudWatch, 8 MEELA P EERIEEE M MRITHEK
o

‘1R 4& T LA T HealthLake $#E#& CloudWatch,

HealthLake R &4 B 1E#R CloudWatch

1EiR i B

HRAITH PO B IR ER APlso BT BAET XS K P 2 s TE BV B
(E2C i Sy ALIp
BV T

BMEITHAE : Sum. Count

HE  RE. BIEEM D, BEFHRE

B IR R FLIh SRR API 38R E .
B HE

BREGEITEAE - Sum, Average

“E RMF. BIEFMHE D, BIEF#RE

AP iR BT R EIR TR KA B R B
B TR

BRGIHEIE - Sum, Average
HE  BIE. BIETHE ID. BIRFEERR
PR 55 25 56 1R T AR S5 25 56 1R T R AV 18 SR o
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FRARER

1R
BR By F R
HER

B31R4& T LLT HealthLake 4 E CloudWatch,

HealthLake R &4 #9 R~ CloudWatch
Y
B’
DataStore & 17+iE

DataStoreType

151 BB
B4 iR

BHEITEIE - Sum. Average

HE  RE. BIEEM D, BEFHRE

ERRENERE, WERTESSEAFSRS

EREIRITHH.

B UH

BREITEIE . Sum. Average

MR BRE. BUREM ID. BUEFEMRE
WEAFERFTANSE (ULERDREM )
By EW

BAME&ITEHEE . Minimum, Maximum. Sum,

Average

“E RMF. BIEFMHE D, BIEF#HRE

5, B3

ERPERAK API BRE
&R P AR BRIRFRE 1D
BERPEANBEFERE
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WO LUEN AWS BB/ AWS CLI, = CloudWatch API 3REUE¥R, HealthLake &7 LUBS
HA— Amazon AWS 4T % EH (SDKs) 5 CloudWatch API TER A API, CloudWatch
HealthLake 2% & #R#EXR B CloudWatch API B9 R IEE RE XK.

AR EBE BRI CloudWatch X PR 88 HealthLake 34742 CloudWatch, BXxEZEE | 55
(L B# CloudWatch AP 1ER)Y CloudWatchA YL 55 & 4 #if [7] E 12,

& F HealthLake 3E¥r
BEFIEHR ( CloudWatch #2#|& )

1. B3R AWS BEEH A HITFFCloudWatch#ZH &

2. &R ER, &ER FRER, REEE AWS/ HealthLake,

3. GER4EE. BiREn , RAREE MiFEX.

4. EFEAHEENE, At HEENERTRRE REZBRS.

A B ER CloudWatch

CloudWatch BIREIEER B R A KM EMENR , HINT TR SWIRE . @IS 28RS
(SNS) Simple Notification Service £ Auto Scaling FREELZXEH, —MNRENMREETERER
EENZNEBRANAN TAERENE. CloudWatch & Al LEEBRRAS R ETLAT BB L% SNS
HE,

@ Note
CloudWatch BN RS R EZLH BRFRIEEER A E BRA R 2B R RE.

BEEFE#r ( CloudWatch #2#|& )

1. &% CloudWatch #Z#l A&,

fiK)X%$E Alarms Hl Create Alarm,

%% AWS/ HealthLake , AJFIERE —ME#R.

XF Time Range , BEFEKLIZEMNNESEE , AEIEF Nexto
BWABAER,

F Whenever , &% >= , RERA— IR KAE,

o g A w N
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7. R CloudWatch EFEAE BHRSRAIEB FHRM |, BE “BE" oM “SHLBR PiikE
RENER . £ REBAZE" A, EE-NREIIRSOERE “HREIIKR" H0IZHAVER M FIR,

8. TRBRMAEIDPHER,. MENEBRFE , BLER Create Alarm (BIRER).

£/ Amazon Y412 HealthLake 4 EventBridge

Amazon EventBridge R —MLHRF:RERS , eERSHHRNARFAGERE & , FETUE
B HETT BNS4RIINARR. WER EventBridge =8I S4B HEI B RHAN,
AWS HealthLake RHITIRSZFLHIE X £ 5 EventBridge. BXEZER |, HSHATLET T #
EventBridge ? £ W5 # EventBridge A F$E/) .

(@ Note

E 7B @Il L & 3% HealthLake 244 EventBridge , {525 for Industries &% AWS
HealthLake BYAWS I &# EventBridge S o

F&
« HealthLake £ 2 &)X E EventBridge
« HealthLake EH4£H

HealthLake 4B &% E EventBridge

TFR%IHE T XKiE EventBridge A B FTE HealthLake B,

HealthLake S#3 R M
BEF®SEG
BIERIFEFMHE CREATING
BRFEL TIEIRE ACTIVE
IE 7E I BR ¥4 17 4k DELETING
AR E MR DELETED
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HealthLake 4K H MM
BB BIE 7 KW CREATE_FAILED

BEXxEZELR |, 55 (AWS HealthLake API Reference) FH datastoreStatus »

SAELEH
S A Job BEX SUBMITTED
EES A Job IN_PROGRESS
F A Job BB IR COMPLETED_WITH_ERRORS
g A Job B COMPLETED
S A Job £ FAILED

BEXEZELR , i5H (AWS HealthLake API Reference) H#J jobStatus .

SHELEH
S Job ERX SUBMITTED
EFHFESH Job IN_PROGRESS
S Job BB B IR COMPLETED_WITH_ERRORS
S Job EFERK COMPLETED
S Job K FAILED

BREZELR , 52 M (AWS HealthLake API Reference) H# jobStatus .

HealthLake 445

HealthLake E4 2 EHF JSON £HHXR , EFX S BB IFAEE, BUUERATKEENEBA
REFOUEBEHR THREZER, MMEXRKRITBEFEBINEUTXENRERATHREF, BX
E2{EE , H2¥ Amazon EventBridge AAFIEEFRAWS RESEH THIE.
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® Note

E 7A@ I S # & 3% HealthLake E4 EventBridge , 1§21 for Industries & AWS
HealthLake P EYAWS I B 3# EventBridge 55X o

BEEESH

Data Store Creating

JN-CREATING

"version": "Q",

"id": "514ad836-bb8a-4523-al@b-fa2756c3bdb0",

"detail-type": "Data Store Creating",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T08:58:127",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Active

JN-ACTIVE

"version": "Q",
"id": "d57105bc-0d2d-4009-b34d-453e2567c599",
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"detail-type": "Data Store Active",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T09:16:517",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Deleting

N-DELETING

"version": "Q",

"id": "d135eelf-el4a-4730-8766-7b98f822c94a",

"detail-type": "Data Store Deleting",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T12:44:47Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
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}

Data Store Deleted

JN-DELETED

"version": "Q",

"id": "6d880b86-e115-4947-81a9-494db704571a",

"detail-type": "Data Store Deleted",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-05-12T12:58:03Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"
}

BEFRE4- T REET

Name Type A

version FR# EventBridge 4R #FhR A%,

id TR NENEHERNIRE 4
UUID,

detail-type FRE EERENSHIERR,

source PR FRRE B IRS
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Name Type ;!

account FrFER WIREHEMEEN 12 LK
AWS ik IDo

time T B4 RERRE,

region FrFE FRRBIEF@RY AWS X,

resources WA (F/FHR) TEBIREFME ARN #5 JSON
B,

detail object BEXTEMHEEH JSON 3t
Ko

detail.datastoreld FrFE ERBIEXRSHBNHBER
fit ID,

detail.datastoreName FrFE BIEFE BT

detail.datastoreTy FRIH BIEFM FHIR MRS,

peVersion

detail.datastoreEn FrFE IR TS

dpoint

SAELEH

Import Job Submitted

JN-SUBMITTED

"version": "Q",

"id": "25e606f7-800c-da4l-45df-0e68587250c9",
"detail-type": "Import Job Submitted",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":
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[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job In Progress

#N-IN_PROGRESS

"version": "Q",

"id": "cc886b49-2737-19c4-7cL4e-84ac9429ab73",
"detail-type": "Import Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}
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}

Import Job Completed

JN-COMPLETED

"version": "Q",

"id": "36c865ef-dasl-76ef-c882-3ba8dad8656b",
"detail-type": "Import Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed With Errors

#§-COMPLETED_WITH_ERRORS

"version": "Q",

"id": "b61387d7-bffe-4f01-8291-65dc4be52ccl”,
"detail-type": "Import Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",
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"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Failed

JN-FAILED

"version": "Q",

"id": "c4d65575-d1a7-4040-9c6c-c225bf6723c5",
"detail-type": "Import Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}
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}

SAESEH-THEET

Name Type 15 B3

version FRB EventBridge B4R IR A,

id FRFE NEBNEBHERWRZE 4
UUID,

detail-type FrFE FERENSHIEKR,

source FrRFE FRRERSEHHRS

account FrFER BWIRFEHEMEEN 12 1%
AWS ik IDo

time T B4 RERRE,

region FrFE FRRBIEF@RY AWS X,

resources WA (F/FHR) TEBIREFME ARN #5 JSON
B,

detail object BEXTEMHEER JSON 3t
Ko

detail.jobId FrRFER ERBDENEHRBKNE AT
% D,

detail.submitTime FrFE RS AEFHIHE,

detail.datastoreld FrFE EHRSEREHNEIES
it o

detail.inputDataCo FRFE BEES AW FHIR 3XHH

nfig Amazon S3 7 Y A BT &
BZ,
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Export Job Submitted

N-SUBMITTED

"version": "Q",

"id": "f8af7d04-2221-4f02-a0la-6fc3ae4@3bab",
"detail-type": "Export Job Submitted",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job In Progress

#N-IN_PROGRESS

"version": "Q",

"id": "7bb7e39c-707d-4a83-8532-cee®15299100",
"detail-type": "Export Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",
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"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Completed

JN-COMPLETED

"version": "Q",

"id": "d7629aa7-e63a-4b84-858c-96a62b57ebc8",
"detail-type": "Export Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}
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Export Job Completed With Errors

#§-COMPLETED_WITH_ERRORS

"version": "Q",

"id": "5fa50bc5-50e3-4bc4-b66a-1bld2f7b07a7",
"detail-type": "Export Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Failed

JN-FAILED

"version": "Q",

"id": "49fce45e-7e02-4846-8582-e7f19ca®39ch",
"detail-type": "Export Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

HealthLake 441

271



AWS HealthLake FEANGIER

"resources":
[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

S e B4 TR

Name Type i 89

version TR EventBridge B# £ #IRR7,

id FR®R HENEHERNIRAE 4
UUID.

detail-type FR®R EERENBHHNEER,

source FR®R RIRERBHHERS .

account TR BIEFEEEN 12 18K
AWS TKF 1D,

time FR#R EHRERE,

region TR RIRBUR M AWS X,

resources BUR (FHH) BEREFHEB ARN #9 JSON
A,
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Name Type ;!

detail object TEXTEHEEH JSON 3t
Ko

detail.jobId FrFER ERSEXEH BN S HE
% IDo

detail.submitTime T RS HESHIES

detail.datastoreld FrFE R RBDEREHNBIET
fitfo

detail.outputDataC FRE TEESHH FHIR XXHH

onfig Amazon S3 174 W kY 5 HH BT &
Z,
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Y Z 4 AWS HealthLake

TEEAWS REFZE, fFANAWS FF , BAUZRT TN REASHLZEHRBEALNERMHY
BRBAE R OMM LR,

ZERMFHEEE AWS 5TE, REREEXFEHRNENREMNEZIN LTSN

- ZWESM AWS AERFTE AWS ZHIET AWS RSWERMEN, AWS BHERETURSE
RS . Third-party fERAWS M HAMIH AR AN —B2 , FiHFEHNLABIER
NzE2WERE, ETHEATHAMNITL HealthLake , BSHEAMIRIXIS B AWS SEE AR
% AWS AR,

. SRR BHFEBEEAN AWS BSRE, CEABENEMREAT , LEEHIEN BB
M, EATERRE R EEEM,

AR AT ES BY IR T AR AT A B A N A 0 B TR AEE B HealthLake, LA T EBEIE N B UM 1TEE
HealthLake SUE 2B Z £ FMEMNM B IR, BB NEI WAEREM AWS RS REB BB ISR
BH HealthLake &R,

FH

- PHBIERF AWS HealthLake

+ 7£ REST BY 0% AWS HealthLake

o EEXNATXNRFITINEG AWS HealthLake

- WEMHHIFEEE AWS HealthLake

- HEMMRIE AWS HealthLake

- PHEMIRERSE AWS HealthLake

- fERBIZE AWS HealthLake %R AWS CloudFormation
» AWS HealthLake M# 0 VPC L im¥ & (AWS PrivateLink)
. FRLHKIESXE AWS HealthLake

- #1E1E AWS HealthLake

I EIERIT AWS HealthLake

AWS BT BIERER TR AWS HealthLake FEIHIE, MABAFR AWS , RFRIIETAH
EMANLIRERME AWS Cloud, BRFLER X IEEELBMEN EHRRHES . LF AT
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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£ AWS RS NZ2BENEEES. AXBERANESEE , BSRABERLE L R H
AWSHRR, BXREMBRERTNEES , FSHERABERT A (GDPR) Hb.

HFHFERPEHN , BNBUUERT AWS IkF EIEHEH AWS IAM Identity Center 5, AWS Identity
and Access Management (IAM) RENMNAAF. X# , SMNAFRREETHIERIRAMENNIE,
REWEBRS AT AR EIE

s NBNKFERZSESHRIE (MFA)

« BT SSL/TLS 5 AWS RIFEBIE. BINERFEM TLS 1.2, BIUEER TLS 1.3,

- FAHRE API A FEZI B & AWS CloudTrail, Bx{# A CloudTrail IRERIEIR AWS JZFIHNEE
E5 (AWS CloudTrail BF#E®E) RMEAR CloudTrail o

- £ AWS MEMRARZUAREPHIFAERINLLEH AWS RS,

- FRASREEZLIRS (HlI0 Amazon Macie ) , EEBIFAIFMRI F4ETE Amazon S3 FEYBUR
Bz,

- MREE AWS BB STRES APl #ITHENEELT FIPS 140-3 RIEMMEZER | EFEA
FIPS i R. BXATAM FIPS MRMESER , B5H (ZERPEELEIRE (FIPS ) % 140-3
M®Y https://aws.amazon.com/compliance/fips/o

RBABWETN BN AEEIBREE (MBEFNEFIRFb ) RAGERBEHRRNXEFTE
(WMBHRFER ) . XBIFLEREE A, APl HealthLake 5 SDK sk EAE fth AWS fRS AR EREFA
AWS CLI, API 3 AWS SDK f41Ei%. ERTEMNIFERBARANAFERT A ANTARERT
RRLATUH R ES. NREMAMRSREM URL , BBV ETEEM P IS RXIEFERK
WAUEX Z AR S5 BR AV IE Ko

1£ REST B¥in% AWS HealthLake

HealthLake BRIAREINZE , A RS IWAEM AWS Key Management Service (AWS KMS) Z 43R 8
BHBASEFHIE, Customer-managed £ KMS 24 , H ARMNBEE#E DS ANS B XHFr
PHEN, BT AEX Customer-managed KMS AN EZELR | HSH Amazon BHAEERS. 7
BIEBIEEMER | B LUEE AWS B/ Customer-managed KMS Z4AEk KMS %48, SIEHIE
e, TEAERMELRE, MRBEFEEANE AWS fER KMS 4] , MIZHA[™RTH ,
AWS_OWNED_KMS_KEYH BZHETEATHSNBZNEFERA.

AWS B KMS %48

HealthLake BUIAEAX LR HABENMEZENHRES , SINNMA BB EEHBSRAREESR (PHI)
HiE. AWS B KMS ZHTLFREENIKSH, BI12 AWS HAEMEEN KMS ZHAEEN —
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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2o, TESN AWS IKFREM. AWS BRS ATEMER AWS IR KMS ZHARERF EHBIE. BT
EEER. BEE. £A AWS AR KMS ZHARNFRHEEABR . ERLTFERNITEM TR E B[
X BN A 3P A T B BV Z A

MREEMH AWS HER KMS B |, WEEXMNARIEALE , B2 IT ALK AWS KMS B
;. BEXEZEE , B5H AWS HENES.

EPEEN (KMS #H )

HealthLake X¥FEMHBGEGIE, REHAEENNUNESEE KMS BHAEIE AWS BEN IR EM -
ANEZENE, ATEATUTEEHXZNE , R BHRTRATES !

- BYNEFZHBER, IAM Policy MR
« REBIAINESF

- BRNZEARARE

o AND0 PR

- BIEEHARA

- REERAMRER

EIE T LAE A CloudTrail RIBERM FRIE HealthLake &% AWS KMS FJiER. T AWS KMS X &4k
BH. BXEZEER , BSHEEFHEENE,

EEFREZN
BRI LAEM AWS BRI AT AWS KMS API QBRI HE - & 24,

&8 AWS Key Management Service FF X A R IEEEF A EXNME S EEZAN S R ITRE,

ZRBREZFHNBELAREBRANTLR. BIMNEFREXZALTRE - I EBARK  HHESWEER
LERZAURMMAERRANER, IBEFREXZAN , TUEERARK. BXESEE 1§
2 AWS Key Management Service F R A REEETHNEEEFEEZANHRINR,

ENEFIEZARTEMN HealthLake BIR , HIEZAFRE S L1F kms: CreateGrant #B4E, X&
B%F P REEBHRMBR , ZFAREFTIEE KMS ZAMHRIR , A28 AFE kms: gran t
BRIEFFENNBR, HealthLake BXEZEE , HSRMEHFEN,

EFNEFIEEN KMS 24A HealthLake BT ER , KMEZAFEBEP RITFLT API 84E :

« kms : MEFENEFIEE KMS Z4ACreateGrant 7R MNEBA , ZZ4A R FIHEE FRE,

EFEEN (KMS %47 ) 276


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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« km DescribeKey s : RERIMFEPAFMENETAEERAFMES . XI=RMEREMSLEN.

« kms : GenerateDataKey AFTEE ARER T ESMEZEE R E R,

 KMS: Decrypt fR{EXT hn & 3R A SR AN Sk 18 IR AR 15 B AR

UTR—MREFRRG , B AP 2B AWS HealthLake ZBAMBNBEFEAS XA :

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"
.
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

FHEFEE KMS ZHNFIER IAM X R

FRAZEFIEEN KMS Z4A IR B A AWS KMS IBZRNWHIEFZ#E , 812 HealthLake BIEE#HWAF
RABEERAREN IAM FKEEHBR,

BA LA A k ms: ViaService 544247453 KMS 224R 1Y £ A BR %1 W (X PR 3k B HealthLake®yiE3KR,

BXZPERBHNEZE L | S0 AWS Key Management Service F A A RIEEHME A IAM K,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
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BIBEMERN IAM AR, 1AM S5 AWS K- %9138 kms: CreateGrant, kms: 1 kms:
DescribeKey X BRUA K A E#Y HealthLake 1XPR. GenerateDataKey

WA 4E AWS KMS A HealthLake {#R#/

HealthLake FERBEN S ERENFFEEN KMS B, LECRERAZFFREEN KMS B
BN BTEFMEET , B[ AWS KMS &% CreateGranti® SRR R &R E HealthLake BI2RN. AWS
KMS RV A TR FXNEFFIKF FRH KMS B8 HealthLake TR BR.

K RE HealthLake B2 ERTREHESIBE. NREHEIECERTFEENKSPERH AWS
KMS Z4A#Y HealthLake X PR , | HealthLake 753 1A BIX L 30IE, MNZHE T BIBEFH O FHIR &
R, WITEEREA N THRER, YEBESBENR T HealthLake , ERAMEER. ERHUH
HRAR , RIBREIEEM T T 2 RUE RN, MERBIEF®E , HealthLake FRKREEFEA RN,

U5 R IR A N 22 2248 HealthLake

£/ CloudTrail EFHER KMS Z4ArY , B UEARBREA RS HealthLake KIEMFER. AWS
KMS BEHH HES B £ userA CloudTrail gent ZEH & 7R healthlake.amazonaws.com , SABR#8X
DHAREIER, HealthLake

LA 7RI 2 CreateGrant, GenerateDataKey, Decrypt 1 DescribeKey %1 AWS KMS ##
CloudTrail =4 |, XEREHIAA HealthLake MAiF R HENE P EERAMBHHE.

LUTHRBERT CreateGrant I{afE A /i HealthLake iF R FI2MH KMS 3248 , MM HealthLake
REFEHZ KMS ZANEFMERSEFHUE,

APLEEQZBECHIEN, HealthLake BEid @ AWS KMS &3% CreateGrant iR SRR RIEBIZEE B,
FH RN AWS KMS BTFRFIRIZEFKF H AWS KMS 478 HealthLake i [A] X BR

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
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arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-06-30T19:33:37Z",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-06-30T20:31:157",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [

"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

I
"responseElements": {
"grantId": "EXAMPLE_ID_@1"
},
"requestID": "EXAMPLE_ID_02",
"eventID": "EXAMPLE_ID_03",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

LA =455 BF a0 o] 55 F GenerateDataKey R¥ 4R F P £ Z 6 BUIE 2 a1 B B HE N L ENR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Sampleuser@l"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

b

"invokedBy": "healthlake.amazonaws.com"
b
"eventTime": "2021-06-30T21:17:37Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",
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"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

BT RBIE R T 2040 HealthLake 8 Decrypt #&4E LA F 176 BY DN 23 2038 %8 4R R 15 [R) I 22 30z o

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Sampleuser@l"
b
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

AR RBIE R T 204 HealthLake f# A% DescribeKey #4ERIEIE AWS KMS FF AR AWS KMS
ZHRBLTUARS , URMAEB A XN T RT3 TR EHERR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
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arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-07-01T18:36:14Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-07-01T18:36:36Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

I

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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THRFE
UTRBRE T EXBSRENBNESEL.

BX AWS Key Management Service EXIENEZER |, BZH AWS KMS X4,

EXLLHEETENEZER , AWS KMS B3 53X #,

EEXNA TN RH#ITINE AWS HealthLake

AWS HealthLake £/ TLS 1.2 B 2 HLimT SN ERESEWMOBEEITMNE,

0 5 i RIEE AWS HealthLake

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R T2 3R HIX AWS BR8]
R, IAM EE A ZH1E T #HITEARIE (B3R ) ARKR ( BNR ) F£H HealthLake &R, &AL
£ IAM AWS RS , EEX TN,

F&:

- B

- ERASBHITEHRIE

- EAXKEERH

+ 4a AWS HealthLake 5 IAM B2 & H

- ET 5 EM A AWS HealthLake

« AWS HIEE KB AWS HealthLake

« X AWS HealthLake & 4 Fi7 B3 1T HUE HERR

Z AR
BRI EH X AWS Identity and Access Management (IAM) &AM R :

- RERAF : MRETEHEINEE , BNEBRALERNER (1ESHEX AWS HealthLake 514 #1517
BT IREHERR )
- REEER : BEAFHENBRHIRRINRIER (1ESHE WA AWS HealthLake 5 IAM BLE A )
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- IAMBER  FEATEERHRNRANRE (FZHETSOHNER =B AWS HealthLake )

£ 50T S0 WIUE

BRBIIRE AWS FASMETIERFNAR. BUTE IAM BF B4HTEHKIE AWS KR A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , X F &R, BXEZNESZEER |, HSH (AWS X AR
BE) PHIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXEZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FiF°

BIEET AWS K7 , BEESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLIHRIAERIR
AWS RS MR R, BRIMBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(IAM RF$Er) RIVEERA S TR ES,

oS- g7

FERBEXR , ERAXAFERESHRHAENERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

REBMEREXRBENDIER, Web HA1RMEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReHRATRHERZIENAE,

EEGERFRIMNER , BiEHA, AWS IAM Identity CenterBEXxEZE R , 25 (AWS IAM
Identity Center A #§R) RV L2 IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMARBNARFEFRENRN —N50, BUERAGNEIE , MIEEFKHEIEL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i Il B IE B AT 5 ] o

IAM EiEE—4A IAM AP ETERNN ARBRAFHITNEREER, AXESEE , HZH (AM A
FIEmE) /Y IAM A6 b,
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IAM A&

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EERERARE , B E A E A B LS4 T BRL R RN T HRLEREREEER NI R

o

\

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

ET 508K

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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HREgRE

AWS HIFHARERR K XEFHEBAUREEENNERLBR FHRANR

s MRILR - EEETEMHNRBILURT IAM REHNHEANER. BEXEZELE , H5H (IAM AF
1) BEY IAM SEARRYALBRIA 5o

- RESEFIFKR (SCPs)-EHFIEEALAHAL LM HZRANR AWS Organizations, EXEZER , B
2% (AWS Organizations FIF18R) YRS 12 HIZK B,

- BIREFIZKEE (RCPs)-REKF A RFENZRAATANE. BXELEE , BSH (AWS
Organizations FIF1EFE) P FERZEFIHRE (RCPs).

- 2ERE -ENACIRSAFCRGNSER , FASBEENSRER, BEXESER , BS
7 <IAM AFiEm) PRLIEERRE,

S REERE

HENRBEWRBEEA T —MERE , ERBRREMEXNENIRE, BT RESRSHRBERER
W AWS BERBAWIER , 5K IAM AP BB RBITEEE,

n{a] AWS HealthLake 5 IAM Bt & {# H

EEA 1AM B 7R BRZ 81 HealthLake , &% T ##E WL IAM ZhEE R i A HealthLake.

BRI LA EE A K IAM ZhEE AWS HealthLake

IAM 8¢ HealthLake 1%
ET SRR =
E T RIRH RS )
KRR IE =
R FR =2
R MR =
ACLs &

ABAC ( SEBEHRIRRE )

fim
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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IAM Zh&E HealthLake 3%
E L =
REAE =
BREXBRABE B

E4ME 7 f# HealthLake AR HAtt AWS RS A5 RS IAM EEEASER , 21 IAM AFEE
RIS IAM BEEFERANAWS RS,

ET 5K ER AWS HealthLake
TRETEHNER : 2

ETEHNRBETMMEZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XL R
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTERET HOMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RIR,

BEMER IAM ET 50K , BUEE R TRIELNRENTRUAR A TRIELBREENRSE. B
THRR7E JSON REEREAMAETE , H2H (IAM AF#EE) #H IAM JSON KEETEEI Ao

ET 5 EIE RH] AWS HealthLake

EEF HealthLake ET B RN R , HSR. ET B HHEEERH AWS HealthLake
AEE T EEMBER AWS HealthLake
YRETFRROEKRE : &

ETHIRAVREEZMNE R IRA JSON KB, ETRRNKENRESHE IAM BEEEREN
Amazon S3 FEREKEE, EXHETARNKBHERES T , RSEEATUERCIREFHNBER
FREVEE . XN THEERM IR ZIR |, REEE IS E A A SN 2R RIT R REARE+ LSRN
THIT,. BUFEETRENRBEPEEEE, ZERATUEEKS, AR, A2, KSR/ AWS

e

ESHABEKFHRE , SBACEENKFSEMKS P IAM EEEENETERNEBPN TR,
XEZEER , B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 .
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BB E 1Tz AWS HealthLake

XIFRBEIRIE . =R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUAN T AR FRITER
1, UREMAAZRHETHIT,

JSON R Action TEBER T A TERKP AWHIEL B RINRIE, ERBPISREUARTR
ITREIRERI R,

EEF HealthLake RIEFIK , BSH (RFTNSE) AWS HealthLake P E L HY R 1E.
IEFERITH RERAEE IR ERT HealthLake AL T BT :

healthlake
EEENMEAPEESTRE  BEAEZSHEIRT.

"Action": [

"healthlake:actionl",
"healthlake:action2"

]

EEFE HealthLake ET BRI RA | SR, ET 5 HHEERH AWS HealthLake

B BE AR AWS HealthLake
THEHRBER: 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATL AR RINITER
1, UREMFARHETHIT,

Resource JSON K T ZEEEBHNAREFEN — I RS IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZFHRRRXROVEAE , EEABEM () ENEANATHRER
R o

"Resource": "*"

EEFE HealthLake BIRFEHK HFIRK ARNs |, BSH (RERNSZE) AWS HealthLakeF E XK E
R. ETHAATEESMRRN ARN iRl , ESHAHELHNEIE. AWS HealthLake
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EEF HealthLake EF S BN ERNRE |, B30, EF S0 ERTRE AWS HealthLake
B SR B S - 5748 AWS HealthLake

XFRHETRSHRESRFR : B

EIE R A LAER AWS JSON REERIEEW ARG RMT L. HHRY , BN EEATLI AR RINITER
1, UREMFARHETHIT,

Condition TERBENNRMEEFVMENIT. BALGIRBERAZEZEN (Fl0, FFTHN
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS 2R&ZHR , F5H
IAM AFEREPHAWS £ 354 £ T XEH.

E#BE HealthLake £HRINK |, 550 (REBENSE) AWS HealthLake T H 240, BT
ATERAZRHENRENRR , ESREBEEXHIERIE AWS HealthLake,

EEF HealthLake ET B RN A , BSR. ET B HHEEERH AWS HealthLake

Y5 A 2R EI 5 &R (ACLs) AWS HealthLake
% ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR ) ARBRAR. ACLs SETRIFH
REERM , RECAIAEA JSON KB,

ETEMRGEEZE (ABAC) AWS HealthLake
%35 ABAC ( BB HMFEE ) | £

EF WM BIRREE (ABAC ) B—FENER , RERETHNFENEERE R, HT5L
SAREHME] 1AM SRR AWS F , AR ABAC SBE LAY EEFEA MARE 570 L MR I
AR TR AE

EETHREEEER | BEEMFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH T ZPRHEFZER,

WRENBRSN TEMERREBIISMEX=AFMGR , X T RS , ZENR. MREMESNX
NTEHIRRREXISAMEX =1 FGRE , WZERNBD

BEX ABACHEZEE , 2R (IAM AF1E®E) RWEA ABAC BIUE YR, EEFIZE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonhealthlake.html#amazonhealthlake-policy-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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I 6HE B 5 AWS HealthLake

T EFImAEILE ; 2

ISEHE BRI AWS BREHFENR , HERELFERKS SR A B 0IEN,
AWS BWEBHRERKIGHER , MAREAKPHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM . AWS RS

1Y 5 BR 55 = A BR AWS HealthLake
TEERBELE (FAS) 2

HRFI2TE (FAS) A EAZHFANER AWS RS , Bt AWS RS @ T RS & HiERNE
Ko BXRAH FAS ERIFHREFR , BEREREALE,

RS A’ AWS HealthLake
TRBSAE 2

RS AERHR—TURSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SRl
BRESAE, AXESER , 2R (AM AFERE) FHEIER AWS RSZERIENEE,

BXABRZAEMNTLIHENRAFENNBKKENEER AWS HealthLake , ESR1EE AWS
HealthLake,

/A Warning

EURRS AN RTEEL M HealthLake 2188, RBTE HealthLake REIRERE ST 4wiE
BEAE,

KRS XA AWS HealthLake
YERSHEXAG B

BSHAXABR -SRI AXKN AWS BSBRFAR. BRSEAUKARRERTRENEE, RS
MXASHAELNH AWS K/~ , FRBBRSHAE. IAM EERTUESETREERSKEKAR
R BR

BXREUBRFEERSHERACHEAEE , FSHELE IAM BEEHANAWS RS, ERPERRS
MXABIHEE Yes R, REREEUERTZRSVRSHEXABNY,
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HT 54K RH| AWS HealthLake

RABRT , ARPANAGLEERIEH HealthLake RIFRHNNR. BERFAFXAERIFRHRITEREN
R, IAM B2 A LA 1AM KB

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2H8 ) o

B X H HealthLake T E X WIREFMRFERE ( IEBHHRRELENEN ) WiFMAEE |, H5H (RFR
NXZ2E) AWS HealthLakeF W IR/E, BREMFZHZ4, ARNs

£

- RBMEEXE

- fFAEH AWS HealthLake &

 HiE Y AWS HealthLake 331 Amazon Athena
- ATAFEEMAIE SR

REERIEREK

ETHMNEBRE T EARBWAEENIKSHEIE, HRMER HealthLake iR, XLEERERBE
S AWS IKPFERAE, tIERREE T HDIREEN  FHERUTERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NMAZENR : £FEA IAM R ENRE , BB FRITESAENNR. At , BAILE XL
EREFRGTUUNBERBRINTHRE , SN RENRFT, BXEA IAM EANBRHNESE
B, #F5H (AM AFERE) S8 IAM PR REFRR,

o {8 1AM KRR SR — S BREIHRIAR 44577 LA ) 58 B 7 I S 440 SR BR I X R 4E RN SR A 17 ) o
filgn |, WO RERBEARIEESLTMER SSL XEFEER, IRBSRERBIZENSNME
FAEY , Tt v] BAGE F S SR 1R T 3 BR S5 1R ERY 175 B AXBR AWS BRSS , f5l40 CloudFormation, BXE
ZER ,BZ2HA (IAM AF1E®E) $M IAM JSON EBTE | &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonhealthlake.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

5 A 4] AWS HealthLake &

E 58 AWS HealthLake #2414& |, BAFEE — AR BN R, XENEXMAFEIIHMEEE LR
B HealthLake ®RIRHVIZFMERE AWS Ik, MR CIEZLMENRENREN=ENET S MR |
FFHMT ZRBOEE (AFRSIAR )  BHASLTERMBIEEZT.

X FRFA AWS CLI 5t AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHHITH API RVEME EEC RV R,

EREBE LT EMNR HealthLake , EF AT REEHIMNE IAM A=A

& : AmazonHealthLakeFullAccess#AWSLakeFormationDataAdmin, #&i&EEM MIERN RS
AEW HealthLake AEX K. RFACRH—TRFEME. KRREPITREN IAM AE, IAMEER
ATLATE IAM FRlE, BRMBIRESAE. BXEZER , F2H (IAM AFER) PWelED AWS
REZERNENAE, BRVUIEMERSAECHNAKRERNESR , FSHIZE AWS HealthLake, &k
WIER AWS Lake Formation ##IA 8 CLI FF HealthLake B2 57 2 Bl 3 AWS Lake Formation (&
HEER. BXREZFER , BSH i8& AWS HealthLake,

R A AWS HealthLake #h#E1Ef% Amazon Athena

MREE AL FABRMIT P HealthLake BIEF A F RN R Amazon Athena , ERFAT IAM R
K INEZAEEAF : AmazonAthenaFullAccess#lAmazonS3FullAccess, Select# Bik
EENHEENXRDescribe EEMPR AWS Lake Formation, AWS Lake Formation Z&AXBRH AWS
Lake Formation B R £ AWS Lake Formation #2#| & BT CLI #F. BXEZELR , TR &
B2 AWS HealthLake,

RIFAFEFMITE S KR

ZORBIGER T A A REE | UXEE IAM AR ERHMINEER S SN NRANTERR, LREEE
EEFIE LR AWS CLI X AWS API U412 5 R UL IR BRI R

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS HIEE KBS AWS HealthLake

AWS RERKEHAEMEEAINIL R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRIBFIBAAF, ANBesENR.

FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAEMNAHME AWS F/ £
M. BRMNBUBEENRETEARMNE S EEHRRRE -SRI NR.

BIEEERAWS HEFBRPENHONE, 1R AWS Fif AWS HEFRPENHNE , WEHLE
MiZKEAIRBNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERSE T
LAER T AWS RS B9 API 24ERRTE#H AWS FEE XS,
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BXREZEE , F50 (IAM AFER) P/ AWS EEXERK,

AWS ITEFBS : AmazonHealthLakeFullAccess

ZAmazonHealthLakeFullAccessZEKEERMIITHI T £ 1A RIMXPR HealthLake, FFLLRBEHI B E A~
HAEE , AF HealthLake BAILAEAXRE, &Eil, AN HPHEKIE HealthLake, BEIEF
T ZENIRYE HealthLake , XM AFPHARTNEMEKR, BXEZEE |, 52 [HealthLake &
E1R B AWS HealthLake F11X PR,

A LURF AmazonHealthLakeFullAccess FEEHINZE] IAM &1,

HERERTFEENRMSEENR , ATAFPNARENR. #BFK HealthLake, SAFSH , EALMK
REAXENRVAFNBEHITIRE, HealthLake

RRFHRER
AERBEUATEHR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Action": [
"healthlake:*",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"

1,

"Resource": "*",

"Effect": "Allow"
},

{
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "healthlake.amazonaws.com"

AWS FEEREE : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccessKEEIR FXI H M AWS BRS5 H HealthLake K A< B RH R i
R PR AR, MU KBENATEFERTFHEHEBNNESF HealthLake BIEFMINR , EFATFH
BB ERBBENAS,

EA LU AmazonHealthLakeReadOnlyAccess KBS INE] IAM & 17

WERBERFAFRAFNAGHRITERANread-onl y PR HealthLake,

RRFHRER
AERBEUATEHR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastorxes",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImpoxtJob",
"healthlake:DescribeFHIRExpoxtJob",
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"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchWithGet",
"healthlake:SearchWithPost",
"healthlake:SeaxchEverything"

1,
"Effect": "Allow",
"Resource": "*"

HealthLake & /EFII R

TRIIE T P EREIRE HealthLake A RINITIX LR EFENNR.

HealthLake #4E FTEH PR
ERH R BEIEEFM HealthLake AmazonHealthLakeFu

11Access . AmazonLakeFormatio
nDataAdmin . REXZEEEF] AWS Lake
Formation B G X BRH AWS Lake Formation

1 BR o B9 B 4B 7 6% HealthLake AmazonHealthLakeFu
11Access . AmazonLakeFormatio
nDataAdmin | HIEKEEEHR AWS Lake
Formation E R PR AWS Lake Formation

BRI, BRIAERHITEF®E HealthLake AmazonHealthLakeReadOnlyAccess
£ A ERHBIEFZH Amazon Athena AmazonAthenaFullAccess AmazonS3F

ullAccess . AWS Lake Formation
SelectfIX HEER KM Describef PR AWS
Lake Formation

M S AEIE HealthLake BESEANSAESZRENR,
MH S HEIE HealthLake BFSEANSHESZRENR,
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HealthLake AWS E& 5K BE Y BB 37

EBEBHIZRSFRIBERXLEE R 2 HealthLake 28 AWS HERBEFWIEFMAEE. ERBEXIL
TEZEN BIIRE |, 51T “ HealthLake XA4/A £ i2%” TWHE L RSS feed,

B iR A Hi
AmazonHealthLakeFullAccess AmazonHealthLakeFu 2022118148

11Access BEERBIREAYF
524158 HealthLake,

AmazonHealthLakeRe AmazonHealthLakeRe 2022%F11814H
adOnlyAccess adOnlyAccess XHIRiRIA
1B X PR & E K B HealthLake,

HealthLake B #5RERE X HealthLake FF IR ERERE AWS 2022F11RA148
RERBHER,

¥ AWS HealthLake 5 {7 #07 [7] 3 178 FE BERR
FERAUTEERBEEZHMNEETEFEH HealthLake 1 IAM B AT REB 2 HY 2 L 8] &,

FH

o BERNEATUENITERAE AWS HealthLake

o EEINIT iam : PassRole

« RBAW AWS K7 2 MBI AT B EHY AWS HealthLake B R

EERELTLERITIERIE AWS HealthLake

R AWS EEEZF & FIFEETIMITEIURE , WLABRREER FRED, EERARERHA
FEMBBHAR

% mateojackson IAM AP ZAERARFAEERTXEM my-example-widget BRHFHAEFE ,
BEFHEEM healthlake: GetWidget R , 2K EUT REI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget
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EXFAERT , Mateo BRMMNEEAEHHRKE , LA TFMER healthlake: GetWidget BIEH
B8] my-example-widget &iRo

LA AT iam : PassRole

WMREBRE|—NEIR | RIETHEINIT iam:PassRole B , MIXAMEHERBUAFET A BIMER
4., HealthLake

BE AWS 7S AR AGBRKZEALIZRS , MTAREIRMNBRSALIRSHEXAR, Hit,
BB MERRABLEIRSHINER.

LHE N marymajor B IAM AP ZHE ARG A HealthLake FIITIRIER , 2 REUT REIHIR,
BR , RELTEERSHCHERTFHRERS AMTIHRE, Mary TEENAGEZIEEIRSZHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAMEFH Mary KBS F 1T iam: PassRole #1E,
MREBEERE , FHRRENAWS EER, FHNEBERRRMEEREZIEN A
FE ARG AWS kP 2B ATFRFEB AWS HealthLake %R

BRLGE— I Ae  WEHMaKSFNRAFREALNNARATUERZARKBREN TR, &7
DEEH#EREY , AURAAE, X TXHETHRNRBEHIEFZH TR (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] ATV R T 175 (R 8B B R A A PR

ETHRESZER , FZEAUATRA :

- ETHREDS HealthLake XFHXLEIEE , iES AT AWS HealthLake 5 IAM BL & H.

- BET7HNARENERENERNIEERERAWS K |, H2E IAM AFEREPHEERE AWS
T B %S —A IAM A PR RAR
- BT B E=AREXNEHERAFRNE AWS IKF , ESH IAM AR EETNEE=AR
HiFER. AWS Ik
- ETRUAELSOBRERIERHILEINR , F2H (AM BFER) FRAELEIARBES BRI
AP ( BHBRERIE ) REHRNR,
- ETHRERAAGNETRRNRBHTERSFEZBNES , E56 (AM BFERE) #1 IAM
Y BB K P BRI 18]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS HealthLake FEARIERE
&R UE AWS HealthLake

Third-party AWS HealthLake fE A ZNEHITRIN —EB2 , FitIixNZ 24N AWS SH 4 # 1T1F,
A HealthLake It , ‘@3& HIPAA,

ETBREERTRESHAIINNER , BZHAWS RS ‘BaR It XX 2EE"" , RFERERN
BREMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

BRI LMERATEHE=SFitikE AWS Artifacte BXEZEER |, BSRPH “THIRE” £/ “AWS
Artifact,

BHEMER AWS RS TN EATAEBR T ENBRENHBME, RATANENBIRUARERNERNE
M. AXREBEEANNEARENESEE AWS S , FSHAWS B,

Ry ER iR fE L £ AWS HealthLake

ER —TEE RS , AWS HealthLake Z&| {Amazon Web Services : ZEREBIAR) B E iR
B AWS £ kM EZ = B FIRTS

A LAER AWS EX I APl 8 HealthLake B ME#H T1A R, BEFHSMAZIFEHRERT M
B (TLS ) 1.0 REBMRA, BIWEA TLS 1.2 RESWMA. BEFHEX AT FEETLREHIRE
(PFS) WEBEMH , HlEE R (DHE) M E f 4 B E W Diffie-Hellman (ECDHE), Diffie-Hellman
REBINRRE (WM Java7 RESHRA ) BIFXLERN,

Lo, AAERFRIZEE ID M5 IAM EEXBRAOREZ TR BARNBERFTER, HE , EUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FUERIT BRI ITZR,

£ 82 AWS HealthLake &R AWS CloudFormation

AWS HealthLake 5—TREZE K AWS CloudFormation , iZIRS A #BIEX AWS FiRTEZENE
B, NMEL NS ERRANEMBArRE RNt E, St —MERFENRE AWS &RHN
B , HHE CloudFormation FiiE FF B ixX L& IR,

£ AT CloudFormation , A LLEE FAERK —HEEE #18E HealthLake BIR. REFHIR— K&
HER  REESD AWS K Xt —E X —Eit B AR N AR,

HealthLake # CloudFormation &1k

ERNMMERXRSBIE HealthLake MELERIR , M 7 #ECloudFormation &1k, k2 JSON
YAML #ENE SRS, X LRI R T R EFE CloudFormation R P E BN RR. MRBRRTEE
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html

AWS HealthLake FEANGIER

JSON = YAML , ATLAfEH D CloudFormation esigner K& BIRFF A E A CloudFormation 1k, Bx
EZER , 525 (AWS CloudFormation AAF1Er) Y1 4 =2 CloudFormation Designer ? o

® Note

AWS HealthLake X #%{E A I2R HIBF 6 CIoudFormatlono BEXEZEE K SERATEE
HealthLake £t Z4&#Y JSON #l YAML #iRRHl , iHSEHAWS CloudFormation FA F #§R
BAWS HealthLake B REH S =,

T ¥ % xF CloudFormation

ET#MEZ{E LR CloudFormation , FS U T &R :

« AWS CloudFormation

« AWS CloudFormation i FF#5/

« CloudFormation APl &

« AWS CloudFormation S BT RE A EF

AWS HealthLake #1# 0 VPC £Lix+ = (AWS PrivateLink)

ATLAEE B2 0 VPC KT S ES AWS HealthLake 89 VPC Mz B FAERE, #0O VPC
“"”"‘—"'EHAWS PrivateLink—ft o] A FFAZR 15 Rl Y B R IZ X #F HealthLake ; APls TEHBRM
K. NAT i&%. VPN iE# Direct Connect 1%, &# VPC FVEHIREFELE IP thutBl 528

1€ HealthLake ; APls, #&# VPC # HealthLake; 2 BIHRETR LB F L LR K,

BMEORER/EHA TP — RSN EEMEEORT,

BXEZEER , BZH Amazon VPC AFEMPRED VPC LinT & (AWS PrivateLink),

HealthLake VPC L imT Rl EFEEIM

ERIREEA VPC LirT Rl HealthLake , {554 & & Amazon VPC AR AVE O KR 2
JB HE R PR o

HealthLake X#EMEH VPC AHAEFTE API #1E,

T2 %< F CloudFormation 301


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_HealthLake.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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RUTHREIERED VPC KigT HealthLake & :

IBAILAE A Amazon VPC # %14 5 AWS Command Line Interface (AWS CLI) 5 HealthLake; RS
Bl VPC KixT =R, AXEZELR , 5510 (Amazon VPC User Guide) F# Creating an interface
endpoint,

FERAUT RS BN HealthLake; B2 VPC KRigT & -

¢ com.amazonaws. region.healthl

MRBRNALRT LFFZFE DNS |, NI LAERZLmT 2B BRIA DNS & #5[a HealthLake X H API iF
R, 530 healthlake.us-east-1.amazonaws. com.

BREZER , 5K (Amazon VPC AIF#ER) HRVEEE O UK A RS

HNElZE VPC LimT R 5K IE HealthLake
AR VPC i S MR I HealthLake B9 T3 H1 4038 SUERE . XERISELFES -

« AHITIRENES,
« ARATEVERAE,
o X HHITRENE IR,

BXREZER , H5 KR (Amazon VPC AIFiER) HRIER VPC ik L2 I AR SS B U5 [F]

~l - BT HealthLake #/ERY VPC KimT KB

LT 2L IHET SRk RH HealthLake, HEEFAKRHET 26t , WRXBEEFRMERRNAMEZEIEA
5 8)i% HealthLakeCreateFHIRDatastorelEER R,

{
"Statement": [

{
"Principal":"*",
"Effect":"Allow",
"Action":[

"healthlake:create-fhir-datastore"

1,
"Resource":"*"

}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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]
}

)22 H{ESSE AWS HealthLake

AWS HealthLake R T Z &8 , HEEFENKEECHRERBEITER, A THREXKRR -
BESEN , HFTRRTEZ2BRIR, IEFEIRATETESHRIATHRHRER , HRHEM
NERNERREmMTREH.

« KSR RRTF,

« JQEHTRE , iH#F A Customer-Managed-Keys (CMK) B EHIHIE, ETHEAEX CMK NESZE
B | 55 Amazon ZHEERS .

- EBEFEPER PH P BT, EEA BT POSTH#E, MA 2 “E/H GET B%",

- BREINBBMEZNFITHEEN A,

- BYEHRMES A API QIBRERNY , H2NEEMAIAFERHELE FHIR ID (LID) FEMA PHI =
Pll , BREBEEEMELHER,

o RIABIE, EE, BEHF. BBRRERERS , FBOE HTTP #rk A PHI,

« BH AWS CloudTrail iZI&I A LAH it AWS HealthLake £ A 1ER HBREEZNED.

- BEELZLEMA Amazon S3 FHBEHNREXR, ETHREZER |, 55 Amazon S3 AFEEH
N&Z 2 HEXE,

M1 AWS HealthLake

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAES N EREEMREEN A A
X, X&EAXBESRIER, SAHENSERNRNNERE, MATAHAKX , BaL0RITHREETH
Xz ELh i BRI AR EBWNARFNREE, SEENENRSNBEFOLEMIZEML
AAXEEESHWA A, REEINATYT B,

NRFEEEANGEEESHBREINARERF  FEA AWS X, AWS i XE R 5§ E4b
ZUE AWS KB E-BHFEFP L. 5E AWS KE—# , AWS KRt X EH M AWS XiZlT 2B
B

BXAWS XEMUAXWEZER , HSRAWS = EKERIZHE,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/about-aws/global-infrastructure/
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AWS HealthLake &#

DUTFZFSEMETAT SMART £/ FHIR, FHIR M. AWS HealthLake

® Note

FIE R4 HealthLake BEMBIEXAYELMNSEXEBDHFT TR, BXRXEZEE | &
2% AWS HealthLake APl &%,

£

« SMART on FHIR XX #f AWS HealthLake

+ FHIR R4 X AWS HealthLake
- HENMSZE AWS HealthLake
* MY Support ZE % ¥ AWS HealthLake

SMART on FHIR % AWS HealthLake

X% ¥ FHIR HealthLake W##EF#& LN T BERETNAEFNATEEEAREAR (SMART) AT ERE
FHIR YR A2 & L1758 SMART,. HealthLake &3 55 5 = 5 &R X AR &5 88 X 18 3K 3t 1T & 10 AE F R4
kiFEHiE. Bt | EFRE S EER P EIE AWS Identity and Access Management , M2 EAFE
FHIR #r R BN AR 588 LB SMART,

(® Note

HealthLake £ FHIR iRZA 1.0 f1 2.0 L% SMART, ETHAXXEELNEZEER | 5
%] FHIR R4 XX ¥4/ #) SMART App Laun che
HealthLake ##E 17 X 1F L T SMART on FHIR &R 5 4 IR E FIBAAEL -

* OpenID (authN) : AT MAREFNARFEITSORIE , BIMENERN S0 ( it
A)o

« OAuth 2.0 (authZ) : ATENRET FHRIENBERTLUEEZHE A HealthLake BIEF#
HYIBLE FHIR iR, XREARNRFSEFIRENEEE LN,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/
https://www.hl7.org/fhir/smart-app-launch/

AWS HealthLake FRARIER

O LAE AWS CLI 5 AWS B F X TE 36|22 SMART on /5 A FHIR WEREFM. BXEZE
B, i3 0/2 HealthLake FIE1ZME,

fIZE A FHIR ¥ SMART #ifEEi#E , BULEAEHMESARUERPEE K S RERURSSHET
BHE. SRR Lambda BEBMBTNEM, UpdateFHIRDatastore BEXEZEER , F5H B
HealthLake $3E 174

£

« #E FHIR LA SMART Al

 HealthLake FHIR £#J SMART By A RIFER

+ SMART on FHIR OAuth 2.0 B 4% > #F HealthLake

« FRASEEIE AWS Lambda

 1£/5 F SMART on FHIR Ky EE 6 o £ A A E R4 HealthLake
« IE1E3REX SMART on FHIR KI 34

« EX¥# Smart HEIEEM £ & FHIR REST HealthLake API iE3K

# FHIR £ SMART Al

LT EBNFAFEER SMART on FHIR #f1, AWS HealthLake B 1aFE4ME AWS Ik F i
BRAR. 7£ FHIR £/3 A SMART HealthLake HIEIEE# AV BIZE , A% —/ SMART on FHIR &F
WA AEF MM ERNRS S MBBEEEREN R, HealthLake

B
« £ FHIR L5 SMART & B &R
« FHIR £# SMART WEFixNAREF T/ERE

£ FHIR £ SMART i B &R

LTEREN T {4 ¥ SMART on FHIR iE3R HealthLake AR R IHACEBERFIENRTIR. AT tE
EIERESHET/E , AR H SMART on FHIR iE3K :

- RARAF BE , BESIRKRELEFEASE =7 SMART on FHIR ARFHRIBIEEM# P
HealthLake #iZE.

« SMART on FHIR NAREF ( MANFFRNARRF ) | BERHIEFMH D A HealthLake BIEHY M
ARERF.
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AWS HealthLake FRARIER
- BMNBRSER . /S OpenlID Connect FRER RS ER |, REB X A P # 1T H AR M A THE S,

« HealthLake #:iEF % : 3F SMART on FHIR HealthLake BY2k3E 7% , ©F A Lambda B #SkE 52
RBHTIZE S FHIR REST 3K,

BEXETEDETFE , BACIEUTHR.

@ Note

BINBUERERNERSSE,. EHELENMXENTEHQELESEBEN AWS Lambda B
¥zfE , B A FHIR HealthLake HY$iE 7% £ 612 SMART,

1. REBENRS BRIRR

EFH SMARTon FHIREZR , BREEREF=ZFENEFES , ZREZSB[UURITERBEE# LA
B FHIR REST &Rk, BXEZEE , 5 HealthLake FHIR L& SMART B B9 KiIFER,

2. EEMIRS 28 L E OB HE L2 HealthLake #iE 7 15 R4 3!

SMART on FHIR 1228 | OAuth {E R ESR B E LT & 91 U A 1E R 7T LA 8] BRLE FHIR &R A K iF
BHEE., EXEAEE — N RKENBERTIRITNGZE. BXEZEER |, i52H SMART on FHIR
OAuth 2.0 i #4555 HealthLake,

3. RE—/ AWS Lambda BEBINIT T A & HYEEL

B %S RRFERS A SMART on FHIR B3R #% £ £5%8 FHIR REST #3422 JSON Web 18
(GWT). BXESEE | ESHMB IWT.

4. £ /2 A FHIR 81612 SMART HealthLake $iE 176

E£ FHIR L4812 SMART HealthLake #iE7i% , BEERH—
. IdentityProviderConfigurationBXEZER , HS M A2 HealthLake FIEF

(® Note
DIEMER#E  EUUERENSORABEE , 0, BRSERIE Lambda B, &

WIRNR S B A BITESL E R R NEERE, UpdateFHIRDatastoreBEXEZER , B2 H B
HealthLake $i3EF 64,
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FHIR £EBY SMART BWEFimNARER TERE

LT E D N A 4E SMART on FHIR B9 E X B3 & F ik N AR F H £ HealthLake i F4 L X
Ih &4 FHIR REST #3R.

1. EAE PN EARFERD Well-Known Z&— & BRFREFEAE GET ER

/B SMART W& Fin N ARFAMGETIERE K HealthLake BIEE#HENBNIRS . X2BT Well-
KnownZ: — R FARIRAF (URI) BRTEEN. BXEZEER , i5ZH EEIRESMART on FHIR I X
o

2. HRBRNRAEE

EFmBMRARFERARNURS SRS , MERFPUTUESR, EE3ENAFR#ITEARIE, EAE
BATENEFImMNARZRF LR HealthLake BIEFH P WL FHIR B, BXEZER |, 55H
SMART on FHIR OAuth 2.0 ifi/#% X3F HealthLakeo

3. FE T hE

% AFEEISARIE , ERRMAEFFRIIRERNRSSHN WT TRTHE. ETERREER
FimB AR B &S FHIR REST HREHEHA, HealthLakeBXEZER , 5 THEKIL.

4. £ |3 B HealthLake FHIR HY$iEFf# £ SMART L% H FHIR REST API iR

W , B imNAREF LR RINRS 2SR A1 R 5 @ HealthLake BB F M ik = &% FHIR
REST APl i3k, BXEZELR |, 551 £ X Smart WEHIEFM L& H FHIR REST HealthLake
API E3K,

5. BiF JWT 5|5k

ERIUE FHIRREST iR REMIF R T , i56EA Lambda &¥l, EXEZEER , BSH FHAS
kL& F AWS Lambda,

HealthLake FHIR £#) SMART ) & RiIFER

=i/ A SMART on FHIR-enabled HealthLake ZiEF#HH FHIR IR , BEF RN ARFLIIREFHR
& OAuth 2.0 WEAIRS S , H1E FHIR REST API iR 7 i /R OAuth Bearer &8, EE#K#F
RGN IR S |, iFEEWell-Knowns — & IRFMRALFE A SM HealthLake ART on FHIR &I XX #4,
ETHRAEXRELENEZES , 55 H EEIRE SMART on FHIR &334,
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£ FHIR HealthLake ¥3E54& L 6]2 SMART B , #44fifECreateFHIRDatastoreiEsR
FmetadatatEZEARAENRNEFZHNHmANTEBER. ETHEXRE UnetadatatENEZER
H2F 613 HealthLake ZIEF .

L MERAEHRUEREEMmetadataF W TR ( BREBNAS iR
K ) UpdateFHIRDatastore., HXEZER , S EF HealthLake BIEFH

FARNRSHES , ERHNARFEEARNBRSNAFRHITEHRIE. RNANSHRIES , # 1)
RS S4ERK JSON Web T (JWT) HEZAEEFIHNMARR. SEEEATEFRRMARFRERAN
FHIR BIRSEE , XRIIRXRE THAFEBFRINKE, EF , MREMTESHEE , e Ha
EXEFMEE, ETHEEXTIFN SMART on FHIR RiEEFHNE ZE B HealthLake , FS R SMART
on FHIR OAuth 2.0 B 8% 3F HealthLake.

FEARMNRSERE TN JWT , ERiRNARFEX B A FHIR ¥ SMART $iEZ i # 1T FHIR REST API
A HealthLake . B IFFAE JWT , BEEQE — Lambda ¥, HealthLake £ F FHIR
REST API &R RARE AL Lambda B k. BEEFEH Lambda BB RH , S M. FRHTE
¥ UF AWS Lambda

12 /3 A FHIR B9 SMART HealthLake 2 Z# FrIEMNBNRSETE

fECreateFHIRDatastoreifdk/ , LEERHETNIKE AN EiESE
HldentityProviderConfiguration¥&#metadatatEN—E5 ., RNFEILFTHEIRIEH2
HEN, EEECreateFHIRDatastoreE KA UMAIEEX — 2 RHI , S I HealthLake %
EEM#,

1£/3 Al HealthLake FHIR HIZkiE 1245 L& SMART L5 FHIR REST API 5 RFT EHY
75 6

&) AWS Lambda BB BELLTF AT EER N /B A SMART on FHIR HealthLake B ¥iE 174 £
BB FHIR REST API &R,

« nbf: ( Not Before ) & — “nbf’ ( FR2Z 8 ) RIFEA T ELZ I FEES IWT #HTE
B, “nbf EIZHLEER LFIEME date/time X ETFHEFT “nbf” EIEr date/time 5l HHYBI{E
FEATREM R Lambda BB iat MRS MR RN, nbf

« exp: ( EIHAR(E] ) ZRE — “exp” ( EHARTE] ) RIEWE 7T I HARTE , FURBEIRZ G , IWT REH
EZNE,

« isAuthorized: REIRE NTrue. RREREBEZNRS R LIREBEN.

« aud: (ZA&) FH —aud” ( S ) FHATHRIVE RGBS NOBREAN, XSAALEEH SMART
on FHIR HealthLake RYZRIE1Z 6 % = o
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https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.5
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.4
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.3
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« scope : IMMREDL—NME FHIR BIRMEXPEE. 1T IEE"‘H’JT&*XHE“%EJ:EMH’J ETH#
BXAESH FHIR BRMEXSTE N E ZE B HealthLake , S FSMART X FHIR (W& RCEERT
HealthLake,

SMART on FHIR OAuth 2.0 B 4% X 35 HealthLake

HealthLake £/ OAuth 2.0 fEA RPN, ERNRS 2R LEALMIUAIE N FF N ARFER
K FHIR B R HealthLake WEUIEFMENR ( €12, REL, FH. MERMER) .

SMART on FHIR EREX 7T —H A A E BN FZ [ ERAEE, W , RAGFEEEEFXRELERS
BEEEBRRARANEF RN ARF NN RN B Eread RS,

® Note

HealthLake ¥ FHIR V1 # V2 L# SMART ## X% , i TrmR, SIEHBIEFMER , FH
AuthorizationStrategylR Ef) SMART RERUT=MNMEZ— :

« SMART_ON_FHIR_V1— 7£ FHIR V1 E{XZ# SMART , E#8#E read (read/search)
write (create/update/fl Bx) X PR

« SMART_ON_FHIR— £ FHIR V1 #1 V2 £%# SMART , E#4&
fEcreate, . readupdatedelete, FXPR, search

« AWS_AUTH— BRik AWS HealthLake #ZERE ; 5 FHIR £/ SMART %%,

303 R A SEE
HealthLake X #FIt B ai#E X SEE launch/patient.,

ERUBHEAT , FEFRNARFERGAEENGRESE , BARrmNARFAANERFME
., Bt , FFmNARFNENERABERELBECH, RIHATHFOHRILRE , RURSHFLEK
HEESERNEHEETENHRTH. IRNEEREEHRRTE—EERNRSR[EM P RE,

XENEHEXTE
Scope L

launch/patient OAuth 2.0 BIERFHN —NSH , BRERPIBN HIEE B EHE,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html#HealthLake-Type-IdentityProviderConfiguration-AuthorizationStrategy
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SMART X FHIR B9’&IRSEE & F HealthLake

HealthLake # FHIR #iFRBE LEX T =R AIHY SMART,

« patientSEEAFHEAEXENBEENBERRE.
« user{ERER T A/ A LA 8] B9 45 8 BE B9 1 B A PR .
« systemfEAHER T HealthLake BITFEF M PR EIWFTE FHIR BIRH 1A B R

ATF&TWHETHEFHIR V1 £EA SMART &7 FHIR V2 £ SMART 2 FHIR BIFREE M E
Eo

@ Note

SMART on FHIR #iIX R R E QI BBTFEFHITREN. BEXEZELE , B3H (AWS
HealthLake API Reference) H#Y AuthorizationStrategy,

X FHIR V1 B R SMART HealthLake

# FHIR V1 £/ SMART & , #§2 FHIR RIREENBEAE LN T, HealthLake EEF U T RAIH
RVEA URL BB , BRI E “E4)" &4,

('patient' | 'user' | 'system') '/' (fhir-resource | '*') '.' ('read' | 'write' | '*')

SMART on FHIR v1 XM ERLCEE

EREIEE T~ R )

patient/(fhir-resource | '*'). patient/A EBEEFRNARER

('read' | 'write' | '*') llergyInt SEXNMEIEZRNT

olerance.* BUE Y =14 read/

write i B A BR o

user/(fhir-resource | '*').('re user/Obse RAFREFmNARRF

ad' | 'write' | '*') rvation.read BENMEIEZRHN
BRERHKHFIFR read/
write 15 B R
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html#HealthLake-Type-IdentityProviderConfiguration-AuthorizationStrategy
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ERIEE & R~ ERE ZgR
system/('read' | 'write' | *) system/* . * REEFmNARER

read/write B] LA15 (8] Ffr
£ FHIR &RHIE.

X ¥ FHIR V2 B /&R SMART HealthLake

# FHIR V2 L/ SMART &t , ¥ FHIR #FCEEMBERAE AWM T, HealthLake EEF LT R4
RVEA URL BB , BRI E S8 &4,

('patient' | 'user' | 'system') '/' (fhir-resource | '*') '.' ('c' | 'z’ 'u' | 'd' |

ISI)

(® Note

E7£ FHIR V2 LM SMART , #permission-v2fHEEE R tiiBcapabilitiesZ&F
B, ZFEHFERERIdentityProviderConfigurationBIEXREMWK A

HealthLake X #FBAERAT. BEXREZELR , 521 (FHIR ZER ORI FiEHN
EuE.

SMART on FHIR V2 X #FHERCEE

EREE E =~V ERE g3
patient/Observation.rs user/Obse R EERAERSEE
rvation.read £EMO0bservati

on ;'ﬁﬂ;?\o

system/*.cruds system/* . * REBEFIRNARER
S EFAE FHIR RiREAE
B B354 create/read
update/delete //search

R BR.
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¥ FHIR V2.2 I/ES B SMART HealthLake

V22 BRETERSHUNFEY BT V2 EE. RS BR[IE AT LU BT 45 E BE 45 1E M AR
RRFREM CRUDS #REXR PR &5 R ST E

V2 R E AR BERIFRE, V2.2 ARERRIF

- AN V2 ERE ( THTIRE ) &G E —H I,
- EATEN ?param=valueBHFZHFEXN V2 EEHT T R,
- SEEH A (patient/user/system), BREE T CRUDS FEIEELI,

FRFA

£ FHIR £/5 A SMART Z8I V2.2 , BHERHER AT &G !

- BHEIEFMREAuthorizationStrategyiRENSMART_ON_FHIR ( EIRIX$#F V1 # V2 ) W1fE
RTOIEN, FEHASMART_ON_FHIR_VI1ZHAWS _AUTHAREE RGN EHIEFM®,

- BHBEEMKCEEpermission-v2fEcapabilitiesBdd, V22 2K , RAECTEY
V2, TRESIUERA,

« &89 IDP Lambda BE B A RIFMER V2. 258EEN ( 72 EEIRIEENER ) .
EEBRA V2.2

BRARERRTERECNRFTNBIBEEEERENNEHIEEE.

O BIEEME

BRI BIEFMRET |, B TMetadataF&permission-v2. 25 M%) capabilitiesH AR
IdentityProviderConfiguration:

"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
"permission-v2",
"permission-v2.2"
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NRHEE

EEYEHEEFE® LB SMART V2.2 on FHIR , #E7EMIMetadataF B R tlpermission-
v2.2capabilities##IdentityProviderConfiguration¥#f#MAUpdateFHIRDatastorei2
RER. BEXEZER , BHSH B HealthLake BIEF

ER

« permission-v2ATREBERAF, V22T ET V2, TeegiaEA,
« AuthorizationStrategy&4=SMART_ON_FHIR ( R2&SMART_ON_FHIR_V1Z{AWS_AUTH ) .
- ENMSHRMERESNESHER  FERNSEMENEFERMINgEpermission-v2.2,

ERLVAEN , THREEFEN.. ERTRIE , HRIEI X ( FE Sigvd )

GET {healthlake-endpoint}/r4/.well-known/smart-configuration

MR F M capabilitiesHA B¥Epermission-v2.2 , Il FHIR L& SMART V2.2 & F5Ez0IR

o
REREEE
V2 EEERATENERNFZHFEREITTY R

V2: (patient|user|system) / resource . cruds
V2.2: (patient|user|system) / resource . cruds [? param=value [& param=value ...]]

V2.2 EREERNFFRAH

4R 1 588

?param=value Search-parameter €28, REFEIARAN RS AHE,

&param=value HiSEaE, 2MNLIEREFRA AND 28 — FrE NS &R 4 M PTEL
A

- SIEBRNEATERASEPEENTREE., FXEFLRB[BEA (*).
- REBEFENEREE , SBUIXNRFRREER (BYGET /r4/metadata)
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- TRWIEAEZRE (HlWpatient/Observation.rs?category=laboratory ) 2 HI#E
OAuth 2.0 SEEZHMiF S EBHFAHN X FE. scp

« URL-encode ZNERF KA RFC 6749 B HRERF (a0 |, |-%7C)

« NXTFHHE., BFMHESH , V2.2 XFRIRLEKE (Hl0, ?date=eq2023-01-01 ) » V2.2 ik
XFERSBIE MR

YE A 13 7= Bl

V2.2 fE AR B
Scope 2R F iR R
patient/DiagnosticReport.rs? HRABDiagnosticReport #iRfEcategoryMh
category=LAB ELAB,
patient/Observation.rs?_sec MR FELZEREWObservation &
urity=http://terminology.hl JRRestricted
7 .org/CodeSystem/v3-Confide
ntiality|R
patient/Observation.rs?date 1Y BR BHH¥iObservation 7 202341 A 1 HY
=ge2023-01-01 R 2GR R o
patient/Observation.rs?cate NREREMRLMAMNObservation &iRo

gory=laboratory&status=final

user/Condition.rs?clinical- XPRJEKCondition &iR.
status=active

BETH
LUSEEE V2.2 ERER , £3%124% HealthLake R A TFESH
V2.2 BIRITHRE BT

BRI 1TH
81 (1) RERREFREERBIIERTEN T 2K, BMUIRE 403,
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R’ 1TH
B3R (s) SEETEREERHER, URE TR IR

Create/Update (c/u) TWRSAHRERELIRBFEEA. BNIRE 403,

FIER (d) BiRRRLAEEETIRRRE. FRE 403,
R R R

« B-RERENSZAN V22 EAEEEH (REBEERE) .

s TR ERN V2 /ERAE ( flpatient/Observation.rs) , TRE—NSHEFH V2.2
BERERE , HHRFELIHRENR,

« V2.2 KRpermission-v2.2/5 ANBIEF® LHIER S5 2 8,

BR il
V22 A IESRAZIFUTAHAR :

- EEERSH (HIW , code-value-quantity ).

o BENERSH (HIW , subject:Patient.name=Smith ),

« _include/_revincludei#ZES#,

« $export/$davinci-data-export ( #HEHHE ) - V2.2 kT ER ; HHESHERA V2 BE.

- ExERRAENBERFRRER (HIW , patient/*.rs?cateqory=LABEN ) . FHERSHKIE
SR | MAUSEREMARER (HlIn ) , patient/Observation.rs?category=LAB

[F B E
FER RER Fix
AR BT ESEE V2.2 REBEFELBH B ZEHZEERE/ . .well-known/
smart-configuration HHiER
Ao

ERFENTRLEGER 403 RESEASITERITE BECESHRIERRE.
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FEAR R& Fix

BRERNZE SEEESREERAEE ZRRERNTEFIERNRE,

InvalidScope #Hix SEEANERSHTN BE#IASH/metadata Capabilit
yStatement,

End-to-end R4l
2 BENARFRMNER 2023 FURHBASIRELR,
1. BRRS B[ EA AN ENERER

patient/Observation.rs?category=laboratory&status=final&date=ge2023-01-01

2. B3R HealthLake :

GET {endpoint}/r4/Observation?patient=Patient/123

3. HealthLake 3@ #IEASEETIESR. REFFWBERTAENNE , BIINNITE AND
category=laboratory status=final # date > 2023-01-01 AND #J0Observation®

N
Do

ERS BRI AWS Lambda

#1253 A FHIR B HealthLake SMART $UEZ#r , SMIEERFCreateFHIRDatastorei?
£ AWS Lambda ZBE$H ARN, Lambda B{##I ARN —REASHK
ffIdentityProviderConfiguration®RHIEER . IdpLambdaArn

£ 8/2Z SMART on B A FHIR HWEIREM 28 , AF 612 Lambda ¥, BIEBIEE#ERE , B8
HE#H IdpLambdaArnRiEE R EM Lambda Bi¥l. UpdateFHIRDatastoreZE&EE YA AKIERF
fEELE R Lambda ARN , 5 API #4F, DescribeFHIRDatastoreBXEZER , S H E#
HealthLake $#EF .

EHEFSHAT SMART on FHIR IR F# LRI A H FHIR REST #3R , £ Lambda EREATINIT
AT 4E -

o EFRER 1 PR E MM HealthLake $R3E 174 i 3R [B] I 57,
s WEFBNARFELEN REST AP &R BAERL R IR A5 7] S Bt TR,
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. PE—NEEEBRERMNIT FHIR REST API iFRH IAM RS AR,

- 5EA FHIRREST API BREBEUTFH, ETHREZER , BZHAMEFH,
* nbf
* exp

e isAuthorized
* aud

* scope

£/ Lambda B , BR 7&K Lambda BHE , BEEERBIITACHNET RENERE, Lambda &
BHHRITABE—NIAM AR  CORBBRFHEETRAEN AWS BREMERONR, ERMHEHN
HEF & BN FE A HealthLake fAiF R REE RSN EE.

AETBHHETHETREZFIRNARFHNROIERMNBELENEE, S Lamb AWS da BEFTE
B9 25 BRSA R a0 1 32 AT AR BV B T R IR AY R B HealthLake o

« 139 : AlE Lambda B
o 5259 : Bl AWS Lambda BEfEAK HealthLake RS A

\

« 5 3E4% : B Lambda HEMWRHITAE
o 5459 : MEH Lambda BEUR AR RS
« 5559 : WM Lambda BB H &4

B — 1 AWS Lambda & #&

REBHOEH Lambda EEE HealthLake WEIXS B A FHIR B9 SMART B FM# I ERIARR . K
BEFIRMNARFHNIERTE — REST AP AN — N 2L RSB ERNRL,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

AEBHH R Lambda BEIEL AWS Secrets Manager Al T E SRINRFZEFMHERWIED, RI1EZUE
WA EEEE Lambda B RMEBRNRSHBEFRIFHER.
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Example il B & RNIFHE TN FHIR REST X

T~ Lambda EZ @ AR R T MAKIEE/S A FHIR BEkiEF4# £ X% % SMART B FHIR REST &
Ko EEFAXMASKIL Lambda R 25T |, 5. FH0IE Lambda BE AWS EE %
"

R FHIR REST APl R BEEMMBIEEEKL T . RS REST #84 , W Lambda B
BNAM. ETHEERFMERNBRESHTENEZER ,% TR B,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}"',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint
server

os.environ['auth-server-base-url'] # Base URL of the Authorization

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
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return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

fEA 12 Lambda B AWS EBZ&HIA

LTERRIZECL6IE2 T EXF SMART on FHIR B4 4B FHIR REST APl &R E
HealthLake K AMRS AR, MREHEKBERZAR , MPHATUEIE Lambda B#, £ Lambda
BRBEERZE , ZXTFMRSACRH ARN. ETHEXAUBRSACHE Lambda ME P IEEZ
BAENEZELR , H5H A TH HealthLake RS A AWS AT JWT B Lambda E#X

£3 Lambda B4# (AWS EEZH &)

1. 3TFF Lamba ##|&A# Functions page ( REHE )
2. BERVEEH.

3. EEBMLFHRERE.
4

5

EEFREETHARBEN. BETHT , EFET python WIZ1TE,
£ Execution Role ( #11T&® ) F , #&# Create a new role with basic Lambda permissions ( £
BEBEXK Lambda NRHFAE ) .
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Lambda 8|2 T —MUTAR | ZAEEZEHRFEAE LEFT SR,
CloudWatchLambda E¥TE R B AR EERITAG , HEARTAE® RN SDK SIZiEH,
AWS

6. EFEABET+ , RBEHIMNRAE Lambda B,

MREE AN Lambda RHBBIZEFRANRS AR  WEELEQEZAR® , AR TRH Lambda
T EEIZ1T. ETHMARNA Lambda RHBIZRSACHNEZER | 55, CIEZRATH
HealthLake BRS5 A AWS BT JWT BY Lambda BNEX

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):

Sol R AN 320


https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html

AWS HealthLake FEANGIER

if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

£ Lambda BB IMITA G

B2 Lambda HEE , BFEEEFHITABIUEE A Secrets Manager FIERXPR. 7 Secrets
Manager # , {REIENENFHEBE - ARN. ERAKENR , 1iT7ACR R BT Lambda BEEH
TATERNE IR,

WA LB TE IAM 3241 A F 8 RHE Lambda 84 & FIE R B B RIE N Lambda KRB HITAR, E
THEXREE Lambda BB ITABHNESER |, 55/, Lambda UITHEE

Examplei® F 15 [E X BRAY Lambda EEIN1T A€ GetSecretValue

5 IAM B 1EGetSecretValue R MBI ITA BRI % F /R4Hl Lambda BREBUZTATEM IR,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secret-name-DKodTA"
}
]
}

e, BMERBET — Lambda % , ZEBETHFRIEE FHIR BA T FHIR NEEE#E L A£EF
&1 SMART B9 FHIR REST &3k R 1AV 14 R S,

B2 A T8 HealthLake BRE A& AWS AT ##18 JWT B9 Lambda Bi%k

® At IAMBEER
AT SO BN BR 1AM SRBE H BRI E IAM B AP

BSAE

RS ABRME—TURSEE. ARENTRAEN IAM A6, IAM EE R AJBUE IAM 6
B, BURARBRERS AR, BXESEE , B2 (AM BFER) HHQIER[ AWS RS
ZRNRN B E,

f#%5 JSON WX (JWT) /5 , Lambda EFEIRE IAM £ ARN N, BELMEERNIT
REST API FRATFRHNR , BN FRNBETEMKRK.

£/ IAM IRE BE SRR , RERTAFHNRENR. ETHESES , H2H IAM AP ERH
Ry B A AR R X BR o

BIEEEFTN Lambda BB HIEEM HealthLake REAREERANT R,

- B, BFEQE IAM KB, ZRBAIIEEX SERNRS /PN ERFEREN FHIR FIRA
T E AR
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« HRX L REEVNEBSAE, t12AEN , BULIEEEEXZRAMMEEE —SHOENER, £
Fx RIEE HealthLake NIRSF £, BEEFE NI EPIEE HealthLake iiEFE ARN F AWS ik
F 1D,

BRI IAM KRS

BHEBRNRSBRPELRTEERE TET & B RIEN A HealthLake ¥¥E 7 AT LA 7] B LE
FHIR &R

BRI IAM KB T BRI IEE LRSERERITES .

A LE IAM R FBAMNActiontEFENAT®RE, BRI RACtionFHNB—NEX—
MResource types. FIEFM R M — T LAE HealthLake IAM X RKBEF BfIResource TEFE L
M2 RIS ERER,

B FHIR BIRTRET LA IAM RRFRHEH E LN TEN TR

B 1EZE XN HealthLake

BHE iR il WIRRE (ME)
]
R
il
CreateRes [ BIEFFEE TR = BIE1EM# ARN : arn: aws: healthlake:::/youx -
ource A region 111122223333 datastore/fhiryour-
datastore-id
DeleteRes 1% F i Br B IRAIIX PR B BIE1EM# ARN : arn: aws: healthlake:::/youx -
ource A region 111122223333 datastore/fhiryour-
datastore-id
ReadResou &% FiREUAE JRAV X PR B BHEFM ARN : arn: aws: healthlake:::/your -
rce EY region 111122223333 datastore/fhiryour-

datastore-id

SearchWit ®&FEH GET FEBR®R % BIETEM# ARN : arn: aws: healthlake:::/youx -
hGet RAY X R HY region 111122223333 datastore/fhiryour-
datastore-id
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FRARER

R’

SearchWit
hPost

StartFHIR
ExportJob
WithPost

UpdateRes
ource

B
=%

BTEM POST 7iEER
R IRA PR

RFEA GET 718 FHIR
S HESHNR

RTE#HMARNNR

>

HIRRE (BIE)

BHEF6 ARN : arn: aws: healthlake:::/your -
region 111122223333 datastore/fhiryour-
datastore-id

BIEFHE ARN : arn: aws: healthlake:::/your -
region 111122223333 datastore/fhiryour-
datastore-id

BIE1FHE ARN : arn: aws: healthlake:::/your -
region 111122223333 datastore/fhiryour-
datastore-id

EFBER , /RO LMEHAAnazonHealthLakeFullAccess, &ZFEMS AT HIEFE S
KEIMFTE FHIR BFE#TIER, BEA, #RNSH, ERFIRBEEFHN ENER |, F6E

FAmazonHealthLakeReadOnlyAccess.,

ETHMAXER. HIAMFLAIEQHRAENRBENESFEE AWS EE2H S AWS CLI, FSH
| AM A 7 $5 78 R B9 B 22 1AM SERE

7 HealthLake (IAM $#£# &) SIZBRFAE

ERALERCRERSAE, CIRRSH , ERFERE IAM XK,

7 HealthLake ( IAM Z#I1& ) SIBZRSZ A

1.

2
3
4.
5

Bx AWS EEEFA HITH IAM #2E|& |, Mk https://console.aws.amazon.com/iam/e
£ IAM Z2HENSMERT  ERAE,

RE , ERUBAR,
ERFEEEAREL , RFEEUEEERK,

BTk, F'BENEERE TEHROIER , 0 FFIR. your-account-id& 7&K

5, REFMBES ARG HESHERANBIEFREN ARN,

T HERIE
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10.
11.

12.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
}I
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
east-1:123456789012:datastoxe/fhir/your-datastore-id"
}
}
}
]
}

REBEET—F,

FEARRRRE L |, EFEFE HealthLake RS RAN KK, BEEREHRE , FENRKRET
HITER,

RIG |, IR IR ES

REE B, EFNCER TEHN "AREW TRABR.

(A ) REEHERT , AENASFINEEHR,

WRTEE AR T RIZAGNERANAGENHNACENER, ALBHREEN AWS K/
NBIARE—H, ENFTREXNNEXS, Hlm , BT AR €/2E7 PRODROLE 7 prodrole #Y
A, ATZNMNENTRESIAZAR  BEBRERTERBABGEW.

EEACFARE  ARERAEAEG,

ETHNAE RS Lambda EEFIEEAE ARN , 2. 8E—1 AWS Lambda E#
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Lambda A 1TAE

Lambda REHRITAERE— 1AM € , ATRERERFTIHR AWS REMERNNRE, ttREmE
HAEXNAIE, EENEE Lambda B ITABHNER,

RINERT , SEERACIEFH Lambda B#ET , Lambda 28I ZEFHENRHIMITAR. AWSE
ERHSEEBEERTACHRFHNR , 2 Lambda FF A A RIEEFHE IAM #2515 6l 2H
TAE,

REBARMA R Lambda EREUER Secrets Manager REE R INRSZI[HIEB,

EE£0ENEMT IAM B —#F , ERRENRRENKRFEER. £EF LMK , EANTELETE
HATER R R, EEFREFRAEBCH , ZREXRRBERRE , FENIEMENR, BXE
ZiEE , S IAM AP ErRE AR SERR.

HealthLake foiFfitt & /REY Lambda B #K
At , HealthLake ATIARKRIEFEH Lambda B , BATIITULTRE -

- BEEMRENIdpLambdaArnEFEERERFPFAMAK Lambda BEEY ARN, HealthLake
CreateFHIRDatastore

« BEE-—NETRRVER , HealthLake RIFERKREIEA Lambda B,

£/3 F SMART on FHIR W ##EZf# £ HealthLake W E| FHIR REST API #E3Rat , EBENRFBER
RERAEBIEFMEIEEN Lambda Bi#. E#RF HealthLake THEIXR , BREAETRIRNEK
M. EIFH 7 EWMA Lambda HBOIRZE T RFENRE , BSRAFAEEETH AT AWS RFIEH
Lambda BEE¥. AWS Lambda

RIEH Lambda BRERELE H X 1%

/A Important

HealthLake ER&EH Lambda B EEY &R KiZ1TH[E] 40N F —F (1000 EF ) o
WMREK Lambda REGEN Ti21TRIEIBRE , ME&HEARE. TimeOut

ABRHILRE  BNBUREMEEN A LN, ESEEAENZ2EMEF K , BTUBER
FIARERESEERBRENNBIRGIRESR, ETHAEREEMEEAFRKNESEE , 5 W Lambda
FRAREETNEERLBEH R
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
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EEEFLH Lambda R H BN FEE1TIE |, EFE A Lambda #2§| & _£&H Lambda BEAY K515 TT
Ho BIAMBERT , Lambda ##H A REFENEER , ERENEBRBLESHERNTEntE,
B/ RFRZARE, BT HEXKE Lambda BN EZER |, {551 Lambda FFAA R ISR
Lambda 2§ & A8y W IR,

MRBEZLHN Lambda REEE T HAHBENHHBTEIE | 5SR Lambda F X BB EEH
R,

1£/8 A SMART on FHIR BV R =% A 8 F AR E %X HealthLake

KEQ@ EABHTRENRREXENESAKEFE |, WHBEREGRERIEFME P U7 E B

HiE, ERTXER FHIR B SMART HIEFEAV T RINRAT , EAANERNTURESS
M, HealthLake EF AN ERN , BFEFineGrainedAuthorizationEnabledi&k
MIdentityProviderConfigurationZ#¥TrueHiREZ T, CreateFHIRDatastore

IR LB E#FFineGrainedAuthorizationEnabledR G A EAXN I A BRI # AN ER
M. UpdateFHIRDatastoreBXEZEE , BHSH FE# HealthLake HUIEF M,

MREFZHATHANERN , MEHRNRSHLXRE — M fhirUserSeEid_token AR IFRIGHE, X
AFEFHNARFREEXRAFNGER. BERwNARFANfhirUser BRI RKRETAF,H
FHIR &JRH URIl, XA[LAR Patient, Practitioner = RelatedPerson., 1ZiXARSE5HYIERIE
SE—Nuser/Sel , ATEXAFR TG RIBLERE, XEANS FHIR BRSEERAESMEXNER
HEXHIEE :

user/(fhir-resource | '*').('read' | 'write' | '*')

AT R ANfEIE A AR R RAUR# — B EERIE B HAERE FHIR BIRREN RE

o fBtfhirUserPractitioner , ANEMNRIRET AP JUBRNEEES, REEE
BifhirUser2RIEAMNfhirUser S HERNEE T RiF#H A,

Patient.generalPractitioner : [{Reference(Practitioner)}]

« {ABtfhirUserAPatients , HKRPERelatedPersonEMEESFERFERNEETR
BlfhirUser , AR ENEIORE TATiEREfhirUser EWIFRINE, MRiFRWPatient BIREF
BETXR , WAFHR,

Patient.link.other : {Reference(Patient]|RelatedPerson)}
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
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IEE3REL SMART on FHIR &3 3T

SMART EX T —MRINH , AWEF I T HRNE K URLs Ml HealthLake #3771 < IFRI ZhAE
HESATHEPEFHFRNEREQIEBNRR , FHWiE HealthLake BB 7 TIFHIRER.

EFEFBNARFERIIA Y FHIR REST i53R HealthLake , B4 U E HealthLake BIBFE#EATE X
HIRINER, WiFERTEEFEESHE (&R ) BT I,

H3R HealthLake 2#iE 17 0V R T 304

1. UEE HealthLake regionfldatastorelditfE. BXEZER , BSH REBEFHEE M.

2. FAKEFIM HealthLakeregionF{E N ERMIE— URL datastoreld. Bfhn/.well-
known/smart-configuration®| URL Wim R, EEFUT RAFHEN URL BE , BRD
B S5 =4,

https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/.well-known/smart-
configuration

3. EAAWS EEMA 4 GET EEMEREER. EEFENRH , BRI E S5 24,

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/.well-known/
smart-configuration \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

HealthLake ZX#E 171 #Y Discovery Document LA JSON blob B2 iR Eltoken_endpoint , &7
DEEFHEFauthorization_endpoint® , LR BIEEMEO AN S E K THEE,

"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [

"launch-ehz",

"client-public"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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]

authorization_endpointM#EARBIEZF RN AREFFILEN, token_endpoint

- BfiEQ-RNE S imNARFSAFATER URL,
- ThHRQ-FPIRNARRFRAREZBENRNRS SRR

£ 1% Smart WEIEEM £ X H FHIR REST HealthLake API &3k

RA R FHIR BIE % LM SMART L& Hi FH HealthLake IR REST API R, LA T4l

ERTREFFIHRNARFNER , BEURXPIE JWT , UK Lambda NI #EBEA, £&

N ARFERRERNNEHRILE , ELATRIIRERNBSHNFIEETHE. EXIFFHRE
SMART #(#&74% £ % 3% FH HealthLake IR REST API #Rat , BESRIRLFERATIZE S

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

AT EEPRLDRRE T RICESEAERENE AWS IAM 514, Aitk4 HealthLake AR EGEES A
SMART on FHIR HEIEZ RT3 ER Lambda B, HealthLake Z&# Lambda BIEUR Th R 15 5 hE
B, BEAEULTREIMmE, HealthLake

{
"authPayload": {
"iss": "https://authorization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/", #
Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized
"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request

iy

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request
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FHIR R4 ¥ AWS HealthLake

AWS HealthLake X#F A FRBEHFERLHN FHIR R4 #1358, UT&TRM T BX 1A HealthLake FIF
FHIR R4 #ISBREBIEFEA FHIR R4 EIE 1 3 HealthLake BIBEME M FHIR TR XZEFHEE,
RESTful APIs

F&

« FHIR R4 88 1 7= B AWS HealthLake

FHIR ™A B UF HealthLake

FHIR R4 X R IR A E A T HealthLake
FHIR R4 B8 RS8N HealthLake

FHIR R4 i&FF $operations HealthLake

FHIR R4 BE 1 7 B AWS HealthLake

EEHRIED HealthLake BIEF R FHIR #H<8E0 (1TH ) , XTRFEHBENFH, Capability
EARAERSERFRINEENFRR S ATERS I/ IIMMWAEH, FHIR capabilitiesREKREEFX
HealthLake BB 7T AR X #F FHIR BN LR 7 WESR. HealthLake #R#E FHIR R4 &R
WiF FHIR BIRFERE, StructureDefinition

FREX HealthLake #4317 fik #Y 8 1 75 BA

1. UWN£E HealthLake regionfldatastoreldifE. BXEZEER , S H REBEFEE M.

2. FEAWEMN HealthLake regionM{ENERME— URL datastoreld. R EEMuUFIE
FHIR metadata w&. EEFUATROIFHNEAD URL BE |, BRI E “EH” &4,

https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata

3. &I B3R, FHIR capabilities XREMFHAHHAWS EEZMA 4 LZMMUMGETIER,
Tcurl REIZREVAHIEER HealthLake BIEF#HAE 1 FBHdatastoreld, ZEEFEANRA , &
R E S5 &=,

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata \
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https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/structuredefinition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

BN R HealthLake ZRiE1Z65/ 200 HTTP IR KRB MEEHFH, BXEZELE |, HSHE FHIR
R4 X#4CapabilityStatementF#i,

FHIR N A& B UE HealthLake

AWS HealthLake XIFEARH FHIR R4 #l5E. EZAH FHIR R4 MBH2IE FHIR BBEX . £ FHIR
BREBE FEAREXHELIERRRERENAR and/or T BRENEEHAHNRRERE L, Hi

W, FHIR EEXH A LRBISNEFE , flir BEFNES. —MNERUUZBEZSIREXH. I8
HealthLake #(#EF & B FEA FHIR BE XK,

(® Note

EEIEFME P ARMBER , FEERM FHIR BEX#. HealthLake il R7E7R Nk E # & R At
KRIEE FHIR BEEXH , M{XABEE R FHIR R4 X BIREHTRIE,

FHIR BRFFEM FHR BEEXHES ARRZATEEREDR, HealthLakeE Lt , FHIR Bl &
XA ES A HealthLake SRR @B H TR,

FHIR BEEX#EXEERTIEE, FHIR XfEER (IG) R—AUWH , #HR T 0F FHIR fERATH
EHH, HealthLake BIFL TR E XA FHIR B &34,
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TR FHIR BL&E X4 AWS HealthLake
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EE”ZD

EE”ZDO

EE”ZD

EE”ZDO

i
&

3.1

4.C

5.C

6.1
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2.C
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http://hl7.org/fhir/us/

core/STU3.1.1/

https://hl7.org/fhir/us/

core/STU4/index.html
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ndex.html

https://hl7.org/fhir/
us/core/STU6.1/ind
ex.html
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core/STU7/
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guide/uk-core-imple
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u2/Home/Profiles

andExtensions/Pro

filesIndex?version
=2.0.1
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http://hl7.org/fhir/us/core/STU3.1.1/
http://hl7.org/fhir/us/core/STU3.1.1/
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU5.0.1/index.html
https://hl7.org/fhir/us/core/STU5.0.1/index.html
https://hl7.org/fhir/us/core/STU5.0.1/index.html
https://hl7.org/fhir/us/core/STU6.1/index.html
https://hl7.org/fhir/us/core/STU6.1/index.html
https://hl7.org/fhir/us/core/STU6.1/index.html
https://hl7.org/fhir/us/core/STU7/
https://hl7.org/fhir/us/core/STU7/
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
https://simplifier.net/guide/uk-core-implementation-guide-stu2/Home/ProfilesandExtensions/ProfilesIndex?version=2.0.1
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Name fx SKHEfEEE BE S X X X I T i B R
PN BE B BE X K £ M M
R X B o K M i
B8P RKEK (KK
(1 (8 (1 (3 (33 (: (£
Z "7 ® X R R )
B E X =
MO M
) M)
it
&
CARIN B2 1.1 http://hl7.org/fhir/us/ ERIA X X X X X X X X
&H carin-bb/STU1.1/
CARIN 5  1.C https://hl7.org/fhir/us/ XF X X X X X X X X
b gl .0, carin-bb/history.html
Da Vinci 1.C https://hl7.org/fhir/us/ RN X X X X X X X X
Payer Data davinci-pdex/
Exchange
Da Vinci 2.C https://hl7.org/fhir/ X+ X X X X X X X X
Payer Data .0 us/davinci-pdex/his
Exchange tory.html
EEFEE 0.2 https:/hi7.org/thir/us/ ZRIA X X X X X X X X
RS davinci-hrex/2020Sep/
(HReX)
DaVinci 1.1 https://hl7.org/fhir/us/ A X X X X X X X X
PDEX Plan davinci-pdex-plan-net/
Net STU1.1/
DaVinci 1.C https://hl7.org/fhir/us/ X X X X X X X X X
PDEX Plan davinci-pdex-plan-net/
Net STU1/
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https://hl7.org/fhir/us/carin-bb/history.html
https://hl7.org/fhir/us/davinci-pdex/
https://hl7.org/fhir/us/davinci-pdex/
https://hl7.org/fhir/us/davinci-pdex/history.html
https://hl7.org/fhir/us/davinci-pdex/history.html
https://hl7.org/fhir/us/davinci-pdex/history.html
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
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Kiets

https://hl7.org/fhir/us/
davinci-drug-formulary/
STU1.1/

https://hl7.org/fhir/us/
davinci-drug-formulary/

history.html

https://build.fhir.org/
ig/HL7/davinci-ecdx/
index.html

https://hl7.org/fhir/us/
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https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/history.html
https://hl7.org/fhir/us/davinci-drug-formulary/history.html
https://hl7.org/fhir/us/davinci-drug-formulary/history.html
https://build.fhir.org/ig/HL7/davinci-ecdx/index.html
https://build.fhir.org/ig/HL7/davinci-ecdx/index.html
https://build.fhir.org/ig/HL7/davinci-ecdx/index.html
https://hl7.org/fhir/us/davinci-pas/
https://hl7.org/fhir/us/davinci-pas/
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https://www.ncqa.org/resources/hedis-ig-resource-page/
https://www.ncqa.org/resources/hedis-ig-resource-page/
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https://hl7.org/fhir/uv/ips/2024Sep/
https://hl7.org/fhir/uv/ips/2024Sep/
https://registry.fhir.org/package/hl7.fhir.us.cqfmeasures%7C5.0.0
https://registry.fhir.org/package/hl7.fhir.us.cqfmeasures%7C5.0.0
https://registry.fhir.org/package/hl7.fhir.us.cqfmeasures%7C5.0.0
https://registry.fhir.org/package/hl7.fhir.us.cqfmeasures%7C5.0.0
https://build.fhir.org/ig/HL7/genomics-reporting/index.html
https://build.fhir.org/ig/HL7/genomics-reporting/index.html
https://build.fhir.org/ig/HL7/genomics-reporting/index.html
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Referral-
eConsult

BEREM
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FREHY
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KKREE

1.1
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-eReC/~introduction
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https://simplifier.net/CA-eReC/~introduction
https://simplifier.net/CA-eReC/~introduction
https://simplifier.net/PS-CA-R1/~introduction
https://simplifier.net/PS-CA-R1/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://hl7.org.au/fhir/core/
https://hl7.org.au/fhir/core/
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
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RIERFEPIEEN FHIR B E X

ERIF FHR BEEX# , FEAXEREEPEENEENH URL REFMNEIE MR FERNprofiletsE
o

B IR FE PRI RRE , AR FHIR BB X . ERMEFER , BALER
StartFHIRImportJob API #&4E. POSTERFIMF RBRHIBEREMNERE, PUT

Example— EFHIRF 5| 7 B4 FHIR &34+

LB M MU R MNE "meta" : "profile"#EXHMprofilexEF., REEEN , LEREH
B,

{
"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",
"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}
}

Example— #0181 5| FAJEBRIA X358 FHIR B & X 4F

ERFEIFMFFEMALEXHRITRIE , BHRAEFNVEENXH URL FNEITE
o meta.profilehlRA42HIHY URL SFEEAREEXH URL , BR—1MELFH (|) MRES, RE
BER , LROIFRS BN

{
"resourceType": "ExplanationOfBenefit",
"id": "sample-EOB",
"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0"
]
}
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FRARER

&AL E R E 2 MRAESN URL MERN AT BMiL, AR ER.

"resourceType": "ExplanationOfBenefit",

"id": "sample-EOB",

"meta": {

"lastUpdated": "2024-02-02T05:56:09.4+00:00",

"profile":

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",
"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy"

]
}

FHIR R4 RV & RE R E A F HealthLake

TRIE T X#FH FHIR R4 BIRKE, AWS HealthLakeBEXEZEE ,

BRZE5|o

*#E#H FHIR R4 BRI A HealthLake

Account
ActivityDefinition
AdverseEvent
AllergyIntolerance
e

AppointmentRespons
e

AuditEvent -2 &%
o

BodyStructure

DetectedlIssue

RE

DeviceDefinition
DeviceMetric
DeviceUseStatement

DeviceRequest

DiagnosticReport
DocumentManifest

DocumentReference

Invoice
B 518
Bx3h
E S

[

fu

ik
B

MeasureReport

N

HZ0 FHIR R4 X4 RE

Ml &
PractitionerRole
pUR

4k

Lk

QuestionnaireRespo
nse

RelatedPerson
RequestGroup

ResearchStudy
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https://hl7.org/fhir/R4/resourcelist.html
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B4 a-2h&xE EffectEvidenceSynt MedicationAdminist ResearchSubject
hesis ration

CapabilityStatement EiE MedicationDispense RiskAssessment

CarePlan = MedicationKnowledge  RiskEvidenceSynthe

sis

CareTeam EpisodeOfCare MedicationRequest Schedule

Chargeltem EnrollmentRequest MedicationStatement  ServiceRequest

ChargeltemDefinition EnrollmentResponse MessageHeader L

1 ExplanationOfBenefit ~ MolecularSequence PR

ClaimResponse FamilyMemberHistory  NutritionOrder StructureDefinition

Communication FRig LS StructureMap

CommunicationReque  Goal OperationOutcome Substance

st -SNEZE

=434 Group Organization ( A48 )  SupplyDelivery

ConceptMap GuidanceResponse OrganizationAffiliation ~ SupplyRequest

*H HealthcareService S-S NER Task

Eib=y ImagingStudy mA ValueSet

&E R PaymentNotice VisionPrescription

EE ImmunizationEvalua PaymentReconciliat VerificationResult -2
tion ion n&=x

CoverageEligibilit ImmunizationRecomm A&

yRequest endation

CoveragekEligibilit InsurancePlan PlanDefinition

yResponse
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A FHIR #1&H HealthLake

- BTEEMEH FHIR OperationOutcome fMParameters®REEH & HGET=POSTE K,

« AuditEvent— A LA 8 Z =K 1EE AuditEvent R , 1B FAEXS H 317 5 S BR

- 4T — BEZ M HealthLake EEWHPITBERN G E. BXEZHEMER , BSHBELS
FHIR % &,

- VerificationResult— {X1£ 2023 F 12 A 9 A Z BRI BN BIEF M T BRER,

FHIR R4 WY1 ES BN HealthLake

£ FHIR searchXAREELFIESZHTE HealthLake BIEF#E P E —4H FHIR &R, RAILAE
FAGETEPOSTIER M TsearchRE, M FFRMNABHER (PI) RZRIPHVBRERFE (PHI) g
R, BIWWEAPOSTER , B Pl #M PHI RERBEREXH —I2R/MNE |, HIEERTE T

(@ Note
AERHERE FHIR search REAA HL7 FHIR R4 WEST RBHIERRFE, ATERE
HL7 FHIR fR%s , Et R 2EN AWS CLI 1 AWS SDKsiRtH, BXEZEE , HSH FHIR
R4 RESTful APl X#4search® .
&t A LAE A Amazon Athena £ SQL £if] HealthLake #iEEF#. BEXEZEL |, S
£ Ko

HealthLake X#FLLT FHIRR4 BESHT&E, EXESZEE , BSR FHIRR4 WERS R
HealthLake,
TENERSHER

TRERTHIEFNERSHEA HealthLake,

XENERSHRE
BRSH %88

_id BIRID ( NRFTEEMIL )
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AWS HealthLake

FRARER

BRSH
_last Upd
_tag
_MNABEHE
_TE
_KIR
_text

createdAt

(® Note

i BH

LREFHF B, RSF[AUBITRELARE.
BRBIREER,
BRARE N AREREIR.
BRNATHERNEEIRE.
BRBFERIR.

BRARARR,

EBREENY BRERF LEZ createdAt,

UTEZRSBIOGEAT 2023 £ 12 A 9 A2 R0 BIEFM !

_security, _source, _text, createAt.

TRERTHNARBAERRRENEERFEREECREALZTHNRO, RNBEBRIL , RSP
HRERFRELREG, BERNEN , FRREAFTHEEEBRD,

BRSYRH

BRSWRE

#H¥

H Hi/ DateTime

Details T~

EEERRPERBE. AT [parameter]=100
METNEEHHT, R

BmERERsHEREY £  LParameter]=le2
SENSE, AVEELRY

[parameter]=1t100
&,

BRISEN A HBZetE, [parameter]=eq2013
HWERE , yyyy-mm-d -01-14
dThh:mm:ss[Z]|(+]-)

hh:mm] {ER8EEMATRE,

BRSH

341



AWS HealthLake

FRARER

BRSWRE
FRE
ThE

Details

EZ LT HAERE

date, dateTimeinstant., Pe

MTiming, BXREBRPE

AXERFERBENEZFAE
B , 5% FHIR R4 RESTful
AP| TR E B 8,

RVFERLRBIR,

UXD R NENHTRERFH
5,

B8t X #FHumanName
MAddressEKBE, XEZ
HHES , iFZH FHIRR4 X
R fAddressIER ALK H
MEIFEXE%XE, HumanNam

e

F/ : textiEMATZIFERE
%O

# & close-to-exact5 — R F#F
MBI , BEE5—RETR
BERITHER,

X9 K NEEEE R ER
WRBREFXR. ETFSubs
umptionf & A] AR BRI D &
Xo K NEEXHNRIE, 7F
BEN| , HAREmE,

=~

[parameter]=gt2013
-01-14T10:00

[parameter]=ne2013
-01-14

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

[parameter]=[syste

m] | [code] :iX
Blsystem]iEHNREBR
5, [code] EBHNREZBER
SRR EINKBE,

[parameter]=[code] : 7
XE | BEmANTEREABR
R4,

[parameter]=|[code]
LA B i A 5 R B ITE
HERGEMERBRRA.

BRSH
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AWS HealthLake

FRARER

Bk
SE®
Quantity

SE

Details

EREMTIN, EEEEN &
RREFERZNISH,

RV ERALRAIR,

UERRERET. RETR
B, BFRAET  BREA
REETEN., ETFRBHIE
xR, BXESHMEL B
% FHIR R4 AR BE.

FERUTRIZIEE [paramete
r]=[prefix][number
1| [system] | [code]

BRNEATIRAYEI A

T~

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

BRSH
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AWS HealthLake

FRARER

BRSHERR Details

URI ERAEBERRAEER RN E
T,

L3 ETERWEST NLP ¥ BH#1T

BR.

Y ENSRIE RS HealthLake

HealthLake XFU T ERE RS,

Name 1, B85

_include ATHEREZRBERFEDHE
bR, TIRE B R REA
5| AR BIR.

_revinc. ATHEREZERERFEDHE
de bR R, ©IRE 5| HERIRE
;RS

_summar' HEUATERTERENFE,

_elemen BREBRERPN—ABTE
W T EERNRIRN —Z 2R
=,

T~

Encounter
?_include
=Encounte
r:subject

Patient?_
id= patient-
identifier

& revincl
ude=Encou
nter:patient

Patient?_
summary=text

Patient?_
elements=
identifie

T~

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

XEUATHRES

¥ . _summary=

true . _summary=
false . _summary=
text . _summary=data o

BRSH
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FRARY

=[]

Name

_total

_sort

_count

chainin

reverse
chainin
(_has)

_include

58

\

51

Bl 58 RS WMICE Y R RK

o

o 5

ERES 7 Ri FI KRR NIRE

B RERNEEFINF, %-80
ZARTESDRIIZTNE

fABEFRN , ARREF,

ERHEREPEBIRESZ DR

3
WMo

BRI ARRNTE, e
BR.EMIEIARRFTHT
E3

BESIARRNTRERE

N
WMo

T~

r,active,
link

Patient?_
total=acc
urate

Observati
on?_sort=

status, -date

Patient?_
count=100

Diagnosti
cReport?s
ubject:Pa
tient.nam
e=peter

Patient?_
has:0bser
vation:pa
tient:cod
e=1234-5

Supp _total=accurate
ort, _total=none ,

Support XFETFAER
N FER#ITHEFNumber,
String, Quantity,
Token, URI, Reference
o DatefX7£ 2023 F£ 12 A 9
B 2GRN BIEFE
F4k#E, Support & X5
AN,

RAREAR/NHA 1000

_includeEBREWHFEAEAVFEREMIEEN FHIR BiR. AT _include B a#EN R

3
WMo

BRSH
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Example— A T _includeZE 12 i Jy B Wk AY 28 & =8 & B4k

RAREREEZRIZEHRBHCondition®RER EHTER , RAREFEA_includeiBE L EREZ
ZHisubjectlI X, EConditionBREEF | subjectiENRBERRKBRARRRKE,

NBEERL , RPN ERFHIRETRE, ERDEN , FRARERNFZHECEBRD.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Condition?code=49727002&_include=Condition:subject

_include:iteratef&iifF

Z_include:iteratef$MFATFRBELRARNTERMRINWEIARER. Bl ,

GET /ServiceRequest?
identifier=025C0931195&_include=ServiceRequest:requester&_ include:iterate=PractitionerRole:prac

FHR[E 52 ServiceRequest><BkH PractitionerRole ( BN iERESIH ) , RAER2HHIERESI AN
M #E, PractitionerRolet &2k 88:E A T PRI AT E B IREE HealthLake,

_include=*{&4ffF

_include=*MiffR—NEBEM , CAF TSR REREZESIANMERR. Hiw,

GET /ServiceRequest?specimen.accession=12345&_include=*

FHRE CE L ServiceRequest R HSIAMNFIERIR (flEE. MULAR, H7E%F) , MEFLEIMIE
EBNSERRE. WIEURBFER THHNABERFRE HealthLake.

_revinclude

_revincludeEBREBHFEAE A FREHEMIBEEN FHIR BF. AFE& _revincludel 5
Eﬁljﬁl No

Example— AT 8% _revinclude 54 E 2 & XN HXEBNM R FREE

ERTHER , BXEPatientBEE_idBRSBPEENMNAWIRRFRELNA. RfF , BRILUE
A% MEncounter:patientfObservation:patientRiEEH M FHIR &R,

NEREL , RPN RHRFHREIRHE. EXDEN , FRRENFHRE EBED.
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GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary

_summaryEBREHFFERAATFRAFER FHR BRANFE, e TEZ — true, text,
data, false. EMEAMERFGHEM N TR, REHEFFE meta.tag ' SUBSETTED' H#RiE , A&
RERTTE,

« true : REIFFEERFRERAENFRIEHN HE WEXRAE,
« text: fURE “XA&”, “id”, “‘meta” THE , URETNRHIETER,
« data: REIRR ‘XA TR ZANFREERD

« false: REIRRNAERD

EENMERBERSP |, _summary=textFAES_includeHi_revinclude#ERSHAEESHER,

Example— SREVBIBEBEFE#H P EER RN ‘XX Tk,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_summary=text

_elements

_elementsEERERFFEAAFEREBIEN FHR BRTE, REMNEFFE meta.tag
"SUBSETTED' A#5ig , MR TREBERTTE,

Z_elementsSHHLLESPENERTEZEMIKRARK , HINERRPRBEINENHN TR, RE5
HTET LSBIRE, MR _elementsSHEZELTUTE , REBFLARCINHAREAMSETENE
MITE,

_elementsTEATEENER (BREXNNWIRE R Rinclude ) .
EENERBERF , _elementsTEES _summaryERSHEEEA,
Example— 3R EX HealthLake #iiE 7 h B E R IRAY RIREF, Bz, 8 %K,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_elements=identifier,active,link
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_total

_total EEREWHFANRESERNERSHEMETE N TRHKE, HealthLake iR [E of search
) 7 = PC R B3R MY B3 ( #8REX FBundle. total KRE & Rmatch ) o

_totalXiFaccurate. noneZH{E, _total=estimateF xiF., FMEHMEEFHEN N FTK,
_total FEATEENRR (EREXNWIREERinclude ) o

Example— SREVBIBEEFEH P EERT RO L

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient?
_total=accurate

_sort

_sortEERENRERATRBEIMFIHIIGER, ERBIFLLES 2 FeryHEFHLN 5 R 22408 565 FF 5
Fo SEFANINZRERNERS Y. EAEMEERRENN TR

EENMERERP , BERSUAUER 5 MIFRRSY, EAIARER -IIRREREF. MIABR
T, RESFREAFHF.

XENEFERSHER N Number, String, Date, Quantity, Token, URI, Reference.
MRERSBENEHRENTE , HFTIFRHERSH, flin , BRERRBM B BEEN
22%&, HumanName BFEXEW B TERANRE, it , TR B2 WEERFEHITH
o

Example— EHEFHEPRMEERR , ARHEBBAFNERITHRF

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_sort=birthdate

_count

ZSH_countWEL N ERFFRXHNEXRNELNTEHPERES D RFRNES,
HRAREANA 100, FAATF 100 HEHER. _count=0FZ%#F,
Example— #REBFRFRHHERTEAMEERN 25 :

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?_count=25
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Chaining and Reverse Chaining(_has)

FHIR PN R SRR T —HESN. EXRENAANRRBMEEXRKOKE , ML TS
MNEIMEWHNER , AETFRARNAFESEiRRBE,

BN B AF A4 B 8Y3% TR E RV 45 BT 100 4 |, M| HealthLake SR [E 4xx , ARG L BB FE L EH H S
ZIRD W

Example— Chaining-3REXFi & DiagnosticReport I§E B & E H peter WEEHNRNE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/DiagnosticReport?
subject:Patient.name=peter

Example— R #5#-FKMEBERR , HPEERAFHEL —IMNELQ/SIA , HPFNESRAVKBR
1234 , EFNRERIEBERRSUPNBEERR.

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient?
_has:0Observation:patient:code=1234

XN R REMNRF

BRENGFATETZHENFTR, FHMERRIEMATE HealthLake EAE T H/REMNEE, f
W, BRLEE :contains RANZHEFZRUEBE —MNMINFHE  UEFHESERRERT,

X B ERIEMAT

BRI Type

TR K BRIV A S Composite
T FRE

as FRE

T2 ThE

A Th

AR 2=
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BRI Type
RN URI
XN RR LR

BULEREREREREFHERPEENMER, EERKF. HHNBEZERN , BUUFERALER
8. TRIBTXEFNWERLEBRIEBREEEN, HealthLake

XBNERERR

BRIRER i BA

eq RRFSHNES TRENE.

ne RBRFSHNEFTSTRHENE,

ot RERFSHERTRENE,

It RBRFSHIENTRENE,

ge REPSHNERTRETRENE.
le RERFSHNENTHEFTRENE,
sa RERFSBNENRENEZETSE.
eb REPSHNEERBRNEZIE R,

X #F FHIR # &S HealthLake

HealthLake X #FFiE FHIR RS , B TRHPIENSH RN, BX FHIR BRXSHHTEIEK ,
B2 R FHIR #RZS UM R,

TXENERSH
4TI K 2 E-HfiE
L IPRIREF C onsent-source-reference
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AWS HealthLake FRARIER

WYHE R BEEE
Mg R E REAR
R0 E R E 2 RIFEER

FHIR R4 sZEFF $operations HealthLake

FHIR § #84F ( %0 “EiRE ) REFRNRSHRHEY , Hy BEEEE T FHIR TR E
CRUD ( CreateReadUpdate, . . Delete ) #4F, XLR/ER “$" BIRIRIR , XFEARAE REST
APl FRAEUITHRRRETHERLE, BIEERRANAERE. $ Operations AIERSERA. RIR

&
>

%
£

RGBS ERBESF AR, NMER TS FHR BIEXENREAR. AWS HealthLake X%
N FHIR $operations, BXEZFMAER , FSR TEHNZ N R H.

2

FHIR R4 #/E5& A T S$attribution-status HealthLake
{55 FA A R B2 R 2K & $bulk-delete

$bulk-m ember-Match #4E3& A T HealthLake

FHIR R4 #/E5& M T $confirm-attribution-list HealthLake
FHIR R4 #4E5& Bl T $davinci-data-export HealthLake
158 A 4 BK I PR 3 AY $document

152 A K A BR B IR $erase

£ AR EUE & BUE Patient/$everything

F K & ValueSet B iF#E $expand

£/ FHI HealthLake R & H & $export

FHIR B9$inquireF /R HealthLake

FARESSHET $lookup

$member-add#R¥EA T HealthLake
$member-match#{E HealthLake
$member-removeif A T HealthLake
FHRABREEZERERIR $purge

FHIR BY$questionnaire-packageF /R HealthLake
FHIR #Y$submitF /R HealthLake

I
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o AW FHIR &R $validate

FHIR R4 2 {EEA T $attribution-status HealthLake

REFEXAWEBERS , BEL2EEEMXNMEHARRRNBH D, HIRER FHIR LA
(ATR) B 1G 2.1.0 SEHEH —EB 26

<t
E

W\

POST [base]/Group/[id]/$attribution-status

BERSH

ZRERZLUTESH

S8 e il Wi B8

memberld PR BiEIH RS X 572 BY Memberld
BESE 5ZE SIABEARSHHNEERIR

(@ Note

patientReferencef AR tmemberIdsiz — , EMEFRMAE , A TRIEEMN,

TBlE R
{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueIdentifier": {
"system": "http://example.org",
"value": "MBR123456789"

©®»
i
I
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https://build.fhir.org/ig/HL7/davinci-atr/spec.html
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"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123",
"display": "John Doe"
}
}
]
}
0ja] Rz

EEas5REMEXNARTRAVEHS

IR ¥ NE
BmA 1.1 B 4H AR B3 SRR
B 0..1 Group.member.extension: co
Organization/Pract 0..1 Group.member.extensions:
itioner/Practition
erRole
AR 0..1 Group.member. ¥ & : XEAIE
451l i) jo
{
"resourceType": "Bundle",
"id": "bundle-response",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:33Z2"
Iy
"type": "collection",
"entry": [
{

"fullUrl": "http://example.org/fhir/Patient/12423",
"resource": {

"resourceType": "Patient",
"id": "12423",
"meta": {

353
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FRARER

"versionId": "1",
"lastUpdated": "2014-08-18T0Q1:43:312Z2"
},
"active": true,
"name": [
{
"use": "official",
"family": "Chalmers",
"given": ["Peter", "James"]
}
1,
"gender": "male",
"birthDate": "1974-12-25"
}
},
{
"fullUrl": "http://example.org/fhir/Coverage/123456",
"resource": {
"resourceType": "Coverage",
"id". 1"
// ... additional Coverage resource details
}
},
{
"fullUrl": "http://example.org/fhir/Organization/666666",
"resource": {
"resourceType": "Organization",
"id". 2"
// ... additional Organization resource details

}

R4
BIRIEALER L T ARAEOR

iz HTTP W7 359

BAEEREN 400 FEABRWERSHRLE

AEFNBHARIR 404 EENEA ID FA=FE
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% HTTP RRZ i BH
REEBERTIR 404 BEENRESZENEHIFE
B MEz®

B ERER
B A E A B YA PR B 1R BB 4 AR A A8 > )3 B B R
PR FHIR RALEIE R TrrEHRE

£ FAMIBRERIER $bulk-delete

AWS HealthLake X#FiZ$bulk-deleteiRfF , AMRBBEFREFRERENAMBERR, HEFE
WITUATRER |, IRERIER -

« HITETHRITNEE
- RAKEEHFELEEAH
- BEREENRFRE

« EFHEREBR

B
A LAEA POST 53 A Z$bulk-deletelRfE :

POST [base]/[ResourceType]/$bulk-delete?isHardDelete=false&deleteAuditEvent=true

S8
S Type RAEE ERINE i
isHardDel #H/R{E = false WA true , M MTFAE K XM BRER
ete
deleteAud #H7RE = true WA true , MIMIBRXEXE T it SEH
itEvent
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S Type IAEE ZRINE Lz
_since FRER B BiIEEM#S WAR , &EBRFREBLNE  BEER
EatE B ERIEREt B RERRR. TRESTT

KXHNER—REH

start SRS - HEF#e AWAR  BRERFRN DS KETREEE
A [R] ERARNEILEE, ATE end —i2
=4
end FrE - Job B’ AR, ERERBILTE , BIEFFR
[8] BY £ I8 S B R E K R IR
~l
HR R

POST [base]/Observation/$bulk-delete?isHardDelete=false

e B 7R 451

"jobId": "jobId",
"jobStatus": "SUBMITTED"
}

AR ZS
EREHENRESHRES , BHITUTRAE

GET [base]/$bulk-delete/[jobId]

ZBREBREESRESER
{

"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",

356
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"submittedTime": "2025-10-09T15:09:51.336Z7"

Z$bulk-deletel®fE :

1. LB ERERIR

2. 43 ACID B MRIEETEM

3. RHHESRASRE | SIEHIFEMBRIXE
4. TEFERIBR AN RE M BRAR X

5. BEMBRES NS EFKIZHK

6. RVFRIEFEHMIBRA LA E IS4
wREE

$bulk-deleteifEiIEFH N “FF#8” FHIRBulk DeleteJob f “#5&” FHIRBulkDeleteJob , Ea&i*
MEVIREFE B

BER 5
- IRiREisHardDeleteR true , MIERBRHN B RFFLQEHNERERERS_historyEHF,

o B IIRERBRNERRELEIE DA RS TTE M
o FREITENE X T R ARAB1TIHE- deleteVersionHistory =false A& EHEZHIEF M 1764

$bulk-m ember-Match & 4Ei&E A T HealthLake

AWS HealthLake X5 7S E SN A EEERA$bulk-member-match# ., ZREEETRE
HOREBEENMEBERPERAAOSITNRRES , ANMERFAEEFM REREHHNHENK A
ME—FRIREF. LETEE FAMBHNRAZNRABER R, RANEMN CMS EAMEREXEE

FEARE FHIR #58,

(® Note
Z$bulk-member-matchiZ2EEFFHIRHWEARHE , ZMNE B a4t FREHMER , AI6E
RET, BEFSEHNARE , It APl T HAMNEOSHENEN.,. BT AARKM AWS
HealthLake & 1Ti%BAFAEXE FHIR SEEH , LABER T #& ol gE 20 H &£ i Y T 58 Ko

©®»
i
il
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AWS HealthLake

FRARER

HEFERTUTREN |, RERIEH

o TEFFRUEMHERE KA AELL IR R 57 T
- BHEMARAZEHER R LE
« Support XFAME CMS EAHKFERIRER
- EETREMEZPERCEEK AL

- BRAREMBRD AP HAF RS A ETEZ RVZERE

A%

Z$bulk-member-matchi2EREA POST AENARFIRAMN TS IRE

POST [base]/Group/$bulk-member-match

RXHECEIFRG

GET [base]/$bulk-member-match-status/{jobId}

XBHNSH

, A BER T AN WESIRE -

HealthLake 3% LT FHIR $bulk-member-match 3k :

S

MemberPat
ient

CoverageT
oMatch

CoverageT
oLink

Consent

fim

7|

i

ol

&l

L

BEELRNKANAOSITEENEERR.

BEZCEAR , A TEARICFEHITIHE.

ELRSEFEEENES TR RR.

L2EHATENENNEEZERR. X51E
ETIE SEEMN N A$member-match BEF
@l

»
Il
il
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POST i#RIEXHLE KX R EEAES

LTROIERTRXMER R CEELL POST HR, SIMRAHHEEIEHLE
#IMemberPatientCoverageToMatch, FlConsent&RELK AlitMemberBundleS KISk
HCoverageTolLink,

POST [basel/Group/$bulk-member-match
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberBundle",
"part": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
},
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-id",
"value": "cov-0"
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}
1,
"subscriberId": "sub-0",
"beneficiary": {
"reference": "Patient/patientl123"
I
"relationship": {
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/subscriber-
relationship",
"code": "self"
}
]
},
"payor": [
{
"reference": "Organization/orgl23"
}
]
}
I
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
}
]
},
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
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1,
"patient": {
"reference": "Patient/patientl123"
.
"performer": [
{
"reference": "Patient/patientl123"
}
1,
"sourceReference": {
"reference": "http://example.org/DocumentReference/consent-source"
.
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"
}
1,
"provision": {
"type": "permit",
"period": {
"start": "2024-01-01",
"end": "2025-12-31"

I
"actor": [
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/provenance-
participant-type",
"code": "performer"

]
},
"reference": {
"identifier": {
"system": "http://hl7.0rg/fhir/sid/us-npi",
"value": "9876543210"

},
"display": "0ld Health Plan"

361

©»
i
Tt



AWS HealthLake FEANGIER

"role": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/v3-
ParticipationType",
"code": "IRCP"

]
},
"reference": {
"identifier": {
"system": "http://hl7.0rg/fhir/sid/us-npi",
"value": "0123456789"

},
"display": "New Health Plan"

}
15
"action": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/consentaction",
"code": "disclose"

"name": "CoverageTolLink",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-link-id",
"value": "cov-1link-0"
}
1,

"subscriberId": "new-sub-0",
"beneficiary": {
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"reference": "Patient/patientl123"
.
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/subscriber-
relationship",

"code": "self"
}
]
},
"payor": [
{
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "0123456789"
},
"display": "New Health Plan"
}
]

EERAESMEAL , HHHH

FEERE , MAESEAS THEMN— FHIR Parameters BR , EFAE=/NIEERERHETH
ENAERR,

"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2026-03-20T18:45:26.3217",
"numberOfMembers": 3,
"numberOfMembersProcessedSuccessfully": 3,
"numberOfMembersWithCustomerError": 0,
"numberOfMembersWithServerError": 0,
"output": {

"resourceType": "Parameters",
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"meta": {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pdex/StructureDefinition/pdex-parameters-multi-
member-match-bundle-out"

]
I
"parameter": [
{
"name": "MatchedMembers",
"resource": {
"resourceType": "Group",
"id": "groupl",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Matched members group</
div>"
},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{

"system": "http://hl7.0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
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"code": "match",
"display": "Matched"

]
},
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
1,

"reference": "Patient/patientl123"

"name": "NonMatchedMembers",
"resource": {
"resourceType": "Group",
"id": "Group2",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Non-matched members
group</div>"
I
"contained": [
{
"resourceType": "Patient",
"id". "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-501"

1,
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"name": [
{
"family": "Carter",
"given": ["Emily"]
}
1,
"gender": "female",
"birthDate": "1985-06-15"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [

{
"system": "http://hl7.o0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "nomatch",
"display": "Not Matched"

]
I
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {

"reference": "#1"
}
}
1,
"reference": "Patient/patient123"
}
}
]
}
},
{
"name": "ConsentConstrainedMembers",

"resource": {
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"resourceType": "Group",
Ilidll: Ilgroup3ll’
"text": {

"status": "generated",

"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Consent constrained
members group</div>"

},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-502"
}
1,
"name": [
{
"family": "Nguyen",
"given": ["David"]
}
1,
"gender": "male",
"birthDate": "1972-11-22"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{

"system": "http://hl7.0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",

"code": "consentconstraint",

"display": "Consent Constraint"

]
},
"quantity": 1,
"member": [
{
"entity": {
"extension": [
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{
"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/

base-ext-match-parameters",
"valueReference": {
"reference": "#1"
}
}
1,

"reference": "Patient/123"

2047 HealthLake XA B KR HA

#$bulk-member-matchiERFRIXWEN KA BHFELINFEERTIIE. BITRHERRET
R E T BN A

1. GHRIE — 2% MemberBundle FEERMEE XM ? KMAT : #BiR ( FEFEMFMASF ) o
2. BELE —AER HealthLake HEISRRXMA QST HIEMATENERE 7 KWAT:

NonMatchedMembers.

3. ARTEHEIA BES ¥ HealthLake SEE 4/ E|RE —B B MM EE CoverageToMatch ? kK
Bt: NonMatchedMembers.

4. AEFMH —RBRRORERINEREBEK? (MRE=FK , HEEEZHE , ATRIEHRITE ) o
KW BF: ConsentConstrainedMembers.

5. RI-FiARENEY, ARFREREF#EP. KA KA MatchedMembers,

KEREN : —1MMHARELHIE—NEWL, F— MKMW TERRETNE., REBIE 2 HHE 3
SRR KR EH AZBEH ConsentConstrainedMembers ——iZEHH E N RS CE{E L ZZINER
EWRKRAMIR.

ARITEEE (SBA)

- BE 1-FIEIRE : Consent.statusFTF “BUE” 1B ? MEF R - ConsentConstrainedMembers,
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- XE 2 MRNH : EFprovision.periodEEHBI A ? MR HE BHE Fperiod.startms®
Z & period.end - ConsentConstrainedMembers.

- BE -WMITERIL : feE5RUConsent . performerS&E XMt ? NRERBEEE DRI HHNE
B, ESEEMNEEZERBK > ConsentConstrainedMembers.,

PTBEMMEXET R A ZEEE MatchedMembers H , FIEP F 8EHK 74
BECEERTA

FER R IEELHAA , CoverageToMatch{UARTEIM R R AN BB F#E#ITRIE. CoverageToLink/d
F new/requesting fRA , BERBTFEIHIRANBIBEFHHITRIE, @ECoverageToLinkfEFERA
TaEmMrEiRER,

RERHEN BE+RE AESHEMILEN, A—BETUASREXTENRKRITY , FE8
SREMBLBBRHRENEREBRFTACHER,

FEHTEREALE

FNNRATRLSER R AT SR EEHES Consent . pexformer ( HliN , hEANE —HE
fEConsent.patient ), HealthLake £ BFEMTIXLES| /A :

« R Consent.performer@ & 5MHEN /IS E @ Consent . patient , MELCE K EFHHE
HealthLake £ )3 S2FRIEEL Y 8.5 5 Rk,

 HealthLake & #F “®2%&"” RelatedPerson, “Mil&E” M “ALR” KB KR EESI A ( BIFEES|IAMNZ
BIRRAF5I A ) o PractitionerRole

 MRPITERIEEAW ( RKBFBRFEIRRESEENEETLX) K WSEHNAET
ConsentConstrainedMembers 7 , A RIRE 1%,

HWHAER

EEBRNESHRE —NMNEE=ZANARRENSERIR

MatchedMembers Group

BEMARNTEENKANBEHERS  XEXANBEEERNEHEEEN. IS EEN
RASIRELERARANEFHEREFED, LAEREFREPXOL , TUERE—EE

A, $davinci-data-export
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NonMatchedMembers Group

BENKREIIME - EEIANKRANEIH. SBEFERTRERESHREMANADSITHBIEETE |
FATENREREDXERIRNRE K NEZREBESADSUBEHACERSHAEEERTAN
MERSTE (EEMA ) B, R E Tt

ConsentConstrainedMembers Group

DERNLCE (EBAAODRIUTNEREE ) EEBERNLTZARINEBDENHNANEEHES. T
2NZHARFHOKAFEELARER. EEKEF B ( Memberldentifier 1 Memberld ) 5
SBEEN , AREHERNEIRAZEEZ R T RS

#ZGroup.quantityFBREBEHZEBHAPWRE B,
NMARSERE

* Group.member.entity.reference— XF MatchedMembers #
ConsentConstrainedMembers , @8N RAREHEERKFHNEE ID. XTF
NonMatchedMembers , S| BB EN@MA “EE&",

* Group.member.entity.extension (base-ext-match-
parameters)— BERBEWMABERPWEE ID (BERARARIWEMIE , R

HPatient.idCoverage.beneficiary.reference, = Consent.patient.reference),

Consent-Patient §§1

/A Important

FRNEEARRENEESEZGRSPENRARINERTEME, HealthLake T4 H
HEH EE W BE FRUAERZERBEFE R TRENEE,

ENFRNREPEEIICRENEE  BEAESHE © MatchedMembers AR 8N AEE —
Mmember.entity.referencelgmME EEMIER@ , — member.entity.extension (base-
ext-match-parameters) M3 EMNMALE, Cross-reference XEHERENEEFER , AT
FEEH R ARF R P RERE,

FRHOANBESRSERNAR

T&RIEFE T $bulk-member-matchi- B H B IEF M+ HealthLake REBEHNABRURREE FEST
NMAHAR :
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TR 2176 ? A LlEN EE
REST &1
g 2
MemberPatient ( %A ) B S NATEE ; TRTR?TF
CoverageToMatch ( % B e NATHEIAERTEE
A)
CoverageToLink ( #i B B RENBEFHHATRIE ; B THHNS
A) MA
E = ([TEHAA ) = = —GET RWEIERIFTRAWEIR R F
[base] /
Consent/
{id}
EE ( ZRHENKA ) B B KEE. BERPEBEXRFMD
MatchedMembers 48 (8 2= = —GET B3:#l{t ; A5 $davinci-data-export Bt
) [base] / A1EH
Group/ {id}
NonMatchedMembers # & = X PR Job M K
A
ConsentConstrained B = X PR Job M &

Members E¥4H

5 $davinci-data-export
IREH MatchedMembers A& R$bulk-member-matchA AEZA TR R4 E K 7 R
#$davinci-data-exporti®{E :

POST [base]/Group/{matched-group-id}/$davinci-data-export
GET [base]/Group/{matched-group-id}

XMEKASRIMESHNTERE , EUAERHE R TENKA , RAREALERNELT RS L k4]
M ERRERICR,
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ESHZBIfEA $member-remobe

MRBEEELESEEERIERESHEBEZN (Fln , KAECEEMSE2RBERE ) | BfE
MatchedMembers Z4H $member-remove EfEM,

/A Important

B BR K B & 4F1Z K A $member -removebric N EEA P L FIEEFIRES |, B$davinci-
data-exportREFHAEH N ‘KL REBTHRTERNREK R . MRZFA$davinci-
data-exportH&t FRRINRESHEAE  NEBKRIKANAIEHINESHLERF,

TER :

1. POST [base]/Group/{id}/$member-remove— MR AIRiCHIEFZRAS
2. PUT [basel/Group/{id}— FEARSEH RN “RE”
3. POST [base]/Group/{id}/$davinci-data-export— SHMEFZIESHIBRK A

M BEASAE
Z$bulk-member-matchi2EE N KBRELEBMRIT , HARFRLETH :

- @@ K : BN BEFHEES 5 M REE.
- AIY R SMER&EZSWAE 500 MR ( BREERFISMB) .
« FTRE  EHTEA, SHIBERBRRERS.

Authorization

API £ FHIR £/ SMART & Hi , HFrEBEWT :

- system/Patient.read— B RMEE EERTFRAMLEN,

- system/Coverage.read— RiFBHBEEEFALEN.

« system/Group.write— BIBERARRATLEN,

« system/Organization.read— MIBRME , MREARBE S RALR , MR AED,
« system/Practitioner.read— B&H , MRARTES KM AR , W HIED,

« system/PractitionerRole.read— #MERME , MRERKEESRMLENSE , WHSHE
o
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FRARER

« system/Consent.write— B&HH , MIRBHTEERE , WHKIET,

ZRELZFHATRIE AWS THEIH IAM LA 4 (Sigvd) 2.

3o UE AL

ELSTR1F, UTRIEMNER TS MemberBundle BN, REBEIEIERIK A XWIBRERNEIR , H
BEFSHIMEE MR EAF,

MemberPatient

FE
name.family
name.given
birthDate

gender

identifier

WA HealthLake fEA &
AASIHER
AOGIHER
ARAGitHER

ABSIHER ; MFRE , NEA
HEERT BE

HEBRTFILESEERRT ; BEEL

CoverageToMatch / CoverageToLink

FE

status
beneficiary
payor
relationship

identifier (MB)
or subscriberId

#n{a HealthLake EAE
BIAERSEE Y EIT3
HAREESEBEREARRER
FHEZMRIEARHBRIER X
BATHESZHRANRR
FEHBRIR AR

MBHILLTRR , MUKW
R R

BRE (EPFE-)

7S

BE 1712 1 B AR 7E i 2 M 5
( hrex-pat-1)

MRS BEFE (AT )

MRBIATER , MUK K
7S

7S

BRRFAFLE—MEIRA

R R

HAED

»
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BE

FE W01 HealthLake £ E MBEHIMATER , WIS KK
scope BWAREEE N EERTA RO E B EH R
category HIA T o3k R R

patient FRRE R4 R K

performer BEH#ERTEE (N

sourceReference IGESEE S R &

policy.uri BEHELZTE BRE R URI SR #regular 2

#sensitive &

provision.type MAREE HreX R ZE B RIEIRE “IF ROFERZ A" (BIE L")

ﬂ'”

provision EIR4PHNZRIZARNRE  BREIJEE start/end

.period BT T 1B

status ESRA(FTRER1) PHITIE MTEHPSR 1 KM — HealthLak
& e BEZTMEMRSHETR 4 &

ATV

® Note

HRex BEEEXHERAEEEN &R KE RS, HealthLake HEMFTX —RH , £3F
FHRIZRBEE N 9K (ConsentConstrainedMembers) , TF 2 —# FRIEIEL,

PeE 1T

- BEEBR (LB 2)— FH name.family +name.given ( B, TXOKPIE), (B
¥ ). birthDate ( & ; WRFEFEMAINFEA L LS ) Midentifier ( WREFEN AL )
Bt 1T HealthLake # 3%, gender
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- HERQ@ BEXUEBN (SR, 3 ) — HRFZMRIEEECoverageToMatchit , A% /NEI—
N MEBIFEEFMPFEEEsubscriberIdsiidentifier (MB K# ) f (MB £ & ) ILEMES
Coverage #R , WESZSBE RN “B¥". payor

- BEWME (FR4) — RNERSDTRE-—TEENT. B LLENAFSERERTEFISTED .

HIRALE
ZRELBUTHIRER

« 400 SHiRER : BREXNLH, ROXESHIERATEL KDESH (500 MHEH 5MB )
o 422 TEABHIER - ESHITHIE A EER,

« NMARREIR  HIEFEK A REELLER | FHRENRIRK R #HTRIE , H7E NonMatchedMembers
HADIEHRFASEUARENNERRTE, 4l , MemberBundleiI R EEH R
ZbirthDateZ# , MSIRE LA TEIR -

"errors": [
{
"memberIndex": 1,
"jsonBlob": {
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"diagnostics": "MemberPatient.birthDate is required"
}

1,
"statusCode": 400

HRFEUTBIRSEAR[IRE , 85

* numberOfMembersWithCustomerError : FEBIFHia AL RNEKAKE.
« numberOfMembersWithServerError : IR ESi4L IR 4E1

S
=
27
=il
=
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X BRIE

« the section called “$member-Match™— ™ A B G PCBEi 1 1E.
« the section called “$davinci-data-export’— A B AR FEHES HEUE,
« the section called “$Z2E " — XIEMIRIENTEIIR,

FHIR R4 24EEAF $confirm-attribution-1list HealthLake

EFEEARSE , ERELENARIRFATEANER. HBREBIMINRPBERTBHRNKRA., RS
Fdh ‘R HAIARERKLBEHRIR, HRER FHIR KAHE (ATR) BE IG 2.1.0 SKHEH

_%Bﬁo

Ll
Ui R

POST [base]/Group/[id]/$confirm-attribution-list

HR
EHREMASH,

POST [base]/Group/[id]/$confirm-attribution-list

0a) j37
IREIHFEEIAEEHN HTTP 201,

A5

HTTP Status Code: 201

{
"resourceType": "Parameters",
"parameter": [
{
"name": "message",
"valueString": "Accepted."
}
]
}

©®»
i
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FRARER

WINGEHERARE

\
Zns

BEING , BARRNARIIRRSFREN ‘&

{
"resourceType": "Group",
"id": "fullexample",
"extension": [
{
"url": "http://hl7.org/fhir/us/davinci-atr/StructureDefinition/ext-
attributionListStatus",

"valueCode": "final"
}
]
// ... other Group properties
}
tRIRALIE

ZRELBUTHIRER

iR HTTP RA 88
TR AETE R 400 TRHEERNBERSHI LN
RFBIBARR 404 IBEMEA ID A FE
BERMEE
EREMESESR

Z A B A B R AY A PR o BE SR BB AA R R A AE 5 U3 R R R
MF$confirm-attribution-list , EFNEMSTNEEE AR FEE A TR

PRERY FHIR REWLHIER TR ERE
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FHIR R4 #4E5E A T $davinci-data-export HealthLake

#Z$davinci-data-exportiBER—f %% FHIR B4 , ATH F M+ AWS HealthLakeS i E 57 *
BEE, KREXSSHSHER  TEBABR (ATR). PDex AR E R R & 15 E R APIs,
Payer-to-Payert 454 FHIR $export REMNZTAMRAE , E7&E DaVinci SKHEIEEHNEXR,

FEIhEE

- BB BRETHEN FHIR L ERERN

- AR H  SHBEHARFERNRRNEE

- ZHEHER  THEATR(KAEE )., PDex REF R MK R 5 RINPR Payer-to-Payer APls
« £EBNNARE Supp ort : 23F US Core, CARIN Blue Button 1 PDex ™ A&

- RUBETRIE  XIFRBE, WRFENETEEE#ITIRIE

« NDJSON %ilti : BAR{TRF 5 Fe Ry JSON 1 N IR R B¥E

GET [basel]/Group/[id]/$davinci-data-export
POST [base]/Group/[id]/$davinci-data-export

BRSE

S H¥ 1% B8

patient 0o o * ESHHEBENREENR. IREK , NS HA
FEVFRBE R A -

_type 0.. 1 ESHMW FHIR BRIREHIR |, LLEE SR, &
A | NEEEESHERBEVMEZENEIR
KHE, WFATR S H , XEIASN 8 HARKR
FE#, XF PDex HA , XSTFEMEHERIR
KABPKKBEEZE® . CARIN Blue Button
PDex #BE)5% B9 i PR F R I RIRFEEL,

_since 0.. 1 NBTIFE L B AR BT B 2 R EFH B IR.

_until 0.. 1 N BIETE L B HA R B 8] 2 BT E TRV AR
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FRARER

S8 ¥
exportType 0..1
_includeE 0..1
OB2xWoFin

ancial

_security O o *
_tag 0o o
X RIRRE

ik

ERITHSHER, BRE : hl7.fhir.
us.davinci-atr . hl7.fhir.
us.davinci-pdex ., hl7.fhir.
us.davinci-pdex.p2p . hl7.fhir.
us.davinci-pdex.member . BRIA

f : hl7.fhir.us.davinci-atr

EERT LS MRS HIEN CARIN BB 2.x
ExplanationOfBenefit &R, BAIAE : false,

#meta.security RBERKES HHOER,
fFAsystem|code KR ( BEEF LTSI
URL mHBH ) o S7CHRESAMER |, BIRSM
EFFEE (FEX ). F£Asystem| ( EHEE
B, T ) KRICE LS E RS P RVEREE,

Hmeta.tagmBERKESHANERR. £H
E#EMsystem|code A F AND iE

Xo _security MIREMNIEE_security T
M, _tagB RS MERN SIS TE,

XENRFRERNRTEEENSHRE, XT ATR i , XEFEUATHARRRE .

* Group

+ Patient
 Coverage

* RelatedPerson

* Practitioner

* PractitionerRole
* Organization

* Location
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X T PDex S (REHEGRMBRMAAGRNER ) , BRT EBRRBS | & TIEFFTH 6 R ZR G 3R

7

=%=o0

Payer-to-PayerBx X HFHRBFRENTEIIK |, HSH (EEROZEMIEM) (STUB.1), (C

ARIN Blue Button KHEiERE) M (EFBEARNZEFXEER) -

SHikAE

Z$davinci-data-exportBEXFUTSHER, B LAFEMAexportTypeZ BIEES HEE,

SHERH Hig BiEEE Bsf (8] PR %1
hl7.fhir.us.davinc K AFRY &R SFEHERHRIR 7
i-atr

hl7.fhir.us.davinc R R R AP HEEENIRKRMERE 587
i-pdex i3

hl7.fhir.us.davinc Payer-to-Payer 3X 5 Fft RESBENRATEHRIE 5S5F7
i-pdex.p2p

hl7.fhir.us.davinc B R 15 R AR API 2R BENRBERE 57
i-pdex.member

(® Note

XTF PDex iR , 5 FHRFEAT ATR RiRKE
( Group, . Patient, . Coverage. RelatedPerson, Practitioner, PractitionerRoleO:

TRFRAD , FERFRIRLSEERN,

ATR (hl7.fhir.us.davinci-atr)

£/ ATR SRR | B USHRRBRIIRKEE. EALSHRBENFAPHNRAKRREFRMER
MNRR. KTHMESER , FERESF ATR OS5,

X R EIRRE

Group, Patient, Coverage, RelatedPerson, Practitioner, PractitionerRole,

Organization, Location

I
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B[R]

TR AEMEEIE. it BBNE , oS HAE TR ER.

PDex & 3 A

Fi8 PDex S HREMEAMBENIFNEEXHNFLREE, BXRXESELR , HSH Da Vinci PDex
REBEIHRINR APl, XU TEEXXH :

« ZE#&L3.1.1, 6.1.0fM 7.0.0
« PDex BABN (FAXFLRAHME)
« CARIN BB 2.x EA&EDR : FERHM. 7248, T, OFE NonClinician, Z4E

NTF PDex O , RELBHANEATBNUEENIRKRNER TR, EXFRE4A
WRPABESIAXLERERE. ZFRKBEETHEREENMEEEREER (5
flobservationConditionCoverageRelatedPersonMedicationRequest, . . .
FMExplanationOfBenefit ) » RAPatientGroup. M non-patient-compartment ATR &

( Practitioner, . PractitionerRoleOrganization, Location ) EEFEAHH#TIER 5
Ho

R IHRMNR (h17.fhir.us.davinci-pdex)

EMERNEHEEBRZRARBENBERRE,
Payer-to-Payer (h17.fhir.us.davinci-pdex.p2p)

HEEERRRE , RIFARAZBEBITHRIERR,
B R I5RIXBR (h17.fhir.us.davinci-pdex.member)

ARFRRATE BCHEERE, XS HRETRSERE TR TS HTE,

MNANBEH Support B EZB%E

X F PDex §H , Z$davinci-data-exportigfEfEAmeta. profiletRAHELE X4 F AR
EEESHAITEMLERE,

ExplanationOfBenefit & R4

ExplanationOfBenefit(EOB) &iRiEE Emeta.profile IR A A RBERRIE PDex HAZ 5 :

I
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https://build.fhir.org/ig/HL7/davinci-epdx/provider-access-api.html
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FRARER

« ExplanationOfBenefit 7/ CARIN BB 1.x BiE X 4 H R 2R/ ESHBE R,
« ExplanationOfBenefit Kmeta.profileif B B RFMNS H P HERR,
« ExplanationOfBenefit #8448 & 28 CARIN BB 2.x Basis Eti& X H &R

- ExplanationOfBenefit BRIAER T , T 2RI EWMFEHIEN CARIN BB 2.x BEEXHHRIR. RiE
Ja_includeEOB2xWoFinancial=true , BT EEEERNMESEES | FH N ERELR NN

8 Basis BLi& X,

- ExplanationOfBenefit w48 “ PDex BRI BEXHHN B RHBLDIEEN,

Wt 55 B B 4R

®EG _includeEOB2xWoFinancial=true , ZIR/ESE T MIBRI 5B 3E R CARIN BB 2.x

ExplanationOfBenefit % R 0 tB R Y Basis Bt & #F. 5l , FFC4BB ExplanationOfBenefit
Oral R#¥#NC4BB ExplanationOfBenefit Oral Basis , X&#R3E FHIR H5E M F &

Wt 55 B iR
HMBMESBRUTUSBIELE !

- NXE#HTAEY A total
- FiB#amounttypetl Fadjudicationt®:
« Fifitem.adjudicationBEFEENTE

ZIRFIE 2 FHROSE T ERHTEC B S T BE

- meta.profileBE#1 N Basis Bti& XHME URL
- I[RARBEHZE CARIN BB 2.x Basis lx&

- BIREEHETFNIAERRREISH

- SHNBERT 2R EEHIEFMEF

B I AR A A

23R AF fE A BT AU SR A U A0 30 E AL B S

o IRARMETFMmeta.profile’® URLs
- MRRBFFANTARENGFESEHNE , TS ZRR
- BEXHRIISESHAEIRPHITH

»
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https://hl7.org/fhir/us/carin-bb/
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RNEFFEER PDex H A6t A E

X FFiE PDex SHER | RIFRFIR LIXEHATE HealthLake R A 5 FrtEITIERR. BRTIERER
THRATROARBREBE2ANAERR , RERRETCERAFROM , HRHBELSH :

+ Patient

* Coverage

* Organization

* Practitioner

* PractitionerRole

* RelatedPerson

* Location

* Group

XEEENAORFREBN , BNENASHOBERHTELANETREE . ATR FHAFZE M
[B] 5 i

RIE R
TR E 3 ES HREN S HES.

ATR &H

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Group,Patient, Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

POST https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Group,Patient,Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

Content-Type: application/json

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "attribution-export-job",
"OutputDataConfig": {
$EE 383



AWS HealthLake FEANGIER

"S3Configuration": {
"S3Uri": "s3://your-export-bucket/EXPORT-JOB",
"KmsKeyId":
"arn:aws:kms:region:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

REERIE S HHBBR ExplanationOfBenefit M &5 B #E

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Patient,Observation,Condition,MedicationRequest,ExplanationOfBenefit&exportType=hl7.fhir.
pdex&_includeEOB2xWoFinancial=true

Payer-to-Payer Hi 0

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient, Coverage,ExplanationOfBenefit,Condition, Procedure&exportType=hl7.fhir.us.davinci-
pdex.p2p&_includeEOB2xWoFinancial=true

SHEEBRENKR T RNR

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient,Observation,Condition, ExplanationOfBenefit,MedicationRequest&exportType=hl7.fhir.
pdex.member&patient=Patient/example-patient-id

50 B2

"datastoreId": "eaee622d8406b41eb86c0f4741201ff9",
"jobStatus": "SUBMITTED",
"jobId": "48d7b91dae4ab4d00d54b70862f33f61"

BRXR
ZRERERRERALDRFIRPHXZSERR

©»
i
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Group (Attribution List)

### Patient (Members)

### Coverage # RelatedPerson (Subscribers)
### Practitioner (Attributed Providers)
### PractitionerRole # Location

### Organization (Attributed Providers)

(® Note

BIENTRAXAREERAT ATR §iH. X T PDex & , RKRMRBERFREIEEERED
RN , A EEEEARRPHESIA.

BIRRIR
R FIRALE 15 BA
Patient Group.member.entity BTHRIKRKANWEE
Coverage Group.member.exten SHEECARBNEARKRTE

sion:coverageReference

Organizat Group.member.exten BERRTHALR
ion sion:attributedProvider
Practitio Group.member.exten BERARTFHNAMILEZF
ner sion:attributedProvider
Practitio Group.member.exten BEFENMNLERE
nerRole sion:attributedProvider
RelatedPe Coverage.subscriber RERYIT &
rson
Location PractitionerRole.location SNl EAEBHEXH TS
Group LN J= HAFRAE S

»
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Job B

BEF Job RAE

GET [base]/export/[job-id]
BUHEL

DELETE [base]/export/[job-id]

il A 7 B HA

« SUBMITTED-2#UK Job FH EHERA

« IN_PROGRESS-Job IEfE4bEE A

« COMPLETED-Job RINTER , ATt T &k
« FAILED-Job &% 7 i

A&

. HER : NDJSON ( BUR{TESFEH JSON )
o MHAR  BRRIREELEE LM X4

« MHHER : .ndjson

- LB : IEEM S3 FHBMMER

HIRAEE
OperationOutcome X FELTER , ZBRESIRE HTTP 400 £iRER , HPaE—1 !
RINERIR
FISEM IAM BfDataAccessRoleArns& B BN RRINITS HIEME. BXFIERN S3 M
KMS X RIVEEIIEK , HSHN S HESEENR,
SHIULEEIR
- ZpatientSHHIKKXKIREN Patient/id, Patient/id, ...
s —PNRENBEHELNSTE TIEER K
« exportTypeZBEFRXIFNSHER

©®»
i
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. W_typeSBARIEES HAXBT RN AFLR

_typeS#iRAhl7.fhir.us.davinci-atrSHERFAEHNRFRER

(GroupPatient, . Coverage)

_includeEOB2xWoFinancial S HETEE MM A /RE

HIREIE SR IR

- BEFRPTFEEENARR
- BEENBARBFIBERR
« MBS MPNARASIATREFEFTIFENERERR

ZEHMEN

=
BX

ERARN FHIR R4

BIRFRBELMER S3 M KMS BREFMEL IAM R, BXAENRNZTRIIEK , FSHISH
FEFRERR.

ERN=3
FRRBIERE - NOFRATENTRRE |, IR ARE#R DS H A/ DAL AT
ETHRBENRFELE : €A _sinceZHHTHES H

- BERIL  SEAFEREXRANBER , BEMAZpatientSH

Job 2 . EMIREAREANESRE

BiRAEE - HAMMEL ST EENEREE

EEDEIERR A - W T PDex §Hi |, HEFRRFKREN , EERER 5 FrtETIRER
MBS 3% : _includeEOB2xWoFinancial=trueYLEEFR DL EMFZE SN EBEHIEE A

- REXHEE BRAFEFEINEEXHFH , ERIZIREBIREE X4 TRIE , HER

BLE IR AR E S HATA

BR 1

« patientZHHPHRZALUIERE 500 HEE

SHNERTARERE
REFFHHSHRBEOTELFEFRREE

I
I
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o B tH ALK A NDJSON #£3

- PDex HOXBRTF 5 F#Y IS BRA 2 G 2 iE

- MEHBTBERSGERTF CARIN BB 2.x B & 34 ExplanationOfBenefit

H 3R

- RFFLABPRIEKIG

» Da Vinci Payer Data Exchange |G

CARIN JE# & S @+ A Data Exchange IG
- ZERUERIER

« FHIR #tEHIRIHEHMAE

EAERIRAKRX T $document

AWS HealthLake M E X IFE SR FENSdocumentifiE |, BB E T [NEA S K EA 5| AR IRIEL
B —ANE—NERRERTENBR A, WBRENTFEEFEUTERNETRENARFEXE
B

o BIEIREALIE PR A

- RP|MTEENEEIDRK

o TEAE S TERYIE PR STRY

- ERTEMEHRXETENRE

B

AILAMER GET M POST FizEAHARE LA Z$documenti®E :

XEFHIRE

GET/POST [base]/Composition/[id]/$document

XBHNSH

HealthLake X 3#FLL T FHIR $document %K :

I
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https://www.hl7.org/fhir/us/core/
https://hl7.org/fhir/uv/bulkdata/

AWS HealthLake FEANGIER

S Type WAEE ZRINE 15 BB
persist WmIRE B false RTIBRFHRERENTFEEKNXEHTH
mRE
i
REVE R

GET [base]/Composition/1801219f-97a8-486d-99d9-ed631fed4fc57/$document?persist=true

WS POST E3R

POST [base]/Composition/180f219f-97a8-486d-99d9-ed631fed4fc57/$document
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [

"name": "persist",
"valueBoolean": true

451 W) Rz
ZREIRE — XA KEH Bundle BIR , R ESWEMAE S| ANEIR :

{
"resourceType": "Bundle",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"type": "document",

"identifier": {
"system": "urn:ietf:rfc:3986",
"value": "urn:uuid:0c3151bd-1cbf-4d64-b04d-cd9187a4c6ed"

.
"timestamp": "2024-06-21T15:30:00Z",

389
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FRARER

"entry": [
{
"fullUrl": "http://example.org/fhir/Composition/180f219f-97a8-486d-99d9-
ed631fed4fcs57",
"resource": {

"resourceType": "Composition",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"status": "final",
"type": {
"coding": [
{

"system": "http://loinc.org",
"code": "34133-9",
"display": "Summary of Episode Note"

}
]
},
"subject": {
"reference": "Patient/example"
I
"section": [
{
"title": "Allergies",
"entry": [
{
"reference": "AllergyIntolerance/123"
}
]
}
]
}
I
{
"fullUrl": "http://example.org/fhir/Patient/example",
"resource": {
"resourceType": "Patient",
"id": "example",
"name": [
{
"family": "Smith",
"given": ["John"]
}
]
}

©»
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FRARER

1,
{
"fullUrl": "http://example.org/fhir/AllergyIntolerance/123",
"resource": {
"resourceType": "AllergyIntolerance",
"id". "123",
"patient": {
"reference": "Patient/example"

},
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "418689008",
"display": "Allergy to penicillin"

Z$documentiR{E :

FHEEN & R IRME R AR Bt

RBI AR RAESERESIANAERIR

R AMAE S| AN ERIT SR — X" KBRS

% persist ZHIZE N true B , FERN X EHBFEEHRFEE#FETD
RAFRREKEZESI ANER , LVERSEN XY

o & 0N~

Z$documentBEBH AT X FRUTHRAKRRRTIRSI A -

1.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

2. ®iR/ID

BRARP A EFNEIRS| AN ER P TIR R,

©®»
i
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HiRAL

ZRELEUATHRER

« 400 #iR1ER : $documentFELN (BERFT—3 ) , HAEWRE persist REF true BTH T iFiE
5| TS BUE B XA RIBE FHIR R

« 404 REHE  KEBRBFERAR

BXx$documentiREHEMEZELR |, 55 FHIR R4 A& $document 324,

EA K AMBREIR $exase

AWS HealthLake X #FiZ$eraset®RE , AT KAMBRBERRREFTEMA, HEBEERITUTRE
B, IRERBIER -

. KABBRNBIRR

- BIBRESEENREAT LIEHE

- BEEBEANFREGER

- BFERENBERBRER

Ax

AILAEFR NS LA Z$eraseRE :

BIRKBIR 5

POST [base]/[ResourceType]/[ID]/$erase?deleteAuditEvent=true

5 EMRAS R 5

POST [base]/[ResourceType]/[ID]/_history/[VersionID]/$erase

392
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https://www.hl7.org/fhir/R4/composition-operation-document.html
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FRARER

S8
e Type WAE ZRIAE 88
deleteAud #H7R{E B false WERA true , MMIBRK<EBEKNVFITEH
itEvent

Pl

&R R B

POST [base]/Patient/example-patient/$erase

e B2 7R 451
{
"jobId": "5df47e2f51ff3c731847678cb8cad48e",
"jobStatus": "SUBMITTED"
}
e ARZS

EREERELIRE , BHITUTRE
GET [base]/$erase/[jobId]

ZRFBEEESRESER

{
"datastoreId": "36622996blfcech7el2ee2ee®85308d3",
"jobId": "5df47e2f51ff3c731847678cb8cad48e",
"status": "COMPLETED",
"submittedTime": "2025-10-30T16:39:24.160Z"
}
TNh
Z$erasetfE :

©®»
i
I}
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1. RS LB UBRRBETEY

43 ACID R 5

AR ZS IR ER

KABRIEERRRERAE

BIERRES N EEFKIER

RIFIE R R T4

o ok~ w0 D

wRZAE
$eraseiffEid % DeleteResource SHF ID, RN EFRIFMEEMEE,
BR i

« $erasedBRFEHNEHRERS_historyEHF,
« EEMBRNERELEL R D OREE L iH R
o BRBAKABRE , B ITESIENFE

£ FAIRELE & BIE Patient/$everything

ZPatient/$everythingi®B#EM T & FHIR Patient HRURE 2 XA EMEF
BRo PatientZFARATATHEERBTRAELTIERMONE , EAUEREERITEEEHEXMAH
EWIETE. HealthLakePatient/$everything W4 ERHEREZFid,

Patient/$everything— FHIR REST API &4 , AT LLE A ZIRE , MU T REIFTR.

GET request

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything

@ Note

I R ) R IR B RR BN ERIEF1d.
e R S RiEFH ABundle. total,
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Patient/$everything S

HealthLake X#FUTEIRASHK

M Details

= REUEEF 18 B2 G AT EPatient HiE,
R4 REVEEL R B Z A AT B Patient B,
since REVEE B Bz R EFHMFTBPatient B,
_type REFERBRERWPatient HIE,

_count REPatientBIFEHEERE AN,

Example-3SREVIEEFF 1 A2 FW TG 2 & BUIE
Patient/$everything A A startiFiESNE RIS E B2 EHNEE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?start=2024-03-15T00:00:00.000Z

Example-3R EU{E E 45 R H Hi 2 61KV P B Patient##E
patient $every end thing ReEEA T IEBRRERIFE A i 2 a1 EIE

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?end=2024-03-15T00:00:00.000Z

Example-3RERE 38 7 B #i 2 /5 E# P B PatientB4E
Patient/$everything AEAsinceiERNEAERE A B2 EEHMOIEBIE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?since=2024-03-15T00:00:00.000Z

Example-3R BUF E R IRZEE K PatientFiE

patient $everything FJSAEA_type BB RIEEETEEMN PRI ERRER, AUEES
FIRPIEESTRIRER,
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FRARER

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/

$everything?_type=0Observation,Condition

Example-3R BRPatient¥ & ¥ 18 & T H K /)

A A $everything ZBRI SAEA_countRiZRETE K/

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/

$everything?_count=15

Patient/$everythingstartflendEi*

HealthLake X#Patient/ $everythingstartfMend&EHSHHUTRERE 4.

BT
Account

AdverseEv
ent

Allergyln
tolerance

e

Appointme
ntRespons
e

AuditEvent
Basic

BodyStruc
ture

CarePlan

CareTeam

BIRTTER
KF. BRSEM. T

AdverseEvent. A &

Allergylntolerance. RecordedDate

M4y, 7R

AppointmentResponse.start

AuditEvent.period.start
basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start
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FRARER

RIR

Chargelte
m

75

ClaimResp
onse

Clinicall
mpression

Communica
tion

Communica
tionReque
st

CoverageE
ligibilit
yRequest
CoverageE
ligibilit
yResponse

Detected|
ssue

RIFTE

Chargeltem, occurrenceDateTime , Chargeltem.occurrencePeriod.start , .0

ccurrenceTiming.event Chargeltem
Claim.billablePeriod.star

ClaimResponse. B8

Clinicallmpression. B HA

BE. BR%

CommunicationRequest, occurrenceDateTime , CommunicationRequest.occurr

encePeriod.start

. BH

. FeHl B H#

EE. dateTime
Coverage.period.Start

CoverageEligibilityRequest. B 812

CoverageEligibilityResponse. 2 &%

DetectedIssue. 2125l
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FRARER

RIR

DeviceReq
uest

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

&

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

Frid
Goal
Group

ImagingSt
udy

RIFTE

DeviceRequest.authoredon

DeviceUseStatement.recordedOn

DiagnosticReport, B3

DocumentManifest. & 6l

DocumentReference.context.period.start

Encounter.period.Start

EnrolimentRequest. & 12

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

flag.period.start
goal.statusDate
NO_DATE

ImagingStudy. 2
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RIR
RRIEM

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

Invoice
LB

MeasureRe
port

B4k

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

Molecular
Sequence

Nutrition
Order

RIFTE
RBEM, Bick

ImmunizationEvaluation. B &A

ImmunizationRecommendation. H &f

XEHH
List.date

MeasureReport.period.start

Media. B X%

MedicationAdministration, B3X

MedicationDispense. # & i8¢

MedicationRequest.authoredon

MedicationStatement.dateAss

NO_DATE

NutritionOrder.dateTime
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FRARER

RIR
PUES

AmA

Questionn
aireRespo
nse

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

Schedule

ServiceRe
quest

N

SupplyDel
ivery

SupplyReq
uest

RIFTE
ME, B
NO_DATE
NO_DATE

BF. EHAT

Hab, KERTH, FFis , H4k. occurredDateTime

QuestionnaireResponse. B4

NO_DATE

RequestGroup.authoredon

ResearchSubject. A &

RiskAssessment,

Schedule.PlanningHorizon

ServiceRequest.authoredon

PR, ZUAT(E

occurrenceDateTime , RiskAssessment.occurrencePeriod.start

SupplyDelivery, occurrenceDateTime , SupplyDelivery.occurrencePeriod.star

t , .occurrenceTiming.event SupplyDelivery

SupplyRequest.authoredon
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RIR RIFTE

VisionPre VisionPrescription.dateWrit
scription

FERAR E ValueSet BIEH $expand

AWS HealthLake I1E X FEERN BRI ValueSets AIAK $expandiRE |, FEREEH K Rix L
ValueSet #RFEENZTEBARBIIR, YEEEHITUTERER | WIREXINER

- KRBT ATRERY R LR ITIRIE
- HAPFREPERA R
« EREMNARELTXHRHITEENRBER

A%
AILABEF GET # POST J5345% ValueSet BiRAMAZ$expandiRE :
S EFRBRE

GET/POST [base]/ValueSet/[id]/$expand

GET [base]/ValueSet/$expand?url=http://example.com
POST [base]/ValueSet/$expand

XBHNSH

HealthLake 3 FHIR R4 $expand S8 F5 :

S8 Type T Wi B8

url uri & B RAONEM L ValueSet

id id = ValueSet Ey RHAIR ID ( AT GET =
POST #1 )

filter FHE# & ERBTRER

count B B ERENKBHE
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S8 Type WE %88
offset B B BEZAER SN TEREABHRE, LEEMGE
ATEEMNARDB , TEATRAERBHRZLTIE
KB AR ValueSet
45l

B ID REUFR

GET [base]/ValueSet/example-valueset/$expand

EAIERREY URL 3REFER

GET [base]/ValueSet/$expand?url=http://example.com/ValueSet/my-
valueset&filter=male&count=>5

O

WS POSTHR (] ID)

POST [base]/ValueSet/example-valueset/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "count",
"valueInteger": 10
},
{
"name": "filter",
"valueString": "admin"
}
]
}

#HSHM POST R (& URL )

402
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POST [base]/ValueSet/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "url",
"valueUri": "http://hl7.o0rg/fhir/ValueSet/administrative-gender"
},
{
"name": "count",
"valueInteger": 10
}
]
}
5l 2

ZREIRE — ValueSet &R , HexpansiontZEIET BNRB :

"resourceType": "ValueSet",

"id": "administrative-gender",

"status": "active",

"expansion": {
"identifier": "urn:uuid:12345678-1234-1234-1234-123456789abc",
"timestamp": "2024-01-15T10:30:00Z",

"total": 4,
"parameter": [
{
"name": "count",
"valueInteger": 10
}
1,
"contains": [
{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "male",
"display": "Male"
.
{
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"system": "http://hl7.org/fhir/administrative-gender",

"code": "female",
"display": "Female"

.

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "other",
"display": "Other"

},

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "unknown",
"display": "Unknown"

}

]
}
}
M BEATHEA :

- expansion.total : ¥ BIRFEIEE S ValueSet
- expansion.contains : ¥ BERBHARERSE, REMNERE
- expansion.parameter : I BiERPFERNSEK

BXx$expandiBEMBWESZFEER , BZH FHIR R4 3XH4 ValueSet $expand,

£/ FHI HealthLake R § H#3#E $export

BRI LA A FHIR $export #R1EM HealthLake BiEFEH#HES H:'.?&BEO HealthLake % FHIR

$export EAPOSTHMGETER, EMAHSHERPOST , BATMBEEEFFENRN IAM BF, &

AHAE , FFERPEESexport , #Ei%ﬂ?IEXCqJ@?FﬁﬁaE@%}?&o

® Note

£/ FHIR X HWYFTE HealthLake § HiER$exportZFFLAndjsontE iR EH 5 HE
Amazon S3 i , EFEN Amazon S3 WRRXEZE — FHIR BIRER
A URYE AWS K P RS ELEIN S HIER#ETHERA . BXEZER |, 558 RFERE.

HealthLake XFU T =L B WM E S His SIF K,

©®»
i
il
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https://build.fhir.org/valueset-operation-expand.html

AWS HealthLake FEANGIER

HealthLake #tE$expoxrtKH!

SR A Bx
il

RE M HealthLake FHIR fR%5885S  POST https://healthlake
HATE IR, . region.amazonaws.com/dat
astore/ datastoreld /r4/$export

FFEE SHSEMEREMEXMWAIER  POST https://healthlake
& ., BRE5EERRERMX . region.amazonaws.com/dat
HRIRER, astore/ datastorelId /r4/Patient/$expor
t

GET https://healthlake. region.amazonaw
s.com/datastore/ datastorelId /r4/Patie

nt/$export

BEH SHLSEARAIDEEN— POST https://healthlake

& A B EERNAERIE, . region.amazonaws.com/dat
astore/ datastorelId /x4/Group/ id/
$export

GET https://healthlake. region.amazonaw
s.com/datastore/ datastorelId /r4/Group
/ id/$export

FHAEIER T
EFA5EA HealthLakely FHIR REST APl 2 H S HiER , BHFEUTER,

- BUPEREEASENRNAF. 43ACTREALESHIER, ETHRESZEER , BSHRAXEREH
T $exporti,

o BAMERNRIRS A EXIRF HealthLake 17 R Z [ EFTES HEIA Amazon S3 FHBINR. ARSS
AR NS E HealthLake RIRSZ £k, BEXRRENRHNEZEE , BSRANSHAESRENR,
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FER#H TR $exporti

Ef A FHIRREST API 1A S HiER , A IAM = OAuth2 .0 WEMAF., B4AS AT
B, BESHREERS AR,

ER IAM X35 3R 3 1T R

HiRt$exportiERE , AP, BEARACHREPXMNITE IAMBIE, BXEZELE , FZHA N
SHESIEENR.

£ FHIR LA SMART #4i&R (2.0) OAuth

£ # FHIR B9 SMART HealthLake #iEE % E$export K HiERE , MO EMHNNTE, BXE
%{EE , %2 SMART 3 FHIR & R38E:E A F HealthLake,

® Note

$exportiwBGETERM FHIR FEEMREN F RIS EZRFEETHE (X F FHIR L&
SMART ME ) FeERSHMLE K, FH FHIR SHA X4 $exportGETHFE 48 /N
T,

EH$exportizR
AFNAMEA FHIR REST APl & 5 H il SRt AR EREY L B 5 BR

TG BN ER AWS KSR, RANBUEESRHSexportiBERER TEI R HPOSTIERK
MR IERTE R

ERHBER , BLTIITUATRE -

1. $exportEPOSTIE R Mt 15 E X FFHY L i
2. EEMENHRESH,
. EEATENMESHIERE,

: $exportEPOSTERMut FIEEXRIFHLIHET R

HealthLake XHF=fLXAMHESHIFE[FER, EXHMESHIER , BLTE=NIHFHLET
22— ERHPOSTETERWER, UTFRBIERTEFERMuU$exportRIEEMAL,

I
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 POST https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
$export

 POST https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Patient/$export

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Group/id/$export

B AEPOSTIER FRARFEA AT FNERRSH
XBNERSH

HealthLake £ #t 85 R P IFUTERE MR

T ROIBERHERFTR , ERXERZBSTN EHRTHD,

Name PAIE ? 1, BF R~

_outputFormat i E4ERKIERE
Ht & AR 4R
B, AEIZN
fENapplicati
on/fhir+n
djson ., applicati
on/ndjson

. ndjson,

ol

EQ2ESHAESS &_type=Me
HLLES 2 FEH FHIR  dicationS
RBRBEFRR, &K tatement,
MNEVCHESFEER Observation
, _typeEARNESH
FrE&RE | IXTATHE

A L)%

_type

7|

1£ B HAR (R B 2 K = &_since=2

Z e tE i R RS E 024-05-09

o MREANRIFRER TO0%3A00%3A00Z
B LIXEFE

_since
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FRARER

Name

_until

_security

_tag

i

i

7|

358
&GRS TEE
TRIH .

£ B Rt RI B

R Z B &
REH, BEEE
A _sincellEN4
ENSHatESEE,
MRENGFRERE
B LRERESE ,
CA IR HEBRTE B
I 37 2 54

¥meta.secu
rity mBERE
SHARR. fF
Hsystem|code #%&
N, HRHESME
B, BRI B P
BE(MEX ). &
Hsystem| ( BBEE
B, TRBB) ki
LERSGFHEML
B,

Hmeta.tagmBE
TRIES HNEIR. &
AEMERENsystem]
code #%IF AND
B, _security
MR E RS

E_security T

M, _tagll & RHm

ERmAN TR R T,

=~

& until=2
024-12-31
T23%3A59%3A597

&_securit
y=https:/
/myorg.co
m/tenant%
7Cclinic-A

&_tag=https://
myorg.com/dept
%/Ccardiology

»
Il
il
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FRARER

FR 2 BEEMENIRESH

E# M FHIR REST APl X S HER , BIEEL TIRAS .

» Content-Type : application/fhir+json
- Hi% : respond-async

BETR , B4NEFREXPIEEREFENTE,

]R3 BEATELRESHNERIERL.

SHBEREFZISONBRLMNEX., EXAREBEU TS,

Key

DataAccessRoleArn

JobName

S3Uri

KmsKeyld

i

o

i

558

HealthLake RS A&
BH ARN, AR
RE AL MIEE
HealthLake RS
1,

S HiERB B,

OutputDataConfig %8
B —880. FTH
S HEBIEWN B iR 17
M EY S3 URI,

OutputDataConfig %A
BEHN—%o. ATR
# Amazon S3 %4
B AWS KMS Z4A /Y
ARN,

(=}

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

your-export-
job-name

s3://amzn
-s3-demo-
bucket/ EXPORT-
JOoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

©»
i
Tt
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AWS HealthLake FEANGIER

Examplef# A FHIR REST APl X HHI S HiBE R IEX

ZE#A FHIRREST APl R HS HER , BHTIEEIEN , TR

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}

BEREIE , ERFBREILTEE,
e Rz A 3k

content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
export/your-export-request-job-id

e B IE 32

"datastorelId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

EEENFHER

IR HSGHERG , BUAERRER LS $export HiFERAVRSMEUEH A § HiER$exportk

EEER,

£/ REST API BUES§ &R , BRFNEIBUEER 2815 HAVER 2 BfE A 52,
BUR BT A AAZREN = 81 S B RAVRS HEUE S 1S HiFER.

HUHE S HER

EHUHSHER , DELETEERHERAEFRMu P RAES ID,
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DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-
export-request-job-id

BEREME , BRBRBIATESR

"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
"datastorelId": "your-data-store-id"

HENBEREME , ELBBILTER

{
"resourceType": "OperationOQOutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not supported."
}
]
}
iR S HER

ERIS HBERIIRE , GETEEAexportMZEMexport-request-job-id,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-
export-request-id

JSON MR f5 8 E —MExportJobPropertiesi R, BAREEZE U TR EX,

Name HIE ? 1%, B =]
DataAccessRoleArn = HealthLake BRSS A& arn:aws:i
©M ARN., FHAK am:: 444455556
BRS5 A A MIsE 666 :role/your-

©®»
i
I}
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FRARER

Name

SubmitTime

EndTime

JobName

JobStatus

S3Uri

KmsKeyld

i

7|

i

i

15, B
HealthLake 7 RS £
%,

N

RXSHESHWEH

o

S HAESS TR AV B E]

o

S HE KRB B,

OutputDataConfig#J
T —o. BT
S HBIEN B IRE
& #H Amazon S3
URI,

OutputDataConfig#J
B —&82. ATHR

3 Amazon S3 FE1E

) AWS KMS Z43 1Y
ARN,

(=}

healthlake-se
rvice-role

Apr 21, 2023
5:58:02

Apr 21, 2023
6:00:08 PM

your-export-
job-name

BRENRN :

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://amzn
-s3-demo-
bucket/ EXPORT-
JOB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

©»
i
Tt
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html

AWS HealthLake FEANGIER

Example: £/ FHIR REST AP| & H #9585 HiE KR89 I[E XX

BMfE , SFREELT JSON MR,

{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-export-job",
"jobStatus": "SUBMITTED",
"submitTime": "Apr 21, 2023 5:58:02 PM",
"endTime": "Apr 21, 2023 6:00:08 PM",
"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket : 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab""
}
I
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}
}

FHIR 9$inquireF /R HealthLake

Z$inquireREEEATLURE LB RIA T RNFRAVRT . ZRFEXET (BFHELENZE
(PAS) EHEtEF) , BT —NET FHIR BytR AL THERERKL RSB RPURE,

THERE

- BREW  BRET -0 FHR EHE , AP E2LEEENERBNXFEER
 HealthLake # 3 : ClaimResponse fE &N HIBEFE#HFERENHAR

- RE : ERZIEFTHELRES

- BN BAVEIWBTELHFERIURED (BHRA. BittiE, BELZ ) NEE

(@ Note
$inquireR —PRBRE , ATRRIABRIRS. EFPRBARNERENRBEF#EPNE
7R
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https://hl7.org/fhir/us/davinci-pas/
https://hl7.org/fhir/us/davinci-pas/

AWS HealthLake FEANGIER

AP % =R

POST /datastore/{datastoreId}/r4/Claim/$inquire
Content-Type: application/fhir+json

BEREH
WA ZER

EHVIER MR FHIR BAERF , ERESUTRE

« Bundle.type : &4Ji=2 "collection"
 Bundle.entry : XFREFBE—NERER , HPEE
* use = "preauthorization"

e status = "active"

- SERRF  FRBEIANARERARSBLASSERHSZH

G BERHIER
% A Bundle R RR AT FEIE EE R, HealthLake FERREMNESREHRENA

ClaimResponse,

e

Gy 5 BB B

K 1 PAS RIEEH EBWEANE LR
A 1 PAS Sit 8% B# ADGIHES
@RI 1 PAS RE/\ AR R

&l )

—

AL (RH PAS HiFAL RRXBPENETTREREHRSE

)
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AWS HealthLake FEANGIER

EENRRFMF

HealthLake # 3 ClaimResponse £/ :

- ZEBFHE@ BEEERS

- ZRBFH@@ RN BEERE

- RBEFHNE@ BRHESERESE

- RBEN@@ tIZBH (FRHaTEHFESR)

© Wt EENEW
FRASHELRHNBENEE. FTATERARESANER TETLREEHN,

RPIER

POST /datastore/example-datastore/r4/Claim/$inquire
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Bundle",
"id": "PASClaimInquiryBundleExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
inquiry-request-bundle"]
I
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269368"

.
"type": "collection",
"timestamp": "2005-05-02T14:30:00+05:00",
"entry": [
{

"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample"
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

©®»
i
I
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"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]

},
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
I
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
I

"created": "2005-05-02T11:01:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},
{

"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

.

"name": [{
"family": "SMITH",
"given": ["JOE"]

11,

"gender": "male"

}
},

{
"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {
"resourceType": "Organization",
"id": "UMOExample",

416
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"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

I
"name": "Provider Organization"
}
1,
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
}
]
}
g R g =
FXZh MBI (200 OK)

ERWE -1 PAS EHEESR , HEHEE .

« ClaimResponse H I ZPURE ; ClaimResponseMMRASEREH , MAZA
- BERTFHAERBAAR (EL)
o L EE Me) /B2 A B (e B,

A[BERY ClaimResponse 45

gGR 5% B3
queued BNBERNMESSHEX
complete EMERINRE (RERSEHHE disposition /B4 )

»
i
il
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FRARER

ZR 51 B4
error LB HEE
partial ERTE 5 RN
{

"resourceType": "Bundle",

"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"

3,
"type": "collection",
"timestamp": "2005-05-02T14:30:15+05:00",
"entry": [
{

"fullUrl": "http://example.org/fhir/ClaimResponse/InquiryResponseExample",

"resource": {

"resourceType": "ClaimResponse",
"id": "InquiryResponseExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-

claimresponse-inquiry"]

I
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code": "professional"
1]
1,
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
1,

"created": "2005-05-02T11:05:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
},
"request": {

"reference": "Claim/MedicalServicesAuthorizationExample"
.

©®»
i
I}

418



AWS HealthLake FEANGIER

"outcome": "complete",
"disposition": "Approved",
"preAuthRef": "AUTH12345"
}
},
{

"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]

I
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code": "professional"
1]
},
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
},

"created": "2005-05-02T11:01:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
},
"provider": {
"reference": "Organization/UMOExample"
}
}
.
{

"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

}I

"name": [{

419
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"family": "SMITH",
"given": ["JOE"]
1,
"gender": "male"
}
.
{
"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

},
"name": "Provider Organization"
}
.
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
},
"name": "Insurance Company"
}
}
]
}
55 IR e R

400 RiRER

HERBATHHR U R M AR,

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",

420
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FRARER

"code": "required",

"diagnostics": "Reference 'Patient/SubscriberExample' at path 'patient' for

"CLAIM' resource not found(at Bundle.entry[@].resource)"

}

401 REREK

SRR IER AT AR E,

{
"resourceType": "OperationOQOutcome",
"issue": [
{
"severity": "error",
"code": "forbidden",
"diagnostics": "Invalid authorization header"
}
]
}

403 F L5 HE

HET 5 HRIER AP TR R ATE R EREEE,

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Insufficient SMART scope permissions."
}
]
}

400 =% A &2 ad

K#FxE5Z&E1f ClaimResponse 8 IEHE B A AR E,

©®»
i
I}
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"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "not-found",
"diagnostics": "Resource not found. No ClaimResponse found from the input Claim
that matches the specified Claim properties patient, insurer, provider, and created(at
Bundle.entry[@].resource)"

]

415 PFFRAERE

LR BRLBFRL TR application/fhir+json BHRE,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "value",

"diagnostics": "Incorrect MIME-type. Update request Content-Type header."
1]

429 FRE %

B EZRBIEHEE,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "throttled",
"diagnostics": "Rate limit exceeded. Please retry after some time."
1]
}
56 UF A

HealthLake X128y 18 [0) 3 1T ERIE
R4 Ur
o MIAFE PAS EifiE RIS E & X4

©®»
i
I}

422



AWS HealthLake

FRARER

* Bundle.type#ii=Z "collection"
o BITRHFEE— Claim BT
- IESIANRREBLNTETEREHATH

EAE AN

. BIMFFE PAS RIEEHER
« Claim.use# 72 "preauthorization”
e Claim.status#JizZ "active"

- HIEFEL : patient. insurer., provider. created

R IRE

- FIERRHBLNFEEBH PAS B
- RAMBEMENIHFRR (E2E,. RELATHLRA, BHEHD)
- XX 5|HXMEMETE Bundle T

PERENLAE
EiR e
RIREE RS BMASE 500 NRIR
LG8 = K /N R I &KX 5MB

FREE IR

EfFAZSinquiret®E , FHEAZHN IAM AGEE

« healthlake:InquirePreAuthClaim-1 %Rk

EFHRBEHESELFERS
FENREKTHE :

« SMART v1 : user/ClaimResponse.read

»
Il
il
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« SMART v2 : user/ClaimResponse.s

EENXREUH
BRITA

LIRBEREMRT , ClaimResponse LT A3 1T HealthLake 3% :
- MARBTIHQ@ £2ESEER

- MAZRBPHNQ@ REAFRZERFER

- REMARBENQQ@ RHtESE

- RFEBMAK Claim SIZBH (ERETEITFIESS )

LB - MRZA ClaimResponses [ILELERIE Z &4 |, N HealthLake IREIFTE RV E R, &
MiZERABHHClaimResponse. createddt A B KRB K EFRA
BRI R

MELS EABRR LB (HlE , Claimv1.l, v12, v1.3) BXTEANEH , MiZ$inquirel®
HREFERENERZ MR REHKHMZA ClaimResponse <BxHI E#,

Rk
Z$inquirel®iE :

RERZRAEHELRES
BLIREHFHH ClaimResponse
TME R R EFH AR IR

- NEIEHAIR

o R R FRY RN E

/

. =

TERERH
HANEARNEN THERRE

1. Provider submits PA request

I
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POST /Claim/$submit
# Returns ClaimResponse with outcome="queued"

2. Payer reviews request (asynchronous)
# Updates ClaimResponse status internally

3. Provider checks status
POST /Claim/$inquire
# Returns ClaimResponse with outcome="queued" (still pending)

4. Provider checks status again later
POST /Claim/$inquire
# Returns ClaimResponse with outcome="complete", disposition="Approved"

X ]RIE

e Claim/$submit-BRFNELERNBERIEHRNENE L RNEAFE
« Patient/$everything-RELHNEBEREURMEERNHW ETX

FRARESZHET $lookup

AWS HealthLake 7 X £ CodeSystem #iR$1lookupiRfE , LB BT RHANRBFRIERKK
REXRBREPRERSHEAEE . SEFERITUTRER | LBAERIER

- RREXBEETZANFAES

BIERIBE LHME %

RS E MR R

A A A R I B SR IR PROR R

%
AILAEF GET # POST J53%% CodeSystem &R 1A% $1ookupiRfE
XENRE

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=732110098&version=20230901
POST [base]/CodeSystem/$lookup
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X FNSH

HealthLake % FHIR R4 $1ookup S8 75 :

e Type T W88
code R = REEEHRVBSAB (Hln , BIEIKEM
SNOMED H &Y “716200000” )
system uri = KBRGEWRE ML ( HlE0 , “http://snomed.inf
olsct’)
version FRE = RIBREWFERT
5l
FREE SR

GET [base]/CodeSystem/$lookup?system=http://snomed.info/
sct&code=716200008&version=2023-09

POST &3k

POST [base]/CodeSystem/$lookup
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "system",
"valueUri": "http://snomed.info/sct"
},
{
"name": "code",
"valueCode": "71620000"
},
{
"name": "version",

426
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"valueString": "2023-09"

50 B

ZRERE - NSRS HARENSBER

{
"resourceType": "Parameters",
"parameter": [{
"name": "name",
"valueString": "SNOMED CT Fractures"
1,
{
"name": "version",
"valueString": "2023-09"
1,
{
"name": "display",
"valueString": "Fracture of femur"
1,
{
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
1,
{
"name": "value",
"valueCode": "263225007"
1,
{
"name": "description",
"valueString": "Fracture of neck of femur"
}
]
1,
{
"name": "property",
"part": [{
"name": "code",

"valueCode": "child"

427
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},

{
"name": "value",
"valueCode": "263227004"

},

{
"name": "description",
"valueString": "Fracture of shaft of femur"

}

]
}
]
}
MRS

R BEUATSE (MRE)

S| ¥R k)
name TR RBRENER
version FRIR REBBREH AR
display FRIER B ERENR
designation BackboneE et e Hft RR,
lement
property BackboneE BenHEMmEYE (EXL. XFRE)
lement
Th
Z$1lookupiRfE :

1. RIFFAEMSE ( codeFsystem)

2. B FHEBEFRIPNEERBRETERER

3. REIFMMBISER , BEEREN. BMAEML,
4. RES YN ZIHFREMRENversionEHK
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5. (REE X FMTE HealthLake BIFFHTFHRBRE L

FRARERE
TBRG LIEAT
HIRALE
BIRERLTE U T HIRER -

« 400 $HiR1ER : $lookupBRELM ( BRTFHESERSEHD &4
- 404 RE&KE :

¥

==
=]

W)
AEIRBREHEEENRKBREFRFR KD
BREAFTZFEUATAR

* $lookupiEid i FSNEBARE RS R TIRE

$1lookupifEH CodeSystems BEIE HealthLake {E R E R EEEHIEFM@F D
BXRS$1lookupREHENEZEE

2% FHIR R4 3 #4 CodeSystem $1ookup.
$member-addiEER T HealthLake

FHIR $member-add #EFKA ( £2F ) AMEBARER , FrRKAPAESIFR, HRIER
{ DaVinci B & HRAEEER) B —I67
BEXIRT R

& A
XEHFEERARARNBEARE,

POST [base]/datastore/{datastoreld}/r4/Group/{groupId}/$member-add
Content-Type: application/json
Y

ZERFEEZERUTSHAGH FHIR S2HER
S B I

BAUERAUTSRAS 2 —

1 28 ID + R4 NP

memberId + providerNpi

memberId + providerNpi + attributionPeriod
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FRARER

%W 2 BEHREREESE
patientReference + providerReference

patientReference + providerReference + attributionPeriod

SHIEE

2R ID (/i)
ERINEI B A AL R AR IR
EH : FRRAF

REG  BEIRIRE

{
"name": "memberId",
"valueIdentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
}

ProviderNPI ( AJi% )
AR R ERREEBRRS (NPI),
KR FRRAF

R4 : http://terminology.hl7, org/CodeSystem/NPI

{
"name": "providerNpi",
"valueldentifier": {
"system": "http://terminology.hl7.org/CodeSystem/NPI",
"value": "1234567890"
}
}

BESE (k)
E 5| AEFA e 2 E 7R

©®»
i
I}
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KR . 5&E

{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"
}
}

REESIA (AL )
EiZ5|HREE AR

{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
}

HREBEH ( "Tik )
HEELDRTREENTE R,

KR iHHER

"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"

REURHI
FRSR ID MIZHEE NPI
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"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueIdentifier": {
"system": "http://example.org/patient-id",

"value": "patient-new"
}
},
{
"name": "providerNpi",
"valueldentifier": {
"system": "http://terminology.hl7.org/CodeSystem/NPI",
"value": "1234567890"
}
.
{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"
}
}

ERREMREHRERERS

"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"
}
b
{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"

}I

432

©®»
i
I}



AWS HealthLake FEANGIER

{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"
}
}
]
}
0ja) 7 4% =X,
FX T 78 hn i R

HTTP Status: 200 OK
Content-Type: application/fhir+json

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "success",
"code": "informational",
"details": {
"text": "Member Patient/patient-new successfully added to the Member
Attribution List."
}
}
]
}
BRI

FRIFELRK

HTTP R : 400 £5iR1ES

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
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FRARER

"code": "invalid",
"details": {
"text": "Invalid parameter combination provided"
}
}
]
}
R GFIR

HTTP JR7S : 404 RIELE

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "not-found",
"details": {
"text": "Resource not found."
}
}
]
}
RR 7S 58

HTTP IRZS : 409 iz

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "conflict",
"details": {
"text": "Resource version conflict detected"
}
}
]
}

©®»
i
I}
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IHEPRS TR

HTTP IRAS : 422 oA B Y SE 4K

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"text": "Cannot add member to Attribution List with status 'final'. Status
must be 'draft' or 'open'."
}
}
]
}
7 Ml AR
I3 RR A5 E
REHBANARRS N : 8t , FeERITIZIRE -
e draft
* open
HIRBAE , FARGFHITERMESFLNAL
BLEEESR

REABLEREFEUTRINE-—HAERMEERR :
« EPMRRF
o ARAPRIRRF
« REQPRIAFRF
AR T

RftattributionPeriodft , EAMER ZNREEREERN. REN !
- BRSANARTERIR

- MRFESANEER , WFEASFHNESR (HERZEID)

o T8N X HA PR oA T AR B HA PR
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FRARER

ZENERIE

HAR—NER (BESREE ) ANRESMIENSERRN , RELRIETCIIREN N TER

BB

MBAR—FR ( BERIEME ) FETRM ID M reference.identifier FE , M & 5| X iR

B I F FE2R
ZIBEEE FHIR LA SMART 1% , L& :

- EENR-ATRIERE, RUENDNATR
- BENR-ZRRAFERAIR
« EHNRAELFHARIR

BRETH

RIREN
- EHEARIFMA ID
- ERARFEINRETRRSCERLRE

- FERAUTHSFERAEERNE Group.member 4 :

- entity.reference P EESE TR

- HAE 98 E B

- TRFBRTNESCENRMHERFR
WiFS R

- ZERIT-BREXNSHEE
BREFE-RIERE, REENDAEARENEFE
PERRS-FIABARS LB H
EERE-PHIEFMABRA
BETERIE-BRAONBEESCEN

BR 1

- A ANRRLAFETE - M EF#ES
- BREGERTRARRSRARR

©»
i
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- HRMRLAEEBEECER
« BEEBRLT ‘&L RESNEE

$member-matchi#{EN HealthLake

AWS HealthLake I EE X F B E R R Imember-matchizE |, FESFREBALEEBFERA A OSITHRE
EEETRNETTREREFERK A NME —IRARF, ZBREXNTFRIUCMSEMNM LR ELF BER
FHEIRHE#H 2 payer-to-payerfI IBEBRLEXREE,

HEFERTUTREN | LRERINEHA

- BALAZERIMRENE REHIEIHR
- ETRRSGHREBEFENESY

« X CMS EHMER

(R EEST RS9 AR R 1R 5]

A%
A LAEA POST FEERERR LA Z$member-matchi®{E :
POST [base]/Patient/$member-match

XBHNSH

HealthLake X 3#F LT FHIR $member-match &% :

S8 Type HE SRIAE Wi B8

MemberPat mA = — TEELENKZNAOSIT
ient SENEERR

CoverageT HE = — MATERFICFHITEER
oMatch BEERR

CoverageT HE B — ErREIEPESEENEST
oLink Bl 5 R

EB=3 EB=3 B — ATFRNENNEERR

437

»
Il
il



AWS HealthLake FEANGIER

Bl

HSME POST 53R

POST [base]/Patient/$member-match
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"name": [
{
"family": "Jones",
"given": ["Sarah"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
},
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/1"
},
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",

"code": "self",

"display": "Self"

]
},
"payor": [
{
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"reference": "Organization/payer456"
}
]
}
},
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
}
]
I
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/1"
},
"performer": [
{
"reference": "Patient/patient123"
}
1,
"sourceReference": {
"reference": "Document/someconsent"
},
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"

}
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FRARER

510 2

ZRERE —NEETEERNSBER

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberIdentifier",
"valuelIdentifier": {
"system": "http://hospital.org/medical-record-number",
"value": "MRN-123456"
}
},
{
"name": "MemberId",
"valueReference": {
"reference": "Patient/patient123"
}
},
{
"name": "matchAlgorithm",
"valueString": "DEMOGRAPHIC_MATCH"
},
{
"name": "matchDetails",
"valueString": "Demographic match: DOB + Name"
},
{
"name": "matchedFields",
"valueString": "given,birthdate,gender,family"
}
]
}

©®»
i
I}
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FRARER

RIS 8
BB CETE , WE22 U TSN -

Memberldentifier IR

Memberld 5E

T B &% TR

[nd - JEL FRFER

T B = B} FRER
TR &

$member-matchAPI XA ZEEH 5Lk R LR

EXACT_MATCH

g4 EERBIBMARSBE Subscriberld

NRALCEREZSHNERSE
U

EREERLBRERNBERAN

AR ET2EENERN |, IEERS
AOSITZFTE

KBERNAOZRITES
T ER TR TARIRRFRY PUH a6 A

1TH

Z$member-matchiRfE :

RBIK A -

oL
PUEEA R B HE— IR
BEBERR

FERNCESERE (EXACT_MA
TCH, STRONG_MATCH 5 DEMOGRAPH
IC_MATCH )

BRERESENFMRER
I EE R FEF RS

»
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AWS HealthLake FERARER
- EZEEAORT, ARCEFHAGENTEREGEEENRA

- RETATFEEXERNME—RARRRF

- XEZREEE (FHE, BRL ADS)  BRTIEAETRERSTHIKE 510 £HIR 5

- RIFAMRENETAEERFSE , AZBFRENZHA

- XHEFL L payer-to-payerfI HIERIR , FNRF BEERBT

- A CMS WEFREHEIRNER

Authorization

API 7£ FHIR EfEA SMART &N , EFfESSEWT :

+ system/Patient.read

» system/Coverage.read

+ system/Organization.read ( B&HH )

- system/Practitioner.read ( B&HH )

« system/PractitionerRole.read ( &4/ )
« system/Consent.write ( B&HH )

HIRALE
ZRELBUTHIRER

* 400 Bad Request: $member-match BELH ( BRTHFEERSHRDHIESE )
« 422 Unprocessable Entity: SRk F| LRI %4 T fl

$member-removeiR{EA T HealthLake

Z$member-removelREATFEMNFH FHIR RAPESIR ( FHFHRIR ) F AWS HealthLake B BREX
B, WR¥ER (DaVinci KAPHREXEER) W—82 , XA TEERA BENHARE.

FREM

« AWS HealthLake FHIR i 7 (% E
- FHRIHY IAM HealthLake #&4EX PR

»
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« RTERFIFTBRSHERABRFIEK (FHEARR )

AT

POST /Group/{id}/$member-remove

EES

application/fhir+json

e

ZRFEITRUT TESHE FHIR SHAR

S =¥ Type o
memberld 0.. 1 PRIA EBERATR R AW AR IR
ProviderNPI 0..1 RIS IHER AR NP
2ESE 0.. 1 & EESEZERR
RitE2E 0..1 & EiE5| ARMAERIR (M Practitio
nerRolell &R LA )
REEBESE 0.. 1 sE x 78 % 36 Bl R RV 5| A
XENSHRASE
XEUATSHAS :

- memberIdonly-HiBRIEER R FIERE M

« memberId+ providerNpi-BREERR-RHUEAEGHNHE

- patientReferenceonly-BBRIEEBENFMERRA

. patientReference+ providerReference-BR4SEEE-RHEAEWAR

- patientReference+ providerReference + coverageReference-filBREF£#&, 2EHEM
AREENFERRE
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FRARER

B R Rl
{
"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",

"valueReference": {
"reference": "Patient/12345"
}
.
{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/67890"

0fa] 2

RN RL

"resourceType": "Parameters",
"parameter": [
{
"name": "result",
"valueBoolean": true

"name": "effectiveDate",
"valueDate": "2024-06-30"

"name": "status",
"valueCode": "inactive"

"name": "message",
"valueString": "Member successfully removed from

attribution list"

©®»
i
I}
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]
}
1TH
BHER

ZREMGERATRARdraftHWIARESIR open

A TinaRSHFIRIFIELZERE , HiRN 422

BRRAYIR : KRABFRIEHTER (inactive: true), EchangeTypey BEBEH N
changed

FITHRSFIR  THEERRSRM

RERBHIR | BIEWIEL
Kr

X 5| A TR UE AR ©A1FEE T HealthLake BUIEZ M A
MERERBHNRFERBEEEHR THRFMEI A, WEeM2I3 N T HEE /N EIR
SHAERBEZFNESNFITRIE

HiRAL
AR IR B

REFHRIR (404)

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "not-found",
"details": {

"text": "Patient with identifier 'http://example.org/fhir/identifiers|99999'
not found in system"

}I

©®»
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"diagnostics": "Cannot remove member from attribution list. Verify patient
identifier and try again.",
"expression": ["memberId"]

IHRAFIRFLIRES (422)

"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"coding": [
{
"system": "http://hl7.o0rg/fhir/us/davinci-atr/CodeSystem/atr-error-
codes",
"code": "list-final",
"display": "Attribution list is final and cannot be modified"

]
1,
"diagnostics": "Cannot modify attribution list with status 'final'. List
modifications are not permitted after finalization.",
"expression": ["Group.status"]

}
]
}
T3 8 4E (400)
LS BA ST E RN EIRMRE,
KEIZANTED (412)

HRENSHEPRIIRFH S KR TEIRE,

{
"resourceType": "OperationOutcome",
"issue": [
{
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"severity": "error",
"code": "processing",
"diagnostics": "Multiple members found matching the criteria"
}
]
}
RIEXER

- ERABESH MR, FEAKEENSHAS , UBR IR
« REJIRRDS  EZEBRZABIEFARIIFRRES

o« HEMAL IR - XIPRA ATRERY SR IR 1T R SR e E 2 AV R IR AL IR

- WIFSIA : BIRHERZE , TRARME S| AN T RBEE

FEABKREERBEIR $purge

AWS HealthLake X#$purgeF R , AT KAMBREEREANFIERR. HEFERITUTRE
i, BEERERSRIEA

- MiREBEHEROFIEERE

o B EEBIERIBRE K

- EEEEBEEGAN

- MITEEMEEICRKEE

B

A EEERELAAZSpurgelRfE :

POST [base]/Patient/[ID]/$purge?deleteAuditEvent=true

S8
S8 Type HE ZRIAE 1,89
deleteAud #H7RE = false WA true , MIMIER<BREY B 1T B4
itEvent
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S8 Type WE ZRINE %88
_since FRFE & BEE#E WAR  ERFHREBLRE , BERE
A M ExisetERERER. TS

KXHNER—REH

start EXSES - HEF#e AWAR  BRERFN LS KETRELEE
Bt ERAFNE LR, ATE end —i2
=4
end FHE - Job B’ HASR , ERERBILTE , BIEFFHR
IE] BY £ IRAE S (B R E K R IR
~l
HRRHB

POST [base]/Patient/example-patient/$purge?deleteAuditEvent=true

& 2 7R 451

{
"resourceType": "OperationQutcome",
"id": "purge-job",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Purge job started successfully. Job ID:
12345678-1234-1234-1234-123456789012"
}
]
}

PRARZS

EREFBRESHVRES , FHITUTRE

»
i
il
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GET [basel/$purge/[jobId]

{
"datastoreId": "36622996blfcecb7el2ee2ee085308d3",
"jobId": "3ddlc7a5b6c@ef8cl10f566eb87e2ef9",
"status": "COMPLETED",
"submittedTime": "2025-10-31T18:43:21.822Z2"
}

Th

Z$purgelRfE :

1. RELBULBZNER

2. %3 ACID BFUUARBIETEM

3. RUESRABRER , SEE R BRIXEK

4. XKABKREERENWAIERIR

5 SIEMBRESINEEFZIER

6. ZEFEFMUMEREITESH

FZAE

$purgeREIEFE N “FF#4” FHIRBulk DeleteJob H “##&” FHIRBulkDeleteJob , EH a3 MM ERE
ER.

BR 1

- EREBRNRRTSHIAERRENF
- EEFBBRNBRECESREP TRLE R TELR
- BERBNAERRERFHKABER

FHIR B9$questionnaire-package¥F R HealthLake

#Z$questionnaire-packageRfFaRR—NMNEBEFHIRBERER EZANAE RSP ENTE K
BIMWEGEE, ZBRERIT CEZTFUEERMAN (DTR) EHEiEr) , MR T EFY TERE
P EERNISREZI,

©®»
i
il
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TERE

« BR: BERERMRBRAERBNSH , URBSBEMITELETX

- ®F : HealthLake WEBAEREMFTEMKIBIN ( ValueSets, CQL FEZF )
« P@@ ac kage : FTE R IRE AR AR NS E —i2

- BE BRI - IMNEENRGES , T ITERNBIERE

R R3% =

EABRNXH  WESEBRRBERMENIRKRESR

REER  WERZTRARRERFAEN X4

Cl@@ inical Data Exchange : BEISKREIELUIRTANTRA
- HBRYE  FAMEERNEBERFENRGEZEZ2IN RS

API % =R

POST /datastore/{datastoreId}/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json

BERSH
MASH

BREXSNBEFEUTSHEN FHIR SH AR -

S Type ¥ i B8

coverage B2 1..% (( HE) ATHEXHRANEBEECENES
SEENESERIR

questionn R 0o o * EREWNSER SR MU ( ATEE

aire TR )

order TR 0o o © 1TW&R ( DeviceRequest,

ServiceRequest, Medicatio
nRequest, B, A< ) UEVY LT
X
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S Type ¥ L
changedSi dateTime 0..1 MREE , WOGREERNEBZE
nce B RIR

SIS U H N

PFRMUTED —IN ( BrZ4IET S coverage )

o —AMEZ/Hlquestionnaire’8 URLs

o — AN ZMorder®R

BRHERAS

* coverage + questionnaire
* coverage + order

* coverage + questionnaire + order

~lE R

POST /datastore/example-datastore/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"id": "example-coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/example-patient"
},
"payor": [{
"reference": "Organization/example-payer"
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1,
"class": [{
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/coverage-class",
"code": "group"
1]
I
"value": "12345"
1]
}
I
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/home-oxygen-therapy|2.0"
},
{
"name": "order",
"resource": {
"resourceType": "ServiceRequest",
"id": "example-service-request",
"status": "active",
"intent": "order",
"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660",
"display": "Continuous positive airway pressure ventilation (CPAP)"
1]
},
"subject": {
"reference": "Patient/example-patient"
}
}
I
{
"name": "changedSince",
"valueDateTime": "2024-01-01T00:00:00Z"
}
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e Rz 4% =
FX 01 B (200 OK)

ZREREEE—NHZ1 Pack age Bund le Y FHIR 2388, S/ Package EX 31 :

SRR B A

4 1 EEENRS

QuestionnaireRespo 0..1 FHEZR R ERAEE (WRER )

nse

Library 0o o * SETERMEZHEEN CQL FE

ValueSet 0o o * E¥ B ValueSets (:ERATI EBEBENF 408

EERIE )

Examplela R ;=451

"resourceType": "Parameters",
"parameter": [
{
"name": "PackageBundle",
"resource": {
"resourceType": "Bundle",
"id": "questionnaire-package-example",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-dtr/StructureDefinition/DTR-
QPackageBundle"]

},
"type": "collection",
"timestamp": "2024-03-15T10:30:00Z",
"entry": [
{

"fullUrl": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"resource": {
"resourceType": "Questionnaire",
"id": "home-oxygen-therapy",
"url": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"version": "2.0",
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"status": "active",
"title": "Home Oxygen Therapy Documentation",
"item": [
{
"linkId": "1",
"text": "Patient diagnosis",
"type": "choice",

"answerValueSet": "http://example.org/fhir/ValueSet/oxygen-diagnoses"

}
},
{
"fullUrl": "http://example.org/fhir/Library/oxygen-prepopulation",
"resource": {
"resourceType": "Library",
"id": "oxygen-prepopulation",
"url": "http://example.org/fhir/Library/oxygen-prepopulation",
"version": "1.0",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/library-type",
"code": "logic-library"
]
.
"content": [{
"contentType": "text/cql",
"data": "bGlicmFyeSBPeH1nzZW5QcmVwb3B1bGF@awou. . ."
1]
}
.
{
"fullUrl": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"resource": {
"resourceType": "ValueSet",
"id": "oxygen-diagnoses",
"url": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"status": "active",
"expansion": {
"timestamp": "2024-03-15T10:30:00Z",
"contains": [
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
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"code": "J44.0",

"display": "COPD with acute lower respiratory infection"
1,
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J96.01",
"display": "Acute respiratory failure with hypoxia"
}
]
}
}
1,
{

"fullUrl": "http://example.org/fhir/QuestionnaireResponse/example-
prepopulated",

"resource": {

"resourceType": "QuestionnaireResponse",
"id": "example-prepopulated",
"questionnaire": "http://example.org/fhir/Questionnaire/home-oxygen-
therapy|2.0",
"status": "in-progress",
"subject": {
"reference": "Patient/example-patient"
.
"basedOn": [{
"reference": "ServiceRequest/example-service-request"
1,
"item": [
{

"linkId": "1",
"text": "Patient diagnosis",
"answer": [{
"valueCoding": {
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",
"display": "COPD with acute lower respiratory infection"

]
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},
{
"name": "Outcome",
"resource": {
"resourceType": "OperationOutcome",
"issue": [{
"severity": "information",
"code": "informational",
"details": {
"text": "Successfully retrieved questionnaire package"
}
1]
}
}
]
}
BETERRE

] HealthLake 4b 3B I8 1E K
& ITHER $questionnaire-package , HealthLake UiTIA TSR :

1. BB BEMARA - NEH coverageS B EENRRELS,
2. REEENRS
- Tquestionnaire3 ¥ : FHEIRHENNRR it

« HorderZ# : ILELIT £/ (CPT/HCPCS/LOINC) F{35Fk A LAk EIHE RIRY 6] 5

3. WMEMKEIXR . BEIRRENPBERBIENFMEANER
 CQL FE-1E 75 Al o) B A 5 4 7] R AV 12 48
* ValueSets-ZRiAIM ( MEETNTF 404N, MBZHTE )
* QuestionnaireResponse-F A A EELER D TR EE
4. P@Q@ ackage IEFIERBERE —E :
- MAMERR ( BHAFRNRITE—IR)
 ¥changedSinceRRIENIE ( MREH )
* 1EOutcomeifiR DMEMRI G IRET R I EE &=

GR:—ITE BUNRHESTLUERT,

I
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FHREIERKEHRE,

"resourceType": "OperationOutcome",
"issue": [{

"severity": "error",

"code": "required",

"details": {

"text": "At least one of 'questionnaire' or 'order' must be provided along with

'coverage'"
}
]

424 R ERBIR R

ST ERREBFREEE,

"resourceType": "OperationQOutcome",
"issue": [{

"severity": "warning",

"code": "not-found",

"details": {

"text": "Referenced Library 'http://example.org/fhir/Library/missing-library’

could not be retrieved"
}
1]

401 RERN
HEHRIEFIERAIERAED,
403 F L5 HE

HET 50K AP TR R AR FREHRE,
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406 FA[#EF

ST EREBERNARRERE,

409 38
TP HERRANEL H RO SRR A,

410 Gone

L HREY R K A M BREIR E

429 ERT %

B ERRSRE,

500 M EBARSS #& 56 1%

RS ER R EBNERITIRE,
501 R3KHE

LE RPN RTIEHRE,
36 UE A

i ABHE

- coverageZ ¥ N AEI (1. * E)

« orderXMEDRMHEA —questionnaireshk—H
- EEECERRELTNIZEMN FHIR BIR

- FIBEITEREHBLARERN FHIR BIR

- MEHRE URLs HAIEH

« changedSinceXMEBE MM ISO 8601 H HintE

QuestionnaireResponse ¥ iiF

« statusHMESE (in-progress, completed, amended)
o 1AM E| AR EIEE TR

* basedOn&J5| AERMIT R FIR

* subjectXM5|AERNEERIR

I
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®IREE BRI R

- FMRBRERBLHNEI -
« BISN : ATEEEIRN R ERE —RIFHNAERAE
« FRBAENE URL FMARAPRIA

PERENLAE
iR e
7 R 2 & PR I BNMESE 500 NRIR
R0 E RN PRI &KX 5MB

FREE IR

EfffZ$questionnaire-packagel®iE , FRREHN IAM AREE .

« healthlake:QuestionnairePackage-JiHiZ&E
« healthlake:ReadResource-#& % A% F < &R

« healthlake:SearchwWithPost-# 2 QuestionnaireResponse Fl#Hx &R

FHIR B8R E V&R
BN REER

« SMART v1 : user/Questionnaire.read user/Library.read user/ValueSet.read

user/QuestionnaireResponse.read

« SMART v2 : user/Questionnaire.rs user/Library.rs user/ValueSet.rs user/

QuestionnaireResponse.rs

EENXREUH
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« HSEMHE ( NREME T questionnaires# ) - ER
o TR (WREHTorders% )

« JFiT#%8 ( CPT. HCPCS. LOINC ) &R AMEST R 2 TE

- EARRARARERETARANES

- ERFRERBUREES ETX

RBIR RBERT R

CQL F :

- BYHBERLEMNcqf-libraryy BEFREER
- EFEAGEIRIREVKIE Library. relatedArtifact depends-on
- IEEABUMBTEERGEH

ValueSets:

- MRFGEWBSLTF 404, W BFEFF
« ‘@FE ValueSets R HY B Ih8E
 ValueSets BiERENEBIERBFERSIANAE

QuestionnaireResponse &L H]
EUTERT , ZIEETEESIRE QuestionnaireResponse A TEZEHIENa :

- ERINAEELESC TERAIEEL
« XEREFH CQL BEAIUMNBEICFKPIRIEE
- BEERXWITENBRCEAX

8 Z#5 . QuestionnaireResponse :

460

»
Il
il



AWS HealthLake FEANGIER

BZEZH FHIR 8§42 i BA
based-on QuestionnaireRespo $54#% % ServiceRequest = CarePlan

nse.basedOn

patient QuestionnaireRespo ERZRENEE
nse.subject

questionnaire QuestionnaireRespo EEEZNRE
nse.questionnaire

2 E Y R IR %
R changedSinceS AT :

- RBEEEENEEZEEBHNERIR

« MEBRESEMRIR , WIREI200 OK—NZE

- NTHREFHMVEFRERER

- NEFELERFERAERneta.lastUpdatedFE

ZINEERHD

EUTERT , ZRETELIREZA Package Bundle :

« @3 canonical BiF T Z 3% URLs

s ZMTEFERTENMSE

- E—RRSHTERAER

& Package Bundle #2Ih K , EEFEXENGKBI <R,
R ESESL

A1 BEERNXY

s BEREFEWERESESTENXXH , BLEAREBEN.
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"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Patient's insurance coverage */ }
.
{
"name": "order",
"resource": {
"resourceType": "ServiceRequest",
"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660"
1]
}
}
}

ZR BRI SERETRAENER  APMEER T BFRATHNEELGEEN L IAD,

=-A

B 2 . RRGENFE R BHRA

% REEFERERENFRSUMRIES AL,

"resourceType": "Parameters",
"parameter": [

{
"name": "coverage",
"resource": { /* Coverage resource */ }

"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme-request|3.1.0"

ZR  BHELOISFAEKRBIA DME FRBEER S 3.1.0 A
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APl 3 REEH

= RHAERERER EARRUREZEEBREMRSBR RS ERM,

"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
.
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/medication-request"
.
{
"name": "changedSince",
"valueDateTime": "2024-03-01T00:00:00Z"

ZR {URE 2024 £ 3 A1 BEBEXINHER , RXBEEMESR , MREZE,
RAfl4: ZMTHR

BR RHERXZMRSER , TRFETRNAER,

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for imaging */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for DME */ }
}
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]
}

AN

£ & JREZA Package Bundle , &N ERR A AT —1,
EHMAFHER IGs

R FER A (CRD)

THEREEHN

- RHEEEH EHR FITHRS

- CRDEMAFX , EEREBRER

s TRABERTEFEXH

- RHtESquestionnaire-package BRI KRS
- RUFEERS

- XHEE PAS 23 CDex

EABRNZFE (PAS)

THEREEN :

« $questionnaire-package A TR ERER
- EEMEMNIEKEIE QuestionnaireResponse

- EAClaim/$submitiEBEREFIRRFE LR QuestionnaireResponse
- FAREIRA Claim/$inquire

IS PRERIZ 3 H#2 (CDex)
THEREER :

s TRAERNZEBRUEHE MY
RBE&E$questionnaire-package A FRREMLEIENERSE
- RMHPEEAK QuestionnaireResponse

- MHEE CDex Mt TERBRRANRA
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W HERRIE R

B& : KIRE [\ S

AEENERER :

o NEM iUt SHIEFHE P NEMRERSEHR T

o« ITRMAIERMRE N RAET BERFREMRS
« REARAXBEEXNESE

RIRFER :

- BIFAE URL RS EHRAERBREEFE
- REITHENRE (CPT/HCPCS) WIEERSEH
- BIAMSRALALACEEBRAER

)& : Package Rk BIR R
ATEERRA -
- S|AMNEREREFM P ValueSet F1FE

- BPESEXEBERIARTER
« ValueSet "B &K

RIRFR :
« REOutcomeSHHERBEXRTRRMREANES
- BTN BEE#HPREFEEMESIANER

- H{RIEW ValueSet URLs H A f# R

& : %48 changedSince #YZ2

AIEENRERA :
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« XRTHTN-B B ERRBURRE SE[R IR

BRI

- FRARHENEFRAR
« BBchangedSinceSHURRZEHRHS

B : QuestionnaireResponse K CER
AgENRERA :

« >k QuestionnaireResponse # 2| B H
- CQL FFZ B EIREFIFELE
- BEFERASTTE

BRRTTE
- XARERT BB 8

. #ﬁﬁﬁﬁdﬁﬁﬁ%‘ﬂlﬂ BFELEERE
- BF CQL FEBU T #BIEREIER

REXE
1. ¥ Canonical 54~ —#2 URLs £
ERBERERSEN | BESLEERES :

{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme|2.1.0"

}
RR : BRASEFNN —BEHPHLEEAER,
2. A TIREMEE , IR EHE
FWFELXEHRWAER , EFEMAchangedSince MG ARE R D HRIFEH
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{

"name": "changedSince",
"valueDateTime": "2024-03-10T15:30:00Z"
}

R ;B 3R TR R ROR A HER M S &
3. BRTENARTEER
RUELENBSCERE  UBREBEERS

{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"beneficiary": { "reference": "Patient/123" },
"payor": [{ "reference": "Organization/payer-abc"
"class": [{ /* Group/plan information */ }]
}
}

KA : #B) HealthLake WENRARENFEFRBSMER,
X BRIE

e Claim/$submit-1I2RE LRV B EHMH LR U
e Claim/$inquire-EF ERRXM AR RNAVIRE
« ValueSet/$expand-EBFF ValueSets B RiEZF

FHIR B9$submitF R HealthLake

11,

Z$submitRIFFEERBUBF A XM ARARKEERNERUELE. ZBREXET (EFFE

FTRMZEF (PAS ) KietEE) , ABERMERREME T ETFHIREIREL THERE.

TERE

« BX  BRE—H FHIR B2 , i @S85t aray R R R 15 M H B iG K& R

« IO : 1B#E PAS E3R HealthLake WIFIEXZHAHE
. RE - FRERBEZEEIELRN HealthLake BUEZEAE S
- BE : BLVTERERAR “BHRN WEE
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« RE  RURRANRARILE

AP % =R

POST /datastore/{datastoreld}/r4/Claim/$submit
Content-Type: application/fhir+json

BREG
WP ZER
BHIER MR FHIR BAEREF , EFESUTRE

« Bundle.type : 42 "collection"
* b@@ undle.entry : ZAAtaFBE—NERERIR use = "preauthorization"
- SERR . FAFSIANAERERHXMTERRELITH

BN RIR
TR I BB X 1 EA
A 1 PAS &I& BEARMER
BmA 1 PAS £%& EEZAORITER
HO (RRER 1 PAS fRBE 22 A REE LA
)
HR (R 1 PAS &R & ErREEUERRFE
%)
BEETE 1HEZ PAS Z&uE REESEEIEE
Al 3% R
iR A BeiE X 4 W EA
Mk & 0HES PASMIL A 5 Efr REMLA R
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RIR B B iE X !
Practitio OREZ PAS PractitionerRole Ml &R
nerRole
ServiceRe 0HES PAS ServiceRequest ERNWEST RS
quest
DeviceRequest 0 HE% PAS DeviceRequest ERNETRE
Medicatio O0HES PAS MedicationRequest E3RIZ5Y)
nRequest
DocumentR 0 HES PAS DocumentR i IE PRS0
eference eference

TEIE R

POST /datastore/example-datastore/r4/Claim/$submit
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

"resourceType" : "Bundle",
"id" : "MedicalServicesAuthorizationBundleExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-

request-bundle"]

},
"identifier" : {
"system" : "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value" : "5269367"
},
"type" : "collection",
"timestamp" : "2005-05-02T11:01:00+05:00",
"entry" : [{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {

I

469



AWS HealthLake

FRARER

"profile" ["http://hl7.0xg/fhir/us/davinci-pas/StructureDefinition/profile-
claim"]
},
"identifier" [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" "http://terminology.hl7.0rg/CodeSystem/claim-type",
"code" : "professional"
1]
I
"use" "preauthorization",
"patient" : {
"reference" "Patient/SubscriberExample"
I
"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {
"reference" "Organization/InsurerExample"
I
"provider" : {
"reference" "Organization/UMOExample"
},
"priority" : {
"coding" : [{
"system" "http://terminology.hl7.0org/CodeSystem/processpriority",
"code" : "normal"
1]
},
"insurance" [{
"sequence" : 1,
"focal™ : true,
"coverage" {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" [{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-

serviceltemRequestType",
"valueCodeableConcept" : {

"coding"

[{

I
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"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I,
"display" : "Initial"
1]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",
"valueString" : "1122344"
.
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",
"valueString" : "33441122"
1,

"sequence" : 1,
"category" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
1]
.
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {

©®»
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"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"
1]
}
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],
"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
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"meta" : {
"profile" ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
.
"identifier" [{
"system" "http://hl7.0xrg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" "https://codesystem.x12.0rg/005010/98",
"code" "PR"
1]
1,
"name" "MARYLAND CAPITAL INSURANCE COMPANY"
}
.
{
"fullUrl" "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" "Coverage",
"id" "InsuranceExample",
"meta" : {
"profile" ["http://hl7.0xg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage"]
},
"status" "active",
"subscriberId" "1122334455",
"beneficiary" {
"reference" "Patient/SubscriberExample"
.
"relationship" : {
"coding" [{
"system" "http://terminology.hl7.0rg/CodeSystem/subscriber-relationship",
"code" "self"
},
{
"system" "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
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1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"]

I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
"identifier" : [{
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
1]
}
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AT B (200 OK)
BRI -1 PAS BNE , HREE

 ClaimResponsefffoutcome: "queued"# status: "active"
- BERPWABERBRIR
o BN AR EE

"resourceType" : "Bundle",
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"
},
"type" : "collection",
"timestamp" : "2005-05-02T11:02:00+05:00",
"entry" : [{
"fullUrl" : "http://example.org/fhir/ClaimResponse/
PractitionerRequestorPendingResponseExample",
"resource" : {
"resourceType" : "ClaimResponse",
"id" : "PractitionerRequestorPendingResponseExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse"]

},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" "preauthorization",

"patient" : {
"reference" : "Patient/SubscriberExample"
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},
"created" : "2005-05-02T11:02:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
},
"requestor" : {
"reference" : "PractitionerRole/ReferralPractitionerRoleExample"
.
"request" : {
"reference" : "Claim/MedicalServicesAuthorizationExample"
},
"outcome" : "queued"
}
.
{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {

"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim",
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-claim]|

2.1.0"
]
.
"identifier" : [{

"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",

"value" : "111099"

}

1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" "preauthorization",

"patient" : {

"reference" : "Patient/SubscriberExample"
.
"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {
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"reference" : "Organization/InsurerExample"
.
"provider" : {
"reference" : "Organization/UMOExample"
},
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
},
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I",
"display" : "Initial"
1]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-

authorizationNumber",
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"valueString" : "1122344"
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",
"valueString" : "33441122"
1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
]
I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {

"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-requestor",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-requestor|
2.1.0"
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]
I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],
"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample"
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer|2.1.0"

]

I
"identifier" : [{

"system" : "http://hl7.o0rg/fhir/sid/us-npi",

"value" : "1234567893"
1,
"active" : true,
"type" : [{

"coding" : [{

"system" : "https://codesystem.x12.0rg/005010/98",
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"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}
.
{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta": {
"profile": [

"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage",

"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage|2.1.0"

]
},
"status" : "active",
"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
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"meta": {
"profile": [

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"”,

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary|2.1.0"

]
.
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
"identifier" : [{
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
1]
}
5B IR e R

400 $RiRER

HEREALTR IR B RATIRE,
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{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "invalid",
"diagnostics": "The provided payload was invalid and could not be parsed
correctly."
1]
}
412 AR F MR K

HERXMENELARENER (RUFEERX ) BHIRE,

{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "processing",
"diagnostics": "PreAuth Claim already exists"
1]
}
@ BEFH
Z$submitBEREFEMM . ZARRE—NMERT2UNEBEENEERENER, Mk , REK
Bl— 412 iR |, B TRREASInquire RRERBEHIRE,
422 FoiEAL IR R SRAR

A FHIR I8 iF k M AR E

"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "required",
"diagnostics": "Bundle contains more than one preauthorization claim"

]
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}

I UEHL
HealthLake X &2 XMW A BRH TS HEHRIE :
4825 Uk

- BIFFE PAS ERELDE EXH
* Bundle.type#4ig "collection"
- AIAEEZA Claim &R
- BR , XINITE—NAMEATERNA Claim #iR
- MABXA Claim BRAARBHBIHIE—1RE
- IESIANRREXATERREHLIF

FRIERIE

- DG PAS RIEHR

« Claim.used %= "preauthorization"

« MIEFE : patientinsurer, . provider. created, priority
s DUFRRFBAFEEEER

B REIIE

- FIERRHBLNFEEBH PAS BLEXH
- RMEMENIEFRR (2E. RREE, 44)
- XX 5|HAMEMETE Bundle AT

PERENLAE
EiR e
REE2 K/NR I &K 5MB
7 IR 2 & PR I BNMA4E 500 NRIR
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FREE IR

EFEAiZ$submitiR¥E , LE FHIR LA AWS Sigv4 = SMART :

. BIREH IAM A2 EE : healthlake:SubmitPreAuthClaim-yfHig#E

£ FHIR B SR L&A S

* SMART v1 : user/Claim.write & <all_resourceTypes_in_Bundle>.write

« SMART v2 : user/Claim.c & <all_resourceTypes_in_Bundle>.c or system/*.*

EERKHE A
RFEFAE

* FfE Bundle & B #EN 21K FHIR RRREBELENBEF# D
- BEFRRHNESERMHN IDs 2WRE

o HEPRRAFEIEFAMEIT

- ESKN AR IR R P5R

WLEBITH
- BHERNERERBIFR—# ClaimResponse , EREE"queued"E&R
THHIRRLIRE 400 5 422 RABURFANEIRER

« REHRDIREHENE 5xx REB
- FIERIREIPVABHLIRE 200 RE , BEREZ N FLE ClaimResponse

WA ZER

« Bundle.entry.fullUrl{E#Z2 REST URLs B "urn:uuid: [quid]"#&=
- FIERXHNAE GUIDs XM ZME—8 ( FBREH BIR=HIBRA )
- 5| AR RSAFETIRE P HE AT AT
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X BRIE

e Claim/$inquire-BEHI B R RWE L RIVERARS
« Patient/$everything-KXLHEMNBERFEUTHSABNNER

FERARKIE FHIR &R $validate

AWS HealthLake M 7E % FHIR BiRM$validateidtE , FETERITEMFEBENTERLE FHIR
HMEBRIIRFAREHEHRETAEENEEXHRERNTRE L, YEBEERMTUTERER | LIRER
BER :

« IHF FHIR CMS &M MER

o FEEFTIESERRRE X 3TN

o £ P YRR IR PREIE B R (S0 A 36 UF fz iR

- BOECIBMEHFNETREIEIRRK APIs

B

AILAER POST A% FHIR &R LA Z$validateRE :
T RIRE

POST [base]/[typel/[id]/$validate
POST [basel/[type]l/$validate

X R R

HealthLake X 3#FLL T FHIR $validate %K :

S8 Type WE i 88
resource BIR = ERIFHNRR
profile R ERY = EIOUF YA AR B HLSE P 1k

»
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il
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FRARER

S8 Type WNEE i 88
mode 2] B Wi : create , 5 update

HHERNS KN ERETR

S Type NHE Wi EH

profile EMER & ERIFAN AT RAY A E M uk

mode R B WIF#E : create , 5 update
ARl

WA ID MSHAHK POST HIRFER

POST [base]/Patient/example-patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "resource",

"resource": {

"resourceType": "Patient",
"id": "example-patient",
"name": [

{

"family": "Smith",
"given": ["John"]

}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
.

»
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FRARER

"name": "profile",
"valueCanonical": "http://hl7
patient"

I

{
"name": "mode",
"valueString": "create"

}

RRRBEMSHAEN POST R

POST [base]/Patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "resource",
"resource": {
"resourceType": "Patient",
"name": [
{
"family": "Doe",
"given": ["Jane"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
},
{
"name": "profile",
"valueCanonical": "http://hl7
patient"
I
{
"name": "mode",
"valueString": "update"
}
]

.org/fhir/us/core/StructurebDefinition/us-core-

.org/fhir/us/core/StructurebDefinition/us-core-
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}

POST HR% A ID MEHZFRARNEIR

POST [base]/Patient/example-patient/$validate?profile=http://hl7.0org/fthir/us/core/
StructureDefinition/us-core-patient&mode=create
Content-Type: application/fhir+json

"resourceType": "Patient",
"id": "example-patient",
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,

"gender": "male",
"birthDate": "1990-01-01"

RFRBENERA RO POST 5K

POST [base]/Patient/$validate?profile=http://hl7.0rg/fhir/us/core/StructureDefinition/
us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
451 0
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ZBRMERE - NI ERIELE RH OperationOutcome IR :

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Validation successful"
}
]
}

B E WU FEIR A 7 45 e B

{
"resourceType": "OperationOQOutcome",
"issue": [
{
"severity": "error",
"code": "required",
"details": {
"text": "Missing required element"
1,
"diagnostics": "Patient.identifier is required by the US Core Patient profile",
"location": [
"Patient.identifier"
]
1,
{
"severity": "warning",
"code": "code-invalid",
"details": {
"text": "Invalid code value"
1,
"diagnostics": "The provided gender code is not from the required value set",
"location": [
"Patient.gender"
]
}
]
}
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1TH

Z$validatelRfE :

—

. ARIE FHIR FSE M E® %R E IR R IR
 RftprofileZ MR ESIEERE X4 — B

. BIEEENER (creates ) #iTupdateRiE
OREFANRIELR @B R. BENEEMHER

- FHATEAFE R - PRI E

KRR BXIKIUEEE , HARITRIER |, #RE HTTP 200 OK

oo o0 A WN

i

- B BEBER—HRIIRR (FRRE)
s B¥ BREFM—HRIERE (NERR)
IR T2

ZIRERE -

« 200 OK : WilF B B IhIIT ( T WIUELE R )
« 400 SBiRER  BREXFIS BTN
« 404 REEF KRB EFRERHEE XN

BXx$validateREHBMEZELR , 55 FHIR R4 HR$validate Ty,

HWEMMESE AWS HealthLake

AWS HealthLake 2tHIThEE B E &S BV IR BRER MRS API ERBER , AFFE CMS ( BT RS FEST #b
BERFSHO ) BEREMER, XEIREFERESIRR CMS AERNEKBX API RE#THE , HEH
REFAERRUHTEAMERS.

A THRENEARE

NFEFEH AWS HealthLake R E CMS Bi2EMHIRIFT BUAEI CMS 68, BEREME
UFIR :

=yl 490


https://www.hl7.org/fhir/R4/operation-resource-validate.html

AWS HealthLake FRARIER
- BEEHEBEAFMKENS , FEN AP TERBEHEBE ZIFEME CMS £ 5iHS
« KRS CMS ERME Y 540K U FBAIEH
- WREHN FHIR RFEMBBEIRAFESEAKN CMS EM MK ISR
o BLEMEE CloudWatch BT IFENENMIRETER
o THEBRL CMS MNERFEMNERLHEEEYNEARMZE RS

AWS HealthLake B T X FEHNEM THENEMELNNTE  BEAXIBREEANEEERELMME
BiXLEThaE, NGB X Lin A AP BAX T FERNNAREFR/FS CMS EH,

£}
« CMS &M Ih8e

CMS &M Thae

AWS HealthLake 1R THRERT B EH B CMS ( BT RECMEST 4IRS 0 ) EREMFEHK
ER, XEHREFEEREBENTEERAXLBRER AP FABER , RERSERBERIERUAZAEN
,

&

- CMS ERFIRA

- 587 CMS &# 1 CloudWatch fE#w

CMS BE#fFir =
Bk

HealthLake 12 7 U4 CMS BE#/EMmR , ENIN AT CMS MMEM API 3£5], HealthLake $iiEF
HEKEEZR URL FodE, XEBRIRARRMET —FX BN AP BEARITOEMBIRN G L, UE
#1T CMS &,

A&
XEEREEREINEERNERERT 8
- BEAREERGXT @@ BMIRE API X5
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- BaiiRkE CMS SRR EIENR
AZFEPHEXRAT@@ £V NEW FHIR TERRE

TitBERARREMIRRIERFEN FHIR 52 , FTE AP B IIREE R —HH  H—HWRX 32
IR R FZHITHE, CloudWatch

X CMS BERERS

NAEERSES BEREMHRS IR E
BEBE /patientaccess/v2/r4 baseURL/patientaccess/v2/r4
/Patient/123

R AL R AR /provideraccess/v2/ baseURL/provideraccess/v2/
T4 r4/0bservation?patient=123

NRA I RRA /payertopayerdx/v2/ baseURL/payertopayerdx/v2/r
T4 4/Practitioner/456

SRy B 1536 F AR S5 /priorauthservice/ baseURL/priorauthservice/v2
v2/14 /r4/Explanation0OfBenefit?

patient=789

B REtm QA T/ERE

¥R/ HealthLake API V@A :

baseURL/resourceType/[id]
baseURL/resourceType?[parameters]

£/ CMS Hig/EMim 2 :

baseURL/interoperability-endpoint/resourceType/[id]
baseURL/interoperability-endpoint/resourceType?[parameters]

RAEFEELHER URL MR RRE @@ ALRFEERERSEFNT, BRFELHRIUEECENMEAR
%‘B'—-_},.,\é BIRY AP i f SE £ E,
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FE R

1 BEIR API

LB APLARA (HRER)

curl -X GET \

https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/r4/Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

FAEERRERELKS (AT CMS RER)

curl -X GET \

https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123 \

-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

B

o BEAMURIFAFRE : https://healthlake.us-east-1.amazonaws.com/datastore/
abcl123

- EMAEREMIKR : /patientaccess/v2/r4

« BEBREAREN : /Patient/123

o PA/NIR AL ERR [ 4H 5] /Y e B2

- BiREMIESEAMETAURIType=patient-access B3 ER CloudWatch

» POST. PUT, PATCH. DELETE 2 TEREME.,

« BREXREFE,

fm/\\\ﬂ&%%
E*:m#’l‘ilﬁz\\\ ﬂi’%ﬂg W"—é: EE%\%L;E%J
baseURL/patientaccess/ baseURL/r4/Patient B2EB
v2/r4/Patient

CMS 493



AWS HealthLake FEANGIER

_-EL]:""'ﬂE'l.&Llﬁﬁ/ N ﬂi‘%ﬂg m‘/ﬁ\“ EE%\/JL;E%IJ
baseURL/providera baseURL/r4/0Observation R R R
ccess/v2/r4/0bserv
ation
baseURL/payertopayerdx/ baseURL/r4/Practit NRASI KA Data
v2/r4/Practitioner/456 ioner/456 Exchange
baseURL/priorauths baseURL/r4/Explana ERRN
ervice/v2/r4/Expla tionOfBenefit?pati
nationOfBenefit?pa ent=789
tient=789

BEERT

- BREER  ERFEHHLNFRAE FHIR i R0R B [E #9105 32 3546 B /Y 2R 4F
« EX URL REX : £ HealthLake BIEF M im RRIFTE

- MEBEERK  HEA URL MR FRE Bl A BRELRREE

- B3IRER : CloudWatch IR RIEME A K EIR MR R B 33 FEARE(T 23K

- MERE RBERFERL[INIIE AP AR RS IER THE

1§58 7 CMS & #l1% CloudWatch 3g#¥r
Bt

HIBEA CMS BigfEMim St , HealthLake &£ Bah KT BN ERIEEE CloudWatch 18#x , HA
¥ CMS HEER, XEERERWUE SR, NMARFMSEET CMS Y URI KEREE API FATE
R, TERHTEMEMER,

TERE

SIRER EREM R QT AP AT

# This call...
curl https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123
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# Automatically generates metrics with:

# - URIType: "patient-access"

# - Sub: extracted from your bearer token (SMART on FHIR datastores only)

# - ClientId: extracted from your bearer token (SMART on FHIR datastores only)
# - Plus all standard dimensions (Datastoreld, Operation, etc.)

TEEFANKRBIREE. AEEAERELRS , BT B3 HIREBHIER.

(® Note

33 FIE Smart on FHIR BiEF M , M IRURITypetE , NMIAFLREANREERARFIR
R APl fEAER. SubfClientId#EREFATEXLEFHNTILE THEH’IT FHIR B4
IUFHY SMART B AT A,

MAVIERER

FEREREMmIRIDatastoreld , DatastoreTypeBR THIHB4E (. . Operation) 24 , &£
BRI TERE -

$HE 5 88 ~BIE KR
URIType CMS &HHE5! patient-access , BEEREMKIIREE
provider-access , i E

payer-to-payer ,
prior-authorizatio

n
Sub ReEBE S B AP ISR FRRAF FEAFIERERMER sub
Clientld N ARFRRG portal_app , BETIEERTRE

ehr_system client_id

A AER

IE , FREREMEXIR , FTETLA HealthLake i5r & TS HMb4E -

 CallCount-API A A &k
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« HER-API WARIET[E] ( LAZEW N B )

UserErrors-4xx N& i 8 1% 0 1T B

- SystemErrors-5xx RS 8545 1R 1T

Throttles-3% BR &I Y & R 2K

SuccessfulRequests-F I #Y API ¥ X%

EHEHEFR CloudWatch
CloudWatch #2518 R4l

&P AREFEIRFTAE Patient Access API i

SELECT SUM(CallCount)

FROM "AWS/HealthLake"

WHERE Datastoreld = '75clcf9b@d71cd38fec8f7fb317c4cla’
AND URIType = 'patient-access'

GROUP BY ClientId

#y Support & & # AWS HealthLake

LT XZESZMB A AT AWS HealthLake,

(® Note

FTE R4 HealthLake BEMBIER A EE MNP SE LB P R T THIR, BEXEZER | 1§
2% AWS HealthLake APl &%,

&

« AWS HealthLake 4% S M EH
BRI NE Y EIER B HealthLake
AWS HealthLake =411 B
WFEHEER AWS HealthLake
HealthLake 5 AWS SDK —i2

HealthLake 496


https://docs.aws.amazon.com/healthlake/latest/APIReference/

AWS HealthLake

FRARER

AWS HealthLake &

i T RN ECE

LT EBDEHEX AWS HealthLake RS L i1 R MBLEHE B

£
« BFIRK
o IRFPRE

RS =

RS R R IEEENE — Web RS A O KRB EHL MK
Ro RZEAWS BRSH N EXERHEL I

AWS HealthLake,

X1 & #5

KERER
(B
M)

KERER
(FHERE
L 4k
&)

XEALR
(HR#EKX
M)

A X
(&3X)

I A b [X
(BR)

TP
( FER)

X5

us-east-2

us-east-1

us-west-2

ap-south-
1

ap-
southe
ast-2

ca-centra
[-1

7 g\
healthlake.us-east-2.amazonaws.com

healthlake-fips.us-east-2.amazonaws.com

healthlake.us-east-1.amazonaws.com

healthlake-fips.us-east-1.amazonaws.com

healthlake.us-west-2.amazonaws.com

healthlake-fips.us-west-2.amazonaws.com

healthlake.ap-south-1.amazonaws.com

healthlake.ap-southeast-2.amazonaws.com

healthlake.ca-central-1.amazonaws.com

A& URL. &4 Web Hﬁ%iﬁﬂiﬁ‘ﬂ@%—/l\iﬁﬁ
R, USRI ERNEE, TRIE THRSKETR

i
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Ui A R AR
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XEEaHh X =\ 7Y
oMt X  eu- healthlake.eu-west-1.amazonaws.com HTTPS
(ER west-1

=)

UMt X  eu- healthlake.eu-west-2.amazonaws.com HTTPS

(83 )  west-2

AR 55 BR AR

RS ECHE A AWS K AR AR, RAEFNIT B W& K 1H,

(® Note

XNF AR , B AEARSRAZEG S ERENRA. EXEZER , BSHARSRIAA
P15/ FRIEREMRE,

Sync Write AP R ZRFEHE MR AN LEBIE M , ¥ 1KB BEHEFETINEE (Hl0 , 4KB K
NEEH 4 ENEABRE ), N #%SRx-amz-fhir-history-consistency-levelki&
BENERERANBAREHEEEE M —strongfZ.

BASHHEFRERET 1 KB BREA KNI read/write BREl, S#tERAMALE | #
BOUKBEFSHENBEARERMUEBERENHG , XEREMHLBRNB I B A LB F
RERESFRATHNFHMG,

TRHH T HERIABLE AWS HealthLake,

Name HiIAE A i, B
4
BNKFHERITRARE BAMNZXEFENX = FNK B9 B ASEERAT 5
= : 100 RRBE,
BIMNREEENERTRERRRE BINZXEFENX = BMNRIBEEEN R IR

1 : 50 1T B R

Ui A R AR
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-81DF8464
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D24A74BA

AWS HealthLake

FRARER

Name

SubscriptionTopic &N F 1Y 5E Bk A %1

B NBIEFMEIIES) SubscriptionTopic
BRHE

BB RFHFRHY

F# & StartFHIRExportJob {£55 %k

# & StartFHIRImportJob 53

B HBEFHSE

a PR U3 StartFHIRImportJob

BNNEH IR IRHE

&\ {#EH DELETE B CancelFHI
RExportJob iR =&

MINE

BIMEXFENX
= : 100 M

FAEEENX
1 : 50 4

BIEXENKX
# 1 AN

BNMNEEENX
=14

BNEEENX
=514

BINZTENX
= 20 N

BMEXEFHX
= . 100 AN

BINZITENX
= : 500 4

BINZIENX
=514

W & o

| Him | o

7|

7|

| iy

| Him

ol

58
BT BB AER

SubscriptionTopic &R

o

BN BEEENRAES
SubscriptionTopic & IR
o

DocumentReference &R
KA (POST/PUT #ER )
FEANETIEFHPHRK
FRE

R A} K StartFHIR
ExportJob £5 .

B AXH X% StartFHIR
ImportJob E5 ¥,

B NRRINRATED
BREFHHE.

HR Y B RSB
StartFHIRImportJob,

WA ILERFARFHIHZRK
REHE.

BANKFBRAUER
DELETE R HHI& K
CancelFHIRExportJob &
Ko
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499


https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-BD4B2AD7
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D5F94141
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-3EA1D6C3
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-529B6D50
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FRARER

Name

S IKF R CreateFHIRDatastore 1§ 3R

H/\K B DeleteFHIRDatastore &3k

F/K R DescribeFHIRBulkDe
leteJob iF3R=E

BN IEFER DescribeFHIRBulkDe
leteJob iF3R=E

S/IK B DescribeFHIRDatastore &

F/NIK P B DescribeFHIRExportJob &
RE

SANKF A GET B DescribeF
HIRExportJob &R &

FNIK B DescribeFHIRImportJob i&

MINE

BAEETENX
=14

BN ENX
=14

BN ENX
=10

BN ENX
=104

BANEEENX
=10 N

BINZTENKX
=10 AN

BINZITENX
=10 AN

BINZITENX
=10 AN

W & o

i

i

| o | i

7|

|

58

B S RXHN &
K CreateFHIRDatastore
BHRHE,

BANKFE T AHE
B X DeleteFHIRDatastor
e BERHE,

BANKFER A

H # & K DescribeF
HIRBulkDeleteJob &3k
o

BINBEEEED T
K H B H K DescribeF
HIRBulkDeleteJob &R
o

BANKFER T XEHNH
K DescribeFHIRDatast
ore B R E,

BANKFESR IR HN
B K DescribeFHIRExport
Job i%iski&o

BRI LE

A GET K&K
DescribeFHIRExportJob
HRM.

BNKFSWAUREN
& K DescribeFHIRImport
Job ER¥,

Ui A R AR
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-B8DBC278
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D16BCD46
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FRARER

Name

F/NIK B Discovery 153K EZR

BANKFH GET BERER

B BIEFEN GET HREXR

N K HY GetCapabilities iR %

FIMNBIEEM# M GetExportedFile &R %

SNIKF R ListFHIRDatastores i& 3R &

&

SN B ListFHIRExportJobs 15k %

BNk #9 ListFHIRImportJobs &3k %

MINE

BAEETENX
=10

BIMEXFENX
15 : 6,000 1

BIRXEFENX
15 : 3,000 1

BN ENX
=104

BANEEENX
=10 N

BINZITENKX
=10 AN

BINZITENX
=10 AN

BINZIENX
=10 AN

W & o

i

| o

| i

7| 7|

|

58

BANKFEI AR H
K& K Discovery i53R#

=
o

BIKFEYATRHNSR
K GET FR#E,

B REFHEESYTRE
ME K GET HR¥E,

8/21/2023 Z BB E K
ER#ERBINER 100

MER,

BNKFBW AL EN
B K GetCapabilities 15K
o

B BEEEEDITUA

H# & K GetExportedFile
BRE

BANKF BRI A HNER
X ListFHIRDatastores &
REE,

BNKFBSW AU EDN
B K ListFHIRExportJobs
BRH,

BNKFSWAUREN
& K ListFHIRImportJobs
BRH,
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-F39A95A1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-863A7B88
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FRARER

Name

SN KB ListTagsforResource 3K %

/K B9 SearchEverything &R &

BANBIEFMEB SearchEverything &R
%=

FNK PR StartFHIRBulkDeleteJob i&

BN IEF#ER StartFHIRBulkDelet
eJob FER=E

SANKF R StartFHIRBulkMembe
rMatchJob &R =

BB F#ER StartFHIRBulkMembe
rMatchJob &R =

=Nk #9 StartFHIRExportJob &3k %

MINE

BAEETENX
=10

BN ENX
=10 A

BN ENX
=10

BN ENX
=104

BANEEENX
=10 N

BINZITENKX
=10 AN

BINZITENX
=10 AN

BANAEEENX
=1

W & o

| Fim | Him | Him |Fim |

| Hi

| A

58

BNKFESRAUA L
B K ListTagsforResource

HRB

BANKF SRR HE
B K SearchEverything &
R,

BANRIEFEESY
K HH B K SearchEve
rything &R ¥,

BNKFEBRIUEHE
B K StartFHIRBulkDelet
eJob ERE,

BINBREEEE T
X HW &K StartFHIR
BulkDeleteJob &R %,

BANKFERIUA

HE &K StartFHIR
BulkMemberMatchJob i&
R

BNMNGEFHESD A

A HWH{ K StartFHIR
BulkMemberMatchJob i&
K.

BNKFSWAUREN
B K StartFHIRExportJob
BRH,

Ui A R AR
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-8679094C
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-E217A52D
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-40DE76FB
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-2CB9F0B5
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-77717537
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-F83DF017
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FRARER

Name

BENKF#EH GET 89 StartFHIR
ExportJob &R %

BANKF A POST B9 StartFHIR
ExportJob &R %

FNK B StartFHIRImportJob &3k %

FN K TagResource iERE

FNIK Y UntagResource 3R %

/KB ValidateResource 3R %

FNBIEFMER ValidateResource 53R
x

MINE

BAEETENX
=14

BN ENX
=14

BN ENX
w25

BN ENX
=104

BANEEENX
=10 N

BMEFHXE :

2000

BINZITENX
= : 1,000

W & o

i i

7| 7|

7|

| Hi

| A

58
P EDAAE

A GET A& K
StartFHIRExportJob &3k
o

BENKF S A LE

A POST A& K
StartFHIRExportJob &3k
o

BANKFESR AU LN
B K StartFHIRImportJob
BRE,

BNKFBW AL EN
B K TagResource &R

o
MK SY AR HE

B K UntagResource &3k

o
BNKFSY A BURHE

B K ValidateResource &
R¥. 8/21/2023 Z Fit
BHBEFHERFNE
# 300 MNMEXK,

BNMNGEFHESD A
X 9B K ValidateR
esource HR¥,
8/21/2023 2 B B K B
FEE& SRR EH 300

MER
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-198C5778
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-A7AC6F3E
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FRARER

Name

SMK B WRITE BREE

BAOBIEFE#N WRITE BRER

BAKFERA GET WERIERER

BAOBIEFM#ER GET BRBFRER

BAKFER POST W RBERER

BIMBBEFEER POST WERFRE

e

BANFAXHH RN

B BEFHENFARSEATESE

#

MINE

BIMEXFENX
1 : 6000

BIMEXFENX
1 : 3000

BIMEXENX
15 : 200

BIMEXENX
5 : 100

BIMEXENX
15 : 200

BMRXEFHX
5 : 100

BIEXFHHKX
i3 : 50 GB

BINZITRENX
= : 500 4

W & o

| o

| Him

| i | i | i

| Him

| o

58

BN FER T REN
£ X CREATE|UPDATE|
DELETE #&R¥E,

B BEEEEV IR
Hi#) & X CREATE|UP
DATE|DELETE i#&R%
B, 8/21/2023 ZHitlzE
NEBEZE SR AT
300 MER,

BMNKFSY AR HNE
A GET R AEBRER
HE.

SN REEHSVTLY
HEF GET B K18 %R
WRHE,

BNKFSY AR HNE
Fl POST HYEm A RFER
BE,

SMBBEHRESD TR
HEF POST HBAR R
ERBE.

DEEFHEN 4N
KRR (LA GB REN)
StartFHIRImportJob,

ERMLENE , SN
a7 X BERA Y 7 25 1R 48
BESHRAME,
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-B94D535B
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-9EB60712
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-98AD4FBA
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-611058A1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-6FDC6068
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-7366BBDE
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-442A6C60
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Name RIAE Cl] W EA
13
B
BIBIEEHENHAE S B e S5 BRI ENX = B BEFEETMASE
1 25 4 IR SR R BERAILE S
ElL B E,
BN BEFENHERAILES AEILL S BN ENX = B BEFEETMASE
25 4 AR R RBERAILE S
ELBE,
BEAES KN BNZENXE: = SAEZSHEBENIEX
5,000 FIKFT HHBRARKD (LGB A
B,

SRS BEIEERE HealthLake

HealthLake X X #5 SYNTHEA fEA TN EBIERE . Synth ea B— A TXIPatientmE
TEENEREEZEEREE. SREEIR Git F#EESF , HealthLake R FERAE FHIR R4 BI&
SR, BundleiX & P AT AE A EASSBREZEHTENER TN R ER,

Fn#E HealthLake BIBIBEBFHEHPRHUT BIREXE, BXxFEHA Synthea HealthLake ¥IETME LR
FHRNEZEER | BESH, 22 HealthLake HIEF#

(® Note

EEFE HealthLakeX#FH FHIR R4 RENTEFIXR | F5 M., FHIR R4 M EREREH
F HealthLake

ERXEMN FHIR RIR3EA HealthLake

AllergyIntolerance &
CarePlan MedicationAdministration
CareTeam MedicationRequest
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DDD1A3D1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-5E2BA274
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DEBEEE9B
https://synthetichealth.github.io/synthea/
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&4 Organization ( H42 )
RE mA
DiagnosticReport Mol &

Ei& PractitionerRole
ExplanationofBenefit pUR

ImagingStudy 4k

TR

AWS HealthLake 7~
RNTH—FSHITON , ETUEEM AWS BES HealthLake —#2{EH |, 1A T EE XERHIFI R
HealthLake SR 0 #7

« AORRER AR AWS HealthLake — 58 1 24 : £/ Amazon Quick #1720 A7 FE12,
+ {8 Amazon A SageMaker | F1 AWS HealthLake #5 £ {b E3E 22 TN KR E R,
- EH AAWS | RESHEINANERAREMNRAERE,

HealthLake 4412

- W5 EventBridge 5... £ AWS HealthLake,

WEEHEER AWS HealthLake

LT EHEHWEEFEH. 2 HealthLake 12 &1 & Bt A LB RNV RF R R ME 7 SERE RN, AWS
CLI AWS SDKsIIREXMAT hRFI B EE | FEAAT AN D LR RERIR R ITE
Ko

£}
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https://aws.amazon.com/blogs/machine-learning/population-health-applications-with-amazon-healthlake-part-1-analytics-and-monitoring-using-amazon-quicksight/
https://aws.amazon.com/blogs/machine-learning/building-predictive-disease-models-using-amazon-sagemaker-with-amazon-healthlake-normalized-data/
https://aws.amazon.com/blogs/machine-learning/build-a-cognitive-search-and-a-health-knowledge-graph-using-amazon-healthlake-amazon-kendra-and-amazon-neptune/
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake/

AWS HealthLake FERARER
EIN 1

* FHIR APIs

. ERESQLBER

- SQL &5

HREFHIRE
A& : IR IR HealthLake BIEFMET , WIRBILLTF4ER -

AccessDeniedException: Insufficient Lake Formation permission(s): Required Database on
Catalog

2022 £ 11 A 14 B , HealthLake EF T SIBFEBIEEHFTEN IAM PR, BEXEZER , 55H
BEEFEAN IAM AP AE® HealthLake (IAM BER ),

[FlRE : M 012 HealthLake BIEFMET AWS SDKs , BIEF# RS 2IRE R EH AR RS

MR EHIHADescribeFHIRDatastore® ListFHIRDatastores APl AR EI R E R K HEKIERF
IR | HHEH AWS SDK B R FH R,

SARE
B : HealthLake IRBMWHIETR FHIR R4 X , RIEFAEEAD 2

HE FHIR R4 X W EIE AT LA S A B HealthLake BB E# . Bx A AN A RERIERR N
FHIR R4 #XS1EU SR , S RAWS HealthLake S1ENX .

B AHAEN FHIR SAESEAKT ?

RIS AFESHER —D.ndjsonEXRAER (WEHEE ) BIXHX  BR , ENMERURELE
S Ao REXTERE , FEKEZANFAILUREXHX | HFTEXRESANICRKBLE, BXESZE
B #3 FHAS A FHIR 3B AWS HealthLake,

EONSAESEIMPWER , EAEA DescribeFHIRImportJob APl #1747 JobProperties, 21X
KEUATHE :

o MBRASHAFAILEDEEFEEHEE , NEAMSHELSEEX | flnm ABIER PN REAXHHERH
HealthLake Ei#l,
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https://docs.aws.amazon.com/healthlake/partners/
https://docs.aws.amazon.com/healthlake/partners/
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MRS AESIRANCOMPLETED_WITH_ERRORS , BEHEZE XHmanifest.json , LA T fEERLE
XHEREIISE Ao

« MRS AESKSHFAILED , BEEAFHE , BRAESHHEHMLERRFBREX

Hmanifest.jsono

FNFBMNRMANY , BELAMEE XY  EPFEEEARESANBRRNBAXHE. MNITES
WABEMEEX BBITS (linelD), FHIR MRX K (UpdateResourceResponse) FiE 51 #4948 2555
(StatusCode).

s XA AT RER LT AT AR

{"lineId":3, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":" ,'""code":"processing", "d1agnostics":"1 validation error detected:
Value 'Patient123' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}]1}, "statusCode":400}

{"1lineld":5, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

error

[{"severity":"error", "code":"processing", "dlagnostics":"This property must be an
simple value, not a com.google.gson.JsonArray", "location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised

property '@telecom'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@address'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@communication'","location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}"')]","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,
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Element 'EffectEvidenceSynthesis.population': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http.//hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis,
Element 'EffectEvidenceSynthesis.exposure': minimum required =

1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/

error code

StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.outcome':

minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown

extension http://synthetichealth.github.io/synthea/disability-adjusted-
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},

{"severity":" :"processing", "diagnostics":"Unknown extension
http.//synthetlchealth.glthub.1o/synthea/qua11ty—adjusted—life—years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}

{"lineld":7, UpdateResourceResponse'{"jsonBlob":
{"resourceType":"OperationOutcome","
[{"severity":"error", "code":"processing", "d1agnostics":"2 validation errors detected:
Value at 'resourceld' failed to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]1{1,64}; Value at 'resourceld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineld":9, UpdateResourceResponse'{"jsonBlob":

{"resourceType":"OperationOutcome","
[{"severity":"
resource json"}]}, "statusCode".4®®}
{"lineId":15, UpdateResourceResponse'{"jsonBlob":
{"resourceType":"OperationOutcome","
[{"severity":"error", "code":"processing", "dlagnostics":"Invalid JSON found in input
file"}]}, "statusCode":400}

information code

issue":

issue":

error",'"code":"processing", "dlagnostics":"Missing required id field in

issue":

LENROER , WAXGEFHELBMAITHE 3. 4. 7. 9, 15THAHE, XNTEIT , BEUOT :

« EE 31T, WNUMBBRTHRMANXHE 3 THresourceTypeiRtH AR TN,
- £ 51T, WA M AXHNE 5 TFE FHIR RiE4HiR,

- 7T, WRBRH , FERM Aresource IdiREMFERIUER A,

- BEE 9T, WNREBAMANGELATEERNER D,

HEHE 1517, BAXMFNERRZXHTEERH JSON KXo

B BEHEE
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FHIR APIs

[E]&R : a{aXY FHIR RESTful APIs £ X ?

BESEFERNKBEERN,

B8 Sigv4 B EA T Python (Boto3) B AWS SDK , &8I — MNELITF LT REAIBBIA,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigVa

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//!

resource_path = "Patient"

requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official","family": "Dow", "given": ["Jen"]},{"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}

region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")

# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Call data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

RIB A LAEEAFEFEEN KMS BB HIEF4# 5 £H FHIR RESTful APIs Bf &R

BlAccessDeniediEix ?

AR ACEEREEFREERZEAMN IAM ORI EHRBEEE. AFPXHEERAEFRRAE
ZHMEN IAM R, MEAFBEREUE T B FERAEFIEEN KMS Z4H HealthLake X PRAVIZ
™ , M| HealthLake £iRElAccessDenied4six.
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HealthLake BB LRI F S HHE. MBS ATBEFHEAVE FHIR BRUAREFRAER FHIR &
BRANR, BREZER , FSRAWS KMS REEHEHEZ,

& : HealthLake £/ 10MB 3 #4#9 FH POST IR API #24EiR[E] T 48i%x, 413 Request Entity
Too Large

AWS HealthLake E£ I FMEST API BR&IN 5MB |, LU S IER FBat8in, BRalERtES A
AP| £fABinary #REHERERNEHZ K 164MB By K E X,

BARAEBSLEERK
B & : WAIFF S HealthLakeEE MY B ARBES AL FETHEE ?
B 2022 £ 11 B 14 B2 , HealthLake BUIBFHE W BRINT RN R E T,

HEBIEFM - FTE X80 HealthLake MY EIEF (& EBfF 15 L XY base64 DocumentReference {wBH
REFEABAREBESLE (NLP), XERETAXFEA NLP 2MF AR , B F2RBERFRBE PP XARE
M #FDocumentReference®iR., DocumentReferenceX FIMBEDocumentReference® R , B
NLP £ BEM R RFRE , BF 27 2023 F£2 A 20 HZEE#.

FBIEEM - 2023 £ 2 A 20 H 2 /5612 HealthLake B BB E#H N T 23 base64
DocumentReference RIBHFRNITEARBSLE (NLP),

23 A HealthLake NLP &5 , B HAWS Support Center ConsoleBl2 X261, BERIBEHR
Bl , BERREN AWS IKF , REERVERS., ETHEXNERANRFIEENESER , BS
FX#E AFEETRNAESZERAIFNRFEE,

B & >H{AIR BT E BT EE K NLP &b ¥EfDocumentReference &R ?

MRDocumentReference®RLK , N HealthLake RERRRITEIRNT ER , MIARESRSEST
NLP #i i iR ft, EERE NLP L BN EHP S HRIF{EiRAIDocumentReference @R , AT LAE
A A1 &% cm-decoration-status f11# 3R {8 VALIDATION_ERROR HealthLake # FHIR search B
B, WERNIHSBRIEEIRWATEDocumentReference®iR , URHEREIRER M IRES,
BLEFERIIEIRADocumentReference BRH Y B FERME MR LT LT R A1,

"extension": [

{

"extension": [

{

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html

AWS HealthLake FEANGIER

},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}
]
(® Note

R NLP EMAIZMWHmEN RET 10,000 4 , & HIL A VALIDATION_ERROR, &&EiX#h
EReEt , BMEFXRFDRBR/ PR, REBHITAE,

SQL £

[ . N ABRERNFOBIENEE Apermissions error:
lakeformation:PutDatalakeSettingsit£3k18 Lake Formation ?

WMREH IAM AP AR S EAWSLakeFormationDataAdmin AWS FEE R | NI ERMFTEK
RBHEER, BRI —-RBEUTHEWEIR

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

FEMH AWS FEEFMAdninistratorAccessF RN IAM AP R A EFINA AWS Lake
Formation ZiEHEE R, MREHN IAM AR BBt EEAWSLakeFormationDataAdminiz#

£ , MIREN LM, AWSLakeFormationDataAdmin AWS & KA EX La AWS ke Formation
API| #ERBAIE4 PutDatalakeSetting, BIEEE R A AWS £AHAdministratorAccess#t
ERBHTEHEMNR |, o gEZ FiZAWSLakeFormationDataAdminZK BRI R &,

B& : AT BINE HealthLake BIEF M LAER Amazon Athen a SQL £/ ?

HealthLake 2022 £ 11 A 14 B2 I BI 2N BIBEE# AT AIEEIZ1T , B LETE Athena R{ER SQL i
TEH, EfH Athena EWENEENEEFEME  YNEGEIBIFOBIEE®.
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FHEHY HealthLake B E R RV BB F 4

1. BIRMHIBIESRH,
2. FHENEFENFHEESHE Amazon S3 F#E M.
3. FBIEM Amazon S3 FHEWF AZFHBIEFE P

® Note
BUIES HE Amazon S3 FREBEXAMARA. FARAMATES HOBEN AN,

[RIZR : 7 SQL SR BIE#H M HealthLake BiEfFfEet , BB FHIRS R AKX Creating,

MREZHBIEFH HealthLake $iEF M , BEEHWBBFEHRESRN ‘EEQE” RETL , WEEE
# Athena FBEEH. AWS Glue Data CatalogEXEZEE. , BSH L S # Athena AWS AF 18R
step-by-stepF I A% ) Glue iz H .

R IhF G AWS Glue Data Catalog , &7 LA8I2 HealthLake BB 176

ERBRIB HealthLake HEEFMH , BEAVNEIFRBIAWS Support Center Console, ER|EEHR
Bl , BRFEN AWS IKF , RAEERNERS, ETHESES  BZHAXE AFEETHNLIES
FRGIFRHIEE,

B FHES AMBIEFMES |, Athena #2H| & ToEEE T4F HealthLake

RS AW HealthLake BiEfF /G , XEBEAIRTEVEFER, XA T & LT R HIERR
3| Apache Iceberg &, EHEEHIR.

B AR Athena REVIERE RIEZETHMRS 2 AWS

AWS EEMRFZHZRE Athena WIERLE Rt , HEGERE R json_extract[1]A%E SQLEXR
BEHN—Eo R, TS EHIRAFIE, EEELEE , KAEHECATVAR,

EXHUBRELR. & (B ) A (35 ) N, STLLEILAE,
HealthLake 5 AWS SDK — 2

AWS B#HFT R EH (SDKs) TR THZRITHREES . BMRUETRTESEEMR AP, K13 RHE
M, EFRAGREBERMBUEERESHENARERF.
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https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html

AWS HealthLake

FRARER

SDK X4

ERAT C++ B AWS SDK

AWS CLI

EAT Go B9 AWS SDK

FEATF Java B AWS SDK

& FF JavaScript B9 AWS SDK

& A T Kotlin B AWS SDK

EAT .NET #9 AWS SDK

FEATF PHP #9 AWS SDK

AWS Tools for PowerShell

& A F Python (Boto3) ) AWS SDK

EF T Ruby B9 AWS SDK

EATF Rust 9 AWS SDK

EHT SAP ABAP B AWS SDK

FERAT Swift B AWS SDK

© THTAE

Sk

FEHT C++ B9 AWS SDK X588 R4l

AWS CLI 83 R4

FEHAT Go B9 AWS SDK i8R 4l

EHAT Java B AWS SDK X588 R4l

& FF JavaScript B9 AWS SDK X3 =4l

& AT Kotlin # AWS SDK X8 =4l

EHAT NET 8 AWS SDK 78 =45l

EHAT PHP 9 AWS SDK X8 R4l

AWS Tools for PowerShell %3 7= 4l

& FF Python (Boto3) B9 AWS SDK X3 =4l

EFA T Ruby B9 AWS SDK K55 R4l

FEHAT Rust B9 AWS SDK R R4l

ERT SAP ABAP #9 AWS SDK X% =4l

EHT Swift B9 AWS SDK R %8 =45l

BAZFENAR ? B A RHERERR R R IR EFRABE RO,

5. 44 AWS SDKs
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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FRARER

AWS HealthLake % %

TRERTHINEEMNEEHM L ETE AWS HealthLake, BXMANEZER |

TE

$export F $ WZ £ FIrETIE

davinci-data-export

$ bulk-member-match &4

4 BH B

$exportM$davinci-
data-export BREIE
¥#_security F_tag®E
WS , ATi&meta.secu
rity Fmeta.tag4miBERF
ESHNER, XXFEAR
# FH system|code IR #&3%
#HITEHEFSHNBEA LR E
il o

AWS HealthLake I £ X #
RELEZ R A TEER

K $bulk-member-match

BIE, HWREFETREHLR

BEEBEEMEBERBFERAA
AOKITHREEES , BT
BErEEFRERETHEE
AN B B HE —FRIR AT o

202654 A1H

- BMERZZALIE 500
BA , BMNBEFRRZA
KB 5 NHERE

« £ 8457 MatchedMembers
NonMatchedMembers,

F1 ConsentConstrained
Members 4A

« 5$davinci-data-expo
rt end-to-enditEHITET
EREEK

202654 HA30H

ES R RN EE,
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AWS HealthLake

FRARER

SR VEFH Patch Support

DaVinci PDex $ 9 & k8

davinci-data-export

BXELEL , B2 the

section called “$bulk-Member-

match”,

AWS HealthLake X FH
$HBundleFEHtransacti

on , AFLERXBEREZ 500
NRBEHRF, HealthLake [

ESHFRALE | H AR
E%i URL AR ERSHE
RER, BXEZER , 7S
BRI

HealthLake ¥l 1£ 3% Bundle
Patch , ¥ Transaction
FHIRPath #1 Batch $R45a L4
X FHIRPath %A T API BR T
JSON #MT . LLTIEER TR,
BE{Z7E Bundle BEPEIMNE
R, MEEEREIER , M
M 7T ERAEK , #H1E
TERIERE , HINRTH
FEEEEE.,

#Z$davinci-data-expo
rt BREREXE RHEHER
[E] A BR” F “BX R 15 B A BR” #Y
PDex S i3k APIs, Payer-
to-Payer

- ETBREXHNERIEE
%8 ExplanationOfBenefit
« £A_includeE
OBZXWoFinancial S8
1T W 55 BAE i
o XimRAN R B AR 1T
5 FHY R B % ik

2026%3H24H

2026 3 A 20 H

2026 £ 3 A 20 H
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https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-resources-bundle.html#managing-fhir-resources-async-transactions
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https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-resources-patch.html#patch-supported-formats

AWS HealthLake

FRARER

_until $export # $ FEISE

davinci-data-export

_include # &S

CMS Bk R

4P E B KA Support

B0 T X HIhREAY S IGs

$submit 1E4E

S HBRENNETIESH

HealthLake Bl E X F 35 #

A Eiterate

LLINREERREB RAREER
SRBIRIR API ERABER , 7
BE S R & A B PR ASRI
B,

MHBEEH FHIR B4R
RO FHR

AWS HealthLake " B T H
FHIR £HEHER (IGs) X¥ CMS
0057F M ¥5 :

« %3 CARIN Blue Button
2.00# 2.1.0

« X#% Da Vinci Payer Data
Exchange 2.0.0 1 2.1.0

« X#% DaVinci Payer Data
Exchange (PDex) <E %5 fm
77E2.01FM21.0

+ X% Da Vinci Clinical Data
Exchange (CDex) 2.1.0

s XBFEFHFEEBENEZHE
(PAS) FHIR IG 2.1.0

Z$submitRVEEIEREB LB
FAHAREFRARKREBLEN
1B SR CAfE#EHE

2026 2 A 26 H

2026 2 A 26 H

2026 2 A 26 H

2026 2 A 26 H

2026 2 A 26 H

2026 2 A 26 H
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FRARER

SRBRRE

$inquire EB1E

$member-BRiE/E

$member-match &€

$member-add & /E

$ davinci-data-export &4

$ confirm-attribution-list #&4E

Z$questionnaire-pac
kage BEaRE—1NETE
FHIRBZ RIS R HE ST LB
FIEFENFTERBIINGES
Do

Z$inquireBEFET LK
BERARIM ERTRERD
RS

$member-remove &4 L iF
EMHH FHIR R FE SR
(BARR ) PBBRRA.
AWS HealthLake

AWS HealthLake MEZ#FE
ERIREH $member-Match
£, EETRBAREBFEH
ARSI NRRERETEN
ETRBREPERNARME
— iR,

FHIR $member-add 2K
A (2F)FMBBARR ,
BHl—R A IHEIR,

$ davinci-data-export ¥R
—f®P FHIR 84 , RN
AWS HealthLake S & 5 15
P REIE

B HEARBERELEXD
RIIRBTEMESR , BIEB
BRAEEREY B R RS E K
N R RELHEIFR I &K

o

2026 2 A 26 H

2026 £2 A 26 B

2025 11 A 12 H

2025 11 A 12 H

2025 11 A 12 H

2025 11 A 12 H

2025 11 A 12 H
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FRARER

SHRERSERE

FHIR 1T [

ity X R B NE R FAEFFIR

B0 T X HIhREAY S IGs

RRFERANEBERRES | B
EEsE5ERERXNREAR
g R EE T

HealthLake ¥ FHIR iT[¥] ,
ATEEREETRBEIEXR
SRR EISERES |, H 1
BEHRIN TERE.

HealthLake EENE KX ( R4
FIR) hX#EEH, BXEZE

B, BEHRS RS,

AWS HealthLake B H FHIR
KHEfER (IGs) XIEFSEEY K
LT MEXT

« CA Core+Canadian &4
FHIR BUREX T & KES7
RERGE Z B EIREMEN
DR TR AR H o

+ ca: erec Pan-Canadian
eReferlar-eConsultStandardi
zed FHIRMSE , AT mMEX
BHETREREE 2R
BRI NEH,

- MMEXMR (BERME) (PS-
CA) INZEXKER (EFRE
EWE) (IPS) , ATES
MPERREPHEERNE
EREER.

* RepositoryOntarioOntario
Digital Health Drug 4% E#
FHIR 47 , AFERIZELER
SRR AL FE
BTk,

2025 11 A 12 H

2025 10 A 30 H

2025 €10 A 17 H

2025 €10 A 17 H
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FRARER

BEXEH IG X

* T BRAE

SHUEERE

SERRIRE

$lookup & 1E

$expand 1E

SIRBRIR(E

SR

HealthLake I 1E X #F45 E X 15
IGs, BEXEZELR , FSHMA
B SAHFRIE,

HealthLake /R JSON %b
TiEEE% FHIR BRENEE
TE, MAEEHENTR,

HealthLake TTEHITEMIRE
BN AT AR A AR T B B ST TE
FHIR BR , MR E ¥ AR %
E4£R,

HealthLake SFEMN BT F4E S
KA MR B EFEE NAFTE R
TREYIhRE,

HealthLake $2fit 7 &3 f2H 4K
BAMARSEFRIRRF CodeSystem
kR FZBXPRIHERSHEH

= SR ThEE,

HealthLake I1E AT B
ValueSet BRI REF
ValueSetsiZE BN R EBEF I EN
TEIXK,

HealthLake T ERHEMIIEE
it B K A M BRAS B RIR R E P
B RASHI ThEE

HealthLake B H4A &SR EREX
HrE 5| ARIRBSE 243
B  XEERTEN
173" & =

2025 10 A8 H

20258 A 18 H

20258 A 18 H

20258 A 18 H

20258 A 18 H

20258 A 18 H

20258 A 18 H

20258 A 18 H
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https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-profile-validations.html
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-profile-validations.html

AWS HealthLake

FRARER

‘below 18 RIEIHEF

B A BR

B0 T X HIhREAY S IGs

i X R B = R = ERAEM

HealthLake T B ERIBRSH
EREZEEREWERTFIEE URI
B URI B,

HealthLake ZIEX%# FHIR &
SRR, RIFETFREAR
REBRZHMTR2EE FHIR
ID MR BERR. BEXEZE
B, BSAREREMER FHIR
B

AWS HealthLake EV B H
FHIR 5436 (IGs) WA T A
BRI

« EE&LT7.00, EHET I
Al A FHIR 3&s23 USCDI
4.0 ¥

« UK Core 2.0.1 SEHhedg’g |, 12
#fteHE FHIR EEIES

HealthLake B 1ERM ( #B4A
M) XHEH, BXxEZE
B, BSARSmS.

HealthLake £ % FHIR
Bundle X& ‘R 5" , AT EST
REHLFSNERERED
RFBRFERR, XALUXNE
SR HEIIRMERTER
B, Hlm , ErrREREEN
EALE-RRZHEHEE
8%, AYNEENMLY , MM
BRAERERMEFNBEHER. BX
EZEE , BSHELH FHIR
BB

20258 A8 H

2025 7 AT7H

2025 7 AT7H

20256 A9 H

2025 4 A 28 H
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AWS HealthLake

FRARER

B0 T X HIhREAY S IGs

FHIR i 8 — %%

AWS HealthLake AWS
HealthLake E¥ B H FHIR 3%
HEIEF (IGs) WU THRAN X
=

« NCQA HEDIS® kHEiE’E
(0.3.1) : TRETHRBEN
MIHIENE S5 (HEDIS) 1Y
REHENIRE.

- ERREBERE (IPS) (2.0.0) :
ATRBREFTNRBREER ,
XSG EEPEBIESE M,

- MENEZ (5.00) : XEFERE
HEMEENTBENRT

- ERAEZRE (3.0.0) : {3
BERABENREHRHR,

HealthLake £ X #F FHIR
POST BREMNE T |, 12t
T —ThiE KW HLHIR SR EIR
BIZHENHIETEM, BX
EZER , BSREMNH
R,

HealthLake I1E X F@ S #

B x-amz-fhir-history-
consistency-level #rk
NERAELIEENBIETHRE
fiom—FM, ’RERN “strong”
B, TIREFRSWM |, FHIR
BRERBFIEMEERA
RE|MiEFK. BXEZER,
BESH FHIR BE MR

8l

2025 4 A 28 H

2025 4 A 18 H

2025 4 A 18 B
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AWS HealthLake

FRARER

Etag A “if-match”

L4 PUTs &4

HealthLake ZI1E2 1t ETag &
¥, AT EFmER “If-Match
"ARKRREMERH, XA
U HREHMBEENEE ,
MBI T4 HFENTE
%, XESREETRER
BHRALEENE , EXHH
B, ZANREARESEHE
BNEHE—IER. BXE
{58 ETag , 55 AWS
HealthLake F#Y,

HealthLake ER1E X #F FHIR
Bundle WE&U4EH , FEST
REBALEBER THEEN
BEEHBE. NE , BRULIE
EZM , ERBIESHFER
i a2, FEHSMIBREIR.
XELT REZ BN BIERS
o, B THEXEFRE
BHNER, BXEZER &
SR PUTs BRI HHE
N,

2025 4 A 18 H

2025 4 A 18 H
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https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-resources-idempotency.html#healthlake-etag
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FRARER

FHIR V2 B8 LY SMART

FHIR XE#&UEENXH , A

6.1.0

FHIR $f#£F GET §H

HealthLake # SMART 2025 %1 A 22 B
on FHIR V2 fEA1E , AT &l

B, EE, F=E. BRNER

FHIR ®#R. BXEZELR ,
BSHRAEX FHIR BFREEMN

SMART, HealthLake

+ SMART on FHIR V2 RiK a5
ERAF20255%1H22H
2 fa Bl M PR HealthLake
BiEEM, MRENEESE
i BRI A B 2 BRI 2R
MR ZIFERUEA
SMART on FHIR V2 SBE,
FEAAIZRHIAWS Support
Center Console, EfIE&
HRAF , BEFZEN AWS
T HiEFENERH,

HealthLake X#f FHIR £E#& 2025% 1 A 22 H

OEEXH 6.1.0 o BXRE

ZEE , BSR FHIR BLEX
H36F, HealthLake

HealthLake & FHIR 2025 1 A 22 H
$export M. GETEXE

ZEE , BSHAEA FHIR

$export i HealthLake ¥

%o
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https://docs.aws.amazon.com/healthlake/latest/devguide/reference-smart-on-fhir-oauth-scopes.html#smart-on-fhir-scopes-rest
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-smart-on-fhir-oauth-scopes.html#smart-on-fhir-scopes-rest
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-profile-validations.html
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-profile-validations.html
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-operations.html#export-operation
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-operations.html#export-operation
https://docs.aws.amazon.com/healthlake/latest/devguide/reference-fhir-operations.html#export-operation
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FRARER

BEEINAN KB RHINE
Wi R EEE

FHIR history #E3) vread

HealthLake 5| AT EMEHFF
RERERE , EPEEHINRE
&1 AWS CLI #1 AWS SDK
BENMNHAB A i,
EFRNEATATHREXFN
FHIRAPIXREBE, BEXEZER
, B RANKIERAIMEE FHIR
BRo

2024 £12 A 18 H

HealthLake X#FHA TR R
BERRAELIEFEN FHIR
RhistoryBUK AFHITHE
ERARZRERAvreadX
B, BXE%ER , B5HAN
B FHIR 3R 18 %K.

2024 £10 A 25 H

« 7£ 2024 % 10 A history
25 BZ /G RIENmE
HealthLake B#EFfH |
RIANBH FHIR &R, R
EHNBREFERELER
BIOIER |, MR
ERLB A FHIR history
RE, FERAYNERRAAWVS
Support Center Console,
ERBRENRE , BEREEL
HY AWS IKF iR blE R
i,
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FHIR Patient/$
everything FAR

FHIR &R Verificat

ionResult

HealthLake ¥ T# 2024 £2 A 27 H
KPatient®WHRREREFEM

XABEM FHIR Patient/$

everything #%., £HA

igE | B LLFREENS
BicFH#E T HPatientK

. BXEZER , FSHAE
AREEERIEPatient/$

everything o

« RIAER FPatient/$
everything , 7 2024
2 B 27 B2/ tIE/r
& HealthLake ¥#E 7% &0
B FHIR, MMRENEIEF
fi& R B HA 2 BT BIZERY |
M AR ZFFERUE A
ZPatient/$everythin
g B, EAGBRGAWS
Support Center Console,
ZoBENRE , BEFEE
Y AWS K= FHitEeIE R
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HealthLake % FHIR 2023 F£12 A9 H
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BRE , ATFHER -

TEMNBIEER, KR, RE

MBH, BXEZER B

25 FHIR R4 (W EREH,

HealthLake
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FHIR $export FAR

SMART on FHIR X%
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$export B4 , ATMEER

P #tE S HEEE HealthLak

e HfF. AXESZEER , B
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