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- ERNARFRERAE - BXRNARFZ2IMEHEIRIFE, XEREBRET RKMER
MNRAER  ATENSERERNBERNEME,

« ERAM T FRIEHN AWS FIR — @3 EFE Amazon Inspector Classic BHWEAELER |, WS T #
AWS & IREYES) FEL B IR,
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- BLERWAES K252 — Amazon Inspector Classic 2R A REENNRE, ©EKIERED
DBETGEEFNER. THAARAREKBEASH, LENNEAELEAERTRT BERREEENZEEE
HEE,

- NEMWAE - Amazon Inspector Classic @& —MNAENANMREE, XSEHNIHKESEEK, ENL
EAMFRENREEITHRE, RESEATHEREBEZSRBNFAR IR,

- E API B B34t — Amazon Inspector Classic Al @ APl T2 BaiiT. XELREBNZ 2N
SIAFIFAMRITERF , BEERE., PITAREXLEMLHE R,
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Amazon Inspector Classic FRFHIRZEHFNR. BXRELE AWS SDKs , BREMATHMNREE
i1, FS®ER T Amazon Web Services B T E,
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YRAT LAE A Amazon Inspector Classic HTTPS API AWS BUg 2 A =118 I 3 i# Inspector
Classic , EATREZEMERFZ A E HTTPS 5K, EXEZER , S HAmazon Inspector
Classic APl &%,

AWS i R1TLTE

B LAMER AWS i ST TEERSEMN 1T LIZ1Ta8 S AT Amazon Inspector Classic 1£
o MREERNIT AWS ESHHE , HSTIEEREH. BXEZEE , i§5H Amazon
Inspector £ 81 AWS #5172 H.

Amazon Inspector Classic RiE F# =

LM IBTFF ¥ 6EF Amazon Inspector Classic B , T HEXBHSL2RER.
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AUEIHEBRPEEN EC2 KA ERRNRARE, KABRESHEERE (BN ). AXE
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Inspector fF#E, WEMSMTIBEEFHRASIARNEERE (2N ), #ETX , Amazon
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P45 B A5

£ Amazon Inspector Classic 354 , LAE TR Z1TRAEBNE TR AL S B IR AWS FIRHIE
4. Amazon Inspector Classic 11 #3514 B #REY I B Y 2 248057

/A Important

Bl , &8 Amazon Inspector Classic ¥t B¥r ReEH EC2RflE K. BEXEZER |, &
2% Amazon Inspector Classic RS BR &,

E 6|2 Amazon Inspector Classic 14 B 5 , B4 E L FE R SR BN BEXNRIRICERN EC2 3£
fil, Tk , EALGERXLEHFEEARIERENSHIC EC2 XPINUE. BXESZEER , S
¥ Amazon Inspector Classic iF{& B #xo

TR

WHZETHRFEANEE. BRISUTHE :
« Amazon Inspector Classic f 3k iF{4 &8 T4 B AR AN 2
« 2% Amazon Inspector Classic FA X I HETRSMLE RWBH KL F B Amazon SNS E

)
- ¥ (RBEX)  EUNHIESTEETMERNER
o S ITH LA A
BEXI
5 7€ B FrH iF{E = 78118 Amazon Inspector Classic XM EER 2 EB, & RN ERE Amazon

Inspector Classic ##| &P RE T API HITR R, ©ME8E%T 2B BAIE AR A < RZ
BRI, BXEZEEL , 3 H Amazon Inspector Classic BEEUEH 4 R,

A

£ Amazon Inspector Classic #3574 , ZEIHEAZETHRARNITHZEZRE., SHAUNLNBEERLRA
BB , Amazon Inspector Classic 4 K — MNMERZ BB LE R,

RS
£ Amazon Inspector Classic WEET , X=RANES. AN SR TFETEEEGNZ 2 BN,

& A 1E 812 Amazon Inspector Classic I ERITEREAPANITRIEELZ L BIF. BXEZE
B, #2® Amazon Inspector Classic # N -@FAM N,
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EC2 XHIHN EREHHBEEMEMHBEIE. Amazon Inspector Classic 1£ 1141z 1T Hi 8] W E B IE

Amazon Inspector Classic BR5 BR &l

T&RE R AWS K # Amazon Inspector Classic FR#l.

/A Important
Bl , BMITE B ReEEEX EC2 A,

THR8N AWS KFES/MXIER Amazon Inspector Classic PRI :

RIR RRIABR Wit

IETEZ TR 1Tl AP B SR 2K 500 BMXEZNKSE
A EEE TG
PR EER&AR
EC2 2B,

WEE1TH 50000 THENRKEH S
i = SRR 9 A 4T
MBANE, REA
Fix L6517 80 P44 B
T aa BB EC2
Sl , 4280 AT A
HATBATLE,

AL AE AR 500 BE L ERT B A
EEMNXEHENK
F oA B IR E AR
WHRKHBE,
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EE{4A EntE a8

BRZS PR & 7K Latest 5



Amazon Inspector Classic AriEE

RIR ARIABR it

BT BIRV &R K
ﬁ&%o

BRIEZSEULEA , BUAERR AWS X FF PORTBIERRESIX LRSI,

Amazon Inspector Classic E

Amazon Inspector Classic WEME T HXIT AR TER EC2 SLFIEE U KX L4/ £ ARy AN
Do

P 2% °] 25 AL 2 B E AN

MK ZRMHN B Amazon Inspector Classic 1P = B SN EHI0V 8R4 ( S=60E1E )
Ef. Bl , MREX 1 MRBIZET 1 R EE , BFRR 1 DEGIEL, MREFT 10 MEHIEIT 1 X
Hed , BF= 10 NRFITH. BAERATANENR 015 £ , ELMERTN , 8 AFXHITMH
AKE 0.04 E7t,

RFHAFE
B 90 XfEMA Amazon Inspector Classic FRHIFEN
B 250 R LB 0.00
EMFEAEER
ELEAM BROIFE N
B 250 R LB 0.15 %%
ETRE 750 RXEHIT 0.13 %R
ETRM 4,000 X E40F4E 0.10 £t
ETRM 45,000 X EHIIFAE 0.07 Ex

it
=
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HLERND BRAITAEIIE
PR HE SR pl R E 0.04 =T

EHITEH N B E M

XTitEHREENEILREFNRE (CVE), EERMZ 20 (CIS) £, R2HEXKRMNEITHITHS
WHESLSE

Amazon Inspector Classic B EHIEERN BEARFBESITEZFHHINARFNLSE EC2 =4I
FHRE, FAENANSHITGESASMMEBEERTM (KEBITMA ) EMN. Bl , MREX 14
REHIT 1 R, BRE 1 MEBITRE, WREF 10 MEHIT 1 XITE , BRI 10 MUEE
&, BASMEITENENN 030 Fx , ELHERN , SAFSMEITETEKE 0.05 £k,

RBHAER

Bl 90 X{# A Amazon Inspector Classic BREBERMENE
Al 250 R I 0.00
EMFEMAEE

ELEEAM SREBITENE
Bl 250 AR 1T{d 0.30 &t
ETRM 750 KRBT 025 %7t
TR 4,000 X REBFMG 0.15 &t
ETRM 45,000 REBIT(E 0.10 £t

FrE B T 0.05 %%t

Amazon Inspector Classic X#FHIRIERSE X 15

ARERMH X Amazon Inspector Classic XIFHIRERSEH AWS XEHER,
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/A Important

B#l , Amazon Inspector Classic iff& B4R R @8 EC2 £fl, TieBRERS WA , &8
LAfE A 9 4% A 23R A I 22 7] EC2 261 Bz 1T R E 1A,

AXAEEBESIFNIRIERSMERAMN Amazon Inspector Classic MNBHELR |, HSAXSNIRIERS
#) Amazon Inspector Classic #M|&,

£

« Amazon Inspector Classic fREXFHE T Linux HIRERS

« Amazon Inspector Classic {VIB XM E F Windows HIRERS
- ZEH AWS XiF

Amazon Inspector Classic REXFHE T Linux WIRIERS

&R 72 64 1L x86 M Arm EC2 3£l £/ Amazon Inspector Classic X2, RESUTRAWETF
Linux BVRERGERE !
- 64 i x86 i

* Amazon Linux 2

« Amazon Linux
(2018.03, 2017.09, 2017.03., 2016.09, 2016.03. 2015.09. 2015.03, 2014.09, 2014.03. 2013.09,

« Ubuntu (20.04 LTS, 18.04 LTS, 16.04 LTS, 14.04 LTS)
* Debian (10.x, 9.0-9.5, 8.0-8.7)
o Itk Linux ( 8.x, 7.2, 6.2-6.9)
« CentOS (7.2-7.x, 6.2-6.9)
« Arm 3=
* Amazon Linux 2
* Red Hat Enterprise Linux (7.6 - 7.x)
« Ubuntu (18.04 LTS, 16.04 LTS)
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Amazon Inspector Classic REXZFHE T Windows HVIRERS

BRBEEZITUTET Windows FVIRERSH 64 (LhRAH EC2 =4I EEH Amazon Inspector
Classic fCE :

Windows Server 2019 Base

Windows Server 2016 Base
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2

X AWS X5

BLF AWS X183 Amazon Inspector Classic :

- EEREP (%M ) us-east-2

- XERZ (FHFRLMILE ) us-east-1

- XEEI ( MABRILILEP ) us-west-1

- ZEREZ (HEBX ) us-west-2

- WAH#X ( &3X ) ap-south-1

« WA#X ( H7R ) ap-northeast-2

« WAM#X ( Z&EfE ) ap-southeast-2

« WAH#KX ( KRR ) ap-northeast-1

o BN (3£=348 ) eu-central-1

o B ( ZERZ) eu-west-1

« RUMiBX (63 ) eu-west-2

- BRMibX ( HTEE/REE ) eu-north-1

- AWS GovCloud ( EEZ B ) gov-us-east-1
- AWS GovCloud ( ZE®EEB ) gov-us-west-1

(® Note
P 2% 7] 13 [Fl HE S U B A AWS GovCloud ( XE ) #i X

Amazon Inspector Classic {8 X FHE T Windows HIRERS W7 Latest 9
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Amazon Inspector Classic

LT RBAR |, BATRE B2026F5 A 20 H £ 44 1EXFAmazon Inspector ClassicI Z#F. M 2025 F 5
A 20 B& , L5 # Inspector Classic FFBEZHES . ERKFE 2025 F£ 5 A 20 B 28EMZ
BRENIMERTF |, BRI LASEE#F A Amazon Inspector Classic 1AE, 2026 £ 5 B 20 B2 /g , BT
EBEEATDE Inspector Classic,

237 Amazon Inspector LEE LIk AWS XiF £, £% Amazon Inspector I B Amazon
Inspector ( T 7 Amazon Inspector Classic ) W E £ EMEWMEF R ITIRA. U TIhEER
Amazon Inspector B £ EI8E AL

- TRT EBMIE - £% Amazon Inspector TR BRI A= EMITE. K/ PRI HEHHE K6 E
BHEZBREH,

- XEFBIBFMRBE - £% Amazon Inspector E 213 T Amazon Elastic Container Registry (Amazon
ECR)FH ARG , UERZMRE,

- XFZKFEE - £33 Amazon Inspector E5 Organizations £, X A FZRFALH Amazon
Inspector ZEREEAKS,, ZEREBEAKFREFTRAKS , BEETHERESER , IBREMEKA
T o

- f£/ AWS Systems Manager ¥ ( SSM X2 ) — B 7 #H Amazon Inspector , BFRBEEER
A EC2 4| L 2% F 43I0 I #9 Amazon Inspector X, £ % Amazon Inspector R T 258
# SSM RE,

- B3I FEFLME - BT Amazon Inspector Classic , A Fa1iRE 11 B #r. FEERH BB TG0
L, BE , HRAH Amazon Inspector & Bz MATE S 318 EC2 EHIF# X E| Amazon ECR
NRASXRHENBRES  H AR REEEHHREINEANSHEE, RRL2RES /ML E
REHPEHAE , BB EEBHE EC2 K6, #1xZE] Amazon ECR HASEME&, £ EC2 ki
LTRSS, KEINTHERAEWRFENHELRBDMRE (CVE),

« Amazon Inspector X145 — £ % Amazon Inspector 18 Amazon Inspector X 1F2 , LA BI#S
ERBELRAREIRNF. NERITS 22BN up-to-date CVEEESHBEFMIFERE ( HlIM LKA 5
EMEMARAEEE ) REKRITERN,

- EZER — A AXNECEFFRITH Amazon Inspector & H |, HH#EIEE AWS Security Hub
CSPM FL B3k , EventBridge AR I B ETHEREN B L. SHRMREMEINERBLLHIE
#| Amazon ECR,

E 7 2% Amazon Inspector BWFTE ZhEFEN , 1S H (Amazon Inspector AFIER)
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BRBMNEE — BT E L X Amazon Inspector Classic , # BZ&  AJ LAIE B — Nk P S E A
{# F 2 % Amazon Inspector #1 Amazon Inspector Classic , 18 E 158 ZI BRI B RF A Amazon
Inspector, AT & F£ES| S &M Amazon Inspector Classic iF# E|£ ¥ Amazon Inspector,

K
[

Ni
B

®1: (%) SHITHRENIREER
« S 2 : BBk Amazon Inspector Classic 1 FfA it XK iF1&iE1T
- $B,R 3. BAFHK Amazon Inspector

Nil

Nil

S (Tt ) SHIPERENKEL

E 7 Amazon Inspector Classic FRFIEEIRENREER , BER — TGRS,
EERTMRE

1. 1E Assessment runs (f41217) MEL , REENHERBENITGHET. BRERSREN 2
TR o
2. TEZIEIZITH Reports (RE) T |, EBIREE R,

/A Important

N7 2017 & 4 A 25 AR ERITHSFIMITHITEE1TH Reports (&) SR ERIRE
B¥r. R , 2 Amazon Inspector Classic R H P IR EZEE o A,

3. & fERE WigED , EREEFENHRENEE (ERBERTERE ) MREBRKX (HTML 5
PDF ) . R/Fi%# Generate report (£RIRE).

S 2 : MIB& Amazon Inspector Classic F A it X iELIZ1T

E2H Amazon Inspector Classic , Bl BRIk~ P AT EEZD AWS X B iTdER. BIRITAERS
f T T RIE R SR IEMEIE 1T

i BR VT Ak A8 AR

£ Assessment Templates (IFf&#8E4x) WE L , EFERROER , R/FIERE Delete (HER). HFR
SR REWEIAR |, EEBE,

S| (WiE ) SHITERENRELER WA Latest 11
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/A Important
HEMREMIEERE |, SHERRBRNAATMEIZIT. RS/ RMARZAS R

£ 3 : 5 A Amazon Inspector

BRI LAER AWS B4 A REMIL D% Inspector /3 A#TH Amazon Inspector APls, B4 A
##9 Amazon Inspector , 25 {Amazon Inspector AP 1E®) FH AT,

S8 3 : B A#H Amazon Inspector W7 Latest 12
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Amazon Inspector Classic A}

AHEN A WMAIEE Amazon Inspector Classic H BN I FIZ1TEHE —MEERFHRER,

SEAZRER AWS JK

THERD AWS |, fREE— AWS K, BXOIRIES AWS K> | #20 (AWS K- EE 5
E£i28) AWS IKF A TIS R,

One-click iZ &

UTRREERRT MAERATRCHERNERNTAE LHITMSH (A RIXR—IRX ) ELHEIMH
FIER AL DI E R (Amazon EC2) K4 LI EMZ1TH3)ITE. AWS K/ AWS XiF

1. BF AWS BEZEHIA HITFF Amazon Inspector Classic ##|& , Rk hitps:/
console.aws.amazon.com/inspector/o

2. 1£ Welcome (X)) ME L , EREZTHITMAEE, MEZIFHE20HTE AWS FREHNMNKEE
REEEERE , #ATEE Amazon Inspector Classic X, AT 2 H7EH EC2 SZHIHEH
tHENBEEELRE , HEEER EC2 2fl L2 BERE,

1%£3% Run weekly (recommended) (BAiz1T(3&1Y)) = Run once (IB1T—RX). &R 2ZE , ZRS
LB NECE T, BEAEKER , ZRSMITUTERE

a. BIERFSHEXAE,

® Note

Amazon Inspector Classic FEH2EH EC2 EHIFARZ K IR Bl iF

fEBFrRISEM EC2 3E6l, Amazon Inspector Classic B & 1
AwWSServiceRoleForAmazonInspector HERFHEXABTHR AWS K/ &RIRo
EXREMAXACHNESZELR | 55 HX Amazon Inspector Classic i RS < £
EHREM Service-Linked A,

b. WMREA , BFESL AWS K- it XEYFTE AT AR EC2 £ L %% Amazon Inspector
Classic X E,

SEMEREL AWS Ik 2 W7 Latest 13
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® Note

Z RS NAE BRLE S iF AWS Systems Manager Z1Tén 5 HY EC2 3£ £ %% Amazon
Inspector Classic X3, EfFALIED , FRKRESHAE EC2 LHIFMLA T HaPRA |
HEERE SSM KE , AWS I/ # B AWS Xig EF /¥ Run Command # 1AM
Af, BXESELR , 35 £ Systems Manager Run Command %4 EC2 3£
il L ZRAE,

c. THXLSLBLRIMEITE(E B 5.

d. B —4ERECHAN N ZERSSETEERP,

e. RIFFEEFEHE Run weekly (recommended) (81217 (E1R)) &R Run once (E1T—X) ,
BAET—IRHEHERIE TR,

3. EBWIAMERES |, EEHE, Amazon Inspector Classic & B31iz1T1F {4,

BRRE
SR ATAR B8 AR A A5 B AR AR R 2 & 04 5E Amazon EC2 5341, MNGRIHRISH.

1. 7 Welcome (i) TTE L , 1%£3## Advanced setup (BRIZE).

2. £ Define an assessment target (FE L iF4 B ¥r) WHE L |, ARG EHRH AR,

3. XNTFAEXS, ZALNEEERFETRES , FEAWS K- MibXWFTHE EC2 EHIEITIBE
WA ERP, MRERERETEM EC2 =24 , EEMRMEXFISIEE , AEMASHEIREC2 %
BB ZEAFERE, BXRIC EC2 XHINEZFEELR , BSHEMFIE Amazon EC2 &R,

4. XNT RERE , MR AT System Manager Run Command , N A 4R 88 1% & £ HE #Y BR 1A%
KRB ZRFETFHERPARAFHNE EC2 £4] L R3E Amazon Inspector Classic X2 AWS
Systems Manager, EfFAILED , ERAREHATE EC2 SRAI&#L FHukAS , #HEX%E SSM
RIE , AWS IkF # B AWS XiZi EF A1 Run Command B9 IAM A, BEXEZEL |, TS
5 Systems Manager Run Command %/ EC2 3kl E ZRHNIE, MREFHERZRE ,
BS %% Amazon Inspector X,

5. ﬁ?%jt_io

6. 7t Define an assessment template (B X iFH1E4R) WE L | 0 A TG ER B 7o

7. XF Rules packages (M| 2) , FEEEFHERFIENHANE, EXIANBNESZEER | &
2% Amazon Inspector F BRI H M,

¥t F Duration (3F£2811HE]) , HEFRITAETHFLEAE,

®

SRIRE W7 Latest 14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
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Amazon Inspector Classic AriEE
9. XF Wfhitxl , AR ERABMETMEESITRIITXRI.
10. iij:%-lt_io

11. & Review (F#%) WH L , EFEH N 1TE B IR MRRATRAVER . NRNEERR | HiEF
B, MERNTAERRE T TR, TEFERILRE Create (812) BMEIAFIETT.

® Note

Amazon Inspector Classic FE# XA EC2 LA MIFZERIR B 11 B

FRARIEEM EC2 3=fl, Amazon Inspector Classic AWS ik 7] BUE S

B AWSServiceRoleForAmazonInspector A RSHEXRABRIFRIBHX LR R, BX
£ Amazon Inspector Classic RFSHEXBBNEZEE , SR X Amazon Inspector
Classic FABRFZHEXAL, BEXRFHEXAGHFAEE , HZH (AWS Identity and
Access Management A8/ FHFERARSHERAE,

12. MRRREWAITR , FELEFESMENTEER , RFEE Run (B17).

13. ERFITFHETHHE  FEEH AN SMBERFIEFE Assessment runs (TEE1T) , REERF
Findings (£ R). BXERMNEZEE |, i3S/ Amazon Inspector Classic BEEVSHE R,

SRIRE W7 Latest 15
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Amazon Inspector Classic #{F2

LR HBEN B UMI4E Red Hat Enterprise Linux # Ubuntu #EZR 31T Amazon Inspector Classic ¥
fE1E1T,

iz

« ¥#2 : B3I Red Hat Enterprise Linux £ Amazon Inspector Classic

« ##E . B Ubuntu Server £/ Amazon Inspector Classic

Amazon Inspector Classic ##2 - Red Hat Enterprise Linux

ERBAYEDNHBARTIEEZR , BIWWERE—T Amazon Inspector Classic R &M B =

AYIZE R WM{AE A Amazon Inspector Classic 2 #71=1T Red Hat Enterprise Linux 7.5 @EREH
EC2 EHIM1TH. BIRM T step-by-stepB M| 5 Amazon Inspector Classic TYERIZHI 1%
ZIERESIEER Amazon EC2 £4l, ST HMEERARNITIEGERPERNENZLEE, W
REREXEMNWASH AEREY — 2 & RIREMIZ1T Amazon Inspector Classic il , EZH 6l
BEARIRE,

£
« S 1:1i%E Amazon EC2 3£/l , 5 Amazon Inspector Classic Bt & 5 F
o S8 2 : &K Amazon EC2 324l

Nil
B

BIEITE BARAE EC2 LAl E R RRE
BIRMIZ T ITEER
 BEA S ENER
CREENEENA T TG BT

L] L]
O[Sk
kXY '\%’E '\%’E kXY kXY
(o2 2N @) &~ | N

Nil
B

0% 1 : iR Amazon EC2 3£l , 5 Amazon Inspector Classic Bt & # 8

EAHES |, 612 —1NZ1T Red Hat Enterprise Linux 7.5 B9 EC2 3241 , & /A Name Z4AFE
InspectorEC2InstanceLinux i )R MNRE,

Amazon Inspector Classic ##2 - Red Hat Enterprise Linux WRZs Latest 16
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® Note
BXA EC2RBIRIMFENESER | BSHARFRIRE,

B, 2 : &2 Amazon EC2 34l

EAHEF , BRHMERB IR EC2 KHIL T B ELR LB CVE-2018-1111, KTMEZEE , BSH
https://cve.mitre, org/cgi-bin/cvename.cgi ? name=cve -2018-1111 fl, EILRERXEE

)L InspectorEC2InstanceLinux HETUTH T :
sudo yum install dhclient-12:4.2.5-68.el7

KX TFERES EC2 LB EMEER , EZH Amazon EC2 AR ( EA T Windows K6l ) HRyIERE
bR

FS]R 3 B TEEFFRHE EC2 2pl L ZRRIE
Amazon Inspector Classic £ iF{4 B #ri8 E E1TEH AWS B,

Bl IT(E B iR HE EC2 Kl LR ENE

1. BF AWS BEEHIA HITFF Amazon Inspector Classic ##l& , Rk https:/
console.aws.amazon.com/inspector/,

2. TESMBEED , EF Assessment targets (114 B #7) , RFi%E Create (1),

WMATEATHRE -
a. X T Name (&) , AL B IRV Ao

EAHESF , EH A MyTargetLinux.

b. WFEARE K EXHAFENEFEDHAE , MERETSHEIITME BRI EC2 3241,
EXHED , BIEZAFERTH A Name HE BFERPHA
InspectorEC2InstancelLinux , %% £ —S6IEM EC2 K41,
EETHEBERPIEERN AWS kP RMXE A EC2 3Rl |, iEE+ PiEEA SiEE,

C. ﬁ?}Fﬁﬁo

S 2 : 15 Amazon EC2 &4 WA Latest 17



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
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d. FEFRICH EC2 324 £ %% Amazon Inspector Classic X2, BT BHRFEEMNFE EC2
Ol L2 ERE | EikF Install Agents (RERE) Eik4E,

® Note

EE T EA AWS Systems Manager Run Command 3R &% Amazon Inspector
Classic KB, EFEITGERPHAMERS LZERE | BB ERE R Z 1T B iR
RERANMERRE, Sw A AE EC2 36l £ F 31 &% Amazon Inspector Classic 1%
B, BXEZER , B3 L% Amazon Inspector Classic XE,

e. 1%&#F Save,

® Note

LAY , Amazon Inspector Classic 8|2 % 1 AWSServiceRoleForAmazonInspectoriyhk
EZHXxAE, LAEME Amazon Inspector Classic B F X BN E RO SLEHENR, EXES
£8 , 2@ I Amazon Inspector Classic BIEZRZ AR A,

S 4 SIBRIETIEGER
B HZTIRIER
1. TESMEKD | EEFE Assessment templates (IFA1ELR) , REIEE Create (1),
XF Name (BF5) , WA TTEEROER. ERHESP , BH A MyFirstTemplateLinux,

2
3. XTF Target name (B¥r&E#) , BiEF L EHLIZMNIT(E B 45 MyTargetLinux.
4. FtF Rules packages (MiN@) , FE1E b TEERAPEABANZ,

EARZRED | i%£# Common Vulnerabilities and Exposures-1.1 (& R RE X FE-1.1),
5 NFHLERE , BiFEEREEFLERE,

EARHFER |, FEFER 15 minutes (15 2 8h)
6. EFEAEHEZET,

S 4 QIEFAS T I EER W7 Latest 18
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|5 READHMENER

EEKNIFGEITHER—ALER , HEK Amazon Inspector Classic EiF G EFF XMW EBELR S
B#E, BAUEREERANTHESRUBREELZZME,

EARYES  NRERT LRSE | FEESTEERERENLRE CVE-2018-1111 B4R,

BREHADMIENER

1.

ESMBEEP , %#F Assessment runs (IFHIE1T). WIUEE T AERIZITIR
AMyFirstTemplateLinux @B RE N REHIE. IRFZTGEETHWEEHT , HERGERH
X PE A UYL SR AN 23 AT SRR B AR Y& 3R

BEEZEEHDPERTHITGEETERNE R, LiITHETEREBNMSERB, B2 , EAHIE
B, BAE/L S ®EELEZET.

RS E EMyFirstTemplateLinuxB N “EEEFEL" , REE/LSHEEXRN “5F , ZREZTR ‘9
WK EEFERSHIXLE( |, FiEEF Refresh (FI#T) BFr.

ESMERTR , EF BERIN,

RATLAE B —NE A Instance Ins pector K95 ™ B4 KIEC2InstanceLinux &5 Z X
CVE-2018-1111 WK i,

(® Note
MREEERNZHER , 1HiEE Refresh (JlFT) B¥r.

ERFUNEAAEBELERNFAER  FERERENNE:L. ERNFAGEETSUTHR

- £5RH ARN

- ARG RNITEIZTHES
« RIS RIITME BRI E TR
o R RITERRE B TR
o WEBEATIF MRS ]

o TEIEITE RS

o TFEETIRE

‘TEfh kg 7t ek B a9 aY AL N2 8 2 FR

SE|S5: REHADHENER W7 Latest 19
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Amazon Inspector Classic AriEE

« Amazon Inspector Classic 1Y ID
ZRIEWR
- GRNTEM
- ERNER
- BUNKHRIR , BUHXESRRKEEERBANBERLEE

S 6 FEENEERATIHER T

EAHES , L2 BdTE BRI T HBERERE CVE-2018-1111, FEHTESF , BALURHEERN
EENA T IR,

MEENA TR
1. EEDE—FhelEMES InspectorEC2InstanceLinux , AFEETU TGS :

sudo yum update dhclient-12:4.2.5-68.el7
2. HEIFEEIRAE L MyFirstTemplateLinux , &8 , REIEFIZIT , 66 ERTF A #TH T4,

3. BREBEHYHNIRBESES . HEHAIWENER , ERERFLEZETMyFirstTemplateLinuxiE iR 55 H
LR

HTEE#R CVE-2018-1111 ZEREA , Fitt , BRF2BEILRBNE R,

Amazon Inspector Classic #(%2 - Ubuntu Server

ERBAYEDPNHBPRTEEZE , BWWERE—T Amazon Inspector Classic RiEMBEE

AREFRERW{AEA Amazon Inspector Classic 7 #TiZ1T Ubuntu Server 16.04 LTS BRER S EC2
SEHINITH. TRMT step-by-stepB XU % Amazon Inspector Classic TYERFZH 1587

MREREEMNAF I EERS — R 2 HRIREMIZIT Amazon Inspector Classic W , 5
B E AR,

HY
=

N
B

I
¥
L

: iRi& Amazon EC2 &% , 5 Amazon Inspector Classic Bt &1 A
 BIEFE EARHE EC2 LHl LR ERE
: BIERIE T IHEER

S
B

w (N

N
8

SR 6 FWHENWIEENATITEER IR Latest 20
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- FR4 BEA DT ERNG
- SRS CHHEENEENATIHEER

\

FB 1 . 1®iE Amazon EC2 3£l , 5 Amazon Inspector Classic Bt &

RE EC2 341

FEARHED , =297 Ubuntu Server 16.04 LTS Bl —4 EC2 324l , HEA Name BAME AH
W IN#rEInspectorEC2InstanceUbuntu,

(® Note
BXA EC2 RBIRIMIRENEZFE , FSRARNITE,

SR 2 BB IWE BARHE EC2 K| LRFRE

Amazon Inspector Classic £ if{4 B #R 8 E ETHH AWS &R,

BRI B4R HE EC2 Kl LR ENRE

-

B3 AWS BB 4|A HITFH Amazon Inspector Classic #2%|& , Wit R https:/
console.aws.amazon.com/inspector/,

ESMBEEST |, %£F Assessment targets (14 B ¥r) , RGEFF Create (BIE).
XF Name (B#5) , B AT B IR B

EAHED |, R A MyTargetUbuntu,
NFEARE , ERAFRNETFRTHAE , LERETSEH TG BIRFH EC2 £41,

EAHEF  BIEZHAFRTPHA Name HE BEFBEFRA
InspectorEC2InstanceUbuntu , & E— S 6IEH EC2 £41,

EEITE BT EEEM AWS K MXEAPBATE EC2 5246 , Hi&H All instances (P SEHI)
o

EFRIEHY EC2 324l E &% Amazon Inspector Classic X2, BREIMLEERFTEEMNMA EC2 £
Bl ERHERE | Fik Install Agents (RERIE) 1,

S 1 1%E Amazon EC2 3=l , 5 Amazon Inspector Classic Bt &5 F WA Latest 21
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® Note
I&E T £ Systems Manager Run Command 3RZ % Amazon Inspector X3, EfEiF
HERFRAESRS LRERE , KAEERA TR T BFNMERFE, BHaL
f£ EC2 3§l EF 3 &% Amazon Inspector R, BXEZELR |, HSH Z%& Amazon
Inspector Classic 1XE,

6. 1%&#F Save,

(@ Note
AT, eI —NE R AWSServiceRoleForAmazonInspector HWIRZHXABREZETF
Amazon Inspector Classic 17 R BRI R. BXREZEL , 25 71 Amazon Inspector
Classic BIZRFZHEXAE,

TR 3 : Z 1T IR

S 3 BIEMEITIEHENR

B2 HIZ TR ER

1. WRFEANR Advanced setup (BRIRE) , FFEME Define an assessment template (FE L4
EiR) WE. &N , BMiE) Assessment templates (IFEMR) TWHE , REERE Create (BI2),

2. XF Name (B#) , WATTGERN BN, EAHED , H#H A MyFirstTemplateUbuntu,

3. XtTF Target name (B#rE#) , Fik#F LEGIZEAY Tk B 5 MyTargetUbuntu,

4. ¥tF Rules packages (FN2@) , FA TN XL RFER I ITEERFPEAHAN D,

EARZRED | i%£# Common Vulnerabilities and Exposures-1.1 (& L RE X FE-1.1),
5. MNFHLERE , RiFEEREEFLERE,

EARHFER |, FEFR 15 minutes (15 2 8h)

6. WMRMFEARZ Advanced setup (SRIRE) , FEE Next (T—F). £ FHEHH Review (F#) TH
Lt , %32 Create (812), &N , Fi%#R Create and run (BRI HZ1T).

ST 3 RIEAS T I EER W7 Latest 22
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SR 4 REHADHERNER

EERNIFGEITRHER—ALER , HEK Amazon Inspector Classic EiF G ERF XMW BELRZ S
[E, BANEFEERAPITHESRUBREERLRAB,

1.

S El Assessment Runs (IF#Z1T) TH. RIEEEL—FHOIENSE
HMyFirstTemplateUbuntuf) IEE R EITRBS 2B RENKWERE, XRTZIFMZETHEIE
31T , HAEREEEHI PR NS ER 2 W 8RN B 500 E N 2 IE,

BEAEEHPEHTHITGEETERNE R, LITEETEREENMSEME,

RAE EMyFirstTemplateUbuntuE R “IEEFEL" , REE/L2HEERN ‘O , ZREER
DR EEBRSHIXLEY | FiEE Refresh (FIFHT) BFF.

S/ 3 Findings (&%) WH,

ERTUBHAEELERNEACEE  FEAREREMMNEL. ERNFAGESTEUATRE

« Z3RM ARN

o AL RBITFEZEITHER

o AL RBITEE RN B

o ARG RV R ARAY A R

« HEEITH EATE

o THMEEITE RETH

o IHEEITRE

- AEMEATHERNAUARNIHER
« Amazon Inspector Classic 1Y ID

- ERNEWN

- ERNTFEM

- LRER

c BUNMRISR  BUTHXESRKBELERBRNBERLEE

SRS FHENEENATIHEBR

EHEES , SRNAERREERZIEZ,

W7 Latest 23
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2. 1£ “E#E4R” WE L MyFirstTemplateUbuntu , %18 |, REEE 217, FHLERTFHBFHNEZ
1T

3. BREBHANSBRBESE 4 BEAHIWERNER , BEERBLEZETMyFirstTemplateUbuntut ik f5
BHENER,

REQENN RS — RS TRRE R IR,

SR5  FEENIEENATITEER IR Latest 24
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Amazon Inspector Classic Z£ 4

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REARSHLZEHBEALNERTHY
BRBAE R UMM LR,

ZERNITHEEE AWS 95 1E, REHREEAFEERNZNZEUNZFNELM

« ERE — AWS ARBFRFE AWS ZHIEIT AWS RS ERZEH, AWS RAEBRMRTUZEFEH
WBRSS. Third-party ERAWS EMITRIERITRIEMITREN —BB , & 1HITE HAM 1= 0536 U 3K AT
ZEHNERE. BT #ERT Amazon Inspector Classic E’Jé?ﬂﬁﬁi‘] , BEREMAEITEER
B AWS BRS .

s TIREE-ENREHREERAN AWS BFRE, EEFENHEMRARNT , SHELENBEHHR
e, BRTHNERARER B EEEN,

B RS EE B IR T R AN 1E £ Amazon Inspector Classic B4R SR IEER . AT E 315 88 il fig
i Amazon Inspector Classic AR BN L2 MFEMAL B IR, BEL T HRIAERHA AWS RS
B IR K F R Amazon Inspector Classic & iRo

e}

» Amazon Inspector Classic & B B IE R

« & T Amazon Inspector Classic #Y Identity and Access Management
« Amazon Inspector Classic Y B & 12 38 W #5

« Amazon Inspector Classic #f )£ 1H &

+ Amazon Inspector Classic & # I F

» Amazon Inspector Classic # &k S &t

« Amazon Inspector Classic ik % £
» Amazon Inspector Classic /&Y &t & &8 2 #7

« Amazon Inspector Classic &% H{EXE

Amazon Inspector Classic F B B IE R

FHEFEEN AWS 23EHF Amazon Inspector Classic FHIBERF . MAERFR AWS ﬁﬁﬁ
FEZETFMEN BN IRERMEN AWS Cloud, BAREFNEEELERMLEN X W%‘E’J?’“%ﬂo

BE R MRS Latest 25
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https://aws.amazon.com/compliance/programs/
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AREFEAN AWS RS NELBENEEES. AXEERLNESEE  FEANERLER
FIEEEAWSE R, BXMMNBERIFNESR , BSRBEABERTFEM (GDPR) F/ly,

HTFHERPEH , BIMNBUUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNA AR, X# , SMNAFRREETHIERIRAMENNIE,
REWEBES AT AR EIE

- NBNKFPERAZESHRIE (MFA) .

- AT SSL/TLS 5 AWS ®#FERF. BRMNERFEA TLS 1.2, BIUFEA TLS 1.3,

- EAIRE API M A P&z BE& AWS CloudTrail, <A CloudTrail lRERIIR AWS JSEFRIEE
#Z# (AWS CloudTrail AF#ER) FHEAR CloudTrail &

- £ AWS MF#ERST RUAREFHFRERIALZ 24 AWS RS,

- FARRIEEZRLRS (HI Amazon Macie ) , ©EBIF XM AR Z#1E Amazon S3 HEIBUR
Bz

- MREE AWS BE G SITRES API #TIHEINEELT FIPS 140-3 RIEM INZER |, EER
FIPS iR, BXAAMN FIPS IsRNEZER , B5H (XERFEELEIRE (FIPS ) 5 140-3
M) https://aws.amazon.com/compliance/fips/o

BB NENEEERBBES ( MEEF N BEFR4iti ) RARSHBEHERNXAFTER
(MBMFER) . XSERERAEHE, API E4EF XTI EE AWS RS £/ Amazon Inspector
Classic S E b AWS REF A TESWHER. AWS CLIEEATREHNFREHHAKRRNXEFZRBH A
WEMBERTESATIUHRRSK B S, MRECABRSEFRM URL , BRIEBNETEEMitH
AEEIFEBRRBIEFZREBMER,

£}
- BABENE
- ERPRIENE

AR INE

Amazon Inspector Classic VB E L2 1THIE 4 RN HFEAE N ZERN JSON X, XL
#3@5T TLS 3T F32at 4L % 2 Amazon Inspector Classic , £ R 2 & A & X 144 1= 17 Y If i iR & B2 4R
HITNE, AWS KMS

XETHLELMF#EET AT Amazon Inspector Classic B S3 2@, Amazon Inspector Classic
FIRI 5| AT AT IRE -

A WA Latest 26
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Amazon Inspector Classic AFiEmE
« 7[R S3 T2 4 P HY H0 22 Y 12 B dE

- ERTFRHITHEE

- REEENTEANLEHTFEUERSR

1% ¥ o B D0

ER —TIEE RS , Amazon Inspector Classic & AWS £ KM EL LRI, HX AWS Z2RFN
Ruf AWS RIF EMBRENER , BZHAWS =%, EFAEMERZ SN REIERRIZITEN
AWS IR | IS8 S AWS ecurity Pillar Well-Architected Fram ework A B9 EAii% HER o

B LAMER AWS B &I API 1 FEXN M 415 18 Amazon Inspector Classico BFmM4MZIFLUATH

)

= .

- BREZEMMHIL (TLS ) » BINEREA TLS 1.2, BWEA TLS 1.3,

- BEER2MEERE (PFS) WZRBEH , Hlin DHE ( EEH ) 5 ECDHE ( #E fhk T EH Diffie-
Hellman ) . Diffie-Hellman KZHIMR RS ( W Java 7 RESMRA ) BRI LR,

i& AT Amazon Inspector Classic B Identity and Access
Management

AWS Identity and Access Management (IAM) AWS S5 TJ#BIEE R T2 iR HX AWS BRI
FIPR. 1AM B3 57 2 6)1  SUBE S HRIE ( 2k ) RN ( EBNR ) A Amazon Inspector
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« ABAC 5 Amazon Inspector
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BEMRNERHTHEANAF. ReSORATREBRNZIIENAR,

BEAEHIFRME , BWWHEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center AP 38™) H I+ A R IAM Identity Center ? .
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IAM AP RNENMNARRNARFEERENRN — 150, BUERAGNEIE , MIEEFKHPEIE
B IAM B, AXEZER , BZH IAM AFERPHNERARASERASHREFNRE S HKIE
F 88 AWS i A I B IE B 4T 5 0 o

IAM AEEE—4A IAM AP , ETERMENABRAF#ITNREE, BXEZER , H5H (AM A
FiEmE) B/ IAM A A RS,

IAM B

IAM AEREERENRNEH , TREKNFIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM e TEREAFIER. G IAM AFXIR, BIKFER, BRS R UKRE Amazon EC2 L&
TRRRAREFFEEER. BXESER , F2H (AM BFEE) FH 1AM FEVEIKS R IRG R,

£ F SR = 7 ]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RRRKETNR, AWS EZERARH BRI IFEXLEBR, RSHEREELL JSON X1y AWS F&
XNiF@#EES. BX JSON KBXHENEZEFEER , 28 (AM BFERE) $#Y JSON Kk,

R EE A W7 Latest 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon Inspector Classic AriEE
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EXEAE, IAMERKBEUNR , SHRITREMANG ELR.
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Identity-based KEEZEM MBI G0 ( AP, A=A ) B JSON XPRERE XY, XL REKIEH S0

BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , 55
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

|dentity-based KREE AT AR AR REE ( EEBRAZENG MO ) AEERE (MBS NEHHIMIER
B ). BETHRIMAERERENAKKR BIHTER , FSR (AM AFERE) FRNEREERS
REK SR BE 2 R HE1T IR,

Resource-based B FE

Resource-based K BE 2 &M NEIEJRAY JSON KBRS #, ~EIBIE IAM BEEEEEEF Amazon S3
FHERE, EXFETERNRBNERS S  RSEEATUSEACIIREFNSERRENIFR, &
TR T RIRORBE P IS E K,

Resource-based R =N FIZBEZ P NEKRFKI, BFREEETRFEMNFKERER IAM B AWS 3£
EXREE,

HREgRE
AWS ZIFHARERR | XLUKHEB TN REEENNEBLBER FHZANR
- RRILA - REETEHONKRBALURT IAM RENFEARR, BXEZELR , FZH (IAM A/

) B IAM AR .

« PREILAEIKRE ( SCP ) - 8 AWS Organizations PALARALRE TR AR, EXEZELR | F
2 (AWS Organizations FAF1§F) KRS = HI KR

o WREHZKERE (RCP) - RENKFARENZATANE. BXEZEL , 85H (AWS
Organizations FAFER) PR EIREFIFKE (RCP)

- 2EEK - ENACIRSAF RGN EN , EASBEENERRK. BEXESZER , S
5 {IAM RFPER) P2 1ERK,
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S REERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, BT HRES RS HRIEE R
W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

Amazon Inspector Classic 215 |IAM Bl & & F

EEA IAM EEXS Amazon Inspector KYiGRIXBR 2 8 , BRi% T WL IAM ZhEE R AT Amazon
Inspector,

A 5 Amazon Inspector Classic &4 K IAM ThAE

IAM Zh&E Amazon Inspector X #
|dentity-based BUR =

Resource-based BE a

REEBRE =

RHEEMRE (BETRS ) =

ACL &

ABAC ( REEHPRIFRZ ) i

FHERR =

BEAE &

Service-linked &

fm

E4MH T f# Amazon Inspector ME M AWS REMAE X2 IAM THEEESER , HSE IAM A
EETS IAM BESERNAWS BB,
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|dentity-based Amazon Inspector BYBER

XBETHEMHRE : 2

|dentity-based KEEZE ALK NI &4 ( Sl IAM A, AFASAR® ) /Y JSON X PR K XY,
XERBEEEIAFNA S EMRRG TN LR FERITHLERE, ETHRNAUEET FHHREE ,
BFZH (IAM AFER) PHERAEFEERRKE L BEEN IAM KR,

BEEA IAM ETESOREERE , BUUEEATIELNRENTRURAFIELEFENTE, E
THETI1E JSON KBS ERMFIELE , H5H (IAM AFHER) S8 JAM JSON KB TESI A,

|dentity-based Amazon Inspector BB 7Rl

E&EF Amazon Inspector BT H K KEEH R~ 6 , 52 HIdentity-based Amazon Inspector £ Lk HY
BER R,

Resource-based Y 5 Inspector Y ER
XBFETRENER : &

Resource-based K E& 2 &M INEI G IRAY JSON KEE X, ETHRRNRRN ROIZEE IAM BEEE
REEH Amazon S3 FEEREE, EXHETHEFRNRBENESH , RSEEI UUERSITREESX
BERBRNIGR. NTEEPHIMEBHNER , RBEEIEEEHEA N ZRRINITHEREURES
AZBETIT, BXTEETRENRBEHIEETER, ERATUBEK,. AP, A, KA
AWS BR%

ESHABKFHRE , B UEENKFSEMKS P IAM ZEEENETERNRBERN TR, 5
XEZEER ,BFSH (AM BFIERE) RH IAM R ETK P &R .

Amazon Inspector BJ R BEIR1E
TEHRREE 2

EER W LAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
&, ARIEMH ARG THIT,

JSON REEHY Action TEMRTATERKP AWHIEL B RIWRIE, ERBPISREUARTFR
ITRERIRERVRR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Inspector Classic

RAriEmE

B Amazon Inspector 2N FIEK , ESH (RESRENSZE) FH Amazon Inspector & X EVIRE,

Amazon Inspector FEY RESIRIEERERIFERAUTRIAR !
inspector

EERMEAPEESTURE  BREAESHENRT.
"Action": [

"inspector:actionl",
"inspector:action2"

]

UTREERBEE AP EFE1TU Describe M List FFAHMARENNER, XLEBESEREX
Amazon Inspector BIR ( I EBEHRRER ) WEE . Resource TEFWBERF (*) XA ZIK

FIREMFTAE Amazon Inspector &R ITIERE,

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"inspector:Describe*",
"inspector:List*"
]I
"Resource":"*"
}
]
}

2 AR P X Amazon Inspector 45 R ITIHIR A 51| H 24

AT RBRRBE R A P R F{UE1T ListFindings M DescribeFindings #BEMNR, XERES
A X Amazon Inspector &£ RSS2, Resource TEFRBEESR (*) RRAUNZKFHENFTE

Amazon Inspector IR ITIRME,

R 2 RAYFAFI Amazon Inspector 45 REITHIR M 51 Hig 4
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
]
}

E&F Amazon Inspector T H K REEH =6 , 52 HIdentity-based Amazon Inspector £ Lk Y
BUR R B,

Amazon Inspector B 5K B& &R

XPBRERR : B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNT LR FERITER
&, ARIEMH ARG THIT,

Resource JSON R TEIREEMENAREN —IPNHZ AR, FAZRESE , HFEHAE Amazon
TRAT (ARN) EERR. WTFAZBFRERNEWIRE , EEABERAF () ERBEANATHMER

3
WMo

"Resource": "*"

E&EF Amazon Inspector WRREHKH ARN B3Ik , HSHE (RERNSE) PHHE Amazon
Inspector Classic EXHH R, BT BEAUERPLIRIEFIBEESNERN ARN , {555 Amazon
Inspector Classic & X KR 1E,

E&EEF Amazon Inspector E T H BRI =B , ESHIdentity-based Amazon Inspector £ ELh H)
BUR =B,
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EIE R A LAER AWS JSON REERIBEWANIGRMT L. HHRN , BN EAEATLIM AR RINITER
E , UREMFARHETHIT,
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IAM AFEREPHAWS £ 554 £ T XEHA.
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NERERE. BETHREATUNBLREMTREAZRLGR , 38 Amazon Inspector Classic XK
1E.

E&EF Amazon Inspector BT H K REEH R~ , 52 HIdentity-based Amazon Inspector £ S8k Y
BE =B,

Amazon Inspector F#J ACL

XEFEACL: B

EEFIFIR (ACL ) EHBLEHAE (KFARA, AFRAE ) ARGARKF. ACL SETHIRAE
BESREL , B EMAEM JSON R RN,

ABAC 5 Amazon Inspector

X# ABAC ( REEFHIVIRE ) : BfD X8

Attribute-based i/ [Fl1#2 %l (ABAC) 2 — MK , ERBPMNITENE MR E MR, B LUFIRE
MEinZ IAM SRR AWS BIR , ARF1%1T ABAC REUAFEZRANKRI SRR LIRS ITE A3
1TR1E,

EETHRSEHIER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHFRBERBNZUH TEFREFZER.

WRENRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZENBD

BEXABACHEZEE |, 2R (IAM AFERE) RWEA ABAC BIUEXNIRE, EEFIRE ABAC
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-policy-keys
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ZEEREZBELIE (FAS) @ 2

BRIpE2E (FAS) A EEAINER AWS IRSS , BilL AWS IRSS [ TR R HFERNE
Ko BXRAH FAS ERIFHRBIFE , BESRERE A LE,

Amazon Inspector WRE AR

XERSAR B

R AR -—TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SR
BRESAR, AXESER , 2R (AM AFERE) FHEIER AWS RSZERIENEE,

/A Warning

FEHRS A ENRR TSR Amazon Inspector BIZhEE. X2 Amazon Inspector 32 4H5%
ESNTRERSAE,

Service-linked Amazon Inspector I &

XERSXERAR B

BSHAXABR -SRI AXKN AWS BRSRFAR. ZRSTURBENITEE. Service-
linked A LIMEZN , AWS IKF FEBKRSHR. IAMERRAATUEEETREBRS<KAR
YA PR o

BXREIEREE Amazon Inspector REHARARVIFMAEFELR , FSH X Amazon Inspector Classic
ARSHEXAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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|dentity-based Amazon Inspector £ B kg &Y B3R TR 451

BIAMBERT , AFNA®LECIESHIEHR Amazon Inspector BIRHNNR, ERFHANAERRHIIT
BRIERR |, IAM B2 R A LB 1AM K,

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2H8 ) o

B3 Amazon Inspector EXHIREMBREENFMES , SEEHEFRELEN ARN WEX |, FS
7] (RETXNSE) FH Amazon Inspector Classic FIRME, FEIRMZ4E,

£

- RBMEEXE

« £ Amazon Inspector & A

- ATAFEEMAIE SR

« XAV I Amazon Inspector £ RITHIRF 5 B 1E

REERIEREK

Identity-based REERE T 2B B AATUELNKS PO, HRISM BRI S# Inspector iR, XL
BRI AWS IKFFE KA, tIEREEETSOERN , HEBEATERNEN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE |, BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERBFRRITHERE , SR NRENRIFTT, EXER IAM BMANRNESE
B, BZHRE (IAM AFErE) R IAM F YR B FIER

« £/ IAM KEE PR S ARt — SRR TA R AR 4R LA [ 3R R 7 O 544 Sk PR il 3 R A R R B9 8 o
Bt | AR E R RMRIEELAER SSL RIEFTAEER. MRBSRERBIREN T XE
FARY , Ut A] BAGE A S AF SRR T X BRSS R AERY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KEETE : &t

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£/ Amazon Inspector %I &

E /A Amazon Inspector Classic #£#l& , BUMEF —HREANIR. XL PR A AT &S H
EEAXREH AWS Ik A EY Amazon Inspector BIRHVIFMAEE. MRANEBELENRENBER™
BOETHHHNER , X THRMTZREANZE (ARRAR ) |, BHANLTEEMBEREET.

X FRFA AWS CLI X AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME TE RV IRAF

NRRAFNAGDATELER Amazon Inspector #4148 | FEEFITILBKE
22ConsoleAccessmReadOnly AWS FEE R MEX LRk, BXEZER , EZH (AM AF
B/ AP RIR,

ARFAFEEMHINE SR

ZORBIGLER T BRI R |, SRV IAM AP EENR MBI EAS B ONNERANEE R, R
BEEEFE LHER AWS CLI X AWS API BU4wE 7 R R IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

XAV F X Amazon Inspector 45 RIFITHRIR TN 5 Hig/E

LR BRERBE | A P R FIUE1T ListFindings M DescribeFindings BEMNR, XEERES
X Amazon Inspector &£ RS2, Resource TEHMBEERSR (*) RRAUNZKFBENFTE
Amazon Inspector IR ITIRME,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
]
}
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Amazon Inspector Classic IE X , BIFE1ZRSF AWS RS KFREF U A FTERFTE R,
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Inspector Classic AIAMKAZA B, EXHNNRTIEEEREEMNEREE , ™ ENPRREETEERM NEHE
AHE IAM 4K,

REEEERBRBRSHEXACHEXRRE , TEBRZACR, XFRFEM Amazon Inspector
Classic BIR , BN ET A TE M BRI BR8] £ BR

BXXERSHEXAGHEMRSINES , F2HE IAM BEESEAAWS RS , H7EService-linked
ABIRERIRE ‘B WES. BFERREERZRSIHRS KA SN EE,

Service-linked Amazon Inspector £ B iR #Y £ & 1 R

Amazon Inspector Classic £ % 5 AWSServiceRoleForAmazonlnspector—
ServiceLinkedRoleDescription B RS HX< B,

AWSServiceRoleForAmazoninspector [RFHXABEEUATRFZIRAANZAL :

« inspector.amazonaws.com

BN ABNREE AmazoninspectorServiceRolePolicy 7tiF Amazon Inspector Classic X118 E &R
SERATRE

« ¥4 : arn:aws:iam::*:role/aws-service-role/inspector.amazonaws.com/
AwSServiceRoleForAmazonInspector LA iam:CreateServicelLinkedRole

MHAMBEENR , AW IAM R4 (0 IAM AR, AR ) ¢, REIMBRESHEX<AR®, BXES
EE , B IAM A FEREPA B Service-linked AR,

9 Amazon Inspector Classic 8| ZBRESH<AE

BEEFHEERSXBKAR, LR CompleteThisCreateActionInThisService £ AWS EEiZH A,
2 AWS API F18F AWS CLI , Amazon Inspector Classic @ R R BIZRSHX B E,

FERES<EKAR W7 Latest 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon Inspector Classic AriEE

9 Amazon Inspector Classic R RZHEXHE

Amazon Inspector Classic T /1 & 4m % AWSServiceRoleForAmazoninspector fRSHx A, 61
REXKERRE , ENLTEERACNEYN , ENTRESHEAKS|IAZAR, BERUUER IAM %
BAGER, BXEZEER , B2 (AM AFER) PHEERSIEKAE,

Ml :3E B F Amazon Inspector Classic F RS X< A

MRTBRECAENBERSKEKAECNIEIRS , RINEBUEHRZAR. XIFEERIEREE
HEEREFNREAXE, BR , BLALBRBRFEXBENER , REFRFINRE

(® Note

N R 1E 5323 B MR & JR AT , Amazon Inspector Classic IR EEERZAE® |, NI ERIE/ERTEE
LXK, MBREXMER , BEF/LO2HEER.

filE% AWSServiceRoleForAmazonInspectox £ # Amazon Inspector Classic &R

AWS Ik E£4Ri=1T Amazon Inspector Classic BIFTE AWS XiF it 75 | MIBRIREVIFE B4R, B
REZEER , 21 Amazon Inspector Classic 11 B #7.

ER IAM Fa MRS KB A e

R IAM #25& AWS CLI, = AWS API fifl Bk AWSServiceRoleForAmazonlnspectorfRESHEX AR,
BEXEZER , B2 (IAM AFER) FHORIBRESXEKAE,

Amazon Inspector Classic RS < A & X FH X

Amazon Inspector Classic X FEZBRFTANAMEXEFERARZSHEXAR, BEXESZER , ESH
AWS X33 #if S0

Amazon Inspector Classic & 3 114 7] 7 E k&
BAILERAUTER , BB MAEEEFEA Amazon Inspector 1 IAM B 7 8218 B 89 5 WL [@] &

£
« RFEIE Amazon Inspector FIf{TIRE
« REMIAIT iam : PassRole

mBEHEE WA Latest 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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« BEAWERUAHMAIA AWS K 5 A FKEY Amazon Inspector B R

K FTANIE Amazon Inspector R ITIRME
MRESRFERET , BAESENHITEMRE , ML EFHREE AL TFINITZIRE,

% mateojackson IAM AR ZREABEHAEETEEXEM my-example-widget BRMIFHAEFER ,
BFRHEREN inspector:GetlWidget WRAT , X E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector:GetWidget on resource: my-example-widget

FEHRBERT , BANEH mateojackson AFKER , LAFMERA inspector: GetWidget BAETHE
my-example-widget &iRo

MREBFERY , BHRRAEZHAWS EER, FNEEAREREREILN A

EFERINAT iam : PassRole

MREWE —MEIR |, BHLTRINIT iam:PassRole B , MAAEH KRB UA T A BILIELS

Amazon Inspector,

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

& H marymajor Ky IAM AP R E ARG A7 Amazon Inspector RHITIRIERN , @ K EUT R
BiR., BER , RELNEERFSACHBFHONRT AIMITILEE, Mary FTEBRABEKEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEH Mary FISRBE LA R F 31T 1am: PassRole #&1E,
MREEBEFEERY , FRRAECH AWS EEA, FHNEEARRBHEREILN A,
B AT EINB AR A AWS I/ 15RIFEE Amazon Inspector B R

LAt -1MAe  UEAEMKSHPNAFREALNNARTUERZABRKIL RGN TR, &7
UEEEESEEY , AURAAR, XTXHETRFEMNRBEHTRZEHZIR (ACL ) KRS , &7
£ X LR BE O] A R R T8RRI T3 R Ao

mBEHEE WA Latest 42
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ETHRESER , FZEAUATREA :

- E T Amazon Inspector B B X FXLINEE , iHZHAmazon Inspector Classic 215 IAM Bl &
i

« ETHRIMIEMNSRENGERENIFENE AWS IKF |, 26 IAM AP EERHEEEE AWS
KB5S — 1AM B PR3 1 BSR,

« ETHRIMMMEE= AR ENERNIFRINE AWS K | 555 IAM AP EETHmE= 512
HiFER. AWS Ik

- ETHRIMABESBHBEASRIERAHBNIR , TSR (IAM AFERE) AL SN ERRIEN
BF ( BHREERIE ) BEGRINR,

c ETHERAACNETRRNRMHTERSIGRIZEANES , 28 (AM AFERE) R IAM
BB BT P AR 18] o

Amazon Inspector Classic H Y B R id 12

Amazon Inspector Classic 5 AWS CloudTrail—I RS ERK , ZRFEMLAF, ABH AWS RFE
Amazon Inspector Classic F REUVIRIEMNIE R, CloudTrail I Si# Inspector Classic BFIFTE API
HABENES , BERBIT D% Inspector Classic #4#| & /Y18 A ML S #: Inspector Classic API
BRENRBAER

A <1 Amazon Inspector Classic F i CloudTrail EFZIEEME LR | S F 125 Amazon
Inspector £ 82 API {8 AWS CloudTrail,

& AT LAE AL T #h 5 3% Amazon Inspector Classic CloudWatch , B UERAEIEH T HA B 7 mliEm
I FRF R IERR. BRIANER T , Amazon Inspector Classic & CloudWatch £ 5 24N 8 & & SRR
.

&< CloudWatch & Amazon Inspector Classic Bt fERMEE |, {55 R EH I D k230 5
Inspector Classic CloudWatch,

Amazon Inspector Classic ##I S 41 &

Amazon Inspector Classic FWE# M2 —T AWS TE, AWS BIERM., iCRERNBEMITRIEK
EEEHMA

AWS BT ZIMMIZE BB X HTE S AWS ervice Health Dashboard £,

AEiSF Mk MR Latest 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://status.aws.amazon.com/
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BREM R B BT AWS Health Dashboard X % BN AKF . Bx A AR EE Health
Dashboard , 2% (AWS Health AF#EE) .

Amazon Inspector Classic B & # 18iF

Third-party fER 2N E MR —EB% , Fit/M3 Amazon Inspector Classic B £ AWS &#1
#17%ME, HPEHE SOC, PCIl, FedRAMP, HIPAA K Hft,

BXRBESHIUTLEE AR AWS RFFIXR , BSRBREMITRIR D H AWS SEE RV RS AWS 2E
Mitkl. BX—MER , FSHAWS &M it HAWS,

BRI LER THE=ZSFiTHRE AWS Artifacte BXREZER , HZHE AWS Artifact F R RS

IB1E £ A Amazon Inspector Classic I EMREBR T ENBFEANBERME, RLRNEHABHRUK
ERARERNZEN, AWS BETUTHRIFERASBKIMERE

- ZEMEEMMPENTER - XEBBEEITICTRIIEST , HEMTHE AWSEHEBETR
2MHFMERAENEEREN TR,

« £ Amazon Web Services E¥E HIPAA £ 585 — RAE PR T F L AIMFAFERAR AWS
BIENAERF, HIPAA-compliant

« AWS EMFEIRAWS — tk TEFNIEEERREE A TEAMENTLMAEBX,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config RF TSN B REEE S K
BELRAESNIRE, TULgNFEM,

« AWS Security Hub CSPM— 1tk AWS IRF A2 7 RENZ RS AWS | HBERERS
2T FRENRESEER,

Y/

HER

Amazon Inspector Classic ¥ E kS g

AWS £k EfiRERE S AWS XEEMTAXMHEN, AWS XERMAS N IEREEMEE A A
X , X&EAXBESRKIER, SAHENSERNRNNEREE, MATAHAKX , BHL0RITHREETH
Xz ELHh it BRI AR EBNRARFNREE, SEEANENRZSNBEFLEMIZEML
ATRAXEEESHITRAYE, REEINTT B,

AR AWS XEMAAXMNESEE , TSRAWS £REM IR,

Amazon Inspector Classic 2 SERAN , #EATTERREZNTAXRNITER. RTEHRFE
ATAX , EoBaEYtEAENR,

EMMERAE fRs Latest 44


https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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Amazon Inspector Classic £ Amazon S3 A EKEHIEFHE , FENBBEERSTRAMENEA
. Amazon S3 RMEFAMEM IR ERFEEEHE. EENITRIEM 99.999999999% W5 A 4.
FHBREATRAERNERESMERF , UREMEEANZSMEE L,

Amazon Inspector Classic ik L £ M

ER —BIEE RS , Amazon Inspector Classic % AWS £EKMELZ LRI, BX AWS Z2REU
R AWS RIPFEIRENER , BZRAWS n% 2, EEAEMREZSNRESRKRITEN
AWS IRE | iS5 S AWS ecurity Pillar Well-Architected Fram ework ##9 EtiZ HER T .

IEATLAER AWS E A API 8BS M 417 18] Amazon Inspector Classico B RMAMTIFLUTH

=

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- BEERLMAERE (PFS) WZRBEH , 20 DHE ( EEH ) = ECDHE ( #E th4k T E Y Diffie-
Hellman ) . Diffie-Hellman KA ZHIMRRLE ( W Java 7 REGERA ) BRiFXLERX,

A2 Amazon Inspector Classic MEFMRBRZEMNEZEL , S M the section called “M 4
Amazon Inspector Classic XA EBZ 2",

Amazon Inspector Classic & i Bt i& & E 2 47

Amazon Inspector Classic RIEMANRENTE LK , EAERNELEETE MM EC2 SEHIRY
BERSGD, REFRESHEELHRE (FHFREN ) . BX Amazon Inspector Classic RN E Z{F

B |, &% ® Amazon Inspector Classic X,

Amazon Inspector Classic & H1{E3Li

Amazon Inspector Classic I#ft T EBF AN ECHZERTRNFTEZERNRAERE BT, XEH
EXBRE—MAEN  HFIRRZEENZEH{RA R, XEFESRUBETESENINESTHZEIR
RER , BRNEANEANEZERERZmM A6,

B3 Amazon Inspector Classic' I Z £ JR{EREMN 5K , i5S ) the section called “Amazon Inspector
Classic Z& &IEXK",

Hutgwgzen W7 Latest 45


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon Inspector Classic AriEE

Amazon Inspector Classic X3

Amazon Inspector Classic {2 2 U & Amazon EC2 RSN EZE R4 BEEMBHEENEE, R
ETREMBARBRTHELER , BENEELENSANBFR Amazon EC2 3£ £ %% Amazon Inspector
Classic {832 , MEREBITEHZ &%,

BXRNAZE, HENEFLZERE  IARITICRERBESEEETURIMMITAREBEERERE
XENEZER , BZRAEET Linux WRERS LA Amazon Inspector Classic KIEMEE T
Windows Y1 1’E%4btﬁﬁﬁ Amazon Inspector Classic X3,

(@ Note
FToEAE A Amazon Inspector Classic SR BRI iz 17 P £4& 0] 25k 4 H il 2.

/A Important

Amazon Inspector Classic fXIB4kH Amazon EC2 S| TtHIEREEEZT. ©EAZGTEHE
BESS ( IMDSv1 % IMDSV2 ) BIARZAR 1 TRARAS 2 G RISEHI IR, ES =6 BiEFNA P
&, THAEX EC2 XA xBEBMER A ENESZEER.,

F&

» Amazon Inspector Classic 12X R

« F4&F Amazon Inspector Classic RIBZ £

» Amazon Inspector Classic X E#

o ENHBTFELEGEB

+ M Amazon Inspector Classic 58] AWS Ik #)

« Amazon Inspector Classic 1 R &l

+ &% Amazon Inspector Classic X2

o EET Linux BWIRER S LE A Amazon Inspector Classic X3

« EET Windows WIRIER S L H Amazon Inspector Classic V3

« (Ali%) FEE T Linux BYIRER S ERIE Amazon Inspector Classic RIBREMANZEH
« (ANi%) FEE F Windows BVIRIER 4 _EIAE Amazon Inspector Classic X Z &I AH & &

MRS Latest 46


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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Amazon Inspector Classic R

1B E BB BN BRRARR T 8% % Amazon Inspector Classic X 2, EZ X EFMNET Linux B
ERG L REGESEARFRNBEEITHAFERTHRITXMH. EZZIEFENET Windows H#ER1E

Rt REGEEFEFRSNRERS , XAURSHEAFERXTEH LocalSystem X RIE
1T

M <& Amazon Inspector Classic (XEBEZ £

Amazon Inspector Classic X2 E 35 Amazon Inspector Classic IREWFIEERE. XFRRNK
BXRMEGEAHART AN HIEMERR , LETUREENRIE. fl, RETEEED
arsenal.<region>.amazonaws.com , A UHT R AIBEN 4K Amazon S3 FiEfE. FF
W<region>E# N EIZ1T Amazon Inspector Classic BI3EBR AWS Xigi, BEXEZEL , BSH
AWS IP it stBE. ATERENMAEZBRNHEMEYYN , REEFEENZT2APITFRAR
fF M Amazon Inspector Classic EXE K A MEE,

REBBESZ TLS BRI REEH S Amazon Inspector Classic B1E , ZBEFRE EC2 RN ARx
BRHY AWS BERHTERRIE , RENMERIEAE , NEASZHN THREXAIFITEMRU, HHT
SHRIERN , RESFRNES EERZERS , HEVREBRSWESHENNE, MRESZHTM ,
NARBFEZBZITENES, XEESELEWILE JSON X4 , A ACIHEARESEASZARE
PARENSELRR. BSMNETRESBEREBPHRATTME L. TERITEEES.

FEiPAER , REGRERGEHIENKRFEUBELTZ TLS RPN BEFXLEHIELIEE Amazon
Inspector Classiceo REFTaBERHENPRERENRSE, EREBREENBIES , eaBBEREE
Amazon Inspector Classic A0, BRT EERNENKEN , REBELZRESEHMEXRERITH
BARME AR, Bl , T EEENRE AR ENEIBE.

Amazon Inspector Classic {2 E 3

£ Amazon Inspector Classic KEHEHEB AR , FEZHM Amazon S3 FHIFNAXLEETHH, X
B MEMLTFNRET., B3I EMDEEETHERIRNMFET 2 LEE EC2 K4l EMRIEHRR
AiEHl, FIEEHNZEHFH Amazon ESRFIRENAR , MBERHFSEANZ SR,

NTH-THRAENZ:  AESEFEFRHUL (S3) ZHNFFABEHMRET TLS EE#H{T

B, FERXRSHFATEORIE. BHEMSEPSIROAE-HHXHRFRATHRFESR , FRE
MEFSEREINSHHTRIE. AEFIRNEFRITEHNIT. MRQNIMEMER , NEHY
BRERAEREN. RE , AEEFIRNEGARREIE, EEFMTERD , FT2HRERHE

Amazon Inspector Classic X2 R MRS Latest 47


https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

Amazon Inspector Classic AriEE

KR4 EE B XX E Amazon Inspector Classico EEF TS , FENHE—SEREARZER I
KMGEN (MRER ) UREMAEFHFEBIZEEES,

& U 254 4 2 B 1

Amazon Inspector Classic B W Ad iz 17 [E 4 B EN BB R XFRE N JSON X, XL
# near-real-timeX@3d TLS £ % 2] Amazon Inspector Classic , £ BBEE AR B K per-assessment-run
MS BIE AT A 1T IR, XX HFL 27 7E Amazon Inspector Classic & Fi#Y Amazon S3 77
. Amazon Inspector Classic WM N 5|25 (R S3 FREBPNMEBENEHIE , ENFHER
XEHE | HEXNERENITFERANLBEEEUERER, S3 FEENENHRBENREUAHRIFE RS
. Amazon F&&EMEMAREARIKEZEIE. 30 Xjg , k& Amazon Inspector Classic
BARE S3 FEREE T APRE | A AMBERENEIE. BEI , Amazon Inspector Classic TR 4t
I U EE K9 N BB R API =R S3 12 iR T R ML o

M Amazon Inspector Classic 718 AWS Ik F

ER —Z 2RSS , Amazon Inspector Classic REEEEBN EWIREREKEZITHEY EC2 EHIt
FTELBEEH AWS KFFER. ©BIFEIZE Amazon Inspector Classic RSS2 B B#IT
BIARAE IAM TFEIREIMX — K. FEiFEEE , SENREHRTHFRIEBER 2B EC2 R4l EARb =%
# Amazon Inspector Classic XE Bz, BI2H Amazon Inspector Classic REF R (Hltn |, #EE
PR, THMEEIRFRS £ ER) FEMIEHE Amazon Inspector Classic B2 B ] HEH 15 9] R E
.,

Amazon Inspector Classic 1% R #l

A2 Amazon Inspector Classic RER &S E , 558 Amazon Inspector Classic JRZ5 PR &l o

Z % Amazon Inspector Classic ftIE

AILAEA Systems Manager Run Command $§ Amazon Inspector Classic fRIB L3 1E S R6 (B
EF Linux B2 FIFET Windows BIEHI) £, 5E , BAUBELERSN EC2 KHIREIMEZER
B, XEPHNIERE T XHAM I ENHHA,

B—NEME  ERHANETMEERTE LIEPLERBERE , IEFGEERFEENRE
Amazon EC2 k| b iRELZEKIE,

£}

BN BIEE A H W7 Latest 48


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html

Amazon Inspector Classic AriEE
- ffF Systems Manager Run Command £ %4 EC2 £4] E RFENRE

« £ET Linux ) EC2 =4l E RERE

« EET Windows #J EC2 L4l L ZRNE

(® Note
AEHWIEFERT Amazon Inspector Classic XFHFTE AWS XiF,

£ Systems Manager Run Command £ &4 EC2 3£l E 2 &R E

BAI LAE A Systems Manager Run Command £ EC2 35| £ %% Amazon Inspector Classic X2,
X BT —RIEZ AN (FFETF Linux METF Windows WEFIXARHENG D) LRBRERE,

/A Important
Debian #ER %L B sl A XA Systems Manager Run Command BB &%,

/A Important

EFEAED , FREAEH EC2 flELET SSM REHH IAM A& Run
Command, BRIAERT , SSM REE ZHETE Amazon EC2 Windows 3=4I#1 Amazon Linux
45l £, Amazon EC2 Systems Manager FE EC2 SR EFAEGTH IAM A€ , BT
THWRAFERRMAR, BXEZER , FERRENEE SSM REMN SSM BiELRL A
1=

£ Systems Manager Run Command £ %/ EC2 R4l L Z%& B

1. #TFF AWS Systems Manager #2414 , Rt H https://console.aws.amazon.com/systems-
manager/o

2. ESMBERFH TRAIE T, &F STH5%
1%£3#% Run a command ( iE1T—NET ) o

4., WFoaNH , FHiEBRTIBHAEN RN Amazoninspector-Manag e AWSAgent B A%, 1th 3T
A&7 EC2 3£ L %% Amazon Inspector Classic 1S3 it F R B 48,

/A Systems Manager Run Command £ £/ EC2 L6 2R NKE W7 Latest 49


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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5. XTF B, B UERATRMN G ZERE EC2 K6, BERITEBERNAMERG LLERE |, B
EER T eI2 WM B R iRE,

6. FERAMZHEZETHTPHNEANEMAAEMRESIER , REEE Run (E17).

(® Note

85& ] LAE B 22 144 B FRETE S EC2 354l ( ETF Linux MEF Windows #IEHI ) ERER
B twa AN AEE#RER £/ Run Command ZERBIRM. BXESEEL , 550 012
¥F1& B 5o

EET Linux B9 EC2 =4l ER%ERE

PATUTERUEET Linux B EC2 34 £ &% Amazon Inspector Classic X3,

EET Linux B EC2 32l E 2% R3E

1. BFRI—-METET Linux BWBRERS (BERHFZE Amazon Inspector Classic 1$3E) #y EC2
=61,
® Note

A X Amazon Inspector Classic XIFHWRERZNE LR , S HAmazon Inspector
Classic X FWRIERSH X,

2. BEETTIGEZ—RTHREBRERA
» wget https://inspector-agent.amazonaws.com/linux/latest/install

« curl -O https://inspector-agent.amazonaws.com/linux/latest/install

3. (W& ) WAREZREMARERSIRE, BXEZER , H5H (k) £ET Linux WRER
£ EI8UF Amazon Inspector Classic RIBLZERANZE,

4., BZRZEMRE | iE1E1T sudo bash install,

(® Note

MR SELinux RIBEH LR ENKRE | Amazon Inspector Classic AIRER MR N H T Z R4
WP ER. BB NREHENZMBRIAME initrc_t BN bin_t ki Xt

EET Linux B9 EC2 2] L R ERE WA Latest 50


https://docs.aws.amazon.com/systems-manager/latest/userguide/rc-console.html

Amazon Inspector Classic AriEE
BR. ERERE 2R , FAUTHSNbin_t E FX 2 #E4 Amazon Inspector Classic

IZ{THIZAS SELinux :
sudo semanage fcontext -a -t bin_t /etc/rc\.d/init\.d/awsagent

sudo semanage fcontext -a -t bin_t /etc/init\.d/awsagent

(® Note

ERENEHESTAN , MEHIM Amazon S3 TEHHNAXLEEH. BEXEZEER
&2 Amazon Inspector Classic X2 E #.

MRAEHRI G EHEHIRE , FELRRENESTUTHS

sudo bash install -u false

(® Note
( AIik ) ERBRAREBLZERA | H121T rminstallo

5. RIIRERPLZEHEREZTHENUTXHERE !
« libcurl4 ( 7£ Ubuntu 18.04 EtZEREHNEE )
* libcurl3
« libgccl
« 1ibc6
« libstdc++6
+ 1libssl1.0.1
« 1ibssl1.0.2 ( £ Debian 9 EZEREREE )
« libss1l1.1 ( % Ubuntu 20.04 LTS L ZERENFE )

* libpcap0.8

EE T Windows B EC2 345l F 231

PATUA TR EE T Windows B EC2 3=l £ %% Amazon Inspector Classic {$I,

EET Windows By EC2 324 - 23R 18 WA Latest 51



Amazon Inspector Classic AriEE

EE T Windows By EC2 324l E &% RIE

1. BEFIETET Windows HRFREAERERRE KER EC2 Kb,

® Note

A X Amazon Inspector Classic XIFHBREREHNEZFEE , HZHAmazon Inspector
Classic X FHIRIERSH X,

2. THLUT .exe X :

https://inspector-agent.amazonaws.com/windows/installer/latest/
AWSAgentInstall.exe

3. HAGTRTMNED (HAEENR) , SMEIE2 T8, AWSAgentInstall.exe HRFME , A
JEIZ1T .exe XHFUZERE,

(® Note
£ RENEFEEITAN , FEIM Amazon S3 TEHBMAXLEERH, BEXEZELR
&2 Amazon Inspector Classic X2 E #.
NREERINHEDERIRE , BELRERENEITUTHS
AWSAgentinstall.exe AUTOUPDATE=No

FEET Linux WRERS LA Amazon Inspector Classic I

WAL %, BBk, BIEFEH Amazon Inspector Classic KB TH. BFREZTET Linux B2
ERZH Amazon EC2 3R] , RABETUTE—EE. B> Amazon Inspector Classic XFHIRIER
ZHNEZEE |, BSAmazon Inspector Classic 3z #8132 55 F X 35

/A Important
Amazon Inspector Classic fXIBAkH Amazon EC2 Ef| THIEREEEZT. ©FEHAXZGTEHE
BR%5 ( IMDSv1 2% IMDSV2 ) BIARA 1 AR 2 iFRISEFI T EdE. ES R aBENASHK
&, THAEX EC2 XA xBEBMARI A ENESZEER.,

EET Linux WIRERS LA Amazon Inspector Classic X2 MRS Latest 52


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon Inspector Classic AriEE

® Note
AF @ ER T Amazon Inspector Classic XIFHFTE AWS X1,

ES]

+ IUF Amazon Inspector Classic K B R B EFEIZ{T

{21 Amazon Inspector Classic 14

JB3) Amazon Inspector Classic X3

&2k Amazon Inspector Classic XIBi& B
Bii® Amazon Inspector Classic K EBHWARIE X
EE Amazon Inspector Classic 1

I%UF Amazon Inspector Classic (X2 & Ei=
- ERIRERECRFHAERET, BEREMN EC2 Xf| , AEETUTSHS
sudo /opt/aws/awsagent/bin/awsagent status

SRR YETHRENRS , SRE - MEREERRARENEIR.

= 1E Amazon Inspector Classic X3
s EEILRE 6 HETUTHS:

sudo /etc/init.d/awsagent stop

B3 Amazon Inspector Classic 1
s EQZHAKE , HETUTHS:

sudo /etc/init.d/awsagent start
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& Amazon Inspector Classic XIEIRE

EI8H) EC2 4 &% #1217 Amazon Inspector Classic {RIBfE , AT LMEH agent . cFfgXXHFHH
REREHRRENITHN. EET Linux BWIRERSK L | agent.cfg XHALF /opt/aws/awsagent/
etc BEH, EERHRTF agent.cfg XHE , BXTELHBEHRBUEERER.

/A Important
P8 ZUE W IRIRAE Amazon Web Services Support B35S T 6k agent.cfg X#-

Bl & Amazon Inspector Classic X B E %

EXHUXNET Linux WRERZELHRENRERSSHEXHF  FEATEERRETENREREREX
., RTMEZER , HS I https://wiki.archlinux, org/index.php/proxy &i&.

SR T AR — -
G IR IRSS B 1) EC2 3R0) L REIE

1. BIE—1E R awsagent.env WXHHFZNMHRFE /etc/init.d/ BFH,
2. %% awsagent.env LIBEUTHEIANKELE

« export https_proxy=hostname:port
* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

(® Note

FERRGIFHENERAERNENBEFNHROSHE, N no_proxy ZEIEERHI T
R S 1P Mtk (169.254.169.254),

3. FTREET Linux B EC2 24l L 2= REIFERMFZITRFK LK Amazon Inspector Classic K3,

EEBZTHHRERN EC2 P LREREXE

1. EREREXE , £/ EC2 4 LiIZTHREMNMRASME 1.0.800.1 RE SRAE, MRERNK
BEEATEHEFRIR , MAEARIE Amazon Inspector Classic K2 28 [FE TR
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B RENRAREN 1.0.800.1 HESKRE, MRERNRESRAEHERIE , NATERE &£
E T Linux By EC2 324l =250 JREBEXEZ EC2 kPl LZFERE,

B —NE N awsagent.env X HFZ XM RFE /etc/init.d/ BFH,
%8 awsagent.env LIBEUTHRANKELZE

« export https_proxy=hostname:port
* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

® Note

FERTROIFHNERBRANEROENBNHAOSEHE, N no_proxy ZEIEE=HI T
BRI SH IP itk (169.254.169.254),

EERAUTHSELRE , UEFHBSHZNKE :
sudo /etc/init.d/awsagent restart

REREHNEN B EHRIREMMER

#H12k Amazon Inspector Classic X3

HERE
1. BFETET Linux WRERSGBESBEHFAEMN EC2 35461,
® Note

2

X Amazon Inspector Classic XIFHWRERENEZER , 1S HAmazon Inspector
Classic XIFHRIERS AN X,

EHHAE  BEEATIGSZ—
« £ Amazon Linux, CentOS fl Red Hat £ , E{TU TS :

sudo yum remove 'AwsAgent™

« 1£ Ubuntu Server + , EfTLLT&HH :
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sudo apt-get purge 'awsagent™

FEE T Windows FVEER S LA Amazon Inspector Classic G

B L B35, Z1EM{E Amazon Inspector Classic KEBHITH., BFZEZETET Windows HIRER
S0 EC2 324 , REMITARERE—ITE. BHX Amazon Inspector Classic XIEHNRERGNEZE
B , & Amazon Inspector Classic X FHIRIER S X,

/A Important
Amazon Inspector Classic X AkH Amazon EC2 =Rl TtHIEREEEZET. ©ERAEHI T
FEHRSS (IMDSv1or IMDSV2) BYRRAS 1 SRhRZR 2 1A B SEHI Tz, B2 FSKGl T HEFN AT
&, THAEX EC2 I xBEMNHEFENEZE R,

@ Note
AEHHHSERT Amazon Inspector Classic XIFHFTE AWS X1,

F&

« B3E{Z 1L Amazon Inspector Classic VBRI IUFZAEBRERIEEEIT
« &2k Amazon Inspector Classic XIiRE

- B Amazon Inspector Classic R B RE X &

- #H#E Amazon Inspector Classic 1V

B33 % Lk Amazon Inspector Classic (VB BIFZREBERBIEEIZT
Bz, FIESBIEE

1. HEEMW EC2 R4l £, &FEFFH. &7, AW A services.msc,
2. WMRREERINZEIT , REFE QPRI EIRIDIRE N Started 3 Running FIHIARS : AWS
Agent Service 1 AWS Agent Updater Service.

3. EFFHNRE , EAE2E AWS Agent Service , R ERB3. MREBRESHRINES , MRSE
FAEBIRIEEET,
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4. EEFIERE , BHEHE T AWS Agent Service , RFIEREIL, MRERSHINEL , NFEZE
RS (ERFEH) . BWETERELE AWS Agent Updater Service , RAX S IEZRIZNEN
P 7B R SR AY 1858 Th BE MIE A ME P o

5. ERIRERRTEREAEEET , BEREMNEC2 X4 , AREAEENRIAG SRR,
EMZE C:\Program Files\Amazon Web Services\AWS Agent , REETUT@®S :

AWSAgentStatus.exe

HHTRHERYIETHRENRS , SRE - MEREERRRENHEIR.

& Amazon Inspector Classic X E1& &

18K EC2 4| L &% Hi21T Amazon Inspector Classic {RIBfE , BRI LMEH agent . cFfgXXHEHFH
REREHXRENITHN. EET Windows BWIRIERSG L |, XML TF C:\ProgramData\Amazon
Web Services\AWS Agent BEH., EEHHREF agent.cfg XHFE , BLTUELEHBEHRE L
EEWREN,

/A Important
58 ZUE W IEINIE Amazon Web Services Support B935S T8 agent . cfg X4,

Bl & Amazon Inspector Classic R B RE X #F

EHEET Windows WIRERZ LR REBENREXE , EERA WinHTTP RE, E A netsh XA
EFRE WinHTTP REE |, 2 M AT Windows i XAZ i (WINHTTP) B9 Netsh @55

/A Important
ET Windows BYSEHMR 28 HTTPS RE,

TR THIEREZ— :
EERRERS SR EC2 K6 LR ENRE

1. THEET .exe X : https://dlwk0@tztpsnttl.cloudfront.net/windows/
installer/latest/AWSAgentInstall.exe
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2. ABTRTFEAOR PowerShell EA ( FAEENIR ) . SMEEFTEHRD
AWSAgentInstall.exe REFEIWME , REETUTHS

.\AWSAgentInstall.exe /install USEPROXY=1

EEBZTHHRERN EC2 P EBEREXE

1. EREREXE , B/ EC2 324l LiZ1TH Amazon Inspector Classic {SIE R AR A %2 1.0.0.59
REFRE. MRENRESHATEIEHIRE , WAIEAE 3 ZE L Amazon Inspector Classic
REFRIFZREEREEETIRRBRIEEZNRENREARERN 1.0.059 RESHRAK, WRE
AARESHEFEFIRE , WMSFERE EET Windows B EC2 =4 E Z#ERIE SRBIXIEZ
EC2 L6l 2 %ERE,

2. HFEMERYmESS (regedit.exe)s

3. SMEBLATEMERIN : "HKEY_LOCAL_MACHINE/SOFTWARE/Amazon Web Services/AWS
Agent Updater",

4. FEICEMRIA , BIE—NE R "UseProxy" B EMER DWORD(32bit) 1B,

5. MEHWEHFLEREN 1.

6. #Aservices.msc , ERFE O FFKE AWS Agent Service Fl AWS Agent Updater Service ,
REEFBHIBNINERE, EXHNHERDERSIG , E1T AWSAgentStatus.exe XH (&
S4B 3 HAF L Amazon Inspector Classic RERB I ZRERBEEEITHHNIRS ), EFL
WRENRSHBACTEANREREENRE,

#H12k Amazon Inspector Classic X3
HEHRREE
1. BFRE—/MNETET Windows BIRIER S (BEREH P EIE Amazon Inspector Classic fXE) B

EC2 =4,

(® Note

B < Amazon Inspector Classic XIFHRERENEZE S , 55K Amazon Inspector
Classic XIFHRIERSN X,

2. TEEBM EC2 =4l L | XS M E Control Panel 1 Add/Remove Programs,
3. HEEZREERFRMIIRD , &FEAWS RE , RAFER HE.
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(Ali%) EE T Linux VRERS LR UE Amazon Inspector Classic 1%
BZERHANEAH

AREBHRBIEET Linux BIRIERZH Amazon Inspector Classic RIEBZEM AR BB RN EWH
U =N

FTRAEIM Internet THNARERF , RMNBEUERIERGRBENT D , ARENARFMRITUK
REEEEEHRHRAR, Z2RPERTRESHARESIEME SRR N AREFRAE,

MRBEERTAETFNSERE , BEEZA T Amazon Inspector Classic KB4 EEE N HIR
R, BTREETRENXH. BB R Amazon Web Services Support,

FERATET Linux BIRERZH Amazon Inspector Classic REXH 2 GnuPG ( R£HFLERM
Pretty Good Privacy B FF IR #11T (OpenPGP) #rAt ) #1TEE M. GnuPG ( tE¥N GPG ) BT
FERESORIENMTEMKRE, Amazon EC2 K4 TERATRIE T Amazon EC2 CLI TE®
NERPMZEAE, BX PGP H GnuPG (GPG) WEZEE , HS 1 http://www.gnupg.org.

E—SPREVHEATHEIEGEE. TEHHAGENLER  RELEFHNMEARBERNEA
REFZAEZHARMBEHNRAR, ZARRENLNERANES, RIEAEFFANESME |, &7
LUEREXRBIINARFNZSSE,

IE
- ZEGPGIE

- BIFEHSALNER
. BIFRHanZE

&

ZHE GPG I E

MREHRERSER Linux 3 Unix , GPG TRRTHELRE. ENRRALRFORERLETS
BEMTRATLRA gpg. MRERE GPG TH , BLEFEF GPC mHRT. MREBRE GPG
TIE, SABIERES  SREEERIDS. CTUNFHERE GnuPG &,

EE T Debian B Linux ER%E GPG I &

MALIRIZRBIZITLAT a8 F © apt-get install gnupg.
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RAriEmE

EETF Red Hat B9 Linux ER%E GPG I &

«  MARREZITUA TS : yum install gnupg.

BIEASARNEEN

ARIBIT —F REIUE Amazon Inspector Classic 28 %43 , H1E GPG R FERFMA A EER

EH S A Amazon Inspector Classic 228 %47

1. BERITTIIREZ —REULNH GPG £ B AMNEIA

M https://d1wkOtztpsntt1.cloudfront &, net/linux/latest/inspector.gpg.

« MUTNEPHNZEPESFMUESEEN inspector.gpg WXHH, BRIEZTIHAED :

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHYObdXAD68yhp2mINyH3B0Oz1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhel rQu95dwDgMcw90
gfom1likKVHjdVQ9qNH1B20FknPDXxMDRHcrmlJYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39¢c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMq3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tx
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2io7mSTAIRECrANrzYzfp5v7uD7w8Dk0X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIXMY{QJ421uATHYYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAJgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmMY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0Ja8D7sCkKG+8LuyMpcPDyqgptLrYPprUWtz2+qLCHgpWsrku7ateF
Xx4hWS@jUVeHPaBzI9VINTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/Qr/
HIkKzzqQQaa0f5t9zc5DKwi+dFmIbRUyaq22xs8C81UO0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNjC5]3+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPNn0/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7q2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1JzwPIFfB3mMc7qLi+gX
MJtEX8KJ/iVUQStHHAG7daL1lbxpWSI3BRuaHsWbBGQ/mcHBgUUOQJyEp5LAdg9Fs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RV6gZvyI
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Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbDhgJUesqiCy
=iEhB

2. TEfR7F inspector.gpg W B ZPM B TRIFL , AU TS Amazon Inspector Classic 2H
RHS ABHR -

gpg --import inspector.gpg
ZwTRENERELTFTHAREA :

gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)

FIETZRE, RAT-FSFEAR, £L—TPIF , &EN 58360418,
3. BEUEITUTE®T , ¥ key-value BN L —SHWERBIERL :

gpg --fingerprint key-value
ZwSRENLERELUTTAAS :

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

A, BRERFBENES LR REIHFTRE DDA® D4C5 10AE 3C20 6F46 6DCO 2474 0960
5836 0418 M[E. FMREMNZFFAEUERT LEAHNIBIHITHER, SIINZEELE. NMRE
NAEE | BAREZR%E Amazon Inspector Classic R L ZEMIZA | H B3R Amazon Web Services
Support,

RIERHFINER

R GPGITE, RIEH S A Amazon Inspector Classic AEZHAURBINABEZATERE , EATMN
WIFRRHANES.
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Wi R R AL R

1.

2.

EoTRAL , BITU TR SUTREZRMANE S X4

curl -0 https://inspector-agent.amazonaws.com/linux/latest/install.sig

BEEERE install.sig M Amazon Inspector Classic Z&E X4 B XA B SR RFLIETT
UTHeXRBIIELE, XANXHELREFEE,

gpg --verify ./install.sig
BMEHNSTRARRM

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836 0418

MR HBTEEIE Good signature from "Amazon Inspector
<inspector@amazon.com>" , MEKE S KIIRIEZE , B LAKEEZIT Amazon Inspector
Classic ZEMZ,

MRHHEEIEEIE BAD signature , IREREEBRNIT T HEE, MREFEREBIWE |
BAREZTZA TEHNTEXH , MR Amazon Web Services Support,

THREXETRFINEENEAGS -

WARNING: This key is not certified with a trusted signature! There is no indication that the
signature belongs to the owner. X &k RI& RS B 2 #48 Amazon Inspector Classicty Al {E 08 %4
WANAGERS. BRBRT , £854E AWS B AEHFEHEKEEHR. BEEELNERIR , MH
TR, ELRAIS , ZMUEH AWS Mk,

gpg: no ultimately trusted keys found. XEKE R (REEENEHMA) NBFERAFRLITIEE

BXEZEER , HSH http://www.gnupg.orge
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(Al3) EE T Windows FVIRER 4 LI UE Amazon Inspector
Classic R EEZERITHNE R

REBHREIEE T Windows HIRIER K Amazon Inspector Classic (RIBZER AR R BB M EW
Opug

FTRATEIM Internet THNARERF , RINBEUERIERGRBENT D , ARENARFMRITUK
REEEEEHRHRR, Z2RPERTRESHARSUEME SRR N AREFRA,

MRBEERTAEBFNSERE , BEEZA T Amazon Inspector Classic KB4 EEE N HIR
R, BTREETRENXH. BB R Amazon Web Services Support,

ERIFET Windows WIRERS LW E THENREBZEMAREE R , KB ARE Amazon Services
LLC X AP EXETIHE

E8 83 C53AF78CBA7C F5A247 E9 B8 86 FC E9 68 EE 0B 36
BERIUF(E , FHTUTERE !

AR 2L TEHM AWSAgentInstall.exe , REITI Properties (BH) B O,
EREBFERETF,

EZHZHIRD | % Amazon Web Services, Inc. , RFEZRFMER.
EEEHEDF (MREKRER), REEREFIED.

ERFAEEETF , REERERTHIRFHLER (MR ERER),

A TRIEELFINELFR , AREREEY. XHFETHEOFEREMEQE,

o a0 kA w N =

- MRTHEOFHESLESTUTE
E8 83 C53AF7 8CBA7C F5A247 E9 B8 86 FC E9 68 EE 0B 36

MENETHREZEMEARAEN , HETURERE,
s MRATHHFAGFEEOFNENEFTEFTTLRE , BFEZIT AWSAgentInstall.exe,
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Amazon Inspector Classic {4 B #5

&7 AE Al Amazon Inspector Classic 3k AWS 1F{& &R T B 45 ( B AWS BIRES ) REFEL
RZERNEERLEE,

/A Important

Bl , BT L ERRERESIIENRERZE LZTH EC2 RHIARKR. BEXZEHENRER
ST LN AWS XEWER |, 555 the section called “XFWIRERSEMXEH",

(® Note
EXE3) EC2 £HINEER , 2 Amazon Elastic Compute Cloud 344,

FH

o NEBRPIFFZ G2 1TE B4R

« Amazon Inspector Classic 1¥F1& B #xBR
- Bl B R

o MIBRITAE B $R

7B R INFR S 6 22 1T 44 B AR

E 021114 B F5 L& Amazon Inspector Classic # 1Tl , iHEXNETSEBIRPH EC2 EHIF IR
X, MERAETHENRRREE , AT RIIMALEHSFHMEM AWS &BIR., Amazon Inspector
Classic £ &8I B2 WIS RIFMAE T 288 B FR93=41,

BN AWS REEHEERNZANEN AR, Fln , BALEREZRAGERN BN, FEBTEN
“MyFirstinstance”s AEFIRMIRE S , AT A Amazon Inspector Classic 2 &I & £ 2 ¥4 B
¥ro EARBIEHRSEZSMRSRENTE,

HIEN EC2 KHIRMIRZE AR IT(E BFret , LA GIEZE S BE AR RANEAR — AWS K
FPHREMASIENRERA, SHETUER AWS B CIBMREEA. S, AWS B3I A EREFH
EC2 RfleI2 & MR,

N BER DIFREE LB T4 B AR IR Latest 64
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IER ARSI EARFRPRARE RN R EC2 2, th A BUERA EC2 KBRS & HE £ —XAm, EX
MBR — MRE . BIE A E AR R SR — IR R N E 24 EC2 KA.

BEXEZER , BZRANERESR. BXN EC2 ZAFMFENESER , BSRHARANTEL,

Amazon Inspector Classic 114 B #x PR &l

BN AWS K& Z A AR 50 MEE BT, BEXEZER , B3 H Amazon Inspector Classic RS
R,

BIZE1FE B iR

&\ {E A Amazon Inspector Classic 2 #| & 8 21744 B #5.
B T4 B R

1. BF AWS BB A HITHF Amazon Inspector Classic #&l& , Wit A https:/
console.aws.amazon.com/inspector/o

2. ESMBERD | % Assessment Targets (It B #5) , RFi%# Create (BIE),

3. XF Name (B%) , @ A1TEEIRBVBR

4, BEHITUT®REZ—:

- EFf AWS IKF X BHHATE EC2 KB HELMITMHA BARF |, B+ “FIAESRH Ei&k4E,

® Note
HEERALEDN |, IEIMEETPEENRARBHRFER. BXEZER , S

¥ Amazon Inspector Classic BRZ% PR %l

- BRBERLTEBEARPEEM EC2 K6 , W TEANRE , MARSRENAREX,

5 (W) ZCIEBRE , BALUEP ZRABEEEUEBIRPIATE EC2 £l L RERE,
EFAIED , £8 EC2 KfI4MEHR SSM REHH IAM A& Run Command. ERIAtE
M, SSM R 2 %% 7 Amazon EC2 Windows 34IF1 Amazon Linux 3£4I £, Amazon EC2
Systems Manager FE EC2 SKHIEELEmTH IAM A€ , BRITHTHAFREGRMAR,
BEXEZEE , BZH £EMBEE SSM RKEFMHA System Manager il EZ £ A,
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/A Important
MR EC2RPIEEHLEZTRE , WEAKENSFHIEZEN LEITHREERN R
MARERRA,

(@ Note

NTFENRETEE R, BALUERE £/ Run Command ZENE A ATELL B RHIFR
B EC2 K| L 2ENRHE,

® Note
1&&E ] LAME A Systems Manager Run Command AR A REZ 4 EC2 =4 ( WEF
Linux METF Windows WRBIXARENGS ) LXERE, AXEZER , BSHAEA
Systems Manager Run Command £ % EC2 3£ £ &% Amazon Inspector {3,

6. ‘&R

® Note

BRI ERATMEER TELN MK BRF ZERETHBERPIENAE EC2 £6l. X¥TF&E4
EC2 26l , Bl LLEFEHA. E4] ID, IP it IR KRBHRS (WREA ) . RERDH
BELTE: B, FEEMKRH, % Amazon Inspector Classic To2HE EC2 EHl L2 E
BEREEEEZTH , E2ERKRIRES,

il BR 14k B AR

EMBERITME B AR, FRITUATERE,
i BR 1AL B AR

- 1E Assessment targets (I B+5) WE L , EEERRHV B IR , REIEF Delete (HER). HR5
RREHEINR , EERE,

i BRiT4E B AR W7 Latest 66
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/A Important
HEMBREMIME B , SZBRRBENAETEER, FEE1T. WRENSERMRE
AR BR

B A LAME DeleteAssessmentTarget APl HilBRiE{d B #Ro

i BRiT4E B AR W7 Latest 67
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Amazon Inspector Classic #-2 F# |

A LAE A Amazon Inspector Classic TG &8V 1T (4 B 5 (AWS BRIENES) FRBFEEENZ S
BT E. Amazon Inspector Classic 2P BN ITHNZLEESFIELZ AN S# TR,
£ Amazon Inspector ClassicErEH | #1MI 2 Amazon Inspector Classic i {&E THERITHZ R
&,

£ Amazon Inspector Classic A , MN#ZEF, PFEMHHEN T EIFTRINANTH, XEETTLE
BRAHITH o ATEIERE, #la0 | Amazon Inspector Classic 2t 7 KB A FiHENAREFHMAN, 8
BREEFEAEHP—Ho TAMANRGEFRHEEHEXANBEXFRANFERLRH, HERR
IT BTN ARESFLEREHNARFREAHBETMNLEREM. Htt AR AREFENESEMN

A&,

« Amazon Inspector Classic 5 #L 0 §9 ™ 2 14 4% 5
« Amazon Inspector Classic B # N

Amazon Inspector Classic H#L I #Y ™ & M4 4 5

&% Amazon Inspector Classic AN EBEIBENTEM RS, XEETED TP A ZNIANERENR L
IRFHER, ©F JERN ZRE B -8 7E (7 2 A &S Bh 1858 12 18 69 1

B, FNELINEBEIFETRSBIMEERTHERNENE, TBENTAMZIRNEZERE, X
LR WX BN ETRBASREEH TR S KR ERFBER KB,

FEERFNREE RTHERNRLEEFHAER.

DUTRBEMENTERENX RBHNHEESZ

- B -5 EMRBERNES. Amazon Inspector Classic BRIt 24 BB N ES1E R H 323 Al
PATHNRIETE

- R-hEEERETALEEZES, Amazon Inspector Classic BIWIEHET — X ATRERI WL &8 S itk [H]
B, flm, BT —RBRSEFEES

- K- EEEMEETETRAEZESR, Amazon Inspector Classic B &F I BER RN EF —TRESE
Ty —EB o #1TIEE.

- SR -XERBNESE, BRESHLSHNALER , B THEESIFATCRESITMEERNE
2,
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SR DIE v i3
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NEREREBEXBHFTLLTHRINES.

PRI E RN BER AWS AERA R 2T FHRHFRAR,

XLEHM £ R E RKRARET M Internet ( B Internet M%< , B3E Application Load Balancer £
A ES FHEAF ), VPC WEEES VPN ( BEEELMX ) FEENEO, XELTERHE
RTAGTEBEEBRETRNNERE , fINEEFTENRELE ACLs IGWS, |, &,

XEMNFEIT B RGN AWS ME |, FREXER EC2 SEAHIRYM L1 R Al 6 ES B 4R iR VLB
BERLERGSEEEITLETH , EAUKRFANNEZZERE , MEFTTERBNAREHE
g, XEHFEIRERXER , AHREBVPCHFELEMN VPNs,

\

2

/A Important
FAHNE , ITE Amazon Inspector Classic X BN o] {588 EC2 241, HER , REMNW
REE AT AR B i im O A H BN FEENER. B2 Amazon Inspector Classic
THENWRERG LZRERE, IRETTAZIFNRERGNIES LEERE |, MIMEAEE
MR 2R E A T iZ3= 6.
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R AT EE MM LT RN EERSFERE

« Amazon EC2 3245
- NABRFAEYES

* Direct Connect

» Elastic Load Balancer

- BEMMKED

« BERMM X (IGWs)

- MEiHREFIFR (ACLs)
- AT

. T2 (SGs)

+ M

- ERFRB T (VPCs)

. EEVZEAMX (VGWSs)

« VPC X &iE#

A B3R M A

METEA AN ELT JEAMERE |, XERBANN TN VPC AFHEHONER :
+ Internet - Internet M%< ( 23F Application Load Balancer #1228 f1 15 #7385 )

+ PeeredVPC - VPC & iE#E

« VGW - EHLEAMX

LREKH

BIEME T EIAE RN DA E TN BN TR R MR HIRE AT RN

* RecognizedPort

* UnrecognizedPortWithListener

* NetworkExposure
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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RecognizedPort

BERATEARSHNRORAIHRN, MRREMTER EC2 X6l L, MERKNERERER KA L
REFEEINMTHE, BREEARSHNEZERMALRBENERAETERS

* RecognizedPortWithListener - AIEI S ER M EA ML H Internet FAEB 5 B B 1R 3 8V I
O, AE#BEEKIZED,

- RecognizedPortNoListener - B FEMKALA MM A H Internet ATBHEEO , HEEBEM

O e i QAR

+ RecognizedPortNoAgent — BN EMNMEAHHMN L Internet AT IHMEIH O, MRFEBEIR

Kh| EREAE , NEEBERESFEMYTRONHERE,

TRERSIRA ARSI

AR S5

SMB

NetBIOS

LDAP

LDAP over TLS

=F H % LDAP

%[5 B % LDAP over TLS
NFS

Kerberos

RPC
WINS
DHCP

Syslog

TCP %0

445

137, 139

389

636

3268

3269

111, 2049, 4045, 1110

88, 464, 54
3. 544, 749, 751

111, 135, 530
1512, 42
67, 68, 546, 547

601

UDP # O
445
137, 138

389

111, 2049, 4045, 1110

88, 464, 749, 750, 751, 752

111, 135, 530
1512, 42
67. 68, 546, 547
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BR S5 TCP %O UDP i M
FTENARSS 515
Telnet 23 23
FTP 21 21
SSH 22 22
RDP 3389 3389
MongoDB 27017, 27018, 27019,

28017
SQL Server 1433 1434
MySQL 3306
PostgreSQL 5432
Oracle 1521, 1630
Elasticsearch 9300, 9200
HTTP 80 80
HTTPS 443 443

UnrecogizedPortWithListener

ERARIEAHOAZAHRG , HEZKO EEGEEHNNMITHE, BTHEBENLERE RERMIT
HENEE , BN YBEFr EC2 k6| L% T Amazon Inspector KER AJAE KT FHEERPY
GRAETERTERS

NetworkExposure

MR LR B RN EC2 RHI L ABAMNBONRAES, MTF EC2 Rl LMK EDR
RLEWEMS | XEERERAWNN TCP F UDP HOBE M, hXBNEREATERIIE
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WREFEFHANEETFRIEEHITEEIRPHN EC2 X REAIGE L RBMEE (CVEs ) . WiEH
AFAREHINRARBRERSIBEANZYE, TEERTAYE. CVE RERETHXN QAL ETH
EERERBENBRAENSE S X, BXEZEER , HZSH hitps://cve.mitre.org/o

R Amazon Inspector Classic iFfh4E KB E R P HIASEEMN CVE , BT https://cve.mitre.org/ H
3% CVE ID (f5l7n , CVE-2009-0021), EERLRAEMAXRYE CVE, HFEHNERB SN IFAE
=

FNFELFEFMEE (CVE) N2 , Amazon Inspector BET TR #EH CVSS EXRF S M ALAS mEM
Kal

Amazon Inspector ™ E % CVSS Eiti 5 8 ALAS F=E1f% ( & CVSS Kif
)

= >=5 AREHEE

i <5and >= 2.1 /7

(i <2.1and>=0.8 &

EaM <0.8 FEH

B4R B E AN AT H B RIS EC2 KAIREBRE CVEs EUATXIFHIIRS :

- ZXEXRH (HBERILIEER)

« XERD (HXH)

« XEAES (MREELILER )
- XEAR (HBHX )

- B (ZERZ)

< BN CE=ZRE )

) N GE: )

« KM (ITRFRE )
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https://s3.us-east-1.amazonaws.com/rules-engine.us-east-1/CVEList.txt
https://s3.us-east-2.amazonaws.com/rules-engine.us-east-2/CVEList.txt
https://s3.us-west-1.amazonaws.com/rules-engine.us-west-1/CVEList.txt
https://s3.us-west-2.amazonaws.com/rules-engine.us-west-2/CVEList.txt
https://s3.eu-west-1.amazonaws.com/rules-engine.eu-west-1/CVEList.txt
https://s3.eu-central-1.amazonaws.com/rules-engine.eu-central-1/CVEList.txt
https://s3.eu-west-2.amazonaws.com/rules-engine.eu-west-2/CVEList.txt
https://s3.eu-north-1.amazonaws.com/rules-engine.eu-north-1/CVEList.txt
https://s3.ap-northeast-1.amazonaws.com/rules-engine.ap-northeast-1/CVEList.txt
https://s3.ap-northeast-2.amazonaws.com/rules-engine.ap-northeast-2/CVEList.txt
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« TAMKX (FX)

« TAMKX (XE)

« AWS W GovCloud est ( =H )

« AWS GovCloud =& ( £H )

CVE MV BLEHEH ; KIRSFERLRILIRNBENBTHITMSTHESHMAN, CVEs

BXEZER , BSR IENBRERSEH Amazon Inspector Classic #L1IE,

Center for Internet Security (CIS) &/

CISZLEHITRIEMHTENHE, NE, ETHIONTURESE  UBBALTENESHZS
%, AWS 2 CIS Z£E#EK R T, B> Amazon Inspector Classic INIEHI IR | 55 CIS Mk
E# Amazon Web Services T Ho

Amazon Inspector Classic HAJ1EM T % CIS INEMRMNBREFBEELEA T T RERENLZLERE
Ly

Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1

e CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2

e CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1

e CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Workstation
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Workstation
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https://s3.ap-south-1.amazonaws.com/rules-engine.ap-south-1/CVEList.txt
https://s3.ap-southeast-2.amazonaws.com/rules-engine.ap-southeast-2/CVEList.txt
https://s3.us-gov-west-1.amazonaws.com/rules-engine.us-gov-west-1/CVEList.txt
https://s3.us-gov-east-1.amazonaws.com/rules-engine.us-gov-east-1/CVEList.txt
https://benchmarks.cisecurity.org/membership/certified/amazon/
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e CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Workstation

Red Hat Enterprise Linux

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Workstation

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 1
Server

« CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Server

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2. Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Workstation

Ubuntu

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1
Workstation

* CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

Center for Internet Security (CIS) WRZK Latest 75
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e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Next Generation Windows Security Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Domain Controller Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Domain Controller Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Member Server Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Member Server Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Member Server Profile)

Center for Internet Security (CIS) WRZK Latest 76
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* Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Domain Controller Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Domain Controller Profile)

 Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Member Server Profile)

R Amazon Inspector Classic WEZTERMNERP HIISER CIS £ , LA M https:/
benchmarks.cisecurity.org/ FE L E AR PDF XN IFHAER (FERFTIEM ) . LWEHAEREMT
BXRILCIS B, HEEMURNAERCHFMAEE,

BXEZER , B5R IENBRERSH Amazon Inspector Classic H1UE,

Amazon Inspector Classic &£ &1Lk

5 Amazon Inspector Classic AN & B HELRNRENEERETZ £,
/A Important
AT, BETET Linux WEBRERSHE T Windows WIRERSH EC2 ER4laESEITME
B¥rH,

FEIEZETEIE , AT P EROANFRNERZITET Linux EI’J? YER SR EC2 SEHIR L
AT EERK _ﬂ'gﬂz Windows HVIRERSE EC2 KL
BEXELER , B2 XENBRIERSH Amazon Inspector Classm N,

£

- ZIHEARFTUEBEE SSH #ITER
« {XZ#F SSH R A 2

« BB SSH #HITEB S ORI
- BEFBNRKERY

- BEERBRINKE
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- BEFBELEE
- BA ASLR
- J5H DEP
- BERSH FNNR

ZIFEARZULEY SSH #1TE %

LN R B E SSH TR EFREEEEN A FEARFIERFERN EC2 541,
EM

ik
HERI
HEBFRTH EC2 RAIERENATAFEARZIEET SSH #1TE R, XLEARIWENK
=,
BRIRTT %
BIWER EC2 RAIFE N LERIK BT SSH #1758 %, MELEN , LERAFPSHERH

£/ sudo AR, EER SSH B EF , 1B PermitRootLogin ®EN no ( £ /etc/
ssh/sshd_config X## ) , REES sshd,

{R3Z#F SSH 2~ 2

e AR B TE AR R EC2 KB RB B EE N X SSH MHIEURE 1,
EM

E
BELH

T EFRPRY EC2 SRAIREE N XHF SSH 1, REBTHRITMRBAKRE T H2eMH,
RR T3 E

BTG EART M EC2 KHIB B NN ZHF SSH-2 REBEMA, XF OpenSSH , &aJLUET
£ /etc/ssh/sshd_config X#HHIRE Protocol 2 REUMX—2, BXEZER , HFSH
man sshd_config.
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)@ SSH #1728 5 4181

LA N FE By E R EC2 KAIRBEEE N I FEN SSH M ITEE & BRI,
EM

ik
BHERI
T EFRPRY EC2 RAINERE N XFEY SSH #TEB S ORI, BESNRIESZRIWE ,
WA, MREEAUXEFETRANSHRIL.
RIRTT %
BUEX EC2 RHIZEARBE SSH NEBSHRIE , HEAXNETHRANFHRIEN XK, XFX

KBNBRAOABEHRINER, BXEZEE |, BHSH https://aws.amazon.com/articles/1233/, MRX
BFEZBEESMRIE , BEHEAXNAFED AE IP ik X SSH RFEFHITRIER,

Be 1B 3 10 B K fE A 3
WA B RBEEN EC2 RH| L RERBNBKEAN,
FE
ik
BEXN

RAATEEFRPH EC2 KO EZBRKEAH,
R IRTT %

MREFEANRFE , BIETEERFHATE EC2 R LEEZRBMREKEAN, XFTEAFE
HERHEZE , BOFBBENRENERIER, ENNERAFBRLRE , EFEH chage mH. 2R
FIENRAFREZBNRKERR , %58 /etc/login.defs XY PASS_MAX_DAYS F

B,

BEERBRNKE

I FHBBRERSELEN EC2 RHl LREEBH &/ N KE.
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FE%

HE
BELH

KA EFRPR EC2 RHIREZBH &/ NKE.
fRIRTT %

MREBERANRED , BUEEITEBERPHE EC2 6l LREFBHR/NKE. BIERTRD
ZREEMNR/NEBBENREHRINE, SULUEEER pwquality. conf XHHH TR
TZIRE : minlenB THREZER |, iS5 https://linux.die. net/man/5/pwquality.conf,

MR pwquality.conf EEMKGI EFRATA |, B LUEA pam_cracklib.so BRIRE
minleni&dl, HXEZER , HZF man pam_cracklib,

minlen EIWMMNIZERN 14 HE K,

MEZBERE
AN B RERBEEN EC2 RH| L RERDERENH,
FE

HE
BEXH

RAEPAE B ARRE EC2 RpI L RERBERENHREH. KHAVAS REMLED | LN
RN R PR AR AR 1L,

WA T3 S
MBLEANLEE , BUEHITEEFAOAE EC2 SOAREN BE-—ENTBERE, EAL

BEEA pwquality.conf PP TERINITIZIRYE : 1credit, ucredit. dcredit
ocredit, BATHEZEE , HS M https://linux.die. net/man/5/pwquality.conf,

R pwquality.conf &M EFAA | EBAIUFER pam_cracklib.so &t
®E lcredit. ucredit, dcredit M ocredit &M, BXEZEEL , 50 man
pam_cracklib,

BMEBINTHESRNTHRET 1, WTFHAR

BERBERE IR Latest 80


https://linux.die.net/man/5/pwquality.conf
https://linux.die.net/man/8/pam_cracklib
https://linux.die.net/man/5/pwquality.conf
https://linux.die.net/man/8/pam_cracklib
https://linux.die.net/man/8/pam_cracklib

Amazon Inspector Classic AriEE

lcredit <= -1, ucredit <= -1, dcredit<= -1, ocredit <= -1

AN | iZ remember EIMAAIRE RN 12 LEAWE. BXEZELR , SH man pam_unix.

B ASLR
0 45 28 B B 2 B B 1E 104 B R B EC2 SSAIBYIRAER SE b 2 FA bkt 20 6 75 R BE AL (ASLR).
P&

h&
BEEI

& B H EC2 EHIRZ A ASLR,

fRR T &
ERRTAERNETESY , BIUEETET echo 2 | sudo tee /proc/sys/kernel/
randomize_va_spacefE B ¥rBIFTE EC2 EHIMVIRERSE LS A ASLR,

/5 A DEP

LM HE B E R B E HE B HrP R EC2 KAIRVIRIERS LB BBIEMITRY (DEP),

(@ Note
BB ARM AL 2RAY EC2 KA IS MM,

EM

HE
BELH

W& B #R B9 EC2 I B A DEP,
BB R T 5%

BUESEITEBERPHAME EC2 ROINRERS LS A DEP, 5 A DEP FEAZHXEHEARR
BRENKIIRZLZEME,
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BLiE R4 H FAXR

HEANKEIE - H#EXANREEEFENREEFANR, EREZSRBAF (EARKSEIE
BERAVAF ) EAXERFZFNEANR,

EM
E
HERI

A BEARPH EC2 RAIBZIEBRAF/ATIEANREL B R,
BRIR T3 &

BB A BN REE A EREAR AP RANR , HF BT A EC2 Pl LAIFrE RS
BXEENRACHEARKSRIEZERNAFEA,
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Amazon Inspector Classic A& AR F 4= 1T

Amazon Inspector Classic il fE A T2 MM 2 HTERH AWS FIRERKFEBERNBENRT LM

B, Amazon Inspector Classic E#ZEFMKEMN ABREXPITHARE (EN ) ., XEHFESIEEX
ZEBEFRABR. EEETHHECZRNNEREURS AWS RESEENFHAEENER. ET
3 , Amazon Inspector Classic $t3 —4AZ £ MM B0 MM BIXLEHIE. &5 , Amazon Inspector
Classic FER—MNAEEMHTEMENEELLRBENER W&,

EFRIRE , BB —MEE B ( BFE Amazon Inspector Classic 7 #7#9 AW MNES) .

S ®iR
Tk, SIE—NMEEER (LATEETGENER ) , EAZEREDTEET, XR—MFER—
SZRNEENSTEE,
£
« Amazon Inspector Classic 11t &4k
« Amazon Inspector Classic 141z R #l
- BIEIT(EER
o MR IFAEAEAR
o THEETH
« Amazon Inspector Classic 11z 17 BR %l
- B3 Lambda IR E B3N i EE1T
- i%i& Amazon Inspector Classic JBHIH) SNS £7&

Amazon Inspector Classic FE{h &k

MR TEENR , B UEETEHETHNEE , AhaE

« Amazon Inspector Classic f X iF{4 &8 T4 B ARRY AN 2

o TMEIZETHERLRE - B LUMEE TR atEHR B R 3 25 F 24 /M. BRATEICHIEIEST
A IFERTRNRE N 1 DE,

« Amazon Inspector Classic 8 X EH TS ITREME RAB A ZEF B Amazon SNS =&

« Amazon Inspector Classic B ( EX ) , B FE 2 EAFEH T EERNIFESITIERNSE
®
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#£ Amazon Inspector Classic SI2 T EEMRE , BANEFNFE , IENERHEA AWS FIRRINFR
Z—#, BXEZER , BATERES. BENITEERFINRE | S UEEXLERHELHF
i 5 BRI T2 KR, Bl , Amazon Inspector Classic ##t 7 BEIEENITE BN TS EN KE
AN, BAEFEEITEERTPTEFRBAARNFE , MBI BENOEIFESIEANFENRZ LM
B, BERIFEEHRRFNGRZ , BAURERLERN B RENREERNIZTIXEER,

/A Important
TEER—ZL0E  ELEER.

Amazon Inspector Classic ¥ 18 4z BR i

B AWS K & Z AT 812 500 M IFERER,

BEXEZEE , B2 Amazon Inspector Classic FRSBR &l

B AR AR
BIRR V(4R

1. &F AWS BEEZ4|A HITH Amazon Inspector Classic #2414 , Mk Fhttps:/
console.aws.amazon.com/inspector/,

2. HESMBEKD , % Assessment Templates (IFE1#EHR) , ARFIEE Create (1),
3. XTF Name (B#) , B ATFMERSE
4. NTEREN , EEESHHITME B 7.

(® Note
HOlZITARRE , BE TR TEERTE LN B R REAEE S8R T EE iR
WA EC2 K6, Xt FEA EC2 3Rfl , BRI UEFENE. £6 1D, IP it IR RIEH
RE (MRER ) . RERSTEEUTE : B, FEFEMAKH. 4 Amazon Inspector
Classic FEHE EC2 KA LRBEEREBEREZITH , EQERAKRARE.
& A DME A T EERTE LNTR B R EEHR S EE R Z 0| B ER A 1T
H#r# EC2 341,

5. MTANG , &RESSHETEERPH - IPRSIANZ,
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6. X TFHRERE , AT EEREEFENE,

7. (W& ) XTF SNS & |, IEEMLFE Amazon Inspector Classic A X HZITRSFME RNE
MEEEFIR SNS =B, Amazon Inspector Classic A RKi%XEx T 5IE4H SNS BA :

. WEETEFFH

. WHEEITEE
 WHEETHRSEER
. BERS

BXKIZE SNS FHFHNEZELR | ESHIRE Amazon Inspector Classic BAHIAY SNS F i,
8. (Wi )XTF Tag (#5X) , WA Key (8) M Value () B, BEEIFEEHRRMNZMRZL,

9. (FI&E)XWFARMBERNEY , M ARANENE. Amazon Inspector Classic fF [al TF{d & Rk 4 K
WATBEERNARM. BRI AERFNSNEE. BRERURNERFMTENESER
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WEIE1T) E%E , AFAQ LB TELEERPER (X¥) .
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A AWS_InspectorEvents_Invoke_Assessment_Template B9 IAM, LtB&YF
Ev CloudWatch ents X Amazon Inspector Classic &iR# 1T APl . BXEZEL
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WMREERIPEREEHITX , ATEH AWS Lambda #2414 612 Lambda EERF T GEREE N B
E1T. BXREZEER |, 2 Lambda E#,

EFH AWS Lambda 24| &A1& B B3R HIE1T , BIRITUTEE,
B Lambda BEEURE B3IE1T

1. BFH AWS EEEF|BFTFAWS Lambda #ZHl &,

2. ESMBERKTR , &E EHER S EHK , AFIERE €12 Lambda B,

3. £ Create function (BI1Z2EK%X) WHE L , % Browse serverless app repository (¥l % 7 bR &5 85 51 F
BFEME), AEEERFERPH A inspector,

4. 1%# inspector-scheduled-run 8,

5. ®“EF., RENHFE HHL , BIIEEMAEREIK CloudWatch HEH , NEFETIREEH
itxle Rk, FwmAAUNBHRANER , RAEERIUTVNRER, TNREXBEZTRENRE
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« X¥F Name (B#) , AL EIEE o
( A% ) Xt F Description (#iR) , AT G55 B R B BBV R .

« WFEITHIE , BFREBERIAENode.js 8.10, AWS Lambda X Z#¥Node.js 8.10:=1THt
#inspector-scheduled-runis &

- WEMGALEKBINZTHWITEER, @I AR assessmentTemplateArn FIIRET 212 #
BB SRBIT IR AE,

s FAEBERFIZENERIAE index.handler,
- FRARFERNERBNNERE, BEXEZELR , 5 AWS Lambda I RIER,

EETHEK , £FEE— IAM & AWS Lambda RBFETHEERETHETHEE (B2
FEE{T4E1R ) EA Amazon Lo CloudWatch gso AWS Lambda & X EE W Bzhi=1TH #RE
FtAE, Fla0 , BUFUT IR NE L IAM A6

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "*"
}
]
}
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¥t F Choose method (& F %) , i51%#% Basic (EX),
FOEMEAUBERRMEE B, &F “NREEN AWS K, AERWAZCEZEINX
HHEIKS A ARN ¢

« US East (Ohio) - arn:aws:iam::646659390643:root

* US East (N. Virginia) - arn:aws:iam::316112463485:root

* US West (N. California) - arn:aws:iam::166987590008:root

* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root

* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root

* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root

* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root

* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root

* Europe (Stockholm) - arn:aws:iam::453420244670:root

« AWS GovCloud (US-East)-arn::iam:: 206278770380: aws-us-gov root
 AWS GovCloud (US-West)-arn::iam:: 850862329162: aws-us-gov root
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"aws:SourceArn": "arn:aws:inspector:*:*:*"

e. (A& ) BX aws: SourceAccount F aws: B E %15 ESourceArn , EZH IAM AFIEEF
WEREHLTXER.
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a. T KMS 2% &8 R#%IEN CMK,
ERRE,
c. MIEATHRMH :

"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*:*:*"

4. NEQENTBCEITH. BXEZEE , BSHYE  FALET K172 Amazon SNS E&,
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SNS Iﬂﬁkﬁlﬁzm\o
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1. BF AWS BEIZFIA HITFF Amazon Inspector Classic ##l& , Rk https:/
console.aws.amazon.com/inspector/o

2. B{TIHMEE , $ME Amazon Inspector Classic 24| A PN ERTUBEENE R,

& A7 Amazon Inspector Classic #H| AN ZEHEHRT LN EELERBIPEFE R,
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- ERNEF
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- REBARETSRE (CVSS) WANTERFARFE. HPSEHERLRERMREANZTHH
AR & B2 REY CVSS KEM CVSS ¥ 7545 ( ©F& CVSS ixA< 2.0 M 3.0 ) . HX CVSS
HiEMEE |, ESH https://www.first.org/cvss/o

- BEXMZ2H0 (CIS) RENETEMFMES . HPIEA CIS EEITHHNANALR NS
RE CIS XEHEH. BXx CISNEEMHNEZER , B5ZH hitps://www.cisecurity.org/o

- ERNER.

- BUNSR , BATHXESTRKEEERBENBELT LA,

4. ENEMHIBAER  BEARER , AREEIN/REE S,

BRI ER BRI ERT B ERALER. ENTIZRE , BEMEREENBNFELE S
HITEESITERNFIELE R, BUUERALITENERNIRSIFTFRINFATNETR. BXEZE
B , 25 Amazon Inspector Classic & ERMIFEIEITo

5. BEFERSHIBFRE , FREFEMNT Findings (ER) REALANB TEL, EXIEES , &
## Export all columns (5 HFFE %) = Export visible columns (5 H AT 51),

AR EASHNRES , FrE B At EERH R AL T RS
6. EFELINRESR  FEERRLANMEEPRAEZRENEN TS, HINSZHIID K
CVE w5, BEETFHBBHEMERS , FARRESRNE A LA REBR,

7. ERBRER | BHSMZE Assessment runs (IF4H121T) TUHE , HFERERBROE RPERNIZ1To
REEENBR. HRERTERIAN , BER.

/A Important

& T ETE Amazon Inspector Classic PIBREANE R, HEMBREMTEMEEZEITH |, ZIE1T
FRFT A 45 R AP A MRS B 3R 2 to i 45 1 BR o

B a LU{E F DeleteAssessmentRun APl il B iE{EE1T.
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1. £ Assessment runs (IHEE1T) TEAL , REERNHERRENTEET. BRERERTRER
Analysis complete (2 #75E K)o

2. TEZIFHZITH Reports (RE) 51T |, &R EEFR.

/A Important

M2025F 3 A 24 BE , MMEREFTBIENFZAHEAERIANTELER. LEE
A[1EE T Inspector & AR K E,

3. 71 Assessment report (IEEIRE) XWiFED , EREEEFNRENERE (ERIATERSE ) MRS
¥ (HTML = PDF ) » AFi%&# Generate report (£KIRE)-
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£ /12 % Amazon Inspector 28 API @A AWS CloudTrail

Amazon Inspector Classic 5 AWS CloudTrail—IiRF LK , ZRFRMAS., BEH AWS RF
#£ Amazon Inspector Classic FREUH R ER 1K, CloudTrail ¥ & Inspector Classic BYFFHE
APl BRBIRANEH , BFERBILE# Inspector Classic #2414 8 ARSI L% Inspector Classic
AP REMNARIB AR MREEIZERER , MR AR CloudTrail E# 44 E| Amazon S3 1Z4%
¥ , 2% Amazon Inspector Classic B E#H., WREBFEERE , WA EE CloudTrail EHE &8
Event history (BH#FH £ i1ER) PEFEZHEMH. £HKENEER CloudTrail , #A LA E B Amazon
Inspector Classic & HHIER, ZHERK IP that, #EAH TER, ARNRHERSE,

ETHEZ{E A CloudTrail , 2 BAWS CloudTrail AFF{E®. B> Amazon Inspector Classic API
BRENTESIR | i3 Amazon Inspector Classic APl & R iR1E,

Amazon Inspector £ 85 2z F CloudTrail

CloudTrail ZE& 812 AWS ki EEEMIK S LS A, = Amazon Inspector Classic X4 EBIAT
ZEHEEHM AWS BRE CloudTrail B4 —RIZEXREEHALIEFRFT. BULE AWS K HEE,
BRANTHEHEGH. BEXEZELR , BSREAZEHTEIZREE CloudTraill E4,

ERSEICRKEN AWS K FIEH | B3 Amazon Inspector Classic BI5ES) |, BRIERER, BREREA
¥ CloudTrail ¥ B & X & 5 %l Amazon S3 ZFi#EM. BRRIAMBERT , EEH A& LAIZRERRT |, LIRERN
BTrE AWS XiF, BRERIZRE AWS 2 XHPMEXENEHSH , 8 B EXHFEETEEER Amazon
S3 FfEME. A\, BRILIEERM AWS RS , St —F 2 FLLEE CloudTrail BEFINENSHEK
. BXEZER , BFSRATIRE :

o BIZEREHIR

e CloudTrail Z#FHRFFEK

« L& Amazon SNS & A CloudTrail

o BWKRBSZSANXER CloudTrail BESXHRMZ AN 33U CloudTrail B &34

CloudTrail 123% P& Amazon Inspector Classic #{EDescribeAssessmentTargets , @F RiELRE
(BlanFn ) AR EERIRE (B
WAddAttributesToFindings#l ) CreateAssessmentTemplate, ListAssessmentRuns
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon Inspector Classic AriEE

® Note

CloudTrail {Xi2% Amazon Inspector Classic RIZIRENFERELR . X FrrEH M Amazon
Inspector Classic #4E , NIl [E 812 Fi1E R M@ RN1E 2o

BIMNEHHATRBBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

- EREMBARIEPIER AWS Identity and Access Management (IAM) A F & & H
- BRRFEAACERKREAFNRNZLEIEREN
- HREAHHEM AWS RF A H

BXEZER , i3 CloudTrail userldentity T3,

T & Amazon Inspector Classic BEX#% B

RERE—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F#HM. CloudTrail BEXX#
BE—MHEINEEREB. $1¢1t§ﬂ§§1fﬂ5§/ﬁﬂﬁ$ MER , @REAXFERNEE. BRFE B BN
B AR HAiERSHMMWES . CloudTrail BEXHFR L AP BRANAFH#HERRER , Ritel]f4
BARASE IR T L

LR REIERT —ANE R Amazon Inspector Classic CreateResourceGroup #4EH CloudTrail B &
%8B :

"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"

},
"eventTime": "2016-04-14T17:12:347Z",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Ff0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-

T ## Amazon Inspector Classic B &M 5% B
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fE AL S5gh W5 1220 B 3% Inspector Classic CloudWatch

BRI L E R S %52 Amazon Inspector Classic CloudWatch , © U E R IAEIE H N EHAL B 7 a5
ISR IERR. BRINER T , Amazon Inspector Classic & CloudWatch £ 5 24 A [8] & 3% e 4R 2K

o BEILAER AWS BE#41A AWS CLI, = APl k2 E& Amazon Inspector Classic &% IR HEHR
CloudWatch,

BRI LM EZEE CloudWatch , i5Z R Zi# CloudWatch A F 18R,

Amazon Inspector £ 82 CloudWatch $g#r

Amazon Inspector Classic F# %5 & Z2 B 2 3E LA T 1847

AssessmentTargetARN 1547 :

EiR 5 8A

TotalMatchingAgents SRR ENKTE
TotalHealthyAgents BB B EESTHRENKE
TotalAssessmentRuns It B FRR I TR B E
TotalAssessmentRun BN EROBE

Findings

AssessmentTemplateARN 5#% :

B 3 83

TotalMatchingAgents StERTENKENHE
TotalHealthyAgents SEERCERE B EEZTHRENKE
TotalAssessmentRuns LR TEZE TR HE
TotalAssessmentRun HERNEROHE

Findings
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ERAELE Amazon Inspector £ # ik AWS CloudFormation

BXR XK Amazon Inspector Classic BRI ZZE{EE AWS CloudFormation , EZ R T £/ :

e AWS::Inspector: :AssessmentTarget

* AWS: :Inspector::AssessmentTemplate

* AWS: :Inspector: :ResourceGroup

/A Important

BxX#EF AWS X Amazon Inspector Classic I @%I% |, TS EA TN ZH
Amazon Inspector Classic ARNS, ARNSs
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-inspector-assessmenttarget.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-inspector-resourcegroup.html
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5% MK AWS Security Hub CSPM

AWS Security Hub CSPMAE IR L2 RSHELERE , AWS HEBERFERZ ST UFFENMRESS
B EEMIFE, Security Hub CSPM M AWS Ik, BREMEBFNE=FSERFERPREREH
B, ASHEIMZLEBEHBERERESNZERE,

Amazon Inspector & Security Hub CSPM B & 5 248 7] LU S i#bie & R A ELE R A E Security
Hub CSPM. #AJg , Security Hub CSPM HJBUIX & R MM A X BN L LB 9 M,

Bx
« Amazon Inspector #{a][a Security Hub CSPM KX AE L R
« Amazon Inspector ZiEH) & REH
- RIFRAELIWIER
« Security Hub CSPM A~ 7] F B E i,
« B3 Security Hub CSPM I EiRE LI
« 3B Amazon Inspector HyE1 R R
- BRAMNEBER
- MAELERERELRN

Amazon Inspector 1Al [E Security Hub CSPM £XAELER

£ Security Hub CSPM A | Z£ RBIIRBAE X HTREE, —EXIRKBHM AWS RFSHE=H5
PEOR AR N BB BRI B, Security Hub CSPM 2B —ERFTRNZ £ RBMERBE XD HN,

Security Hub CSPM Rt T B TEERBMAERXERFNAERAN TR, BANEENHEEER
Nyxk , HEFRERIWHFHES . BSH AWS Security Hub AFERHNEEE R, BETR
FRRAERIAFERS. FZH AWS Security Hub A RN B E X I REE .

Security Hub CSPM HEIFTE XM EEH — M AWS B2 FEL RERX (ASFF) HIFRHE JSON 1
Ko ASFF BE2EXRERE. TEMRFRURBERINYRESNEMER. ESH AWS Security
Hub A 8™ H I AWS Security Finding &= (ASFF )

Amazon Inspector 28 Security Hub CSPM £XBEL RH AWS RE <2 —.
Amazon Inspector XA L RIEH

Amazon Inspector I HEERNAERAEL R KIEL Security Hub CSPM,
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Amazon Inspector EAZLPEL RE I (ASFF) FHEAEL R RIS Sec AWS urity Hub CSPM,. 7
ASFF # | Types ZRIEHAELIEA, XKH Amazon Inspector WERTREE R Typest LA E,

« B4FEE Checks/Vulnerabilities/CVE
o BHMBLE Checks/AWS Z£ M &1E Practices/Network BJIA
o BHFBELE Checks/Industry LAK ¥ E Standards/CIS E#l5&{L B A

KX BERINHIER

% Amazon Inspector S| EIE , BEQXER D AFHE KIEE Security Hub CSPM,

Security Hub CSPM A 7] AR & if

R Security Hub CSPM R H] A , Amazon Inspector 2B XX PELER , BEEIWEBEL R,
¥ Security Hub CSPM I EREL I

f£[6 Security Hub CSPM X EAEL RS , Amazon Inspector SEFHAELE R UK XA IESIHNE

MEBL R, XHSHT LK ERE Security Hub CSPM H X Y X #4 F 4 Amazon Inspector
RRIHAR,

& B Amazon Inspector Ry BRI ZE B

Amazon Inspector FA L LFEL RIER (ASFF) HFEL R KIAL Sec AWS urity Hub CSPM,

T HE R Amazon Inspector H# &5 By R B,

{
"SchemaVersion": "2018-10-08",
"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/@-PmNVQTcd",
"AwsAccountId": "111122223333",
"Types": [
"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"
1,
"CreatedAt": "2020-08-19T17:36:22.169Z",
"UpdatedAt": "2020-11-04T16:36:06.064Z",
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"Severity": {
"Label": "MEDIUM",
"Normalized": 40,
"Original": "6.0"

},

"Confidence": 10,

"Title": "On instance i-0c1@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0c10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-@af64c8a5eb3@ca75 and IGW igw-e2@09d785",

"Remediation": {

"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
.
"ProductFields": {
"attributes/VPC": "vpc-a@c2d7c7",
"aws/inspector/id": "Recognized port reachable from internet",
"serviceAttributes/schemaVersion": "1",
"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQWe",
"attributes/ACL": "acl-154b8273",
"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/0-rqtRVOud/run/0-Ck2F6tY9",
"attributes/PROTOCOL": "TCP",
"attributes/RULE_TYPE": "RecognizedPortNoAgent",
"aws/inspector/RulesPackageName": "Network Reachability",
"attributes/INSTANCE_ID": "i-0cl1l@c2c7863dla356",
"attributes/PORT_GROUP_NAME": "SSH",
"attributes/IGW": "igw-e209d785",
"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/@-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-Qaf64c8a5eb30ca75",
"attributes/ENI": "eni-078eac9d6ad9b20dl",
"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@0cb6d443d8",
"aws/securityhub/ProductName": "Inspector",

3K B Amazon Inspector Ry BRI 4E R MRZN Latest 120
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"aws/securityhub/CompanyName": "Amazon"
.
"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
},
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"
}
}
}

1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"

iy
"RecordState": "ACTIVE"

aws",

BRNEEEX

EEFAE Securlty Hub CSPM WERK , 8273 A Security Hub CSPM, A< {a/5 A Security
Hub CSPM KIS & |, 55 (AWS Security Hub User Guide) H1#J Setting up Security Hubo

LRERTE A Amazon Inspector 1 Security Hub CSPM B |, £XF B31/8H. Amazon Inspector Ff
%A@ Security Hub CSPM £XAEL R,

A F L X HE R D

E{Z 1k [ Security Hub CSPM £3%B&E X , & LAEA Security Hub CSPM 4| A =R AP,
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3% ( Security Hub API, AWS CLI ) ,
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NI 5% Inspector £ # iR ARNs
Amazon Inspector Classic FHEMNEREER MM D5 EHEKXEKH HE— Amazon BIRE T (ARN),.

Hx
+ ARNSs & F Amazon Inspector £ Bk
« SEATFHNZH Amazon Inspector Classic ARNS
- ZERI (BXEM)
o XEXREP (HBERILMILE)
- ZEAD (JtmRERL )
- ZEBES (HBXM )
c UAMKX (&HX)
c AKX (HR)
- TAMX (EE)
s AKX (FR)
- BN X (EZRE)
« M X (ZR=)
o BUM#b X (#23)
o B X (BB ERE )
+ AWS GovCloud ( EEZ%EER)
+ AWS GovCloud ( ZEFZR)

ARNSs 5&FF Amazon Inspector 2 #hix

£ Amazon Inspector Classic F , TERRIIERFA. {FHBHF. TEER, TEETHER, X
R E B S 2 B — Amazon BBRE# (ARNs) , I T &RATRo

HIRRE ARN %3

wIRA arn:aws:inspector: region:account-id :resource
group/ ID

ol B Fr arn:aws:inspector: region:account-id :target/ID
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HIREE ARN #&=
AL E R arn:aws:inspector: region:account-i

d :target/ID:template: ID

WhIET arn:aws:inspector: region:account-id :target/ID/

template/ ID/run/ID

BERIN arn:aws:inspector: region:account-id :target/ID/

template/ ID/run/ID/finding/ ID

ERTAMNEH Amazon Inspector Classic ARNS

TRERTHAEXZFHXEH ARNs EEAF Amazon Inspector Classic FIHLN .

ES}

- XEXRE
- XEXRE
« XEAL
« XEAL
« WAHKX
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FEEIMILER )
JenFEEL )
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CIS RERGLREHMERE

BEAT 6 I

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-InA8Zp85

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-m8r61nnh

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-cE4kTR30

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-AxKmMHPX

BEAT 76 i

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-gEjTy7T7

arn:aws:inspector:
us-east-1:31611246

KEFRE (HBM )
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3485:rulespackage/
O-rExsr2X8

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
@-PmNVQTcd

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-RO1gwB5Q

BEAT I I

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-TKgzoVO0a

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-xUY8iRgX

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
Q-TxmXimXF

arn:aws:inspector:
us-west-1:16698759

EEBE® (JmFERIL )
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pii Rl pvis
0008:rulespackage/
0-byoQRFYm

BEAT I I

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-9hgA516p

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
@-H5hpSawc

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-rD1z6dpl

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-3130tZiqQ
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