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https://docs.aws.amazon.com/eks/latest/userguide/eks-outposts.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#subnets-load-balancer
https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#outposts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/outpost-resolver.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#outposts-volumes
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/S3onOutposts.html
https://aws.amazon.com/outposts/rack/pricing/

AWS Outposts BT Outposts RSB AFIERE

+ Outposts IRFEFEM

Ef 4


https://aws.amazon.com/outposts/servers/pricing/
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/applicationworkload-routing.html
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https://aws.amazon.com/outposts/servers/faqs/
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https://console.aws.amazon.com/outposts/home
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Pinging 10.0.3.128
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--image-id ami-abcdefghil234567898 \
--instance-type c5.large \

--key-name MyKeyPair \

--security-group-ids sg-1a2b3c4d123456787 \
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https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html#w8aac17c15b7
https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html#w8aac17c15b9
https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html#w8aac17c15c11

AWS Outposts EA T Outposts FRF e AFIER
W UF MK Bl E
HRENZIGINFES U TR

- EARE — RSEREOLMRBBE VLAN IRFICEARAD |, ZisAEAMXMEE AWS Kin
T RAVERH
o BERRIR -G O AP IEEIRE N 10 Gb , 3 BATKXH B hwE.

¥ uF MTU

P& A2 FF Outpost R XiF Y RS EE1Z IR [ Z B K 1500 FHH MTU, AWS BxBREEEEN
EZEER , HSREAWS XEHAWS Outposts &,

BB KN

R EGE AR XIER SISk B RS 45 VLAN B9iER |, MIAUAPRLEFRE AMERE., BETXR , B4R
HFMIZ AWS b KR [ 5 15 E i 59 H shiE 82, MRIRSBFAE |, WA AR E Outpost BY H ihiE 1
( BPix£EERE R M Outpost K2 ) IRE AUk,

73 R R b 31E BRYus  BAribit
|
UDP 1024-65535 AR 55 6% 5% IP 53 DNS BR55 8%
UDP 443, 1024-65535 AR 55 858 1P 443 AWS Outposts AR5 5%
BELIRTR
TCP 1024-65535 AR5 6% 5% 1P 443 AWS Outposts E i
=)

PANY

SR 3 EMEILIERE

MBZHNKREESY , RS EEE{IAIFZIEDOWN ( /MConnectedStatusF 1 FE < CloudWatch ) , 3%
BB £ F Outpost Bt B T E %Y Outposts R 22PN L R EH E I ERE,

(® Note
MRIRSHEEMAL T RARS , BEAWS 35 P OIERM,

SR 3 ENEIERE 30


https://docs.aws.amazon.com/outposts/latest/server-userguide/region-connectivity.html
https://docs.aws.amazon.com/outposts/latest/install-server/authorize-4.html
https://console.aws.amazon.com/support/home#/
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https://docs.aws.amazon.com/outposts/latest/install-server/install-inspect.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/disassociate-resource-share.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html#sharing-resources
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/outpost-maintenance.html#outpost-server-cryptographically-shred-data
https://docs.aws.amazon.com/outposts/latest/server-userguide/outpost-maintenance.html#outpost-server-cryptographically-shred-data
https://console.aws.amazon.com/outposts/home
https://console.aws.amazon.com/support/home#/
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https://www.ups.com
https://www.ups.com/dropoff?loc=en_US
https://wwwapps.ups.com/pickup/schedule?loc=en_US
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https://mydhl.express.dhl/us/en/locator.html#/find-locations
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis
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c6id.large
c6id.xlarge
cb6id.2xlarge
c6id.4xlarge
c6id.8xlarge
c6id.12xlarge
c6id.16xlarge
cb6id.24xlarge
c6id.32xlarge
c6gd.medium
c6gd.large
c6gd.xlarge
c6gd.2xlarge
c6gd.4xlarge
cbgd.8xlarge
cbgd.12xlarge

cbgd.16xlarge

HEFTT (Gbps)
0.15625
0.3125
0.625
1.25
2.5
3.75
5
7.5
10
0.15625
0.3125
0.625
1.25
2.5
4.8
7.5
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10 GbE B A AH L. TRILE T EMKROIKBEAIMEERE

RIFTH I ( Gbps )
2.5
2.5
2.5
2.5
2.5

3.75

7.5
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4.8
7.5

10
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https://aws.amazon.com/blogs/networking-and-content-delivery/architecting-for-seamless-on-premises-connectivity-with-aws-outposts-servers/
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RERBEVENEENSESRENHEMTN —TE~HMER~PEIEEN.

- EREAESETHN , G EERXBEN R~ TRaWREE, Bt , RNBUREETHFER

Outposts LB F=flat T QI RZREFS.

« BAILERVEETRERS , B UEETRMN 48 MtAREEH =, BEVEETHRENE

FRENEER  ERUORKRFZFLERIIERETES , WESTRLAN. EREHETALILE
ZHEEES AV FLLRE] , ER~RENNETREER.
ARNBEEEARLTENARS LWABETA vCPU, EXMERT , RORERs RES
FHE , BHERETE , EATERERNAERE.
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o HEEEBEPIBE Outpost Bt , FTRETRABEXFNRS , ARNEF ST TEIFRUE IFW

non-disk-backed3: 5l 5B S EH. EiGRIFTE WURERNEHI , i A StartCapacityTaskAPl,

o BRBEIEUIME Outposts RERE , UMEAMBNEFERE T IFNEHRY| PRI EKR Amazon EC2 3£

BIR o

WRER Outpost EEFRFILSTREESFHXRA , FE “RIEFEHXH Mo TEEENSZEN
XBIID (k)  ABFREEFTHREREETREZRFIXNINWLERE, IFEFEESETH
RE R T XFE™ THERERKH,

s E—IEPIRIPEEEFSII[RPIESN , FEABDFE , MARETF2HESERER

TRMELNRE, TXFLEEE , X2SBBFEES KK,

. SABBESTUGHTEST , WRRCNEATREHFNASEDs. S , HARH TR

BECBESNETIDs RINBEES. BE , MREERIZITH Outpost RBIMES , MFEF 6t
BB — Outpost A~ RIS, A , MBREEEETHERTRES , NTEER TR — assetlD
812 OutPost HANEFZHE=RES,

EREF AN HELNETEERE

o M 0D

$TFF AWS Outposts #&l& , M1k H https://console.aws.amazon.com/outposts/o
EEMSMERS , ERBFEES.

EREASTNHL  ERUERERES.

EANREL , EFEREIF,. Outpost &=,

EBUERE  BE BRFE  BRAahNSR PEE—METES L& JSON X,

- BUREREITVUEREFEPNTR
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- LEBREEEITH £/ JSON X4

® Note

ELEFEEERWEFLBERS , BEETNFLENRAE, XEXGFMNERE LKA
RAPHEBR.

Console steps
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~

10.
11.
12.
13.
14.
15.

SR ESHARAE

£ 15 Outpost REEE” = “MEENE=",
WRAIHEMH R ELAERTE , FEFIHE SR>,
ERIAETHAREES , REE 48 MITAEHZTHEERES.
ERET—%,

EREXFIFENH L , BHRFREHFLER—IFUE T RABRENXRF RN, BERMES
KBRS FEBRISKHI KA

BEEXRFIHEHCTEHNZKREAXNETHE
F=

EEFIRPIRERBS RENHES , HEE
ZAHITEE , LRELCETARE,

& WA BAER AWS Outposts & X4 EKBIR/MULKRBIE. AL , TBHITUTERE

o

E
THERERENETRE. EXRFIRNIIHE

a. EEZIRBIKN,

b. FEMXEHIZREIS REIEF B3 FH.
NTFEMKFRE  BRELN —FHKRFHKRNEET EFIHE,
(i ) ‘REEREFIRSEH,

EET—%,

EEEHCEREL , RIEEERNERH.

EE B, AWS Outposts BIEZBEES,

EREASTHL , BREFSHRS.
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Upload a JSON file

1. ERLEBTERE,
2. iij:%-lt_io

3. ELAREBREBEITNIEL , EEAEEXRFIEE, KPMBEHN JSON X4, HE , BAUE
JSON X #H$EEInstancesToExclude, FTaskActionOnBlockinglnstancesS#,

Example

R JSON ik & 44

{
"InstancePools": [
{
"InstanceType": "c5.24xlarge",
"Count": 1

"InstanceType": "m5.24xlarge",
"Count": 2
}
1,
"InstancesToExclude": {
"AccountIds": [
"111122223333"
1,
"Instances": [
"i-1234567890abcdef0"

15
"Services": [
"ALB"
]
1,
"TaskActionOnBlockingInstances": "WAIT_FOR_EVACUATION"

}
EREREBITZHESE JSON XHHAE,
EET—%,
EEEHCIETEL , BITEERNER,
R B, AWS Outposts BIEZBEES,
EREASTHL , S RESHRE.

©® N o o &
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MIRMER AWS CLI 5 APl i=fTStartCapacityTaskH BiERFAFIEL ID SiTEFRRIEL ID
AIEER |, Fie HI LR,

ERRIEEE | EHATUTERE

1. BFE AWS,

$TF AWS Outposts &l & , Mk A https://console.aws.amazon.com/outposts/o
MEME R FIERE T8

ERITEARIET RS REN U TIRESZ— - PREPARINGIN_PROGRESS, ZACTIVE,
FHiETIT 2P REIIHEM 1D,

f£ StartCapacityTask APl &R % A EFERY Outpost ID,

2

REITNZREAIFHEHIKE

HI&ERA AWS CLI 5 APl f| B RIERBEFEFSHEBERTEFT X SN EFIREN , RLHI LA,
BRI EE | wERES A CLL,

EREEA

1. BFI AWS,

$TFF AWS Outposts 2% & , Wit Fhttps://console.aws.amazon.com/outposts/o
ESMERP , ERFTERES.

A LEREREED L EBHRSEFIZEETIRE JSON,
EHELET—FREREE , HPISXFHRHIEBTIXK,
BEIEBBRAZEFAKAIRBENER,

EAEERSR JSON 24 LA BB RREES , RECATSHEEFHSNHIRETIRN
CLI =% API,
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ff£EA CLI

1. fEMAGetOutpostSupportedinstanceTypesti & & XIFHEHIK A F K,
2. FEAEENEARBIRCUESEREEES

RETEIHEMIDA R HER op -xxxxx

MIRMERA AWS CLI 5 APl i=f7StartCapacityTask HBERFEBEHTFUTRERZ—MERH
Outpost ID Bt , B HIN LRI :

- BIEEMYTAEN AWS X,
o RIRBHEIX AN IEE i PR
° ﬁuuﬁgi'&lDZ:IEﬁo

BERRIFA | FHATUATERE

1. 1BT4&7E StartCapacityTask APl iERF R AWS X,

A ListOutpostsAPI BEREUAE Z it X HBM Outposts ¥k, AWS
RENHEMDEREIEH,
fEStartCapacityTaskiE R A EHBWHRIEEM 1D,

MBLKRASNFEEM ID , FEXMEA ListOutposts API BERKEFHERERFHET Hit
AWS Xig,

o > 0N

Oppost BYEE CapacityTask LBR—— XXXX 243K E| T Op-XXXX

L I&FEH AWS Outposts #2#|& 3k API 7£ Outpost StartCapacityTask Ei=1T 7 EHI0H
EELEETREASH , atitRE, MRFEAFLTUTERS , Wi
EESHWMAIEEZTT : REQUESTED, IN_PROGRESSWAITING_FOR_EVACUATION,
ZHCANCELLATION_IN_PROGRESS,

EfRERIE |, BFEH AWS Outposts &I A CLl,
FEREHA

1. BFE AWS,
2. 377 AWS Outposts 2 #l& , Mtk https:/console.aws.amazon.com/outposts/e
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3. HESMERKT , EERELES,

4. BREBEEZEITHAREES Outpostld,

5. MRBEEZTHWAEMES Outpostld , BERFEMNKRLE , RERFEZFEFHIUE.
6. YERNABERMESREEMLIEITH Outpostld , FEIREWFERUCBBREMES,
£/ CLI

1. fEHListCapacityTasks@i 5 & # Outpost WETEREES-
2. EEMBEEEETHREASAL  EREFTEFHIUE,
3. YHERNBREMESZKEELZITH Outpostld , FEREHWERUCEBTELES.

XXXXETE Outpost op-xxxx XXXX L& ZEI'&F=H5EEK £ CapacityTask FR

MIBBEA AWS Outposts ##| A= API £ & 7= StartCapacityTask L BT H BZE~BE
BEEETHAREESH , edIltRBE, IRFEFFLTFUTERES , X
EESHWMAIEEZTT : REQUESTED, IN_PROGRESSWAITING_FOR_EVACUATION,
ZCANCELLATION_IN_PROGRESS,

ERERIE R | EMEHA AWS Outposts #2#IA L CLI,

FREHA

1. BFF AWS,

2. 3TFF AWS Outposts &l & , Mt https://console.aws.amazon.com/outposts/.

3. ESMBERKRT , ERRELES.

4, BREELEEZTHEEMLS Outpostld |, R EEEETHAETRBTEMLES., Assetld
5. MREFEEETHRERS , BEFHFEMNLL , IERBEFSEZF/HHEUE,

6. MREFBERETHNRERS , BFEHCUEREEFTHER,

£/ CLI

1. fEFListCapacityTasks#s S & OutpostID H assetlD HizTREES.

2. BREBIELEZITH OutPost REIABEMES Outpostld , B EEZITHATRBERES.
Assetld

3. MRBEAESTHREMLRES , BFFENLLE  REREFERHEIUL,
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4. EWHGIEREESHIER.

Assetld= XXXX Xt F outpost=op-Fo3 XXXX

LIREH AWS Outposts $2#| & = API £ & 7= StartCapacityTask Eiz1T8 , HFUTREREZ
— , assetld T , B HI L EIA

- ZREFERHEEBEXR,
- BERREN.

ERIE R |, HEA AWS Outposts ##&| &5 CLI,

EREHS

1. B3I AWS,

2. 3TFF AWS Outposts #&l& , Mt} https://console.aws.amazon.com/outposts/.
3. NEIHEMEFENEAE,

4. WIAERMIER Assetld 5 Outpost #xBt | H ERNEIRIZHBE V.

a. WMRAFLTFRERS , WTERRAANEERE LETRERS. BUUSRIBTETSHER ,
BRENZEBEMIEEZITH Outpost HEFHRES. Outpostld AssetldiNRE |, MIERFFE
FSERUIEHESFR=BXTA,

b. MEREMNREBEITREES , MiZR~=AsEBA,

5. RERFFEELATERRSE , BFEHRCIETEEFTWER,

ff£A CLI

1. f{EHListAssetsin S &S OutpostlD KERHI &=,
2. WIFERMINR Assetld BESBIHEEMMEXEK , URHEREZREACTIVES Outpost KBk,

a. WMRBFFRERLETFZHRS , WAKERRNEERE LETREFS. £
FListCapacityTaskstn T HEME B A EEETH Outpost RE=HKES . Outpostld
AssetldfIRE |, MEFESZSLIEHEFTEFBRERNFTIRS.

b. MRBEMR~EEETRERS , MiZR~=ATEBR,

3. RIERFFEBELATEMRSE , BERCIETEESWIER,
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H T AWS Outposts RIR

B3 Outpost £Z= | Outpost FTE B AT SR —HA TR EH MM HZ 41414 Outposts 1 Outpost
BIR, SEAEEWA T, AWS AWS #E5 Outpost FTEE , BRI AEFRBIEMEE Outpost &
B, HEALARNNZN AWS P 2B HREREF, AWS XAFHMAF A Outpost R, EHZM
Outpost LB & VPCs, Bz Fiz{T=46l,

FWER T | 8 Outpost IR AWS IKF ( FTR#E ) BRI —ALKPHEAM AWS IKF (HRE ) #
ZHR. EAETUEHEZN Outpost LHIEFIR , REHXNEMAE B SHIKS F Pl Outpost
LRIBFR—#, ATAERTEE Outpost AR MMNER LEIZNEIR, #5E A LA E =S HE
HEFENR, FAEEETUER, BRMMEREREELZM Outpost LEIBRMEIR , BEERATE
MENSSOIBRA. HEELTEERERESHICHENFTEMEHKHM,

FEAEAREERMINESHLEMN Outpost LRIBAWRR , SEFEAREMENEARE. £HE
TEEERENBEHEMERAER Outpost B ER BN FIR. MBI EE R ALZLMIN
Outpost,

Outpost FTIEFE A LLELLT AR HE Outpost HIR :

- HALDRNIPHEE AWS 1k~ F AWS Organizations.
« AWS Organizations P HA L N BPAIA L H T,
« AWS Organizations PRI EBANA L,

AE

- ATHEH Outpost &R

« H#Z Outpost &R RFH
- HXRSE

- BEORAXHE

« #ZE OQutpost &R

- BUBHZE2HEM Outpost B
BB HZR Outpost BIR

« HZH Outpost BIFRR

T RAITE

BRI
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AIHZ /Y Outpost RIR

Outpost FTEE A LAEFEAEREZARE 2 H 5| HA Outpost &R

B3k Outposts [RF[HRR , HSRFEHAHELZE AWS Outposts B iR

XL FIR T4t Outposts AREZ23 . H< Outposts HLREIR , ESH Out posts H1Z8 AWS Outposts
A s EREZ AWS Outposts &R

- PENEREN — BRARILFRHEAETN
- EERENLBFHFIZIT EC2 Kb,
 Outpost — BN G R R RHERE T
« 7£ Outpost ERIZMEE FW,
« fF AWS Outposts APl EF A <BIHE S S,
« R — BERGELRFRHERAETN
- EUR LRI, EEMEH Outpost,
o TR — BERGELEROEAETN
- BEEFRNMEXEER.
- EFMHPBEFHIZEIT EC2 Kb,

£ Amazon VPC #£#| & £ = Outpost M, EXEZER , S Amazon VPC AIFIEREH
EIJ ;%l_.lo

HEZ Outpost FIRKY o RFZAHF

- EEENARAE AWS OrganlzatlonsW HY4E LR & T HE Outpost IR , BAMATFS AWS
Organizationsf£Z, BEXEZEE , 2 (AWS RAM AF#E/E) ':F'E’J'TE AWS Organizations#
E}Eﬁﬁlﬁ\/\?—o

« EHE Outpost BIR , BUTMEEHSH AWS IKFHRBZER. BLEREZEEEEHLZH Outpost

ﬁl No

« EHE Outpost IR , BXMEMELALANKS XZZEIR,
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MR RS

B %R £ Z 5 AWS Resource Access Manager (AWS RAM) £/, AWS RAM £ —IRE , dJik
BEEM AWS K HBES EAK = AWS R AWS Organizations, A AWS RAM , &A@
BB BEHERAZCHENRR. BRREZEEERZNRRURSZHERRENEAE. HEET
AR A AWS k. ARy EANHL AWS Organizations,

BEXNEZERE AWS RAM |, 555 (AWS RAM AAFEE) .

BAAXAE

NERBEPEIXEHNETHAX , RMNETHAXMIZMRGFHNENKFHNERH. XUESSEKF 2
B ATRAXGEER. Hla, B AWS IKFHATAXus-east-1amlgE S HM AWS IKF R TAXF
E, us-east-1la

EHEMEN T Outpost BIRME , BATERAAAKX ID (AZ ID), ATARX ID 2FFE AWS ik
PhaAXNE— B — KRR E, B0, usel-azlRiZus-east-1XHHATAKX ID , EEESA
AWS Tk 7 Ry B &R A E o

EE & |Ds K/ Al A XY

1. FEAWS RAM #Z# & F S#E AWS RAM £ 5,
2. HEIX#E IDs WATAXERERFAMNENTAKX ID B

(@ Note
iR RSH Outpost U FTRI-—MAAK , AELFNBEBEREETAHK ID.

H = Outpost BiR

FRIEEEMERAEHLE Outpost /5 , FEAE T LAEIXA Outpost LEIERE , EMIIIEBSHIKF &
Fr&lZ 8 Outpost ERIBREF —#., BRARREZNARXEHERNFERAETUCIERMNEE VPC X
B, BXEZER , 55H JHEM Outpost &R,

—% AWS RAM RIF#&IEE AWS K

EHEZ Outpost BiF , XAFECHRIMBBRRAZ, BRAZR
ZRROEMRE. £/ AWS Outposts ###| &

ERBRNAR. ARAEEEERAEZNARUARECHE
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,\E Outpost FiRET , AILLREFME B RFEHEHR. EHF Outpost HFRMEFTHERAE |, &
Eﬁlﬁﬁﬁﬁ AWS RAM TﬂnﬂéuAﬁUEﬁ/ﬁ/\?—o

MBEBRALHHP—F , AWS Organizations HEBHA TAHLANTHE | MR AEALDHHEHRER
F M AWS RAM #2#| & 15 E £ ZH Outpost BIRMINR. &N , FAEBFAKRIMATREZNEK
B, HEERZBIEEAERFHEMN Outpost FIRAV A BRI ER,

EAILAE A AWS Outposts % AWS RAM &, 3 , REEMEM Outpost HJR. AWS CLI
FEAFHHEZEBENEIEE AWS Outposts

1. $TF AWS Outposts ##|& , Ptk 7 https://console.aws.amazon.com/outposts/o
2. ESMBEHKP , % Outposts.

3. &3 Outpost , RFIERIEE K EFFHER.

4. 7E Outpost HEMHE L , BEBRHEE,

5. ERGBRRHLE,

ERBEERE AWS RAM 248 | BB TSR AOutposttI HE, EREEM BRI MK H
x® , AU TS RRE,

ARG A X ZEAEN Outpost A H#E R < KX AWS RAM
Z# (AWS RAM AF1EM) FHEIERREHXE,
HEMEMEAEH Outpost A X B E |, A AWS CLI

£ create-resource-share 55

BUHREZEHER Outpost &H IR

LHIBBUHSERA &R ZEN Outpost B |, FHAEMTREBHITUUTRE -

« £ AWS Outposts IEH AP EEFH HEH,

« 7£ Outpost LRI FN,

« 7£ Outpost L A|ZE## Amazon EBS %,

« fEF AWS Outposts #Z#| &= , ZF Outpost WIFMEEFEHIFEE, AWS CLI

BUEHZEHZH Outpost B IR 3
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ERAEEHAZHNCRN TN, BN TBMER , EHETARERNITUTRE

o« TRIAE BUX ERIR.
- HEAERNIE T LB,

N T B LA A 3 U5 8] AT 9 B H ARS8 HY Outpost LB #3kfl |, HibEAERBRAE R IR,

BOBRZEHENAMMKIEHERE , EHERTEBAEGENRN VPC KBk, ERHEZNEMIN
B VPC REAI SRR A RMEREK. XLERIR VPCs Al RS RRERBHFI AR MK, AL HRXME
%, EERERBR VPC XKEX,

EHUEHE LM ENHLZM Outpost BIR , XTMNRRLZHRFEMER, EWTUER AWS RAM 24
A AWS CLI.

FREFHAEEREZEMAR Outpost HEH R AWS RAM
lﬁ/ Iﬂ <<AWS RAM }ﬂF?Eﬁ» EFEIJE*ﬁﬁlﬁ/\?o
BEHUE R ZSIHERN R E Outpost IR , iEEH AWS CLI

£ disassociate-resource-share i 5

o

IR X Z /Y Outpost IR

FrEEFE R E AT LAERA AWS Outposts 2 & AR5 £ Z#Outposts , fRF. AWS CLIf{1 ] LAE A
AWS CLIZKIR 5l $£ ZAY 2 3th Y 5% B% HH 2% o

FEREF SR X ZANEIEE M AWS Outposts

1. $TF AWS Outposts #F|& , Bk A https://console.aws.amazon.com/outposts/o
2. HESMBEKF , %E#F Outposts,

3. #%3#F Outpost , RFIERIRE K EFBFHMEE,

4. 7 Outpost HEMRME L , EFEFFEE ID LLRF Outpost FTE & AWS IKF 1D,

BRI HENEIHEAR , FERA AWS CLI

£/ list-outposts # describe-local-gateway-route-table s @
BAMEEAZMEHIEER, OwnerIdE/RT Outpost &IRFT

at |dp
m&o
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HZH Outpost FIRINER
RBEERNR

FIEEAREE Outpost AR MMEE LRIERMNEIR, HEETUBENEXRBEAZHRNR,
TR LAEF AWS Organizations & . SMBIREFREEHLE Outposts L RIEH TR

f5£ & B ER

FERETUEREZMN Outpost LRIBRIR , BRIESFXNSMAEECHIKS PFATEIZER Outpost L2
HR—B, FRAEAREEMNESHEEZN Outpost LR ER, FRAELEEFREREAMME
A& Outpost HEEFEENER , LT EBRXSHAZH Outpost,

it R AR

FIEEEZENMIIHER Outpost M Outpost B#RZAF A, MITEEEXF5RKEB1Z#tXH Outpost
BR$54E#E VPN REM XN EAHEEH A, AWS

HEXRMRNXEHRFTRXFETAZA, I THEFN , VPC AIEEFEN VPC KA EIR ( Hlmn
VPN iE$#, NAT ®3% Direct Connect MFAEEEERERE ) 1457,

EREFTENMWIIEHXZMN Outpost LRIENNRAREFHIR ( HlANREHEDE RN Amazon RDS #iE
E)XEEM. BRELFTENRE AWS Zit XA R HAIEE BT 7.

B 7

LA BR#I3E F F 5 & AWS Outposts Z :

- HEFHABRFIEM FEA AWS Outposts HE, Hx VPC £ERFINEZFEL |, S H Amazon
Virtual Private Cloud F F* 87+ #Y BR

- RSEFRENKS A,

HEZH Outpost FIRINFR 59
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f&Bh Outposts RS 28 , BAUFNAEREE=FFHEEI LNIEHIE. LA L Outposts £ HE
) EC2 EHIIEENBRBFBSNMALRE NS, BIXTER , BUUEABHE=FHRE (SIS
/R, HPE Alletra Storage MP B10000 PowerStore, NetApp Zith il FAEREFIFI A FlashArray 724
RE ) IEFNNBREBENZE S,

EEEIM

« 7£ Outposts #lZ2F Outposts 2U fRFEF LT A, 7 Outposts 1U RSG5 LT T,

« SERATAE X Outposts 2U FREE8H9 AWS XiFi,

- RUNERERSNSEH

« BOREMEEIINEEMN day-to-dayEHE, SEAIAEFEMES] L Z2NEBRARRE, WREER
IRV, REREESEER R , BRRF =S AN,

(® Note

TN BT RS ERIRE T EFE3E Outposts EH EC2 SEHIFHRERS, FXEFR
o A EREI TR AMI, ER3) AMI, FEEEA Outposts ARST2r LYK 76

AERXREIEE

ERENREHRBTNE=FFHRAEIFNRBIBESE , LT UER3) EC2 KAIIPRX EBEEE
EC2 k6, MREEFHEES LHESHENSEERE , WL -—MEEETZ N EC2 R4,

KEDR

o RATET AW 4% 3E O 1E Outpost F M F A it R 4% 2 18] 2 3L IE %,

- BULERANBEEEINERRAERCES, RE , ERELIEFTNEHH[AFFER EC2 K
HIEY iSCSI BREA (IQN) RINFZAREEFBRMRE . XSFABRBIEES EC2 KAIMX
Bxo

o BEBHZHFIRIFIMATEIEE, EEBNBEEEINZIE5 IQN, BF5 IP ik, WwOF IQN,
BXEZEE , ES T Outpost EEBIEHI,

BXEZER , BSRBIELE=SHRFEIERH AWS Outposts.
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https://aws.amazon.com/blogs/compute/new-simplifying-the-use-of-third-party-block-storage-with-aws-outposts/
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NERR BB

M IR EBE I E Outposts £/E3) EC2 SRR KBIE = F F@E A THEREHR T —FEdh, £
FRBESRMNERG R, ALUERN TR

iISCSI SAN Bz

REMNIFHEEDBEZS I ThEE. FIA AWSIEMR iPXE BIF AMI, SAMESEHI o] AN &AL B
Bz, % iPXE 5iSCSI £& AR , EC2 EHILFIERRE iISCSI BFF ( RS ) MARMEE,
BRERGWAMBERBRANEAREDBRENSEHES LRITH.

iISCSI =% NVMe-over-TCP LocalBoot

FEANEEEITREZNBIISEIERB3) EC2 324l , RIBRMEREZLRZET, Ri1EH LocalBoot
AMI B EBIESSE I, WWEBIRFRFINBIENEFESIEHIT EC2 EHIMNEHIFM , HHEY
iISCSI 51235 NVMe-over-TCPEH, &j5 , EC2 SRHIERA AR HFZEEEFHZ 3,

BT RBIfFE RIS F6E , Hik EC2 KAIL LR |, BaIBREMER. Hit , WETCERTRERES
%, Bl SR EEAM R (VD) REANEZS,

RIEFEA B EC2 Windows 32451 NVMe-over-TCP LocalBoot, X{XFEfEA EC2 Linux St =
T,

BREZER , FEHAHEBNREHBUE —EFEMH AWS Outposts.
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https://aws.amazon.com/blogs/compute/deploying-external-boot-volumes-with-aws-outposts/
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iy Z 4 AWS Outposts

ZE2H AWS REFZE, FAAWS BF |, BAUZ R TEANREASHLLHBEALNERMY
BOBEHROMMERN,

ZERNFHEAE AWS 3, TERABEEXFRERNCZNRZEMNZTN RSN

« TEE — AWS ARFEHPE AWS =HIE1T AWS BREWERMLEH, AWS BHEREBTULZ2F
FMIBRS. Third-party ERAWS EMITRIERITRIERITRIEH —EH , & itIHEEN =L 5%
ERMNEZLENERME. ETHREANEMITRI AWS Outposts , FSRZREMITRIX 2 WBEAH
AWSAWS BREFREMITXI.

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

B% R HAAMMENESEE AWS Outposts , HS M.

NSRS ] RS B AR T RTE E A B anfRT B2 A 0 SE SR AEAE B AWS Outposts. BB 7 AASKH R 22 4R
EMMEE IR, BERFEIMAERAEM AWS RS R BB R FR T B TR,

AES

- PHEIERT AWS Outposts

- WEMAIFRIERE (IAM) AWS Outposts

- PHEAIZHEEZSE AWS Outposts

- ¥17E AWS Outposts

- WEMHERIE AWS Outposts

H Y B3R R AWS Outposts

2 AWS BFREEZER TP HEIERT AWS Outposts, AERFTIR AWS , ARRFPIETHAER
RH £ IREAM B AWS Cloud, ERRLEFXNEERLEMEN EWABTHNESF., LABTSTEE AWS
RS RN ZEBEEMEEES.

HFHERERPFEHN , RINEBUERT AWS Ik ZIEHFEHA AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZRENARAF, X , SMNAFP RRBETH IERRAMENNER.
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https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/outposts/servers/faqs/#Security_and_compliance
https://aws.amazon.com/compliance/shared-responsibility-model/
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BEXBERMNEZER , BZABERLELRE, BXMNBRERIFNESR , B2 AWS
Security Blog £#J AWS Shared Responsibility Model and GDPR & X E,

Yk

£/ AWS Outposts , FIEHRTFEEL FESMBRS. BRHAMBHEENADBZAF , MZABRHPFMH
AI#ahigE® , B) Nitro 22 %40 (NSK). FEMF A NSK RK#EZ Outposts fRS5 88 LHIEIE.

& 5 o

AWS II#IEHY Outpost EEFEMX ZRINEREIE. AWS BXEZER , SR B RS Kt
1TiEE,

AR ER

FL&IE EC2 Rl , EREFNBESBAXFNNE (RENE ) , REBFRFDESL KRG+
EESMMFRR,

5% Nitro K2 ZHAUMNEF XBBEMN Outpost LHBIE. BXEZER , BSAUNESXHE
AR S5 2R B

0 & 0 Fi5 B EE (JAM) AWS Outposts

AWS Identity and Access Management (IAM)  —I1 AWS RS , AJ#EIEE R & 2 FIX AWS
HRGR, IAM B RBEETUBRTE ORI (&% ) MBENR ( BNXER ) FH AWS Outposts &
Ro £ IAM R4S EANE A,

AE

- 4% AWS Outposts A1 5 IAM B &
« AWS Outposts B R4

- Service-linked #Y A & AWS Outposts

- AWS K IEE R B AWS Outposts

i 1E5 % AWS Outposts A1 5 IAM BL&

EEH IAM EEX AWS Outposts BIIHRIXE 2 B , 15 5% T #2 8 WL IAM IhEE R A F Out AWS
posts,
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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IAM Zh&E AWS Outposts X #F
|dentity-based BUR =
Resource-based B3R B
RERIE =
R R =
EWELE (BETRS ) =
ACL e
ABAC ( REEHIIEE ) =
TR AN =
EBRE =
R&E A &
Service-linked F & =

|dentity-based RYEZ AWS Outposts
XBFETHEMNER : 2
|dentity-based SR 2E AT LAKINEI &40 ( Hlan IAM B, AFASRAE® ) B9 JSON R FHE THY,

XERBZGEASNASATEMRRA T WBLERRNITHERE ETHRN[IRET S HVEE
FZH (IAM AFER) PREAESEEERRE X B EYL IAM R,

BIEEM IAM ET S HKRE , BUNEEARTHELNRENTRAR A THIELREENRS. B
THETI1E JSON K EAMNFTETE |, i52H (IAM AF#ERE) #8 IAM JSON K TESI A,

Identity-based HI K& R4 AWS Outposts

EEF AWS Outposts ETF HMHBETA , S H. AWS Outposts BUER -l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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R BER 1739 AWS Outposts

XEFRBRE R

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EEATL AR RINITER
E , UREMFARHETHIT,

JSON R Action TEMR T A TERKP AWRIEL L RINRIE, ERBPISREURTR
ITRERIRERVRR,

EEE AWS Outposts B1EFIER |, BHSR (RFTENSE) AWS OutpostsH TE LAV IRIE,

AWS Outposts FH RS IRIEERERIERAL TR :

outposts
BELMEAPEESTURE  BEAZSHENBH.
"Action": [

"outposts:actionl",

"outposts:action2"

]

BT LAERBES (*) BESMRE. FlIN, BIREEURIE List FANAEERE , SFBUTER
1E -

"Action": "outposts:List*"

B9 IBUR B R AWS Outposts
HRBAR . 2

EER W LAER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANT AR FERITER
1, ARIEMH ARG THIT,

Resource JSON R TEIBEEMENAREN —IMNHZ AR, FAZRESSE , HFEHAE Amazon
TRET (ARN) EERR. WTFAZBRERNEWIRE , EEABERA () ERBEANATHMER
Ro

"Resource": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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FL& AWS Outposts API BEXIFZSHRF, EEEMEAFEESINAR , BEMAESDHE ARN.

"Resource": [
"resourcel",
"resource2"

]

EEH AWS Outposts BIREBE K HE ARN K51k |, FSH (RFENSZE) AWS OutpostsH E LY
FRKE, BETHALNEBLREFIEESNEIR ARN , S5 AWS OutpostsE LAV E.

iy SR BE S48 AWS Outposts
XEFRETRSFNRBRGRE =

EER WLER AWS JSON REERIEEHERRIBEMF L, BR2R , BNEETUANF AR FERITER
1, URIEMHAZRHETHIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFEESERDNVEETE. BEEERE AWS £R&H®E , 51
IAM AFEREPHAWS £ 554 £ T XXEHA.

E&EF AWS Outposts FHEFIEK , ESH (RERNSZE) AWS Outposts PR ZH, ETHT
DERSKHRNBRENER , BSREBE LA EE AWS Outposts.

E&EEF AWS Outposts ETF F B HBERRHI , 525, AWS Outposts BIE Rl

ABAC with AWS Outposts
X¥# ABAC ( REEHFHFIRE ) : B

Attribute-based 5 [A#2 %] (ABAC) 2 —fRIUKRE , SREMATZINEERE XNR, B LUHRE
MEnE| IAM SR4EF] AWS BIR , RE1RIT ABAC REELUARFEZEIXANRE SRR L PR PTHL A3
1TiRE,

BEETHREEHHERE , BEEMFA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBARZ4 EZPREFZEER.

MRENMRSH TEHRBRREBIEMEX = REE , WNTIZRS , ZENR. NRENRSFN
NTHDFRREZISMBEX=IZM4R , NZENTD

BEXABACHEZEE , 2R (IAM AFERE) RWEA ABAC BINENNIRE, EEFIZE ABAC
SHRNHEE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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FFim BHE$P 5 AWS Outposts

T EFImAEILE ; 2

ISEHEBRMEXN AWS BREHFENER , HERELFERKS SR A B 0IEN,
AWS BUWZBHRERKIGIHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM . AWS RS

Cross-service B ZF£ AXPR AWS Outposts
SEFHERGEKXE (FAS) : 2

BRIpE2E (FAS) B EEAINER AWS IRSS , Bl L AWS BRSS [ TR R HFERNE
Ko BXRAH FAS ERIFHREFE , BEREREALE,

Service-linked B9 & & AWS Outposts
SEFRSXIBKAR . 2

RFEXRABR NSRS HEXRKN AWS BSRSAR, ZRSTURBEEBITIRE, Service-
linked BE&EHIMELH , AWS KF HERRSFZAHE. IAMEBRAUNEEERERERERSKAE
HI PR o

BxBIEHEE AWS Outposts [REHXBRNIEFMEE |, B5SH. Service-linked A E AWS
Outposts

AWS Outposts BUER R4l

RINBERT , BRMACSTNEIESIEH AWS Outposts BiR. BEEFAFPXNAIERRIITRENN
R, IAM B3 B A LABIE 1AM ZKRE,

BT RUNAERXL RS JSON REXHESIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

Ax AWS Outposts EXWIREMBRELE (BEESHPEFELEMN ARN £ ) WiFHAEES |, HSH
(REBRSE) AWS Outposts PRI, FIRMEZERE,

\y
i

&
B & 1 SRk
« Rl ERATERR

A
H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html
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o O
RERESXEK

Identity-based REGRE T 2EHB ATUERBMK S PO, R RMIBR AWS Outposts HiR, iXLE#E
ERTRELE AWS K= £ R AR, BIRSHERET B DMK , EEBEATERMEI

- JFHAER AWS RERMHA B O RENBENR — BEFHOAFPMITERBER TR , EEANTS
FIRAGIRTRRNHAWS HEREE, SNEMRNRERITR AWS IKF, FRITZWEET E LEHXS
BRI AWS ZEFRERBKRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FE R THEIREEMNAWS HE R,

 NAZENR : E£FEH IAM RERENRE | BNBRFHRITESIENANR. Nk, EaLUE X
ERERGTUUNBERFRRITHRE , SR NRENRIFTT, EXER IAM MANRNESZ(E
B, BZRE (IAM AFErE) R IAM YR B IR

« FEF 1AM SRR RO SR — 5 RIS AR PR © A LAIE) SR TR 058 4 5K PR AU SR AR R A IRAO 15 1)
Bl | EARERBRIERIEELFER SSL REFIEER. MRBSRERBIVENHXE
A, b T LUE AR A RB T RS RN HEFERE AWS BES , I CloudFormation, HXE
ZE8  HSH (IAM A1) FH IAM JSON KT E - K.

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEHN LS MMINEEMY  IAM Access
Analyzer 2 IEFTREEFI B R , LAREBAFS IAM REEIES (JSON ) M IAM FR{ESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , LRBEBEER S BEEMREN
K, BXREZELR , B2H (AM AF1ER) FREA IAM Access Analyzer KiiF SR B,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSBRAF , A MFA RS %
2, ZEERAA AP BRENEE MFA | B MFA REFMEIZHNEET. BEXESER , B3
59 <IAM AF$ER) IR MFA R APl 5,

BX IAM FHRESSRNESER , F5HE (AM AFER) F8 IAM AN Z2 SEXEK,.

R fER R IRRANR
U RBIE R B IRRRK R TR , BUIREVE X$EE Outpost KI5 B

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Action": "outposts:GetOutpost”,
"Resource": "arn:aws:outposts:us-east-1:111122223333:0utpost/
op-1234567890abcdefo"

}
1

LR RBIER R RBRRKR TR , IRIEXEERERNEE.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:us-east-1:111122223333:site/
0s-0abcdef1234567890"

}
1

Service-linked By A& & AWS Outposts

AWS Outposts £ H AWS Identity and Access Management (IAM) RS <A, REHERABRE—
FhiE 3285323 AWS OutpostsHI RS A €. AWS Outposts EXRZHEX AR , BFEARREGARHAM
AWS RSB FTEN AR,

REMHEXBETLUIESEMNIZRE AWS Outposts WE | RRABFRLFIHRMAENNERE, AWS
Outposts EXHRFZHEXAERHNE , BRIFEZEENL , BN AWS Outposts REEEHFHARB, TN
NRBEEEREFNRRE , URTEEM MEERE AL IAM SRR PR R B

REELEMREX BRE , TEMBRRSHEXA®, XA URPER AWS Outposts BIR , B &
T LT MERT R B RE R,
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Service-linked B & &Y PR AWS Outposts

AWS Outposts &3 AWSServiceRoleForOutposts_ OutpostID HRZHEKXAR, LARETF
Outposts BEEMEZERWNR , NI REEALEEE, A AT Outposts Bl EFELE M K%
O, BERLHENRCE O INE RS R RS 6], XENRIEI LT A i#th Outpost 5 AWS B
FZENZE, IAFEZEMAEN , AHER Outpost FE AT EIZ1T,

AWSServiceRoleForOutposts_ OutpostID REMKXABEFUTRESRKAAZAE

* outposts.amazonaws.com

Service-linked BB K
AWSServiceRoleForOutposts_ OutpostID FREZHEX BB IDIFUT R

« AWSOutpostsServiceRolePolicy

» AWSOutpostsPrivateConnectivityPolicy_OutpostID

AWSOutpostsServiceRolePolicy
ZAWSOutpostsServiceRolePolicy KB AR HEEMN AWS BIR AWS Outposts.
b SR HE AWS Outposts 7t VX 18 & B IR 5T A T 1R4E -

« ¥1E : ec2:DescribeNetworkInterfacesXFiE AWS &IRKEIT
« 4E : ec2:DescribeSecurityGroupsXfiE AWS &REXEITE

« 4 : ec2:CreateSecurityGroupX e AWS RRREITE

« ¥1E : ec2:CreateNetworkInterfaceXFiE AWS &IREXEITH

AWSOutpostsPrivateConnectivityPolicy_outpostID

ZAWSOutpostsPrivateConnectivityPolicy_OutpostIDZEEE AWS Outposts StiF XT38 E &R
SERAT#1E -

« #4E : ec2:AuthorizeSecurityGroupIngressXf&Fa T REMWFTE AWS BIRRITIRE !

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSOutpostsServiceRolePolicy.html
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« ¥B1E : ec2:AuthorizeSecurityGroupEgressF AU T RHGMNTE AWS FRHITIRME

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« #1E: ec2:CreateNetworkInterfacePermissionXW &S LU T&EWTE AWS AR ITIE
1E -

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

o B1E : ec2:CreateTagsHBHAEUTRHENME AWS BIRHITRME

{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}

BB ENR , A IAM R (AP, A5AR ) 8IE, RESMBRBRSKKAR, BXEZE
B EZH IAM A8 Y Service-linked &R,

NEIZRSHERXAE AWS Outposts

BEEFHONERSZXHKAR, £ Outpost Bl EFAE ERERT AWS EEEFIE , AWS Outposts &
NEVNERZSHEXAE,

‘REBH RS XA E AWS Outposts

AWS Outposts T St i &4 % AWSServiceRoleForOutposts _ OutpostID REH*<AE, ERIERS
HxAtE , ARLTEERABHNEN , RN TRESHASIAZAG, T , BAUEAR IAM &
BABMWHEA., BXEZEERE , B3R (AM AFERE) PWEHRSHEXAE,

I B 89 BR 5 48 >< & & AWS Outposts

NMRETBFEEARNFERSHEXACHURIRS  RINBUENRZAC®, X5, SRR
REAYIRERFEFHREASER, BR , BXANEBRBRESEXACHRIR , AT EF MR

To

MRIEZ AWM ER B IRET AWS Outposts RS EEFERZAE , MMBRTERESAN. MREEXME
o, BERLIHEER.

AT MIER Outpost , SR = BEMIBR AWSServiceRoleForOutposts _ OutpostID REMERAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html
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KB A, BEHRERZEFERA AWS Resource Access Manager (AWS RAM) £ ZEHaIEE b, BX
EZEE , FSHEUEHER Outpost &R

fHB%k AWS Outposts AWSServiceRoleForOutposts_ £ # &R ROutpostID
#EBKFR AWS Enterprise Support il B ¥R #Y B i £ 3t

£/ IAM FahMIBRARSS KB B &

BXREZER , F5H (AM BFER) HPHRRESHEXAE,

XM XE AWS Outposts FREREXEE

AWS Outposts XIFERMBRSHAEXEFEARSHEXAG, IETHRESELR , 1§35 Out
posts RF 2R E N RIBFEE

AWS B E KB AWS Outposts

AWS HERBZHLIEMNEENIEZ KK AWS, AWS RERBEENTZEILAGIRMENR , UE
BRLFIRARAF, ANBEsERNR.

FicE , AWS RERBURFISNENBERFR TFHRENRNE , BAEMNAHME AWS FF £
M. BMNBUBEIEXBETEARINE S EERHRRRE —SREDNR.

BIEEERAWS HEFBRPENHONE, 1R AWS Fif AWS HEFRPENHNE , WEHLE
MiZKEATRBNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERSE T
LAEF T AWS RS B9 API 24ERRTEH AWS FEE XIS,

BXREZEE , F50 (IAM AFER) P/ AWS EEERK,

AWS FEEREE : AWSOutpostsServiceRolePolicy

WHERKE TREHEXAR® |, ZA® A Outpo AWS sts KRB ITIRE, EXEZEE , F511
Service-linked &,

AWS IEEXRRE : AWSOutpostsAuthorizeServerPolicy
HERBAATRTFEARMMEHEN Outposts AR 2518 AT T HIX PR
ZERBIBESU TR,
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https://docs.aws.amazon.com/outposts/latest/network-userguide/sharing-outposts.html#sharing-unshare
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://aws.amazon.com/outposts/servers/faqs/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"outposts:StartConnection",
"outposts:GetConnection"”
]I
"Resource": "*"
}
]
}

AWS Outposts E#HE AWS & KB

EEHZRSFHRRERXLEEHRAR AWS Outposts AWS HEEBREFHMNFHAEE

B iR =p:
AWSOutpostsAuthorizeServerPolicy - #1  AWS Outposts i1 7 —T % 20231 A4 H
REg B, ZERBERTEEN AN
£E 12 Outposts PR ESHEH
AR
AWS Outposts FFiRIBEREE AWS Outposts FF i8R ER E 2019 % 12 A3 H
AWS REBENEE,

Y E iR fE R 2 AWS Outposts

ER—IMIEERS , AWS OutpostsF 2| AWS £ EZLHNRF. BX AWS B2 RS UK w1
AWS R ERIRENES , BSHAWS %2, EfAEMIRERSNHRESKENRIZITEN AWS IR
1 200 S AWS ecurity Pillar Well-Architected Fram ework A1 B &A% B4R 3o

ERILAER AWS EXH AP ARBE M5 R AWS Outposts. BFIHRSMIIFUTAR !
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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- RBEREMDI (TLS ) o BMNERMEH TLS 1.2, BIWUER TLS 1.3,

- EER2M[BIRE (PFS) WEEEH |, 0 DHE ( BE/ ) 5 ECDHE ( & fh4k B & # Diffie-
Hellman ) . Diffie-Hellman K ZEHIMAK RS ( W0 Java 7 RESRAE ) BIFHFXLEER,

BX A Outpost Li=1THY EC2 £41H EBS B EMRERELMNESZEE , S H Amazon EC2
P ERMIREE S,
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--namespace AWS/Outposts --metric-name InstanceTypeCapacityUtilization \
--statistics Average --period 3600 \

--dimensions Name=QutpostId,Value=o0p-01234567890abcdef
Name=InstanceType,Value=c5.xlarge \

--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z
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JSON XA BB H KRN Apache ORC &K, ORC = —Fp4t X tRiER HHIE#H TRLHI 5
FHEER. EHNHRECIE4BEFSET , cRETEEINASSASHERSRIERNEZMHNT
AZENEHES, NATEAREEHNERSATEHBLESABEFEHTHREER, BX
CloudTrail Lake BWEEZ{E 8 , i5SHAWS CloudTrail 8B TR H AWS CloudTrail Lakes

CloudTrail M AEHHEE#NERNSTERA, IEEHEEF#N  ZUUERERATEHHK
BEENEMNED, EMETURE T EMAEFE#HEHFORE , AREHBEFENRIANZGKRS
Hl, B> CloudTrail EMWEZEER , iIHSHEAWS CloudTrail EfTo

AWS Outposts FHEEEH CloudTrail

EEEHRAESANFNERIITHERIR/ENEE AWS K/, XEHFHRNIZFERIEE. BIAER
T , CloudTrail i ZkEBEEH,

AWS Outposts FFFTE O AWS utposts #Z & FHBREIZZRNEESH., B Outposts 12FEH AWS
Outposts &I FER/EFIZER , CloudTrailif S ¥ AWS Outposts APl #, AWS

AWS Outposts E4 R4l

LTRBIERT —NETRZSetSiteAddressig4E CloudTrail B4,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
I
"webIdFederationData": {3},
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https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

}

}
I
"eventTime": "2020-08-14T16:32:237",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "os-123ab4c56789de@l1f",
"Address'": "***"

iy
"responseElements": {

"Address'": "**x",

"SiteId": "os-123ab4c56789de@1f"
iy

"requestID": "labcd23e-f4gh-567j-klm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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