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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com//ec2/index.html
https://docs.aws.amazon.com//ec2/index.html
https://docs.aws.amazon.com//eks/latest/userguide/what-is-eks.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com//lambda/latest/dg/welcome.html
https://aws.amazon.com//architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc
https://docs.aws.amazon.com//wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com//wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com//wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com//wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com//wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com//wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com//config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com//inspector/latest/userguide/inspector_introduction.html
https://docs.aws.amazon.com//inspector/latest/userguide/inspector_introduction.html
https://docs.aws.amazon.com//detective/latest/userguide/detective-investigation-about.html
https://docs.aws.amazon.com//macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com//guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com//securityhub/
https://docs.aws.amazon.com//awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com//awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/gs_monitor_estimated_charges_with_cloudwatch.html
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https://docs.aws.amazon.com//systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com//prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com//xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com//grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com//timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com//timestream/latest/developerguide/what-is-timestream.html
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples
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https://docs.aws.amazon.com//whitepapers/latest/aws-overview/six-advantages-of-cloud-computing.html
https://aws.amazon.com//well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc
https://wa.aws.amazon.com/wat.pillar.operationalExcellence.en.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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https://docs.aws.amazon.com//opensearch-service/latest/developerguide/fgac.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/fgac.html
https://aws.amazon.com//blogs/enterprise-strategy/enterprise-devops-why-you-should-run-what-you-build/
https://aws.amazon.com//blogs/enterprise-strategy/enterprise-devops-why-you-should-run-what-you-build/
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FEEXRNRNERE AWS S , BUHITTEENLAE, oMMz Jﬁﬁﬂ%abo MREXAERES

x, RTEFRNKFMXEN , ETRENMNAKFNXGHET BEMNER , XTSI ER. AT
REHTITATHENH AWS RS R

« Amazon Data Firehos e — Firehose 2t 7 —fREEBR AR , IRELERNBEES T EM
WEKXDN, BEEFEEE Amazon Kinesis BIERFHN S R HE , TEI/NRWBE A E EEZFT S
R LIRS (Amazon S3) OpenSearch ., I %# RSS2 Amazon Redshift, IR &R AEEH
EXLRRSH |, Firehose R—MNERNERE R, AWS

« Amazon Kinesis Data Streams — Kinesis Data Streams — M1 R{REZE 5 Firehose TXFH RS E
RHASEIMEF A EZ R | FBLKinesis Data Streams 2 — NS EWBRF R, B0 LUEEIK A
X i3 #4122 Amazon CloudWatch Logs B#x , R RIKF HIETE Kinesis B#ER , HIEE—1 AWS
Identity and Access Management (IAM) A€ , ZABERTFHERPHREICKHNPR, Kinesis Data
Streams NEEMAEBERE T M REAFABRRNEMLEX , R T LAESTENIETUERXLEHBIE.
& A LU Kinesis Data Streams B EBIBRALWIKS |, MITTLE |, RAENEEREBTEEN
EL:p: 8

BR A BUIAREED S , FEXKNEEERN BEEIE. Kinesis Data Streams &% HEHIER
IGEtFR A EBAFI |, R E]BAFE Kinesis RS EIEZ M — 2 365 K. Kinesis Data Streams & X 15 E 1%
INEE | XEWRERATAEBREENEIE,

« Amazon S OpenSearch ervic e — CloudWatch BERLUF B EAFH AERANEZEWEIDNAKF R
£k AR EY OpenSearch $£8, M2 A RAEE N FHERLEHME OpenSearch &t |, F
EE5EHN B EAERBNIKSFXE A2 Lambda B, Lambda BRI S E B2 3T W EIEEE,
OpenSearch &R LLBE X Lambda BESARITEIAANI TR IR |, L SAE I BAXY Amazon Service #1T
BENIRE, OpenSearch £ Amazon S OpenSearch ervice B 1TEH B ERICFZ AT LE R\ 2
., BRANBREEEPSNAGFHNEZ,

« Lambda — MR EFE A Kinesis Data Streams , N EEMEEMNEREARPHEENITERR. B
ifiﬁ,iiﬂ”%}ﬁl B B ERBEEERN AR E Lambda #HTAE | ?’SJ‘*EE""E’JL&EEHEZ{ *
RN, XERELELEMENEBRITERRENTLEAANBE. WREEEFEH Lambda
Eﬁﬁf&ﬂ’]ﬂ%’%ﬁ%ﬁ Lambda ELEIFR Ao

IBTREEBEU N BB RLE R L ZFMEE CloudWatch BEFH BEHIE, BRI LESHES | &
S B SR RSERE N B E4H S H 2 Amazon S3, fli0 |, BRI LLUEEE RN AE S HF Amazon S3
DT HMEIT, Lambda IR T EHHITHBRA R, SE TN HEERSE RS Amazon S3 £l
MES |, FEHN BENSNK P X IEi4E % H EHR T —NERKF X,
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com//firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com//streams/latest/dev/introduction.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com//lambda/latest/dg/welcome.html
https://docs.aws.amazon.com//lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com//lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/S3Export.html
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CloudWatch A EL Bk AT AE Z I FIEE— M credentialsFagent ., XIEE T EEAKS X
EESNBEREERAN IAM A€, IREE , I FREErole_arns ., YEBREEEREN
S0k Mt X TEPIZFZMN SR |, ATUER L FER,

SR T LAMER AWS SDK LB B EEMNIESREBCHBEENAENARER |, BEUKS P B ENE
PR, SRR RE R PRI SR E M B AR A AT — SRR R R,

&1 CloudWatch REEE N4

ENEWECIEFENT D# CloudWatch REERE , AP EFEEEAEFMETILR#EMITE SR
(Amazon EC2) SEHI R A R 5528 L IR KRG B EFIEIR. B LAER CloudWatch B & 344 [
SRHBEHECEBRE XY, BAUZRETERENS , N TRNRENFRERE-—NEE. BHH
LA A B SO 2R M 18 o B B SO SR B 224K, CloudWatch A ERED & 34 7] LATE i £ AWS Systems
Manager Parameter Store Z8#H, MREEF Z A CloudWatch RIEEE X4 |, N AR LIS
BE#ESH, WREFEAZN AWS K= AWS K15 , N AAEBMEHRTNKF X HSHE
S, RFH , LA LE Amazon S3 HF CloudWatch BB 4 XA S IEIE IR AU AR A IR 4] T B (T
hEE,

CloudWatch XKt #amazon-cloudwatch-agent-ct1A R FEIEERENH. SHE#HSHK
FRENRIAEE, RMARESEANTE ERERE— , AFRERENOERENENHE T
[E$E#5. CloudWatchfER , EXSEEMBEXHEE, MREX CloudWatch RIEFEA S ystems
Manager HRIRIZE , Mt NARIAEE.

HTERINEEFASFEAETCE , tFRERENERFTEENY , HHENEBENUEZAEZANNABECH
CloudWatch Bti& , HERBEWERHAITEE L,

&1 CloudWatch Bl &

KRIMBER T , CloudWatch Bt & 0] MERA S EFMSE T CloudWatch Bt EXHHITEMINH. &
FEBRFERTEMNER, £4ATH | RIPFIHEXAMNETWERS. FEFEANETHATFERSZAN
AWS Ik P 1 AWS XIEi#Y CloudWatch Bii& X R REFERF X,

Systems Manager S 174 XS

MREBE—/NED AWS IK P X R A MEE CloudWatch #£4MRE CloudWatch AL E X
# , WEA Parameter Store ZHEBRERRBRF. ZEF CloudWatch Bl EFF & Parameter
Store ST , LA LAEA CloudWatch XEEE T & ( amazon-cloudwatch-agent-ctliE
Linux £ ) M Parameter Store IEEXFINAEE , MAHFNHREXHSEHEBHEF, BAUER
AmazonCloudWatch- S ManageAgent ystems Manager @55 X E —XRETHEHZ N EC2 £HIHY
CloudWatch Bt &, HTSHEHESHEXEMN , ALEXTESDS AWS X AWS K~ E#
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
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ML &M CloudWatchSBFHS . MREEFZ4 CloudWatchBl BRI A FEANEH , WAME
7E Y. AmazonCloudWatch- C ManageAgent ommand XL B EiX LS,

CloudWatch ft & X4

MREFHFZ AWS IKFPMXE , HEEEE S CloudWatch BELEXH , BBAFEM CloudWatch
BENXHHTERURERRERE. FRAXMEE , BUNEXHRERDRE, ARMNEEE].
BT AN RGEXHRALREAN |, SRRBIFR T ENR , Sl E#HFARENR, &7
PEMNEZHEBE AWS DUA#ITINE, BRI XEFHITHRAZESIARENEEER,. EATLE
34 CloudWatch BLE X #HE % CloudWatch KEEE B FREFNARE , MASEMNAZN
Bl . XFF Linux, CloudWatch Bt& B FfZF+/opt/aws/amazon-cloudwatch-agent/
etc/amazon-cloudwatch-agent.d. XF Windows , Bt&E B R FTELATFM4EC: \ProgramData
\Amazon\AmazonCloudWatchAgent\Configs,

Bz EY , CloudWatch RE 2 BZIMINEXLE B FHHRIINEN XU CloudWatch EEEE
Mt BMEXHNFHEERRNVE (HIM, S3 F#R ) , ENAMERSMEXETLGRZVE, =RHE
T ERX TR R AIERRTT o

4848 CloudWatch Bti&@

FoiefE B 5 5 SR E B IR MY CloudWatch BLE , #EEE R CloudWatch BtiE. BRI UAEANULTH
ENEREALE XS HIEHBEERETP,

/config/standard/windows/ec2 EERTIS# EC2 B Windows & FIFRAE
CloudWatch Bt B X . &) BATEbE XK T3
— X AE Windows kA<, EC2 SKHISKEFIR
BRRAERIERS (0S) BE# TS,

/config/standard/windows/onpremises R MR FERFHAFE T Windows BIFRAE
CloudWatch Bl B3, & TN SXHRT
X FE Windows MR, BRF 283 B MIMERIAR
ERERGEBEH#HTH T 9K,

/config/standard/linux/ec2 F#EERATIDE EC2 BIARAE Linux T
CloudWatch Bt &304, & 7] BATE BE ST Tt
—SXFE Linux KITHR., EC2 SEHIZEEFIIRIE
AR ERIERSEREH#H1TD 2K,

/config/standard/linux/onpremises 1FAEZ< IR S5 B2 47 Linux & B CloudWatc
h BEX . BANELIERTH—SHFE
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Linux ZATHR. BRSERREMIPRRITERER

SEMBHITH K,
/config/ecs MREFERALD# ECS Beg=fl , BFEMEE

ET IS4 A 8RS (Amazon ECS) By
CloudWatch Bt &3, iXLEFDE 7] LAR AN
BIFRER Amazon EC2 BlEH , ATHRET
Amazon ECS R4 HEIERMERE,

/config/ <application_name> F N ARFISEN CloudWatch BB X, &
AT LA {38 F B8 35 0 R 24 B L b ST 4% R el 83 B2 A
BRTH - HE,

A~ ;& CloudWatch Bl & X4 F#1E S3 FEME S

AFRMET —NEA Amazon S3 Ef# CloudWatch B E X RAI , AR ERBE X Systems
Manager iZ1T F Ak EMMA CloudWatch BLE X #, iXFhF5 AR LAFRFER Systems Manager 2
Bzt S Bt 1T AMAE CloudWatch BB K — L8k 5k

- MREFEAZINXE , UMAAEBNMNKBHNSHFEFRL CloudWatch ELEE#, Parameter
Store 2 —MXiHRS , £ CloudWatch REHNE/NMNXBHh A MEHHEENS K.

- WMREFZA CloudWatch BLE , MXAABH BN SHRFHEENRRMNA, EBATM
Parameter Store 8341 RE 4 CloudWatch BLiE , A ERIMFEENEMRL RS E. HEZT ,
CloudWatch 2t T T FHEEXHNEEE R , HNAZERPWENTEE , MALFELMIEETE
filo

- MREBFEASANKF , MATBRENDFIKFEE Parameter Store FEFEBFTEM CloudWatch &
B, BEFERFRGRIIX LK SR E X TEMAEREE K.

BB LASE CloudWatch Bt B 74 1E S3 WS , BWFTE K, M XA iF B ZF#E. A

fa , BRI LAEA Systems Manager Automation 21T F Ml Systems Manager R3S & BT IX L
CloudWatch Bt EM S3 FEEEFITEE B . BRI LA cloudwatch-config-s3 bucket.yaml AW
CloudFormation S #E#R 8|2 S3 74 , %M M AWS Organizations 1 —MNHLR HH 2Nk
BITUR, ZEREE—NOrganizationIDS# , ZSHBRFEHLNFTEKF BV IREER,

AIEEMEM “A CloudWatch REFENHRERERDEE SN D ARE R S0 RERIBE TH
Systems Manager iz 17 FM#ELE N A cloudwatch-config-s3-bucket.y aml AWS xR I 2# S3 174%
W FEXH. CloudFormation
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
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HE , BULERAMRAESIRS (0 GitHub ) REEEENH. MREBIRRIFEERASZFIR

SHPEEXH , IXNEBEREPEREFME , HEFH Systems Manager Automation =217 F it , %ig
EFMATREENKSMNER. AWS X

R FF CloudWatch Bl E X 17 S3 FE1HH
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7 EC2 SEHIM 21 R 5525 BLiE CloudWatch A

WZERENERSBMELDN LZTTHERE (VMs ) . XETHERFBEUAFTENSRNEIT
0Ss , BN TAEMBEBRNZIER S HHRERENZENREER,

MREIEFER EC2 K6, NALSEEFEHXFNRERSEE. BER , XHESHEFINIRE
RANBREERNFREE , UXUNESHEARR, EUUBET R A SN RARAE N 5 R PR AR
LZENBEER ERBRNBWMASNER , NRRESEERE,

FITREIBRERT B AWS =inAL T LRI A E CloudWatch KRR G — i H EM K B8R
=, CloudWatch EMMERELEENERHRNVERN BEREENSTE, BETLUERS Amazon
EC2 FE{UHY CloudWatch KB T I FERFIR A fR 523580 H &R B4

EFBREMIBE Z 8 CloudWatch , BSSHIEREFMARFHN BAENERRE. BRAEEAN
ENEEHIR 0Ss iR EREFER. REAEMNEREASMNEEBRSERNEMIAITE BRE
TNEHBERZERN , 3F Linux F Windows RiZ2FEH . BRTHET Linux lRAR K 1TIREVIE
PR B A | Linux RITAHRPERE T EENERMNBEXXH. TRMN Windows Az B4 H
MXFPER,

A& X CloudWatch I

CloudWatch ARG E T EMEEREN R E R CloudWatch S E B ST 43FK Amazon EC2 FZ ik AR
SBRNEBRMEE, BINBWEEFTFHBEKS P AMELLE CloudWatch REBZHI , £FE LALRHFRE
PR B EIREE,

BRI LA A S CloudWatch RIEBE B UK E S CloudWatch RIEBERE, —MEEN S ERERSEM
NMARFRINENNK 2 BENEFNEE, TRIEE T N EETRREERNZT CloudWatchit &
XHRBAERES CloudWatchii & :

EAURBERENMRRERN XL AENEFRETE - RNEE, Fl, EAUNTZEENT
ERBEEYRERENBRPNEASNERFE , NZRENEFHEELER, EXEAREESHNAER
MIERE

7 EC2 Rl & B &H3R

FHIAMERT , Amazon EC2 TSR HIR AEXH. MR , BEXHHALEEEN EC2 3=,
AWS API 2 AWS Command Line Interface (AWS CLI) & CloudWatch X5 443K H 2 E

Bt & CloudWatch B 13


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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CloudWatch BER, FEATEIEA CloudWatch IR H &4 RENE] Amazon EC2 M A iR 5588
B CloudWatch B&H,

WA LR E AL |, L LUREUESR , HARE R EXHFH CloudWatchiE R & xME1T B 311k,
CloudWatch iﬁﬁﬁizlx iDL JSON &K A s BN iEEET , JSON BN AR
TRANREE, EEMFEEMITED , NEARSEHNBAEREM TR XA,

CloudWatch I fE AEL & X 4R E L EREFH B EMIESR CloudWatch, CloudWatch REFEN
El EXHHRABER , HFXLEAERSAR —NEEAP, XATUBEEX EC2 SZHIH# BHER
TR, DIMBRTENFAFE,

RIABEREME EC2 =41 ID #HE , MIABFABZHEAENHBEMER, BE

TR BAFRE CloudWatch B EHPLMEZM -, BUUERALERIMAEHBRPE
Hinstance_idhostnamelocal_hostname, . Hip_address#HTaixEiR , XEKRERATLUE
%A EC2 £ EHAMERBH CloudWatch EELE X

TRERT BTFHIRBEN CloudWatch REBEE, HEAHBRHVBAEHEN , HEEIEEN
EC2 =M EMm AER , EHN{instance id}ZTERATHAEREBH , MA EC2 =4l IDs E2ME—HY,

IEI 1123456

"collect_list™: [
{
"file_path™: "/var/log/messages”,
"log_group_name"”: "system”,
"log_stream_name”: "{instance_id}" T s Clond
}l —
{
"file path": “/var/log/secure-*", Region
"log_group_name”: "security”,
"log_stream_name”: "{instance_id}" CloudWatch Service
1 e '
]’ ! CloudWatch Logs Group: system P
123456
Narllog/messages CloudWatch Logs Group: security
i CloudWatch agent 123456
L% | .
Narflog/secure-20201001

Narflog/secure-20201002

AEAENHESENBEERNRER, #5E, T2M, ERBERNERTE. ETHEEXHEHR
NS EITAAHBEERNGEER , AHNKS MG XE EC2 KPR ET HEXHNBERAHE
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html

AWS FEHES A Amazon &It HSEHE B RIS F K CloudWatch
o BRZITEREFEH —THILALTAH, il , ENKFATEBESMNSHITRE , HEHETE
HNEARBEEFMEE. XEKREELITH —FHCEBEABEHRURRSBEMNAMEN . X5 EFEER L
o A FEB R E SURTEME R EC2 E6I £,

WRZSNHREER—MKS , WALRESMERESTH IEAEN B RIERS T, TRERT 2
SE), MBEREARFURTREERNN B SAm B,

HEAZ /<Business unit>/<Project or application name>/<En
R vironment>/<Log file name>

AERBZ <EC2 instance ID>

r

BT LY EC2 EHIMFIAE BEX S ARR - BEAT, XEEE—0AEXARERAI 7L
NEC2 RHITBEME S, MREMNKSH EC2 RpIh — M RARFRTANSIRERS A
EC2 AIMATHEME , ML HAEEER, FTRET T NAKRILEN BSATN B ERHEUX
BXR S %o

AEA B /<Business unit>/<Project or
application name>/<Environment>/
<EC2 instance ID>

BERE M <Log file name>

A EC2 KAl EHEAriEaR

RINBERT , B8 EC2 £HIEHEARYE | # H CloudWatch SR 08 B mE L E — AR ERE

¥R (Bl CPU, MERIFHMERIEIR ) » CloudWatch AR ATEEEBIRFIMR , Flan , ZRAEMHEEESE
BIEH CPU 7 EFR. Amazon EC2 FrEIBINBEEENEFIMNIES, MRER EC2 RHIEHIEH
Wi, WA E— 2 aREREE. BEMESEEEN CloudWatchfl 4 , ELiES KT EENE

EC2 RHIERNBEXN I EC2 KFIFITHMEIR, Sl , BUUARNEFTHEARBAFHAEE , B
XEEF THEAREREREE,

it RSB R DEEMERIAIEFR CloudWatch , %A fEA CloudWatch £ 5 AWS SDK kiZkis
¥FRo AWS CLIXEIKEEAMIE CloudWatch Bt B XA E L ERHIRHV ISR (0 CPU FIEZXR ),
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-cloudwatch-new.html
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O LA B E A M PR 856 A EC2 LHIFSFRAYME — CloudWatch Bt & X4 , H1EFRAE CloudWatch
BB 2 S\ BL % 30

FH@@ CloudWatch IEirHERBHMNBNRSNEEHTH—EN , HEEERGREZREPHT
ME—24E, AWS BRSIEHAVIEFRAYEr & Z2 B BLAWS ( BIZIAWS/EC2 ) FF3k | JEAWS FEFR#M N B E
N IE¥R. &EMA CloudWatch KB ELE MRV IEIR U N BE LER. BT RENERKESLE N
&1 CloudWatch B , Rt E RN T EERXNEIBOEC2EBIFZTEZMENR, BN , BAUREFT
ERABEN —BEER , BXIEEST TEAFMERIXEERNBRNFE,

CWAgent = CloudWatch KX AHIERHNERRIAGEZE,. SAEKAXL , BirwBZRART —4H
EBfR , MERAIUE—MbAREIEN]. BRZERWEZRURBILSEET, B SNARRARKRER
( flin/<Business unit>/<Project or application name>/<Environment>) ., fAIRZA
THXNTEABERR MRS, NS ERER, SHRALwEZEGFENES CloudWatch H
EE B Y EMKER,

ENECESHEEH#HTHRIR , XE4FEAUABERE-—AFAENEFTIN , HERIEFWMER
RIFHIE . Amazon EC2 @& X # A InstanceIdMAutoScalingGroupName4tE# EC2 L4
W EIRIER. MREEAFMAKE , WESWEF B InageIdMInstanceType4 ERIEIR, Bl ,
BRT RiZEEIRMEEIMMN CPU RAXRIBIRI , Amazon EC2 i HiZInstanceIdInstanceType4
ERMET 30 EC2 RHIFEARIEIR, XARBZR S TE /N — EC2 ZHIH CPU ERAE , LRI
ELBIEKEB A EC2 £,

AMEZHEERURSENSMees , BH2EMEARE , RASNMEFNE—NEEEASH 2
ER—NHIEIR, Bl , MREHNZInstanceIdEENRAFANARE S LLNER , MiXE

N EC2 LA FiE R, MRENALSITHRTN EC2 K0, WESHKT LANERASBESHK
R, BERHMAAUAAE , BELBERMNERAR BPLLEERMNNERK. S, EAUAEST
FERBEREL —ATBNEE , BRFEFTHEAREL—/MITHE,

BRI LAE A iZappend_dimensions/E ¥ CloudWatch BEE R ENX W — MNRAFEERFMEE, &
A LAz A ImageId. Instanceld, MInstanceType , MfflAutoScalingGroupNameZ|
CloudWatch Bt EFR WV FI B 1EFR. ¥ , BB ERSEERNappend_dimensionsEB MR 1ZE
R INEEHEENBMME, CloudWatch BRI AR & & FEMHaggregation_dimensions@HEE X
W IEFR4E B WY S 1T 3R

il | B LAURIEZInstanceType B L EFTERMNAE , LEEFIA EC2 RIS EHIK R
ANFERTF. NRESFEAEENXEPETHt2. microEH , MU ESEAIZL2 . microEN T
EHBRENENRAERRZDFAMBRHNNE, REIFATERIENEFERAEETRTEENERE
B9 EC2 EHiE S, Mtz T , NEFMBTELE IEMSERARNTEREMN Amazon EC2 FE T %,

TRERTEABENWREZEE., FMNLENREH R CloudWatch EFRELE InstanceTypes
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-types.html
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IEI 123456 (2. micro)

AWS Cloud

CloudWatch Service - Metrics: /MyBusinessUnit/MyProject/Development Namespace

Instanceld, InstanceType

mem_used_percent (i-123456, t2.micro)

mem_used_percent (i-123456, t2.small)

CloudWatch agent

RS R BEE CloudWatch

RERIEFRNBERKIZENBEMRAEZNZOLYE , CloudWatch XIEEHEHTF Windows
Linux BV 45 EBLE LT,

BATBWEEACloudWatch FBLE XM E S HEBENXHEM R ITHZFNEMNRERZEN
CloudWatch R E & X, TJLAERIAE CloudWatch BB XX HEN HMEETFT TEAENRER
SR BEMNER , HFEMMEPOERBP, XEMSNE B IR RIRFHE S3 FHES , HE
M EC2 LI TR, AIEMMERE CloudWatch BLEH 2R T AT B S3 FHEFBIRERG. &
AUEARSEERSND ARSHFEIRRNNAXLERE,

BERSGHRBE

RERBAEXNTUMMBRAMIZHEFEEXREE, AWS S BEBRA ENSRBEERSEERR
FARENLZE BT, RERERGHRANTE , BERGERN AEXHARESKEMTE.

%Z CloudWatch KB X FBEIRMHEMHBTZHKEN Windows EH B, BAILUERELIEN
Windows E# B& ( fliiSystemApplication, HSecurity ).

Linux REM KRG, NABRFNZE BTBEFMHEE/var/logBFxH, TREN T B LAY E ILEK
INBEXH , BERNRE /etc/rsyslog.confs/etc/syslog. confXHLABE RS B ESHIS
EiRE.

Fedora K 1ThR /var/log/boot.log* — BaIAX
( 5% Linux, CentOS, £I#§{™l Linux ) /var/log/dmesg — A% B&
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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/var/log/secure — Z£MEHKIEHE
/var/log/messages — —RESZHE
/var/log/cron* — Cron A&

/var/log/cloud-init-output.log —

Userdata /3 a1 I A< 4

Debian /var/log/syslog — Bz B&

( Ubuntu ) /var/log/cloud-init-output.log —
Userdata /3 a3 I A< 4

/var/log/auth.log — Z&£FMEHRIFAE

/var/log/kern.log — A& BE

FEATREEEHMRESRAEHRERECERENAE, ERNZITMEHRERL AEXHRHIX
EREFNABRFERYN , ABIHREAXANVEFCNTEERER. flW , BN ZERERSE
Systems Manager # CloudWatch ¥ B&, TRIEM T7TXLFEAT Windows M Linux B BER
L&,

Windows CloudWatch X3 A $Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

Systems Manager X2 %PROGRAMDATA%\Amaz
on\SSM\Logs\amazon-
ssm-agent.log

%PROGRAMDATA%\Amazon
\SSM\Logs\errors.log

%PROGRAMDATA%\Amaz
on\SSM\Logs\audits
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\amazon-ssm-agent-
audit-YYYY-MM-DD

Linux CloudWatch X A /opt/aws/amazon-cl
oudwatch-agent/log
s/amazon-cloudwatc
h-agent.log

Systems Manager X2 /var/log/amazon/ssm/
amazon-ssm-agent.log

/var/log/amazon/ssm/
errors.log

/var/log/amazon/ssm/
audits/amazon-ssm-
agent-audit-YYYY-MM-
DD

CloudWatch R BE#H 2 CloudWatch KEBEEFENH , BRZKE , NABEIZIHE, H{RER
Linux 43— MNBEERE , MARABNELTHREP 2N EER  XBREH. YRESBHFNEARERF
FRz{T2o BEXHREEN , eBREA,

BLE RS RIEFR

Amazon EC2 REMIFERIRT T ERAEFENHEZHANAE, EQEXLIEIR , BH4MIE EC2 K4
EFZEMBEE CloudWatch X3, CloudWatch RIBHEE @SR E X AIEIRRIZ CloudWatch Bt
B , B LURBEZEERINSMERIESR. BESMLEEMENNIEIRE | LUBEMENMHENER.

REARAPMTEREAEENRERS RN EC2 RHMNBEERRFHMREEIR, XERIRE LN
FEHIH CloudWatch REE B X7, WRAZEFIML4ES |, FEHOMLE (HI2 Amazon S3 ) #
=, UEEEERAMAL.

A R S5 R N 2 BB RPN E Amazon EC2 1647, IXLEIBFR LI A 1 KB A Y CloudWatch X
BB X AFAPE L. BAIBARN A4 SK B 012 R IMAV ISR ECE XXM , R 28 E W CPU MARZENE
PR, FORX LR AR N RPN IR AR EC B XA
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NAZERF%EE CloudWatch

BARFEENEGMBEETHRARFLER , HERBETRARFN, BEHLENMEN BEMNE
R, LE D MiEEALEFERNNARER. fli , SHALTRESNET Web BN ARRFH Microsoft
BEMERIRSES (1IS) FrAE(L. BATBAA IS Bl&4r4 B EFMIEFR CloudWatch Bt & |, ZEEth T
DEBMALATER, NARFBENREXHIAERESERMAE (Hlin S3 F&#E ) , TEAR
FMEERBES B3R EHITIHR , RAFEHIF CloudWatch ELE B &+, CloudWatch RIEA B3N
CloudWatch& EC2 SRl RFEH|NEENXHERPHNEEXHEH K —1NEE CloudWatch Bli&E.
RAL R R CloudWatch BIFRALRMITEREREBEURFIEREXWAARERF CloudWatch HKELER
[

T SUBAT A & RIR B B B AT A 5% S LA A2 R AEY BRI RIIEAT
BEENHAREFEBS

1BIER AR 2B A off-the-shelf (COTS) B2 E4IF XM ARE , RARFERIMNBLIRRLHEN
FE. COTS NAEFAHAH eI ALEEN G HEMSHED , flnBFFHAFEER. A
BEXHBRAMNBEXHNE, BR , KZH COTSHE=ZFNARFFTATEMEALERBERICF
(Bl EHNARFABUEEEMTITEEN A RBGHER ). BELNN COTSHE=ZFN
ARFEEAEED , LieRBEEMNEREINER , RFXHA JSON KX,

BT LUBE #E CloudWatch BRBE R EE MARFEMN CloudWatch BEXHRGEENTF AWM AREE
AEER. BEXNARFUUREEFN AERENMZRS , EART SRBEMEMFMENFAGE
S, BEAHUBEN BEREER , AR ERHTORMNDBULBHW BEXH., BEZSHFEAEE
URALAFTENBENER , ANEBRTIRAEL | WEERRIH T A E,

&t A LAE A Log CloudWatch s PutLogEvents APl A= # A AWS SDK EA CloudWatch A&
e EALAER API S SDK KFRZBHEN BEER , Sl B FIERH AR 2> B XNAR MRS REE
PHENAER. B2, KR ZUFER ZEANBRARENNABRFEENBEABEXXH , RE
£/ CloudWatch RIERE B & X4 HFH RN L HE CloudWatch,

RN ZERENNARERF B SR EEERRE, & ERERFEILSEX CloudWatch HE4A
PRXEHFEHITUE, LFBRKRAREER. FlW , EAIUERERFEREIE B EPIR KW
BERZURSETRABHBERZH,

SRR LAE R AR B EX PRI CloudWatch BRARERER , NEENTRNNAREFUZEE
MIEFR,
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EEEBMEESERREBENIER , ALK MERN CloudWatch F 28,
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- NARFFERAME Windows MaES AR , iXIEMRTE CloudWatch BLEH E Lo

- EFRTEERRMENERA TR AR FMNE R CloudWatch,

- MARFFEA CloudWatch 8t AR IEFREXE A CloudWatch B&,

- NFFERF CloudWatch i&3d API =% AWS SDK [a K% fE#r.

- NARFRTESHEEAERN col lect d 5 StatsD FHEFKiEIER. CloudWatch

&R LA A procstat BiY CloudWatchi{EBMSZEMNEX BN ARFERE. XUUBBEENAERN
REHEBTHEIRAHERHXEUEE (FlM , BARESHE ) . ZEAULUNENAEFHEEN S
BEAE , AEREHBITHREN R HER.

MBBTEFEREMEENIEIRERH COTS MAR |, Procstat i5#=twBE M, i , BRI LAeE—
Mmy_process#Ecpu_timeHBEBHE application_version#EMIER. WRENTEH
ERETENEE , Sa N —PMNARFERZ CloudWatch RIEE & X,

WMRIRE B AR FE Windows EIE1T , R ZIFEERE B4 [ Windows tEEMMERR M T iR,
W% COTS MAREF#E Windows MHRELEMBRER , AIFPERMERNAREFEIR. CloudWatch
&5 Windows HREMARERK , AR E H BB ER.

FSHERNARFREENBSHEAMBEEE , LAE R UEREIRFEFIENBLERER, &UE
ENABFNALAE  LBENARTERERNFERI. BENZETZAHRENEE , IBE
REALUBREMER AR L RBBRXER, EENZEENARFHXE , ARRNARFTRAR
TN IR B 45 1R0H B

NTFEEXFERNNARERF , BEMNABRFNTARXAREE , EXTEA CloudWatch #R A IER
#%3xX. AWS SDK =% AWS API SKIINEEER. HEN T ZEZREABRARERER, BALUEA
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ERERLARTR , BERERARIBIRERIEIR CloudWatch,

RER AR TR T
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-collectd.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-statsd.html
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2, XA LLEE1E CloudFormation BIASHl S AWS ervice Catalog = H. MR SEHFRE
TRINFBEIEABRAEFINRBLENERESZ , XM A EATRESRETESER,

« 1£ Amazon &G HEE CloudWatchtE (AMIs) — A LASF CloudWatchfRIB LR EZIER T
Amazon EC2 (WEIENX AMI 1, fH AMI B9 EC2 BN B ZEHBHINRE, BER , BLABR
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& LARF Systems Manager IRAEE 255 Systems Manager Distributor B2&E A |, £ RS 85

EC2 26l L Bl ZEMEF CloudWatch K, Distributor @IEZ K& # CloudWatch{ I iR A
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XMERFTEERUTRREM
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FHETL I Linux, WD Linux 2 E L, AMIsik AFAE H bR R A b § IR S5 85 £ 2% VMs FE
BERE,
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BERAXRBREHRR-MRES —PMRKELLZENAEE T CloudWatch KE , MXFH M KREXATESAE
ETHATERSRAE, FRALGERN , MBBRZEHEH CloudWatchCEME ENFFEIE X
Bxo

- FHAEXREEENXH-D istributor EARAEENHMITRE. NREEA -—IHSIMEEXL

CloudWatch BLE X4 , M AMELZEEEFTEE.

« ZXERZKFRE-BRAEFMNKSMAXEHREMNEERIR, SIEH 2 MK TR AT IK S 5

BERSELEXK, £FEEHHEDL CloudWatch BLE , SMEZ MK Mith X 7] S RN AT R
HYFRIE

A CloudWatch REHENEERERSEER NS XRS5
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/ssm-cloudwatch-instance-role.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/ssm-cloudwatch-instance-role.yaml
https://docs.aws.amazon.com//systems-manager/latest/userguide/sysman-service-role.html
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UTFBIREST Quick Setup I BB ZHEMEH CloudWatch KB HITHFA N EERE

1. 8] Systems Manager BE X X4 — RFIZECIZE LT Systems Manager X4 SRS EEESE
A. XEEMAREMTR , ERBREFETE :

« CreateAndAttachIAMToInstance— % AmazonSSMRoleForInstancesQuickSetupf
BHNXEHEEXHFREE , NelBefH HAnazonSSMManagedInstanceCore K BE i i E &
B, XTEFEMEMN CloudWatchAgentServerPolicy IAM F &, EAME W BUERH B3
7% Systems Manager XL I EHBUER , T — TR,

« InstallAndManageCloudWatchDocument— £/ Distributor 2% CloudWatch X3 | ¥
£ S AWS-ConfigureAWSPackage ystems Manager X#4 A& EC2 EHIEE — R ERIA
CloudWatch REEE,

 UpdateCloudWatchDocument— f£f S CloudWatch AWS-ConfigureAwWSPackage ystems
Manager X R 3x=&# CloudWatch REXREHRIE, EHMHHHIREFT2M EC2 SZHIF BRI
B CloudWatchi & 324

2. BIBRBDEE R XK BRSEEAXRKRIGHEE N FHBEXBIER Systems Manager X
M, RSEEBXBKEMARENTRE , EREREFTE :
- ManageCloudWatchAgent— A&/ EC2 EHIiEIT—IK S
InstallAndManageCloudWatchDocument ystems Manager 3X#%,

 UpdateCloudWatchAgent— & 30 XAE/ EC2 EHIEIT—IX S
UpdateCloudwWatchDocument ystems Manager 3X#%,

« NE EC2 EHIET—IX S CreateAndAttachIAMToInstance ystems Manager 3X#4,

AT FEF B EN EERNPRIRZERE , A'2E CloudWatchiX PR H X 3% B & X CloudWatch Bt
B. 5l

5= , CreateAndAttachIAMToInstanceMlInstallAndManageCloudWatchDocumentX#4%FE
EFH, BULFHEFEIPRERIRBGIZRH Systems Manager X4, HE , BALMFERBECH
CloudFormation #EiR N HEN B REELENEH , IR ENITBH M Systems Manager BR ,
mAXERIRIEIRE,

/A Important

RIE R E2BIE—1 CloudFormation #tx , A TIRIFEMNEFRHBENEE Systems Manager
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MNZANKFiEERY CloudWatch BEERIEF I S3 FEM. NEMMNEE CloudWatch BLEZ 7142 T
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ZBE#Y CloudFormation StackSets IAM £, Quick Setup 12 7 X ZXEHHZKFBEMENH
2, CloudFormation StackSets CloudFormation StackSets IR E £ 2N X 13 &g B M EFE Systems
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MBEBIAFEHEANK X |, NGB RFIZEE SN CloudFormation R T =2
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/download-cloudwatch-agent-commandline.html
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https://docs.aws.amazon.com//AmazonECS/latest/developerguide/ECS_agent.html
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs_cluster_with_cloudwatch_linux.yaml
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html
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https://www.fluentd.org/
https://docs.fluentbit.io/manual
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/firelens-using-fluentbit.html
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https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs-task-nginx-firelense.json
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
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{
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}
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://docs.aws.amazon.com//AmazonCloudWatch/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools/
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https://docs.aws.amazon.com//eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://prometheus.io/
https://docs.aws.amazon.com//eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://docs.aws.amazon.com//eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com//eks/latest/userguide/control-plane-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/
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https://aws.amazon.com//eks/sla/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs-FluentBit.html
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AWS Resource Group

Application log 1

Log pattern
Log pattern
Log pattern

Application log 2

Log pattern set

=Q,

CloudWatch log group

=

Application log 3

CloudWatch log group
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Component logs |

Component metric 1

Component metric 2

Compaonent metric 3

Component metrics

CloudWatch log group

Component AutoConfigured alarms

CloudWatch Application Insights component 1

CloudWatch Appli i cor 2

CloudWatch Application Insights application

1 o]

[ Custom alarm 1 J 0ol
Existing alarm 1

h o]

[ Custom alarm 2 J LI:ID
Existing alarm 2

Custom alarm 3 ] e

) il
Existing alarm 3

Component custom alarms
users
o]
[ AutoConfigured alarm 1 ] [DD
New AutoConfigured alarm 1
o]
[ AutoConfigured alarm 2 ] [DD

New AutoConfigured alarm 2

|
0ol
CloudWatch Application Insights event

—

-
ooo
AWS CloudFormation

stack

CloudWatch Application Insights application

App CloudWatch lication Insights ¥512# EC2 3= f5|FE E Systems Manager, CloudWatch {3

MR, AXRXATHNESEE

2 CloudWatch X#5H £ App lication Insights Bt &

CloudWatch BRI 5L R4, CloudWatch Application Insights £/ Systems Manager &

RKFMEFH CloudWatch {8, 7£ Application Insights # CloudWatch Bt E M IEFHRM BESBIR -
CloudWatch REE & X , ZXHZMEHE Systems Manager 28+ , &4 CloudWatch R AREFL
fEA & B AmazonCloudWatch-ApplicationInsights-SSMParametergi&. X&2S B FE
%A CloudWatch REHE X 4R INZE EC2 =4I £#Y CloudWatch {REBELE B FH, 1217 Systems
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Manager s S LB E M NE EC2 L4 ERESNBLE R, /A A CloudWatch pplication Insights F&
MM AH CloudWatch REBEEIRE. BT B2 RS CloudWatch B FAFEF 4 CloudWatch L3
BES , & T LA Application Insights, B2 , BNEREETLESE,

FEA “HENE 1T CloudWatch BE S #r

CloudWatch Logs Insights fEf —ffE £ W ERIES T A BN ERSNEEH, MRENNARRFA
EX A JSON X 4# , M CloudWatch Logs Insights 2 B XS A EAF BEFRFH JSON F
B, A LAEA CloudWatch Logs Insights kKo MMEHNARFNRERE , IEUTURELZNES
LAZ R MEA. L CloudWatch ogs Insights B EREEZX IS ENFERARBR S ZRKMEE , HlI0 sum
(). avg (). count (). min () F max () , XLEKEETX NAREFHITHELERRSEERE D M.

mREEARAXIERERXAE CloudWatch 1845 , WAIUEA L FNREEBERNRARNIERER B
&, ER—RMEER. XATUARBEEERRERBEERAMENRESR , MTAREHHRENER
BEMIER , NMHBBIERE CloudWatch KA, XN TERRS. aFEREEFNEERE
™. CloudWatch Container Insights 1R X # 75 &SRR F AR MERIE , ERNXEHENFE
4 X CloudWatch f&#x.

Flan | A TERARIEIRE B NMHRA R CloudWatchig & N5 G FHIRNIERBEER —AERNE
BR

"AutoScalingGroupName": "eks-e@bab7f4-fa6c-64ba-dbd9-094aeebcfIba",
"CloudwWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"

}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights
}

1,
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"ClusterName": "eksdemo",

"InstanceId": "i-03b2lal6b854aas4ca",
"InstanceType": "t3.medium",

"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": 0,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,
"pod_memory_swap": 0,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
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"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": O,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

BR , BULERHRVIERURESHE—SHNE, Sl  RAULLUZTUATERREF R 20 MEIM
AFTHEIRH pod :

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| limit 20

£ Amazon OpenSearch FRE 1T B E DT

CloudWatch @I A T B 1T R ik 85 H B EIEM CloudWatch HEE R A% i B SRR S #h
OpenSearch fRFE# , 1S Amazon Service £/, OpenSearch # A SAFH CloudWatch AT %=
EQEMIERNEIRA 24 , REHEA Amazon S OpenSearch ervice WEBITHT B , WATUTH
Bl -

- B BIET REE — Amazon S OpenSearch ervice & ] LU B3z #Y 75 9] BRI B F R 31 |
HBERAP RN FRINBIBEHTER(LAIE, NELEETEEHBHENER T XIEHE
BRR , XRBE A,

- BEAKF, XKSMEMRERSNEREE — S LUEREZSMNKFMEXH B ERNEHEE
FA#y Amazon S OpenSearch ervice £+, ZNEPXEZEAMRTU D MES, RE , HABEKS
#XHITDM. & CloudWatch HERNAZ#ZE] Amazon S OpenSearch ervice &8 B F & 1E /My
BEEENs EXENARER.

- {#/ ElasticSearch{{¥2{E1£[E Amazon S OpenSearch ervice £ ZMEEBE — BN AREFM
FARMER AU TTUAER OSs CloudWatch REF X IFNAEM. E3F A EHFEEEREN BERRS
R2al , BUREFEENHH#ITFEEMEHR, WE# OpenSearch fRSS X #F#5E Elasticsearch &
% , HlE0 Elasti c Beats RFIHIEEIXEEM Logstash , ENXIFER BEHIELEET I 7 fRS 2 6
BT HEFR MR, OpenSearch
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- IENZEETEMRRAZEMEA Logstash ElasticSearch, Kibana (ELK) #ik3# 1T B Rid K MEE —
EBUBEE R ET EHE OpenSearch BRZ5 = FF R Elasticsearch L#1T T KERE , HEEKXRE T iF
ZTHENAE, BAEBSREEAE Kibana R EIBHREMRR.

MBERITEEH CloudWatch B& , M AT LA AL S# OpenSearch [REZEFNARE., AEEHE
FFHFIEE (120 Fluent Bit, Fluentd. | ogstash 1 Ope n Distro for ElasticSearch AP| ) f§4&# B A E#
KEFTW SRS H5S, OpenSearch CloudWatch{E 2 |, #&81% B iZ ke — f #F R 75 RRBIRK AWS
RSERM AE, CloudWatch HERFZ AWS RESWEEAERHIRBRER , ZIMRSLEHE
el #E A E4H CloudWatch, fl#0 , Lambda £ 7384 Lambda HEBIZ — N BEH, &7
B BEHREITAMESRYE , UNE AERIXZHE Amazon S OpenSearch ervice, BALLAER
AAEHE Amazon S OpenSearch ervice BN AEAFHE BT HFHIERE. HE , BOUHE—
NERF R, BEEH B EHITHE ElasticSearch &8, B LN BERRERBIE —NKFFH
ElasticSearch &8 , it i FEAERX KA AERNEREERH., CAR-—KANBERKEHE
ElasticSearch EB Al BB TEABFIEEEF b S M FH TR,

IBRZEREETRRHAZKF PRE ElasticSearch 8 , UELEKF, XEMNBAREFTHE
&o. f5lan , AWS Control Tower RERA TEF BEIEZFHN AEEFEMKS, EHRCIERIK,E AWS
Control Tower , & AWS CloudTrail 1 AWS Config BE & X B HEFRIKF M S3 F#E. AR
ME BE AWS Control Tower ATFEBE, EXMEZAE,

E A Amazon S OpenSearch ervice BV EFRXNARFBEDHTBRER , B —IMHZANE
3, Amazon S OpenSearch ervice £ FBEEWESRX AEKF , HHFHAK PN AEAERE N
FRERALmEBEH Amazon S OpenSearch ervice £,

&R AR 34 A Amazon S OpenSearch ervice £ R B gE D M ELRNWK AN RRINAREFR
CRAE, FHASIM Amazon S OpenSearch ervice SEEF A AR B BB IKZ = Mo AHEXEE | MG
JEA Amazon S OpenSearch ervice SE8f AJ L B ¥\t 7E 6] — S8 P 18 R MR BR IR,
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A N EIRIEDT CloudWatch

Xt EEIERH (T — IR M B 30 9 AT AT R B AR E R BRI TAE B2 BT MR IRFE,  CloudWatch &1
ERRENBERANSNEITHRE , AUBRLBINERSNMENR, BWUER CloudWatch R EH
FRREREERNFAER , BRI 2 AR ER.

BABWEHETT R ERERBIRA AR IMA —BHBERNERE , RFEYETFERENEE, e
FIRHER , TEARSBHEF , SR NEERNEEREERE -T2 NZFE, LHNA
BFRTEARATEEAZN AWS BEHEECHBEEIER , BAFXER RS HE —MaEZERE
T, BMETFRH,

18E N E R B A MBS R BRI RERER |, SUE AT URIE IR B8y B MBS R BIE RIS E R
B, B LAMERAWS X-Ray BRERMREIRECIRER, $8Fr. AEMER , LsHRE, SENERETE
A B TP WERNFRFPMARMERE | UEBEHRE RMIRH R MRS P HIFEIE,

£ CloudWatch ZR#H TS B MIRE

SEF LAE A CloudWatch B RB A THEABINARFFHFHEE, X , BNEFNESNITER
BAMHRNER , ARESNMERNENRE, FFLBEERBRENSTBEHNBLERANKR . &
RZz2MYMENMERE , MARENMABKRA

CloudWatch B3R U SZNRSEERASRER , LB UEFT T EHETREIERE. 0,
AWS B ServiceNowF2# T AWS IRFZEEIEZEAWS RS EEIEFEEE R BRFEREEK, X
AEZENTFTRASAHNERSIBIAHSXE=RPTRECEKRENHNEREIERERE —BEX
BE,

LR LARE—ERCIZS N ERTRRENTEEAMNER , XA TEY LRRE, fla, R
BB —PMREFFIT#80rderQueueDepthists , WA SMEREN — ST HAEL —PMRIENHRE , &
S8 FHRHEL Slack BHIN AREFEAA R, EEAUEHBRETAE—ERELS —MER , £
1558 , AONARFEANNNARFAMNATARERE, BFHR4-NEA, &5, BHH30
THANELSREELE=ER , ZEREN LEAEBEREHBHAZABANAMEAMRKR. tI2%S
NERATHBEHN T ENZRERNTRNEE. EUUMNEENBRRETH , AEREFENHE
TR K,

£ CloudWatch R ER&NFHTIEIZEMIRE

NMRETHEENATREETNEE  NEFEBRRBENRINALESHBRERE , WATLLE
FCloudWatch &M, CloudWatch &N T AIsEBEM, AIFNAESZLAERERE
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A, flm, HEEENEARWITRAEEIEREZEN. FERNATXNAARNRNE , AEHT
BDRB. BALAENMNERNZITHESARERN , FEE CloudWatch N REFFEER HER.

fign | AT EC2 S5l EMCPUUtilizationfEA MAVGE T IR R ARERN, RfE , RERK
NEARS 14 ROALBERGENRFT (ML) EE, S GEZEEFTARERVKEBENSNNE
|, REYBRARRE , RETEZEETEREN S MREER,

BXEATNEZEER |, 5 CloudWatch XHEHWE TR ERN 2 CloudWatchZ 1R,

B A 1 XK o B R

NMARFNIEREMEENNESNMNXEBN TEABCENAEFRER. BMNBUEHBENTE
HENEBNKFPAXERNCE RN ER, SAUERSKS M XS A RERKIETE MR ER
WNAERFRRR , NMEEA Bzt 3R, BRETLNEREERENHNERNL S E LB
BR%% (Amazon SNS) Simple Not CloudFormation StackSets ification Service £ , X E K& T1CMK
X ana] |, EBAFE A AR [ Y@ F s kb R4

EZKF NS XEHRED | BRNBWENEHKSNXE I CEER , UEBELFERMCLEIER (F
ICPUUtilizationfi B EC2 EHIMFI9{E ) KEEIEMK S CloudFormation StackSets H X 13 [a] &,

183E R [E N N BIREIFR A CloudWatch 4R M BB EN BN TEAS QI EREBR. flm , KT
NN EC2 P22 MAER , ATRIE CPU RIARER , HESX T CPU FAXRER 80%
FBHPREERN, BEAUCIRIREER , SRERET 10% KF1E CPU AR, XEBRT
EPHPREZEANERENTERBRFAEESHE , EFENER EC2 KHIBIR N,

£/ EC2 LHIFrE B3 e 2 ER

NIEH EC2 EHIQIE— AP EEIRTAEEEREN, T—HERZ L., BULUEERZ amazon-
cloudwatch-auto-alarmsf## R 75 R B3 R M EC2 K661 —A¥rHE CloudWatchBIIRHE T EC2
SEIRZREEENER , NTINRERVIELRE. ZBRRARLTEFICNEREER , HEERE
RAEMZRN T EANBETBEC2KHIatIEE B A CloudEndure, BB AIAERAIBLHRE R
CloudFormation StackSets AXFZANXFHRIK~. BEXEZFEE , S AWS BE LW EARER
Amazon EC2 £ BIZ2 M4 Amazon CloudWatch 23R,
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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W AR MRS A AT

CloudWatch FBBEEEN 2N AREFN TEABNMEENZTNAE, ZENZERENAREFNT
EREM AT AN HRMESE. RSB EREZ MR ERM Amazon Route 53 2T ER
S CloudWatch ynthetics kKX — B #R.

MREWEEES HTTP = HTTPS EMITHERE , EBES TCP KEE N HEHE R4S (DNS) B
IP itk W £53%E 3 , NI LAEA Route 53 E1TIRIAKRE, Route 53 BITHRRKRELL T+ 30 R E
BMNEEENXEENEE. SAUERESTRIRENZSANXE , BIETRAREMIIET ,
BUMEDER=AXEG, MR HTTP = HTTPS &R &9 & IF X HIE RS TR BTG IR E A9 )
5120 ZWEHIEF , NALBRZFFRHBEUERZFFZHHR, WR HTTP H HTTPS iERIEE 2xx
3xx MRL , MZEREM N BEER, Route 53 BTRARETATEIREHMSITRARENE
TRARVEBESETRARE, MREEZIMNRSAHTR , HAREEHF - IMRSAHETRES
TMEENPITHENBEAN , WA AT RE, MREN Route 53 AT DNS , I AJLAFF Route 53 Bt
BRNESTRARETSTRENBEEZBEIS —1 DNS £H. XTFENMNXBIEMR , BEHNER
A ERREZTREENNIBLIET RIZE Route 53 BITIRRRE. Route 53 TR E T LAHBY
BRRENABRFPEAREREZE,

CloudWatch synthetics A FEFELETE X AR , T TEARNSTRR AT A, MRS
% 2 Node.js 5 Python ‘R ERIBIZA | @33 HTTP = HTTPS tHiiE1T. E©41LL Node.js B Python
NERELNIK S PO Lambda BH¥, BN BN ELEHAUNFEN R LIHITZ HTTP 5
HTTPS A, XEREZAUEE-RIFRNEZTRR , SIIASISHES TR XRNHES. N
BRFIEE 5 BIZ /Y CloudWatch ERSFEEETWENSR , AL AN LR HERNTEREND
R, RES Route 53 BT ENL , MABFANBFHFTEESHANINBHORITLR , BEiINER
HT7 —MSETEHNERNTMESEE. MBIFLIEZRHEENEURESR (VPC) HETHRAER
B, XEBSCIPEFEEAELRTRKELE IP it # T M SR, S FERMBRES K
A THEMR , SIRREFA UM VPC ASFEZEIILET R, SENITEARITERIKRET , X—
RLHEE,
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https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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£ AR ER N A F2F AWS X-Ray

BEEHNNARRFAHNERATESEN AR RSEE. Amazon EC2, &FERW Lambda FIZ1THIHHE
FE. NAERFM Web RSHVAM. BIXUNARFRE , SR MREEEMEA 2 A NAF MRS
MARFHPHARBHRERER, BUUERAAWS X-RayBESMNAHFREREHNARFIER, HiER
RAEHWNARFAGFESNMAHBRTIN —PMXERE , X-Ray 2EARSE X B RETREMT
Mit. X-Ray EMBEIRRF , MEESTUEFRRLSNAMHNKREKER , NTTHEBERiRIiRE
FiER, BRLESRINERMTHIERGE — S HEX— R, UF B — 12 RMIA 5B RV,

BIMNBWEERA X-Ray NNARFANEARFSHI R LHTEENKLN, X-Ray B FA X-
Ray REEMNARFARBDIMP, X-Ray & AWS SDKs 2t Z#iES , B H3IE X-Ray X%
BN ERLE P if. X-Ray SDKs AT HAHEAMARS ( Hla0 HTTP, MySQL. PostgreSQL =%
MongoDB ) WE AERMEAT .

X-Ray £ 7 — X-Ray SF#'#EF , fRALAE Amazon EC2 1 Amazon ECS L ZEFETZTH T2
F, SBIESHE X-Ray, X-Ray REHRARFLIRRE , XEREREMZTHEREHRSH X-
Ray FHEFHRSSEMAEFRRMEERE. BXBHAEFATES , X-Ray 2 BFFENT AWS
AR% ( 51400 3% DynamoDB ) WiHAITEN F2E. AWS X-Ray EALLE 35 Lambda ks
Fo

MRENNARFAHBRALEREEMZE X-Ray SFHEF RN CBHAIRS , WA L6275
BRHFENABRSVEAH. MREEAPNZE , X-Ray 2% CloudWatch B EMIERSERNNAERF
RERKBREER AWS X-Ray SDK for Java , X ZMKE & A BURIE 5 A7 15 SREV AR 4R A B &

# & X-Ray SFHRREF ARERI D EC2 ERYN AREF MRS

BREEESTNRARFAMSMARSH EC2 K| LLEMIZIT X-Ray FHEF. HEE EC2 K4l
B, &R SAER A S BRI A AR E X-Ray SFHERF , REWRECIZACH AMI, WA URESEHE
AMI fERIEF, H EC2 PN IGRTSEAnt , X T Retnl B A,

BRIZERARSEERFZRAR X-Ray THFEFRATRELRN EC2 £46l £, XF Amazon EC2
Windows 354l , ¥RATLAE A Systems Manager AWS-RunPowerShellScript X 43Rz 1T T8 M %% X-
Ray fXEEH Windows BIZ<, X F Linux £H# EC2 261 , BRI LAEA AWS-RunShellScript X#43KEZ1T
Linux 7 | ZHARREB TEHALZENRS

A LAE A Systems Manager AWS-RunRemoteScript XA4TE Z Mk P IMERETHIAS, B4 EIE T
MFTEKF i EH S3 F#E , WREFER , BINBNUEEAETHLANFHERKE -/ S3 7
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https://docs.aws.amazon.com//xray/latest/devguide/aws-xray.html
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. AWS OrganizationsfA/5 , ZIFHIA E/£ 2] S3 176518 , EEWBREHN EC2 E£HIM IAM BAEEN
7 [R) 771 A R 2

BT UERSEEREE N FHAXKIRZET X-Ray KEMN EC2 3k4l. ATENAE

EC2 EHIAEERFER T EHA X-Ray , BRI A FASSFISREREM XBR. a0 , BA LR
FEInstallAWSXRayDaemonWindows=iInstallAWSXRayDaemonLinux¥rE M FERBEBRESE
R ER KRB,

8BFE X-Ray SFHREF R R 5% ECS 3 Amazon EKS /YN A
EFMRS
BAILUY X-Ray FHREFESENET BRI ITEMARK ( HI20 Amazon ECS = Amazon EKS ) B %

AR, AR, WREFER Amazon ECS , NENNARFASRTUBET FREEEREIENLER
2 ; RIEMER aw svpec BRI |, N ZBR[AUEZREET A EN LHDERER,

¥ F Amazon EKS , BRI IEN AR pod EXHEN X-Ray FHFER , ARENWNARFTUE
FIEEMN RO BN A FYIEERZTHRER,

FLiE Lambda BABRERXY X-Ray RYiF K

EHNARFIEESIEXN Lambda RV A, BEFEN Lambda B3 X-Ray SFHERF , RATFHE
FHETEMH Lambda B , TEZHAFHTEE. BULUE X-Ray #H AP ERA AWS EEEZEGHA
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Subscriptions.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-procstat-process-metrics.html#CloudWatch-Agent-procstat-configuration
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https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/implementing-logging-monitoring-cloudwatch.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/lambda-logging-metrics.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/create-store-cloudwatch-configurations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/ecs-metrics.html
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