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Patch Non-production environment

Production environment

baseline Development environments Test environments

Step 1 Plan the monthly maintenance windows and patch groups

i 15t week of Maintenance window: 279 week of Maintenance window: 3’ week of theg Maintenance window: 4 week of E
i the month the month month the month !
I
., Step2 Step 3 Step 4 Step 5 i
] '

New monthly | Example tags: Example tags: Example tags:

patches

become Patch group: AppName-DEV Patch group: AppName-TEST Patch group: AppName-PROD

available Maintenance window: Maintenance window: Maintenance window:

schedulel-duration-cutoff-timezone schedule2-duration-cutoff-timezone schedule3-duration-cutoff-timezone

— schedule is in the form of a cron or rate expression.
- timezone is in Internet Assigned Numbers Authority (IANA) format
(e.g., "America/Los_Angeles”, “etc/UTC", or “Asia/Seoul”)
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PRI NIBIE— 2 cron # rate "RIZXER |, LMELERE XK Lambda BREA] LR AT RIK
Ro (EXRIBREF , BITPFIX/ Lambda BEFR A automate-patch, )
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Automated patching solution
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Non-production
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Gets patch group
and maintenance
window tag information

Continuously monitors for
patch tag compliance

AWS Lambda
automate-patch

Creates patch
groups,
maintenance
windows,

and patch
configurations

AWS Systems Manager

Patch group

C)

Maintenance

QuickSight [i?
dashboards .

Athena dataset

Patch information
stored in
Amazon 53 via
the inventory sync

window
& I
: rd
Patching I||V__—
o Patch
ﬂ* = :]H,w_l_: Email configuration
& 775755 notifications
- ag
AWS Config Resource data
0O Inventory pync
D DD Gets the maintenance
window information and
CloudWatch sends notifications
events
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T - Inventory Patch arou Maintenance Patch
_________ v group window configuration _I -
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~ AWS Systems Manager ) -
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{
"SchemaVersion": "1.0",
"TypeName": "Custom:PatchInformation",
"Content": {
"Patch Group": "<APP-PROD>",
"Maintenance Window": "XXX"
}
}
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