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U7 RS RyR

FRIERBAN ZE LHEERSEIIGEES - ETFARMNTEEES (RBAC) METEMMNIFEE
# (ABAC), BMESHAEMRRK , AT HHBENICXERRR, BRNIZEANEREURT RN B4
Bl REERPIVICHRHIFXRIPEE,

RBAC

ETAGNLRES (RBAC) REEEFSLSEENAGKBEN R RN HRMNR, NRLBHEFE
EAelXEK. flU, EHACHRNAFREZIRREANTERES ., X2 —MEXNE R T RZH
BE L ANEeE5STRINLEZEIEEYS,

ELUTHERT , RBAC EHEHNKRLEIK -
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- BHLKZEBEES  HHBREELSE,
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- BRETHSSH
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ETEMMERES (ABAC) RERMBENRRNHRNR, BETUEAF, BR, BMEEENA
BFRESHEXEK. SHNRBEIANGIAREYE  AETUEAEEANAREERBERS AR NITE
o BT —MRAEA R :

EXRRGEHR , MWSEWIINMERAFE A LE I /paymentsitRIET AP i S0 R
WEEBIIRI R A B2 —MREFRINRHAFE M /payments, BB —NE /payments APl ii R
KENBREREY , RATEIERBERH#ITIAE. FABACH , AFERLENREH—TURBERE , Z
REEMSHIIXABRENBALEY , BNEENRREM. /payments

ABAC BEZEAWIA, ETXHNBANRIRKATHEIFERE, ER , ABACREZHRESLI, &
SN AR LA K BB FR AR AR A B AR T EAREBR B R E F sEHE.
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K1 PDP

BRIRE R (PDP) Al AR N RIS AN 5|58, WAHRARNARBIAN , FREBFXEE RTFRE
ELRIKRE. PDP AILEETAGRK TR ZH] (RBAC) ME TR /Y HHEH] (ABAC) HEHE —igiz
17 ; {ER , PDP & ABAC M &4& %M, PDP RIFHNAEFRBHHNRENEERBE 2 M REH,
XA AREFRB. BXERHET —/ easy-to-useAIEEMNED , AT AMIRS APIs. #iiRk/Eim
(BFF) R SR EAth 52 A 72 /7 4B 4 i HH iR BUR R

IR &9 183846 PDP M=k %, BR , XTR N 2BIEE,

PDP KM B % :

- /A Amazon BiFXBREH#E PDP
- £/ OPA 3£3l PDP

- EABRENEKKSIZE

£/ Amazon ¥ iFPESEHE PDP

Amazon Verified Permissions & —M A § B, FHANNREENENRS , TATREBRRRARR
(PDP), ERZEKREEEIZE , ©RI BB BN N ARFENEIERAFRE , HREE RNRESHT MR
R, TEIATENANEFREEENERE  BPHENFEALAFREHNEFLZLHNNARERF. B
FRVZEBENRAEFBHEDF |, Verified Permissions Sz 155K B f#44

BN A BRI BRKSEHE PDP HER ARF PSR ENRIIFERIE , FRARTUAFERNA
BEFIHENRE Zero Trust RUREF—3, o\ , T2 M iHE R AT SAE it 5 A7 M & i B R IA A
RREFHHNMLR R, Verified Permissions £/ C ed ar ( —fE [ THWEZA R £ E ENFTREKE
=) REETAGKHIHRIES (RBAC) METEMATIRZES (ABAC) KENE T RIEAY 5 RIS | KA
SSUERBFAH £ T SCRA T A3 H,

ERIENRFN SaaS NABREFRE T —LEANIIEE , ISR ERAZSAN S HRMER ( HII0 Amazon
Cognito, Google #l Facebook ) EAZHF RN, 5 —WX SaaS NAEFI55HE AN SR IUERRTL
RRERIBETSNMMEANEENAR, NRETEARITEFXRZEE (CRM) R4, —MEFTEES
BRE-HRBENRERENHEN2THRNNE. S— M ITREEHEMBE L. ERIENRTIHERN
RAG AU IFIX LT | XFEHRKHN SaaS AHINLERE, Verified Permissions it X 54w E & A
FRREHEFHRRE , Bt , ¥E7 SaaS RHEr , ATNEREN AP EREKR L RSB HE,

£ Amazon BiF R 5


https://aws.amazon.com/security/zero-trust/
https://www.cedarpolicy.com/en
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Requests and events

i Guery

T (with optional context
and entity data) v

Application g v
). Access decision X

(allow or deny)

A

Amazon Verified Permissions

Policy store
[
[
L
[ L

N ALEERAERIERRR ?

FEHEMRER (510 Amazon Cognito ) WERIERER , WENNARFREEMISH, ETF K
NIFREEBRRAAR, BUUHENAEFRRXSDAFREZEENHTIME , BN4PHRENZS
. YR ERBEFA, Verified Permissions AERMBHANIRNARSE , IRFEEZEN S HNERNAEH
B R ER T RNR , NTH BB EEE KA. BULEKEER  Eh Oy BEENFMHE
B , HEJLEMRNITAHEER,

HEERIEWNRP , BULMERA—PE N Cedar BB, ARFIENFAMFESRKRENR, £H
Cedar RERNERB AL EANZARE , TSI MAMNEARFERMHEEZES.

£ A ERIENRET N & R B

EERIERNRIRP , SRS SIR R EENREN -2 BT, LETUEIEITHR G REE
NNARFEEN—80, FASKEXEKR , FEF ARNEZ SR CIZREE | NERGEEKNEF
%8 (CI/ICD) EERERE., BRNMRERBERA, HNE , NARFITUAEE, SRMBRERRERE ;
BR , NABFEBASFTMITIINE, BEENARFPIFXEIE , KA\ NAREFRUX
Btk Thae,

& A Amazon BRiF PR 6


https://aws.amazon.com/cognito/
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MR EERMEKEHEMKRAINIEE S BEMHIRPURE |, M AT B X EHBEHGEERRDIERN
—E 0 RS Verified Permissions, BIMVERT |, LIRS TaRREM ETXX, SEFEM,

ERUN TR

Cedar 2—MZE, A BEAAY BHNETRBENHEEFIES , IS RXARBRARENRRR
NEKEE, BEEANTARXARTUELATSZILEALNNARERRETRIENKE, TN ZKREE
MmEENER, HENMARFNARZENRRITREN , EHVNARF <@ Cedar KBS 2
BERTEN o Cedar 2 E AR BER HIREIALLOWELDENYRE, Cedar XIFEMEHMNEZR AT AR
WAL | AFETAGENIRES (RBAC) METEMMIFRIEZES (ABAC) , A XFETAFHE
TEH#ITDW,

Cedar AR K BEERBES T, YEEANARFHNARE A HERSR , B£LLEA Cedar
PG| ZBRBEZERRBREBRN. MERESRN (REZALLOW) , NEHRARERATNITIE
RERE, MBARIREBER (RELZDENY) , MENNARFATESREEIREE., Cedar HEES
HEFE

« RIH — Cedar EAXZEFENAGMKIT , HEEFERER T AW AEM,

« MAE — Cedar TRFRSIFMBUTIRERLE , HIRHEAERIERNIRIER Y EHSZH 1T,

o O —Cedar XFEPMIE , LT EAUMEILEHNREHARIIENZESER,

RTHMEZEE | Fi5E Cedar Mih,
w1 BEEZRIRIERIXRF] Cedar BWEZ ABAC

FELERFIZ RS | Amazon BIER R A T HE L F BB - 15 R EEE Payroll RS HFHNER, AT
‘BE Cedar REEHE , AT ERUNMMER Cedar KRB IFHEIRFIREK, XERHIHTERNTL2EIRER
Cedar M2 WIFNRIZHAIINEE, BX Cedar WELEBIR |, {535 Cedar XY,

ETHEF , BINBEFHRITEZviewSalaryGETHEMXN AR —MAULSHAN : ATAUEFEHCSH
I% , ATAUEEEMAITDCIRAEMAN TR, 0L 2% A AR SR B K8 S AT iX Ll 3
e
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Bob

% iviewSalary/bob
IiewSalary/alice

-
» Request
» GET Payroll microservice i
Alice iewSalary/{employee) <
. ) Access decision
NiewSalary/alice A (allow or deny)
WiewSalarybob Amazon Verified
Permissions

RIANEEEHCHNIR,

£ Cedar 1 , EXRLHR -G, ERRERA, THHER. ERHEBERHAEASRIENR
REFRITE , EFEERHZRA. BE. RRAEIIER,

« Z¥ A (principal) REZNAFSHAR,

o B4E (action) RERFTIEEHBRE,

« BWIR (resource) RREEETFRINAH,

- EMFIK (entitylist) @S TEERAENAEBELME,

ANTHBLFSANZTANETECHIR , SR LU TAIRAY 2R IER PR R

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner
¥

WERBER ITfh4E RAction@viewSalary , B RPN ARALLOWR B EEETERANEMFA
., fln , (R Bob RERFHSMENBRAF , ANERFERENEE , RN ITHER
Ao ALLOW

DTFENBERERERLACHRIENVNER , ARG TEM, ELREIH , Bob RviewSalaryk
HERNEFZAF, At , Bob XAREH EAEmployee, Bob IEFEZEIRNITHIRIE
RviewSalary, , viewSalary N E R &ERSalary-Bob5EEMESalary, 7 ¥4 Bob 2
BALAEESalary-Bob®E R , EEERBE—NEMELEN |, ZEFENNZEE EmployeeBob ( &
A) B EEZEBENRRENIEEEMSalary, BRI EHREIEMentityLlist , &

Tl 1. EEZKTIRIEMPRA Cedar BIEZ ABAC 8
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PEZXBENEMSalaryBEFESE , fTEEEEentityldentifier@&X B EmployeeH{E
#IBob, Verified Permissions fFZNERAprincipal RENNBRESSalary & RX B owner &
MHATEER |, MU R,

{
"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
3,

"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
},
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
b
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
},
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
.
"attributes": {}

Tl 1. EEZKTIRIEMPRA Cedar BIEZ ABAC 9
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}

X BRI RABRIERFUATARTENGHIRE , HFEHdecisionIALLOWSEDENY,

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}
1,
"decision": "ALLOW",
"errors": []
}

EARLIH , BT Bob EERHEREACH IR , FRIES “ERIENR WRBGERITENALLOW,
BE , BNV EHRRERALTRIEANRREHNITAIOLSZAN, MELT AR SHN t R
5 -

o = -

R T A LEEEMIUCRAEFA AN TR,

RNTHRLELSZHAN | ST EEMRR, LT RBEITHRIEALLOWRE NviewSalary , iHRHH
BREEEBSowner.manager TERANEM., a0, IR Alice RERFRIBRENEIAS, , M
Alice RIREMABENZLE |, NIKBEMWITHLERRN, ALLOW

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
};

UTENERCEIACKRIENNE , S REIFBEHETITMGE, EUREIF |, Alice BviewSalaryk
HiERHOBFAF. Bt , Alice REFREA , MSEXAE TiXMEEEmployee, Alice ZiRHITHIR
fERviewSalary , viewSalaryfE RHAERE FENSalaryiK & Salary-Bob, 71 74
Alice BEREESalary-BobRR , ERERM— NGBS , ZEMFENNEEEnployeet
#EAliceZElZmanagerB Y , AlFZownerB XM EEANRENSalaryB MK E Salary-
Bob, BALEARIEMHEMentityLlist , EPEZXENEMSalaryBEMEE , FIEERE

Tl 1. EEZKTIRIEMPRA Cedar BIEZ ABAC 10
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EentityIdentifier@&XEEmployeeMEMNBob, “ERIENR" B R Eowner Bt , ZE
MR AREREEmployeeF{EBob# 1TITE, AJF , Verified Permissions £1F{4Employee 52 X< Bk
MmanagerEM , ANHEESRENZRAHTLHERUMMERIRE, EXMERT , ZPTAMER
E , ALLOWRE N principal #resource.owner.manager@H¥ER2ERM,

"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
.
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
.
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
.
"entities": {
"entitylList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
},
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
},
"parents": []
},
{

"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"

1,

"attributes": {

"owner": {

Tl 1. EEZKTIRIEMPRA Cedar BIEZ ABAC 11
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"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
}
}
1,
"parents": []
1,
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
}
}
1,
"parents": []
}
]
}
}

BIBBINLE , EERROF  BRMNBHT HEizviewSalary FEMEXBFEMLESAN , R TAUEERACS
IR, ATAUEROMBITCHRNEFMANTR |, FERIENRBREN KRNI E TR SN
St BALEREN ERIENR RERBZA DU SRAMBNFRME

RTANEEEHCSHN I RMEEIEUCRAEFMAN TR,

HEFERAZENRERER , L TEBLSTMG N RIERviewSalary , B RANRIFALLOWR B EESE
FHIE 1 owner.managerprincipal , X% F#principal/®owner,

permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager ||

Tl 1. EEZKTIRIEMPRA Cedar BIEZ ABAC 12
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principal == resource.owner

};

Bitn , MR Alice RERFHEMENERAF , MR Alice RIREMBEENLEHMEE , MK IT
HERA. ALLOW

BXE Cedar REEHRFHZBEZEMNNEZELR |, 5 Cedar X#Y,
w2 EEZFERIUENXPER Cedar WEZA RBAC

LRI fE A ERIER AR A Cedar SKETREZARE RBAC, MBIFTAR , CedarfI EARLEH R — /3K

B, FRARENBCOHESE , HETUERFRESHZBEMNERR, UTRAASE=MEAHET

fk : UsersRoles., #MProblems., Students¥ HTeachersdaLA#M NiZEEAE/ERoLle, , B
S{EUser# A A S E A — M HExERoles,

IsubmitProblem
Isample-problem

Students > POST
student-role ST ETohia IsubmitProblem/{problem})
Isample-problem
Request
q N v
E-learning platform . v
Access decision X
{allow or deny)
Amazon Verified
/submitProblem Permissions
Teachers /sample-problem POST

>

teacher-role "JanswerProblem/({problem
lanswerProblem 0 )
Isample-problem

£ Cedar A |, XX R BB F8RoleStudentE|UserBobERNE R IR RIAMN . XFPXEEZ
B EEmMEFEAFP AR —MES, HXE Cedar P HITHEMNEZEER |, 55 Cedar X1,

LT RIS ZR BB EBAMREKNFIEZEStudents ARV IEEsubmitProblem, R
FALLOW, Role

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource

);

DT EBIBERENREHTITEanswerProblem , submitProblemsl&ALLOWAT X 5% R Z
AR AT A ZEETeachers A TiE{E, Role

permit (
principal in ElearningApp::Role::"Teachers",
action in [

Tl 2 . EEZLIRIEM PR Cedar FIEZ RBAC 13
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ElearningApp: :Action
ElearningApp::Action
1,
resource

);

::"submitProblem",
::"answerProblem"

NTEFERAXLERBENER , TESIZEENERNBERPSIANEZRARE N EBHMN K

A, At , NARFLIUEMHEXNBEK R BRESMENRNERN —BoEFELHITHE1Z, X
eEREMTRE , ©FEEEY M Cedar TSI BRERNAAPIRNELANTRNEMERN
HERFOBE, entitiesEUATREP , ARARKBEIE X User: : "Bob" HEARXKKEK

~Role::"Students",

"policyStoreId": "ELEARNING_POLICYSTOREID",
"principal": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
.
"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"
.
"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
.
"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
3,
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
3,
{

"identifier": {

Tl 2 . EEZTERBIEM PR Cedar BIEZ RBAC
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"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

iy
"attributes": {3},
"parents": []

}

L RHI% |, Bob fanswerProblem& HiFRWEFAF. Ht , Bob 2RFEFEA , MEHE T
FHUser, Bob BEHITHIRIERanswerProblem, 7 T iF{h Bob REA M {TanswerProblemig
£, BEEBRBE—ANEMELEN , ZEMFZEEUser SEXRBKEXR , BobH BT F R K47
JRole::"Students" , RO BMHEAK AR, HTFAFHRoLe: : "Students"HFHIEZAEREEHIT
B4E, REEEBRERNITELS RN, submitProblem DENY

B—FE, MRERNAliceABE TiZAMIE B UserRole: : "Teachers"=iR1TiR/E , MBAF
ROITTELERAALLOW , RAZEBEHAEAFEHFWEITLAXRoLe: : "Teachers"FIE B RNITIR
fE, answerProblem answerProblemMA FBE R 7T I ELE RN ERINIER, ALLOW

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"entities": {
"entityList": [
{

"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

.

"attributes": {3},
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"parents": [

{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"
}
]
1,
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
1,
"attributes": {3},
"parents": []
}

5l 3 : £ RBAC # 1T 15 R Hl

EFMUBAREA RBAC RO, By BEMNERLEIE SaaS M/ , X2 SaaS REFHEL
BER, BZHEPBREREF , ERAREEAFRHBFRHRNR. M2 B/ ANAFTEE
EH/ BEE  IMEXEREEEELIYELABEERSE T, UTRAGEATNFAERZSIER
UERUR R B ARSI R |, URNAERRFAeEES RE KR,

EASHEF RBEFEERITEXREERN SRR RKRE T M2 R REGES RE

MREXREK,. EXMERT , 7 AMBF B WAFBEREDHIRETENRESR
f#DATAMICROSERVICE_POLICYSTORE_ARM# {TDATAMICROSERVICE_POLICYSTORE_BRIE. AX
ZHMF SaaS NABRFHNERIENRZIDERBINESFEL , FERCHIENRSHEIZINERSI

o
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Tenant A IviewDataftenant_a

& lupdateDataftenant_a

User: Alice
Role: all_access_role Request N
POST Vs
MiewDatai{tenant_id) v
Access decision X q::}
(allow or deny)

DATAMICROSERVICE_POLICYSTORE_A
Data microservice
Tenant B Request
VL
& fupdateDataftenant_b v
X
NiewDatallenant_b Access decision

User. Bob POST (allow or deny)  paTaAMICROSERVICE_POLICYSTORE_B
Role: view_data_role tupdateDatal(tenant_id)

& NiewDataftenant_b

lupdateDatatenant_b

User: Shirley
Role: update_data_role

LA TR ME{L FDATAMICROSERVICE _POLICYSTORE _AXKEEF@ TP, BRIEFAEB RN IZHE
filRolefHallAccessRolefI —E 0, EXFERT , FAWYERXATESHEF A XBEWAETRER
fTviewDataFflupdateDatai®fE,

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,

resource

);

LA 5B FDATAMICROSERVICE_POLICYSTORE BEEEME D, E—IMNEMRIIZEFEAREE
FiZZEHupdateDataRoleRoledfl, RIZEREXEHF , M EATFERANSHEF B XK A FRRNITIE
fE, updateData

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",
resource

);

F_IMHMEME , RoleMAWFE TiZFE B viewDataRole AW EFE AT EFAF viewData B ZELHY &
RINITERE,
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permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

);

P ARHBBENEREERIAFDATAMICROSERVICE_POLICYSTORE_AKEEMX , I}

HE T FENRBEHTRIE. RGP , SIEENRRG—B2 TR E — N REXN H#HT

THIE, EHBERNERD , XBUser INWERIEAALicelEEERHITviewDatatgle, FHE
FallAccessRoleXkHHRole, Alice EE=IHXSampleData®iFEniTviewData®¥ e, BT Alice
HiX/allAccessRoleA , FTLUX MG LF=4E —NALLOWREK,

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",

"principal”: {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

},

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"

},

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

},

"entities": {

"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
I
{
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"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

1,

"attributes": {3},

"parents": []

MR, IREEEHE, B AHEMERUser Bob , MABINRLUUTENERNANS. ZFERZAT
LA &% ZIDATAMICROSERVICE_POLICYSTORE BXRETZM , ERNEFXRBHMAF, B, ELHIFERS
Z1Bob A EupdateDataX BiRSampleDataiTiR{E, B2 , BobFTE FAEN LR ZRIRIE

{fEupdateDatafI#F A, AL , ZERSXSFBURDENYE,

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
I
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
I
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
},
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
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]
I
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}

EE=ANTRBIH , User Alice ZERXNEIRMITviewData®R{ESampleData, LiER#E [
FIDATAMICROSERVICE_POLICYSTORE_AKREZf , A RNZEF AAlice BT AAlice , BT
ZallAccessRole B MWAHRole , AFMITBRIRMITIRIE, viewDatalHIt , HBRESHALLOWR

Ho

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",

"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"attributes": {3},
"parents": [

{

A~ 3 : £ RBAC 31T S 1 R4
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"entityType": "MultitenantApp::Role",

"entityId": "allAccessRole"

"identifier": {
"entityType": "MultitenantApp::Data",

"entityId": "SampleData"

iy
"att

ributes": {3},

"parents": []

A~ 4 : £/ RBAC 1 ABAC #1730 P if [a] 35 41

77T 8EE—THH RBAC R4l

ABAC B&

1=

y /Cn

A EAFRRMEYE , LeIZATZHE/HRZESE RBAC-
E. WRHlEBEE5EE—NREMERMNAER , BRMNTAFEaccount_lockout_flagtk

M ETXZSHuses_mfa, ZRHGIERAT ARG ERXRASHE/mEEZES , BIE R RBAC M
ABAC , A NBIMEFEA— M HRERBEFE#EM AR TR REFHE,

Tenant A

-

User: Alice
Role: all_access_role

uses_mfa: true

account_lockout_flag: false

NiewDatatenant_a

lupdateDataftenant_a

h 4

Tenant B

-

User: Bob
Role: view_data_role

uses_mfa: true

-

User: Shirley

uses_mfa: true

account_lockout_flag: false

Role: update_data_role
account_lockout_flag: true

NiewDatatenant_b

lupdateDataftenant_b

NiewDatatenant_b

lupdateDataftenant_b

POST
NiewData/(tenant_id)

POST

lupdateDatal/{tenant_id)

Request

>

Data microservice

1

Access decision
(allow or deny)

X

Amazon Verified
Permissions

7 4 - £ RBAC Fl ABAC 3t 1T 23 7 i B2 5l
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BROIRT—MZIS SaaS BRAR , BEZMRAERT , EFENE, A NEF B BERPREK
SrimEay R BEIREL

RNTRIAFBEINRE , ZROIERENERFPaccount_lockout_flag@UserE&EEA
WINTZEM. MREBERAPNRENGRINIE , FHDENYFIENBRE TR ENAF,,
#Zaccount_lockout_flagEMEUserKExEk , EZ N REPEFHE ZIREUser 2Bl —EHR
Mo ZBIEAwhenFH#1TiEfhaccount_lockout_flag,

ZRBIERMT BXBERMESBENIEAEE., L TXEEREEEFRZREFARIINAERITEHE
iFo N TRIMEIE |, ZRAFERAwhenFMEREBERN L TFTXFR—EB D Buses_mfatzd. BXF
IMETXHREBENESZER |, SR Cedar XHY,

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
k;

BRIFRBEBEREXEANTenantBEETE—4A , ENHRBZLEHRIFZR, XpgEPrErRENS
EWEMN — M AENSHEFRBEFR 5E. BXZHE/, SaaS NARFHNERIERRRITEEER
MEZEE , BERERIENRSHE/RITEESMED .

ZBIREWIREE ARallAccessRole MK R |, HFEMERTI A viewDataMM, updateDatalk
A, EREEESKIEElaccount_lockout_flagRfalselA Kk E T3 ENuses_mfaltBEERES
Ao true

B U TKBEUTHREZEXANTEHSE —NMEFHEXE , NmPEBRF R, ZBEKR
BHRRZEARERSR , viewDataRole HfFHRERFI N, viewDataltd , BELRIER
Aaccount_lockout_flagh , falsellRH L TFXEMNuses_mfaltEEREAB N, true

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
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resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};

BENREESH —NRERL, ZEBRERTRLI RSP RSSAMEXS R HY4H #Y B
Aprincipal.Tenant, XHEATUBRZXANTREBSHE, B X , NP EERFHE, %
BERBREFLAREKA , updateDataRoleHRFIERIE, updateDataltsh , LREIELWIER
#Aaccount_lockout_flagh , false AR ETXERBuses_mfait&E N, true

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",

resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
;

DTFERIERAATHEHINCH =N REEH TG, ZHRNERP , KB RUser BENN
EZREAMZABALicek HupdateDatai®RallAccessRole, AlicefIBMMTenant{E
HNTenant::"TenantA", EEZRNITHIRIEAliceR , updateData, H HEN A ZE

fESampleDataf ®RFEE TiZ¥K EData. SampleDataB TenantAfER XK,

RIBREEEPAIE — N <DATAMICROSERVICE_POLICYSTOREID>3KEE , Alice Al LA BIRHITER
fE , BIRRH 2R Bwhenf A MNRM, updateDatafE—PNEHFERprincipal.TenantEHITE
RTenantA, B-ANRBEREZX AN EMaccount_lockout_flaghfalse, JRE—NMRHEER
FTRXuses_mfadbfi@true. HTFFIE=ANRHHEHFRE , ARERSIRE —MALLOWRE,

{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
}

"action": {
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"actionType": "MultitenantApp::Action",
"actionId": "updateData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"context": {
"contextMap": {
"uses_mfa": {
"boolean": true

}

I

"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {
{
"account_lockout_flag": {
"boolean": false
I
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},

"identifier": {
"entityType": "MultitenantApp::Data",

7 4 - £ RBAC Fl ABAC 3t 1T 23 7 i B2 5l
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"entityId": "SampleData"

iy
"attributes": {3},

"parents": [

{

"entityType": "MultitenantApp::Tenant",

"entityId": "TenantA"

R~ 5 : EACKRIENFRA Cedar #1TH /S HE ik

1838 7] LAGE A ERRIE AR BIE RNV BREX A /- A ETEXE RBAC ffik, M TEAELTXHRAR
FREAAZENNRARFRRE  XFEENE  SEXZTRSBEAFIESBXREK , MRESHES

SaaS MARERF,

ELL T RIFUsers , Roleviewer R AFMITEH. W TFXERAF , BRFREFATNENEMERIR

.

viewlsers
viewData
updatelUsers
updateData

Bob
role; viewer

GET

h 4

viewlsers
viewData
Alice updateUsers
role: dataviewonly UPdateDala

viewlsers
viewData
Shirley updateUsers
role: admin updateData

-

Application \.

ul
viewlUsersButton
viewDataButton

updateUsersButton
updateDataButton

»~

Render
allowed
buttons

Auth Logic

Request

viewData
viewlsers
updateData

updateUsers

/

x{E}

{(allow or deny) Amazon Verified
Permissions

Access decision

5 ERABRIENRA Cedar #4T A~ RETHIE
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FLRBIP , BT Web NARFENNRE, BEZHAATALBRTIANEZNAREFNA
o RoleZE® T Web NARFEI Ul Bt , E2EH ERIUENRR LAEAFERITHLERE R
ERFERIUREEREE.

UTXRBIEEENRoleE R viewer (AR ER AP MHE. LRBIWALLOWEPUREKE
EviewDatafiviewUsersifE , EEEFRIRSDataE R EREKUsers, ALLOWRE R Ul 2
MFH N4 : viewDataButtonMviewUsersButton.

permit (
principal in GuiAPP::Role::"viewer",
action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource
)
when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]
%

LT EBIEEENRoleE R viewerDataOnly RAEE FE IR, HRIEAIALLOWREAUR
KEEviewDataXBTs , REESZE R XMW EIRData. ALLOWRE RIF Ul 2R
#lviewDataButton,

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);

DT RBIEEENRoleERE admin A A mBENEFTHIENMAF . HREEAALLOWER
BREFEEupdateDataupdateUsers, viewData, MR {Eviewlsers , }#
BAREEFRFRSDatai KB HXxEkUsers, ALLOWRE A F Ul 2HFTE MR

# : updateDataButtonupdateUsersButton, viewDataButton., FviewUsersButton,

permit (

principal in GuiApp::Role::"admin",

action in [
GuiApp::Action::"updateData",
GuiApp: :Action::"updateUsers",
GuiApp::Action::"viewData",
GuiApp: :Action::"viewUsers"
1,

resource

o~ 5 EFAERIEBRF Cedar 31T A RE ML 26
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)

when {

resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]
};

£ OPA 3231 PDP

FFRBERAE (OPA) B —MNTRMBAXRKSIZE, OPABRZAM , E5 PDP XIMMAXNASIRE
REHENEZEENARFIE. XMABEKRM. OPA £ PDP NRER , RRERZ., ©fEMH
—HMEN Rego WERFHMES REEBRNMMANM, XERBNANENAEFDFEE , AER
BEMBETRRAEFNEBERL T HMERIUREK, OPARRMHET —4 RESTUl APl , fERFEN
REZBHEEHAT, BEMERNRE , NAEFLXEM JSON AL OPA , Rjg OPA REEEMN
R A , BLISON BRIRETSEDRK. OPA EREB S A I 8 S H RBURE M XA A EBERE

Requests and events

Query
(JSON input)

Application OPA policy engine

-«

Y

Access decision
(JSON output)

Query
evaluation

Y

A4 — e

g. /-.-- \
Policy [ -__Datg_- 1
(Rego)

— (_ (JSON) »

£/ OPA >7
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EB8ENRKE|IZEMEL , OPAB/IMER -

« OPA X H Rego HEERIFMERMT — P REN, FAHENKESIE | JFMA RN HRNR
RERFTROEMBIEEN R, M B E RIS 5| EHIRT RPEROIR LR ITEEE,

- OPAERFHRMHESHERE , NMRLT ZNEE, SUSMYTEANARFRBERNER
XLERBEMMAN , TEERNAREFTRKEE.

- OPA AFF 7 — RESTful APl , Bt 7 SEMEHES () PEPs B,
- OPA HWF A JSON Web 1% () 2ETHBXZ. JWTs

« OPA B—RLQINWRNIME , REREWNREFEZFXBHMARRERFERE , MAILEREAEX
A RB

- XAEW OPA 2ENRUNE , TiICHANMRNMARFERMMEREIES , BLEANR 2B EZELL
Rego mERI KR,

OPA AL BFRHUTHIASR :

« OPARERATEMMEERMAVENIZH FH, OPATAXREHRT — LB I LT ERE API RKKIKRE
B, BEREAAERENELRER , BER5H API NERMIIH OPA AFLAE, EARERK , &
Bz fE RIS E IS4 R E (CI/ICD) BEEREE, SR MBRERRIRAHEE OPA FHYKMK,

« MIABRT , OPA TTEMATKIFER REPE, REURKWABBIRRAURFRERFBEENHE
FE. MOPARMAMBBN AR —ENREME—AURIEAREZFRXERE , BT UEFXR
RBURTE BT MAPIZ) 54 F—— B RIREUX &5 BT ROPAR LR RIRMBAVE1S

Rego #iiR

Rego 2R—MEARKIES K XEKRBTCEA THENEMENEME, Rego WEERHNRES
JSON/YAML i AFIZIE , XLEMAFBELY TE , MEREMZREER, FHNZEREHETRR
HRZE, Rego AT EBREBEXERJFHREMENEE K MEFTEXRT RIES. AT= Rego AT
i HH B R — LR -

« It APl R 2 AFIERIRIEL ?

- LNARFNEMRSSENENERTL?

- RUMEMRETENXNRITD>RZD?

s ATRUSTAM , HEHARIESRIHLLES ?

o LIRS MFERAMLEEBER ?

Rego #iR 28
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NTEZXLERB , RegoRA 7T X FTUAMHXERENEARES, £ Rego FEEBERRHIFH N X
BENZ :

- BNRR., BHRIRETHTLLRRHA JSON 5 YAML FiE,
- FREEERRNATHIENZE,

Rego & E X B X M1 JSON/YAML Bz ARIB 5 |, HEIH MRS M RUR
K. C. Java, Go # Python EHRIFIESRBRIXNMAIBHNERFZE , B2 Rego WRITERZREK
RARGHBTFENEA , URFEAXEEEMEBRRARNERE,

1 748 OPA #l Rego FIEZ ABAC
ABNE—78 , HREA OPA KRE A VLM =15 FIEAIL Payroll SRS FHER., 121

Rego RIBF BB N T ETUMMEA Rego REIMFAEFREK, XEFFEREFARFERLEN , B F2
WMRegoMOPARE £ HIRE, EFELMEM 7 #% Rego , BINEWEEF OPA Wit £H Rego X,
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https://www.openpolicyagent.org/docs/latest/#rego
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Report
Report generator
IgetSalary/bob
IgetSalary/fjohn
8 lgetSalary/dave
IgetSalaryialice
Bob

Yy

A J
GETL-\ Payroll
Iget3al ar}r%/ microservice

»~
E lgetSalary/alice

Decision ; | Query
Alice E i
POST i i
lupdateSalary/{user) i i
.
99% lupdateSalary/*
Open Policy
HR / performance review Agent (OPA)

;.
Palicy
Data
amd Re0 (JSON)

EHRE OPA #M =451
ELES | OPA /T AEMIRSBHNITHIHEEFANE — 2 -

RITALURIE S TH,

A~ 1 %8 OPA #l Rego HIEZ ABAC 30
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R Bob iR 15 Payroll #lRFUAEFEEHSHW IR |, Payroll RS AT LU API A EE@E| OPA
RESTful APl LM i RIRE, THRERSEALLT JSON % AL OPA BUEREURSR :

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPA REEWMERE — PRSP K. EXMIFRT , LT A Rego /BRI KB T/l JSON H A

default allow = false
allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

RINMBERT , WEKIELTTE, AT, cEIFEATNRAHREELBEEinput RiTMEZHE

Ao REERFATHEZERGHELZENE. MRANPHRENXEHE , Rego MNFallowiRE
true. Rego MMBIEH Amethod W EABET GET. RFE , TRRIEFIRFNE— N Epath2E
B, AlRgetSalaryBESRPNE-PM A REBAZERBuser, &5, ©/getSalary/bobBEX
REAHBRWARESuserTENERRXREERHEHERE, user input.userizMNallow
A if-then BERREARE , W HAT

"allow": true

158 P S\ BB B3 B9 B8 0 AL Y

ER R EAh OPA Thae , A LA IEAERRER T RIMNAFMER, RiZEERE LB LT XXHEENIT
LETE R4 HIER

5 T 0] BB SRR [ T AR A B T3

L RBIF , OPA ATLUG BIANEREHE | X L 53R W] LAS A LABS B 15 R R 3R

"managers": {

R~ 1 : #7%8 OPA 1 Rego HEZ ABAC 31
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"bob": ["daVe", "john"],
"carol": ["alice"]

A LUBIE 7E OPA FR I ER o MK 4 B AEE JSON MRz , ZAMNEE—HEMF2EEMIL, X2
EB0 AN E =B

direct_report[user_ids] {
user_ids = data.managers[input.user][_]

}

MR E — AR EBENFRBERA S input .user , EABIF Abob, MUFH[_1HERTERES
X2

M1{E, AN
{
"direct_report": [
"dave",
"john"
]
}

RRGEEEAHTHREAFRERLENEETRE, NTRENARERF , BEZHZ JSON LR E &£
#9745 /R W8 R 58 A B

HEHK
BE—NMIRERLAFNEREER , RNEEETRIERPIEENSRMS
ATALNEEECSHN I RMEEIPCRAERAN IR,
EREHER , BRI LA L Rego BUE :
default allow = false

allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

R~ 1 : #7%8 OPA 1 Rego HEZ ABAC 32
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allow = true {

input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]

contains(managers, user)

WMFFFR , ZEERNE —ZANAFEMARREEECHN I REENAFA#THE. EHEN
E&MHNMallow , £ Rego FAEZBHZER. F-FANRREZXENFIEEETE
MHFKinput.user (RBELEHRHEE) , HHUINRSELETE, managersikfa , ZMN
Minput.userBERIIE#EZRERBEEmanagersTER , KR EXREFHIAWAFPRERE
BETE.

AP R REIEREER | HRIEMES Rego M OPA HEEMN TR RARER. EXEZEL | FEE
OPA X#%4 , &£F OPA BHIRX# , RIFTE GitHub Rego P layground i {T3EK,

Bl 2 . £ OPA #l Rego #1TZ M iERIEHIF A 7 E XK RBAC

Lt RBIER OPA M Rego ERMMBER B AFEXNWEENSEESHESNARFHN APl X
Rz, CRERT MAREESREBITGENR, HERER OPA MARESRALTFRENER
g B AR R IR K
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https://play.openpolicyagent.org/
https://www.openpolicyagent.org/docs/latest/
https://github.com/open-policy-agent/opa
https://play.openpolicyagent.org/
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Tenant A
all_access_role

GET
NiewDatal{tenant_id/)
—> Data
microsernvice

A
POST : 5
updateData/{tenant_id . '
Demsmni EDuew
Tenant B :
update_data_role ' '
view_data_role
.
Open Policy
Agent (OFA)
-
Palicy
(Rego) Data
L (JSON)

HPHNABFMER T OPA 15 FIRKN S EREYE ( RBAC iR ) #F :

{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
},
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

=) 2 : £ OPA Hl Rego BT Z R IR HIM A - E XL H RBAC 34
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XEAGHESFAPENN , BMFEEENBHEERRSGRAE (1dP) # , EFHEFEXLN AR E
ERMEFAGE , FHRAE TR S ESIKIF,

L RBIGER OPA YN REERMERPURK |, AR LR NMAEFNITHESRE, XLERBEE
BRI E Y RBAC #iRE,

default allowViewData = false
allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")

EEREANRFNEE , FERERFUTRMAN OPA £ :

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"

}

BEAE RBAC &, OPA KEEHM OPA A , WTLURIMT ARt AP ERAKNRIURE :

1. REMWAFETenant AKX API A /viewData/tenant_a.
2. BIEMRSEWRABHERallowviewDataM Nl , /%% OPA Eif)w A RHIP R RAM A
3. OPA £/ OPA KEEFHEWHMNIKIFMATRANBM A, OPA EFEA RBAC IE A HY BIE R ITfL
Ao OPA £BITU TR
a. BIEA T31T API HAMN G EREANGET,
b. RIFERWEEREB N, viewData
c. REERtenant_idHFMWRBEFEAFinput.tenant_idX<Bi, XHETMUBREZHE,E
B, B—1EF, BEACER , T ERESHTI AP ARANZEN.

d. NAEHABKEFRENACNRIRHATGHSELAETE, role_permissionsity|RE2EIL(E
BERPXBENEFEYAR®KKERN input.role.

e. role_permissionsBEECREEBEMNIR viewData.
4. OPA FEU T RERELEHTFEHRS

=) 2 : £ OPA Hl Rego BT Z R IR HIM A - E XL H RBAC 35



AWS HSEHIES Multi-tenant SaaS #ZAXH API 5 R : SEHeE I A &£ S

{

"allowViewData": true

}

WEEERT RBAC MEFEIRMMAEEFES OPA MEBEIURE, ATH—FSHBPX—8 , (U E
EBEHAUTERMA/viewData/tenant_bi# 1T APl EA :

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["viewData", "tenant_b"],
"method": "GET"
}

WHNRES OPA &M AMHBENGEH K RECRHNEETEAACGHTERF,AN. XERAIA
ARHIH , /tenant_bi RBAC view_data_role FMHIEMEE S 2 1B viewDatat R,
EX AR ITHEER SR 2] /updateData , AJLAEAELIEY OPA HLI -

default allowUpdateData = false
allowUpdateData = true {
input.method == "POST"
input.path = ["updateData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "updateData")

ZHNENEE L 5allowViewData#NEE , EERIEMNETE RN E AL, ZAN A aTHERE
FRE 6 AKRSHFENNACRESD API AAERTINE, E7HMMEGRITIRE  BREU
T API AR EBM A /updateData/tenant_b :

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}

ffFAallowUpdateDataM Tt EB AR , 2IREITRURE :

=) 2 : £ OPA Hl Rego BT Z R IR HIM A - E XL H RBAC 36



AWS HSEHIES Multi-tenant SaaS #ZAXH API 5 R : SEHeE I A &£ S

{
"allowUpdateData": false
}

LHHUGTA2REREN. RE APIAAZXREKTEBY |, tenant_idH BIEEFERLAEN S LB

A API , B2 R view_data_roleEXinput.rolef, view_data_role’&BHupdateDatatX
BR ; Bt , WA /updateData @ RELRNH, X TFHE. BWtenant_bAF K , SLIBAARKER
Ih#update_data_role,

5 3 : EF OPA #1 Rego X RBAC #1 ABAC # 1T %3 P i Al #3

Eif58 F—T A RBAC R~ , AT BA@ A - A InJE s

Tenant A

A

User: Bob
Role: all_access_role
account_lockout_flag: true

N GET
. NiewData/{tenant_id
. POST
“_jupdateData/(tenant_id
Tenant B : ;
8 ¥

— > Data
— %\ microsermice

A

Decision ! ! Query

User: Alice
Role: view_data_role .
- e Open Policy
account_lockout_flag: false r Agent (OPA) —
8 a
User: Mary Palicy Data
Role: update_data_role (Rego)
account_lockout_flag: true - (JSON)

RHlZESLE—NREEENAR , B5RMNT AP B account_lockout_flag, XRAFBFEN
B, SEMBEAGHY LXK, BuLERAZHEARRFFERN RBAC /IR

I 3 : fEf OPA #l Rego Xf RBAC H1 ABAC 317 %% /= i/ 2 4 37
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{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

Al LAffaccount_lockout_flagR P EMERN A/ Bob 9 OPA &ifji AK — B 5 151% 4 TR AR
% : /viewData/tenant_a

"tenant_id": "tenant_a",

"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"

ERHRARRHAN SpIEH REEEY , BE8REIA—1THTREZaccount_lockout_flagEt :

default allowViewData = false

allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")
input.account_lockout_flag == "false"

HEERENRIRE N false, XEEAtrueiE AT Bob , M Rego #MMallowViewDatatE4 ik
@] , RE Bob WAGBHIEFaccount_lockout_flag attributeRIEWAY,

Rl 3 : EFH OPA #l Rego X RBAC 1 ABAC # 1T /= i iE 4l 38
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5 4 ;- EFH OPA # Rego # 1T F R HE &k

OPA # Rego W REMXFFIFEA R ETENEED . LT RHETRT OPA &2 HL 4 A &= HUR
EWLTENERE RBAC B Ul H, WWHEREM OPA M AF REALEN RS FRFGEZ—,

[ e
A

Ul
Bob viewlUsersButton
role: viewer viewDataButton
updatelsersButton
v updateDataButton
- ry Render
Shirley allowed
role: dataViewOnly buttons
Auth Logic
viewlsersButton
viewDataButton
updatelsersButton
Alice updateDataButton

role: admin \ Y /

Decision ! ' Query

Open Policy
Agent (OPA)

r
Policy
Data
amd R0 (JSON)

ELHTRBIF , 27T Web NAREFAEN N R, RIZIRETIE Bob, Shirley F Alice WA P SLE , X8
R EHACHNMNIZRA, ZAFPRAEKEAFNERN , E2E#H OPA IoMNAEE
NESEFERMLERA, 2 Bob ( EFABviewer ) [ Ul KRHEEREN , THSRUTHREIERS
Af&iE4 OPA :

T~ 4 - 55 OPA # Rego 317 A REfF ik 39
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{

"role": "viewer"

}

OPA £/ RBAC St {LEY SN BRERHE R A 15 B R K

{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}

OPA 53 HLIV £ A S 5B B 4iE A0 580 A SRAE R SR VFRVIRAE DI R

user_permissions[permissions] {
permissions := data.roles[input.role][_]

}

EEDMN G | OPA FERERNEH—Z o Minput. rolefsERBEEM S RELIR, Bob HEZA
Bviewer , ASBBIBIEEEFTZEEH MR : viewUsersHviewDatao, Hit , tHMZT Bob ( MK
FAEMCESEEEACHAR ) WHEEN TR

{

"user_permissions": [
"viewData",
"viewUsers"

]

}

dataViewOnly¥ EAEHK Shirley i HF 2 E — MUPRIZ4 : viewData.
BizadninBEH Alice WAL T EMBEXLNRR, iR OPA B , XEBR IR
EZEAFRE. user_permissionsfAJa , N AR 7T LA LI B SR EE

T~viewUsersButtonviewDataButton, updateUsersButton., HlupdateDataButton,

e BE K|

X PDP M % — M ERGIBAE LRSI E, WRESIZENBERZERENEBEENARF2E. B
EXEBSIZEATMHBELOREK , RETERIERPRTE OPA , ISLIUREHEN, LERAREERE

2 B E RS 5|2 40
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WIFNPRE OPA AN EERXFET , REMTMERBHNEERNAE KK ZEHN. 55/ZH
FARERHLFUET API HEMTEZLTT , MERNRREGEENAEF. B AEREMREE
SHREBENKMEIZE | thal LUERHE MBI TR |, fIImEARERXES (CEL),

2 B E RS 5|2 41


https://opensource.google/projects/cel
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3K PEP

BERNITR (PEP) AREWARIBRREK S (PDP) #ITIFEHBENIER, PEP A RN ARRF
hATRTP BIENRRNEAES | LU ARNBENS. PEPs 52t , AXIEE
PDPs, PEP (XARERMITMEEIRE , FEEFEMRNEE, PEPsTEHIRZ PDPs , ERBeEF
f£ SaaS R AREFF. XREANEEZEEENMNNARFREZEASPRERNAFEES, PEPs 713
RBiF T #ARS APls, BilR/EM (BFF) ERNARFFEESFTEHRZHINEMAR. ENAERFS
PEPs "2 TARKRES N RLEIM Y i IF R

EXNE PEP , F—PRWBENENRARFPALLKREY FEE. HRE PEPs NEMALEREINAR
Fret |, BERU TR

MRNARFLTTT APL, N RIS ZAPIFEAT R 15 R 425

X2 RN EE B HARSS S EERSHIRET , APIs BERRINAREFIEZEN DR, Fi5RZEH
ENNARFIERZANZERERSEENRAENN, RINBABWERTIF SaaS MARFF
HEA API PEPs fF N ek M, hAIMENABRFNEMUEREREN,. EEANAEFT , TREE
EENARFASNEEFHIT PEPs £K. T7FE PEPs NiZB8ME—UE , BEAUERER API
FENAERE K.

ERERE

PEP %76 PDP HiERIURE. BRAURBZHER, ERBENRENEER, REENAFZEREE
PDP AFF#9 RESTful APl ( OPA S ERIENR ) KERNBERKEE, MREFEAHRLZLKRIEAN
BR , AT LA AWS SDK 1A iZIsAuthorized 5 /AR RBIRE, EXHERXT , PEP I —Ih
HEEREARNERIEBMENEE. XTGN API WEIMBEREN M AR KA PDP —HEE, &
BHEMBIE S E PEPs, il , BT LAEA#YF OPA PDP 5L, Go RBBES RENNARFENESE
B, mALEER AP,

PG BAURE

PEPs EESRITEBRIURKRERNZIE, YT PDPs HEt APIs , F#RUREKAAER A JSON B X H
B APl B AIRE, PEP 4iTfhtk JSON 55 , SUAEMEBRMNIRIERBIREEN. Hlm , 0% PDP
EERMEMRAFRIELTEPORE , I PEP et RERE WA , AFRE HTTP RIS 200 X RA
¥, RE HTTP IRA 403 RRIEL, XiF PEP ERFRE APl A RZENERE -7 3 TS
BIFEBRNER |, ATLE SaaS NARFHRXIGRIES, EEEXRNHRSF , PEP WA ITM
PDP IREIfJEE JSON {8, #E PEP R4 BE MR PDP REIMNRPUREFT A FENEMBHE,

BERBEBURE 42
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BT PEP ARt E N ARFN S FRMESI , Rt BINEBUEFEN PEP RIBIT 2N AL REE
SNAERAESITH, X, &1 PEP Al LB EKIINARFFHNEMLE K MAFRIHER
Lo

AARBURE
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ZH 7 SaaS MM IRITRE

K AP FRZFINBRN G EZBRSZ . AEEMERNE=MERTZH 7 SaaS BMAIRIHER,
LRI AMENKEBERRER (PDPs) MBERHITER () NERSE , NTER—MEHER D BEEL
TENNARFRRER, PEPs

RiTHER -
« 7§ Amazon BiERPRIZITER

- OPA MViRitHRE

A Amazon BIFXPRIR1THE T

FERAFEHWEHT PDP PEPs APIs

APls #EH FTHARBEHITR () WEDPXBERREK S (PDPPEPs) BE{TI HESLE , 7 API iGR3EE
MERNEENES THFNERE, XMAEZFENLAABEN

« BRHA AP FEZEFSINATNARFRHNZ MR,

- BEREEMITNARR,

« FRIEHEIREEEFM,

£ Amazon BiF R 44
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B — Amazon CloudFrant Amazon AP Gateway

Mobile client n n [ |
— R Microservices
— -
8 o El B O

J—

—s=
Web client ALLOW ! ! IsAuthorized ALLOW ! ! IsAuthorized
or i ' or i |
DENY ! DENY !
AWS Lambda
B O
ALLOW | ! IsAuthorized
or 1
DENY ! : ; :
Y H ¥ : ¥
a Authorization service (PDP)
v

x{E}

Amazon Verified Permissions

BAREFARE (BEHRPRAERKESITNRE ) -
1. #1586 JSON METHE (JWT) LS SHRIENAF 2@ S# CloudFront2 B — HTTP iE3K,
2. CloudFront &R ¥ X BB E N CloudFront3RJREY Amazon APl Gateway.

3. @A API Gateway B E U RINEFKEIUE JWT,
4. HWRFAMERER

R AP 5REFIRE (AR RLeRSOERRA ) ¢

1. PEP ARARMURS HEBERBSE , 2/EM JWTsBIE,

2. BEIMBRSS (PDP) (EAHIFRERIENR ) FHBFEBRBEFENERHA , ARBFENEENERE
RS EL 1T IR
3. BRIURERREL PEP H#1TiTfh,

FERFFEHEFK PDP PEPs APls 45
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LR BEAEF N PDP RBERPURK, PEPs REAREZIKAERN , BV M PDP RHENE
Ro TERERTIMAERRNZES SaaS NARFPRILER,

£ ZR ¥ | £ Amazon CloudFront 1 Amazon API Gateway AR ST HRESHWRSLET R L
PEPs ERBRRE, BURERBENIRES Amazon BiEHR (PDP) #t. AT ERIENBRE -
2RENRS , BT LLEBRKEEMEN, B LAEA RESTuUl APl 2% AWS SDK 52 KR iE 1Y
BR#ITRE,

IR EEEL KBS ZE—REERA, B2, NERIENRPRENEMREBERLMERN B
TE MRS B| ERHANIEE,

FEHEFRX PDP APIs 124 7T —/ME AR , AJ AR HBIERB AMRINERS, PEPs APIsiX &1L
TEGRE , TREET —MNTEEWED easy-to-use , AT HBARS APIs, Biiijg4 (BFF) ESE A
B AREFA G MERPUREK,

£ Cedar SDK

Amazon Verified Permissions £/ Cedar EE R EBELNBEENLNARFPHNBEENIR, &8
Verified Permissions , A LUfF Cedar RBFE#EFROMLE , IAEZEWRLENERIER , HE&ZTE
R ARFHRBR, Bt A LUEERESF Cedar SDK BEEEREIEHWNAREY , MEETEHASRIENR
MR TRERIUREK, LEMEEFANBEELNARFEFAREEBNFHEZNALNKE. B2,
CHRE—NMATHERSR , AEEER TERMEZET —BmE R &R 2RI RER
To

OPA HiRITHEEL

FEATERES R PDP PEPs APIs

APIs EE FHFAERBEHITR () NEPXBRREK K (PDPPEPs) E1ETT I & E3KE , 7 API T5RZH
MENCBERE S THFNRSE, IMEEIFILNRBERERN

« BNHM AP G REZEFINATHERAEFTFHNZ DR

- BNEBMMY TNAERF.

« RRHEIREREPH.

HEREAEFN PDP RIBERPURK, PEPs E£ 2 APIs 3 7@ PDP R EBRERM KRN, T
BER T IMAERIRNZIES SaaS RARFPRIUER,

£/ Cedar SDK 46
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N

Mobile client

—=

Web client

Amazon CloudFront Amazon APl Gateway

EEEE— Microservices
L. A :_.
B O B

2000K | ! Jauthorize 200 OK

403 Forbidden 403 Forbidden
5 | AWS Lambda & ;

lauthorize

B O
200 OK 1 fauthorize
403 Forbidden | ;
v E v : v
Authorization service (PDP)

B
- ~ | Open Policy | _.
Authorization J Agent (OPA) Sidecar
Decision n

.8

MARFRE (BPREERSHREHA ) -

1. A JWT WA 54K IER A~ 2™ Amazon CloudFront £ — HTTP XK.
2. CloudFront &R # X B|BLE R CloudFrontJRHI Amazon API Gateway,

3. A API Gateway BE W IRINEZKEIUE JWT,

4. RS LXMWRIE R

M AP HREFIRE (BPALeRSERRA )

1. PEP ARARNRS HA B ERKE , BEEM JWTsEIE,

ERFBHEF PDP PEPs APIs

a7
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2. EMBRSS (PDP) FKEUE RBFEA EWENLFZITH OPA K3 REST APl ERBEAFERN A
Ao

3. OPA BREEHHIEEHWHAXARKKITAMA, WAKE , AAUS AHTEUBEBIORE,
4. OPA FARFIRELBIURS .
5. BPUREMIREIL4 PEP H 3171144,

£tk 2R ¥R | £ Amazon CloudFront #1 Amazon API Gateway H RS KR in T R AR B MRS L
PEPs BEXRBRURE, BINREHFTHOPALENRINARS (PDP) i, B UNHEBEIERFZENR
B R RS B 1TIRIE, OPA sidecar £ N FF H RESTful APl , Rtk R ERNIRS = 8E15 iR
Z APl BIRURS QT T —NEME AP, ATER, PEPsLERMNARSEH PEPs M OPA Z[AIKY
7t , AYF1E PEPs Ml OPA ZHIIEAEMIATRER EMNHRIRZE , Sl , I PEP HWEMERTHE OPA
FHAM &R AR

BB LU R E B E RIS E—REM. ER , M OPA RIREMEMABEHLMER N B E L
REESIBRHNEBE,

FFEHEFR PDP APIs 12t T —MEEAIAT , TN EGIRBANENRLS, PEPsAPISEZT
KU, BRET —PAEENER easy-to-use , BT HMAIRS APIs, Bilm/aiw (BFF) RHEMNARE
FAAMMERNRE, B , XA ETRIEENNARFFEXNIZHER , RHNRRKEER
F#IRE APl, MREFEMFZIERFIBR , WA LAERER X PDP,

FERAF B2, PDP PEPs APIs

APls B FHFERBEEER () WD A REERE S (PDPPEPs) EE1T &R{ESRER , oJ /BB
APl G RIIZEFHIFITN RS, 5T PEPson APIs #HE N EHN PDP —# | WA EXHFUTREBERE
n -

« BRHMAPI HREZFHNATNARFHFNZNR.

- BNEBIMI TNARR
« REBERERERH.

IERRERAIE , NTAED R PDP &Y , HREFIRKRREFH, RE PDP AIRRFETNAEFNZS
MLE , BELAERMEENRIEERME TG RZEGIRE. £ AMEBNERT , FAXLE PDPs
REMEBA T EZRHERRK, PEPs 5222 APIs 3 T [@ PDP RHBENIERMEEN. TRERT MM
ERIZNZHEF SaaS NARFPRIAX M5 A NEE,
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FEixfAES , PDP ENAEFNZMIERI, N TEBFIZEIT OPA H X PDP MRS ITEIhEE
WRIARFAH , AINTEENRRCRZIL S #HEMITE TR (Ama RESTful zon EC2) 3=4| , PDP
ARRTUEZERZENARFASS , TEXNEFRN PDP RE#H1T API A, XEEMAYFL R T LU
HSEHRK PDP RE AP ARERINIER , RAHIESINNABRFAGBLIHTIAN AP BA T EE
REBBRIURK, ER , ¥ FFEZEZEER PDP WRERITE e M ARFAH ( Hl20 Amazon 5
Amazon API CloudFront Gateway Bk ) , EHERBPPAFEE SN PDP,

TEERTWAERRNZIES SaaS NARFFXRIAEH X PDP Mo H X PDP HAS,

E Amazon CloudFront Amazon APl Gateway
Mobile client n E n Microservices
E—
Authorization service
— M (PDP) sidecar
— 8 0 3 -
Web client 2000K | . Jauthorize | .

403 Forbidden

| AWS Lambda &

M

2000 1 fauthorize
403 Forbidden | ;

W : W

Authorization service (PDP)

B
N = | Open Policy )
Authorization J Agent (OPA) Sidecar
Decision n
. B
Paolicy
L

1. A JIWT NET FHRIEN A~ 4[ Amazon CloudFront £ — HTTP &K,

MARFRE (BPREERSHREUHA) .

FERAFFEH 2% PDP PEPs APls 49
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2. CloudFront fi&ER# X BB E 7 CloudFront3kJREY Amazon API Gateway.
3. A API Gateway BE X BN REIE JWT,
4. MRS 2MRIER,

B AP 5 RZEGIRE (AT RIeRSRERA ) -

1. PEP A B RINRS HEBIEREE , SIEBEM JWTsEIE,

2. #NRS (PDP) SREVE RBIBEBHEWIER L FZE1TH OPA KIE REST APl, ERBIEFEERNNA
Ao

3. OPA BREEHHIEEHWHXAKKITAHMA. WAKE , AAUS AHTEUHEHBIORE,

4. OPA FARFIRELBIURS .

5. BPUREMIREIL4 PEP H 3 1T1F4d,

ELLZR ¥ | PEP B3REMRS % = CloudFront 1 AP| Gateway AR EMMRZHWBZIUREK, RS
IR FEHTRRS (PDP) i , ZRESEMARFAGH —EXYLEF, XHEXERTERS
R S#E M ITE R (Amazon EC2) 324l EiZTHHMBRS ( RS ) - APl Gateway ERFHI TR
%K1} CloudFront EEB RAZBENIRS . it , BNBRSHELF—/NTHK APl, PEPsit#%
MARE 7Y PEPs M OPA 2 AINH A , AAFFE PEPs M OPA 2B A AR EEW B EE | Hi
m, % PEP WEMNFERTHFE OPA MHIH &4 AR,

BT LU R E B E RIS E—REM. ER , M OPA RIREMEMABEHLMER T B E L
REESIZRHNEBE,

FFEH PEPs 7 PDP APIs IR T R ESIZB KRN ASHIET, APISEXEIEREEE | H
RBET —/NAUTEEMWEDO easy-to-use , AT HHIRS APIs, Bim/EI% (BFF) B HMNARFAHM
HEBRREK, XA EEE—NMA , BREA LRV EEHN PDP HER AT LB SIMN IR,

EM 5w PDP ENEE

& WA LA PDP EREPURTE , APDPUUERBHNERREMR , UMEAENAREFHER. OPA ATRE
Go B=FFF, NTHMERIES A RALERBESWELMNCEBELKESIZE,

ERA2 = PDP R E 50
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Amazon ERIENREZHFRITEEEM

EZHF SaaS BRI RPFEH Amazon RIUFNBEREHERINE , EEZESHZIHET, EHRERX
LAl , LERABE—T S/ SaaS IMEFREMBTZ RN X5, FEE S A 2By I AL
WHBIEHBLAERNEF, BRAUBARAFHEHEESONER,

EERIEMNRY , RBEFHERBEFE®E P WVerified Permissions XEH AR , LA LUER F 8
A EREIMN R RREEASNERE  t U BY IFrEHRFERE N R EERATHEARE
RH, AN NIRRT EXRMEERBHLRL] , HER T WAERAS ZRBEARBFEl]. FXxEMLE
SEE , B2H BRIENR X,

REAFTHHCWIREMETERIENNR , E—MBBSERTREZESAREREHNES. SaaS
R REFSARLFESREANELRIT -2 , S —kHRERNZEMREE SaaS NARF P
FEIWIENNR, ATESIA T & ONSaaSHEEER | Flafl#YSaaSER ML K SaaS HH,
BXEZER , 52 Well-Architecte AWS d 4E2R SaaS &P UBEEHE.

RiTZHF SaaS BRARMNPRXBEERRNZRESRENES AR, HrREamRS, B, #
HRRE. R ARSKBENEERE  ANECEEETHEMNTNELER, L SaaSHikEH L
ZHEF RS RNALALTIRR L K Z B SaaSHAEF ML EET, RE SaaS RS R AR
TRENRERE  BF-—EEXRE) SaaS #RAERFF—H. Hl , EANREFNEIREFIEE
HEEER RSN MRS IRNESEENBERERE,

RITEEEM :

- HEARMA,ESEMR
- BE/RKEFMH

« —MENSHESORBFE
- DERAERE

A BRI A P R

SaaS MATEFESF SaaS Sl E , A EBEAF S EREF BN —RRESER, SR
FHRFRAFEE N EOREAEEFAFPNEFHAIEY. IMSQEAFRS FHNRENE N NNAREFE
BEAPEMARE. ARG, SNLESHRIINAFESHEEEBNE, S0 , 5 JSON Web &
(JWT) B —E85,

B , NRNEREFEBENRBEFEINANARETFEBRE, BEEERTERNIE R EH BRI
it BEFP AP IRBERIES SRBFERNRS, XERFTBEFRFEENNRAEF S| ANKE
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https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/design-multi-tenancy-considerations.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/isolation-mindset.html
https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/saas-identity.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/general-design-principles.html
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& , B0 Amazon DynamoDB Sl B #hx REIEE RS (Amazon RDS). & Al LUB & 4 12 14
7 (IdP) FIVBIERIBEHBI R X LM, RE , P, AFARKE#EZEANXRBEEEITEEN
BRAIFBHFBEXRN JWT REEHAF.

WREERTETHP TenantAHFERTEREM ID NRBFEMEHITRINVNWAF Alice JIWT
pPs-43214321 BERAR.

{
"sub'":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}

FHF R0

Amazon Verified Permissions AV EH P RIEFH I 1TTERE SaaS NARFFPNENEFEHBS
W REEFEXMEREK, ERELT SaaS laBEERE, AMEXHERCUBEAFENEMIZHE ,
HEEBHUNERS, XA ENEEFAREMIRERFNAFRE , XESM M IRESRIGE
X, HRTHENREZEN® , URENTEBREFRBBAMNEWEE, XHFENRIBEESESR
WHEFARRRE, BENEZE. NRBRAENSNEAFEEM -V |, NHEESEAREF REFE
A *E

WMREH SaaS NARFEE P KB E#EERTURHR - SENYNEFLRE S %, BHATL
FHEREWEERSER , B2/ Verified Permissions SEM A AR EE izt e E R NiRE
HR5 , FlanELe B RRE,

ESHEFRBEES  ArREREIEAFEMIREPFESNREEHERRAFRAZIAFE SaasS
BORXIN , MEiAd. XA EREFNRBFEEAFZARZHRIAE—E , FREHT &%
B/ SaaS BRARPHEMFN —HAR. BAILT SaaS RARFER IdP B —I o A BEIE
iR (5l DynamoDB ) #1744 , N HEIRMHE SaaS RARFHME, XEATUBRELARE
PR —&5 , FEEABFNREEE,

WRBIEEE T B E A FpolicyStoreIdftenant®y JWT M API i 4533 ZI IR AT BV SR B
W=, AWS Lambda #7518 R 3% B I [E A R BE 74K
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
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Amazon APl Gateway

{ {
“sub™ "12345678907, “sub™ "09876543217,
“name”; "Alice” “name”; "Bob",
“tenant™ "TenantA®, “tenant™ “TenantB",

“policyStoreld™ “store-a~

¥

“policyStoreld™ “store-b™
}

AWS Lambda authorizer

W W
' '

x{E} x{E}
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a~ policyStoreld="store-b"™

AR RBIREERER T BHEF REEENIRITEA. AliceBTHAFETenantA. &
policyStoreldstore-aBRE RIS 5 , Alice, HBEIFERA EWNRITMH, XHETUBRE
FATenantARY KB,

@ Note
BHEHFRBFHERGEE THPNXRE, RNSBEHRITATFAPNERERITHRE. £/
FRLERNRENARFMI RN ERENEREMEEVSHETRE , 2Well-Architected
Fr amework , SaaS Lens AWS A FIE Lo

FLREER , AliceBNEBRA R RVEE

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource

);
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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ZREBNERAEA S RIENRRETRITLM  £F

f# ID store-ao

{

"policyStoreId":"store-a",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
[
{

"identifier":{
"entityType":"MultiTenantApp
"entityId":"Alice"

.

"attributes":{},

"parents":[]

},
{

"identifier":{
"entityType":"MultiTenantApp
"entityId":"my_example_data"

.

"attributes":{},

"parents":[]

}
]
]
}
}

::Usex",

::Data",

BEREEREFAS M — 1D AN N REE

ZAFBobE T B, policyStoreldstore-b¥ HiXBRETZEIRFEF 5 9Bob , X &5 HIE A EHMEK
BT, XEETR AR EATES B KR,

=z Nl e
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ELREET  BobENEENLAMBERRNEHIE, EURHIF , customizeData Al EERMNEXHE B #Y
B, RIZRBNES, B RERK -, SEFRBREFEEERRT LXFETEMEINAENLE
B

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource

);

EREBENBERHEACRIINREREF BRI  SEERESHE A, — ID XN KIEE
% ID store-b,

{

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

.

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

.

"entities":{
"entityList":[

[
{

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"attributes":{},

"parents":[]

1,
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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iy
"attributes": {3},
"parents":[]

FADRIEMNNR , U IdP EXRBEFHER , ET24EN. XRERATFER TS0 FEPH
ZEABRBESIANRENES, Bx{ETERERIENPRR IdP 5 Amazon Cognito EFRHNEZEE |
SR BRI R XA F Amazon Cognito X4,

HRBEFEHES P £RE , BN RBFHERAEFERA—NFHR. fli, MREERGERIENRE
Amazon Cognito £/ , ARG A TRE S RIE R R F4 M Amazon Cognito APty 3
B, REEIZMEEMA Pt ATy T B —fE AWS K,

/ Per-tenant setup

Amazon Verified Permissions Amazon Cognito
TenantA policy store TenantA user pool

Amazon Verified Permissions Amazon Cognito

\ TenantB policy store TenantB user pool /

EREEEL  BHEFEREFEHESTFITAE , AN @RI ENEFAWS CloudTrail &£
MBHCEICRKEED, B2 , RINNARUENESNEF4E N EMBE LISHRIERE] Amazon
CloudWatch,

BREFPREEE S EZEBTEZYITANERIENNRRE , LBREAI T LTI SaaS BRFEMNIZ
1To FEBFMEBNKFEMNKBHEBEEENENKFSENXEN SR IsAuthorized BRE, &1
LIRS EH,
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
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BXRARMIZE A REFEEERNEFMA RS , B5H AWS BENE SaaS o E&lIFEASHEFE
B& 124 #Y Amazon Verified Permis sions,

— M ENSHE R #

—NHENSZSHEFRBEEFHRITERE Amazon FARBHESER SaaS #RARPABESHEAN
ZHFRBFHETRIEANIR. XTAENETEFLREL T EENRE , B3 REANEES AIRY
|, B OZFANKEFEE, X7 RN R ZIE RIS E S ERE AV R WS R P B
FEEY X, URERSZIEZMERMNALE, WA, MRENERSRERSMEF BEIRE
RURES  BIIFBWERAXMEE, EXPERT , FRASHES RBEFHEER | RIEEA EBERS
HY SRS o

—MENSHESRBEFME S ERLT SaaS it LEEER, MREN SaaS NARFEE , ©ALURE
H—MAZNHEFRESE, WREM SaaS BRGZEXNEMIRS A IEE , Nt w] SUE R &
B, GREHEN , MR ITEESBIERBEERN SaaS NARFAENERIERRERBELE M,

WRIFR , AT EEN SaaS BRARFRA - HAH ;*ﬂ?ﬁxlﬂﬂ Eﬁﬂ%EﬁF’&ﬂﬂﬁﬂlEﬂH
WA BIA B SaaS &5, LAILUN SaaS MARFEN IdP By — 30 SAASHBIEIR (5l
DynamoDB ) #1744 | Mﬁ'ﬁHEh1 iq SaaS M AR ﬁ’lﬂﬂﬁu"‘%}ﬁ;%ﬁﬁﬁ-ﬁ% ID BR5H 2 A
F. RE ID FREEFREN— ,BXR-HBRENME , RN ERBTHRNENR,

ATFRBIERT APl I SEAI A E THRREEFESREEFME ID L ZREFME UAstore-multi-
tenantH TR AFAliceMBob&E IWT, HTFFIERFHZE—NRIEER , lﬂﬁt‘“?;’ﬁ:‘%h““
RBIFEEP L RXEFE ID. BTAEHEPRE—/NREEFAM ID, REFTLUNZ ID ERFRE
R, BORAREFUUERAZTENRFFAREITME,
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https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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Amazon APl Gateway

{ {
“sub”™ "12345678907, “sub” "093876543217,

“name”; "Alice” “name”. "Bob",
“tenant™ "TenantA® \\\‘_‘,// “tenant™ "TenantB™
H H

AWS Lambda authorizer

v

x{Ep

Amazon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multitenant™

DR ROIKEEREA T — M ENZHF RKR T, ELhRR
FMultiTenantApp: :User , MultiTenantApp: :RoleAdmin#IE RN EFEAENEEFRERR
B,

permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource

);

HTERANRENREER  FEERIENRREERELSTBREZREARBKNERREEESSHFRXEK
WEREMMETE, XAUEEERBFEPMALTREERSEM , UBRAEERRNERLEALRE
PeEC A 5T R M Y RAGE SR EBARAELE

forbid(
principal,
action,
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resource
)
unless {

resource.Tenant == principal.Tenant
};

MNFEA—IMHENZHAFRBEEERNRDER | KEFME ID ERERBFEORRET, B0
TiERP UserAlice , A FIHRERRRNIMEAE ofAdmin , HEERBRMEIEAXENTenantEMH

£ TenantA, Role

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
{
"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

1,
"attributes": {
{
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp
"entityId":"TenantA"
}
}
}
1,
"parents":[
{

::Tenant",

—MNHENZHEF KB FE
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"entityType":"MultiTenantApp::Role",
"entityId":"Admin"

}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}

FAERIENNR , T IdP SXRBEEMER , EFRRMXEN. INERAFREFTIHFHEPH
ZRAPESIAAREN ISR, Ex0AENERIERERN IdP 5 Amazon Cognito ERXNEZEE |
BZH 2 RUE R XA Amazon Cognito X84,

HERBEFES P £RE , BN RBTFERAEFERA—NFHRE. fli, MREBEFFERIENRE
Amazon Cognito £ , M ARG A TRE SRR R F4 M Amazon Cognito APty R/ 3R
B, REEIZMEEMA Pt ATy TFE—{E AWS K,

60
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
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//— One Shared Multi-Tenant Setup -\
W
'
X
Amazon Verified Permissions Amazon Cognito
Multi-Tenant Policy Store Multi-Tenant User Pool

. /

MNEENFITWAEXRE , —MENSHLARRFEERNE—MRI , BN IEEHED AWS
CloudTral EEE LM EFRERN T REMIEHE, LNEANED , BRAENERW CloudTrail FEILE#E A
RN REEE. EXERT , B8NP 4EE N HEM B E X IERIE % CloudWatch Zl Amazon
L2REHE , XETYUAFEARE LM TR T ITEED KT,

B-HENZSHPRBEFELEEFERVREIERIEANEERM , LBERENFT2TH SaaS @#RA
RIET. #HAR , RNBUEUEZEENXEESNKF B EYIsAuthorized IEREBEH , BRTEY
HRH, ErILAREE it B

TRERERE

BEGEsRHEERE  BRLLRSHER ‘DU HEETURESH ER BERRETRK. #Fit
BEAP | BN SNMNEREIREHTEINREFEEPHRBNEMNER , IFETUFENERY
ERBERR AN ESRET R, A2 RMBEES , REFHEEERFENESNIERNLHEHRM
EWEEN—%0 e EN , MARERS MAREITHRE,

MRENBRLREEEAMOREER  WIRFEFNNREXEENL, flm , Eablelz—1
‘BRE", ERENME/ SRR EGECNEFZEMEY , B EHERE —MEF AL SE AR 62
VHERE, XUUARREL0 BN SREFA H ‘SRBFB EMEMNNER , aFREFM. Xi
FEARSRINEFFREAT ML REERE,

ErRHBRES I RKBEFHENEREENEEERE  RECESTHEN, AT EEFERZ
NREEFHE |, L EFEEER SaaS BRARPEFIRA —BHNAXNAZEE /7 XK KB FHIRR
. EEEFKBREHERE &  REFERAPEMBERESRRFRSEZ AN SaaS &4

TEERT=AZE : Standard TierEnterprise Tier, #Premium Tier 1, B&/\\E#f&
MBEETECHEMENRD  HEZEAFEA—MHERBEEME, HMENGLEIESNES,
TenantATenantBHBE R EHStandard Tier , TenantCTenantDH B EH,
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
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Premium Tier 1{XE&TenantP , AtE UGB RFREG TS NEEEE —HASRAF
BEERS , ARHBENEREIE. NFNSRRAINEFREARSESHPremium Tier 2EAK

ik ORei =48

@ Note

BRETFHNNAERFR. BENEFERERERNELERR, E—HX3IZE , SRERAR
THERBRTRENNEREREN,

Standard Tier

-

AP Gateway

{
“sub” 1234567390,
“name”; "Alice”,
“tenant™ "TenantA”,
“policyStoreld™: “store-s-tier”

{
“sub” "09876543217,
“name”; "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

}

Lambda authorizer

v
v
x
Amazon Verified Permissions

Policy store for Standard Tier
policyStoreld="store-s-tier"

o

~

/

Enterprise Tier

-

AFI Gateway

{
"sub™ 543216789,
“name"”; "Chris",
"tenant™ "TenantC",
“policyStoreld™, "store-ent-tier”

{
“sub” "543216789",
“name” "Diana”,
“tenant™ "TenantD",

"policyStoreld™ "store-ent-tier” Lambda authorizer

'
s
x

Amazon Verified Permissions
Policy store for Enterprise Tier

policyStoreld="store-ent-tier”

o /

Premium Tier 1

4 N

AP Gateway

{
“sub™ "543216789",
“name"”; "Pankaj",
"tenant™ "TenantP",
“policyStoreld™, "store-p1-tier”
H

Lambda authorizer

s
e
X
Amazon Verified Permissions

Policy store for Premium 1 Tier
policyStoreld="store-p1-tier”

.

DEEERE
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OPA ZMFRITEESI

Open Policy Agent (OPA) 2 —TIRENRS , IANATEENARFMHEREANRNARENESHA

fil, EZFF SaaS NARFHFER OPA FEZRMEBNINE , LBREAFRESXEN SaasS Kt

SSEMARR OPA SSHERY —2B490, X LEFRHEIE OPA HBEN, HABEMN OPA XAER U KRES A
N, XLERFEFHLFTME OPA WHKEIRIT , RAEEZHFNARFEX,

REAFHIFEMETFOPA , E—RB BTN ELRERENIES, SaaS NARFSARLT
HArREARERITN -2 , XM —RAOEE RN ERENT OPA ZEE SaaS NARF+H., MRE
B , OPA AT LR N IMAI1E SaaS MAREFHEFIFEENXEED. ATES AT & OHSaaSkHE
BHE | flanl ) SaaSEE ML SaaS BB, BXEZER , S H Well-Architecte AWS d SR
SaaS XL EERE.

RIDERSEM

- EBREPAND HAHFERRK

« £/ OPA MHEEAEMTH/REE
- HF AR

HREFXMN T HNEBEERN

B URAEPR LD HRNFBENTE OPA , SHFNARFNER S ZBURTAAl, BxixiiE

KRG, FSFEAEREIEMN “ PEPs EAEMNERL TEAEF PD P” APIs #1 ‘A2 = PDP

% PEPs on” APls #%'. BT OPA AILMERFHEFDBEERERERESRE S , AL ALIES S A
XNEIUALFZHFANARRF,

HEPEBERENP , OPA FANBRVTHEFIHE , & RESTul API It N ARF PR EAMBARSE
Mo S—URSFE OPA iR =KeY , AR OPA RESTful APl R RK, XMEES T
HEMEY  BARE - EF OPA, IMGENRIARERARMEMIHREZFHSBITEND
B. AT OPARE—IHE , Rt OPA RRPEMMFIBESHIE , 21 OPA 5| AREMIAEREHK
& , AT AT OPA, BRSMERXMITEFRIFHESHERE , E4HET OPA BRI HLE
I ARRBIEN T RIRBHHIT, FFHEEAEFTEESHNIER , AN SNMRBURREBLTN E it
BR$5 RESTful #1T API @A,

EoAXBEBERD , OPA N BRRR T EFSZHFNARFNRS —25HF. CHMMEHN
sidecar &R EPE , LA URNBNERERG LA MZEITHTIERF. EMN OPARERRR , 2RSS
XAty OPA EPE# 1T RESTful API A, ( BT OPA AIBMER Go @HE , RtEBAIREREA Go
REFREK , MALEM RESTiul AP AR, ) SEFABEXTE , 2HXEAFTENHERN
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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BOREE. SPNEH , RN EFETNABRFNZIMXE. 25 NEBEENH —NMFLREBEREF
HPHRENRE , B3R TEAMIN SaasS EENNARERF. HERENBETERSE T1ZHES
H) OPA HERRE A BAsANEEPH OPA REHEF —EHFN. WA, 7 A XNHBBEEANIER
EREFABEENESESZ , RHSNERBRREAIUER B,

EZHEFNARFPIER OPA SFEAN , BFXITENENNARFREEN T A, WRENSZHE
FPRARFNIERBRHR , Mo XNBERATURAEFNMERE  EXWUESRNBENELET . R
EIEA BT DevOps MAFLKEBAPH—LERM  BESEHAFEENMEL , EMAFENS
AL B

MRENZHEFNARFERMIUN SaaS RE | WA LAEM 2 OPA BEEKXNRE G HE
RENIMLGE. XRANE OPA EBNMEFBENNARFRS —EE7TH , BANEELSN
OPA % , FEREBEEZBA/XEKNHKIE, EEPX OPA HEEAF I OPA BER T ATEEM.
MREFEFRERAF S HARKEM(C SaaS ERLEEA , WAMAE OPA XHHER h 4~
BERE

£/ OPA MR A BT FR R

OPA ERAXHRMHRE, XEXHTRESHESBRENRE | B ESME R IAREGHE S BiER
B, OPA XHSHEMMANMEM AR, EMNHIERENMBHEANKE. XTRERRMS
OPA H##E, Ak OPA B RMBIELUR AN AZIELE OPA NEHE, EAXHBARKITE , 2
& OPA BURHMAN, BXEZER , HSH OPA XH,

£ OPA FAZH/ NARFIRITXEER | KHE KEERBIE OPA F it RSP 75 HY B8 30438
B, MRXEEMIEHIESHEFRBENSE  WSAARIERBRIEBEFL2BARESER, A
Al FEMNE , EHZHERT , EOPARMERRFAFER M BENHE. UATREAERT —MRIR
By OPA X#4HRE | ZEE AV REMNEFHE API UEKAFRENEFRARIE AP, 1% A X
R Ro

data tenant.allow Legend

T

data.tenant.user_is_member

Base documents (loaded data)

T ¥irtual documents {(computed
from Rego rules)

input.user_tenant_membership

data.tenant_api_ownership ‘

fER OPA X5 ERHTHF IR 64


https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://www.openpolicyagent.org/docs/latest/philosophy/
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EXMAEF , RTYBEXBLEFRHE API BIESRI , OPA BEGRMEMEFKHENRE. EixME
T, FREL OPA e B/ THE , BN OPA ATHMEHERENKE —FEERAFEHFHX
BRUAREF SHEF KRR, APIsIERIBURNX fpR ARy OPA R E N A TN A SaaS #E |, ®H

BNEPHRBIRL R REI BN

B8R , 1% RBAC BN FZS , BEUeBHEPMEEE. EUTRAF | RiZH OPA UHER T
RERFRANEFPRAURIZAFEEEEHE API NIEBA KGR APl

Legend

Base documents (loaded data)

Virtual documents {computed
from Rego rules)

data.userallow

data.tenant.user_is_member 4—{ inputuser_tenant_membership ‘ inputuser_id }—b datatenant.user_has_role

1 1
|

‘ data tenant.user_roles ‘ ‘ data tenant2 user_roles

data tenant_api_ownership

XHEXSIATEHEFAHREARE , BB Edata. tenant2.user_roles&MA1F OPA 14
mdata.tenantl.user_rolesMHAMZANHEFNASHINRT EEMERIRE. N TREEFRE
MAGREHWERF. , XEHTFERNFET OPA A, RBAC BITER M TAIBEER ( HIUEERE ) F.
B, FRIEA OPA NMENMNACMHFEBFENR , EANXSFEHAFEUENBCHABTNR,
TRLFEENERNEELTEEN , FEETHEMH. XA RBAC BIEL LA OPA RERIEHN
BS  BoRAEEEENES BEMBERFENE D

BENHEMAEFEENBEFRNFLSEMY | SURAEHE OPA RRFEFRE. RS EM
MNHERFHEENFRNERSE , TE OPA REMER, HMtEMH (i OPA A ) REASZiE
By, AERERKSF AT Fl, FESBFENBEEN OPA WMAN —BoRELSERH THRE
REFBENTH , RAXEREIARERRIBEFEISRSE.

A/~ AR

OPA XHHEHMLMAVHEFER 5| ABBERWITRN TEZEAR, ERBMERXHEHE OPA X4
BREEREMPALRUNY | XEXHISTUSEWSHAN, ERSHEFANARFAL OPA X141
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BHef , BEEWHE OPA FEMLERES seMHRE., SUUREHABFEENRA  FEMMEEE OPA
B, REERRNREHMASRBERREMR. BXE OPA FEANSBENESEE , FSHAKER
JEER/ “7E OP A B 3R PDP WAEREIE" — 19,

FEE OPA FIMHRKRATRNEKER , FERMAKRULSERNALL OPA AN , SMEFRX LYK
FEMERE, i, FEHNK SaaS BB A |, FMES AJRENEMNRENHESXBIMEBNER |, £7
BAKFe4S E THE /R OPA — 7,

data.userallow Legend

A

Base documents (loaded data)

data tenant1.api_auth data.tenant2.api_auth data tenant3.api_auth Virtual documents (computed

from Rego rules)

A A A

inputtenant1_user_data ‘ ‘ inputtenant2_user_data ‘ ‘ input tenant3_user_data

XMIENRRIR , BLIARNE SaaS NARFNEMEFRN—AHNENEF BN OPA M
W, XEREMXMELT R , BRI #SE , EABRTH/INER,

W®E , £l SaaS BEAF | MBAEHEFEBHEFEEBNANMERPURKHERERBABELSS , I
AUERAEAESEEAMNNMNIRE OPA S , MEERMIMAESHT E OPA BISSHE,

data.userallow Legend

Base documents (loaded data)

data. auth.standardized_access

Virtual documents (computed
A from Rego rules)

input standardized_user_data ‘

ERRENBERT , RNBUEEABAN OPARMUANRHE (RELXY ) , RESNMEFREANIR
BEABBEMERR, IMGEES OPAZTY R  BNERAFTEXNENMEF RS OPA BVEIE
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MAEHR OPA BIEMUBEHERARN AR, REYNAIHEFFEEIHFNRRS S MEOPARM S H At
HPTRENEERN , FFEES| A rules-per-tenantiZ #,
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DevOps, &#2, i2xM 3K PDP HIEIE

EXNMEUHBRNERF , FREFERNES P, XHEFRCIRLREREN , RARERHIT
CHIRITTERNE R —RXIRELH , IENNARF PO EMA G PHRRIZE., Amazon
Verified Permissions FFF BER R E (OPA) #IRME T EEEF RIRPUE BT ERRREAIVLH,

NTFERIEENER , AWS A AT ESRETUREAXNEFRENVLE ( S A Amazon 2RI
BR API ZEERE ) . £/ SDK , WA LURFHEFEE, A , BT Verified Permissions & —I1E
ERS , ALEEEEE., IEREFZFHTERREATRITERH. B2 , BRMNBUEERAFEER
MIFEEE (CI/CD) EEREEFARHFARIECSWERIENREREFHADBENREEH. AWS

B RIUERIARER , ATABME R AT S ThEE, AT HEEE N IERXN L S# CloudWatch HE4A
AWS CloudTrail, Amazon Simple Storage Service (Amazon S3) #Zf## 3% Amazon Data Firehose 1%
RARNAFBEHRZEE , NMEBREMNZLE4MNFTIHER, A, BUNERKZEERIFNRRS
#9IZ 1748 AWS Health Dashboard, HF Verified Permissions 2 —IEERS AWS , Rt Eiz1T
WRB%EYF |, BRI AEREM AWS EERSKREE T EMEINEE,

3tF OPA , REST APIs iRt T MR A R EMBERN 55, BALUFEE APIs AMNBEENLERE
MR AH R SRR THIARR, I, OPA RRHERNERIRS , BIZRS , AUSSEE
FRE  HAHES2AXLXDSNEHFTEITEDEE, (OPA WEEHFEMLMA OPA BERIREME
B, ) TILRESIZBRLTKIFMNNE, OPARRHMMBRER , RIFEINEE—EKH Cl/
CD BEERBHTARAIE S, WiF FEH KL,

XTF OPA , £ FEERHAEZEMETITIET, BRI E OPA EPURKM AE S HEIZE HTTP
REBFBUAITEEREG, FERKBENTHEIUTFEER.

MBRBEEZEXA—MEHEBEHARSENARFIANENER  FRRENENBRSEEERW
%12, BHERIEHE CI/ICD MEEINEE , LS FKEE PDPs SEF KL,

FB

« 7£ Amazon ER IR F# % PDP WS EiE
- £ OPA 1 % PDP Ky EBEE

« XTHFRENHERIANER

£ Amazon ERIENEA K R PDP B\ S EdE

Amazon Verified Permissions X #&# 3% PDP WA ST , EC Ul EAFRENEREEE N EEY
H—E5. 5 OPA —# , MERRPUREKWATEHBEE o] ME RN RIGE R —Z 2 HER BRI —Z 2

1£ Amazon ER I RH R PDP MY/ SR 1E 68


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/Welcome.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/Welcome.html
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Zi%EH) JSON Web Token (JWT) W —&fp Rt , NEFH#HITHMEE. BER , FAHREA SRR
R ARFENERESHN -2 , BUUETRNERE SRIENREMHR B AIBRIFENTANLIE, 6
wm, MABRFNRNG RS T LARAZRIR ( 170 DynamoDB 2 Amazon RDS ) il $iE , AR/ L
BR S5 AT LU A EB IR L BB E N BB R — 25

TEERTMARREMHBEFFESHICRIENRRIGERTA RO, TRFEFEALLERER
RBAC AR ZENHE A BRRERFEHIZLAMKNEMES  IEEHFECTHAEFHTE
#Ho BT EBE & HRMAE (1dP) TEEHNIFR T

(]

Amazon APl Gateway

‘ “ @we

Amazon DynamoDE AWS Lambda authorizer

v

x{E3

Amazon Verified Permissions

RiFRE :

1. BEARFEREIZ Amazon API Gateway # API A , # R iZiBA% A4 AWS Lambda B,
2. Lambda #®H#38 A Amazon DynamoDB REZREXEHBERNEX AN EMEIE,

3. Lambda #IX A FEMEKIES H @ S RIENEA HRRIBERP,

4. Lambda #1X & 6 B WA PR & H B AUE R H B BRAURE

ZE &R EIE Amazon AP| Gateway B —I1& H Lambda Z N EWIhEE, REMLINAETRETRER T APIs
HitfRS RN ARFRENINGE , BEETUE SN RIS HEARNERIEMBIENS H T 2RI
PRIEIE R P ERER,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
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£ OPA 18 & PDP KN ZpERIE

T OPA , MRBIURAKRFIENFIE BB T MERN MARMY , B ENERARIS ZIER JSON
Web Token (JWT) §—EBo 12t , MFTEHTHMEE, (¥ SaaS L TFXHIEENE W AN —ZP
D RiE JWTs 44 OPA MXI 8, ) OPA AILUBEFIIBMERMA S EEZEE JSON A, MR
PDP ZEMHFEEE TALMEANRAR IWT SEHEE , OPA SEMSHRRXLEHIEN R, H
hEERG, HERE (&6 ) IS BERER,

OPA HR4MHE

OPA 48 ThRESZ 15 LA T AP BUIB R RIRAE

1. BERIIT R (PEP) ERMHEBRDURE.
2. OPA THFTHERE , BREABHE
3. MWEBARSS M BHE R & Bl E =

HIEERWGIThRERT , OPA 2 EMMEF AN BRSSP THRBEANRIERL. ( OPA TREBHIRSHY
KRAMRE, ) NEGRSFRIBAERENNSHREDBERERNTD, DMRABHIEXNAKT
EEFHEENEFP , RERBEZI THE , WIHETUR R EER.

BARBYENESES , S OPA i,
OPA £l ( #IXZIE )

OPA E#l5 A FH U T ABHBERRRE !

1. PEP ERHBRPURE,
2. BIRE HIHHIEHIEE OPA,
3. BIEREHIBREH K BHEFEROEE.

ERPFENZXTHERL RSP , BIEHHIXZIOPA , MTRHOPAEHRREL, ( OPA TRMEEHIZRM
KUAMKRE. ) #HEFEERHHEZEFRRNEIEXPRS , BN OPA HAABBREEF#EAETF.
HRETNETERRR , AU EREEESR OPA FHRIE A MALBRHBERFAENDEE, XE
BHFETNEESHERLHBES.

BXEFETNESZER , H5H OPA X1,

1£ OPA H#% PDP W EREIE 70


https://www.openpolicyagent.org/docs/latest/external-data/#option-3-bundle-api
https://www.openpolicyagent.org/docs/latest/external-data/#option-4-push-data
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OPA IR R

MRERZWNHNBHRIBEBARAKRMEERFEOPARFMEERH , N AT SATE I RBUR K H B MA BRI
HAREIRBIE, FAXMAEN , BERARETN. XA EERNMRL : MEIERFMATGR 4,
B#l , OPA REEEN HTTP B REZTHRREE. MREHBNBEIERAEATLEL HTTP Wb
MERNREEHE , WelNEEBEN APl SEMHLG S EE@ OPA RAXLHIE. BT OPA REERE
o HTTP BREREZEHE  MERRBEFENEEEXEE , ABRMNBIUERTREMSEA AWS RS #EW
Amazon DynamoDB Z K Mig & KRR FNATBEIE.

BXUBMAENESES , S8 OPA U,
ERENRS S OPA —i23K/iE
LEE ARG, EHRPSTRTERBABEEN | RNBUERS ARG RERGER. X2H

NERARS ] SAe R ANER AR H R H IR JSON |, BUE OPA I RAURE, TERERT BNRS W
AIERAX =FABBIER R EREER.

External data source Authorization service (PDP)

Amazon DynamoDB B n n
- Fetch external data B Fetch external data Open Policy | ..
= > Authorization [ Agent (OPA) Sidecar

F=y .
S -

Amazon ElastiCache

K 3R OPA REMNNBHE — ERRIBITHRARBEIISHERR (BPALLESRERE ) -
1. OPA HRAIERMURS AN APl IE R , ZBRSHEEN WA R IAFERNRRABDA THSHERR
By IR Ko

2. RRRSEAR AR IMPBIBFERERABHE, (N TEHFLERTR , WBFEERTE OPA K
AN, Bundle Ef2E#R OPA EFHFHNERNR ( 2RBBENXRE ). )

3. BNRSX RN BIEMATEMLENFEBR , LUFHRR N TR JSON i A,
4. WIEFEE R OPA, EREFEAFTTRATRAREE , AR TIBRIREK.
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https://www.openpolicyagent.org/docs/latest/external-data/#option-5-pull-data-during-evaluation
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K& OPA HREM NI HIE — replicator ( B AEBRSHFREURHEA ) -

1. E5I28 ( RUBRSH—82 ) FANSHREFRARRERE OPA REMBE[AETE, XARSER
B&, ANAMABKIE, EARTRRENT ZHIT , 7] AR NAAERR P BIREER.

2. BRBSXEEBBBPHRTEMALERNEGR | SURH RN TR JSON fiA.

3. BNIRSHA OPA ARBBEEFERNTD. RNUBSUTAREFEEEHHIE, REEMMN,

XTHFRENBERFLNER

L—FRHET L EREA OPA M Amazon BIER RN EBBIBER B BB ERBUREN FE, #ER
BENERT , RINBUEERAERM AL ER SaaS £ T XHIFEERIEL OPA MIHBEDURE , TR
MREFH-E OPANAER., LABTERTF AWS Cloud Map , BAEFRXBFERS P FHEIATIE
=

EETAENIHEESG (RBAC) 3 RBAC METEMMIAMIES (ABAC) BEERF |, VBT RNE
RBEWREHWBBETESE , BAXTEIAAGRNNRFEMEREIOREK, A TREAFRENA
BMREHEER , XEHIBEBTINEET OPA f1, RBAC HUIBEN M FAZKER ( HIMBKEE ) F , &
RIYER 1dP £ JWT I FEBAM —EF 9 1&i%, £ Verified Permissions 1 , RBAC BIEA LAME RN
REEFHER DR NMENN —BoHTEY K ARASNEFHBEECHEE L) BENRKEFH, B
2, E—MMENZHEFREFHERS A TREEFREE , ACGHSREFRM T ERIENRF,

s, RRIER OPA MERIENRHMEWACRGFIBENR , RNXSEERFERENLE
CHABHNNR, EXELEENRNEEXEEL , FETHMEN. NEFNHINMERR Verified
Permissions HH B REFEER  BAZERATSMEIAAEECHRR | X LR A LURE
A RATIRIL A

Amazon Verified Permissions

REEEEYF , Y RIFNNRFEEFHEENTE RBAC #iE, XESHFAREEHEERXPE2 T
EZH , NS/ ErHEECHNEBE LMW REEFE, B2 , E— M _HENZHFLAXBEHEER
B, CUESREEFRE, NREEXLEHBEFEMEBRIURE , MMM DynamoDB = Amazon
RDS A IRERFZXLEHE , HFHSHEERIEHVNBRBENERF,

OPA

OPA Al T 4% RBAC HiEMNRAMME/ RENR 2T ESREEADSHIERRFE FIKKREIN L
2. XREANEALUER LEAMRHRNES  REABFBERAFSENNPERE | UEMERN
RE, Hlan , SRAFEFE , B UEREHIERE OPA ZFRH RBAC BIEIRER , FREHEA

KRTHPFIREMBIERALIEL 72
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HEPREEVAFSIAEEE. SUAXNHERMBBEERARCNITE |, [ 3R X B M R RUR
Ko WA, EHIBBERRT EZR , REBRBE A LEFHEOPAF, 4P E/RERE , BH5ETR
MApTRRBRFEANR , RNECLEH OPA ZFHNAMARNE , H AT RN ERBNENR. WHPEE D
RREH OPA BURHM3IE RBAC BHEHV T 5 7%,

OPA 73



AWS HSEHIES Multi-tenant SaaS #ZAXH API 5 R : SEHeE I A &£ S

X {E3XE
ABFIH T REERN—EBRER., BXEANRATL | BAEHLEHBE,

42 5E F T 4000 LR R P M0 15 I s

FIEFR T LM RZGEER, RECHEABRFALSER SN ZERESEHCHES, EEN
fAIERXERBKFREN T EEGEFR , UREN T EZRGFERUEIMTEE , XFEXN AR EH
ITER

X1 PDP

BERSEA (PDP) LA S R AN, HAHRRSAXRIAN , 3EERT A FREY
AfRE. POP AFBRARFRETNENEZBRBLBNRET. BTUARLLARERE,
CERHET —4 easy-to-useBHIED , AT HMES APls, HIEH BFF) BREALEARFA
FrfiE EAURSK. POP TAT R RLARE ST —BBHNTERER,

PEPs WM AREFHHEA API I

MR SE S (PEP) EEWENENARFFAAERGEEZES, g%, ENAEFFRITUE
HHEL PEPs, TERERMER , FEERLLTEN PEPs :

WMRNMARFELTTT AP, N R ZAPIREAT RN 15 R 424

ZEMHEH Amazon BRIEMN PR OPA ERNIEH) PDP KK EE 5| 28

EB8ENRKEIZEAL , Amazon RIENREFRS., ER-TAT R, FANTREZEMRNRS
ERATEHENNARERF, EXBERASRFAMTIRIES Cedar REXMK., Bt , 5XKEACHE
RITFEMEL , FRAERIENRXIARBSIZMENTRIEED, A EIRIENNRETEEE

B, AL ETHERREEMEN,

E8ENKEEIZEMLL , FTHRRKAE (OPA) EALE . OPA XHEX Rego MR FMEHRT - R
ENTMERREEIE  XHEASRFAMESRERK, XESIERBSIZEMTNITHEEAKXETH
ERACHBRAAR, I, OPA EERERN — &R FNEBIRE.
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/access-control-types.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/pdp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/pep.html
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73 OPA DevOps, W#2F1 B ESRIZHFH

BT OPA TRAABIFABIZEFERMBRERIZEERMN TR | R BNNBVEKI IR G F ER
PATIXEDRE, XFATERMMFIEH DKL OPARE |, KIEZ OPA ESFARREFIZITH
XM OPA MEENIE, WAL, 25 FEEATAHTIEBTURTREMER OPA REAVIR

o

£ ERUERR” PEE B EIC R M AT EEIhEe

B RIEMAER |, TR AT R AT ER M ThEE, BRI LU ZRSEE N iC KA RIZi1 AWS
CloudTrail, Amazon CloudWatch B&4 ., S3 7 #=X Amazon Data Firehose &%t , M BEHB IR
ERMNZEEHMTITER, A, BB SRS HEZ TR AWS Health Dashboard, HF
Verified Permissions & —HIEE RS AWS , AL EZTRRB%YF |, BRI AFEREM AWS RERS
Sk B H A B M Ih AL,

£/ CI/CD EEHE &M E# B R UEX PR A #Y KRB 768 M KB

Verified Permissions 2 — B ERS , AHEBLEETEE, RERLEF EH FEINREEAHITERN.
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/considerations.html#external-data
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https://www.openpolicyagent.org/docs/latest/#running-opa
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://aws.amazon.com/blogs/opensource/creating-a-custom-lambda-authorizer-using-open-policy-agent/
https://www.openpolicyagent.org/docs/kubernetes
https://www.openpolicyagent.org/docs/envoy
https://www.openpolicyagent.org/docs/latest/docker-authorization/
https://www.openpolicyagent.org/docs/latest/ssh-and-sudo-authorization/
https://www.openpolicyagent.org/docs/latest/kafka-authorization/
https://www.openpolicyagent.org/docs/latest/terraform/
https://www.openpolicyagent.org/docs/latest/terraform/
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/getting-started-first-policy-store.html
https://www.openpolicyagent.org/docs/latest/
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https://docs.aws.amazon.com/verifiedpermissions/
https://aws.amazon.com/blogs/security/how-to-use-amazon-verified-permissions-for-authorization/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/devops/manage-roles-and-entitlements-with-pbac-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://www.openpolicyagent.org/docs/latest/
https://www.forbes.com/sites/janakirammsv/2021/02/08/why-enterprises-must-embrace-the-most-recently-graduated-cncf-projectopen-policy-agent/?sh=44d1089550e2
https://aws.amazon.com/blogs/opensource/creating-a-custom-lambda-authorizer-using-open-policy-agent/
https://aws.amazon.com/blogs/opensource/realize-policy-as-code-with-aws-cloud-development-kit-through-open-policy-agent/
https://aws.amazon.com/blogs/opensource/cloud-governance-and-compliance-on-aws-with-policy-as-code/
https://aws.amazon.com/blogs/opensource/using-open-policy-agent-on-amazon-eks/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/policy-based-countermeasures-for-kubernetes-part-1/
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://www.cedarpolicy.com/en/playground
https://github.com/cedar-policy
https://www.cedarpolicy.com/en
https://play.openpolicyagent.org/
https://github.com/open-policy-agent/opa
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Identity%20and%20Access%20Management
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https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Application%20Security
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Cloud%20Operations%20%3A%20Cloud%20Governance
https://partners.amazonaws.com/search/partners?facets=Industry%20%3A%20Government%20%3A%20Security%20%26%20Compliance
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Security%20Operations%20and%20Automation
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Security%20Engineering
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/saas-multitenant-api-access-authorization.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/using-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/using-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp-design-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp-design-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/external-data-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/external-data-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/distributed-pdp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/distributed-pdp.html
https://aws.amazon.com/verified-permissions/
https://aws.amazon.com/verified-permissions/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://aws.amazon.com/what-is/iot/
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