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ERAT Ruby B S AWS DK 4 ?

M FEEA T Ruby B9 AWS SDK FF R A R38R, EA T Ruby B AWS SDK BJLFFIERER
B EE AWS RS , BT D # E 2764 RS (Amazon S3) Service, Y G#hs##4 it &= (Amazon
EC2) Elastic Compute Cloud il &3# DynamoDB.

AWS SZEAF Ruby B9 SDK F R EIEmIEH T Hx AL, REMEHERTF Ruby B AWS SDK
REIZEFEAN Ruby MARFHNEER AWS RS,

EF T Ruby B9 AWS SDK A7)

H g AR R R
BHXEAT Ruby B AWS SDK FAENEZRIE , BSHRUTHEA :

« AWS SDKs MITESEEE — 2ERE. HEMEMELNESRSS AWS SDKs
« 5EAT Ruby 9 AWS SDK APl B Z 54 3
- AWS FE@@ KB =AIFFME GitHub
« RubyGems.org — Ex#THRAHY SDK 2RI N RS T AW gem , AIELLLIRE
- XEHRS-FIHERT Ruby B9 AWS SDK X#EFHAMEEHR
« AWS iEH T Ruby B SDK XRJE T GitHub :
o RN BRI
- 8 Gem THEXRAZE
« \v2 E8E v3
« BRAOFHRIREA
- FRAREBE

ZREE| AWS =i

AT LAE A AWS RS 70 AWS Elastic Beanstalk #1228 AWS CodeDeploy BYfF R A2 F 8= 2|
AWS Z=in, EfEH Elastic Beanstalk #¥F Ruby NARERF , BZRATAEEETPHWFEA EB CLI # Git
£ Ruby ##% EB Beanstalk S EF, AWS Elastic Beanstalk HXx AWS SERSHELR , FSH
AWS  # B IR LR

H At S H R 1


https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/AWS%20SDK%20for%20Ruby%20API%20Reference%20-%20Version%203.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://github.com/aws/aws-sdk-ruby/
https://github.com/aws/aws-sdk-ruby/#readme
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems
https://github.com/aws/aws-sdk-ruby/blob/version-3/V3_UPGRADING_GUIDE.md
https://github.com/aws/aws-sdk-ruby/issues
https://github.com/aws/aws-sdk-ruby/blob/version-3/UPGRADING.md
http://ruby.awsblog.com/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby.html
https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf

SDK EEMRAH 4 M HF

BEX SDK FERAREREMBINE N NXIFNER , 21 (AWS SDKs MITESEER) FH
UTREA :

FRARER

« AWS SDKs # T B4 BUR
« AWS SDKs # T Ex7 Support Matrix
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https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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S&FF Ruby # AWS SDK Al

THRIMAZR, RENMER SDK 012 Ruby NAREF , BMEUREL LR AWS FiR.

3]

« AWS f#H AWS 5& B F Ruby #J SDK 317 5311
« REFEAT Ruby B9 S AWS DK

- FAERAT Ruby B AWS SDK 2 # %2 N AR

AWS £ AWS 5& A F Ruby B9 SDK # 1T & 1%1E

ERAFFR AWS B |, B EZNRBRIARITEHRIEN. AWS RS ETLRTERZEN T A/
BRIRRAFE S XEEX AWS BIRHEWE AWS 1 RRFR.

B RAN SRS A4 X SOK #TRE | $2HATESEEETH S HRIFAWS SDKs Al
s

fie F 2 5l & FE

WFAMIFR , BRNEBWFALERENAEN AWS SBE4H A2 FETLREFRXIGR AWS RS
ETXRBNFMRIESE , AWS £ A5 AWS aaB1T5E (CL AWS 1) F1 AWS SDK for Ruby &7
# IR TERSERANIEEIES,

B AERN A E , HIRBIRAMSEA AWS CLI FREE A EREFHIT AWS A FF %,

AWS EFAF Ruby # SDK FoE RN AR P RMFAL gem ( Hlaws-sdk-signin ) BRI EAE
FAEEER,

£/ 1AM & 43705 01T

MREERLF L , BEHAWS SDKs MITESEREFRH IAM Identity Center SRR IFRERF. 1t
B, BNRRBENEEUTTE

- AWSCLI , BTFHEZTNARFZEB3 AWS BRI A&,

« #Z AWSconfig X , H [default] BBEXHEIE—4H M SDK A5|ANEREE, EEHKILX
HHIE , BESRAWS SDKs MITESEIEHIN AT THNLE,

« HE config XHFRET region RE. XFiRE SDK AT AWS BERHEIAE AWS XI5 , KX
AT AREEEAXEN SDK RFiER.

EARAT BB RIE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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o TE[E AWSKIXTER 28I , SDK R E XM SSO TR M2 F B E RIREVEIE,
Zsso_role_namefERE IAM AR OMYBREXREHN IAM 86 , AFHRENNAEZFTHNA
F. AWS R

TRl config XHERTRT A SSO THEEHEFEERIZE E’J%ﬁiAEE Iﬁ:o il & XA HY
sso_session IRERIEFFIEEM sso-session T, iZsso-sessiond €3z AWS iFE7]

FP&ENRE

[default]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

AWS E AT Ruby By SDK FToFE @& R AR FRMEIAR gem ( Hlilaws -sdk-ssoFlaws-sdk-
ssooidc ) BIAI A IAM B0 50 B RIIE,

B3 AWS R[4

HEETAERNNAREZE AWS RS , BFRENFTRTESHTERN AWS GRINFLE , T8
£/ IAM Identity Center H 3 IIEREITIEH, BERENSFERK , HRNRELFIH , F# 87
AIEONBERFHARIEEIR. EBRAWS HRIF , BEFETUTHES AWS CLI,

aws sso login

MREESISHEEMRIANEEXHRE , WEEMEA --profile MR FAZGS. MREN
SSO THRHEERFEEEFEAEEMNEENH , WaiwH aws sso login --profile named-
profile,

EEEMNAREEREIXE , BEITULT AWS CLI @55,

aws sts get-caller-identity

R 1AM 513 50 & 5 I8IE 4


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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MRLFREIN , WXL THBELSREHRE config XHHEER IAM Identity Center Ik
NIREE,

(® Note
MRECLE—NEMWN AWS (HE[TFLiEH BHaws sso loginlEfFiE T , MEFRME
i
BRIBAEQIRTERT AWS CLI FRIEHNEIE. BT AWS CLI 2EER T Python B
SDK 2 E#ZEf , HtREE AT s @ Ebotocore & I,

EZHHRIEER

AKRAP , B IAREH , BRNAEFNAR, EBR,. FRAR, BEANERE. WX HNEE
BT RER AWS IMENNARRF. ENERRANARAF (BE, FFRAR ) BHRIITEA
A&

HE A IEHES AWS, Za N AKAFFERAS RS B ERBIGIERHN A KR

X AWS KPR SRR, XN TFEPXIFENREE , BIOTEWER AWS IAM Identity Center

(IAM Identity Center) K& E X 20K = 1915 B RARIX LMK P P EHMRR, BXESERFR , 8

SEAUTHE .

- BEXREXIERNESELR , BH5H (AM AFER) 1 IAM AR T2 RERE,

- ERIBEH AWS IS , BSH 1AM AP ERP MG T2,

- ET# AWS SDK for Ruby KRR F5E , LK SDK WARINF B 2 RN HFHRIES X ,
BSREIREREFE,

- BX AWS SDK EERMUEHEEIRE , H50 (TESE1EME) AWS SDKs R E L EER M
BF.

ZHEHT Ruby B9 S AWS DK
WER D B IR FHER T Ruby B AWS SDK B9 55 R4 MR 25187,
FRFMH

EFEAERT Ruby B9 AWS SDK 281 , AERHRITERRIE AWS, BXREFHRIENEER , &
SHEAWS {FH AWS 5&A T Ruby B SDK 31T 5B KiE,

BEZHHRIEER 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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% SDK

PRA] LAME Z AT Ruby gem —#Z%E M F Ruby B9 AWS SDK, X L= A7 7E LA T P41t
XRubyGems, AWS &M T Ruby # SDK XAERLZIT , HEU T2 RIF AWS RF. BN
aws-sdk Gem B K , ZESBAREEE— NS/,

BBV ZE S AWS RS BEANER. B8 A likeaws-sdk-service_abbreviation ,
SEEFIRTIE AWS SDK for Ruby Bl U “HiFH RS RAFHREl, Hln , AF 5 Amazon S3 iR
ERXEM Gem A EEM aws-sdk-s3 F3IRE,

Ruby R A EIE 2
BINEVUTEFARE Ruby , MREANTATRN Ruby iRAEIESS

+ RVM

* chruby
* rbenv

Flan | IREFEHAR R Amazon Linux 2 BERS , WAIERAUTHSER RVM |, SIHTTAK Ruby
MRA  REEBREFERAEAT Ruby B AWS SDK #{THF R HIRA . FREMRIE Ruby RAH 2.5,

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

A A A A

Bundler
MRREA Bundler , MIFEANUTwmSLEERT Amazon S3 B9 Ruby S AWS DK gem :

1. &% Bundler #6812 Gemfile :

$ gem install bundlexr
$ bundle init

2. fIFGIZEGemfiled , AR RERFEANEN AWS BRF Gem Hil—gemiT. EIZR Amazon
S3 REIF TR , BFUTITRMEI SRS

gem "aws-sdk-s3"

i
P
%)
=}
=
D


https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://rubygems.org/gems/aws-sdk-s3
http://rvm.io/
https://github.com/postmodern/chruby
https://github.com/rbenv/rbenv
http://bundler.io/

AWS %A F Ruby # SDK FEARES
3. 1RTFE Gemfileo
4. LRI Gemfile FIEEMMKIIIN :

$ bundle install

#AEMT Ruby B9 AWS SDK #IZ 2% 5 AREF

FEAEAT Ruby B S AWS DK @M Bi# S3 T MNEF ., LT RAIERT Amazon S3 FEEH 5k,
RERD

SHHERWFER PR TRE, FXHHEN hello-s3.rb,

require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket|
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

BIEE RN ARF 7
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# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

AWS E AT Ruby B SDK RAERILZLT , HRAUTHER SR AWS RF. L% Gem 5 , Ruby
BRXHTNE require A4S A Amazon S3 BREHI AWS SDK KM 5%, BXxTH AWS RS
gem MIEEEFIK | iHSH AWS SDK for Ruby README X ## “ MRS &Ko

require 'aws-sdk-s3'

N— ) —

E1TIERF

HAGSRIFUET Ruby BF. AT21T Ruby BFHHEBEGSEER !
ruby [source filename] [arguments...]

ERHIRBRAEREASH. BETHAB , FESTRIF TAANTHR

$ ruby hello-s3.rb

Windows F PRI EE S
£ Windows L/ SSL if$ Hi21T Ruby XiBE |, BAIEES BRI RLUM THEIR,

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0 state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "block in connect'

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in "do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'

BITERF 8


https://github.com/aws/aws-sdk-ruby/#supported-services

AWS i&FF Ruby # SDK

FRARER

ZEELEE | FEE X AWS FRAZIFUTTRMNE Ruby EIXHH,

Aws .use_bundled_cert!

MREE Ruby BFHPREA aws-sdk-s3 Gem , F BB EFEHMBLHES , MEFEERM aws-sdk-

core Gems,

R B IR

B4R 2 H M Amazon S3 ##1E

, IFEE LR “AWS K18 R Bl 174 E" GitHub,



https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code//s3

AWS & B F Ruby # SDK FRARIEE

£5& AT Ruby 9 AWS SDK & B RS E i

BELUREANIE AWS RS |, @A T Ruby B9 AWS SDK &8N AWS BREFERA —1MNEFwE, i
m, RSN ARRFEEIE Amazon EC2 , NIEM M ARFLEIZE— Amazon EC2 BEF RN R
KEZBRERE, R , BUUERARSEF KO Z AWS RE X HiER,

@ AWS RFREER , EEAEVEZNEERSE M K. N TENKBEANEDS AWS S, ©
HEECH gem MATEZXRENTARE, FEFRRNBSLITHEN API BELTT M %,

BB SDK THM B EARS , BAREE , —UIBERSEFAHRNTAER. RIECAETEHELR
MRS EF iR , SNEAEREERFSER.

EERA AWS BRSHATIF R , BXMEELNRBRMAERA AWS #HITHHRIEN. LELTRE
EFEAN AWS X,

AWS SDK MITESZIEEEN B TEITFZ AWS SDK HENMIRE. WeefEMERES,

e

- BEMNRER

- EASEEERAT Ruby B9 AWS SDK lRE & F iR
- ERBH A Ruby REEFiwELE AWS SDK

« 1 Ruby AWS X1 #J AWS SDK #1Ti&E

« {FH AWS 5&F T Ruby B SDK ZiFiR 7S

« EEA T Ruby B AWS SDK H B E i

« £ AWS SDK for Ruby A it & o] W 2 Th B

« 7£ Ruby #9 AWS SDK #fi& HTTP R5HIiEE

HE config M credentials X TRAFEEIRE. BXFE AWS SDKZE , i55H (AWS
SDK MITESEER) FHRESE.

AEATRNEENGRFEFARNEE. EEE SDK MEKEHERENXH , ATAER
AWS_PROFILE S EZE Aws.config B profile %I,



https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html

AWS SEFF Ruby #9 SDK FEARER
RERE TR

2RREERET KZH SDK XFHEEN AWS RS HEA Z&MHIEE, FREEME b
BB, PTE AWS SDK #E—RI R (FRIF ) , EMNSREXEQ (KK ) , LEXRILF/R
BENE. FEMBREEMERRFHTA. ATRREERMLLRNTE :

1. ERBAIRFEFFAHLAS LRENEAERNRETGRETHMBEMRE,
a. EREZARFPIRNERBNEASHBEERTS.

b. K& Aws.config PREFELREIEFHERE,
RELRERETE,

BEREHE AWS credentials X,

EREHZ AWS config X,

B 2FEAERT Ruby 8 AWS SDK RRE A &R HHNEMERIAE,

o ~ 0D

EHEBELEE A T Ruby B AWS SDK BRE & F i

TEEEREAUESABUANEHRLE, £ABLEEERN , BEEFNATENMAENAER.
ARSHBHERETURENFREEE , A/ ERIMMHHE AWS config XHHIRE, H£E config
MU UG SEMVAIRE (MAREXH ) , LMENTENHEINHREHTENEE.

HEZEMHAE config XHFREHWOIREIL , I AWS SDK M TEZARE , NI XFETRLR
RES NN ARERF ZRRE -SRI IhEE.

ESH (AWS SDK MITESZEiER) , THIMBIXESEEENARRF , URESME SDK RE
MEMES. EEE SDK IUMNREZEREEXHFRETVFAERE , H5H (AWSSDK MITE
SEER) PHNRESE,

E@ AWS BRFRHER , BEXRGULIZBRSNNNEF ik, SUUARSEFAREERARE , Hl0
Bet, HTTP ZEF iRk EREE.

BIMRFSEFHBFE - AWS XEM —MIIERMHEF, SDK ffAiX LEEF SN R IFRERZEE
EWENXE , AEAEBNFIEXNERETER, EUUERBPUFEFAEEXLEE , ALY
TMNMHEZEF BF N,

ZSDKE-—RIMI (HKEFE ) , eLREXEMI (KR ) , MEXKIEERENE.
1. ERBAIRSEFAHEA S LRENFEAEXREDRLE T HMEMRE.

BB ER 11


https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html

AWS AT Ruby # SDK FRAR ISR
2. MEZE
- BXRRENETENFHAES , ESH (AWS SDK MITESEIER) PHNREE,
« FER , BUUETEEABERN shel REMREE : RER. AFE , URBEELHEXE
%o

3. #ZconfigXHFMcredentials

s BXRREXEHFMER , 55 (AWS SDK MITESEIERE) HMHEE config #
credentials X4,

4. RIS 2ER SDKRRBAFREMNEMARIAE,

- REEM (S XE ) RBMINE. BLAERD, MRIREFHAE config XHFFRBEE
XEEME, MR SDK EEBMATENEE , APl ERESITRSRK.

EF T Ruby #9 AWS SDK IMEZE

BRT KZ¥ AWS SDK XM SDK IMETES |, FA T Ruby B AWS SDK it X 35— Id 45 A 38

= .

AWS_SDK_CONFIG_OPT_OUT

MRIEE 7EA T Ruby B AWS SDK IF#E3FE AWS_SDK_CONFIG_OPT_OUT , M= AWS
config X# (BEMTF ~/.aws/config) FFAaRATEMEEE.

AMAZON_REGION

BTFi&E AWS XiZi# AWS_REGION BRI ELZE, REEKRMEH AWS_REGION B , F LR EZ
=T

ERBF A Ruby RFEFimlliE AWS SDK

HEEERBPLEREN  BEETCENXETEAZRENONARRF. EZNARRS , B &FEUT
MEAFN  XAAERSEFENESHFEEE. E—1BE AWS RS XEMEEFHENEE | SINEAN
BRREZEEFPHEHNEE,

Aws.config

EHERBFPAME AWS XRELBEE Aws. config, A aws-sdk-core gem FRENLF
BLiE,

EAT Ruby B AWS SDK M EZT 2 12


https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html#EVarSettings
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/global_configuration.rb

AWS EATF Ruby # SDK FEAGIERE
Aws.config XEFEFTEIAENIE L, £RRETUNATE AWS RS RS , T ANA T4
ERS. BXZIFMNRENTEYXR , B5S5H GERAT Ruby B AWS SDK APl $2&) Hfy Client
Ogtlon o

B Aws.config #H1T£BRE
EBN Aws.config HITERFERNVRE , BFEANUTIEE

Aws.config[:<global setting name>] = <value>

XEREFEABNEAERIBRSE/ BT,

Aws.config[:region] = 'us-west-2'

NREZHERATFLREENRERH , BB THZREN RS REXFTFLR5REIR, W
RREXHER , FRABETRSNEE.

B Aws.config HTHE TRFSRE

EBES Aws.config #ITHETRFRE , BEANUTIELE .
Aws.config[:<service identifier>] = { <global setting name>: <value> }

XERBEAEHEZRSEENMACUENRSEFHT.

{GERATF Amazon S3 HIi& B Rl

Aws.config[:s3] = { force_path_style: true }

ALUEN EEX MNAER T Ruby WAWS SDK gem &#r , HERAERAE ‘aws-sdk-"Z2FHNER , XK

1A%l <service identifier>. f5l0 :

o XF aws-sdk-s3 , REFMAFEZRFERN“SI",
o XF aws-sdk-ecs , REFRRFFZRFE RN “ecs”s
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/MachineLearning/Client.html#initialize-instance_method
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems

AWS & A F Ruby # SDK FERARER
79 Ruby AWS [X15 B9 AWS SDK #1Ti% &

IERLAMERTEE AWS RS EREREXEEZENRE AWS X, EAIMATHRIETR , FRIEER
BREANARFELENMAF TR ENNLE,

/A Important

REBRFENVTRHRENXE AWS X1 |, £/ SDK /Y , BHBN ZHREAH EREHX
o

&M Ruby AWS X35 #y SDK IREBRINMETBERA T AWS FR, IRINRER TRIEEXEHNE
fa] SDK BRS5 73 =@ Ao

BXiZregionRENEZEE , 5ZH (AWS SDKs MITESEi5E) AWS XigHh#, HPiEIE
BXRUMMABIHE AWS config XA HIMFEZ EIRERIAXERIRA

FA T AT B X438 R
EEAASKAWS BN , £RERBEXE. AWS EMAT Ruby 8 SDK U FIRFERXS -

1. EEFRFFARNRPREXSE
2. £/ Aws.config ®REXI

3. FANETEREXE

4. FRHAZconfigHIRE X

AR E X i
HHNERERN G EZFBNREEXBNRE S .
FAHE config XHIREX T

BEEHE AWS configX#HHigEregionTEFRIZEXE, EXxHEconfigHNESZER |, &
SR (ITESEER) N (TEZEEM) PHHEREEAWS SDKs FERE 4.

£ config X#HHRELENRH

[default]
region = us-west-2
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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WMRIZE TIREZE AWS_SDK_CONFIG_OPT_OUT , M F e BEHE config X4,
FRARETEREXE

BEiITiRE AWS_REGION BT ERIZEXT,

£ export MHEET Unix RS ( HIW0 Linux 5t macOS ) LIREBENFTE, UT RHFXIEHIZE
N us-west-2,

export AWS_REGION=us-west-2

E£ Windows LIREBIMETE | EFEH set 8 H. UTREFXITGIRE RN us-west-2,

set AWS_REGION=us-west-2

{5/ Aws.config iR & X1

BEEN region ERME Aws.config BMFHEARRIZEXEH ., UTRHEIEH Aws. config WaFHEREH
us-west-1 X1,

Aws.config.update({region: 'us-west-1'})

IR R RN EME IR R R EFHER X,
A& P ims A RN RPIREXE

ERE AWS FERANSERMZE X, AT RAIE us-west-1 Xigid €] Amazon S3 BRI K.
RIEH AWS BRERTFHRNXE, RFEFHNREFATERN , FEAH N BHE HERNENR
FSHE—NFWEFE , AEATRNEERRE— RS X HERK,

s3 = Aws::S3::Resource.new(region: 'us-west-1')

FH AWS EH T Ruby Y SDK ZiFiR

NPT EIERE AWS HAFERAMANEIEHTINELERE. AWSIZ{TH , SDK 2 BEIREZ/MIER
KEEINEEE,

HHRIE AWS AIRESNRBEZNLE, SDK BRI EIREREFEARN, ERAHARHSH
HHBIEF

RiERHER 15
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BXME AWS BHRRIEATHIESET , ESHHTESZER TN S HRITAWS SDKs FiHH
R

RIEREEF

Fi8 SDKs AR —RFI R ( KRR ) HEIRE , LEREATREARLFROEREIE AWS
B, REBREILE , BRAEFLE. ZHRSEEERFEHNRAZIERHEFE,

® Note

MREEFHENGEULFASTFRER |, WELEE SRR AEREZHITHHRIEAWS
FH AWS ;& T Ruby Y SDK 1T HHRIE, EMERRIEFEZERTFRAENER. hHiER
ZE2NK , BRINBUBKAFEREREL, BXREGSHRIESEZNSR  BSRNIESER
B 5 HRIFAWS SDKs MifiE,

WTERHE SR, BEFEANEBENS E. EEEABHEBEERARE , RAFEENRED
B ASTEHZ AWS configXfihig®,

(AWS SDKs 1T EZ£i5m) B EH XA AWS SDKs AfEFAR SDK B EiZREMNEER AWS
CLl, E#M7THUNMESTHZE AWS configHEE SDK , HSRAXAERENEREH. BEFAT
BRIinMESIRERBETEXREE SDK |, BSHNHETELTE,

T TSR AWS , AWS SDK for Ruby 1§32 F & ATSIIRFR & EiF R E,

FIERHER (RREEMFEE  AWS SDKs ITESEER & AT Ruby 89 AWS SDK API

5 ) 5| A
AWS 1R 4A (IRt AKHEBIE  AWS 15[ %2 4A Aws: :Credentials
)
Aws: :SharedCredent
ials
SR B AWS Security Token RAB/EBEIERHERF Aws : : AssumeRoleWeb
Service (AWS STS) Y Web & IdentityCredentials

Al £ role_arn. role_sess
BTk
i
ion_name #l web_ident
ity_token_file

R R T 16


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-static-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html

AWS i&FF Ruby # SDK

FRARER

FULRMEERF (R 5TIRFHE
5)

AWS IAM Identity Center, #

AWS SDKs M1 T ESEE/E

IAM Identity Center iR

EHA T Ruby B9 AWS SDK API
51 H

ws: :SSOCredentials

RiEEF , FSHEAWS 4 BF

AWS ;EFFHE Ruby K9 SDK 3

TEHRIE,

AERMAEMRER (W RABBEIIRESE Aws : : AssumeRoleCre

AWS_ROLE_ARN ) fEAIER dentials

th HBERAWSSTS i ©/8 role_amn A

A role_session_name

EiERMHrs BEREITIRERE Aws: :LoginCredenti

als

REEITREER I EIFREER Aws : : ProcessCreden
tials

Amazon Elastic Container NEEILREER Aws: :ECSCredentials

Service (Amazon ECS) i

U 5#h3# it E = (Amazon IMDS ZiF{REREF Aws: :InstanceProfi

EC2) EHlfd & X HIE$ ( leCredentials

IMDS EiF12 4 )

WMRI{E T AWS SDK f AWS_SDK_CONFIG_OPT_ OUT or Ruby BT E , MR HE AWS
configX¥# ( BEML ~/.aws/configT ) HITERMEN.

2l& AWS STS 1 E = h#

RIRAETREA AR TSI |, B0 AR IX LUK 15 [BE F A se & 1 A
) AWS BiR, XL EUERTAEES ID. MR GRBANLESEAER. BRI
FAws: : AssumeRoleCredentialsEBIE AWS Security Token Service (AWS STS) 178 .

AT RBIER RS R Amazon S3 B HIIR , H& 1inked: :account:
AEK Amazon BREBH (ARN) , session-name RERAN A B LIFENFRIRET,

carn 2EERAN

role_credentials = Aws::AssumeRoleCredentials.new(

B AWS STS RIS & 17


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SSOCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-login-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-process-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ECSCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
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client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: "session-name"

)

s3 = Aws::S3::Client.new(credentials: role_credentials)

BAXigBrole_arnsx®Hrole_session_nameM AFEAHE AWS configHHITRENEZE
£, B2 HAWS SDKs I TESEERmTPNRAAGERREHEE,

£5& AT Ruby B9 AWS SDK HFEEZFix

EFAT Ruby #9 AWS SDK ARG EREBHTRINNWER T AT EENWEEET., BHA AWS RS
BREEEENARE. NRERFH , REXRBWER (HUNTRBNEREIR ) TTRESR I,

ERATHTEMLE AWS config XAFHFRERRRERTLREE. AXUITENES , #
21 (AWS SDK MITESEEM) FHERTH, CEBEEXEREMKRI R MALE—FEE
MRS —FHEBN AR L.

R, BHTUERBHREBXELT , ML TR

ERBFEEREF RERTH

RINERT , AT Ruby 9 AWS SDK BZ#HT=XREiR , ERXCAERE 158 , E£5Z
iR Hit , RETEFE KA 60 BT HEAt,

E
ik

N,
N

LT RBIERXE us-west-2 FEIE Amazon S3 BEFin , HEESNEFHRRENFAARAERZBAEFSF
¥, it , Amazon S3 HEFIRIREREEZEERKE 15 B FHET,

s3 = Aws::S3::Client.new(

region: region,

retry_limit: 2,

retry backoff: lambda { |c| sleep(5) }
)

ERBFIRSEFREAS ERENEMERXNRELLETERRLEEIHE config XHFFIREMNR
o
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
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£ AWS SDK for Ruby R Hd & a] W 224 Th 8¢

AMNMERETURERELHNBBEHTEELYTRSHEE. FENBEBENRREN, AWS &
AT Ruby By SDK Al SARFEEE R ENEFRM, BRI LUERE: TelemetryProvider SAREEENEK
BHEELEB TN EER. ZE8GHF X TEEE §52#F OpenTelemetry (OTel) FEIEN 2R |
F# H OpenTelemetry EZM S HENBEN AKX | SESEAH AWS X-RayAmazon, CloudWatchB&
% Ruby & OpenTelemetry tHESHIE Z{E R |, HS 1 OpenTelemetry M5 EHS H 285,

BMIABERT , SDK AL EFRHAHEMENKE, REBNE T MAE BN R HEN o

ENBE U N B ERSHTEE , LA U#HTL2R/ERE. EFAT Ruby ¥ SDK 127 —
OpenTelemetry 124t %, B LE X B S ATEWN BE SGENRMRERF,

RS EFIwAEE OTelProvider

EATF Ruby #9 SDK 2T — /& A K OpenTelemetry I£EfEF0TelProvider, T

TPBIfEA OpenTelemetry Y S E 2 FAE RSB F il E2N S H, EiXAME 2B RAB)

F , OTEL_TRACES_EXPORTEREZZE f OpenTeIemetry rom AT EETRBNFRES HEES A
#WH, ETHEZEE0TEL_TRACES_EXPORTER , &2 OpenTelemetry Ry S H 25i%#%,

require 'aws-sdk-s3'

require 'opentelemetry-sdk'

require 'opentelemetry-exporter-otlp'
ENV['OTEL_TRACES_EXPORTER'] ||= 'console'
OpenTelemetry: :SDK.configure

otel_provider = Aws::Telemetry::0TelProvider.new

client = Aws::S3::Client.new(telemetry_provider: otel_provider)
client.list_buckets

AIENRBEROERT RS E IR ERERN HNSR

1. £ OpenTelemetry &K #ix &,
a. opentelemetry-sdk AT Aws: :Telemetry: :0TelProvider,

b. opentelemetry-exporter-otlp AFSHIBMNESE,

2. AOpenTelemetry: :SDK.configure AfE A BRIAEL & i% & OpenTelemetry SDK,

AV 19


https://docs.aws.amazon.com/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://docs.aws.amazon.com/xray/?icmpid=docs_homepage_devtools
https://docs.aws.amazon.com/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://opentelemetry.io/docs/languages/ruby/exporters
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry/OTelProvider.html
https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
https://rubygems.org/gems/opentelemetry-sdk
https://rubygems.org/gems/opentelemetry-exporter-otlp

AWS i&FF Ruby # SDK

FRARER

3. £/ SDK for Ruby #J OpenTelemetry 12fti2fF , 8l220TelProvider E4EN Bl E LT 151%E 45 B IR

EREY BRSSP iR AV SE

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)

FERAXELSER  EZRESEFELDABNEM G EEHS R HREEEE,
B A Amazon S3 #Y 1ist_buckets AZAE RN BEERHH RAMO TR :

OpenTelemetry BR &R %

#<struct OpenTelemetry::SDK::Trace::SpanData
name="Handler.NetHttp",
kind=:internal,

status=#<0penTelemetry::Trace: :Status:0x000000011dal7bd8 @code=1, @description="">,

parent_span_id="\xBFb\xCO\xFD\xA6F!\xE1",
total_recorded_attributes=7,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567061767000,
end_timestamp=1736190567317160000,
attributes=
{"http.method"=>"GET",
"net.protocol.name"=>"http",
"net.protocol.version"=>"1.1",
"net.peer.name"=>"s3,.amazonaws.com",
"net.peer.port"=>"443",
"http.status_code"=>"200",
"aws.request_id"=>"22HSH7NQTYMB5NHQ"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
Eattributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0Q",

"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)

[arm64-darwin23]",

RERFZFEFIHEE 0TelProvider
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"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\XEF%\x9C\xB5\x8C\x@4\xDB\x7F",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\XxAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>
#<struct OpenTelemetry::SDK::Trace::SpanData
name="S3.ListBuckets",
kind=:client,
status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\x00\x00\x00\x00\x00\x00\x00\x00",
total_recorded_attributes=5,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567054410000,
end_timestamp=1736190567327916000,
attributes={"rpc.system"=>"aws-api", "rpc.service"=>"S3", "rpc.method"=>"ListBuckets",
"code.function"=>"1list_buckets", '"code.namespace"=>"Aws::Plugins::Telemetry"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
eattributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\xBFb\xC9\xFD\xA6F !\xE1",
trace_id=" \XxE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>

RERFZFEFIHEE 0TelProvider 1
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ZHHNBREHEERNMNEEE, SMNBREXEHEY NS ZNEMHREEXREHNEMTHIEE,
N ERSEFIWALE OTelProvider

B LGRS RITEENINEE , MARERLE —TTFTEERAY AR 7 43 E MY RS B 7 ImTT /2 @ Th e

ENFE AWS RSB Fim K IEENHIE |, ATUE GRS EFiwAws . configz BRREN R ERE
HAFFE.

otel_provider = Aws::Telemetry::0TelProvider.new
Aws.config[:telemetry_provider] = otel_provider

FRALEE 2B ENFMRSEFHHNTEIAEENES, ETHEXMEA Aws. config iZiE
LREBENEZEE , BSMAws. config.

BB B ESGENRERRF

WMREF OpenTelemetry AEZNRMRERF , BFL AWS SDK for Ruby BEXHERINBE
NEHRZERF. L AWS SDK for Ruby GitHub Zf# EHRHA0TelProvider EHER RHI AT 8E
SAMEY, AXRAEMEREE , BHZH (ERT Ruby B AWS SDK API £&) H1#y Module:
Aws: :Telemetry KER,

EEREM%

RERZBENN AL, REA-—IHSNEELAK, EETEREM , SEBESMTHANTHIE ; HiZ
ABEERTHERARAN , 2EIRAEP, UTREAT Ruby B SDK R iFHEMESIR , H !

- RS : BTFRIZRED S ROBIEN ST,
- KE . ENRERD,
- R EFRREN BN,

BEEW Type R

error MmIRE MRITELETAI, KA
true. &N false.

exception.message FrFE FEIERES,

RAFEREEFIHEE 0TelProvider 22


https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/telemetry/otel.rb
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry.html
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exception.stacktrace

exception.type

rpc.system

rpc.method
Ipc.service

aws.request_id

code. function

code.namespace

http.status_code

http.request_conte
nt_length

http.response_cont
ent_length

http.method
net.protocol.name

net.protocol.version

net.peer.name

net.peer.port

KEH

KER

KRR

TR R R AR IR ER

ﬁl
)

RERBROAD (R RE
7).

ERREFMRFFIRE RN “aws-

api’
P R IRERN B
mFE RS B o

8BX HTTP 2R E A& 7E I RI AR
sLREIR AWS R ID, R
Al REME A & FTHYiE R ID,

FEBEBE .

EHAcode.function ENX
K& Z=El,

HTTP W AR

BERABENXH KR, BLFT
NEAL

Wa RIS B IE YR/, AFHY
NEAL,

HTTP &3R5 7%,
R A= Y B o

R E B RRAS (53
1.0, 1.1, 2.0).

BEZEENA.

BExEROS,

BERM
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® Tip
OpenTelemetry-Ruby B HMZIM 5 SDK &5 , AT Ruby MEMEN XK., BEXEZE
B, ©Zfopen-telemetry GitHub 7 EHH OpenTelemetry AWS-SDK T &,

£ Ruby B9 AWS SDK BB & HTTP REIRE
B AT A1

ZXHATHERT AWS ERH SSL KinT R, MREFEEEFMEXEERERERS ,
B M@ Aws.config FiRM— endpoint & B, HE , ERIBRRESEFFLRBE RN RTEE
endpoint:. BATR/RHIFE other_endpoint i A €] Amazon S3 BRI R,

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

EFEASERENLRT QURLE AP ERAEZERFRFTE , IFSRAWS SDKs MITESEiEEH
BY AR 55 45 1 i L BC B AR T

HTTP 24


https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html

AWS & B F Ruby # SDK FRARIEE

FREA T Ruby B9 S AWS DK

AT REAREM AWS SDK for Ruby FFRERHER , 2FEMMAIER SDK BIE LSRR,

(AWS SDKs T ESEER) EEBSRE. HEMEMELNESL S, AWS SDKs

FA

« EAEMAT Ruby B AWS SDK & 5 AWS IR iR

« EAEMAT Ruby B AWS SDK REPL 2 F

+ 7£ Ruby on Rails EfEAEA T Ruby # AWS SDK

K E AWS SDK for Ruby & P im i 4&E Bt 1T

« FEEAT Ruby B9 AWS SDK S 25 S hn 48 LA 1l it
« #3EAT Ruby #9 AWS SDK {2 &

« £ Ruby 9 AWS SDK i {# RS &

fEAEA T Ruby 9 AWS SDK & i AWS FRSER

ELUREANIHR AWS RS , SDK W8N AWS REFER—1MNEFwE, i, MRENNARFE
Eif[a Amazon EC2 , MM N HAREFL6I2 —/ Amazon EC2 BEFRNRRKEIZBEZRE, RE ,
B LEARSEF®EZ AWS RS X HER,

@ AWS RFRHBER , B4R EBNEERSE K. N TENKBEANESN AWS S, E
HEECH gem MATEZRENTARE, BEFRNBRSLTHEN AP RELT —RMEE,

BIRSEFRBFE N AWS XEM —NMIIERHAEF, SDK X LEEFEN R IFRERZEE
FHEHNXE , AFEAEBNEIXNERETES, SUUERBRUEEAREEXLEE , hAMiLE
MMNIREZEH BB ME.

- ZPMLEFiRER , BARA AWS i, BX SDK REFHRIFRERFNINF , TS HFILE
HEFEE.

« ZSDKE-RIML (HKR ) , EAREXEMLS (KK ) , LERIBEERENE. BXE
ZER , FEH RENRLER.

BT Ruby 9 SDK B#ERMH AWS RESEONEF L, BIMNEFHEBIFHEN AWS RS H#
& Aws: :<service identifier>::Client M@ &ML, HII , Aws::S3::Client BHtE

K AWS BRFiE R 25


https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/Client.html
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Amazon Simple Storage Service REREMIED | M Aws: :SQS: :Client E#5 Amazon Simple
Queue Service RFRXEMEO,

iR AWS RS WEFIRRBRELEREMN,

BRIV E BRTMERAEAT P imMERAERR. XERTNLERS THEM Aws . config R
B,

# using a credentials object
ec2 = Aws::EC2::Client.new(region: 'us-west-2', credentials: credentials)

FHEA T Ruby B9 AWS SDK REPL SR

aws-sdk Gem 8& —/MEE-RE-fH H-EH (REPL) REXGHTRE , BULEEPNHERT
Ruby 89 SDK # M EIEFLE R, EAT Ruby B9 SDK Gem £ RubyGems.org F12 4,

FRFMF

« REFEAT Ruby B S AWS DK.

* aws-v3.rb ZF aws-sdk-resources Gem #, aws-sdk-resources Gem B EEEE aws-
sdk Gem H,

o« BEE—Nxml E , Lk rexml Gems,

- BRZEFBEXREBFEAREN Ruby Shell (irb) , BEANEBIEZRE pry Gem , FERHE T ERE
KB REPL If3E,

Bundler iZ &

R AE A Bundler , M Gemfile WA T B G MRR G REZY Gem [ :

1. HABEZREERT Ruby 8 AWS SDK B 8IZH Gemfile, A TTRMBZ T :

gem "aws-sdk"
gem "rexml"

gem Ilpryll

2. ®EFEM Gemfile,
3. &% Gemfile FIEERMBIIN :

£ A REPL LARRF 26


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SQS/Client.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
http://bundler.io/
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$ bundle install

11T REPL
B LB NS 1TiE1T aws-v3. rb Ki5E REPL.
aws-v3.rb

®¥F , BAILUEFIRE verbose FRIEKE A HTTP &g BEiEK, HTTP & BRI REBH/ THXE
AT Ruby #5 AWS SDK 5 AWS 2 BIBEHEE. HXE , verbose $RiCELEINFTH , AMERE
BITEREZE,

aws-v3.rb -v

EHAT Ruby 9 SDK ZIERMH AWS RESEZEONEFRE, BNEFHREBIFEEN AWS RF.
£ REPL F , M MNREEBE —1BF , ZBF2RE—MATEZRZFRENFHEFL BN R. %8
FHEMHERERNNENRS B, HlI0 , Amazon S3  Amazon EC2 BIFERN KRB #H D BIH s3 M
ec2. EFHEMKF HH Amazon S3 FiEM , B LAMERRPMA s3.1ist_buckets,

A LATE REPL 32 R A quit LUBH,

#£ Ruby on Rails E#EAE AT Ruby 5 AWS SDK

Ruby on Rails ###t 7 —/ Web TR ER , AT , i EA Ruby 8IEMikL,

AWS 247 A LUR W E Rails £ aws-sdk-railsEA. RALEEHE AWS Elastic Beanstalk,
AWS OpsWorks AWS CodeDeploy, B AWS Rails Provisioner £ AWS =imZBE iz 1T Rails M AE
Fo

BXRLZEMNMEM aws-sdk-rails gem WEE. , EZ# GitHub 77& FEhttps://github.com/aws/aws-
sdk-rails,

£ R B AWS SDK for Ruby & F s &35 E 23 17181

BYi&Ehttp_wire_tracef/RI{E , B LM AWS FFIRIREIBELEBIRER., KBRBRFEEEHT
XAEFIHER, BRESRABMAFEIR. HERN true it |, ZRELETRER LM RENRNS. UT
THIBIZT Amazon S3 B , ZBEFIRECIRNE A T LEKERER,

21T REPL 27


http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails

AWS i&FF Ruby # SDK

FRARER

s3 = Aws::S3::Client.new(http_wire_trace: true)

EFLUTKRBMSE bucket_name , HIHAE R—KHEXRRPREFEEZBMHNEEE,

require 'aws-sdk-s3'
s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[0Q]).exists?

puts "Bucket #{ARGV[Q]} exists"
else

puts "Bucket #{ARGV[@]} does not exist"
end

MBI , UHHENTUTHE, VETHIR, @ HEAD RN T BE, )

opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened
starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..
SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
-> "HEAD / HTTP/1.1

Accept-Encoding:

User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1inux aws-sdk-s3/1.120.0

Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z

/* omitted */

Accept: */*\r\n\r\n"

-> "HTTP/1.1 200 OK\r\n"

-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1EjaFSPxAjWRgkn/+z7YwWc/

iAX5E30XRBzJ137cfc8T4D7ELCIKFELM=\1\n"

-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"

-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"

-> "x-amz-bucket-region: us-east-1\r\n"

-> "x-amz-access-point-alias: false\r\n"

-> "Content-Type: application/xml\r\n"

-> "Server: AmazonS3\r\n"

-> "\r\n"

Conn keep-alive

Bucket bucket_name exists

W T DR BIRE P w5 7T B 4 BR R BR

FERR B & P imAY 4 B IR ER B 1T 81
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s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

BRFREERBEEEFENETBNEZER |, 55 Transfer Family 21815 5R ¥Rk,

f£5E T Ruby B9 AWS SDK Rz R T2 /7 /1 78 in s 48 450 B9 ) it
THRWMMIEER T Ruby B AWS SDK R A2 81L& F im i B F & P isis iR
BEELE w5

EEL A |, EAT Ruby B AWS SDK 22 AMERE , A BB IRQIREELE ( ROER )
HiE, MBEREHRUNERE  NEFRRIKRE

ERZHAN TR
B = e R MRS
- BEO

- B now

BAUT /RBIRE Amazon S3 17l 1 51 R AV U HY B #5o

require 'aws-sdk'
s3 = Aws::S3::Client.new(stub_responses: true)

bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-
sdk2'3}])

s3.stub_responses(:list_buckets, bucket_data)

bucket_names = s3.1list_buckets.buckets.map(&:name)

# List each bucket by name
bucket_names.each do |name|

puts name
end

BITHABRERUATARAR,

aws-sdk

AR LAY st 29


https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
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aws-sdk2

(® Note

EERREEMELHNHERS , RAESTENATEARRNEFIEME. XEREEL—IT
Fldp | FREFIEM creation_date F& now , M2 nil,

EAT Ruby 9 AWS SDK 2R IFEHIHNHKIE, MREEZAWBFENERBELEIR , I&5K
ArgumentError &, fli0 , MREBFEAUTAR , MAFA R bucket_data UBIH S EL :

bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])

& AT Ruby B9 AWS SDK 5| KP4 ArgumentError %,

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash

BIE P imtE iR
#5E T LUERISEA T Ruby 8 AWS SDK 4R A 3| KM #HIR. UTRHIERT Caught

Timeout::Error error calling head_bucket on aws-sdko.

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)
s3.stub_responses(:head_bucket, Timeout::Error)

begin

s3.head_bucket({bucket: 'aws-sdk'})
rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"
end

£5& AT Ruby B9 AWS SDK FRfER S TG R

HERBEAKXMEEELENMNIRPIRER |, % AWS BEHLSIBREBMNER, HR , ZBRFLIER
B - HBEM—IMATRET-ATBENTE, XHPREXBND T,

BRE P iREIR 30
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40" T ] J§ °] B3¢
WESRMNBRENREL S Z2FEAMMNRPNABERERS , WA T RO,

s3 = Aws::S3::Client.new

s3.1list_objects(bucket: 'aws-sdk').each do |response|
puts response.contents.map(&:key)
end

XAFHTHEN AP BRAER - NMINNR , ANEEEFERFHINR. FRIEIRREMH
FERE AT F R

FEHAE 5 T R

EQCONEST , EFEAMMAN next_page? FERRITIEAEHMELENES @ , SEH
last_page? FEARRIEIZE®EBEHMER RN M,

MREEMTE , BFEH next_page (EFERE ?) FERRRT—RER , MU TREIFTR.

s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket:'aws-sdk')

# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

® Note

WMRERAZnext_pagelsE , BERBEHMIEIHKLE , WHGHFAXIEIZL5|X
Aws:PageableResponse:: LastPageError &,

7 TR

BT Ruby B9 AWS SDK Ay 5 TIEIEH Aws:: 3543 | iZPageableResponsek @& 1£ Seahorse::
Client:: Response F , A TR MAX] 2 TUEIEH 15 B R,

23 TU e I ] 0 31


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Seahorse/Client/Response.html
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£ Ruby #9 AWS SDK H RS

30

Waiter XARFFZE , ATRBES K EHANBERS. BABRSEFBELNEABRZES

RJa , Waiter ATgE2 XM, BXWMAEARS AN RE , BFSRAHBREFM#EHILS# DynamoDB

MBRE PR create table 5%, AWS
AR Waiter

EiFH Waiter , BERSEFHLEAA wait_until, EELTRAIF | Waiter —EZH 2345
i-12345678 IB1T/aF k4L,

ec2 = Aws::EC2::Client.new

begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"
rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

E—NSHE Waiter B , IBETHRFZFEFEABHETEEESETHMNRIE, E-ANSHELRES
Waiter FTAANEF KA ENSHNKEE | XE Waiter BF M Fo

BXRAUEFNRENNSNEERARANETRRAENSIER , BSREPMERNE IR
waiter_names fl wait_until =3,

FEFEM
Waiter A2 KA MH BT T AR E,

Aws:: Waiters:: §51i%:: FailureStateError

EEFFEERBRE.

Aws:: Waiters:: £51%:: NoSuchWaiterError

XA RFERNE S IRELIEER Waiter &5,

Aws:: Waiters:: £5i%:: TooManyAttemptsError

2R R B T Waiter B9 max_attempts {Bo

Waiter

32


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/dynamodb/scaffold.rb#L63
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/FailureStateError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/NoSuchWaiterError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/TooManyAttemptsError.html
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Aws:: Waiters:: $51%:: UnexpectedError

EESFRHIMEINE

Aws:: Waiters:: $51%:: WaiterFailed

EEFNBEETEERS 22— HA T HMEHE,

BRk NoSuchWaiterError AWM E HMEIREE T WaiterFailed. E#IR Waiter FEVEE IR |
£/ WaiterFailed , JILA TR RBIFT R

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

Bl & Waiter

B Waiter BBEFRIARBE RN CEFEFHNRELSENEFZIFRHTZEZNRAORNN. BERE
XLEE | BEEK max_attempts ARAFEA delay: #Mwait_until 38, LT REIRZEE 25
¥, 8R5VRA—IR,
# Poll for ~25 seconds
client.wait_until(...) do |w]|
w.max_attempts = 5

w.delay =
end

BREGFAN , BRHEPE—INSHWEREN nil,
¥ B Waiter
E{&k Waiter 9171 , BALUEMES MW H 2o NEF 2o AW EHRE,
DT RAESEERZRENEFNEKERE , £ Waiter FEIIEHEIR,
ec2 = Aws::EC2::Client.new
ec2.wait_until(:instance_running, instance_ids:['i-12345678'1) do |w]|
w.interval = @ # disable normal sleep

w.before_wait do |n, resp]|
sleep(n ** 2)

BLiE Waiter 33


https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/UnexpectedError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/WaiterFailed.html
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end
end

LT RBIZERT&AZHRE , MEXKEIERF 1 /MEt (36008 ) .

started_at = Time.now

client.wait_until(...) do |w]|
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]
throw :failure if Time.now - started_at > 3600
end
end

¥ B Waiter 34
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& AT Ruby Ky SDK X8 RHI

AEBHHARBREEERRT WAFEA wit AT Ruby # AWS SDK h AWS,

EXREE R [ ER R NAERS P HATERRER KD RE,

BRERKEEFNABER , KAELTNFET. BULBEBIRETBNFABARENRSEEK , &7
LB RHEXZ RN ETXERRE,

HERERERRNABEIE —MRSPFEAZS/NEHESSHM AWS BRFRFESREXIFEESZHK
ERN LT

RERSIEEHMRAIRG] | XLERF U BF AR A REE T RS ESEK

Services

« £AEA T Ruby B SDK B Aurora =45l

« FAEAT Ruby B SDK By B3 ¥ 48 '~ 6l

« CloudTrail £A&MA T Ruby B SDK # =4l

+ CloudWatch EREMA T Ruby # SDK Ky R H

- FRERT Ruby B9 SDK 9 Amazon Cognito & 1712 #& R4
« {EAEAT Ruby B SDK B9 Amazon Comprehend R4l
« EFAERT Ruby #9 SDK #J Amazon DocumentDB R4l
- FRAERT Ruby B9 SDK # DynamoDB R4l

« FERAERT Ruby B9 SDK B ik EC2 R4l

« fFHEMAT Ruby Y SDK #J Elastic Beanstalk 7Rl

« EventBridge & T Ruby 8y SDK # =4l

« AWS Glue £ /A&EH T Ruby &y SDK K R4l

- FRAERT Ruby B9 SDK £ IAM R4l

« fEFAERT Ruby #9 SDK # Kinesis =4l

« AWS KMS A& A T Ruby 9 SDK KR4l

« £AEAT Ruby B SDK #Y Lambda =4l

- EAERAT Ruby Ky SDK # Amazon MSK R4l

- FERAERAT Ruby B9 SDK # Amazon Polly R4l

35
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« EFEMA T Ruby B9 SDK #9 Amazon RDS R4l

« EA&EA T Ruby B9 SDK B9 Amazon S3 R4

« A& T Ruby 9 SDK #9 Amazon SES R4

- FAEAT Ruby ¥ SDK #9 Amazon SES API v2 Rl

« A& T Ruby B SDK 9 Amazon SNS /Rl

« EAEA T Ruby B9 SDK B9 Amazon SQS R4l

« AWS STS &R T Ruby 9 SDK K =4l

- EA&EA T Ruby B SDK B Amazon Textract 7Rl

« EAEMA T Ruby B SDK B Amazon Translate R4l

£ FAEA T Ruby #Y SDK B9 Aurora R4l

LTFRERGIEEERT AR EA T Ruby B9 AWS SDK 5 Aurora —2 A RMITIREMZINE

nizs,

BNROBETE— N EATERABNERE | SAUMNFRIEXNMEE L TXHIRENSTRIBAGR

A,

£
T e

Ft a6

FHAERA Aurora

AT R RBIE R A FF A6 Aurora.
SEAT Ruby # SDK

@ Note

EREZHKEER GitHub, & AWS IS RAIFMEFERTERS , THMNFAHTIRE
MZ1To

require 'aws-sdk-rds'

Aurora 36


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/aurora#code-examples
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# Creates an Amazon RDS client for the AWS Region
rds = Aws::RDS::Client.new

puts 'Listing clusters in this AWS account...'

# Calls the describe_db_clusters method to get information about clusters
resp = rds.describe_db_clusters(max_records: 20)

# Checks if any clusters are found and prints the appropriate message
if resp.db_clusters.empty?
puts 'No clusters found!'
else
# Loops through the array of cluster objects and prints the cluster identifier
resp.db_clusters.each do |cluster]|
puts "Cluster identifier: #{cluster.db_cluster_identifier}"
end
end

- X APIHWFMAEE , HS0 EA T Ruby 89 AWS SDK API 2ZDBClustersH i iR,

F &R T Ruby B SDK #Y B3h ¥ 48 Rl

UTRBRGIEERRT A AS Auto Scaling & AT Ruby B AWS SDK B & A KT IRER
KUMERZ R,

BANRBIEREE —MER T EFRABHNERE , SUUNPRIEXMOMEE L TXHREMSITRB
B,

£
- FFIaHEH

Tt a8 1E A

FriaEA Auto Scaling

DT RBRAERT WAFFEAEER Auto Scaling.

Auto Scaling 37


https://docs.aws.amazon.com/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBClusters
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FRARER

EA T Ruby B9 SDK

® Note

EBEZHEXREER GitHub, £ AWS R RHIFHEFERTER , 7THRMOMHITIRE

M=z1T,

require 'aws-sdk-autoscaling'
require 'logger'

# AutoScalingManager is a class responsible for managing AWS Auto Scaling operations
# such as listing all Auto Scaling groups in the current AWS account.

class AutoScalingManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Gets and prints a list of Auto Scaling groups for the account.
def list_auto_scaling_groups
paginator = @client.describe_auto_scaling_groups
auto_scaling_groups = []
paginator.each_page do |page]|
auto_scaling_groups.concat(page.auto_scaling_groups)
end

if auto_scaling_groups.empty?

@logger.info('No Auto Scaling groups found for this account.')
else

auto_scaling_groups.each do |group]|

@logger.info("Auto Scaling group name: #{group.auto_scaling_group_name}")
@logger.info(" Group ARN: #{group.auto_scaling_group_arn}")
@logger.info(" Min/max/desired: #{group.min_size}/#{group.max_sizel}/

#{group.desired_capacityl}")
@logger.info("\n")
end
end
end
end

T 1E A

38


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/auto-scaling#code-examples

AWS SEFF Ruby #9 SDK FEARER

if $PROGRAM_NAME == _ FILE__
autoscaling_client = Aws::AutoScaling::Client.new
manager = AutoScalingManager.new(autoscaling_client)
manager.list_auto_scaling_groups

end

- BX APIFHER , S EAT Ruby B9 AWS SDK API &
ZDescribeAutoScalingGroupsH #Y

CloudTrail fEAEA T Ruby Y SDK &Y =4l

DTRBRGIEERT T WA EAwithRIATREMZIME N7 R CloudTrail, &M T Ruby B AWS
SDK

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LB RBEXZEN ETXERRF,

BRI E—NMERTRRERBHEE , ZALMNPKIEXROME L TXHRREMETREBHHR
B,

i
s

CreateTrail
LR REERT IAERA CreateTrail,

EFA T Ruby B9 SDK

(® Note
EREZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

CloudTrail 39


https://docs.aws.amazon.com/goto/SdkForRubyV3/autoscaling-2011-01-01/DescribeAutoScalingGroups
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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FRARER

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,

bucket_name)
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.
s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
'Version' => '2012-10-17",
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
.
'"Action' => 's3:GetBucketAcl',
'Resource' => "arn:aws:s3:::#{bucket_name}"
},
{
'Sid' => 'AWSCloudTrailwWrite20150319',
'Effect' => 'Allow',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
},
'"Action' => 's3:PutObject’,
'Resource' => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*"
'Condition' => {
'StringEquals' => {
's3:x-amz-acl' => 'bucket-owner-full-control'
}
}
}
]
}.to_json

s3_client.put_bucket_policy(
bucket: bucket_name,

BReE
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policy: policy
)
puts "Successfully added policy to bucket #{bucket_name}"
end

begin
cloudtrail_client.create_trail({
name: trail_name, # required
s3_bucket_name: bucket_name # required

1)
puts "Successfully created trail: #{trail_name}."
rescue StandardError => e
puts "Got error trying to create trail #{trail_name}:\n #{e}"
puts e

exit 1
end

« BX APl HEER |, 219 EAT Ruby B9 AWS SDK APl $#CreateTrailH Y,

DeleteTrail

TR RBIERT AR DeleteTrail,

EHA T Ruby B SDK

(® Note
EREZHEREER GitHub, £ AWS REBRHIFHEFERTER , THMOMHITIRE
ME1T,

client.delete_trail({
name: trail_name # required

1)

puts "Successfully deleted trail: #{trail_name}"
rescue StandardError => e

puts "Got error trying to delete trail: #{trail_name}:"
puts e
exit 1
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end

« BX APIHEFAEE , FS10 EAT Ruby B9 AWS SDK APl ZZ£DeleteTrail F#,

ListTrails

LUTFRBREERT WAER ListTrails,

EFA T Ruby 9 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB TROIFEEFERTERE , THRIAHRTRE
METT.

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
def describe_trails_example(client)
resp = client.describe_trails({})

puts "Found #{resp.trail_list.count} trail(s)."

resp.trail_list.each do |trail]

puts "Name: #{trail.namel}"
puts "S3 bucket name: #{trail.s3_bucket_name}"
puts

end

- BXx API HiFMER , 5210 EAT Ruby B9 AWS SDK APl ZZListTrailsH i,

LookupEvents

DT RBRAERT AR LookupEvents,
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

# @param [Object] client

def lookup_events_example(client)
resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_namel}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_timel}"

puts 'Resources:'

e.resources.each do |r|

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ''
end
end
end

- BXx API HWiFMER , 5510 EAT Ruby B9 AWS SDK APl 2#|ookupEvents Y,

CloudWatch £ F3i& T Ruby B9 SDK B R4l

BT RBRGIEERR T A ERwithREATREMEIAENZ R CloudWatch, EMTF Ruby HY
AWS SDK

BRERKEEFNABHER , KTELTNFET. EULBEBIRETHRNFABARENMRSEHEK , &7
LBE BRI RN LT XERRE.
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® Note
BB EZHREER GitHub, £ AWS REERHIFEEPERTERS , 7HRMNAHITIRE
MiZ1T,

require 'aws-sdk-cloudwatch'
Lists the names of available Amazon CloudWatch alarms.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@example
list_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def list_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm|
puts alarm.alarm_name
end
else
puts 'No alarms found.'
end
rescue StandardError => e

#
#
#
#
#
#

puts "Error getting information about alarms: #{e.messagel}"
end

- X APIHFMAEE , HS1 EA T Ruby B9 AWS SDK APl 2 DescribeAlarmsH #,
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DescribeAlarmsForMetric

LRI REERT WfAEH DescribeAlarmsForMetric,

EFA T Ruby B9 SDK

® Note

BBEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERS , 7THNAHITIRE
FIE1To

#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
#  describe_metric_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm|

puts '-' * 16

puts "Name: #{alarm.alarm_namel}"
puts "State value: #{alarm.state_valuel}"
puts "State reason: #{alarm.state_reason}"
puts "Metric: #{alarm.metric_namel}"
puts "Namespace: #{alarm.namespace}"
puts "Statistic: #{alarm.statistic}"
puts "Period: #{alarm.period}"

puts "Unit: #{alarm.unit}"

puts "Eval. periods: #{alarm.evaluation_periods}"
puts "Threshold: #{alarm.threshold}"

puts "Comp. operator: #{alarm.comparison_operator}"

if alarm.key?(:ok_actions) && alarm.ok_actions.count.positive?
puts 'OK actions:'
alarm.ok_actions.each do |a]
puts " #{al}"
end
end
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if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]
puts " #{al}"
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts " #{al}"
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|
puts " Name: #{d.name}, Value: #{d.value}"

end
else
puts ' None for this alarm.'
end
end
else
puts 'No alarms found.'
end

rescue StandardError => e
puts "Error getting information about alarms: #{e.message}"
end

# Example usage:
def run_me
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
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else
region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == _ FILE__

- BXAPIHFMAEER , BSH EHAT Ruby B AWS SDK API & #ZDescribeAlarmsForMetricH
;o8

DisableAlarmActions

AT RGIER T A {EH DisableAlarmActions.,

EHATF Ruby 8 SDK

(® Note
EEELMXEL GitHub, # AWS REBFAIEHEFERTERA , THROMETRE
MZE1To

Disables an alarm in Amazon CloudWatch.
Prerequisites.
- The alarm to disable.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm to disable.
@return [Boolean] true if the alarm was disabled; otherwise, false.
@example
exit 1 unless alarm_actions_disabled?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),

HOoH OHF OH OH OH O OH OH O B OH O
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#
#

'ObjectsInBucket’
)

def alarm_actions_disabled?(cloudwatch_client, alarm_name)

cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
true

rescue StandardError => e

puts "Error disabling alarm actions: #{e.messagel}"
false

end

#

Example usage:

def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when
# the alarm transitions to the ALARM state.
alarm_actions = ['arn:aws:sns:us-

east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: "BucketName",
value: "amzn-s3-demo-bucket"

},
{
name: 'StorageType',
value: 'AllStorageTypes'
}

]

period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).
unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
if alarm_created_or_updated?(

cloudwatch_client,
alarm_name,
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alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'.
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."
end
end
run_me if $PROGRAM_NAME == __ FILE__

- BX APIHFMEES |, 50 EA T Ruby B AWS SDK APl 2 DisableAlarmActions

ListMetrics
AR RGERT MNMAEH ListMetrics,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub,  AWS KB RHIFEEFEKRTERE , TR AHRTRE
METT.

# Lists available metrics for a metric namespace in Amazon CloudWatch.
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@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric.
@example
list_metrics_for_namespace(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC'
)
def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

HOoH O OHF OB OB O O R

if response.metrics.count.positive?
response.metrics.each do |metric|
puts
if metric.dimensions.count.positive?
puts
metric.dimensions.each do |dimension|
puts
end
else
puts 'No dimensions found.'
end
end
else

Metric name: #{metric.metric_namel}"

Dimensions:'

Name: #{dimension.name}, Value: #{dimension.valuel}"

puts "No metrics found for namespace '#{metric_namespace}'. " \
'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'
end
end

# Example usage:

def run_me
metric_namespace = 'SITE/TRAFFIC'
# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts 'Continuing...'
cloudwatch_client,
metric_namespace,
'UniqueVisitors',

unless datapoint_added_to_metric?(
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'SiteName’,
'example.com',
5_885.0,
'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits’,
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'PageViews',
'PageURL ",
'example.html',
18_057.0,

'Count’

puts "Metrics for namespace '#{metric_namespace}':"

list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == __ FILE__

« BX APIWFAEE , FS10 EAT Ruby B AWS SDK APl £ ListMetricsHF #,

PutMetricAlarm

LT RBREETRT WA PutMetricAlarm,
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BEEZHEXEER GitHub, £ AWS RERHIF#ERERTE RS , THRUNMHITIRE
M=z1T,

@param

@param
@param
@param
@param

@param
@param
@param

Aws:
@param
@param
@param

HOoH OF O OH OH OHF OH OH O O R OH O OH R O OH R

@param

Creates or updates an alarm in Amazon CloudWatch.

cloudwatch_client [Aws::CloudWatch::Client]

An initialized CloudWatch client.

alarm_name [String] The name of the alarm.

alarm_description [String] A description about the alarm.

metric_name [String] The name of the metric associated with the alarm.
alarm_actions [Array] A list of Strings representing the

Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.

namespace [String] The namespace for the metric to alarm on.
statistic [String] The statistic for the metric.
dimensions [Array] A list of dimensions for the metric, specified as

:CloudWatch::Types::Dimension.

period [Integer] The number of seconds before re-evaluating the metric.
unit [String] The unit of measure for the statistic.
evaluation_periods [Integer] The number of periods over which data is

compared to the specified threshold.

theshold [Float] The value against which the specified statistic is

compared.

# @param

exit

L
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comparison_operator [String] The arithmetic operation to use when

comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example

1 unless alarm_created_or_updated?(

ws::CloudWatch::Client.new(region: 'us-east-1'),

'ObjectsInBucket’,

'Objects exist in this bucket for more than 1 day.'

'NumberOfObjects',
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
'AWS/S3',

'Average’,
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# name: 'BucketName',

# value: 'amzn-s3-demo-bucket'
# },

# {

# name: 'StorageType',

# value: 'AllStorageTypes'
# }

# 1,

# 86_400,

# 'Count',

# 1,

# 1,

# 'GreaterThanThreshold'

# )

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)

true
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rescue StandardError => e
puts "Error creating alarm: #{e.messagel}"
false

end

- BXx APl HiFMER , 5210 EAT Ruby B9 AWS SDK APl ZZPutMetricAlarm ™ #Y,

PutMetricData

UTFRIBREVERT WAEA PutMetricData,

EHATF Ruby B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFH#EFEFRERTER , THMOMHITIRE
ME1T,

require 'aws-sdk-cloudwatch'

Adds a datapoint to a metric in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric to add the
datapoint to.
@param metric_name [String] The name of the metric to add the datapoint to.
@param dimension_name [String] The name of the dimension to add the
datapoint to.
@param dimension_value [String] The value of the dimension to add the
datapoint to.
@param metric_value [Float] The value of the datapoint.
@param metric_unit [String] The unit of measurement for the datapoint.
@return [Boolean]
@example
exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',
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'UniqueVisitors',
'SiteName',
'example.com',
5_885.0,
'Count’
)
def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,
dimension_name,
dimension_value,
metric_value,
metric_unit

HOH F O B O

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit

)

puts "Added data about '#{metric_namel}' to namespace " \
"'#{metric_namespace}'."
true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}': #{e.message}"
false
end

- BXx APl HiFMER , 5510 EAT Ruby B9 AWS SDK APl $ZPutMetricData® #,
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TR AP E R A F 846 A Amazon Cognito.

EH T Ruby #9 SDK

(@ Note

TRABH IR

EBEZMEREE GitHub, £ AWS RIS RHIFHEFEFERTER , THRMOMHITIRE

FM=z1T,

require 'aws-sdk-cognitoidentityprovider'
require 'logger'

# CognitoManager is a class responsible for managing AWS Cognito operations
# such as listing all user pools in the current AWS account.
class CognitoManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all user pools associated with the AWS account.
def list_user_pools
paginator = @client.list_user_pools(max_results: 10)

Amazon Cognito & {312 #&
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user_pools = []

paginator.each_page do |page]|
user_pools.concat(page.user_pools)

end

if user_pools.empty?
@logger.info('No Cognito user pools found.')
else
user_pools.each do |user_pool]|
@logger.info("User pool ID: #{user_pool.id}")
@logger.info("User pool name: #{user_pool.name}")
@logger.info("User pool status: #{user_pool.status}")
@logger.info('---")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
cognito_client = Aws::CognitoIdentityProvider::Client.new
manager = CognitoManager.new(cognito_client)
manager.list_user_pools

end

- BXx API HiFMER , 5510 EAT Ruby B9 AWS SDK APl 2 ZListUserPoolsH
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LTFRERGIEEERT MAER EHATF Ruby B9 AWS SDK 5 Amazon Comprehend Bt & £ F SR
TRENZNERG R,
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LT RIBREERIASEI — A Lambda BEER |, Z B EEEROE T UK B DocumentDB E 3R Y2 Kk
MK NEH, ZEHBKE DocumentDB B E , HIERTIERHE,
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® Note
RBEEZHXEE GitHub, EERSHB RO EREPERTERE , 3 7 HOMAHITRE
MIE1To

A Ruby ¥ Amazon DocumentDB 45 Lambda && A,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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require 'aws-sdk-dynamodb'
require 'logger'

# DynamoDBManager is a class responsible for managing DynamoDB operations
# such as listing all tables in the current AWS account.
class DynamoDBManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all DynamoDB tables in the current AWS account.
def list_tables
@logger.info('Here are the DynamoDB tables in your account:')

paginator = @client.list_tables(limit: 10)
table_names = []

paginator.each_page do |page|
page.table_names.each do |table_name|
@logger.info("- #{table_name}")
table_names << table_name
end
end

if table_names.empty?
@logger.info("You don't have any DynamoDB tables in your account.")

else
@logger.info("\nFound #{table_names.length} tables.")
end
end
end
if $PROGRAM_NAME == _ FILE__

dynamodb_client = Aws::DynamoDB::Client.new
manager = DynamoDBManager.new(dynamodb_client)
manager.list_tables

end
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Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

#
#
#
#
#
#
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1,
billing_mode: 'PAY_PER_REQUEST'

)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

BIZF B R BUA T = HREURSI JSON XX

# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.
#
# @param movie_file_name [String] The local file name where the movie data is
stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
'https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip'
)
movie_json =
Zip::File.open_buffer(movie_content) do |zip]|
zip.each do |entry|
movie_json = entry.get_input_stream.read

end
end
else
movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{el}")
raise
end
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table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Add a new record to the DynamoDB table.')

my_movie = {3}

my_movie[:title] = CLI::UI::Prompt.ask('Enter the title of a movie to add to the
table. E.g. The Matrix')

my_movie[:year] = CLI::UI::Prompt.ask('What year was it released? E.g. 1989').to_i
my_movie[:rating] = CLI::UI::Prompt.ask('On a scale of 1 - 10, how do you rate it?
E.g. 7').to_i

my_movie[:plot] = CLI::UI::Prompt.ask('Enter a brief summary of the plot. E.g. A
man awakens to a new reality.')

dynamodb_wrapper.add_item(my_movie)

puts("\nNew record added:")

puts JSON.pretty_generate(my_movie).green

print "Done!\n".green

new_step(3, 'Update a record in the DynamoDB table.')

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a
new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)

puts("Updated '#{my_movie[:title]}' with new attributes:")

puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(4, 'Get a record from the DynamoDB table.')

puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")
response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(5, 'Write a batch of items into the DynamoDB table.')
download_file = 'moviedata.json'
puts("Downloading movie database to #{download_file}...")
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movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, 'Query for a batch of items by key.')
loop do
release_year = CLI::UI::Prompt.ask('Enter a year between 1972 and 2018, e.g.
1999:').to_1i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie['title']}".green
end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break unless continue.eql?('y"')
end
end
print "\nDone!\n".green

new_step(6, 'Scan for a batch of items using a filter expression.')

years = {}
years[:start] = CLI::UI::Prompt.ask('Enter a starting year between 1972 and
2018:")

years[:end] = CLI::UI::Prompt.ask('Enter an ending year between 1972 and 2018:')
releases = dynamodb_wrapper.scan_items(years)
if !releases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
'"How many do you want to see? ', method(:is_int), in_range(l, releases.length)
)
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release['title']}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
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print "\nDone!\n".green

new_step(7, 'Delete an item from the DynamoDB table.')
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?('y')
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, 'Delete the DynamoDB table.')
answer = CLI::UI::Prompt.ask('Delete the table? (y/n)')
if answer.eql?('y')
scaffold.delete_table
puts("Deleted #{table_name}.")
else
puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo.')
rescue Errno::ENOENT
true
end

- BX API#AEER |, 555 GEAT Ruby B9 AWS SDK APl 2#) T EE,
« BatchWriteltem

* CreateTable
* Deleteltem
* DeleteTable

* DescribeTable

* Getltem
* Putltem

* Query

* Scan

» Updateltem

EAXTRE 66


https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/BatchWriteItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/CreateTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DeleteItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DeleteTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DescribeTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/GetItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/PutItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/Query
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/Scan
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/UpdateItem

AWS SEFF Ruby #9 SDK FEARER

BR1E

BatchExecuteStatement

LLTFRIEREERT W{AEA BatchExecuteStatement,

EFA T Ruby B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

£/ PartiQL B —#tI B,

class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_select(batch_titles)
request_items = batch_titles.map do |[title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

5 PartiQL MiBR—#tI B,
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class DynamoDBPartiQLBatch

attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|

{

statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",

parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

&R T Ruby B9 AWS SDK API $#BatchExecuteStatementH

BatchWriteItem

LR RGERT EIEA BatchwriteItem,

EHA T Ruby B9 SDK

® Note

EBEZHEREER GitHub, £ AWS R RHIFHEFERTER , 7THRMOMHITIRE

Mz1T,

class DynamoDBBasics

attr_reader :dynamo_resource, :table
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.
#
# @param movies [Enumerable] The data to put in the table. Each item must contain
at least
# the keys required by the schema that was specified
when the
# table was created.
def write_batch(movies)
index = 0
slice_size = 25
while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]
movie_items.append({ put_request: { item: movie } })
end
@dynamo_resource.client.batch_write_item({ request_items: { @table.name =>
movie_items } })
index += slice_size
end
rescue Aws::DynamoDB: :Errors::ServiceError => e

puts(
"Couldn't load data into table #{e@table.name}. Here's why:"
)
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key

#
#
#
#
#
#

iF

attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

1,

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table
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rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: { 'year' => year, 'title' => title })
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Deletes the table.

def delete_table
@table.delete
@table = nil

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete table. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts('"\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Gets a single record from a table using PartiqQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)
request = {
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=?",
parameters: [title]
}
@dynamodb.client.execute_statement(request)
end

#
#
#
#
#
#

5 PartiQL EFENIE,
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

#
#
#
#
#
#

Updates a single record from a table using PartiqQL.

@param title [String] The title of the movie to update.
@param year [Integer] The year the movie was released.
@param rating [Float] The new rating to assign the title.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]

def update_rating_by_title(title, year, rating)

request = {
statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=7",

parameters: [{ "N": rating }, title, year]

}

@dynamodb.client.execute_statement(request)

end

£/ PartiQL A MEANTE,

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Adds a single record to a table using PartiQL.

#

# @param title [String] The title of the movie to update.

# @param year [Integer] The year the movie was released.

# @param plot [String] The plot of the movie.

# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
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def insert_item(title, year, plot, rating)
request = {
statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?, 'year': ?,
'info': ?}",
parameters: [title, year, { 'plot': plot, 'rating': rating }]
}
@dynamodb.client.execute_statement(request)
end

£/ PartiQL MIBR 2R .

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a single record from a table using PartiqQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)
request = {
statement: "DELETE FROM \"#{@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: { 'year' => year, 'title' => title })

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")

raise
end
- BXAPIHEAFER , H2H EAT Ruby B AWS SDK API & Getltem™$ 9,
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {

'year' => moviel[:year],

'title' => movie[:title],

'info' => { 'plot' => movie[:plot], 'rating' => movie[:rating] }

)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
# @return [Array] The list of movies that were released in the specified year.
def query_items(year)
response = @table.query(
key_condition_expression: '#yr = :year',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: { ':year' => year }
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
response.items
end

- BXAPIFHAEER , 50 G&FAT Ruby B9 AWS SDK API Reference) H#Y Query.
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.
#
# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)
movies = []
scan_hash = {
filter_expression: '#yr between :start_yr and :end_yr',
projection_expression: '#yr, title, info.rating',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: {
':start_yr' => year_range[:start], ':end_yr' => year_range[:end]

}

done = false

start_key = nil

until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
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done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end

- BX APIi#4EE , 2K (GEAT Ruby B AWS SDK API Reference) H#J Scan,

UpdateItem
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Updates rating and plot data for a movie in the table.
#
# @param movie [Hash] The title, year, plot, rating of the movie.
def update_item(movie)
response = @table.update_item(
key: { 'year' => movie[:year], 'title' => movie[:title] },
update_expression: 'set info.rating=:r',
expression_attribute_values: { ':r' => movie[:rating] 3},
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return_values: 'UPDATED_NEW'
)

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end

« BXx APl HiFER |, iH2 19 EAT Ruby B9 AWS SDK APl 2 ZUpdateltem$ Y,
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)
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new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a batch of items from the movies table.')

puts "Let's select some popular movies for side-by-side comparison."

response = sdk.batch_execute_select([['Mean Girls',6 2004], ['Goodfellas', 1977],
['The Prancing of the Lambs', 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, 'Delete a batch of items from the movies table.')
sdk.batch_execute_write([['Mean Girls', 2004], ['Goodfellas', 1977], ['The
Prancing of the Lambs', 2005]])

print "\nDone!\n".green

new_step(5, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a single item from the movies table.')

response = sdk.select_item_by_title('Star Wars')

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print response.items.first.to_s.yellow

print "\n\nDone!\n".green

new_step(4, 'Update a single item from the movies table.')

R
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puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title('The Big Lebowski', 1998, 10.0)
print "\nDone!\n".green

new_step(5, 'Delete a single item from the movies table.')

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title('The Silence of the Lambs', 1991)

print "\nDone!\n".green

new_step(6, 'Insert a new item into the movies table.')

puts "Let's create a less-scary movie called The Prancing of the Lambs."
sdk.insert_item('The Prancing of the Lambs', 2005, 'A movie about happy
livestock.', 5.0)

print "\nDone!\n".green

new_step(7, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

#Bid DynamoDB fii % 85184 Lambda BRERHEALIRIN B % W

AR RBB RAIE R A R #2k B DynamoDB FVEHH Lambda EESEIEB O LA B IR, 1Z B ER
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k& A Ruby B Lambda 3# 4T DynamoDB #t4b ¥R B K M.

def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record

cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e

# Return failed record's sequence number
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return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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require 'aws-sdk-ec2'
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require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.

def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#

# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.

def fetch_instances
paginator = @client.describe_instances
instances = []

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
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#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance|
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end
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# Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).
#
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# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @return [String] The allocation ID corresponding to the Elastic IP address.
# @example
# puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror’
end

- BXx API Wi MER , iH551 EAT Ruby 89 AWS SDK API 3 #Z AllocateAddress Y,
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ME1T,

Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.

@param instance_id [String] The ID of the instance.

@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.

HOH OHF O OH OH OHF O OH O O OH K O H

@example
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puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")

def associate_elastic_ip_address_with_instance(

ec2_client,

allocation_id,

instance_id

#
#
#
#

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror'
end

- BXAPIEMEES , 5 EA T Ruby B AWS SDK API £ AssociateAddress 1 #Y,
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# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require 'aws-sdk-ec2'
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# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name for the key pair and private

# key file.

# @return [Boolean] true if the key pair and private key file were

# created; otherwise, false.

# @example

# exit 1 unless key_pair_created?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

#0)

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.

filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."

true
rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
false

end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

#  describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end

BReE

93



AWS SEFF Ruby #9 SDK FEARER

rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"

end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#

# - The key pair to delete.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name of the key pair to delete.
# @return [Boolean] true if the key pair was deleted; otherwise, false.
# @example

# exit 1 unless key_pair_deleted?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# )

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)
true

rescue StandardError => e
puts "Error deleting key pair: #{e.message}"
false

end

# Example usage:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
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end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10

puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \

'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)

puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'

describe_key_pairs(ec2_client)

end

run_me if $PROGRAM_NAME == __ FILE__
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- BXx API iFMER , 5510 EA T Ruby B9 AWS SDK API 22 CreateKeyPairf

CreateRouteTable
LT RBRHERT AI{EH CreateRouteTable,

EA T Ruby B9 SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

require 'aws-sdk-ec2'
Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
@return [Boolean] true if the route table was created and associated;
otherwise, false.
@example
exit 1 unless route_table_created_and_associated?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ",
'subnet-03d9303b57EXAMPLE ',
'igw-06ca90@c@11EXAMPLE",
'0.0.0.0/0",
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# 'my-key',
# 'my-value'
# )

def route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts 'Added tags to route table.'

route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me
vpc_id =
subnet_id = "'
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gateway_id =
destination_cidr_block =
tag_key = '

tag_value

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
vpc_id = ARGV[O]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
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tag_key,
tag_value
)
puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

- BXAPIEMEER , 85 EA T Ruby B9 AWS SDK APl £ CreateRouteTable .

CreateSecurityGroup
TR RBROVERT (AEA CreateSecurityGroup,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'

# Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.

#

# Prerequisites:

#

# - A VPC in Amazon Virtual Private Cloud (Amazon VPC).
#
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@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example
puts create_security_group(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group’,
'This is my security group.',
'vpc-6713dfEX"'
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)
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'.
security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"

'"Error'
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
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'sg-030a858e078f1b9EX",
"tep’,

'80"',

'80"',

'0.0.0.0/0"

HOH F O B O

)

def security_group_ingress_authorized?(

ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}'

for protocol " \

"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \

"with CIDR IP range '#{cidr_ip_range}"'.
true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
false
end

# Refactored method to simplify complexity for describing security group permissions

def format_port_information(perm)

from_port_str = perm.from_port == '-1' || perm.from_port == -1 ?
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set
# Amazon Elastic Compute Cloud (Amazon EC2).

'All!

in
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def describe_security_group_permissions(perm)
ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_port]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
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puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?

puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity

def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http, to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'
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if security_group_exists

add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)

add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh, from_port_ssh,
to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[@] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,
vpc_id)
puts 'Could not create security group. Skipping this step.' if security_group_id
== 'Error'
security_group_id
end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
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return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
'GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
"CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/0' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp',6 '80',
'80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'

]
end
run_me if $PROGRAM_NAME == __ FILE__
- BXx API WiFHER , HZ 1 EAT Ruby B9 AWS SDK APl % CreateSecurityGroup# #9,
CreateSubnet

LT RGERT WA CreateSubnet,

EA T Ruby B9 SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

require 'aws-sdk-ec2'
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Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.

@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX",
'10.0.0.0/24",
'us-west-2a',
'my-key',
'my-value'

)

def subnet_created_and_tagged?(

ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
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key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \

"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_value}'."
true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
false
end

# Example usage:
def run_me

vpc_id =
cidr_block = "'
availability_zone =
tag_key = '
tag_value
region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \

'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'

exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

vpc_id = 'vpc-6713dfEX’

cidr_block = '10.0.0.0/24'

availability_zone = 'us-west-2a'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[0Q]
cidr_block = ARGV[1]
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availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

- BX APIHEMEES , 82 EA T Ruby B9 AWS SDK API £ CreateSubneth #,

CreateVpc
LRI RHERT I{a#ER CreateVpc,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub,  AWS KB RHIFEEFERTERE , THRIAHRTRE
METT.

require 'aws-sdk-ec2'
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# Creates a virtual private cloud (VPC) in

# Amazon Virtual Private Cloud (Amazon VPC) and then tags

# the VPC.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

#  Amazon Elastic Compute Cloud (Amazon EC2) resource object.

# @param cidr_block [String] The IPv4 CIDR block for the subnet.
# @param tag_key [String] The key portion of the tag for the VPC.
# @param tag_value [String] The value portion of the tag for the VPC.
# @return [Boolean] true if the VPC was created and tagged;

# otherwise, false.

# @example

# exit 1 unless vpc_created_and_tagged?(

# Aws::EC2::Resource.new(region: 'us-west-2'),

# '10.0.0.0/24",

# 'my-key',

# 'my-value'

#

)

def vpc_created_and_tagged?(
ec2_resource,

cidr_block,

tag_key,

tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'#{tag_key}' and value '#{tag_value}'."
true
rescue StandardError => e
puts e.message
false
end

# Example usage:
def run_me
cidr_block = "'

tag_key = "'
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tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \

'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24'
tag_key = 'my-key'

tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else

cidr_block = ARGV[Q]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)
if vpc_created_and_tagged?(

ec2_resource,
cidr_block,

tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

« BX APIHFHESR | 521 EA T Ruby B AWS SDK APl $# CreateVpcH H,
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DescribeInstances

LR REERT W{AERA DescribeInstances,

EFA T Ruby B9 SDK

® Note

EREZHKEL GitHub, & AWS RIS RAIFMEFERTERS , THMNFAHTRE

ME1To

require 'aws-sdk-ec2'

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.

# @example

# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))
def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'

else

puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"

end
end

rescue StandardError => e
puts "Error getting information about instances: #{e.message}"

end

# Example usage:
def run_me
region = "'

# Print usage

if ARGV[OQ] ==

puts 'Usage:

information and then stop.
'--help' || ARGV[O] == '-h'
ruby ec2-ruby-example-get-all-instance-info.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2'

exit 1

# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
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elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == __ FILE__

- X APIWFMEE , B2 EA T Ruby 8 AWS SDK APl £ Describelnstances 1 #,

DescribeRegions
T RBRAVERT {AEA DescribeRegions,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)

result = ec2_client.describe_regions

# Enable pretty printing.

max_region_string_length = 16

max_endpoint_string_length = 33

# Print header.

print 'Region'
' ' * (max_region_string_length - 'Region'.length)
print " Endpoint\n"

print

BE 112


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/DescribeInstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ec2#code-examples

AWS SEFF Ruby #9 SDK FEARER

print '-' * max_region_string_length
print ' '

print '-' * max_endpoint_string_length
print "\n"

# Print Regions and their endpoints.
result.regions.each do |region]
print region.region_name

print ' ' * (max_region_string_length - region.region_name.length)
print ' '
print region.endpoint
print "\n"
end

end

# Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)

# Availability Zones available to you depending on the AWS Region

# of the Amazon EC2 client.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @example

# list_availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))

def list_availability_zones(ec2_client)

result = ec2_client.describe_availability_zones
# Enable pretty printing.
max_region_string_length = 16
max_zone_string_length = 18
max_state_string_length = 9

# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print ' Zone'

print ' ' * (max_zone_string_length - 'Zone'.length)
print " State\n"

print '-' * max_region_string_length

print ' '

print '-' * max_zone_string_length

print ' '

print '-' * max_state_string_length

print "\n"

# Print Regions, Availability Zones, and their states.
result.availability_zones.each do |zone]
print zone.region_name
print * (max_region_string_length - zone.region_name.length)
print
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print zone.zone_name

print ' ' * (max_zone_string_length - zone.zone_name.length)
print ' '

print zone.state

# Print any messages for this Availability Zone.

if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message]
print " #{message.message}\n"

end

end

print "\n"

end
end

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

"#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == _ FILE_ _
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EBEZHKREE GitHub, 1 AWS IS RAIFEEFRERTERS , 7HMNMAHITIRE

MiE1To

Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX"
)

def elastic_ip_address_released?(ec2_client, allocation_id)

ec2_client.release_address(allocation_id: allocation_id)
true

rescue StandardError => e

puts("Error releasing Elastic IP address: #{e.message}")
false

end

BReE

115


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/DescribeRegions
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ec2#code-examples

AWS SEFF Ruby #9 SDK FEARER
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StartInstances
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(® Note
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require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- The Amazon EC2 instance.

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was started; otherwise, false.
# @example

# exit 1 unless instance_started?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'i-123abc’

#

)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?

state = response.instance_statuses[@].instance_state.name

case state

when 'pending'
puts 'Error starting instance: the instance is pending. Try again later.'
return false

when 'running'
puts 'The instance is already running.'
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wh

en
end

ec2_
ec2_

puts
true
rescue
puts
fals
end

return true
en 'terminated'
puts 'Error starting instance: ' \
'the instance is terminated, so you cannot start it.'
return false
d

client.start_instances(instance_ids: [instance_id])
client.wait_until(:instance_running, instance_ids: [instance_id])
'Instance started.'

StandardError => e
"Error starting instance: #{e.messagel}"
e

# Example usage:

def run_me
instance_id = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

#
pu

ex

'"INSTANCE_ID REGION '

Replace us-west-2 with the AWS Region you're using for Amazon EC2.
ts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'

it 1

# If no values are specified at the command prompt, use these default values.

# Re
elsi
in
re
# 0Ot
else
in
re
end

ec2_

place us-west-2 with the AWS Region you're using for Amazon EC2.
f ARGV.count.zero?

stance_id = 'i-123abc'

gion = 'us-west-2'

herwise, use the values as specified at the command prompt.

stance_id = ARGV[0]
gion = ARGV[1]

client = Aws::EC2::Client.new(region: region)

puts "Attempting to start instance '#{instance_id}' " \

"(

this might take a few minutes)...'
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return if instance_started?(ec2_client, instance_id)

puts 'Could not start instance.'

end
run_me if $PROGRAM_NAME == __ FILE__
- BXx API HiFMER , 551 EAT Ruby B9 AWS SDK API % Startinstances Y,
StopInstances

UTRERFNERT A StopInstances,

EA T Ruby B9 SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

require 'aws-sdk-ec2'
Prerequisites:
- The Amazon EC2 instance.

#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param instance_id [String] The ID of the instance.
# @return [Boolean] true if the instance was stopped; otherwise, false.
# @example
# exit 1 unless instance_stopped?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'i-123abc’
# )
def instance_stopped?(ec2_client, instance_id)

response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name

BE 118


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/StartInstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ec2#code-examples

AWS i&FF Ruby # SDK

FRARER

case state

when 'stopping'
puts 'The instance is already stopping.'
return true

when 'stopped'
puts 'The instance is already stopped.'
return true

when 'terminated'
puts 'Error stopping instance: ' \

'the instance is terminated, so you cannot stop it.'

return false

end

end

ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
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end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to stop instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_stopped?(ec2_client, instance_id)

puts 'Could not stop instance.'

end
run_me if $PROGRAM_NAME == _ FILE_ _
-« BX APIHiFHELR | 52010 EA T Ruby B9 AWS SDK APl $# StoplnstancesH#Y,
TerminateInstances

LT RBREER T EER TerminateInstances,

EA T Ruby B9 SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFREEFERTERG , 7THIMAHITRE
MZ1T,

require 'aws-sdk-ec2'
Prerequisites:
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was terminated; otherwise, false.
@example
exit 1 unless instance_terminated?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’

HOoH HF O OB O O OH OB OB H
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# )
def instance_terminated?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[@].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'
true

rescue StandardError => e
puts "Error terminating instance: #{e.message}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
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puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'
return if instance_terminated?(ec2_client, instance_id)

puts 'Could not terminate instance.'
end

run_me if $PROGRAM_NAME == __ FILE__

« BX APIWEHMAEE , HS1H EA T Ruby 8 AWS SDK APl £ Terminatelnstances 1 #,

{FF5E A T Ruby B9 SDK #Y Elastic Beanstalk 74

TR RHIE SRR T {7 Elastic Beanstalk 7 5& A F Ruby 9 AWS SDK i f SR 1T IR ERISE
MERZR,

BRERKEEFNABMESR , XTELTNHET. BULEIRETBNFABARENRSEHEK , &7
LB HBEXZEN ETXERRE,

BANTROIHTE - NMEMTBRRBNEE  SAUNPFRIBXRUOAE L TXHRENEZTRBR
B,

£

DescribeApplications
TR RIBRHVER T aaE A DescribeApplications,

EFA T Ruby #9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFEENERTERE , THOTHRTEE
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# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end

# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_name}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Error listing environments for application #{application_name}:
#{e.message}")
end
end

- BXAPIHEMEESR , B2 AT Ruby B9 AWS SDK API £Z DescribeApplications F i
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UTRBREERT A ListAvailableSolutionStacks,

EFA T Ruby B9 SDK

® Note
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MIZE1To

# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase
@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks

def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length =

stacks.each do |stack]
if e@filter.empty? || stack.downcase.include?(@filter)
@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private
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# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)
if @filter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

- BX APIFHER , i5Z EAT Ruby B9 AWS SDK API &
#istAvailableSolutionStacks H #Y,

UpdateApplication
R RBRGNER T aifaE A UpdateApplication,

AT Ruby B9 SDK

® Note
EBEEZMEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger
end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)
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create_and_deploy_new_application_version(zip_file_name)
end

private

# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base6b4
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD"’
zip_file_name
end

# Uploads the ZIP file to the S3 bucket

def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"

@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key:

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.messagel}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name

app_versions = @eb_client.describe_application_versions(application_name:

@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.messagel}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, '.zip')

key)

BReE

126



AWS SEFF Ruby #9 SDK FEARER

@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
s3_bucket: fetch_bucket_name,
s3_key: "#{@app_name}/#{zip_file_name}"
.
description: "Updated #{Time.now.strftime('%d/%m/%SY')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create or deploy application version: #{e.messagel}")
end

# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.messagel}")
end

# Fetches the environment name of the application

def fetch_environment_name
envs = @eb_client.describe_environments(application_name: @app_name)
envs.environments.first.environment_name

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch environment name: #{e.messagel}")
raise

end

end
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12 BB IE W8 A9 I 8 AR B 3K

require 'aws-sdk-sns'

require 'aws-sdk-iam'

require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'
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Checks whether the specified Amazon SNS
topic exists among those provided to this function.
This is a helper function that is called by the topic_exists? function.

@param topics [Array] An array of Aws::SNS::Types::Topic objects.
@param topic_arn [String] The ARN of the topic to find.

@return [Boolean] true if the topic ARN was found; otherwise, false.
@example

sns_client = Aws::SNS::Client.new(region: 'us-east-1')

response = sns_client.list_topics

if topic_found?(
response.topics,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

puts 'Topic found.'
end

def topic_found?(topics, topic_azrn)

topics.each do |topic|

return true if topic.topic_arn == topic_azrn

end
false
end

& Amazon SNS AR A EANEE+H , EEFEEEEEH,

HOoH O OHF OH OH O O OB OH O

Checks whether the specified topic exists among those available to the
caller in Amazon SNS.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_arn [String] The ARN of the topic to find.

@return [Boolean] true if the topic ARN was found; otherwise, false.
@example

exit 1 unless topic_exists?(
Aws::SNS::Client.new(region: 'us-east-1'),
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

)

def topic_exists?(sns_client, topic_arn)

puts "Searching for topic with ARN '#{topic_arn}'..."
response = sns_client.list_topics

R
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if response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
return true
end
end
end
puts 'Topic not found.'
false
rescue StandardError => e
puts "Topic not found: #{e.messagel}"
false
end
£ Amazon SNS FEIB X/ , RFITH—NBFifHFibit , IEREXZEENBEA,
# Creates a topic in Amazon SNS
# and then subscribes an email address to receive notifications to that topic.
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_name [String] The name of the topic to create.
# @param email_address [String] The email address of the recipient to notify.
# @return [String] The ARN of the topic that was created.
# @example
# puts create_topic(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-topic',
# 'mary@example.com'’
#)
def create_topic(sns_client, topic_name, email_address)
puts "Creating the topic named '#{topic_name}'..."
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(
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topic_arn: topic_response.topic_azrn,
protocol: 'email',
endpoint: email_address,
return_subscription_arn: true
)
puts 'Subscription created with ARN ' \
"'#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'
topic_response.topic_arn
rescue StandardError => e
puts "Error creating or subscribing to topic: #{e.messagel}"
'Exrror'
end

BRENZEBIEHNACHEBFEEIEEN AWS Identity and Access Management (IAM) &,

# Checks whether the specified AWS Identity and Access Management (IAM)
# role exists among those provided to this function.

# This is a helper function that is called by the role_exists? function.
#

# @param roles [Array] An array of Aws::IAM::Role objects.

# @param role_arn [String] The ARN of the role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# iam_client = Aws::IAM::Client.new(region: 'us-east-1')

# response = iam_client.list_roles

# if role_found?(

# response.roles,

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
# )

# puts 'Role found.'

# end

def role_found?(roles, role_arn)
roles.each do |role]
return true if role.arn == role_arn
end
false
end

BE IAMRUHERALFERANAET  REEFEEEAR,
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Checks whether the specified role exists among those available to the
caller in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
exit 1 unless role_exists?(
Aws::IAM::Client.new(region: 'us-east-1'),
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

HOoH F O OH OH O O OB OB O

)
def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'..."
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
puts 'Role not found.'
false
rescue StandardError => e
puts "Role not found: #{e.messagel}"
false
end

£ IAM elZ -1 A,

# Creates a role in AWS Identity and Access Management (IAM).

# This role is used by a rule in Amazon EventBridge to allow

# that rule to operate within the caller's account.

# This role is designed to be used specifically by this code example.
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#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.
# @param role_name [String] The name of the role to create.

# @return [String] The ARN of the role that was created.

# @example

# puts create_role(

# Aws: :IAM::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change'

# )

def create_role(iam_client, role_name)
puts "Creating the role named '#{role_namel}'...
response = iam_client.create_role(
assume_role_policy_document: {
'Version': '2012-10-17',
'Statement': [

{
'Sid': ',
'Effect': 'Allow’',
'"Principal': {
'Service': 'events.amazonaws.com'
},
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/',
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'.
puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {
'Version': '2012-10-17',
'Statement': [

{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’',
'Resource': '*',
'"Action': 'events:*'
I
{

'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’',
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
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'Action': 'iam:PassRole'

]
}.to_json,
policy_name: 'CloudWatchEventsPolicy',
role_name: role_name
)
puts 'Access policy added to role.'
response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'
'Exrror'
end

KERNZEBIRMEHN EventBridge AN R EFEREENHAN,

Checks whether the specified Amazon EventBridge rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)
rules.each do |rule]
return true if rule.name == rule_name
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end
false
end

REEEANREFETHRAZETANMNF EventBridge,

# Checks whether the specified rule exists among those available to the
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# caller in Amazon EventBridge.
#
# @param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
# An initialized Amazon EventBridge client.
# @param rule_name [String] The name of the rule to find.
# @return [Boolean] true if the rule name was found; otherwise, false.
# @example
# exit 1 unless rule_exists?(
# Aws: :CloudWatch::Client.new(region: 'us-east-1')
# 'aws-doc-sdk-examples-ec2-state-change'
# )
def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'..."
response = cloudwatchevents_client.list_rules
if response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
puts 'Rule not found.'
false
rescue StandardError => e
puts "Rule not found: #{e.message}"
false
end
ERBIZEMN EventBridges
# Creates a rule in Amazon EventBridge.
# This rule is triggered whenever an available instance in
# Amazon EC2 changes to the specified state.
# This rule is designed to be used specifically by this code example.
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#
# Prerequisites:
#
# - A role in AWS Identity and Access Management (IAM) that is designed
#  to be used specifically by this code example.
# - A topic in Amazon SNS.
#
# @param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
# An initialized Amazon EventBridge client.
# @param rule_name [String] The name of the rule to create.
# @param rule_description [String] Some description for this rule.
# @param instance_state [String] The state that available instances in
# Amazon EC2 must change to, to
#  trigger this rule.
# @param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
# @param target_id [String] Some identifying string for the rule's target.
# @param topic_arn [String] The ARN of the Amazon SNS topic.
# @return [Boolean] true if the rule was created; otherwise, false.
# @example
# exit 1 unless rule_created?(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change',
# 'Triggers when any available EC2 instance starts.',
# 'running’',
# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change’,
# 'sns-topic’,
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )
def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,
target_id,
topic_azrn
)
puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
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1,
'detail-type': [
'"EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}
}.to_json,

state: 'ENABLED',
role_arn: role_arn
)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'."

put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_arn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count.positive?
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure]
puts failure.error_message
end
false
else
true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.message}"
puts 'If the rule was created, you must add the target ' \
'to the rule yourself, or delete the rule yourself and try again.'
false
end

£ Amazon Logs R EFAAZE AN BELADREEFEEEMN CloudWatch BE4AH,
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Checks to see whether the specified log group exists among those available
to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.
@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
)
def log_group_exists?(cloudwatchlogs_client, log_group_name)
puts "Searching for log group with name '#{log_group_name}'...
response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
end
end
end
puts 'Log group not found.'
false
rescue StandardError => e
puts "Log group not found: #{e.message}"
false
end
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£ “BAE B8] CloudWatch BE4H,

Creates a log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to create.
@return [Boolean] true if the log group name was created; otherwise, false.
@example
exit 1 unless log_group_created?(

HOH O O OB O O H

78— 138



AWS SEFF Ruby #9 SDK FEARER

#
#
#

Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def log_group_created?(cloudwatchlogs_client, log_group_name)

puts "Attempting to create log group with the name '#{log_group_namel}'...
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts 'Log group created.'

true

rescue StandardError => e

puts "Error creating log group: #{e.message}"
false

end

£ Logs F¥=EHE A CloudWatch A&

# Writes an event to a log stream in Amazon CloudWatch Logs.
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Prerequisites:

- A log group in Amazon CloudWatch Logs.
- A log stream within the log group.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@param log_stream_name [String] The name of the log stream within
the log group.

@param message [String] The message to write to the log stream.

@param sequence_token [String] If available, the sequence token from the
message that was written immediately before this message. This sequence
token is returned by Amazon CloudWatch Logs whenever you programmatically
write a message to the log stream.

@return [String] The sequence token that is returned by
Amazon CloudWatch Logs after successfully writing the message to the
log stream.

@example
puts log_event(

Aws::EC2::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
'2020/11/19/53f985be-199f-408e-9a45-fc242df41fEX',
"Instance 'i-033c48ef067af3dEX' restarted.",
'495426724868310740095796045676567882148068632824696073EX"'
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#

)

def log_event(

cloudwatchlogs_client,
log_group_name,
log_stream_name,
message,
sequence_token

puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'...

event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message

}

event[:sequence_token] = sequence_token unless sequence_token.empty?

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
response.next_sequence_token

rescue StandardError => e

puts '"Message not logged: #{e.messagel}"

end

ERTGw#EM%ITE = (Amazon EC2) K6l , HEAEXMEREINEERMBIBEFH
CloudWatch B&EFRH,
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Restarts an Amazon EC2 instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:
- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity

information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.

R
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@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'i-033c48ef@67af3dEX",
'aws-doc-sdk-examples-cloudwatch-log'

)

def instance_restarted?(

ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.day}/" \

"#{SecureRandom.uuid}"
cloudwatchlogs_client.create_log_stream(

log_group_name: log_group_name,

log_stream_name: log_stream_name

)
sequence_token = "'
puts "Attempting to stop the instance with the ID '#{instance_id}'. " \

'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' stopped.",

sequence_token

puts 'Attempting to restart the instance. This might take a few minutes...

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance restarted.'
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sequence_token = log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Instance '#{instance_id}' restarted.",
sequence_token

true

rescue StandardError => e

puts 'Error creating log stream or stopping or restarting the instance: ' \
"#{e.messagel}"

log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.messagel}",
sequence_token

)

false

end

EREXHHANESHNE R EventBridge,
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Displays information about activity for a rule in Amazon EventBridge.

Prerequisites:

- A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.
@param rule_name [String] The name of the rule.
@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param end_time [Time] The timestamp that determines the last datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param period [Integer] The interval, in seconds, to check for activity.
@example
display_rule_activity(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
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#
# Time.now, # Check up until now.
#
# )
def display_rule_activity(
cloudwatch_client,
rule_name,
start_time,
end_time,
period

puts 'Attempting to display rule activity...'

response = cloudwatch_client.get_metric_statistics(

namespace: 'AWS/Events',
metric_name: 'Invocations',
dimensions: [
{
name: 'RuleName',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'

if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"

response.datapoints.each do |datapoint|

puts " #{datapoint.sum} time(s) at #{datapoint.timestampl}"

end
else

puts "The event rule '#{rule_name}' was not triggered during the " \

'specified time period.'
end
rescue StandardError => e

puts "Error getting information about event rule activity: #{e.message}"

end

ERBEASRE BHER CloudWatch BEE R,

Time.now - 600, # Start checking from 1@ minutes ago.

60 # Check every minute during those 10 minutes.
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Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:
- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group.
@example
display_log_data(
Amazon: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
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)
def display_log_data(cloudwatchlogs_client, log_group_name)
puts 'Attempting to display log stream data for the log group ' \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: 'LastEventTime',
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts '-' * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|

puts event.message

end

else
puts 'No log messages for this log stream.'

end

end
end
rescue StandardError => e
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puts 'Error getting information about the log streams or their messages: ' \
"#{e.messagel}"

end

REXBEFIHFEMANTBEFENEMREK AWS HiR.

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Displays a reminder to the caller to manually clean up any associated

AWS resources that they no longer need.

@param
@param
@param
@param
@param

topic_name [String] The name of the Amazon SNS topic.

role_name [String] The name of the IAM role.

rule_name [String] The name of the Amazon EventBridge rule.
log_group_name [String] The name of the Amazon CloudWatch Logs log group.
instance_id [String] The ID of the Amazon EC2 instance.

@example
manual_cleanup_notice(

)

'aws-doc-sdk-examples-topic',
'aws-doc-sdk-examples-cloudwatch-events-rule-role',
'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',
'i-033c48ef067af3dEX"

def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

puts
puts
puts
puts
puts
puts
puts
puts
puts
puts

end

-t * 10

'Some of the following AWS resources might still exist in your account.'

If you no longer want to use this code example, then to clean up'

'your AWS account and avoid unexpected costs, you might want to'

'manually delete any of the following resources if they exist:'

- The Amazon SNS topic named '#{topic_name}"'.
- The IAM role named '#{role_name}'."

- The Amazon EventBridge rule named '#{rule_name}'.
- The Amazon CloudWatch Logs log group named '#{log_group_namel}'."
- The Amazon EC2 instance with the ID '#{instance_id}'."

- BXAPI#AEE , H25 GEAT Ruby B9 AWS SDK API Reference) HEJLAT £/,

PutEvents

* PutRule
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require 'aws-sdk-glue'
require 'logger'

# GlueManager is a class responsible for managing AWS Glue operations
# such as listing all Glue jobs in the current AWS account.
class GlueManager
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def initialize(client)

@client = client

@logger = Logger.new($stdout)
end

# Lists and prints all Glue jobs in the current AWS account.
def list_jobs
@logger.info('Here are the Glue jobs in your account:')

paginator = @client.get_jobs(max_results: 10)
jobs = []

paginator.each_page do |page|
jobs.concat(page.jobs)
end

if jobs.empty?
@logger.info("You don't have any Glue jobs.")
else
jobs.each do |job]|
@logger.info("- #{job.name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
glue_client = Aws::Glue::Client.new
manager = GlueManager.new(glue_client)

manager.list_jobs
end

- BXx APl HiFMER , 5510 EAT Ruby B9 AWS SDK APl 2 ZListJobsH#Y,
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Bl - NEERGRPER AWS Glue BRERIZR,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e

HARINEE 148


https://docs.aws.amazon.com/glue/latest/ug/tutorial-create-job.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples

AWS SEFF Ruby #9 SDK FEARER

@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.message}")
raise

end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.
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#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end

Creates a new job with the specified configuration.

@param name [String] The name of the job.

@param description [String] The description of the job.

@param role_arn [String] The ARN of the IAM role to be used by the job.
@param script_location [String] The location of the ETL script for the job.
@return [void]

def create_job(name, description, role_arn, script_location)
@glue_client.create_job(

HOoH O O B B O
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name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3'
I
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.messagel}")
raise

end

# Starts a job run for the specified job.

#

# @param name [String] The name of the job to start the run for.

# @param input_database [String] The name of the input database for the job.

# @param input_table [String] The name of the input table for the job.

# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.messagel}")
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raise
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")
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end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file]|
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
b
end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.messagel}")
raise
end
end

BIRZETIIRMNK,

class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end
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def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
wrapper = GlueWrapper.new(@glue_client, @logger)
setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
query_database(wrapper, crawler_name, db_name)
create_and_run_job(wrapper, job_script, job_name, db_name)

end

private

def setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
new_step(l, 'Create a crawler')
crawler = wrapper.get_crawler(crawler_name)
unless crawler
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}."
end
wrapper.start_crawler(crawler_name)
monitor_crawler(wrapper, crawler_name)
end

def monitor_crawler(wrapper, crawler_name)
new_step(2, 'Monitor Crawler')
crawler_state = nil
until crawler_state == 'READY'
custom_wait(15)
crawler = wrapper.get_crawler(crawler_name)
crawler_state = crawler[@]['state']
print "Crawler status: #{crawler_state}".yellow
end
end

def query_database(wrapper, _crawler_name, db_name)

new_step(3, 'Query the database.')

wrapper.get_database(db_name)

puts "The crawler created database #{db_name}:"

puts "Database contains tables: #{wrapper.get_tables(db_name).map { |t]
t['name'] }}"
end

def create_and_run_job(wrapper, job_script, job_name, db_name)
new_step(4, 'Create and run job.')
wrapper.upload_job_script(job_script, @glue_bucket)
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wrapper.create_job(job_name, 'ETL Job', @glue_service_role.arn, "s3://
#{@glue_bucket.name}/#{job_script}")
run_job(wrapper, job_name, db_name)
end

def run_job(wrapper, job_name, db_name)
new_step(5, 'Run the job.')
wrapper.start_job_run(job_name, db_name, wrapper.get_tables(db_name)[@]['name'],
@glue_bucket.name)
job_run_status = nil
until %w[SUCCEEDED FAILED STOPPED].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]['job_run_state']
print "Job #{job_name} status: #{job_run_status}".yellow
end
end
end

def main
banner('../../helpers/banner.txt")
puts 'Starting AWS Glue demo...'

# Load resource names from YAML.
resource_names = YAML.load_file('resource_names.yaml')

# Setup services and resources.

iam_role = Aws::IAM::Resource.new(region: 'us-
east-1').role(resource_names['glue_service_role'])

s3_bucket = Aws::S3::Resource.new(region: 'us-
east-1').bucket(resource_names['glue_bucket'])

# Instantiate scenario and run.
scenario = GlueCrawlerJobScenario.new(Aws::Glue::Client.new(region: 'us-east-1'),
iam_role, s3_bucket, @logger)
random_suffix = rand(10**4)
scenario.run("crawler-#{random_suffix}", "db-#{random_suffix}", "prefix-
#{random_suffix}-", 's3://data_source',
'job_script.py', "job-#{random_suffix}")

puts 'Demo complete.'
end
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import sys

from awsglue.transforms import *

from awsglue.utils import getResolvedOptions
from pyspark.context import SparkContext
from awsglue.context import GlueContext

from awsglue.job import Job

These custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that
describe
the data to be processed.
--input_table The name of a table in the database that describes the data
to
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
args = getResolvedOptions(
sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]
)
sc = SparkContext()
glueContext = GlueContext(sc)
spark = glueContext.spark_session
job = Job(glueContext)
job.init(args["JOB_NAME"], args)

# Script generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(
database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:
# 1. It simplifies the output by removing most of the fields from the data.
# 2. It renames some fields. For example, "fl_date is renamed to “flight_date’.
ApplyMapping_node2 = ApplyMapping.apply(
frame=S3FlightData_nodel,
mappings=[
("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
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("day_of_month", "long", "day", "tinyint"),
("fl_date", "string", "flight_date", "string"),
("carrier", "string", "carrier", "string"),
("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),
("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),
("wheels_on", "long", "wheels_on", "long"),
("arr_time", "long", "arrival_time", "long"),
("mon", "string", "mon", "string"),
1,
transformation_ctx="ApplyMapping_node2",
)
# Script generated for node Revised Flight Data.
RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(
frame=ApplyMapping_node2,
connection_type="s3",
format="json",
connection_options={"path": args["output_bucket_url"], "partitionKeys": []1},

transformation_ctx="RevisedFlightData_node3",

job.commit()

« BX APIi#4ER |, 525 (GEAT Ruby B9 AWS SDK API Reference) FHILA T E,

* CreateCrawler

* CreatedJob

* DeleteCrawler

* DeleteDatabase

* DeletedJob

* DeleteTable

* GetCrawler

» GetDatabase

* GetDatabases
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GetJob
GetJobRun
GetJobRuns
GetTables
ListJobs
StartCrawler

StartJobRun

CreateCrawler
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The ‘GlueWrapper class serves as a wrapper around the AWS Glue API, providing a

simplified interface for common operations.

#

It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

#

The class initializes with a Glue client and a logger, allowing it to make API

calls and log any errors or informational messages.
class GlueWrapper

def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
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# @param role_arn [String] The ARN of the IAM role to be used by the crawler.
# @param db_name [String] The name of the database where the crawler stores its
metadata.
# @param db_prefix [String] The prefix to be added to the names of tables that the
crawler creates.
# @param s3_target [String] The S3 path that the crawler will crawl.
# @return [void]
def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target
}

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

- X APIHWFMAEE , F51 EA T Ruby B9 AWS SDK APl 22 CreateCrawlerd #9,

Createlob
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

Creates a new job with the specified configuration.

#
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’
},
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise
end

-« BX APIHEFAEES , H510 EA T Ruby B9 AWS SDK APl 2 CreateJobF HY,

DeleteCrawler
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a crawler with the specified name.
#
# @param name [String] The name of the crawler to delete.
# @return [void]
def delete_crawler(name)
@glue_client.delete_crawler(name: name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")

raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end

- BX API FHER , HZH EA T Ruby B AWS SDK API 2% DeleteDatabase H#Y,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.
#
# @param database_name [String] The name of the catalog database in which the
table resides.
# @param table_name [String] The name of the table to be deleted.
# @return [void]
def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.

#

# @param name [String] The name of the crawler to retrieve information about.

# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if

not found.

def get_crawler(name)
@glue_client.get_crawler(name: name)

rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")

raise
end
- BXx API HiFMER , 5510 EAT Ruby B9 AWS SDK APl 2ZGetCrawlerd #,

B’¥%E 165


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetCrawler

AWS SEFF Ruby #9 SDK FEARER

GetDatabase

LRI REER T WfAEA GetDatabase,
&M T Ruby 89 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.
#
# @param name [String] The name of the crawler to start.
# @return [void]
def start_crawler(name)
@glue_client.start_crawler(name: name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")

raise
end
- BXx APl HiFMER , 5510 EAT Ruby B9 AWS SDK API & Z StartCrawlerd 9,
StartJobRun

AR RGERT IAEH StartJobRun.

R =


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/StartCrawler

AWS SEFF Ruby #9 SDK FEARER

EA T Ruby B9 SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Starts a job run for the specified job.

#

# @param name [String] The name of the job to start the run for.

# @param input_database [String] The name of the input database for the job.

# @param input_table [String] The name of the input table for the job.

# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end
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require 'aws-sdk-iam'
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require 'logger'

# IAMManager is a class responsible for managing IAM operations
# such as listing all IAM policies in the current AWS account.
class IAMManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all IAM policies in the current AWS account.
def list_policies
@logger.info('Here are the IAM policies in your account:')

paginator = @client.list_policies
policies = []

paginator.each_page do |page]
policies.concat(page.policies)
end

if policies.empty?
@logger.info("You don't have any IAM policies.")
else
policies.each do |policy|
@logger.info("- #{policy.policy_namel}")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
iam_client = Aws::IAM::Client.new
manager = IAMManager.new(iam_client)
manager.list_policies

end
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# Wraps the scenario actions.

class ScenarioCreateUserAssumeRole
attr_reader :iam_client

# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
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#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts('Give AWS time to propagate resources...')
sleep(duration)
end

# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info('Tried and failed to create demo user.')
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.
#
# @param user [Aws::IAM::User] The user that owns the key.
# @return [Aws::IAM::AccessKeyPair] The newly created access key.
def create_access_key_pair(user)
user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_name}.")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
user_key
end

# Creates a role that can be assumed by a user.

#

# @param role_name [String] The name to give the role.

# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.

# @return [Aws::IAM::Role] The newly created role.
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def create_role(role_name, user)

trust_policy = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Principal: { 'AWS': user.arn },
Action: 'sts:AssumeRole'
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create a role for the demo. Here's why: ")

@logger.info("\t#{e.code}: #{e.message}")
raise

else
role
end
# Creates a policy that grants permission to list S3 buckets in the account, and
# then attaches the policy to a role.
#
# @param policy_name [String] The name to give the policy.
# @param role [Aws::IAM::Role] The role that the policy is attached to.
# @return [Aws::IAM::Policy] The newly created policy.

def create_and_attach_role_policy(policy_name, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 's3:ListAllMyBuckets',
Resource: 'arn:aws:s3:::*'
1]
}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
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)

@logger.info("Created policy #{policy.policy_name} and attached it to role

#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.

Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise

end

@param policy_name [String] The name to give the policy.

@param role [Aws::IAM::Role] The role that can be assumed.
@return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)

#
#
#
#
#
#

policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 'sts:AssumeRole',
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(
user_name: USer.user_name,
policy_name: policy_name,
policy_document: policy_document

)

puts("Created an inline policy for #{user.user_name} that lets the user assume

role #{role.role_namel}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create an inline policy for user #{user.user_name}.

Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

@param user [Aws::IAM::User] The user that owns the policy.

# Creates an Amazon S3 resource with specified credentials. This is separated into

d

# factory function so that it can be mocked for unit testing.

#
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# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.
def create_s3_resource(credentials)

Aws::S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket|

@logger.info "\t#{bucket.name}"

count -=1
break if count.zero?
end
rescue Aws::Errors::ServiceError => e
if e.code == 'AccessDenied'

puts('Attempt to list buckets with no permissions: AccessDenied.')
else
@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end
end

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.

# @param key_secret [String] The secret part of the access key used by the STS
client.

def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)

end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials
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# are used.
# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario’
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy]|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_arn)
@iam_client.delete_policy(policy_arn: policy.policy_azrn)
@logger.info("Detached and deleted policy #{policy.policy_name}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)

user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata

user.each do |key]|

@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:

user_name 1})
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@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)

puts('-' * 88)

puts('Welcome to the IAM create a user and assume a role demo!')

puts('-' * 88)

user = scenario.create_user("doc-example-user-#{Random.uuid}")

user_key = scenario.create_access_key_pair(user)

scenario.wait(10)

role = scenario.create_role("doc-example-role-#{Random.uuid}", user)

scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",

role)

scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)

scenario.wait(10)

puts('Try to list buckets with credentials for a user who has no permissions.')

puts('Expect AccessDenied from this call.')

scenario.list_buckets(

scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,

user_key.secret_access_key))

)

puts('Now, assume the role that grants permission.')

temp_credentials = scenario.assume_xrole(

role.arn, scenario.create_sts_client(user_key.access_key_id,

user_key.secret_access_key)

)

puts('Here are your buckets:')

scenario.list_buckets(scenario.create_s3_resource(temp_credentials))

puts('"Deleting role '#{role.role_name}' and attached policies.")

scenario.delete_role(role.role_name)

puts("Deleting user '#{user.user_name}', policies, and keys.")

scenario.delete_user(user.user_name)

puts('Thanks for watching!')

puts('-' * 88)
rescue Aws::Errors::ServiceError => e
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puts('Something went wrong with the demo.')
puts("\t#{e.code}: #{e.messagel}")
end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws: :IAM: :Client.new)) if
$PROGRAM_NAME == __ FILE_ _
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» PutUserPolicy
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# Manages policies in AWS Identity and Access Management (IAM)

class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))

@iam_client = iam_client
@logger = logger

@logger.progname = 'PolicyManager'

end

# Creates a policy
#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(

policy_name: policy_name,

policy_document: policy_document.to_json

)

response.policy.arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")

nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_azrn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:

#{policy.policy_id}.")
policy

rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.

raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.

#{e.message}")
raise

The policy does not exist.")

Here's why: #{e.code}:
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
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end
end
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# Attaches a policy to a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The Amazon Resource Name (ARN) of the policy
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to user: #{e.messagel}")
false
end

- BX APl HiFMER , 5510 AT Ruby 89 AWS SDK API £ # AttachUserPolicy F Y,
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
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@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("

#{account_alias}") }

else
@logger.info('No account aliases found.')

end

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end
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# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

- BXx API WiFER , HS EAT Ruby B9 AWS SDK API 3% CreateAccountAliasH i,
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# Manages policies in AWS Identity and Access Management (IAM)

class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))

@iam_client = iam_client
@logger = logger

@logger.progname = 'PolicyManager'

end

# Creates a policy
#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(

policy_name: policy_name,

policy_document: policy_document.to_json

)

response.policy.arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")

nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_azrn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:

#{policy.policy_id}.")
policy

rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.

raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.

#{e.message}")
raise

The policy does not exist.")

Here's why: #{e.code}:
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
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end
end
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# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json

)

role_arn = response.role.arn

policy_arns.each do |policy_arn|
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)

end

role_arn
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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# Creates a service-linked role

#

# @param service_name [String] The service name to create the role for.

# @param description [String] The description of the service-linked role.

# @param suffix [String] Suffix for customizing role name.

# @return [String] The name of the created role

def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(
aws_service_name: service_name, description: description, custom_suffix:
suffix
)
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_namel}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user
# @param initial_password [String] The initial password for the user
# @return [String, nil] The ID of the user if created, or nil if an error occurred
def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name: user_name)
@iam_client.wait_until(:user_exists, user_name: user_name)
@iam_client.create_login_profile(
user_name: user_name,
password: initial_password,
password_reset_required: true
)
@logger.info("User '#{user_name}' created successfully.")
response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}': user already exists.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")
[]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
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# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
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@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

« X APIWEFAEES , HS10 EA T Ruby B AWS SDK APl 2 £ DeleteAccountAliasF #,
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# Deletes a role and its attached policies.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
# Detach and delete attached policies

@iam_client.list_attached_role_policies(role_name: role_name).each do |response]|

response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
1)
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?('aws:policy/"')
@iam_client.delete_policy({ policy_arn: policy.policy_arn })
@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end
end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.message}")
raise
end

. H% AP i E , 5 EAT Ruby B9 AWS SDK API % DeleteRole 1 #.
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end

- BXx API iFMER , HS 1 EAT Ruby B9 AWS SDK APl 3% DeleteServerCertificate
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end

private

# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id
)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)

sleep(3)
end
end

# Handles deletion error

#

# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
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def handle_deletion_error(e, role_name)
return if e.code == 'NoSuchEntity'

@logger.error("Couldn't delete #{role_name}. Here's why:")
@logger.error("\t#{e.code}: #{e.message}")
raise

end

- BXAPIHFMAEER , BSH EHT Ruby B AWS SDK API & #ZDeleteServicelLinkedRole
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key]|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name })
@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
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# Deletes a user and their associated resources

#

# @param user_name [String] The name of the user to delete

def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|

@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:

user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")

end
- BX APIHiEMEE |, 5 &M T Ruby B9 AWS SDK API £ DeleteUserPolicy F Y,
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
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@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")

false
end
end
- BXAPIHiFEMAER , BZH EAT Ruby B AWS SDK API 2 #DetachRolePolicy 1 #Y,
DetachUserPolicy
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# Detaches a policy from a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The ARN of the policy to detach
# @return [Boolean] true if the policy was successfully detached, false otherwise
def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")
true
rescue Aws::IAM::Errors::NoSuchEntity
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@logger.error('Error detaching policy: Policy or user does not exist.')
false
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end

- BXx API HiFER , 551 EAT Ruby B AWS SDK API $# DetachUserPolicy F #9
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# Class to manage IAM account password policies
class PasswordPolicyManager
attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'IAMPolicyManager'

end

# Retrieves and logs the account password policy
def print_account_password_policy
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is: #{response.password_policy.to_h}")
rescue Aws::IAM::Errors::NoSuchEntity
@logger.info('The account does not have a password policy.')
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.message}")
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raise
end
end

- BX APIWFHAEE , B2 EA T Ruby B9 AWS SDK APl &
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

- BX AP WEARELE , HSH EAT Ruby B AWS SDK API & GetPolicy H#.
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
role
end

- X APIHFAEE , H51 EA T Ruby B9 AWS SDK APl 2#&GetRoleH Y,
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end

- BXx APl HiFMER , 5210 AT Ruby B9 AWS SDK APl 2Z GetUserf Y,
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':

#{access_key.access_key_id}")
access_key

rescue Aws::IAM::Errors::LimitExceeded

@logger.error('Error creating access key: limit exceeded. Cannot create more.')

nil

rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil

end

BReE

212



AWS SEFF Ruby #9 SDK FEARER

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end

- BXx API HiFMER , 551 SEAT Ruby B9 AWS SDK APl $#ListAccessKeysHH,

ListAccountAliases

AR REERT MAEH ListAccountAliasess,

BReE

213


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/ListAccessKeys

AWS SEFF Ruby #9 SDK FEARER

EA T Ruby B9 SDK

@ Note
EREZHREER GitHubo £ AWS KIS RPIFH#EFERTER , THOMIITIRE
ME1T,

B, G2 MMERK S 3E .

class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
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false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

- BXx API WiF4ER , HZ 1 EAT Ruby B9 AWS SDK API & ZListAccountAliases ¥ #.
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
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end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
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policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

- BXx API iFMER , HZ 1 EAT Ruby 89 AWS SDK API & #ListAttachedRolePolicies
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ListGroups
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end

- BX API Wi¥4EE , ESH EMAT Ruby B AWS SDK APl £ ListGroups F#,
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ListPolicies
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
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# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

« X APIEFAEE , HS10 EA T Ruby B9 AWS SDK APl 2£ListPoliciesF #J,

ListRolePolicies

UTRIBREVERT WAIEA ListRolePolicies,

EHA T Ruby B9 SDK

@ Note

BEEZHXEER GitHub, £ AWS RIEERHIF#ERERTERG , THRIOMFHTIRE
FMiz1T,

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
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[]

end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted =

@iam_client.list_roles.each_page do |page]|
page.roles.each do |role]
break if roles_counted >= count

@logger.info("\t#{roles_counted + 1}: #{role.role_name}")
role_names << role.role_name
roles_counted += 1
end
break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
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end
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class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate

# @param certificate_body [String] the contents of the certificate

# @param private_key [String] the private key contents

# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)

@iam_client.upload_server_certificate({

server_certificate_name:
certificate_body: certificate_body,
private_key: private_key

)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end
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# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.message}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_name}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false

end

end

- BX APIHFAEES , H519 EAT Ruby B9 AWS SDK APl 2 ListServerCertificates Y
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# Lists all users in the AWS account
#
# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")

[]

end
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# Creates an inline policy for a specified user.

# @param username [String] The name of the IAM user.

# @param policy_name [String] The name of the policy to create.

# @param policy_document [String] The JSON policy document.

# @return [Boolean]

def create_user_policy(username, policy_name, policy_document)
@iam_client.put_user_policy({
user_name: username,
policy_name: policy_name,
policy_document: policy_document
1)
@logger.info("Policy #{policy_name} created for user #{username}.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")

false
end
- BX APl NIFHAEER ) SR ERT Ruby B AWS SDK API *%PutUserPollcyq:'E’Jo
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Updates an IAM user's name
#
# @param current_name [String] The current name of the user
# @param new_name [String] The new name of the user
def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_user_name: new_name)
true
rescue StandardError => e
@logger.error("Error updating user name from '#{current_namel}' to '#{new_name}':
#{e.messagel}")
false
end
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X Ruby fF Kinesis E#5 Lambda £& M.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end

puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('UTF-8"')
# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.

return data
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end
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&8 Ruby # 1T Lambda Kinesis #t4b 3210 B k¥,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item

immediately.

# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
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{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end

AWS KMS £/ &EA T Ruby B9 SDK B 7R~ 45l
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).

client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: 'CreatedBy',
tag_value: 'ExampleUser'
}
]
)

puts resp.key_metadata.key_id

- BXAPIHFMAEES , B2 W EMA T Ruby B AWS SDK API £ CreateKeyH .

Decrypt
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Decrypted blob
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blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢
blob_packed = [blob].pack('H*")

client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.decrypt({

ciphertext_blob: blob_packed
1))

puts 'Raw text:
puts resp.plaintext

- BXAPI #4AER , H2H GEAT Ruby ¥ AWS SDK API Reference) H# Decrypt.
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# ARN of the AWS KMS key.

#

# Replace the fictitious key ARN with a valid key ID

keyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

text = '1234567890'
client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.encrypt({
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key_id: keyId,
plaintext: text
1)
# Display a readable version of the resulting encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

- BXAPIHAFEER |, 5204 (GEAT Ruby B9 AWS SDK API Reference) H#9 Encrypt.

ReEncrypt
TR RHERT t{a#E A ReEncrypts

EHATF Ruby B SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Human-readable version of the ciphertext of the data to reencrypt.

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢

sourceCiphertextBlob = [blob].pack('H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = 'arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.re_encrypt({

ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId
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1)

# Display a readable version of the resulting re-encrypted blob.
puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

- BX API Wi¥4EE , S EMAT Ruby B AWS SDK API $#&ReEncryptd i,

&R T Ruby B9 SDK 89 Lambda R4
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=17,

require 'aws-sdk-lambda'

# Creates an AWS Lambda client using the default credentials and configuration
def lambda_client

Aws: :Lambda: :Client.new
end

# Lists the Lambda functions in your AWS account, paginating the results if
necessary

def list_lambda_functions
lambda = lambda_client

# Use a pagination iterator to list all functions

functions = []

lambda.list_functions.each_page do |page]|
functions.concat(page.functions)

end

# Print the name and ARN of each function

functions.each do |function]
puts "Function name: #{function.function_name}"
puts "Function ARN: #{function.function_arn}"
puts

end

puts "Total functions: #{functions.count}"
end

list_lambda_functions if __FILE__ == $PROGRAM_NAME

- BX APIHWFMEE , HS51 EA T Ruby 89 AWS SDK APl 2 ListFunctionsH#
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RNEEBE A HEM Lambda HEURE X EH IAM R,

# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
case action
when 'create'
create_iam_role(iam_role_name)
when 'destroy'
destroy_iam_role(iam_role_name)
else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"
end
end
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private

def create_iam_role(iam_role_name)

role_policy = {
'Version': '2012-10-17',
'Statement': [

{
'Effect': 'Allow’,
'Principal': { 'Service': 'lambda.amazonaws.com' },
'Action': 'sts:AssumeRole'
}
]

}

role = @iam_client.create_role(
role_name: jiam_role_name,
assume_role_policy_document: role_policy.to_json

)

@iam_client.attach_role_policy(

{
policy_arn: 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)
wait_for_role_to_exist(iam_role_name)
@logger.debug("Successfully created IAM role: #{role['role']J['arn'1}")

sleep(10)
[role, role_policy.to_json]
end

def destroy_iam_role(iam_role_name)
@iam_client.detach_role_policy(
{
policy_arn:
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

'arn:aws:iam: :aws:policy/service-role/

)

@iam_client.delete_role(role_name: iam_role_name)
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

end

def wait_for_role_to_exist(iam_role_name)
@iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]
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w.max_attempts = 5
w.delay = 5
end
end

EX— Lambda & EBREF , ALUEEENARSBIRHANKT.

require 'logger'

A function that increments a whole number by one (1) and logs the result.
Requires a manually-provided runtime parameter, 'number', which must be Int

#
#
#
# @param event [Hash] Parameters sent when the function is invoked
# @param context [Hash] Methods and properties that provide information
# about the invocation, function, and execution environment.
# @return incremented_number [String] The incremented number.
def lambda_handler(event:, context:)
logger = Logger.new($stdout)
log_level = ENV['LOG_LEVEL']
logger.level = case log_level
when 'debug'
Logger: :DEBUG
when 'info'
Logger: : INFO
else
Logger: :ERROR
end
logger.debug('This is a debug log message.')
logger.info('This is an info log message. Code executed successfully!')
number = event['number'].to_i
incremented_number = number + 1
logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")
incremented_number.round.to_s
end

f Lambda EUE R EIEBBREFZH,

# Creates a Lambda deployment package in .zip format.
#
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# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)
Dir.chdir(File.dirname(__FILE__))
if File.exist?('lambda_function.zip')
File.delete('lambda_function.zip"')
@logger.debug('Deleting old zip: lambda_function.zip')
end
Zip::File.open('lambda_function.zip', create: true) do |zipfile]
zipfile.add('lambda_function.rb', "#{source_file}.rb")
end
@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")
File.read('lambda_function.zip').to_s
rescue StandardError => e
@logger.error("There was an error creating deployment package:\n #{e.messagel}")
end

T2 Lambda B,

Deploys a Lambda function.

@param handler_name: The fully qualified name of the handler function.
@param role_arn: The IAM role to use for the function.

# @param deployment_package: The deployment package that contains the function

code in .zip format.

# @return: The Amazon Resource Name (ARN) of the newly created function.

def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({

#
#
# @param function_name: The name of the Lambda function.
#
#

role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {

zip_file: deployment_package
},
environment: {

variables: {

'"LOG_LEVEL' => 'info'
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1)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]

w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

FRATENIZITIHSEEA Lambda B,

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

E#T Lambda RBHVEE , SUEAFHIRRLE,

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level
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b
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

EASETERNBHNTEIMEREFTEH Lambda EEEIRE,

# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end
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# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end

B 4% E /Y Lambda B,

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

- BX APIi#FAEE |, 2R GEAT Ruby B AWS SDK API Reference) HEILAT £,

* CreateFunction

* DeleteFunction

* GetFunction
* Invoke
» ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration
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RHEZHXEE GitHub, £ AWS R ROIFRERERTERG ,

ME1To

class LambdaWrapper

attr_accessor

:lambda_client, :cloudwatch_client, :iam_client

def initialize

:Lambda: :Client.new
:CloudWatchLogs:

@lambda_client = Aws:

@cloudwatch_client = Aws:

:Client.new(region:

TR ITIRE

'us-east-1"')

@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN

end

# Deploys a Lambda function.

#

# @param function_name: The name of the Lambda function.

# @param handler_name: The fully qualified name of the handler function.

# @param role_arn: The IAM role to use for the function.

# @param deployment_package: The deployment package that contains the function

code in .zip format.

# @return: The Amazon Resource Name (ARN) of the newly created function.

def create_function(function_name,

handler_name,
response = @lambda_client.create_function({

role_arn,

role:
function_name:
handler:
runtime:
code: {

zip_file:
},

deployment_package)

role_arn.to_s,
function_name,
handler_name,
'ruby2.7',

deployment_package
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environment: {
variables: {
'"LOG_LEVEL' => 'info'
}
}
)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })

do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

- BX APIEMEES , 85 EA T Ruby B AWS SDK API £ CreateFunction® #Y,

DeleteFunction
LT R RGERT A {EH DeleteFunction.

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

class LambdaWrapper

attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
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end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_namel}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.message}")
end

- BXAPIHiFAEER , ESH EAT Ruby B AWS SDK API &#ZDeleteFunction Y,

GetFunction
AR RHGER T AEH GetFunction.

EHATF Ruby 9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEEFRERTERS , 7HMMAHTIRE

~—

FIZ1T,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Gets data about a Lambda function.
#
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# @param function_name: The name of the function.
# @return response: The function data, or nil if no such function exists.
def get_function(function_name)
@lambda_client.get_function(
{

function_name: function_name

)
rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.messagel}")

nil
end
« BX APl HFER |, H2 19 EAT Ruby B9 AWS SDK APl 2 ZGetFunctiond#Y,

Invoke
LT RGERT M EH Invoke,

EA T Ruby B9 SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFREEFERTERG , 7THIMAHITRE
MZ1T,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
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# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

- BX API#F4EE , 2 W GEAT Ruby B AWS SDK API Reference) H# Invoke,

ListFunctions
LR RGERT WA{ER ListFunctions.

EA T Ruby B9 SDK

® Note
EBEZHXER GitHubo # AWS KB RHIFHEFPEXRTRRA , THROMHTIRE
Miz1To

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]
functions.append(function['function_name'])
end

BReE
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end

functions
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error listing functions:\n #{e.message}")
end

- BXx API iFMER , H5S1H EAT Ruby 8 AWS SDK API 3 ListFunctionsH#,

UpdateFunctionCode
T RBRAVERT AR UpdateFunctionCode,

EHATF Ruby B SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#

# @param function_name: The name of the function to update.

# @param deployment_package: The function code to update, packaged as bytes in

# .zip format.

# @return: Data about the update, including the status.

def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
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function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

- BX APIHEFAEES , H51 EAT Ruby B9 AWS SDK APl 2 UpdateFunctionCode i,

UpdateFunctionConfiguration
TR RIBRHIVERT @A UpdateFunctionConfiguration,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end
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# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

- BX APIFHER , S EAT Ruby B9 AWS SDK API &
£ UpdateFunctionConfiguration® #9,
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« Amazon Polly #REFTIR XX A& 5K 9 3 4o

TENNAREFAER AWS COK #1THE. BXRRABNBFEUR , FSHEPHNIE GitHub,
ARG E R ARSS

* Amazon Comprehend
» Lambda

* Amazon Polly

 Amazon Textract

« Amazon Translate

To RS 85 I
£ A Lambda BEUE#EEZE| Amazon RDS HIEE

BT R A SR K ERE S| RDS HIEER Lambda B, ZEBR H— M ENHIEEBERH?
REIZER,

EA T Ruby B9 SDK

@ Note
EHEZMKRIEER GitHub, LRSS A= ROIFREEFEKRTERS , 7 7THROMHITIRE
ME1To

£ Lambda EEH £ Ruby £ %] Amazon RDS BiEEE,

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"
port = ENV['Port'] # 3306
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user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'
db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysqgl2::Client.new(
host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a =3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close
{
statusCode: 200,
body: result.to_json
}
rescue => e
puts "Database connection failed due to #{e}"
end
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end

BiE Kinesis it & 258 H Lambda BE¥X

UTRBREBRT WIEIM —/ Lambda BIE , ZEREBIBWERIZREK B Kinesis iV IERMAL&XNE
H, ZEEBHRK R Kinesis ERAE , IF Base64 ##f3 , HFieZ FieKAR,

AT Ruby B9 SDK

® Note
EBEZMXRFER GitHub, EELMS s RHIFRETEXRZRRA , 7 7T HOMHTIRE
Miz1To

B Ruby ¥ Kinesis B+ 5 Lambda &£& %M,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('UTF-8"')
# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.
return data
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end

J&id DynamoDB ft /% 8518 A Lambda B4#K

U RS R ANE R A 3K B — 4> Lambda BREY , B HEEWRTE # IR B DynamoDB AV IZ R M Al KR
S, ZEHBHKE DynamoDB BR N E , A IEF T iEFRAR,

EHA T Ruby B9 SDK

(@ Note
EREZHKRIEER GitHub, HELRS AR ROIFHEEFERTERE , 7 THROMHEITRE
ME1To

JEi¥ Ruby ¥ DynamoDB E#5 Lambda && M.

def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

#Jd Amazon DocumentDB fit % 2518 Lambda E%K

AT BB REPERINASEI — N Lambda BB |, ZERBUEEWET #Z WK B DocumentDB E SURAYiE F
M ANEYS, ZEBEE DocumentDB BEXAE , HIEZTIEERNS.
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EA T Ruby B9 SDK

® Note
REEZHXEER GitHub, EERFSHB RO FEREPERTERE , 3 7HOMAHITRE
MIE1To

A Ruby ¥ Amazon DocumentDB E#4 5 Lambda && A,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end

B3 Amazon MSK % 2518 Lambda %K

LT RIBREVERIAISEI— Lambda BRER , ZEREEEROE T WK B Amazon MSK 8 #Yid %M
BEMNES, ZRBERE MSK XA , A IEEFTIEERHRE.
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® Note
REEZHXEER GitHub, EERFSHB RO FEREPERTERE , 3 7HOMAHITRE
MIE1To

B3 Ruby F Amazon MSK ZE#5 Lambda £4&# .

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record[ 'value'])
puts '"Message: #{msg}"
end
end
end

BT Amazon S3 i & 8518 A Lambda B

UTRBRARR T NARA—A Lambda BE , FEBEUETINR LEE S3 BTHMENELR
BERHMEHSBTRR S3 FHABEHANRES , HBA Amazon S3 AP R RAIZFI RHIP
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EA T Ruby B9 SDK

® Note
RBEEZHERER GitHub, ELHRFEEROFEETEXRTRERE , H 7THRAOMHTIRE
Miz1To

B3I Ruby ff S3 B4 5 Lambda £ &M,

require 'json'

require 'uri

require 'aws-sdk'
puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end

J&E3¥ Amazon SNS fif & 258 Lambda BH %K

UTRBRFIBERT WMAKI— Lambda B¥Y , ZERBEKREZEWKE SNS TERVEEMARNE
fro ZHBNEHSBRBEFEEHALCEKEFRHERNRAE,
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EA T Ruby B9 SDK

® Note
REEZHXEER GitHub, EERFSHB RO FEREPERTERE , 3 7HOMAHITRE
MIE1To

B Ruby ¥ SNS E#5 Lambda &5,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end

JBi¥ Amazon SQS & 8518 A Lambda B

LT RBREIRERT MASEI — Lambda Bi#x , ZERBIEWE WK B SNS BASIRE EMA RS
fro ZEBNEHSBRRBEEHCRERBEENNE.

EA T Ruby 9 SDK

(® Note
EREZHMKRIEER GitHub, ELRS AR TROIFHEFERTERE , 7 THROMETRE
ME1T,

£/ Ruby ¥ SQS E#5 Lambda £&E A,
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

BT Kinesis i &85k Lambda B EHEAL B I B kW

UTRBREIERT IANERKA Kinesis RAVEBLHY Lambda BRI 5 HAL BRI, ZEBIE
W B RE HEAL BRI K, HIER Lambda R ERHXLEHEL,

&M T Ruby 89 SDK

(® Note
EREZHMKRIEER GitHub, ELRS AR ROIFEEFERTERE , 7 THROMETRE
METT.

R &8 Ruby #1T Lambda Kinesis #4210 B % M,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []
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event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end

iBXd DynamoDB fill & 853k & Lambda BR it B I B kM

AR RBB RBIE R I R #8203k B DynamoDB R EHH Lambda EESEIEB O HLAL B IR, Z B ER
R IR EHALEBINE KW, HIER Lambda FBEEiRIXLHEE,

EA T Ruby B9 SDK

(® Note
EREZMEREER GitHub, ELRSHwEROIFREPERTERG , H THOMAHTRE
METT.

R &£ A Ruby Bi¥ Lambda 34T DynamoDB #t4: 21 B & K.
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end

REBEAH Amazon SQS & 853 1T Lambda BIEUHLA B I B kW

UTRBREIRRT IMARNERKE SQS BASIHEHE Lambda BNESKIER 0 #EAL BB AL, ZEBIE
Wa B RS HEAL BRI K1Y, HHER Lambda FEEHIXLEHE R,

EFA T Ruby B9 SDK

® Note
RBEELSHERER GitHub, ELRFEEROFEETEXRTRERE , H 7THRAOMETRE
Miz1To

R A Ruby #4T Lambda SQS #t4L M B kK.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqgs_batch_response = {}
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event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response

end
end

£ AEAT Ruby B9 SDK # Amazon MSK R4

LTRBRAIEERERT AER EBT Ruby B9 AWS SDK 5 Amazon MSK & 5 F SR TR ER
SSMENZG S,

BMROIBMIE - MEOTRRRBNERE  BUUMNPRIBXRIAE LT XHRENSTRBAIB
8o

FB

o LIRS RS RABI

ToHR 5585 1

B3 Amazon MSK % 2518 Lambda BEH%K

U R ROUE R AR — A Lambda B#R , ZEBEBOET ZWK B Amazon MSK 5 R ICEM
R NEM, ZERBRE MSK BRAH , AEERTIEEAR

EH T Ruby B9 SDK

(® Note
EHEZHMKRIEER GitHub, ELRS = ROIFEEFERTERE , 7 7THROMHEITIRE
Miz1To
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B3 Ruby * Amazon MSK ZE#5 Lambda £4# .

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record['value'])
puts '"Message: #{msg}"
end
end
end

£ A& T Ruby 9 SDK #9 Amazon Polly =4l

LT RBRHIEERRT QAFE Amazon Polly FERARFPITREFNSNENZ R, EHT Ruby B9
AWS SDK

BRERKEEFNABHER , KTELTNFET. EULEIRETBOFABAREMRSEEK , &7
DBE BRI RN LT XERRE.

GREOGERIMABIE - MRSHTEASNEBHEHEM AWS BFEERTRBFEEFSHRB R
Blo

BANTROIHITE - MM TBERABNEE  SAUNFRIBEXUOETE L TXHRENETRBHR
B,

FB
- B¥E
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BR1E

DescribeVoices

LTS RGER T 2 E A DescribeVoices,
&M T Ruby 89 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEPERTERS , 7HRMNABHTIRE
MZ1T,

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v|
puts v.name
puts " #{v.gender}"
puts
end
rescue StandardError => e
puts 'Could not get voices'
puts 'Error message:'
puts e.message
end

- BX APIHFMAEE , FS1 EA T Ruby B9 AWS SDK APl 22 DescribeVoicesH #,
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ListLexicons

LR REERT IAERA ListLexicons,

EFA T Ruby B9 SDK

(@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMAFHTIRE
Fiz1T,

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]
puts 1.name
puts " Alphabet:#{l.attributes.alphabet}"
puts " Language:#{1l.attributes.languagel}"
puts

end

rescue StandardError => e

puts 'Could not get lexicons'

puts 'Error message:'

puts e.message

end
« BX APIHiFHELR | 52010 SEA T Ruby B9 AWS SDK APl $ZListLexiconsHF Y,
SynthesizeSpeech

DT RBRAVERT AR SynthesizeSpeech,
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AWS EATF Ruby # SDK FEAGIERE
EA T Ruby B9 SDK
@® Note
EHEZHXER GitHub, £ AWS RIEZ R Z#EERERTERE , 7HNITHITIRE

M=z1T,

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin

# Get the filename from the command line
if ARGV.empty?

puts 'You must supply a filename'

exit 1
end

filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: #{filename}"
exit 1
end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials
# and the configuration (region) from the shared configuration file ~/.aws/config

polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: 'mp3',
text: contents,
voice_id: 'Joanna'

1)

# Save output
# Get just the file name
# abc/xyz.txt -> xyx.txt
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name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = "#{first_part}.mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: #{mp3_file}"
rescue StandardError => e

puts 'Got error:'

puts 'Error message:'

puts e.message
end

- BXx API WiFER , HS I AT Ruby B9 AWS SDK API £ SynthesizeSpeech®f Y,

=

IR T MEF BN NARRF

LTREROGANFAIZBNARFERITESELF, BRESE BEABEABRBRERENXAE
BB B4 o

EH T Ruby B9 SDK

RBINARFASMAFRES R, BERE  ©HETANT —REWEENER, B
JEURGERLFHEAREREFTREHNTANRE, ZREET Web B iR LEZNARERF
o BRFEFEER , FIITUTESR

« £/ Amazon Textract \E & FREUSIA,

« Amazon Comprehend BEFTIRIM N AMWBEERHIES,
- f£/A Amazon Translate YT IR BN A BIF N KiE,
 Amazon Polly #R#EFTIREN A& B & 30 3 4

TENNABEFAER AWS COK #1TEE. BXRABNIMFEUN , FSRBPNIE GitHub,
RGP E R ARSS

* Amazon Comprehend
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« Lambda
* Amazon Polly
 Amazon Textract

« Amazon Translate

{#FAEM T Ruby B9 SDK 9 Amazon RDS R%i

BT RBRAIEERT T A% Amazon RDS RERRFITRENKIAENLZ R, EMAT Ruby #9
AWS SDK

RERAKEEFNRBHESR  XTELTXHIET. EUUESRETHENABRAENMRSEE , &7
DBEEEBEXZ RN ETXERRE,

BANTOIHTE—NMEOTRFERBNEE | SAUNPRIBEXUOAE L TXHPRENZTREBHHR
B,

s
. ERSBRH

FF R A
FF#44EH Amazon RDS
LUTRBREERT WA LHAER Amazon RDS,

&M T Ruby 89 SDK

(® Note
EHEZHKREER GitHub, # AWS KB RHIFEEFERTERE , THRNAHRTRE
ME1To

Amazon RDS 271


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/rds#code-examples

AWS i&FF Ruby # SDK

FRARER

require 'aws-sdk-rds'
require 'logger'

# RDSManager is a class responsible for managing RDS operations
# such as listing all RDS DB instances in the current AWS account.
class RDSManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all RDS DB instances in the current AWS account.
def list_db_instances
@logger.info('Listing RDS DB instances')

paginator = @client.describe_db_instances

[]

instances

paginator.each_page do |page|
instances.concat(page.db_instances)
end

if instances.empty?
@logger.info('No instances found.')
else
@logger.info("Found #{instances.count} instance(s):")
instances.each do |instance]
@logger.info(" * #{instance.db_instance_identifier}
(#{instance.db_instance_status})")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
rds_client = Aws::RDS::Client.new(region: 'us-west-2')
manager = RDSManager.new(rds_client)
manager.list_db_instances

end

- BXx API HiFMER , 551U SEAT Ruby B9 AWS SDK API 2 #DBInstances H Y3t
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BR1E

CreateDBSnapshot

TR RAER T I A CreateDBSnapshot,

&M T Ruby 89 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEPERTERS , 7HRMNABHTIRE
MZ1T,

require 'aws-sdk-rds' # v2: require 'aws-sdk'

Create a snapshot for an Amazon Relational Database Service (Amazon RDS)
DB instance.

@param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
@param db_instance_name [String] The name of the Amazon RDS DB instance.
@return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)

id = "snapshot-#{rand(10**6)}"

db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({

#
#
#
#
#
#

db_snapshot_identifier: id
)

rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

- B API W45 S , iHZDBSnapshotfE AT Ruby B9 AWS SDK API ZZ /81,

DescribeDBInstances
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EA T Ruby B9 SDK

(® Note
EBEZMEREE GitHub, £ AWS RIS RHIF M EFRERTER , THMOMHITIRE
METT.

require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
)
end
db_instances
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instances:\n#{e.message}"
end

- BXx API HWiFMER , 551U SEAT Ruby B9 AWS SDK API 2 #DBInstances P Y3t

DescribeDBParametexGroups
LR RIBREERT A A DescribeDBParameterGroups.

EHA T Ruby B9 SDK

(® Note
AEESIXEL GitHub, £ AWS KB RAVFEENERTERE , THOTRTEE
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

« BX APIEFMAEES , HS1 ERA T Ruby B9 AWS SDK API £ sy i DBParameterff4H o

DescribeDBParameters
LT RBRHEER T WA{EH DescribeDBParameters,

EHA T Ruby B9 SDK

@ Note

BB EZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.

#

# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.

def list_parameter_groups(rds_resource)
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parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- BXAPIEFEMEER , 85 EA T Ruby B AWS SDK API & DBParametersF By iR,

DescribeDBSnapshots
LR RBRAERT WA A DescribeDBSnapshots,

EHATF Ruby 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance
# snapshots.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return instance_snapshots [Array, nil] All instance snapshots, or nil if error.
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s]|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status
1)

end
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instance_snapshots
rescue Aws::Errors::ServiceError => e

puts "Couldn't list instance snapshots:\n #{e.message}"
end

- BXx API HWiFMER , 5210 EAT Ruby B9 AWS SDK API 2 ZDBSnapshots PRI # iR

ToR % 25 R~
£ Lambda EEUEREE| Amazon RDS ¥iEE
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£ Lambda E ¥+ /A Ruby i#E# 2] Amazon RDS $iEE.

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
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ENV[ 'AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysql2::Client.new(

host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a=3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,

body: result.to_json

}
rescue => e
puts "Database connection failed due to #{el}"
end
end

{FF5EA T Ruby B9 SDK #y Amazon S3 ‘R4

AT R G &R R T W4 Amazon S3 FERARMITIRENSTELZE,
AWS SDK

EHA T Ruby #9
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# frozen_string_literal: true

# S3Manager is a class responsible for managing S3 operations
# such as listing all S3 buckets in the current AWS account.
class S3Manager
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def initialize(client)

@client = client

@logger = Logger.new($stdout)
end

# Lists and prints all S3 buckets in the current AWS account.
def list_buckets
@logger.info('Here are the buckets in your account:')

response = @client.list_buckets

if response.buckets.empty?
@logger.info("You don't have any S3 buckets yet.")
else
response.buckets.each do |bucket|
@logger.info("- #{bucket.namel}")
end
end
rescue Aws::Errors::ServiceError => e
@logger.error("Encountered an error while listing buckets: #{e.messagel}")
end
end

if $PROGRAM_NAME == _ FILE__
s3_client = Aws::S3::Client.new
manager = S3Manager.new(s3_client)

manager.list_buckets
end

« BX API HFER , 521 EAT Ruby B9 AWS SDK APl $#ListBucketsH1#Y,
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require 'aws-sdk-s3'

# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "amzn-s3-demo-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: 'us-east-1' # NOTE: only certain regions permitted

)
puts("Created demo bucket named #{bucket.name}.")
rescue Aws::Errors::ServiceError => e
puts('Tried and failed to create demo bucket.')
puts("\t#{e.code}: #{e.messagel}")
puts("\nCan't continue the demo without a bucket!")
raise
else
bucket
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end

# Requests a file name from the user.
#
# @return The name of the file.
def create_file
File.open('demo.txt', w) { |f| f.write('This is a demo file.') }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open('demo.txt', 'w+') { |f| f.write('This is a demo file.') }
s3_object = bucket.object(File.basename('demo.txt'))
s3_object.upload_file('demo.txt"')
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
puts('Enter a name for the downloaded file: ')
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
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end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket

(y/m)? ")
answer = gets.chomp.downcase
if answer == 'y'

dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
dest_object
end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#

# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)

puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")

answer = gets.chomp.downcase

EAXTRE

283



AWS i&FF Ruby # SDK

FRARER

if answer == 'y
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
end

# Runs the Amazon S3 getting started scenario.

def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the Amazon S3 getting started demo!')
puts('-' * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo!')
end

run_scenario(ScenarioGettingStarted.new(Aws: :S3::Resource.new)) if $PROGRAM_NAME ==

__FILE__

- BX API#4EE , E2H GEAT Ruby B AWS SDK API Reference) HEJLAT £,

« CopyObject

* CreateBucket

* DeleteBucket

DeleteObjects

+ GetObject
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CopyObject
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EHXR,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket and rename it with the

target key.

#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.

# @param target_object_key [String] The key to give the copy of the object.

# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,

nil.

def copy_object(target_bucket, target_object_key)
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@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

B HIX R @ B AR RN IR S 25 iw A0 2

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

B’¥%E 286



AWS SEFF Ruby #9 SDK FEARER

# Copy the source object to the specified target bucket, rename it with the target
key, and encrypt it.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,
server_side_encryption: encryption)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket Aws: :S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
"encrypted the target with #{target_object.server_side_encryption}
encryption.”
end

run_demo if $PROGRAM_NAME == __ FILE__
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CreateBucket
LR REERT W{AERA CreateBucket,
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'"None. You must create a bucket before you can get its location!'
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else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{@bucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws::S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__

- X APIHWFMAEE , H50 EA T Ruby B9 AWS SDK API 22 CreateBucketH Y,

DeleteBucket
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
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answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

- BXx APl HiFMER , 5210 AT Ruby B9 AWS SDK APl 2 ZDeleteBucketf #,

DeleteBucketCors
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Deletes the CORS configuration of a bucket.
#
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# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
def delete_cors
@bucket_cors.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

- BXx APl HiFMER , 5519 AT Ruby B9 AWS SDK API 2 ZDeleteBucketCors i,

DeleteBucketPolicy
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

def delete_policy
@bucket_policy.delete
true

rescue Aws::Errors::ServiceError => e
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puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"

false
end

end

- BXx APl HWiFMER |, 5210 EAT Ruby B9 AWS SDK API 2 #DeleteBucketPolicy F HJ

DeleteObjects
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

« BX APl HFMER , 5219 EAT Ruby B9 AWS SDK APl 2 #DeleteObjects FHJ,
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GetBucketCors
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#
# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.
def cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e
puts "Couldn't get CORS configuration for #{e@bucket_cors.bucket.name}. Here's
why: #{e.message}"
nil
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#
# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def policy
policy = @bucket_policy.data.policy
policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.
#
# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{e@object.key}. Here's why: #{e.messagel}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
obj_data = wrapper.get_object(target_path)
return unless obj_data
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puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to
#{target_path}."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object into memory.
#
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def object
@object.get
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{@object.key}. Here's why: #{e.message}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectGetEncryptionWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))

obj_data = wrapper.get_object

return unless obj_data

encryption = obj_data.server_side_encryption.nil? ? 'no'
obj_data.server_side_encryption
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puts "Object #{object_key} uses #{encryption} encryption."

end
run_demo if $PROGRAM_NAME == __ FILE__
- BXAPIHNEMAFEELE , H2H EAT Ruby B AWS SDK API 3% GetObjecth #Y,
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
#
# @return [Boolean] True if the object exists; otherwise false.
def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e
puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.
Here's why: #{e.messagel}"
false
end
end
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# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
exists = wrapper.exists?

puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
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# @param count [Integer] The maximum number of buckets to list.

def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"
count -=1
break if count.zero?
end
true
rescue Aws::Errors::ServiceError => e

puts "Couldn't list buckets. Here's why: #{e.message}"

false
end
end

# Example usage:
def run_demo

wrapper = BucketListWrapper.new(Aws::S3::Resource.new)

wrapper.list_buckets(25)
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketListObjectsWrapper
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attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count += 1
break if count == max_objects
end
count
rescue Aws::Errors::ServiceError => e
puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"

wrapper = BucketListObjectsWrapper.new(Aws: :S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Sets CORS rules on a bucket.
#
# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.
# @returns [Boolean] True if the CORS rules were set; otherwise, false.
def set_cors(allowed_methods, allowed_origins)
@bucket_cors.put(
cors_configuration: {
cors_rules: [
{
allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)

true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"

B’¥%E 301


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples

AWS SEFF Ruby #9 SDK FEARER

false
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket website actions.
class BucketWebsiteWrapper
attr_reader :bucket_website

# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end

# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
errors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }
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true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
index_document = "index.html"
error_document = "40Q4.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
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class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
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class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == __ FILE__

£ Object.put £4& X4 H RN ARSS 2R m N ZE

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object
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# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false

end

end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"

wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,
object_content))

return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'
require 'net/http'

# Creates a presigned URL that can be used to upload content to an object.
#
# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
# @param object_key [String] The key to give the uploaded object.
# @return [URI, nil] The parsed URI if successful; otherwise nil.
def get_presigned_url(bucket, object_key)
url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{url}"
URI(url)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}. Here's why:
#{e.message}"
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."

bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]
http.send_request('PUT', presigned_url.request_uri, object_content,

'content_type' => '')

end

case response
when Net::HTTPSuccess

R
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puts 'Content uploaded!'
else
puts response.value
end
end

run_demo if $PROGRAM_NAME == __ FILE__
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B Ruby ¥ S3 E#5 Lambda £& A,

require 'json'
require
require 'aws-sdk'

uri

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type

bucket = event['Records'][0Q]['s3']['bucket']['name']

key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
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begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type

rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist

and your bucket is in the same region as this function."
raise e

end

end
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]
)

status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified

puts email if status == 'Success'
end
- BXAPIWFHAEE , BS EAT Ruby B9 AWS SDK APl &
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require 'aws-sdk-ses' # v2: require 'aws-sdk'
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# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]
b

status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified

puts email if status == 'Success'
end
« BX APIHiFAEE |, EZSR EAT Ruby B9 AWS SDK API & Listldentities Y,
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sendereexample.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'
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# Replace recipient@example.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
# configsetname = "ConfigSet"

# The subject line for the email.
subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.

htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</h1>'\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [

recipient
]
I
message: {
body: {
html: {
charset: encoding,
data: htmlbody
I
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text: {
charset: encoding,
data: textbody
}
},
subject: {
charset: encoding,
data: subject
}
I

source: sender
# Uncomment the following line to use a configuration set.

# configuration_set_name: configsetname,
puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

- BXx API HFMER , 551 EAT Ruby B9 AWS SDK APl $#SendEmailH#Y,

VerifyEmailIdentity
DUTRBROERT WA VerifyEmailldentity,

EHATF Ruby 9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEEFRERTERS , 7HMMAHTIRE

~—

FIZ1T,

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipient@example.com with a "To" address.
recipient = 'recipienteexample.com'
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# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

1}
puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

- BXAPIEMEESR , 5 EA T Ruby B AWS SDK API £ VerifyEmailldentity P Y,

&R T Ruby B9 SDK #9 Amazon SES API v2 R4

LR RHIE SRR T {7 Amazon SES APl v2 & EFF Ruby B9 AWS SDK f# F k1T 4E
MEMERNIZ =,

RERKBEEFNRBER , YAELTXXHET. BALESRET B ERALENRSEE , &7
DB EBEXZ RN ETXERRF,

BANTROIHITE - NMEMTBFRRBNEE  SAUNFRIFXUOAE L TXHRENETRBR
B,
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Amazon SES API v2 315


https://docs.aws.amazon.com/goto/SdkForRubyV3/email-2010-12-01/VerifyEmailIdentity

AWS SEFF Ruby #9 SDK FEARER

EA T Ruby B9 SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

require 'aws-sdk-sesv2'
require_relative 'config' # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(
{
from_email_address: sender_email,
destination: {
to_addresses: [recipient_email]
.
content: {
simple: {
subject: {
data: 'Test email subject'
},
body: {
text: {
data: 'Test email body'

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:
#{response.message_id}"
end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)
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- BXx APl HWiFMER , 551U SEAT Ruby B9 AWS SDK APl 2#SendEmailh#Y,

{FF5EA T Ruby Y SDK #9 Amazon SNS R4l

LU R RAIEER R T WA Amazon SNS RERRMITRAENIAERZ R, ERAT Ruby 8
AWS SDK

RERAEEFNRBHES , XTELTXHIET. EULESRET BN RARAENMRS R , &7
LB HBEXZ RN L TXERRE,

SARABEE - MEMEBRRBOEE | ETUFREEROTE LT RERETRIBIH
B

2
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CreateTopic
UTRBRAERT AR CreateTopico

EHATF Ruby 9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
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@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_name = 'YourTopicName' # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts 'The topic was not created. Stopping program.'
exit 1
end
end

- BXEZEE ,52H (GEAT Ruby 9 AWS SDK FF & AR 3ER) https:/
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-create-topic.html,

- BX APIHWFMES , B2 H EMA T Ruby B9 AWS SDK API £ CreateTopicH #i,

ListSubscriptions

DTRRBROVERT WAEA ListSubscriptions,
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# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic
class SnsSubscriptionLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
# @param topic_arn [String] The ARN of the SNS topic
# @return [Types::ListSubscriptionsResponse] subscriptions: The response object
def list_subscriptions(topic_arn)
@logger.info("Listing subscriptions for topic: #{topic_arn}")
subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn: topic_arn)
subscriptions.subscriptions.each do |subscription|
@logger.info("Subscription endpoint: #{subscription.endpoint}")
end
subscriptions
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error listing subscriptions: #{e.message}")
raise
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
sns_client = Aws::SNS::Client.new
topic_arn = 'SNS_TOPIC_ARN' # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
lister.list_subscriptions(topic_arn)
rescue StandardError => e
puts "Failed to list subscriptions: #{e.message}"
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exit 1
end
end

- BXEZEER , 550 (GEAT Ruby ¥ AWS SDK FF & AR IER) https:/
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-show-
subscriptions.html,

« BX APIHWEMER | HSH ER T Ruby 8 AWS SDK API $#1ListSubscriptions H1 Y,

ListTopics
LUTRBREERT A ListTopics,

&M T Ruby 89 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
METT.

require 'aws-sdk-sns' # v2: require 'aws-sdk'

def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.message}"
end
end

def run_me
region = 'REGION'
sns_client = Aws::SNS::Resource.new(region: region)

puts 'Listing the topics.'

return if list_topics?(sns_client)
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puts 'The bucket was not created. Stopping program.'
exit 1
end

# Example usage:
run_me if $PROGRAM_NAME == __ _FILE__

- BXEZELR , H5H GERAT Ruby 8 AWS SDK F A ARIER) https://
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-show-topics.html,

« BX APl HFER |, 5219 EAT Ruby B9 AWS SDK APl 2 #ListTopicsH Y,

Publish
LT RBREERT AR Publish,
EFA T Ruby B9 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB ROIFEEFEKRTERE , THRNAHRTRE
METT.

# Service class for sending messages using Amazon Simple Notification Service (SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise
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def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.messagel}")
false

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_arn = 'SNS_TOPIC_ARN' # Should be replaced with a real topic ARN
message = 'MESSAGE' # Should be replaced with the actual message content

sns_client = Aws::SNS::Client.new
message_sender = SnsMessageSender.new(sns_client)

@logger.info('Sending message.')
unless message_sender.send_message(topic_arn, message)
@logger.error('Message sending failed. Stopping program.')
exit 1
end
end

- BXEZEER , 550 (GEAT Ruby ¥ AWS SDK FF R AR IER) https:/
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-send-message.html,

- BXx APl HiFMER , 5510 SEAT Ruby B9 AWS SDK APl Z /1y Publish,

SetTopicAttributes

UTRBRAETRT tfEIER SetTopicAttributes,

EMA T Ruby B9 SDK

® Note
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MZ1T,
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# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@sns_resource = sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_azrn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
1)
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.message}")
end

private

# Generates a policy string with dynamic resource ARNs
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string
def generate_policy(topic_arn, resource_arn)
{
Version: '2008-10-17',
Id: '__default_policy_ID',
Statement: [{
Sid: '__default_statement_ID',
Effect: 'Allow',
Principal: { "AwS": '*' 3},
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Action: ['SNS:Publish'],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

}
1]
}.to_json
end
end

# Example usage:

if $PROGRAM_NAME == __ FILE__
topic_arn = 'MY_TOPIC_ARN' # Should be replaced with a real topic ARN
resource_arn = 'MY_RESOURCE_ARN' # Should be replaced with a real resource ARN
policy_name = 'POLICY_NAME' # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

- BXEZELR , E5H (EAT Ruby B AWS SDK FF & A R3ER) https:/
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-enable-resource.html,

- BXAPIWFEMEE , SR EA T Ruby B AWS SDK API & SetTopicAttributes F #o

Subscribe

LT RBRAEER T A4 A Subscribe,

EFA T Ruby #9 SDK

(® Note
FHEESMAEL GitHub, 7 AWS RBRAEREFERTERE , TROAHTRE
METT.
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require 'aws-sdk-sns'
require 'logger'

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param protocol [String] The subscription protocol (e.g., email)
# @param endpoint [String] The endpoint that receives the notifications (email
address)
# @return [Boolean] true if subscription was successfully created, false otherwise
def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:
endpoint)
@logger.info('Subscription created successfully.')
true
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == _ FILE__
protocol = 'email'
endpoint = 'EMAIL_ADDRESS' # Should be replaced with a real email address
topic_arn = 'TOPIC_ARN' # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info('Creating the subscription.')
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unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
@logger.error('Subscription creation failed. Stopping program.')
exit 1
end
end

- BXEZER |, ESH (EAT Ruby B AWS SDK F &R ARIER) https:/
docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-create-subscription.html,

-« BXAPIFAER , ESH GEAT Ruby B9 AWS SDK API Reference) H# Subscribe.

ToiRS5 85 I
B3¥ Amazon SNS fif % 258 Lambda BEH#K

UTRBROIRERT WMAKI— Lambda B¥x , ZERBIEWEEWKE SNS TERVEEMARNE
o ZEBNEHSHBRFEEHALREREENAR,

EHATF Ruby 9 SDK

® Note
EBEZHXFER GitHub, EELMS sz RHIFRETEXRZRRA , 5 7THOMHTIRE
Miz1To

JEiE Ruby & SNS E#5 Lambda &4 M.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
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end

£ AEHAT Ruby B9 SDK B Amazon SQS R4l
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EHEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERE , THRIAHRTRE
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require 'aws-sdk-sqgs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sgqs = Aws::SQS::Client.new(region: 'us-west-2')
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begin
queue_name = 'my-queue'
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Receive up to 10 messages

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message|
sqs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 3@ # This message will not
be visible for 30 seconds after first receipt.
b

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)

puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{queue_name}', as it does not
exist."
end

- BXx API WiFMER , HZ1 EAT Ruby B9 AWS SDK API 2% ChangeMessageVisibility &
;8

CreateQueue

LR REERT MAEH CreateQueues
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# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require 'aws-sdk-sgs'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_name [String] The name of the queue.
@return [Boolean] true if the queue was created; otherwise, false.
@example
exit 1 unless queue_created?(
ws::5QS::Client.new(region: 'us-west-2'),
'my-queue’
)
def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true
rescue StandardError => e
puts "Error creating queue: #{e.message}"
false
end

#
#
#
#
#
#
#
#

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

sqs_client = Aws::SQS::Client.new(region: region)

puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts 'Queue created.'

else
puts 'Queue not created.'
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end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- BXx APl HiFMER , 5210 EAT Ruby B9 AWS SDK APl 22Z CreateQueueH#Y,

DeleteQueue
LUTRIBREERT IfAEA DeleteQueue,
EA T Ruby B9 SDK

® Note

BB EZMEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7HNAHITIRE
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require 'aws-sdk-sqgs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sgqs = Aws::SQS::Client.new(region: 'us-west-2')

sgs.delete_queue(queue_url: URL)

- X APIiFAEE |, FSH EHAT Ruby B9 AWS SDK APl 2 DeleteQueue 1 #,

ListQueues
TR RBRGVERT IAEA ListQueues,

EHA T Ruby 9 SDK

(® Note

EBEZHKEER GitHub, & AWS I RAIFMEEFRERTERS , 7HMNMAHTIRE
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require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @example
#  list_queue_urls(Aws::SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.message}"
end

# Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).
#

# @param sqs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

# @param queue_url [String] The URL of the queue.

# @example

# list_queue_attributes(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
# )

def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ['All']

attributes.attributes.each do |key, value|
puts "#{key}: #{value}"
end
rescue StandardError => e
puts "Error getting queue attributes: #{e.messagel}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
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queue_name = 'my-queue'’

ws::5SQS::Client.new(region: region)

sgs_client

puts 'Listing available queue URLs...'
list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

puts "\nGetting information about queue '#{queue_name}'..."
list_queue_attributes(sqs_client, queue_url)

end
« BX APl HFER |, 5519 EAT Ruby B9 AWS SDK APl & #ListQueuesH Y,
ReceiveMessage

DT RBREVERT {AEA ReceiveMessage,

EA T Ruby B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

#
# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.
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FRARER

@param max_number_of_messages [Integer] The maximum number of messages
to receive. This number must be 10 or less. The default is 10.
@example
receive_messages(
Aws::SQS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
10
)
def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)
if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less. ' \
'Stopping program.'
return
end

#
#
#
#
#
#
#
#

response = sqs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'
return
end

response.messages.each do |message|

puts '-' * 20

puts '"Message body: #{message.body}"

puts '"Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)
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# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Receiving messages from queue '#{queue_namel}'...'

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

- X APIHFMAEE , HS0 EA T Ruby B9 AWS SDK APl 2#ReceiveMessage Y,

SendMessage

DTRRERGVER T W{aEA SendMessage,

EHA T Ruby B9 SDK

@ Note

EREZHKEER GitHub, & AWS IS RAIFMEFERTERS , 7THMNFAHTIRE

ME1To

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param message_body [String] The contents of the message to be sent.
@return [Boolean] true if the message was sent; otherwise, false.
@example
exit 1 unless message_sent?(
ws::5SQS::Client.new(region: 'us-west-2'),

H OH O O OB O
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# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# 'This is my message.'
# )

def message_sent?(sqs_client, queue_url, message_body)
sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Sending a message to the queue named '#{queue_name}'...

if message_sent?(sqgs_client, queue_url, message_body)
puts 'Message sent.'
else
puts 'Message not sent.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- X APIWFMAEER , HSH EA T Ruby 89 AWS SDK APl 2#SendMessageF i,
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SendMessageBatch

TR R A

JER T W E A SendMessageBatch,

EFA T Ruby B9 SDK

® Note
EBEEZHERER GitHub, £ AWS KB RHIFEEFERTEERE , THROMAHITRE

Mz

require
require

HOH HF OHF OH OHF OHF OH OH OHF O OH OH O OH R OH O OH R R

)

Z1T,

'aws-sdk-sqgs'
'aws-sdk-sts'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param entries [Hash] The contents of the messages to be sent,

in the correct format.
@return [Boolean] true if the messages were sent; otherwise, false.
@example

exit 1 unless messages_sent?(
ws::5QS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

id: 'Messagel’,

message_body: 'This is the first message.'
1,
{

id: 'Message2',

message_body: 'This is the second message.'

}

def messages_sent?(sqs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries

)

true
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rescue StandardError => e
puts "Error sending messages: #{e.messagel}"
false

end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
entries = [

id: 'Messagel’,
message_body: 'This is the first message.'

},
{

id: 'Message2',

message_body: 'This is the second message.'
}

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Sending messages to the queue named '#{queue_name}'...

if messages_sent?(sqgs_client, queue_url, entries)
puts 'Messages sent.'
else
puts 'Messages not sent.'
end
end

« X API WEFAEES , HS1 ERA T Ruby 8 AWS SDK APl £ SendMessageBatchH#Y,
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T RS 2R R

B Amazon SQS fit % 288 A Lambda Bi%K

LT RBREIRERT MASEI — Lambda Bi%Y , ZERBIEWE KK B SNS SRV E S MRS
fro ZEBNEHSBRRBEEHCREREENNE.

EFA T Ruby B9 SDK

® Note
EBEZHXRER GitHub, EELMS s ROIFRETEXRZRRA , 5 7THOMHTIRE
Mz1To

£ Ruby ¥ SQS =45 Lambda £ & H.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

IRE A Amazon SQS ik 853 1T Lambda BIERHEALEIN B &k

LR RBIRR T MR EWRE SQS BASIKEHH Lambda BIESKIER 0 #EALE AL, ZEBAE
Wa B RS HEAL BRI K, HER Lambda R EHIXLEHE R,
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FEARIERE
EA T Ruby B9 SDK
® Note
BEEZHXEER GitHub, ELRFZ RO EHEFERTE RS , H 7T HENAHRITRE
ME1To

R & A Ruby # 1T Lambda SQS #t4E I B kK,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end
end

AWS STS #£R&H T Ruby By SDK BJ R~ 4l

BT RBREIAERS T A ERwith RETRENIIEILZR AWS STS. EA T Ruby B9 AWS
SDK

BRERKEEFNABER , KAELTNHET. BULEBEIRETBNFAARENRSEHEK , &7
LB HBEXZ RN L TXERRE,
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BNAROIBMIE - MEOTRRRNBNERE  EUUNPRIBXRIME LT XHRENSTABAIB
B,

E&A

AssumeRole

UTRBREETRT {FE A AssumeRole,

EHATF Ruby B9 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB ROIFEEFERTERE , THRIFAHRTRE
METT.

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
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def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario’

)

@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

- BX APl HiFMER , 5510 EAT Ruby B9 AWS SDK APl 2ZAssumeRoleF#Y,

F/HER T Ruby B9 SDK B Amazon Textract /<4l

TR RIBRHIEERRT {7 Amazon Textract # i& A F Ruby B9 AWS SDK f kKT /EFISE
WELZ=R,

FREESERIABEE - MNRSHFEASNEBHEEM AWS BSEERTERBEEFSHRBTR
ﬁlJo

BNROIBMIE - MEOTRRRBNERE  EUUMNPRIBXRIME LT XHIRENSTABAIB
B,

ES ]
- =

=

IR T O MES BN NARRF

UTRBRAIGEANMTRZNARFRSESELF, BEESE BEEBEARBERENNEE
BB SRS AF o

EHA T Ruby B9 SDK

ROINARFASHAFEESREF. B4R, ERETANT —REMEENFER. B
[EURGEELFHEARERETREMNEANRE. ZRBEBET Web B ik LEZINRAERF
o BRFEFEER , FIITUTER
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- {#F Amazon Textract \E 5 FIZEUI A,
- Amazon Comprehend BEFTIRINX AN EERHES,
- £/ Amazon Translate TRV AEF N KE,
« Amazon Polly #R1EFT1RER X A& 5K 9 3 4o

TENNARFAER AWS COK #1THE, AXRABMEFEYH , FSHEFHIE GitHub,

ARG E B ARSS

* Amazon Comprehend
* Lambda

* Amazon Polly

+ Amazon Textract

« Amazon Translate

{F & A T Ruby B SDK #9 Amazon Translate R4

LTRBRAIEERRT D@ ER EB T Ruby B9 AWS SDK 5 Amazon Translate & & 1 f R #1718
ENZIERZ R,

FREOSERIABEE - MNESHFEASMNEBHEHM AWS BSEERTERBEEFSHRB TR
1’5|Jo

BNTOIHITE - NMEMTBERRBNEE  SAUNFRIBFXUOAE L TXHRENEZTREHR
B,

BBATOMES RIBVNARERF

UTRBROIGEANAZNARFRSMESELF. BEESE BEEBEARBERENNEE
AR B ¢
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EA T Ruby B9 SDK

LROINARFASHAFEESRIEF. 24X, ERETALOT —REMBEENFER. B
JEURBERLFHERAREREFTREHNNEANRSE, ZRBET Web B iR LA NARERF
. BRFEAEER , FRITU TSR

- {8 Amazon Textract \E R IRELSIAS,

« Amazon Comprehend BEFTIEBNX AN EERHES,
- £/ Amazon Translate T RR B A BF S K iE,
« Amazon Polly #R1EFT1R XX A& 5K 9 3 4o

TENNARFAER AWS CDK #1THE, AXRABMEFEYH , FSHEFHIE GitHub,
ARG E R ARSS

* Amazon Comprehend
* Lambda

* Amazon Polly

+ Amazon Textract

« Amazon Translate
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M Ruby Hx AWS SDK K7 1 2 2 E#F| AWS & T Ruby
19 SDK RrA< 3

AEFTIEMNIFAEETREBEMNER T Ruby B AWS SDK BIRRA 1 5 2 EBBIARA 3,

Side-by-side A%
SRBYLEFNEAT Ruby B AWS SDK BIRRZA 1 2 2 B ARA 3, BAILER—NMARFD — &
Hefl. BXEZEE , FSRLEEXE,

THEZ—MRERE

require 'aws-sdk-v1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

s3
s3

AWS::S3::Client.new # version 1
Aws::S3::Client.new # version 2 or 3

LRBESIAAN THEE 1 5 2 RBATFHEARE 3 FRTRE, BB RN
& 3 F A TRAREHRBD,

— % X 5l

IR 3 E—NEBHESRE 2 TH.

« EUURS N LI Gem R,

WA 2 EZNMNEERFEERES 1 FE.

- TEWBHRZEE : Aws 5 AWS, iXBEA LA side-by-sidefE .
« Aws.config - IER vanilla Ruby B%F , MA =5 .

s PROMEEBUED - ERE 1 FRIEGPHERTFIHRRBRENRE , 228K HEEBUEDL
TERRA 2 H , RAWEEBIET 2K ArgumentError, 0 :

# version 1
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AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
Aws::S3::Client.new(http_reed_timeout: 10)
# => raises ArgumentError

& 7 i (X 3
B 2 FIRRAS 3 SRR - B2 SR A X E,

FERRA 1 MRAR 2 2|, ERRXRESRINNEEX. EHEEF RS , TERSFARERESR
RENEQD, —EEEX

¢ Aws::S3::Client : A& 1 Amazon S3 BEF mE R FHEREMN . BRA 2 EMNRSZSERERN. F
EBHEMATERA 2 FXTHMEE,

« Aws::EC2::Client - RAR 2 NiHEINKRERAEHREN , REX 1 FAHBR _set, flu :

# version 1

resp = AWS::EC2::Client.new.describe_security_groups
resp.security_group_set

#=> [...]

# version 2
resp = Aws::EC2::Client.new.describe_security_groups
IeSp.SECUIity_gIOUpS
#=> [...]
« Aws::SWF::Client - W7 2 EF4EM{LIERL , MARZAS 1 £ vanilla Ruby 1%,
c RBLREGE - REA 2 WS AMRSEATRNER -
« AWS::SimpleWorkflow ZE K Aws: : SWF
« AWS::ELB # R Aws: :ElasticLoadBalancing
« AWS::SimpleEmailService X Aws: :SES
« BRWEEBIED . — LA 1 BERIMAERA 2 PHETR. HAaATEHRIEER, TEARE
EWNER:
 :use_ssl EMIBR. MRA 2 BI4LGEA SSL. BEXEA SSL, BB EMREA :endpoint Ky
http://»

« :ssl_ca_file M#ER :ssl_ca_bundle
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« :ssl_ca_pathIMER :ssl_ca_directory

« ®BINT :ssl_ca_store,

« :endpoint MEMSANRZTERERN HTTP = HTTPS URI MIEEH B,
s AEMNRSMBERT :*_port &M , MAEEHRNA :endpoint,

« :user_agent_prefix MER :user_agent_suffix

R X B
B 2 R 3 R RRAE D 2 FSR A K3,

AR 1 MR 2 AR BRREOCAFEEEERXD, BRA 1 BRELFHRBH , MRE 2 FREOZN
BHRERN, RE 2 RFREOPEE -, —~EREX2HE

- BRMAFRER  EREA 25, RESEMRERMARE, EUERD , ©eHRRED :

# version 1
s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

« SERF -MA2FRTIEIRESHENGTIR getter 7 RANFRAITT %

# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete

- BERE ERE 1P, FERERFEBRFIRLBVIAREF. ERE2H , T SRHERERE
3 APl B3 REV AL ERIRE, RRAS 2 HEALERIE O SRAS 1 KAME,
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AWS EHT Ruby ¥ SDK &£

=X 2 —BER Amazon Web Services (AWS ) WERZE, fEN AWS BF , BENETRAFHEREKRS
BLRLBRELUIHERMITENBEFOMNMEREPZH, LR HEHAE AWS BRE, =
EHEEXFHBERIZNZ U RN L LM,

TZEE — AWS AFERFIZIT AWS ZHREENAMBRSHEMEN , ANERETULLERBR
Fo BINZE2REREPZE AWS , ENAWS EAITRIN —EB5 , 38 =75 % 1T Il E BN i M3 IE
BINREN BRI,

Tink® — BNRER AWS RS EEANNBUAREMERZERE , SEBEHBRE. ALHNER
AR GE R R E R EN

F&:

« EAT Ruby 8 AWS SDK HHI kiR

« @A T Ruby B AWS SDK B & 3 M i R &2

« S&A T Ruby B AWS SDK &M HRIE

« AWS 5&@ B F Ruby B SDK Hy3# M4

« @A T Ruby B AWS SDK WY ERLERHZ £

« £ Ruby 89 S AWS DK 58 4l AR 1K TLS MR
- TO% S3 MBEFHIEB (M VIEIV2)

- TO% S3 MBEFLHIEB (M V2EF V3)

BT Ruby B9 AWS SDK FHI BRI
7 AWS HREEEFATHIHEERT . WAERME AWS , ARRFPETHAEANRNSIKEMSE

¥ AWS Cloud, BRAFTEF N EERLEMEN ENABTIES, BERTERERRN AWS RS B
Z2EENEEES. AXRUERBANESEFER  FEALERLELRE, BXENBERIPNE

B |, 2 AWS Security Blog £# AWS Shared Responsibility Model and GDPR & X E,

HFHFERPEHN , RNBUERTP AWS Ik EUEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRRBETHIERRAMENNER.
REWSBES AT AR EIEE

s NBNKFERZESHRIE (MFA)
« FiF SSL/TLS 5 AWS BREE. BAVERFEM TLS 1.2, ZiUEA TLS 1.3,
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- FARE API FMAFE3I A& AWS CloudTrail, E3< A CloudTrail BRERHEIR AWS EIHER ,
BEZFAWS CloudTrail AR EREHPHFEAR CloudTrail #xo

- £/ AWS MEZRBRG RUKRHEFNAAERINZ 2 2H AWS RS,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z4#1E Amazon S3 HEV U
Bz,

- WREE AWS BEGSITRES AP #TIHRINFEELT FIPS 140-3 WIEM NEER | FER
FIPS it R, BXTHAMN FIPS MRNEZEER , B5H (EERIPELLLEIRALE (FIPS ) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFER
(WMEMRFR ) . XTFEERERE A, API HELEAM AWS RS HXERES S AWS CLI, API
Bf AWS SDKs. HATAMNIRERAABANEFERP AN EABERTESATIT RN
A&, WRE@MATLKRSR[EMA URL , BBV EFTEERNULFEEERIEE BRI ZRS RN E
Ko

BT Ruby B9 AWS SDK B & 13 #1/ 8] & 32

AWS Identity and Access Management (IAM)  —I1 Amazon Web Services (AWS) fRS , A HEIE
B RLLEEX AWS BIRNFRE,. IAM BB ARG EAUBTSARIE (B2F ) IR ( 28K
BR ) RfEEA AWS IRFEIR. BALAEA IAM AWS RS , TEXNSETNTEA,

E# /A AWS SDK for Ruby #1T151R] AWS , fREZE— AWS IKF M AWS iEH, N TH#RE AWS K
FRZEM , BITEWEER IAM B REHBRZIE , MAER AWS K- Fi.

BXEA IAM WEAELS | S5 AM.

BEXIAM AFRUAREINTERFINZEE RN+ 2EEMNBE | 53R Amazon Web Services — &5
Z5 AWS Z£EiiE,

AWS JEMATF Ruby 9 SDK B H X HFH4EETL Z# Web Services (AWS) fRFER/ D IEREER, A
X AWS fi$E Z2EE , BT HAWS RF £ N TTEHAWS E , XEEEET AWS &M X
ERITIEBE,

EF T Ruby B9 AWS SDK K& #1418 iE

AWS SEFF Ruby #) SDK B X4 ET Zi# Web Services (AWS) RS BB/ EHFREER, B
X AWS R Z£ER , BSHAWS RF R AR EAWS RS, XEEEET AWS £ RIH
ERTEEE,
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Amazon Web Services (AWS) RFH LM EEMAHE=AFITHEERNZT AWS SH TR —
Tt TiTE, HPEIE SOC. PCl, FedRAMP, HIPAA &, AWS £ “REMITXIXIZ BEE AWS
RS AMAWS RS R RE TREEHNIFESHITRITIE,

WA AERAE = AT ITIREHIT T3 AWS Artifacte. BXEZEELE |, iI5S T Artifac t 7 AWS T EifR

o

|of

BXAWS EMUXNESER , FSHAWS AT X,

£/ AWS SDK for Ruby 5 RIEY , B EMTEBR T ENBFENHBE. ARNERBIRUNER
RUEEMZEN . AWS RS MREEEANMSAFE HIPAA, PCl F FedRAMP FinE |, H1RALHIR
Se#B) : AWS BRS AWS

s ZEEEHMEPREANIERE — HBEE , ARSI EEM , HIERHELIBBUZEHNELNUE
HARNERNEERENSER, AWS

. fFE HIPAA ERHIRESZE : FIHAE HIPAA EXRIIRS . HIEFTE AWS RS AERFE HIPAA
B

« AWS EMAR — AlRE B FEFETLAMAAE XN THEFMMIEEHNES.

« AWS Config — —IiTEZEN R REREES ARE LRFENIEER, TUENRERB RS

« AWS Sec@@ urity Hub — £H TN Z2RS AWS |, IR EREBCRERERETLINE
MR EEE,

AWS & F Ruby #Y SDK Yzt

Amazon Web Services (AWS) £ EREMIZHEEE S5 AWS X5 o AXHEERN,

AWS XiF RS MERENFEENTAX , XETAXBIEER, SELENSETTRIMNEE
%,

MATAK , SRR NREETHAX ZALTHI B TMARMEBNNARFNBEE, 545
MEANHSNBEROEMBEAEL , TAXEFESHNATRAYE, BEENTT B,

BX AWS X MATARXNESZER , BSRAWS £ IRERM %,

AWS SEFF Ruby # SDK B X #FHH45ET Si# Web Services (AWS) RS BB/ EHFTEER, B
X AWS R Z2ER , BSHAWS RF R AR EAWS RS, XEEEET AWS £ RIH
ERTEEE,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS & A F Ruby # SDK FERARER
ERA T Ruby B AWS SDK HWEMEHZ £

AWS SEFF Ruby #9 SDK B X #FHH45ET D i# Web Services (AWS) RS BB/ HFEER, B
X AWS R Z2ER , BZHAWS RF R XAREAWS RS, XEEEET AWS &Mt RIH
ERTIEEBE,

AR AWS Z2REMER , HSH AWS : Z2REMLARH,

£ Ruby #9 S AWS DK 158 %Il Fi 81K TLS KA

AWS AT Ruby AWS ¥y SDK EZ RINBEEALLEETE (SSL) SEHERS (TLS) #1TR
. PRERZAR SSL BUK 1.2 28I TLS RAEHEFEEZRE , XL RATRELEREEZEENTSM
AWS, Rt , ERHERSERT Ruby B9 AWS SDK 53 TLS 1.2 E SMAH Ruby R4 —i2fF
o

Ruby £/ OpenSSL FEXRARF HTTP &, BEIRSEEFTEESS (yum, apt &), EFLE
ZFE Ruby EEE8 (rbenv, RVM F ) REMNZ X Ruby lRA (1.9.3 RESKRAE ) BEFEA
OpenSSL 1.0.1 RESRA |, XLERAZFE TLS 1.2,

%5 OpenSSL 1.0.1 EFEMRAK Ruby ZEFMRA—EFEAN , AWS AT Ruby B SDK EEXR
TLS 1.2, HAEAEF RS [ B ISHHZAMAH SSL = TLS, XKL ED R TLS 1.2 AWS AR
%, (It SDK A use_ssl=true B Ruby Net::HTTP %, )

¥ & OpenSSL hxA&

ERRELEN Ruby FAME OpenSSL 1.0.1 RESMA , FHWALTH R,

ruby -r openssl -e 'puts OpenSSL::OPENSSL_VERSION'

FREY OpenSSL MRASH) 2 —Fh A E R E#EE W openss]l AT, Bk, FAUTHSEREUM
AT

ruby -r rbconfig -e 'puts RbConfig::CONFIG["configure_args"]'

W HNEEHE R OpenSSL RN ER --with-openssl-dir=/path/to/openssl., B I
B, ERE OpenSSL IR , BRI AL T &S,

cd /path/to/openssl
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bin/openssl version
E—FA LR ER TFIE Ruby £,
F TLS X¥F

MREH Ruby ZEMFEAMNR 1.0.1 fRZBIM OpenSSL WA , BEARKEFIEEES. Ruby 2%

EF= Ruby EEBR A Ruby = OpenSSL Z% , #1 Ruby WL KIERAMMIR, MREZBEMNFEREE
% Ruby , BEAREZEHH OpenSSL , RFEEIT ./configure BHEE --with-openssl-dir=/
path/to/upgraded/openssl,

W5 S3 nEEFwmiER (M V1 EIV2)

(® Note

MBEEANR S3MERFF RN V2 , HEEETRE V3, TSR Z# S3 MHAEF iniE
B(MV2EV3),

WERN AT WA R AR M Amazon Simple Storage Service (Amazon S3) INZ & F s RS 1
(V1) TBERAE 2 (V2) , HERNARFEEN IR IERHTAM,

E 8k
HEBSNFEIE :

1. EFONEFEFHREEHER. 8%, EBT Ruby B9 AWS SDK M EHTARAIS B R EH N AR
Fo XFATIAE VI MBEFIHBZHTN V2 EFAFHREANNR, MREHNNARFFERZA SDK
AWS SDKs , NI A8 34FAHKF/ SDK,

2. RMEZENBEREFIRIEBE V2, —BE V1 IEFF imEEEREGTE |, B SURILA & M2
EEFIRIBEZ BN V2 RAE,

EMABE T mREE B R
V2 MEBRE S IRER ERAE R TXBN B L, TBNE—S2F VI BEESREF RN

SDK frA&, ERLFZRE , RAREFN VI EFRFEBHRER V2 MBEFRMZHNNR, BXEA
F Ruby B9 AWS SDK HIBNEERA , BT,
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E#H AWS 5ZAF Ruby B9 SDK i Z 3

A 3 AT Ruby B9 AWS HH4F A TEBHEFRE. EXHLETERE , BRFEFEARA 1.76.0
HE S RAR aws-sdk-s3 Gem.

M TITRE
X F & aws-sdk-s3 Gem BB , FEARPEIKBIERELRET MMET 1.76.0 BIARA,

gem install aws-sdk-s3 -v '>= 1.76.0'

£/ Gemfile

SN FEA Gemfile ERMBINAINE , iHfF aws-sdk-s3 Gem WEREMAIZERN 1.76.0, FHli0 :
gem 'aws-sdk-s3', '>= 1.76.0'

1. &% Gemfile,

2. 5217 bundle update aws-sdk-s3., ERIFEHIMA , iEZ1T bundle info aws-sdk-s3,

F % AWS & AT Ruby B9 SDK iR 2

BT Ruby B9 AWS SDK % 2 fiFTF 2021 £ 11 A 21 B AL ER, EXREER K SFER
IR 2.11.562 SHE SR AR aws-sdk Gemo

MEBTITRE

X T &% aws-sdk Gem HHIE , BN TITEARFETRBRIERERE T MMET 2.11.562 BIAR
7o

gem install aws-sdk -v '>= 2.11.562'

£/ Gemfile

S FEA Gemfile BB E |, i5fF aws-sdk Gem BWEREMAIZRE RN 2.11.562, FHlH0 :

gem 'aws-sdk', '>= 2.11.562'
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AWS EMF Ruby & SDK FRARIERE
1. 182k Gemfile, MMREFIE Gemfile.lock X4 , B E MR EH.
2. 71T bundle update aws-sdk., ERIFZEHIMA , Eiz1T bundle info aws-sdke

MNBEMEZRE S iREBE V2

EHEPmOREGTNER NG , EUUHNARFEHRE V2 NEZNRERT ik, ATETRERT
AR Ih e RHCTB M V1 EBE V2,

HEEMABUER V2 MBEFiwmE , BREESRBLASRRMEEFEANZE aws-sdk-s3 Gem kR
7 2.11.562 HE S RA,

(® Note

£/ AES-GCM & et , EIT A E R ZENBIE <8l , FERBINR, X2H 7TRIEBNE
URRERNNREITIE R

BLE V2 INEE s

EncryptionV2::Client EEFNNE E. BXFANEEFE L , FS M EncryptionV2::Client XA E
B 5 E RN R,

1. WA EMEEFRNIEEBHAOEL EZNABNBE L, EOEMHB Encryptionv2: :Client
Bf, BER key_wrap_schema # content_encryption_schema 12#1E,

key_wrap_schema-tIREEEER AWS KMS , W ATFFHIZRE RN : kms_context. MREERI
X (AES) 24 , MAFUFHIRE R :aes_gem, MREFEAHRIEXT (RSA) Z47 , MATFH
®EN :rsa_oaep_shal,

content_encryption_schema : ZJUFHIEE N :aes_gcm_no_padding,

2. XMEMIER P IRATIEE security_profile, EBIZE#H EncryptionV2::Client B,
FEEN security_profile E#{E, security_profile ZHRE T BB IFEEEA IHR V1
Encryption::Client EAMIN R, BFWME : :v2 M :v2_and_legacy, EXHT® , B
security_profile i®EXF :v2_and_legacy. v2 fCER FTHMARFT %,

3. AWS KMS key BIAER T &I ID, £ V1 FEncryption::Client , kms_key_idH
FRIBF IR ARIEMA. AWS KMS Decrypt call AWS KMS AT LAM st 83z 3R ER
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XLEE RN ERMBIXIFRE X blob A, £ V2 &, e'nCryptionV2:: Client’ , kms_key_id

W AE#E LS AWS KMS Decrypt AR , MR ESATNHZERNROFHATTE , NERE

KW, MBARDIUBKB T FIRBIEFEN kms_key_id , NELAEQIER P iRIHEE
kms_key_id: :kms_allow_decrypt_with_any_cmk , ELE A get_object FHEE
kms_allow_decrypt_with_any_cmk: true.

R ERAXF (AES) 2 1A
E A

client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

TR

client = Aws::S3::EncryptionV2::Client.new(

encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No changes

R~ 5 kms_key AWS KMS _id — 2
EBa
client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)

client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

E®E

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,

key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
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content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change

R~ : 7E3&E kms_ke AWS KMS y_id B1ER T 6
FRH

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

E®E

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk

IBEEAATR
WMRRFER S2 MBFFIREIMMER (MTBEANNE ) MR, HEMALAE,

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
resp = client.get_object(bucket: bucket, key: key) # No change
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T 5# S3 EFFiwE® (M V2 E I V3)

(@ Note

MREFEANR S3 MBEFEF W V1, MAFEIBE V2 , REHBIBE V3, L5#E S3 il
EELmTIRE (M VI EIV2) BXRM VI EBE V2 N | §5H.

AREBAN G A EN B AR ML S # 5 #2776 BRSS (Amazon S3) Simple Service INZ % F i AI AR
R 2 (V2) EBEIRA 3 (V3), HARNMARFEENIBIEFTHNTAM, V3 5| AT AES GCM UK
FEAAEMABEBE , LUERT M H I EBEZRARELR,

SR 2 RN

Amazon S3 IEZF PR 3 lREIA T HEZHAER AES GCM |, LUERZ &M, XMHFHMEZEEE
AR LEBEZAREYR , ABRNBHENTEYE, TBE V3 FEFAAY , AEEEIMIBHRE
R FA 72 Fr w1 A5 A0 808 AT ) 1

EB D HHNE

1. EMIATF mAREGT RN, B , FER T Ruby B9 AWS SDK K E# WA &R E B R/ N A=
Fo XFAWIMAHN V2 MBEFIRBERT V3 BFREANNR. IRENNARFERAZ/ SDK
AWS SDKs , NIl &4Z0 83k F K 84> SDK,

2. RMEMBEREFiRIEBE V3. —BE V2 IMERF mEeeRBEER , B BRI AR A
BEEFIRIBEZEN V3 RAE, XTIEEE &R KN ER G ERHNE S IRE EE5.

MBEEAMN VI EBE V2, NMSRAETRTEE, TI# S3 MEFFHTIRE (M V1 E V2) BXM
V1 EBE V2 ByiFMiHER | ﬁ’f‘lﬁﬂo

T#E V3 By Thae

Amazon S3 IEZF RS 3 REIATH N RBREIEE | AW REMNHERAREN AES GCM, T fi#
XEPREN TAYMERRBENBRMNBEFENLZEEEREE,

iR R

ﬁi%%%??%ﬂﬂu?ﬁ%?ﬁ#‘aEﬂﬂ%%ﬂﬁ’i%ﬁVﬁﬂﬁl‘Eﬂtﬂﬂkﬂ?}z%ﬁﬁkiﬁo 2 A AT RN HE R e fE A
AT NEBENBHBARTEE , NP ERERBHMZER T,
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V3 INEE P i 32 i = AN SR B IE T

FORBID_ENCRYPT_ALLOW_DECRYPT
HERBEINREERRFEORNRETNDR , HATEANTEABARERR I RETHRE.

« WFBATH  ERE V2 MENEEZEHNNRHATNE , EEBHEE
« BREBITH LB BRERRTERBHEARNZENXNR.

- B2 BERAESMITEARE , TRATER. CALKBNBENNRT2ZRTHRARE
MERZ2RF, AFEFERES V2 MBITANREMEN , FEITBHE £ LR,

o RAFRAM : S3 MBREFFIRAATE V2 M V3 SKHG AREE A L SR B BRI R o

REQUIRE_ENCRYPT_ALLOW_DECRYPT
LR ERARARENNRBTNE , A RFEANTERZHRENH I RETHER,

o MFBTH  FERATEBHFERN AES GCM £ A ZEAAEX XN REITNE,
« BETH  AUBBREANTEABHAENZHANR , NREBEREE,

« R INKRIRTBRAERERY , MIABAERENAENROARATLIRE, XERTUEEE
HEER NGO EREEZEEE T,

o WRAFRAM  ERALRBEMBENN RIS V3 M S3 MER iR V2 ST 1TIRE

REQUIRE_ENCRYPT_REQUIRE_DECRYPT
LERBEX R R AREN N RETHE , FERAEZERZARE MBI R,

o NEITH  EATFAERPEEN AES GCM EAZAERENNREITINER,

« BEITH  RERBREABRAERRNENNR, SHEXFEARENER THENRFEAY.

« REYW  ZERBINFIERERFINTRARERREESRINZ 2. REEERABRHAEE
NEATENRHTEMMNEH EMBERFHREBEARE V3 25 , T EA LK,

« RAFREMN  EALRBEMBANRRAEH V3 M S3 MBRFFIRAY & V2 KO 1TIRE, IR
EEIEIRENA V2 3 V1 B RMERNN R,
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@® Note
EMXTEET , B%REQUIRE_ENCRYPT_ALLOW_DECRYPTERZFMGHAM , BRNKREXNH
SR BEARIEFTE RN L 24T, RAEREQUIRE_ENCRYPT_REQUIRE_DECRYPTEFAX
REEFMEZHEAFMEEFHREEHRE VI Z2EFTLEBE,

A X BAEN AES GCM

A R AIER AES GCM (ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY) 2 V3 H 5| A —f
MIMEEL  CEILEBERAREICRERETS M, THRHEZNTERBURMMNER , XTFHR
REBFEEEE,

B ENE £ EALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYA[E

S3 MBRE I ERMAE A AES CBC = AES GCM , B8 BR4AKE , NIES 4PN HIERA
#ITZ, ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEY[EMMZIERMMBEE | HNEK
BATIHREFH. XEAMUFERGEEERRE S XTI NEREZRAHSBERERE RN ZH

MBRERARE  WEEREURERESXEFNNREERE , FEBBRATRNZR , AT
BERFARZLEINMIG R HEIERAF, ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEY@iI#54% 0
R BIE R 4A R AERR 2R 0 N ZR HA (8] {5 FA 1Y R 4R 22 4R SR B LE X R L 5

ARAFRA M

FEAMZHITRALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYREE®EE S3 tBZEFimm V3 32
MUK ZTHRER V3 K V2 WE LS ERAFITHE, SELIERZEN V2 BERRTEERER
MEZMIES . ALG_AES_256_GCM_HKDF_SHA512_ COMMIT_KEY

/A Warning
/B AMEZBIALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY ( @i fE
FAREQUIRE_ENCRYPT_ALLOW_DECRYPTE{REQUIRE_ENCRYPT_REQUIRE_DECRYPT#&
B ) , FERAEESEERENMENRNEFIHEEARE V3 B HF
V3 XA ERA . REARXFLEN V2 & ims =B E A mZe 5t
RALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY , I fi# %54 5 M
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EXBERESD |, B LAEHAFORBID _ENCRYPT_ALLOW _DECRYPTHIERREMLENEZR M

PAALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYEAT R V3 & imisEVE A 240 & InZr Xt
Roe XREHT ML IBERE , BULLEHRFAEIREES , ARYHREI6FERZAREFITINEG,

BB E P im AR

V3 MEFEFIHER V2 ERRMIANXEFNNBREZNZARRIIE. IBNE-TRE V2 BER
FimE RN AT BAERER V3 IZEX REY AWS SDK for Ruby MrAS. STRLLEERE , BNNAREFN V2 &
P m R eERS R 2 R V3 I T P i I R Y R

EREE V3 B (fE
FAREQUIRE_ENCRYPT_ALLOW_DECRYPTZREQUIRE_ENCRYPT_REQUIRE_DECRYPTZ % I HY & /=
i) MBHANR , BREEA Gem MRAS 1.93.0 HEBIRAE. aws-sdk-s3LARAIHEM B HKE
fR#EM AES GCM IR R

FNFBEWTITRE aws-sdk-s3 gem WIE , HFEARKNETRIEIREE LR T HIERA 1.208.0,

gem install aws-sdk-s3 -v '>= 1.208.0'

£ Gemfile

X FERA Gemfile BEEMBXRMWIE |, B G aws-sdk-s3 em HREMRAIEERN 1.208.0, 40 :
gem 'aws-sdk-s3', '>= 1.208.0'

1. IEHEH Gemfile LUE E R KIS,
2. i21Tbundle update aws-sdk-s3EF gem.
3. ERIFEMMA |, 51217 bundle info aws-sdk-s3,

@ Note

EMISFRASE , EURH V2 MBEFF IRFREGHEEZR V3 EFRNIZENNR, ER , i
TIRFSEER V2 EENFIXNRETME | EFERBT —HWmdHEER R V3,
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MNZEMEZRE S iREBE V3

EHE SR AREGT N INEZRNG , EURNARFER N V3 MENBEZE K, ATIROER
BT A R M V2 TR E V3,

HEEHRBUER V3 MERFRZA , FRREERBLERSRZREAEANR aws-sdk-s3 Gem
FRAS 1.93.0 HESRA,

(® Note

£/ AES-GCM ﬁ’iglﬁ EFREABRZNBE 2N , FREEMNIR, XN TRIEAMNE
URRERNNREITIE R

BLE V3 & im

V3 BEEFEFwmSIATHNEELEN , ATEHBHRETHINDEREME. THXERTXTRINE
BEXEE,

A BUR

Zcommitment_policyZHiEHINE R P iR NZ M F R REH R MALERARE, X2 V3IEF
i Bx B B R EL BT,

« :require_encrypt_allow_decrypt-FAZBARENHRNRFITMNE , HATEASLTERAE
AARERENR. XRIBPHEFZFRE K RATTLUERETFNRNZSYE , BNARBFEINE V2 R
BmEERA M,

« :forbid_encrypt_allow_decrypt-EEZFAAFENAMEFNR (FEAV2EZE) , HATE
ARTEABARERENR,. AEEIBHEZERE V2 MBETHN , fINRELE P gt T AR
V3 BN RE , TEALIRE.

:require_encrypt_require_decrypt-EABAREMEZFINR , F BRXATFHRZRFERARAE
BENBENNR, REECEAZHAARENMENKRETERTNEZEHAFMEERHHEARE V3 ZE ,
FERARE,

ZEEEXHF

Zsecurity_profileZHRERBXFEMHRERANMEE S HEANNR, ESHBXTEIT
BHRFREFLOEREEEXREE,

FEMBE R iRIBE V3 360



AWS SEFF Ruby #9 SDK FEARER

« :v3_and_legacy-A¥F V3 BEFRMAZR V1 M V2 IBEFEFHNZANR, EEBHEFEALIR

B ARG V3 B im A SUEIAT R I AR BN R,

« VI-NAW V3 EFIRERE V2 MBEFEFRNENXNR, MRECSLFME VI IREBH V215

f

o

N, BEEARIRE,

WMRRERE , WEFRFNEZEH V3 EFREMBHNR. NREATAFEBNRNFRARFT
Ko

R

Zenvelope_locationZHREMHZTHE ( BREMBENEEZE ) WEEALE., LS L
XNHRZ AES GCM Ry , HERZHAE,

« :metadata ( BN ) -“FMNZEABIEFHEE S NROTHBTEFLD, XERERIATH , BWEASZHK

AolFER, FRATBEEMN , TERAREN AES GCM TEH-
sinstruction_file-HEZEABEFREEETEHEESBN LM SSHR (ESXH ) A, #
RiRBAX 4R, wEZAEEN AES GCM AR MEZENHFEFZHEEER, NMREEEFHEAE
NBEZARGRENTNZSH | FEALIRE,

AR} :instruction_file , BAILUERIEEinstruction_file suffixSHLUBENATES
XHENROER. BRIABR N, .instruction

AT a2 A N B I D T

EEBERES , FEBATHEENEEXRE

1.

HEH R
Ecommitment_policy: :require_encrypt_allow_decrypt®security_profile: :v3_and_

XAFEY V3 BERIREAZARENZEFRNR , ARHDAEBBRZMENEN V1 M V2 TR,

FBFEESRE | G

FAcommitment_policy: :require_encrypt_allow_decrypt#l , security_profile: :v3_an

NEFNERRZEERHARRPEOXNR,

. T@@ B V3 REFIT  AEEERAZAAEENRMNBEMENRABLEFTBFEEZEZM VIN2Z XHRZ

B, BA A LUEE Y E| commitment_policy: :require_encrypt_require_decryptFil
BRiZsecurity_profileS# ( & :v2ME V2 WRMAEE , NHHERER ).
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¥tFenvelope_location , BREFHMENEM G L ( :metadatash:instruction_file) ,
BMRIELCEEMVERENEHTER,. NREBYIEEFEATEERR  HEFLERETEEHEAEN
AES GCM W8I Z M | M LAY S instruction_file , B¥EE , XNEEEH A IEE
XL R E o

Mn#EMEREFRIEE V3

EHME SRR MBERAG , BN ARFERN V3 NENBERE iR, AT REEER
T A R M V2 R E V3,

£/ V3 INEEF is

T8 (V2)

require 'aws-sdk-s3'

# Create V2 encryption client with KMS

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy,
commitment_policy: :forbid_encrypt_allow_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

TRHE (EROEREMEH VSI)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
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commitment_policy: :require_encrypt_allow_decrypt

)

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

EBE (V3)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3,
# Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
# This encrypts with key commitment and does not decrypt V2 objects
commitment_policy: :require_encrypt_require_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')
# Download and decrypt object

resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

V3 WEERXBIEFcommitment_policySHERmM, HEHIZE
H:require_encrypt_require_decrypt JHRFEABARBENFIXNRIHTME , HEEF KX
FREFERBARENENNR , NMERREM | BHLEBERAEENR,

Bput_objectEFBAGRIFAE, MERLERYREHRETFWASEKEN,
H Rl

ATHREB/TAXBEIBZSNEERTNEMRE  XERFITRERE V2 B V3 IBHRRER.

FMBRNFEZ T ImIBE V3 363



AWS SEFF Ruby #9 SDK FEARER

BEeXMHFExtEEE

S3 MFREFF IR LR INE THE ( SRNENGEEZR ) FERERNMTENNE : £ SSHRHVT
BERKPH BN ES X, FEAENEESFRPLN RZRT EERARERTH AES
GCM,

TRERE (RN

AMINERT , INEFF IR INE THEFEE S3 XN RN THEIRLP. IRASHAPNNEELE
AACLKHNERHEERNR—ERE , A RTEEETEEMNETXFIR.

require 'aws-sdk-s3'

# Create V3 encryption client with metadata storage (default)
client = Aws::S3::EncryptionV3::Client.new(

kms_key_id: kms_key_id,

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :metadata # Explicitly set to metadata (this is the default)
)

# Encrypt and upload object
# Encryption metadata is stored in the object's metadata headers
client.put_object(bucket: 'my-bucket', key: 'my-object',6 body: 'secret data')

FRATKRIEFEEN | TEBAREN AES GCM T ERATMENHIERAE, BR , F
Fcommitment_policy: :require_encrypt_allow_decryptEAt , REMZENMAZ =T HHA
A :require_encrypt_require_decrypt.

BT X

HE , LURNBEFREENFNETHREFEER N IES XA RN S3XNRP. # V3 FE
RN, MENBEZAZHERAREN AES GCM R , NREIAAN L2 |, BHiEEK
FEEAREN,

require 'aws-sdk-s3'
# Create V3 encryption client with instruction file storage

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
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)

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :instruction_file, # Store metadata in separate instruction file
instruction_file_suffix: '.instruction' # Optional: customize the suffix (default is
'.instruction')

# Encrypt and upload object
# Encryption metadata is stored in a separate object: 'my-object.instruction'
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# When retrieving the object, the client automatically reads the instruction file
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

fFArtenvelope_location: :instruction_file , MBEFIKSSIEFED S3 YR :

1.
2

MEZNBTEXNR (Hliiny-object )
TEMZETHBENE S ( Hlmy-object.instruction)

Zinstruction_file_suffixZHAWLBENATESXHENER. BIAENR
.instruction.

et fE A BT 0
s EXRZBGRPQQ@ ERATHERE, ERLTHREE , RANBETHEQENR—EE R,

HEEEENKRABBEAPHEEZRNBZABRBESNENRD T , FQQ@ ERESXHEFE, &

AR, FRAESXHZEEEERD SSXR (MBEXNREEESXMH ) , T2 —1

/A Warning

MRERMTHEFREINESXAFE (R2TR) , WEAFFELTEZEENESIREE
REEAIBF#EIENBENIABEN R, FARAXNFESEARENRARER BN — 3,
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