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EHTF Rust B9 AWS SDK 14 ?

Rust 2 — X B RBERNRERREZES  TET=TEH T2, BEEMHRMK.

EAT Rust ¥ AWS SDK Rt T5 AWS ERtiZ RS # TR EM Rust APl, FIfLt SDK , &1
LAETF Amazon S3, Amazon EC2 # DynamoDB N ARERF.

&
« SDK Al

« SDK EEMRAM 4 M
- HRR

SDK Al]

MBEEEXIEM SDK WA |, BUIUEERIEER T Rust B SDK Al 7,

BXREENRE , SRNACIENEERTE AWS RFERXEHBERNERESEFiG , BSRAEEAT
Rust #Y AWS SDK HE B RSB/~ o

BXEH SDKWWER |, 5 HERER T Rust B AWS SDK,

BRI Rust KB RAIMNTESIXK , ESHAE R,

SDK EEMAHI 4 M FF

BREP N SDK TERAREEMKBARRZNWER , ESH AWS SDK MI TESEIEFEHRWUT
AR :

« AWS SDK FI T E4# KR
 AWS SDKs and Tools Version Support Matrix

H 7 R
BT AIEEN , AL TERT SOK & A RWENENELR -

« AWS SDK HITESEER : @8 AWS SDK A ERMWRE. TheeME ARSI,

SDK A7 1


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/sdkref/latest/guide/

EMAT Rust B AWS SDK FEARERS
* Rust wIEIES Wik

AT Rust B9 AWS SDKAPI &

AT Rust ) AWS SDK ) AWS AA AR T EFE

GitHub E#IEA T Rust B AWS SDKREAR

AT Rust # AWS SDK #9 AWS R#BRHIB &

HAb %R 2


https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
https://aws.amazon.com/blogs/developer/category/rust/
https://github.com/awslabs/aws-sdk-rust
https://docs.aws.amazon.com/code-library/latest/ug/rust_1_code_examples.html
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FERA T Rust B9 SDK Al

THRIMMEZE, REMEM SDK €12 Rust MARERF , LEURRESZ AR AWS BiR,

F&:

- AWSfERAWSSEA T Rust 8 SDK #1T 5 A1

- FAERT Rust B9 AWS SDK I Z &2 1 N AR
- MEMAIR EAT Rust B AWS SDK

AWSHEEFHAWSE A F Rust B SDK #1T 5 {01 0F

ERTT RAWSHE |, &S ELNRBRMARTEHRIEA, AWS RSSET URFERZN AT AT
B R AT B8 5 B BN AWS F IR mIZAWS T R X BR

TR B AWIT A 45X SDK #TERE , BSWATESZ 5@ M 5 HRITAWSSDKs Mib

BANBWIEAR T & BE T k6 HIBMH S WIS E/H B #TiREAWS IAM Identity Center, 1t
FEBIEREAWS CLISAME TEE M EHEFRAWSIHETF,

MREERIF L | BERAWSSDKs Ml TESEZIEEHHE ARG & FEEFHITAWS A M T & HY
o, E , ENHRERNTEUTTE

- AWSCLI, AFEETHNARFZHBIAWSTHEITF &1F,

« HZ AWSconfig X# , & [default] BEEXHBE—4HTM SDK F5|FANEEE. EEHRUX
B E , FSEIAWSSDKs MITESZEEINEEXHNTE,

« HE config XHRET region RE&E, XfFiRE SDK A TAWSERNEIABAWS XiF, X
AT AREEFAXERN SDK RFiEXK,

s EEAEFERZA , SDK AL E X4 EFRERFERESEFOERREERE. AWS
Zlogin_sessionBEF#EEERIEREPERNEERHAQENSHS , AT HRNARREF
FRAAWSERS .

AT RplconfigXHERTEEZIERETLEREXERRAEFEERS A XEMEBERNRIA
BEXH., BEXHM1login_sessionREREETEREHEIEZENIEERFAXE !

[default]

ERARITH DK AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-login-credentials.html
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login_session = arn:aws:iam::0123456789012:usexr/username
region = us-east-1

(@ Note
RIS A aws-config crate Bicredentials-loginThEe=t gEfE A bL IR,

EZHMRIHER

ARRFP , BHRAARED  RNARFNAR, EE2A. FRAR, BREANERE. wNLHER
BTG RIEHAWSIEMMARERF. FNALARABARAS (BI&R, FRAR ) BHRATHEA
R &,

RN EA G ERAWS, BRI AXAFREASARMRE  BIERBIGERHNACRKRE
MXSAWSTK F BB S TFRINR, XN TFEAXGRINBEER , RIMBWEHA AWS IAM Identity Center
(IAM Identity Center) SR E X 0K 7 Y G R PRA R IX LMK = R HANR. BEXESEBRER , &
SRAUTHA :

- BXRRESBRNESZER , H5H (AM AFERE) BH IAM FHZ & RIERE,

- ERIEEHAWSIES |, BHSH IAM AP iEmP I Z i,

« E T ## SDK for Rust X H TR AR , FSHAWSSDKs M TESEREH MR AF(LEIER
P,

FEAERT Rust B9 AWS SDK t|ZE B2 N ARF

R RAHRECEAA Rust W R NARERF , MMBETT 1AM AWS SDK for Rust AWS AR

%o

FoRFH
B , BMEE Rust M Cargo. EATF Rust B9 AWS SDK

« &3 Rust TE%% : https://www.rust-lang, org/tools/install

« BYZETU TS ZEE cargo-component TE : cargo install cargo-component

BEZHHRIEER 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
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HEENTE :

A LAE IDE RRENT AT R | BAAE B Se AR Mt 1T HUE HEBR

« B3X rust-analyzer ¥ B F , 555 Visual Studio Code F#Y Rust,
« BX Amazon Q FF X & , SR IDE F %% Amazon Q FF A E R BREF S

2% — 1 SDK NAERF
WEREMET EHNE—NERT Rust B9 SDK AR , HH 3 H 7 £ DynamoDB X,

1. ELXFERFFHEEOH , SMENTEN LEQBNARFNALE
2. BWAUTHSLUEE hello_world BRHEHPIER —MEZL Rust T B

$ cargo new hello_world --bin

3. SMiZE hello_world B FH AT 5% @ R AR F 7 b P 75 B AR B

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full,aws-config/
credentials-login

X LERFITEIESN DynamoDB M A E I REM X 5HY SDK crate , HFIFEATEIURY 1/0 &
YEXY tokio crate,

® Note

BRIEBHEAB tokio/full XBMIIEE , BN Tokio FLRMFLIZ1TH. FHAT Rust
# SDK ZEERFIZ1TH,
Zaws-config/credentials-loginthREXIFAWSEERFI AR XER , EXEZE
B, #5H (TESE1EmM) AWSSDKs #l {TEZEEr) TS HRIEIEEXER,

4. £ src BRFEH main.rs LBEUTRB,

use aws_config::meta::region::RegionProviderChain;
use aws_config: :BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.

BIEE—/ SDK NARF 5


https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://crates.io/crates/tokio
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");
let names = resp.table_names();
for name in names {
println!(" {}", name);
println!();

println!("Found {3} tables", names.len());

0k(())

(@ Note
LRHRERE—TNER, ETHNMLIBZRER | iS5 Hthe section called “0 17,

5 BTERF:
$ cargo run

BNZRBIREMIIR.

By E A AR SEAF Rust B9 AWS SDK

I REEMANR EAT Rust B9 AWS SDK , flil : Rust 2B S EMAIR, BX Rust lRFFHEH
SDK WWEE., ME B EUKERT Rust 8 Tokio i=1THHY SDKo

E &R 6
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FRF M

EFEH , XML Rust M Cargo. FEAF Rust B AWS SDK

« &I Rust TEE : https://www.rust-lang, org/tools/install

« BYETU TGS ZEE cargo-component TE : cargo install cargo-component

HENTE .

AT LAFE IDE FRERUAT AT R | LS BY 5E A 4080 A3 1T MR HERR

« BX rust-analyzer ¥ B F , 5 # Visual Studio Code F# Rust,
« BX Amazon Q FF X EIR , ESRE IDE &% Amazon Q FAERY BREF DA,

Rust E& &2

UTRRust mRESHN—LEMMR  THRXEEMARSRESY. BEXEZEENMESERR
3k B Rust mEES.

« Cargo.toml 2## Rust MEBEX# , ©E281ZU B WKRBIA —LThiE, Rust RXHEER
.rs XH¥F BH&. S Hello, Cargol,

- BULIERAREXHEEN Cargo.toml , FSREARAER B4 EELHE, XEEREXH
Tk , SHE AWS config X AWSHE & ST £ %o

« @I E M XX HERMEGRBBNER S EREM cargo add. HZHcargo-add,

* Rust B—NEXRBEH , MTAR. let XBFFATERE , UERE (=) FE8EH. ORE
RBE let ZBEEERE | RiIFFQEMHRE, FSHEEM TN,

fn main() {
let w = "world";
println!("Hello {}!", w);
}

- EEATE x EEERXEH T, Rust FAERE x: T, FSREHIERT,

« struct X {} EXHRE X, FEREHENEWERE X LU, RE X WA ERAUXETF
impl AEIBRHRIRFREN, EXIMRA | self RERAZFENEHNEG, ESRXEF
impl MG EE .

TR 7


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
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s ME—NRENS (“1") REFURBENSIEHAANEE , URTIRBEEENRFRE. ES
7 2 o

« £ Rust F , FAIREMEIRE panic! BEXRT. HEFEE panic! B, BEREIEETT , FTHLK
HE , BIF , BBk , ABEH, B5H panic! FAIMERNEIR.

- SHMREEETE , Rust TXEFEMNERYPIEINEE ; Rust B traits BEHAZEER. HHEES
FAIMARCTFEQ, ER , SUHENEXFEOEFEEER , FRAERITSIEHREEURRNSFXNER,
BSESEE EXHEZETH,

s SRMRERBISSHEERENIIE  MAEFTLMNESHHEXRBEEENRB, Rust BIK
2, BHMNZEXEZIM, BSRARRERNLBRENRBHRE,

* Rust EAF A HEFERFER. S RBEH —HEEANBEEN  EEEAFINTBENY
e’ BSIIEREEH

o ZEBCow— clone-on-write HEEIRE , AIHBEMSENNAEMENERASERE, 5
BJEnum std::borrow: :Cows.

« KB Arc EATIHHEES P EEMINEREF5I AT BEREE . HZRStruct std: :sync::Arc,
- BAT Rust ¥y SDK £ EFEAERBERNRMBEEFRELE,

FERAT Rust B9 AWS SDK 5 FE #4011

« SEAT Rust B9 SDK ZhEEI EE & crate  aws-config. EZFAIEEEAZHMBEY , RE
NERME T NIRE P IREE B I,

$ cargo add aws-config

- TEFHEMIE AWS RS AWS ConfiglliB%E. HTIXR—UIRS , Kt EEfE AWS RS Rk
AR ER B 8B aws -sdk-configHo

- EAT Rust ¥ SDK EEHBN AWS BRFZED R RMEM. XL crate AIER https://docs.rs/ 3k
B

« AWS RS HREEERN BB Hlaws-sdk-[servicename] , Hlilaws-sdk-s3Ff. aws-sdk-
dynamodb

AT ERTEEE AWS BRSS

- IREERTE P HNEN AWS RS RELLRV N ARFERNTEFHIN—1 crate,

EHAT Rust B9 AWS SDK 8 FE #4148 8


https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
https://doc.rust-lang.org/std/borrow/enum.Cow.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://docs.rs/
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« I crate MEEFEZRED A B RPEABTITIZEIT cargo add [crateName] , Hl#0 cargo
add aws-sdk-s3,
« XF@INE Cargo.toml FAHY [dependencies] FFI—1T,
« ABRAT , X2FRIMRAR crate RINBIT A F,
o ERXHH , £/ use IEEAFF crate FHIIE MAERAE. 525 Rust HwiIZES Mt LW EHA ISR
BFa.
. crate BMBEFEREFH , BREZBRMEM crate i , EFZFRBEBR N TRIL. FlW0, aws-
config crate B use IBAFFEA , M0 : use aws_confige
. EEEIE—AE*E’JE%L HEUNEREERBSHT , BAUEABMETESREXHPEE. B
XESZER , 2N EHEFEEEA T Rust B AWS SDK FRE &/~ i
« 3 SDK m#EEERT , %ahélﬂ%?ﬂﬁ MmARELHIT , BR k%?&lﬁﬁﬁﬁﬁAiﬂE’ﬂJ&w{E
ETHNMAERBEIERKIEE , FESREEAT Rust B AWS SDK HREEM A HE12F,
. k%?&ﬂ‘iﬁﬁiﬁﬁﬂﬁiﬁ:iﬁﬁéﬁhﬁﬁzsblﬂ‘bﬂﬁk—mo EENBIEFZH , TREENXL
ERERIE .

Tokio =17

* Tokio &M T Rust B SDK mEEENW —NFLETH , BIMIT async £%. HSH tokio.rs
docs.rs/tokio.

« BT Rust B SDK EERSE1THR . BWEKEI B FRIMLLT crate :

$ cargo add tokio --features=full

« tokio::main BHEZENEFRAUIE—IMNRLTEAOR. EFEALE , BEERMNE main F3EEDN
7%, MR

#[tokio: :main]
async fn main() -> Result<(), Error> {

Tokio =1THY 9
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http://tokio.rs/
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E5EHAT Rust B9 AWS SDK AL E RS & F i

ELURE AT AWS RS |, AT Rust B9 AWS SDK X8 AWS BREEA —NE ik 4 14,
Flan , mBEHNNAREFEER Amazon EC2 , NEK R ARF 2 —/ Amazon EC2 BF R4
MIERSZBRERE,. RE , BULERARSEFwmBIZ AWS RS X HiER,

@ AWS RFREER , EEAEVEZNEERSE M K. N TENKBEANEDS AWS S, ©
HAEEHCH crate MATEZXENTRAXE, BEFrmARSLTHNEN AP RELQT -5 %,

BB SDK THM B EARS , BAREE , —UIBERSEFAHRNTAER. RIECAETEHELR
MRS EF iR , SNEAEREERFSER.

EERA AWS BRSHATIF R , BXMEELNRBRMAERA AWS #HITHHRIEN. LELTRE
EFEAN AWS X,

AWS SDK M1 TEZSEEFMENB T HEIFZ AWS SDK #ERWIRE, WeeMEMmEMBIL.

e

- ESNEBEEERT Rust B9 AWS SDK RS & F iR

« ERBEHF N Rust REFE M imbic & AWS SDK

« AWS X5 7 @A T Rust #§ AWS SDK

« £/ AWS & F Rust iR EEH SDK

s EREAITARE EAT Rust B AWS SDK

+ £ Rust AWS Fr & T EGHEEEiR/XE

* 7 Rust AWS AR T EaHfil &t

« EEAT Rust B9 AWS SDK H & a] WLt Zh &8

s EFEREEFFIKLIRT K EAT Rust B AWS SDK
- EEAT Rust i AWS SDK HBEE W EMRERE
« £ Rust AWS X T EGFEE HTTP £5IHEE
« £ Rust A WS AR T EGH B EEEER



https://docs.aws.amazon.com/sdkref/latest/guide/
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ENEPEEE B T Rust B9 AWS SDK RE&E i

WEHMERETUBSRBUAN S KRLE, EHABLERERN , BEFNNATENMENARER.
REHHEBREALUNZENNETE , WA U ER M HEE AWS config XHHIRE. £E config
NMUAUEFSEMTNRE (MAIBREXH ) , MENFTENFRINRRZETRVEE,

RETEBMAE config XFREBEHCIFENL , T AWS SDK MITEZARE , NI B ETER
BRIESNNARRFZRARE —BRITIEE,

ESH (AWS SDK MITESZEiERE) , THIMBIXESEREENARRF , URSMNE SDK RE
MEMRES. EEE SDK IUMNREZEREEXHFRETVFAERE , H5H (AWSSDK MITE
SEEE) PHRESE.

Em AWS BFRHBER , HARGLZBSHENEFFiK, EAUNBRSEFGREEEARE , flW
e, HTTP BEFisREWEE.

BIRSEFRBFE N AWS XEM —NMRTIERHEF. SDK X EEFENRIFRERRKEE
EWNXE , AEAEBNEIEXNERETER, EUAERBPUFELSRNIEEXLEE , BANILTE
TMNMNIRRZ B+ BB .

ZSDKEA—RIMK (HKR ) , ELREXEHI (HKRIF ) , AMEXRIBERENE,

1. ERBHPIRSEFHA S LIRENEAEX REGRLE T HEMEMRE.
2. MEZE
- BRREMRTENHFHAFE , B30 (AWS SDK M ESEERE) FHHETE,

- FEE , BULUEREEREBERN shel BENREZE : RER., AFR , UREBEELRLE
Ko

3. #ZconfigX#FMcredential s

s BRIEEXEXHNIFAER , ESH (AWS SDK I TESEHER) FMHEE config #
credentials X #.

4. RIS 2ER SDK RRBAFREMNEMRINE,

- REEM (P XE ) RERINE, BLFENRD, RREREFJHE config X4 HEEE
XEREME, R SDK EEBMATENEE , APl ERESITRHSRK.

EHNBEER IR 11


https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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& T Rust B AWS SDK FRARER

ERBF A Rust RFEFimHLE AWS SDK

HEREABPLEREN , EETENXRTEAZRNBHNARF. EZNARFFR , BARENLT
BELFX  NAERSEFRNEAEE. WX —BE AWS kS REMAEEFARVEE , ANED
BHRSEFIRKAINEE,

BE@AHER AWS RS , BANZRSZHLE ik, EALARSEFREERHRE , flmE
Bf, HTTP EFimRkEEHEE.

BIMRFEFHBEE—N AWS X M—NEREHE, SDK X EEFENFRFRRIATIE
BHXE  AERAEBNEIENEREITES, EAUNERBHRUREAREEXLE , LA BiLEq]
MR B B IR

(@ Note

REFFIHNEERATRERS K MEABEEERE, I TETXRIX—K , TAE Client &
¥4I 3EHE Clone,

MIRE B E R i
ENEEERRREEMNE iR , M aws-config crate FMIESF I .

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

#£ Amazon Elastic Compute Cloud LiZ1Thf AWS Lambda , & EEAEM AT LAERZMNIFMEFEE
REEFHOBRBEFREITR , AXERXCBEFRIIEEER. IHTUFENRBEEZTHIRES
B, AEUUERMEENRNARFHEIZNRER , AWS X mMEFEHREBE,

BALEXBERERYE. EXEELETMAITHEFBENNEE, UTROINMENBEEE , BE
XEEZ AWS XiF :

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")

REHNEFIREE 12
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.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

(@ Note

HFMEEEEHREAENBEFHREAN, BEATFRALBERN , SERTHEEFRES
HREEIEAXMIZE , Hla0laet iR 25438 1AM Identity Center BLi&E.

BIE R B+ S RO BehaviorVersion: :latest() #EH T ERIAE A SDK ik
A, BehaviorVersion::latest() EAFAZHIER. BXEZER , TSR EFFERITRRA
& F Rust B9 AWS SDK,

EAERBREARTHETRSNRE

BLEETIREERENRSEFHER LEE, HR , KZSHBERLT , ZENAZTEMNMEFME AL
BE , RARTITAMEMED, BEEENXRE EAT Rust W AWS SDK HFEERNER, BEE
£ aws_config::defaults MEEMEE , AEER from 5 EFIZEE N E & ETEE AR
SHERBRD. RE , EALRZRFZEETAE —HWEEEHEA build. &5 , REBELEDEH
B & Bl E F .

// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

ERNBERERSEFARTRANEMEE , —®A5ERER AP X, Hla
aws_sdk_s3::config: :Builder BI3X#Y,

ERERBEX#ITHETRSNIRE 13


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/struct.Builder.html

& T Rust B AWS SDK FRARER
BRENFF imk &

EFAREERERSEFE , MARMNKREFRNKEE , BOLUAERFF K Config £XEELIBEX
LE K WMTHRR:

let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

£/ aws_sdk_s3::Config::builder() SIZRFEHER , F2MREARAEE. REEET
aws_config: :defaults SI2EER F S MHFRIAEE.

BEERMAEERENRSEFHEE TERE, SIHNRAERT W{T4E Amazon S3 &k L H

endpoint_resolver BERZIIX — =,

AWS X5 7 EHTF Rust B AWS SDK

IERLMER TR AWS RS EREREXEEZENRE AWS X, EAIMATHRIETR , FRIEER
BREANARFELENAFTRENNVE, BXNAEAXENESFER , FSHAWS SDKs M
TESZERBAWS XEHH,

/A Important

REHARENTHENXE AWS X , M SDK B , BLFN ZAREHEBHX
o

YRR Rust AWS X3 B9 SDK i EERIABE T BEA T AWS #EK, BEINRE A T RIEE XS EM
SDK R H3%E A,

BxRuaEEHEE AWS configHHMETERERIAXFHRA , FZSFHAWS SDKs M TESE
EEAWS XEF K,

AWS XiF 1=t & 4%

MRATIRRIME RS E P im BB |, FEAULTERERE, SODKKINE - ERENEFATE
FPIREE, AXUZRSEFRNESES  BERMNREFREE k.

BREXNEFIREE 14


https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html

SEAT Rust 8 AWS SDK FERARIER
1. UmEARNREZ KX,
2. RELWE AWS_REGION M EEE,
- MRBIEEFEAZ AWS Lambda RS , NIRRT E R AWS Lambda BER B3R E.
3. BiEHFHE AWS configHFMregionE .

« AWS_CONFIG_FILE SREZXETMAHTENRHRE config XHHMNE, E1FHM 7 FLH AR
FNE ,BESH (TESEEE) configfl (TESEEE) P HZcredential sX#H
AWSSDKs FXXH L E,

* AWS_PROFILE SMEZEBAATEREWEREXHMARRINEENH, ETHEXEETER
BEXHNESER , 5 Mconfigll TESEEMPWHEZAWS SDKs #lcredential sX#,

4. SDK =i H Amazon EC2 £l TBHERS , N HENMZ1TH Amazon EC2 E4|#E Xig,
« EFAT Rust B9 AWS SDK Mt — i %3 IMDSV2,

EFOEERZSEFH—EFANERRER , RE2SBZEH RegionProviderChain , TEFAK
RES -

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

REHmA AWS X5 X5
ERBHENREXE
MREEXNREXE , FEEEEEREA Region: inew(),

KEAXIGIRHERFSE , TRERE, HE config XHEH Amazon EC2 EHI T HIERS .

use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;

#[tokio::main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;

println!("Using Region: {}", config.region().unwrap());

REMA AWS XiF K5 15


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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}

BEVANEMABRNFERFSE AWS X ; FARHNERETRIE.

HENX RegionProviderChain

MREBAFMAHIEIAXE, BECHETELENE , BEAAWS X RHEHE,

use
use
use
use

aws_config::{defaults, BehaviorVersion};
aws_config::meta::region: :RegionProviderChain;
aws_sdk_s3::config: :Region;

std: :env;

#[tokio: :main]
async fn main() {

let region_provider =

RegionProviderChain::first_try(env::var("CUSTOM_REGION").ok().map(Region

.or_default_provider()
.or_else(Region: :new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;

println!("Using Region: {}", config.region().unwrap());

Z BV EL B R

1. B % E CUSTOM_REGION BT EHFERBRE T FH S,
2. MRAAA , BEEZIBRIANXIFIRHREFE,
3. MR EMT , HEM us-east-2"E N HFAERIET,

£ AWS A F Rust ZiFEHEH SDK

NHFTEFERE AWS HAEAMERNFTIERITNELESZ, AWSIZ{THS , SDK 2BERESZSMUER
PRIV ELEE,

tinew))

MRERBWEEZTE AWS IAM Identity Center # R & F 15 R1EE , M SDK 5 IAM Identity
Center BEERZAT @ AWS BRSE & HiE RN IGEHEIL,

FIERHEER
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MRKRRINVEEIEIGAIES , SDK FEAEMNHIT AWS RS A, mREIERBRZANMNES
EE AR,

B ORIE AWS AIUEENRIBEZIMEE, SDK BT ZIERHEFEENRN. EAFRH S
HHBIEH

BXME AWS BHRRIEATHIESET , ESHHTESZEE TN S HRITAWS SDKs FiHH
R

TR R Fr 8k

MREEMBEEFRIDIBEAEERIERHAERF , BMLAER T Rust B9 SDK 2EAFKILRHEFiE
REE—RFIATURERTENNVE, SDK ZEHP—MEKRFFILER , BRRREKFL. BXEEES
wmAEAEE  FSHAEREPN Rust [RSE T IRELE AWS SDKo

BT RERERBHEERERHEERF. SOK EAKIEREEFERCNELEREPRENSHR
iE , AFZHORIERT AWS RSEA.

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

AN ok Y2

FIIRHEFEFERAUTME NN FHIEREIL :

1. B HRANRETE
SDK =i M AWS_ACCESS_KEY_ID %1 AWS_SECRET_ACCESS_KEY A% AWS_SESSION_TOKEN
IETEMEEU,

2. =M AWS configflcredentials X #

SDK ZiXMHEZE AWS configficredentialsX#HH Y [default] & X4 MEFEIE,

A LAfE A AWS_PROFILE HEF ERIEFEALL SDK MBEWGEEREXH , MA2ER
[default]. configficredentialsM#H &M AWS SDKs TERE, BEXXEXHHNESZE
B, #HSfconfigMl TESEIEmHPWHEZAWS SDKs Hcredential s34, BxTEEE X4
PIEENFECRUEBNESEER , HSHAWS SDKs Fl T ER AL EIERHERS,

3. AWS STS WM& &5 1%

EIFR MR T 17
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EAT Rust 9 AWS SDK FRARIERE
EOBREERRNBINAREFIETEF RN Web B ARFR AWS , AWS Security Token
Service (AWS STS) BN N HHRMHAE (IdP) #1T 5 MBI RS A PR E —4A et Z <1
Fo
o HEEREXHFIEELTAT , SDK TESZHFEH AWS STS

AssumeRoleWithWebIdentity APl FiER RIGEHEH, BXUGENFMER , ESHE AWS
Security Token Service APl & AssumeRoleWithWebldentity F #
- BXEELRERFNES , BZH (NI ESE1E/M) AWS SDKs iy “fEHME 5 0 # 178k
4" 5 OpenlD Connect,
- BxItRMEN SOK MERHNFHARE , B2H (TESEEM) AWS SDKs Ml (KTESZE
Em) PHRAAEEREHRER,
4. Amazon ECS #1 Amazon EKS &e5EiE

& #) Amazon Elastic Container Service £55 1 Kubernetes RS MK~ AIAEBE S H KB IAM &
&, £ IAM BEFRFHINBRHESHZITHNARIEESE (Pod ) AHNASRAE, KABGATE
AT Rust 89 SDK NARFRE (ERsSL ) FREM AWS RS,

SDK =i M AWS_CONTAINER_CREDENTIALS_RELATIVE_URI =
AWS_CONTAINER_CREDENTIALS_FULL_URI AETZTERREIL , XLETE R LLH Amazon ECS
F1 Amazon EKS B E.

« BHXH Amazon ECSiRBLLABNIFHMEER , F3H (Amazon Elastic Container Service 7F &
ARERE) B8 Amazon ECS £ IAM A&,

« 5% Amazon EKS HiEREB{EE. , 55 % (Amazon EKS AF ™) T HiEE Amazon EKS & &8
HEHRE,

- AXRILEHEN SOK BEERMENFMAEE , HS5H (TESZEERE) AWSSDKs Ml (TESZE
) PHRRZUEREER

5. Amazon EC2 &4l T HIERS

B2 IAM A FRFEMINRRAEA, K LEAT Rust By SDK AEF 2= HMEH TR+
KREABRHNEIL.

 EAT Rust WEAITR TEIMNZEFIMDSV2,

s BEXRENACNERTHENFMAEE , 558 (Amazon EC2 FAF#ER) #H Amazon EC2
B 1AM £ €& 48 F L5 T EE.

- BXRUILREMHEN SDK BEEBMMNFAEE , F5H (TESEHEE) AWSSDKs Ml (TES
ZEmM) P IMDS FiFRRHER,

R R T 18


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html

& T Rust B AWS SDK FRARER

6. TRULEHAARBEATEIE , WIERLE panics & HBEEIR,

BAX AWS EREHEFEERENFAES , TS50 (TESEER) N RE SZFWIRENLE
ERMHERF. AWS SDKs

ERFIEREERF

EBAI LB E SDK RifE AR ERIRHER , M RMBE IR MHEFEERON B W & B RIE S %,
M aws_config: :defaults MFEMEBEERN , BB EEBENFIERERERF , WTFAIR :

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

B LU SEH ProvideCredentials BRI HEE SN EIIRHER,
BHEF
SDK HEFEZIEMEME MR | 4l SSO vk, RIAMBERT , SDK FABHEESSI : FEXIE

RETMEEEHETF , YEEFIHN , RETRXERNZHREH. ME—1 SdkConfig tIENE
Pl =ZE—/ IdentityCache,

EHRFEATHRA ZEAT Rust B9 AWS SDK

FEAT Rust ¥ AWS SDK FF R A A BIEH B IZIES REFTEFRMHNE KB TN

TH. NTHYERAEAT Rust B SDK WA R ARRETHTH , BERrnREFTETE
BehaviorVersion, BehaviorVersion i§EME N EBIAER SDK fRA, XE1S SDK Al SARHT A
B, ITRESRACEFIVEHZFHIE , MAaXNNARFNITAFEERTENTREMm,

/A Warning
MREZAEE SDK HBEF I , BARBEWEIEE BehaviorVersion , NA&ERKES
panice

Flan | Rig &M T HARAH SDK , HRATHHWERINE AR, MRENWNARFERS LT RAH
SDK EEL#Y BehaviorVersion , MY ERZERREM A=W RIAEE.,
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html

& T Rust B AWS SDK FRARER

IR EWERT Rust B9 SDK BIFT1T A MAR | Z8I# BehaviorVersion & #ric HERT
Rust B SDK deprecated Bt , F ELFMFIRA, XL2SBERBNENES , BRIEZH , B
BERLBEMRIT, BehaviorVersion: :latest() thAFEH , LB RERAMNERIAITH

® Note
MRENKB AR TIREEENIT RS MR ERBRERA
BehaviorVersion::latest() , &% Cargo.toml X4 HFEMAIhEEFRE behavior-
version-latest, MRBEREXNERBBHVRIEH A T HE Rust SDK T AR , AT
Z[Ef¥ BehaviorVersion BEEE 4 ENEERA,

£ Cargo.toml A% EITHRA

BRI LABE 7 Cargo. toml AR THEENRE , 71 SDK MBEMER (a0 aws-sdk-s3 5
aws-sdk-iam ) #EEITHMA, BHEI , Cargo.toml X latest MRAHY SDK,

[dependencies]
aws-config = { version
aws-sdk-s3

["behavior-version-latest"] }
["behavior-version-latest"] }

"1", features
"1", features

{ version

ERBPIRETHRE
EANBLERE SDK RESRITEETNRE , REBEEURBHTHRE :

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

LERPIGIRT —ERE , ZEEFEATRRERAEE SDK , 18X BehaviorVersion REN
v2023_11_09().

£ Rust A WS FRX TESffiiEEif K

EAT Rust B9 AWS SDK ARRSEREBETERIANERXTAINTEENWEEIET., AR AWS RS
BREEEEARE. NRERFH , REXHWER (HUNTRBNEEIR ) TTEESR I,

ERTHIUERRE AWS configHHANHEZEHNREHITLREE. BXRUFENER , F
2 (TESEEmM) AWS SDKs Ml (TESEER) FWERTH, CEBERXREHXKEESRILLL
RAMAEFE —MEREM AR S — M RENFAEE

£ Cargo.toml Hi§EITHIRA 20


https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
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HE , B UERBHPEEXLIED , WA T2 FIRo
HKINEHEE
BINRESEFHHRIAEABEE RetryConfig EHRMHA standard ERREEE. RRIABRT ,

—MIARERZR (RZHAMEFRRER ) . i, N TBRERXNR , SXEHBHEILR -
PNERETE, WAEERTASHRERARS , ENETEATHERR , flNsEHERS.

RARFLERXBEWERBWANNRTERN. SDKsAERFRRHMT :
- EETERS

HﬁjaﬁﬁTjum
- BERMERSEIR , FI0 HTTP 5XX Mgk

UTROITE T EiEE

« SWERARHTH

- SHRIE/RLHER

- BEHRRE

ZANBIREFAZHRE. EEMNEBEERBEN standard B KK,
ZHIRER

BRI LABE [ aws_config: :defaults RMEIE KGR RetryConfig REENRBHRHRAZEHRX
s

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;
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ZER A E IR

NRFEER , MUNEARBKERT T - REHZ0FF—REE, F-RXERNIERRERE ,
BREERNIERNAS2EHRE K. KRREENERE LR , BEEEREE K,

RESFEIBHINATHRERHZEANER, B TREATESREANRHAEERNIIE,
BREHODENPDNERANR , HSH AWS REEEPHNELERNE S,

A L@ A aws_config: :defaults RMEMEBEM RetryConfig KBAENRBHANIERIRE.
DTRBFEREERBANEF - XREHAZERKZER 100 EW , H BEMEIXE R Z 6 HF K6 E
fBh 58,

let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

HENERER
#e5 standard BREREMWERSE , adaptive BREREME —HELS %, SET IR
B SRR SR AT RER D T R

(® Note

BENERRE-MERAERER. BETEWEALKRKE. 5K (TESEERM) AWS
SDKs Ml K TESEER) FHEATH.

BENEREZMEERNAMAENE. ERNT —NEFmERRER  ATEHEETREREFETRE
ROEER, CRKRHAZTHREBUARFELZEHFUAAR , BRBRAT2ETRERNT.

ZERLBEFAMBNRSRANREE AL ERE |, FURMENEENREDRERR, EXER
M2 A EEREZRT , BERRHEF[ARILERNHEZRR.

BT LB RIS REM RetryConfig RERKRIB P adaptive B KR

HER M[ER 22


https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html#standardvsadaptive
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;

£ Rust AWS Fx T E G &EHEe

EAT Rust B9 AWS SDK 2 TS AT EE AWS RS BERBIEIAMEEHRIERNIEE, YMEHE
A ENERAMER | XERE AT AR AEFURERSIEZT,.

AP HEaY

AFEEARSBBERZHERBRKAARNTE AR T EEEN |, FELRENMRERN , XHENA
TP BESRHE AR R BALHI H AR ERDTIZIT. SDK I BFHEHAMBER, HENZHAMENE
REBIR BB R — T REFBECE.

EBAT Rust 89 SDK 2 7T A ERBE Y EZNRINER . SDK ZRE I EBUER =S EANE R\ AL
REFMAMIARAKEFIE, ATEIEBATA

W AN B 5 A

EEEE R 31 % BFEENFFE M IEEN&KEE,

RAFERY 7z BEWRBEA T Rust B9 SDK WIERN 2 BIES
FRRKEHE , SFAEER,

B Y 7z FRFFXHTTP ZHHNHKAE , BYZAKZ
JRRIELER APl A

SRENE A 7 B ¥R &2 2R EUE R K 58 — AN F 1 R R AT
=T

LT RBERT A B ESGEREEE Amazon S3 & iRkIEE.

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(
TimeoutConfig: :builder()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))

B 23
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.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

xRS IREN —REAN , TUNMAERSHAMERN BN EREEERS, SETLFE
N HTTP B RIRE N EREE REFRIE R

BRTEBRSEF R EAFFABRFREXEBMEZIN , BEATUNENEREEREEXLBAE,

/A Important

NFEEAT Rust B9 SDK REEANEEANREE  RENZHRENTER. HlW, £AX
BI@R; ByteStream B & MW EBIET ZREBN M,

ERRRE

AT Rust 8 SDK 2 7 5 — SR NEFRAXVERLE, FHFREEEEIRENTRBESE
MAEREAHBEN LERTER. XEPTHIENARFERBELEM KT ERNERRE,

FRRART QIR ZE R o A BT o2 2 e B AT IR B 4R 1R

RINBERT , BAT Rust 8 SDK I L&A M TH B RAEFHNERBRY , HE 20 ¥ byte/sec #Y 7T R Hf
REHRED 1 NED,

UTROIBRBRTEALERFHBLEIRRPELN 10 WHBEEL
StalledStreamProtectionConfig:

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(
StalledStreamProtectionConfig: :enabled()
.upload_enabled(false)
.grace_period(Duration::from_secs(10))
.build()

Eim R 24
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/A Warning
FRARFR- I EREELET, BEWRENABRFNMEERESHXLEELSH—LHM
(R R B = B X 2 ME .

LT REEBRT MAEEZRAEFREF

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig: :disabled())
.load()
.await;

EEA T Rust B AWS SDK = it & 8] Y| 14 Th gk

A RS AT ARIER SR HHBE T H AL aPRSNEE. RENBEBRERNEN,

FJ
o E5EAT Rust i AWS SDK FEEMFEHA BEIZH

EEAT Rust B9 AWS SDK B ERFEA B HiER

ERATF Rust B9 AWS SDK EARIFERITATIZRK. ERABEKIER , 75 tracing-
subscriber crate #7f Rust MARBFAHANE# TR, BEZENRE. AERIIFMEREE |
BHBTiRR API &R SDK 70, fH RUST_LOG FRET B4 BEMNFARE , X EMIRERTE
i,

mfAEE AT Rust B9 AWS SDK R/ A B&EiER

1. KU HBZWHSRRAET |, § tracing-subscriber crate ¥ 0 K #iIN :

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

X &% crate H10E| Cargo.toml X#4H [dependencies] o,

AV 25


http://tracing.rs/
https://crates.io/crates/tracing-subscriber
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FRARER

2. YBRITHEAR. BE , XREBAAMEMEAT Rust By SDK BREZBITE main BHBHPRETK
8
use aws_config: :BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;
#[tokio: :main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.
let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()
.await?;
0k(())
}

3. A RUST_LOG HEZEFHAAZXIERK. ERAAFEXEENETR , BEGSRRGPE
RUST_LOG AEZEREBENEICEHNER . AT ROMFHEEFIERIZRENRN debug K7l
Linux/macOS

$ RUST_LOG=debug
Windows
MREFERAR VSCode , LK imE OBEEIAN PowerShell, RiFERFEHANRRER,
C:\> set RUST_LOG=debug
PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4. BITRERF:
AFiEx 26



EAT Rust By AWS SDK FEARIER

$ cargo run

BN ZEEHENAIRE DR EIE M.

BXREZER , E2M tracing-subscriber XK FEARET EIFEEH,

fig ik B AR
BRE-—THHSREARSTRERE , RIMERT , Hit AXESITORRAER .

MESFEANRRIABEHEEX (REERHT 2N TR ) | NEBEALEHEPEINEERUTIA
THE :

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)

2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity

2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:
01} }

2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BN REWMIELUTE

BE&B e EE
B BATELH, X2—1E1F , f/a INFO, DEBUG = TRACE.
SR BEERENBREEES , AES ()9 R. XARBEHE HESKEBHXR,
DEEKBESLZE M Rust EREERE,

ERiz-5
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https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
https://docs.rs/tracing/latest/tracing/span/index.html
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BREREIRAVAR R AR A ANS|I B X EITE R, MANEREHT , FloAXER LT
EIJO

(® Note

REBEEPE RN sdk_invocation_id 2H SDK EEFim4E R ME— ID , AT #BIx
BRATHE, ©E57F AWS RS M HHBIER ID Tx.

W B F1E R 7

N RIEAE AT IR E IR crate ( BIHN tracing_subscriber ) , MIATLURERIR S B E M F T2
E.

BE A ZNMERITEHEER BEIEREF . U TRBRREMERN BEIERRFNREN T trace :

$ RUST_LOG=trace cargo run

BA RSB EERTBERERS AEICFEK. BEUTRAIF , REXRA aws_smithy_runtime B AE
Fa# A trace &5l

$ RUST_LOG=aws_smithy_runtime=trace

BULRESTREMER , NTIAECIEEFTRNBERS. LT RGN aws_config BERIZE RN
trace RFNBFEIEFE , FF aws_smithy_runtime EHRIEE SN debug K FI HEIEH,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

TRIET AR THEBTHSH —LEER

Prefix R
aws_smithy_runtime SR 0E R4k B% B &1
aws_config AN YIS

aws_sigvé BERZEZHNATER

BEIEH 28
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EREFECASHEFIEMERR , — A ERELCEKABENE , AREATHHTEKE crate &
MR ENGES. Rla , B AN EIRERNEEEFBREITERF.

EHRBREFEFmAKRET S EHAT Rust B AWS SDK

XM EHAT Rust B9 AWS SDK A H a Bt AWS RS , HE—SFS 2 —mEREMEREHIMTL, HERE
R i SERAT

HEIZRSEF S iRE , BN SDK B Eim [T, ImREMNMINEEEERRAZ , BEAEHT
ZHRAFEBRRNEE, MNROIRERM TR

« EBRSFHITNRITHRANSARSS B9 A b ED B & i Ko

« 3R R 1E SDK AR A4 E RS T AE.

/A Warning

IRRBEME— BN SDK T&, MRLEELMIANRE , WAL BRAMB, RINRENAT
EFRRRNARSHAS.

AUERREEENLRTR , LMEECNATAERSER , AN BENL R T QIRE B E XL LR

AUAEAHLE AWS configXHHFMHREEHRERBEBENRRETR. AXEFENER , &
2 (TESEER) AWS SDKs Ml (TESEER) PHRFSEERRK. AXABHZEconfigH
REMRREBITEIR AWS BB , BSRRS S ER LB RAN,

R, CETNERBHFEBILEE AT , W5 T2 R
BENEE
BT U R R R AT A PR 7 AR B LRSS B P A0 SR ARAT

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)



https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/ss-endpoints-table.html
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BALREXFHINEN. B2, KSHERT , ERAEE - XTEAEMABER , endpoint_url
BEREEEN.

®E s URL

BALUA endpoint_url RE—MERRTRSWERENNE, R, KHEFTRRLE , BAER
NS BERLE P Iw ResolveEndpoint SKHIRY, A5 , ResolveEndpoint KRR EZE |, H
ARSI Z BB ER LR R

IE U SR AT RS

fRE & P i%H ResolveEndpoint SEBRE T SDK A FEMAEBE RN ELBET KRR, BREFF i
HNEMERIAA resolve_endpoint Fi& , HEABEMEFIRER EndpointFuture B , MAME
AE X,

T RBEERT {5 Amazon S3 BEFiniRMt B E Vs ST SI , ZXMBRETEHIME ( H
MEEFENE> ) B TENRR

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint::builder().url(format!
("{stage}.myservice.com")).build()))
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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@ Note

RN LAR ALY B ResolveEndpoint HMRSMNREZHFEN , A REERSE

F‘ BETHTEE, 5—HH , JUEAREEE (NATAFRENFERS ) E T4
EARSSEER SR URL,

ResolveEndpoint 2

resolve_endpoint FEEZIERABTPEANBEMENRSHES .

BIMRSHEEUTEREM
Name Type L
region FRIR EFH AWS XiF
endpoint FRE endpointUrl MEENFHRERTER
use_fips WmIRE EEEEFIHEEDRSAT FIPS iR
use_dual_stack wRE REEEFFHEETEA TR

AWS fRSS AT EMMTATEN EtE M. Bl , Amazon S3 iSRS HBEEEBEMNILMNEET
Amazon S3 HIIhAEIRIE. BN , force_path_style BHRERB WUAFERAEMEN F it

MREXEECHREHRERF , ULTFEHNRECHRKISHES. SDK FEMEREHREEFFEAEE

LK 18M resolve_endpoint £,
FHEH endpoint_url 56/ endpoint_resolver H{THHER

EIENR , UTHHERE (—A endpoint_url , 3 —F#{EH endpoint_resolver ) &4
E’\J%F‘ m AL i R EEATIT N EHTHEE,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {

BENEE X


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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EndpointFuture: :ready(Ok(Endpoint::buildexr().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver
aws_sdk_s3::config: :Builder: :from(&config)

.endpoint_resolver(CustomResolver: :default())
.build();

®E endpoint_url WEFIRQIEEEIES (BN ) BHEFMER URL , iZ URL ATEMER IR S
WH — o #H1TIE N,

®E endpoint_resolver WEFIKIEE Amazon S3 B FEAK &L URL,
R

BENmRBEATUR. TRAETENRFRERA , M ARABRHIAiIEENEURS
q”ﬁﬁ*?ﬁilkﬂzi

« DynamoDB local — Amazon DynamoDB BR%S B9 2 3 AR 2K .
« LocalStack— AT EHN B R PIZITH RS ELLER.

AR RABIRER T 38 5E B E Lim KA E X AN IE T AR AR [E 5 5%
BEEZERBHFERA DynamoDB local

MBIV AOR | S EZEREFIRE endpoint_url RBEEARFS |, EEGB A
DynamoDB k%88, ERBH :

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()

i 32


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
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// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;
let dynamodb_local_config =
aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

FTEWN R ATE LK E GitHub,
LocalStack f£ iz config3

BRI LAEHRE AWS configHFHREHETRZIHAET . UTHENEESXHE
endpoint_url iRBNEZEFM O 4566 LM localhost, BX LocalStack BN EZEE. |, &
il LocalStack X R4 Mt £ LocalStack iEid % & URL #1TiH 8],

W

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

HIREMA localstack BEX AT , SDK fFHREHAE config XMHFMERHFHENAFER SDK
BEFm, FAXMAEE  ENABEFEIENIHLINEMAEIA , MTAR :

// set the environment variable “AWS_PROFILE=localstack’™ when running

// the application to source ‘endpoint_url’ and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

FTEEM R E L& EF GitHub,

EEAT Rust B AWS SDK REBEZE Fimiy 2 ME/ER &

SRS E M nfE , RENEATTEAFNATHRREEERF, SRAUNTEEREE , B NIRE
FEXHH#TES.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
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FRARER

BNMNREERBEHE - A FIE CustomizableOperation Y customize 5% , LAEEALL

EEUNARENENEIR, REEFREBEFSRETE,

LUTFRBIBRT 22 Amazon S3 BEFHNERE , ZBEFHARARMRE , EPE-NMRERBEUX
EFS— AWS Xigd, Amazon S3 BWATEXN RIAAEMER us-east-1 X3 , BRIE API HAHER

BELFEREREN us-west-2,

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;

® Note

FRRBIET TR Amazon S3 , ERBIEXNFIERESNE — BN, FERERRERE
CustomizeableOperation FHEAEHME %,

BREM customize NEMRERNEBHRN TG , BTERNA TEBEERENES:S,

BERERE
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£ Rust AWS AX T EEGHEE HTTP RAHIRE

EAT Rust B9 AWS SDK 2t T R& HTTP et , HIBERBHIEMN AWS RS FEFRwER,

BINBERT , BAT Rust 8% SDK EHE T hyper, rustls M aws-1lc-rs B HTTPS & i, Lt
BEPHNZERTASHBERARS , MEFHMEE.,

* hyper=Z Rust WKL B HTTP EE , AIE—E A EAT Rust B AWS SDK XA API fRS5.
« rustls — 1A Rust REMIR TLS FE , CEANZRREEFEMR T NBIET,

« aws-lc R—NMNEAMEE , @8 TLS MBLNARFMENE X,

« aws-lc-rs & Rust #AT aws-1c ENHRASESR.

MREAEEZREM TLS SINFRMEERF |, aws-smithy-http-client 2 7T —LHMETMEE,
NFEERNERARG , RNSMEET HTTP BRI BIR R AR FUHEZEZ R,

EREN TLS REHER
aws-smithy-http-client crate £ 7 — &£ & TLS RHERF,
RUNTRERER
rustls 5 aws-1c
BT rustls M TLS REERF , A aws-1c-1rs #HITIE,

XE2EAT Rust B9 SDK HIERIA HTTP 1T, MREAEFEH T |, N EEERB P HITIEAEH A
B’1E,

s2n-tls

HEF s2n-tls B9 TLS RIEHERF,

rustls 5 aws-1lc-fips

HTF rustls W TLS REHREF , FEARKFS FIPS #rEM aws-1c-rs RAFHITINE
rustls 5 ring

BT rustls W TLS RMHERF , A ring #HITME,

HTTP 35


https://docs.rs/hyper/latest/hyper/
https://github.com/rustls/rustls
https://github.com/aws/aws-lc
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/aws/s2n-tls
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/briansmith/ring
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FRF M

£ aws-1c-rs 5 s2n-tls EE C 41¥8% (Clang 5 GCC ) KB, WTFHELEFE A , WEWRER
% E CMake, EEAFEA LFEA “fips” THEEH THEHEE CMake REFH. BXEZELR , S
593&E A F Rust B9 AWS Liberypto ( aws-1c-rs ) FEEFEMMEB A,

MAERSNR TLS RIEERF

aws-smithy-http-client crate 2t 7 Hth TLS £, EiLEM AWS kS FERinfFERAEM TLS
RRER , BFEH aws_config crate FEIMEEEEE http_client, HTTP HFmBEA T AWS AR
%, tATEIIREARER.

LR ROGUER T AAGER s2n-tls TLS RIEEF. ER , RN S EER THARHER.

BB RGICIE | BT T a5 5 E 7RI

cargo add aws-smithy-http-client -F s2n-tls

AR

use aws_smithy_http_client::{tls, Builder};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client::new(&sdk_config);

HEEREN TLS RHtER 36


https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md
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B A FIPS X

aws-smithy-http-client crate {2t TS A E FIPS FR/EN MBI IET., EiLR
W AWS IR BEFERRE FIPS fRHENRMR |, Bhttp_clientFEABFHPHIMEFE
¥eo aws_configHTTP &R uwBE AWS RS A TiEHiEME A TEIEREER.

(® Note
FIPS X #ES A MRS R NEAKBT. B2 aws-1c crate AT,

BRFAGNRB , EETU TS @Y A R INEKBI

cargo add aws-smithy-http-client -F rustls-aws-lc-fips

LT REKBAFEA FIPS X#F

// file: main.rs

use aws_smithy http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder,

};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

BH FIPS Xi#F 37


https://github.com/aws/aws-lc/blob/main/BUILDING.md

EATF Rust 8 AWS SDK FEARIER
REZRBEFZHARKR

Rl TLS BB FETHEH aws-1c-1s B rustls , X X25519MLKEM768 FE FR4ARIME
Eo EfF X25519MLKEM768 AL ERZENEZE , BFEEN rustls BFRIARME crate R HIS
F prefer-post-quantum JiEEsRE, BN , ETH , EFEESRER. EXEZER , BES
Frustls3id,

® Note
BORHE ARSRARAS R B RRIAE T o

B = DNS a5
B FHEE HTTP #7168 , THEREBRIA DNS B 25,

ERIFROINRD , BEITUA TSRS E FINERBI :

cargo add aws-smithy-http-client -F rustls-aws-1lc
cargo add aws-smithy-runtime-api -F client

BT RHITEE S DNS S#ATas -

use aws_smithy http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder
};
use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};
use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)
#[derive(Debug, Clone)]
struct StaticResolver;

impl ResolveDns for StaticResolver {
fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr::V4(Ipv4Addr: :new(127, 0, 0, 1))]1))
}

#[tokio: :main]

LEERFETFERRR 38


https://docs.rs/rustls/0.23.23/rustls/manual/_05_defaults/index.html#about-the-post-quantum-secure-key-exchange-x25519mlkem768
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async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

X
(® Note
BHIAMERT , WL Linux 2023 (AL2023) T2 ERERSG LR HIEF DNS,
BEMAR CA L

RIMBERT , TLS BHEFSNBAEFANRSEFREERIES, EEENRITHUMEBEX CA #
e B LAMERB O/ TrustStore FE TlsContexts

ERFROIRE , BETU TS EIE RN
cargo add aws-smithy-http-client -F rustls-aws-lc
TR RBIEEERT rustls M aws-1c , BEATEMAZIIEFN TLS #HERF !

use aws_smithy http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder

};

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();
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// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext: :builder()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

£ Rust AWS F A T EaGffii BEEEE

BELAEREZESEN A AP BRI N ARITERE, RESIE—MHFARNG , i H+ , SDK
A A B REEMNRBITRIEA request/response £ AR, X , BEAMEHEEHRITHER, B@id
BRLE, EEHRSE,

DLTRRAIERT —MIRWEER  ZEESSERAZTERBA IO FIE £ BB RN —NFIIIR
sk

use std::borrow: :Cow;

use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
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use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;

use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

EXESEEATANEASHT  BEEENT,

EEEEM

MERSEF RN BB ERFNEEN , JLUEMERR. IMAX2BHTE , EABRTEFE

EESRNATELRNABRE , ERRNATRERE,

EEREM
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EMT Rust B AWS SDK FEAGIERE
ATEEBRSEZEFIm LMERIENESESS
ENBNEFmIMEESR , BFEA Builder B FMNEERS

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// All service operations invoked using 's3' will have the header added.

let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

RATEBSERENESRSS

ERXANENREIMEEEE , BFEA customize FEREF. BuLFERALAZEEMNRERFBEER
ZEFHRERE, BEXTEENNRIENESEER |, HSREERAT Rust B9 AWS SDK HEBEEEF iniY
BANRERE,

// Only the list_buckets operation will have the header added.
s3.1list_buckets()
.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
.send()
.await?;
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FERAERTF Rust B9 AWS SDK

THNER T Rust B AWS SDK 5 AWS RS EAFEANEN S EZMEES %,
F&:

- FAERT Rust B AWS SDK & i AWS IR ER
- FAEAT Rust B9 AWS SDK M EfE3RER

- P ARM EAT Rust B AWS SDK

« 1E5EM T Rust B AWS SDK H 8% Lambda B3k

- FAERT Rust B9 AWS SDK BIE#Z & URL

o 43 Rust AWS AR T EBHFHEIR

« 1£5EH T Rust B9 AWS SDK wh{F 20 T4

« EEM T Rust B9 AWS SDK N AR08 7oilis
« 1E5EH T Rust B9 AWS SDK S Z1588

fEFAE M T Rust B AWS SDK & i} AWS BR%iER

BELUREARIARE AWS RS , EAT Rust B9 AWS SDK &8N AWS RS EH —NE P ims 4,
Hlan | IREH RN AREFEZELR Amazon EC2 |, NN ARKFSBIE — Amazon EC2 BF imss
MEREZBRERE, RE , B MEARSEFKDZ AWS ;RS & HiEK.

T AWS RS L EER | EAALBARERS EL %, WTEHRBERNEN AWS BS |, ©
HBEECH crate WATEZXENEARE, BLBNRSATHEN APHBREAT -1 %,

EAEEAT Rust B AWS SDK 5 AWS BBSXRE , Bl —MIETHRSHE,E , FAE AP A
EMFTNEREENBEE , HiBA send() BITER,

Client AIRESLFWEN AP REATF—FHE, XEHEMIREEE R “fluent builder’ , BiZ & K
BERNEHEBAABERNZ API ANFEHN®E A, BARSHVSEZER , A send() B3R Future , ©

TR = SdkError. B% SdkError WEZEER |, 51 43 Rust AWS FF A T E A&
AR

LT REIBRTEH Amazon S3 £ us-west-2 AWS XiEtlZ1FE @ ERIRE

let config = aws_config::defaults(BehaviorVersion::latest())
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https://doc.rust-lang.org/nightly/core/future/trait.Future.html
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.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration::builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BNRS crate BBEHMAT APl B ARER | Bl

« types BREFLENEHIHARRBEHESENEHLEER,

« primitives BREBE M EHNREKKRREIE , Hlan B HAet RIS =3 & blob,

BXRIRS crate & crate ALAMNEFMES , S H API ZZ X, N , Amazon Simple Storage

Service B aws-sdk-s3 crate EHEZ M ER, EHRHEAR

* aws_sdk_s3::types

* aws_sdk_s3::primitives

#FAEMT Rust B9 AWS SDK MR {ELiE

LT REAEMRT Rust B9 AWS SDK & {E3R#%,

RAgEEEFEH SDK B in

RIE SDK BEFmMMELSN , IEMEFRARSSEENEFRREF B2 HTTP Eit, 5HE

7E, BRINBUHAZEFHRREDHE SdkConfig , ABRIBR DR BRIFFTHROFTH. FIE SDK
P in#fF Clone SRIN BN R F 5 HITBER.
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https://awslabs.github.io/aws-sdk-rust/
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/#modules
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/types/index.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/primitives/index.html
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Bti& API &ad

SDK A FE LA ( HlAEEENMEZEFEN ) #BHRINME , BT 7 AP BRABERZED APl E
AZHRERAE, AENIZHMBNMEREREBN R —HREFVME SEETRSBHFERZEAR
B KA (B F BB ST A Y I At R R B ER = E AT R 45 (RLBLAY |, X R R ARRY B R AR R AR 75 AARIE 2K
Mo

BXREERFENNESER , SR E Rust AWS AR TEBHEERE,

hRyH &M EH T Rust B AWS SDK
EAT Rust B AWS SDK T2t H 5124l , ERAFERZSEETUXRI BN H X324,
KRB

BEZEBHXRNRERBZEE , FEREBEEAKVARTEANRE , BRECSLER TRLA. EAX
EREY, RIRELATRE

- 5 BNEFFETEERREREITETRNELE THERET,

« FITE : — M E-DHRITESMES

- FTUHE  EEBHNRRANITSZSMES.

o AR HENUERIRFTERSMESHEED.

- ZEFLE  HENERESTSMESHEN.

o BARERM  BRFNTHRETS B3 EIRABESAEN R EmAEZL.

- F/ RTAAERRMAERN TR, WIS MESBERR TR —NHRE , ZEFREIL
T2 ARE.

o BEH  —RMTENBESHENRS. 2AAREZXMHER , BERRN A MESEEZREX HH
BR, BES-—MSHNHERTAZE , IMESHFI2BRRECHAR. USRS BEFIBDHET
2RBMWRL,

—ME R R

BIMNNE—AIREAR—DNNFERF. EEHEHTOF  RIMEEAHREAREXLRE, EEHHNRGE
SEAMER build_client_and_list_objects_to_download() FEHE main() F#HTE
W, BT TS RA MU B B ARHIN -

* cargo add aws-sdk-s3
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* cargo add aws-config tokio --features tokio/full

LA RBI4ES B T8 Amazon Simple Storage Service 1748 8 AT 344 -

1. BERSIERAEX . BRARFEIIRSP,
2. BAFIR , MR TEEN X

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in
// examples following this one, in order to save space.
async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)

—ME B RAI
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.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("reading body
succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

}

(@ Note
EXERH , HNFRLEER , FRABRMNMBRTHFERTIERATEREFEEN
XRe it , RNFLNBUAIEZRER R,

HTRACTENNEY , BIOTTUEEXNMEFURSHR, BITREREARAPXEM , B8
5%, ERMNBZI LB

FRAER A A &4

Rust PNEMEBME I EE., JAMEEELTEN , ERANMAEERENER. AMAEETNUE
RIS ERREMENTAESIA , HERE—ITEEIM, Rust mEFRATBEREMFMEIANE
BT 2BEIEMRBE,

AZMESTFEUAAZRARGRE-MRRN , FERTHANANM R, BFIRFTES , 8MES
WU TZZXGRARNBREMA2RESA , BACMNRIAEF - ME—MEETT, B2, EHTI
B #S5AUZRERIFRINZET. Hit , RONAAMESH TERGRFF[IEASN AL HRT
RN (REERERXHBERNEDLSHEHR ) -

Rust FREFERME TS TERBHRINRARX —BIR. AAREETENESEER , B2 W (Rust fHig
ES) —PHRNEESAEMLUR T H#AEN.

EZRE !

UTRASHR IR BMEZ  CNREREEAERIG 7 RRET 2B RAE AN AL EY
TE,

Y I ACESE
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https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch04-00-understanding-ownership.html
https://doc.rust-lang.org/std/sync/index.html
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« Arc: —NRFEIAIT RIS . SBEHEE Arc Pt , AINERARE , MAXB O ARENRE
EREMBRZE. MXMEL LY BENFAENRESHE". Arc PHETRETEN , EEE
AR AT LM,

- BE  BRENMSERESESNFIERFINENR , ARBHRE—BINIT,
- ZHEE  —IERAEE  XFESFEEHRENERLRE.

« BFH  —FWN@EERIE , TR XS —MNEEEBHRELREE, —-BmE , TEF
Mutex BIERBHHEAN .await R L,

Tokio FEZXN R :

B AWS SDKs EfEHasyncieTHEX , ERIMNEBNERFERR FEAtokioAF IR,
- BRI SFROEER Mutex R, ERAES. SHRE Mutex FE , INATUBERBHHIEAN

. awalt /\\\J:O

- EEE  —TMRATEHZSMESHAARENLRNEE,

]]I||I

EERMNRAUREENR (RLEH R )

EUTERENREF , BIER futures_util: :future::join_all HEKIEITAT
BHget_objectiFHR, BT T HRAINLLE B FEKBIN,

* cargo add futures-util

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await
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https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/reference/interior-mutability.html
https://doc.rust-lang.org/std/sync/struct.Barrier.html
https://doc.rust-lang.org/std/sync/struct.Condvar.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/index.html
https://docs.rs/tokio/latest/tokio/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/struct.Semaphore.html
https://docs.rs/futures-util/latest/futures_util/future/fn.join_all.html
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.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");

1)

futures_util::future::join_all(get_object_futures).await;

XEMARFZRZNEMESE , BE A - R ATRATHAI N EE

1. BIENEFAEBERRA. MRBIZEEBHNNTFREMNFIEget_objectiBEBRBA , AR
118 F “out-of-memory” Z EL 8 iR

2. BAER RIEFMESTA Futureo RBEMNAB—IXTH I ZRHZA , Amazon S3 2R #iEK,

ERRXHNEE , BROLARGFE R RIENEREE, BRIVFER tokio EEERMIEIX—K

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;

#[tokio::main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(]|object]
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client

EERINNROILRESHR (BLEBHER) 49
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.get_object()

.key(&object)

.bucket (EXAMPLE_BUCKET)

.send()

.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

1)

futures_util::future::join_all(get_object_futures).await;

BB HERGERBE async BIERF |, R TREAEEARNE, X REEFEREERN
F2BEER.

® Note

MRATFEH , — XM UEAMBERAAFRENREFERNTS , EZERFRENLE | A8
SEANE, EZHIRE  BFERBAQERBE async BIRER 2

RAEBI LB PR IEREE &I KIXZE CONCURRENCY_LIMIT , R T Bt &1 Z &R R =,

® Note
BB A IE# CONCURRENCY_LIMIT E#F—#, EHENKIEZECHERN , REFH
REBRUES , UEBITRER. BATSUREEIRS IR B #Y B Zh UE B 515 57 18 R K Hb R 5
SEHARRS , ERTHERY , XBH T AEENCEE.

EEBRNNRALURENR (ZLEHR )

ERIRANROIF , BRIOHITHITTER. ERAXLRSETRERES , BRNAIUERSLRERGE -5
REME, EEA tokio KPW B , BINFEFCIMERNEBNESER.
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® Note

WRBIEREFEH ZLIE tokio B1THt, WETREERFRA rt-multi-thread ThREF &E

M. SR BREESRIRLETENER

BT LA T 68 5 SRANINTL B #Y9 H7KBi 00

* cargo add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

let get_object_task_handles = objects_to_download.into_iter().map(|object]|
// Since each future needs to acquire a permit, we need to clone

// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();

// We also need to clone the client so each task has its own handle.

let client = client.clone();

// Note this difference! We're using "tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task::spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("body succeeds").into_bytes();

EERMNOTHLRESHR (ZLEHR )
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tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
)
1)

futures_util::future::join_all(get_object_task_handles).await;

FIEND NESARERESR. HITI/IO (BMA/MAE ) BERMEEN., ST TREEREEKNEEZET
HNESHERNEHEISHERZBTEFEE, TERBWIPZTH , BSSEHBY , LBEX
WA RGEHN ITERD FES. BX tokio ETHREW |, HSFEER tokio: s taske

HIAZ L RENAERF
HRBITNES TNREBIRFET. Bt , FREFN BT THERERN. EEAT Rust 1 SDK

B, BRIMNEBWEM tracing BRIERRE, EAURBREESHESSE , MEAREIMITEIT.
BXEM , FSHEEAT Rust B9 AWS SDK #ELEFMEA HEiE .

PR EPEESH—INEEEANIER tokio-console , EERS Rust BEFHNZHABXTE,
BERNFIZTESR , RFIEIT tokio-console NARF , B LB IREF EEZTHESHER
UE, HEIEEANEE , flINESEFSFRIMAEZEIRFITE A E AR X

EEAT Rust B9 AWS SDK #1612 Lambda B%K

BXAFEAEAT Rust B AWS SDK FF & AWS Lambda BI# M iF4A Y |, 55 ( AWS Lambda FF
RARIERE) FME A Rust 2 Lambda B3, Z3XHFIESE

 {#/ Rust Lambda 2178t & i crate ZREUZ /NI 8E aws-1lambda-rust-runtime,
- FRAMENGSITIE | £B8) Cargo Lambda ¥ Rust B %k =3 #3244 % B 2] Lambda.

BT (AWS Lambda FX ARIERE) WSS RAEIH , GitHub EHI AWS SDK K73 7RI 17 & FE ik 12
7 Lambda 1T E 88 RH1,

FEAEHRT Rust B AWS SDK #122f& % URL

BRI LA H L AWS API RIEMERBITMZEE , WEHMARSUELTERHEBCWETEI A £ H1Z
B3R,
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https://docs.rs/tokio/latest/tokio/task/index.html
https://github.com/tokio-rs/console
https://docs.aws.amazon.com/lambda/latest/dg/lambda-rust.html
https://github.com/awslabs/aws-lambda-rust-runtime
https://www.cargo-lambda.info/guide/what-is-cargo-lambda.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/lambda
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i | $BRi%& Jane B iHA Amazon Simple Storage Service ( Amazon S3 ) W& , HF LI &
Alejandro 2 EX ZXI R IAENFR. Jane ATLAEKTILBH GetObject BRI D EL Alejandro
X#¥£ Alejandro i AT A TR IZXN R MFEFH R Jane WEI , tEFERE B S WEILE, Tﬁ%% URL f&
FRWEIER Jane B9 , Rt RAERKZ URL B9 AWS A,

ETHAEX Amazon S3 FIZEE URL WEZEE |, 55 (Amazon Simple Storage Service A F 5
) PREATIEE URL,

7125 ELAi AR

EH T Rust B9 AWS SDK 7E324E fluent-builders E#T —/ presigned() A% , WA TFHREE
glﬁ:.ko

LT RBIERT A Amazon S3 BIEMEE GetObject EXRMIR, BERECEEHN 5 7HNEH.

use std::time: :Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

.await?;

presigned() 7 ’£IRE Result<PresignedRequest, SdkError<E, R>>,

REIR PresignedRequest @A FIREHTTP BRAHMN S % , BFEFHE, URI FEMBRL, FI
BEXEHFTERETMEMNRS (WRE) , BRI 2ER. T, FEMZR[BERTLUEIMA URI &
o

T B &R 53


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
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&% POST 1 PUT g3k

WZAMEEAMNIREREFE—NURL , HEXTHERN HTTP GET B3R K%, ER , BLIREFEL
X, EREERTSAHEERN HTTP POST 2 HTTP PUT BREMFL —R &%, WiXEFRH#ITHES
53X GET BR#THZEHME , ERAAMERERENES,

AT RBIBRTX Amazon S3 PutObject IER#TMLS R I NFHEBR N AFEHFE HTTP BEFHA
M http::request::Request BHRHITE,

EfH into_http_1x_request() 7% , B http-1x ThEEHME] Cargo. toml XHHH aws-
sdk-s3 crate,

aws-sdk-s3 = { version = "1", features = ["http-1x"] }

R

let presigned = s3.put_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);

MIUIXE A

@ Note
XR—AIEREAR. NTASHAFKE , ETFERTEWNUEN,

E-EFEARGD  EEEEAT Rust B9 SDK E T Z2ABIEBZEZER, Nk , a4 F SDK
£/ aws-sigvé crate,

UTROIBRTEARTR, BREZSFAFEE , BSH crate X4,
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https://docs.rs/http/latest/http/request/struct.Request.html
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FF aws-sigv4 #l http crate %1% Cargo.toml X :

[dependencies]

aws-sigv4 = "1"

http = "1"
R

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::builder()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();
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let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

R Rust AWS A x TEEHHEIR

T# SERAT Rust 9 AWS SDK IRE45IRM S XMt E XN FER SDK HESRENN AREFIEFE
E, UTEFHNATEIE SDK A e B RN E i E R AR I EBLE e,

BMREBSIRE —MEIRERIZEE N SdkError<E, R = HttpResponse> #J Result 3
B, SdkError 2 — N3/ AT BER B K | R T,

AR S555 1

BENLNEIREHE SdkError: :ServiceError. i IRE2IEFRH AWS RENE R, Fi
MR EZHAM Amazon S3 FREVFFEEHIFIR , N Amazon S3 £IREI4E 1R K,

YMRBRIRSAKError: :ServiceError , R REBMERE R AIEE , AWS RS B ELAE, X
ARERRANBERNSHHEREER , AE2RAN RS BN R,

BRTAPFEIERRMMNEFEAEE, AT RAEBRT AUEEIREUKRE ServiceError R H 412
W'Fﬂﬂg%ﬁuﬁﬁ§di.

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error::ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");
}
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// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}

err => return Err(err.into())

13
HixTHE
BIMNRSERBEIANNTEIEE , TUBES S ARE TIRSHFER T RIX L TEHE.

« <service>::error::ProvideErrorMetadata M EH T W RS REMNEMTAKERKE
RN IRE B HE R,

o XF Amazon S3 , XMEMR aws_sdk _s3::error::ProvideErrorMetadata,.

IR AT LURE — L3 RS 5R IR PR HEBR T BEBE A E R -
« <service>::operation::RequestIdiZ4FEARINT ATRRRSZSEKKIME— AWS EFKR ID Y
R E.
« X¥F Amazon S3 , XMFMR aws_sdk_s3::operation: :RequestId,

« <service>::operation::RequestIdExt R 7T extended_request_id() F% , AT
RENER SN BiER ID,

o NED RS ZH
« XF Amazon S3 , XMFMR aws_sdk_s3::operation::RequestIdExt,

£ DisplayExrorContext 3T ENi¥ MMAVEE IR
SDK FHEIRBE R —IERKMBUERK , Hi

1. BEREE T —MER , 2MERKXM.

2. EERRE T —MER , EARIEREEFERE T —MER.

3. FIIRMERFEE T —MER , AREEAT — MRS , MzRSEE T —MEix.
4. ZRFIRE T —MEIR , BRAFUEREE EBHER,

BIABRT , EREERMEHDRAK . XRDEBTHRABERNIFHAFE. EAT Rust B SDK
BT -1 R DisplayErrorContext MR R IRIREREF
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/trait.ProvideErrorMetadata.html
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« <service>::error::DisplayErrorContext &8N 7 fi H B HER LT XK ThEE,

« X¥F Amazon S3 , XMNEM R aws_sdk_s3::error::DisplayErrorContext,

URMNHEED S IRHITEIHRE |, DisplayErrorContext 2REFFMAREE , XLUTFUT
HA :

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {

code: Some("UnauthorizedException"),

message: Some('"Session token not found
or invalid"),

extras: Some({"aws_request_id":
"1b6d7476-f5ec-4al6-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©07:41:21 GMT") 3,
"content-type": HeaderValue { _private:
HO("application/json") 3},
"content-length": HeaderValue
{ _private: HO("114") },
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
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"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") 3},
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4al16-9890-7684ccee7d0l") 3},
"server": HeaderValue { _private:
HO("AWS SS0") 3,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al16-9890-7684ccee7d0l") }
}
I
body: SdkBody {
inner: Once(

Some (
b"{
\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
),

retryable: true

.

extensions: Extensions {
extensions_0@2x: Extensions,
extensions_1x: Extensions

)I

connection: Unknown

ESEHAT Rust B9 AWS SDK RfER 9 TIE R

HERBEAKXMEEELENMNIRPIRERN , RS AWS BEHLBERBMNER. HR , ZRFLIER
B - BEM—IMATRET-ATBENTE, IHPREXBND R,




EAT Rust 9 AWS SDK FRARIERE
EAT Rust ¥ AWS SDK 2 EREERFZ LMY BSE into_paginator , IATHIIXE Rt

T9N. BERABREVLEBLERNNBE. MED WRELERSFEHFE —MITAM into_paginator() &
%, EZFEESLFF— PaginationStream<Item> RILERBHITH R,

« 1£ Amazon S3 # | Xfh 5 EN — PN RAEIZ

aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

LU R BIE A B 2 Amazon Simple Storage Service, B2 , ¥ TEAEE —1RZ N2 W API RS
KR, XEBSFHIHEEH,

UTRBREZER try_collect() HEFMESIRERKES Vec WRMEE RG] :

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

Br , FRBEFHEFS T, MARENEABERNRLEBNHEIRNFH. LT RHEH Amazon S3
FHBTHAENR.

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
// customize the page size (max results per/response)



https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/list_objects_v2/builders/struct.ListObjectsV2FluentBuilder.html#method.into_paginator
https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html#method.try_collect

EAT Rust By AWS SDK FEARIER

.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
}

B5& AT Rust B AWS SDK R ATEF 08 ot

SRE EAT Rust B AWS SDK T B #RE R TN AN A EZERS , BRIEELT LM

« M mockall #1THE TliE — EH mockall crate FHY automock B4 KR ITMAH,

o BAERE - F£H AWS Smithy i1TRTHY StaticReplayClient BIE—NMER HTTP FF iR , 2%
Fima AR E AWS IRSBEFERNIE HTTP B IK. ZEFFWEREIZIEEN HTTP MR , AR
EBEXMEESRSES , UENREEREEHEEATUXBEN,

« £/ aws-smithy-mocks #1T% Tl - fEA mock M aws-smithy-mocks crate B
mock_client R AWS SDK Z xR , H 612 mock HNSKE X SDK R 70 A Nie B 4% 7E 15
Ko

£ Amockall;E A T Rust By AWS SDK Bah & F &l

EFT Rust B9 AWS SDK 2t 7 Z2# 53RN S5 AWS BRE 2 R ENARE, BRI LAER mockall
crate FA1THY automock KRBz & RN FrER KZH mock K,

KAGINR P ER determine_prefix_file_size() WREXSE, ko=l —THE
Amazon S3FWEENX list_objects() B&EeEHHZE. BIER 1list_objects() , TEXFRIKR
Amazon S3 BN Alli® determine_prefix_file_size() Ho

1. EUBBZMNGSRIAH | ™ mockall crate 7507 Ak HIIN

$ cargo add --dev mockall
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fEM --dev LI A crate JFMNZE| Cargo.toml X#4H [dev-dependencies] #B5 . ERF
REBI , EFRBRFALEER TEFRBHRE ZHFIXHH.

IR ESIE EF Amazon Simple Storage Service #E7 R4 AWS RS

$ cargo add aws-sdk-s3

X &4 crate A INE) Cargo.toml X4 [dependencies] B4
2. b0 mockall crate FHY automock iR,

ENEFEEEEEN I AWS RS BxEMEAMmE , EAHIHA Amazon S3,

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

3. ETXR, AR  BEEFEANARERFHN Amazon S3 BERRLEWHHNRIFHTE—1,

« ATFEIMLEiHE Amazon S3 WEIESE,
« mockall KK mock X,

EXANRBIFR  EPH—NEHN S3, RERET test BHNRMEHITH

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. ZS3ImplEHREFREAIZERE Amazon S3 IR EWIEIM, AWS
- BANRE , SFAERALARE , BERBEREXIEER mock MA2Z AWS, dead_code BHEHIF
linter , IR RMEH S3Impl EK&H | FEHRE R,

o Xt #[cfg_attr(test, automock)] RRBAMRE , BMiZRE automock B, X&H
1 mockall £RX—PB A MockS3Impl #9 S3Impl mocko

o FEIRHIF , list_objects() FEREBEELN AR, automock JF Bz R EAIE
expect_list_objects() FHiko

f /A mockall #4178 ;Tillid 62
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#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

}
5. HEBN test WERAPGIENHEE,

o X #[cfg(test)] {T, R test BHER true , M mockall MM HER,

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();

f /A mockall #4178 ;Tillid 63
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mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.set_next_continuation_token(Some("next".to_string()))
.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)

.return_once(|_, _, _| {
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Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())

1)

// Run the code we want to test with it
let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

o BMEEFEM let mut mock = MockS3Impl::default(); K8&IE MockS3Impl B9
mock &4,

- EfFEH mock B expect_list_objects() 5% ( HH automock BRI ) KiZEHENRE
WEM AR 1ist_objects() FENMWTMER,

- HTIREBEMHLERE , RELBE I A determine_prefix_file_size() fEAXLELE REKN
HEHE, FANMSREREEUBIAERSER,

6. determine_prefix_file_size() EEEA Amazon S3 BHeSRIREVAT SR KD -

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;
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// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

}

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {
break;
}

}
Ok(total_size_bytes)

EKH Sz AT AAFEENERT Rust B9 SDK ¥, MEE A E HTTP &R E R X #F S3Impl #
MockS3Impl. BAMR/E , H mockall B3£I mock 3R &Mt & M VIR

A LEE XL RAIREERTE GitHub,

FEEMRT Rust B AWS SDK FERHASEREI HTTP K&

EAT Rust B9 AWS SDK 2 7 ZM 5 ERN RS AWS BRF2RENKB. AEBNE T MAER
StaticReplayClient 8ZER HTTP FF % , ZEFF iR AR E AWS IRSEE EM VPR A HTTP
EPi. ZEFIREESIEEN HTTP B , MARBEEMESRFREE , AENREBIREEAHK
ERTNEBM.

aws-smithy-http-client crate @8 —/1NB N StaticReplayClient WX ARFE, BIE
AWS BRSS M RET , TTSUEEN HTTP B HEMARERIAN HTTP & i,

#a1Y StaticReplayClient B , A LARM HTTP &R Ma Rt 49 5 TR EA ReplayEvent X4
Ko BMRAEZTH , RELXERENHTTP BR , EFRWFESHIIRF T —1 ReplayEvent 3%
BT —NHTTP WRAER HTTP BRI IERLRE . X8 |, MR AT &8 MEEENIER T &
AEABEZET,

ERBSER
EFEARSER , THREASES, B8 , KFREREN G E AN BIRN KRN REB R R A

B, HFZRERIEIRMS StaticReplayClient , MEESIX SDK M AWS RS B iRA HiER
RHEA
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/testing
https://docs.rs/aws-smithy-http-client/latest/aws_smithy_http_client/test_util/struct.StaticReplayClient.html
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® Note
BEZMAETUBETMBNNERE , S/WTFSHERESMBNBEIRRFILE, AWS
CLI

B2 ReplayEvent MRFIFK , EEFEA HTTP HR SR B XX L2158 SRR 5] 49 E i .
FERAL—S0IEN HTTP 53R 0 StaticReplayClient,

N AWS EFIRCIZE BN R |, FIEEStaticReplayClient A iZConfigi KM http_cliento
- ERELE—SPOUENEBLIE AWS RS BEFIHXT R,

FEABENEM StaticReplayClient RSN R , MITEEN RN EMAE. 85 SDK @MAKIE API
BHRE AWS |, BREASIRPH T —NER,

@ Note
BIfERIAMERS ReplayEvent N RABHHNIERTLE , REtERKIREFRFHT
— NI,

KXHFAEFFEERE , A StaticReplayClient.assert_requests_match() BRELARIE
SDK £#HERREE ReplayEvent W RFIKRFHIERETE,
i

BAKE LE—NRHAIFE— determine_prefix_file_size() EEHNS | BXRERANEEHA
EEMT2EL,

1. EMEBFRNGSRRFTD , & aws-smithy-http-client crate FiNNHKIIN

$ cargo add --dev aws-smithy-http-client --features test-util

fEF --dev LI crate 7R MNZE| Cargo.toml X4 # [dev-dependencies] 5. ERF
RGBT, EFRLBEFATEEATE BN ZL ZHHIXHFH,

R BIEBEEF Amazon Simple Storage Service #E7 R AWS RS

$ cargo add aws-sdk-s3
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X2 crate A H01% Cargo.toml X#H [dependencies] #%'s

2. HEMNARBERD  SESLFENFHRE,

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;

3. MABEXUERTMNAHEANLZENEN HTTP ELXH ReplayEvent &8, ENEHEMEIE—
AN HTTP BRI RFM—NHTTP MR , "R AWS RS BESBENELR, XEEHLEE
FXf StaticReplayClient::new() WA :

let page_1l = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

SR replay_client 1, XRT—PMHTTP /4 , 5&A T Rust B9 SDK AT BEE S
FinBEPEEZEFHREAE.
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4. EB|E Amazon S3EFin , BHEARENRAAZEFHEMN from_conf() HEKREIERT I :

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

ALK http_client() FEEEEREXNSR , £/ credentials_provider() &S
EEU, EERFEAE N make_s3_test_credentials() WEHMERN , ZRHHLIRE -
EREILELEN

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

[

REFEF—ERBRHN , AAENKERERSBRIER AWS,

5. B AAZSEMNRHNEECRETUR. EHRFEd , ZEBEEHR
determine_prefix_file_size(). EMNE—ITSHEATHIBERM Amazon S3 B iwmXY
R, Hit , HEEMEMA StaticReplayClient SIBZMNEFF iR , LEBERAZFFHLE , MAF
EEIMEEE

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
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X determine_prefix_file_size() WARTERE , RESFEAME RBINRENEREES
FHAEE ., RS , WA StaticReplayClient /3% assert_requests_match() B%, It
HBABIEERN HTTP X , HARIASIRE 50 EEETF IRTIRAMN ReplayEvent TR
(AR E B SRAB L,

A E L EE XL RAIR EENRTE GitHub,

£5E A F Rust B9 AWS SDK aws-smithy-mocks 53 172 7Tl

EAT Rust B9 AWS SDK Rt 7 285 ERNRK S5 AWS RFZRENRB. AEBENE T NAIER
aws-smithy-mocks crate , Bt 7 —FfE] & M58 KA 5 EREL AWS SDK & F i i &7 A F
®E®.

iz

ERERANRKBEENRN AWS RS , £RBEHERRHTRRIMEZFAM. aws-smithy-mocks
crate R T —MERFT R , X

« B3 mock MM , AT E N SDK Bz 204aI I 5145 E 1 Ko

- BRERERBEHEN ( BKY. Hix. HTTP @A ),

- BEFEFERNEETEEFR.

- EXATFNHERTHNBBES,

- BIEANREEMEER,

N DR B I

HEUEBZWSGTRRFF , & aws-smithy-mocks crate Zi0HKHIN

$ cargo add --dev aws-smithy-mocks

£/ --dev T AR crate W NE| Cargo.toml X#4H#H [dev-dependencies] #& . AT EMK
B, ERBEFALEEATESRBHNRL ZHBIXHF.

L RBIRREIEE A Amazon B £ FM RS EN RE AWS RS , HEEEIhEEtest-util,

$ cargo add aws-sdk-s3 --features test-util

£ aws-smithy-mocks 3172 7Ll 70
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X2 crate A HN1% Cargo.toml X#H [dependencies] #%'s
HEAERE

LTR—/INERNRE , B RTWAER aws-smithy-mocks Mi® & Amazon Simple Storage
Service ( Amazon S3 ) XEMKB :

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
use aws_smithy_mocks::{mock, mock_client};

#[tokio: :test]
async fn test_s3_get_object() {
// Create a rule that returns a successful response
let get_object_rule = mock!(aws_sdk_s3::Client::get_object)
.then_output(|| {
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()
)i

// Create a mocked client with the rule
let s3 = mock_client!(aws_sdk_s3, [&get_object_rule]);

// Use the client as you would normally
let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response

let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"test-content");

// Verify the rule was used
assert_eq!(get_object_rule.num_calls(), 1);
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812 mock FL

AN REA mock! REEH , ZRFEFRBEFEENSH, R, EALEEANTHI IR,

UTAT
SR LB LB iE SR MR A N E i B4k

let rule = mock!(Client::get_object)

.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==

Some("test-key"))
.then_output(]|
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()

1)

7 2D B W A 2 B
AN E AL L) oR

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey: :builder().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(]| |
HttpResponse: :new(

StatusCode: :try_from(503).unwrap(),
SdkBody: :from("service unavailable")

1)
MAERITH
aws-smithy-mocks B AMINEEZ — REEH BN E e F5RMH EIR1TH -

// Create a rule that returns 503 twice, then succeeds
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let retry_rule = mock!(aws_sdk_s3::Client::get_object)

.sequence()

.http_status(503, None)

.http_status(503, None)

.output(]| GetObjectOutput::builder().build())
.build();

// With repetition using times()

let retry_rule = mock!(Client::get_object)
.sequence()
.http_status(503, None)
.times(2)
.output(]| GetObjectOutput::builder().build())
.build();

AR

&R LAfE AL AR KA I Ry PR B M R A 5 =X

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next

rule is used

// First call returns 503
// Second call returns 503
// Third call succeeds

// First two calls return 503
// Third call succeeds

let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

AR BT
UTR-—NEZEHRE , BRTMANRERTH :

use aws_sdk_s3::operation::get_object::GetObjectOutput;

use aws_sdk_s3::config::RetryConfig;
use aws_sdk_s3::primitives: :ByteStream;
use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio::test]
async fn test_retry_behavior() {

// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)

.sequence()

.http_status(503, None)

.times(2)

.output(]|| GetObjectOutput::builder()

fE /A aws-smithy-mocks #1728 7Tz
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.body(ByteStream: :from_static(b"success"))
.build())
.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(
aws_sdk_s3,
RuleMode: :Sequential,
[&retry_rule],
|client_builder| {
client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))

);

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

R EFERSBNTREMBA

SEE T LARIEAN | BIFERSBORE T EHYE A

use
use
use
use
use

aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
aws_sdk_s3::types::error: :NoSuchKey;

aws_sdk_s3::Client;

aws_sdk_s3::primitives: :ByteStream;

aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio::test]
async fn test_different_responses() {
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// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)

.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() =

Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();

let not_exists_rule = mock!(Client::get_object)

.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() =

Some("not-exists"))
.sequence()

.error(|| GetObjectError: :NoSuchKey(NoSuchKey::builder().build()))
Lbuild();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,
&not_exists_rule]);

// Test the "exists" case
let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());
assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

fE /A aws-smithy-mocks #1728 7Tz
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}

REREK

#/ aws-smithy-mocks 1T =AY

1. CEAFEER : A match_requests() BEMANRXNATFHRHER , LHERFEH
RuleMode: : :MatchAny,

WIFMNIERER : £E rule.num_calls() LR S ZERER,

MR IR EE - BEBIRESEIROAN , SR RB R AL EHEN,

MREiRZE : FAMNFIRRIEIREBEAEBLETEMNBEENER T EXR/REMEIRITH
REFEMNZWEHFME - FNTENZRLUBRR2MANNE  MARER - MR FFERE,

o ~ 0N

EEAT Rust B9 AWS SDK H{# 138

EHFBERMNELHER , ATRRER , BERREMERS , IZEFRERBRETF2HAFER
Ao EFEARE—HHRS (20 Amazon Simple Storage Service ) R L BIR &R RS ( 0
Amazon Elastic Compute Cloud ) Bt , X2 —IEIANESF. REZBUFER AT RRSTRENEE
EHERZHE, FERNEFREXARENETFRBEBEER T Rust B AWS SDK , &
AWS BRENNFEBERAT #,

AWS BREHREE <service>: :waiters ERMFFEFEMR—LIE,

« <service>::client::Waiters B ANFFIRIRMEEFSRHE, XEHFZERERN Client Sk
SSIKY ., FRES3EE A E80EE wait_until_<Condition> HISRERBYE

o XF Amazon S3 , XMEMER aws_sdk_s3::client::Waiters,

LT RBIERBIR Amazon S3, BR , H TEMENL —PMRZNEFREMN AWS RS, ISH2—#
B,

UTRBROSERT MAEASHHERAMTIREERNEBRSGFREBECIREFE.

use std::time: :Duration;

use aws_config::BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

(@ Note
B wait HE#SLIRE —/ Result<FinalPoll<...>, WaiterError<...>> , afAF
ERFERXRHSREMERRAEREBRELAWN, EXFEMEES , H5 5 Rust APl XRHHY
FinalPoll 1 WaiterError,

Waiter
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- {5/ SDK for Rust # IAM 7=

« AWS IloT f£/ Rust ix SDK #9 = 4l

« {# /A SDK for Rust B Kinesis &4l

« AWS KMS £ Rust lix SDK Y =4l

+ f£/ SDK for Rust #J Lambda =4l

 MediaLive £/ Rust ix SDK # =45l

+ MediaPackage £/ Rust hix SDK B =4l

« EFEMA T Rust 89 SDK K Amazon MSK R4l
 {#F SDK for Rust B Amazon Polly =4l

« &M T Rust 89 SDK # Amazon RDS R4l
 f£/ SDK for Rust #J Amazon RDS $#E RS =4l
« &M T Rust B9 SDK B Amazon Rekognition =4l
+ f£/ SDK for Rust #J Route 53 R4l

« f£/ SDK for Rust #J Amazon S3 =%l

+ SageMaker £ Rust iix SDK A T & 8845l

+ {5/ SDK for Rust By Secrets Manager 7~ 4l

+ f£/ SDK for Rust #J Amazon SES API v2 R4l

- fH SDK for Rust # Amazon SNS R4l

- f5H SDK for Rust # Amazon SQS R4l

« AWS STS f# /A Rust hkx SDK #7451

 f£/ SDK for Rust #J Systems Manager =4l

- &M T Rust B9 SDK K Amazon Transcribe R4l

{# F SDK for Rust B9 API Gateway R4

UTRBREIMERTR T MAERHE APl Gateway K Rust AWS FFR TEGRMITIREMZIAER

M=o

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENRSEY , &7
BLEYRBMEXZEN ETXERRE.

pREOERTINMABIE - MRSFEAS I ERREEM AWS BSRFEERTREEESHR
BRHG,
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AWS # X TTH 2 B 2N E A IR M4 N RG) AWS, EiRHERE  FEASEFEEPRANN
#lo

BRI E - NMERTBRRABAEE , BAUNGPKRIBEXROFTE LT XHREMETREBHR
B,
F

« AWS XX

BRE
GetRestApis
UTRBREETT AR GetRestApis,

EAT Rust B9 SDK

® Note
EBEZHXER GitHub, £ AWS KB RHIFHEFEKRZERRA , THROMAHTRE
Miz1To

£ RZi#XH Amazon API Gateway REST APls

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {

println!("ID: {3}", api.id().unwrap_or_default());
println!("Name: {}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {}", api.version().unwrap_or_default());
println!(

"Created: {1,

api.created_date().unwrap().to_chrono_utc()?

);
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println!();
}

0k(())

- BX API WFHAEE. , BES &M GetRestApisF Rust FHAWS SDK APl 2%,

=

BB LTRZSBENAREFREER S
UTRERERNMBIBLTRSSHNARR , LAFEBERARSEERA,
EAT Rust B9 SDK

ERINMATF AR R-EENARER , ZNARERFRERA Amazon Rekognition 4l B & AR H
MHEE#UHEBERERR,

BXWARENETHTERABMYA |, $28 LA ZTE RS GitHub,.
BERATBXANGFRERR , 50 AWS X ERIEI
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+ API Gateway
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* Amazon Rekognition
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RARERF,

EXRIMAERENZTHZERRBAEE |, 558 LN TERHAGItHUb,

RGP ER I ARSS
+ API Gateway

* DynamoDB

* Lambda

£ SDK for Rust B API <& AP| 45l

LTRBRAEERERT MAERATE APl Gateway Management API #9 Rust AWS & T Eak
TERENSMER TR,

RERKBEEFNRBER , YTELTXXHET. BALNEIRET B ERAENRSEE , &7
LB EBEXZ RN ETXERRKE,

BANTOIHIE—NMEMTRFERBNEE  SAUNPFRIBEXUOAE L TXHPRENZTREBHIR
B,

PostToConnection
AT RGER T A {EH PostToConnection,

EAT Rust B9 SDK

(® Note
EREZHKRIEL GitHub,  AWS KB RHIFEEFEKRTERE , THRIAHRTRE
Miz1To
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async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

0k(())

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

);

let shared_config = aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder::from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

. BX API WiFHEER , B3 HEAPostToConnectionF Rust BIAWS SDK AP| &#,

{# A SDK for Rust B Application Auto Scaling 7~4l

TR RGIEERR T A E A A Application Auto Scaling B9 Rust AWS F kX T E &k ITiRE
MEMER TR,

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENMRSEY , &7
MBS HBEXZEN ETXERREF,

BANTROIHIE - NMEMTBERABNEE  SAUNPRIBFXUOAE L TXHRENZTRBR
B,
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TR RBRHVER T (@ EA DescribeScalingPolicies,
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EREZMEREER GitHub, £ AWS KIS RPIFH#EFERTER , THOMHITIRE
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async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

- BXx API BiFM{E R , S FI&EMDescribeScalingPolicies T Rust BIAWS SDK API %,

£ SDK for Rust B9 Aurora 745l

UTREREAMERERRT HAERRA Aurora B Rust AWS F X T EGRMITIBENSSUMEN 7=,
HAIhgE R OB R R NAERS A HRITERIRENRIE RE,
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EHEZHKRIEER GitHub,  AWS KB ROIFEEFERTERE , THRINFAHRTRE
METT.

use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)
}
}

impl std::error::Error for Error {}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
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let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;
println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()
);
for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_or("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {namel}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);
}
ok(())
}
« X APl NiFHEE , S HDBClustersE AWS SDK for Rust APl &£ /iR,
L
HIARIhgE
TREATLE
UTRBRGIEBRT A :
- BIZBEEN Aurora BIEEFEEFRSHREHEESHIE.
- IR MERASBAENBIEEES,
- BIETEREENBRITEERH,
- HRBEEEHNRR K AEFERR.
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use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types: :{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,
Parameter},
I
use sdk_examples_test_utils::waiter::Waiter;
use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup"
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

};

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,
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impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
};
write! (f, "{displayl}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
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impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!/(
f,
"{}: {3} (allowed: {1})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
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db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {

pub fn new(client: crate::rds::Rds) -> Self {

AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =

self.rds.describe_db_engine_versions(DB_ENGINE).await;

trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.

let mut versions = HashMap::<String, Vec<String>>::new();
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describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v|] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
I
)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
)

.await;

describe_orderable_db_instance_options_items
.map(|options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
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pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b = {
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;
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pub fn set_login(&mut self, username: Option<String>, password:

Option<SecretString>) {

self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(]|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters

// Parse the ParameterName, Description, and AllowedValues values and display
them.

pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
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let parameters_output = self
.rds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildex()
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.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
Lbuild(),
1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
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self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
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));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
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.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{namel}").as_str())
.await;
match snapshot {
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Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

iy

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
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.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
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while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

.map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;

El%E RDS % i @3 25 £ A B sh LRI ZFE R AT R

use crate::rds::MockRdsImpl;
use super::*;
use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},
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create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints: :DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
I
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
I
describe_db_instances::{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
I
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
},
I
use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()
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.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_erroxr(
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CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),
),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erx());

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
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1)

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])
1))
);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")

.build(),
D
18
let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await

.expect("set engine");
let instance_classes = scenario.get_instance_classes().await;

assert_eq!(

HARINEE 107



EAT Rust By AWS SDK FEARIER

instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_erroxr(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio: :test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;
assert!(cluster.is_ok());
#[tokio: :test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Did not find the cluster");
}

#[tokio: :test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

EAXTRE

109



EAT Rust By AWS SDK

FRARER

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())

.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Failed to get cluster");

}

#[tokio: :test]
async fn test_scenario_connection_string() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.endpoint("test_endpoint")
.port(3306)
.master_username("test_username")
.build(),
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.build())
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysql -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio::test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter::buildexr()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])

1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
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assert_eq!(
names,
vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio: :test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")
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.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod: :Immediate)
.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}
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#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username'");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds
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.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
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.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;
}
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, —_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();
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mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==

"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id)
.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {

.build())
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Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.withf(]|cluster, name, class, engine| {
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assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

b
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id]| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builderx()
.db_instance_identifier(name)
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.db_instance_status("Available")
.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())

.build())
1)

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.engine_version = Some("aurora-mysql8.0".into());

scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {

let create = scenario.start_cluster_and_instance().await;

assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))

.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time:

Instances

tokio: :time:

Instances

tokio: :time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;

#[tokio: :test]

async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_xrds

.expect_describe_db_instances()

.with()

.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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))
1)

mock_xrds

.expect_

"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

delete_db_cluster_parameter_group()

.with(eq("MockParamGroup"))

.return_

once(|_|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio::time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_erxr();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio::time:

Instances

tokio::time:

Instances

tokio::time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
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#[tokio::test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput: :builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio: :test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Failed to create snapshot");

}

#[tokio::test]
async fn test_scenario_snapshot_invalid() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Missing Snapshot");

}
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use
use
use
use

std::fmt::Display;

anyhow: :anyhow;

aurora_code_examples: :{

aurora_scenario: :{AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

aws_sdk_rds::Client;
inquire::{validator::StringValidator, CustomUserError};
secrecy::SecretString;

tracing: :warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);
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impl Warnings {
fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")7?;

}
0k(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire::Select::new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);
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// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));

}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

)?;
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)
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// Prepare the cluster, creating a custom parameter group overriding some group
parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->
Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",
3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
.prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);
return Exrr(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str]| {
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if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)
} else {
Ok(inquire::validator::Validation::Invalid(
"Password must be at least 8 characters".into(),

)

D
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);

return Erx(());

};

scenario.set_login(Some(username), password);

0k(())

// Start a single instance in the cluster,

async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database

and uses the parameter group you created.
// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for

DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;

let connection_string = scenario.connection_string().await?;

println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string.
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

When
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// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String: :from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

0k(())

#[tokio: :main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {
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println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {3}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation: :Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameter}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,

HARINEE 132



EAT Rust By AWS SDK

FRARER

Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default

},
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError: :with(format!("{error}")),
);
default

B4 Amazon RDS fRFHVE3Ees , AF XN 1TERL,

use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,

create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,

create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},

delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,

}I

delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOutput},

describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,

}I

describe_db_cluster_parameters::{

DescribeDBClusterParameterskError, DescribeDbClusterParametersOutput,
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}I

describe_db_clusters: :{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
},
describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options::DescribeOrderableDBInstanceOptionsExrror,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
I

},
types::{OrderableDbInstanceOption, Parameter},

Client as RdsClient,
13

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall::automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
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.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
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.describe_db_clusters()
.db_cluster_identifier(id)
.send()

.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>
{
self.inner
.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginatoxr()
.send()
.try_collect()
.await

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>
{
self.inner
.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
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) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_clustexr(
&self,
db_cluster_identifier: &str,
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snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {

self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
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) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {

self.inner
.delete_db_cluster()

.db_cluster_identifier(cluster_identifier)

.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>
{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await

EXMER T ERANFHRBIIA Cargo.tomls,

[

n
a

]

e
\%

package]
ame = "aurora-code-examples"
uthors = [
"David Souther <dpsouth@amazon.com>",

dition = "2021"
ersion = "Q0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/

manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }

aws-smithy-types = { version = "1.0.1" }
aws-smithy-runtime-api = { version = "1.0.1" }
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aws-sdk-rds = { version = "1.3.0" }
inquire = "0.6.2"
mockall = "@.11.4"

phf = { version = "0.11.
sdk-examples-test-utils

secrecy = "0.8.0"
tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.rds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {

R e
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return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
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// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

async fn create_db_cluster(
&self,

name: &str,
parameter_group: &str,
engine: &str,

version: &str,

username: &str,

password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner

.create_db_cluster()

.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)

.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()

.await
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}

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);
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mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
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.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
18
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()
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.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(

CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

1)

)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.
scenario.
scenario.
scenario.

engine_version = Some("aurora-mysql8.0".into());
instance_class = Some("m5.large".into());

username = Some('"test username".into());

password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()
.withf(]|id, params, engine, version, username, password| {

assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");

assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()
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.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
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.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
18
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

- BX API HiFHEE , iHZHDBCluster’f AWS SDK H 2 for Rust API &,

CreateDBClusterParameterGroup

TR RHERT A A CreateDBClusterParameterGroup.

R =


https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_cluster
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

}) =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
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- ={

info!("Created Cluster Parameter Group");

0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
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let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)

.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),

)
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
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1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

- BXx APl Ni¥H{E 8 , S ADBClusterParameterGroupfE AWS SDK #¢% for Rust APl &
£,

CreateDBClusterSnapshot
T RBRAVERT W{AEA CreateDBClusterSnapshot,

FE AT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHTRE
MZ1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
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return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.rds
.create_db_instance(
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self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,

)

.await;

if let Err(err) = create_db_instance {

return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_clustexr(
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&self,

db_cluster_identifier: &str,

snapshot_name: &str,

) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {

self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
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Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_clusters()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()

.with(eq("RustSDKCodeExamplesDBInstance"))

.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
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assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError::unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
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assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
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.times(1)
.returning(|id]| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
Some("aurora-mysql8.0".into());
Some("m5.1large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

scenario.engine_version

scenario.instance_class

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
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self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
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));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
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.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
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.db_instance_class(instance_class)
.engine(engine)

.send()

.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
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)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())

);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")
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}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));
let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")
}
#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
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1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :builder()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

sinew(

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)
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mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {

let describe_db_instances = self.rds.describe_db_instances().await;

if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,

));

break;

BReE

177


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/aurora#code-examples

EAT Rust By AWS SDK FEARIER

let db_instances = describe_db_instances

.unwrap()

.db_instances()

.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
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} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self

.xds

.delete_db_cluster_parameter_group(
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self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));
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mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
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.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
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.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)

.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
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Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_err();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time:

Instances

tokio: :time::

Instances

tokio: :time:

Cluster

tokio: :time:

Cluster

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

advance(Duration::from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe
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tokio: :time: :resume();
let _ = assertions.await;

« X APl WiFHEE |, S FDBClusterff AWS SDK for Rust Ffill (& APl &%,

DeleteDBClustexrParametexrGroup

TR RHIERT MfAIEA DeleteDBClusterParameterGroup,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMHEFRERTERS , 7HMNMAHTIRE

~—

FIiZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}
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#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)

.with(eq("MockCluster"))

.times(1)

.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
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.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
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tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

« BX API #4558 , 12 IDBClusterParameterGroupfE AWS SDK for Rust Ffll & APl 2
Z

DeleteDBInstance
LTS RBIER T A DeleteDBInstance,

FE AT Rust 8 SDK

® Note
EBEEZMEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
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&self,
instance_identifier: &str,

) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {

self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_rds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
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.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

. BAx API Ni¥4{E R , FZFDBInstanceft AWS SDK for Rust H il f& APl &%,

DescribeDBClusterParameters
LLTRBREESR T WA{EH DescribeDBClusterParameters,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
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// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}
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#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
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.return_once(|_]|
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

« X API WiFHEER |, FS M7 AWS SDK Hi#iRDBClusters#4 for Rust APl &%,

DescribeDBClusters
AR RS RBIER T tfA{EH DescribeDBClusters.,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysqgl', EngineVersion=).
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// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
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.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.rds
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.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());
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}

Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(

&self,

id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
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true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)
let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

))),

sinew(

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;
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tokio: :time: :resume();
let _ = assertions.await;

- BX API HiFHEE , 52 DBClusterst AWS SDK for Rust APl £Z& iR,

DescribeDBEngineVersions
TR RIBRHIERT A DescribeDBEngineVersions,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMHEFRERTERS , 7HMNMAHTIRE

~—

FIiZ1T,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
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let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
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)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),

)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve

DB Engine Versions"

);

- BXx APIFMEER , B2 (EREA T Rust BWAWS SDK FEIDBENginehi 4~ APl &) ,

DescribeDBInstances
AT RBRHEESR T A{EH DescribeDBInstances,

FE AT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFREEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
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.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

}
match db_clusters.first().unwrap().status() {
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Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
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self.inner.describe_db_instances().send().await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.db_cluster_identifier(id)
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.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
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let mut mock_rds = MockRdsImpl::default();
mock_xrds

.expect_delete_db_instance()

.with(eq("MockInstance"))

.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));
mock_rds

.expect_describe_db_instances()

.with()

.times(1)

.returning(]| {

Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
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.db_clusters(
DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if
message == "Failed to check instance state during deletion");
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assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if

message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

- BXx API lNF4{E R , i5ZDBInstances?t AWS SDK for Rust APl & i,

DescribeOrderableDBInstanceOptions
AT REBRBIERT MfAfEA DescribeOrderableDBInstanceOptions,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

.await;
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describe_orderable_db_instance_options_items
.map(|options| {
options
.iter()

.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())

.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())

.build())
1)
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mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
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.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

- Ax APINFMEER , H3HEAT Rust AWS B SDK ##yDescribeOrderableDBInstancei i
AP| &£,

ModifyDBClusterParametexGroup

TR R ROERT aa A ModifyDBClusterParameterGroup.

EAT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

#[tokio::test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :builder()

.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let scenario = AuroraScenario::new(mock_rds);
let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==

"Failed to modify cluster parameter group");

}

- BX API Ni¥4EE , ESHDBClusterParameterGroupfE AWS SDK for Rust F1&tk API &
Z.
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async fn
let

prin

let

for

prin

ok ((

list_groups(client: &Client) -> Result<(), Error> {

resp = client.describe_auto_scaling_groups().send().await?;
tln!("Groups:");
groups = resp.auto_scaling_groups();
group in groups {
println!(
"Name: {3}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {31",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?}", group.availability_zones(),);
println!();

tln!("Found {} group(s)", groups.len());

)

TERMAHITIRE
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}
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[package]

name = "autoscaling-code-examples"

version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther
<dpsouth@amazon.com>"]

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]
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aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

anyhow = "1.0.75"
tracing = "0.1.37"
tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0Q {
writeln!(f, "{: >4}- {warning}", "")7?;
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ok(())

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1l).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",
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)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.

show_scenario_description(
&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_oxr_default();
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// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",
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pub

use

use
use
use

};

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):

// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

mod scenario;

std::{

error::Error,

fmt::{Debug, Display},

time: :{Duration, SystemTime},

anyhow: :anyhow;

aws_config: :SdkConfig;

aws_sdk_autoscaling::{

error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},
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use aws_sdk_ec2::types::RequestLaunchTemplateData;
use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
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auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;

}
Err(e) => writeln!(f, "\t\t! {el}")?,
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writeln!(f, "\t Activities:")?;
match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
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(Some(message), Some(code)) => format!("{message} ({code})"),

13
write!(f, "{displayl}")
}
}
#[derive(Debug)]

pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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}

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client: :new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
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Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
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.await
{
errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
));
}

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
to prevent a move is ok.
auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

i

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

D)

.send()

.await;
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match enable_metrics_collection {
0k(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",

&err,
)1)
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec?2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale
Group", &el),
ScenarioError::new("Multiple error cleaning the scenario Launch
Template", &e2),
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1),

};

if early_exit.is_err() {
early_exit
} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()

.await;

match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(

"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

}
None => return 0k(()),

},

Err(err) => {
errors.push(ScenarioError::new("Failed to describe

autoscaling group during cleanup 3 times, last error", &err));
}
}

if errors.len() > 3 {
return Err(errors);

}

Err(vec![ScenarioError: :with(
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"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

//  CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

//  CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
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.autoscaling

.describe_scaling_activities()

.auto_scaling_group_name(self.auto_scaling_group_name.clone())

.into_paginatoxr()

.items()

.send()

.collect::<Result<Vec<_>, _>>()

.await

.map_err(|e]| {

anyhow! (

"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();
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let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();
let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError: :new("Failed to get autoscaling activities for

group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()
I
scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);
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let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling

.describe_auto_scaling_instances()

.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling

instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
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let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),

ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
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.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(0).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));
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}

ok(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_or(0)

« BXx API F4EE |, 555 (AWS SDK for Rust API Reference) RRILATEH,
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» CreateAutoScalingGroup

» DeleteAutoScalingGroup

» DescribeAutoScalingGroups

» DescribeAutoScalinglnstances

» DescribeScalingActivities

* DisableMetricsCollection

* EnableMetricsCollection

» SetDesiredCapacity

» TerminatelnstancelnAutoScalingGroup

» UpdateAutoScalingGroup

BR1E
CreateAutoScalingGroup
AR REIERT A £ A CreateAutoScalingGroupo

FE AT Rust B SDK

@® Note
BEEZHEXEE GitHub, £ AWS REERHIF#ERERTERG , THRUNMETIRE
FE1T

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");
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ok(())

- BXx API HiF4{E R , 5SS &M CreateAutoScalingGroupF Rust BIAWS SDK API &,

DeleteAutoScalingGroup

AT RBRAVERT WfAfE A DeleteAutoScalingGroupo

EAT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>

{

client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

0k(())

}

- HX API HiFAEER , B3 REMDeleteAutoScalingGroupF Rust BHAWS SDK APl %,

DescribeAutoScalingGroups

LR RIBBREERT fAEA DescribeAutoScalingGroupso
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();

println!("Found {} group(s)", groups.len());

0k(())

- BX API HiFMEEL , 3 :i&ADescribeAutoScalingGroupsF Rust BIAWS SDK APl &,

DescribeAutoScalingInstances

AR RIBREERT A £ A DescribeAutoScalingInstances,
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FE AT Rust B SDK

(® Note
EBEZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
ME1T,o

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()
.items()
.send()
.try_collect()
.await
.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())
1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

« BX API i#4E L. |, {2 43&E A DescribeAutoScalinglnstancesF Rust BIAWS SDK AP|
Z
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DescribeScalingActivities
TR R REIERT A A DescribeScalingActivities,

EAT Rust B9 SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIZE1To

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s|
s.auto_scaling_groups()
.iter()
-map(|s|
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e]
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
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// Bonus: use CloudWatch API to get and show some metrics collected for

the group.
// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must

be in UTC!
let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

- BX API HFMAEER |, S HEMDescribeScalingActivities T Rust BWAWS SDK APl 3%,

DisableMetricsCollection
LT R RGERT A H DisableMetricsCollections,

EA T Rust B9 SDK

(® Note
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

- BXx APl HiEHEE , HZHEADisableMetricsCollectionF Rust BWAWS SDK APl &,

EnableMetricsCollection
LT R REERT WA EH EnableMetricsCollection.

FEAT Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIE1To

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

« Bx API NFMEER |, F25EAEnableMetricsCollectionF Rust BIAWS SDK APl &%,
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SetDesiredCapacity

R RBROVERT A A SetDesiredCapacity.

EAT Rust B9 SDK

® Note
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pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,
));
}
0k(())

« BX API i#ES | S 45&E A SetDesiredCapacity T Rust BIAWS SDK API &%,

TerminateInstanceInAutoScalingGroup

LT RBREIERT A TerminateInstanceInAutoScalingGroupo
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pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling

BE 264


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/auto-scaling#code-examples

EAT Rust By AWS SDK FEARIER

.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()

.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

- X APIHFMAEER , BSHEMTerminatelnstancelnAutoScalingGroupF Rust BIAWS SDK
APl &%,

UpdateAutoScalingGroup

DTRREBRHVER T aaEA UpdateAutoScalingGroup.
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async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

- BX API iF4ELR | 3 93& A UpdateAutoScalingGroupF Rust BIAWS SDK API &,

FHEAT Rust B9 SDK 89 Amazon Bedrock 1= 1T B¢ 7= 4l
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o

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
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.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,

ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");
self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

R
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}

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

R
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) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()
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#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

BREANKRIE, ZHMAENLT TEME , #3XIW T M Open-Meteo AP| FIERRSHIENZ
#

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();
let longitude = input
.as_object()
.unwrap()
.get("longitude")
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{e:

{e:

{e:

.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

1;
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()

.get (ENDPOINT)

.query(&params)

.send()

.await

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
?3")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

?2}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

?}")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

AT EEERABRROKARERF

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {

R
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if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"

)))

EAER,. HRXARFNEER,

use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing::debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.
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Explain your step-by-step process, and give brief updates before each step.
Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),
),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
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(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document::Array(vec![
Document: :String("latitude".into()),
Document: :String("longitude".into()),
D),
),
1)
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

D
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}

« Bx API F4EE |, iH3E (AWS SDK for Rust APl Reference) F# Converses

Anthropic Claude

Converse

AT R 1B RBIE RN A Bedrock B Converse API [6 Anthropic Claude £3AXZAEE,

EA T Rust B9 SDK

@ Note
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f# F Bedrock #¥ Converse API [@ Anthropic Claude &iAXAE R,

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client

.converse()

.model_id(MODEL_ID)

.messages(

Message: :builder()

.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()
.map_err(|_| "failed to build message")?,
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.send()
.await;

match response {

Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()
.map_err(|_| "output not a message")?
.content()
first()
.ok_or("no content in message")?
.as_text()
.map_err(|_| "content is not text")?
.to_string();
Ok(text)

EAER., HRXARFNEER,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse::{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

};
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// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseError {3}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}

impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« Bx API F4EE |, iH3E (AWS SDK for Rust APl Reference) F 8 Converses

ConverseStream

LA A3 R 5IE R an 4] A Bedrock B9 Converse API [8 Anthropic Claude %& 3% SCASGE B SEAFAL 2
e RZ 37 o
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£ F Bedrock B9 API [ Anthropic Claude XX EEHEBEE S, ConverseStream

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),
)),
ey

loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
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let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())

}

Ok(None) => break,

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamErroxr(

"Unknown error receiving stream".into(),
))),
}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

ERE,. HRXARFNEER,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,

}I
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Client,
13

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
match value {
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ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError: :ThrottlingException(te) =>
BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamError(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),
),

« BXx APl WiFHEER , 3 EMConverseStreamT Rust BIAWS SDK AP| &#,

2 . WIELE Converse API $&Fi{E

LTRBROIBRTMAENARERF. EXXAIRENERTEEHZTHBNRE , HE APIs W
fAEfE Al AR BENRE, ZABROILCEABRS AP ERIIA TERERERJH , ©TUR
ERPAARMINRSER.

EAT Rust B9 SDK

(® Note
EBEZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
ME1To

ERNETEGSMNBE, ZBA%BET A/, Amazon Bedrock Converse APl 1 X R T Bz BH X
o

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
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struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);
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let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

}?;

self.conversation.push(message.clone());
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match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
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&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(

"\x1b[@;90mExecuting tool: {TOOL_NAME} with input: {:?}...

\x1b[@m",

tool.input()

I

let content = fetch_weather_data(tool).await?;

println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()

);

Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();
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BRMERANRRIERE, ZMAELT TEME , #3XIM T M Open-Meteo APl I RKSHIERZ
#

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

IE
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?}")))?
.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;

debug! ("Response: {response:?}");
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let bytes = response
.bytes()
.await

.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :builder()
.tool_use_id(tool_use.tool_use_id())

.content(ToolResultContentBlock: :Text(result))
Lbuild()?)

AT EEEARBRRNKARERF

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {

let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\xlb[@m\n{text}");

ok(())
} else {

Err(ToolUseScenarioError(format!(

"Content block is not text ({block:?})"
)))

ERES. BRXARFNEER,

use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,

ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
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ToolSpecification, ToolUseBlock,
.
Client,
I
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =

"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {

Document: :0bject(HashMap::<String, Document>::from([
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("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0)
}
}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}
}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())
}
}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

« Bx API F4EE |, 55 (AWS SDK for Rust APl Reference) FHJ Converses

FAEHA T Rust B9 SDK B9 Amazon Bedrock X383z T8 /=451

DTRRBRAREERT MAERERTF Rust B AWS #4FF % T EBH Amazon Bedrock Agents iz
TR SRPITREFNSUE NG R,

RERAEEFNRBHES , XTELTXHET. EUULESRETBENARARAENMRSEE , &7
DB EBEXZ RN ETXERRF,

BANTROIBITE—NMENTRFERBNERE  SAUNPRIBEXUOMAE L TXHPRENZTRBINR
B,

F&
- BIE
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BR1E

InvokeAgent
LTFREBROEERT 2@ A InvokeAgent,

EAT Rust By SDK

® Note
BB EZHREER GitHub, £ AWS REBRHIFEEPERTERS , T7HRMNABHITIRE
MiZ1T,

use aws_config::{BehaviorVersion, SdkConfig};
use aws_sdk_bedrockagentruntime: : {
self as bedrockagentruntime,
types::{error: :ResponseStreamError, ResponseStream},
};
#[allow(unused_imports)]
use mockall: :automock;

const BEDROCK_AGENT_ID: &str = "AJBHXXILZN";
const BEDROCK_AGENT_ALIAS_ID: &str = "AVKP1ITZAA";
const BEDROCK_AGENT_REGION: &str = "us-east-1";

#[cfg(not(test))]

pub use EventReceiverImpl as EventReceiver;
#[cfg(test)]

pub use MockEventReceiverImpl as EventReceiver;

pub struct EventReceiverImpl {
inner: aws_sdk_bedrockagentruntime: :primitives::event_stream::EventReceiver<
ResponseStream,
ResponseStreamError,

#[cfg_attr(test, automock)]
impl EventReceiverImpl {
#[allow(dead_code)]
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pub fn new(
inner: aws_sdk_bedrockagentruntime::primitives::event_stream::EventReceiver<
ResponseStream,

ResponseStreamError,
>

’

) -> Self {
Self { inner }

pub async fn recv(
&mut self,
) -> Result<
Option<ResponseStream>,
aws_sdk_bedrockagentruntime: :error: :SdkError<
ResponseStreamError,
aws_smithy_types::event_stream: :RawMessage,

> {

self.inner.recv().await

#[tokio: :main]
async fn main() -> Result<(), Box<bedrockagentruntime::Error>> {
let result = invoke_bedrock_agent("I need help.".to_string(),
"123".to_string()).await?;
println!("{}", result);
0k(())

async fn invoke_bedrock_agent(
prompt: String,
session_id: String,
) -> Result<String, bedrockagentruntime::Error> {
let sdk_config: SdkConfig = aws_config::defaults(BehaviorVersion::latest())
.region(BEDROCK_AGENT_REGION)
.load()
.await;
let bedrock_client = bedrockagentruntime::Client::new(&sdk_config);

let command_builder = bedrock_client
.invoke_agent()
.agent_id(BEDROCK_AGENT_ID)
.agent_alias_id(BEDROCK_AGENT_ALIAS_ID)
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.session_id(session_id)
.input_text(prompt);

let response = command_builder.send().await?;
let response_stream = response.completion;
let event_receiver = EventReceiver::new(response_stream);

process_agent_response_stream(event_receiver).await

async fn process_agent_response_stream(
mut event_receiver: EventReceiver,

) -> Result<String, bedrockagentruntime::Error> {
let mut full_agent_text_response = String::new();

while let Some(event_result) = event_receiver.recv().await? {
match event_result {
ResponseStream: :Chunk(chunk) => {
if let Some(bytes) = chunk.bytes {
match String::from_utf8(bytes.into_inner()) {
Ok(text_chunk) => {
full_agent_text_response.push_str(&text_chunk);

}
Err(e) => {
eprintln! ("UTF-8 decoding error for chunk: {}", e);
}
}
}
}
_=>{
panic!("received an unhandled event type from Bedrock stream",);
}
}
}
Ok(full_agent_text_response)
}
#[cfg(test)]
mod test {

use super::*;
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#[tokio: :test]
async fn test_process_agent_response_stream() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: : Chunk(
aws_sdk_bedrockagentruntime: :types: :PayloadPart: :builder()
.set_bytes(Some(aws_smithy_types::Blob::new(vec![
116, 101, 115, 116, 32, 99, 111, 109, 112, 108, 101,
116, 105, 111, 110,
D))
.build(),
),
))
1);

// end the stream
mock .expect_recv().times(1l).returning(|| Ok(None));

let response = process_agent_response_stream(mock).await.unwrap();

assert_eq!("test completion", response);

}

#[tokio: :test]

#[should_panic(expected = "received an unhandled event type from Bedrock
stream")]

async fn test_process_agent_response_stream_error() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: :Trace(

aws_sdk_bedrockagentruntime: :types::TracePart::builder().build(),

)I
))
1)

let _ = process_agent_response_stream(mock).await.unwrap();

- BXAPI HHEFEMEE , S HERInvokeAgentT Rust BAWS SDK APl 2%,
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();
println!("User pools:");
for pool in pools {

println!(" ID: {3}", pool.id().unwrap_or_default());
println!(" Name: {3", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
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);
println!(
" Creation date: {:?3}",
pool.creation_date().unwrap().to_chrono_utc()
);
println!();

}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

« Bx APINFMEER |, S EAListUserPoolsF Rust BIAWS SDK APl &%,
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {1",
pool.identity_pool_id().unwrap_or_default()
);
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
);
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
);
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
);

println!();

TR ITIRE

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())
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async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
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.delivery_stream_name(stream)
.set_records(Some(data))
.send()

.await

« BXx APl WiF4EER |, 35 HEAPutRecordBatchF Rust BWAWS SDK APl &#,
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£ A Rust 3 Amazon DocumentDB E#5 Lambda &4 F M.,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
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event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

£ SDK for Rust # DynamoDB /R4
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CreateTable

LRI REER T WAERA CreateTable,
EFA T Rust 8 SDK

® Note
BB EZHREER GitHub, £ AWS REBRHIFEEPERTERS , T7HRMNABHITIRE
MiZ1T,

pub async fn create_table(
client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition::builder()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement::builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;
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match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok(out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln! ("{}", e);
Err(Error: :unhandled(e))

« BXx APl NiFHEER , FS M EMCreateTableT Rust BHAWS SDK API &%,

Deleteltem

LT R RGERT WA{EH Deleteltem,

EAT Rust B9 SDK

(® Note
EREZHEREE GitHub, £ AWS R RHIFHEFERTER , THMOMHITIRE
ME1T,

pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await
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{
Ok(out) => {
println!("Deleted item from table");
Ok(out)
}
Err(e) => Err(Error::unhandled(e)),
}

« BXx APl WiFHEER , FS M EMADeleteltemT Rust BIAWS SDK AP| &,

DeleteTable

LRI REER T WfAEA DeleteTable,
ER T Rust B9 SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,

pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {
let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok(out)

}

Err(e) => Err(Error::Unhandled(e.into())),

- BX API WFHEE. , BSEMDeleteTableF Rust KHAWS SDK APl 2%,
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ListTables
UTRBREVERT AR ListTables,

EAT Rust B9 SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIE1To

pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;

println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {3} tables", table_names.len());
Ok(table_names)

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;

match table_list {

Ok(1list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),

« BX APl WiFHEER |, F5FEMListTablesT Rust BWAWS SDK APl &%,
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PutItem

TR R A

SEN T WA EA PutItem,

EAT Rust B9 SDK

T RN ITIRE

® Note
EEEZHEXEELR GitHub, £ AWS K2 REIFMHEDERTERY ,
FZE1To

pub async fn add_item(client: &Client, item: Item, table: &String) ->

Result<
let
let
let
let
let

let

prin
let
let
let
let
let
let

let

prin

ItemOut, Error> {

user_av = AttributeValue::S(item.username);
type_av = AttributeValue::S(item.p_type);
age_av = AttributeValue::S(item.age);
first_av = AttributeValue::S(item.first);
AttributeValue::S(item.last);

last_av

request = client

.put_item()

.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

tln! ("Executing request [{request:?}] to add item..
resp = request.send().await?;

attributes = resp.attributes().unwrap();

username = attributes.get("username").cloned();
first_name = attributes.get("first_name").cloned();
last_name = attributes.get("last_name").cloned();
age = attributes.get("age").cloned();

p_type = attributes.get("p_type").cloned();

tln!(

"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",

.Il);
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username, first_name, last_name, age, p_type

);

Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

D

. X API WiFHEER |, H3FHEAPuUtitemT Rust BWAWS SDK APl $#,

Query
LRI RBER T I A Query,
EAT Rust B SDK

@ Note
BBEEZMHEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7THNAHITIRE
FE1To
ERIEEF O HEEN

pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ul6,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()
.await?;
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if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();

Ok(movies)
} else {
Ok(vec![])
}
}
- BX AP #4ER , H2H (AWS SDK for Rust API Reference) ## Query.
Scan

LR RGERT EIEA Scan.

FE AT Rust B SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
Litems()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {
println!("  {:?}", item);
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ok(())

« BXx API F4EE |, i53H (AWS SDK for Rust APl Reference) FH Scan,

=
FE 25 A 43R

BT RBREERNMABZ LT R URL BUZE#EE) DynamoDB M AT A TE BN AT R EE.
AWS

BXEZEE |, ESH DynamoDB Locals,

EAT Rust B9 SDK

® Note
BB ELZHREER GitHub, £ AWS RIEERHIFEEPERTERD , 7HRINAHITIRE
MZ1T,

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);
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let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
}
}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),

BB LTRZSBENAREFREER S
LUTRERFERNMAGIBRELRSSINARRF , LAFEBERRSERRA,
FE AT Rust B SDK

BERNAF AR AF-EBRNARER , ZRARFER Amazon Rekognition #I| B & H HIAR S I

REFHEUEBAERR.
BXRMARENZITHZERABMEER , H3 8 L TE R GitHub,
ERATBXANGFRVGER , 550 AWS X ERIEI

RGP ERA RS

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
* Amazon S3

* Amazon SNS

5 PartiQL k&)X
LT RIEBRBIERT I :

- BidI=1T SELECT 1BAIRIKEIA

R
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FRARER

« BiFIZ1T INSERT IEARAFMIE .
=17 UPDATE IBAIRE#HIE .
131z4T DELETE & @k MIBRI1E .

]

]

FE AT Rust B SDK

(® Note

EBEZHKEE GitHub, 1 AWS I RAIFEEFRERTERS , 7HMNMAHTIRE

~—

MiE1To

async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition::builder()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement::builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

R
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FRARER

}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
"age": ?,

"first_name": ?,
"last_name": ?

1 "#,
item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
.execute_statement()
.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

)

.set_parameters(Some(vec![AttributeValue::S(item.value)]))

.send()
.await

Ok(resp) => {
if lresp.items().is_empty() {

println!("Found a matching entry in the table:");

R

313



EAT Rust By AWS SDK FEARIER

println!("{:?3}", resp.items.unwrap_or_default().pop());

true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {
client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()
.await?;

println!("Deleted item.");

ok(())

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;

ok(())

« Bx API Ni¥MEER |, 3 EAExecuteStatementF Rust BIAWS SDK APl &%,

RF EXIF IEMEREGER
LTFRBREIERT WM :
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- FNEEGXH L& F Amazon S3 FE M.
 {#£/H Amazon Rekognition iRBIXHHFH=AFEEMH (L),
« fF EXIF MHFZE B RMNE)ZXEHH Amazon DynamoDB #&H,

FE AT Rust B SDK

M JPG, JPEG = PNG X#HIREEXIF 58 , NERGX# L% Amazon S3 171 , A
Amazon Rekognition IRBI X #HH P =NEEE M ( Amazon Rekognition FHIFRE ) , RSN EXIF
MIRZE B R INEZXEH Amazon DynamoDB &H,

BXRUWAREMESTHTERABMURE |, F3H LW TERFIGitHUb,

RGP ER R ARSS
* DynamoDB
* Amazon Rekognition

« Amazon S3

AR5 28 R~
JES DynamoDB fif & 2518 A Lambda E%K

AT RBBRAPERINASEI — 4 Lambda BEE , iZEREBIZWIET ZE WK B DynamoDB FR#Y i85 fill &
HEH, ZEHBKE DynamoDB BERHE , HiIEEXTIEERNB.

FE AT Rust B SDK

(® Note
EHEZHKRIEER GitHub, ELRS B TROIFHEEFERTERE , 7 THROMETRE
ME1T,

£/ Rust ¥ DynamoDB E#5 Lambda £ &M,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

i
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// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

0k(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
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.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

Bd DynamoDB fill & 853k & Lambda BR it B IM B kM

LA 85 R B8 R a0 9 32 U5k B DynamoDB RHYE#H) Lambda EEBISEI BB #EALIRIARL, 1ZEKEL
R PR E R BT R KM, HIET Lambda FEERHXLEHEL,

FE AT Rust B SDK

® Note
EBEZHXRER GitHub, EELMS sz ROIFRETEXRZRRA , 5 T HOMHTIRE
Miz1To

&£ A Rust Bi¥ Lambda # 1T DynamoDB #t4- ¥ B XK.,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {

let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

0k(())

/// Main Lambda handler here...
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async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
1);
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS # XK

RN AT RS 25 N AR

LR RIBBREERINAER APl Gateway 5 Lambda #l DynamoDB #ZE N T RS BN AR
@A T Rust 89 SDK

SER A Rust SDK N X2 E API Gateway LAK Lambda 1 DynamoDB Y AR5 85
RERF.

BXRUOMEEMEZTHEBRABNERA , S8 LMW TERAIGitHub,
2R E AR RY AR S5
» API Gateway

* DynamoDB
« Lambda

£ SDK for Rust B Amazon EBS R4l

NUTFRBRAIESRT T MARAERT Rust ) AWS B#7 % TEAR Amazon EBS RATRIER
eS D ET

BRERKEEFNABER , BTAELTNFET. BUUEIRETBNFABARENRSEEK , &7
LB HBEXZ RN ETXERRE,

BANTROIHIE—NMENTBFRRBHEE  SUUNPFRIBEXUOAE L TXHRENEZTRBHR
B,
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e
- B
1BR1E
CompleteSnapshot
AT RBRAVERT AR CompleteSnapshot,

FEAT Rust B SDK

® Note
EBEEZMEXEER GitHub, £ AWS KRB RAIFEEFERTERG , 7THIMAHTRE
MZ1T,

async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

0k(())

« X APIHiFMEER , BSHEMCompleteSnapshotF Rust BWAWS SDK APl &%,

PutSnapshotBlock

T RBRAVERT AR PutSnapshotBlock,
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as i32)
.block_data(ByteStream::from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
.await?;

0k(())

- X APIWiFMEER , BSHEMPutSnapshotBlock T Rust BIAWS SDK APl &%,

StartSnapshot

DT RBRAERT AR StartSnapshot,
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FE AT Rust B SDK

® Note

EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
%uL’f—Io

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok (snapshot.snapshot_id.unwrap())

« BX API iF4E S |, 2 9&E A StartSnapshot T Rust BHAWS SDK APl 2%,

FERERAT Rust NEEF AT E SN T EC2 /R4l

UTRBREEERRT AFEAERT Rust 5 AWS H#EF X TE IR Amazon KNITIRMEFISKI
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- BHE

FF a5 A
YR Amazon EC2
UTRBREAETRT WAFHAER Amazon EC2,
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
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1% EC2InstanceScenario SR B R REMEN —NEMHIZTHIZEE,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud

//' (Amazon EC2) to do the following:

//!

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to
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//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//!' * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//!' * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//!' * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//! * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

I

use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group: :SecurityGroupManager,

util::ScenarioImage,

i

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
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key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

ok(())

/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_paiz()

.key_name()

.ok_or_else(|| EC2Error::new('"No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
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for pair in self.key_pair_manager.list(&self.ec2).await? {
println!(
"Found {:?} key {} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()
);

ok(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
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.unwrap_or (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e]| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
DS

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?1}"),
}
}
println!("{3}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self
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.ec2
.list_instance_types(&ami.0)
.await
.map_err(|e| e.add_message("Could not find instance types"))?;
println!(
"There are several instance types that support the {} architecture of
the image.",

ami.Q
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.)))?
);
let instance_type = self.util.select_instance_type(instance_types)?;
println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.Q

.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map(|sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message("Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)

.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
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self.display_ssh_info();

0k(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec?2
.list_images(params)
.await
.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {

println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
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if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
I
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following

command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
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let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_paiz()
.key_name()
.unwrap_or("(unknown key pair)")
);
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {
if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln!("{erxr}")
}
if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln! ("{erx}")
}
if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln!("{err}");
}
if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
eprintln!("{err}");
}
} else {
println!("0k, not cleaning up any resources!");
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pub async fn run(mut scenario: Ec2InstanceScenario) {
println!

println!(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."
);

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2impl £ AEN RN AIERAR , HEHRHET SDKEA, EC2

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error::ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
b
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};

Client as EC2Client,

use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {

pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {

pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,

String), EC2Error> {

tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

pub async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok (output.key_pairs.unwrap_or_default())
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pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new('"Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
1)7?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

EARThEE 335



EAT Rust By AWS SDK FEARIER

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => 0Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
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.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

/// List instance types that match an image's architecture and are free tier
eligible.
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pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
"{3",
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
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.instance_type(instance_type)
.key_name(
key_pair
.key_name()

.ok_or_else(|| EC2Error::new("Missing key name when launching

instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());
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tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {
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EC2Error: :new(format!("No instances in reservation for
{instance_id}"))

})?;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

ok(())

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");
0k(())
pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");
self.client
.reboot_instances()

.instance_ids(instance_id)
.send()
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.await?;

ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
DS
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
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.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

D
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)
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}

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {
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fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)

SSM £ AEN RN BRI, HEBHET SSM SDK B,

use aws_sdk_ssm::{types::Parameter, Client};
use aws_smithy_async::future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
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.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect: :<Result<Vec<Parameter>, _>>()7?;
Ok(params)

e REASMNEER NN EE | REENERNG = MM R ZHRAY TR

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

i
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

X
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
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let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

0k(())

use std::fmt::Display;
use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
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pub struct InstanceManager {
instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
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FRARER

}

0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {

writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?
writeln!(

f,

"\tImage ID: {}",

instance.image_id().unwrap_oxr (" (Unknown)")

VE?
writeln!(
T,
"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;

writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")

)?;
let instance_state = instance
.state
.as_ref()
.map(|is]| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)

.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;

} else {

.
’
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writeln!(f, "\tNo loaded instance")?;

}
ok(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
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/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

s
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await
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impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

ok(())
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}

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
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Some(sg) => {
writeln!(
f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")

VE?
writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}
BEREAOR

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario: :{run, Ec2InstanceScenario},
util::UtilImpl,
1,
ssm: :SSM,
b7

#[tokio::main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
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Bx API FHEER |, 555 (AWS SDK for Rust API Reference) RHILL T &,

let scenario = Ec2InstanceScenario::new(ec2,

run(scenario).await;

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startlnstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

AllocateAddress

LR REERT IfAEA AllocateAddress,

ssm,

util);
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FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

« BXx APl WiFHEER | FS M EMAllocateAddress T Rust BIAWS SDK API &#,

AssociateAddress
LT RBRHEER T AIEH AssociateAddress,

EAT Rust B9 SDK

(® Note

EREZHKEER GitHub, & AWS RIS RAIFMHEFRERTERS , 7HMNMAHTIRE

FE1To

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
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.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

« Bx API NFMEER |, 5 pEAAssociateAddress T Rust BWAWS SDK API &,

AuthorizeSecurityGroupIngress
LT RERHERT (A #E A AuthorizeSecurityGroupIngress,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
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.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

« BX API iFE S |, 2 195& A AuthorizeSecurityGrouplngress F Rust BIAWS SDK API &

%,

CreateKeyPair
DTFREBROVERT WAEA CreateKeyPair,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFREFERTERG , 7THIMAHITRE
MiZ1T,

Rust X3 , © A EC2 EF M create_key_pair FHIZEUR B #I##,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {

tracing::info!("Creating key pair {name}");

let output = self.client.create_key_pair().key_name(name).send().await?;

let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();

let material = output
.key_material

.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;

Ok((info, material))
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}

— N , ©iAA create_key impl #Z 2R 1F PEM FAEZ4A,

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

YIE

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

« BX API HiFE L | 2 19&E A CreateKeyPairF Rust BHAWS SDK APl $#,

CreateSecurityGroup

TR RBRGVERT iAEA CreateSecurityGroup,
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
)%y

tracing::info!("Created security group {name} as {group_id}");

Ok(group)
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- BX API Hi#EEL , iS5 :& A CreateSecurityGroupF Rust BJAWS SDK APl &%,

CreateTags
TR RBERGERT IAER CreateTags,

FEAT Rust B SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
METT.

L RBITERIESSHIFFENA Name #RE,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
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.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildexr()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

- BX APIWHEAFEE , S HE M CreateTags T Rust FIAWS SDK APl 2%,

DeleteKeyPair

DTRREBROVERT taEA DeleteKeyPair,
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FE AT Rust B SDK

(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7HNAIHITIRE
FIE1To

B4k delete_key BV BEES , CHABREZMHHNAE PEM ZH,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

- BXx APl HiFMER , S EMADeleteKeyPairT Rust WAWS SDK APl %,

DeleteSecurityGroup

LTRBREER T WA EA DeleteSecurityGroups

B’¥%E 364


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_key_pair

EAT Rust By AWS SDK FEARIER

FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

- BX API iFEE | 15 95&E A DeleteSecurityGroupF Rust ®IAWS SDK APl &%,

DeleteSnapshot
TR BREVERT W{AEA DeleteSnapshot.

EATF Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHITRE
Miz1T,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())
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}

« BX API i#EL |, i§2 &M DeleteSnapshotF Rust BIAWS SDK APl £,

DescribeImages
AT RBRAVERT {AEA DescribeImages,

EAT Rust B9 SDK

(® Note
EREZHKRIEER GitHub, # AWS KB RHIFEEFERTERE , THRIAHRTRE
METT.

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

FF list_images B 5 SSM &£ &R , LIRTEFEHTREl. BXx SSM WEZHMER , HSH
https://docs.aws.amazon.com/systems-manager/ latest/userguide/example _ss GetParameters m_
_section.html,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
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let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()

.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

- BXx APl BiFME R , S FI&EMDescribelmagesF Rust BIAWS SDK APl &2,

DescribeInstanceStatus
LT RBREER T WAI{EH DescribeInstanceStatus,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS I RAIFEEFRERTERS , 7HMMAHTIRE

~—

FHIZ1T,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
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let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
let region_provider = RegionProviderChain::default_provider().or_else(reqg);

let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);

let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

);
for event in status.events() {
println! (" Event ID: {3",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {3}", event.code().unwrap().as_ref());
println!();
}
}
}
0k(())

« Bx API WFHELR |, 55 & A DescribelnstanceStatusF Rust BIAWS SDK APl &%,

DescribeInstanceTypes

T RERHERT (A DescribeInstanceTypes,

EA T Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEFRERTERS , 7HMMAHTIRE

~—

FIiZ1T,
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/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())

- BX API iF4ELR , 3 &EADescribelnstanceTypesF Rust ®JAWS SDK APl &%,

DescribeInstances

AR RGER T WA {E A DescribeInstances,
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FE AT Rust B SDK

(® Note
EREZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
METT.

3R EC2 KHIRVFAE B,

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

1;

Ok(instance.clone())

Bl EC2 XHlE , RRAFMEFAES

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

« Bx API N¥FMELR |, 35 iEADescribelnstancesT Rust BIAWS SDK APl &%,

DescribeKeyPairs

TR RBRAVERT WA EA DescribeKeyPairs,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

- X APIWiFMEER , BSHEMDescribeKeyPairs T Rust BWAWS SDK APl &%,

DescribeRegions

ATRBRAVERT {AEA DescribeRegions,
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FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

ok(())

« BX APl HFMER , S 95EMADescribeRegionsF Rust BIAWS SDK API &,

DescribeSecurityGroups
TR RERHVER T WA A DescribeSecurityGroups,

EATF Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHITRE
Miz1T,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
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.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {3} ({}), vpc id {} and description {}",

group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

- BX API iF4E LR |, 125 95&E B DescribeSecurityGroupsF Rust BWAWS SDK API %,

DescribeSnapshots
AT RERBNER T A DescribeSnapshots,

FEAT Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
ME1To

AR BRRE

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
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let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
ok(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {

// "self" represents your account ID.

// You can list the snapshots for any account by replacing

// "self" with that account ID.

let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();

let length = snapshots.len();

for snapshot in snapshots {

println!(
"1D: {3,
snapshot.snapshot_id().unwrap_or_default()

);

println!(
"Description: {}",
snapshot.description().unwrap_or_default()

);

println!("State: {3}", snapshot.state().unwrap().as_ref());

println!();

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())
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- BX API HFE R |, S 95EADescribeSnapshotsF Rust BIAWS SDK API &,

DisassociateAddress
LT RBRHEESRT A{EH DisassociateAddress,

FEAT Rust B SDK

® Note
BBEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

. Bx API WiFELR |, 55 iE A DisassociateAddressF Rust BIAWS SDK APl &%,

RebootInstances
AR RBIER T A H RebootInstances,

EATF Rust B SDK

(® Note
EREZHEREE GitHub, £ AWS KEBRPIFHEFRERTER , THMOMHITIRE
MZE1To

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
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if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

EA SRR AP SEXRFHACFLEMMAERS. EAFEER APl ERTE rust XHH R use

aws_sdk_ec2::client::Waiter’,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),
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_ => EC2Error::from(err),
17?;
ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),

),

_ => EC2Error::from(err),

17;
ok(())
}
« X API W FAEE. |, i3 & HARebootinstancesF Rust BIAWS SDK API &#,
ReleaseAddress

LUTRIBREERT WfAEH ReleaseAddress,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
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self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

« Bx API N¥HEELR |, 55 9iEAReleaseAddressT Rust BHAWS SDK AP| &#,

RunInstances

UTRBREETT WAFEMA RunInstances,

EAT Rust B9 SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFH#EFEFRERTER , THMOMHITIRE
ME1T,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,

)
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.set_security_group_ids(Some(
security_groups

.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),

))

.min_count(1)

.max_count(1)

.send()

.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« BXx APl WiFHEER | 3 EMARuninstancesF Rust BWAWS SDK AP| &#&,
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StartInstances

LT RBREETRT W{AEEA StartInstances,

EAT Rust B9 SDK

(® Note
EHEZHMKREER GitHub, # AWS KB ROIFEEFERTERE , THRNAHRTRE
ME1T,

& EC2 34| ID B354,

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

0k(())

EREF88 AP SEXRAIHARE RS EBIVRS., EAFFER API EXRE rust XA H R use

aws_sdk_ec2::client::Waiter’,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
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.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),

_ => EC2Error::from(err),

1)7?;
0k(())

. Bx API N¥MELR |, F35 & StartinstancesF Rust BIAWS SDK APl &%,

StopInstances

TR RBER T A StopInstances,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE
ME1T,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())
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}

EREFFER AP SEXFIHABEFE LIRS, ERAFFER API R rust X4 R use

aws_sdk_ec2::client::Waiter’,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())

- BX API WiFMEER |, S HEMStoplnstancesF Rust BWAWS SDK APl &,

TerminateInstances
LR RGERT MAEH TerminateInstances,

EAT Rust B9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRNAHRTRE
ME1T,

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
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self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

ERAEEER AP SEXRFHACL IR, ERAFEER API ERTE rust XA RN use

aws_sdk_ec2::client::Waiter’,

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
hE7
0k(())

« Bx API NFMEER |, S EATerminatelnstancesT Rust BWAWS SDK API &,

£ SDK for Rust B9 Amazon ECR 4l

UTRBROIEERTRT WAERHH Amazon ECR B Rust AWS TR TEGRMITREMZIAEL
m=o

BRERKEEFNABER , KAELTNHET. BULEBEIRETBNFAARENRSEHEK , &7
LB HBEXZ RN L TXERRE,
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&M T Rust B9 AWS SDK FRARIERE
BATRHIHIE - MR TERABHOERE , B UMNRREEXINAE L TXHIEEMETRBAG
BH,
e

- B
BR1E
DescribeRepositories
LR RBIER T t{a] 5 DescribeRepositories,
&R TF Rust 9 SDK

® Note
HEBEEZMEKXER GitHub, £ AWS BB RAIFEEPERTERE , THOMAH#ITRE

« BX APl WFHEER ,

ME1To

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{

let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:

for repo in repos {

println!(" ARN: {}", repo.
println!(" Name: {}", repo.

}

ok(())

", repos.len());

repository_arn().unwrap());
repository_name().unwrap());

&2 #i& B DescribeRepositories T Rust BJAWS SDK APl %,

BReE
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ListImages

LR RBREERT AR ListImages,

EAT Rust B9 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());
for image in images {
println!(
"image: {}:{3}",
image.image_tag().unwrap(),

image.image_digest().unwrap()

);

ok(())

- BXAPIHEMAEE , BSHERListimages T Rust ®HAWS SDK APl &%,
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£ SDK for Rust 89 Amazon ECS R4

LTRBREIEERRT AERERT Rust B AWS B#F 4 T E8H Amazon ECS RTIEREM
SMERF S,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LESRHEXZZN ETXERRF,

BANTROIHIE - NMEOTRFERBNERE  SAUNPRIBEXUOAE L TXHPRENEZTRBHINR
B,

CreateCluster

LUTFRBREVERT WAEA CreateCluster,

EAT Rust By SDK

(® Note
EREZHEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
ME1T,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

« BXx APl WiFHEER , FS &M CreateClusterT Rust BWIAWS SDK APl &%,
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DeleteCluster
LR RGERT WA {EH DeleteCluster,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIF#EFERTER , THMOMHITIRE
MZE1To

async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

. X API WiFHEER , BE3EMDeleteClusterT Rust BWAWS SDK APl &%,

DescribeClusters
LT RBREER T W{AIEH DescribeClusters,

EAT Rust B9 SDK

(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7HNAUHITIRE
FIE1To

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;
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let cluster_arns = resp.cluster_arns();
println!("Found {3} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {}", cluster.cluster_name().unwrap());

}

0k(())

« X APl NiFHEER |, S EMDescribeClustersT Rust BIAWS SDK AP| £,

£ SDK for Rust B9 Amazon EKS R4l

UTRBREAQEERT WAERERT Rust WEHF AT EZF Amazon E AWS KS RIITERIER
SSUELT R,

BRERAEEFNRBHES , XTELTXHET. EUULESRETBENABRAENMRSEE , &7
LB EHBEXZ RN ETXERRKE,

SARABEE—MEOEBRRBOEE , ETUNPRIEXNAE LT RBAETRBH Y
%,

F&

- B
BE
CreateCluster

LUTRIBREVERT WAEA CreateCluster,
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

. BX APl WiFHEER , BES &M CreateClusterT Rust BWAWS SDK APl $#,

DeleteCluster

LUTRIEBREERT IfAEA DeleteCluster,
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FE AT Rust B SDK

® Note

RBEEZHXEE GitHub, £ AWS KB ROl F#ERERTERG , THRINMARITIRE
*uL’fTo

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

. BX APl WiFHEER |, BE3HEMDeleteClusterT Rust BWIAWS SDK APl &%,

AWS Glue {#f Rust hix SDK B9 =4l

UTRBREIEERR T WAERERT Rust B AWS SDK RTIRIEFNKIE L7 R AWS Glue,
EARYRER MR R ANAE RS P HRATEREFR R RE

BRERREEFNRBES  LTELTXPIET. SAALESRET BN RAENMRSRE , &7
LB HBEXZEN ETXERRF,

BATRPIHEE - MEOTERRBIOEE | BT U RIEXNAE L T RBAETRBIH
)

20

. FIAEA

. BRI

. B
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Tt 98 1E A

R AWS Glue

UTREREERT MAFEER AWS Glue,
EA T Rust B SDK

(@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRNMAFHITIRE
Fiz1T,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« BXx API WiFHEER |, FS M EMListJobsT Rust BWIAWS SDK APl $#,

EARINgEE
TREADRE
AT REBRAIRR T A :

- BIEERMERF , [EEAE Amazon S3 FBEHERTE CSV AN THBHBIERE.
o FIHEN P HEEEMRBERER AWS Glue Data Catalog.

- QIS M S3 EFMMAIREL CSV B , HRBIE , R/ER JSON v b M5 —1 S3 7
R

- JIIHAXFLETHES , EFRRENEE  FERAR.
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EXEZER , BESREIE : AWS Glue Studio Al,

FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

BIEHZITIEMFEF , MTEH2# Amazon Simple Storage Service ( Amazon S3 ) & @H £ R —
MERE KW CSV BABEN THRBEHIEE.

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;
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match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

Hll R B Y R BE M kI #E <18 5. AWS Glue Data Catalog.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(]|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

B HZ1T1ES , MR Amazon S3 Z&fBIZE CSV HiE , EBIMIRMEan B FERX Ht 174 |
AREHF JSON XA g2 %S — 4 Amazon S3 F##EH,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
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.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

i BRIE R B2 B PR BR

glue.delete_job()
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FRARER

- BX API #HEER

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

CreateCrawler

CreatedJob

DeleteCrawler

DeleteDatabase
Deletedob
DeleteTable

GetCrawler
GetDatabase
GetDatabases
GetJob
GetJobRun

52 (AWS SDK for Rust API Reference) LT ES,

EAXTRE
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* GetJobRuns
GetTables
ListJobs

StartCrawler

StartJobRun

CreateCrawler
LR REERT IAERA CreateCrawler,

EA T Rust B9 SDK

(@ Note
EHEZHEKREER GitHub,  AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1To

let create_crawler = glue
.create_crawler()
.name(self.crawlexr())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");
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0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),
}?;

« Bx API WFHEER |, 55 & A CreateCrawlerF Rust WAWS SDK API &,

Createlob
LUTRBREET T A A Createlob,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;
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« BXx APl NiFHEER , FSHEMCreateJobT Rust BWAWS SDK API &,

DeleteCrawler

UTRIBREVERT WfAEA DeleteCrawler,

EAT Rust B9 SDK

(@ Note
EBEZHEREE GitHub, £ AWS R RHIFHEFERTER , 7THRMOMHITIRE
ME1T,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« BXx APl WiFHEER , F5 M EMDeleteCrawlerF Rust BIAWS SDK AP| &,

DeleteDatabase

LT RIBRBERT WfAE A DeleteDatabase,

EA T Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS KB RAIFEEPERTERS , 7HRMOMAHITIRE
MZ1T,

glue.delete_database()
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.name(self.database())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

« BXx APl NiFHEER |, FS M EMDeleteDatabase T Rust BIAWS SDK APl $#,

Deletelob
LU RBREER T {A4E A Deletelob,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMABHITRE
MZ1T,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« X API NiFHEER |, H3EEMDeleteJobT Rust BIAWS SDK AP| ¥,

DeleteTable
LT RS RGER T {AEH DeleteTable,

FEAT Rust B SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RPIFHEFRERTER , THOMHITIRE
MZE1To
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for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

- BX API WiFHER , HS &M DeleteTable T Rust FHAWS SDK APl &%,

GetCrawler

LT RERGERT AER GetCrawler,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFH#EFERTER , THOMIITIRE
M=1To

let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

« X APl WiFHEER |, H3FEMGetCrawlerT Rust BWIAWS SDK APl &%,

GetDatabase

AR RGER T IfA{EH GetDatabase,
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FE AT Rust B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
MZE1To

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« X API WiFHER | F5HEMGetDatabaseF Rust WAWS SDK APl &%,

GetJobRun

UTRBREERT AR GetJobRun,

EAT Rust By SDK

@ Note
HEBEEZMEKXER GitHub, £ AWS R RAIFEEFERTERE , THOMAHRITRE
MiZ1T,
let get_job_run = || async {

Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
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.run_id(job_run_id.to_string())

.send()

.await

.map_err(GlueMvpError::from_glue_sdk)?

.job_run()

.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?

.to_owned(),

};

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!/(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running

) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;
job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();
}

« BXx APl NiFHER | F3MEEMAGetJobRunT Rust BIAWS SDK APl &#,

GetTables
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let tables = glue
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.get_tables()
.database_name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

- BX API WFMEE. , BESEMGetTables T Rust KHAWS SDK APl &%,

ListJobs
AR RGER T A A ListJobs,
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let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

. BXx API WiFHEER |, FZFEEAListJobsT Rust BWAWS SDK APl &%,

StartCrawler
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let start_crawler = glue.start_crawler().name(self.crawler()).send().await;
match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {

aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

« BXx APl WiFHEER |, FS M EMStartCrawlerT Rust BIAWS SDK APl &%,

StartJobRun
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(® Note
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ME1T,o

let job_run_output = glue
.start_job_run()
.job_name(self.job())
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.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started

job".into()))?
.to_string();

« BXx APl WiFHEER , F5 M EMAStartJobRunT Rust BWAWS SDK APl &%,
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3k 8 src/bin/hello .rs.

use aws_sdk_iam: :error: :SdkError;
use aws_sdk_iam::operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);
let args = HelloScenarioArgs::parse();

iam_service::1list_policies(client, args.path_prefix).await?;

0k(())
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& B src/ .r iam-service-lib s.

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map(|p| {
let name = p
.policy_name
.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

. BX APl NiFHEER , B3 EMListPoliciesT Rust BIAWS SDK API &#,
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aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use
use
use

aws_sdk_sts::Client as stsClient;
tokio::time: :{sleep, Duration};
uuid: :Uuid;

#[tokio::main]
async fn main() -> Result<(), iamError> {

let (client, uuid, 1list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,
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)

.await

{

i

println!("{:?}", e);

ok(())

async fn initialize_variables() -> (iamClient, String, String, String) {

let

region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;

let
let

let

}Il

.to_

let

}Il

.to_

client = iamClient::new(&shared_config);
uuid = Uuid::new_v4().to_string();

list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

string();
inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"sts:AssumeRole\",
\"Resource\": \"{}\"}]

string();

client,

uuid,
list_all_buckets_policy_document,
inline_policy_document,

async fn run_iam_operations(

client: iamClient,

uuid: String,
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list_all_buckets_policy_document: String,

inline_policy_document: String,
) -> Result<(), iamError> {

let user = jiam_service::create_user(&client, &format!("{3}{}", "iam_demo_user_",
uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{J}\"},
\"Action\": \'"sts:AssumeRole\"
1]
}Il
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{3}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{3}{}", "iam_demo_policy_ ", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
);

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
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attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
.role_session_name(format!("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;
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let assumed_credentials = iamCredentials::from_keys(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.secret_access_key(),
Some(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
.clone(),
),
I

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}

Err(e) => {
println!("This should not run. {:?}", e);
panic!()

}
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- BXAPI HHAER , 17

//Clean up.

iam_service: :detach_role_policy(

&client,

assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),

)

.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {3}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;
println!("Deleted user {}", user.user_name());

0k(())

AttachRolePolicy

CreateAccessKey

CreatePolicy

CreateRole
CreateUser

DeleteAccessKey

DeletePolicy

DeleteRole
DeleteUser

DeleteUserPolicy

DetachRolePolicy

PutUserPolicy
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pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

- BX API HiFMEER |, B3 EMAttachRolePolicy T Rust BIAWS SDK API &%,

AttachUserPolicy
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EA T Rust B9 SDK

(® Note
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pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())
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CreateAccessKey
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pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =
loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);
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Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

i

Ok(response.unwrap().access_key.unwrap())

« BX API ¥ EEL |, S &M CreateAccessKeyF Rust BHAWS SDK APl &%,

CreatePolicy
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pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

i

Ok(response.role.unwrap())
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pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)
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pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;

Ok(response.user.unwrap())

« BXx APl WiFHEER |, F5 M EMCreateUserT Rust BIAWS SDK API &,

DeleteAccessKey
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pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
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.access_key_id(key.access_key_id())
.send()
.await

Ok(_) => {
break;

}

Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;

}
}
0k(())
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TR REBROVER T t{aE A DeletePolicy,
SEF T Rust £ SDK

(@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMAHITIRE
=17,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

0k(())
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- BX API HWEAFEL , HSEERDeletePolicy T Rust BHAWS SDK APl &%,

DeleteRole

LT RS REERT WA{EH DeleteRole,
EA T Rust 8 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_err()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« BXx APl NiFHEER |, F5 M EMDeleteRoleT Rust BIAWS SDK APl %,

DeleteServicelLinkedRole

LT RBREESR T A EH DeleteServicelLinkedRole,
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FE AT Rust B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
ME1T,

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

« X API WFHEE. |, FS & HDeleteServiceLinkedRoleF Rust BIAWS SDK APl &%,

DeleteUser

LTS RHGERT M{A{#E A DeleteUser,

FE AT Rust 8 SDK

(® Note
EREZHEREE GitHub, £ AWS RIS RHIFHEFEFERTER , THRMOMHITIRE
ME1T,o

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();
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let mut tries: i32 = 0;
let max_tries: i32 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client

.delete_user()

.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

};

response

« BXx APl NiFHEER |, F5 ¥ EMDeleteUserT Rust BIAWS SDK APl &#,

DeleteUserPolicy
T RBRAVESRT {AEA DeleteUserPolicy,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub,  AWS KB RHIFEEFEKRTERE , TR AHRTRE
METT.

pub async fn delete_user_policy(
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client: &iamClient,

user: &User,

policy_name: &str,

) -> Result<(), SdkError<DeleteUserPolicyError>> {

client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

0k(())

- BXx APl HiFMER , 5SS &M DeleteUserPolicy T Rust BIAWS SDK APl &%,

DetachRolePolicy

LUTRIBRPIERT M{AEA DetachRolePolicy,

EAT Rust B9 SDK

(® Note
EREZHEREE GitHub, £ AWS R RHIFHEFERTER , THMOMHITIRE
ME1T,

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())

- BXx API HiFME R , i5S &M DetachRolePolicy T Rust BIAWS SDK API %,

DetachUserPolicy

R REBRGNER T i £ A DetachUserPolicy,

EAT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« BX API i#4EL |, S i&EADetachUserPolicy F Rust BHAWS SDK APl $#,

GetAccountPasswordPolicy

LT RBRAERT AR GetAccountPasswordPolicy,
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FE AT Rust B SDK

@ Note

BB EZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNATHITIRE
FE1To

pub async fn get_account_password_policy(
client: &iamClient,
) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>

{

let response = client.get_account_password_policy().send().await?;

Ok(response)

« BX API iFELR | 125 95& A GetAccountPasswordPolicy T Rust BIAWS SDK API &,

GetRole
LR RGERT A {E A GetRole,
EF T Rust 8 SDK

(® Note
EEELIXEL GitHub, # AWS REBFAIEHEFERTERA , THROMETRE
ME1T,

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {
let response = client.get_role().role_name(role_name).send().await?;
Ok(response)
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- X API N FHEER |, FSEAGetRoleT Rust WAWS SDK API &,

ListAttachedRolePolicies

LT RBREERTAEA ListAttachedRolePolicies.

EA T Rust B9 SDK

(® Note
EEESHHAER GitHub, # AWS KB RAlEZMEFESRZRRA , TROARTRE
METT.

pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>
{
let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API BWiFHER , HS &M ListAttachedRolePolicies T Rust BWAWS SDK APl &,

ListGroups

LR RBREERT AR ListGroups.
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API HEAELE , HSFEERListGroupsF Rust BIAWS SDK API $&,

ListPolicies

LTRBREVERTWMAERA ListPolicies,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFH#EFERTER , THOMHITIRE
M=1To
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pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name

p
.policy_name

.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

. BXx APl NiFHEER | HSFHEMListPoliciesT Rust BIAWS SDK APl &#,

ListRolePolicies
AT REERT A {EH ListRolePolicies,

EAT Rust B9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFHEENERTERE , THOTHRTEE
MZE1To
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pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API BWiFHER , HZFEAListRolePolicies T Rust WAWS SDK API &%,

ListRoles
LUTRBREERT WAER ListRoles,
EATF Rust B SDK

@ Note

BB EZHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7HNAHITIRE
FE1To

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
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.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« BXx APl WiFHEER |, F5 M EMListRolesT Rust BWAWS SDK AP| &,

ListSAMLProviders

LT RGPERT A #E A ListSAMLProviders,

EAT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,

pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

- BXAPIHNEHARFE , HSMAER T Rust WAWS SDK SAMLProviders H 5 API $%,

ListUsers

UTRBREERT WAER ListUsers,
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FE AT Rust B SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFHEFRERTER , THMOMHITIRE
MZE1To

pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok (response)

« BXx APl WiFHEER | FSMEEMListUsersT Rust BIAWS SDK APl &%,

AWS loT £ Rust ik SDK HJ =4l

UTRBREABERERT OMAERERT Rust B AWS SDK RHITIREMSSIE iz S AWS loT,

RERKEEFNRBER , LTELTXHET. BANBITRET BOMERAENRSEY , &7
DLBE BRI RN LT XERRE.

BANRAIEEE - MEA ETEFREABNEE , SUUNPRIEXUOMEE L TXHREMSITRBY
B,

£}
- BHE
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BR1E

DescribeEndpoint

AT RBREVERT AR DescribeEndpoint,

EAT Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEPERTERS , 7HRMNABHTIRE
MZ1T,

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {}", resp.endpoint_address.unwrap());
println!();

ok(())

- BXx APl liFME R , i5S &M DescribeEndpointF Rust BWAWS SDK APl &,

ListThings

LTFRERESERT WAEA ListThings,
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@ Note
EEELZHXER GitHub, £ AWS RE T FHEPERTETRAE , THOMAHITIRE
FIE1To

async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

}

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
);
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
);
println!(
" ARN: {1",
thing.thing_arn.as_deref().unwrap_or_default()
);

println!();

println!();

ok(())

- BX APIHFAEE

£ SDK for Rust B9 Kinesis Rl

HZFERListThingsT Rust ®HAWS SDK APl 3%,

LT REREIEERTRT MAERHA Kinesis Y Rust AWS TR TEARMITRENIIAELZ R,

Kinesis
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RERKBEEFNRBRER , YAELTXXHIET. BB RET BUMERALENRSEE , &7
LB EBEXZRN L TXERRKE,

BNTOIHIE—NMENTRFERBHEE  SUUNPFRIBEXUOAE L TXHRENZTRBHR
B,

ES}
- BHE
« ZhRS 2RI

CreateStream
LT RBREER T WAER CreateStream,
EAT Rust B9 SDK

(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7THNAUHITIRE
FIE1To

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

ok(())

« BX APl WiFHEER , F3 &M CreateStreamT Rust BIAWS SDK AP| &#,
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DeleteStream
AR RGER T Wf{EH DeleteStream.

EAT Rust 9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1T,

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

ok(())

. BX APl WiFHEER , BE3MEMDeleteStreamT Rust BIAWS SDK AP| &,

DescribeStream
AT RBREESR T A EH DescribeStream,

EA T Rust B9 SDK

(® Note

ERBEZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE

FE1To

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc resp.stream_description.unwrap();

BReE
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println!("Stream description:");

println!(" Name: {}:", desc.stream_name());

println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

. Bx API WFHELR |, 55 9iE A DescribeStream ¥ Rust BWAWS SDK APl &%,

ListStreams
AR RGER T ANMAEH ListStreams,

EAT Rust By SDK

(® Note
EBEZHEREE GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
ME1T,

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");

let streams = resp.stream_names;

for stream in &streams {
println!(" {3}", stream);

println!("Found {} stream(s)", streams.len());

0k(())
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- BX API W FHEER |, HSBEAListStreamsT Rust BHAWS SDK APl &%,

PutRecord
LUTRBREERT WA PutRecord,
ER T Rust #9 SDK

(® Note
EREZMEXREER GitHub, £ AWS KIS RHIFHEFRERTER , THMOMHITIRE
METT.

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

0k(())

« Bx APl WiFHEER |, F5HEMAPutRecordT Rust BIAWS SDK API &%,

ToHR 5585 =l
BiE Kinesis it & 258 A Lambda B ¥X

UTRBREAETRT WASEIM —/ Lambda BIE , ZEREIZWERIZRK B Kinesis fVid XMt X NE
. ZEBK E Kinesis BN E , ¥ Base64 8 , HIEXTIEFKHAR,
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F& A RIS
EA T Rust B9 SDK
@ Note
EEESHXER GitHub, EERFHTOHFEEFERTERS , HTHROMAHITRE
FME1To

&Y Rust ¥ Kinesis 245 Lambda £&8 8.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
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ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

BT Kinesis i &85k & Lambda B EHLAL BRI B %k W

UTRBREIERT IMANERKA Kinesis RAVELHY Lambda BRI 5 HAL BB AL, ZEBIE
W B HR S HEAL BRI KK, HIER Lambda FEERHIXLEHE R,

FE AT Rust B SDK

® Note
EBEZMXRFER GitHub, EELMS sz ROIFRETEXRZRRA , 57 7THOMHTIRE
Miz1To

R8T Rust # 1T Lambda Kinesis #t4b 17 B 2k K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::kinesis: :KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
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let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

I
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {

tracing::error!("Error: {}", err);
return Err(Error::from(err));
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let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS {£ A Rust ik SDK HJ 7R~ 4l
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async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

0k(())
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Decrypt
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EAT Rust By SDK

@ Note
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Fiz1T,

async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input]| {
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base64: :decode(input).expect("Input file does not contain valid base 64
characters.")

1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())
.send()
.await?;

let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();
println!("Decoded string:");

println!("{}", s);

0k(())
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async fn encrypt_string(
verbose: bool,
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client: &Client,
text: &str,
key: &str,
out_file: &str,
) -> Result<(), Error> {
let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?3}", out_file);
println!("{}", s);

0k(())
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
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let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {

let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;
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// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");

let bytes = blob.as_ref();

let s = baseb4::encode(bytes);
println!();

println!("Data key:");

println!("{}", s);

0k(())
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();
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let s = base64::encode(bytes);
println!();

println!("Data key:");
println!("{}", s);

ok(())

« Bx API WFHEELR |, 535 EAGenerateRandomF Rust BIAWS SDK APl &%,

ListKeys
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp client.list_keys().send().await?;

let keys = resp.keys.unwrap_or_default();

let len = keys.len();

for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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async fn reencrypt_string(
verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,
) -> Result<(), Error> {
// Get blob from input file
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);
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let o = &output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

}

ok(())
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EXMER T ERANTHRBIIA Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]
aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
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aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }
lambda_runtime = "0.8.0"

serde = "1.0.164"

Al X MBI E 1 Lambda AN —AXAREF. IXHTE crate =2 src/ations.rs,

use anyhow: :anyhow;
use aws_sdk_iam: :operation::{create_role::CreateRoleError,
delete_role: :DeleteRoleOutput};
use aws_sdk_lambda: :{
operation::{
delete_function: :DeleteFunctionOutput, get_function::GetFunctionOutput,
invoke: :InvokeOQutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration: :UpdateFunctionConfigurationOutput,
},
primitives::ByteStream,
types::{Environment, FunctionCode, LastUpdateStatus, State},
b7
use aws_sdk_s3::{
error::ErrorMetadata,
operation::{delete_bucket: :DeleteBucketOutput,
delete_object: :DeleteObjectOutput},
types: :CreateBucketConfiguration,
b7
use aws_smithy_types::Blob;
use serde::{ser::SerializeMap, Serialize};
use std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
use tracing::{debug, info, warn};

HARINEE 452



EAT Rust By AWS SDK

FRARER

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]
pub enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,

impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),

Operation::DividedBy => write!(f, "divided-by"),

/**

* InvokeArgs will be serialized as JSON and sent to the AWS

*/
#[derive(Debug)]
pub enum InvokeArgs {

Lambda handler.
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Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {

InvokeArgs::Increment(i) => serializer.serialize_i32(*i),

InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;
map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
}Il#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
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iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,

role_name: String,

bucket: String,

own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);

pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.O,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
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pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)

-> Self {
let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
1)),
true,
),
I

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.@.clone())
.create_bucket_configuration(
CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();
}
Self: :new(

aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,

lambda_name,
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role_name,
bucket,
OwnBucket(own_bucket),

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())
}
/**
* Create a function, uploading from a zip file.
*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;
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let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())
.send()
.await?;

Ok (key)

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.

info!("Creating execution role for function");
let get_role = self
.iam_client
.get_role()
.role_name(self.role_name.clone())
.send()
.await;

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>
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if let Ok(get_role) = get_role {
if let Some(role) = get_role.role {
return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;

match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :builder()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
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* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
return Ok(false);

}
match config.last_update_status() {

Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {

warn!("Missing last update status");
return Ok(false);
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}
I
if expected_code_sha256.is_none() {
return Ok(true);
}
if let Some(code_sha256) = config.code_sha256() {
return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());
}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
}
Ok(false)
}
/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {

info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error: :from)

/** List all Lambda functions in the current Region. */

pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {3}", self.lambda_name);
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let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client

.invoke()

.function_name(self.lambda_name.clone())

.payload(Blob: :new(payload))

.send()

.await

.map_err(anyhow: :Error::from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
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);

let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await

.map_err(anyhow: :Error::from)?;
self.wait_for_function_ready().await?;

Ok(updated)

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Exrror::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
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if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client

.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),

)
} else {
info!(?location, "Skipping delete object");
None
};
(delete_function, delete_role, delete_object)
}
pub async fn cleanup(
&self,
location: Option<String>,
) > (
(

Result<DeleteFunctionOutput, anyhow::Error>,

Result<DeleteRoleOutput, anyhow::Error>,

Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some (
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())
.send()
.await
.map_err(anyhow: :Error::from),
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} else {
None
}
} else {
info!("No bucket to clean up");
None

i

(delete_function, delete_bucket)

/**
* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs: :Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

— MM ERBETHRNZHSIXME , FRGTITIREREFHELT N, XMXHRETFEN src/

bin/scenario .rs.

/*

## Service actions
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Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario

A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG® variable.

The steps of the scenario are:
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1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* _Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.

* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.LastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda: :{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;
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use std::{collections::HashMap, path::PathBuf};
use tracing::{debug, info, warn};
use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

};

#[derive(Debug, Parser)]

pub struct Opt {
/// The AWS Region.
#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: 132,

// The left operand.

#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.

#[structopt(long, default_value = "23")]

pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,
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}

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &LambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :builder()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
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"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(tzrue)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager: :load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {
Ok(init) => {

info!(?init, "Created function, initially with increment.zip");

let run_block = main_block(&opt, &manager, init.clone()).await;
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info!(?run_block, "Finished running example, cleaning up");
Some(init)
}
Err(err) => {
warn!(?err, "Error happened when initializing function");
None
}
13
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info!("Skipping cleanup")
} else {
let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");
}
}
- BXx APIi#F4EE , 2 H (AWS SDK for Rust API Reference) H#YLL T EB,
» CreateFunction
* DeleteFunction
* GetFunction
* Invoke
* ListFunctions
» UpdateFunctionCode
» UpdateFunctionConfiguration
B’IE
CreateFunction
LUTFRBREVERT t{aEH CreateFunction,
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EEEZMHEXEE GitHub, £ AWS REBRAITFHERERTERG ,

M=z1T,

/**
* C

*/

pub
anyhow:

reate a function, uploading from a zip file.

async fn create_function(&self, zip_file: PathBuf) -> Result<String,

:Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())
.send()
.await?;
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Ok(key)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

. Bx API NiFELR |, 53 E A CreateFunctionF Rust WAWS SDK APl &#,

DeleteFunction

LR RGERT a A DeleteFunction.
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
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.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

« BXx APl WiFHEER |, F3HEADeleteFunctionF Rust BIAWS SDK API &#,

GetFunction

LT RBREETRT WA A GetFunction,

EA T Rust B9 SDK

(® Note
EREZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error: :from)
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Invoke
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/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")
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« BX APl FAEE , 5 (AWS SDK for Rust API Reference) HHIEM,

ListFunctions
AT RGERT AEA ListFunctions,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RPIFH#EFERTER , THMOMHITIRE
METT.

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error: :from)

« BXx APl WiFHEER , F5HEEMListFunctionsF Rust WAWS SDK API &%,

UpdateFunctionCode
T RBRAVERT AR UpdateFunctionCode,

EAT Rust B9 SDK

(® Note
EEESMXEL GitHub, # AWS REBFAIEHEFERTERA , THROMETRE
MZE1To
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/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap'.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
info!("Uploading function code to s3://{}/{3}", self.bucket, key);

let _ = self
.s3_client
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.put_object()
.bucket(self.bucket.clone())
.key(key.clone())
.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« BX API HiF4E LR |, S 9&EAUpdateFunctionCodeF Rust BIAWS SDK APl $#,

UpdateFunctionConfiguration

TR RIBRHIERT afa#E A UpdateFunctionConfiguration,

EATF Rust B9 SDK

@ Note

BEEZHEXEER GitHub, £ AWS R RHIF#ERERTERG , THROMFTIRE
FMiz1T,

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
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.environment(environment)
.send()

.await

.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

- BX API HiFMEER , B2 HEMUpdateFunctionConfiguration T Rust BIAWS SDK API &
Z,

=
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UTRBRTERR A ZERSENAER , LAFRBERAREEERRA,
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ERNAF AR R-EBNMARR , ZRMARFERA Amazon Rekognition # B &HHAR S H
HHEE#USEBEERR,

BXRMARENZITHZERABMEER , H3 8 LR TE R GitHub,
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£ Lambda E# & H Rust E#EZ] Amazon RDS $HiEE.,

use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();

for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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BT Kinesis it & 258 H Lambda B ¥X

UTRBREAETRT WASEIM —/ Lambda BIE , ZEREIZWERIZRK B Kinesis VIEX ML X HNE
. ZEBK E Kinesis BN E , ¥ Base64 8 , HIEXRTIEFKHAR,

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

&Ei¥ Rust ¥ Kinesis 245 Lambda £&8 8.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis::KinesisEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

1)
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tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

JEXY DynamoDB fif & 258 A Lambda BI#K

T RBRAPERIMAEI — Lambda B , B BIZWIEST WK B DynamoDB FR#Y i 5 i fill &
WEH, ZEBK R DynamoDB BERAH , HIEZRTIEEZRE,

EAT Rust 9 SDK

(® Note
EREZHKREER GitHub, ELRS R ROIFEEFERTERE , 7 THROMHETIRE
METT.

£ Rust ¥ DynamoDB £45 Lambda &4 A,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

};

TR S5 2R A 485


https://github.com/aws-samples/serverless-snippets/tree/main/integration-ddb-to-lambda

EAT Rust By AWS SDK FEARIER

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
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.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

#d Amazon DocumentDB fit % 2518 Lambda Bi%Kk

LT RS R OLE R MNASK I — 4> Lambda BRE , ZEBERPET KK B DocumentDB ESURAYIE R
AL R IS4, ZEBKFE DocumentDB B HE , HIEKTIERKHR,

EAT Rust B9 SDK

(® Note
EREZHKREER GitHub, HELRS R ROIFEEFERTERE , 7 THROMHEITIRE
METT.

&£ A Rust 3% Amazon DocumentDB 45 Lambda &8,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {
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tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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Bid Amazon MSK % 2518 Lambda %K

LU RS R BLRE R A SR B — 4> Lambda BREY , ZEBEEBBT KWK B Amazon MSK S8V 12K
R NESH, ZEHBRER MSK BRAR , A iEZTIERAB.

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

BT Rust ¥ Amazon MSK E45 Lambda &4,

use aws_lambda_events::event::kafka::KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);
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// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}
}

0k(().into())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();

info!("Setup CW subscriber!");

run(service_fn(function_handler)).await

B33 Amazon S3 it % 8518 A Lambda EI#X

UTRBFAER T MARIA—1 Lambda B, HEMEKELHN R LEE) S3 AHMENEL,
BEANEHSHFRER S3 FHABEHANRES , 3A Amazon S3 AP| R FHEZIH KM

FE AT Rust B SDK

® Note
RBEEZHERER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETIRE
Miz1To

£/ Rust ¥ S3 EH 5 Lambda £41# M.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::event::s3::S3Event;
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use aws_sdk_s3::{Client};
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
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.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

0k(())

JB3¥ Amazon SNS fifi % 258 Lambda BEH#K

TR REIRERT MASEH — Lambda Bi#K , ZEBIEWEEKNRE SNS TERVEEMALRNE
o ZHBNEHSBRBHEEALCEKEBZHENRAE,

FE AT Rust B SDK

® Note
EBEZMXRFER GitHub, EELMS sz ROIFRETEXRZRRA , 57 7THOMHTIRE
Miz1To

B Rust i SNS B4 5 Lambda £&EH.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["SI‘]S"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }
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// tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {

for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

Bi¥ Amazon SQS & 8518 A Lambda B

TR RBIRRT MASEI — Lambda Bi#y , ZEBIEWE KRB SNS BAHIRE EMAL RS
fro ZEBNEHSBRRBEEHACKERBEENNE.

EATF Rust B9 SDK

(@ Note
EREZHKRIEER GitHub, ELRS B ROIFHEEFERTERE , 7 THROMHEITRE
ME1To
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BiE Rust ¥ SQS E4 5 Lambda &4 1#EH,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

BT Kinesis i &85k & Lambda B EHLAL B I B %k W

LUTRBREERT WA REZERK B Kinesis RV EHH Lambda ERESRIIER o #EAL BN R, ZEIEAE
Mo R 3RS HEAL BT B kW |, H 357~ Lambda #EEiRIX LR,

EA T Rust B9 SDK

(® Note
EHEZHMKRIEER GitHub, ELRS = ROIFEEFERTERE , 7 THROMHEITIRE
Miz1To
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R8T Rust # 1T Lambda Kinesis #t4M 17 B 2k K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
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event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

#Bid DynamoDB fii % 8518 & Lambda BRERHEALIRIN B % M

LU R BIE R anfal Ay #5UR B DynamoDB SREVEHFHY Lambda BNESRI R 0 #EALERIE R, ZEEEK
FEWD R AR SR AL BB R KW, HHER Lambda HBEEHXLHEE
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FE AT Rust B SDK

@ Note

EREZHKEER GitHub, ELRFSHRHIFHEPFERTRERG , 7 THROMHTRE

N—

ME1To

R E A Rust @33 Lambda # 1T DynamoDB #4310 B kM.

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

0k(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {3}", record.event_id);
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// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
1);
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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& EFH Amazon SQS A& 883 1T Lambda BRERHEANEIN B 2k K

UTRBREIERT IMARNEKKE SQS ASIHEAE Lambda BNESKIER o #EAL BB AL, ZEETE
e SRS HEAL BRI KK, HHER Lambda FEERHIXLEHE R,

EATF Rust B9 SDK

(® Note
EREZMEREER GitHub, ELERSHEROIFREPERTERS , F THNMAHTRE
METT.

45 A Rust 34T Lambda SQS #t4b B B kM.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqs::{BatchItemFailure, SqsMessage},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)
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}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS 1 XK

RN AT IRS =25 AR T

LT RBE R EEH APl Gateway & Lambda #1 DynamoDB #ZEMN X LRSS/ AEF
EATF Rust ) SDK

SER MR Rust SDK BTN XA E APl Gateway LAK Lambda 1 DynamoDB B AR 5585 K
RAEF,.

BXRMARENZITHTERABMERS , 37 L TERFIGitHUb,

B Fh 68 A B R S5
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BRE
ListInputs
TR RGERT IA#ER ListInputs.

EA T Rust B9 SDK

(@ Note

BEEZHXEER GitHub, £ AWS R RHIFHERERTERG , THRINMAHITIRE
Fiz1T,

£ “X15” ARNs # 5l tH & /Y MediaLive i A & 5.

async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_arn);
println!();

}

ok(())

- BXAPI HHEFEAEE , S HERAListinputs T Rust BHAWS SDK APl 3%,

MediaPackage £/ Rust kX SDK &Y R4l

LTRBRAEERERT MAERERT Rust B9 AWS SDK RTIREFNZIE N7 S
MediaPackage.,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEYE , &7

LB RHEXZ RN ETXERREF,
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METT.

5 5558 ARNs F#R,

~

async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();

}

ok(())

« BXx APl WiFHEER |, FSFEEMAListChannelsF Rust WAWS SDK APl &%,
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ListOriginEndpoints
UTRBROVERT WAFEA ListOriginEndpoints,
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(® Note
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METT.

B R L0 AR A URLs.

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);
println!(" URL : {}", endpoint_url);
println!();
}

ok(())

- BXx API BFER , iHS &M ListOriginEndpointsF Rust BIAWS SDK API &,
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&I Rust £ Amazon MSK 45 Lambda &8,

use aws_lambda_events: :event: :kafka: :KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {

let payload = event.payload.records;
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for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

}

0k(().into())
}

#[tokio::main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info! ("Setup CW subscriber!");

run(service_fn(function_handler)).await

& SDK for Rust B Amazon Polly 74l
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MZ1T,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");

let voices = resp.voices();
for voice in voices {
println!(" Name: {}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();

println!("Found {} voices", voices.len());

0k(())
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async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();

for lexicon in lexicons {
println!(" Name: {}", lexicon.name().unwrap_or_default());
println!(
" Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {3} lexicons.", lexicons.len());
println!();

0k(())
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« BXx APl NiFHEER , 3 EMListLexiconsT Rust BIAWS SDK API &#,

PutLexicon
UTRBREERT WA PutLexicon,

EA T Rust B9 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB ROIFEEFERTERE , TR AHRTRE
METT.

async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.01rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemaLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>

</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

« BXx APl WiFHEER | F3FEEMPutLexiconT Rust BIAWS SDK APl $#,
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async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoiceId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await

.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");

0k(())
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use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();

for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,
) -> Result<(), Error> {
let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);
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let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())

« BX API Ni¥HEER , B2 EMExecuteStatementF Rust BIAWS SDK API &%,
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");
for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
println!(" 1ID : {3}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

0k(())
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/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///
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/// # Arguments
///
/// * “client’ - an S3 client configured appropriately for the environment.
/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename® - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
key: &str,
) -> Result<(), S3ExampleError> {
// List the buckets in this account
let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
IR EANS AN R AN S
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{scl}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives: :ByteStream: :from_path(filepath)
.await

.map_err(|err| {
S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

FroaeER 520



EAT Rust By AWS SDK FEARIER

))
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let resp = client
.put_object()
.bucket(bucket)
.key(key)
.body(body)
.send()
.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {3}", resp.version_id().unwrap_or("(missing)"));

0k(())

S3 ExampleError XA Fo

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))
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impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {

fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

}

impl std::error::Error for S3ExampleError {3}

impl std::fmt::Display for S3ExampleError {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

write!(f, "{}", self.0)
}

« BXx APl WiF4EER |, F3H:EMListBucketsT Rust BWAWS SDK AP| &,

EARIhRE

THRELASThAE

T RBREIRRT 1 -
BIBMH R M LR FIE A,
MBEHTEIR

X RE H B EE P T XK,

FIH BRI R
M BR A R X R
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@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMAHITIRE
Fiz1T,

BT 17520 =3 #l crate IR,

#![allow(clippy::result_large_err)]

//! Purpose

//!' Shows how to use the AWS SDK for Rust to get started using

//! Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!

//! This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//! user guide.

//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedwWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{3}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await
{
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eprintln!("{:?}", e);
};

0k(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;
0k(())
)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");
}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

0k(())

LR ERNERRE,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
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) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}

D

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)
.key(key)
.body(body.unwrap())
.send()

EARThEE 525



EAT Rust By AWS SDK FEARIER

.await
.map_err(S3ExampleError::from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with

etag {}",
response

.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
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);
ok(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?3}")

ok(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.
let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();
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if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleErroxr: :new(
"There were still objects left in the bucket.",

),

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« BXx APl FHEER |, S (AWS SDK for Rust API Reference) FHIAT £,
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» CopyObject

* CreateBucket

* DeleteBucket

* DeleteObijects

+ GetObject
» ListObjectsV2

+ PutObject

BR1E

CompleteMultipartUpload

LT KRB REERT A CompleteMultipartUploads

EAT Rust B9 SDK

® Note

EHEZHXEER GitHub, £ AWS R REITFEEDERTERE ,
FE1To

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;
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// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
WIB S

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(
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CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

Lbuild(),
);
}
« BX APl NiEAE LR , FSE5EH CompleteMultipartUpload F Rust BIAWS SDK APl &,
CopyObject

TR RBERGERT t{AEA CopyObject,

FE AT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
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response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
);
0k(())

- BX AP HEHAELR , HSHER CopyObjectT Rust WAWS SDK APl &,

CreateBucket

UTRIBREVERT WAEA CreateBucket,

EAT Rust B9 SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFH#EFEFRERTER , THMOMHITIRE
ME1T,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration::buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
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.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this

task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

D

« Bx API WFEER |, 55 3E A CreateBucketT Rust WAWS SDK API &#,

CreateMultipartUpload
TR RBREVERT {AEA CreateMultipartUpload,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEEFRERTERS , 7HMMAHTIRE

ME1T,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to

// upload the file.

let multipart_upload_res: CreateMultipartUploadOutput

.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)

.send()

.await?;
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let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
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let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« BX API HiFMAEER |, S EM CreateMultipartUpload T Rust FIAWS SDK API &%,

DeleteBucket

UTFRIBREERT WfAE A DeleteBucket,

EAT Rust B9 SDK

(® Note
EREZHEREE GitHub, £ AWS R RHIFHEFERTER , THMOMHITIRE
ME1T,

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")
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{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« BX APl NiFHEER |, F3HEMDeleteBucketT Rust BIAWS SDK APl &%,

DeleteObject

TR REROVER T ({aE A DeleteObject,

EATF Rust B9 SDK

@ Note

BEEZHXEER GitHub, £ AWS RIEERHIF#ERERTERG , THRIOMFHTIRE
FMiz1T,

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

0k(())
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- BX AP HEAE LR , HSFERDeleteObjectT Rust ®WAWS SDK APl &,

DeleteObjects

DTRRERGVERT (A E A DeleteObjects,

EATF Rust B9 SDK

@ Note
EHEEZMKRIEL GitHub, £ AWS KB RHIFEEFEKRTERE , THRIMARTRE
ME1To

/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build key for delete_object:
{err:?3}"))
1)7?;
delete_object_ids.push(obj_id);

client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildex()
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.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
IEr
)
.send()
.await?;

0k(())

- BXx APl HiFME R , i5SEMADeleteObjects T Rust BWAWS SDK APl &%,

GetBucketLocation
AR RGER T WA A GetBucketLocation,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE
ME1T,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
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let r = client
.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());
}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« BXx APl WiFHEER , 5 :E A GetBucketLocationF Rust BIAWS SDK APl &%,

GetObject
LRI RHERT I{a#E A GetObject,

EA T Rust B9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFEENERTERA , THOTHRTEE
ME1To
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async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {3}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
1)7?;

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = 0@_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?3}"))
2 {
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
)%y
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

- BX AP HEMAFEELE , HSHERGetObjectF Rust FIAWS SDK API 2%,

ListBuckets

LR RGERT MNAEH ListBuckets,
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
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in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« Bx APl NiF4EER |, F5 M EMListBucketsT Rust BHAWS SDK AP| &,
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async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{}", version.key().unwrap_or_default());
println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

ok(())

« BX API BiFER |, iHSI95EMListObjectVersionsF Rust BIAWS SDK APl &%,
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pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {

Ok(output) => {

for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}

}

Err(err) => {
eprintln!("{err:?}")

}
}

ok(())

« BX API HFMER , HSUER T Rust BWAWS SDK HH ListObjectsV2 APl &%,
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

- BX API HEAELE , HSFEERAPuUtObjectT Rust BIAWS SDK API 3%,

UploadPart
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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}

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))7?;

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« BX API HiFHEELR | S EAUploadPartT Rust BHAWS SDK APl $#,
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/// Generate a URL for a presigned GET request.
async fn get_object(

client: &Client,

bucket: &str,

object: &str,

expires_in: ub64,
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) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;
println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");
0k(())
}
BIETELZFREK PUT S3 XK.
async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time::Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to convert expiration to PresigningConfig: {err:?}"
))
IS
let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;
Ok(presigned_request.uri().into())
}
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use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error::S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't

/// changed.

///

/// # Steps

/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio: :main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uwuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.

R
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// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client

.create_bucket()

.bucket(bucket_name.clone())

.send()

.await?;

// Create a new object in the bucket whose name is 'KEY' and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,
// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
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Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject® request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the "HeadObject  request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//
// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an
// "SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
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Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stxr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// ~SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
},
I

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())

.key(KEY)

.send()
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.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())
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Cargo.toml A F M= =5l

[package]
name = "testing-examples"
version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

[dependencies]
async-trait = "@.1.51"
aws-config = { version

"1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "@Q.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

5/ automock FRRS 222389 2 o3t R4l

78— 555


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/testing#code-examples

EAT Rust By AWS SDK FEARIER

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
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// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,

s3_list: S3,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3_list

.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
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.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
D)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())
1);
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// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

£ A& M= =5 StaticReplayClient,

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3: s3::Client,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;
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}

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

use super::*;

use aws_config::BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
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.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
I
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
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let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

FERFETEARXH
TENKBREERT [ Amazon S3 E& KSXHHM Amazon S3 T&E AKX,
BEXEZER , FEHAERAD B LERELENR,
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EBEEZMHEXEER GitHub, £ AWS KRB RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

use std::fs::File;
use std::io::prelude::*
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::error::DisplayErrorContext;
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use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object::GetObjectOutput,

i

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;

#[tokio::main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;
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let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

"Missing upload_id after CreateMultipartUpload",
))7?;

//Create a file of random characters for the upload.

let mut file = File::create(&key).expect("Could not create sample file.");

// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_rng()
.sample_iter(&Alphanumeric)
.take(256)
.map(char::from)
.collect();
let return_string: String = "\n".to_string();
file.write_all(rand_string.as_ref())
.expect("Error writing to file.");
file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path::new(&key);

let file_size = tokio::fs::metadata(path)
.await
.expect("it exists I swear")
.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;
if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError::new("Bad file size."));

}
if chunk_count > MAX_CHUNKS {

return Err(S3ExampleError: :new(

"Too many chunks! Try increasing your chunk size."

));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart>

Vec: :new();
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for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :builder()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
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.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)

.send()

.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");

s3_code_examples: :clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");
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£/ Rust fF S3 E# 5 Lambda £&# .

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");
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if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
}
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ListNotebookInstances
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MZ1T,

async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {3}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());

println!(" 1Instance Type : {}", n_instance_type.as_ref());
println!();

ok(())

« Bx API WFELR |, 25 EAListNotebookinstancesF Rust BIAWS SDK APl &%,
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async fn show_jobs(client: &Client) -> Result<(), Error> {

let job_details =

println!("Jobs:");

client.list_training_jobs().send().await?;

for j in job_details.training_job_summaries() {

let name =
let creation_time =
.to_chrono_utc()?;
let training_end_time = j
.training_end_time()

time")

.expect("Training end time")

.to_chrono_utc()?;

let status =
let duration =
println!(" Name:
println!(
" Creation date/time:
creation_time.format("%Y-

{}"

);
println!(" Duration (seconds):
println!(" Status:

println!();

0k(())
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j.training_job_name().unwrap_or("Unknown");
j.creation_time().expect("creation

j.training_job_status().expect("training status");
training_end_time - creation_time;

{}", name);

-%d@%H:%M:%S")

{}", duration.num_seconds());
{:?}", status);
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async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

« BX APl WiFHEER | H5HEMGetSecretValueF Rust BIAWS SDK APl &%,
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async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
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.await?;
println!("Created contact");

ok(())

. BX APl WiFHEER , 53 HE M CreateContactT Rust BIAWS SDK APl $#,

CreateContactList
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async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

ok(())

« BXx APl WiF4E R , 53 &M CreateContactListF Rust BSAWS SDK AP| &#,
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?
Err(e) => match e.into_service_error() {
CreateEmailldentityError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)27
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
},
}

- BX API HiFELS , iS5 3&E A CreateEmailldentityF Rust BIAWS SDK APl &,

CreateEmailTemplate
ATRBRAERT AR CreateEmailTemplate,
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}

-« BX APIWiFMEER , HSHEMCreateEmailTemplateF Rust BHAWS SDK APl ¥,
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow!("Error deleting contact list: {e}")),
}

. Bx API WiFELR |, 53 ¥iE A DeleteContactListT Rust BIAWS SDK APl &%,

DeleteEmailIdentity
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match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}

- B API HiFME R , i5SU&EMDeleteEmailldentity F Rust BIAWS SDK APl &2,

DeleteEmailTemplate
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match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}
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async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");

} else {
println!("The address is not verified");

}

ok(())
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async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

« Bx API NiFHEER |, F5 M EMListContactLists T Rust BIAWS SDK APl &%,
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async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;
println!("Contacts:");

for contact in resp.contacts() {
println!(" {3}", contact.email_address().unwrap_or_default());

}

ok(())

« BXx APl NiFHEER , F5HEMListContactsT Rust BIAWS SDK API &%,

SendEmail
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async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;
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let contacts = resp.contacts();

let cs: Vec<String> = contacts

Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();

let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

ok(())

£ AR E B R A SR PR FTE R R RIEHEE.
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let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}"
email, e)),

}

BReE
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« BXx APl WiFHEER | F5HEMASendEmailF Rust BIAWS SDK AP| &,

=
NERRZSE
TR 1B REE R IAE4T Amazon SES APl v2 BRHEBZ =,

EA T Rust B9 SDK

(@ Note
HEBEEZMEKXER GitHub, £ AWS RIBRAIFEEPERTERE , THOMAH#ITRE
ME1To
match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client

.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()

.await
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{
0Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
)?,
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
},
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();
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match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."

)?;
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}
e

=> return Err(anyhow!("Error creating email identity: {}", e)),

}I

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

- HX API #HEER |, F5 (AWS SDK for Rust API Reference) RHILL T &,

* CreateContact

* CreateContactList

» CreateEmailldentity

* CreateEmailTemplate

* DeleteContactList
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» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts
» SendEmail, simple
« SendEmail, R

£ SDK for Rust B9 Amazon SNS R4

LUTRBREIEERRT NMAERERT Rust WA X T EEZH Amazon AWS SNS RIFITIRIER
SUMELT =R,

RERKBEFNRBRER , YAELTXXHIET. BALNEIRET BOMERALEMNRSEE , &7
LB EBEXZ RN ETXERRKE,

FREESERIABEE - MNRSHFEASNERHEEM AWS BRSEERERBEEFSHRBE R
{ﬁﬂo

BANRAIETE-—NMERTERERBHEE , EUMNPRIEXOME L TXHREMNSTRBHR
Ao

ES ]

« RS AR

CreateTopic
AT RERFIER T EER CreateTopic,
iEA T Rust 9 SDK

(® Note

BEEZHEXER GitHub, £ AWS RIBRAIFEEFERTERE , THOAHRITIRE
*ﬂl_‘f'.l'o
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async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« BX API HiF4EL |, 2 1E A CreateTopicT Rust BHAWS SDK APl $#,

ListTopics
LTRRBREERT AR ListTopics.
&M T Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIE1To

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

}

ok(())

- BX API HEAEE , S HERListTopics T Rust BIAWS SDK APl 3%,
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Publish

LT RBREER T AER Publish,
E R T Rust B9 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())
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« Bx APIF4EE |, 535 (AWS SDK for Rust API Reference) F @ Publish.

Subscribe
LUTRBREERT WAEA Subscribe,
ERA T Rust B SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
METT.

F BB, F B4 3t 1k T R B E R

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);
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ok(())

« Bx API F4EE |, 535 (AWS SDK for Rust API Reference) H Y Subscribes

H=

BETRS SN AREFREER
LUTRERFERNMSIBRELTRSSHNARRF , LAFEBERARSERRA,
EATF Rust B9 SDK

ERNMAF AR A-EBNARER , ZRMAREFERA Amazon Rekognition 8  E &H HIARE H
HHE#HUHBAERER,

BXRWARENZETHTERABMUA |, $28 LA TE RS GitHub,.
ERAT BN FREIR , 5 AWS # X ERIEX.

RGP ER YIRS

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
» Amazon S3

* Amazon SNS

To RS 85 I
JB3¥ Amazon SNS fifi % 258 Lambda BH#K

TR REIRERT MASEI — Lambda Bi#y , ZERBIEWEEIKNRE SNS TERVEEMARNE
fro ZEBNEHSBRRBEEHCKERBEENNE.
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FE AT Rust B SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

Ei¥ Rust 5 SNS E4 5 Lambda &5,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£ SDK for Rust B Amazon SQS R4l

LTRBREEERR T MAEHAHAE Amazon SQS #Y Rust AWS FF & TEGRMNITIREMSZIMER
M=o

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LB RBEXZEN ETXERRF,

BRI E—NMERTRERERBHEE , ZAMLMNPKIEXROME L TXHRREMETREBHHR
B,

£33
. IR TH

ListQueues
TR RBRGVER T IAEA ListQueues,

EA T Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.
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1 R1Z X1 5 8 58 — 4> Amazon SQS BA3l,

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()

.expect("No queues in this account and Region. Create a queue to proceed.")

.to_string())

}
- BX APINiFHEER , BZHEMListQueuesT Rust WAWS SDK API &,
ReceiveMessage

LTFRBROVERT (A EA ReceiveMessage,

FE AT Rust 89 SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FE1To

async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#?}", message);

0k(())

- BX APIHFMEER |, BSHEMReceiveMessage T Rust BWAWS SDK APl $#,
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SendMessage
TR RBRGVERT (A A SendMessage,

EAT Rust B9 SDK

(® Note
EBEZMEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
MIZ1T,o

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
.await?;

println!("Send message to the queue: {:#?}", rsp);

0k(())

- BXx APl HiFMER , 5SS &M SendMessage T Rust BWAWS SDK APl %,

To RS 85 I
B3 Amazon SQS fit & 8518 A Lambda BI%K

UTRBREIRRT WMAKI— Lambda B8¥x , ZERBIEKRE KK B SNS RAFIRVE B MA RS
o ZEBNEHSHBRFEEHLREREENAR,
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FEARIERE
FE AT Rust B SDK
@® Note
EEEZHXER GitHub, ELRSH RO EHEDERTE RS , H 7 HENA#HTIRE
FME1To

BiE Rust ¥ SQS E4 5 Lambda &4 1# M,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await
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& EFH Amazon SQS A& 883 1T Lambda BRERHEANEIN B 2k K

UTRBREIERT IMARNEKKE SQS ASIHEAE Lambda BNESKIER o #EAL BB AL, ZEETE
e SRS HEAL BRI KK, HHER Lambda FEERHIXLEHE R,

EATF Rust B9 SDK

(® Note
EREZMEREER GitHub, ELERSHEROIFREPERTERS , F THNMAHTRE
METT.

45 A Rust 34T Lambda SQS #t4b B B kM.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqs::{BatchItemFailure, SqsMessage},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)
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}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS A Rust ix SDK Y 7= 4l
UTRBREABERERT OMAERAERT Rust B9 AWS SDK R ITIREMSSIME L7 = AWS STS,

RERKBEEFNRBER , YAELTXXHET. BALESRET B ERALENRSEE , &7
DBEEEBEXZ RN ETXERRF,

BNMROIBMIE - MEOTRRRBNERE  BUUMNPRIBXRIAE LT XHRENSTABAIB
B,

ES ]

s

AssumeRole
LR RGERT A AssumeRole,

FEAT Rust B SDK

(@ Note
EHEZHKRIEL GitHub, £ AWS KB RHIFEEFEKRTERE , THRIMAHRTRE

N—

ME1To

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
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.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)

.build()

.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« Bx API N FMEER | FSEAAssumeRoleT Rust BHAWS SDK APl &%,

{# F§ SDK for Rust By Systems Manager R4

LTRBRAIEERERT MAERTHHE Systems Manager B9 Rust AWS % T ESRMITRIEMEIN
BERFR,

RERKBEEFNRBER , YAELTXXHIET. BALNEDIRET BUOMERALENMRSEYE , &7
DB EBEXZ RN ETXERRF,

BANRBIEEE - MER T EFRABNERE , SUUNPRIEXMOEE L TXHREMSITRBHY
B,
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DescribeParameters

LR REERT W{AEMA DescribeParameters,

EAT Rust B9 SDK

® Note
BBEEZMEXER GitHub, £ AWS RIEE Rl FEEPERTERG , 7THNAHITIRE
FIE1To

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())

. BX APl WiFHEER , B3 EMDescribeParametersF Rust BIAWS SDK AP| &,

GetParameter
LT RBREVER T AIEH GetParameter,

EAT Rust B9 SDK

(@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMFETIRE
Fiz1T,

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
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let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)
}
« BXx API HEAER |, HSUEMAGetParameter T Rust BWAWS SDK APl &%,
PutParameter
LUTRBREVERT WfAEA PutParameter,
EA T Rust B9 SDK
@ Note
REELSHXER GitHub, £ AWS RE T FHEPERTETRAE , THOMHITIZE
ME1To

async fn make_parameter(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)

BReE

602


https://docs.rs/aws-sdk-ssm/latest/aws_sdk_ssm/client/struct.Client.html#method.get_parameter
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ssm#code-examples

EAT Rust By AWS SDK FEARIER

.name(name)

.value(value)
.description(description)
.send()

.await?;

println!("Success! Parameter now has version: {}", resp.version());

ok(())

. BX APl WiFHEER |, BESEAPutParameterT Rust BWAWS SDK APl $#,

FAERAT Rust B SDK B Amazon Transcribe R4l

UTRBREBERERT MAFERAHA Amazon Transcribe B Rust AWS FF & T B Akt TR EMSE
MENGR.

GREROGERNMABIE - NMRSHTEAS N EBIEEM AWS BSEERTRABEESHNRB R
Bl

BANTROIBITE - NMEOTRFERBNERE  BAUNPRIEXUOME L TXHPRENZTREBIINR
B,

£

- =

=R
B AERNEE URAFE T HRE A
ATFRBRGIRR T 04T :

- {5 Amazon Polly JF 437 (UTF-8) i A& B & 934
o FFEI M L& 2| Amazon S3 FER.

- A Amazon Transcribe 53 53 4 353 7 LA,

- BRXA,
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AXRIMARENZETHZBERABMER | 2/ LN TR RFIGitHub,

ARG E R ARSS

* Amazon Polly
« Amazon S3

« Amazon Transcribe
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R AWS R RS ESHE X ENYEE Amazon Web Services (AWS) RS EFE D IEREEN. BX
AWS RFZ£ER , BSHAWS RFZ 2 ETEMEMITRIE AWS L T/EEE NEAWS RS .

F&:

« K AWS 7= RRARS N BIRERF

- It AWS F=RHBEFHENERIE
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- eI AR TLS A EA T Rust B AWS SDK
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AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFERFIITLEE,

R AWS = @RS ENHE X EH S E Amazon Web Services (AWS) BRSER D EFTEFER. Bx
AWS RS Z2ER , BZHAWS BREEZL NI HEMEMITKE AWS A TETENBAWS BRS.

EHEFEHARIK TLS M4 & F Rust B AWS SDK

£S5 AWS BREEER , EAT Rust B9 AWS SDK 1/ TLS kiEaReM, BIAMBERT , SDK 54l
SCHE TLS &RIKARA 1.2, BRIANERT , SDK b athEFEF i AEFMRS TANSRS TLS A, 4
i, SDK AIRERETH T TLS 1.3,

BN FHEE SDK FAK TCP iEEsS , WA ENARF PR GISREISEMN TLS R4, 7 TiHEX—
B, LW REIEERERT {58 H|S85E TLS 1.3,

(@ Note
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WHEEFERB 2B SRS WA L E E.

pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.0Q.itexr().map(|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS
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let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();

// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);
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BT Rust B9 SDK AR A ZEEN SRS EFHKH crate :

aws-smithy-http-server

aws-smithy-http-server-python

@8 SDK AFTEEMFEAWNEANREMH crate :

aws-smithy-checksum-callbacks
aws-smithy-eventstream
aws-smithy-http
aws-smithy-protocol-test
aws-smithy-query
aws-smithy-json

aws-smithy-xml

FTEXFERRLHERMN crate

aws-smithy-client
aws-smithy-http-auth

aws-smithy-http-tower
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