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« Self-service X1 .x 5t

APANBEENHENSm ( RFINARF ) WIlR , RIAEFANTRAREENIMEE~RE
TB3,

« Fine-grain ¥ @]32 4l
EEANEBRFTEEFGAS , FNEBEERENRFEANRHINERRE , REEY AWS Identity
and Access Management (IAM) F P FBFA R F X7 mA S HRIER,
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EERAUHTmANBESHENTRASHEMBRS , TELES —MEIR. F=mEFHFNIFRE
B, BB RE 2 mNEN T REASFHE™ M.

BXxEZEE , B2 1 Service Catalog P miFAEE R H,

ERBEH AWS B4 A ENRFE |, Service Catalog API RENFIERA A FIRIENRERE,
BXREZER , 55 Service Catalog Ff & A R 35/,

MM - & AWS Service Catalog

BERSR (7:27 ) NAT AR, ALNERE AWS NEEFmBE R, URINMARXZEENRE BN
m. Hit , RAAFLTREEBEER AWS RS ENAIRIETIAL B L #EAER 1T iR
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https://aws.amazon.com/servicecatalog/details
https://docs.aws.amazon.com/servicecatalog/latest/dg/
https://www.youtube.com/watch?v=A6-jv3gZa4U
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Service Catalog ik
FrafEMA Service Catalog 28l , THEHAHREERANKLAFPNVBIERESBRER.
Users

Service Catalog XFUATEBENWAF

- BRXEER (BER) -EEFGREX (MABRFIRS ). §redfd-RdebhHAasiLAr
BFIHRNE, BXEER N~ mHESR CloudFormation ik, BEEARHEE IAM &€ , UEHS
RRFREE,

- RERAP-WNEIT HIIRLEHEIRSE AWS iEH , HEA AWS EEEH A REAMMIEHRFTIH
EREN~m. RAAFENEMNAIAR , TRBEFARENNE , EABRTENREER, Flw,
APAERAERESAAINR (B NERAEANTRAMENMERR) , IXAEERISERShEE
A PR

[l

FhReEfFETATE AWSEH#HITHEN IT kF. mmE— 12N AWS BIRARK , flan EC2
2B, FES, BIEE, BIERE,. BRFAHRITE AWS Marketplace = f. ~ma L2217 AWS
Linux BWENTESS, EFECHHREFEITHELEBRENZE Web NARERF , IENTHREZEN
FERZRAE,

O LLEN S A AWS CloudFormation 3k 81227 m. AWS CloudFormation BHRE X 7= mATE
B AWS TR, REZENXR  URREARAFERIFTMUBELZSAH., SIEZFANMRMITHMEEE
NigERt A LA A S B

HashiCorp X #F Terraform FFJR# Terraform Cloud

AWS Service Catalog X#FRIE, BENEE , HEHPEELEH HashiCorp Terraform FFiREH
Terraform Cloud B2, AWSETRLUFF Service Catalog FifE®2—T B | £ AWSHAMELAL, &
B % Terraform BB, EAJLLIF R Service Catalog BIEEIhaE | EIEFIPRALFI T LR AR
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AWS CloudFormation H#4% fE R A LU= REBIER —NETHITEE., #Ric. EFMLLE N
MERNMEE MW ERER. AWS CloudFormation ##&3ELL JSON = YAML R EREM
AWS CloudFormation ik R EX BN B RES. MREF~m 2 — Mk, SRLAFPBI~mAt,
B Service Catalog FEL B ™= mEFIRETIZ~RITEN R RHEKR, BXESZER , FSH AWS
CloudFormation B F /.

Fmas

FRAGROEEEGREEANTRES. FRASTHBEENFABESRNWARREFRAAR,
FIA Service Catalog , BAIUNALANBEAFCNE—NMNEENREAS , HERERFXNEH~
MAENIHENR, HEE~RASRMIFIRERN RN , ZREA2BHAEZETAFER,

BETLEEAM AWS IKFHELNRFEAES  AATXERFNEER S BEN>RAS , BAH
kPR , BILNFRFBIA - AT LA RI2RY EC2 K6l BEIFEAFRAS. MR, HEMAR , B BRA
FHREINFRESEREE , B AR ARNTRANTSEINE,

RR A 122 5

Service Catalog AFEAEEFKHPERSNMNREANTGR. XMAEAUULEREREENSIEETEX
7 DR R 7S B 48 AR B2 5% B B9 851 o

BIRFmBNFRAEN , ENSB 7 RIERZTRITEANRBRNAERAS , AR EREERN™ m
AR, AP AT BUBR IR A2 s b R 7= m B 15 4T SR 45 BB 0 # AR A

Permissions

MAFRTFFEREASHIHRNER , LAFEEN R ZF-RASHEIEHTN~mn, BAUNA AWS
Identity and Access Management (IAM) fX PR32 &I AT LEE BN EN B F. IAM R AT L2 BLéR
IAM AP, 4FAe,

LAFPBHEIEE IAM BB~ RE |, Service Catalog A ZA®ET CloudFormation/g 31t
FRNZER, ESRASNTROE - IAM A6 | S LUE R E AR FRITRIRIIBENR ,
FEMATRI AR B FMEE TR,

2R

HREZHRFEA AN~ RIBBRE AWS BEN AR, BUUERAR=mETRE , UEHRHTE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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BEEHAR , BANRAEPNTREE-— 1M EACE, CALAGERINMEERF , AEEF
[REAFNR , RAZWAFMNE BB MmN,

BHALYRELREE A Amazon SNS EBIREVE XL BH4HBEH,

BRARATREAFER ™ M AT ERANEES I (HIa0 EC2 KAIRES IP itSEH). SR
AR , BALEEEA~RHEN AWS CloudFormation 1k , A REEN RIS =RALAEX
BAREE TR,

%:Igﬁ*ﬂpﬁj:{/ﬁl)lbiﬂi

HWERBRT EEAGEB RWDBIERE.

O Administrators
m Create and share product portfolios to their end users

Manage product portfolios Distribute portfolios using . Maintain catalog

" with constraints / account IDs or organizations

Obtain / author products

Organize portfolios
in JSON or YAML

Catalog 8 Add, delete, or deprecate products and versions
””””””””” ' FommsmmmEmm _# Fr-======n=====2=
| — - . Portfolio A ) X @ ] -
' o — - — : p : X : e :
' - n — . ! . Organizations . »

' - u — ] ' - ' N —
' Versioni1 | | Version2 1 } S e | & || Version1 | | Version 2

u u i '
leeccccemccnen== PP AR _#

ProductX == N |  fecmcccccc-ccaaaa : - -

i Portfolio B ' Constraint options: Account ID ' N - N

' i . . = '  — N —
- - i - - Assign launch roles ("launch as”) 1 - »
- - — ' - Constrain launch parameters | T T
- o — - i - Set notifications & J y y
- — - — ' ) - Configure deployment —— v | Verson3 | | vorsion 4

_ _Product Y Product Z | across accounts and regions Users | temememssmeeeeaaa

Product Y Product Z - Control tagging sers Product X

TagOption Library

Use the TagOption Library to ensure
consistent taxonomy and tagging of
provisioned resources.

R FAEITFERE

LEERER T LR RE TERE

EERANBITERE 4
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End User

Can discover, self-service provision, and
maintain the life-cycle of their provisioned products.

Provide parameter inputs Manage product
D and launch products life-cycle

Product X
20660506500050099 0099500565036 . Provisioned Products
: [oZ| [T | ] |
Product X Producl Y 0— o D D D D
Version1  Version 2 D I:I D D D D

e.g. LAMP Stack, data analysis stack

AWS Service Catalog ZA1ABRSS B &N

K AWS K BB LT BIAECER : £93R AWS Organizations,
PR Z5#R4EM TagOptions.

AWS Organizations

« AWS Service Catalog B MALHWEIREER : 50

£ RBLER

s BANTFRAENBNTTRINARE :

“I!P

7= e & B

BMMRERINIREE : 25

Service actions, updates, and
terminate provisioned products

(&

., MEE~m. XE,

[ink:id
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7= B e

- BAFERMWAR, ANAGHK : 200
« BRI BARAS 1 100

- B RIRES : 20

- BMFERIITEME : 25
FEC B 7= ma BCE

« BB E MRS : 50

[X 13} fit &
mAEE : 100
s FFmE 350

AR S5 1R AEEL &
- BMNXEHRS®RYE : 200
o BN RIRANRSEREXEK : 25
TagOptions Bi &l

« TagOptions H/NHEIR : 25
« HMEN TagOption : 25
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®E AWS Service Catalog

EFFIAEER 2 81 AWS Service Catalog , iR FES

REDSR
25

o« SEMIRER AWS K F°

EMEREL AWS 0K

BIHER AWS | (REE— AWS 1K, A3 IEIESR AWS I/ | B2 (AWS KEEE 2
E28) AWS IKF A TSR,

@ AWS Service Catalog B2 G 1% TR

EREZEER , BEEHE AWS Service Catalog BIE &7 24| &AM A FERITUTESH IAM
R :

- QIBRNEERAS

- BIEMEE™ R

o NINBEARA R FIRL AP ER 7™ met al AR IED

o AINE B RHIE LKL AP B3 mAEtFT AWS Service Catalog #7E/H IAM B
- BRFFRLRAPX=mITHENR

AN AN

BHEERE IAM R EE R LHUF TRABEF R KB INEEN IAM AR, A5A6.
[ B REERRTFNR

1. M https://console.aws.amazon.com/iam/ 3TF |IAM 2 H| &,

2. ESMEBERT K BEHFRNRER , AEEAC, IREZCHEFEREEXREELN IAM A
FP,iEgERzARE , RAREERNINER. BN , FRIB2—MNBF , TR :

a. ZEEBEFRMAF.
b. XF User name , # A ServiceCatalogAdmin,

RESR 7


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam/
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EERES

c. 1%# Programmatic access fl AWS BEE#2H| A access,
d ®EET-F: NR.

3. EEREEMNEINBXRME,

4. EFCIERE  REWMITUTERE

a. ﬁj:% JSON iiIJﬁ-Fo
b. EHTHEHRIROIKE 6 RSFFEREESIREEX F

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",

iam:AddRoleToInstanceProfile",
"iam:AddUserToGroup",

iam:AttachGroupPolicy",
"iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",

iam:CreatelLoginProfile",
"iam:CreateRole",

iam:CreateUser",
"iam:Get*",

"iam:List*",
"iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

1,

"Resource": [

min

c. BEET—%: L

d. ("t ) EREFMIREAERBENEREFEXREK. £&RZTARM 50 MRE,

BEEAR TR
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® Note

FRERULURME A RNBEN. EULLATFIRA, AANERER,. BXEZE
B B2 (AWS —i85ZE SEEm) FIWRAWS BREFMNIRE,

e. ERT—F: %,
f.  XF Policy Name , # A ServiceCatalogAdmin-AdditionalPermissions.,

/A Important

B EEE R Amazon S3 & F 1517 AWS Service Catalog f#f# £ Amazon S3
WERXR, BEXEZELR , ESH (Amazon Simple Storage Service i FF 15
M) FHAS R RA,

g. FEEFAIERER,
5. BREGENREIENXNKERED , REI1EE Refresh,
6. HEERFERH , #A ServiceCatalog LATFIE KSR,

7. 1%&# AWSServiceCatalogAdminFullAccess, ServiceCatalogAdmin-
AdditionalPermissions REEMEIRE K REEBRT—¥ : ¥,

8. WMREBEEFHAF , i51%£F Add permissions,

MREBEGEAF, |, iFikIF Create user, BRI U TEHRE &HIEIE , AFER Close,

9. ELEREERFNER, BEAKSFSEN URL, EERI URL , BESMBERFIER
Dashboard , A/51%# Copy Link. fFEEEMILTZANKRS K AEFERAEERESETESRE
TR IAM AR B A BB,

1] AWS Service Catalog &4 A F EF IR

EHRLRAPAILAER 28 AWS Service Catalog , B4R F3 AWS Service Catalog x4 i F il
AUENERNR. ERTFHRNR , CEENREMMNISKELAFAERN IAM AR, ARFARA
B, EUTIREF , BTN AWSServiceCatalogEndUserFullAccess KEEHIINEI IAM B F4A,

EHLRFARTNR

1. f#H https://console.aws.amazon.com/iam/ ITFF IAM 2 &l &
2. ESMERYP , EREAF4L,

B&LAFRTRR 9


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://console.aws.amazon.com/iam/
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3. ERGIEA  REWMITUTERE:

a. XWTFHBW , #A Endusers,
b. EERFEF , BA AWSServiceCatalog LATFEKRIEHIR,

c. i&Ai% AWSServiceCatalogEndUserFullAccess REEEIEIEIE, & th ol Aok ik
AWSServiceCatalogEndUserReadOnlyAccess,

d. IERIZFRIE4A,
4. HESMBEETP , &F Users ( AF ).
5. EBAMAR , REWRITUTERE

a. NTAFE, "AFBA—1NEWH.

b. EEZHE- AWS EE#ZEH & 5 ER,.

c. B®EET—-F: MR,

d. %3 Add user to group.

e. 1&H Endusers AMNEIRIE , EET—F 5L, AREERT—F 78,
f. HEFERIEL, &EFCBAF. TRIEHEIE , RAFEFEXA,

ZENBE Terraform ML E 5| 2

ERX I EA Terraform 7= i AWS Service Catalog , M MIEEE Terraform = mEIE — PN IK - &%
MBECE Terraform BLES|Z, B , BUUERRMLEN Terraform BLESIZ AWS |, Z5IZLREMEE
Terraform BLE S| ZFAEMN KRB MERMZEH., AWS Service Catalogltt — /X IR B KA EE 30 94,
AWS Service Catalog ##ft 7 —/ GitHub Ff#FE , HRIEBFXRLEHNEE Terraform FEE 5| ZHH
B,

A5 E

IR ARAERRIER , AWS Service Catalog E& —&BEMNEEE UKL T BRI ZHHVHERBA
5, 797 HBAFI#ZE ARN , AWS Service Catalog 23 {TEL T RIL :

- MEBSIZNT~=RAEENK,
- BLESIZMTHTHAK AWS Service Catalog & — X1
- MEESIZRASERICENWEAR , BATX

ZEFEE Terraform Tl B 5|12 10


https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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fign | wRAEEA MK 0000000000000 G812 = mus-east-IMKS 1111111111 FA
N{RE SQS ARN ProvisionProduct 2 IE## ., AWS Service Catalog arn:aws:sqs:us-
east-1:0000000000000:SexrviceCatalogTerraformOSProvisionOperationQueue

ERM BB WER T A DescribeProvisioningParameters @A/ Lambda B,
FREBEBNMBNEH Terraform MELE 5|+
im R L NRIERE L TXELA A TRS lambda: Invoke #/ERY 1A B X R

AWS Service Catalog iR 5| ZBRIER NS BENTEE Lambda B E G N @RS KR
Flambda: InvokeB K~ PRIV G FIZKEE : AWS Service Catalog

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser"
}
]
}

XRMiZRESWERIEEZETAT4 AWS Service Catalog BRI —XR, ER , B LUER

aws :SourceAccount REEE L T XEHHFE DWW HREH|, [MXLERASI AWS Service Catalog Kix
SEHER |, FHABEEKFR ID AWS Service Catalog % %4, YT EBEI~RAEGHRES AT M
HFEHRAEBEBEKFFERENSIZN | X—RBRXH,

BN | &0 LAREFR 40 T PR Y S-SR BN S 2B R &) WX A R B 000000000000 1 111111111111 B9
B3R :

FRIRBEFINENER Terraform kL& 5| ZE A 1


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1:111122223333:function:ServiceCatalogTexrraformOSParametexParser",
"Condition": {
"StringLike": {
"aws:SourceAccount": [
""000000000000",
"111111111111"

mREMNREBEELTXEHA TR sqs:SendMessage EVEH 7RI AR

B AWS Service CatalogiZHI 5| Z IR EL B R /ESI A Amazon SQS BA Y75 7] 2R BE X 6] R 55 = A&
B FEIKFsqs:SendMessage ( F<EkEY KMS ) &XBR : AWS Service Catalog

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"

FRIRBEFINENER Terraform kL& 5| ZE A 12
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},
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]

},
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"

}I

"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFxom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

XM iZRERERIEFEZETAT4 AWS Service Catalog ERME—R, B2 , LA LUEH
aws:SourceAccount REEE E T XHAH - HRH, @IXLRASI AWS Service Catalog &ix
SHER | FAEEIKFH ID AWS Service Catalog R F4A, YEITEESFREASRES AT RH
FERRAEEEKFERENSI 2N , X—2RXA,

BN, & LAGER A0 T AR BY SRSV 51 ZEBR I8 XS YRR B 000000000000 A1 111111111111 B

B3R :

JSON

"Version":"2012-10-17",
"Statement": [
{

FRIRBEFINENER Terraform kL& 5| ZE A 13
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"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]I
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
""000000000000",
"111111111111"

},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"
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Al]

BRI LAERAATIE"R — N B mERTT B E A AWS Service Catalog , tE B BUZRRR A #FE
RSB TIRE,

EXRHREH  BHUEZREBANRLAFRPNEORTEL, EFREREER , B SEFREAS
REBVE~R. FANRLKAF  RERITIBCRSVWHRNRLAFPBHAEHBI =R, “@RIUURUT
F£—1n :

o —fP1E Amazon Linux EEITHZFAHE  HEMEE N R Y LUFERAN AWS &BIRH
CloudFormation #&4X,

o —H7E Terraform BLESIZ LETHHRHE  EF targz BEXH , ZXHEXN T=RULERDN
AWS &R,

® Note
Fiaeal , FRRES TR ZE AWS Service Catalog FHIZ R,

"
> B

i1 FE
« CloudFormation =G Al
o FFEAER Terraform =G

AIIE

AWS Service Catalog 2t 7 —1MNE SR M BN RIEMRMAIE |, HERTUPIEAT, BRI
RIMMANEERAEFHEATREFIDNEEACHEKS,  RAEREENERH#TEE L.

EFB

. FRFEM

- THREZ
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FRFAF
EEAAVEFWERZ S FRREEEUTARE :

£/ CloudFormation EiRFIENNIR. BEXEZER , BHSHEAESHEMERE AWS Identity and

Access Management.,

- B AWS Service CatalogFfEHNEBEANR. BEXEZEE , S H the section called “F 3 15
B S,

THREZ
AXEMEENERNESEL , B2H AWS FNRE,

CloudFormation =& Al
WA LA R AITE R — N RIFH ™= mIEMRFT A A AWS Service Catalog , th AJ BURER AR
A S R TR 1E,

EAXAYEF  SFHUEREEBEANRAAFPNERRITEL, EREXEELR , REECE~RAS
RECEFm. EFARLKRAF K BERIIBCRA —Ilﬁllﬂaié’i‘ﬁﬁF?"“ﬁ%U"‘#FdJano ZEmE—NME
Amazon Linux EETHZAEARE  ETENTRAULAERN AWS &IRE CloudFormation #4x,

(® Note
Fiaeal , FRAREE TR ZE AWS Service Catalog FHIZ R,

m
[

% |9
% |-
Y

: % CloudFormation 14

BB EAX

Bl FmAs
 ErFRESTRER~ R

L AN ARLY R DA BR HI 3245 K/
AMBEFHARASE IAM AT
MRLAPETFEmA SN EXE
CMHSELRAFR AR

Nil
B

Nii
B

Nii
B

Nil
B

NI
el
A
© |N |o |o|s |w |~

Nil
B
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5 1 2% : T# CloudFormation &4y

B AE A CloudFormation iR RELEME B~ mA ST ™ M. EHRZE JSON = YAML XK
XAEAXH , B TEREFEMBEENER. BXEZFEELE , B2 https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/template-formats.html| Fi P 185 F B CloudFormation & iR#&
Ko BALIER B2 i%EH AWS CloudFormation 425 3R AN 4w 8 85 RO B MR EER, FEAHIE
B RIREMET AN ERERCRBEEA]. ERSF3HH SSH GRIME B/ E 4 Linux K461,

(® Note

{5/ CloudFormation iR EZ4FHRNR, EEFHRZH , BREFEEHRHNNERE, BXEZ
E8 |, BESH AI'E bR SEREH,

B T8

N AR AR REIEIRATIE development https://awsdocs.s3.amazonaws.com/servicecatalog/-envir
development-environment.template onment.template £#% %,

EARAELR
RBUERE XA TR :

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",

"Type": "AWS::EC2::KeyPair::KeyName"
1,

"InstanceType" : {
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"Description" : "EC2 instance type.",

"Type" : "String",

"Default" : "t2.micro",

"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

I

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

3, {
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {

"us-east-1" . { "HVM64" : "ami-08842d60" 1},
"us-west-2" : { "HVM64" : "ami-8786c6b7" },
"us-west-1" : { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" : { "HVM64" : "ami-748e2903" },
"ap-southeast-1" : { "HVM64" : "ami-d6elc584" },
"ap-northeast-1" : { "HVM64" : "ami-35072834" },
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"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

iy

"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }

}
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}

B AR IR

BERFHER ™R NUENTR. 88U THY :

« AWSTemplateFormatVersion ( ®Ji ) -F T 8IZILAWS ERFERE N RA, SFHERERAR
A= 2010-09-09 , #EE R BHH K —HNERE.

o IR (k) - BARBER,

« S (W) - AFXTEENATEIFRNSH. XT8N S, EREE—NEHB , EERA
WELTHENAR, BEXARNESELS , B35 5 AWS Service Catalog £,

ZKeyNameZS B AT BB ERL A EMEH AWS Service Catalog /8 Zh /Y 7= At AR HEHT T
It E = (Amazon EC2) BEAX B #. LR EE T RNTRPBIEZHAX,

o TEHIE (WiE) - BEHAXERNWEMELNN R, AWS::CloudFormation: Interfac e BE X 7 &
LAFREHAMNBNATE RS, ParameterGroups & ME X M3 S B4 4H LA B X LA B FR
B, ParameterLabels BHENBZILENSHEN. SAFEESHREIET HERN™Mm
i, RERAFPEHAUMBERE Server size: TETFRIEN Instance configuration %
¥, HEHFBE Key pair: TETFRIEHN CIDR range: M Security configuration WS,

- MG (WL ) - ARAREERMSHENZRANXBENMRS , BERREL. EUUER “RFE
N w9 HH Fn:: FindinMap AEBEENBESMEMNERITEE. EENERSEXESIRA
RESAN AWS XKEX A Amazon REME (AMI), AWS Service Catalog {5 Fi It BREF 1R 37 F P2 7
IR AWS XERBEZFEAN AMI AWS EEEZH A,

c R (MF) - HRARREEY. S5 AERNEZRANH LB PHRR. £LENERS , &
fI#E8E 7 —1NE4T Amazon Linux B EC2 SEfIF — A Ao iF SSH ThRZEHIN R e4H, EC2 £fI#%#
BE B Mo ERAFRANGEREEXGIKREM SSH 7 H # H4 E o

CloudFormation £ 281 AWS XM EaIE X WG HIEE AMI ID HEaESEiZe4H, 2248
BERNAFIRO 22 LREAFEERN CIDR IP it SEE K A7 E,

- Bl (Wik) - EHRSFREN TR EENXE, RENERIRGEFEHKFIFLHE DNS B
AREERGAF. AFPEEL DNS B#KER SSH ERFIKHI,

BXERATRNENESZFES , 28 (CloudFormation A #EE) FHERSE,
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HIR 2 IEBRPEX

EFECNRAAFEEBIETAHERHERNTR , BUIEIE — Amazon EC2 key pair. Z4A
NEATHEHREN LA EEZHERATHRERENILAEZHNES, EXBHANNEZEER , BFHAZE
BFEAWS 245l4 , RAREFT L% EC2 AP EETHI L EC2 ZH4AX,

AR CloudFormation #EiR‘ZE L TKeyNameS ¥ : development-environment.template

"Parameters" : {

"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
+

RLRAFEMEA AWS Service Catalog Z4AXY /5 31 & T R AR Y™ fm BF A6 E 2 80X Y & o

MRENKFPER - NEHFEFEANERAN  WALBRE TR 3 : g1 FmbE. &N, FEAE
THR,

BIEZRHAX

1. ITHALS® EC2 #2H& , Mk Fhttps://console.aws.amazon.com/ec2/.
2. HESMBEHEFBE Network & Security T , i%£# Key Pairs,

3. 7£ Key Pairs U £ , i&#% Create Key Pair,

4. YT Key pairname , BAZ Ti2EMEH , R/FERE Create,

5. HEHAREBLRELEBRAXMAN  FRHZXHRFIREVE.

/A Important
XRERELERAXFNE—N2.

FW|3:CEFFmEAS

ERAFRMTR , AREIREFROEFRAS.
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tEFRAS

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EENNSMERY K &FFmde , RAREFUEFREAS.,
3. BAUTE:

- FWmHAEEH - Engineering Tools
- FRAEHEIR —Sample portfolio that contains a single product.
- #15% - IT (iteexample.com)

4. EEROE,

S|4 EFmASPUETTm

REFREASRE , ERUNEFTRAGHOETRT .. EAKESD |, BFIESE R Linux Desktop BI7=
= £ Amazon Linux LETH=ZAEXHE  NFIBIEFRAENRN,

ErEmA S elEr m

1. WREBEERLE—FSER , WFE TR Portfolios WH. BN , iEITFF https:/
console.aws.amazon.com/servicecatalog/,

EREANAEESR 2 POIBNIRIE~RAS.
3. B®“ELEH~R.
4. EFmEAEEHsNEIEFRTEL  WANLTRAE

N

« FHRABM - Linux Desktop

« FmiEiR - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- FHEE-IT
- DB - (ZAH)
5. TERFFMAEETEL , %&ZFEH CloudFormation ik, AEIEFEIETE Amazon S3 # 1k URL
MAUTHER :
- %FEWR - https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template
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- ¥R - Base Version

6. EXBFRAEEID  WAUTRR

o BXXRE TR — ITSupport@eexample.com
o X #HE#E - https://wiki.example.com/IT/support

« X¥FHR - Contact the IT department for issues deploying or connecting
to this product.

7. ERGIEF M.

HUR 5 AN INAEHRLY R SABR K5I AR/

AREFRASHEINFMN MmN S —BESH, ARTURFFEHEH LT (BHAR) , AR
FFANZ M E CloudFormation iR ( HRAR ) . BXEZEER , S F£H AWS Service Catalog
AR,

FERLFRANIE Linux Desktop =R ATRIEAFERB AR AR LFIXRE, MAFEREER , B
FREBM 6 NRFIRBEARHITIEE  HARSTERWEFRBERBH AT NRPERE : t2.micro
Mt2.small, EXESZEE , FSH Amazon EC2 AP IER I T2 K41,

FHEMRL RAIE Linux Desktop 7™ fa

1. EFRAAEAGENEL , EBAR , RAREERBIR,

2. HERIBARTES , T~ , %#; Linux Desktop. AF , XN TARKRI | kR EIR,
3. EEMARTD , BRI HRER.

4. FUTHABRMBI XA RERT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},
"AssertDescription": "Instance type should be t2.micro or t2.small"
}
]
}
}
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}

5. TEARMAT |, @A Small instance sizes.
6. EFE6IE,

S 6: AIMBHYRUDE IAM AR
BIHAREBEERZRLAF B3I~ mE AWS Service Catalog #5&H) IAM A€,

FELLSEAP |, B 6 Linux SEFRAINS3IBRE , LUE AWS Service Catalog 7] LA ¥ 57 G
AWS CloudFormation 1R IAM &R,
EBEaFRoENERNSHARN IAM SELMEF TR

1. AWS CloudFormation
2. 7= & AWS CloudFormation #& 4k & #9 BR 55
3. EIREHER Amazon S3 M F1EHL AWS CloudFormation #E 4R #Y 177 [R1# FR .

LEHARLESELAAFAUES =0 , A ERZEHEENTRESRHETEE. BEXESZER | #F
2% AWS Service Catalog BE14 K,

RERHARN , BFREELEFTINAN IAM RBFENRKLAF , A41F8EEA Linux Desktop 7=
fmo. 5l , %ServiceCatalogEndUserAccessEEEE T 1A E AWS Service Catalog £ 4% F 7= #2
BUEMENRIE IAM R,

BEERBHAR , BAILUEME IAM RIEREK , HHRLRAFS IAM RRBERERE. BXESE
B, BZHR IAM AFERE PR TRENER.

= ENES

1. ERIAM AFEEPE JSON &I+ E 6l 5 R MA B,
2. 7£ JSON REEM#HH |, B TR

« cloudformation— ARVFEIEE, EEL. E#H. MIER. FIHRFRIE CloudFormation HRE) AWS
Service Catalog 5T £ R,

« ec2— AFHIH., EE, EA, BEMNFIZEN R -2 LS #HE M4 ITE R (Amazon EC2)
#IREY AWS Service Catalog £E#X R, AWS Service Catalog RIEZREHBH AWS &BIR ,
LR AT REL R E T,
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© ec2— NIEHY AWS IKF BIEZFTRVIEE RE , FPEEENRERBHINEEEN IAM A,

« s3— AWFIHRIMAER Amazon S3 FiEM. AWS Service CatalogZEZE = , AWS Service
Catalog BEHRIEEXN Ro

« servicecatalog— A ¥F AWS Service Catalog R FRELAF I, EE., BEA, FicHE3

ﬁlﬁo

« sns— AFRFESHERFIFIE,. ELE, BAMFRIZ Amazon SNS B AWS Service Catalog
R,
(@ Note

BIELEMBHNEM TR , BEEESRRH JSON KA,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummaxry",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
]I
"Resource": "*"
}I
{
"Effect":"Allow",
"Action":[
"s3:GetObject"
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EERES

1,
"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

BERT—F , 7%

BERET—% , ¥,

HEEEXRBEAMEL |, @A linuxDesktopPolicy fERN B
R IR,

ESMERT , ERAG, RARERCEAGHIITUTERE

N o o b~ ow

a. M EEEESMA G, EE AWS RS, RBE “Ht AWS RS RAH Tk S ervice

Catalog. i%£3#%F Service Catalog Al , REEET—&,

b. #XKlinuxDesktopPolicy Rl , AFEPZEIEE,

c. EET—%,

d XFABEF , #A linuxDesktopLaunchRole,

e. EERCEAE,
8. fE https://console.aws.amazon.com/servic e AWS Service Catalog catalog L3TFF#8# &,
9. i&# Engineering Tools = mA &,
10. EFRASFHAGEENE L  ERARENF , RAREFELIEAIR,
1. WFF=m , % Linux Desktop , R FARER  EEF3,
12. BEBIEE IAM A, ETRKIER “linuxDesktopLaunchB & | RFEER “BIE”,

ST : AIRAAFR T mA ST FNR
R, BEYRFRALHFNTE , THURSLAS BT HERR.
Se RS A

MREBREERNRERAFQE IAM B4H , 15ZH [@ AWS Service Catalog &AL AP R TFIR,

FR]7 : ARLAFRTFFRASHIHRRR
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REN = mA SRR

1. BEFmASHHASEREL , EEHRNRIETF,

2. EERRTIHENR,
3. EEARTFL, EPBRLRASHN IAM BASIRE,
4. EBRMIGERR,

SE] 8 MARLAF AR
ERERLAFEERDBEARLAFBHANRFEHENTR , BURLAS AWS FRBTHR
XS,

WIF SRR AU B RL A B4 A

1. ER (IAM AF{ERE) FrELIAM A7 5405 F AR TERE.

2. HEXERES  ERESIEEngineering ToolsRAEAH AWS XiE, EARKES | & us-
east-1 Xig,

3. #TFF AWS Service Catalog ##l#& , https:/console.aws.amazon.com/servicecatalog/&F

« - AP AEAN R
- B~ - AP ERNHEE™ M.

ERIFRAL AP A BUE 3 Linux Desktop 7= f
BEE , BEAHES |, %# us-east-1 X,

1. EERHIENT@mIBD , %# Linux Desktopo

2. EREIFR, BIREr-miES.

3. B3 : Linux Desktop WHA L , % A Linux-Desktop F{EFIEL &= Mm% Mo
4. ESEREL, MAUTAE , RRERET—% .

o IRFEFAKR/D -1EFE t2.micro,
o BEAN - BRBE SR 2 0|EBAT helBINZAN,

- CIDRSEME - A IP #1953 CIDR BB LUEZEZILH], S LAEAERIAE (0.0.0.0/0 ) AR
MR IP sk 4TiAE , LA LAREER /32 19 IP it R A SR IP whaitifE |, siFE RN =
EZBHWEME,
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5. %&EBIF= RIS MK, #BF A E R Linux-Desktop RN HRIFAEEREH. &~ mODER
AREUYD, BHZTREE/LDH, AWS Service Catalog EEE HFRE , BRIFTIEAI K
. FRmBIZE , RSERTA,

T4 fE H Terraform 7= &

AWS Service Catalog X#5RIE, BEBXEE , HEHPEELH HashiCorp Terraform EiE. AWS
A LA AWS Service Catalog FFEHAER—TE , THNHAMEHLHLR, EEMD K Terraform BE.
AWS AWS Service Catalog ¥ Terraform BZ N R EIheE , LIEXNFRECFTRSLHER Terraform
BaR#TwE . HRES, RAES, fFicARSHMKFAEE, AWS Z£H AWS Service Catalog |,
FENRLRAPIUEIMNBERIA RN RAREINE LR , AERE - NMRENTHBXLE™m,

(® Note
N T ML F#F HashiCorp BAR , A FTRIEX TerraformByiF AJ B E | FFLARIX Terraform FFIRAY
fEfaI$25% AWS Service Catalog B A AEBIRE. B~ mERDIEX Terraform XA (A
BIFRA Terraform FFR ) B, BXFIE Terraform FFR™ mATRE B~ mEB BB~
mBERBNEZEEMGER |, BFEE HIAW Terraform TR~ WA E B 7= 5 E#H 7 /B~

RH,

LA T #A2 iy 5 BN RS Bh 48 1E AWS Service Catalogsh FF A5 Terraform 7= fo

ENBREERR K SERAPREEAKS (POKFS ) T, Terraform 3 XK Terraform == m#EB
FE Terraform MES|ZE , LA LAE Terraform #XIREITMESIZE ( A&~ mEE ) M Terraform =
WIESIZE P TREZER.

EARHET  EEATEAKFRITUATES !
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0Q",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning":

Iltruell

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",

"s3:List*",
"s3:PutBucketTagging"
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"Resource": "arn:aws:s3:::*",

"Effect": "Allow"
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HRNRFMAER, EEFETLUE IAM REMAB AWS Service Catalog BT BRI KRG REI , iF
B, the section called “AWS & KB

|dentity-based KY R B& Rl AWS Service Catalog

Ay 2 5 & 15 [R] A R
= B9 7= fm 13 [F) X R
- EIRTNEL B mmAY =B SR HE
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R4 R PR & TR AR

AwSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
R T AWS Service Catalog &RA AT EMENFRNR, HHAEHPE-KBKHAT AWS
Service Catalog R TR AWS EEEFIE , RAAF2H A NERERMEMNERE N

]
ARo

ESBAXAAPRYBHEEFHRNENTRZE , B4 EMbIREE M IAM R |, A TFA1ER
7= & AWS CloudFormation #ixFHIENEE AWS &R, AWS Service Catalog Hl#n , IR R
#‘2E Amazon Relational Database Service ( Amazon RDS ) , N&4MEBFZFRAT B~ mM
Amazon RDS R,

ETHRIMAATFREAAFBI ™ m , BR@EHMITR AWS BRAKEIFEINE , i5S @, the section
called “BEFHLIR”

MR A AWSServiceCatalogEndUserReadOnlyAccess K , NN AP NEERLAFZF
AWIEREINR , BB RS RN EEMEE - mATENNR. SRUER IAM BEEORLAF
BRFXENR , ERNREEREFZLKAFI AWS BRAGERR , AR ZERE MBS AR,
Ria , WA LAER AWS Service Catalog HEzs1ACNATFRNBEIAR. EXNABRHAR. B
HAERINRIIBEHEBNEZER , FHSHEAWS Service Catalog /831 BR o

(@ Note

MREEAF R T AWS Service Catalog EE AR IAM R , &R NEREERA R EN
B, RICFEFRLAFEFEEARFSUERMNHFRENER , EUAER T LR,

B £8P B9 7 mm 13 R A R

ERAAFPAUERERFHEANBRNTRZE , B4 E TR M IAM KR |, LA TFM41E
Fi7= @ CloudFormation R BNERE AWS BIR. fili0 , R~ mEHRTE Amazon Relational
Database Service ( Amazon RDS ) , W& XM @A P& T AT B3 MmN Amazon RDS X R,

ME R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AR SESRLRAFEE
AUENHRENE , Bl ER =R NEEMEE™ RATENXR, BAE IAM REERRE
APRFXENR , BERNREERFFZFLAFLX AWS BIRATFREIR , NS iZ KK NEE 3

A, R, BALIER AWS Service Catalog R AENATFRNEBYR, BXRBNABRA
B, BHACRIINRIIBHACNESZEER , BESEAWS Service Catalog /& 31 BR .
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EIETREC & ™ mm AY R B R B

BALBEEENKBERBHZHALANELZEER, UTRAINFBUNABEELEMNRIENTHRILS
L)Jm{,\FﬁF'\ BENKFEXE, EANOAFRRTES. Ef. KLENEELATMEE ™ @m0 15 R R

1) BZAFCBRNTEESR ; 2) AEtMAFRFERAZARNACAENTEE~m ; = 3) BiZA
F’*%E’JWKF@UEE’J%@EE?‘ZE&O XMERERNEDEWN - RFEKFRIHENRNXENRTFAGEMN
RAPRIAFENRER , ANBERLRNRN2BRTFRAPRIGRNR , EF2RFKFPRGRNER, BT
TEZKBE JSON H{EfH Condition 3R¥EAN accountLevel, rolelLevel = userLevel RIEE LR
R

X LRt 3&E B F AWS Service Catalog APl B ARER R 5

3l : UpdateProvisionedProductfTerminateProvisionedProduct ,
AR 52BN 4E : DescribeRecordScanProvisionedProducts,
FMListRecordHistory. ScanProvisionedProducts fl ListRecordHistory APl #&
YEEM AccessLevelFilterKey fER#IA |, ZBHIEX BT A T12H Condition R4 5!
( accountLevel &[&F“Account’® AccessLevelFilterKey {E., “Role’f roleLevel &
FM“User'® userlLevel B ), BXEZEE , 55 (Service Catalog FF XA RIERE)

i

- BB~ RNEERSTSHRNER
« End-user 5 [A M EE K= @

« MBLE-mNEERR TS HENR

MEE~mNEERTEHRNR
THAXEATEREEKSREB FRHPNAEE™ mAMICF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"

1,

"Resource":"*",
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EERES

"Condition": {
"StringEquals": {

"servicecatalog:accountLevel":

}

ZREENNRESE T THAKE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

RIEEAZEEEH AWS Service Catalog FIEECondition KR H g
E"servicecatalog:accountLevel"iFRIXPR, JEXE , accountLevel HEINREEE

roleLevel M userLevel iHEIFPR,

End-user 7 A FABL & A9 7=

THAYRER A /R ERRRERG N R 8EiRE A C ol 2 TRE & ™ m M KBS &

JSON

"Version":"2012-10-17",
"Statement": [

"self"
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"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

T B m ey EIE R E00 U7 H AR

MR TEHHRNRENARE—NEF , AFERMEEER B BRI HIGRRE - BRETS
WRZFRMERNEATR, SEREAFEBEEKS KRB FPNEMHEE~mEixEkics , B
FoEN AT %A P AR AR A TRES &7 f S iE RMATERE.

E-NMRBATRAFNECUENTMEESmPITEARE , EFATNEMLRAF A ZNTEES Mt
TEARE, FE-NMRBAVRAPNAEAS. ASZKS, IZNTEE mIITREURE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord"”,
"servicecatalog:ListRecordHistorxy",
"sexrvicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
]
}
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AWS ML E K EE AWS Service Catalog AppRegistry

AWS FEEREE : AWSServiceCatalogAdminFullAccess

& BT LM ilAWSServiceCatalogAdminFullAccessEI&EH IAM K4k, AppRegistry 35§ 1 38 BE Fff
in AppRegistry | A FRKRENITRENBRSHE,

HRBEEFATEEHRERRRFEMEBNadninistrativeR , AR FOIEMEE >R ™~m
A ERIR,

RRFHRER
ZERBBEUTR,

« servicecatalog— AT ZERAREEEREAZEHANENEIHNR , URCIENEERAESH
m, BEERS, ARLAFRFHRNRAREEPRITHMERTSWEESD. AWS Service
Catalog

« cloudformation— AFFHIH. EEH. BEAMIRIE AWS CloudFormation #4#) AWS Service
Catalog £ X PR,

« config— RFEE AWS ConfigifRIF=RmAE. ™mMMEE™miY AWS Service Catalog A FR1X
PR

« ilam— AT EHAEERENURUENEE~ RN~ RASHENRSAS, AFEARAGHN 2
R,

+ ssm— AWS Service Catalog AWS Systems Manager 5t ¥ 5l 5 F 57522 51 AWS K F AWS
X i3 #9 Systems Manager X #4,

EEF KB : AWSServiceCatalogAdminFullAccess,

AWS FEE KB : AWSServiceCatalogAdminReadOnlyAccess

& BT LAMf flAWSServiceCatalogAdminReadOnlyAccessEI&HY IAM £k, AppRegistry &7 b 5%
BEFfH N AppRegistry B A FRKREBHITRENERS AL,

IREEFATEL2TREER R EUENread-onlyRR. WREFARFOIEREE> N ™m
AERTERR,
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RERFAE R

ZERBEBEU TR,

« servicecatalog — AW EAHFEEEE ARFAMENRENR,
 cloudformation— %I MiEH AWS CloudFormation #4# AWS Service Catalog &R
BR o

« config— AAFEE AWS ConfigiFEl=mAE. F=mMMBELE™ m#A AWS Service Catalog R
PR,

c lam— AT EHEFVNBRNEE RN~ RAESMENRSAF. AHEHNERNR,

« ssm— AWS Service Catalog AWS Systems Manager 5 £ F 5l F 57152 2 5] AWS K F1 AWS
Xig ) Systems Manager X4,

EEF KB : AWSServiceCatalogAdminReadOnlyAccess,

AWS FEE KB : AWSServiceCatalogEndUserFullAccess

& AT LAMf iiAWSServiceCatalogEndUserFullAccessE&H IAM KK, AppRegistry 3&R~f It SR BE
Ff 0 AppRegistry Bl R FRRERITRIENRSAE,

IREEFATELFRKLAFPZEHENENcontributorR R , AR FRI RN ERMEE -
mm YA PR

NRIFEHER
ZERBEITEUTNR,
« servicecatalog- AT FANGAAFBHANENZEENRARB I~ RNEEMEE™ RN

R,

« cloudformation— AFFIH. EH., BEAMIRIE AWS CloudFormation #4%#) AWS Service
Catalog T2 PR,

« config— ftiF AWS Service Catalog A FRIXRET AWS Confighl H R EEXR=mAE. ~mM
A &= mAviFAE R,

 ssm— AWS Service Catalog ftiF it AWS Systems Manager BV & AWS Ik #1 AWS X1
B9 Systems Manager X1,

BEEH KB : AWSServiceCatalogEndUserFullAccess.
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AWS FEEFRE . AWSServiceCatalogEndUsexrReadOnlyAccess

EA LA tnAWSServiceCatalogEndUserReadOnlyAccessE &MY IAM 354E, AppRegistry &
LR BER AN AppRegistry Bl R IF R KREBRITIRIENRSAE,

LERER TR read-onlyRBR AN KL AT EFH EMERITRIRGR. EREAIRTEIFmIE
EWEE ™ maRR,

RERFMER
ZERBEBEU TR,

« servicecatalog— AWFHREFRIHLRAFEHE TR RIENR,

« cloudformation— /¥ %I H FizEL AWS CloudFormation 4% #9 AWS Service Catalog 5 BRX
PR

« config— ftiF AWS Service Catalog A RIXPREZ AWS Confighl H R RBEX=mASE. ~mM
BB M EAES.

 ssm— AWS Service Catalog /i it AWS Systems Manager U2 & AWS Ik~ #1 AWS X1}
#) Systems Manager X #4,

EEFH . AWSServiceCatalogEndUserReadOnlyAccess,

AWS FEE KB . AWSServiceCatalogSyncServiceRolePolicy

AWS Service Catalog It K EEHf iNEIAWSServiceRoleForServiceCatalogSynclRFSHEX AR
(SLR) , st ¥F AWS Service Catalog /A8 £ 4i& & H R MR [F 25 B AWS Service Catalog 7= fo

LR BE IR F IR R F X AWS Service Catalog #4E ( 520 , API @A ) FE M AWS Service Catalog
K HE AWS BRSIREB TR IGE

NRFHER
ZERBIEUTR,
+ servicecatalog— 71 AWS Service Catalog TG ¥ A EERH#ETE AWS Service Catalog 28

3 APL,

« codeconnections— f ¥ AWS Service Catalog T[4 & & AR #h1/ B CodeConnections 22 3
API,

« cloudformation— ftif AWS Service Catalog T#E% A EER#E1HE AWS CloudFormation
~H APL,
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EHFEFXBE : AWSServiceCatalogSyncServiceRolePolicy,

Service-linked A ®iF¥IE

AWS Service Catalog & LA RiIFHAEEATEAFAIEREFMEAHN AWS Service Catalog
CodeConnections7= i A 8| ZHIAWSServiceRoleForServiceCatalogSynclRE KX A, EAT L
£/ AWS CLI, AWS API 5i#3d AWS Service Catalog % & A 1S UL REE, BXxMABIZE, KEM
MRS HEXABNESZER |, 525N AWS Service CatalogfE FRFEH*<AEE (SLR)

AWSServiceRoleForServiceCatalogSynclRFZHEXxAEH I EHR AWS Service Catalog f
TREEFIRITUTRE,

« servicecatalog:ListProvisioningArtifacts— fiif AWS Service Catalog THRS A
5l B 25 B 176 FE P AR AR SUHE V4R £ AWS Service Catalog 7= f BV ELE T4,

- servicecatalog:DescribeProductAsAdmin— ftif AWS Service Catalog TH RS A€ FEH
DescribeProductAsAdmin APl 3REX AWS Service Catalog 7= fn & E X BRIV FREL B T 4 EV1EA(E
B, ZETHCESEEFEEETNERYE. W4RDSAEE LA H R~ RX i EN
HHY AR S BRERBR 1,

« servicecatalog:DeleteProvisioningArtifact— fiif AWS Service Catalog THE$ A
BRREERHX R,

- servicecatalog:ListServiceActionsForProvisioningArtifact— f2iF AWS Service
Catalog MREFZACHERFRERDTEERNRMEXEK , HAREXKRSEENTBBRESR
PUE S

« servicecatalog:DescribeProvisioningArtifact— f2¥% AWS Service Catalog
THRELAEM DescribeProvisioningArtifact APl FRZFFMER , 2
¥ESourceRevisionInfolitH FIREAIIER ID,

« servicecatalog:CreateProvisioningArtifact— RN B SAER1F6 B A RER 4K
£ TEHR (B, BEX git-push ) , WA T AWS Service Catalog #rE$ A @I EHNTIEE T
#.

« servicecatalog:UpdateProvisioningArtifact— ftif AWS Service Catalog TH RS A
EEHMCEES CRLFRNEEREN R,

« codeconnections:UseConnection— /i AWS Service Catalog TH RIS AEFERIAEEREX
EX b CE

« cloudformation:ValidateTemplate— ftiF AWS Service Catalog N RELARKHE
PR 14 B AR AWS CloudFormation RIS ZEE P FEANERNERER , HRIERS
CloudFormation B] LA #FiZE R
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AWS FEE KB . AWSServiceCatalogOrgsDataSyncServiceRolePolicy

AWS Service Catalog Rt K E&Ff INEJAWSServiceRoleForServiceCatalogOrgsDataSynchRS
#HXxAE (SLR), AWS Service Catalog AiF5E¥$, AWS Organizations

LR BE R F BN PR /0 XY AWS Service Catalog ##4E ( fiz0 , API B ) FME A AWS Service Catalog
HEH) AWS RS IREF TRV A,

RERFMER
ZERBEBEU TR,

« organizations— ftiF AWS Service Catalog ##ER L A€ B R 15 F AWS Organizations 23+
API,

EEH KB : AWSServiceCatalogOrgsDataSyncServiceRolePolicy,

Service-linked A &5

AWS Service Catalog fF ER X RIFMELE A TFERAF B A AWS Organizations £ Z 7= R4A & 15 H
R CIRREAHEESHZRBIEMAWSServiceRoleForServiceCatalogO0rgsDataSync RS54
KA, EBAILAER AWS CLI, AWS API 2@ AWS Service Catalog & & &L K rE, BX
MASIE, REMBBRBRSHEXACGNEZER | 537 AWS Service CatalogfE A REHAAE

(SLR)

AWSServiceRoleForServiceCatalogOrgsDataSynclREHx AP EHNPR AWS Service
Catalog AFREREFHITUT®RIE,

- organizations:DescribeAccount— i Org AWS Service Catalog anizations Data Sync £
BRREEXIBEEKFH AWS Organizationsii <5 B,

« organizations:DescribeOrganization— f i Organizations Data Sync A& EHXAF
ik P FTE A LRRES. AWS Service Catalog

« organizations:ListAccounts— f i Organizations Data Sync A& %I H ALK,
AWS Service Catalog

« organizations:ListChildren— i Or AWS Service Catalog ganizations Data Sync & &3l
HEEEEERXRALRLNVHEBR A ZFPNAEAL LA (UO) Sk,

« organizations:ListParents— f ¥ Organizations Data Sync B &% HERIEEF AWS
Service Catalog HA RV HIKFERXEHN — MRS MRAL LA,
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- organizations:ListAWSServiceAccessForOrganization— ftiF AWS Service Catalog
Organizations Data Sync B8R EZAF ATEHAELERH AWS RFFI&K.

EF AR
UTREXKEHEHA -

- ServiceCatalogAdminFullAccess— AWSServiceCatalogAdminFullAccessZi A,

« ServiceCatalogAdminReadOnlyAccess— AWSServiceCatalogAdminReadOnlyAccesstl A o
- ServiceCatalogEndUserFullAccess— AWSServiceCatalogEndUserFullAccessZX A o

« ServiceCatalogEndUserAccess— AWSServiceCatalogEndUserReadOnlyAccessci Ao

EANTEIRTHREREANMZL A REEA ST RBHNR,

ENCFANKRBIBE LR , B3/ (AWS Identity and Access Management FiF1§R)
B9 78 D0 AN AR BR 1AM B 15 8XBR o

AppRegistry E# ] AWS £ &R

EE AppRegistry BZBRESHRBIERXLEEHRIUR AWS HEXHEEFNWEFMAEE, EREERILTE
TEMNESIRE |, BT “ AppRegistry X471 $£12%” WHE LM RSS feed,

2 iR B #
AWSServiceCatalogS AWS Service Catalog 20245 A 7H
yncServiceRolePolicy— & #T EfFAWSServic

FEE R eCatalogSyncServic

eRolePolicy HBXE
¥rcodestar-connectio
ns Hcodeconnections o

AWSServiceCatalogA AWS Service Catalog E# 2023 4 A 14 H
dminFullAccess— EFFEEX  TAWSServiceCatalogA
S dminFullAccess K

B , 8i0T7 AWS Service
Catalog B3 & £ H K~ 4 0l
EAWSServiceRoleForS
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EERES

EK

AWSServiceCatalogO
rgsDataSyncServiceRolePolic

y : MIEERME

AWSServiceCatalogA
dminFullAccess— EHITE X
B

iR
erviceCatalogOrgsD

ataSync BREMEXRAE (SLR)
P R

AWS Service Catalog 7~

T AwWSServiceCatalog0
rgsDataSyncService
RolePolicy Ffthn
F|AwSServiceRoleForS
erviceCatalogOrgsD
ataSync BREMHEXAE (SLR)
B , AWS Service Catalog St
¥ EBERL, AWS Organizat
ionstt R BE SLVFXS FIr AWS
Service Catalog K Hi# AWS
Service Catalog ¥ 4E ( 420
APl EA ) MEAM AWS RS
BRIEHITHRRIERE,

AWS Service Catalog ¥ #t

T AWSServiceCatalogA
dminFullAccess XXHBE , fif
H& & AWS Service Catalog
EEANMENR , HCGIET
M #FA M AppRegistry,

B

2023 4 A 14 8

20231 H12H
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EERES

EK

AWSServiceCatalogS
yncServiceRolePolicy : FiEE

KRB

AWSServiceRoleForS
erviceCatalogSync— ¥ #9 IR S
HxBe

DU

AWS Service Catalog %

T Kt hnEAwWSServic
eRoleForServiceCat
alogSync FREHEXA

& (SLR) BYAWSServic
eCatalogSyncServic
eRolePolicy KM, IbX
B AWS Service Catalog o iF
AR EEEPNERE L R
AWS Service Catalog 7 fao

AWS Service Catalog 7 il

T AWSServiceRoleForS
erviceCatalogSync MR%
XA (SLR), LtAGBES
. tlE., E# CodeConne
ctions MR mkY AWS
Service Catalog Tl Bt Xt S P 24
EM. AWS Service Catalog

B

2022 £11 A 18 H

2022 £11 A 18 H
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B HiR =p:
AWSServiceCatalogA AWS Service Catalog E# 2022 £9 A 30 H
dminFullAccess— BT THE  TAWSServiceCatalogA

{3 dminFullAccess 3RHE§ , fF

Ha & AWS Service Catalog
EERAMENMENR. %
KREWETEE RN
& AWS Service Catalog &
RRE B4, flina)
B, HR, mREF. A, %
BREEIN X GHRIEHHD
ETEMMNIAEES (ABAC)
IhAE., AWS Service Catalog
ABAC A F#4F AWSServic
eCatalogAdminFullA
ccess REERAERR , 8B
ERZATFRIELX AWS
Service Catalog &IR#HIT
B, BXEZER , EHS
%] AWS I|dentity and Access
Management I+ A 25&EH
F AWSHY ABAC,

AppRegistry B FF 18 IR ER 8 X AppRegistry FFRBRERHE AWS 2022 F9 A 15 H
FERIEN,

RS MR A AT AWS Service Catalog

AWS Service Catalog £/ AWS Identity and Access Management (IAM) fRSSHEx A, RSHERA
BRE—MEZEEXEKN IAM ACKIHNEERE, AWS Service Catalog Service-linked BBHETFE X
AWS Service Catalog , @ ZBRFNKEFAREM AWS RSAFENMENR.

RESHEXABMFEIREEE AWS Service Catalog EMNE ST , RABFLFHRMAENNER, AWS
Service Catalog EXHRFHEXBENINER , BRIFEFEHEENL , &M AWS Service Catalog REEIHEH
A, EXNNRESEESERBNNRER , IR TEEM BT E M IAM SEHRBREE.

BRARZXRAR =
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AWS Service Catalog EERER

REEEARMBRMEXRERE , BFERBRBRSZXEAR, XEFTJURFERN AWS Service Catalog &
R, BAETSTCEHHIBRT B 8RR

BAXERSHEXAGHEMBRINEER , F5RE IAM BLE&FERAWS RS , H1EService-linked
At HhERIFE ‘B VRS, BERE5EREZRSNRSREA G IRMEERE,

Service-linked B & & PR AWSServiceRoleForSexrviceCatalogSync

AWS Service Catalog AIAEAZ AN BRFHEXAE
AwSServiceRoleForServiceCatalogSync— A fE A LIRS EX A E AWS Service Catalog F
BEfEA CodeConnections . fl#, EFTHAER™mAY AWS Service Catalog E& T#,

AWSServiceRoleForServiceCatalogSync REHXACEEUATRZIARAZAE

« sync.servicecatalog.amazonaws.com

B RH A BNREEEAWSServiceCatalogSyncServiceRolePolicy AWS Service Catalog o ¥ X 1§ E &R
TRITERIA T IRE :

« ¥4E : CodeConnections £ Connection

- ¥&1E : Create, Update, and DescribeProvisioningArtifact}s AWS Service Catalog 7=
mITE

BB ENR , A IAM R (AP, 45AR ) 8128, RESIMBRERSKBKAR, BXEZE
B, #E5H IAM B iEEdiService-linked A& BIER,

#]2 AWSServiceRoleForServiceCatalogSync [REZHEX AR

BEEFHBIEAWSServiceRoleForServiceCatalogSynclRE A AT, AWS Service Catalog
HIR1E. = AWS API CodeConnections FE I RFHEX AR AWS EEZH A , 2B N ELIRAR
EHXxA®’, AWSCLI

/A Important
MRAEGEHMERALABXENIIENRSPERAEMRE , RS XBKEAGTUEH
NELNKFH, FH, MREE 2022 F 11 A 18 H AWS Service Catalog ARSI
M EFERSHEXRBRZAERZERS , MESHIKF S AWS Service Catalog 8122 7
ZAWSServiceRoleForServiceCatalogSyncffa, ETHMEZEL , BSHEH IAM K
FHREIFAE,

BRARZXRAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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MREMEBRZESKEKAR , RAREFEBXRCE , ZUUFEAEEREEKFFEFRVELAR, HB
B PR AT CodeConnections , AWS Service Catalog 2B X NI BRSHXAE,

IEETTLAER IAM #2451 A tl2 BB E 2 AWS Service Catalog 7= A BN RE <A R, £ AWS CLI
= AWS APl # |, FARSEMEIERSHERXAEE®, sync.servicecatalog.amazonaws.comBx
BZEE , BZH IAM AFERE PHCIERSEXAE, MREBRTHRSHEXAR  JUERARE
HHEEBERUEAG,

Service-linked B B &R AWSServiceRoleForServiceCatalogOrgsDataSync

AWS Service Catalog AJLAEFA B NWIRZHERAE
AWSServiceRoleForServiceCatalogOrgsDataSync— AWS Service Catalog AR FEE I RS HE
XABTREZRERSL. AWS Organizations

AWSServiceRoleForServiceCatalogOrgsDataSync REHEXAREFEUTRSARAZAE

« orgsdatasync.servicecatalog.amazonaws.com

BR T AWSServiceCatalogOrgsDataSyncServiceRolePolicy & XE
B&5\ , AWSServiceRoleForServiceCatalogOrgsDataSync REHEXACEEREFEAUTE
EREE

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "orgsdatasync.servicecatalog.amazonaws.com"

},

"Action": "sts:AssumeRole"
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BN A BREAWSServiceCatalogOrgsDataSyncServiceRolePolicy AWS Service Catalog S iF

X8 B BR T A TR AE

- 184 : DescribeAccount, DescribeOrganization, BAK 7 Organizations accounts
M) ListAwWSServiceAccessForOrganization
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4. EREEFFHNHRE  RFERHAE,

5
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ERFmAHE
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1. §TF Service Catalog #£#|& , Mt A https://console.aws.amazon.com/servicecatalog/o

2. EEF@mIIK.

I~ m

A LM AWS Service Catalog B R 124 A M =@ THEHAIES .

(® Note

B2 Terraform ~REEF/EE , BIE Terraform MEBESIZEMNE AR, BEXEZER
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B2 % AWS Service Catalog 7= i

1. SM~myIRAE,
2. ERCIEFm, AREEeIE>m.

3. FmEFFE-ANLERENENTmER, AWS Service Catalog X #
CloudFormation, Terraform Cloud #1 External ( X#F Terraform #Xhix ) = @ER, ~RiFMHE
BEREEAEYRFFACGENETERNEE~RNE RN TERE. BALUTEER

« FmBN - T mERR.

« FmiR - HREREF @RS URBEREBN M.

« EE - ZHRFmNNATEAR. AAEETURE IT AAREERAN BN,

- DHEE (R ) - NABRFAMENRR. MRALKFER , S ANE> @I RIITHF , AE

ERARE~m.

4. REFAEEEETRMERI AR m. MALTER :

R FE - BN G AT LURIER S 4
o {FEAARMERH-MNA IS 25 E£ CloudFormation 4R} Terraform tar.gz Bti& X 4.

- f5/ Amazon S3 URL - 67 URL , % URL #E[@ CloudFormation X5 #7#%1£ Amazon S3
B Terraform tar.gz BLE X . MRIEEMN R Amazon S3 URL , M B4 https:// FF
Lo

- FERANEREMEE-IEESLN GitHub, GitHub 1l xsk Bitbucket {XF31EfEE, AWS Service
Catalog A FZE~=mEL BEIRX 4, T Terraform =@ , BIRXHEXSMETE Tar R
BFEHAE Gzip REFNENXH,

- EAIA CloudFormation #4%-5 A A CloudFormation ##%H ARN, LtIT AR X
Terraform =R E = Mo

© BRABFR (AR ) - FRRAER (W, V17, “v2beta”) . TRFFEAZEHE
o HR (k) - FRRANER , SREIREEEARA X,
- BE - #FRFAEENENRANETFHHTER, B~ RREAN (ZEE8~mIFERE

F) , ZRANERRENRNME. BETHEAXEENESRER , BERHEERAS.

5, XFRMAGEETHERLAAMNALR , ARUIEFHRRA. BALUTEER

 Email contact ( A& ) - ATFHRES=REXNRIBH B FHf b,
o XEHEE (%) - AFTMNFRIZFEERNHZIENIERH URL, URL 247

http:// & https:// 7k, EERANTER FEENEBENTTHR M.

« R (LR ) - AR RIAAE R BRR BT BRI SRR S IR R R
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6. EERE (W) - RTEAGRINRRET ORI | 8167 LUE AR R UE 2622 1 3R IRAI
PRo

7. OIEFm-EERRKRE  ERUES R, IS FRRETESFRIRIE L, SURFEE
JRlE3 R BR R EE ™ m.

BB LAE A CodePipeline RIZMELEEE , F - miERIBEZRFM#E AWS Service Catalog 3R
NEEREEETBNER. BXEZER , BSHHE  AIEZEF AWS Service Cataloghy &

&.

& LAE CloudFormation = Terraform iR E NS HEY , A EREHEREGFRTXLERN, X
EEHATNENTRINEAKE, H/PMENEAE., AFEARIZENENFRER, AWS Service
Catalog MMREHNETHESSHEYE , VEERHEHALHES. ETREXSHEMENESZEE | F
2% (CloudFormation FIFF#5R) IS,

A HEE

BB BM Amazon S3 FHEBFR RN RHNR. BN , BHHEFH~mET , BUERIEFILLITE

Ro

Error: failed to process product version s3 access denied exception

MREEWHEE , FRARECHEMATEREFRAZNRONR

. TR TETREEGER,
« LA “cf-templates-*" FFKHITEf% 48 , F§ T AWS Service Catalog 1Z(ELiE T B 4R,

« BLUsc-*” MR EBE4ERE , BT AWS Service Catalog i TR, L EELENKFHEE
LR,

LUF ROIREE R R T 72 5k 17 6 1R B0 AT B YRR R

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
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"arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",
"arn:aws:s3:::sc-*/*"

}
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BALR=mANEEERRENRAS, B mEHNN  AAAEEE~mN~RASE (BFEAET R4
&) 2 BB

HEmMEFAME~RAS

1. SMrFmIIRTE,

2. &EEFm, RAR®RBEE, NTHXED | EEEF@RANEFR4Ee. SFEE@E “name-
of-product A NENRALE” TWH,

3. “&EFRAE , AREBERANFREFRAS.

24 Terraform = RFAMEF=REAESHN , ZFREESHIR. BLTMNKF RIEEFE—D 1AM &
&, 8\AIAM A ARN REAACEN, MREEEACGEN , YKFEASHARN , FEAKS
PEFZENN IAM BE, XATEASKRFERANEIABAR , ARETUNENLEKRFCIE
BEONBER. BXFBENRE , BEF FR,O6 . A Terraform =@ Sz AR

— N RAESTUEENTZREEEH Terraform = HIEBH CloudFormation 7= .

E R m

HEM RAVERE |, BB ROFRE. FERREAFEINERGRESE W™ m=RA ST
BRPTH.

(@ Note

EHMEF R , BT EFERF®mER ( CloudFormation B Teraform ) . Hilf0 , MR IEEHH
CloudFormation 7= f& , W73 Terraform tar.gz Bt & XHE#IM A CloudFormation 4R,
MIMEFFTH CloudFormation AR 4E# A CloudFormation 4Rk X4,

LA ERETRHRATEE> mAVRAAF REMEE™ mEREMRE. L~ mBEHMRATH
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EOIZEF=RIVFTIRA 28I , AWS Service Catalog BIIRTE Terraform 5|12 CloudFormation 7
Terraform 5|ZHNH=mEH , ABREMNEEEET.

IR mAR A

1. SM~mRAHE.

2. ERBEEFNZm. EREERETRBIFRAERTE,

3. HFmWEARGENMEL , BIFRANEI+ , RigkiF 2R,
4, HERFFHAFET , BITUTRE .

o EFER - BEUFS E R LURIMERSHF
155 FB 7R AR AR ST - AR 3 3R 37 25 £ 4% CloudFormation ##xf Terraform tar.gz Bti& X4,

£/ Amazon S3 URL - #§7E URL , i% URL #§[@ CloudFormation #&4x =X 7% 7 Amazon S3 H
M Terraform tar.gz BLEX . WRIEER R Amazon S3 URL , MBI https:// FFk,

FERNEEEE-18EEH GitHub, GitHub £l KR E} Bitbucket X IB1ZfEE. AWS Service
Catalog RFZEN~RELSENER M. X TF Terraform =@ , BIRSEERNSBARE Tar P17
¥ HE Gzip FEAEB £,

fEAIE CloudFormation k-5 ATAE CloudFormation 4k ARN, A EF X
Terraform =B~ Mo
o WRAPRER - P RARAMBR (HlW, v17, “v2beta” ) o FAGFERAZER,
o IR (%) - FRRANER  SELREASEHREAN X5,
5. EFEGIE™RRE,

#&3E A LAE A CodePipeline BI2MELEEE , = mERIF B I RF#EEH AWS Service Catalog ,
HERGFHEEPRXINENR. BEXELZER , BZRAHE | CI23F 2| AWS Service Catalogh E &,

= BESE GitHub, GitHub £l iRk Bitbucket B By & 4k 344

AWS Service Catalog A F A= mESEBL NN EFHEEREHEENERHEF. AWS Service
Catalog FF EA HEEHEEMNGit-syncedE MM A= m. FHEEEIEIE GitHub “ GitHub 1Ml iR”
“Bitbucket’s AWS K AN SEMEERFRNG , BRI AWS Service Catalog ™= m=E
FOEFRUARS R FEEPIERXYS . SXNERGHITEIXHRREFHEED (Hlw, £H
git-push ) , AWS Service Catalog < B a3l E R H IV~ @mARAE (8945 ) .
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EERES

£

s FrEmESENASBEREENR
- BIEWKFIER

- &F Git-synced = miEE

« B3 Git-synced 7= miEE

« MIBR Git-synced 7= miERE

» ¥ Terraform = mEZ FIK B GitHub, Enterpr GitHub ise = Bitbucket 91 34

« AWS [X13 X Git-synced 7= miI = #&F

M7 mE D ENSERAFFTENR

BT LAE A LA AWS Identity and Access Management (IAM) SRE&VE N #EAR , £ AWS Service

Catalog BE¥E A B~ mRAS BN B FEEPNVERIMH. LR SIE CodeConnections FH 45

R AWS Service Catalogo AWS Service Catalog BWEE 4| THEINENRKRE A ESHAE®ER
H7= et AWS Service Catalog AWSServiceCatalogAdminFullAccessitE & .

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "CodeStarAccess",

"Effect": "Allow",
"Action": [
"codestar-connections

"codestar-connections:

"codestar-connections

"codestar-connections:

"codestar-connections

"codestar-connections:
:ListInstallationTargets",
:GetInstallationUrl",
:StartOAuthHandshake",
:UpdateConnectionInstallation"”,
:GetIndividualAccessToken"

"codestar-connections
"codestar-connections
"codestar-connections
"codestar-connections
"codestar-connections

1,

:UseConnection"”,

PassConnection",

:CreateConnection"”,

DeleteConnection”,

:GetConnection",

ListConnections",

"Resource": "arn:aws:codestar-connections:*:*:connection/*"

R SN B R VRS R TR

89


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/security-iam-awsmanpol

AWS Service Catalog EERER

},
{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
BRI iERE

TR R E AWS Service Catalog 7= faZ Bl , A0 81 2 H AN — IR R IK - 2K FEE,

BAUEALEEREETEMEERXENFHEENFAGE. LALAEA AWS Service Catalog
#Z#l&. #% CodeConnections &. AWS Command Line Interface (CLI) 2 CodeConnections API
BIRIERE,

BAEERE , B LAER AWS Service Catalog #%l&. AWS Service Catalog API 2 CLI kA2 [E]
% AWS Service Catalog 7= f. AWS Service Catalog B [ 0] LR IR 176 FE M 2 X AR 4H
B2 % AWS Service Catalog = mHEHMINE~m. WREFEEPRRTEH , I AWS Service
Catalog & Bz RN E R HBIEF N~ RRA. Lo~ RREDATATEIANENRARS , HIFIEE
NEFARS

AN, FERIEERES AWS Service Catalog B3I BIERFZMHEXAE (SLR). Ik SLR i AWS Service
Catalog % $2 X 2 17 & FE R RR B E R, £ RAEHIE AWS Service Catalog £ Bz H[E
SEmAENN = mRAE. X SLR IXRMIIENESEEL , S F K Service-linked A, AWS
Service Catalog

B #T Git-synced 7=

1. EEMSMERS  2EFRIIR  REEFRE> @,
2. WAFmEAREE.

3. ERAFMAEER F, & “FEH AWS CodeStar BHEFIEELENRBEM@EE" , RFIER 0l
E ¥ AWS CodeStar 12 52,
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4. QIEEERE  RFNEEIIR  RARERNEE. BEEEREFAGE , BREEMHEE. 2 XFERX
HRE,
BXREA Terraform BEEMHNEZER |, S H ff Terraform = mEZF E5K H GitHub, Enterpr
GitHub ise 2% Bitbucket B &R 34,
a. ( BIE% AWS Service Catalog 7= m & REY AIIE ) 7£ Suppor t Det ails % , AN~ mAI T
BIE
b. ( BIZE# AWS Service Catalog ™= m @RI A ) £ ‘05X §80 , & “RNFHHRZ" , RF
WA R M E XN
5. EFRCIEH~m.
EBEZ Git-synced = m
1. 7£ AWS Service Catalog & &AM SERF , EBEFRIIK , REERBESZ git £ES~
ffo
2. WMABAFREAEER.
3. EAREMEFMAEESF , EE— AWS CodeStar iEE , RRIBEFHEN D X,
4. ERINFRBERP , MAERXAREN=mEN. ERRNHFIE K ASREBEEERES RN
ffo
5. AMFIEMEZEFEmE  EERRECNE” R,

EEIM AR AWS Service Catalog 7= R S\ SR 176 B

1.

£ AWS Service Catalog | & M SMERF , EF T mIIKR" , RFEE “H~ mEEIAE

FEFEFmUE L, 2REERIABFRENTR , REEET -5,

FEHREERFHAGFE WHEL , EFIE AWS CodeStar E#E , AGIEEFHEE. 2 X MEMRHF
BB,

iij:%-lt_io
EEEHEXITEL , RIDEZFAGEE , RARERE™ REETNBERE,
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EF Git-synced 7= miEE

I&ALAE A AWS Service Catalog ##|&. APl 5, AWS CLI REEEMEEZENIFAEGE, X T
BRI HHY AWS Service Catalog 7= , BRI UM “ LIRS RE” v RE X FHEEZURER
EREFmES N RINEER.

® Note
B UEF BRI EEFREEEM ERESRES, AP XM AE CodeConnections API H
B IAM R FBEEEFMENFAEE, EXRXE IAMNEMERBNEZEFEE |, 55 R
AWS Service Catalog 7= i [@ & ZIEMR X4 PR BRI PR,

EEREENEHEENFAESR , HEA AWS EBEEH S

1. NEMSHERS , EF~mHIxR.

2. MIIRHPEERR.

3. HEFmIEL, SMEFRRFEAEESD.

4. EBBFEFRBBRARRAEBET ID, HiiF LXCIERAEERE, RAFAEED ERRRBE
T IDs

EEFEENEHEENFHAEE , EER AWS CLI

MH AWS CLI , BITAT@&S :

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact

$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts

E# Git-synced 7= miEE

& T LAME A AWS Service Catalog #2#IA. AWS Service Catalog API 5 , E# 1A KK F~ < B
Git-synced 7= & AWS CLI,

ET7HRINARFIAE AWS Service Catalog 7= mIiEZEEIER XY , ESHLIER Git-synced = miE#E,
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FUME~=REH A Git-synced = m

1. BEEMBSRERS , BEFEIIR  REERLTETZ— :

- EEHEANT @R, BERZT W, SMESFmREAEEMD  REERREFAER.
- BEEHRZSANT @, BARNTmEZINRERE  ARES TN T, RRERET -5,
2. EFmREAEESD , HITUUTER !

- BEEE,

- BEEFEME,

- BEED X

- WmEERHE,
3. EBRRTFEX.

(@ Note

X T AR EEFNBERENTm , EUNEEREFREEAFRESNHENISVRERER
BY I 12 B S\ ER 17 ek R A T

YRt E] LAEF AWS Service Catalog ##|& AWS CLI 5

- FIAE AWS Service Catalog 7= faiE 12 FI 7\ ZB 17 % BE P BV BB AR 324
- B mABE , 8EFEEN. HRAFE,
- EERE (ENRSUASEAEMEFMEERR ) £BIEE AWS Service Catalog 7= fa VI EE,

EFMEENE#EENFHAER , i5FEA AWS Service Catalog ##&

1. 7 AWS Service Catalog #H BN SMERT , EFEFmIIK , AREFYEZEIINBFH
M7= o

2. EF@RFAGEEE

3. HEFmIREARESER

4, HEBRRTFER.

ﬁj:%ﬁz'zﬁﬁ AR /J/?O
, EEMAFF B EE,

EEMEENFERENFHAEFS , BER AWS CLI
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MH AWS CLI i21T$ aws servicecatalog update-product#$ aws servicecatalog
update-provisioning-artifact@®@®.

B Git-synced 7= miEE

O] LAE A AWS Service Catalog ##]&. CodeConnections API il Bk AWS Service Catalog 7= &
SER 2 ANERE AWS CLl, SEMA ™ mEERX4/EREN , EE2P AWS Service Catalog
W= RatlRIEAEENT R, MA~MmEER , ﬂﬂ%#ﬁﬂi}'{ﬁ:ﬁﬂﬂﬁmxﬂﬁ'&HUJE?%E’JT?—ﬁ%JEEF
NXEFRFRBHEK, EfF AWS Service Catalog 7= i EFTEZ B S\ ER120% B MO EAR ST |
SHEFEEME L AWS Service Catalogr= i

EWFT Git-synced ™= mkViE#E , iEA AWS Service Catalog ## &l &

1. HEHAWS EEEFE , NEMNSHERFEES mFIxR,
2. MIIRAIEE>m.

3. #EFmREL, SMEFRERFHASSEHD.
4. EFEMITEE,

5. WINRME , RBERMTE,

EWFF Git-synced =iV iERE , EFERA AWS CLI

MAH AWS CLI , i21T$ aws servicecatalog update-product@m®. &
ConnectionParameters WA R , BERIEEMNIER,

ZE{$F CodeConnections AP Ml gkiEiZsK AWS CLI

1£ CodeConnections APl {# AWS CLI , iz1T$ aws codestar-connections delete-
connection®$.

& Terraform = mE 2 2K B GitHub, Enterpr GitHub ise 5 Bitbucket By R34

5 Terraform Bl & X BI2 Git-synced = @AY , B RNIES tar.gz . EXHBEPTEE
Z Terraform X#HRER .

AWS X5 X Git-synced 7= I X1

AWS Service Catalog Z#H# Git-synced 7= f , AWS Xig I K&~
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AWS Xig & F AWS XiF 5% Support ¥ Git-
synced = M X #F
EEREI (HFFRLMILE ) us-east-1 =
ZERIP (HEBEBM ) us-east-2 3
XEFEE (LmRERIL ) us-west-1 =
XEEI (HREXM ) us-west-2 =
IEM (FFER) af-south-1 B
TABX (F#E) ap-east-1 =
AR X ( HEDE ) ap-southeast-3 =
TA#X (FfE=) ap-southeast-6 B
TA#X (&R ) ap-south-1 B
WAHKX (KR ) ap-northeast-3 =
WA#X (ER) ap-northeast-2 =
o ARH X (TN ) ap-southeast-1 =
TA#X (ERE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
NEX (HEP) ca-central-1 =
MEXFEE (FRME ) ca-west-1 B
M X (EZX%RE ) eu-central-1 =
M [X ( ZR= ) eu-west-1 S
ROt X (82 ) eu-west-2 =
BRM X (K= ) eu-south-1 =
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AWS XiF &F AWS XiF &3 Support ¥ Git-
synced 7= Y X
Rt X (B2 ) eu-west-3 =
Rt X (BT ERRE ) eu-north-1 =
FR ( BH) me-south-1 e
EEM (ERF) sa-east-1 Jt
AWS GovCloud (US-East) us-gov-east-1 =
AWS GovCloud (US-West) us-gov-west-1 =

il BR ™=
fHBR ™= m A+ , AWS Service Catalog @M EEZ™= mWE/N 7= mA S Pl BRFTE = M ARA

AWS Service Catalog 7 #&fEFH AWS Service Catalog 24 Ml BR7™= = AWS CLI, ZEmRIhl B
m , BUFEBUERBKRZ™ R ATERIR. ™ mRRXEKN RO EE™ mA S KBk TagOptions, &
MRS ®RE,

/A Important
MkR=miE , B EFERE,

{# 8 AWS Service Catalog 12 &l & M BR ™= &

1. SMEFREAESTE , AFERISENBRN =R ~mASE,
2. EREMRRNSm , REEEFRESA LANMRER.
3. WTRAXBKARNSm , BEXREDRARER , BWIAERBRN>=m , RFEFHRER.

FNFXREBRNTR , BRERITIR 4,

4, HEHBEFER BOR , EEF KB KK, ZRERTZmFAEXKER. AWS Service
Catalog % &M BR7™= AT , S5 is A BRIX L 3R AY < BX

5. EXAREPBAMER , WEIAEERRZ™ R HBBREREXBRER,
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6. IEFEHUEREKHMER,

AWS Service Catalog MR EBEBRFIA T mARXER , MF2MBRZ& M. BRFREOSERE
SHRBRA KBORBUAR BN KM ER, BREMBR” R #REREVERRAMABNESESR | &
SR T 75 B BR 7= R A AR R A TR BSUR < BX 2k MUY [R)

EH

 {EFMIBRE M AWS CLI

o FRRIBRTE MR AR R EUH < B 2k Y (8] 3

{55 F A BR 7 5 AWS CLI

AWS Service Catalog ¥ AWS Command Line Interface(AWS CLI) MI&EI 7= 4R & F il R
. AWSCLI 2—HFFRIE , AfEFERAGSTARHNGSE AWS RE#HITRE, AWS
Service Catalog 32 I BRINEEFE ZEAWS CLI 51 F , X2ETUERIEMNRES R , AWS CLI B4
BREFEANG S,

FERFA
- REMBE AWSCLlI, BXEZELR , BFSRLTEREFZHTMAL AWS CLI Ml EEw AR
EFERARE AWS CLI R4 1.11.24 = 2.0.0,

- WIBR™= M CLI BB EEE bash #ANLKX KM JQ 51T JSON & EEE, EXxLEMTIT JSON &
BENEZEE , HSETHE g

« BIE AWS CLI 3% LA#tAL 3B Disassociation APl A |, B EE NS DM R R

ERIIMIBRT R, BUAEBUERRZTROAMERR. FmRARXEKN RASE~RASKEK, M
B, GRS ERE. £ CLI BIBR™MmAt , CLI force-delete-product & A iF&EEH
Disassociate API REUE<ER{EMSFHLE DeleteProduct API BYEIR, X% 0] LUE & 5 28 5 7 kR
REGHTIRM A

@ Note
UTHSRAE TN XMFBERATRSEAMTRE , EEBRRTEARKITXERENRERS.
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12 AWS CLI 5% LA BR AWS Service Catalog 7= fa

{5 FA I B AWS Service Catalog 7= @AY , CLI force-delete-product 3I& R F~EEH
Disassociate API REUH<BXF{T P IEiZDeleteProduct A AR, AWS CLI

E&H AWS CLI BREX kA tlEalias X

1. ZEAWSCLI ##HlEF , SMBEIEENXHR, BRINBERT , BEXHRERRN ~/.aws/ ( Linux
macOS ) =% SUSERPROFILE%\.aws\ ( Windows )

2. FERAMHSMBEELERGHPRALTREREIEEN cli HFXHX

$ mkdir -p ~/.aws/cli

ERE cli XHRBRIANEERN ~/.aws/cli/ ( Linux B macOS ) = SUSERPROFILE%\.aws
\cli ( Windows ) ,

3. TEWEM cli XHXHP , SIBTHY BRBNAN alias WA, BAIUERANXHSMBES
BAmP AT B TREE alias XK

$ touch ~/.aws/cli/alias

4. TEE—1THRA [toplevel],
5. RETF&NXM,

BETXR , B UBEE Fa549 force-delete-product| B I AR M Elalias XM |, EELXIREOPE
AR B RmE 4,
F31fF force-delete-product & R MNEIEHalias X HH+

1. £ AWS CLI Z£&Hl&5F , SMBIER AWS CLI BLEX 4R AT Zalias X,
2. EXHH [toplevel] T FHMANRTRBRIE

[command servicecatalog]
force-delete-product =

O {
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if [ "$#" -ne 1 1; then
echo "Illegal number of parameters"

exit 1
fi

if [[ "$1" != prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")

provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take

some time, depending on the number of resources being disassociated."

echo "Portfolios:"

0
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for portfoliold in $portfolios; do
echo "\t${portfolioId}"
done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do

echo "\t${association}"

done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit

fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

0
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for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. REFEXHF

£ A L% & O fF force-delete-product B B R N Z &M alias XA

—
o
H
=

wEO , FETUTaR
$ cat >> ~/.aws/cli/alias

2. MABHARBILIRED , AFE CTRL+D B cat @85,

¢ force-delete-product®l| % 3T B.iF
1. ERFLHXIREOFETUA TS LEARR™R5E
$ aws servicecatalog force-delete-product {product-id}

THEHHRBIEBRT force-delete-product B a5 R E A KM IE N

$ aws servicecatalog force-delete-product prod-123

0
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Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UEANEERR™ @,

BRBER=miE , KRE HE RN TSR

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

HAth 53R

B>x AWS CLIfE 5 FMIBk AWS Service Catalog = RWEZELR , BEEUTHER :
« 7£ AWS Command Line Interface (CLI) AFERY@@ RIZEMEA AWS CLI 51H,

« AWS CLI 3I& 17 FE git 76 FE.

- MIBR AWS Service Catalog 7= ffio
« AWS re: Invent 2016 : (BMAF) /& AWS CLI , YouTube

R R A BR 7™ Bt % TR DU SR B SR I B 1)
MR TFRRBRABFEMS BEZMERPR~REAY , FEETANREIRRABRST R,
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https://youtu.be/Xc1dHtWa9-Q?t=1593
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® Note

MR BEWR R REBRRIKABCEE 2 IR A TR ME O , W 7] LAR BB S 4 M BR ™= R 2o
FRTBR—Z=FXITHZEOD,

ARG R AR BR R Bk Ok KR [R]

ERBFFmEAS , EEXRRRAVRESI, BERMNARBRIKFENRWHERTFE

REFRERE =& BRI

Product prod-**** AWS Service Catalog BRZHM R~ @
TEMBR~ R, ®
ﬁ‘nn%ﬁ?&ﬁ?ﬁﬂ’]i‘ﬁ
& TagOptions ,
¢ﬁ—¢Provision
ingArtifact Szx
BRNEBRE  FmhoEs
FmAE , FmEAR,

REFmBEAREMY
AF : username RIRBBEHIAIT : = 1= i BR = R A AWS Service Catalog
PR BBUEXE ™ BUBRREHNKSFER
R B ERBR A, THREXBUEXE

18 2 51 TS EUH X BR Y
FRRRNESEE.
B A
ST ATE B MY D B AR |, BRI BARE B BT m AR AR .
fR&@ & CloudFormation %4k, =&, #iR, REMERE,
RRAIRZS

— MR UAE =Rz —
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« JED - EBRAHIMEMRATIERS | F AR B ZRA,

« IEED - ITEIMAMMATI R PR NERABHNANEMEE”~RT2ZERE,

o THIER - B EREY E A ARA MR B R BRI BRAR ARV R TT A IBOH

WA 1E R
LU LR EMRAER , MEAKLAFRHEXTRREANER. RAEEREEEZI B mRAE,
IRAEEAR LM

« T-BUBRT , FRRFEEEAES. RAAFUMERZRAERNEB I TEE™ M.

- BRK-AFEEERAEEANT RREEFHNMEE>m. MRZABFINNEE”REANZ
MEAAMRA , WA REERIARARFRAEFHZAEE ™ mo

ERTARAR

R SAE SIS MY D B MR, A BN EHRAE, BXUBFmNESER | BEELES

_
AR o

BEH MR

1. 1E AWS Service Catalog #Z#|& & | T “T=@m7

2. MFE@mIIEKP , EREEHEHREAN~ @,

3. ErFrmEHAGFEERNEL , ERERAFEDNF , AFEEFEEFEHMOMRE,
4. ERFFAFEREL , FEFREE , ARERRFER.

£ AWS Service Catalog 4R

A NRAR , UEFEKRLRAF BB EASTN~mAFTNANAN, SHRLAFEI~RE,
AT EIEEERYRNANAN, BTREFRERATRASERAREA T M. HIR—2L06E
B AER , FEEMNENATEREBIINmE A S BRA

YR
« AWS Service Catalog /5 3/ R #l

« AWS Service Catalog & %R
« AWS Service Catalog ¥7% 5 % BR %l
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« AWS Service Catalog ##% 54 R
« AWS Service Catalog #R£) R

AWS Service Catalog /5 3 BR #l

BHAREERLAAF B, BEHMHL L= mEPATER AWS Identity and Access Management
(IAM) A5, AWS Service Catalog IAM &2 A5 AWS RS A] LA BT A&IBRE A AWS RS AR
BREE. BXNMAMTRE , BESH :

« CloudFormation = mEH: LR 6 : mIMBHARUDE IAM B
« Terraform FFRE, Terraform == mER . TR 5: tIEEH AR

BHAREATmAESHNTm (Fom-mRmAaXK ). BIARTERTF-RASRE , 8FE
RTEmMEFrRASHNEN TR, EREINREFRASFHETREXE , BL4AREHNRS
AN A T =A™= mo

MEZERHAR , RAAFPYXIERBCH IAM EIEEHIMNEE~R. At , IS TWE~ R
FEH AWS IREHIER , AR AWS Service Catalog. CloudFormation@XEREI AR | &1
WAL RAFNNREREN N Z=RAAENRNNR, BXELAFNRNESZEE , 5
i Identity and Access Management AWS Service Catalogs

EQENSE IAM B8, BXAFRELT IAM EENR :

 iam:CreateRole

* iam:PutRolePolicy
« iam:PassRole

* iam:Get*

 iam:List*

BEESAR

BEEROENENBINRN IAM BEATIREFEA L TIANR
%t F Cloudformation = G

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess CloudFormation 3£ & K HE&
« P& AWS CloudFormation #xF # RS
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« ERFHFEE Amazon S3 F# M HiEEL AWS CloudFormation ARV 15 A X BR o

¥ F Terraform 7= &

s F@RE Amazon S3 1R & RS
- BIRSIHEM Amazon S3 FiE @ I1EEL Amazon S3 #EARAY 5 BRI FR,

« resource-groups:Tag Al F7 Amazon EC2 EHlH# 1TH51E ( Terraform Filii B 5| ZBEHITEE
BERIBEE )

« resource-groups:CreateGroup A FARAFRIE ( Ri& AWS Service Catalog i F8I2&RA
Mo EHRZ )

IAM £ &S ERIELAI AWS Service Catalog RIFRAZAR, EUTSERH , HBREFRAGER
Bf AWS Service Catalog , ¥ EHIREFTRE. WREFEAEHE , BSRNAE IAM AR
RAEERETFHARAAEH AWS REBIBREEREISD .

(® Note
TEERHAGHIE
servicecatalog:ProvisionProduct, servicecatalog:TerminateProvisionedProduct
M servicecatalog:UpdateProvisionedProduct R, BAMEH IAM B& |, NFF
AWS Service Catalog £z £ F 77 £ PR ZB % F B9 PR Bx 3K B 25 TR o

@ Note

E7£ AWS Service Catalog ##l & R EFMBER Cloudformation =mMBIR , REAAFEE
CloudFormation EEEUN R, EREH AP EEMEE MmN RRT2ERABAE,

ERFAG

1. f#H https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,

Terraform *REEFNNEIACHE. BXEZEER , FEF Terraform TR~ m AR L
R5:.ERMAE.

2. %&E /e,
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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3. EERtIE#MAL,

BMABBREMIHIERE Next Step.

£ AWS Service Catalog ZIHAWS lRFAGT |, EFER.
£ Attach Policy TTH £ , 1% Next Stepo

EQEAE , Ei1%F Create Role,

N o o A

HEREHMEFAE

1. ERZHENAGUEEAGEMAFEENH,

1%£$% Permissions &3+ , BFF Inline Policies F7. AF%EE click here,
1%£$% Custom Policy , A/Fi%#F Selects

MARBHEYN , AEFUTARKIEE Policy Document 488 :

) WD

"Statement": [

"Effect":"Allow",
"Action": [
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

@ Note
NEFARBESHACH , BUTERAUTFRFSE : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

5. AFREANSINANRSHERARIN—1T. a0 , E5 Amazon Relational Database
Service ( Amazon RDS ) R IIMXBR , i Action SIRFPWERE—ITHRERAES , REHRMN
BAURAT -
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"rds:*"

6. ELENAKK,

VNN =R ES

LERERHAGE  NZACENBIARSEETm. LIREIET AWS Service Catalog EHR4 A
FRIFRNRAZAR,

MRS ELT M

1. #TFF Service Catalog %% , P4k https://console.aws.amazon.com/servicecatalog/o

2. EREEFmNTRAS.

3. BEBRARETMFHERVEAR,

4., BrEmPEESm, AREARKETERRY . ERHRE,

5. ERFIAR HD , ETUMNESHIKFHERE IAM B, HA IAM A8 ARN SRABBEH,

MREEEABEN , AKFEABRDIORN , HERAKSHERFZENN IAM A, HHEER
TEASKFEXNEIABAR , ALEATUNENHREKF REDH R IR,

(® Note
HEREHARNKSF , AREALEHINREI=mNASKSP , BLAFELE
HABEM,.

6. EEIAMBtR , && tlE,

15 B BRI R iR B R

AWS Service Catalog X#HFEARABEBIER APIs BEELBIFRIP. RINBHARE , B LERR
HABEEERKPHN sourceAccount M sourceArn £YEFREFIESARFENE,. EABREE
ACHIERFRREA,

FELUTRBIF , AWS Service Catalog x4 AFETKS 111111111111, AWS Service Catalog &
BRAI=mOIR LaunchConstraint i , RELAFPAUERH ABEERKPEEATRYE |, Fi8
FAGERSAKS 111111111111,
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"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

o

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

f£H LaunchConstraint Ml E~mBA A XMEBHEEMN AccountId (111111111111 ) . &
n, ABLEERAEAR , BIEFHM AccessDenied HiRH KM,

LAF AWS Service Catalog APls 7 TR EELHEIF :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct
 TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

AWS Service Catalog Xt #sourceArn fRIFZF#ERIL ARNs , 0 “arn:<aws-
partition>:servicecatalog:<region>:<accountIld>:” EFRXFHEENRIR ARNs,

WIFR LR

ERIE AWS Service Catalog ERA® B~ mHAKNEE™m , M AWS Service Catalog 2%l &
BHFm. EEFAREAEAFPANERTUR BRI EHEE~RNNR~REAE , HEAZ™
mAENHLY R,

B3I @
1. £ AWS Service Catalog ##HI AKX EH | %% S ervice Catalog , &R&AF,

2. ERFRUTAFREFEAEENH, EEETERP , BIAEE R"AGH Amazon BRBM
(ARN ) ,

3. EEEI™m.
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=

4. BERWTEISR , EAEAREES.
5. BINFmERWE,

o

AWS Service Catalog & &1 BR i

® Note
AWS Service Catalog % #F Terraform FFJR=X Terraform Cloud 7= & #938 A1 BR Fl,

WAL RIEE Amazon SNS EB AW E R HERBHRBA,
ERANUTIERERE SNS TEHITHEE.
£l SNS =BT H

1. 7£ v3/home EITFH I Si#h SNS #Hl &, https://console.aws.amazon.com/sns/

2. EERBIEEE,

3. BAXEEN , ARER 0IEEE,

4. EFVIBITHE,

5 XNFHMY , FkFBFERH. XTF Endpoint , FREALH T EBUBAI B FolFibut, EF6IE
T,

6. BB —HBEEHIT AWS Notification - Subscription Confirmation HWHEIAEF
BB, FTITEBFHRM , RIFHRBUBAREUTHITHE,

BEULTSEERSE L —IREPEIEN SNS ETENABHALI R,
[6] 7= B R A I8 ALY 3R

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
ERIEFmNTREASE,

RIFARFIEFETIMAR,

MEmPERFERITFARKERENBH, EFRE,

1% Choose a topic from your account , R/FEFEERHEE Topic Name BIEH SNS £/,
EERR,

o g A w N
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https://console.aws.amazon.com/sns/v3/home
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AWS Service Catalog ¥r 5 37 PR #l

(@ Note
AWS Service Catalog 7 #F Terraform FFRE™= mMIFREEH R,

BERZEEHPRE , AWS Service Catalog EE A JUAATREILHFAAFEFHSTE B~ m*<EKH
BRLARE, IRATFEHRHRS , ISRl RdaXxkNinSSERiE-rREMBRNAT
Tl & /Y 7R

J5 7= m A PR SR

1. $TFF Service Catalog %A , Mt Hhttps://console.aws.amazon.com/servicecatalog/o
EROEEEHN~mBndas,

R R ETF HIEFRRINLY R,

HEARKET |, ERGEERN

MFEmp R m , AR R%eE,

ENLERNEL , EREAREER.

EFR R,

S L R R

AWS Service Catalog HREL R

(® Note

« AWS Service Catalog 7 #F Terraform FFiR= MY HEREL R,
« AutoTags B BIF X% #F CloudFormation StackSets.

HREARAWFEEARES BIBILIM CloudFormation StackSets, EBAILUN~=REBHIEEZ MK
FRIXE, REARAFPAUEEBRXEK,  HBE~RWSBBMNEMIBINF,

[6] 7= R B A EAR SR £T 3R

1. §TF Service Catalog #£#|& , Mt Jhttps://console.aws.amazon.com/servicecatalog/o

REENAR T


https://console.aws.amazon.com/servicecatalog/
https://console.aws.amazon.com/servicecatalog/
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2. BEQUEMESFmNTREASR.

3. ERAHRETFHERFECIRLIR,

4. HEFmEP , EFEFm. EHRREF | REHERE,

5. NIGABERELHREEKS. XEHMNER.

« ERFRET , BEEEEF GRS mBIKS
- EXFIRED , EREHES RO HEXEUREXEXIGHESELEN=RITBEINT.

« EMRF , EFE— IAM StackSet EERBHEREEBLENBEHFKST . IRETEESE , N
StackSetsfE AN ARN, THEAXRIREHKENRNEZESR.

6. EEBIE,

AWS Service Catalog £y R

@ Note
AWS Service Catalog & #F Terraform FJR=X Terraform Cloud 7= 5 B9 & 4 BR #ll o

ERFISFAAFESH =R ATANED , FNABEIRAOR, NSABKRARTAREELAFAIETRER
HOANEAMERNBR TERATR. BRLUFERY RN T ™m AWS Service Catalog A& H Y
. FmASYSNETE—NRBZINTR , RETEE LERI R,

BRI RE — NS MIANER , XEHN G/ T E7 mEH CloudFormation R E XS 7t
¥{E, CloudFormation #EiRFHSHE XA ECIRHEKRFIEENENES, flH , SHALENLA
FHERZEEKOIR RS T BUR R & i EC2 SKHIRE,

MREHRFNSBEENT=REGHEFRZIARFEARSIZ |, MAE SRR RKREHFER
M AERENE. S, IRERS BT ER EC2 SKAIFEX TSR NKBFIKE (4
Wt2.microzit2.small ) WAFRUEAK , WA AR INAEARL SRR R &I &L B P 7] SUE SRR K63
B, B3 CloudFormation RSB ELER , H2SH (CloudFormation FIF#ER) FMSH,

BRARBET~mEAEN, IRFERARMAT - RASHEN"R , ARSFkTnas®
S—NTmAEH  UXENYRFRENATE =N~ mB SR m.

MRFERARNATEERAFAZENm , WARS VBN AEERINAEmM™~mA S
BRAH™mo
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
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BA L E AN 4w ET S E AWS Service Catalog B G 24| A FFEMNE R JSON XAKE LEHR
ARAN, BXRANNVEZER ( BEBENTH ) , FSRERY RN,

EEFARRBEAFMNERTNS , FORIEEEF BN A~RAES , HERAZ™RESN L
4R,

FHEMRLY RN A T ™ m

1. $TFF Service Catalog #2#I& , Pt R https://console.aws.amazon.com/servicecatalog/o

2. EFREETH, EROEENERARNATHEN=RN=REAS,

3. BIAARIHHEFERMAR,

4., FEERBFGMXRBEEOS , WFFm , EREEEVERIRNTm. RE , I TFHREH , &
BEMR, ®ERE,

5 HEEMRARERRTME , FH JSON HESFDAN 4 KT RERBELIRAN,

- EREANG JSON RE , FRBHRIARRERET R, WIATF LRE T SRR B
BT R R AE

EEAANERRREEEAN | FERFEAVEKFETF, FHEDF L, B SUEE MK
BRPIEENEASH , HALNZSHEEATE. RESHNRE  TEATEEFRRNTM
B. FEEREREEES T RIIRFH—HAEREEAE,

EMESERANG , ERRMAN, ANSEREANERRFENF LEORF, EEENEE
JSON #iy | T FA RN AKRIREIFIEIF,

6. HERBZARNOANG , ERER. BEEFIR , FRIFBAGFAGER , RERTYIR,

AR LY AL

£ AWS Service Catalog ™= mAEHEXERARNANER T HRERA AN TRERZER , UK
AT LA B T el i) 223 E A K7™~ BAY CloudFormation # AR BRI S Biis EWFLEE, #N T H
FHLERARAPTERIEELERNE, 0, BAILURIN—KANKRBIFHFLAFERELTE VPC F
BEETEMWFN , ERSENARERFEH Tml.smallkHISE, CloudFormation £ 7= M el
BRRZE , EARNRRIESHE,

BN BTERNEY : ANKHE (L ) NS (XF) . ANKHEBERAN M ERTE, HSHER
AP ABESEIEENE, MREREXANZYE , WANBKSHBEER. EE ST
S, UFEABSETHANMNAZBEE , REEERIRW Rules IO P EHXLERE, BUURERE , B
HN KW E W RALLE RYUMA true I falses
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a0 | RI&ETE Parameters A HERT VPC MFRSE, BRI LLEIE—PHNRIIEL E F W
EENMNTHEEN VPC &, Eit , YAFKEE VPC it , SESIESREH ML 2 81 CloudFormation 1¥F{&
WEUREFNSHEREEZ VPC F,. MRSBIETHK , Ml CloudFormation MBI T L IR EH#
Mk, MRAFAKRIEE VPC , N CloudFormation A E FMSHE,

BE

BEiRBRules o HGIRESHHHAEBM Rules A, FIEMNFRABRFEERESE, IREFHS
AN, M FESFHENI BT ¥TEMNAN , E4HFH-— A5 SEIBRNEBEN , FRE
= LB R4 T S EERNES

N ATLAEE RuleCondition B , EMAMEE Assertions Bit. MFEANHN |, e[ LUNE N
— AN ; O LUE Assertions BERAENL —NRZ NS, TTLUET A4S E T HN A P ER
BREE UH NS 4EFBTS |, A T OhEARFIR -

"Rules":{
"Rule@l":{
"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
I
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
I
"Rule@2":{
"Assertions":[
{

"Assert":{
"Rule-specific intrinsic function"

iy

"AssertDescription":"Information about this assert"
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}

WHERE REEFHE N2 31BN Rules # Ruledl BIMNAE Ruled2 #B%2 . Ruledl B&— AN
HRHEIE . MEANZGHOEBWITES RN true , MFITEFNRAS NS PR, MRM
MR false , MBEAMMTELER, BT Ruled2 REMNMNZH (XERBRKITENNAKS ) |
Rt CHREER,

BEXRATEMHANZHMHESHEETHNNAERBESR |, BESHRAWS CloudFormation A5
By PHAWS HIIEE,

M ESFARIESHE

UTHAAMNNEE InstanceType SHWE., RIFEFIESH (test I prod ) HWE , AR XA
ml.small SHIEE ml.large = InstanceType, AIMIEE—EHRM InstanceType o HFEHH
Environment M Parameters S,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]

1,
"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}
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AWS Service Catalog fRS5 18 4E

(® Note
AWS Service Catalog % #F Terraform FFiR =, Terraform Cloud 7= m Y BR S #14%,

AWS Service Catalog FR e A EB4F ML AFEZ , RANEFEAENZLEK, FARS
BE ERNEER , BUUATFRLAFE AWS Service Catalogh U TIREMES. HEERE, E1TH#E
HERBSRBERNR, A AWS Systems Manager SUASE X REBIE, XLEAWS Systems Manager
MR AVFIHEISEHE AWS SRESSERITE IRE | fli0 Amazon EC2 FILMER , BHAINENAE
Mgk,

EAXRHREF , BNRLAFRMER Amazon EC2 S5HIRVTIEE, FIMBEMNIR , EXRSFRE , &
BSRIESTRmRE , FRERTMEE” @R INKL A &R,

FoRFM
AHERIZEBHETEH AWS EERANIR , BEKRXFET AWS Service Catalog , H BEEKWE—

HEARNTR., “REEGNAF, MRETHE AWS Service Catalog , BEFEARHEZHITTRIZ
BEMAIMES

£}
- SR BRESLAFXR
- S}, 2: BIERSRE

Nil
B

RS BRES T mARAKER
 NHSLAF AR

. FREERSIEIE AWS CloudFormation
. RIS

Nil
B

o
\|
A .‘\\\‘-HH- A A
AN AN \%ﬁ AN AN
(@] a1 EES w N

Nii
B

S BEKLARHF R

BARAPXIRELENNRT REEFNHITRERSRE. ZUROIF  KRLAFRPEERSEHE
AWS Service Catalog BRSF1REThBERIIN1T Amazon EC2 EF IR,
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BEHR

1. $TF AWS Identity and Access Management (IAM) 32 &]& |, Wit Hhttps://
console.aws.amazon.com/iam/,

2. MEERKRIAFEA,

3. EERHLAFFATIHE AWS Service Catalog BRIBA, EARRGIGH |, BRIEBRRLAF
H, ZEECHEIUSP , EBRERELAFREANSA,

4. EANFAGFEENHEMNNREDNFL , AETERIEEBIERE. ZLHRAF , BIMNBEIERER
BHAM B M LI SRBIZEN BENKEE , AWS Service Catalog [E131 48 SR BE 7R IR

5. EXMIEL , EBREERBIUANAXENNR, BAUERATRILEESRZH JSON iR KR

BERME, ARG , RIER JSON RERMMNR. EAXAHEF , ERERINEL TR :

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "Stmt1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument"”,

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"

}

]

}
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AWS Service Catalog EERER

6. MEXBE, FEHMENKBNENR,. RLAFAHTNAFIEREE AWS Service Catalog
F#1T Amazon EC2 ERREFMEMNR,

SR 2 QIBRRSIRIE
BTk SEOR—MRSRIERER Amazon EC2 6.

1. $TFF AWS Service Catalog &l & , Bt Ahttps://console.aws.amazon.com/sc/.
2. MXEd  EERFSEE

3. ERFBRETEL , EFRUIEMRE,

4

EOIEBREREL , %F—1 AWS Systems Manager X#4RE X RS #824E. Amazon EC2 3£
ERR{Ed AWS Systems Manager XRE X , L HRNTRE TR X R L BRIAEDT Amazon X
=

5. ERMIIEE AWS-EFEC23EHI" B1E,

6. BENRERHE-AXNENHENAAEELNBEMRANELR, FEARAFFEIHER | NEFHEE
o] 7 BRREERBNE

7. EZHBANEHFRET , ERFENREBRR SSM XS (il , 261D ) , RAEERSHN
B#R. EERNSHUFMEMS I,

8. EMRT , BB IAG. BMNEROIFEARARIR, & AEIRTE T HE L E bR
B &,

9. HEEEZRE 6 ERUIREF,
10. ETF—L , BFQETKEETAN , FHIAEIA.

SR 3 . HIRSFSBREST mMRAERER
EMRIER | AT REE L RIEXEK,

1. ERFBEREL , EB AWS-EF S5 EC2instance , AB R TR EIRE,

2. HEXBBRETEL K EBREFELNRARAFPEE LRITRSBENT R, EARGG | BAE
ELinux £M .

3. EEFmIRA. BER , BRI LUERTRER N EIEEEREFT AR
4. EFBRERE.
5, #TF—It, FER-FKBIAES.
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BIE DL TE AWS Service Catalogh Bl 7T IRFRE. XHENT P2 , UKRLAAFSHEARS
B1E,

SR 4 NAKLEH 4R

RAR P AR E™ m ENTRSERE. EXAHES  KREAFED MM
BB mNMEE £ —Sh ERSRERBKN™ mRAZE 3.

Jﬁt
_i
=H
=
[
i
n[l
3

L& R P 5015 R RS 1R

1. LRLRAF 5% % AWS Service Catalog 41 A

2. 7& AWS Service Catalog #HIHRNSMEKT , EEMEE~RIIFTK. KIRFERINRLH
P 0 P TR B Y = SR o

3. EWEE~MIIE NHEL , RFECTHEENRKA,
4. EREEFREFAEERNEL , ERALANRE  RFIERE AWS-EF B 3IEC2instanceiR1F,
5. WINEERNITEESIRE. BRIIREERENBEIA

SB] 5 FHEERSEE AWS CloudFormation

Ba L BB RS IBERES AWS CloudFormation BRI <BK, BEXEZELR |, 535 (AWS
CloudFormation AF1ERE) FHUTHRA :

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionth&

® Note

MR BEERSIRES CloudFormation IRV REL | FF EBN AN BRARS R E AWS
EEEH A, AWS Command Line Interface LB THER FEH BT , 7 CloudFormation 2Z 41
X IR S5 1R VE P B {2 17T 58 S RS 4 B 4

HIR 6 : MBHE

ﬁﬂi‘“ﬂﬁﬂﬁxﬁfﬂhﬁ%ﬂ& , W AT BUETRES B 7 fn U E RS RENITEHN A EE 2 PRIERE
B BULETHEHEIERERESHNHA,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-servicecatalog-cloudformationproduct-provisioningartifactproperties.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-serviceactionassociation.html
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® Note

BIRHENBYNATgEaREER , At BR R EEMARENBIHRTHIERERIXLE
XA,

«

R ER R R

AWS Service Catalog J&%| T WE4E1R. BFHREEH. MREBRNERE , BERLAXIFRKRR.
@A StartAutomationExecution #4ERT £ (ThrottlingException)

RS BENITZRIRARS (Hla0 SSM ) BRI,

RAABEEL TR

AWS Service Catalog TR EBERFHREELFIEENAC, FHREEHCHEERBEHT

servicecatalog.amazonaws.com £ XFE K ( 4 servicecatalog.us-east-1.amazonaws.com ) 5l

ARKFIR,

@A StartAutomationExecution #/ERT 48 (AccessDeniedException) : Fi F TRE R R
StartAutomationExecution E#1T:ssm:,

BEREELTIEENEETNIA ssm: StartAutomationExecution., R ABEEE LM SSM X
PR,

TargetTypef TEl &= @K FEMEMEXE N EIR

MEE™mAEEE[S SSM XX EEN BRRBEATENEIR , fla0: EC2 AWS:: Instance, #
EENTRESMERAXLERR , WIAXEEREEER,

Document with that name does not exist (B8 1% & ¥l X TZE)
ERFSREE L PIEEN BT FE,

Failed to describe SSM Automation document (Fc3£ 3R SSM Automation 3 1%)
AWS Service Catalog Z i IR 1EE M HEITEEIRE SSM WARARE,

Failed to retrieve credentials for role (&34 3% & Y Ei)

AWS Service Catalog HHF15E A BB R AR,

EDRRFENSHME InvalidValue “ {ValidValuel}, {ValidValue2}
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f&iE4% SSM WS HEFTEXHN A FEIIRD. BARHNSHEN , RBEER.

SPERBEEIR, NN EParameterName T2 E RN FHE,
1845 SSM NS EEX X LR EB TH,
Parameter is not defined in service action definition (RERFZIBREENL P ENLSE)

RIELEHI ST AWS Service Catalog RERFRFENLPENL . BREEAERSREELPELH
58

LA TF executing/canceling IRERSIN KW, Error message. B XEZUHWIFAEER , H5H
Automation fRS BB HEEE .

SSM Automation MRS TRRW, FBSHEE IR — S HERFIE
TAWEAUTSHE , RAECNFTEMEE”RYF : InvalidResourceld
AP BB RN T EE B m R RRIATERE,

TargetType &7 SSM Bl {L XRE N

RS IREEE SSM B3I X #4HEIT TargetType E X, BEEH SSM Automation LY,

£ F CloudFormation StackSets

(® Note
AutoTags B 81~ #F CloudFormation StackSets,

&R LA A CloudFormation StackSets £ 24 AWS [XiF] 1k~ 1 & AWS Service Catalog 7= fo
BRI LUEE ME AWS REBRTBNINF, ERF2E , FREHFTHEN. £z , AR TLE
ERBEINURHITHBNRAK, . BXEZELR , 82 EA CloudFormation StackSets,

MR SR F AR SE 4
HREARTEFERE CloudFormation #EAREE AWS XiZH AWS ik - # 6l Z##i% .

HEHRSKPIER R AWS XEIARY B ARIK T AV | 5 BRE — MR ERRER,

BXEZEE | i55H StackSets B =,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html
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HRELIR

£# AWS Service Catalog , £ 7] LA A AR SR RR B E ™ m B B &,

AWS Service Catalog X #5M fth ™= fm # #E4k EEPR #l AWS GovCloud (US) Regions : AWS GovCloud
( EETED ) M AWS GovCloud ( EEEZR)

BXEZEER , 555 AWS Service Catalog #iREL K,

EBEME

O] LAMER AWS TRE SRR BR I8 H R S5 B AT A 1B AWS Service Catalog. #ZRAISUSTIE S AWS
Service Catalog 7= f 7= f A & X< Bk

® Note
AWS Service Catalog % #¥F Terraform FFiR™= RV TR E,

AWS MEFEZRBREBENTE , MEELENRAREASEY (HMiTESY ) MESTTRE

8, BXx AWS FiEME LR , EiH A https://aws.amazon.com/aws-cost-management/aws-budgets.

5

- KREH

- BIETME

- XEWE

- EEWE

« BUBKRBIE

FRFMF

EEM AWS FiE 28 , BFEEE AWS KESHAERE BHEPHERADEIRE. BXEZFEE
ESH (AWS IKEERAEE FAFERE) PREBERSEXHRAE D BEREL.

(® Note
NERZSHE 24 PR TEEHE.
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-stackset.html
https://aws.amazon.com/aws-cost-management/aws-budgets
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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ECEFBEARVTHECAMEDENEMASHEFATR AWS KESKAER #H 48, SABIN
FA P R R SR SR AT L R 4

ERYT AFYEME  fEMXTMATHFEEKEEE . MREMEH Amazon SNS EH , WA LAR A
F &1 Amazon SNS BHIBIHEE |, T EH K& RBIFTRo

BIERTAE KB

1. A https://console.aws.amazon.com/iam/ $TFF IAM 2 & &

2. ESMERF , EEXRK,

3. ERBERTP , EEOIER,

4, 1%$F JSON ELI+ , REEFILLT JSON REEXEHHI XA, FZXAMMEE JSON XAEH,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmt1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

myn

1

"Sid": "Stmtl435216552000",

"Effect": "Allow",

"Action": [
"sns:*"

1,

"Resource": [
"arn:aws:sns:us-east-1:123456789012:*"

1
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5. ZTRjE , BREERE. RERIIEFFREGEAEEER.
6. EFEK RAEL K NENKHDHE, EERBPFEUETENRBERTHONR , AEEFCIEK
B SR Z R TR,

MR ETRERERRIIRT , HECEAREFHMAENAFRNE, BXEZER |, S
% AWS Identity and Access Management AAF1g§/) RV CIEMM INE - EE BT,

BIEME

£ AWS Service Catalog EE AEFHIAYF , FRIIRN-REESTEIE TEXNEF-GN~R4EAE
MER , AATENH#TERE, ZRETE , FAREETIMESHN ™ RI ™ RESHEXEK,

EME

1.  $TFF Service Catalog #H|& , Mk https://console.aws.amazon.com/servicecatalog/o
2. EEFBIRITMASE.

3. EREMMMEN~mIT~mAS.

4. FRAERRE  ARERVIEWME,

5. EWMHEGE NHL , F—HrERESENTEMERE,

_

FREEFMER ;. AutoTags M TagOptions, AutoTags BEHHZ RN~ RAES. “RANA
o AWS Service Catalog B X RSN AT EEREN RIR. A TagOption 2 EE A E LK
BEX , EHHIITEE. AWS Service Catalog

RNTEFRAEGETmENTHEB RREXTE  eNXAMEGHENRS. HEE , BXEH
LR TEEEE 24 P FEEBE. BXEZER |, 551 the section called “StRFH",

6. & “EHEE AWS Budgets, BLWERETREFMENH, RREETME PSS RESF TR
BiRiE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_managed-policies.html#step2-attach-policy
https://console.aws.amazon.com/servicecatalog/
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® Note
PIEMER , BLTREEF R~ mAEHEXEK,

RERFRE
MERAATRTUE —NEZXBENTE. SIAETAS SN = RASR=RHEKXK,

HERMEST RETMASHXEN SN ZT-RR - RE e FAEENEEREXMEN
ER. "NTEFRITRAS LN HEBRREMES , BLMNTAEN M mASXEKARMD

B,

)

(® Note

MEBEMFMIBRTRAE AWS Budgets , 5 AWS Service Catalog 7= & 7= f A & K I A < Bk
IREE. AWS Service Catalog FFLEE RE < EMBRMENEMER.

KETE

$TFF Service Catalog #2#l& , Mt R https://console.aws.amazon.com/servicecatalog/o
EEFEmIIRETRAE

ERERESMEXBKNTRI=mEAE

THREXE , ARERXBKME,

EMEXRBKIELE , ERUEME , AEERRE,

RS mASRIENSEENNR N E N BE.

o a0k~ w D =

EEME

WMRMESFmAXREK , B EFREFAERN~RIRNE LEFFEXMENER. RMESF
mASHXRE BN EFRASN~RdsFAGENEHLETEXMENER.

FRAEGNFRIKRNEE RAARRNAERFR. EUUFRINERINEMENTNSAEF,

HEEFRITmEASR R ENZTFAEENH, FRESFAGENTRFAGENEHRIE
—Ey  BRTERKEMENFEMAGEE, BUEEMEST. Y ZHAMUZH, BEaE
BREEMEFMAEEHREME,
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AWS Service Catalog EERER
BUHXBME

BRI LHME 57 mE a3~ mBUEXEK.

® Note

WMREMNFRE B BR AWS TRE |, |5 AWS Service Catalog 7= @7~ A & WM A REKHA
1. AWS Service Catalog L EE ~E X EMBRTMENEME S

ERUHKRBRTE

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. BEEF@IKRIFRASE

3. EBRERUHMEXBEN~mI=m4Aes.

4, EERBRME, NTHIRPERFUEXBKME, KNSE REIARE,

5. EEWAZRUEXBTRI-MmASNTMER , EEBHIA,
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AWS Service Catalog EERERE

EEMEE™ m

AWS Service Catalog I2ft T AT EETEE~mWWED., BUETHRIRINEE. ENMLLERN
BRPHWEMEE~@m. BXTARE , BSRTEI/LT.

£

s UEEANSHEEMEE™ @
- FUHRE-mNAEE

- EATEE ™ @A

- BE  BERAFRRRDE

« B Terraform JFRE™ mRTEIR
« B Terraform JFRE™ mRS X4

LEEANSHEEMEE™ m

EEKFNFETMEE” R , BEEEE AWSServiceCatalogAdminFullAccess HE5FEE
FREAHRNERHNREZE IAM R, BXEZEELR |, iS5 Identity and Access Management AWS
Service Catalog,

® Tip
NFBRASTMEE " mEE  CREEMEE M2 , BANE~ G ERFB S AMEE ™M
W, BXEZEERRA , BSENULNTHEA :

« AWS::ServiceCatalog::CloudFormationProvisionedProduct ( #£ AWS CloudFormation f f°
EEH) o

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) £ {AWS Service
Catalog FF X &EmM) .,

EENEEMmMETEEF m

1.  $TF AWS Service Catalog ##|& , Pk R https://console.aws.amazon.com/servicecatalog/.

MREELEFE AWS Service Catalog #2F|A , iB1%E#E S ervice Catalog , AFEEFE “REH
o

NEEANSHEETERE ™R 127


https://amazonaws.com/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-cloudformationprovisionedproduct.html#aws-resource-servicecatalog-cloudformationprovisionedproduct--examples
https://amazonaws.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html#API_DescribeProvisioningParameters_ResponseElements
https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog EERER
2. WMEXE, O FRHEFAEE™mEBD.

3. EMBEEFmIoF , EREF X, AREBREEEFNHHLS - AR, S3KF, WRE
S2E REZRHPHMETEEF Mo

4, R ATEEFGBHITES. EFRKILL, XL EAEENELEL  ESHEEHMEES R

1:1 /CN O

BRI E S~ m TR &

BU N ERFEE~mNAAEE. EEBRNERRENFMEENATHAGH ARN,

BRINERT , WLIhBe Al {E A AWSServiceCatalogAdminFullAccess FEERBEH
EERAMEA, EALIIE AWS Identity and Access Management (IAM) A [ &R & F P 1%
Fservicecatalog:UpdateProvisionedProductPropertiesiXfR , M #4113 AHiZIhEE,

EXMEESmOTEE

1. 1 AWS Service Catalog ##HlA&H , EEMEE™ mYI&Ko

2. RIEEFHNHEES R, ARERHEZINZARAEEEYITRES mAEE, SEAUER
BB~ mBFEERENREREPRIERAEELT,

3. EXEES K WMABREAFAEENAFPIAGEHN ARN, ARN B arn: ALAHITEEMER ,
XEEECEFASEHFMIOMR , 0 arn:aws:iam: :123456789012:user/NewOwner.,

4. EERX, EHMEER  LREI-RAMHE.
HESH

» UpdateProvisionedProductProperties

B AT B 1 7 am YRR AR

B LU TR & 7 m Y AR AR E SO H bR AR, Bl | R E Service Catalog #E—1 EC2 7=
m, WA E#NZEC2 P=m , REMBEMNMEE ™M ID , ERFERENRN S3 F#E.
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https://docs.aws.amazon.com/servicecatalog/latest/userguide/enduser-viewstack.html
https://docs.aws.amazon.com/servicecatalog/latest/userguide/enduser-viewstack.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
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® Note

EFE B M Terraform FFRE Terraform Cloud = RAXIFEFHER, WMBEERME
Terraform = mERA TR ENR , WATMBRZ>=m , ReERAFEERANERET ™R

SERTTIEL B AR AR AR

1. MNEMHSEEPERENEE ™
fn

2. EFEESmYT , BEMEESm  ARRERE. EHf,

FAEE , BEUUENEET mFAEEREPERFRE. Eff.
3. (W) EFmEAGEESF , AEEI~m.

HER=mP , FESUATES
ERFmaMFUTEE” mEMNTRN>mER. XARERL LR IFFSIEZH R R,

BRI LLHME B mENEE -~ MmN E MR
4. (W) EFET  RREEMEEMAERNT R, REERER.

EEmiEAEES , BERUTES

[Product name] ¥ M [current template name] E#1 9 [new template name], B2 , BRI TAHL E =
@B B F5 [Provisioned Product name] A& E K,

BRI LCHME B mENEE - MmN E MR

5. HEFmIRATF , EEAENS mRA.

6. EZHH , EREINSH.

7. EEREHF
ERBEE~mFAEEP , EUNRIEFNEARGE, MEEN"mENFT2ER , BEEFHEM
BB~ mER T ENENR,

HE  BERFRARIE

A LAE A AWS Service Catalog #HI B RAEE T~ mME5Z~=RXBENERNAF, N EHE
By Z ROl N B NS EMEE S M.

B2 BERAFPRRSDE 129



AWS Service Catalog EERERE

EEEKSFNAEMEET R , BEEE® AWSServiceCatalogAdminFullAccess SxI i i & 7=
MBEZEEANGRXER. BXEZEELE , HSH (AWS Service Catalog FF1ERE) #9514 Fij 81X
REE,

HETRE B 7™ m A A P MXERAY R R

1. FTFF https://console.aws.amazon.com/servic eCatalogo
2. MEMHSMERLDERTEE™ .
3. HEIFRMERMGTHRESD | EEKS,

Service Catalog Provisioned products
Provisioned products (0) info | C || Actions ¥ |
Q Access Filter | Account a 1 {
User
Product Versi
Name v Created V¥ ID v roduc er5|o Status
name name
Role
4. ERFUEF  ERATAMEESmUAERHEFHARE.
Provisioned products (1/6) info
Q Access Filter | Account ¥
Name v Created v Product name Version name Status v

Thu, Mar 25, 2021, .
(o s3bucket-03252118 g s3bucket 2 © Available

BUEEMEE” miFfE .
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/controlling_access.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/controlling_access.html
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Provisioned product details

Product description

Provisioned product ID

pp-

Product name

test

Created
Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID
prod-

Version ID

3 pa- ahirpy gl

Support description

5. MTRIESHED.
=88

Events (4) nfo

Q

¥ UPDATE_PROVISIONED_PRODUCT
Date created
Thu, May 27, 2021, 5:06:38 PM EDT

Record ID

rec-

Provisioning artifact ID

pa-
Output key

CloudformationStackARN

= Provisioned

User name

User ARN

arn:aws:iam:: $058:user/SCAdminAllow

Type
CFN_STACK

Product owner

14

CloudFormationStackARN
Copy to clipboard

Product name

ssmimport

Qutput value

arn:aws:cloudformation:us-east- stack/SC-
-11eb-b851-
0a8a0480d74d [4

Status
@ Available

Version name

Support email contact

Support link

product ID # CloudformationStackARN HJ

Sort by | Newest v 1 &

Status
@ Succeeded

Product version
1

Output description

The ARN of the launched Cloudformation Stack

6. FERAMEEN™m ID RIRBSHRREMEI B AWS CloudTrail 1IEFHARFERAS (BE
BERE S HRIEHE S A S FEReuat ) o ERRES , BRAFF steve’s

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. fERAiZCloudformationStackARN{EXRIR A CloudFormation B4 , AEREXREBIEE
REELR, Bt {EA CloudFormation APl RIZKEUHEE ., BXEZELR |, H5 AWS
CloudFormation APl &%,

A LAE A AWS Service Catalog API #1745 1 4 AWS CLl. BXEZER , HSHAWS
Service Catalog (FEARIERE) PHAWS Service Catalog I TITEE,

EE Terraform R~ RIASE IR

Terraform Open Source ProvisionProduct #fESKHE TAINTED R , #mMATFENE B/
KL 1T UpdateProvisionedProduct, KAEXFERAT :

« UpdateProvisionedProduct FREZREMBIEENE , HF 22 HAESIE R ERE,

« UpdateProvisionedProduct FEREREMIFFEE T~ miRE N AVAILABLE = TAINTED
B, FAaZRAHEBREN KM,

AWS Service Catalog X f£ It i8] . ¥R & ProvisionProduct, HF ProvisionProduct &{E%
WS B EAFRIC KM R 2 B R,

REEIRRHI
51 - FEHAR] AWS Service Catalog T EIZ &R ProvisionProduct

EUTHEF , MEREXFRRE , AN ERMNAEARE , SNEMEE™ LT
AVAILABLE k7.

EIE Terraform iR~ RIRSEIR 133
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https://docs.aws.amazon.com/cli/latest/reference/servicecatalog/
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1. BHIBR4ERZ) ProvisionProduct.

2. Terraform B ESIEBAUTHEREREX ProvisionProduct i | B FRHE
Resourceldentifier,

ProvisionProduct TEREFRLCIEERA , HEFSTEEN ™ BIRASIRE N ERROR,
ARG , BUB3h UpdateProvisionedproduct #4E,
Terraform M ES|ZSMERRKINHEE,

Kt , UpdateprovisionedProduct T/EREFNTE B mAVIRASIZE N AVAILABLE , BEF
LHBRRE , T2 RNAEARE,

2 e

B 2 . L HAE] AWS Service Catalog |2 #7% R UpdateProvisionedProduct
EUATHES , BIEHERANAEMRE , ZNEMAEE™ ML T AVAILABLE R3S

1. &R ERB3N ProvisionProduct,

Terraform FAELE S| B MERR R WEIE |, HiRft Resourceldentifier,
ProvisionProduct T/ERECEFRAHNHRENATAE SRV TR
&3z UpdateProvisionedProduct — /NI &R FTHE4,

Terraform Bl E S| EMEHR R KIHNEE.,

UpdateProvisionedProduct T4 RBRIMA & mIRASIREN AVAILABLE , BEF =B
A HARE AT HER.

o o K W N

IRSHIRBRET R

AWS Service Catalog BRNFIEIRE N from WG B> meIEEFRA, TAINTED
ProvisionProductiR Terraform Bl E 5|2 KiREResourceldentifier , HERIBRIRA AWS
Service Catalog k¥ , MIFREL &= MR ENERRORIRE |, IBFEHRL L,

&1 Terraform R~ RIRS 4

B Terraform FFRFME &~ mEE —MNERD X, MRE~RSERDIXHZBFE——FR*x
Ro MHFMHIERN sc-terraform-engine-state-${AWS: : AccountId}-${AWS: :Region}
B Amazon S3 TR, RAXHERIEE AccountID = ProvisionedProductID WRET.,

RSB 15 B I BRAN PR T GetStateFile AWS Lambda 1 Amazon EC2 B#itE#R. AWS Service
Catalog B R ToiEE #1518 Amazon S3 FEVIRA X, BE A MIER Amazon EC2 183X £ 32

B Terraform FFIR™= MRS X4 134
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#. BIAERT , AWS Service Catalog EIE A AIAFFRASXHFR , BLEEMIBEAXXHN
. RE Terraform MELES|IZAIVERHEEAXHFAR,

B Terraform FFIR™= MRS X4 135
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EHEEIRZ AWS Service Catalog

AWS Service Catalog 2t T , RMBR AN RR#HIToE, EERMPEE © AutoTags M
TagOptions.

AutoTags RIRRFEEZRRRKFEENIRZL , AWS Service Catalog HFEZFINATFEER AWS
Service Catalog HI & R

TagOptions 2P EEHEEX AWS Service Catalog , FAERIZE AWS FRZMER,
F&

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption B $4E

AWS Service Catalog AutoTags

(® Note
AWS Service Catalog 73 #F Terra AutoTags form FF )R~ &R

AutoTags BIMRFEBERZREFRFKFREENIRZL , AWS Service Catalog # Bz B A FEER AWS
Service Catalog I &R

AutoTags BEFRASE. &m. AP, FRERANTEE ROE —FRRAFHORS, XEM®T 45
L XERERRTEFEEZPE BN AWS Service Catalog &1, AutoTags FEIT AEZRKE 50
MR R,

(® Note
AWS Service Catalog 73 #F Terra AutoTags form FF )R~ &R

AWS Service Catalog AutoTags Al A B A BN R RIBH—BWHRIE , XEANFREAE. mFRIA
FREFMENIIFEEER, BETLUER AutoTags KRB A FBaIFRE ( HlaNi&E AWS Config #
M) B8R, AutoTags N TFEWTEERR , TREATEREN FTIHRS ( A1 Amazon M Amazon
EC2S3) Wy ‘45X B &EE, CloudFormation
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® Note

AWS Service Catalog AutoTags £ B i AutoTags EBERRETR2EH ., MREBFMEE
FRERAEMTR, MEENRIHNENEE , WINEFm AutoTags T2 E RRBE,

AutoTag #1&

- aws:servicecatalog:portfolioArn - NS Tl fl B~ M~ mASH ARN,

- aws:servicecatalog:productArn - \H 3 ) Tl Bl B 7= mEY 7= mAY ARN,

- aws: servicecatalog:-provisioningPrincipalArn | ZFE B~ mHEEZEFEA ( AP ) 9 ARN,
« aws: servicecatalog:-Fii B¢ i& provisionedProductAr&y ™= & AR N,

- aws: servicecatalog: provisioningArtifactidentifier- R ELE T4 ( = RIS ) B9 1D,

AWS Service Catalog TagOption B4

RNTUEBREBRWEECEE~ ML , AWS Service Catalog 12 T —4 TagOption FE. A
TagOption 2EFEEWRBEX . AWS Service CatalogE T2 AWS ¥ , MEAERIECIE AWS
FRE MR TagOption.

AWS Service Catalog 7 %#F TagOptions Terraform FFJR=k Terraform Cloud 7= fa.
% TagOption FEFEREFIMITUTHNELEBEMNES :

- —HHSR
- IEWFRICEIR AWS Service Catalog
o AATHREE XA F aER £

‘B A A B TagOptions 5= mA M= mxEk, E=mA&® (EE ) #HE , AWS Service Catalog ;L
BREM= mAS MM TagOptions , HHENAFHEEN~HR , M TERM .
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TapOptions
; for porfolio |,
y A
TagOption library /f/ _ AN

\K Product 1

-~ ", Ay
e N, | TagOptions 4 Product 2
for products
J— -
- -, Provisioned product 3

[ Product 3 ——launch—  (with tags from the
portfolio and product 3)

Portfolic

Service Catalog administrator > Service Catalog user >

£ 1% TagOption & , #&AILUE A TagOptions MRBEMNES~mASH~mHNKEK , AEFTENERN
BEEel]. XTI EFNEYTHPENTEMY | &RV EEE TagOptions A 8EE GRIEEE A SNESR
BRI T ERBVE,

& 0] LAfE i #2 %) TagOptions AWS Service Catalog & = TagOption FE APl #{TEE., BXEZEER ,
S Service Catalog APl %,

AE

- FAUTHE KX KM= m TagOptions

- E TagOptions

+ TagOptions 5 AWS Organizations ¥r<& 5 B — 2 &£ F

FERAUT B K7™ m TagOptions
U AP B E ™ MmAEt TagOptions , AWS Service Catalog & REMITU TR -

- WEFEMAEM=mEAESHWFTE TagOptions & &

- WREMEE™ mBOREFRERA TagOptions EFM—RANFE. AFRIRN—MENZIEES
K, EAFEE-—MERE , ©HRNTAEES m LN —MRE,

« VPR P TR E HR [ 7 A A SRR

AL T AR K7 @ TagOptions 138
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AWS Service Catalog EERERE

LN RABIERT B3 HAA TagOptions MY TERE,

50 1 : HE— TagOption %4

S R 8|2 TagOption[Group=Finance] #}{FH 5 Portfolio1 Xk X , Product1 #8 Product1 M+
=, TagOptionsH¥AF B MEE™mAt , £/ @I TagOption T H#RZ [Group=Finance] , T

iR

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Rl 2 ;. BEAE E TagOptions EEHERIANES

EERAESmASHHRE T M TagOptions EFMERANTm , MAE X~ mAS HAVEM™m L&
%A TagOptions HENER. EEFIHA , AFLIERSZRAXBKNFMEz—. R, MEE
FmRHE R Z RN A SRR ERTRIC.

FERALLT AR &7 M TagOptions 139
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

T~ 3 —HEFRESIZTRESPIF R LA TagOptions EFHEREZEAH

EERAEFMAEPRET 1 TagOptions EFHBEZEANR—NEHR , EZFREASFERLN
TagOptions EAMEREZHAN~m L. AWS Service Catalog RIEMNRE (BB AND 25 ) glE—4A
{8 TagOptions, HAFBEFF=mE , R LBEIXABHNPER, MEE>~mRGERZBNAS
EERNEH# TR,

FERALLT AR &7 M TagOptions 140
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EERESE

CostCenter, 65

CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

4

CostCenter, 70
CostCenter, 72

Product 1

Rl 4 . TagOptions EFHEZEA BEMHEHRHZD

AND

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

Product 1

The user is given a choice of two
cost centers and can pick one

EEREFMASFTRE T Z1 TagOptions EFHEZANTm , BR~mAEY+ , &F /L1
TagOptions EEHRBEZRHAN~m L. AWS Service Catalog RIEMNRE (BB AND 25 ) tlE—4A
{& TagOptions, MEREKRTEZEAMNE , W] AWS Service Catalog 2 8I|EZ — NEFHERBEMNIR
Zsc-tagconflict-portfolioid-productid , HERN , FmAEportfolioidFr=RMNE
MproductidfiE. ARNs XA {RTAAE™ mEA ERAEUKRERE R T KB M E ENER-ITIR

12,

CostCenter, 65

A CostCenter, 70
CostCenter, 72

( CostCenter, 73

Portfolio 2

v

A CostCenter, 327
CostCenter, 115

AND

Product 1

Product 1

CostCenter is not set on the
instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

ERANT AR KM= m TagOptions
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B2 TagOptions

EREER , /A LLTE TagOptions & TagOptions FITA FIREBITEE -

- B EMIBR

- BESEH

o REREEUHRER
© R

f£#2 %A TagOptions A A2

$TFF Service Catalog ###|& , Mk Fhttps://console.aws.amazon.com/servicecatalog/s
EEMSMEEA | EFETagOptions &R E
£ “$HE” b TagOption , M ARFE , REEEFE RN,

BIZ%T TagOption ARG , HEENNEATOE , AEIIRPRFIBIFFHF. TagOptions

ZE TagOption £/ AWS Service Catalog API 2 , {2 [@CreateTagOption,

fE#2 4] A TagOptions FIBR

1.
2.
3.

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEMSHESEH | iEE¥ETagOptions FE , R EFBIRE,
I PR BR 3 B A M BR

FEf2 ) & BB SR — 45, TagOptions %4

1.
2.
3.

$TFF Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EEMSHESH | EFETagOptions FE , R EFBIRE,

ERUE | 15148F TagOption BB ERIEFHNIRS . REERREANTHRERREZEYE , R
HINERIER

EFR , 1F1L8R TagOption FTRAVEUET, REEFREANTHREDEEREER , AEHIAE
YRR
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EEFE PR/ —NHZN=mASE TagOptions HIRAHEXRBKIEUEREK

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EEMNSMEED  EFFRAES , ARTHAEXKRIBUEXBRN=RAS,

3. %&ETagOptionsitW+ , REEE—NHZA TagOptions BEE R RH S REHEUE XK,
4. EFRE. REERXRSBUEXBKABIAGIERE,

FEFF B PR — N HZ A= m TagOptions 57 i o< Br 5 BUE X< Bk

1. $TF AWS Service Catalog ###|& , Mk :https://console.aws.amazon.com/servicecatalog/o
2. BEEMNSMEENERMT , EE~ M. REHTTEFEXRKSBUEXEKN™m,

3. %&#ETagOptionsitWM+ , REEE—NHZA TagOptions BEE R RH S REHEUE XK,

4. EFRE. REERXRSBUEXBKABIAGNIERE,

@ Note
EfFH AWS Service Catalog APl TagOptions 5~ RAAS R~ RKEK |, S
%] Associate TagOptionWithResource,
E TagOptions f# /A AWS Service Catalog AP BBk ( BUEXE ) , B5
%] DisassociateTagOptionFromResource,

f£#24| & TagOptions H4REERE

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
EEMSMEED | %&FETagOptionsFIRE

1%4% a TagOption H#TH % EH. (LEITSEEE, ) AEERERE.
EEFRPREBLEAEREREENR

> WD

TagOptions 5 AWS Organizations #r% 5% B — i#2 5 F

AEBEHEMBIR T TagOptions 3T AWS Organizations MEIFRE KB AWS Service Catalog. ©E R
YNA] 7 [5) B 56 P 3X 7R N Th RE A By LEAR IS SRR HE T B,
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TagOptions AWS Service Catalog &R F Bt &= m ( CloudFormationi#tk ) , MARZ KA AWS
Organizations @ F AWS K FAE L #47 (OU) RALIB B Fo Hla0 , MR EFIRESKIEH INE
OU , NI HEIMNRE RN NATZ OU FAMEKF, . MREENERXFHMIRICIIEE | M Rx H i
TEE , BRAERETRR,

R R

FRE R B R VFEIE AWS OrganizationsH E L EMAXT K 7 R EY AWS BIRERARSHAN, SR
FRERBER BN TR RARIE AWS BIRN—B A .

RERBREET —MEELZE, TBRRAFNA —BNFE, FitEefrieNRRA 4N ERN TR
K, BETUUEMZENAELRRNATNE. flan , BUUERKSHHETE EC2 KB 4R R
ZHIZEN CostCenter H[FZIRZEMEIRE N Data Insights = Marketing,

EBIARE R |, BT LUEEREA TR FIRITIRCH N A EDT | BFIENIREH TR EANIRE , UREEE
RiFREFIE A RRER, MEEBTEZRBHHTED , WREFTBATEUERERXTEANRE ,
BERHEPFERENFTEM. AWS Organizations

AXRIWMMANEEKF RBFRIZEEHITHEZESE | 55 AWS Organizations FHIFRZE F#E,
TagOptions

TagOptions  —IW#RiZIhAE , AWS Service Catalog & F CloudFormation 4% 4% Bl B9 TR BL B 7= FA
(MR XE=RMATFREKTMR ) . AWS Service Catalog 2 7 —4 TagOptions FE , &AL H A
ENEEREK AWS Service Catalog 7= mX<EKHIBEX . B3I AWS Service Catalog 7= bt , 40N
5iZ~RASH~ mxBKNIA TagOption Z4Ai%#R TagOption B EEBFNIZ~m. HTFEE~RA
BT MR BIHITIRE TagOptions , R AT LARESBIFER — BN 2R ERRIEEKFF MXERZEN =R

AE,

BRI 1E R TIREB M E 25 B TagOptions AWS Service Catalog , 3 FAWS Service Catalog
TagOption #RE.

J# % AWS Organizations & R B 5 2 A #9538 AWS Service Catalog TagOptions
MRIERNHL DRI IK BB AWS Organizations FrEFHE |, RINBIUEREUATHERE :

- EEINEE AWS Service Catalog &= mAE M~ MmN ERE R L EZXEMIRZ TagOptionskI E K,

- BHgEEHRRH ™ m AWS Service Catalog F 77 m A& M M I Al BV R4 A AR &R K A AR
EWRAAPHENEMIRERER,
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RIZIEEHE R ZEEH AWS Service Catalog % TagOption Z4AM = mcity , H BEHIREEHRER
REFAEACityEEMMMIREE , flIAtlantaSan Francisco, ZAustin, AWS Service

Catalog T A FIBTE%E N mATE TagOption Z4Ai%#E TagOption EHIER T B3I~ @o

EXFERT , IR TagOption Z4AMY TagOption Bcity@EREHET , HlfRio de
Janeiro=Buenos Aires , M AWS Service Catalog T 2B~ m. MKk , BUHE X HEIE
B—NZEEEHTH TagOption B , UAFEHRZBUER,

TREHRT —ER | XEGRER T MAERREE R IR R 7 g2 18 R MR P R A&,

TagOptions

=R

FEAR R B R AL 7 PR 58
W7, ATHREFRER , = m
TER.

mFRERANETEM ,
REERH.

Reason

TagOptions & F #& & AR R 0 2|
HRERBESATFHNERRZS
RPN BANEHRITIEE,

W T TS SRS KRG A
%k B E AR

£ TagOptions Z4AHIEEES
HRERBABEBRFIMUF—K
WRNE,

S

MREENRSRERIZHA KR
ERGIPRETRENAESR
¥3 , ERRIEH TagOptions
REZAMIEN BELIRZE
R ELRENRERBERIEEN
NE—H,

BEE , MRERSERETE
HEFRRSFA XN NERFIE
%HE |, MFTE NERERAE
AM , HBREH TagOptions
REZAMAEN B ENIRE
RASHLEREREPHER
—H (BHWMEHFRNE ),

IEE B KRR, MRER
EERSRANEEHAMY
MEINNIRZE R K NEGH
E,

A INRIBRIEIRS KR
RIEERIZHARNNEEN
%, ERRFE TagOptions
PREZE £ E AWS Service
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e Reason fRR T R
Catalog R/NBELUESFHEN
.,

WMRIEAE AR PRE R RS A
KNEEHME |, NIZIRER
X SFE N ERERUNE

Mo
HTHREETRE , "mELE HAFmAHEETE KBk TagOptions &K 7= m
B3, TagOptions HrEXMIRLEES FmAE , XEFmA~nd
MRV HRPVIREE, BHEEEIIRIRERIEHH
ERRZESAEANIRE

Ho
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S\EB 5|2 B F AWS Service Catalog

£ AWS Service Catalog , #8285 2@ EXTERNAL LR KRR, ZEXTERNALF mERH R IFER
F=ABESIZ , Bl Terraform, &R EAERAIEDSI 24 Service Catalog M ZhRET B EIRE AWS
CloudFormation #E#Rz 5k , M\ Ao iFE A EaERZ R (1aC) TE,

ZEXTERNALF R A 8 A ZEM Service Catalog AEEEMIB AR , ERAATE aC T
B4 EIhRERIE &,

E7£ Service Catalog F/5 FHEXTERNALF R R | EMAMIEMK P P E N —AFRERE, XERRER
7 51%, Service Catalog E THEMMERIRENBENZFESERASIZE,

Fii& T 1S5k Service Catalog F7~=mWBFERAE , AT EEBENEE B ER.

HIENEXTERNALF mRENEEXN RIFA AWS Service

CatalogDescribeProvisioningArtifacts} DescribeProvisioningParameters# ¥ERT , Service Catalog &
A SRR — AWS Lambda B ¥, XRMBEHNER THFREIMSEIIRAFHIRE B FFLFER
AWS Service Catalog, XESHBERFENRELEN —BF2 ER.

L4881 B FAEXTERNALEL B % KR &F ProvisionProduct , Service Catalog & & 5t 1E N EF

T—LRE , ABEEIZHH Amazon SQS RAFIRIEHEER. ETX , 5| B ERMNED
Bl (BEABHARIEAT RN IAM A6 ) , REEMNEEMERERR , HEA
NotifyProvisionProductEngineWorkflowResultAP| 33k & & Zh =k & o

FtUpdateProvisionedProduct 1 89 FE AL L 2 75 2L 8L |, BN TerminateProvisionedProduct# & F
[ &I BA B H Notify APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult.

£

- EEEW
- SR
- ME

 Updating
o IFTE4IE
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- IR

SEEEIN
SA OIS DA — B3|

S Service Catalog F/0\Ik P ReEfE A —NEXTERNALELE 512, Service Catalog hub-and-spoket&
BAFHOKFOBEEFRHARAEFREAS , MOXKF TS A=REASHFA> @,

LEFRFIR R NEXTERNALR BERR B — MK PR — 15|, MREEABRBRBSNIIINEEEIZE , NE
ERAMSREFRWHOKSPIRENFSIZE (UARFRASH™Mm ) -

A EMNZHREIRINEIAG

EXTERNALEEEXN RN X IEFEABRFEENSHACHITER. BHYRIEE Service Catalog
EBAAPEY. EHRL LT REFEN IAM 86, EXBRENESES , FSHAWS
Service Catalog Bz BR %,

SN

EXTERNALEEBEXN RAILLREMER, XEKRE , ECIZEXTERNALF REHE | 5IZFENREHNE
ZTHHPENSHIIRH N HIREZ Service Catalog. X 2B EEHIKF A A1 — Lambda B
RTERM , ZEBRTLIEZUTERER, LEBEEEWNB HRELTHAER,

/A Important

MR Lambda BB & B, ServiceCatalogExternalParameterParser

BEREE -

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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FE Type I8 iR
B TR = EMATH THFESA
1%/%\0
TH/EER FRE = RAMTER TEHITH
WALE, Flan, 53
FAWS_S3 , X2ITL
# S3 Y URI,
TH/3E FRE = HEFRE, RFHE
: AWS_S3,
LaunchRole FRFER = THIA AN ERERN
B AEH Amazon
BIRBF (ARN), 0
RABRHEDAG ,
N|{EA Lambda By
TAB,
YRS
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
FEB Type MHIE PN
S8 LIES = Service Catalog E3R
RARAFEER™m
SR 149
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FE Type W18 iR

= AT A B 7 am B
RENSHIIR, W
REMHRREE
S8, MiRE—»
ZEHIR,

e FRIEH

fim

SR,

defaultValue FRFE MRRLAFPREMH
B , WASEHERIA

=8

7|

ok
H

# FRES = SIZBSHENTER
., flin , FRKFE,
MRERBRE, RV
WERSNEIZMmR
- Service Catalog ¥
BNMNSBEENFR
ERiRELL B E,

iz FHRH & SHNEE. BIE
iR P R PR

[o]

isNoEcho mIR{E

7|

BESHERERE
BEFREE., RIAE
7 false ( SHELH
EE ).

il

X4 Fi&ProvisionProducti®4F , Service Catalog &% RAVKERE EE A5, L5 ERATELGEE
B 1aC R FAZR ( Hl40 Terraform ) #0 , UEHEIHPENHNRER, 5IBEATTNE RBA Service
Catalog.
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Service Catalog &P B Bl & 1E R ZIXEERIK - & HH Amazon SQS BA
5|, ServiceCatalogExternalProvisionOperationQueue

BRIBE :

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
.
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FE Type WAE iR
token FRE = FRIRMIRERFRIC

TR IR =]
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EERES

FE

operation

provisionedProductld

provisionedProduct
Name

RS
provisioningArtifactld

recordld

launchRoleArn

mH

THERE

TH/RHE

4

Type

PUE

fim

fim

fim

fon  AD

fim

i

i

fim

fim

7|

iR
Service Catalog = #E

BHMITE R

It B
ZWPROVISION
PRODUCT ATt

~mi 1D,
E& T4 ID,

LR VERY Service
Catalog i23%H ID,

ATEE®RIRN IAM
AN ZEHERE
# (ARN),

E MR IREE A
THHEFEAEER.

SIZBTEH I
uE, flam, xt
FAWS_S3 , XBIE
# S3 B URI,

Rk, RITFHE
: AWS_S3,

27 B B BIREA

o
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TR Type DA PN

2 5l %k = A F % AR Service
Catalog EJ9 b1 1E
BWANSBREX S
e

R 5l & = ERFRZ 5 AE key-

value-pairs Service
Catalog WA F %% |
DNATFEEREN T

3
Do

THEREEREM

£/ NotifyProvisionProductEngineWorkflowResult AP i# 415 2 TUH L5 EH WX KiAA AP,

Updating

¥ FiZUpdateProvisionedProducti® 4 , Service Catalog &R SR EHEILASIZE, 5|18 HE
BEFEW 1aC FBRAR ( HlW Terraform ) #O , UEHFIHHPENNRIR. 5|BEATELERBEA
Service Catalog,

Service Catalog B EFMERKIXENEE NPKF PRI S# SQS BA
5|, ServiceCatalogExternalUpdateOperationQueue

BRIBE

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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Iltypell: Ilstringll

I
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FEB Type MHIE PN
token FrFE = FRIR IR ERFRIC
AITURE S IR B
Service Catalog = &
BAHRITE R
operation FRE = = B4
ZUPDATE_PR
OVISION_P
RODUCT ATt
(=
provisionedProductld ~ F#&F& = B E = me ID.
provisionedProduct TR = FREL & ™= m i B o
Name
Fmims FRE®B = Fmr D,
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FE Type W18 iR
provisioningArtifactld ~ Ff&F & = E&THH ID,
recordld FRFE = IR ERY Service

Catalog 1239 ID,

launchRoleArn FRIP = ATEERRHN IAM
ACNLIHERA
5 (ARN)o

I B TR = EMEREERXHN
ITHHNIFHAREER

THRRRE FRIB = SIZTHRIMH/
&, Bl , 33
FAWS_S3 , X2IL
# S3 B9 URI,

T /2R TR = KA, ATFWE
. AWS_S3,

54 FrFE B ZF BB el R A

S8 LIES = FA 51 A% Service
Catalog EH b1 14E
BANSBREX S
e

R Hll & = ERIRE R AZ key-
value-pairs Service
Catalog WA F 5% |
UNATERENR

IERELERBEM
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& A NotifyUpdateProvisionedProductEngineWorkflowResultAPI 1¥ 4015 B T E L 38 & #9 e 57 33 R i B
API,

IERELIE

3 FiZTerminateProvisionedProducti®4E , Service Catalog N '&RIEBRL I F XA EIZE, 5IERE
B#8%EEN 1aC fRF R ( Sl Terraform ) #O , ME LT HHPENNRIR, SIBEAFTHEREA
Service Catalog,

Service Catalog FAIBELX L ERRETEHKS A RNLDSF SQS A
5ll, ServiceCatalogExternalTerminateOperationQueue

BERIEEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
FE Type OS] iR
token FRER = FRR LR ERIFRIC
RIS IR E E
Service Catalog = &
BARITE R
operation FRE = = B4
MTERMINATE
_PROVISIO

EEAL =
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FE Type W18 iR
N_PRODUCT HTik
B®19E,
provisionedProductld ~ Ff&F & = B Er~mM ID.
provisionedProduct FrFE = Tl & 7= m i & Fro
Name
recordld FRH = LR VER Service
Catalog i23%H ID,
launchRoleArn FRE = ATERE®RIRN IAM
AN TEHERE
5 (ARN),
S TR = ZFE BRI R ER
THEREBLEREA :

/8 Notify TerminateProvisionedProductEngineWorkflowResultAP| #4115 2 T HE £ 15 E /Y 1 B34 R
A AP,

&

E&ET Resource Groups BEEHRX , FNEHABEELTHMNREERA :

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [

k;
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BaACKREENE4PHERROFRICNIR , flilec2:CreateTags,
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¥ M= AWS Service Catalog

IETLAE A Amazon #2489 AWS Service Catalog %R CloudWatch , Amazon & U E R B IEH
FFEHLE AWS Service Catalog 8 A[iEfEHR. XLEZITHIELXICEHE , IEEBRTLLGERAELER
HEFH T HRIEHNRS 5 M. AWS Service Catalog #8#r8#E 4 CloudWatch £ 1 2N B3I &%
Fl, BXRMEZEE CloudWatch , 2% Amazon CloudWatch A 1M,

BXUAERMEENSIX , ESFEAWS Service Catalog CloudWatch E#x.

GER4R AWS fERARNTEME, ATAMNMEENEZHMEZ. AWS Service Catalog & R1iZM
AWS RRFROFTEE 7 WEKZEHE  UMEEHAS AREN T AERMN TR, EFRER
Z 81 AWS Service Catalog , BRIZBIE— NI ELUTRIBHERWERITR

- BEAMRMAL?

o SRS R RIR ?

o WEPRIXLE TR RAY IR A ?

N ERAWLSIETE ?

- EARMITHRES?

o HIEIRET OB AE ?

BETEH

AWS 2T & o] T 453 T E AWS Service Catalog, ZBAILIEBHE PN — LT ERNEHITS
BES  BEEIEZEEFHTH. BUERTHEIAKETS B,

BRI E
&R LA R Amazon CloudWatch 23k % AWS Service Catalog 3k & A #iiE R o

CloudWatch BiREEEEN B ERABEMRENMENR , ARBZEFRES NN RBRAEN TELEERE
WERIT IR ZSTURIE, ZBRERRETLDHE£EEH KRS (Amazon SNS) Simple Notification
Scaling AL S# A EC2 uto Scaling IR B, CloudWatch BT 2N E A /14 T4
ERSHRIARARE , ZRSYAECERHRE TEENNRAR, ETHROMCIEER , ESH0E
Amazon CloudWatch B4R, &% Amazon CloudWatch ¥t 5HE & & K E Z{5 8 AWS Service
Catalog , EZRAWS Service Catalog CloudWatch $§#%.
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AWS Service Catalog CloudWatch 18#F%

IEALAE R Amazon &Y AWS Service Catalog %R CloudWatch , Amazon & M5 U E R EEK
FEH G HALE AWS Service Catalog N AR IERR. XLESRITHESXILZHAE , XELFR A LUAGRF
FEEHEFH THRENRSSHEM. AWS Service Catalog ¥E#REIES CloudWatch £ 1 28N E 3
RiEEl, BXRWEZEE CloudWatch , F25 Amazon CloudWatch A P #5F,

F&

- B A CloudWatch $§¥5

- ATRAEMRA4EE

- &B& AWS Service Catalog $E4%

/& A CloudWatch $5#r

RIAMBERT , LG # CloudWatch $E4r4k T 8 ARZS.

ARERN4ERE

T E%| AWS Service Catalog i T &i%x4 Amazon CloudWatch B 3SFR M4,
AWS Service Catalog $§#x

AWS/ServiceCatalog & ZE R BIFEI TR,

BFR 1%, BB
Provision ERENNEBRERNAALAENTmAMEENE BN MEE=miHRE,
edProduct X L4 EIE N B i8R & £ CloudWatch BE&EH,
Launch
B{J : Count

BRETEEE - Minimum, Maximum, Sum, Average

Y4 : State. PPState., ProductId . ProvisioningArtifa

ctId
ProductPr W= RREERITHERE R B provisioningArtifactIld . 4#E#HE
ovisionin CloudWatch BERERN —RKiIERE Mo

gOperation
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FEPR 1%, B5
B {I : Count

BREITEEE - Minimum, Maximum, Sum, Average

4 : State. PPState, ProductId . ProvisioningArtifa
ctld

AWS Service Catalog ¥E¥rr 4 E

AWS Service Catalog 8 Amazon &iXE T R~ CloudWatch,

HE %, BA

PPState ZHEEEEN X —EERS BRIV EEE™
mis ROBE. XEFMTERBEIRSLEHES
ke
o

BRRS : ATA, B3R, #HiR

ProductId L4 BN TR SN EIRBINF~ M ID B ROEIE, X7
HENBERE BN S NEL =R,

ProvisioningArtifactId 4 EUFEE N ERBIMNTMEED R ID ERVEK
B, XAIE B AUER IR H M F B S L) = mAR AR,

State B E IR N BUX — i8R B 3 (VPR B TREL B 7™
mERNBE. IHEFHTERBEIRSEHED

e
o

BRHIRA : SUCCEEDED, FAILED

B E AWS Service Catalog 15¥r

B ET D@ EHE AP EEF LD CloudWatch $8%5 , 1% CloudWatch &1 & T LA B 0] B E Wit
SERENBERURBRSZPFEEEITHESHE,

£}
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« 7£ Amazon CloudWatch ###l & &EE AWS Service Catalog 54T

1£ Amazon CloudWatch &l & & & AWS Service Catalog $E¥r

& A LATE Amazon CloudWatch &l & & E AWS Service Catalog #¥%r. Amazon CloudWatch 2
#l & 1R HE AWS Service Catalog IR IFAMA , EOUUBEEEEHIR, EXxTLHNESER
CloudWatch , &5 5# CloudWatch f 7.

£ Amazon CloudWatch 2% & & E SR

1. 3TFF Amazon CloudWatch ##14& , Pt A https://console.aws.amazon.com/cloudwatch/o
2. EEMSMBERWERTY , BERFEF.

3. EREEFWNER.

£ A1 AWS Service Catalog APl A AWS CloudTrail
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"
I
"eventTime": "2020-09-23T21:07:58Z7",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
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"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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