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KT (CI/CD) BB ER |, 1ZE 8 0] LA BY I8 1E 37 1O W 4% Th RS SR 4 BRI S 35 B K ] A st B 22
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 BERBMENEE , SIITERE, WENERE. IP EEINRREH.
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- FEHMEIREEE , fln , EHRCIPENMNEIREFNE,
- FEAFHNNERSHNSHEEEHRMEEHL, Fla , EFRMESHE Amazon EKS version ¥,

S AMRE{LIED

AWS TNB E&FERMNBERED S (ETSI) FRENRSHASER , FEREBRIENERSHHE,
RS AES AT LAEFH AWS TNB SDKs. CLI 2 the APIs kB zhiR4E |, Hlans= |t MK ThEE s I M K Th
BEFH R B FTRR A

AWS TNB X#FHU T M,

3B KA RRA iR

ETSI SOL001 v3.6.1 ENAFEAET TOSCA B ML ThEE IR T4
KPR

ETSI SOL002 v3.6.1 BSEMEINREE B E WER,

ETSI SOL003 v3.6.1 EMME e in B EB AR,

ETSI SOL004 v3.6.1 E XML INAEER CSAR R/,

ETSI SOL005 v3.6.1 E X M E RS SR MW E RS £ B HIE B AR
i3

ETSI SOL007 v3.5.1 EMRFFEHAET TOSCA B M 45 IR SS 1R 3244
KPR

Ih&E

£/ AWS TNB , & LURRFS ETSI SOL001/SOL004 BB B EIRK B P, A/, B L
FREEHRENELMEREN W RS 744 (CSAR) BF 2.

- EEIMBIEERT — ELRHESBRANEUNZDEEEN THIE, BXTOFIH XA R
vnfd.yaml,

. BHEG — SIAERINEIIEEREEB. Amazon Elastic Container Registry (Amazon ECR) A B4
7t SRR I X T BE R R T B o

ERRELERD 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
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- Hfex R TEEEHMEINEE ; flMEAH Helm B K.

CSAR —- M OASIS TOSCA #rHEE XM R4S , BfFE—IMFE OASIS TOSCA YAML ST Y £/

RS HERRFF. BXRATEN YAML ASEM{EER , BZHETNB B TOSCA & @ AWS,

LU 52 RE 400 P 4% B B0 R A7 9 7R B
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm

properties:
implementation: "./SampleNF"

MEEE

MEER CSAR ( ZRSEFHE ) BRAMN . zipXH. EEXN T EEHENESUAREHEC A EH

AWS ZR#],
BB EDE AT X
+ TOSCA #& K W LR X4 (nsd.yaml) , # ETSI SOL007 Friks

Znsd.yaml X2 EX EEN R SR EHREF IDs#Y5I M,
- RPBEMNA (NRE).
- EwEHESANAE (WRE).

MEEE


https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-packages
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- HHFMvalues.yamlBEXH (MEF ),

AWS TNB X% EH TOSCA BEXNME, RSMINAEEREHITEEMN ETSI #rH. AWS TNB LA
& ETSI /RER RS AWS RS A AT EBEN AN E#TEER  NMESENERRE,

TNB B M &5 BR S5 #IRRF AWS

M4& AR S5 R X4 (NSD ) BRMEEHEI— .yaml X , BEEMA TOSCA #rfEREIR ELBRIM L
WREA R BHEH FEEMEIIEER AWS EARhZRY, BE LB NSD HE BJK/E FHR MM &£ 1
B1E , BT B TNB #5589 NSD TOSCA 214, AWS

NSD X#2 RUATILANES -
1. TOSCA EX A — iIX 2 NSD YAML XHHE—1T , 28RAELR |, ML T REIFFR.

tosca_definitions_version: tnb_simple_yaml_1_0

2. VNFD-NSD @2 ExZH LT wARRENMEINEENEN . BAEAUTERFIRENMLE
Ihee :
« FF descriptor_id MIME— ID, iZ ID A EMEIHEE CSAR 2 ID HITHEL

« AT namespace WE— &M, ZBMAMSHE— ID #8558k , LUEEE/ NSD YAML X#HHE
A551H , MEAT ROIFTR.

vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. IMEMR - ENEHBNHR. MENRENBUREMEELHA |, Sl ARES, MUTR
BlFR R o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4% BR 35 IR AT 11
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4. HEeT R - BNEENREHEBHENERS 2, BUHEBL WA T RENERSZEMYE , FlEIkR
R, BEREDHERT ATERNSBURENKRBI, Hla0 , E6ZE Amazon EKS T RARE , SIIE
Amazon EKS £8H 8B 1Z R R, WL T REIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2

7~ NSD

LT RBRUMEEN NSD HE. AWS IRFMEINEENEBEME A Kubernetes XA 1.27 9
Amazon EKS £&8 ., NARKFN FME Subnet01 1 Subnet02, ARG , BAILAFER Amazon RETHR
B (AMIl), EPIXBNEHT BEENEHNNAREFEN . NodeGroups

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
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cluster_role: "arn:aws:iam::${AWS
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:

::TNB: :AccountId}:role/SampleClusterRole"

type: tosca.nodes.AWS.Compute.EKSManagedNode

properties:

node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"

capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:
desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l1
network_interfaces:
- ENIO1
- ENIOQ2

AWS TNB WEEFMEZE

& AWS B TNB , B H[LAEAAFE ETSI SOL003 A SOL005 Kyir/E{L ERIRERE R BHI ML,

AT LAEF AWS TNB APIs T B g E | Hlan -

« SEHHLMLINEE,
. KIEMEINEE,
. EFMEINEELAEE Helm ZF,

o

0N

EEMZE

T
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X2 AWS TNB
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o 5E A E B RN ESKIRE AWS TNB.
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o EMIRELAWS K
- %EF—1 AWS Region
- BTRFHA
( ik ) B AWS CLI
- XE AWS TNB B

SEATIREL AWS Ik

EFHBEHR AWS | IREE—/NAWS K, BXREENER AWS K/ , 55H (AWS IKFEE &
E£128) AWS IKF A TISE,

1E£FE—1 AWS Region

EEEF AWS TNB A AXFSI&R , HSHAWS XiFEF k. EEFATHRETRNRRIIE , 5
FH (AWS —fixZE) B AWS TNB endpoints,

18 T ARSS s =
BELUREANEED AWS RS, BERALRT R, BRIRE AWS KigT Sk, ELE AWS [RBEER
EXFRM FIPS KinTTR. BXEZER , i5Z 1 AWS service endpointe

XEEH X 7 g =\ I

EEHFRER us-east-1  tnb.us-east-1.amazonaws.com HTTPS

(BERE

AZ AN A

)

SEMFEREL AWS ik = 15
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(I3 ) 2% AWS CLI

AWS Command Line Interface (AWS CLI) I &% AWS 7= @izt , H7E Windows. macOS #
Linux E2 %%, &S LAERTR AWS TNB, AWS CLIZFAER |, 28 (AWS Command Line
Interface AF7ER) - HX AWS TNB i T EZEE , S (AWS CLI @5 E) HH tnb.

®RE AWS TNB A&

BAMOIE 1AM RS AT REEE AWS TNB BBRARNFEHS. AWS TNB RS A B AU RE
T E M AWS BRZ ( lzn, AWS CloudFormation AWS CodeBuild, AR & it EMEM RS ) #H1T
API @A , URGHLNEER THEN TR,

X AWSTNB RS ABENEZER , BSENSHMIFEEE AWS TNB.

( | ) &% AWS CLI 17


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/tnb/
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AWS TNB A

REFRETMMAMER AWS TNB BREM L IhRE , flMNEH £t (CU). HHMBIHEEIIEE (AMF) =
5G A FFHEhRE (UPF).

TEWRTHELRE :

N D
/> |g/> —
— o=l — e > =
N 0— V- -
<> <> s
1. Create function 2. Create network 3. Create network 4. Instantiate
package package network
1%
. REH

- BIEEE
- HEMET
< BIEMSEHI{L F L5 SL Bl

- BE

TR

ERIDPITEEZR , BAERZT &M

+ B AWS usiness Support it %l

- BE IAM BeREHNR,

« RF& ETSI SOL001/SOL004 #R/ERY L& INEE (NF) 44T
. 4 ETSI SOL007 @@ M & FRZ iR 2 (NSD) 484K,

AT LAMERA T AWS NB /R BIE GitHub M35 9 B R B BS B2 M 48 B
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BlZhaea

1. FTF AWS TNB #2#|& , Witk https://console.aws.amazon.com/tnb/,
2. ESMERT , EFEWED.

3. EFRAIEEED,
4

ELERBRIT , EREREXH , AEHEA CSAR BN . zipX L&, BHRZALLLEE 10
N3

5. (Hit) & “HE T, & BINFERL REWARNE, &0 LUER PR RIE 3R L 7R
IRER AWS B AR,

6. iijaxl:-l:_io
7. BEECOEMEE , RARERCENES.

BIEM

W& EIEE BB M ML Thae AR i H 5 E 2 B &4,
BIEME T

1. ESMESS , aRMES.
2. EEBIEMKT,

3. HELEMBZY T, &f EBEXH , RERSNNSDFR . zipXH L&, B&SAUEE 10
N3

4. (W& ) &L T, &R RIHFERL REWARNE, &0 LUE R PR RIE 3R L 7R
HIRER AWS BA,

5. jij:¥-|:_$o
6. EFRVEMKZE,
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https://console.aws.amazon.com/tnb/

B M KB L R 258 3K 5

&SRB RIE AWS TNB R EIZR ATAZEBN 2 NNE, BB B LT HTE#TEHME. X
BBl & SEfBlET , AWS TNB 2Ft B S ER AWS ERiZEH) | SBABLMETHAE | HEBMNEM
HREEUMEBRLHESITHMNERS

B2 M KL 25 3241

1. HESMERS , EEMLE,

2. EBRBIEMLERKH

3. WMANZNEMRMBER K REEET—F,

4. EENBEE, RIUIFAEEHERE T-D,
5. EEBIEMERAE, HEWIRSN Created,

FHHIM MK E , ER"Not instantiatedf FIRASRIEFT ML SEH,
6. EBRMEELH , ERBREMEHIML,

I P&KAL” TWH.

7. BERAGEHAEFSHE. NSHENEHRIGER THMESRH, NSD M VNFD RH42HHS
BA2WE,

8. IEFERAHLML,

HHI “HERD TH.

9. FEARFERREENMNELGRBBRS. BEALE BEES HoEAEIRIF , URE
BMESHHRE,

R
MAE | 47 AR AR O R 0 R
HER R

1. ESMBEED  EEME,

2. EBRMEM ID, REEFLIL,

3. RBARBTHIAR , MAML ID, REERLL,
4. A RIET R AR IR BRI A P45 3K B RTIRAS o
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FERATF AWS TNB #9IhEES

WEEERE CSAR ( niRS 7 ) AWM .zip X, HPIEMETHEE (ETSI frEBRENARRF ) MY
RE IR | JEE £ TOSCA FRE SRR M 45 ThRE N ARl FE SRy B 48 £151T o

£%

« £ AWS TNB FRIEZHHZ

- £ AWS TNB FEEINEE

- M\ AWS TNB T &iIheE

« M AWS TNB F il R —NEEE

£ AWS TNB R8I K3

THRIMTE AWS TNB MG B XA IRRART, tIZRHBETRE AWS TNB FEIEZM LR E —
H. LEEBIE , BAUCIERNED,

Console
FREH AR

$TFF AWS TNB #2414 , Wit Fhttps://console.aws.amazon.com/tnb/,

ESMERSD , EEDED.

EECEYEES.

R EBRXH, RS CSAR BN . zipX Lk, BRZAE L& 10 N3,
ERET—%,

EFEINFHER.

EFREINEED,

N o o~ w0 Dbdhd =

AWS CLI
EFAGIEREE AWS CLI

1. f#Mcreate-sol-function-packagefn S RIZF RS :

aws tnb create-sol-function-package

Create 22


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html
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2. {8 put-sol-function-package-conten t tn & EERBEB RS, Fl -

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB & F ThAE

THRUNAEENEIHNAR,
Console
FREFHAEEFNES

1. FTFF AWS TNB #§|& , Witk https://console.aws.amazon.com/tnb/,
2. ESmMBERPR , BRI,
3. FERABREKRIITNEE

AWS CLI
EFAEEREE AWS CLI

1. {EHlist-sol-function-packagesfn 5| H S BRI,

aws tnb list-sol-function-packages

2. ffMget-sol-function-packagem T ERFEEREHBBWFMEE,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

23
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M AWS TNB T & Ihfg

THERIMM AWS TNB R 45Zhae B S T8 Zhae

Console
ERAEHAETEIRES
1. FT7F AWS TNB #5F|& , Wik https://console.aws.amazon.com/tnb/,
2. ERFEENNSHERD , EEIIED,
3. ERAEREKTITIRE
4. ERINEED
5. HOREEBRME. TH.
AWS CLI
EEATHEBE AWS CLI
A get-sol-function-package-conten t a8 % N EEEE,
aws tnb get-sol-function-package-content \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--a
--e
--r

ccept "application/zip" \
ndpoint-url "https://tnb.us-west-2.amazonaws.com" \
egion us-west-2

M AWS TNB | B — P2

THERIMMAM AWS TNB M 452hae B Sk MIBRZhaE R, EMRIER , ZUET LT TERARS.

Console

£ 2% & Hl kR e

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMBERT , EEINEE
3. HEABRERIITIED,

TEa

24
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https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package-content.html
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4. EFEIhEE
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI

EMEREKID , EEA AWS CLI

1. fEAupdate-sol-function-packagetn S 2 A R,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---

operational-state DISABLED

2. ffMdelete-sol-function-package@n S Ml BRE K2,

aws tnb delete-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

TBR F 42
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FATF AWS TNB I REE

MEERE CSAR ( ZRS 7 ) M .zip X BEEXN T EEREN DS URERZ MM EH
AWS ZR¥,

MEaaE AT

- TOSCA #XHMEHBH XM (nsd.yaml) , @ ETSI Ak, SOL007

Znsd.yamlX#HEEX LE MRS R EERA IDs 5| A,
- AFBENE (DRE).
- EMAREHMA (WMRE ).
- HMvalues.yamlBBEXH (RE ),

%

- £ AWS TNB O EM K2

- £ AWS TNB HEENEEE
- M\AWS TNB THMEE

- M\ AWS TNB Al BRI 45 &

£ AWS TNB H8IZEN K3

X THME RS R4 (NSD , HE ) IEAESXH ( Wik |, SIS ETRERNWEA ) 4
Mo #ilan , MREANEZITHEZ/NIIEESD , MTATLAEA NSD KE X HFLE R & IhEE R 7E E & VPCs+
M=K Amazon EKS £&Hi=1T,

BIET T EHEUENEZ ST, SIBNEZARE , BEENE—PMEEH,
Console

EREHEEMES

1. $TF AWS TNB ##|& , Mk J9https://console.aws.amazon.com/tnb/,

2. ESMERT , EENED,

3. ERMENKD.

4. EEREREXH, RAEFHE N NSD EN . zipX Lk, BHRZ AL L& 10 NXH,
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https://docs.aws.amazon.com/tnb/latest/ug/function-packages.html
https://console.aws.amazon.com/tnb/

AWS BIER % R A 457
5. BEET—%.
6. EREENHEAESR.
7. ERGIEMSEE,

AWS CLI
EFEAIEMSEZ AWS CLI

1. ffMcreate-sol-network-package @i &8I 2R &,

aws tnb create-sol-network-package

2. {8 put-sol-network-package-conten t tn & EENEZIRNE, Fl -

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB HEENRER

THRUNMEENEZEIHNAR,
Console
FEREHAEENES

1. FT7F AWS TNB #H|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERT , EENEZD.
3. EABZRERIINED,

AWS CLI
EEEMEEER  BER AWS CLI

1. fEAlist-sol-network-packagestn & ¥l tH & B B & 3R 442
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-packages.html
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aws tnb list-sol-network-packages

2. ffMget-sol-network-packagem P EFEERXNE T FMES,

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

M AWS TNB THME

T MM AWS TNB &R B FH TEMNE D,

Console
FHREFETEHNES
1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERF  EEMNED,
3. HEABRZRERIMNKT
4. EEMED,
5 MORERRE. THo

AWS CLI
EFEATEHMSEE AWS CLI

«  {#H get-sol-network-package-conten t 59 &M & HE,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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M AWS TNB F il BRI & a

THERWMMAM AWS TNB M 458RSS B MBS R, EMBRMEST , ZMEILHETERRS.

Console

152 A #2251 & il BRI 452

$TFF AWS TNB #2414 , Wit Fhttps://console.aws.amazon.com/tnb/,
ESMERTD , EENED,

FARRERINSES

EEMED

ORERRE,. B,

OREFRIRE. MBR,

o a0 bk~ W N~

AWS CLI
EMIRME I , EER AWS CLI

1. fEMupdate-sol-network-packagep &2 A M &,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. {#Mdelete-sol-network-package s 4l B M 48 &

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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5 AWS TNB 61 22 ¥ £& S 451

MEZBIFEVNRTRNEI2EE, SIBRESRFIE , HEFITEHIL,
Console
55 12 ) & Bl 2 M 25 SE 4

1. $TF AWS TNB ##l& , it A https://console.aws.amazon.com/tnb/.
ESMERP , EERMLE,

TR O EMEKH,

NERPIMABHAER , REERET %,

EEMEE  RIFFAREE , RREET %,

TR O EMEKH,

o o bk~ w0 D

AP ESEPHIRFERTE “ME” WE L. #TR, SHMLXMRESKH,

AWS CLI
E IR 4324 AWS CLI

«  {EHcreate-sol-network-instanceds & 22 M & 324,
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aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name

"SampleNs" --ns-description "Sample"

BTR, EHMLXAMRESEH,

£/ TNB AL K6 AWS

BIBMEXRBE , BANERITREL, SEKRBCMERKAFET , AWS TNB LEELER AWS Eiit
B, HBAHRLCNEIE  ARENEZNME R EENEZLEZTHMERS

Console
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1. 3#TFF AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/s

2. HESMBERKP , EFEMNE,

3. EFRELHILHIMEEHI,

4. EFBE, RFEEFE EHIL

5. EXRHLMERE L , EFFMAELE , LU UEHRSHE,
FNSBENEHICERA FHMESH], NSD M VNFD 4 EBHHSHTF2HRE,

6. EFERFULMLE,
LA I “EBRD” TUH,

7. FRARFERREZNMESFNBBRES. BHAE “BEES B2 5 A B3 RIFH
BREMESHWHE,
LIBIRAE RN Completed , MEEEHIEN4E = AL

AWS CLI

EERAKBHLM LA AWS CLI

1.

£ Ainstantiate-sol-network-instancefis 5 S Bl4t, P £& S2 46,

, LR

K
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aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"

2. TR, EEMEZETRE.

£ AWS TNB H 5 3T B Z =

SEHHEMESEB S | B 0] LA #T R SE 6l P BB S
Console
FEREE A ERMEEEA

1. 377 AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/e
2. HESMBERKRP , EEMNE,
3. EEMEZXHl, REHMERFIWRSHN , BFERNEH#ITEFInstantiated,

R RSB HE

4. M EHEETFR , EREEIREREKA
5. &EEHN.
6. R AR EHRMTET
7. EEEHF
AWS CLI

£/ CLI SE5T B &Ll

{FEFAMODIFY_VNF_INFORMATIONEE # 3k & Ky update-sol-network-instance &y 45 3 58 $ M 4% 3 5l 1
Y BB SE 61,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...
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EEEM

o WA LLEHL FInstantiatedHUpdatedIRZSHI M LESEHI,
- EFMEEHIRT , UpdateSolNetworkServiceAP| £ FTHI & BN S HERFEH M EZHIHHH

o

EEFEMREINARERF. it , EEEEHFMELMNNEZI NS
B, REEEEHBRFEUNAER,

« AWS TNB BiEM #3565 NSD M VNFD SHHHER B BT 200, BHHMITIHERH RN THLE
FRITHEBIHIRIEANERRTREMWAERS .

BRI EFHN S

HEEFROICAIME LR |, BAUNEFATSH

S

T EKS SEEMRA

i BA

BT LU Amazon EKS S &8
HFEEversionS B EEH
BT —MNREWAE., BFTLRE

WRRAS

] AT
EKSCluster:

type: tosca.nod
es.AWS.Compute.EKS
properties:
version: "1.28"
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Amazon EKS Worker 37 &
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& LA HEKSManage
dNode kubernete
s_version SHHEL
TR A ARBIRHHN
Amazon EKS fRZA , thAI A
Frami_idZBLUFENT R4
FREIRHF EKS £LH AMI,

B LAE#THY AMI ID
EKSSelfManagedNode

o AMI B9 Amazon EKS iR
BUAMEL S EKS SEEEMR
FHERIFZFZET 2 M,
filgn , RIS EKS £
RRZ<7 1.31 , WL S5 EKS
AMI RRZAS A 1.31, 1.30 =
1.29,

N AT

EKSManagedNodeGroup@l:

properties:
kubernete
s_version: " 1.28"
EKSSelfManagedNode
01:
compute:
compute:
properties:
ami_id:
"ami-1231230LD "

T~
il -

IS

EKSNM
dNoc
po1l:

pIC

kuk

Ill.

EKS
nage
01:

con

BRI NEFNSH
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S| 15 BA Ml zEl
Ll \;I = 52 j&,ﬂ\ > i EE‘) A =]
Lo EKS T A4 TUREHEERAMRE

BRI R4

BRI T LA FHRIF T =
Art , FHEFTREASEM
BRIV RATE IDs , BN
BRIFRBEANEITRE , ™
FRBERMAM, FEE , X
THETVRA , REEEHBR
HNSHE, RIFLLEK , &
BEULEHBLESH.

type: tosca.nod
es.AWS.Compute. EKS
ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode02 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode03 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

SelfManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

BRI NEFNSH
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ize:
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& LA HEKSManage
dNode # EKSSelfMa
nagedNode TOSCA ¥ = #)
R B

N I T R
i
Z
=
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

dec
ize:

BRI NEFNSH
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B8 359 i A R
Bl
Z
=
W 53k EBS CSI /8 & BANEL S EKS REF LR EKSCluster: EKSC
A2 A Amazon EBS CSI 1§ capabilities: T
o &4 A] U SUE R AR o
ebs_csi: car
properties: ies:

enabled: false

ebs

pIC

enc

vel

v
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S 88 i AT R
il -
Z
5
R SIS =]
BB K SERLURM, BEREER Free5GCEKSNode1: Free
EKSManaged Node # . SNoc
EKSSelf ManagedNode capabilities:
TOSCA T SR EBK/NEME
. compute:
properties:
root_volu

me_size: 50

car
ies:

con

pIC
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AWS BSR4 Al B8 AriEE
S 188 N AT
VNF BT LATE NSD VNFs #5|F |, .
vnfds:

SRJE £ VNFDeployment
TOSCA 7 el 1HEBEE
NSD Ha|@MER+H., ERE
M —EBy , BFEEE m ME
. EFAMIER VNFs o

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BRI NEFNSH
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ment

rec
nts:

clt
EKS
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25 oL T 28
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Mz EETEwmERR

fE , ERNpre_creat

e Mpost_create 7N
Z|VNFDeployment &,

W RBIF |, PreCreate
Hook #HE#FES=Hl{Lz
Bivnf3.SampleVNF3 i=
1T , PostCreateHook %4
FESRAIMLZFvnf3. Samp
1eVNF3 &1T,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace: " vnf2"

SampleVNF1HelmDeploy:
type: tosca.nod

es.AWS.Deployment.

VNFDeployment
requirements:

cluster: EKSCluster

vnfs:

- vnfl.SampleVNF1

- vnf2.Samp
LeVNF2 // Removed
during update

BRI NEFNSH
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B L VAl o
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Z
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4 BEEHNEEHZ A cges )
AN _ vnfds: vnfc
ZREBTEWEARRE - descriptor_id:
Al LAffpre_update #HEH "43c012fa-2616-41a8- -
FMpost_update ¥EF7M a833-0dfd4c5a049e " des
Z|VNFDeployment &, D r_ic
- descriptor_id: "Qc¢
7E I 45 e PreUpdate "64222198-ecd6-4871- bd8;
o N bf94-7354b53f3ee5 -
H_OOk REBHZHE namespace: " vnf2" b8al
fTvnfl.SampleVNF1 466¢
H1EPostUpdateHook E "
R G B %E vnfl AR SampleVNF1HelmDeploy:
¥ Ruuidfvnfaz Epas TosEa e
— es.AWS.Deployment.
Javnfl.SampleVNF1 1Z1T, VNFDeployment nan
requirements:
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
LeVNF2 r_ic
"6/
ecde
bf9-
4b5:
nan
Ilvr
S
amp]

BRI NEFNSH
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18 0] LAFE P 45 H 2N B A R BR
M. EMBERFMAE , EHEIA
2T O AR AR P £ F B A 4] 2 R
£,

] AT
Free5GCSubnetol

#Deleted Subnet
type: tosca.nod
es.AWS.Networking.
Subnet
properties:
type: "PUBLIC"
availability_zone:
{ get_input: subnet_01
_az }
cidr_block:
{ get_input: subnet_01
_cidr_block }
requirements:
route_table:
Free5GCRouteTable
vpc: Free5GCVPC

BRI NEFNSH
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Free5GCSecurityGro Free
=4, EMRrLE4E 20, F up0l : #Deleted Security curi
IAR & R B IRE AR BE Group upo:
RAiz&Z44d, type: tosca.nod #Ne

es.AWS.Networking. Sec

SecurityGroup Grc

properties:
description: tyf
"SecurityGroup for tos
Free5GC cluster" es./
name: "Free5GCS two1
ecurityGroup@l" Sect
tags: rouf

- "Name=Fre

e5GCEKSAdditionals pIC

ecurityGroup" s:

requirements:
vpc: Free5GCVPC

Free5GCSecurityGro des

upEgressRule01 on:

#Deleted Security Group "Se
Egress Node Grol
type: tosca.nod for
es.AWS.Networking. Fre
SecurityGroupEgres clt
sRule
properties:
ip_protocol: "tcp"
from_port: 8000 nan
to_port: 9000 "F1
description: ecul
"Egress Rule for oupC
free5GC cluster"
cidr_ip : "172.10.1
0.1/24"
requirements: tac

BRI NEFNSH
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security_group:
Free5GCSecurityGro
up0l

Free5GCSecurityGro
upIngressRule0l
#Deleted Security Group
Ingress Node
type: tosca.nod
es.AWS.Networking.
SecurityGroupIngre
ssRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description:
"Ingress Rule for
free5GC cluster"
cidr_ip: "172.10.1
0.1/24"
requirements:
security_group:
Free5GCSecurityGro
up0l

"Nz
e5G(
diti
ecus
oup

rec
nts:
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&AL ENIs P48 H s,
15 A M BR o

N AT

Free5GCENIQ1: #Modified

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 2
requirements:
subnet: Free5GCEN
ISubnetol
security_groups:
- Free5GCSe
curityGroup0Ql

Free5GCENIQ2:
#Modified ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 3

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

Free5GCENIO4 : #Deleted

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 4

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

BRI NEFNSH
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S8 1, BA N AT
5 37 ) 4% S 451
Console

{5 A #2 15 & BT M 45 32 6

1. #TFF AWS TNB #2#|& , ik Fhttps://console.aws.amazon.com/tnb/.
2. ESMERP  EEME,

3. EEMERH, REIMEXRFIKVRSAInstantiatedsbt , BF ENHBITE
¥Updated.

4. RFBRE A CEH

R EMEH” E , HP S LHaERRETNMEFAEENSHIIER.
5. EEFHMNEZEE,

ST P 4% SR 451
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https://console.aws.amazon.com/tnb/
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RAriEmE

MMEEPNSHERE ERNSEH WO H.

6. (Hit) & BEFNSH BohEHSHE. AXRETUAEFNSHRETE , HFSREAL

EHBSH.
7. &R EHME,

AWS TNB RIFER AT HEE . b HI HBBRE” TH.

8. AR ERRERENMELFINTBRS., BT BEES H2ERBEIRF , LR

BREMESHHRE,

YUIBBIRAE RN Completed , MEEHIENAFEH,

9. -« WMRBIUEAW , MMEZXFFRGSEBERENH ZTHENRS
=InstantiatedzUpdated,

aJ LA

« MREHEAM , M2BERMEXFIRSUpdate failedo NETKRMAVIES L F LT

ERE.
- WMREHKY , WL E RUpdatedMEZHPIRE
AWS CLI
£/ CLI SE 57 ™ 45324l

£ AT A UPDATE_NSE #H & B update-sol-network-instance iy K E M &£ 41,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"paramI\": \"valueI\"}}"

£ AWS TNB I &EF M L3244

TR EE ML=,
Console
FREHAEEETMNESH

1. FTFF AWS TNB #§|& , Wik https://console.aws.amazon.com/tnb/,
2. HESMBERT , EEMEZEH,

72


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/

AWS 15 ML AR RAriEmE

3. ERBRELRIIMEIH,

AWS CLI
EERMSEXRG , B6EA AWS CLI

1. {EHlist-sol-network-instances#y % 5 H &R &9 P 483245,

aws tnb list-sol-network-instances

2. fEMget-sol-network-instance s T EF B XFEMELFIRVFAE S

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

2 1F FHM AWS TNB 5 il B ™ 48 S 45

BRI &SR | SR TF EL IEIRES,
Console
{55 FR 422 4 & 45 L R B PR 2% S5 451)

1. FT7F AWS TNB #5F|& , Wik https://console.aws.amazon.com/tnb/,
ESMERP , EEMLE,

EEMEKBIR 1D,

EEL L,

RTRHEITHEHIAR , A ID, REEERLL,

il 87 LA R B P 4% SR B B9 AR 75

(AT ) 45 P 4% SE B H I BRI BR

2
3
4,
5,
6
7

AWS CLI
FLEMBRM LB, 1A AWS CLI

1. fEHterminate-sol-network-instance @z £& 1£ P 45 52451

£8 1E FIBR 73


https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html

AWS 15 ML AR RAriEmE

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$%

2. (™% ) fEfdelete-sol-network-instance #  iil BR F £ 3541

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

]S 74


https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html

AWS 15 ML AR RAriEmE

AWS TNB MBIz E

W IR RIS R E TRV ETIRAE | BIANSSHIME B LE 83K 6

£%
« BF TAWS NB MKZ=EHER
« HUH T AWS NB M &igE

BE TAWS NB WEZEHER
EEMZRENFAES , S ENEREFIRHVESNESHRES.
Console

FREHAEFEMNEIRE

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERP | EEMEEH,

3. FEARZRERIIMELHM,

4. I “HEEWMFL , EEMKXRAE,

AWS CLI
EEEMKIRE , BEHR AWS CLI

1. fEAlist-sol-network-operations s 4 5l i 7 8 M & i 4k,

aws tnb list-sol-network-operations

2. ffMget-sol-network-operationfF S &EE A X MERIENIFEAE R,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH T AWS NB M4 4E

T R AT ESGE P 4R R AE
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html

AWS 15 ML AR RAriEmE

Console
FREHABUEMERE

$TF AWS TNB #2#l4& , ik Fhttps://console.aws.amazon.com/tnb/e
ESMERSD , EEMSE,

EER LR ID ITHF HFRE SR RE.

BT+ L | SR WEIRE

ERBUE#RE,

o ~ w0 bh =

AWS CLI
EHUEMERE , 1BER AWS CLI

{& A cancel-sol-network-operation @y 53 BUE M 4 12 4E

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 76
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https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html
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TNB By TOSCA Z& X Ek AWS

ZNARFHAIINRIENTE (TOSCA) BR—FHEAMIEE , CSPs A THRET =/ Web BRSH#HR
. HEH, XRUREEBXLERSZHRIZE, CSPs £ TOSCA EMRFHREEZEL, EELZENEZ
BHEBRUAREBENRRENZ M 2 RNKE, CSPs R FHERLEE AWS TNB , ZEHRCE TE
AWS TTRXEZ I EEZ1TH 5GC MR ER iR,

oE

.+ VNFD 815

. MARSHAEER
. BETA

=
VNFD #&#x
TE R E D RE IR X ( VNFD ) #E4R,
BE
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"

default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

HFMELR

node_templates

TOSCA ¥R, AWS AIREMTTRMWT :
« AWS.VNF

VNFD #&4x 77
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 AWS. Artifacts.Helm

AWS.VNF
EX AWS E AR IhEE (VNF) T =
=

tosca.nodes.AWS.VNF:

properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

B

descriptor_id
R X HHRY UUID,
BE R

KA FHFH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

VNFD H R4,
YVE B

KR FHH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

R ST B o
PE =2

AWS.VNF

78
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KH . FHFH

provider

VNFD B &R .
VE B

KH . FHFH

R

helm

==

EMNBEEHH Helm B F. XX AWS. Artifacts.Helm BI5| Ao

WE 2
KR 2HH

=~

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:

helm: SampleHelm

AWS Artifacts.Helm

EXL AWS B =,

BE
tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm
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&%

implementation

CSAR 8HEE Helm BXRA A M B .,

Nl
SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

P 4% B 55 H i R AR AR
TE LR AR S5 #R ST #F (NSD ) 184
BA
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD ##fk 80
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EHEE LS

LB ARSI (HlE VPC T =8 CIDR R ) BF , ATLAMER { get_input: input-

parameter-name } iBATE NSD BiRFEN S, RFETAER— NSD HRHPEEEAZSH.

LT ROER T tAELNMERSH

tosca_definitions_version: tnb_simple_yaml_1_0

topology_template:

inputs:
cidr_block:

type: String

description:

default:

"10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:

type: tosca.nodes.AWS.NS

properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:

type: tosca.nodes.AWS.Networking.VPC

properties:

cidr_block: { get_input: cidr_block }

VNFD & A

descriptor_id

R HHRY UUID,

KA . Pl

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace
HE_%*/J’_\O

"CIDR Block for VPC"

ERAEEXHNSH
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hIMENR

node_templates

T

BEMY TOSCA AWS FTRE

AWS.NS

AWS.Compute.EKS
AWS.Compute.EKS.AuthRole
AWS.Compute.EKSManagedNode
AWS.Compute.EKSSelfManagedNode
AWS.Compute.PlacementGroup
AWS.Compute.UserData

AWS .Networking.SecurityGroup

AWS .Networking.SecurityGroupEgressRule

AWS .Networking.SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution
AWS.Networking.InternetGateway
AWS .Networking.RouteTable

AWS .Networking.Subnet
AWS.Deployment.VNFDeployment
AWS .Networking.VPC
AWS.Networking.NATGateway
AWS .Networking.Route

AWS.NS

E X AWS MRS (NS) ¥ &,

FRHMERR
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BE

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

Properties

descriptor_id

R ST #HEY UUID,

= MeE - B
=AMV E =

KH . FHE
B . [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}
descriptor_version

NSD KRR,

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

RSB B FRo

el

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

AWS.NS
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute.EKS

REEHNET. PTEMN Kubernetes IRANEAR L Kubernetes 4| HEE NF FTER RN A G,
AWS Multus BESM&#ED (CNI ) FAHEB A, B LUEEZINEED , ANSRANEEENAT
Kubernetes-based M4&IhaE, BiE AN EBIEEER KR H R NEMFM,

(-

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

The

multus

Wik, EX Multus BEEMLEED (CNI ) ERANEE,
WMRIEBGE multus , MIEE enabled M multus_role B,
enabled

BREEBRBHABIA Multus ThEE,

L

i
iy

. B
. E
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KH : mRE

multus_role

Multus WEIZEOSEAE,
EEME =2

KE : FRHEH

ebs_csi
E N ZEHE Amazon EKS 8 Amazon EBS A0 ( CSI ) RIEFHEM.

B ALiEH BN AT 7E Local Zones 5 AWS X 18 L AWS ocal Zones £ AWS OutpostsfEfl Amazon EKS
BREEY N, BEXEZEL , H5% (Amazon EKS AIF#EE) FH Amazon Elastic Block Store
CSI BT,

enabled
BTRERREBRIA Amazon EBS CSI Rz F.

KR . HRE

version

Amazon EBS CS| Kz 2 F M iINB B MRA, ZIRAS 24915 DescribeAddonVersionsig IR B B Ak
Kz —tHEH., BXxEZEL , 52 Amazon EKS APl $#DescribeAddonVersions &

KE : FREH

Properties
version
E B R Kubernetes fRZA, AWS Telco Network Builder ¥ Kubernetes i~ 1.27 Zl 1.34,

= Ve - B
mERMVE =
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KH . FHFH

AIREMY{E : 1.2711.281.29|1.30]1.31]1.32|1.33|1.33|1.34

access

AIBERY{E : PRIVATE | PUBLIC | ALL

cluster_role
EREEAR®,
=ERYNE 2

KR FHH

tags
EM EEIRIIRE,
VE B

xKH - Hk
ip_family

RRERDRESNAEA (pod ) HHEH IP RF,
RFHE : IPv4, IPV6

BIAE : IPva

©VE B

KR FHH

=R
subnets

—2MNAWS, Networking.Subnet¥i &,

AWS.Compute.EKS
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EEME =

RN

RKH : HIX

]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
"1.26"
"ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:

version:
access:

properties:
enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet0l

- SampleSubnet2

AWS.Compute.EKS.AuthRole

7

0N

AuthRole fiF
A5 R Amazon EKS &8,

BE

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String

6] Amazon EKS &AM IAM A€ | aws-authConfigMapAMERA F A LAMER IAM

AWS.Compute.EKS.AuthRole
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groups: List
requirements:

clusters: List

Properties
role_mappings

ENFEERME Amazon EKS £8 aws-auth ConfigMap B9 IAM &S 5K,

arn
IAM A& ARN,

RELE £

L

KR FHH

groups

E9E4 arn FEXHABH Kubernetes 4,

WHE B
KR HR
=R
clusters

—AMNAWS, Compute. EKSH &,

MEE .
=RMNE 2

o

RKH : HIX

=P

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:

AWS.Compute.EKS.AuthRole
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role_mappings:

- arn: arn:aws:iam::${AWS::TNB::AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers

- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers

requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS.Compute.EKSManagedNode

AWS TNB z# EKS £ ETT R4 , LBz AT D # EKS Kubernetes 8B &7 = ( Amazon EC2 3£
f5l ) MBpTEGEAHEE, EQR EKS TR4A , BIITUTERE .

- BEREAM AMI B ID S AMI SRR | FENEFETEDTLIERTIBREHE (AMI),
- EMHEHATF SSH 1AM Amazon EC2 BN URTRANT BE M.

- BREWT KA S Amazon EKS & HXEX,

s AIETREREFW,

- RE , FREA, TRAZINERBAMMEZENT [R4,

B

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer

scaling:
properties:
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desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
kubernetes_version: String
requirements:
cluster: String
subnets: List
network_interfaces: List
security_groups: List
placement_group: String
user_data: String
labels: List

##

E X Amazon EKS FET RAITTESHWEM |, Hl10 Amazon EC2 £HIZEE ] Amazon EC2 K4
AMI,

ami_type
I 5% EKS-supported AMI S,

RELE £

EL

KH . FHH

AIBERYME : AL2_x86_64| AL2_x86_64_GPU | AL2_ARM_64 | AL2023_x86_64 |
AL2023_ARM_64 | AL2023_x86_64_NVIDIA | AL2023_x86_64_NEURON | | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id
AMI B9 ID,
l\\== . 7I3<

AWS.Compute.EKSManagedNode
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® Note

MRERFRIEE T ami_typefami_id , W AWS TNB FFXEHZami_id{EXE]

#EKSManagedNode,

instance_types

4

SKBIK N

]

RIE
key_pair

—

3 F

Pk A

AT S A SSH 5 EIK EC2 4T,

Y/

MEE « B
BRE 2

KA ZHH

root_volume_encryption

fim

K

NI S# EBS R4/ A S# EBS &, MRKEMLEM , W AWS TNB 22 IAI0% Amazon

EBS 1%,
ZRiA : True

KHE : HRE

root_volume_encryption_key_arn

ZHHH ARN, AWS KMS AWS TNB X#FEMZ4 ARN, ZX1HE 4 ARN H 318 ARN,

KR ZHH

(® Note

« MR root_volume_encryptionAR , MFE
¥Eroot_volume_encryption_key_arno

AWS.Compute.EKSManagedNode
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« AWS TNB %X # Amazon EBS-backed AMI 1R & %

- MR AMI HBRESNE , N4FBFEroot_volume_encryption_key_arnBA{E AWS
TNB EfINERS

o MR AMI RSB ARIZE , AWS TNB root_volume_encryption_key_arn FFEHA N
BIRE,

MRFEFEroot_volume_encryption_key_arn, AWS TNB AR HAERINER
£ AWS Key Management Service 1 B &# 1T,

« AWS TNB T2 #EZ IR AMI,

root_volume_size
Amazon Elastic Block Store #R&H# X/ GiBs.
ERiAE : 20
KA . BH

ATRERYME : 1 2 16,384

H#

EMX Amazon EKS #ETRAT BSHEM |, HlT SAFAFTEMN Amazon EC2 EHIEE K
Amazon EC2 EHIMHF AL MJZFZHE,

desired_size

AP ESEBIZE NodeGroup,

7|

L
2
i

5
min_size

LA By & /) R AIE NodeGroup,
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KA B
max_size
LA By & K32 1% NodeGroup,

= YLEE - B
=ERNE =

KR . B

Properties

node_role

FffhnZEl Amazon EC2 =418 IAM B8 ARN,

= MLEE - B
mAME B

KR ZHH

tags

EM IR FRVIRE

¥ i T E

kubernetes_version

IEET SR/ Kubernetes fxZ4~, AWS TNB X #; Kubernetes M7~ 1.27 Z| 1.34, HEZERUTE

Im -

- ¥EEkubernetes_versionsami_id, BEAEELFHEE.
« kubernetes_versionJi/h FHEFT AWS, Compute.EKSManagedNode R4,
- MEZRTAEER 3 MRAMWER AWS, Compute.EKSManagedNode A

FMkubernetes_version.

- MRKIEEKubernetes_versionmcami_id , AWS TNB FfEH
ZAWS . Compute . EKSManagedNodeR A< Ky & %1 AMI K03 EKSManagedNode

KE : FREH

ATAEHOME - 1.27 [ 1.281.291.30 | 1.31 ] 1.32]1.33 | 1.33 | 1.34

AWS.Compute.EKSManagedNode
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=R
cluster

—MNAWS, Compute. EKST &,

—MNAWS, Networking.Subnet¥ =,

KH : HIX

network_interfaces

—MAWS. Networking. ENITT R BRFMMEZONMFRIRENERNATAX , FUSZHIMLF X
Mo

REBnetwork_interfaces , MRLET LHPETEZEM , W AWS TNB FHM
Zmultus_roleEHIRENE ENI #BRHINBR, multus AWS.Compute. EKSEN , AWS TNB
M node_role B HIRES ENI #HREI PR,

KR HR

security_groups

—AMNAWS, Networking.SecurityGroup ¥ R

KR . HRK

placement_group

— tosca.nodes, AWS, Compute.PlacementGroup¥i &

7|

KR FHH

AWS.Compute.EKSManagedNode
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user_data

—N tosca.nodes, AWS, Compute.UserData¥i R5|H. AFHBEHALZEIHEERT AR
Y Amazon EC2 k6, 21T BE XA BEMFENRRRMEMZIE LT SHM node_role,

KE . FREH

labels

TRIREIR, TRAELABEMNE, ERALTIRERIRIRE

- BMNELTADR=,

- ANNENKERZTH 63 M.

- RETNEEFRE (AZ, az, ). BF 09 MATEHF:[-, _, ., *, ?]
« BNNELTUFZEBHRF?, FFHTEANER.

f5l7n | myLabelNamel=*NodelabelValuel

&
#
Il

el

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
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max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
kubernetes_version:
- "1.30"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@1"
- "samplelLabelName@@2=samplelLabelValue@02"

AWS.Compute.EKSSelfManagedNode

AWS TNB X% ¥ Amazon EKS BEREET R , LBz RN S# EKS Kubernetes S BRET R (L5
# EC2 =41 ) MtTEmAHEE, EIE Amazon EKS TTR4A , BHITUTERME .

- BERM AMIB D, NENEFTET QERTSBRREBRE (AMI),
- RMAT SSH A EK Amazon EC2 Z4AXT,

- BREWT REA5 Amazon EKS & HXxEX,

« RUIBIZRBLUKFAZRD, FDPFERAKND,

s NIETREHTFW,

- WE , FELE, TRFZINEREFAMMBENT KA,

BE

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
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compute:
properties:

ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer
scaling:
properties:
desired_size: Integer

min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

##

E X Amazon EKS BEEBET SitESHWEM , Hli0 Amazon EC2 SEHIZEH 1 Amazon EC2 34
AMlI,

ami_id

AT B3EHIM AMI ID. AWS TNB X#ERIA imdsv2 £, BXEZEER |, BESH IMDS i
Ao

(® Note

EAILLEHHY AMI ID EKSSelfManagedNode, AMI B9 Amazon EKS MRA A0S 5 #h
EKS B MRAMERREZIERAMNRA, Fla0 , tRITI7 EKS EFRAR 1.31, WIS
# EKS AMI RRZAS 247008 1.31, 1.30 = 1.29,
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= MEE « B
=RMNE =

KE . PHE

instance_type
KHIRN,
RELE R

KA . FREH
key_pair

B A SSH 15889 Amazon EC2 2483,
EEAME R

KH : FHH

root_volume_encryption

R S# EBS 145 A 5% EBS &, MRKEMLEM , W AWS TNB £ ERIAI0% Amazon
EBS 8%,

HE B
2RiA : True

KB . HRE

root_volume_encryption_key_arn
A ARN, AWS KMS AWS TNB X#FEME4A ARN, ZXiH#4A ARN F51& ARN,
WBE B
KA . TR

(@ Note

« MR root_volume_encryptionARK , MFE
¥Eroot_volume_encryption_key_arno

« AWS TNB % Amazon EBS-backed AMI B 1RE N
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- MR AMI HBESNE , N4FBFEroot_volume_encryption_key_arnBA{E AWS

TNB EXINERS

o MR AMI BB ARME , AWS TNB root_volume_encryption_key_arn FFEHA N

RS,

MEFREB¥Eroot_volume_encryption_key_arn, AWS TNB AWS Managed

Services fFERAMZRSE,
« AWS TNB ~"& & N8 AMI,

root_volume_size

Amazon Elastic Block Store 1%/ X/ GiBs.

ZRIAE : 20
KA B

AIRERYME : 1 3 16,384

##

72 X Amazon EKS B &EE A5 FSMMMIE | HIET SEPFTHEL Amazon EC2 KEIBBER

Amazon EC2 IRV MR ZEHE,
desired_size

Lt Y K1 E NodeGroup,

=] MEe « B
mEAMVE =

KA B

min_size
LA B /D= HIEL NodeGroup.

AWS.Compute.EKSSelfManagedNode
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KR - B

max_size
Lt A B & KSR AIE NodeGroup,
ERYE =2

KR . B

Properties

node_role

Mt inE Amazon EC2 =618y IAM B &£ ARN,

= Ve - B
mAMVE =

KA . FHEH
tags

EM B FRAIRE, RERERITRIZREHA,

MNE B

KR HR
=R
cluster

—AMNAWS, Compute. EKST R,

= MLEE - B
=RMNE =

KA FHFH

subnets

—AMNAWS, Networking.Subnet¥i &,

= MEE - B
mrOAMVE =

KA HIR

AWS.Compute.EKSSelfManagedNode
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network_interfaces

—AMNAWS, Networking.ENITT R, BRSMAEZEZEOMFMZENMBATARX , ENSEF{LEFX

Mo

REBnetwork_interfaces , MRLET LA B EZEM , W AWS TNB FHM

Zmultus_roleEMIRENES ENI #XxHINBR. multus AWS.Compute. EKSEN , AWS TNB

M node_role B4 HIRENS ENI #H<BIN R,

EFi | E

security_groups

—AMNAWS, Networking.SecurityGroup¥ R

KR HR

placement_group

— tosca.nodes, AWS, Compute.PlacementGroup¥i &

KH . ZHFEH
user_data

— tosca.nodes, AWS, Compute.UserData¥i R 5|H. AFHIEHMAZZETHBITEEN
TRAFBZH Amazon EC2 3=fl, FITEE LA BIEFMENNRRMEMEEAT SAH
node_role,

NE &
KA . 2R
labels
TREZIR, TRFEXINEENINE. FRUTIRERERE !
s BMMELTADRE=.
- EMAMENKERZ AN 63 MNFH.
- REXALTEFE (A-Z, az. ). BF 09 MATERHF: [-, _, ., *, 7]

AWS.Compute.EKSSelfManagedNode
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- BEMAMEXTUFEHF?, S*FRHTLNEE.
f]0 , myLabelNamel=*NodelLabelValuel

KA HIR

=

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKSCluster
subnets:
- SampleSubnet
network_interfaces:
- SampleNetworkInterface0l
- SampleNetworkInterface02
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup

AWS.Compute.EKSSelfManagedNode
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user_data: CustomUserData

labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute.PlacementGroup

PlacementGroup T R &R EH KB KK E Amazon EC2 3£,

HEIEBFH Amazon EC2 3K fIeS , Amazon EC2 RFLZHUEM A XKESLA , LUEFRERXSH
SR EEMEG EUKARERDHEXNHE, SUERERBRAR RN E —HHEEKRBAEK
B, N 28N THEABER,

BE

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

Properties

strategy

AT & Amazon EC2 SEfHIH FE R,

KR FHH

AJEEAVME : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

* CLUSTER- F—1MNATAKARENKHITSE—E. BIEAZKE , THEARATUKIARE
MRIEREMEMRE , LURES MRS (HPC ) NAEFBEEEANEERENT RETRER
Y E K,

« PARTITION - f#3:flo mEFRNEESTX L , UME— N7 XPHRFLAFT2EFTETX
PRYKPIE R ZMENEMES. ZERBBEAARESHXANEEN TEARFEAR |, 4
#n , Hadoop. Cassandra #1 Kafka,

« SPREAD_RACK - F—/MAXRFIFEHEETRENEMBEH L | LURDHERHE,
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« SPREAD_HOST - R865 Outpost EMBFA L EFERA. N—/NAZFIHKEETE K E R84
F OB A < B PR

partition_count

TXNEE,
HEE XY strategy IR EN PARTITION BRI &5,
KA B
TRERIE 1 1|213|1415]6]|7
tags
AT LAME N EI B i B R IRIV R E,

RKH : HIX

el

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute.UserData

AWS TNB X #FHBN W& RS HIRAF (NSD) H#Y UserData T KUz B B E XA P EIER Amazon
EC2 £6l, BEXBEENAFBENEZER , i3 % Amazon EC2 AF R T K A BIEA shell B
R,

EMESHI{LERE , AWS TNB @i A FEIEM A O E£8# 1Rt Amazon EC2 245, HAREEE
YRAFPBER , AWS TNB 28 HBMNEIAKR | Rl MER ZERIA1£1% L4 Amazon EC2, BENX A
FPEIEMAE Amazon EKS SEMBIA Z BIE1T

EEAFPBBEHATFFERAEENEER , BEELRES { EEHARNS |, fl , EEMAPFER
MyVariable , E# A : {!MyVariable}
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® Note

* AWS TNB XEFX/NEBE 7 KB YA P #IEMAS.

« B AWS T TNB CloudFormation A FTAEBMEIMmul timime AP EIEHIZAS | R itk iE ¥ R
ZAJESFATAE CloudFormation #LM,

B

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

Properties
implementation
RAPFBIEHAE LB ER, BNSAMRE : . /scripts/script_name.sh

RELE £

L

KA . FEH
content_type

AP BEMANARRE,

RELE £

Epl

KH : FHR

ATBEMI{E : x-shellscript

]

ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"
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implementation: "./scripts/customUserData.sh"

AWS.Networking.SecurityGroup

AWS TNB X R4 HARB A E Amazon EC2 Z£4H |, B LUFEKINZ] Ama zon EKS
Kubernetes S£8f 11 40,

(-

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:

vpc: String

Properties

description
TLAMNBEIR, ZZAULUEA 255 NFRRERZEA, RETEFE (A-ZFaz). BF (0:9).
ZRAMUTERFR . _-/0# @[ +=& ! $*

= MEE . B
=AMV E =

KR FHH

name

REHNEN, ZEMRSAFEA 255 M2H. RETEFE (AZMaz) . BF (0:9). ZHKA
UTREFH /0% @] +=& {! $*

KA PR
tags

I LA B 2 & 4H 7 IRAVIRE .

N,

NME - &

EL
I

KA HIR
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ER
vpc

—AMNAWS, Networking.VPCH &,

= Ve . B
=RV E =

KE . PHE

=~

SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.SecurityGroupEgressRule

AWS TNB X #FZ LA HEHN , SLEZEE MR Amazon EC2 R4 4 HutM N,
AWS Networking.SecurityGroup. EEE , B4R H cidr_ip/destination_security_group /
destination_prefix_list fEJ9 i ORE/ B #y i,

B

AWS .Networking.SecurityGroupEgressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

AWS.Networking.SecurityGroupEgressRule

107



AWS 15 ML AR RAriEmE

destination_security_group: String

Properties

cidr_ip
CIDR &Y IPv4 bt SEE, SMTIEEEATFHORER CIDRBE,
BE B
RAE . FHHR

cidr_ipvé6

EATHORENREA CIDR &M IPv6 B, BSMEEERRESA
(destination_security_group = destination_prefix_list) =% CIDR3EE (cidr_ip
= cidr_ipvé).

VE B
KA . FHREH
description
HO () KEEANBER, KZSAUFER 255 N FRRERZAN,
VE B
KA . R
destination_prefix_1list

A Amazon VPC HEXBIRIIRAIRSIEK ID. XREZEHAXRBENTRAXFNBIR. BX
REXANRIIRNWESFER , 55 (Amazon VPC AAFIER) FHEEXBIRIIK.

VE B
KH . ZHH
from_port

MERPIZE TCP 5 UDP , NIiX 2% ASEEMERIK D, MRBILE ICMP = ICMPv6 , NiX 2%
BMiES. BN -1 RRAE ICMP/ICMPv6 K&, tIRIEEFFE ICMP/ICMPv6 3£ | NI A EFT
& ICMP/ICMPv6 X528,

PVE B
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KR - B

ip_protocol

IP X B (tcp. udp. icmp. icmpv6 ) IS, FH -1 TIEEMENN. HBRNZLEHN

NEt |, #EE -1 HER tep. udp. icmp = icmpve AAWIHPUESHATFFMBERO LNRE |, £it

EBEMN®OEE MM, XNF tcp. udp M icmp , BAIIEE L O

pri: O

=] ™,
ERL

KA .

to_port

MR

MREEIFEOEE , MR FRERBEMRBARE,
E 2

FRFE

2 TCP = UDP , NIIix &% O

%

i\

SBEl. XF icmpvé , i ASEEEA

TENA RO, WRIMYLE ICMP =5 ICMPV6 |, NIjiX 214X

B, EHN -1 RFIE ICMP/ICMPv6 18, MRIEEFAE ICMP/ICMPv6 K&  NATIEEFE
ICMP/ICMPVv6 X5,

KA .

=R

a

B

security_group

BN L EAEB 1D,

= YVEE . B
=ERYVE =
. e

KA . FREH

destination_security_group

LV

L]

OREH AN BIRLZE4HRY ID H TOSCA &,
B
FR &

SampleSecurityGroupEgressRule:

AWS.Networking.SecurityGroupEgressRule
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type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroup@0l
destination_security_group: SampleSecurityGroup@02

AWS.Networking.SecurityGrouplngressRule

AWS TNB X#FZR£AAOMN |, LEEE AT HNEIH Amazon EC2 R2HAOMM., AWS
Networking.SecurityGroup, #EEE. , AR M cidr_ip/source_security_group /source_prefix_list #£
AAORENFRKIR,

B

AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String

from_port: Integer

to_port: Integer

description: String

source_prefix_list: String

cidr_ip: String

cidr_ipv6: String
requirements:

security_group: String

source_security_group: String

Properties
cidr_ip

CIDR #&XXH IPv4 hubSEEl, EAMEE R ADORERN CIDR B,
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cidr_ipvé
ERATAORENXA CIDR XK IPv6 thitSEE, BXATIEERREE
(source_security_group = source_prefix_list) = CIDRSEE (cidr_ip =
cidr_ipvé6),
PBE.B
KH . FHH

description
ADQ (A¥h) ZeEANNER, KZALUER 255 NFRRBERIZHAN,
BE.B
KH . FHH

source_prefix_list

A Amazon VPC HEE R BIRINRVETRIIR ID., FATFSZEHXBKNT SASZHIMILRIREE
KRE. BXREEXNNRIKRNESZEER , HZH (Amazon VPC AFIERM) FHEEXBIZS
%o
KA . FHEH

from_port
MEMILZE TCP =% UDP , NiX 2ix ASEEREHRE O, WRHE ICMP & ICMPV6 |, MiX 23

BiRS, EN -1 RFAAE ICMP/ICMPv6 K&, MREEFE ICMP/ICMPv6 K& | A4S E R
B ICMP/ICMPv6 {13,

KR . B
ip_protocol

IP 1B R (tcp. udp, icmp, icmpve ) HIPiES. £ -1 JIREEMEDN. HBRNEZE2AM

et | $E8E -1 HBR tep. udp. icmp = icmpve AAWIHIUEBF AT EROD LWRE | XLl

FEENROEEIMM, XF tcp. udp M icmp , BAAIEER OSEE. X F icmpv6é , iwsOBEET
R MREEREOEE , IFATMEXRENRBHRE.

= Ve - B
mERMVE =
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KR . ZEH
to_port

WMEPIZE TCP 5 UDP , NIXRix OSBEML LLIw O, MRDIGE ICMP 5 ICMPV6 |, NIX 24

B, BN -1 RFIE ICMP/ICMPv6 18, MRIEEFHE ICMP/ICMPv6 K& | NATIEEFE
ICMP/ICMPv6 X8,

MHE B
KA . B
ER

security_group
ERMEANBLLAR 1D,
RELE R

KH PR

source_security_group
BELHEW ID 3 TOSCASE | FANFRKBZLZEENAORE,
VEB

KH : FHH

=P

SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Networking.SecurityGrouplngressRule
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AWS.Resource.Import
AT LU LT AWS BIRS A AWS TNB :

+ VPC

. FW

. BEE

. EBMF%
. R4l

-

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String

Properties

resource_type

S AE| AWS TNB By #IREE,

e ¥ BT Y

resource_id
S AZ AWS TNB B&E R ID.

RKH : HIX

el

SampleImportedVPC:
type: tosca.nodes.AWS.Resource.Import
properties:
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resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"

AWS.Networking.ENI

MEEOR VPC FARELMFHNEEHRMAH. ARETFN , BIRFIHINEEOIE IP
#oik, E-FMAHEE Amazon EC2 £6ljg |, EATLURF M &G B D) ZK A , NEFNEEA5Z
Amazon EC2 XHI0 & , RREMEESZFMNAN S — Amazon EC2 K6, 2% R5IFRREEIR
R E.

187

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

Properties
device_index
REZS|IBDAKXTE,

L

KA B

source_dest_check

F AWM EZE O R BT source/destination &, EA true R REBAKE |, false R REEH
rE,

AUNE: B, R

281N : True
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XKH . HRE
tags

EM IR FRAVIRE

VE B
e ¥l BT Y

R

subnet

—AMNAWS, Networking.Subnet¥¥ R

= YEE . B
=AMV E =

KA PR

security_groups

—AMNAWS, Networking.SecurityGroup¥ R

RHE B

KH : FHHR

]

SampleENI:

type: tosca.nodes.AWS.Networking.ENI

properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.Networking.ENI
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AWS.HookExecution

A o B A EE R ARBE S 1T B © RO BDAS Dy ELAL IR M M R 48 SEBIML Y — 3B 0 KRB 176

B

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

Ihee
execution

EITHEAM AN EHHRITEIZENEM,

type
HEHMITEIERE,
VE B

KA FHFH

AIBERY{E : CODE_BUILD

=R
definition

—/MNAWS, HookDefinition.Bash3¥ &,

—AMNAWS, Networking.VPCT &,

AWS.HookExecution
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el

SampleHookExecution:
type: tosca.nodes.AWS.HookExecution
requirements:
definition: SampleHookScript
vpc: SampleVPC

AWS .Networking.InternetGateway
E X AWS Internet Gateway 1 /.
A

tosca.nodes.AWS.Networking.InternetGateway:
capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String

properties:

tags: List

egress_only: Boolean
requirements:

vpc: String
route_table: String

H#it
EMX VPC NEHEZENEM, YNEHE dest_cidr = ipv6_dest_cidr B,

dest_cidr

AT BRIt Ry IPv4 CIDR 3R, WWEMATH RouteTable HalEERH , HEME

DestinationCidrBlock,
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MHE  MREE ipv6_dest_cidr B , MARE"

KR FHH

ipv6_dest_cidr
AT BFRIEEH IPv6 CIDR R,
MHE  NREBE dest_cidr B, WAE",

KE . PHE

Properties
tags
EFF IR B IRAVRE

RKH : HIX

egress_only

—/ IPv6-specific W7, RRAEBKMMXREXATHOBEE, MR egress_only A true , M4
MEMN ipv6_dest_cidr B,

l\\== - AN
- A

KH : mRE

23K
vpc

—AMNAWS, Networking.VPCH =&,

= MLEE - B
mEAMVE =B

KH : FFH

route_table

—AMNAWS, Networking.RouteTable¥i &,
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= = . B3
=AM E B

HE . PR

e

Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC

AWS.Networking.RouteTable

BREAREE —HEHNEANIAN , RETHRA VPC FHFRIMXHNMERE
FERERE VPC XE,

BE

RERAL, &8

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List
requirements:
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vpc: String
Properties

tags
SRR IRAVRE

KR AR

£33

vpc

—AMNAWS, Networking.VPCH R,

e

SampleRouteTable:

type: tosca.nodes.AWS.Networking.RouteTable

properties:
tags:

- "Name=SampleVPC"
- "Environment=Testing"

requirements:
vpc: SampleVPC

AWS.Networking.Subnet

FMRZ VPC AW IP #bitSel , A2V T—PMNTAXRA, EH4HNFMEE VPC, CIDRR, A

RAXMEEHER, BELTMELFRNEBLEERLAE,

-

tosca.nodes.AWS.Networking.Subnet:

AWS.Networking.Subnet
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properties:
type: String
availability_zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String

outpost_arn: String

tags: List
requirements:

vpc: String
route_table: String

Properties

type
BRELFRABHNERGREEBRANE IPv4 thit.
K FHH

A[BERY{E : PUBLIC | PRIVATE

availability_zone

FRATARX, WFEZF AWS XiBRH AWS ATAKX |, flflus-west-2 ( XEFESP ( HE
X))o Hlan, B FTHXAM L AWS ocal Zones us-west-2-lax-1a.

L

KR ZHH

cidr_block
TM# CIDR R,

KA FHEA
ipv6_cidr_block

AT6lZ IPve M CIDR ¥k, MMREELEM , BAEIE ipv6_cidr_block_suffix,
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KR FHH

ipv6_cidr_block_suffix

BIE Amazon VPC ®Z2#7FMAY IPv6 CIDR 3REY 2 U + A HIER. RAUTHEN : 2-digit
hexadecimal: :/subnetMask

mRIELEM , EFREIE ipv6_cidr_block.
KH . FHH
outpost_arn

FEE B 6122 F M AWS Outposts B ARN, HNREZH LA AWS Outposts E/E 31 Amazon EKS B
EEVR , BRLEMNNE NSD Eihd. BXEZEELE , HZH (Amazon EKS AFERE)
) AWS Outposts EBY Amazon EKS,

WMRFF LB HERMNE NSD ik |, MAF0F availability_zone BHEMEIRE N AWS
Outpostsky Al A X,

VE B
KH . PR
tags

BN IR FRVIRE

KR AR
=R
vpc

—AMNAWS, Networking.VPCH R,
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route_table

—AMNAWS, Networking.RouteTable¥7 M

e

SampleSubnetQ1l:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1la"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"

outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"

tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca00::/64"

requirements:
route_table: SampleRouteTable
vpc: SampleVPC

AWS.Deployment.VNFDeployment

NF HERBESRHEEMIREN G 2 RENBRAREFREEN, cluster BEREEFEE NF 1Y EKS &
B, vnfs BUENEHIEBIEEMKINEE, BIE A LURM pre_create M post_create KB ALE L F

HEMRE , RETRETENRENES , FINBAREFEERERS APL

AWS.Deployment.VNFDeployment
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BE

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

L: 33
deployment

—2MNAWS, Deployment.VNFDeployment¥i &

MHE B

KE : FREH

cluster

—ANAWS, Compute. EKST =,

= MLEE - B
=AM E =B

KE : FREH

vnfs

— N AWS.VNF ¥ &,

23]
ESUEITE B EAN R,
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pre_create

—MNAWS, HookExecution R, LIEHTE VNFDeployment 7 SEBEBZ BIE1To
VE B

KA FHFH

post_create

—/NAWS, HookExecutionTi R, Lh#EEIFE VNFDeployment T R EBEZEETT.

MHE B

KH : FHH

gt

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS.Networking.VPC
YRR EMUREER (VPC ) #8E CIDR 3R,
(Ep)

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List
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Properties
cidr_block

VPC 1Y lIPv4 M£SEE , XA CIDR RR%.

% fi
iy
E
fim

ipv6_cidr_block
ATl VPC B IPv6 CIDR #,
fLYFHI{E : AMAZON_PROVIDED
BERB
RKE  FREH
dns_support
E#RE VPC MBI LB RE AT3R1E DNS EHLE o
BERB
KA . fRE
ERIAE : false
tags
MR R IRAVRE
BE B
EKH :FXR

el

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true

AWS.Networking.VPC
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tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS.Networking.NATGateway

B LUET FREX ABHFE NAT xR, RN TFAOHMX , REBTREMAEM IP 28 ID, AWS

TNB [ ENIKS 2B — N 1P FHFREXRBKREIMX,
(F2D5

tosca.nodes.AWS.Networking.NATGateway:
requirements:
subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List
Properties
subnet

BIAWS, Networking.Subnet¥ =5| M,

= MEE « B
mEAMVE =

KH . FHH
internet_gateway

BAWS, Networking.InternetGateway™7 =5/,

= Ve - B
mrRMVE =

RH . FHH

Properties

type
ERMXELEERLEH,

AWS.Networking.NATGateway
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AUFRE : PUBLIC, PRIVATE

KR FHH

eip_allocation_id
FREM IP it 5 BEY 1D,
VE B

KE : FRHEH

EM IR RV

BEB
EKH : FR
e
Free5GCNatGateway@1:

type: tosca.nodes.AWS.Networking.NATGateway
requirements:
subnet: Free5GCSubnet0l
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BAILEL—MEATR , ZTRUFBEREEHS NAT WXXEOY BARRIR | %8 B0 < BRE

B
i

tosca.nodes.AWS.Networking.Route:
properties:

AWS.Networking.Route
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dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

Properties
dest_cidr_blocks

B BARAIRRY B R IPv4 BRH 5=,

B
nat_gateway

BIAWS, Networking.NATGateway¥7 = 5|,

= MEe « B
mEAMVE =B

KR ZHH

route_table

BIAWS, Networking.RouteTable¥7 = 5|,

=~

Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:
- 0.0.0.0/0

AWS.Networking.Route
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- 10.0.0.0/28
requirements:
nat_gateway: Free5GCNatGateway0l
route_table: Free5GCRouteTable

AWS.Store.SSMParameters

AFLUBE AWS TNB 822 SSM S8, £0IR2% SSM SHRBE SSM R IEH , 35 AWS TNB M
431 1D S B, HEAE— NSD BREALAARSNRAIN , KT L SREHE S,

B

tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
name: String
value: String

tags: List

Properties
¥
name
ssm BHNEM, XAUTHER : "[a-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]+$

BISBNEBHRLAD T 256 MFEH.

ssm BHMNE, ERAUATHRIzZ—
- WF&ESIAWE : ~"[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+$

o XTFESEIA : N\$\{[a-zA-Z0-9]+\. (properties|capabilities|requirements)
(\.([a-zA-Z0-9\-_1+))+\1}$
« XXFHAEIA : N\$\{[a-zA-Z20-9]+\. (name|id|arn)\1}$
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BN SHMELTNT 4 KB,

tags

AT LAR INE| SSM BHERIRZE,

XKH : FIX
ROl
SampleSSM
type: tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
- name: "Namel"
value: "Valuel"
- name: "EKS_VERSION"
value: "${SampleEKS.properties.version}"
- name: "VPC_ID"
value: "${SampleVPC.id}
- name: "REGION"
value: "${AWS::Region}
tags:

- "tagKey=tagValue"

N -+
BATR
A NSD #1 VNFD EXF =,

« AWS, HookDefinition.Bash

AWS.HookDefinition.Bash

E X —/ AWS HookDefinition in bash,

BRATR
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BE

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String

environment_variables: List

execution_role: String

&%

implementation
EHE XA ER, BXSMR : . /hooks/script_name.sh

KR ZHH

environment_variables

4 bash MIAMINETE, FHALUTHER : envName=envValueFAU T EMRERES :

- WF&ESIAWE : "[a-zA-Z0-9]+[a-zA-20-9\-\_]*[a-zA-Z0-9]+=[a-zA-
Z0-9]1+[a-zA-Z0-9\-\_]1*[a-2zA-Z0-9]+$%

o XITFESEIA : ~a-zA-Z20-9]+[a-zA-20-9\-\_]1*[a-zA-Z20-9]+=\$\{[a-zA-Z0-9]+
\.(properties|capabilities|requirements)(\.([a-zA-Z0-9\-_1+))+\1}$

« XNFEHASGIA : ALa-zA-Z0-9]+[a-zA-Z20-9\-\_]1*[a-zA-Z0-9]+=\$\{[a-zA-Z0-9]+
\.(name|id]arn)\1}$

¥#{% envName=envValue MERFS L THRHE :
- FEAZER,
- envName UF& (A-ZH a-z ) ¥F (0-9) Fk,
- NETEZHNWIFLFTERLT AWS TNB REXEBF (FRXHOKNE)
« CODEBUILD
« TNB
« HOME
« AWS

- A[LAZE envName #l envValue PEAETEHRENFTR (A-ZH a-z) . BF (0-9) NBFKRFH
- & .
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- HOHIETE (1 envName =envValue ) 4D F 128 MEH.
Al : A123-45xYz=Example_789
VE B

KR HR

execution_role

EHHITHAR,
KH . FHH
e
SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:

implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable@2=value2"
execution_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleHookPermission"
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FE4 M AWS TNB

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EHEANRS. Third-party FRNAWS EMITRIEMITRIEA TR EMN —E5 , FitImEN X%
ERMNZENERE, B THERT AWS Telco Network Builder I E# M 1TXI |, ESFAWS &£E
MUt XX 2 KEE NAWS BRSREAM TR,

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

RIS HBYIE T MR AWS TNB BN A 2 ERERE ., LT EBEERSNFAEE AWS
TNB LB R BN RZEMEM M BIR. BEFFIWAEAEM AWS RS KA B AR E R MR AWS

TNBH& R,

K&

- FHEBIEET AWS TNB

- WEBMHREEE AWS TNB
- BEMMRIE AWS TNB

- ¥ AWS TNB

- PHEMIZHELZSE AWS TNB
« IMDS Fr&

R EIER AWS TNB

TR IEEE AWS 2 3E A F AWS Telco Network Builder HEY BB R . WAEEFTR AWS |, filk
RIFZTAIEN BN EIREM N AWS Cloud, BAREFNIEERLEMSEN LHRNENEE, &
ERREFRERN AWS RS WREBEEMERES. AXBERLNESER  FSHEERLE
R E B EEAWSSERK. BXBMNBERIFNEE , BSRBALIERTZH (GDPR) H,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
- FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, ZBiUEA TLS 1.3,

- FAHRE API 1A FEZI B & AWS CloudTrail, Bx{# A CloudTrail IRERIEIR AWS EZFIHNEER
E5 (AWS CloudTrail BF ) RMEAR CloudTrail o

- A AWS MEBHRF RURHEFNAERINZ 224 AWS RS,

- FASRIEELZERS ( HI Amazon Macie ) , EEBIF AT MR Z457E Amazon S3 FEVBUR
Bz,

- MREE AWS BE G SITRES API #TIHEINEELT FIPS 140-3 RIEM INEZER | EER
FIPS it R. BXT AN FIPS sl EZEER |, B5H (EEBKFBERLERE (FIPS ) 2 140-3
WX https://aws.amazon.com/compliance/fips/o

BB HNZEERBBELE (MEFFHE FIRM4i ) RAREREHABERN AT
(MBEHRFE ) . XTIEER AWS RS FEHESIA. APl 5 AWS SDK 5 AWS TNB i HEM A E1E
it AWS CLIEATEMHRLRBEAKRANEAFTERMANTASERTELATIIRB LM A
Fo MBEQATRSFEFIRME URL , BB NUETEEM UL P B EFIE B RBIEX ZRSHE

AR

HIRXH AWS kPR, AWS TNBEFFEMEIRFRICAMBR , HEEMNEAHESTMBR, WMREE
90 KA EHBE AWS 1k , AWS TNB £IREEHEIE. 120 K/ , AWS TNB =K X Ml BRI B9 31
. AWS TNB & &4 IR P E H IR SN RSN E S,

B mMER

AWS TNB AN FHERS PO FAERSEEHTMNE K MAFTHTEAEGESE, XNz Ed
B33 1TH AWS Key Management Service.

1& 5 R hN
AWS TNB A EHE R 2 (TLS) 1.2 R4 45 P A G BE.
EATMBERRIMIE SHE P 2 B BIE.
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Inter-network 32 & &FA

AWS TNB it ER RN THRrEFF AENEURLE R (VPC) . FIERHE AWS TNB REHEE AWS
MER , FoBREERN. SNELRESHEEF iR ANERELSERMER,

1 B 25 [ EE AWS TNB

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 2R HIX AWS &R 5]
PR, IAM B 5 R H1E AT SUH 1T BRI ( BF ) M\ (AR ) F£H AWS TNB BiR. &R
£ IAM AWS RS , TEX TN,

"N

)

PN

5/ 5 #1175 HRIE

- EARKBEERR

- B¥EFHE AWS TNB 5 IAM &4

« ldentity-based B KB R HBI AWS B15 R4 B 25
EBHEE AWS BEMEE K ER S 485 R R

KK

R

BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR :

- RSAF : WREFTZEHEINEE  BMNEEALERNR (FSHEEHE AWS BEMZERES
3 H 7 B A BR )

- REEER  BEAFHENBEHRERINRER (BSHIEIESZE AWS TNB 5 IAM &1 )

« IAM BEER . mEATEERHRNRWEKE (15ZHIdentity-based B KB =B AWS EBE M4 K
)

£ & 21T & IR AIE

SHRIERE AWS FRAFHEIEZRN AN, BLTL IAM AF FH3TH AU AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,
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ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

NFmIEFE , AWS R4t SDK # CLI RN BFREITMBHLEER, BXEZEER , H5H (IAM AFiE
) PHEAT APLERBAWS EEMRA 4,

AWS Ik~ 1R

BIEE AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHATUTLFEMERIR
AWS RS MR R, BRIMBENEBWABCERARAFETEEES. EXEFERAFRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE 5140

FERBERXER , ERAKRRAFERES M RHAENERS B ORI 88 AWS RS ERAIGRHER#HITH
Al

REBMREXRBENDIER, Web HA1RHEA A Directory Service , & AWS RS ERAX%
BESMRNERHTHRNAF. KESORATREMBNEENAR,

EEFERHRNE , BiUFEHA, AWS IAM Identity CenterBXEZER , BSH (AWS IAM
Identity Center AF1EF) H RV 4= |IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMNARRNARFEERENRN — 1540, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B UE B AT 5 ] o

IAM A3 8E—A IAM AF , ETERMMNAERF#TNREE, BXEZEE , H5H (AM A
FIEREY i IAM B SR =46,

IAM B

IAM BEREERENRNEH , TREREILE, SALUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API RERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM Bax TBREAFIFR, IG8T IAM APXER, BKFiER, BRSHRELRE Amazon EC2 £iE
THNAEFEEER. BXEZEL , B3H (IAM BFEE) B8 IAM R HEIK F &R 5 1E .
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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AWS SR RE A
£ A R EE 177 8]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RFEREKETNER, AWS EEZERARHERMITAXLERER, KSHERBELL JSON X AWS £
A FEEP. BX JSON KBXHENESEE , F2H (IAM B EmR) F 8 JSON KR,

EERAERARE , B E A E AR B LS4 TR BRLE R RN T HRLEREREEERNIE R
/
Ao

RABRT , ARFNAERENR, IAM EERE IAM REFHREFBEEH  REAFTNUE
EXEAE, IAMRKBEXNR , SHITREMANG ETLR.

|dentity-based B

Identity-based KEEZIEM MBI &M ( A/, AHAE ) B9 JSON MRRMENAY, XLERBEIZRH HH A
BHATH ARE, MBERFEHRITUAREMLAFZATHT. ETHOMCIRETSONEE , §5H
(AM BiFfEr) PEAEFEEREERE L BEN IAM IR,

Identity-based K Al AR ABREE ( EEBRAZENSZHH ) AEERE (MBS FORIMIUE
i) o BTHRIOAERERMARKEKR 2 BRITER , H2H (AM AFERE) PHEREXRKS
MR R BE 2 B TR,

Resource-based B

Resource-based K BE 2 & NEIEJRAY JSON KBE M #, R~EIBIE IAM BEEEEEEF Amazon S3
FHERE, EXFETERNRBNERSY  RISEEAWUEACIIREFSERRNIFR, &
PHRTER T RIROREEPIEE K,

Resource-based SR RN FTiZBRSFTHRNERE, STEEETRRENRBEFER IAM RH AWS #E
BEEREE,

Hfth SR EE SR
AWS HIFHAIRHRR | XERBEXBTLIZBER DN REXDZTFHRARR :
- RIBLF - REETSHORBTLURT AV RANBARNR. EXESEL , #3H8 (IAM AP

1EF) FH IAM SEARYIBRIL R,

« PREILEIKRE ( SCP ) — 8 AWS Organizations AL RALE TR AR, EXEZEL | #F
25 (AWS Organizations A5 HY ARSI IR BE

- RIRIZEFHIKEE (RCP) - ZBENKFPRENZAATANR. BXELZEFEL , H5H (AWS
Organizations FAFER) PR EIREFIFKE (RCP)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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- 2ERK - ENACTRSAF RGN SER , FASBEENERRE. BXESER , BS
5 IAM BF$ER) PR EERE,

S REERE

S MNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AWER , HSH IAM AP EEHR I ERRITEEE,

B4EHE AWS TNB 5 IAM &€

EER IAM EEX AWS TNB BWiARIRPR 281 , 5 7 A WL IAM IhEER A F AWS TNB,

ISR AR EE AT IAM ZhEE AWS BEMBE R ER

IAM ZhEE AWS TNB X #
|dentity-based BUR =
Resource-based BE a
REHRIE =
REERAE =
ACL &
ABAC ( REEHPRIFRZ ) =
FHERR =
BEAE &
Service-linked & -

ELME T # AWS TNB fMEHM AWS RFZMTS KRS IAM EEE S EH |, B2 IAM AP ERTH
5 1AM BE&ERBAWS RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Identity-based BYIBER AWS TNB

XBETHEHRE : &

|dentity-based SR 2E AT LAKTINEI &40 ( Hlin IAM B, AFASHA® ) B9 JSON R FHE i,
X LSRRI E AP AR MR AE TN LR FRTHERE, ETHRNNGUEZET SRR,
BSE (IAM AFiER) PREAZEFEEREFTRENBEN IAM R,

BEMEA IAM ETEHRHNEKRE |, BUEERATFSRIELNRENTRARAGFRIELBRENTYE. E
THTE JSON KEEHFEHAMNMETE , B5H (IAM BAF$ER) FH IAM JSON EETESI A,

|dentity-based Y 5K BE =45 AWS TNB

EEE AWS TNB ET H BRI =B , S H. |dentity-based K KB =B AWS B15 M L4 AR

Resource-based RNERI B AWS TNB
YREETHRENXRE &

Resource-based B2 &M NEIZIREA JSON KX, ETREFENREN RFG3TIE IAM BEEHE
KEEH Amazon S3 FEMEREE, EXFETHRRNRBENERESH , RSEE I UUFERSIRZEHX
BERFRNIGR. NTEEPH MK TR , REEEIEEEHE AN Z R RINITHLREUARES
AZHETIIT,. EBXAEETRENERBPIEEETER, ZRATUIEK,. AR, A, ReAFRR
AWS R

ESABK/ER , SR CHENKSHEMBKS R IAM XEEEAETRRNREHINEE. B
XEZER , FEH (AM AFER) PR 1AM FEEK S R IR R

IR 1T3 AWS TNB
TRERIZE: 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYN , BN EAEATLIMT AR RINITER
E , UREMF ARG THIT,

JSON HMEH Action TEMAAATERKF AT RIELLRHNRE, ERBKPISHREARTR
ITREIRERRR,

EEE AWS TNB 2EFIR | ES5H (RSENSE) H8 T AWS elco Network Builder E X B¢
1Eo
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AWS TNB Y REGIREERFBIEANTRIR

tnb

EEEMEAPIEESIERE , BEAESHENRT.
"Action": [
"tnb:CreateSolFunctionPackage",

"tnb:DeleteSolFunctionPackage"
]

WA LAERBES (*) BESMEE, HlI , BEREEUEFE List FFANMARE , SFUTE
=

"Action": "tnb:List*"

EEEH AWS TNB ET H PR RIEH R , i5S . |dentity-based AYSR BRI AWS EB15 M 454 A Er

K BERRJE AWS TNB
THERTR 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIF AR RINITER
E , UREFARHETHIT,

Resource JSON REETEIEEZRENARFEN —IHZ IR, FRAZEREK , BEMAE Amazon
RFEEW (ARN ) BERK, NTAERRENRONEE  FEABER () EREINATHER
o

"Resource": "*"

EEEAWSTNB RREREKE ARN 5% | 55 (RFERINSZE) FH AWS Telco Network
Builder E X RIR, BT RG] AR MLRIERIEESHEIRN ARN |, i5ZE AWS Telco Network
Builder & L BV #21E,

EEFH AWS TNB ET HMHIRBEHRE] , B2, |dentity-based HIREE =B AWS BEMBLEKER
W R BE S F 8 AWS TNB
TRFETRSHEBRIER : 2
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNFRHEEEBVMERIT. EASGIRBERAZEZERN (H0, ST
T ) WERHRER , MERBPNFEEERPNERTE. EEEME AWS 2RFHE , F5H
IAM AP EREPHAWS £ F5%H4 £ TXHER.

EEE AWS TNB RU4ZPIER |, BHSH (RFENSE) BH T AWS elco Network Builder B 54+
B, BETHBUAMERFARENIREMNMEIR , 1525 AWS Telco Network Builder E X By #{E.

EEEH AWS TNB ET H PR RIEH R , 5S . Identity-based AYSR BRI AWS EB15 M 454 i Es

& AR ACL AWS TNB
T ACL: B

mEEHE SR (ACL ) 2HHEEHE (KFKA. AFPZAR ) ARLAREK, ACLEETHRRNE
BESRL , (BEMIAER JSON KB AEE .

ABAC with AWS TNB
¥ ABAC ( BB ) - 2

Attribute-based 5 [F1#2 ] (ABAC) B — M RIKE , ERBEBM AN ENBERE LR, B0 LUFIRE
Bt ANE IAM 246 AWS BIR , A/FRIT ABAC REESA AW EZFEANIRES R IR L AYFRE T fc re 3
1THRE,

EETHRZEEHE IR , BEEMFEAH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R4 EBERBNRHTEPRUERZER.

MRENBRSEN TEMBERREBIFMAX =GR , IXT RS  ZENR. NREMRSN
NTHDFRREIESMEX=FM4R , NZENTD.

BEX ABAC WEZER , H#5H (IAM AF#ER) FWERA ABAC BINENNRE, EEFIRE ABAC
SHRNHEE , B3R (AM AFER) PREAETEMMNIHRIMNRZES] (ABAC) .

FiEet I SE S H AWS TNB
TERIGEHEILE : 2

ISEHE BRI AWS BREHFENR , HERELFERKS NI RA I B BIEN,
AWS BWZBHRERKIGEHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGR 22 EERER IAM . AWS RS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Cross-service BV Z £ AR AWS TNB

TEEXBEAE (FAS) | 2

BRIpE2E (FAS) A B EEAINER AWS IRSS , Bl L AWS BRSS [ T RS R HFRNE
Ko BXRAH FAS ERIFHERMEIFE , BSRERERLE,

KRS A€ AWS TNB
YRBRSAR &

BRSAGRHE-TURSFSEME. KREWNITREN IAM S, 1AM EE R AJBE IAM R 612, 1S3
BREESAEE, AXESZER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

Service-linked W& & AWS TNB
YERZFMEXA® &

REHEXAERE—MERSHREN AWS BRERFZAC, ZRFZTUAREENITRIE, Service-
linked B HIMELH , AWS IKF HERRSAE. IAMEBERAUEEETEEERS KA
KR o

Identity-based HY R E& R AWS EB45 M 44 pX BR

BABERT , ARFNARLTRAESEHR AWS TNB #iR. ERTFRAPXAETRIITERENN
PR, IAM B3 & AT LA 1AM 5K RE,

BT RUMAERXL RG] JSON REXHEGIEZET IAM HHNEE , E56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXAWS TNB EXHRENRFRE (REEHEREEN ARN B ) WiFHAEER , 555 Bk
ZENSE) FH T AWS elco Network Builder B2 /E. BIRMEHEZF4A,

P
. EMBERE

- £/ AWS TNB %I &

« RSB E T

. REAFEEMNECHRE
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html
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REERIEREK

Identity-based REERERB B AU ELZNIK PO, HEIHMBIER AWS TNB HFiR. XLBRAETRE
£ AWS IKFF=4ERAE, tIBSREETSONRME , HEBEATEBMNEIN

- FTIREER AWS RE R F RO RENRNE — BFMAAFMITERRR TR , SEANTS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREH TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHRE , SR NRKENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIXER .

« £/ IAM RKEE PR S AREt — SRR TA R AR 4R LA [ 3R R 7SO0 5 A4Sk PR il 3 R A R R B9 8 o
Bt | AR E R MR RIEELAER SSL RIEFTAEER. NMRBSRERBIREN T AE
FARY , Tt A] BAGE A S AF SRR T X BRSSRAFRY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KBTS : &t

« £/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BF2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFE IAM AFSRAFS , BEA MFA UREZR
2, EEFTIRAA AP BEREE MFA | B MFA XGRS MEEHEET, BXxEZER |, 52
# <IAM A F8R) RIEA MFA 4RI API 1715,

BX IAM AN REIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,

58 AWS TNB &l &

E5A] AWS Telco Network Builder #2#1& |, X4 ME —HARENR, XENRAMAFES HIE
EBXREAWS IKF B AWS TNB BIRHIFMAEE. MEAEBEMLENRENBEANENET G
KB, NTHMT ZRBEWEE (ARRAR)  BHASNLEEMBPEEZT.

X FARFA AWS CLI X AWS API SR, BEFAEREFKEZHFHESNR, R , IRFHREH
ZHMITHY AP RVEME LB RV IR 4F

Identity-based K E& R4l 144


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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RS £ B R B R A

EREEBR , BHEHEE AWS TNB ERHEMNMBRISEIRE N CIENER. BXTE IAM RESAE
K NZERKE | LAY AWS TNB RGN ME LR EEHEE R TR,

IAM R B 1F AWS TNB REREBEARR , LALLM EBENNE, MREBERSAE ,
AWS TNB SR 1ZAERNEIL,

ERLMER IAM RS IS ACRENRKRE. AXUERSACHNESEE , BSH IAM AFE
MPHEAEUE AWS IRFEZEIR R,

AWS TNB [R5 A&

ERFEAMBNRE |, B LMERNEER 012 AWS TNB BSAGBFSHIEMLS AWS TNB, AR
fUF AWS TNB B EMARS |, i Amazon Elastic Kubernetes Ser CloudFormation vice Amazon
Kubernetes Service , RGN MEE EFTEMERIRHE , FHIRE NSD A E N EEMNEINEE,

BINEWEN AWS TNB RS ABERUT IAM BeMEERK, E4H8/ D LREHNREEN | Fid
£, AWS TNB AIRER R , B “ImRIHKIEL” $Rix , FoIEHRIEH R BE

UTRBETRT TAWS NB RS HEBKRRE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
}I
{
"Action": [
"tnb:*"
]I
"Resource": "*",

"Effect": "Allow",
"Sid": "TNBPolicy"
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"Action": [
"iam:AddRoleToInstanceProfile",
"jam:CreateInstanceProfile”,
"iam:DeleteInstanceProfile”,
"jam:GetInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

}I

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
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"ec2:CreateLaunchTemplate”,
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
"ec2:DescribeLaunchTemplates"”,
"ec2:DescribelLaunchTemplateVersions",
"ec2:DeleteLaunchTemplate”,
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
"ec2:GetLaunchTemplateData"”,
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
"ec2:AssociateRouteTable",
"ec2:AttachInternetGateway"”,
"ec2:CreateInternetGateway",
"ec2:CreateNetworkInterface",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:CreateSubnet"”,
"ec2:CreateTags",
"ec2:CreateVpc",
"ec2:DeleteInternetGateway"”,
"ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,
"ec2:DeleteTags",
"ec2:DeleteVpc",
"ec2:DetachNetworkInterface",
"ec2:DescribeInstances",
"ec2:DescribelInternetGateways",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupRules”,
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DetachInternetGateway"”,
"ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute"”,
"ec2:ModifyVpcAttribute",

Identity-based & B Rl 127



AWS 15 ML AR

RAriEmE

1,

"ec2:AllocateAddress",
"ec2:AssignIpv6Addresses"”,
"ec2:AssociateAddress"”,
"ec2:AssociateNatGatewayAddress",
"ec2:AssociateVpcCidxrBlock",

"ec2:CreateEgressOnlyInternetGateway",

"ec2:CreateNatGateway",

"ec2:DeleteEgressOnlyInternetGateway",

"ec2:DeleteNatGateway",
"ec2:DescribeAddresses"”,

"ec2:DescribeEgressOnlyInternetGateways",

"ec2:DescribeNatGateways",
"ec2:DisassociateAddress"”,
"ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster"”,
"eks:ListClusters",
"eks:RegisterClusterxr",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies"

"Resource": "*",
"Effect": "Allow",
"Sid": "TNBAccessComputePerms"

"Resource": "*",
"Effect": "Allow",
"Action": [

1,

"jam:PassRole"”

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": [
"ec2.amazonaws.com",
"eks.amazonaws.com",

"eks-nodegroup.amazonaws.com",

"events.amazonaws.com",
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"autoscaling.amazonaws.com",
"codebuild.amazonaws.com"

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsFoxProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl"”,
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateIdentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster"”,
"eks:DeregisterCluster",
"eks:UpdateAddon",
"eks:UpdateClusterVersion",
"eks:UpdateNodegroupConfig",
"eks:UpdateNodegroupVersion",
"eks:DescribeUpdate",
"eks:UntagResouxce",
"eks:DescribeClustex",
"eks:ListNodegroups",
"eks:CreateAddon",
"eks:DeleteAddon",
"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
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"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:UpdateStack"”,
"cloudformation:UpdateTerminationProtection”,
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:GetParameter",
"ssm:DeleteParameter",
"ssm:AddTagsToResouxce",
"ssm:ListTagsForResource",
"ssm:RemoveTagsFromResource"

]I

"Resource": [
"arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:clustexr/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*",
"arn:aws:ssm:*:*:parametexr/tnb/*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummaxry"

]I

"Resource": "*"

3,

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [
"ssm:GetParameters"

]I

"Resource": [
"arn:aws:ssm:*::parameter/aws/sexrvice/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"
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"Action": [
"tag:GetResources"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TaggingPolicy"

"Action": [
"outposts:GetOutpost"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "OutpostPolicy"

UTRBETRT AWS TNB RS EEXRM :

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"

},

"Action": "sts:AssumeRole"

},
{

"Effect": "Allow",
"Principal": {

3,

"Service":

"Action": "sts:AssumeRole"

3,
{

"events.amazonaws.com"
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"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"

3,

"Action": "sts:AssumeRole"

},
{
"Effect": "Allow",

"Principal": {
"Service": "eks.amazonaws.com"

},

"Action": "sts:AssumeRole"
3},

{
"Effect": "Allow",

"Principal": {
"Service": "tnb.amazonaws.com"

3,

"Action": "sts:AssumeRole"

AWS T 5j# EKS 588 TNB RE5AE

LM IBIE NSD H 82 Amazon EKS BRAET , BMEEIRM cluster_role BHREERNEABNARK
B ER Amazon EKS £,

LT RBIERT —/N A Amazon EKS &R 61ZE AWS TNB RS A8 AWS CloudFormation &
o

AWSTemplateFormatVersion: "2010-09-09"

Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
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Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

BX{EH AWS CloudFormation X IAM BEHNEZE L |, ESHEAWS CloudFormation 18
EHRBTEHS :

« AWS::IAM::Role
o EIFHRER

AWS T 5 EKS 11 S4AH TNB RE A€

MR NSD H42 Amazon EKS T mARRAET , BEERM node_role BUEFRIEEFEABNA
&R ZEBR Amazon EKS T 54,

LT RBIERTH Amazon EKS 1 SAKREEBIZE AWS TNB BRSS A EH CloudFormation 1R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
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- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

BXFEH AWS CloudFormation R IAM BEHNEZEE |, HSHEAWS CloudFormation 18
ERHUTEHS -

« AWS::IAM::Role
o EFHRER

AWS Multus ¥ TNB R A&

MIRIE NSD 82 Amazon EKS R H % 2N Multus /ERN SPEBIEIRM — o HTEEN , HIURM
multus_role BB ESEABNAERKEE Multus,

LR RBIERT A Multus SKE§ 812 AWS TNB RS A&/ CloudFormation 14,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
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AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

BXfER AWS CloudFormation {1k IAM BN EZEE |, i5ZFEAWS CloudFormation B 18

FAHHUTES :
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AWS HEMEE R ES AFEE
« AWS::IAM::Role
o IRFRHERIER

AWS 4o B HAERERH TNB RS AR

LM NSD MK HeEBEA LR EHENN , EFE—NRSASKRATELIENITE WS ERES
HYERSR,

® Note
ENEmARESRENE T AN EmARESNS A RITHIRE,

UTFRBERT —MREGEPEHREAE AWS TNB fRE A8 CloudFormation #1x.

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

B X EH AWS CloudFormation R IAM BEHNEZEE |, HSHEAWS CloudFormation 15
EHPHUTEHS -

« AWS::IAM::Role
o EIFHRER
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ARFAFEEMITE SRR
B RIERE , AW IAM AP EERMEEAR SO ABRMEE R, RS

ZRBIuE T

DREEREE LBEA AWS CLI X AWS API U425 = 5E B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Al B HFE AWS B M %4 B Er & 12 M 15 R R

FERAUTEEREBBELHAIEEEFER AWS TNB # IAM B A 8EE ZIH F L[ &,

(7] &

)

B BEHEE
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AWS BSR4 8 AP s
o BREREUATLERITIRE AWS TNB
« RFMINIT iam : PassRole

- BREATFRUNANAB A AWS IKF 5 EIFZE AWS TNB BIR

REREL T ERITRIE AWS TNB
MREWBERET , BAETRRTEMRE |, WARER R UAFRITIZRME,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRHEEM tnb:GetWidget RS , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHRBERT , Mateo FIRBELNMEFUATFEHMER tnb: GetWidget BIEGIR my-example-widget
J~ Iﬁo

MREBEEHE  FHRRALEMAWS EER, FHNEEARRHEZEILIN A,
RN IT iam : PassRole

MRERFFIRFEE , BRETRMITiam: PassRoleiRE | NMAAEFHEHN KRB U R T EFABE
#4 AWS TNB,

BE AWS S AT ERIEAGRKRZEAZES K MAREURFNERSALIBSAXBE, Ak,
Y MER A BLEERSHINER.

L& N marymajor Y IAM AP =i ER RS AE AWS TNB FHITHRER , 2 RENUT REEIR.
BR , BRELAERRSACAHRTFHNRT AIHTIEE. Mary FTEARARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DIAEFH Mary PR I1T iam: PassRole #1E,

MREFERY , FHRREN AWS EER, ENEERRRHBFREIEN A
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RAEAFRUIN AFA AWS K 5 E IR AWS TNB &R

ZAaR—1MAG , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAR, XTXHETRFEMNRBEHTRZEHZIR (ACL ) KRS , &7
{5 FIX LR BE 0] A R RT3 1889 FIR BV 15 R X o

ETHREZER , BZRAUATREA :

- ETH# AWS TNB BEXIFX LR , BSHIRESZE AWS TNB 5 IAM &1E,

- ETHMMITEERCRENTRNIBEME AWS K | B35 IAM AP EET N R EREE AWS
TP %S —N IAM AP RS R,

- ETHRNAEE=FREXNEHERAGRNE AWS KF , BESH IAM AR ERTHREE=5E
HFER. AWS Ik

- ETHIMES S HERERIERMFRNR , F2H (AM AFER) PHAILINTSHRIEN
B ( BRBRERIE ) BETHRRER,

- ETHEAACNETRRNRBEHTEK,FEZBRNES , E5H (AM AFER) 1 1AM
Y B K P R R o

&M AWS TNB

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEEHRN
BHEMITR. AWS RS AXx—HKREE , BSHAWS &M HIAWS,

SALAE A FHE S A HITRE AWS Attifact, BXESELE , BSHHRMN “THERE FH - AWS
Artifact,

BEMFEA AWS RS RN ENRIERTENBIENSREYE, RLATMNEMNBRUARERNEENE
M, BXREEFEAFNNEARINESZFEE AWS RS |, FSHEAWS T4 4,

FEFE AWS TNB

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENREENTAX ,
XEJHAXKBEIKIER, SEHENSETRNINEERE, FATAHAKX , B LULITTREETARZ
BTt B SEIMARMEBRNBARFNEERE, SEENENS SN EEROEMZEAELE , TTH
XEEESHATRYE, FEEINATT B,

BXRAWS X MU AXNESER , FSRAWS £ IREM R,
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AWS e85 P4 2 A58 il
AWS TNB E#EEH AWS XEBHEMFAE R (VPC) Pl EKS £ LE1TEHNMERS .

PR EAIRERZE AWS TNB

ER—HEERS , AWS Telco Network Builder ZF| AWS £IKNEZLLHRF. HX AWS Z2 R
SR IE AWS RIPFEMIZENEES , BSHAWS =%+, EFAEMIEELZ SN RERERFRIZIT
&K AWS I8 | ES I S AWS ecurity Pillar Well-Architected Fram ework 5 B9 E4H1% fEAR T o
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THR-EREHERH
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o THERH ( tBFRHA Worker )
- NEBEIERE
- WEBAHZRIBMBEE
- TAWS NB R AEFHEED (API)
- AWS H#FF REH (SDK)
- BERERPECXY AWS RIFEM TEAREARHRINR , 25 (BEFRET )
- IAM A, 4E., BefER
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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BEREE AWS RER , FTeBIEBRMEH, —ERAMESEEXESERNETHAEINE. B
& AWS TNB AEE—XEESTHMEEF RENNERSHER— VPC, BT AWS TNB A TR
FERENMKRSER— VPC FEATEITESEA,
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T, BAORRFENEFIRERE,

@S AWS EE#E A, AWS Command Line Interface (AWS CLI) #1 AWS SDK 5 AWS TNB #9
EEE M,

IMDS hix 2~

AWS TNB X #EF A SEFI T BIBRSARA 2 (imdsv2) ( —FERSEN L ) BEH6l. IMDSv2 &
Stk IMDSVI EEaZ e, BXEZEER , 55 R Add defense in depth against open firewalls,
reverse proxies, and SSRF vulnerabilities with enhancements to the Amazon EC2 Instance Metadata
Service,
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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YRR 4 AWS TNB fMEM AWS SRS RN TSEM, TTAMNMENEZEARED. AWS AWS
CloudTrail 2% AWS TNB , EHIM AR HITIHRE , AEELSN B XEITH,

CloudTrail B FHFRAE XK ITHW TN #FMES AWS APls, B LUXLERAREN AEXEER®E
Amazon S3 #, BRI LAEFIX L CloudTrail BERBEKRIT 7 B/NEIE, PSR B BANER IP i,
WK IT 7T B AR ARIRIT T RIEEE,

CloudTrail BEBEH>x AWS TNB 9 API ##{EABAMELRE., et @8XkBIL L% EC2 FIL &%
EBS EiREZEA API RIENEE,

ER1Z %k AWS BERMKERKES APl HH AWS CloudTrail

AWS Telco Network Builder 5SAWS CloudTrail—IREZER , ZRSEREAF. ACRACFXEN
RER AWS IR iE%. CloudTrail ¥ AWS TNB WFFE APl HARRNEH. BRNAREERE
AWS TNB & & 1A AT T AWS NB APl R ENRKBREA. FERWERNEE CloudTrail , &7 LA
EM AWS TNB X HEYER, ZHERM IP i, XHBERWSEIAREAFEHER,

BIMNEHHATRBEBESEXRERBFRNARER. BHEEABTEHEUTRE !

- BREFARAFEIEIERAFPEIEREN,

- BHREABNKE IAM Identity Center AF & H,

- BREREFEAACERKREAFNBNZLEIERHN,
- BREGHHEMAWS RFKH,

CloudTrail & IZ2IKF AWS K~ BRHFEENIK S P T5ESNRES , FEER LB 3115 CloudTrail
SEILIER. CloudTrail E4AFIEREMTHE 0 RFRXNEBEHNTEST, AER. T
THEFTEMNIER, AWS REBEXEZER , 5 (AWS CloudTrail AFER) 8 “EH
CloudTrail EH A £12F", BEEENALIERAF CloudTrail itBEIFE A

ERFEIEFK AWS K 32X 90 RAMEH | BRI RIS CloudTrailLake EHBIEEME,

CloudTrail &&

BRER /LY CloudTrail ¥ B & X & % E| Amazon S3 FiE#E, EACIENABRIER AWS EE2F
A HEZXEN, BB ER AWS CLIGIZEAXERN S XHRER, B2i2S XERE ,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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NG AR AWS X35 FVFTEES) . MREIZEXHRE , N RAREFREN AWS X
HHIERNEF. BRRIENEZESR , 5 H (AWS CloudTrail B #ERE) RN &R AWS I
P o2 R BRI 9 4 4R 6 B R ER

BEMERBER  SUERFEEHTHEERESHN — M EIREZ XS EM Amazon S3 1F4E1F |
{BE & UKHY Amazon S3 %t . CloudTrail 3 CloudTrail EMMHEZELE , HSHEAWS
CloudTrail E#to B Amazon S3 EMMHEE , S H Amazon S3 Eto

CloudTrail A EHHIEF#

CloudTrail LQ@ ak e AFEXNEHZTET SQL WEH, CloudTrail Lake HEF1TH JSON
BRI BB MR Apache ORC #3. ORC & —fhE JTIRER RBEH TR TN 76
BR. BHTFERAINEHHEFERET  CRETEEINARAESHERSZERNRZGNTT
THEHES, NATEHSEEHNEESATERFBESESHEEFEHTHESR, BX

CloudTrail Lake BWEEZ{E 8 , i5SHAWS CloudTrail 8B F A AWS CloudTrail Lakes

CloudTrail HHEHHEEHENERASTERA, AESHBEEMN , BB ERTEHK
BE#OVEMET, EMETURE T BRNEEEHNREE  UREHBREEENRIANZEKRE
Hl, B> CloudTrail EMWEZEER , HSHEAWS CloudTrail EfTo

AWS TNB B4R

SHRRKRBEMRENEMNER , SEBRAFERD AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

LTRRBIERT —ANERiZCreateSolFunctionPackagei®4E CloudTrail BIE4,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:39Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"

B CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF 1)) T/ CloudTrail& &R E,

AWS TNB S EBF S

T IRER B S A MG 1R E H B R RET 3.

T&RIET TAWS NB HEES :

BEES
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
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https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/network-life-cycle.html
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
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