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BRIAEX , T#1T Base64 4w,

EHEHERN

ERIBHEHER N LAMBDA B B#RARS |, BAILUEE Lambda BREUIZWMI S H EHRIRRA, BT REM
MRZAS2 V1 V2,

Example RBIEH : V2

{
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RAriEmE

"version": "2.0",
"path": "/?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD|...",
"headers": {

"header-key": ["header-value", ...],

},
"queryStringParameters": {
"key": ["value", ...]
1,
"body": "request-body",
"isBaseb4Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf3f2882e9cc805a",
"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalQOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",

"x509SanDns": "string",
"x509SanNameCn": "string",
"x509SanUri": "string",
"x5@09SubjectCn": "string"

},
"region": "region",
"timeEpoch": "1690497599177430"
}
}
body

BRWIEX, XFEMFI HTTP, HTTPS = gRPC Bt H I,

headers

BERE HTTP #53k. XFEMILHA HTTP, HTTPS = gRPC B HI,

M VPC Lattice R 2 UKEH
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identity

BHRER. A TRIUENFR.

« principal : @ KIEMNEM, XE AWS FHEIUEK AT HI,

« principalOrglID : 23 W FHENALR ID, {XE AWS B AR A HE,
 sessionName : @3 RIEXEN B, NFE AWS SR UERINET I,

« sourceVpcArn : XHiEXRHE VPC B9 ARN, {XFETLLREIR VPC BT & HI,
« type— AWS_IAM MREA T HHRRIFREEH B AWS FHRIERKTL , MiZER,

MRE A Roles Anywhere ZEiE BIIER I , M&E RUTFER,
« x509IssuerOu : X#H & (OU),
« x509SanDns : FAEZAZM (DNS ),
« x5@9SanNameCn : XM EZRAAHM ( BF/CN)
« x509SanUri : FAEZAEZM (URI)
« x5@09SubjectCn : FEHEZM (CN),
isBase64Encoded
RRNENRABZT base64 HiB, XYM A HTTP, HTTPS 5 gRPC , B R EXEFRFHFH
B 2 HIL
method

BERAHP HTTP HiE. RFEWMNI HTTP, HTTPS = gRPC K HH,
path

KEEFHRNBERER , HPISERAFHESH. NEMH HTTP, HTTPS =% gRPC A
/108

queryStringParameters
HTTP EFRESH. XEMIA HTTP, HTTPS = gRPC &Y,

serviceArn

EWE R BRS B ARN,

serviceNetworkArn

fRIETER A BRSS M4&HY ARN,
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targetGroupArn

BEWOERR B FRAR ARN,
timeEpoch

BSE (B ) o

Example RBISEH : V1

{
"raw_path": "/path/to/resource?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD|...",
"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",
"is_base64_encoded": true|false

}

B VPC Lattice RS
kB Lambda BB AF AL Basebd HBRA. RARBAIRL, BITLUEKIEZ,

EAMNNEXHEEHEANS , BAIAN A BT Base64 wiHIF isBase64Encoded RE R
true, REFNABHITHEBURLR-FHEINE , FNEHLES HTTP M EAFHNEFF K,

VPC Lattice AR5 % hop-by-hop#rk , flfiConnectionsTransfer-Encoding, %A LA#E B
Content-Length #5k , AARSEME /K AIXBA AT H#TITE,

AT 2% B Lambda A 5106 5

{
"isBaseb4Encoded": false,
"statusCode": 200,
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
b,
"body": "Hello from Lambda (optional)"
}

g 7 VPC Lattice RS
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Z{EMRk

VPC Lattice ¥FXRBEFFHNBERIRKBETEZSMEWIRLRZ AT EHEIRLN Lambda BEHI
R, VPC Lattice JFrrE B &% 4 HFRo

ELTREIG |, EFANRLheader LA B E S

headerl
headerl

valuel
value?2

£ V2 EHEHF |, VPC Lattice AFIRFER ZEE, Bl
"headerl": ["valuel", "value2"]
VPC Lattice K V1 BEHEH , FXEEHER —NFRFH. Hlm

"headerl": "valuel, value2"

SEERNFRAESH
VPC Lattice xR —ZHAEEZNMENEBS .
EUTROIF , BHENQS1LATEEG B NS,

http://www.example.com?&QS1=valuel&QSl=value2
£ V2 EH4LEHY | VPC Lattice AFIRFE R KEE. Fln
"QS1": ["valuel", "value2"]

£ V1 BHEMET , VPC Lattice EARE—IREEMNE. fla0 :

"QS1": "value2"

44 Lambda BE#K

MREFBEFEEMEMN Lambda REUAERE , N LUREBUE M. EBUEEM Lambda EREUE |
HITHRMNBFERSEW , HFER HTTP 5XX iR,
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ZHM Lambda E¥ , BIWECIEMABIRA , @ BAAEMEEER , FRHurmA N ERH N ER
HMEREAmMTA RN BR4,

EER RS S HUEEH Lambda BIEL

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMBEEFH VPC Lattice T , EF B R4,

3. EEBHRANBMUTARFMAEERE.

4. 1£ Targets (B#r) &I+ L , 1% Deregister (BUEEM).

5 HRERTAINN , BA confirm , REEFBUEEM.

EHUEEAM Lambda Bi%K , A AWS CLI

R deregister-targets T

VPC Lattice F YR IR F A& SR/ERN BIF

B L B2 — A VPC Lattice B#r4 , WEANIBNARF AR ESREMN B , HEE VPC
Lattice RFUFREFZAXEZERA, EXMERT , MARFASOEREREIA G LHEER
HREK, LBEE RUFER Application Load Balancer WE T BRI EE 7 R HIIBES VPC Lattice X
BWIheeEA6EA |, i IAM BB RIEFMRNARE VPCs Ik 7 #E#E,

BR 1

o BOULUNREANRNENBARFHEEEREM AN VPC Lattice BFR4A ( EHE A ALB ) R K B #7,

- BEZULUENARFATEESREMAIFEA VPC Lattice BIFEAMWE SR , AFMNTER VPC
Lattice BRE A,

« VPC Lattice 727 ALB XENBHRARMETIRARE, BEUUENRIGESERS , hEMERE
HEFWEREREBEETRARE, BXELERE , BSRNARFARSEHRAFERHTNER
HAEBETRARE

TERFAF
IR R ARRF ARSI | WEEM N VPCLattice BARAN B iR, MBEBRLMFAUTARM -
- ABUERHTREARL R,

5 B R AR B9 ER 55
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- NARFARIESESME VPC Lattice B RANTRE—K/F , FEXILTEHRES

- NARFAEEERLAE VPC Lattice BArAM FR— VPC A,

« BT LAE Application Load Balancer L/ HTTPS ¥r2gkR& 1k TLS , B HIER VPC Lattice IRS
FERAEMFEERMEEN SSL/TLS iEH,

- EfE X-Forwarded-For ifR#rkF{RE VPC Lattice RESHEF % IP , HTFNARF RS
#3258 routing.http.xff_header_processing.mode HIBHIREN Preserve, MIRER
Preserve , fiE G HRE HTTP ERPH X-Forwarded-For #rk , HFELKAF BHRMT
HEME R,

BREZER AR (NABRFABGESRASER) PHNLENAERF REHEE:R,

FE1: 6lZ ALB KRB BEFA

ERANTIRZBIRE, XS , VPC Lattice TXIEFXNALBEHREH AR TRERE., BETUNN
ARFAREERNEMAREZTRARE, BXEZER  FEANARFAESEESRAFEEF
BB REETRARE,

EoZ B4

1.

S

9.

10.
11.

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

ESMBEKTE VPC Lattice T , &3F B 54,

EECEBRA,

EREEEMAFAGEENENELRRET , ERNARFARSEREN BIRRE,
NTFEMREER , MABREANER.

NF “HPUCHTTP , EFHTTPS, HTCP, BIRA MM IAIS HNEDR AR F A8 I9 % 38 #1725 1
WIEHEL,

NFwmO , EEBMEANIKD, LisOXTERNENARFARSERNMITRKOCTE, SHT
LEABNARFATSER DRMOTHRRD , ATRESELIEENBHFARD,

FF VPC , B EECIENSNARF AR ERMEENERELFER (VPC) . It VPC K
ZR8E VPC Lattice &RH VPC,

R FPWARA | %55 AR F ABSEE RSN IRRE,
( A% ) BIEAPTRNIRE,
ﬁ?%jt_io
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Amazon VPC Lattice AFiEmE
FBR 2 FNRAEFASEESIREMN BT

&R LA BN S AR fE R A B 0 T 2R E A 0 B AR

BERNAREFAEISERRIEM N B R
1. &M EEM.
2. NTNARFAHSES  FERNBNAREF A9 ERS.

3. XWFwA  RERUNFROFIRBEFTEEEFTRANKO, v AAMERNENARF ARG ER LN
MAEMATRKAOLTE, MREXECERONERLTAE , REFTEIEINAEFARSER,

4. EFCIEBR4EA.

ZIRTEN

HRIANBERT , RS ER HTTP/M1.1 @ BHRAIEER. BB UM AFER HTTP/2 = gRPC @B
BREIEER,

TRLCE 7 iERPWA B RA PR ETAENER,

BRI SRR 2R gR

HTTP/1.1 HTTP/1.1 FXZh

HTTP/2 HTTP/1.1 FXZh

gRPC HTTP/1.1 2R

HTTP/1.1 HTTP/2 iR

HTTP/2 HTTP/2 FLZh

gRPC HTTP/2 WRBFRZE grPC , MK
HTTP/1.1 gRPC 2R

HTTP/2 gRPC MR POST &K , MK
gRPC gRPC BRI

FR 2 RNRRFARBEREMN B 57
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gRPC thiURAREZEI

o ME—ZFFRVIAT IR HTTPS,

- ME—XIFHBFREE R INSTANCE M IP,

- IRFZ BT gRPC &R , FHRESD. RS M5 AN gRPC A BB EIAE N B R4,
« TEERf Lambda BEREUBE B ¥R,

HTTP/2 thill iR ARV E ZE I

o ME— RIS ERIHNR HTTPS, EA L BFRADIUERE HTTP 5 HTTPS,
o ME—SZRFAYTUT BRI R IE [ A E Ve L

« BE—XFFHBEFREER INSTANCE M IP,

« REXFERABFHREOR. RETIFREB TR,

VPC Lattice B r4EMRE

ERBTESMIRAE (B0, AR, FIEESHE) XMEREAHRTIR,

BRI BN BREARMSNMRE, BNERENRERLARME -/, MREFMNIFEFHNRESR
EBEHREAXEK , B NERZIRENE.

FASEARE S5 T BURFEL BR
PR &1

. BAIRBRHFEH LR -50

« BRZAKE - 127 4 Unicode Z4F

« ZRAXEKE - 255 4 Unicode Z%F

- REENEXD K NE, ATFEANFTRHESETA UTF-8 RXRTNFE, ZRNKTF , UARIAT
BHRFHF: +-=0 1/ @. BTEFANSEEIEEZEE,

- BOERESEMBEFEMaws: 5158 , RRCEREBME AWS A, BT 15mE MR 8T 8ke0
HREENRE. EFRTTENFREFIT AT NERORSHRE,

fE Rz & E#H B R EARIRE

1. FTFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
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o bk~ ©

ESMERTH VPC Lattice T , B BHr4E,

EFBEENEHRUTFHFEAEERE,

EBRIREET <,

ERNRE | BERRINGE  ARRANGSEIGEE, ERNEMIRE , SEEFMFIREL,
WINEFRZSE |, %# Save changes ( REEH ) -

EMBRIRE | BRBIAENERE , RARIEERER. RAHTHIAE , WA confirm , A%
MR

EEHEREANGTE | BER AWS CLI

£ H tag-resource M untag-resource s

PN
T o

il BR VPC 38 & B 74

R B FRA KRBTSR AR RS A, NATSMERIZEFR4E. MERBFAT2FEEEME
BFRAR B iR, MRETEFECTMH EC2 26, M AT LUF 1EFRLL 1E %K,

£ 25 & kR B 74

1

2
3.
4

FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,
ESMERTD , EFEBRA,

TR BRANEEE , REHREFRRENMER.

BRBITHIAR |, WA confirm , RFIEEMIER.

(55 FA A BR B #R4E AWS CLI

£ delete-target-group B
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VPC Lattice R BV VT ES

EF IR EREHVPC Lattice RSS2 8l , BATURIM—MNEWER. MITER R —MEAGEEN iR i
AKEEREFEROHE, HOUTRELHMURE T RS 2RISR % B B FEEMH B 5.

s

[N
---------------- » I e
O il T ! Target group 1
Rulas -Lh""-.. i
-. ) ST

service {:E i‘:}

Target group 2

AFS

- MrSREE

« VPC Lattice lRZ# HTTP {i¥7 38
« VPC Lattice lRZ5# HTTPS {738
« VPC kBB RFH TLS Mlrss

« VPC Lattice RS K {1 Ar 28I

+ BB VPC S B IS5 #0117 28
T BREC &

TR R BT A® O

o i : HTTP, HTTPS, TLS
« ¥wHA : 1-65535

MRMITERFILR HTTPS , VPC Lattice FHELEMEE S VPC Lattice £ FQDN <Bk#y TLS i
$, VPC Lattice X3 HTTP/1.1 M HTTP/2 LK TLS, HIEFEH HTTPS MT=SE B RS R , VPC
Lattice ¥ R AREFEMUNE (ALPN ) B31#E HTTP M, MER%&A ALPN , VPC Lattice B
INER HTTP/M1.1, BXEZER , BESH HTTPS T8,

VPC Lattice AJLAMiIT HTTP, HTTPS, HTTP/1.1 ;1 HTTP/2 , A EAX LM AE BHRERE. &K
MAERITES A B ARA I ITE . VPC Lattice BB IFMRA 2 B ARMERHNBEN TR, EXE
ZEE , BSR LR,

=T 60
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BRI BIR TLS MTs kMR ENNARFBEEMEZERE , MAR VPC Lattice, BEXEZEER , 55
5 TLS {iiir 28,

VPC (B EARETRFTHE, WebSocketsB 2 , BMHATLUER TLS MVrs3siEY VPC Lattice &Rt
1T8A , EEZET WebSocket IR -

VPC Lattice fRSSH HTTP {1 T8s

MraR B A TR EEZEFERNHE, B UEGIE VPC Lattice BRSFBYE X AIYTER. &7 LABERT @ ARSS
AN DA YT 25 o

WREENESHEEENRSCIE HTTP 185, EXCIBZFERAEMMUHNKITSINESR | 55
FIHTTPS {TEs M. TLS {NITES

FRFMF

o ENHELKBRENNBIZIATITIIAN |, EAIEECT AR VPC Lattice BirdE, BEXEZER |, 55
% 87 VPC Lattice B ¥r4H.,

o BAILEZSMITSRFIEER—MNEFRA , BXEMTEXAETE—ES. EE VPC Lattice RS
FEEFA B AR | ST B FrA RFEMRE M VPC Lattice ARSIV 236 Ao

I HTTP il ss

$& 0] LARE Bt /E R S5 A i AT SR AL A o R ERECE — MR O, AT AEFImERSIRS , AN
BRIAMTUTSR M EE — 4 VPC Lattice B#rl. BXEZER , F5H T=REE,

FEREH AN HTTP (YT

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
ESMBEKTEN VPC Lattice T , ERRS.

ERRSEMUIT AR FAEENE,

ERBETF L, EBFMIITES.

NFFTEREH , B LURE B E IV A , Al LAAE A 0 U 23 A9 i Fliw O 4E R T 88 &

o BEENBENEMREZTEE 63 MNER, ENKFFNSMBRISIMRHE—N, EXFE

fF:az, 0-Q FIERRF (-) . THENEFFAEE—INIRE—INER , BFEERES —NE
FRZiE. SIBETEEHREN.

6. XTImO , B HTTP , AFWAROS,

o M w0 bd =

HTTP {725 61
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7. NWTFERIARSE  EFEEYOREMN VPC Lattice Brd , ARERESIBRLZEFEANNE, HE
HADEHNRETAHTIREBMARBRENRLER. Sl , MRANEREAEFHEENNE ,
NN BAREFER—FRE, MRREET —NEREA , W 100% BREFFRES - BF
4,

B LUER N BIARERMSE — N BRE, BEFMRE  RAEERE-MERAHEEEANE,
8. (& ) EARMEAMMN , FEFRIAN , RAEWARNB B, HER, FEMRE,
LA LAZERANEE—N 1 5 100 2EBNREERES. NTRTEREFLERERNZ A

e ANBELEFIFF MREEZRSE) TEN. KREFERIAAN, EXEZER , F5
B2 T ER AL,

9. (W& ) BRMFRE , ERFTMITHGREL | EFRMFIRE , ARRAGRLERNFEE,
10. RELNEE , RFIEFRM,

ERH HTTP (10T8Es , R AWS CLI

5/ create-listener i S RIREBFBRIAFN A IUTES , HERA create-rule v 81 Z E AT IFMN,

VPC Lattice fRSSHI HTTPS {1185

MITER R A TREEZEROHRE, ST NECIRRSHENYTR. BT LBER E VPC Lattice Y
AR S5 A Do UT 27

B AR HTTPS {¥Tes , ZMUTESfEA TLS AR 1.2 = TLS 1.3 B4 15 VPC Lattice §9
HTTPS i%3%, VPC Lattice HMEBEMEES VPC Lattice £ TERETA ( FQDN ) XK TLS
iE$. VPC Lattice x# HTTP/1.1 1 HTTP/2 L/ TLS, HEMEM HTTPS MUTESEE RS A , VPC
Lattice i@ 3 N AR FE MR (ALPN ) B3IHE HTTP . REHE ALPN , VPC Lattice Bk
INMER HTTP/1.1,

VPC Lattice FAZHEFEN , XEKREUTUER —HR EFEEZ MRS . VPC Lattice I BNEF iR
BREAHFERSFSEF/EMIETR (SNI) B TLS, FXFMENE FiwER (ECH) MinZ RS R A Mg
& (ESNI)o

VPC Lattice AJEAMiIT HTTP, HTTPS, HTTP/1.1 1 HTTP/2 , A EAX LM AE BHRERE., X
s BB EAREELHA., VPC Lattice BIEMNFRA 2 B ARFMERNWENIE, BXE
ZEE , BSR LR,

NAREWNARFREZRE | FRNOIE TLS 0Tss,. X TLS E&E , VPC XKHBEEF LK 1E
TLS, BXEZEELR , HSH TLS (nirss,
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Bx

- REKH

« ALPN ZHE

« 0 HTTPS T Es

B2 R

VPC Lattice fFERMZ £ KR TLSv1 .2 M H SSL/TLS ZBIRNVAE, ZHNEFFImMRSES
ZHABNZLERE AP TREZSHEM VPC Lattice FHRS 2 BERNFTERBEEIAE, BEE
FEAMEZAUREBEENMESE L, MUEASHEBNRTFEHTNE, TEEDPEIES , BF
iw# VPC Lattice L £ INFIREE B XN ZBMNDINUTIR, RIABRLT , RS ERERRS S
SRPEFMA—NEF RN ZB TR E —NEB,

VPC Lattice A TR L FERALT TLS 1.2 SSL/TLS & :

 ECDHE-RSA-AES128-GCM-SHA256
 ECDHE-RSA-AES128-SHA
 ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

* AES128-SHA

* AES256-GCM-SHA384

* AES256-SHA

VPC Lattice BT EIFERALLT TLS 1.3 SSL/TLS %45 :

e TLS_AES_128_GCM_SHA256
e TLS_AES_256_GCM_SHA384
¢ TLS_CHACHA20_POLY1305_SHA256

ALPN ZEHB&

NMRAEFEMUHE (ALPN ) 22— TLS § & , HE404A TLS F hello HEFKRIE. B ALPN , &
RS ENERTSER (Hlf0 HTTP/A R HTTP/2 ) EERAH AT,
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HEFim A ALPN E#Ef |, VPC Lattice RS SRF P s ALPN TSI REH ALPN REE#HITLE
Ro MREFIRZIFRKEB ALPN B , VPC Lattice IR 21BHE ALPN SREEH BRI 5| RE M E
#, 80 , RS T A ALPN,

VPC Lattice x#F LT ALPN XKH :
HTTP2Preferred

Bk HTTP/2 WA R HTTP/1.1, ALPN Hi£HFIZRE h2. http/1.1,

il HTTPS {iiirss

YT RREE - MIUARA , ATMNEFRERIRS  ARRAMTRANEE-NEHFRE. BX
EZEE , BEH MTsHEEE.,

FRFM

o ENHEEKBRENNBIZRIAGEITIIAN |, EAHIEECT A VPC Lattice BirH, BEXEZER |, 55
% 87 VPC Lattice B #r4H.,

« BALESMUFESEFEER—MERE | BiXEMresS4ME TR — VPC Lattice 8% . B
VPC Lattice BRE EH BFrA , ML B #rE RFEME M VPC Lattice BRI ES A

- BAILAEA VPC Lattice #REMIES , B A EESHWIEHE S AZ, AWS Certificate Managerf >
EZEER , 1§34 the section called “BYOC”,

EAR& &R HTTPS {m T 88

ITFF L F https://console.aws.amazon.com/vpc/ B9 Amazon VPC 41 &

ESMMBEEFI VPC Lattice T , B RS.

ERBRSEMUTAHFEMAEENE,
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NENBERAFEE—¥NRE, MRABET —NEHRE , M 100% WREFRIEE - EIR
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- FERARSMELEN VPC HR ( RFMLE VPC R ) o
- FEARSME VPC XEk,
FEARSMEREKE , ENREENFM 129.224.0.0/17 KRFARFBNFROE — IP , ZXRIFFR

BETAERE, AWS XX HEERRIIFRAFNIE , VPC Lattice fEMZ5I%K , BT VPC Lattice M
FRREBBAIRS. XA IPs BEEFHMBNEHN VPC BBHERKRF,

X FRFZME VPC i [RF RS ML VPC XBk , RIREESMSKS B RS MEMERE, RSN
FEOEKF 2BHEE, Eitb , Account-B AJLAE Account-C HEHREME (BERFREE ) , A\
ERM IR A UM Account-C T51Al, A TRFLEIEEMEBHE | BT AR Y B S W R IREERE 7]
ERFZBRHZNRSMEF, MREEIFIRE | BBA Account-B BT EM AN FREERMEE
HERTUSHMKS HZWRSMEF,
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BYHAZFREE AWS RAM

HIRELE SR AWS Resource Access Manager, tBAISUEE AWS RAMSHMIk P H =R REE.,
HEBKFPHRERFREEN , % AWS KFHHEF AR TIHRIZER. &7A7E AWS RAMAFER#
BHERLEERREE.,

BRRAREEHZRIRE AWS

o

A AWS RAM 24 A EF LR MBINERREE, SR LA A/
i)

HE
KR, BXEZER ,55H AWS RAM AFEEFNESREZNER

ENERFEEMEENKSHNEM VPC HRIAR , EEFBEIHEZRFREE AWS RAM,
g

FBAalNAREESAEERS, SUMERENAFTRAIEPHE W,

BB H W

HERIER - M AFRIEHBCHNAESBNAENNXE, FEARRREMRE ST ERSREFE
BFEANRREENBEELER, RREMEEHRTREEN LS EN B ELEENRIPRE,

FriRE & Wik
&2 VPC Lattice FF iR B WAL , AEEAEK DNS KiEkTEHZI =,
AWS EEEZE A

FriGE & KUk

1. FFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ES B K PrivateLink FM3BET |, EREHBRIUE

%R FFHREERIE,

£EE P, mAZEENEE,

(Al ) BEMGRE | FERMIFIRE , RAER A ZFSHENE.
%R FFIRIEE RIE,

o g K~ W N

BIITT $RE A WU/ , VPC Lattice RIREIIdM, txtMethodConfigf&wl LAE
FAtxtMethodConfig35E XY &Y 3 & B 3 o
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AWS CLI

LA Tstart-domain-verificationis $ESIE B WIF :

aws vpc-lattice start-domain-verification \
--domain-name example.com

MERNBMTRR :
{
"id": "dv-aaaa0000000111111",
"arn": "arn:aws:vpc-lattice:us-west-2:111122223333:domainverification/dv-
23aab000000111111",
"domainName": "example.com",

"status": "PENDING",

"txtMethodConfig": {
"value": "vpc-lattice:1llllaaaaaaa",
"name": "_l1l1111laaaaaaaaa"

VPC Lattice IREIId#, txtMethodConfig Al LAEMAtxtMethodConfigdk5E XY EHYIT A B
IUF, ELERBIF | txtMethodConfigl RA7R :

txtMethodConfig": {

"value": "vpc-lattice:1llllaaaaaaa",
"name": "_l1l1111laaaaaaaaa"
}
SERIE B BIE

EEREBRIE , BEEE DNS X Rm TXT id%. MREFEH Route 53 , EHEAENIZEBNIT
EXig, HEWMIFHAN , MEFEBELERIE, flin , MREHTRIFexample. com , ALY
BREESTEMEMRIEXEKERalpha.example.com, beta.example.comm A AHITEME AL

¥,

EHERAGIE TXT id% AWS BEEBR#HlS | ESRAEA Amazon Route 53 2§ & 6210 %o

£ Route 53 £ TXT id3& AWS CLI

1. FERAWELUTREITXT-record. json3X##Ichange-resource-record-setsfi :
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{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "_1111laaaaaaaaa",
"Type": "TXT",
"ResourceRecords": [
{
"value": "vpc-lattice:1llllaaaaaaa"
}
]
}
}
]
}

2. FRAUT AWS CLI s S LE—FHH TXT i8FK A NE Route 53 T EXIT :

aws route53 change-resource-record-sets \
--hosted-zone-id ABCD123456 \
--change-batch file://path/to/your/TXT-record. json

fFhosted-zone- id&# i #20K /™ FF FEE X E# Route 53 FEE X ID. change-batch S {E 1S
@ X% () R #Y JSON X4 (txt-Record.json). path/to/your

ERBLZNIEBENRIPIRS , B LA VPC Lattice ##lAsget-domain-verification®®,

RiIgEE , B8 —ELTRIDPRES , BT EMBR, MREM DNS XigS il pk TXT id

% , VPC Lattice 2B} , BEEEHFRIFIFH B, verification-idNREM ER DNS K H#H TXT
123 , VPC Lattice 2F & H1H 1 BIERSIZE AUNVERIFIED, XFRFMEMRNERRLHT K,
RFMELIET RERFME VPC SENRRREN <K, EEFRIEENESE  BEHTRERR
EFREE,

1£ VPC Lattice HF 8|2 R RE &

BIEFREE.

ERREE 84
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AWS EEEH A

EREH SRR REE

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME KB PrivateLink F3BEAT |, EFRREE,

TR R REE,

BA—NEEH AWS IKFHIE—NEH. ERERREERSTEE R AR,
WTFBMERE , NENMNBRIAFRRERRR , n —EAFRFREFHTRA,
ERZ AR B A IR BN — N RIRM X,

(k) EMABENEE , BRITUTE—#®]%E .

MRENFREBEREN single , WAL A BENESE . FIRERE A AER LA K
RSN R E

MRIENFREERES group M child , M4 EELARREEFEEA. #ETX, ¥
RERETUREENSE , XEFHBRAHNFH.

8. (T ) HWARIE ID,

N o g A Db

MRERRIEENESR |, FRHRIE ID, XANLRFRERENEEREEE.
9. LEREFEMFREENRNARNIRAR,
10. ZREEEBIHAZHRNIECOEE.
1. WFXERRE , EELRREERE JUSATHEN RS MEHEREK,
12. ¥ THEFRREE , FEBERRAUGR LR RN EANTRLZ,
13. (A& ) TR MRLREEFFREENERNEL , BEARRER B SMERH B8

o
14. (Wi ) BEERMGE | BERBERNFHE  RERWAZTENRNE,
15. ERAIBREREE.,
AWS CLI

LA create-resource-configurationis S| 22N R REEHNFHEBEENEHAE X
Etexample. coms

aws vpc-lattice create-resource-configuration \
--name my-resource-config \

ERREE 85


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-configuration.html

Amazon VPC Lattice AriEE

--type SINGLE \

--resource-gateway-identifier rgw-0bba@3f3d56060135 \
--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \

--verification-id dv-aaaa0000000111111

LA R create-resource-configurationin SR ZBHA R REEH FHEEENEEX
Exexample.como

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111

LA R create-resource-configurationin S8l F R RREH FEEREHE X
Btchild.example.com.

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com

&1 VPC Lattice ®IEEL & YR B

EEAERREBENHREKS UREKS PNES JULERERRFRREN VPC LinT RSB R
SMERERN VPC KinT RIGAIFREE., Hit , SR FREE N EAR[RBEMIRS MEREK.

EE RSN EIRREK
O 22 S BR AR 55 P 48 5K Bk

(® Note

W RIGAE B ARSS MR R EL B 2 AR REAE IR EHEL I RIFEE |, BREZRN AWS RAM
REERAFBRENERE 2, BXEZFEER , BSHAWS RAM AR,
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EREH & EERSMEREK

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

S M E KK PrivateLink FRBET |, EFRREE.
ERFRREEAMUTFHFEAEFEERE.

IE R AR S W 4 R BRETL o

pri=Jui = N

M VPC Lattice [RFMEHIEFE—NMRFZME. EOIERSFHE , EEFLE VPC Lattice ML,
( WiE ) ERINRE | BRIFRSKERE , BERMFHREL , AR ARSENTREE,

(Wit ) ERNHRSMEER<EE AFAE DNS &% , HiER S HFE DNS . BXESZE
B | S H the section called “BREMEFBEEN B E LIHE

9. EERRFEN.

10. EMIBRRER , BEPREWERE , ABRAMOERIBZENBDER, BTRHETHIAR , WA
confirm , AEIEEMIER,

©® N o 0o bk~ b

EFEAANEBRS &R AWS CLI

£ create-service-network-resource-association #p

EMIBRARSS M 48} Bk , EEA AWS CLI

{5 delete-service-network-resource-association i

EHEE VPC KRigT s x<Bk

BERGEENRREENERER A SREKFPREFTUEARR VPC KT G RIRREE. o0

RENAREEEFAENEE , WA LERAE ATHE DNS R ATF VPC Lattice NI FIRL T R

jﬂﬁ*lﬂ%ﬁ%“‘*ﬁﬁﬂﬁﬂxﬁﬁ X, X8 , ERERUTUAEZESHEERTARFREE. BXES
£8 , 53 H the section called “BRFERAENBELITHE,

AWS EmEmsl L

1. EQEHNRQKRE , FRIENSMEETPrivateLink MRBE , RAFERLHT Ko
2. EERUBWR.

3. EEREEHET VPC NHEREE.

4. %EFVPC, FRNZEA,
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5. (W& ) EFFFFAE DNS HEE DNS &£ |, FiEEZAFAHE DNS B,
6. (®k)E[E VPC HARMRE |, HERFFAMFRL , RERMARSBIRZE,
7. EERBIEIRS.

AWS CLI

LA R create-vpc-endpointas 58I 2 E A FAHE DNS #9 VPC KinT =, FAF DNS EHETIEE
9, VERIFIED_AND_SELECTEDFTiIH B E Nexample.comMexample.org. VPC Lattice X
RNEMZSRIENITE Rexample. comEexample . orgiREARLERE X,

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333 :resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \
--private-domains-set example.com, example.org

EFA A VPC LinT R<Bk AWS CLI

£ create-vpc-endpoint T

EMIER VPC LimTT 2 <Bk , A AWS CLI

5 delete-vpc-endpoint o
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= VPC Lattice SE4&

Amazon VPC Lattice 5 AWS Resource Access Manager (AWS RAM) 55 , AISRIIARSS. &
REEMBRSMERNILE, AWS RAM B2 —T1RS , AJLEESHEHMEE AWS K/~ @ AWS
Organlzatlonsﬁﬁﬂa—ﬁS/\;%ﬁbVPC LatticeS2 k., ffEFA AWS RAM , BALUBN SIBFRE =Rk
ERMENSME, BRAZEEERENAURESEH ;E’J/Eﬁ’%o ERAETEE

- BAREHAL AWS K/ WEFSHIAES AWS Organizations,

« AWS Organizationsf H4A L A EPHIALR # Tt

« AWS Organizations PV BANH A,

BXRNEZERE AWS RAM , i52H (AWS RAM AF1EF) -

!

FTEMRR
- BRKFEH

H= VPC 38 B LR 5o R FZ M4
- BRER , BUEE D OEERAERSE AWS I, SXEREAAEGHIKS RS BN E
B, BTEATREERTORE,

EERNEL j?,':F' HY4H 40 2 v HZ K4k AWS Organizations , %7138 i 5 &= AWS Organizations.
ﬁ?&E%E B, B2 (AWS RAM AF#E®M) W A TTF1E AWS Organizations I Z % R,

HE VPC k@ EEE

ok
&
ha1
b

S EREABERRELE AWS Resource Access Manager, BREAZEIEEEH
ENFERAEUAREREATURITHESE,
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HEEEMARZERMBNVPC LatticeSRE AWS K/ |, BRI R R LK R E XK EEK S 5
HYSEARFERER, HIEE N HESSARQIRKREREY |, AT ERMEABEEK S M2 R BRIV IK S P ER —
AN Amazon FRA (ARN). it , SK4FTE & M 62 X BRAY K = #8 7T LU BR < BX .

MBEEBRALHMH—H , AWS Organizations #EFRA THLARNTHE , LB R FHLAFHER
EipRZHt ;FWE’H‘XFEO BN, HBREQWEMARBRENEE  HEEZZBEREREFHARAE
KAREI PR

EREM

o BULHZ=FRAMVPC LatticeSEE : RSP, RS EREE.
o BASASEM AWS K A HEERMNVPCIIE B4,

- BRESNAIAM AFMABREEE VPC il B,

« VPC LatticeXBHEFEERS. HREENKRSMEHNR.

FRAVPC Lattice® | A HZERWER R4

1. FTFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. HESMBERKD VPC Lattice T , EFRS. BREMERBREE.,

3. ERZHAEMUITAHFMAEERE , AEMN HE W FHER HERS". “HERSMEK”
HHERREE

4. M AWS RAM BRAZEHERFEHLE, EOBERFEHLE , HEFEE RAM Z£H 2Pl F7RHE

¥o

5. &R HERS. ‘HERSNE L "HERFREE.

fEF AWS RAM 24| & £ ZEH AR SKF
BB (AWS RAM AIF#EE) Rt EHRAZ RN I REE.
EHZERENXSE , BERA AWS CLI

£ associate-resource-share s

(o]

EFIEHZEAER VPC Lattice 3k, MIRENMNARAEZPBER. FLEAESERE , IEXEKRNA
FH. TATEENRAENXREELTKEK, AXMEMBEERNLBEER BRI |, ZXBERMAAN
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IKPRER, MRKFABEEEETREAE , S AERARAENAMBEERERKSNEZHE
2B R A9 K 7 B 2R A ER

£/ VPC Lattice 2% & F 1L A Z BRI SKAF

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERMN VPC Lattice T , ERRS. RENBHEREE,

3. ERZAMBMIUTHFEFEMAEENH,

4, HEHEETIFEL | EPRFERXENEIEE , AGEERER.

F/H AWS RAM 24| & F IE HZEBERE
BZH (AWS RAM AAF{Em) PN EHRRAE,
EELEHAZEBENEE | E6EH AWS CLI

£ F disassociate-resource-share i85

MR

fEAH = VPC Lattice SRR |, A T EREMNEEA
SSKFRE &

- REMBABETRIESERE IRV ERS

- RSMEFAEETREMRERE CIZVERS

« BRSSMERFTA & O] AR AR 55 M 45 1Y PR BR 35 R Bk o

« RS MEFTAE W UBEBRE RS M ERBREMIRSTAIKER , Tie0IBXEEIA R T,
ARSS ML F A & A AR AR SS M E R AR VPC XEX,

« RS MEFTAE T AR E R & SRS M ERBEEM VPC BXEX.

- REMEFAEE W AR RS N &N E R IRE B X B,

- TRWRIRT KRB, RS MEFE EE A LLBUE 5 IR S5 M 45 < BR A9 (£ 3R BL B RY R BR .
AR S5 &P & 7] SUHR AR 55 M 48 B9 PR o )UK BiR o

- TRWSIERT KRB, BRSMEFTE HE 7 BLBUE 5 IR S5 M 45 < Br A9 (£ i [BY R Bk

S A E R E RS BV AR SS M 4K Bk
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5P E & AR AR S M 5 AR S5 < BR A9 A 4R AR 55 R 45 rh XU < Bk
- RREEMAE W AR SR IRE BV FrE W& KER.
- RIREEFTRE W SBUE R IREC B 5 H R BRI AR SS M 45 B < BR o
« VPC & T KA & A R EE X RS M & o
« VPC KT R A & Al U BR A i T S5 BRSSP 4% Y R BX .
RAEGIEXBRNIKS FTEEMRSMEMN VPC ZHEI KB,

K HRE

« ERETEMREMNRGEZIRSIAREE

« ERE R BEEUE 5 MRS W 4% R B Y BR 55 20 R IR B B AV < BXo

« SHEBENMEFAE A AR MRS W 4% 5 RS R REIE < BT A < Bk

- ERETERZERSHRSES MU AENEREENAREER S,

- EAETUEREHZIRS M &R A RS KB R IRE B XEK.

- ERAETURBRSRAREESHZRSMEEKEK,

- ERAETUEIERERSMENFAAE VPC KB,

« EREFLUR VPC SR ERSE ML KREK,

- HREREIUEERSMEXER VPCs BIXEX,

- ERAETNGIZRSME VPC LipgT R, FHER VPC EEFHZRIZME,

« ERAERERREMNNVEE VPC EEFH SRS E M GIRZVRSME VPC LixT Ko
HERSHNERETERRS SIREABRIRS WL KB,
HERSMENERETEXRIFEEAAN VPC SRS
HERFREENEAETERRREESMNTRENRSMEAXEK,
HERSWEZAERELEZXRBEANTHAN VPC RS AREE.

« HRETUUHREMNAZNERS. BRSNEHAREE.

« MRANKREBEHERERE | MERE T EFEKRE,

BIK PS4

XA ENEREXN A ZNMEMTREN | XEREFED AWS CloudTrailid FHNEK - E4.
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CreateServiceNetworkResourceAssociationBySharee

SR B8 5 H Z S0 iE CreateServiceNetworkResourceAssociation BT |, &KIELASLARFTE
Z, MRAAERERREE K NZEHFEAEARSFNENTEE. WRBAAFRERSME ,
NZEHNEEARBREENFIES,

CreateServiceNetworkServiceAssociationBySharee

SR B 5 =5 {KiBCreateServiceNetworkServiceAssociation IR} |, RIZASEAFFEE, 0
RARASHEZRS , EHNEEARSNETESE, MRFARAFREZERSME , IEHFE
EARSFAIEE,

CreateServiceNetworkVpcAssociationBySharee

S ORGH 27 B BT H Z RS M & LY CreateServiceNetworkVpcAssociationBt |, Ki%ELL KPR A
&

DeleteServiceNetworkResourceAssociationByOwner

M SR PT A & DeleteServiceNetworkResourceAssociation 5 ZE LA B IER K IZLXBATE E,
MR BAAERERREE , N ZEHEEAEALARSNEXRBENEE. MR BAAERERSME ,
NEHFEEARBERENEE,

DeleteServiceNetworkResourceAssociationBySharee

M SGE B 5 1 S4B DeleteServiceNetworkResourceAssociation BBt |, KIXASLEFRAE
Z, MRAAERERERERE K NiZEHFEEAEARSFNENTEE. WRBAAFRERSME ,
NiZEBEHNEEARBREENFES,

DeleteServiceNetworkServiceAssociationByOwner

Y SR AT & DeleteServiceNetworkServiceAssociation S ESLEIER KX LR EE, R
WRABHEZRS  NEHFNLEELARSNEXBKMEE, MRARAFREZRESNE , NEHT
KRIEA RS RBFTEE,

DeleteServiceNetworkServiceAssociationBySharee

SR B 5 =0 kB DeleteServiceNetworkServiceAssociation R} |, RIZELSSAFFEE, W0
RARASHEZERS K NEHNEKEARSNERESE, MRFAAFREZRSNE , IEHFA
ELARSFIEE,

DeleteServiceNetworkVpcAssociationByOwner

SRR B BN L Z RS WM& LY DeleteServiceNetworkVpcAssociationft , ZELHEAFTE
&
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DeleteServiceNetworkVpcAssociationBySharee

S OROH 5 B B H E RS MK MY DeleteServiceNetworkVpcAssociationf , K%L SSRFTAE
&

GetServiceBySharee

HEREEFREEAHRZRS FAGetService ARt , RIXLZAKRAEE,

GetServiceNetworkBySharee

WM AHBREE TR ZRESMEM I GetServiceNetworkB) , KIZELSSEFREE,

GetServiceNetworkResourceAssociationBySharee

M SRH R B H Z 3Lk iEGetServiceNetworkResourceAssociation Bt |, KEL LA E., W
RAAERERRERE , WZBHNREERSNENMEE. WRBAFHEBRSZME , NiZ=E
HRREAEREENFIEE,

GetServiceNetworkServiceAssociationBySharee
USGH B E S/ ZAAGetServiceNetworkServiceAssociation A lY |, ZIEAZEFIEE. R

BWABHEAZERS  WEARREERSNEREE. MREAFHEBZBRSIME , NEFFRE
LRSFREE.

GetServiceNetworkVpcAssociationBySharee

L SLGE 2 B B H E RS M &MY GetServiceNetworkVpcAssociationff , ZXAKKFTEE,

LA 2 CreateServiceNetworkServiceAssociationBySharee EHM RHIZKE,

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"

I

"eventTime": "2023-04-27T17:12:467",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
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"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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VPC Lattice & A T Oracle Database@AWS

VPC Lattice 1 Oracle Database@AWS(ODB) B AWS EE RS ERIZ M T , HAER{LT ODB
ME AN EBEBE 2 RIRIEE. AWS VPCs 71 T X HFiXMiER , VPC Lattice KREBE 7 SA T4 ¢

ARIABR S5 P £

BIABRESMEEABRBYE default-odb-network-randomHash
ZRIAIRSS P 48 Ui =

Itk AWS BIFRRB B
P S

BEMEERABEBAE default-odb-network-randomHash

VPC Latticexx#F AWS EERSER , IEEMNODBREMITEERK. BRIANEBERT , Oracle =ZEAR
e (OCl) Amazon S3 HEZ M T REARS. B LUEEZAX Amazon S3 1T ETL WERERES
EEEN

212 ODB WM& j5 , BUUERAREETEEEREN AWS EEZH A #iR. AWS CLIA T RAIaGFH5IH
7 ODB MM BMINEE SRR AR LRSS ME AT sE AN EMEMTIR

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

3 ==
/ EL%IJ\
LARSEZETGE A FVPC Lattice Oracle Database @AWS :

« BIEMIER VPC Lattice BEERBRIARFME, BREMFLRIGFT R, BRMAIEM ODB £EE
o EMIBRIXLEST{E | BEHREN ODB MEREAILEER,
- B REETE ODB MEHRWIEEER. ODB ME 2 ANEF K ( HIMEN VPCsEF K ) TAME
RAXLIEESERKILF S3 5 Zero-ETL,
o BTEEREZE VPC Lattice ELiEH) ODB ME Z A EMREEEK.

« Amazon S3 WWATEREREIT R IANRSMELIFET R , R ﬁlﬁ'lﬁf”&ﬂytﬁlﬁkiiﬁo MAESZETL
REFHFEBEIRRMX #1it%Fﬂﬁﬁid?JﬁqQHY*Fﬁiiaﬂgﬂ_ﬂ¥$§FH BEXEZEER |, BESH VPC kiH#
BEM,
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https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
https://aws.amazon.com/vpc/lattice/pricing/
https://aws.amazon.com/vpc/lattice/pricing/

Amazon VPC Lattice AriEE
« Oracle Database@AWS £ EERTWEE /MR,

« BRI DUGEREAHMRSNE —HEEVPC LatticeiRIEMHIR. B AEHM AWS K AR
HERURSME , HERIANEHRNFHLRT R, VPC KB, VPC Lattice BRS5 MR IR

« VPC Lattice FEELA T PRF 8EELE Oracle Database@AWS &R :
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
"ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
"ec2:CreateOdbNetworkPeexring",
"ec2:DeleteOdbNetworkPeexring",
"ec2:ModifyOdbNetworkPeering",
"ec2:DescribeVpcEndpointAssociations"”,
"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation"”,
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
]I
"Effect": "Allow",
"Resource": "*"
}I

{
"Sid": "AllowSLRActionsForLattice",

"Effect": "Allow",
"Action": [
"jam:CreateServicelLinkedRole"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

ZE & A VPC Lattice Oracle Database@AWS , EITEIWEZHE VPC Lattice FRIRFZT ML, BRI MLE
KB BRMR .

&

the section called “Oracle =E#i& i (OCI) Amazon S3 £ E & 17"

« the section called “Amazon S3 i [EIfXR”

« the section called “¥I & # Redshift B9 ETL”

« the section called “iF A FM L= VPC 3k B LK

Oracle =EMi% i (OCI) Amazon S3 EE & 1

LR8I Oracle Database@AWS FIEERT , VPC Lattice 2812 — /& odb-managed-s3-
backup-access NN BRHRE. tEREERTENKIEEES Amazon S3 #J OCI RE& M , HHX
*#5 OCl| #i5# Amazon S3 F#EHIERE, ODB MM S3 Z AR EKIZEFRELBEFF Amazon M
%,

Amazon S3 7 [8] X R

BT OCI #£&& 1% Amazon S3 24 , BRI URIBIEEER , /LM ODB &5 B Amazon
S3, HI&MEW Oracle Database@AWS P& LL/Z A Amazon S3 Access FEE &K AT , VPC Lattice &
ERIARS M B odb-s3-accessHBE—MNE NN RREE, B AEAERFKTER Amazon S3
DHEZEECHWESR  SEETEENZAIME, B LURT 1R 4 5 4 50U SR B SR i g s,

Oracle =EAH&HE (OCI) Amazon S3 HEE&H 98


https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
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EREW

LAT & Amazon S3 Access IEEERREEE

« WAEEHN ODB M BIE —/ Amazon S3 Access IEEE K.

o XFMIEEERN AN ODB M5B Amazon S3 , T FEEMERIABRS ML R E i VPC XBA R AR
EZM KLU T 2 151E Amazon S3,

« BIEFRIARRE AWS XIZH S3 7.

B A Amazon S3 FRIFEEER
FEALL TS B A Amazon S3 Access IEEERK :

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access ENABLED

EREARIEERE TR

&R LAE ODB APl E X S HRIERRE , NTIRIP XS S3 FREBHNIER, T ROIKKEFNEEL
LMEMNETE S3 FREMAYTIRINER,

JSON

{
"Version":"2012-10-17",

"Id": "Policy1515115909152",
"Statement": [
{

"Sid": "GrantAccessToMyOrgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::awsexamplebucketl”,
"arn:aws:s3:::awsexamplebucketl/*"

]I

"Condition": {
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"StringNotEquals": {
"aws :ResourceOrgID": "o-abcd1234"

(@ Note

£/ ODB FEE £ AT aws : SourceVpcaws:SourceVpce , S3 TFE BRI XI5,
HMaws :VpcSourceIpsti,

I &% Redshift & ETL

EAILAUE R VPC Lattice IR RS MERBEHASE ETL, XMITEERGFEMN ODB MEKIEEFIE
% Amazon Redshift , AR B 2 MM A RBIEFERHKIE. ST UFER AWS Glue £ EzFE ETL 18
B , APIs £ ODB APIs T REERH RENEZE R, BXREZEL , 25 Amazon Reds
hift (9% ETL M.

= =30

UTRIEBET ETL £ERMNEEEM
- MREEAXENSETL E£K , WREEFEHS ETL kifE ODB MEHRHISEFl, SEHRSMER
B EMRSMAERS Zero-ETL fBE,

WRMEE VPC KB Est{k

&R LA VPCs A VPC Lattice &) ODB MG E#EFIRS . RFENHME MK, XEEEETH
VPC Lattice iR RRIRRINIRST M 45, BHRMX M BRSS M8 L w17 QIR R

83K E EVPCRE MG R

BRI EMSME | BRERAIEERAZNRSRERREKIZIARS ML, ODB M 45 H 1 & - i 7
BUBE S BRIA AR S5 M) 45t |1 1) BR 55 S BT R o

I 5% Redshift B9 ETL 700


https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.html
https://docs.aws.amazon.com/odb/latest/UserGuide/zero-etl-integration.html
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=80

LT RERESHEM VPC KB B SS{AREEEM

o BELAE RS M ERINEFT RS PELIET . VPC XBk, VPC Lattice ®REMIRS , ETEIEHH
VPC Lattice i3k ODB MEZE BRI E IR, XLXIBEL#HITEE Oracle Database@AWS APls,

BT VPC kB HZEM ODB ML

BRI EHMEF VPCs, IKFH AT HZEA ODB MEARF, BE , THEAENHTRCIER
REE, FREESAER ODB MANMINRRMK. RE , BN REENIRIARS MEHEX
Bxo

HttZEF VPCs S AWS Ik SEAZTREMENEFF JLUEN BEWRESNELET 2= VPC X<B
WX ERR, BXREZEEL , 15 the section called “BIExEx’,

p=c5_R=-B01

o BAVEIUNET ODB MESFIERNET IP WARRE,
« VPC Lattice 7% OCI N2 & ik 1R & #F (SCAN) {I4TEF DNS,

BN VPC kB HZEN ODB ML% 101
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Amazon VPC Lattice v &£ 4

TEEAWS REFZE, fFANAWS FF , BAUZRT TN REARSHLZEHRBEALNERMHY
BRBAE R OMMLZREY,

BHEHEP RN IEECTHEMER FNRBNES, TEAEEXNFEBRAIZHNZEHENzINZS
%

« BRE — AWS ARRPEZPIZIT AWS BRSZHIEME AWS Cloud, AWS ERNERHETUE
EEANES. Third-party FRNAWS EMITRIEMITXIEA K EMN —E5 , FiTIMEN X%
ERMNLZLNERE. ET#HEAT Amazon VPC Lattice WEMITX , iESFAWS REMRITRIXI
S HEENAWS RFEERITXI.

- TN E2M  EAREPNEETREMRELNRNBHITES, EEFENHERREAR , 25
BHBENBRE, SRTANERANERREREN,

RN F B IR T AR VPC Lattice RN A S BRERN, UTEFRTT MAEKE VPC
Lattice , BURRENEZEMMEMEB IR, LEFZ2IMAEREME AWS RS , XERS AP ER
EMNRIPERVPC Lattice /RS, IRFMEMEREE.

AE

- EEXVPCRIE B RSZH I E R

 Amazon VPC Lattice 1 HIEIRRT

- &A T Amazon VPC Lattice # 515 #1156 &2

 Amazon VPC Lattice F & # HERIE

- FAEOLIET SiHE Amazon VPC Lattice (AWS PrivateLink)
- Amazon VPC Lattice K3

« Amazon VPC X BN EMRELZ S

EEWVPCIHE B RSB H B AR

ZBIABERT , VPC LatticeRE 2K , 79 #8470 BA 12 4t 177 2] 1B L& R 55 M 30 TR B i DA R R LEVPC Y 1
BIPR, B LAEN VPC REXHRIRSMELRHW VPC KiFET SFRIKRS. NTFZEKFAAR , &L
fEFHAWS Resource Access Manageri5l P R HZRS, HIREEMKRSME,

VPC Lattice I2fit 7 —MEZR |, LB AT LIFEM KB ZNEKHE defense-in-depth KB

EEX RS HI R 102


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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« B—F — k%, RR. VPC M VPC KinTi RERF ML KRE, VPC AJUEEXEKHET VPC
LR T RIERFIRS ML, MR VPC REEFIRSME , N VPC FHF i & 15 R 5 RS W
BRI S N R REE,

« BIR  MRSRNEBRHETENNERLZERY |, SINREAMME ACL, BEERAIXLE | BB
AYIERE VPC FHBER PR , M2 VPC FHAMEE P i,

« E=F : A[i&M VPC Lattice BiFKM, LA LUSRIIEMNATREMENENES., BE
fREME LR BIEREHNEREERRRE , AZTHENERN. flW, NAFRE AWS
Organizations P4 EALA LML T RIENER, N TFRFEIINEIULRE , REAMEEBEXREA
PIERE | SR IR BE L 7E BR 35 P 48 4% 3l R AR B9 REL R R A R B PR i 1t

® Note
RS M4 L & HRIFRBERERTRSMEPHNEREE.

4RI 75k
« JOUFSRRE

- Z24H

« M4 ACL

5 B 01U SR A2 &I X VP C e id B R S5 #Y 175 1)

VPC Lattice WiERIEZE IAM policy XA, AU EMMEIRS M ERRS , SEHEEEARRE
LURR — ARSI EIRS . 2877 DU — NG IE 38 g B 0 2 S8 B2 &1 7 B 9 BN BRSS M B S AR S

® Note
RS M % LM & BRI R ERTRSMEPHNEREE.

RIFRBERET IAM ET S HNKRE. IAMETHORREHMNE IAM AP, 4586 , FEUXLE
540 ] DAY WRLE BRI AT MR LE R 4. IRUESRREBY DB ARSS MBRSS W &%, BEERNAT , RIERMMET
BONKEBRBREERLAARTEG. AXESFEE , B2H BN THEFE,

30U SR RE 103



Amazon VPC Lattice AriEE

BRILAER AWS CLI MiEHIAEE. AN, ENSIMBRRSTRSME LN S HRIERE, R, &
MEBREORIEREN |, TREE/ Lo TEERE, AN AWS CLI, FEAZNTEBHKX
g, BALERMABRNRIANXE, , b AU --regionsHsHs—RER,

AAE

- BIFRBPNERATER

o BNFRBREYTIRER

- AERIERBPFERANIER
- B (REWI) Ttk

o R5IRE SRR

o BN I{ERE

EFFRERARIERE  FRRUTIEEZER TRSMENKRIERE, X TETENATHBRSH
FEERHMNNR , EULERERNRS LIRER IR,

AR R EE B IE XY BRSSP 4% B9 175 1]

AN AWS CLI & mER AR B R RIEREEENRESMENFRNR. BXEAES AN
Bl , &2 VPC Lattice FRIPRS M4,

5

o [0 AR 55 P 4% A D0 36 E SR AR
- BRSMEHHRIUIRT
« MRS P 45 o i BR 36 UF SR BE

[6] AR 55 P 48 7~ 0360 IE 5% B
BREBAT ARSI AWS CLI A :

- A IAM RS M4 £ B R RES,
« MRFMERFINBIUEREE, MRFTNINKUERE | NFTEREEDFFUBIEL F RIEIR.

WO IE R 104
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/35 U R 428 8l 3 10 57 AR 55 P 4% 78 N 060 AE R g

1. BERSNEZLERABRES , FRSMNEZEBFERRIERE  BEEAES --auth-type &M
F{ERN AWS_IAM HY create-service-network i

aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

MREY , R SFHRERUT AT AR,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. fH put-auth-policy 5% , EEEEEPRMBIERBEH RS ME ID , AR ERMA IR,

Blgn , EAMUTHESHR ID A sn-0123456789abcde 0 W BRSSP 45 6l 2 36 UF SR BE

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON tIZRMEN . BXEZER , FEH RIERBINEATE,

WMRKY , R HRHRERUT AT AR,

"policy": "policy",
"state": "Active"

B3 R 5 R4 6 3 @ A AR S5 P 45 78 036 U SR A

1. BERSRELZRABRES , FRSMEEBERARIERE  BFEHAEE --auth-type M
F{EH AWS_IAM B9 update-service-network i
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aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM

MRKY , R SFHRERUTUTARNAH,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. {5 put-auth-policy 5% , EEEEHEPRMBIERBEARSME ID , AR ERMA LRI,

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef@ --
policy file://policy.json

£/ JSON Bl RBENL, BXRESZEE , FEH RIEXEBTNEATE,
WMREY , ZHFHRERUT A TARNEH,

"policy": "policy",
"state": "Active"

E RS M AR RS T
E 2R AR SS R 4R A9 I E SR A

FHER --auth-type IETIF{EH NONE B update-service-network i

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

WMRZEZFEBRBARIERE , HEAN --auth-type BHUEEMN AWS_IAM Z{TH @ T,
MABR S5 P 45 F R BR 62 AE 5 B
M AR S5 P45 I BR 36 1IE R g

WO IE R
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/A delete-auth-policy

aws vpc-lattice delete-auth-policy --resource-identifier sn-0123456789abcdef@

MBEEFRS M ENIIEREE RN NONE Z B BRIGIESREE |, MIERS KM,
{58 FA 3 I SR BE B EE XY BRSSO 5 [

LA AWS CLI & a8 R R MAER B A RIEREEEN RSN HRNR, BxERAEHENIEA ,
{H5 ¥ VPC Lattice FRIBES -

)

« [0 ARSS AN NG UE R A
- ERARSHBUERE
« MRS Fb I BROE UE 5 B

160 B 55 78 AN 38 IE 5%
ERBUTHB| AWS CLI 5/ :

- A IAM ERS LB AR,
o MRS ARINBIUERM, MRFRNMBIERE  NABEREFTFRBEL B RIEIR.

/3 U B2 8 H @ 37 AR S5 78 D3 E SR A
1. BERSELERBRES  E£RSEBEARIERRE  FEAESR --auth-type BIMER

AWS_TIAM By create-service 5

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

MRKY , Z S FHRERUT A TARNA

Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"dnsEntry": {

I0F SR B 107
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iy
"id": "svc-0123456789abcdefQ",
"name": "Name",

"status": "CREATE_IN_PROGRESS"
}

2. f#H put-auth-policy ai %5 , IEEEEHPRMEIEREA RS ID , URERMA KR,

Bl , FERAUATHSRNEE ID svc-0123456789abcdefo HIRS 0I5 410 E K

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON tIZRMEN ., BXEZER , FEH RIERBINEATE,

WMRKY , R HRRERUT AT AR,

"policy": "policy",
"state": "Active"

B3 R U5 B2 6 @A AR S5 AN R SR R

1. BEERSLEBRABHEEZES , FRSEBEARIERE  BFEHAESR --auth-type EIMFER
AWS_IAM #J update-service &

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM

WMRKY , R HFHRERUT AT AR,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "svc-0123456789abcdef@",
"name": "Name"
}

2. fEMA put-auth-policy & , EEERHPRMEIEREA RS 1D, AR ERINAYIIE K,

30U SR RE 108
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aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON Bl RBENL, BXRESZEE , FEH RIEXRBTNEATE,

WMRML , ZTRRERCT AT AR M.

"policy": "policy",
"state": "Active"

BURFSHRIEER
ARSI H U R
FAEAR --auth-type IETFI{EF NONE B update-service T8

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

MRCEEEBRXBHRIERE  BFEARN --auth-type B ERN AWS_IAM ETHH T,
MBRSS A il BRI VIE SR B
ZMBR S 1 BRI E 5% BE

£ delete-auth-policy &5

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef

MREFRFSHHR USRI T RN NONE 2 BIMIBRIIEREE , MERS KK,

MREARIERRE , ZRIERBEENRSKAEHEIRIENFER , WNRSHEMBERBLALEE

BAXERA 4 (Sigv4 ) ITENBERBERER, BXEZER , B2 B Sigv4 MK IER Amazon

VPC Lattice 3K o

WO IE R
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RIFREANEATE

{EE VPC Lattice RiIFRBEPTANIEZLE IAM REEHE, BXEZEE , 5Z2H IAM AFERT
#YIdentity-based 5k B M & T 7R HY KB o

RIFRBEESATTE

« EE AT TRIEITINRENTRNAZRINARERF. ERIERESD , TAIZEWILRRE IAM
K&, EMHREN IAM REZERIE , LAJFERRINARE (WRSNEFHRS ) RHEER,

EURREETRENERIPEETR, ERATUNEEKS, AP, A€, REAFH AWS BRSH.
BXREZER , H5H (AM AF1EE) FHY AWS JSON EEETE : 14K,

« R BEEHRBEREERENRMER. LERRZ Allow 5 Deny, BIABERT , HEMEH IAM
ERFHERS ML LEAHRIZRE R | TAELTNE RS SRS ME K HIER,

o BRE-ERTRIELRPRNIEE API R4, VPC Lattice X FEAvpc-lattice-sveshIZRIVIRIE,
BXEZER , #2H (RERENSZE) FH Amazon VPC Lattice BRSE X HVIRE,

- BIR  ZRRAEZEHRS

o S ZERTFEN, EALERTEIIREFENRBANER,. EXEZELE , H5H (REEN
£#£Y fM Amazon VPC Lattice BRI E,

EOEMEBER IR , BAIseFLEA |IAM Policy Generator,

BEX
JSON HFHRBEARFESRITHRET,
BOIE SR B Y BRAE T

BOLABEE A — NI R KRR FIFH S ERRVIFR |, ZREFEHAEER <serviceARN>/<path> &
N CHEZRF , H X Resource TEH TR , MU T RHEIFTR.

Y ]
HTTP * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
rates"

I0F SR B 110


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
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S o]
* "Resource": "*/rates"
» "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"

3t <serviceARN> R LLT Amazon BRBF ( ARN ) BRER :
arn:aws:vpc-lattice:region:account-id:service/service-id

g -
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef0"

AR P E AR SR

BRI MR Condition TEPRIZMR |, W —FEHHR. XERGEEESTATIHE , B4R
RTFDUARBEREANREEZRAE 4 (Sigv4 ) SEXEREELEER. R EXDKNIE,

AWS R T TR FEGGENENEFEA4R , flilaws:PrincipalOrgIDHfaws:Sourcelp, &
BEEL AWS BEHRIIR , BSH IAM AFERPWAWS £ /FEM4 ETFXEH,

TRIHE T VPC Lattice . BEXEZER , BEH (BRSFENSZE) FH Amazon VPC Lattice
ARSSEV SRR



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
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RAriEmE

e
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ort
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svcs:RequestHea
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R B KB AR SS v 1 07
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1B 6 38 17 (R AX PR

53R URL R ERZRF

R R (B I 2L 15 [R1 AR PR

B EBERNERS , &
ARS M 4&HY ARN T 1% 15
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80

GET
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content-
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application/
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e i 51 BA Al EATEE BEAT
(2%  gRPC?
iE ) @A
5?
789012:se
rvice/svc
-01234567
89abcdef0
vpc-lattice-svecs:S  REAHERK VPC fFik vpc-1a2b3 X #F =
ourceVpc 7 8] 1 BR c4d
vpc-lattice- BRHEERN VPC WA 123456789 X% =
svcs:SourceVpcO BIK 7 5% 17 (7] £ PR 012
wnerAccount
RBEIRE

HERLSERDBELSL AWS BRNTHBERL. AWS 84N HrXEARNES -

- ¥RZE8 (Pl , CostCenter, Environment 5 Project ) . HERX D KNE,
« —AHNIREE WELEFEER (HlE0 , 111122223333 5 Production ) . BEIRZESEH
HEMEE. 5ERER—F  REERXSKNE,

He
i

BARMIENESER , BEREARSREN AWS FRAY 75 R R

BAILAfE Faws :ResourceTag/key AWS £ /&4 L TN RAE S HRIEREFFERARZ,

LT ROIFEEE TN HEREN RS A BRI EENvironment=Gamma, LB AFERS| HEEER
BARS ARN = ID BYBRSS

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowGammaAccess'",
"Effect": "Allow",
"Principal": "*",
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"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/
svc-0124446789abcdef@/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Environment": "Gamma",

REIRE

] SUARE W OU & 5 15 P B B9 AR S SR IR XY AR 55 M 82 IR Y 5 R AXBR. VPC Lattice X #5fE
Flaws:PrincipalTag/contextZTERFEAF . ABRQERS LWEAEHIRZHTIHERG,
BEXEZER , ESRES IAM EE#THIHRL

LUF ROIR AR B B RE N B R BT R RETeam=Payments, WK ARG ENE , ML
EXMKS ID HAE ARN #HITERB,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPaymentsTeam",
"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/

svc-0123456789abcdefo/*",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/Team": "Payments",
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RAriEmE

EBf ( RERWIE ) F4&

EEEZERARERNERALEEMZA 4 (Sigv4) £F AWS FR B T ERSMEMRERN VPC AHKRBE,

MRBUEREE RV, BR EMHRA LGRS MEPHIRS K B ARELBIERIER,

75136 40F 2R BE
LT RERBZTWIEH E4 K HE R I KL RA,
B RBIFEFER us-west-2 X8 , HEEEHIKS, ID,

Rl BREEER P RIARST AWS 4R

TR R R A EEALERIENFEREFNR , LinEZKEEANRSMNEHNE[RS. B

=, BRLFREBETRAFIEEN AWS BLANEIEA

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": [
"o0-123456example"
]
}
}
}
]
}

T 2 : BR&EEE IAM BE3T RSB ]
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LUTRE R REIEEMNLTRIENERRFNR , ZEREH IAM B8 rates-client X
Resource TEAIEENIRSFZ A H HTTP GET iEK, Resource TERWE RS KM MNEIHY AR5 4H

"Version":"2012-10-17",
"Statement":[

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:xo0le/rates-client"
]

3,

"Action": "vpc-lattice-svcs:Invoke",
"Resource": [

"arn:aws:vpc-lattice:us-
west-2:123456789012:sexrvice/svc-0123456789abcdef0/*"
1,
"Condition": {
"StringEquals": {

"vpc-lattice-svcs:RequestMethod”: "GET"
}

R 3 BREEEE VPC AT KIERN E 45 R RS

AT RS RBIR o PR B VPC X4k (VPC ID H vpc-1a2b3c4dd ) AT RIEHER,
JSON

"Version":"2012-10-17",
"Statement": [

{

WO IE R

116



Amazon VPC Lattice AriEE

"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
}I
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-1la2b3c4d"

}
}
}
]
}
BN T/ERE

HVPC Lattice [R5 EE KT , AWS ITRIBE—BITMEAAHEXNNREE , MBERKINER
EEZER, ERNIEF , RS2 BER LT XHEAMNE IAM 2T 5489 Keg A1 I K wE
AMINERT , SWUEREN AWS_IAM Bt , KBRFNIELFAFER. ABAXKEHNEX R IPRESRIRIA
=8

B

« WEFIEMEXHT IAM BT 5 47 19 R0 M50 UE K BE
o LAY RBEE
« BIEERE (W IAM AFHAE ) REEERMNERSFEHNKSHITRE, MRZXEHBEE allow
B, W AWS R FRFITEN
- BIERSMNENBRIERBERE A ER, MREATHHRIERE , EXFHE allow 58 , I
AWS FXHERBITRN. MREBEAAVED , HERIEREH NONE , WA FLE,

- BIFRSHRIERBRBAFIER. IRBATHFHRIERE , BRXBFAHBED allow 587, NI
AWS T ERFITRN. MRBEXATFIEF , HERIEREN NONE , MIITRIDRREHKLE
RE Allow,

« EMREHANENIELHEREM T,

TEERERIER. REFERN , BXEBATRELERBRLERS.
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Auth Type =
AWS_1AM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
(allow invoke)

FERZLHEES| VPC Lattice PRIFRE

AWS Z2A R HERP A | BHEHXRNEZAWH ENERE, BB VPC Lattice , & LA6I 22
ZEEHFEDELA R VPC EZRRSMER VPC KB , N RER RS M &SR KR L
2R, MBEFEA VPC Lm0 VPC EZEFRFZMLE , MBAILAR VPC KinTT R oBEZE4d,
B, WAL ZEE P EA BN ERENX , LA TFHREN VPC AR RIR,

A
- BEARYE

o ZEEMN

- BB VPC XBWZEA

0

ogeatt| 118



Amazon VPC Lattice AriEE

RERRII&K

VPC Lattice RIEERRIIK , HPIFIEEARSMEXREKBET VPC REFEN VPC EEZR
SMEet , ATEY VPC SEEMBRERER IP ik, X% IP EARMEHEARM IP, EART
AN P,

/

B LV ELZSAHMNAF S| H VPC Lattice TERIZRIIFT, LBREATFRENETFIRRL , 23 VPC
Lattice BRZM 4% , 7@ VPC Lattice FRSS B #5.

i, RiIRER -1 EC2 RAEMAXERES (HRBXIM ) X& (us-west-2 ) FEIE IR, EAIEL
ESKPIREERM—FAN , FEKEB VPC Lattice EERIRIIRM AL HTTPS 150 , MUE XX

FH VPC Lattice REBRAIBAZIEZEH, MRENZ2EARHERAAAEHEMAEZN , WA MHELE VPC
Lattice 2 UASNBEIRERE KB,

VPC Lattice WHEERTRFIREHMT :
s com.amazonaws., region.vpc-lattice

* com.amazonaws., region.ipv6.vpc-lattice

BXEZEE , 550 (Amazon VPC A HEE) HHY AWSHER IR SR,

Windows F1 macOS & F i

VPC Lattice B4R SR P At REEFR A Mt It FI R AT BRI NG i, MREMNIXEE FimiERET
VPC Lattice , MIAMEFHEBE , UEFEENRINEKRTH IP it ELXFEZFFIHHNEE IP ik,
TREH Windows BEF IHEEBEN TS RAE , £H4169.254171. 02T ETRIIRF Mtz —,

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

LTRE#H macOS BEF BN S RE , Ed macOS BFi%169.254.171.0RFEE IR IIRFTH
i&iﬂ:z_o

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0

NBRVUBBEDSEH , RIMNEBWWEEH VPC AWRSMELIRT SRELERE, EXESER |, FS
i the section called “BERSZ MWL VPC Kig T 2 xEBK,
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ZEAMN

TitERELZEH , £H VPC Lattice BIFaFWWM AN VPC ZLABE, BETUBERIFINECH
ZLH,

/:'E = Elﬁ

« BEFWAEZEHANIEFEIVPC Latticey HILRE,

- BRI ZEAMNIZFEIM VPC Lattice B AMRE , BEETRRARERE,

« IREMEF VPC ZRIXRERRIZ2AMN |, 2 H LR Fim A LG E VPC Lattice BRSSP 45
o BRI HY 24 4E AR D4 M BRI Sk B B R A He Ik R &

NERM R B EIEER RN REHEERN H AN
EFERENERMIROEEIR , TR FF RO CIZEBEHAN | N EREES TR

B iE 714 i O3B E Comment
CIDR range for TCP 3306 AN IR K E
resource RBEARE

BRSSP VPC RERHVHEEE A MM N

EEREBNEF IR VPC REAS RS MEXRIKRNRS , AN MITERRKOQIERAWGMAN , FRSIRE
UT B 1 o

KR s i OSEE Comment
VPC CIDR listener listener RIFRBEEFHWR
EIREEVPC

HEEHEAN |, SN EFFwREAFIRE VPC Lattice RYRE

RIANBERT , Z24HATMEHERE, B2 , MRZEEELHLHAN |, MAMAFHEREES
VPC Lattice BT & /EN M UTE5in A MY , MEFRF inEHI v LUEEZI S VPC Lattice RS M & < BXBY P
BRSE. SaLU@iEs| A VPC Lattice WETEFIRM ID KA FLRE,
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B iE 714 i O3B E Comment

ID of the VPC listener listener RFXRBEFFIHNR
Lattice prefix EZFFRaEEVPC
list

HEALH , XM VPC Lattice Fi M@ B #r3E IRV RE

HFHREXE VPC Lattice, At BT EERNEFmLZSEAREBRTEANR. B L5 H VPC X
BHBIZSIFRM 1D,

KR s i ASEE Comment

ID of the VPC target target AR¥FM VPC i B 3
Lattice prefix BiFrHRE

list

ID of the VPC health check health check ARFM VPC B ER|
Lattice prefix B ETRRRE
list RE
EE VPC XEXHZ+4A

FBALERAEE,. ANNEH VPC LW RZEHERSMEXRE, AWS CLI FAR AWS CLI, FidfE
BT HE AWS Xig BB X4 HIET. NREEEEFRNXEFETRS , TUANREXHER
RAXE , ESmT—EEA --region 2,

Fraazal , WINEEEEEFNIRSMER VPC HER VPC HEI2Z24E, AXESRER , B%5
59 Amazon VPC RIFEREHPHNEAZ S HEGRIFERE

EF A4 A ENE VPC BphiRing 44

1. $TFLTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. HESMBEKFH VPC Lattice T , EFRSMHE,

3. EEERSMEEMUITAHFMAEERE.

4. £ VPC XRERIEI L | %261 VPC XBk , AFIEFRARM VPC KB,

XY >


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
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5. &HE—/VPC M&Z% 5 1M &24.
6. EERERFER.

EFERAEFAENAE VPC XBERNBEHREH

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMBEEFE VPC Lattice T , EFRRSME,
ERRSMREMUTFEFRAEERE.

£ VPC XRERETIF L |, EPXBNEEE , RAEROERRENRERSH,
BREZERMAMBERRZ LA,

ERREFER,

2 e

ol VPC XEXeTERARMEZ 24 AWS CLI

£ H create-service-network-vpc-association 8% , $E VPC XK VPC ID MIERMWEZ L4 ID,

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdefd \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

MRS, Zw T RHRERCTUTARRE L.

arn arn",

"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

BEANUA VPC XEBXARMREH LT A , iH6EH AWS CLI

A update-service-network-vpc-association % , IBERSZMNE ID MLL4A ID, XELZLLHLEE
ERXBENEARLH, EMIRN , ELEL—NLL4H,

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
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--security-group-ids sg-7c2270198example sg-903004f88example

/A Warning

BIRERBRAEREH., BXTERRR VPC XE , AREREEAZTLANER TEMH G2
VPC XEk. MIER VPC KRERETZE /D, HLIRMERIFR L7 8 B3R 1% AR 55 M 45 /Y BR S5

EAMLL ACL # &l m[ VPC Lattice BIARE

K IF IR FIHI R (ACL) EFMR B A FRIELIFEN AR HILGRE. BRIARE ACL RFFMEA
WAHEARE, BA AN FREIZBEN ML ACL , h1§§)ﬁ9i~ﬂﬁ§éfao BXEZER , F3H
Amazon VPC FAF#ERAHIMLE ACL,

P
. BB TR M% ACL
. BARFRHIMG% ACL

&R E P i PRI 45 ACL

B MM ACL BMAFEFIHE VPC Lattice ZRIKRE, ZATLAM VPC Lattice FIEE R
R FRAPIRIWAGTFR IP ST,

AT R ASHH R A,
KR T i O3B Comment
vpc_latti TCP 1025-65535 A M VPC Lattice 2
ce_cidr block BEFRIRNRE

BAT 2 va A B9 7= B

BirLiE I % O3B Comment
vpc_latti listener listener RERBEFIRAR
ce_cidr _block EIxRBEVPC
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Bir MBI LE ACL

BRI MNE ACL AAMAFBimOMETIRRERO LMW BEHRE VPC Lattice ZBEIRRE, &
AT LAM VPC Lattice WIEE I 42 51 R RIRELAFH IP stat B .

BATR R AEHLN 7R

IR I % 058 Comment

vpc_latti target target AYFM VPC 3 B F

ce_cidr_block BirHRE

vpc_latti health check health check RFM VPC K2R

ce_cidr block B ETIRRRE
RE

BAT 2 va A B9 7=l

BirLiE I % 0SB E Comment

vpc_latti target 1024-65535 AEMNBEFRE VPC

ce_cidr _block Lattice iR E

vpc_latti health check 1024-65535 AFMERE VPC

ce_cidr block Lattice BV iZ1THRIAK
BHE

B Sigv4 B MIEA Amazon VPC Lattice i& 3R

VPC Lattice fEFAZL B MR 4 (Sigv4) REBMRA 4A (Sigvda) HITEFIRERRIE, BXEZEE | iF
25 (IAM AFiER) PWER T AP IERIAWS ER A 4,

EREW

« VPC Lattice £ R XHEAE A Sigv4 = SigvdA EEMERBITEMHRIE, KRELRIE , HREM,

« VPC Lattice *XIFERAHZLR, MMAKIE x-amz-content-sha256 #rk , HEIRERN
"UNSIGNED-PAYLOAD",

2353 B /WAL HITER 124


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

Amazon VPC Lattice AriEE
]|

 Python

« Java

* Node.js

+ Golang
» Golang-GRPC

Python

WRHBESZEEREECLEBNIBEREZINEMEFEMERS ., MREHFLEFEHIEK , botocore E
AUELRIERRE , BHESIKRER, BXESEE , 55 Boto3 XHFHEIL,

ER&KbotocoreMawscrtHHE , BEAUTHT. BXEZEEL , HZH AWS CRT Python,

pip install botocore awscrt

WMREIE Lambda LEITEFIRNARR , BEA Lambda ZREFMENER , AEFHESHELHN
HEDF,

HEUTREIF , EREECHERGRSUFE,

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':
session = botocore.session.Session()
signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',
'us-west-2")
endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'
data = "some-data-here"
headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}
request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["payload_signing_enabled"] = False
signer.add_auth(request)
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prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGV4A

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':

session = botocore.session.Session()

signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-
sves', '*')

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':

"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

Java

ARPIBRT WAFEABENEEBRNITERES, RNRGIFEARE AWS SDK for Java 2.x FIERIAE
IERMEEE | NERREENEILE, NMREFEFABENEIERME , M AWS SDK for Java
2.x FER—1, NEATF Java B9 AWS SDK A¥FEE HTTPS #TRZENBERAH . BETUY
EEEREF , UXHEES HTTP WARZEZERAEH.

SIGv4

package com.example;
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RAriEmE

import
import

import
import
import
import
import
import
import
import
import

import

public

software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

software.amazon.awssdk.http.SdkHttpMethod;
software.amazon.awssdk.http.SdkHttpClient;
software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
software.amazon.awssdk.http.SdkHttpRequest;
software.amazon.awssdk.http.apache.ApacheHttpClient;
software.amazon.awssdk.http.HttpExecuteRequest;
software.amazon.awssdk.http.HttpExecuteResponse;
java.io.IOException;

java.net.URI;

software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

class sigv4 {

public static void main(String[] args) {

AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =

DefaultCredentialsProvider.create().resolveCredentials();

svcs")

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

.putProperty(AwsV4HttpSigner. PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
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values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1)

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();
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RAriEmE

SIGV4A

W RHIBEEXNWEF MK isoftware. amazon. awssdk:http-auth-aws-crto

package com.example;

import
import
import

import
import
import
import
import
import
import
import
import
import

import

public

software.
software.
software.

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.io.IOException;

java.net.

URI;

java.util.Arrays;

software.amazon.awssdk.

class sigv4a {

http.auth.aws.signer.AwsV4aHttpSigner;
http.auth.aws.signer.RegionSet;
http.auth.spi.signer.SignedRequest;

http.SdkHttpMethod;
http.SdkHttpClient;
identity.spi.AwsCredentialsIdentity;
http.SdkHttpRequest;
http.apache.ApacheHttpClient;
http.HttpExecuteRequest;
http.HttpExecuteResponse;

auth.credentials.DefaultCredentialsProvider;

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsVé4aHttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <regionset>");
System.exit(1l);

}

// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
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.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-
svcs")
.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1)
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} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js

A BIME R aws-crt NodeJS 4P EREEMSER HTTPS HIZ R iE K,

EL¥ aws-crt @ , HEAUTHS.

npm -i aws-crt

WR1FE AWS_REGION IRET & |, AHIFEH AWS_REGION IEEMXIE ., BRIAXIE RN us-east-1,

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http’')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {
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console.error(process.argv[l] + ' <url>')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
)
SIGv4A

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {
const host = new URL(endpoint).host
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const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigvéiheader[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {
process.stdout.write(d)

D
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b
req.on('error', err => {
console.log('Error: ' + err)
b
req.end()
}
)
Golang

WREBHERZERT Go B Smithy KIBA K EEM G o RIZIES AHAWS SDK RABERZEZER, &R

PIFE Go IRAN 1.21 REBRA.

SIGv4

package main

import (
"context"
"flag"
"fmt"

loll
Illogll
"net/http"

"net/http/httputil”

0s
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil
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type stringFlag struct {
set bool
value string

flag.PrintDefaults()
os.Exit(1)

func main() {
flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())

if err != nil {
log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)
}
creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,
}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)
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// Create a sigvé4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

b
// Perform the signing on req, using the credentials we retrieved from the
SDK
err = signer.SignRequest(&sigv4.SignRequestInput{
Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {

log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {

log.Fatalf("%s", err)

log.Printf("[*] Request sent\n")

log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {

log.Fatalf("%s", err)
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SIGV4A

package

import (

log.Printf("[*] Response body: \n%s\n", respBody)

main

"context"
"flag"
"fmt"
"o
"log"

"net/http"
"net/http/httputil”
nog

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {

io.ReadSeeker

func (nopCloser) Close() error {

return nil

type stringFlag struct {

func main() {

flag.Parse()
if lurl.set || !regionSet.set {
Usage()
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cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigv4a signer with specific options

signer := sigv4a.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

b

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the

SDK
err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
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RegionSet: rs,

1)

if err != nil {
log.Fatalf("%s", err)

}

res, err := httputil.DumpRequest(req, true)
if err != nil {

log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {

log.Fatalf("%s", err)

log.Printf("[*] Request sent\n")

log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {

log.Fatalf("%s", err)

}
log.Printf("[*] Response body: \n%s\n", respBody)
}
Golang-GRPC

WREERERT Go RIZIESHAWS SDK k4E GRPC I RMEFEREE., XA UE GRPC RAIK

BB EY

package mai

import (

echo EE%%_EEFH °

n
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"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"
"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"”

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo"

)

const (
headerContentSha = "x-amz-content-sha256"
headerSecurityToken = "x-amz-security-token"
headerDate = "x-amz-date"
headerAuthorization = "authorization"
unsignedPayload = "UNSIGNED-PAYLOAD"

)

type SigV4GrpcSigner struct {
service string
region string
credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {
signer := v4.NewSigner()
return &SigV4GrpcSigner{
service: service,
region: region,
credProvider: credProvider,
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signer: signer,

func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri ...string)
(map[string]string, error) {

ri, _ := credentials.RequestInfoFromContext(ctx)
creds, err := s.credProvider.Retrieve(ctx)
if err !'= nil {

return nil, fmt.Errorf("failed to load credentials: %w", err)

// The URI we get here is scheme://authority/service/ - for siging we want to
include the RPC name

// But RequestInfoFromContext only has the combined /service/rpc-name - so read the
URI, and

// replace the Path with what we get from RequestInfo.

parsed, err := url.Parse(uri[Q])

if err !'= nil {

return nil, err

}
parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")
req, err := http.NewRequest("POST", uri[@], bodyReader)
if err !'= nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}
// The signer wants this as //authority/path
// So get this by triming off the scheme and the colon before the first slash.
req.URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

err = s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,
s.service, s.region, date)
if err != nil {
return nil, fmt.Errorf("failed to sign request: %w", err)
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// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.

reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {
reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)
}

return regHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: messagel})
if err !'= nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v", err)

pool, _ := x509.SystemCertPool()

tlsConfig := &tls.Config{
RootCAs: pool,
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authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer

grpc.WithAuthority(authority),

grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-sves", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)
if err !'= nil {
log.Fatalf("did not connect: %v", err)
}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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( SSL/TLS &% ) » HIEFE VPC Lattice FRESHBUERBET |, ZBENHAAEEXK,

N RAGAEBIBRYS KMS B4R R AR |, RATBWEFERA PN Hupdate-servicem S MRS HE#
AWS BB & & siMlERiE+F AWS CLI,

VPC Lattice B9in& £ T X

MELETXR—ATMENREN , EFESAXRENMATERATHLANLETXES . AWS KMS
NEETNHAERMZERE , FFEAEREMER FHRIENBEURFLYE S HRIEN N,

IR TLS %4A 5 VPC Lattice 1 TLS Connection manager — &2 F A} , VPC Latrice IRSS I B #RfF
BEERTRANEZHANME L TXH., BALUBRESE CloudTrail BERMME L TX (0T —
TR ) HEF ACM BHEFH XEFR EDF , RIS MNFLEA A TFHA VPC Lattice B
%o

EMBHE , FERFIEHEROME LT, VPC Lattice EFTE AWS KMS &R EHFEHERN
I IRE | Hh B Naws:vpc-lattice:arn , E VPC Xl B RESHITL Z# FIREF (ARN),

THHRHE REEMEPHOMNZE LT, #l0 CreateGrant :

"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"
}
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B L fE “BHHAFIEE” PCloudTraillfiZCreateGrantiZE#E N EHEE CreateGrant,

LT RiZCreateGrantiBEMNEHH £ 18 FZH A RH CloudTrail B4 18,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-06T23:30:50Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "acm.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "acm.amazonaws.com'",
"userAgent": "acm.amazonaws.com",
"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com"
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,
"constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
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"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
I
"retiringPrincipal": "acm.us-west-2.amazonaws.com"
I
"responseElements": {
"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a0591438672413d48758",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

ELEEMCreateGrantRlF | WENEBZAR TLS EEEERE , MR LETXEE VPC Lattice RS
ARN,

ListGrants

WAl LAE R KMS 2248 ID M1k~ ID RiBA ListGrants APl, XI55 RI2MHIEE KMS Z4AN B
BIEK, BEXEZER , 55 ListGrants,

EHRFEHALLTListGrantsi s AWS CLI ZEEFIARBNKFHAEE.,

aws kms list-grants —key-id your-kms-key-id

THR R,

BAmN® a7


https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html
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"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:507",

"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

EEERListGrantsRAIF | WERNEEHZ TLS EEEESR , MBHMRES VPC XEDRS
ARN,

Decrypt

VPC Lattice £ TLS Connection Manager 1 Decrypt BRERBRENILE R , MEER
# VPC Lattice RS 1RM TLS &, B UESHFA L1125 Decryp t P iZDecryptigE(E
ACloudTrail E##HITEE,

AT RiZDecrypti@ENEHH LR P RH CloudTrail EHiEFR.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "tlsconnectionmanager.amazonaws.com"

}I
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"eventTime": "2023-02-07T00:07:23Z2",

"eventSource": "kms.amazonaws.com",

"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": "Management"

E A F Amazon VPC Lattice B9 8 10 #1if [0 & I8

LLREF N B ER AWS Identity and Access Management (IAM) B33 #2 %11 7] BUR{T VPC
Lattice API BR{ERA BH R EH VPC BB &R,

E=3-uil
« Amazon VPC Lattice #1{5 IAM B & £ H
- W5¥ VPC il 2E API &R
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* |dentity-based I 5i# VPC 38 B ER

« EFERAT Amazon VPC KB ENRSHEXAE

« AWS AT Amazon VPC B B IEE R

Amazon VPC Lattice A5 IAM Bt & fEH

EFERA IAM EEX VPC Lattice BWIFRIZ 8T , T #BELE IAM TheE®] B F VPC Lattice,

IAM Zh&E VPC Lattice X
|dentity-based BUR =
Resource-based BUE =
RERE =
REHRE =
ACL B
ABAC ( REEHIIEE ) =
RSAE B
Service-linked & =

E42ME 7 #% VPC Lattice MEM AWS FRFZF MM EXZH IAM TheEll & FA |, 55 IAM BFiERE
ME IAM BL&ERAWS RS,

|dentity-based VPC 3K B Y KK

XBETHEMHRE : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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|dentity-based KI& 2 E AT LAKM N &40 ( Hlzn IAM B, AFASA® ) B JSON R RIS,
XLERBEE AP NASTEMRG TN LR FRHRTHERE, ETHRNACNEETSHONEERE
BEZHE (IAM AFER) PHNERAEFEERFRE L EE N IAM HBR,

B IAMETHSHNKRE , BULEEATRIELNRENTRUARAGFRIELIRENZG, B
THETITE JSON KEEFREAMFIE TR |, B5HE (AM AF#ERE) HH IAM JSON TR 51 F,

Resource-based VPC 338 B R ZpRY 5K B
YRETHRENERE 2

Resource-based & & 2 &K N2 YR JRAY JSON REE IR AWS, EXFETFTARNFREE AWS
REH |, RESEEA W LEHTIIREHIIZ AWS REHSE R R TR, X TF1EH iR ug
WER , RBEIEEETATUNZERRTHLREUREFLAZKETINGT. BXAEETERNE
BE R IgE E 45,

VPC Lattice IFWIFREE , X2 —FE T HRARE , R ERENRSMERRSHHR. BXRE
ZER  BSH £A S AR IR EZEHIXVPCRKE B MRS B 7 H

VPC Lattice XX FHE T REMNNRKE , LUES AWS Resource Access ManagerfE o &7 LU
XEETRFRNREREFEESHM AWS KA REALRNRS. RREEMRSNEEZNNR, B
KXEZER , HSH L= VPC Lattice 544,

VPC Lattice B K B&IR/E
TRERRE: 2

£ IAM RESE AP |, BAIBMNZER IAM BRI BRSS I8 E M API #4F, 3T VPC Lattice , &
RAULT IR APl B¥EWH : vpc-lattice:, 5l : vpc-lattice:CreateService, vpc-
lattice:CreateTargetGroup A vpc-lattice:PutAuthPolicy,

BEEENMBOPEESMRE  BERAESSR , AR :
"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]

U U ERABRFEESTIRE, flan , BAILUEEB AR Get FFAMAABEERE , WTATR .
"Action": "vpc-lattice:Get*"

B X VPC Lattice AP RIEHNZEFIEK , BSH (RFBENSZE) F Amazon VPC Lattice & LAY #E
1E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
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RAriEmE

VPC Lattice B KB &R
THRERTR 2

£ IAM policy FBH |, Resource TRIBEE 7T ZFHEEN —PHEZ PN R, XTF VPC Lattice , 4
IAM policy & AEER TEFER ARN IEER R IR,

B K8 Amazon BIFEEH ( ARN ) BRXEBURTHIR., ZHEEME ARN Y , BRAENHERBEESE

MitalicizedX A,

« HEBEEKITH :

"Resource": "arn:aws:vpc-lattice:region:
subscription-id"

o {UTER :

"Resource": "arn:aws:vpc-lattice:region:
listener/listener-id"

« BTIRMX

"Resource": "arn:aws:vpc-lattice:region:
id"

- BIREE

"Resource": "arn:aws:vpc-lattice:region:
configuration-id"

o A :

"Resource": "arn:aws:vpc-lattice:region:
listener/listener-id/rule/rule-id"

« RS :

"Resource": "arn:aws:vpc-lattice:region:
- BRSM4E :

"Resource": "arn:aws:vpc-lattice:region:

account-id:

account-id:

account-id:

account-id:

account-id:

account-id:

account-id:

accesslogsubscription/access-1log-

service/service-id/

resourcegateway/resource-gateway-

resourceconfiguration/resource-

service/service-id/

service/service-id"

servicenetwork/service-network-id"

Amazon VPC Lattice f{a5 IAM B & £ F
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BRSSP 48 AR S5 R BX

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"

« ARSI IREC B R ER

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkresourceassociation/service-network-resource-association-id"

« BRE ML VPC KB :

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

.- B4
"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"
VPC Lattice KYSRBESRAF52

XEFRHETRSHRESRFR : B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNF LR FERITER
1, UREFARHETRIT,

Condition TEREE UM FMHEEEFAMRNT. BUNCIBRERAZESER (Hla, %T:R/J\
T ) WEHRER , MERBPNFAEEERPNERTE., EEEHME AWS 2R&ZHE , F5H
IAM AP EREPHAWS £ 354 £ TXHEH.

EEFE VPC Lattice ZHHPIIXK , HSHR (RFZRNSE) FH Amazon VPC Lattice S %40,

AWS X EEREFHZANBETRSHFMHENR. BX AWS £2RFZHRENER , F5H IAM A
MTNAWS £REH L TXEHR,

VPC Lattice FHYIG A #ZFIF|R ( ACL)
XEFEACL: B

mEEE IR (ACL ) 2FHEXE (KFKA. AFZAR ) BRBEARER, ACLEETHRRNE
BESREL , B EMAERM JSON R HEH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Attribute-based £/ VPC 3@ BLI 15 [A#=H| (ABAC)

X# ABAC ( REEHHIFRE ) : B

Attribute-based 5 [A#2 %] (ABAC) B —fRIUKEE , TREMATENEEREXNR, EAILUFHRE
MEAnZE IAM SR4EF AWS BIR , ARABiRIT ABAC RBEUATFEZR AN ERIR EAPRE ITH At
TRME,

EETHRZIARERE , BFEEFEA aws:ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys FHRERBHNFZA TEFREFZRES.

WRENBRSN TEMERREBIEMEX=AFMGR , X TZRS , ZEANR. MREMRSN
NTEHIRRREISAMEX =GR, WZERBD

EX ABACHEZEE |, 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRNRZES ( ABAC) 6

1£ VPC Lattice A /A it B X AE
FRIEHELE - 2

ISEHE BRI AWS BRVEHFENR , HERELFERKS IR EE B 0IEMN,
AWS BIUZHBERIGEFES  MAREAKBHRZA. BXEZER , H23H (AM AFE
B B8 IAM ARG 22 EERMER IAM B, AWS RS

VPC Lattice HIRS AT
TERBSAG &

RS ABRA—TURSEME. KREFTREN IAM A6, IAM EE R A LAE IAM R oI, Sl
BRERSAG. BXESZER , E5H (IAM AFER) FHIEER AWS BRSERNENAE.

/A Warning

EUWRSE AN R ATREAL MR VPC Lattice RIZhRE, RETE VPC Lattice IRHHIESHIER
T, TREEBEBRS AR,

Service-linked VPC X BHEN A B
YERSXEKAE 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BSHAXABR -SRI AXKN AWS BRSRSAR. ZRFSTURBEMITEE. Service-
linked B&HIMEEN , AWS K FBEBBRSHAE. IAM EERTUERETRFERSXBKAR
YA R

BXRBIERHEE VPC Lattice RSHEXBRBNEELE , S0 E£AEAT Amazon VPC 3B B/ RS54
xHE,

5 VPC k&2 API X IR

BHART IAM B (MAFRAER ) HAFTE VPC Lattice API RERR |, &1 VPC Lattice BIZREE
BAE PATIR. A, WFEL VPC Lattice 1 , B4R T 1AM SFHMNEM AWS AP HRSER
ERI R BR o

API Fr ERIX PR

M APIHER T RER , K93 T IAM A EREERENNR.

CreateResourceConfiguration

* vpc-lattice:CreateResourceConfiguration

* ec2:DescribeSubnets

* rds:DescribeDBInstances

« rds:DescribeDBClusters
CreateResourceGateway

* vpc-lattice:CreateResourceGateway

* ec2:AssignPrivatelpAddresses

* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DeleteNetworkInterface

» ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets
DeleteResourceGateway

* vpc-lattice:DeleteResourceGateway

e ec2:DeleteNetworkInterface
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UpdateResourceGateway
« vpc-lattice:UpdateResourceGateway
* ec2:AssignPrivatelpAddresses
* ec2:AssignIpv6Addresses
* ec2:UnassignPrivatelIpAddresses
* ec2:CreateNetworkInterface
* ec2:CreateNetworkInterfacePermission
* ec2:DeleteNetworkInterface
» ec2:DescribeNetworkInterfaces
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:ModifyNetworkInterfaceAttribute

CreateServiceNetworkResourceAssociation

* vpc-lattice:CreateServiceNetworkResourceAssociation

* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DescribeNetworkInterfaces
CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

« ec2:DescribeSecurityGroups ( (NEREBEZLANTEE)
UpdateServiceNetworkVpcAssociation

* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups ( XNEREBEZLANTEE)
CreateTargetGroup

« vpc-lattice:CreateTargetGroup

* ec2:DescribeVpcs
RegisterTargets

 vpc-lattice:RegisterTargets

AP X BR
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« ec2:DescribeInstances (X BFRAREN INSTANCE HFFEE)

« ec2:DescribeVpcs ({RHE#RHAKE ) INSTANCE S IP T EE)

+ ec2:DescribeSubnets (XZBARAREN INSTANCE  IP NFFE )

« lambda:GetFunction (XZHB#RARE) LAMBDA BIFHE )
lambda:AddPermission ( X ZEH BfrEEEBRAEE Lambda BB REN T FE )

DeregisterTargets

 vpc-lattice:DeregisterTargets
CreateAccessLogSubscription

* vpc-lattice:CreateAccesslLogSubscription

* logs:GetLogDelivery

* logs:CreatelLogDelivery
DeleteAccesslLogSubscription

* vpc-lattice:DeleteAccesslLogSubscription

* logs:DeletelLogDelivery
UpdateAccesslLogSubscription

* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery

Identity-based Y & VPC 38 B Y BUR

BRNBERT , ARFNARXBEESEHR VPC Lattice BIRNWRR. ERFAFX AR TRIITEREN
R, IAM B2 R A LA 1AM KB

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, E55 (IAM BFiERE) P8
2 IAM X (258 ) .

A% VPC Lattice EXMRENAREENIFAEE , SEFHEREXEN ARN KR |, 558 (RSF
EINSE) B Amazon VPC Lattice Vig{E. RRMEZMEE,

N
- REZEXEK

- T2 TR FTENEAR

« |dentity-based VPC 3k B K 3 B /R 51

)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html

Amazon VPC Lattice AriEE
S S RO

Identity-based REERE T 2B B AATUELNKS PO, HRIZMBR VPC Lattice BIR. XLIRE
ARESE AWS IKF A A, SIESGEBETH AR |, HEFEUTERMEIR

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ELAFIRTFRRHAWS EEXEE, SIERBRAPTH AWS IKF, BRITEBEEDE LEX
BERABIEN AWS BEFRRERE K —DHPONR. BXEZER , 52H (AM AFERE) B
AWS FEE RIS T/EIRBEMNAWS EE K.

- NASENR : £EA IAM REERENREN , BRBEFRITESBHNR. At , BAILER
ERERMET AUNBERRRTHRE , RN SKENRTFAT, BXER IAM NANRBRNESE
B, #FZHE (AM AFER) P IAM PR KB FNER.

o {8 1AM KBRS — S BREITRIAR ;4877 LA [ 5K B 7 00 5% 4 SR BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL KEFFEER, MRERBRSZBEREIZRENHSXE
FARY | Tt AT BAE SR SR B - 3 BR SR AERY 7 (BRI AX PR AWS BRSS |, #5120 CloudFormation, HXE
ZER , B2H (IAM AAF1EmE) FH IAM JSON EBTE | &4,

 f£/ IAM Access Analyzer BiF 287 IAM REE , IR RN Z MR IhEEM - IAM Access
Analyzer 2WIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM IJIRENEN , UHBBEFELZS BEEMLBEN
KE, BXEZEER , BESHE (AM BAFiEm) MM IAM Access Analyzer BiF SR B,

- FEZESMRIE (MFA)-ZIR AWS P B RER IAM AFSRAF , BEA MFA RS %
=t, ZELAR AP BERNEE MFA |, B MFA £ERNBEHNERD, BXEZER |, HS
59 CIAM AFiER) FRER MFA R API 15[,

BX IAM AR REIRNESES , HSH (AM AFER) $18 IAM AR £ HEKEK,

T2 1R AT & A B SAARR

EFAEVPC Lattice EE A Hfth AWS BRZEZ AN EEVPC LatticeIhgE |, B4 E B ENFINNR,
XLENPRABTIETE VPCLatticeFullAccess HE RS  RABREEESRENRARNEE.,

BT TR MBS AR , 5 VPCLatticeFullAccess IEE R —REMH,

JSON

"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
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RAriEmE

"Statement": [

{

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
"s3:PutBucketPolicy"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [

"vpc-lattice.amazonaws.com"

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-

lattice.amazonaws.com/AWSSexrviceRoleFoxVpcLattice"

},
{

}

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"

Identity-based BEE
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RAriEmE

}

ARG R AT HNNR -

« iam:AttachRolePolicy : AFEFIEEENFEE R MEIEEN IAM B,

« iam:PutRolePolicy : AFEFMFLEMRALEIEEN IAM A € K P EX KR XY,
+ s3:PutBucketPolicy : A& FFHEEAAT Amazon S3 FER.

- firehose:TagDeliveryStream : fRiFf#&R Firehose & 5iMARIMBEFITE,

|dentity-based VPC 338 B §9 5 B& =4l
F&:

- EBTH  EBEERFMNEH VPC XEk

- RBTA : AIBSIRS MEH RS XB

o FRTA . RABRFERMEE

- FBTH  QIEBRFSHEXAE

REERB  EEERSZMERN VPC KBk

LT ROVERT — N RHE , ZRBERTEALRBOAS IR, EHNRERRS ML VPC XEREIX
R, BRRTHMAFIEEN VPC MBRSFME, AXREEFRMTEZHANESEEL |, B35 VPC Lattice #Y

REERAR.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation"”,
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [

Identity-based BEE
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myn

]I
"Condition": {
"StringEquals": {
"vpc-lattice:SexrviceNetworkAxrn": "arn:aws:vpc-lattice:us-
west-2:123456789012:sexvicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-la2b3c4d"

REERB : BIRE MRS MY RS KRB

MRERFEAZMERRIZEEX VPC Lattice BIREVIFIR] , M AT LATE Resource TEAIEER IR ARN X
EZREE,

LUTFRBPERT — DR | ZREEFIRSKERE N , FRLKBNAFPTESEERT
CreateServiceNetworkServiceAssociation APl 2ERN RS MRS MR ARN |, REIZRS
Mg, BXIETE ARN BEWIFMHEER , {535 VPC Lattice HIKIE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
]I
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:sexrvicenetworkserviceassociation/*",
"arn:aws:vpc-lattice:us-west-2:123456789012:serxrvice/
svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"
]
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1

REERB N RIFARIIRE
UTRBERT — R, ZRERTEA RN RAFE VPC Lattice BIR L RIBIREMNR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"

1,

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:*/*"

}

KRB QIRRSHXABE

LIBHIEAT AP &R 612 VPC Lattice ®IRAET , AWS IKF® VPC Lattice #0E EMN PR F e8I ZRSEMH*
Af, MRBSHEXACEETELE , VPC Lattice 2ELZHNKFHEIZL AR, RSHEXARRE VPC
Lattice TR , FHEATLL AWS IRF REEBFUEMA, BXEZFELE , 1S5 the section called
“BERERSXKAE .

NEBFACAREERD , BPXMER iam:CreateServiceLinkedRole BEMER.

"Action": "iam:CreateServicelLinkedRole"

BT ROVERT — KB, ZRBER TEALREBNAFA VPC Lattice 8RS HEXABHNNIR,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-

lattice.amazonaws.com/AWSServiceRoleFoxVpcLattice",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName":"vpc-lattice.amazonaws.com"
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SR, REEACRAIERDD , AR S4MER iam:CreateServiceLinkedRole BERN
R, BEXREZEE , 5 H Amazon CloudWatch A FF#8§E Amazon Data Firehose Y % 3% ZI#Y H

==
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#ViewingLogData
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose

Amazon VPC Lattice AriEE

« BXEFEXIZF Amazon Data Firehose BEMNEZE LR |, 55 (Amazon Data Firehose FF X A &
¥E/) PR IAHE Amazon Kinesis Data Streams.,

B REE AR

SERCITERE , BRER AE , SUERT B B S EA B 2 A B 4R,

P
- FERAEEABRIERABE
- EAB AR EER AWS CLI

EREHARRAERBE

BRI ECIRIEEARSME, REIRFREENTR BT, EETUEIRERSMNE, RSIAR
BERERBEBES , ML TIRER,

EERAEH S RESRRS

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. BEERERSME. REIAREE,

3. EEBRENRBATRE.

4. $TFEE BELDIRIFR,

5. NiFEBERMERESR , WTFAAR :

« %&#¥CloudWatch BEA , AREERE— NEEAH, BECEBAEA , FaFaETeEREA
CloudWatch,

- AT S3ITFHEBHAA S FRERE  SREMNR. EiBR S3 FHEE , HRENIRE S3,

« 1%#® Kinesis Data Firehose &R , REER —MEWR. ERIEEMR , iH1ERE Kinesis
el ERR.

6. EERFREFER.

fEA B AiAE BE AWS CLI

£/ CLI &85 create-access-log-subscription/d FA BRE M E R RS KI5 R B F.
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https://docs.aws.amazon.com//streams/latest/dev/monitoring.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-access-log-subscription.html

Amazon VPC Lattice AriEE
A= SRS v =
85 3R IB ER

VPC Lattice X#FEEFin. BN AEMNEREBERMCE , SIS AT MR MFEARLIHTER. x-
amzn-requestid bRk AT A B Fimig EM AL , T LABRVPC Lattice® 5K , RIZEIB#5 , A LATE
R BEFKRE,

BN TR
« VPC Lattice 2 7 8MER B 3h £ B ARk,
- ZEREERNRRA (ERIAR UUID #X ) ,
- ERMIMRFR
- BEEITHER.
- TEE IR RIFR K IR E
- BFIHMEAER

I ( ERIAME R )

LTRREAZFIHWIERIRG , BRIAFT R A VPC Lattice 4 value eo x-amzn-requestid f #53k 4 5k b
W&,

{
"HTTP/1.1 200 OK
x-amzn-requestid: a9f2c7al-6b4f-4c79-9e87-ff5a1234a001"
}
BEFHIREE

« BERHUSUEAREEAANBR LIREMRK , UBZBHERNE,
- EEEW

« FRAETFEERE UUID 183,

- MRHRLEREE 512 £ , VPC Lattice 2FHBM R 512 FF7,

- RUWEEGE , RENIRKER
« HITEERARE
- RIBEER
« HIE R B EMERF
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RAriEmE

M (BEEFIWER )
BT BB P IRARENTERLENERBRA,

{
"GET /my-service/endpoint HTTP/1.1
Host: my-api.example.com
Xx-amzn-requestid: trace-request-foobar"
}

R (BRIABEIE L )
BAF 20 B 7 i R IE B T B AR TB S E AV VR R Y R

"HTTP/1.1 200 OK
x-amzn-requestid: trace-request-foobar"

BRI BESEAR

TREAR T HE BERENFR,

FE iL

callerPrincipalTags 3R PrincipalTags .

hostHeader B SR IRBUFRK

sslCipher ATEMEFi TLS EZEN—
{H A8 Y OpenSSL & Fro

serviceNetworkArn BRI 4& ARN,

resolvedUser BRAHTERRBRIEFRAFH
ARN,

authDeniedReason BRARBIERGRSIELRN R

S8

Format
JSON

FrE&
F IR

arn: aws: vpc-lattice:::
servicenetwork/ region
account id

null | ARN | "Anonymous" |
"Unknown"

null | "Service" | "Network" |
"ldentity"

HEBEERAR
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RAriEmE

FEB
requestMethod
targetGroupArn
tlsVersion
userAgent

serverNameIndication

destinationVpcId
sourcelIpPort
targetIpPort

serviceArn

sourceVpcId
requestPath
startTime

protocol

responseCode

bytesReceived

bytesSent

ik

WRE T EHE ko

B R E AR 09 BT E AL
TLS hx#<,

PRIk,

[X PR HTTPS|#E RS 25 B #its
N (SNI) B ssl EEEEF L
REMNE,

B4R VPC ID,
REY 1P ik R O o
BAREY IP ik Mim o

BR55 ARN,

B VPC ID,
BHRPBE,
5 SR FF 48 B+t iE] o

. BHEIR HTTP/1.1
HTTP/2,

HTTP MR RS, NidFHL
PR KB, BXEZE
B, 5 15k HEREHE

7,

W BBV IE XX HFRKF T,
RIERIEX MR F T,

Format
FRB
FRFE

TLSvx

FRE

VPC-XX XXX XXX
ip:port
ip:port

arn: aws: vpc-lattice::: service/
region account id

VPC-XX XXX XXX
LatticePath?:path
YYYY-MM-DD THH:MM: SS Z

FREH

B

B
B

HEBEERAR

186



Amazon VPC Lattice

RAriEmE

FE

duration

requestToTargetDur
ation

responseFromTarget
Duration

grpcResponseCode

requestId

callerPrincipal
callerX509SubjectCN
callerX509IssuerOU

callerX509SANNameCN

callerX509SANDNS

callerX509SANURI

ik

WRMIF R E BB —
PR RSENE (E
®).

ESRMTT iR e E B & IX E) B #R
H&E— N F W S5t
(Z®)o

FRMBRENREE —F
T ERE R F P iwy &E —1
FHRNEEFENE (2R ),

gRPC IR XHB, BXEZE
B, BARSKBREE

gRPC M. NERFX
¥ gRPC B , FRIEFMTFE

o

X2 —NHE—FRREF , ERR
x-amzn-requestidZEHY & B 38
SEEMRH, EXEFEREF
W, BFRH A EHERREK
DASE I AT W0 22 F R i

250 U0 VT £ S 4
ERAEEH (CN) .
%% (OU),

EMEBZRAEBN (BW
CN) o

FEHEZRAEBF (DNS),
FEREZERABM (URI),

Format

B

B

B

B

FRE
FRE
FRE
FRE

FRFER
FRE

HEBEERAR
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https://grpc.github.io/grpc/core/md_doc_statuscodes.html
https://grpc.github.io/grpc/core/md_doc_statuscodes.html

Amazon VPC Lattice AriEE

FER L Format
sourceVpcArn K HERE VPC B9 ARN, arn: aws: ec2::: vpc/ region

account id
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RAriEmE

FE

failureReason

15, BR Format

FERRERAMMER, TJRER FrFER
BEEE

TargetConnectionEr
ror -BERREEEETBERF
HeP Y B ARo

TargetProtocolErro

r -BARRERERBEHRT
MR, XAIRERAABIRER
T TLS ieKRHFEAT T
W B ARA T
TargetDataTimeout -B&
A B Z2 R R
TargetConnectionCl
osed -B¥R1ETEAIM R Z Bl
KA T ER,

ClientConnectionCl
osed -BEFIHEKE|TE I
B2 BI<F T E,
ClientRatelLimited -&
FPinH 7TiEERES , VPC
Lattice PR T EBEIER,
ClientAccessDenied
-VPC Lattice IE4 157 i%
#IR. £ , authDenie
dReason #4877 fi# VPC
Lattice 384815 RIAY R X o

ClientProtocolErro

r -BERRENBELTEE

., XApERARTFImER
TTRE TLS B R T HH
o

HEBEERAR
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Amazon VPC Lattice AriEE

=B 15, BA Format

* ConnectionDuration
Exceeded -EEIDXEH
RIEEFLEATRIPRE,

« InternalError -REi&

Rt HI A EPEE IR

Bl

UTRRIBESRB

{

"callerPrincipalTags" : "{ "TagA": "ValA", "TagB": "ValB", ... }",

"hostHeader": "example.com",

"sslCiphexr": "-",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
svn-la2b3c4d",

"resolvedUser": "Unknown",

"authDeniedReason": "null",

"requestMethod": "GET",

"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-1la2b3cad",

"tlsVersion": "-",
"userAgent": "-",
nseIVeINameIndication": n_n’

"destinationVpcId": "vpc-0Qabcdefl1234567890",
"sourcelIpPort": "178.0.181.150:80",
"targetIpPort": "131.31.44.176:80",
"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",
"sourceVpcId": "vpc-0Qabcdefl1234567890",
"requestPath": "/billing",

"startTime": "2023-07-28T20:48:45Z7",
"protocol": "HTTP/1.1",

"responseCode": 200,

"bytesReceived": 42,

"bytesSent": 42,

"duration": 375,

"requestToTargetDuration": 1,
"responseFromTargetDuration": 1,
"grpcResponseCode": 1,




Amazon VPC Lattice

RAriEmE

"requestId": "a9f2c7al-6b4f-4c79-9e87-ff5al234a001"

FRAE BERAR

TR#ER T FIFEHF BERE TR,

FER

serviceNetworkArn

serviceNetworkReso
urceAssociationId

vpcEndpointId

sourceVpcArn

resourceConfigurat

ionArn

protocol

sourcelpPort

destinationIpPort

gatewayIpPort

resourcelpPort

oL

ARSS M4 ARN,

BRSSP 45 5R 1D,

AT RZERNL T K IDo

R VPC ARN SUM AP K2 3
# VPC,

W R B B IRECERY ARN.

ATERREEBEEFEN M.
B BIX3Z#F tepo

REBEERRAY IP ik s
Mo

ARIEZEAR IP Huk
w0, XfF2 SN-E/SN-A £
IP,

FIRMX A TIHRA R P i

At Fww Ao

BHRAY 1P 3k MmO,

Format

amn: partition vpc-latti
ce::: servicenetwork/ region
account id

SNra-Xxx

FRER
FRE

FRER

FREH

ip:port

ip:port

ip:port

ip:port

BRAF BERE
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Amazon VPC Lattice

RAriEmE

Bl

J’;{-FTEZ]__\1§IJ H ll_;\% E o

"eventTimestamp": "2024-12-02T10:10:10.123Z",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/

sn-1la2b3c4d",
"serviceNetworkResourceAssociationId": "snra-la2b3c4d",
"vpcEndpointId": "vpce-0l1la2b3c4d",
"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-0la2b3cad”,
"resourceConfigurationArn": "arn:aws:vpc-lattice:us-
west-2:0987654321: resourceconfiguration/rcfg-01la2b3cad”,
"protocol": "tcp",
"sourceIpPort": "172.31.23.56:44076",
"destinationIpPort": "172.31.31.226:80",
"gatewayIpPort": "10.0.28.57:49288",
"resourcelIpPort": "10.0.18.190:80"

e BE RS EE

AETISEAEREHR BEFERN HTTP HiRRBHNER,

BEiRRB AlREM R E
HTTP 400 : &ixiER s BEFRAENERERNEIR, TS HTTP M58,

o BMERIRKEE 60K , S 100 Mrsko
« BEPIRERETENERENZBIXA T EE,

HTTP 403 : Z1E 7[R ENRSEE , B AERRETRAFHIZN,
HTTP 404 : REAEFE FLEEZHERI A EFESARIM R RS WEH RS
HTTP 500 : R&BARSS 2R 45 i VPC Lattice JBEI4E R , flanFT REEE B 4R,

HTTP 502 : TS M%< VPC Lattice & ZI4&

R B &R E
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Amazon VPC Lattice AriEE

CloudTrail Y &% VPC Lattice By B &

Amazon VPC Lattice SAWS CloudTrail —BRFERK , ZRFREA . ALRACFTHRITRIEN
AWS BR%123%. CloudTrail ¥ VPC Lattice 9T APl HABRNEH. BROVBAIFERBVPCE
HERHAMNIEAFMNVPC Lattice APHRERNRBIAR. BXWEMNEL CloudTrail , &7 LU E [0
VPC Lattice R HEJER, ZHERE IP thit, & HiEROSEUREMBIFMES,

BIMEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !

- BREFARAFESILEZRAFEIEREN,

- HREABNE IAM Identity Center AF & H,

- BREFEAACERREAFNBNZL2EIEREHN,
- BREETHHEMAWS RF K H,

CloudTrail FEZ 8220k~ AWS K BRHERI K- AL FiESNRE , HFBEERLLB 35 CloudTrail
SEAE IR, CloudTrail E4AFIEREMTHE 0 RFRRKNEBEHNIES, AJER, T
THATAENIER. AWS KIBEXREZEL , 2 H (AWS CloudTrail AF#ERE) 9 “EH
CloudTrail EHAEIEE". BEFEFHFHLIEFT CloudTrail i BEMRFE A,

ERFZICR AWS K/ 3£ 90 KM EH |, HIEBREES CloudTrailLake EHIEEM® .

CloudTrail &

IRER AL 1F CloudTrail N B EX44£ 5 2] Amazon S3 7@, FABIENFIERE AWS EE4

B BRSXEN, BULUBEIFER AWS CLISIESE XIGZXIFRER, BiSIESXERE ,

RIETA LR AWS X8 FFTEES . RESIZEXIFGRE , M RALEF RN AWS X
HHIERNEH, BRBENESZER , H5H (AWS CloudTrail AFER) N ER AWS ik
FRIZEREMAALDBERE,

BEUCERE  SUER S EEHTHEERESHN — M EIAREZEEEM Amazon S3 F4E1E |
{B & UXHY Amazon S3 2%t . CloudTrail 3 CloudTrail EMMHEZE L , HSHEAWS
CloudTrail Efte BX Amazon S3 EMHEE , i5ZSE Amazon S3 Efts

CloudTrail #8 E4F 8 7

CloudTrail LQ@ ak e AFRINEBCHEHZTET SQL WEM, CloudTrail Lake FEFITH
JSON BN BESBHEM AN Apache ORC B, ORC B — T X IRIER RHTFEHATLALHIFIR
FEER. EHNERSIS4RETSHD  CRETEEINASSASHERSERNEZENT
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors

Amazon VPC Lattice AriEE

AENEHES, NA ??ﬁ%&ﬁﬁﬁ%‘ﬁ’]ﬁﬁ%ﬁﬁﬁ THEEBLEE4ZEFEATHEER, X
CloudTrail Lake WE ZE LS. , 5 HAWS CloudTrail BFEE SRR AWS CloudTrail Lakes

CloudTrail M AEHHEE#NERNASTERA, IEEHEEF#N  ZUUERERTEHHK
BEENENED, EMETURE T EMAEFE#HEHFORE , AREHBEFENRIANZGKRS
Hl, B> CloudTrail EMWEZEER , iIHSHEAWS CloudTrail EfT.

EZERHEMRE  BEERABRBE, BXREZER , SR HRBAE,
VPC ki B EBEHT CloudTrail

EEEHRAESRINFNERIITHEBRRENEE AWS K/, XLEHHRNZEFERREE. BRIAER
T, CloudTrail i RkEBEEEH,

Amazon VPC Lattice ¥ VPC #%iﬁm}*$ﬂ$@?§%1’ﬁiaiﬁ9 EEEH, BX VPC Lattice id3%H Amazon
VPC Lattice 24| HEiE/ESI % CloudTrail , HZ AL D% VPC Lattice APl %,

VPC 3&H B S 4 R4

SEHARREBEMARRIEMNER , BEBAXMERG APIRE, REWNBHATE., ERSBEN
558, CloudTrail BEXHARLH AP HRANAEF#ERRE , EEEH4T2REMBEIRT HI,

LUTF RIS R T & CreateServicel®4E CloudTrail BYE &,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef01234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef©01234567890",
"userName": "abcdef01234567890"
.
"webIdFederationData": {3},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html

Amazon VPC Lattice AriEE

"attributes": {
"creationDate": "2022-08-16T03:34:5472",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
},
"responseElements": {

"name": "rates-service",

"id": "abcdef01234567890",

"arn": "arn:abcdef@1234567890",

"status": "CREATE_IN_PROGRESS"
},
"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

LA R~ IE 7R T &%DeleteService#4E CloudTrail B9E 4.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "abcdef©1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef01234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

VPC & BE4RHAI 195


https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteService.html

Amazon VPC Lattice

RAriEmE

"principalld": "abcdef01234567890",

"arn
"accountId": "abcdef@1234567890",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-10-27T17:56:417",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef01234567890"
},
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
},
"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

": M"arn:aws:iam: :AIDACKCEVSQ6C2EXAMPLE:role/Admin",

£ < CloudTrail FEHAMEELR |, 1521 (AWS CloudTrail BF#E®E)Y £/ CloudTrail & &N E,

VPC & BE4RHAI
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

Amazon VPC Lattice

RAriEmE

Amazon VPC Lattice B HE &

EHVFNEE AWS IKF EARIAEER , LIRS AWS RS, BRIFEFSHUA , BENESNMEHET R

Region-specific, &AILAEREME LR |, B H th—LE T EE M,

EEFE VPC Lattice WELER , iBITH RS EBEIESIA, ESMEKT | &R AWS RSE , RAF%E VPC

Lattice,

BERRESEH , BEH (RSEHFH/ER) PNERESEH.

& AWS Ik BELT & VPC kdE B XA ECER,

Name

KO UE SR R/

BNMARREEN FRAREER

BN AWS XY E % KUk

B RS BT ER K

BRSMEN R IRE ER

MINE

BIMEXFENX
1 : 10 KB

BIMEXFENX
5 : 60 1

BN ENX
=54

BNMNEEENX
=24

BMRXEFHX
15 : 500

W & =

i

| Him |Fim | ¥

| Him

58

WIEREEH JSON A/
BRARKRP,

40 R B E P RIRECE
NWEAHE, MFFME
EFMFEMERH , HEHRR
Supp AWS ort,

BN A AR 2 R i
IENRABKE., WFEEM
BEMEMPRSE , HBER
Supp AWS ort,

A LA BRSS9 B KA
TEs,. MEEMAE
MR H , IEER Supp
AWS ort,

SRS M & < BR Y IR EL
ENZARE. WFEM
BEMEMERS , HER
Supp AWS ort,
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-9BC96FEF
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-73D0F278
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-D64E952E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-6095700C
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RAriEmE

Name

B4 AWS XEH FIREE

84> VPC R BIRM X ¥

BAMUYT SR AN 2K

BONRBHNZEAR

BARS MEHY IR K ERER

B XER RS M S

B XEA RS B

MINE

BMFFHXE :

2000

FAEETENX
15 : 500

BN ENX
=10

BN ENX
=54

BIEXFHX
15 : 500

BINZTENKX
= 50 N

BIXEFHXE :

2000

W & o

| Him

| o | o

7|

| i | Him

| A

58

— AWS Ik EZAN
AWS XA ARBRI &K
BREEHE. WFEM
BENEMERS , FER
Supp AWS ort,

VPC &R IRM & K
2, MFEMEEFE M
PR , iHBAR Supp AWS
orto

AT AR RS ITER E LK
BAANE, WEFME
EMEMRES , HERR
Supp AWS ort,

AILURINE VPC 5RS
W 45 2 18] B9 R Bk R Y B K
LZEHH,

A LA 5 AN AR S5 R 4% Sk Bk
MR ARS . MEEM
BEMNEMPRS , FBR
Supp AWS ort,

BMNXEH R KRS MK
. mMEEMAE AL
BR®# , EEXR Supp AWS
ort,

BNXEH &R KRS .
W0 38 HN A £ A8 R
#| , iEB& Supp AWS
ort.
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https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-5FF8F9B9
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-0DCA4434
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-CF78395E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-75D4A19E
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