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4 BAWS Site-to-Site VPN ?
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Site-to-Site VPN Ih&E

AWS Site-to-Site VPNIEZX LA T ThiE

- BEERMZHARIMA 2 (IKEV2)
« NAT EF

« ERATEMETAMK (VGW ) BLE/ 4 =5 ASN |, SBEHR 1 & 2147483647, &S RAT AWS
Site-to-Site VPN EZENEFF WX T HEZER,

- EATEFMX (CGW ) 2 F% ASN , SEEHN 1 E 65535, &SR AT AWS Site-to-Site VPN
EENEPNXIENTHRESER,
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S\EBBEIE,

+ Site-to-Site VPNIEZER X HFEE MTU X,
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« BIREERIER IPv4 VPN EZDUMER IPv6, BT BRIIEE#EH 012 — Mg,

5k, £ H Site-to-Site VPN B |, HZERUT LA,

« & VPCs EEIIE NN ARG , MITEBWEEMEREHATEER CIDR R,

Site-to-Site VPN &R
EBOLAEAULTEMZEAOMNE, HRFMERE Site-to-Site VPN IR :

- AWS BB A — BMU T A TiFRIER Site-to-Site VPN &R Web R,
« AWS Command Line Interface(AWS CLI) — }‘83& Amazon VPC FE N B FPAWSER S 1R it dp

A
H7E Windows., macOS # Linux 2%, AWS Site-to-Site VPN STEEERANG ST
i EC2

s EXWSITREN—REELR , 5 AWS Command Line Interface,
- HXTHEC2 nSH%I%K , AiF Site-to-Site VPN 55 , BSHEC2 5175 E,
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(® Note
WETSEEEX YD Site-to-Site VPN S S HR KW EC2 TS &

« AWS SDKs— 143 EIE S APIs HAEBFZEZEAT |, fINTEZLR, LBEREHLME IR
B, BXEZEEL , 55 AWS SDKs,

- &Fif] APl — BEEER HTTPS ERARAMEE S API 2#1E. FREWR API A F 5B Amazon
VPC WREEF , BEEELNNARFLEBERINFARGEE |, SlERBEFHEUASIBE RS
THIRNIE, BXEZEER |, {52 Amazon EC2 API &%,
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BEBERMEHETHAMN VPN EER VPN EE/ NN TE, BXEZER |, 53 FMAWS Site-to-
Site VPNI%E Site-to-Site VPN EZE M
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/global-accelerator/pricing/
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B 4EH = AWS Site-to-Site VPN F =,

Site-to-Site VPN iE#ZHUTAHHFARK :
s BRIAAEMXHPENX

s BEPMXIgE

s BEPFMx

VPN EZEMNENEL T AMXHERMNKI SR AWS HHEF WX 2 BRAEMSK VPN RRE,

£ < Site-to-Site VPN ELEIE ZE LR |, IS FHAWS Site-to-Site VPNELH,

REHL%E M <

EELE AMX 2 Site-to-Site VPN E#H Amazon iwHY Site-to-Site VPN E£H 85, ERIBELFER K
HEHEZIEBDIEER (VPC) , HERAMIA M Site-to-Site VPN iE#E,

TERERT VPC MZA#h M %z | £ A EUFEMNXH VPN EE,
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YPM connection I\_x
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BIREE AMXE , ATELAMKRE Amazon InfEEE A BJERER= (ASN). MRFIEE ASN ,
M &ERARRIN ASN (64512) RIZEELT ANK, SIZEMETAMXRE , TEERASN, EEFEH
FAEMKRHE ASN |, 57 Amazon VPC Z#HI8PHNENMMEMXTE LEFERARGE , NEEH

describe-vpn-gateways AWS CLI 55,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-gateways.html
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® Note

ElE AMXF X IPv6 #1T Site-to-Site VPN £, HIREFEE IPv6 X35 | BHEAPHEN
<8 Cloud WAN #4T VPN &2,

Transit Gateway

g MX RS BAATREE VPC MAMs, BXESES | H2H Amazon VPC Hitt
3. AT BUIEH M3 | BIR Site-to-Site VPN HEEEME T B £,

TERERTZAN VPC ERMBME Z BEMAPHRMKIH VPN i, FEMXE=4 VPC E&ZM—1
VPN ##,

Region

E On-premises network
= i ;
—
YPM connection L\_..)
Custpmer
gatgway

&L X EAY Site-to-Site VPN E#EAI LA #F VPN BRIER Y IPv4 = IPv6 RE ( RS IP i
) o AN, REERX X EFINERRRE IP it RA IPv6 ik, BXEZEER |, iS5 AWS Site-to-Site
VPN iy IPv4 # IPv6 FE.

O] LA Site-to-Site VPN EZW B HRMAXMNEB T ARXE nEmMx, BEXEZER , 5SH
the section called “&t& VPN E#H B MK,

Transit Gateway 6


https://docs.aws.amazon.com/vpc/latest/tgw/
https://docs.aws.amazon.com/vpc/latest/tgw/

AWS Site-to-Site VPN RFiERE
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E PR KIRE 2 Site-to-Site VPN EEFE—NNYEREZIBRGNAEF. EULLHEEEENFEH
Site-to-Site VPN E#, BXEZEL |, ES @ AWS Site-to-Site VPN &F K18 &

RINVERT , BHEFMRIEZESAETERRTEMNBI Internet B4R (IKE) S IERFTE
Site-to-Site VPN EIZMBEE, &7 LU Site-to-Site VPN ZEZE B N iEE AWS KT B35 IKE th
iR, BXEZER | 55 AWS Site-to-Site VPN [3i& /5 3%,

WMRIEFEA IPv6 ERINEBBRE IP sttt , NN EFRXIGZ AT IE IPve Sk, HEEEBEH IPv6
i R IPsec B3,

&M

EFRMx B2EE AWS FREIEMNRR , eRXRREMNEFTNEFMKIZE., CIBEFRXE | BEE
EIREEXREHNIRENESR AWS, BXEZEER |, S H the section called “& W I<i&In”,

On-premises network

F Y Customer
—t gateway —
u device

Custpmer
gateway

E¥% Amazon VPC 5 Site-to-Site VPN EEZBSFEH , B EHNNEEER RN NEEENEFERE
EFMXIEEINARER. HEB6IE Site-to-Site VPN EIZER |, BTN NEEHMENEEEE , B8
MEABEERABBESHTUHEE, BXEFPMXERNEBENEESR , HSEAWS Site-to-Site VPN & F
M RIZE o

IPv6 & ™k

ERRIEE R IPve AAZBRE IP WEFMXE , BEEIETE IPv6 it A2 IPv4 thiit, BA[LAE
A AWS EEin4 A5 AWS CLI A2 IPve B M %,
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EEA AWS CLI 82 IPv6 BFMX , BEAN TSRS

aws ec2 create-customer-gateway --Ipv6-address 2001:0db8:85a3:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPv6 it AR EF MXIZREH B Internet TEE A IPv6 ik,

IPv6 VPN ZE$%

Site-to-Site VPN VPN E#ZXXFLLT IPv6 BLiE

« IPv4 S\ ERRZEEEL IPv4 AZBEIED : RELVZEAMX (VGW ), FEMX ( TGW ) M Cloud WAN
EXEFHER IPv4 VPN Ihig,

« A IPv6 AEPHIEEIH IPv4 S\ ERBEE- /o 1F VPN B&iE applications/transport W& IPv6, £ TGW
# Cloud WAN EX# (VGW 7°%#F ),

« IPv6 S EBBZEIREL IPv6 AZPHIES : AFTE IPv6 1T |, S EBREE IP MAIBHIFES IP HXH
IPv6 #usit, £ TGW # Cloud WAN £ ¥,

 IPv6 AZRZERE IPv4 AIBHIEIH : AF IPve AEBRRET 4t , RN ZFFRRENMIERN IPv4 B A
*EDEEO E TGW BF[I Cloud WAN J:Slz%o

EHERA IPv6 S EZRBEE IP B9 VPN £ | E7E 82 VPN EENIEE
OutsideIPAddressType=Ipv6, AWS £B31H VPN RZEH AWS inEi & S EBFEIE IPv6 Hrdit,

558 IPv6e S\ EBBRE IP 1 IPve NERFEE IP €12 VPN £/ CLI S Rl

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

BAILAE A describe-vpn-connection CLI i S EE D H AR VPN EEK IPv6 thil,

EEEBRIBZE X AWS Site-to-Site VPN E#

O] LAEF Site-to-Site VPN EEF RN IZEMKIEREE] VPC, B/ Site-to-Site VPN EIZEH M 5%F2
B, BRBEFAHE—WAE IP i, BIERZRBEUNRBETREIREENS R, H—%KBEFT
A (flm, BgPmxi ) i, RERES BNEEHEENZISE Site-to-Site VPN E#HY ] APZE,

IPv6 VPN & 8
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TERTT VPN EENFRRBE, S&BEETRNTRARXLL  URHESH TR, NEbMLE
FIMRE AWS EAFRPRE, KEAHMME AWS WREMREEFRHEP—KRRE , B0R AWS fIH
HIEHE , WA B HERBE S —&RRBE.

F Reqgion

On-premises network

fRuutér x AN

Virtual —;I<—~' Custpmer
Subnet private : Y ; gatdway
IJE' gateway Router L o !

YPMN connection

Bl Site-to-Site VPN iE#E , FETHRHETENEFIARNXRZFNEEXY , A4S RERENE
B K SEEESKRBENEE. B& Site-to-Site VPN E#EE , BULERHCEE —LRELET, &
o, AWS SEHEINE.

BRIE T BT I T
ZALABLE VPN BB TRAE

< PRETHI  BREBERS AIE 1.25 Gbps ( #IA)

T T
« KEFTREPEE (LBT) : 5%PRE =X 5 Gbps

AB T FRREEH Fi£E# 2 Transit Gateway 5 Cloud WAN #9 VPN E#, BXEZEE |, H5H
ABEFRFRE,

® Note

Site-to-Site TTIEEF MK MERIFF 0 , VPN RBER I BN TEIRFHREEREETT
BRITEREFFMXWIRER, BILEAmodify-vpn-connection-optionsankR%

BRIE T BT 9
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AWS i RFFHEZ HIETISIR, BXFEHAFEE , 1§55 Amazon EC2 T 1T8E F M modify-
vpn-connection-options,

REHREEE

ABEHRRBREAFEREBESRBEXIESEE 5 Gbps H X VP Site-to-Site N B35& , MAR/EH TR
1.25 Gbps, A H 5 B5iE °] A TiE# 3 Transit Gateway = Cloud WAN BJ VPN HE#, XEERE0H D
TERBEW ECMP ( EMZHR ) XN EXMUURUEESNTRNER , HBRESXRBEN TR
FREN 5 Gbps, ABTHRBERITATUTAM

- BIEDROERE  XRTRERERESNARRF. KBEIBAFEE AWS THEAEMAEIHEF L
ZERNEREERENIERS 2R,
- Direct Connect %17 : 1 2t 24#% Fh /0 B FE & 1R ME Y A A & Direct Connect B2 ( 10 Gbps LA E )
REZORNEBIERE,
X5 A] A1
BRUTXE , A XESRHEAREFRRIE
FHA AWS X1
AWS X1 1% B8
ap-southeast-4 W AMX ( R/RAK)
ca-west-1 MERAEI (FRME )
eu-central-2 ROM ( 7RER 4 )
il-central-1 L5 (4 hidEx )
me-central-1 7R (PaBREE )

ERAMPR I

s GERATEEIEHMRI= HME VPN i, TXRFENE AR,
« VPN EENFRBESAERBRNTIREE (895 1.25 Gbps M ETH 5 Gbps ) -

REHRE 10


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html
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© FXEFZE VPN,

- FREHMEZ O VPN ZhEE ( HIZIFAE IP VPN, BHMRELY ) SAETRBENFERMEE,

« MTU RR#&IBA 1500 FF5, F4 7@ NMRFBFEANEEZEE MTU M MSS R/b,

« BAULEHIE VPN EERNBEHL. AXESER , BEH A EF K.

- RBEEREE IPWEFMX (CGW) F e BEXHRRRE —RBEM.

« XA P it EF MR (CGW) TREA T AR HREE,

« RETRBEFTZFEEILMBRENER NAT-T isHo

- FESRNBFESNERATERESRER, THBES,

REH RSB E M

BXRKFR VPN EEENMWELR , IIFE AWS VPN ENTRE LHRE,

yREEEY 5 Gbps

MRBNEEERHRERET 5 Gbps , MATLAFEZ A VPN EEFEH ECMP, Hlin , & BUBEE
RARHREREIHER N VPN EEFEREERKEERFEM ECMP KK 20 Gbps H .

Bt & BB LI AWS Site-to-Site VPN

AT RME XN AWS Site-to-Site VPN EZEEREENEHES , BEEARSH , fIUNEABTE
RN, IKE RAMMBRIZRE, BRI R EGXERREIRT , AL VPN EEZEN LTSS, HEUARS
A i W R EL R IR HER R A M.

LA R A& 7] LARC B BY B& 8 3L T

@ Note
REREIRTAZMRIAME. FlH , IKE RABERANMIARREEDUE : ikevl M ikev2, MR
BAEEBEE , NWABRIAEBFSZREELRTARXE. £HMERETHFESRBRERTEX
BRIVEARRIAE, Bl , MRERBER ikevl /R IKE WA , B8 E ikev2 FFEMIER,

s 33 %4 M (DPD) #E

& DPD Btz JERI MW, DPD BEIN 30 WEKE VPN i OFES — X RIFEZEAY 30 BiE
IANEFRERT, BALEE 30 RESE.

REREEH w


https://docs.aws.amazon.com/vpn/latest/s2svpn/cgw-best-practice.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
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EEIRERE : 40
DPD &R 1E

RERBXImEN (DPD) At e XEMRE, BAILIEE

« Clear : ¥ %4 DPD B4R IKE £1F (Z1EBREHBEREH )
« None : H &4 DPD @8t 7 REUF iR 4E

- Restart : H& 4 DPD B EH B3 IKE &1

BEXxEZELR |, HSFEAWS Site-to-Site VPN B2 B 3h1£ T,

ZiAE : Clear
VPN BEidFiEm

8 Site-to-Site VPN B& , BAILAHEAX IP 4 (IPsec) BE BRI, HEMBZRARHEE (IKE)
7 M K O Z R4 (DPD) HhUHE BRiEAE R,

BEXEZEELR , {55 AWS Site-to-Site VPN B &,

ATAMBEEEN : json, text
IKE RRZAR

VPN B3 2 F K IKE WA, BAIUEE — NS M BRIAE.
2RIAME : ikevl., ikev2
F%E A IPv4 CIDR

VPN BEERRY ( REB ) IPv4 b3t SEE, AT BUIEE 169.254.0.0/16 SLEH K/NA /30 B CIDR
B, EEAMERELTAMXHFIE Site-to-Site VPN #E#Z9 , CIDR R4 2 HE—Y,

(® Note
MNF—NhERX ENFEERE , CDRAELEEK—, BENREN]TH— , NUgELESTF
Mx b pOT R, EERMNEHZ ) Site-to-Site VPN EZ FESFAMEER CIDR Rt

HEETS,

LT CIDR 3R RSRE |, TREFER

BB R38R
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* 169.254.0.0/30
* 169.254.1.0/30
* 169.254.2.0/30
* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30

* 169.254.169.252/30

2RIAE : 169.254.0.0/16 SELEIRNAK/NA /130 B9 IPv4 CIDR 3R,
Pre-shared Z34A 17

HEFM#AER,
. FRAE-TIHZ 4B EEFMHE Site-to-Site VPN RS,

« S@@ ecrets Manager — £ AWS Secrets ManagerfZz ML Z %47, HX Secrets Manager
MWEZER , BHS R Secrets Manager 1858 %2 £ AL,

BRE T T

BRIE X RV TL
- PR — B&E
« K —RBET

o

™ RIRENEBRBENZRATIRN 1.25 Gbps ( #IA ) o
RE KRN FRERE 5 Gbps.

(® Note
ARBEMGER TEZIEMMARE HME VPN EE, ENTAMXERTIIFZY

g,
R&E A IPv6 CIDR

( {XBR IPv6 VPN %32 ) VPN RREEMNM ( AED ) IPVv6 iiutSEE . B LUEEARHM £doo: : /8 SBE
REYKR/NF /126 B9 CIDR 3R, FEEAMEEZBMXHIFTE Site-to-Site VPN E#EH , CIDR R4
ZH—K. MREKRIEE IPv6 M , Amazon £ BIIMIZBEFEERE— /128 FM., TiL—REE
EFME R S#EREFM , Amazon #ERFMHPE—NA AR IPv6 tbut R KR , MEN
mfEASE =N K IPv6 i,

ZRIAE : A £doO: : /8 SEER A/ /126 BY IPv6 CIDR R,

B BREE LT 13
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SNERBEIE IP Hhuk A

SNERRZIE IP thub Y IP a3 R, BATLUEE T L2 —
« Privatelpv4 : ERAFAF IPv4 thiitiBid Direct Connect ¥ Site-to-Site VPN iE#:,
« PublicIpvs4 : ( BRIA) £/ IPv4 st ¥ER S ERRZE IP,

« Ipv6 : A IPv6 st fE SAERBEIE IP. LLETUUE A T HHMKX T Cloud WAN E£HY VPN 3E
%,

WIRESE Ipv6 B, AWS £EZ1R VPN BRER AWS inilil B S ZBB5E IPv6 Hitt, EEIE T RXIR
WM IPv6 Fit , F EHBEHIET IPv6 w2 IPsec BRiE,

ZRIAE : PublicIpvé4
Aty 1IPv4 4% CIDR

(IXPR IPv4 VPN iE#2 ) IKE 2 2 Rt AR A T VPN BREEF ( Atth ) 3mkY CIDR SEE,. It
SEEATERINES , BFRERERS , BN AWS FHETEHEMN VPN, Policy-based T
VPN , BAEMSRH AWS S B ASEHMHNSXFHEMNEED". XNTERBMEREEE
& VPN BRE#TEEN IPSEE. NEAERNBHREE. NACL MR£ARZFIKFRE.,

ZX1AE : 0.0.0, 0/0
IZ2 IPv4 W45 CIDR

({XBR IPv4 VPN 3£ ) 1 IKE 58 2 TRt E AR #E VPN BRiE AWS — AR CIDR SERE, It
SEEATERUGEH , EFBERTRERS , BAX AWS EHETHEN VPN, AWS Tx2#
ETREEN VPN, RACTRZEREHZIAFNREME , FEESEEMXHM VPN 41 Multi-
Path (ECMP) EIhEET#E. X T VPC , XBEH RN VPC B CIDRSBE. M THHEMX , XA
REEIERBEEMN VPC IRMM 4R Z 1 CIDR SEE

FRIA{E : 0.0.0, 0/0
i IPv6 P4% CIDR

(XBR IPv6 VPN iE# ) MK (A ) in £ V@R VPN BRiE# 1TE{ER/Y IPv6 CIDR SEE,

2RIAE : /0
ZFE IPv6 M4 CIDR

( 1XPBR IPv6 VPN E#2 ) AFET VPN RZE# T8E AWS B —IEY IPv6 CIDR S8

HRIAE : /0

B BREE LT 14
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RAriEmE

% 1 M E& Diffie-Hellman (DH) A&
T VPN BRERBER 1 IKE 7T , 21K DH A4S, BAIEE MRS RIAE.

ZRIAE : 2. 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
% 2 MY Bk Diffie-Hellman (DH) B4 515

X T VPN BRERIB R 2 IKE thS , V8 DH AR, BRI EIEE - MRS ERINE.

BIAE : 2, 5, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
BT ER 1 hnEEE

Xt F VPN BEERIBTER 1 IKE I , RN INERE L, EAMEE - MRS MINME,

ZRIAME : AES128, AES256, AES128-GCM-16, AES256-GCM-16
BrEx 2 EEE

X F VPN BRERBITER 2 IKE thil , RFHIMBEE, EANREE - IMRSMRMINME

ERIAME : AES128, AES256, AES128-GCM-16, AES256-GCM-16
MR 1 ERMEE

XTF VPN BEERIBIER 1 IKE hE , RTFRITBMEEE, SANEE - MRS MRINME.

BRIAME : SHA1, . SHA2-256, SHA2-384 SHA2-512
BrEx 2 EBMEE

X F VPN BRERBER 2 IKE thil , RAFHTBME L, SANEE - MRS MERINME.

ZRIAE : SHA1, . SHA2-256, SHA2-384 SHA2-512
B e 1 £ B

® Note

AWS ERSE 1 BrEREWEARMNE 2 BrRE AR FRPIRENFRES S EHRERBH,

MREEBEARENENEFERE , WA HMBREEE,

IKE hES UM ER 1 VA AR , UM BN, ERLAEE 900 F 28800 Z BV EF,
ZRiAE : 28800 ( 8 /MY )

BB R38R
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B Ex 2 £ A H

® Note

AWS ERSE 1 BrEREWEARMNE 2 BrRE e ARFRPIRENFRES I EHRERBH,
MR EBEARENENEFERE , VAR HBREEE,

IKE &R R 2 EREE , WAL, EBALUEE 900 F 3600 2 AINHKF. BEENHF
ABUNTFB B 1 AN

ERIAE : 3600 (1 /BT
Pre-shared #4f (PSK)

MAZE4 (PSK) , HTHEBRMXMEF/ MK ZEZEIUHE Internet ZHARR (IKE) Z2 KBk

PSK W KEXMI 8 F| 64 NFRFZE , MEFBENUE (0) FFko ATNFZHRFEHFZFH. &
R () MTRIZ ()

MINE : 2 M ERNFRBFEFRH,
EREARME

EHPENEREARANEONEXRAEONE oL (HERBARFNEHEE )
ERILIEESNT 0 3 100 2R B 5 LhE.

ER1AE : 100
ERHHAR VAT

E1HMBRME 2MREGEFPIHM AT ZRESE (LA REA ) |, FUHE VPN EE AWS iF
AT IKE EFEA

EALEE— AN T 60 MM E 2 R BIE— K2 HHKT,
FUBANBEYN ST ERE AR ERLERE.

BEEIRE : 270 (4.5 94 )
B ME QXKD EES

IKE BlfE O BUE S5,

B BREE LT 16
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&I LARETE 64 ) 2048 ZEME.

ZRIAE : 1024
BohiRE
F VPN EEZEIBENERITHIRE, EUUEEUATRE :
« Start: AWS 53 IKE thEEAF EBEE. NLHEBNEFRKEE T IP ik i HF,
« Add : BB MXIRESAEE) IKE thEsFRES 3IR5E.,

BEXEZEER , ESFAWS Site-to-Site VPN 238 /5 Z71% 1,

IAE : Add
P& & i = A o A HA 2

B8 i R 4 5 B H R R A i R R T R RO R 0

BEXEZEER |, 53 AWS Site-to-Site VPN R385 = 4 dn B B2 4,

2RIAE : OffF
B O LATE €722 Site-to-Site VPN EZRTIEERZEIEIN , b AT LMERINE VPN EZEWBREIEIN, BXE
ZER , BSRNUTER -

« S5 Bl VPN £
« &2k AWS Site-to-Site VPN B&i& 1% IR

AWS Site-to-Site VPN %38 & 17 16 i 1 T
BB RS ZBARIEDH Site-to-Site VPN BRIEH A# 17 5 HRIE,
MAEZH

MAZHF4A ( PSK ) & Site-to-Site VPN BRERHERIAS R RIEET, SIERRER , BAEEBCH
PSK , B A LA o AWS BEIERK—1. AU TEE 2 —FM PSK :
« EBEEFME Site-to-Site VPN lRFH., BEXEZEE , i5SH Site-to-Site VPN BEF WK%,

 T#f#7E AWS Secrets Manager AL 2%, BHXEMA Secrets Manager WEZER , BZHAE
FA Secrets Manager 858 2 £ Ih &t

VPN B33E & 17 3 iE % 1 17
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RE , EREESMXRENER PSK 4R,
X B WRABFIEHAWS FIERMA G

MREFEEHATREER , NTLER AWS FAEIEBM A BEAFIERI VPN HITHHRIE,

EIER AWS FABIEBMA I (AWS FAF CA) , BEME CA SIEFBIEH EX ACM ME CA
L&, BALUER ACM 1R CA Hi/NEE CA. BXEIEZRBIEFNESER , F2H (AWS RBIEHM
RN AFEE) PRNEIEMEELE CA,

&M B RSS X B BT BEN Site-to-Site VPN FRBim /MY AWS inE R HERIEFH, BXRESE

B | 534 the section called “Service-linked B,

® Note

NTRMTLEEPRM , ET5 CreateCustomerGateway APl HAHTBHMEENIIBESR
MENEP M AN EERIE RS A FEIL VPN E#,

MRETEEFEFSMKIRZM IP i, RITPEFRE IP ipit, WEEALTERFFNXIRZBHET
B IP it , MITFEEFEE VPN EE,

LIEBIEIEP VPN B, Site-to-Site VPN £ & F MIEPRITIERHERIE, BRTEARH CA MIBX
MBI | Site-to-Site VPN ELREEREFE X509 ¥ B , AFENZARRE. £AERARES
FMEXRAR,

AWS Site-to-Site VPN B23& 8 zh 1T

RINVERT , BREFMRIEZESIAELERREMBS Internet B4R (IKE) ha S BRFTE
Site-to-Site VPN EIZHIBEE, BT LU VPN BREEE NIEE AWS SN B HEFH B3 IKE th
B,

VPN B&3& IKE /3 3i&E

LT IKE BRI Al H. BABLA Site-to-Site VPN EREF K — KM KB EREEF — P HHE L
B, BRXERENHEMBELNRENESFAREER , FSHRVPN BEIET,

o BIRE  AFHSIERA VPN EEE Y VPN BEN ERITHERE, BMABERT , EHNEFMX
BE& B3 IKE AU IPEE. BAILEE AWS XK A B3 IKE iz,

kB WRAEIEBAWS FAFIEH M A 18


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
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- DPD EIHRE | REXRMXIiwAQN (DPD) A EERIBVIRE. BINBRT | IKE 2EFL , BBE
K, BB, EBALUEERE DPD @it R4ER AWS BMEHEF IKE 2iF , BAI B ERE
DPD B & £ 5t AWS N EREUEA#RE.

9051 40 PR 1
SAT AL 0 BR 465

- ZR3Y IKE i, AWS FEZNEFMXIZRNAE IP ik, MREN VPN EEEE TETIE
FHEHARIE , HEEFRUBREF,RXBRINAKRIEE IP thik AWS , M AMBIEFHHEF M XHE
EIP Hitit, RfE , SR VPN EEHEEFNEFRMX, BXEZELR , BZ5H EX AWS Site-to-
Site VPN EZNEF R X,

« IKEV2 X3 VPN E3Z AWS /S350 IKE ( B3hRE ) -

« WMERM VPN ZE# AWS MIERA IKE #1281t , WA SFENRE. E2TH=AEMERE , EFET
B, AL, 2 VPN EE AWS iR EIR B BRI ZF M XHY delete SASHER , BN EMHE IKE
.

« MREHFFPRIREN T KIEHEAER R E a3 (NAT) BIREFE , WAAEE S 7
(IDr)e BXMEZER IDr, iE5H RFC 7296,

MRERBMN AWS UER VPN BREEE IKE #%81L , 7B VPN EES —RZWetE (BENR 10
¥, BAEEURTENEE ) | NBEGRSTM, NP REWRIR , BT LAERAMEGEETBERER

keepalive Ping.

£/ VPN R&iE /5 3 AT
B VPN BEEHRTNESER  HSHUTEE :

- EOIEIHH VPN EEHAEE VPN BBER AT , FHITUTRE : TH 5« 612 VPN iEHE

EEHI A VPN EHER VPN BRE B oA |, FHITATERE | 188 AWS Site-to-Site VPN B&iE 1%
I

AWS Site-to-Site VPN B&i&E i S & i

&K Site-to-Site VPN EZHBET N VPN BREARK , A TRIUITR, B, £ AWS 1T B EMH &
@ VPN EZER |, 28— VPN BiEix . ERERSLBHREE , EMEHMNBRE RS
BT ZBEE R EE T BE A T,

HUI A PR 19


https://datatracker.ietf.org/doc/html/rfc7296

AWS Site-to-Site VPN AriEE
£

- BRRENRKSEIR

- AWS EERin S Bk

- AWS Site-to-Site VPN B2i8 i = 4 n B HA 12 5l

FEFRENRIER

FIREW VPN T T A, HERBERIPH—DHA.

3 AP| #1E (eSEEAl

18R VPN JEZR B M X ModifyVpnConnection EMEF A RRE LT =AY,
AANPEIE E A °] F

B VPN EENE R x ModifyVVpnConnection ETEFHIPRIE L um T 28T
ANPEREER AT,

&2 VPN & 2% 10 ModifyVpnConnectionOptions  fETlliE #THYBEE L is T /AT
AANPREER T,

&2k VPN B33&E 1% I ModifyVpnTunnelOptions ERPEEEEME T A
A

AWS %%ﬁfm /\\\%}ﬁ

AWS Site-to-Site VPN 2 —IAERS , AEHNEFNAEEN VPN BBEixS. #HITXEERNERE
REZM  GHFEUTILR :

s NAEHAL , FlanxbT ., MREBE D Ut # H b 1858 Th gL

s FHAKEREH

o HEFHEEBETE VPN BRE iR R0z TR AER

AWS —RRFRRIE U /< SERT B A EIARAY VPN R —MBRIE, ERRER[AEHME |, 81 VPN EET
RRSHNEENTRER. EIt , 7 VPN E?%qﬂﬁﬂﬁﬂﬁ/\lﬁ_ﬁuﬂ:ﬂﬁ—IFH’I‘.UF-%EEO

B RERN IR QB 20


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
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AWS Site-to-Site VPN B&i& i 5 4E p B B 422 1

BRiE i R A B HI R HI T SR Hlin QERITE R , AR TUEPRARE#RED AWS HERERE
AR R ERE M, EBILLIHEE , BALLARERES B SHR EEZ BB R[N AWS FEEEHH.
MREERHLFFIRIEAN VPN EEREXFENREE , FEMALIIEE,

® Note
ERDBERT , AMESA TRBER U EmEREHIIEE | th AWS A RER MBI X REIE i = R
AR BER

£

- BiERSEmEREENTERE

« B AWS Site-to-Site VPN B&i& i & £ oy A H i 4l

« WiF AWS Site-to-Site VPN B2 S £ s A RFIREREEH
- ®BETFAHK AWS Site-to-Site VPN BEi& E#

« ¥ AWS Site-to-Site VPN BRE 4 E 3

« XM AWS Site-to-Site VPN B&i& i = 4 & B B 12 5l

B23& i R 4 an B H 42 Y TR R 38

71 VPN E#EHPHNE MBI ERRER QL w AR EREIZIEE, ATLEIRE VPN a5 ALtbIhse | a3
B S WA VPN EEEBEEIETIHRE ALt Ihae.

BRARBERR/AEGEARESE  SFBEIRMNARE—F T HREF IR ELT B4

o SRR BN EHRBRIE IR KRBT AWS Health BAL,

« {8 get-vpn-tunnel-replacement- AWS CLI status@n & I SATE AWS BB ZH A P EFFHPW
WA, SARNAF Bz % M EIRET N AR,

HREm AT TR, E2E A NAET AR CH , SIS ESENREESER.

WMRERBELEVEINA AR EHNAER , W AWS BEFAZEBFHITRERRER , XRE
M4 ERH AR —E5 .

BERRE R >


https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
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B A AWS Site-to-Site VPN B3l s 4 dn B Hi 2 &l

—

A AEIE A VPN EE EGRARQERERES, XATUER AWS EE2H & KTK AWS
CLl,

® Note

FEEREBLT , HENIE VPN EEERIZIEEN |, RENRERER R, MRER
FFiRi1ZsheE , BRI EIAEREE W QLB | R SUE R BT BRE Bt W,

Existing VPN connection
UTHFBERMMAEIA VPN Ei LS ARER L Ewm AR,
ERARER_L L AR | BER AWS EEEHE A

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
FEEMSHESR | %F Site-to-Site VPN E#,

£ VPN E TR RE S HEE,

HORIE R BREFIE S VPN BREEDL,

W RELHM VPN BRENE IP it | EREE U ISERE,
ERERm R EWEAREST | &P EAEEE.

( A% ) EFE BT RRE Bk,

ERRFER,

© N o o bk~ W N

ESARBER L EWERES , EER AWS CLI

£ FAmodify-vpn-tunnel-options i 5 FF /3 B8 & i = 4 o B B 12 51,

New VPN connection

LT HBRERIAECI A VPN EEE S AR E R £ oA RS,
EHEGEH VPN EERE ARER R EEPESG | FERA AWS EEEFE

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#14&,
2. ESMBEHKF , % Site-to-Site VPN Connections,

B&Eim s S AR 22


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN ArfEm
3. EERBIE VPN E#,
4. FEBRE 1 ATWAPRE 2 BTN NN O H , ERERRERBBRET | EEEA,
5. %$® Create VPN Connection ( 812 VPN E# ) .

EEQIEE VPN EEHE G ARER S EmEAE |, E6H AWS CLI

{§ F create-vpn-connection®s = FF /3 B & i L &£ o B B 452 16 o

®UF AWS Site-to-Site VPN BZBis R £ AN EEHI—REE R H

EBALAER AWS EE#EHA = CLI RIFRABHEINE VPN 28 LA TR E iR £ AR,

- MRBATRERS/EGERES  AERESFEERTY  BEREA BERS i EHEG,
- MREATRERSLERBHES  ABLFERERT  FSRXHA BERL LG ERES,

ERIERERATRERRERERES , FEA AWS EEEF A

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
EEMSMES | &% Site-to-Site VPN E#,

£ VPN E#Z TIERE L TR,

ERBRE ¥ HE BRI,

ERBEFAFEEY , ERBERLLENARES SRS ZIEREALREA.

o & w0 b

ERIIREREATREREREHES , BEA AWS CLI

{# A describe-vpn-connectionsfi H RIEFRE IR R £ APIEFREEE A,

¥W&Er AR AWS Site-to-Site VPN B&iE F 3

ERRRE R R B FIThRE S , B LR AWS EEEFIA = CLI &F VPN EEZRBETAN
HPEH. WETMRK Site-to-Site VPN BBEEM A2 B THMEBER . ELERMANEHE, B
KTHNMBBEHRNLSR , BRI LT EH,

ERERANER , HEA AWS EREFE

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,

BRiE i R A4 a5 23


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
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2. HEEMSMm=R | & Site-to-Site VPN E#,
£ VPN EETERELMNERE,
EERRRIE ¥ 4115 BAETL o

EERETS, RSFATHARE.

o & ©

ERETHNER , B6EH AWS CLI

£/ get-vpn-tunnel-replacement-status G SR ER BB AN ER.

S AWS Site-to-Site VPN BgE 44 E#

SBEFEHM AN, EULER AWS BEEH S = CLI ERZEH . B LUERETT EratE
¥ Site-to-Site VPN BBE4I E#i. EEEILENENE , REELHEZEN.

(® Note
MRETEREFER , AWS FEEALET EFEH+ B IELEHN

ERSTANENER , FER AWS EEEHA

ITF AL TF https://console.aws.amazon.com/vpc/ BJ Amazon VPC #41&
ELEMSHEF | &7 Site-to-Site VPN iE#,

£ VPN EETERELMNERE,

ERRE , AREFER VPN BIE,

BT IERE LA VPN BREAEE IP it | R EF RIS ERE.
ERER,

o a0 bk~ wbh =

BRI AN ERN  BER AWSCLI
ff Freplace-vpn-tunnel s 513 o] 4P F#.

X< AWS Site-to-Site VPN B8 i = 4 dp B Hi 22 41

MREFBBEAREL R T SEmEHERTIEE , WA LER AWS EEEZH & SFHEXH AWS
CLl, HExMILThaert , AWS REH B HELPEN , SEEFRTRSEEN THENRRNRE,
N REMLFENE |, BABIEWEE VPN EEDEEIX RSB AR S A%,

F&iE i = A w5 24


https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-vpn-tunnel.html
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® Note

SREAANGEY  BEXAZDENTEEERIRBEERIET, &0 LARER XM 123
At , MAFREABSRBEZEREDR , B AWS 2BI VBB ERIZRKEHEHETAN
RS ER

EXHRBER L EREREE , EER AWS EEEE A

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
HEEMSHEEF |, 1EF Site-to-Site VPN ZEHE,

£ VPN EETERELMNERE,

HORIE R BRAENIE S VPN BREIEDL,

BT IERE LA VPN BREAE 1P it | R ES U SERE.,
BEXARBERREMEARES  BERBERILETAREET |, BREASIEE,
( ik ) EEF BT FRIE Bk,

ERREER,

© N o g K~ 0 DD~

EXMABRE R QUE R E RS HER AWS CLI

8 FAmodify-vpn-tunnel-options 4 5% ) B& 18 i & 4 an B B 42 4,

HTF AWS Site-to-Site VPN EEZHZE M & I

TRERTHE AWS PEIBES XA RAFENESR

B iR
( Wik ) BHIFRZ, BB EE BV EUREEENENTRZ,
(NEHAKH ) BERFMXALRARMXHI (BGP) X# 1 3 4,294,967,295 SEE WA ASN, &7
BRERE (ASN), LUER NG E 2B EIE /N E ASN |, B4
T1ERBRA

o 7224 - EFIEXIBRE
« 9059 - f£ eu-west-1 Xig{RH
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
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RAriEmE

I H

EPMRIRFNEIDEON IP it

HiR
« 10124 - £ ap-northeast-1 XiFHRE
« 17943 - £ ap-southeast-1 XigRE

MREEHLNE ASN , NI AEARE

ASN ( £ 64512 £ 65534 =% 4200000000 &
4294967294 SEEMA ) » BRIk ASN H 64512,
BEXEHNEZEER , S AWS Site-to-Site
VPN B& %0,

IP it AR EESH , TR IPv4 =X IPV6,

3F IPv4 tbit : INREHEFRXIZZVT W
(& Mk F53 (NAT, Network Address Translati
on) IREWEE , FFEMA NAT IREW IP ik,
A EBERAYTRDO 500 ( MREANR
NAT &7 , M8 0 4500 ) £# UDP ¥iEaE
IR F AWS Site-to-Site VPN i 522 8]
i, BXEZEE , SR AENRN,

T IPv6 thit % i ut 24002 1l @S B Bk
BRENER IPv6 ik, REFHHERMKE Cloud
WAN LEH VPN E#E#F X IPv6 ihdit,

HEBERAKE AWS BIEBMA YN WFEILE
FHAE VPN B , FFE IP thit,

&M RIE T

26



AWS Site-to-Site VPN AFiEmE

e R
( mTi& ) SRE A AWS Certificate MREEFEAETEPNEHRIE , BRANE
Manager ( ACM ) BIME CA HFABIEH. BEFPRXIZE LFERBN ACM FABIEFH ARN,

BEEFRXE , Ba LSRR E N EH
AWS FABIEBMAE I FABIUEPHX Site-to-Site
VPN #1T BB K1,

R ERA LRI |, ST H AWS
ENMLBIUEBMAA (CA) HIEWNALRAIE
Mo 1R CAUERMME CAIEHEH AWS FoHF
CA FMEE,

ERIREFMXZE , B SER AWS FABIUE
PR BEME CA QIZREFILES , R
EREREFSMXMEEZILER. AXEIBILAFIL
PHEE , B2H (AWS RAIERMANE A
FiErE) PHRIRMEELSE CA,

(Al ) i’%Zo St EFNRRERNEF MRXIEERN B
IPv6 & M o< 1 101

BIRTH IPv6 it I MXE , TERUTILR :

« RBEHERMRKE Cloud WAN E£#Y VPN EES X # IPve B M.

* IPVv6 ih ik 245512 A& B Bk M B8 A B 3K IPv6 it

« BNEPMXIRZFLIAZE IPv6 Fib , FEEBET IPv6 s REIL IPsec BEE,

- EEA AWS CLI 82 IPv6 B MK , BEA IPv6 #hiit#E) --ip-address 3 :

aws ec2 create-customer-gateway --ip-address 2001:0db8:85a33:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPV6 & F MR IE I 27


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html

AWS Site-to-Site VPN BAFiEm
IIERAWS Site-to-Site VPNIE

BRI LLER A Site-to-Site VPN E1Z/S AR, 10 Site-to-Site VPN #E#2 ( N VPN E# ) A
FAWS Global Acceleratori¥ it £ M &Y 75 1th B 48 3% B BB B 7 X IR & RIEAWSIE 4 8k

Ko AWS Global Acceleratorft{t M2 , FERATHENAWSE KM EZFRERB IR RENA
EFEMENFES (BXEZELR , B3 ) . AWS Global Acceleratorf& ] LAfE A MR VPN & 23K
RIBE A Internet 3% B R E AT 7 88 & 4 B P 4& |,

HIBQEIE VPN EZEN |, BIGRAREUIEZNEER N MNRERE (S VPNRBE— ) . BLERE
FHAWS Global AcceleratoriZ#| A= B S EH N APIsE B X L hniEss,

BXXEMRE VPN EENAWSXEHNEE , S FAWSHIE Site-to-Site VPN FAQs,

J2 R hni&E

RIANBERT , HIEBIZ Site-to-Site VPN EER | IR FEARS, EERBNX EEIERIHH Site-to-
Site VPN E#r |, A LLERBRAMRE, BEXEZEEMNIR , ESHEEIEAWS Site-to-Site VPNIE
.

DNIE VPN EEE AL IP i h{ENPRE RS IP sk, B VPN BRERY IP #hiki% B M4z
Ry 45 X 85

790, 00 70 B 61
ZE A ML VPN &5 | REEEUTHAN :

- REEEIMERMXH Site-to-Site VPN EZEF X IF MR, EUFERATIZIFME VPN E#,

- fNiE Site-to-Site VPN HEFE T EESAWS Direct Connect/ A HE#IE O —EFEH,

« BTENIMA Site-to-Site VPN EZF FHXAME. K , B LUREEE QRIS R F hniED
BERVET Site-to-Site VPN iE#:, A5 , HENBTFMXIZZEE N FEAHH Site-to-Site VPN E#H
MIERIB#Y Site-to-Site VPN %,

« NAT-EF (NAT-T) 2IE VPN EZREN , FERIABER TATFERARS. REM Amazon
VPC BHIETHRTEREXH , HRE NAT-TIREHREZTENHH#ITRHE,

o HIMNEFFXIEE B INE VPN BRER IKE 8. 2T ANFH MNRREBEIETR Startup
Action f DPD Timeout Action., BEXEZEE , HZH VPN BREIET M VPN P& S ik
i

- Site-to-Site BT £ IKHNIE2E X HIE T 0 BRI X HRAWS Global Accelerator , R it A E Tk
P HHRIEN VPN EEABEERHRE. BXEZEE , B2 AWS Global Acceleratorf) T4ER

IR VPN iE$2 28


https://aws.amazon.com/global-accelerator/
https://aws.amazon.com/vpn/faqs/
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-components.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-how-it-works.html
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B, MREEEFAETIERNFHRIEANIME VPN iEE , ZNEFFMXEZHSAZHE IKE 5 K.
BN, EFZEA VPN iz,

AWS Site-to-Site VPN & H &0

AWS BIURH4FER BGP BRH , URMENT AMXFHRERK, FERMMEXY , THEN
REBAND T

BIEZA VPN EEE , BEUTAMCEERBSIENKAN BGP BEABENMERERIEEEY
Y VPN iE#E, AWM EAEURTEE VPN EENA R, EENETAMXFFEMEERBER
T, LEEFEBRSIENEE , MIEBGP BEHE, MREFEER BGP BERIEM , ML EEERH
DB

BEXBHLERNESEE , BSHEHERMBHLER.

B2 Site-to-Site VPN R | AT ITUATIRE -

« EELITRIERBNEHARE (ISHS )
- BT HAE

AAMBEBREARNEBEBEEREST. BXEZELE , H2H (Amazon VPC AFER) W Amazon VPC
BREL A BRI RS .

FA

- PHEASMEARE AWS Site-to-Site VPN

. BREFEH AWS Site-to-Site VPN B L %R

- VPN B3iELinT R EATHAE B A

« AWS Site-to-Site VPN #1#J IPv4 # IPv6 jfi&

PR ESHMZIASEEB AWS Site-to-Site VPN

BERNRARBETRENT MR REMENESRE, WRENEFMXIREZFDRMK PN
(BGP) , 5 ELE Site-to-Site VPN EZITIEEZSHH. WRENEFFMRIRETXIEF BGP , HEE
B,

Site-to-Site VPN B B £ 29


https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-how-it-works.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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® Note

Site-to-Site VPN &£ 88X #F BGP i§H. £/H VPN £H 881 VPN EEFHFHSKH,
Site-to-Site

MRIEER X BGP I &ENIRE , MELFIEE Site-to-Site VPN EZNFBSHEH , A ZIRZEH
BGP MEMTAMXESGHEH, MRENIRFZTAXSF BGP BE , NA4TUEREBSKA , HAAL
RIMEHYEEE (IP BIR) , MESEURBEMXEILER.

BMNBUSEERNER TEAXZE BGP Wix® , ) BGP MU AT RAHARBAELERNLE |, AT
55 — R BEE LI PR BO XS 58 = 5% VPN BB R TR, TX§F BGP HNRF A HITRER
&, UEEFENDEIRRFERIE -RKRBE,

BT EF PXIR R B E N REMNAR M E R B E Site-to-Site VPN iE1%, BIEEFURTIREZH M E
MBS, BXEZEER , 555 AWS Site-to-Site VPN B F W<k %,

B ERFM AWS Site-to-Site VPN B H{E LR

BREHFRRE T HMEREMNEHN VPC E@EILL, HER VPC BBERSP , BUEHNEHNIZEMER
ERE , HFELREMKIEERN BIr. XFEM VPC REFENZEMEXNREERBEIEUNETH
MXMEHR— VPN BERITIRH. B UNEERE ARBAEE , N B3RS B EED
&Ko

BERABBERPERECENZEFHEBERNMBERVEHS R (RKNRTEE), MRKEARE
RESRCENRKA , MAEAL TR

- WER3R A Site-to-Site VPN i#E$Z5 Direct Connect iEZENE BB SEH VPC WAMEHES | NI
ENEEBNRAEES | hRIFFEAARBIEEA,

« MRk B Site-to-Site VPN iE#ED, Direct Connect EENEZBREBHSHMMEHRAKABAEEHENE
¥R CIDR 8 ( TREN AR KBIERITE ) , MEMNSLEZERBEIRA Internet Mx, BRIZAMK, W
KiEO, K6 ID, VPC FEERE, NAT Wk, EHmMK=Mx VPC KingT SWEESEH,

Flgn , L THBEREEERNAERMMRNBESEEMNEQREUAEN N AERH, XAKXEKHENE
Mg h 172.31.0.0/24, EXHIERT , B¥RN 172.31.0.0/24 BIFRERES B 2 B B M M
X, XE2BASKAE , At , HELERS TEBEH,

B& SR A L TR 30


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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=R:0p: B #%

10.0.0.0/16 AN it

172.31.0.0/24 vgw-11223344556677889 ( 1£1% )
172.31.0.0/24 igw-12345678901234567 ( &% )

AEERLAEMXEHN IP BB TEZERSEB AN VPC WHIERE , TitREX BGP BEE2H#AK
H%B., EMEAMATRBEEATNUAKEIN BGP B, B#AKBESKEHEK I VPC CIDR 1 B
HihHE, BRIEANXAIXZE IPv6 FE,

EELAEMXBZEHEEN , EEARRERRKRENABBRE, NMRABEIIBSITERE , I
RKAACKER, BERRINSTRLETHARBAEME, LAELRERT VPNs BT AMX
MMk, WREERMEE , WEMMBEMREBRUT I AN HETHLLHF

- BGP MiE$EZ/£ % H Direct Connect

BERABAT 2@ BGP &#%Z| Site-to-Site VPN B R><,
« 9 Site-to-Site VPN E#EF 31 /A NEaASE H
- BGP M VPN JE#Z& 1B H Site-to-Site
- B[S Site-to-Site VPN EREEMA BGP WHIER , IFLLR AS IR |, Hik AS BERENTI K.

@ Note
AWS BB FEA X HIEN AN TR MXIRSE,
NFZFIENHREHNEFLRRKIRE , BNTEWER AS BREaiin , LBRANBEEESR
HEK AS BE, XEBTHREAERARNE VPN BRiE i = F 3 1A £ 528 L iREK multi-
exit discriminator ( MED ) EXR¥8ERSE L £ R,
NFAZRIENMEBANZT A MXIRE , ATLAERA AS PATH gl inflAt#h 5k , MEE
MNBEERETE —BEE, BER , YHOBRRETILR , XUELSBERETRE,

« H AS WKE PATHs #HERT , 2R AS_SEQUENCE HFHE—N AS EZFER LMEE |, N bmulti-
exit discriminators (MEDs), EikEH &K MED ENER.

7 VPN RSEin S B HE , BREA LRI,

B& SR A L TR 31
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£ Site-to-Site VPN iE#E L, AWS MEERRXARBEFRHN —FERNTHORKRR, HERERTELE
W, RMEZIBVEEEXF M BELARNS A HAFIENHER, BERANETRREETH
R EEM. EEISEAT VPNs E#lE A M FERmMK,

SNTFELLERAMX | kR —KFIMX LA Site-to-Site VPN EZNBEE, EFEHAZS/RBE , &
BIUBIRESMN ZHE (ECMP) |, 25K LR Site-to-Site VPN i IF L IhEE, BXEZER
2% Amazon VPC HF# M R HERMx, EIlEAMX LR Site-to-Site VPN EEF X ECMPo

¥ FfEF BGP #9 Site-to-Site VPN iE$#E , AJLUEI multi-exit discriminator (MED) ER#rRERZES
BATRVCBE E N E4N BGP A , LB RE,

¥ F E AR EM Site-to-Site VPN iE# , AT SUES A BSH HIERIEF KIS ERBE.
VPN B&1E 4 v 7 L 547 348 (6] /9 2% EH
Site-to-SiteVPN E#EHE WX R E AR T AMXRERHMXZANFAR VPN BEARK., BUER

ERNREUAEITR, AWS ELFRXTEH VPN EZEH#HITHIITEY |, XAESEEEM VPN E
BENFAIBETFN -1, BXEZER , TR BERLBREA,

HEAE—5 VPN B8 LIITEH I , RISES —%F2E LIRE —MNREM HIE multi-exit
discriminator (MED) fH, MIREE/EFMREZHENFEABRANRRE , Il VPN EEERRERQLEH
HEPEAS—% ( L1T) BE,

(® Note

- EHAREEREERE MED B L1TRE , BREGHE /WX IRE X M ANBEE £ AR R
BN ERICE ("“NENS G ERIHRERST MED ) .

AWS Site-to-Site VPN /Y IPv4 Fl IPv6 &

PR ERY IS S B = VPN E#E A LAE VPN BBEBA X # IPv4 RES IPV6 iE. RRIANBERT
Site-to-Site VPN E#1E VPN BRERN X IPv4 RE, BT LAELEH Site-to-Site VPN #E3#E L VPN
FRIE N X IPV6 RE. AF , WREH VPC MAMMEEE RN IPv6 Tt , M AILUES VPN E#X
% IPv6 RE,

B Site-to-Site VPN EEH VPN BRI I IPv6 , NS BEEEIHEFA CIDR e —MRKN
R /130 B9 IPv4 CIDR 3R |, Z—1N2K/NA /126 B9 IPv6 CIDR 3R,

VPN B384 5% 17 = 55 HA (B AV B} 32


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
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IPv4 F IPv6 X3

Site-to-Site VPN VPN £ X #&FLT IP B E :
o IPv4 AEERZEFEEL IPv4 ASHIESE - ERNTAMNX, FEMKH Cloud WAN EXEFHEAK IPv4
VPN Zh&g,

- IPv4 S\ERRSEREL IPv6 AEPEIEE : A1 VPN BREMM IPve NARF/MEH. ERHEMKH
Cloud WAN E¥%%F, EHTAMXAIFHEE.

« IPv6 S\ERBREHE IPve WERBIES : RFTE IPv6 I8 |, S\ EIRRE IP MAEKIES IP XA
IPv6 dhsit. HFEMXM Cloud WAN X FFIEE.

« IPv6 SN EBBSEREED IPv4 NEBEIE SR © A VF IPv6 A SFRZE T it , AR XFREARMIAR IPv4 N A
BF. HHEMXH Cloud WAN X IHEE.

LLTHNER -
o (XL IEEFEMASE Cloud WAN EH Site-to-Site VPN EEZIF/EBRRE IPv6 sk, EEFAEN
X EH Site-to-Site VPN EER X/ ERBEE IP £H IPv6,

¥ IPv6 A THEBRRIE IP Y |, S&HE VPN EEZNFH N AWS ImMEF MK EAFA VPN BRES
fic IPv6 ik,

« TERNIA Site-to-Site VPN EHES A IPv6 X#, BT RIMEEREI 02— ENER.

» Site-to-Site VPN E#ETRER BT X #F IPv4 T IPv6 2. NERHFEMBIEZ LR IPv6 =X IPv4 | B
TREMERMAEZ. BEELIH Site-to-Site VPN EER&H IPv4 T IPv6 BiEZ.

o FAF IP VPN X5\ 20658 IP £5 IPv6 #iit, ©A1EH RFC 1918 5 CGNAT #uiit, HX RFC
1918 WEZ{EE. , i5Z % RFC 1918 - Address Allocation for Private Internets.

« IPv6 VPN M EHE ( Gbps M PPS ). MTU MEEHR S5 IPv4 VPN EE,
« IPv4 F IPv6 VPN #9 IPSec MNZM#Z AR IR INEEMN TEHF NAER,

BXxUEXE IPv6e 1Y VPN EENEZEE |, HS R “Get Started with Site-to-Site VPN"H Y Create a
VPN connection $8%'

AWS Site-to-Site VPN iR 4528

AWS Site-to-Site VPN £ 2§ 2 — I INEE , At 2 AR M S RIERE, VPN EFB[EATE
BT 25 M ERERR I SE R AWS EF |, SMNEREEERST (KT 100 Mbps ) o

VPN £+ 2% 33


https://datatracker.ietf.org/doc/html/rfc1918

AWS Site-to-Site VPN

RAriEmE

S EFHY MR ARSS M Th B

R A Transit Gateway 3 VPN &£#125, Cloud WAN SRE#L T AMXFZF I IhEE,

TRIERT Site-to-Site VPN EFRSFZIFHITHEE :

Ihe

IPv6

FABEIE Connect VPN £
HoE VPN

KRER-UHRNZEEFRMXIRE

b 28 BR

Site-to-Site VPN B &

Transit Gateway & X

o
s

XE5?

fm

=)
=
AL, BR , BAFFMXIR
BB MEBME—R/Y P Hht,

TR BB TR X1
HY Uh RIE MR XA SR
a7o AWS

AL, BN EERE PR
BB KRERK VPN B |
AJLAEIRAE K VPN B,

B

B8l , Site-to-Site VPN SEHEE#F 5 Gbps WREH R, BNEKRKZ WLXEF 100 Mbps KIH I,

BR K NMREFEESHHR , BERRRN AWS X

B EH

Site-to-Site VPN SEH 85X X #F BGP ( L MR ) B¥H. NXEFHFSEE,

E$# % Site-to-Site VPNConcentrator BWFTE & F M x &6 A 54&mMxERE# Site-to-Site VPN £
FESEEHTIRA. BN ERED Site-to-Site VPN 5 A 25 HY U5 s 5 2 AT LA AL 5 W 3% [0 2 72 N % & 3%

5,000 &EEEH , NEF MK mEERMXKIE 1,000 F&EH,

KRR RS M TR
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IP 31k 55 B

BT VPN £ EMEA Site-to-Site VPN EZENFFE —MNE—KY AWS IP thiit ( ENBEE— ) o

g

BT VP Site-to-Site N S2EF 283 1TH) VPN EEXIFE5EHM VPN EZHEBNIER,

£ VPN £ 85 EE A Transit IXAE R ERN |, BEEIFAESZERFHEENZRE S HMN
FrERENARABE,

B%3E 4E 4

ffE/ VPN £/ et , BBE4F I TESXER ik LI EFR A Site-to-Site VP Site-to-Site N BRIEH
THEAFRMEE. BERmEL SR THRESER.

EM

B Site-to-Site VPN EFIBREMNAIE S T E AWS VPN EN TUHE LK% E,

IP 31k 575 B 35


https://aws.amazon.com/vpn/pricing/
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F iR AWS Site-to-Site VPN

ER LT SERKEIL AWS Site-to-Site VPN iE#E, ERIBTRES , BREEEMATAMX, LR
X. Site-to-Site VPN SEFRZR “RKEK” EN BARMRRE, MREEE “RXEK”, WA HEERE
BFARMR3RE | thm SO HE A4 AWS Cloud WAN B9 VPN FffF, ZZIEFBY QMR E HLAA B MK 82
VPN E#, ZHEREENIAAE VPC EF-IMHSZIM TN,

EFEAELLAEMRREERE , BTRU TSR

x5

. EREH

- T BEBEFRX

- SR 2 BIEBHMX

- BLERRH

- BHEed

. B2 VPN E#E

C THEEXH
 BEEFMXIRE

¥ &
% %
EEN (M)

Nil
e

S
\ QR \
KXY %E AN
~ (0} (@) ]

Nil
B

MxES

« EH AWS =/ EHMEIE VPN EE | BSRERA CLI = API 812 VPN =/ 18 MiE#,
« BEREMT 6 VPN ERE | FSE0IE VPN iERE,

TR

BHREUTEERREMEE VPN EEAE N

Item Z8

ol

BEFRMXIRE VPN EEELE—HENYEIRGRE, BFE
R ( BlEn Cisco ) . A& (Bl ISR K5I
2R ) B ( Hltn 10S 124) ,

TR 36
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Item E8
A DS EEFRCUEBEFMXBR AWS , BEELTE
=

/BN .

o IRRAEBEOMNTIE Internet EERHEY IP
1t

- BRERHE  BEIFIE
- XITHBEE , REFRMXHI (BGP) BIA
RE9m= (ASN)o

o (i) ATFRIEAH VPN AWS FAEE 57
£ A MORLAIES

BREZRER , FSH E-NKIET,

( Ali& ) BGP £1& AWS —fl#y ASN BRI E IR ELAE MR P EM KR EL
B, MREREEE , WRMARMIA ASN. B
RXEZER , FHAEMNETHAMX,

VPN i # E0l2 VPN &  BFEUTEER

« WNTEBASKE , NENFAEMNEKZN IP BIE,

« (WiE ) 84 VPN BREHBREILEI. BXE
ZEE , BSH ESENBREIET AWS Site-
to-Site VPN &2,

S 1 BIRES R

EPERXEL AVS BEEHNESMERERUHNARFNED. BXELEL , H2H 57N
%,

WMREUKERARLFILESX VPN #TESHRIE , EEAMNE CA QIEZRLFIES AWS RBILERMEK
., BXRUBAABILELNEER , B2H (AWS RBIEBH AN AFER) YN ENEELE
CA.
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® Note
BIMIETE IP bt , HEIEEFMF LR Amazon BIRE .

EREHAMREFRX

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. ESMERT , BBEEFMX,

3. EERBIEESMX,

4. (W& ) X¥TF Nametag ( BRHRE ) , AENEFFMXBABT. XHEMATLIEZES Name §2L
MIGEENENIRE,

5. XFT BGP ASN , M AZHNZEF XL R MR ( BGP ) BHERSHS (ASN) -

6. XNT IP#phb3RAE AN EDFikFE—fb -

« IPv4- (BN ) AENFEFRXRIRFZEE IPv4 #bit.

o IPV6-HIEBHEFMXIZRRIETE IPv6 thiit, £/ IPv6 JAEBRZE A2 VPN E A FE %D
IPso

7. XFIP #bik , AT R IZZHES Internet AR H IP #it, MELEHNBEFMRIEENTH
NAT-T /3 A NAT RRBEE , BEH NAT RBNLE IP ik,

8. (TiE)MRLBREFEHIEILESR , XITF Certificate ARN (IE$ ARN) , EEFRAEIERH
Amazon &IRE o

9. (Hit)XTiRE , ASLHEF,MIKEKNEFFMXIZFZFHNB.
10. EFRGIEFF MK,

FRAGSITH API RlEE P Mx

- CreateCustomerGateway ( ML & EC2 &if] API )

 create-customer-gateway (AWS CLI)

B IPv6 & MR AV RA)

aws ec2 create-customer-gateway --ipv6-address
2001:0db8:8533:0000:0000:8a2e:0370:7334 --bgp-asn 65051 --type ipsec.l --region us-
west-1

BIEZE PR 38


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateCustomerGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-customer-gateway.html
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* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

SR 2 CIEBFRMX

EREN VPC MAMM 2 BB VPN E# |, BAMEERE AWS MUGIZBHRMX, BHRMK A L
REMBEMRBHEMK,

BIEE LT AKX

BIEREEFAERKRE |, AT M Amazon iBiEE B EXNFAE BARSHES (ASN) , SifEA
Amazon [REIZE ASN, Itk ASN HMEBREFMXIEER ASN FE,

PIRELTAMXE , KIRFHEEIEN VPC,
IR RE L% R W R E 2 &/ VPC
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 create-vpn-gateway (AWS CLI)

* New-EC2VpnGateway (AWS Tools for Windows PowerShell)
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« EnableVgwRoutePropagation ( YL &i# EC2 &if] API )
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» Enable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)
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+ DisableVgwRoutePropagation ( Y &i# EC2 &if] API )
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aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

£/ IPv6 S\ EBBRIE IPs 1 IPv4 NERERE 812 VPN E3Z/ RHAI IPs :

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv4, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

* New-EC2VpnConnection (AWS Tools for Windows PowerShell)
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EESCBIHEEBIE_KRBE , XERNFRIRT TR, AWS ELTEX VPN EZEHITH
T4 |, XU EE A VPN EEZNFANRBERN —1. BXREZELR , S AWS Site-to-Site
VPN BREima &, Rt , YEHEBFFMXEEN , SUFEEERENFERXFRRBE,

On-premises network

- T Tunnel 1 Customer
device
Ry Tunnel
Virtual private —}I{—_ — Custpmer
gateway gatgway —
Router -

AXRE VPN EENSER , BSRTTHER AWS Site-to-Site VPN, FEIEREF |, BAUEFHRER
FRXER AWS | ZE RO EENRZIRME AWS BXENRENELR , SIMEER AR IP i,

BEXEZER  E2H BT AWS Site-to-Site VPN EZHEFNXET, RHEFRXER AWS &
BESAREFRMXRE. EXTBETHERE.

I&E B LAFE AWS Marketplace EE#H 4 VPN &%,

AWS Site-to-Site VPN B M XiREZFHNEXR

AWS XH¥ S Site-to-Site VPN EFFM%IRE | RMNXLRERHT TTRNREL M. HXLH
MIRENFIRAR TRREHNSR , HSMBS N0 bR E
MREHVEFELBORENRD , U T —FTHABHRERL Site-to-Site VPN EEAAARNE

SN
“JNo

EFMXRBNEEAENEERD . ATHESRTEENZTNMED .
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T Internet Z4A3RIR (IKE) T2 XxBt,. XRRMATEIL IPsec B KRB RAMMSE
Mo

m IPsec Z& KBk, WA TAERBENNER., BRRIEE,
@JEED Jttlﬁﬁﬂ:EH&EEfEI%LE’Jub%o

m (A ) B SRR (BGP) MEE, N THEM BGP HiIRE , REFFMX
REMEFAB MR ZH ZHREEH

TRIHTHELRRRENER, HXH RFC ( ATSE ) MBXRZERNRE.

B VPN EEHFREMNBENR, BMRBEHIE - IKE Z2XEK, —1 IPsec Z&XEA
BGP XM FEE, BRBEARE - M —HNEE2XEK (SA N ( —PMAWEM—1 s ) |, HitFAREE
(O ) BHABEFNE-—HNZEXEK (SASAs) X, BLRZEAETERBHN VPN O B2EES
SAs M ACL %&B. FIt , AIEFESHENMAN , AEBHITHE , MEEFAFSZSROREE.

BRIANBRT , HERREHEM VPN EEN—iKF3) IKE et , VPN BBE&ERZE31. B L0E VPN
EEEBNRANERE AWS %E3) IKE hE. BXEZEER , 55 AWS Site-to-Site VPN FZE 5
kI,

VPN RIS ERNE , MRESFMHRE AKX EAENBE  WLH R 1 TR | AN
CLTETR

3R RFC it
B IKE £2xEk RFC 2409 BhAFEAMEEZEZR4EAR AWS REIEPBMENE BES
BRITFEHNAETEPEELEAMENESMXEE2
IKE RFC 7296 iz IKE B4 38, BY/E , IKE EMHREIGRT 2348 |

BUENFRM IKE BEHTRE . SR BSMTE—
B, @ENENSORIES K.

EFBIZ VPN E#EE AWS | B ENBBEREH
CHMAERE |, Al Blit e & AWS £ R — i
EF, 3EF , BUUFERAEEATEFRRXIZEENT
BifH., AWS BIEPM AV BXEE VPN f2E
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RAriEmE

R

EPREER FE I IPsec
TR

5/ AES 128 fiNZR =
AES 256 {7 N IhRE

£/ SHA-1 2 SHA-2
(256) M B

£ A Diffie-Hellman
Perfect Forward
Secrecy,

( BIAEH VPN E# )
52 A RO A

IPsec

RFC

RFC 4301

RFC 3602

RFC 2404

RFC 2409

RFC 3706

iFie
NEZER , F5H BB EIEI AWS Site-to-S
ite VPN E 1%,

XIFLLTRRAS ;. IKEv1 1 IKEV2,
BRI EEFEER IKEVT,

Site-to-SiteVPN lRF 2 —fE TERAHANBRAIR, R
BEANRETRROEE , N XFCNEERS N &N
ZEXEk (SA).

£/ IKE IGe %48 , EEBTAMANMESMXIREZ
B2 Z ALK IPsec B2 KEx (SA). MXEAYRE
£ % SA HITMENBEE, IKE2EMRBHRLAT
% IPsec SA AEBRER GRS , LLBREEFH
ik,

ZhEE A THR IKE M IPsec T2 XEXHIBRFL,

R HBEBATX IKE M IPsecR&XBK#TH G K
ik,

IKE £ A Diffie-Hellman 21 IfE 2340 , REZFFP MK
BENMELUAEMXZBNWMEERZE TS,

TEFUTA

- F1BERA 2, 14-24
- B2RKERA 2, 5, 14-24

KT R WAV IE A LE VPN R Z AEB RIEIR B M & &
HEIEBIETALH Internet ZIEMNER. KERER
B, MR IZZE XA S HB R, Eitd
TR, mRAEE , FEARHA IPsec R2iE.

ER
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ZR RFC e

(PHAME VPN ERE)  F B8 LRSI Psec REMETBB/ED, W2
HRRESEIEEED BIE0 A8 ARBEMILE MR BGP X ZHM P
(BT VPN) ik, POBEEOTAMTRSMIEE (Bl GRE

% IPHHIP) . RO EAZAEREN (MTU) REHN

[ 1umnes | 1399 =,

( BIAEEH VPN E# ) RFC 4271 X FEA BGP Hig® , BGP ATEEFMXREFE

R BGP X%k BRI E SRS, A7 BOP B EET e 3t
B IPsec B Ak, MAREHEE BGP T8
 Bor | SR ATEN SA BN 1P B, IPsec

AWS VPN R H# Path MTU X3 (RFC 1 191),

MREHEFFRIREZM Internet ZA BB X , HZSHAWS Site-to-Site VPN F 7 MR IR ZHI B X
BEHI

AWS Site-to-Site VPN EF M KigZ W ER{EXE
A IKEV2

ENEZIBWEAE IKEV2 B9 Site-to-Site VPN iE#, IKEv2 2—MLEIEERE, FRA, EXZ%
B IKEVl, REYEHNEFNXIREARIEFN , FNERA IKEv1 IKEV2, B3x IKEv1 28 X3
NEZFEMEER IKEV2 , BSHEHF A RFC7296,

FHigHIEE LM Don't Fragment (DF)"#x1i2

o BIFEH A —MFRIE , HF Don't Fragment (DF) #7512 , R REZBBEBEFN S H. EHRESTHE
ZARIE , WA EE R — % ICMP Path MTU Exceeded”’H 8., ZoERSD , NARFAS AL X LT
ICMP JHEFR A BN BB IBRBEEREN T D IE. 5 VPN REAJLUAZKZ DF FREHIRERT
ZUDRBES. IRENEFMXERHEZUE , BIMNEBENEREER. BXEZHARE , F5
# RFC 791,

mEFZ H 1P B

WMRBH Site-to-Site VPN EEAIE TN HFEIETY MTU K/, MBANERITHER. NiERMEEE
RE , RIMNBEWEHEFNXRBRENEBRFESNE 2N ERITHR. Site-to-SitefAfF , VPN

RIEEE 57
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https://datatracker.ietf.org/doc/html/rfc1191
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FEFAEFMETBRNBES , ARNEELI T —NEMNt | LIXIMESH AWS ML packet-per-
secondiE, BXEZIFMEE , 5SS RFC 4459,

BREFESAPTED BIRMEE MTU

BT Site-to-Site VPN ZEER A T —1MNENi 2ol 2@EMEAENENEF MR IRZWRBINER D R
BIEE , AiEieE N TETREAXEHIESWEFRME (HlEY ) SHeEAELEDIL ( Hla
Radius ) #1T# % , WRESEBHIEE size/MTU SEEZEU, Direct Connect

BIFEANEEFE MTU M MSS KX/»

TCP HiIETEE = IPsec BEFHRENNHIFELELE, Site-to-SiteVPN ZIFHH AL HE T (MTU)
N 1446 FF | MR KD ERK/ (MSS) 1 1406 =T, BEMBREEZNIRAANER , TEELSHTE
EXNXLEREAE, EBEIBEBERCREREMRE , RINBWERHIBREMEANEERE MTU H
MSS,

A TRIRE MTU/MSS BUB R KB Ex fE1ERE -

mEg% mEEL NAT iEf MTU MSS () IPv4  MSS (IPv6-
in-IPv4)

AES-GCM-16  T&EH disabled 1446 1406 1386

AES-GCM-16 T&HMA =y=: 1438 1398 1378

AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBEREHA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 =9=9: 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 [=h=):: 1406 1366 1346
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® Note
AES-GCM EEBEMEN S HRIE , Rt FFESEN MTU KB 5 AR EEER,

= A IKE E— IDs
CEERAREEEEENEETRES BERBERSEE— S 1 NRES X, HiEBETES
VPN S ZM% 2 M E 2 MRS T—H, NEANESREEESRILEE  BUSHRA,
AWS Site-to-Site VPN & WX 1% 2 B By A& #H

BARE —NEDS P it F e AERENEF MR IR EZEIR S IPsecB&E R AWS Site-to-Site
VPN KimT R, MRELHEFPMKIZRE AWS Z2ERE TR AL |, M ASUEST T RS RH N = 88
3 IPsec f38., AWS-side B IP it E B E X H .

&\ ( M Internet )

B AFN 11

& IP Tunnel1 7488 IP
BWIP XY EES

1714 UDP

R i 500

B it 500

| AFN 12

& IP Tunnel2 3B IP
BH IP BEFPMX

I UDP

iRm0 500

B i % O 500

Bh K B AL
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RAriEmE

AR 13
R IP
B# 1P
7
AN 14
R IP
B# 1P
7

f£H ([ Internet )

AN O1
=P
BWIP
7308
R H

B ith i O
AN 02
=P
BWIP
7308
R H

B 8y 0

Tunnel1 5538 IP
DS

IP 50 (ESP)

Tunnel2 5538 IP
DS

IP 50 (ESP)

BEFMX
Tunnel1 A58 IP
UDP

500

500

BEFMX
Tunnel2 A58 IP
UDP

500

500

Bh K B AL
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F AN O3

& 1P ZEFMx
BHYIP Tunnel1 #\Z IP
7SN IP 50 (ESP)

F AL O4

R IP ZEFMx
BHYIP Tunnel2 #\Z8 IP
7SN IP 50 (ESP)

M1, 12, O1, M 02 BA IKE BIEZHtEH. MM 13, 14, O3 M 04 AFERISINE IPsec W
éﬁ)lh%m;&ﬁ@

(® Note

MREEIREZ LEA NAT B (NAT-T) , EBMARE iR 4500 LAY UDP fREBEEAI ML
FigmZEfEH. AWS Site-to-Site VPN R EEEE 2B B NAT-T,

AWS Site-to-Site VPN & WX i & MY 8RS M o) B & XA+

B VPN EEE , BETLUEREM Amazon VPC 2HIBHEMA EC2 API T8 AWSIR ARV EL & 3 4
o BZRALER 6 TREEXH THESER. EAUMNSITE FTHEIATHSNISBEHEN
BLERY .zip XHRA

AWSTRHN ROIEEXHEERETEN VPN EENEE , BUUAEAXEERKREESNETFMX
RE, FERBFBENEEXHNERT AWS WS RZ. WRRIHENBEFFMKRE , &
AUTHR-—MEAEEXHFIFTBER,

/A Important

BB XA RH |, AIeEEETAHK Site-to-Site VPN EEREF T EE, EMET AS
b X HY AES128 SHA1, F Diffie-Hellman 48 2 B9 Site-to-Site VPN EEZHNHEESR , UK

BN SEREEXH 61
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AWS XiE i) AES128 SHA2, F Diffie-Hellman 4H 14 WRIKER, AWS GovCloud &g
ERATEMRRIINTAXZR, BATESRFIEE XA UR A EMEZEE %, Diffie-Hellman
4, IBIUEBFRE. IPv6

(® Note

XERBFHENEEXHFBAR AWS HEH, REINELTNE AWS |, BEXHNRX 2 HR

B, MREBINEENHFRE , TRREESHEHRNERRL

REBESZ X

TRESREIRK , FERFEEFATHTROROABEEXS , ZXHEEFH NI XF IKEv2, RINERE
NHEREIATHESERAFEFMRIREN IKEV2 X, SR B R HEBAE T ME S, S
EZRBIEEN IR |, WWIIRFERH.

Vendor =) Ly g

AXGATE NF AQS 3.2+
AXGATE UTM ACS 2.1+
REX Gaia R80.10+

Cisco Meraki MX Rl 15.12+ (WebUI)
Cisco Systems, Inco ASA 5500 %%l ASA 9.7+ VTI
Cisco Systems, Inc. CSRv AMI IOS 12.4+

Fortinet Fortigate 40+ %% FortiOS 6.4.4+ (GUI)
Juniper Networks, Inc. J R AHES JunOS 9.5+

Juniper Networks, Inc SRX B&H2F JunOS 11.0+
Mikrotik RouterOS 6.44.3

Palo Alto Networks PA X3l PANOS 7.0+
SonicWall NSA, TZ 0S 6.5

BN A AEEX A
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Vendor F & Ly LS

Sophos Sophos Bf K i v19+

Strongswan Ubuntu 16.04 Strongswan 5.5.1+
Yamaha RTX B& 2% Rev.10.01.16+

AWS Site-to-Site VPN &= W< ig & /Y 7] T 8 58 A B fo B XX

ETH TS ETEM Site-to-Site VPN EEE BEMN RAIEE XY |, B A Amazon VPC #2414,
AWS 1T Amazon EC2 APl, BXEZEE , SR P& 6 . THEE XK,

BH AL TEHIAEEEETEM Site-to-Site VPN £ HL E B 52 A B M &8 A R OIELE ST : static-

routing-examples. zip

XENHENELAHERSURHE, flm, e1ER

- VPN ID. EFMX ID MEMFAERK ID B RGI{E

« IR (HNER ) IP tbhik AWS SR SBY SLRF ( AWS_ENDPOINT_1FIAWS_ENDPOINT_2')
« BEFMXIEE LA EBRMNAIRED IP ikl 5% () your-cgw-ip-address
- MAZZFPHEN SOLEF () pre-shared-key

- IP 31t Y BRIE /Y R BIE.

« MTU REW RHIE,

@ Note

THIEE X IREN MTU RENEREZA. EXBREEBCHERRERE MTU ENE
B, i5ZFAWS Site-to-Site VPN Z M X8 & W REZE,

BRTRESNFEN  XEXHFEEE T ASHHXE, M Diffie-Hellman 4 2 B Site-to-Site VPN %
ENREER , UKk AWS XEH#H AES128 SHA1 AES128 SHA2, A Diffie-Hellman 44 14 I REE
Ko AWS GovCloudBiIiEEEER T ERRIINFHAZERH., BXTIERROIEEXHAFIAEMZE
£ &%, Diffie-Hellman . FABIEPRHRE. IPv6

TRABRTEEZEFMXRELEEN AL, ©EFERRERED IP #utf REIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

A AWS Site-to-Site VPN BEF MXIXZ B E#ASKH
UTREAZEFRXEZNAFRAE (WRTH ) BEZREN —LRFERE,
Check Point

MEBFBHIRE RIE1T R77.10 E S RAHY Check Point Security Gateway &% , W{EH Gaia #4E
R4 M Check Point BLER FMXIRZFZE, SmartDashboardRth A] SAZ[#] Check Point X #F
F LB Check Point Secur IPsec ity Gateway VPN to Amazon Web Services VPC B X E,

BLERREREA

EF—F2BE VPN RBREHANEBRRBERBEEFNXMELTAMWIE (AZP ) IP ik, Ebl
BE-XMBE , FEARESHM IPSec Tunnel #1 Fo TIRUHMNER., BEo|EFE —KB3E
EEAEE R IPSec Tunnel #2 ZHhEMMNE,

1. IARESLZELMXIZEN Gaia [ 17,

2. i%&# Network Interfaces. Add. VPN tunnel,
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RAriEmE

3. ENEES , KEMNTRE

« XtF VPN Tunnel ID ,

* XJF Peer,

« X}F Remote Address ,
o, 169.254.44.233,

Add VPN Tunnel .

Type: *® VPN-Tunnel

Enabie IFi

Comment

VPH Tunnel

Vi Tunnel D; 1

VPN Tunnel Type
@ Numbered
Local Address

Remole Address

Peer AWS_VPC_Tunmel_1

169, 254, 44 224

169 . 254 . 44 233

W AMEAIRE—1E , fl40 1,
M ARSERME—R R,

+ BREBiEE Numbered (4%5) ,
Tunnel IPEEK IP ot , #la0 | 169.254.44.234,

BMAREIXHES R VGW Tunnel IPIEEM IP thut |, 4

3t F Local Address (Z=ith it iit) |

Unnumbered

, REERETK/EERE OK :

Cancsi

4. BT SSH EEIENREMK, MREEMANZIEIMIA Shell

clish : clish

5. XTFBRE 1

set interface vpntl mtu 1436

NTFBEE 2, FETUATEHRT,

set interface vpnt2 mtu 1436

6. EEXESBRUMSHAESIHR IPSec Tunnel #2 9 THEEARERE —KBE

, BEITUA T T,

i AWS_VPC_Tunnel 1 s AWS_VPC_Tunnel 2.
WMAREXHFHR Caw

AT EESEBEEX Y
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RAriEmE

B B 7 A 3

HEULSTA | HASFBERER VPC F FRNHFSHEAUEREBETBERORESRE, F=
ZBEEFE - FRBRELDNRBNFEARAREE. NRQNEIRZ , FMEEH R RERE T R
BARE , FREE-NEH, SELAARTRERIMRNREEN S —wmNIT Ping RIENLER

EBREER.

L h =

ZA 1o
ﬁ?¥ Pingo

o

£ Gaia TP A |, &R IPv4 B8R |, RFIEE R0,
EELWFME CIDR , #lf0 , 10.28.13.0/24,

%% Add Gateway, IP Address.
WABREXHESHN VGW Tunnel IPIEER IP ak (B0 , 169.254.44.233) , HIEEML %

6. ERABEINHR VGW Tunnel IP ZH TH IPSec Tunnel #2 fH , NE-ZXKBEEESH

3M4, BHEMERRN 2,

Edit Destination Route: 10.28.13.004 —

Deestimation: 10.28.13.0i24
Hieod Hop Type: Mormal v
¥ Mormak Accegt and forward packets
Reject: Drap packets, and send parsachable messages.
Black Hole: Drop packets, but don send unreachable messages
- e
Ranic &~
Local Seope:
Comment
Add Gateway
Fing:
Add Gabeway = | Edit Delein
189,254 44 273 1
169.254.44.5 F
| Save Cancel
A
7. ERRF.

MREEANRER  ANERNEMKARESE ERP R,

AT EESEBEEX Y
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TE ST Y P 48 3 R

ERISRSD , LR AESE VPN BEQE—INENR , FEEEMTHAMXHLE (SMF) IP it
ft, FBREFXLEMEZNRIEN VPN £ XHEERMXFTRM. BEFENR—NEALAE

VPN 1389 &5 fFo
1. FIHKE S SmartDashboard,
2. ¥TF Groups , FTF £ T XK H%4F Groups. Simple Group, &8 LAXT &N 4% 3 &R 45 FH 48

B4,
3. XF Network Objects , 3T L TFX (F8B & &) X5 Hi1%EF New, Interoperable Device,
4. XF Name (B#) , WAL HBREREN B, S0, AWS_VPC_Tunnel_1 5

AWS_VPC_Tunnel_2,
5 XTFIPv4 it |, T AERBXMHFRMENEL T AMCHINEE IP it , 5

W54.84.169.196, RFEMIREH XA IEE,

Interaperable Device -AWS._VPC_Tunnel 1 [ 2 ==
::t\wﬁm Inbereperalde Devics - Gerwsral Propesiies
B ""’f:r: AWS_VPC_Tunmel_1 Color: || Beack
T

6. 7TEH SmartDashboard , ST BB , REEXRINBEETD , EFERIN,
7. ERREFOBE , Hi1%ER Get Topologys
8. 7 VPN Domain (VPN &) # 4 , i%&# Manually defined (F3ITENX) , RGN K&K B HERE

ELR2 PRIBMZH, EBREE,

(® Note
B UREERENEMIIE VPN 5, B2 , EHRMAHH VPN EEZEAREHRNE
MMM EREZ VPN HHREH , LHRE VPN HBIRENTER T,

9. EEXESBUSABEEXHR IPSec Tunnel #2 M9 THEERNERE —IMNERTR,
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® Note

MREEANRESR  BRERIMPFEOENNEREZED, FARBEXHPEEN IP it
i.lJ:o

BB MEE VPN # X, IKE # IPsec &

ERSRSD  SRERESIMX LEIE -1 VPN #X (W EHXEBEMMEXNR (ATERFERE) AN
HiZtX), EETLEEERMEZEARIR (IKE) M IPseciRiE.

1.

2
3
4.
5

10.

11.

ERMXEHER , ERIIERFIERE IPSecVPN,

1£$# Communities., New, Star Community,

NI XRHEZF (Fl20 , AWS_VPN_Star) , REEREF BB Center Gateways,
£ Add | HFEHNMXBERFRNESSERMXKIIXR,

EEBBEHRT | fRIEER Satellite Gateways (EEMX) M Add (Fin) , RSFEZ RS2
AT B EIRE ( AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2 ) FmMEISEHEMXTIR,

TERBEF , &EFF Encryption, & “MNFEHSZE" &5 H , IKEv1 RiE#EFE. 7 Encryption Suite
B =, 1% Custom, Custom Encryption,

EXERES  BENTMZESE , AETKGIERE OK :

« IKE Z&XEk (55 1 B ER) B :
» Perform key exchange encryption with : AES-128
+ Perform data integrity with : SHA-1
c IPsec ZE&XEK (FE2HER ) BM :
« ERLLT IPsec s BIITHIEME | AES-128
» Perform data integrity with : SHA-1

FERFIBHEAP |, %$F Tunnel Management, %3 Set Permanent Tunnels. On all tunnels in
the community, #£ VPN Tunnel Sharing #7 # , %% One VPN tunnel per Gateway pair.

EEBEH T | BIF Advanced Settings , #AfFi%# Shared Secret,
ERE-FBENXNERN , BiLE Edit (R8B) , RAEMABREXHN IPSec Tunnel #1 If
DHEENTRZER,

EEFE-RBENNEEN , Bl Edit (R8) , RAERAREXHR IPSec Tunnel #2 &
DHEENTAAZERNA.
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel bary ol
. _‘"‘tﬂ Ench Esiema mesmpesr wll huve T ooy
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -

BNS_WPC_Tunned _2 -

Carcal

12. {1R7E Advanced Settings (BRIRE) K77 , 1% Advanced VPN Properties (G4 VPN &
) BENTEYE , AREETHEIERE OK (BE) :
- IKE (381 M ER) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman 4) : Group 2
* Renegotiate IKE security associations every 480 minutes
- IPsec (E2ME) :
 1%&# Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4H) : Group 2
- 83600 EMNE —IX IPsec T2XEK

BB K iEAN

HEWSERSD |, LRFEE — BB P KN AE @ CEAN A SRR | X LM S VPC 2 i
B RANBE, REEMX ERRIZEKK,

1. 7E SmartDashboard , AEMNMRIEREFEM. EXINERT , BFF VPN , REEE
Advanced,

2. %% Enable VPN Directional Match in VPN Column , R EFEHNE R,

3. 71E£ SmartDashboard , #&#EFH A | REERUAT RN 62 KB
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« 0¥ VPC FBET B EAR it EHITERE

- ATAR#MEABEIREFEDIEG VPC FMEITER.

#T7F VPN SRR oY E T 33K | Hik$F Edit Cell,

£ VPN Match Conditions X1 iF4EH , i%# Match traffic in this direction only, & AU TEA
TE @ EEANERE Add KEIZBZAN , HAEFTKGEERE OK !

« internal_clear > VPN &KX ( &5 a6l2Z8 VPN ER+4X |, Hli0 , AWS_VPN_Star)

* VPN #[X > VPN #[X

« VPN #[X > internal_clear

f£# SmartDashboard , EF KK , RE&,

EXHFEES | ERERIFRHI1ERE OK UL EEK,

&% tunnel_keepalive_method & 1%

1

0N

RV & QUMK B fE A KRBT iw e U (DPD) RARIA IKE XEXAPHTRYEE . BN KABREEE

DPD , &%1# AWS VPN #t X E B K XA BEE (ESHIH]ES ) -

ERINERT , VPN FX# tunnel_keepalive_method BHi&E N tunnel_test,

BT ZEERN dpde VPN 1 XAESNEE DPD KEH VPN M EB 47516
tunnel_keepalive_method BM#HTEE , BFEEME=H VPN WX, EFeERE—Mxbt
NGl F kR

O] LAEA Gui DBedit TEE#iZtunnel_keepalive_methodE %,

1.
2.

w

© N o o &

TR E R SmartDashboard , ARG EBELZLEERS R, BEERSES.
1%$% File 1 Database Revision Control... , RG0IZ2E1TRE,

XA SmartConsole B0 , #lf. “ SmartDashboard SmartView IR ER28” f “ SmartView
HIES

530 Gui BDedit TE, AXEZEE , BEHRERXFH O LN NERERKIEFTE,
fiRIRI%E$E Security Management Server 1 Domain Management Server,

EELBEEF |, fOXIEE Table, Network Objects 1 network_objects,

EALEEF | FORIEEMBERXE Security Gateway 1 Cluster IR,

& Ctrl+F , k& A Search XBEERLUTHA : tunnel_keepalive_method,

AT EESEBEEX Y 70
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9. HETAHBE®AF , ITFF tunnel_keepalive_method My E XX & | HikiF Edit... (RE...).
%4 dpd , AFIEE OK (ARE).

10. XETF AWS VPN BN BN MXEESR 7 BILR] 9.

11. fORERR File  Save All,

12. <A Gui DBedit T&,

13. TR E R SmartDashboard , AEEFELZLEERSHR. HEERSR.
14. 1EHEXHY Security Gateway # Cluster 3 R L ZZEFK B,

BXEZEERE , FEARERIFHR O LNXE R77.10 FHYHE VPN B,

B A TCP MSS ElIE
TCP MSS EER/NT TCP HiE TN JRARA/NAR L HIEE S K.

1. SMEBLATHEZR : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BIYIZ1T GuiDBEdit.exe M ARERBIEETE,

3. 1%&# Table, Global Properties, properties.

4. XF fw_clamp_tcp_mss , 1%#F Edit, FEERN true Hik#E OK,
LATESERy O

BALUBEEERERX TN TITIESTUTRTREIERERS,
vpn tunnelutil

FEERAEDA | E5F 1 SURIUE IKE KBk, &% 2 BURIE IPseckEk,

A ERARERERRESR AERBIIBT EREANBEIREEEME. Flm , LT EEE
TRESBIERE 1 R&F VPC FEEME,

AT EESEBEEX Y 7
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Product =4 Security
Gatleway/Management
Date 4Mov2015
Time o420
Humber 21254
Type B Log
Origin cpow-997685
e |
Source B Management_PC
(192.168.1.116)
Destination B 10281328
Service aes
Protocol IR icmip
Interface [= etho

Source Port e

Action
Rule

Policy Hame Standard
Policy Date Tue Mov 03 11;33:45 2015
Policy Management  cpow-997695

SonicWALL

UTEEERUMER SonicOS EERMEAE SonicWALL i%#% LEE VPN B&iE,

Bi i f&iE

1.  ¥TFF SonicWALL SonicOS BB R H,

2. HEEBHT , fOXIEE VPN, Settings. & VPN Policies T , i&# Add...

2 Encrypl
4

Current Rule Number 4-Standard
Rule Hame

10441801 5-FFTE-4650-BOCE-
3080EGSBCFO4}

AWS_VPN_Star

[EIIKE

ESP: AES-128 + SHA1 + PFS
(group 2)

AWS_VPC_Tunnel_1
(54.84.169.196)

O vEN

VPN

1] Metwork

senvice_id: icmp-proto
ICNP; Echo Requesi
ICMP Type. B

ICMP Code: 0

3. 71£ General £+ LH VPN FBEOF , EELTELR ;

- REERE . EERBEREA.

« Authentication Method : #%# IKE using Preshared Secret.

+ Name : i A VPN KW B, BWUFERAERESXHHREHEN VPN ID B,
« IPsec EMAR B : MABREXHHIRENELNZT AKX IP tut (5

#N72.21.209.193)

+ IPsec #BYM X BT - REBERIAE,
+ Shared Secret : i AREXHFHRENTIHREZRL , A/ Confirm Shared Secret FHEIX

LIPS

« iy IKE ID : #AZFM% ( SonicWall % ) IPv4 #itit,

AT EESEBEEX Y
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« NZF IKEID : i AEILEAMK IPv4 By bk,
4. 7 Network I+ L , EEELUTER :

« 7£ Local Networks 75 , #%&# Any address, E1E F It S I B LE 2N 3t P 4% HH TR 5% 432 ) L

« £ Remote Networks T , i1 Choose a destination network from listo £ AWSH {# &
) VPC By CIDR B2 — /Mt XN KR,

5. 1f Proposals (%) W+~ L , EEEUTEER :

« £ IKE (Phase 1) Proposal 77 , 14T A T #24E :
- Exchange : %% Main Mode.
« DH Group (DH 48) : #i A Diffie-Hellman 4 #9{E ( #1202 ) ,
« Encryption : #%# AES-128 5 AES-256,
o BMIIE : EFESHA1EHSHA256,
« Life Time : % A 28800,
« 7£ IKE (Phase 2) Proposal 77 , T T E :
« Protocol : #%&# ESP,
« Encryption : i%£$F AES-128 = AES-256,
S MR : EFESHA1ZSHA256,
1%&H Enable Perfect Forward Secrecy %4 , A/G1%#F Diffie-Hellman 4,
- Life Time : #i A 3600,

/A Important

WRIEE 2015 F 10 B2l BIZ T EEZT AMX |, WA FEAN RS E Diffie-
Hellman 4 2. AES-128 AN EX. SHAT

6. 7f Advanced i£IF L | EEEUTEER :

- 1%£$% Enable Keep Alive,

- i%#% Enable Phase2 Dead Peer Detection HFH AL THA :
« X¥F Dead Peer Detection Interval , A 60 (X2 SonicWALL R &ZZEZH&/ME).
« XF Failure Trigger Level , A 3.

« ¥F VPN Palicy bound to _i%3% Interface X1, IXE2BEE RN SO
AT EEASEREEX Y ’ 73
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7. EEREWE, £ Settings WEL , BBEM Enable EEERIARNAL TEF RS, ZRRTBED
B,

Cisco &% : Hith{E 8

R L Cisco ASAs X% Active/Standby 13, EMAIXL Cisco Bt ASAs , —IXREEE —1NEBIFRE,
REE—IBETAHNERT , FARBETTH. BBHZARE , BRZBRELTUBIHF —NEE
BN VPC,

BRl ASAs 9.7.1 IR R ESMRASZ#F Active/Active 3, XL Cisco Bt ASAs , AT LAEIRTBUER &
B8, BEEIZTRE , BNZBRAKX B HEHP — PN EREEREEIEM VPC,

3 F Cisco 8% , BATMMITATRIE :

- BLESNEEOQ,

- #1R Crypto ISAKMP KEEF5I S EHMH—1%,

- #1R Crypto SIRKREFHISERM— 14,

« BRI IPsec HMREMIME ISAKMP KB 75518 % ERlENE A EM IPsec BRERKE— .
- BIR SLA KIS EEH 14,

« WEEFMXIRZMENARBRE 2 BERRENPTERBERHTERE.

AWS Site-to-Site VPN EFF X iR R Al T A HEE X HF

ETHIERETEN Site-to-Site VPN EZEL EEMN RHIEE X |, i5FEAH Amazon VPC #2#l4.
AWS T 51T Amazon EC2 APl, BEXEZER , BSH $ 6 . FHEE X,

FBHA LT HETTERETER Site-to-Site VPN EEREENSEHNBEARGIEEX
# . dynamic-routing-examples. zip

XEXNFEEAFERSUE, S, BINER :

- VPN E# ID. EF M ID MEMFAEMX ID HRHIE

2 (AEB ) IP ik AWS IS S RF ( AWS_ENDPOINT_1HIAWS_ENDPOINT_2)
EFMXIRE L BRAEBRMAIED IP #titfy SR () your-cgw-ip-address
MAZZRAEN SHFF () pre-shared-key

IP tth 31k PR B B&3E Y 7R BB

A T ASEE X 74
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RAriEmE

« MTU REW RHIE,

® Note
ROIBLE X RN MTU RENERGIZA. BXREBCHERRERE MTU ENE

I%\ y

HZFAWS Site-to-Site VPN B MX<i8 & W RESSE,

BRTIRMEESMAEN , XEXHEEET AZH#H XA, # Diffie-Hellman 4 2 # Site-to-Site VPN &
ENHEER , UK AWS XigH 1 AES128 SHA1 AES128 SHA2, F Diffie-Hellman A 14 N REE
Ko AWS GovCloudEfTEEEERA TS HRIENTMLER, BXIE SR E X4 AR A H R

£ &%, Diffie-Hellman 4., BB FHEE, IPv6
TEBRTEEFRXEZ LEENEZFAL4, SIEREEOD IP utfRFI1E,

Internet-facing interface
IP address: Your CGW public IP

/N
v NN

IKE

IKE security
association

Tunnel 1 interface
Remote |P: 72.271.209.
Inside IP: 169.254.25

Tunnel 2 interface

193 Remote |P; 72.21.209.225 —
5.1 Inside IP: 169.254.255.5

IKE security
association

L

IPsec security
association

q

BGP peering
Peer: 169.254.255.2
Remote ASN: 7224

IPsec tunnel

N

IPsec security
association

BGP peering
Peer: 169.254.255.6
Remote ASN: 7224

IPsec tunnel

\/

IP:

Internal-facing interface
Your local network address

Customer gateway device

7 AWS Virtual Private Network ZF MxiEZ B EIASEH

LTREAFEFMXRENASAE (WRTH ) BEZREN —ERHTE,

A T ASEE X
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RAriEmE

Check Point

AR REAA Gaia TP ML Check Point BLEZ 1T R77.10 R E S hRAH Check Point Security
Gateway R &MWL, SmartDashboardEth A S ER E R X FH LB Amazon Web Services

VPN BGP — X,
BlERRE RN

E—SREE VPN RBEANSRBERAZFMAMNELZTAMXWIAE (W) IP ik, Eal
BE—XFBE , FEABEEHN IPSec Tunnel #1 PHTEMUNES., E4EE —LKRBE
BEEAREXHERN IPSec Tunnel #2 o HIRHMNE,

1.

B SSH EEIENREMR, MREEMRRIEIRIA Shell , FRIZTU T SREI N

clish : clish

BEZETATRERIRESFMX ASN ( EHEIEEF MXERAEARN ASN AWS ) .

set as 65000

ERAEEN M IPSec Tunnel #1 #H TRHEMEE , ME-FRBRECIRBERZO, N

HIBEEIR M —Z R, Hl AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

ESXERTUEAREXHR IPSec Tunnel #2 85 TREMNEECIEE -KMBE

TR EIRMEE -, il AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

REEDFABMKX ASN,

set bgp external remote-as 7224 on

FRABEE AR IPSec Tunnel #1 o HREMERNE—%RBEBE BGP,

set bgp external remote-as 7224 peer 169.254.44.233 on

A
o A

A T ASEE X
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set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

7. {ERBEXNMR IPSec Tunnel #2 B HRHNEFEENE-FKEBEERE BGP.

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. RFEE.

save config

flE BGP KB

BTk, 62—/ BGP Xl , ZRKBATEA AWSAHHEH, RE , HENEFMXEERNF
HA A2 ME AWS,

1. 1£ Gaia WebUI A |, i%3#¥ Advanced Routing, Inbound Route Filters, % Add , AEiEEF
Add BGP Policy (Based on AS),

2. XF Add BGP Policy (%11 BGP %) , 5 — M FRHPEZE—INT 512 § 1024 2
B, AREE=-NFEPMAELFABEMK ASN (il , 7224 ) ,

3. &EE&FF.
R B AR tth B E

UTHSREMToEAEZEARKE, SEATUNTENREHNRSEIKA (Hl0, BSEEHIEL
SEBADIGRENEEH ) . BXRXEZEE , M Gaia ERIKHE R77 RAEEIEM.

1. 7E Gaia WebUI A , #%#%# Advanced Routing., Routing Redistribution, i%£$% Add
Redistribution From (RINE# 2 EIR) , AFIER Interface (#0),

2. XF To Protocol (B #rtiR) , IEFREIAFAE MK ASN ( flan , 7224) ,
3. XTF Interface , EFE—PAFPEO., EEFERTF.

A T ASEE X 7
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TE ST Y P 48 3 R

ETR, 385 VPN BEREZ—ITFMENR , AEEEURLBMRNLE (HE0) IP ik, &H
ERXLEMEXNREN VPN X EEMXBITHM. BEFECNE - MZALAAE VPN S G

ALFFo
1. FIHKE S SmartDashboard,
2. ¥TF Groups , FTF £ T XK H%4F Groups. Simple Group, &8 LAXT &N 4% 3 &R 45 FH 48
BRI,
3. XTF Network Objects , 3TFF L X (8% o) X% Hi%#E New. Interoperable Device,
4. XF Name (B#) , MALESR 1 P HARERMENEN , fl0 , AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2,
5 XTFIPv4 it |, T AERBXMHFRMENEL T AMCHINEE IP it , 5
W54.84.169.196, RIFEHIREH XX FE.
Interaperable Device -AWS._VPC_Tunnel 1 [ 2 ==
::t\wﬁm Inlereperable Device - General Propesies
B ""’f:r: AWS_VPC_Tunmel_1 Color: || Beack
T
6. HEAEMEKFEKS , %&#F Topology,
7. % VPN Domain (VPN #) #85 # , %3 Manually defined (FaIEX) , RER KK EHERE
ELR 2 hEBNZEH, EFREE,
8. EEXUESBUERABEEXHR IPSec Tunnel #2 M9 THEENERE —IMNERTR,
9. HIBHMAMENR , I EHMNXBERITIR , REEE Topology.
10. 7€ VPN Domain (VPN 1) #8453 & , %4 Manually defined (FFENX) , REX B KRB HIEBRE

HESR 2 el =H, EERBEE.

TR AREXH 8
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® Note

BRURBEERENEAIMAE VPN H, BR , FHAFHN VPN EEREARRHENE
PLAMEAREZ VPN BHER |, AHERE VPN SBZIRENER T

® Note

MREEANRESR  BRERIMPFEOENNERZED, FAREXHPEEN IP it
i.lJ:o

BIEMEE VPN X, IKE # IPsec &

BETR, EREKMX EOE - VPN X ( A ERBERNENR ( AERFRE ) FMEIZ
HX ) o EEALUEEEBRMEZHARMR (IKE) M IPseciRiE.

1. EMXEMF , ERHIERPERF IPSecVPN,

£+ Communities, New, Star Community,

NENAEXEHEZF (Fla0 , AWS_VPN_Star) , REEFEXRFIBEEPH Center Gateways,
% Add , HFENMXREFRMBSEFEMXIIR,

FERBIBEH S |, %R Satellite Gateways (LEMXK), Add (RN , RAEFEZHCIENTEE
YEi% & ( AWS_VPC_Tunnel_1 F AWS_VPC_Tunnel_2 ) HmFSE5EMKIEK,

6. TERBIBEHD |, % Encryption, £ “MEFEFE” T , EF “IKEVT IPv4 F IKEV2 " IPv6, £
Encryption Suite £ & , #%£#® Custom. Custom Encryption,

o &~ 0D

(® Note
AFESR for IPv4 R IKEV1 f IKEV2 or IPv6 T B IKEV1 A ThAE,

7. EXEES REXNTNEEYE  REEZTHEERE OK (BIE) :

« IKE Z&XEk (55 1 B ER) B :
+ Perform key exchange encryption with : AES-128
+ Perform data integrity with : SHA-1

« IPsec Z2XREk (E 2/ ) B :

TR AREXH 9
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« AT IPsec in THITHIEME : AES-128
» Perform data integrity with : SHA-1

8. TERFIBEHH , % Tunnel Management, i%£3F Set Permanent Tunnels, On all tunnels in
the community, #£ VPN Tunnel Sharing #7 # , %% One VPN tunnel per Gateway pair.

9. HEEFIEHH , BFF Advanced Settings , RFi%E$E Shared Secret,

10. EFEFE-XBENXNERN , BiER Edit (RE) , ARRABREXHH IPSec Tunnel #1 P
DHIEENMHAZTERA,

1. ERE_XBENNEEN , BiEF Edit (RE) , AEWAREBEXHH IPSec Tunnel #2 P
DHIEENTMHEZRA,

Star Community Properties - AWS_VPN_Star B |

Camneral Shusre] Secrel

Cerier Cateways

Gatwlte Gatwwey

Erecrpplion

Turnel Maragemeni
= Advanced Sstings

VPH Fioutrg

o e oy Shusrmed Sacred S pll Dt meretery

Each Esiemal mesmisr wll have T Sobowrs
secret with &l sl members 1 e comEUnty

MEF (Muligis Erir
Ecchuded Services
| Srawed Secret
[
Wirw Mol

gl
53
|

EED
e &
-
[

12. {31 Advanced Settings (8RIZE) E5I# , %&#F Advanced VPN Properties (84 VPN &
M), BENTEYE , AGETHGEERE OK (BE)
- IKE (581 M E) :
« Use Diffie-Hellman group (£ Diffie-Hellman 4) : Group 2 (1024 bit)
» Renegotiate IKE security associations every 480 minutes
- IPsec (E2KER) :
- % Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4) : Group 2 (1024 bit)

« F3600WEEHNE —IX IPsec T2 XEK
TTBHDEEX A 80
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B BA K S

TR, RE—MEAHXEANME @ CE AN R, XL RV VPC MA ML 2 B /Y
BIE. REEMX ERRIZEKK,

1.

£ SmartDashboard , AWM XERLREMY. ERINEEKF , BFF VPN, AF%EE
Advanced,

%48 Enable VPN Directional Match in VPN Column , $R/5i%# OK.,
£ SmartDashboard , &R AE , REFER AT 62K

« Y VPC FMIBE ARG A it M 453t 1T 81E

- AFARMMZBEIFMFDNES VPC FRBRITERS.

fTFF VPN B iy BTy E T3R8 | FHi%kF Edit Cello

£ VPN Match Conditions X1 iFHEH |, #%# Match traffic in this direction only, &I T&EA
TE [ EEANE R Add (R0) KeIZZAN |, RAEETKFERE OK (BE) :

« internal_clear > VPN & X ( &5Ea 612 VPN ERX |, a0 , AWS_VPN_Star )

« VPN #X > VPN #%X

« VPN #[X > internal_clear

f£# SmartDashboard , EEFHE , T,

EXNFEESR , EREHMXHIERFE OK LR EEKK,

& tunnel_keepalive_method J& 1%

IR E KM B A RIXT iR (DPD) RARA IKE XEXPHTHYETE . BN KARBERLE
DPD , #4707 AWS VPN #tXH#LE XK AFEE,

ERINER T , VPN M<K tunnel_keepalive_method BH#iRE N tunnel_test,

BRI ZEERN dpde VPN XA ESNFEE DPD WK VPN M EB 47515 F
tunnel_keepalive_method BM#HTEE , BFEEME=7 VPN WXk, BFeERE—MxH
ERENEENEH,

&I LAE A Gui DBedit TEE#HiZtunnel_keepalive_methodE M.

1.
2.

TR E SR SmartDashboard , AR BELZLEEBRSZ . HEERSES.
1%$% File 1 Database Revision Control... , G 0IZ2E1TRE,

TTRDBRE X 81
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3. XHFA SmartConsole A , fl#0, “ SmartDashboard SmartView BRERES” Fl “ SmartView
BEMER,

B3 GuiBDedit TE, AXEZEE , FEARERXBFPOLLNNERERBIEELE,
I )R%E$F Security Management Server #1 Domain Management Server,

HEELBEES | HKOXIEEE Table, Network Objects #1 network_objects,

EALBEF , fOREEMEXH Security Gateway F Cluster 3 Ko

% Ctrl+F , & Search £ ERLUTHA : tunnel_keepalive_method,

ETHEES , FTF tunnel_keepalive_method B E FXEH | Hi%F Edit.... HOKIERE
dpd #l OK (@E)o

10. XEF AWS VPN BN BAINKXEELSR 7 FIFER 9,

11. HR%E$ZF File F Save All,

12. <A Gui DBedit T&,

13. yIFFRER SmartDashboard , RFERLTLEERSFR. HEERRSFH.
14. TE#2<H Security Gateway M Cluster X R R KB,

© © N o 0o &

BXEZEERE , FEARERIFHR O LNXE R77.10 FHYHE VPN Bk,

JE A TCP MSS EE
TCP MSS BEER /N T TCP HiRBHNHERRERAR/NAR L BITFEZ 5 Ko

1. BMEBLATEZR : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BXIZ1T GuiDBEdit.exe M ARERBIEETIE,

3. 1%&#R Table, Global Properties, properties,

4. FF fw_clamp_tcp_mss , 4% Edit, FMEEHRN true , RFEEFE OK (BE),
B_LIJ.—I:FL 'U(

BB EEREXA TAR ST IEEZTUATHTRBIERERS.

vpn tunnelutil

FEERAEDH | EF 1 SURIUE IKE KBk, &% 2 SURIE IPseckEk.
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A ERARERERRERR AESRBIIBTEZERNBFESREECNE, flm, LT BEEE
THESBIRE 1 REF VPC FAEME,

Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Number 21254 User —
Type B Log ;
Origin cPOW-997695 woe ]
' . Rule UID {0AA18015-FF7B-4650-BOCE-
e SSRoEDRACF L4
Source & management_PC Community AWS_VPN_Star
{192.168.1.116) Encryption Scheme [&EIKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54,84,169,196)
Interface [= eth0 P ﬁﬂw
bproduct T
Source Port -
VPN
2] Metwork
. Policy Hame Standard Information service_id icmp-profo
Date Tue Mov 03 11:33:45 2015 ICMP: Echo Reques!
| Palicy ICNP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

A LA SonicOS EE R MEELE SonicWALL 8% . AXEERENEZEER , ESHEN AWS
Site-to-Site VPN ZEF MX IR Z A E 5 SEH,

BEEFEREEZEORBHIZEMN BGP, BFRARHIERE XM+ BGP HWE o HiRENGS
EBe#HTERE.

Cisco %% : HitifS 2

F L Cisco ASAs X X #F Active/Standby # 3, XL Cisco Bt ASAs , —IxR ﬁ ANEBNRRE.
REE-IBEFTAANERT , FRABETTH. BHZARE , BNZKRELTUBIH AP —NEE
EERIEM VPC,

BBl ASAs 9.7.1 RESRAZH#F Active/Active 13, EAIXL Cisco Bt ASAs , A LA[E BHBUE M 5 Bg
B, BEBZARE , BN ZBATUBESHP —/NBEEREDEN VPC,

3t F Cisco &% |, BHRIITLLATIRE -
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- BENEEO,

« ¥R Crypto ISAKMP ZKBEF 55 B G H — 1,

« ¥R Crypto SIRKMF5ISEEH—14*,

« BWRINE IPsec HMREMIME ISAKMP KB 75518 % ERLENE A EM IPsec BRERKE— .
- H{R SLA RS 2B —14,

s NEEFPMXRZNENRMNE 2 BERRENFTERHEREH#ITRE.

Juniper %% : HtfE 2
TERERT Juniper J % 1 SRX B F MR %% I ROIEE X4

- AEEOHKNge-0/0/0. 0,

- P&E#EO IDs M Asto.1Mst0. 2,

- BRER ETHEREONZSX (BREFSEEARIAN untrust’X ) .
- BRERIANBEONZ2X (BREEEEARAN trust’X ) .

¥ Windows BRES28HELE N AWS Site-to-Site VPN B F MKIR%

&R LR — B121T Windows Server BYRSS2RECE N VPC IEFMXiIRE, LTitERE VPC H
B9 EC2 3£l L& 27 B S W ARS 88 Li21T Windows Server , BBNTLA T I, UTIBERAT
Windows Server 2012 R2 & & & kR &

AE

- BELEH Windows 34l

- S/ 1 81 VPN EBHE B BN VPC

: TE VPN EENEE X4

. Bli& Windows Server

. i & VPN P38

L BRAKEM KN

- ik VPN E#E

\

Nl
s

Nl
s

Nl
s

NG
\ \ Al \ \
kXY kXY %‘a kXY kXY
(o) 2N [6) I =~ KGO RN | \S )]

Nl
&

Bt & & /Y Windows SE451

N8R F Windows Server Bt EEM Windows AMI BZI8Y EC2 26l £ |, HFHITUTIRE -
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- EAXEHIM source/destination & :
1. $TFFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###14,

2. EBIEH Windows 6l |, AREMIXERR Actions ( 34 ) . Networking ( W% ) . Change
source/destination check ( EUR/BFrRRE ) . %$F Stop (F1E ) , RF%EF Save (RE ) -

- EFEESFIRE , SMELTLEHRE SN RE
1. EZIEW Windows K6l, BXEZEER , BSFEEZIEHN Windows 3E4l,
2. fIFFEHER , BhREEER,
3. BN ERRT Ro

4. ERMEER S (ABIEXHIZEA | TEER Amazon Elastic Network Adapter = Intel 82599 FE 1 2f
BE ) , AR/FIEEE Action ( #1E ) . Properties (B ) »
5. ‘@R &um+L , ZA IPVARKMEIE". “TCP REFMEE" (IPv4) M “UDP K5 F EIEK
(IPv4)" B , RIFEE “BE"
- EENKF 2 EEM IP b H izt 5ERFIxEk, BXEZEE , FZH (Amazon EC2 AF g
R FH9SEME IP thit, HIZ T ibibu - BEIEEF MG EZE i,
- BWREHNRLHAMN AFHIE IPsec RE. BRIABERT , T2EATMBEHILRE, B, W0
RZLANHEANEMNERBRSHIT 78K, MABTA IPsec REGIE LT Kk B E LA
 : 1P % 50, IP #4151 # UDP 500,

i3 F#4# Windows BIFFEMAM CIDR S8 , #l0 , 172.31.0.0/16.
FB 1 G2 VPN EEHEE SN VPC

EMNER VPC B2 VPN EE | BHRITATRE

1. SIREBAEMR AR EEESEN VPC, BRESZER , BEH IEBENZT AN,

2. B2 VPN EENFHNEFNK, XFEFMK , iHHEE Windows Server BI/AHF IP i,
STF VPN ERE | FiaERBAKE , ABH A Windows Server FTIEM /) CIDRSEE |, a0
172.31.0.0/16, EXEZELE , S8 $& 5 : 8|2 VPN £,

B2 VPN ZE#/5 , HF VPC BEENERBER VPN EEH#TERE.
BB/ VPC

« £ VPC REIEMBEFM ( MREERE ) , LEHES Windows Server BIERIEHl, BXEZE
B, &ZRAE VPC HOIEFM,

SR BE VPN EEHEELM VPC 85
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
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® Note
HEFRRAEBEE Internet WX FM, FT—NIEFHAE T I FMEERH,

- EHEHN VPN EENBERE
- MFABEFRHEBERAFMER , UENFERXER B , 2L Windows Server B4 ( CIDR 5B
B )ERNENE, BXEZEE | 55 (Amazon VPC AFIEE) S #Y B B 27 0 A BR 2§
H.

- NENEAMXEAKABEE, BXEZEE , H5R (ENAENX ) ERHAXPE ARKHEZ
&,

« NEMZEHIBELZEH , LATE VPC EENNE 2 B#HITEE :

o ANMAERBEBHMEH AV RDP =% SSH RN, X# | B LMNEH M EERES VPC #
S, Bl EAFEHMNERNITEN G RSN VPC B Linux 354 |, iE6IE— SSH 3%
B ORIEBENEHMERN CIDRSEE (#0172.31.0.0/16 ) WAWHN, BXEZER | #H5
%] Amazon VPC A F B IEN VPC WE £ 4,

o WNIMAERBEBHREH AL ICMP G RIEHN, X , BIEM Windows Server X VPC A H#YSE
Bl1T ping B4E , ATLAUNR &EY VPN iE#E,

HPR 2 . T8 VPN EENEE XA

AT LAfE A Amazon VPC #2411 & &R VPN iE3# T8 Windows Server Bt & 3245,

TEEEX

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBEHKF , %R Site-to-Site VPN Connections,

3. ERIEH VPN EE , AF%E#E Download Configuration ( TEHEE ) -

4

1%£$# Microsoft #E LRI , Windows Server fEREA |, 2012 R2 tE R Eith, EBRTE, &L
T RRFIXAH

BEXHTEE—MBoEUATREAMELUNER. ELEIXLEFEEHAMK , BRBE—

vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1
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https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
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Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

FEIERIE VPN EEE , BREFFXEEN IP #bilt,

Remote Tunnel Endpoint

BT AMXAFEAN IP btz — , FTLIEES AWS fURY VPN E£,

Endpoint 1
FEGE VPN EER , BEEENSHSEEN IP IR, BHMEZPRIXL P ik 21T 6E A
VPN E 7 R &8 VPC,

Endpoint 2

EEFELFAEMXH VPC /Y IP #thutS8E ( CIDR 3R , #5140 10.0.0.0/16 ) o

Preshared key

AF*Local Tunnel Endpoint#Remote Tunnel EndpointZ[EZ3I IPsec VPN iE#EHIT
/\?ﬁﬁo

BINZBVUENREBERERN VPN EEN—H 2. BREBEEEET Site-to-Site VPN EEZEH
Amazon —fll {93k 37 VPN & e, E"“%/)’ERTEH—%&%E , BE—RXRBEXESE —FKFRRE LMK
BERf B EBIiERE. BEEARBETHRTREFHENELZTH,. BT —XX—%KBERA , Amazon
VPC B H| &I T —RRBEL TXARS. X2WHTH , A EFEFEUEARE,

BETHZRPRES , IREPHINREZHE AWS |, B8 VPN EZFE/L2H AN B3 M EE B R E
TRAMKNE-ZBE, EEREFEFMXREN , SHLEEMRBE.,

(@ Note

TN EE AKX AWS SATHITHT . XIS AT EE N E AR SR VPN EEM
KRBEPH—F, HBRIMNNTHPESH , B8 VPN EEL B AREB I E _XKMBE.

THNEEXHPRHTHEXRERMNZHARSR (IKE) M IPsec T2 XEk (SA) WEME R,

HPR 2 0 TE VPN EENEE XXM 87
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MainModeSecMethods: DHGroup2-AES128-SHA1

MainModeKeyLifetime: 480min,@sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA WINZEM FHRIUEE ., XL2 VPN EENEIIRE , B2 Windows RS 28 IPsec VPN
EENERIARE.

MainModeKeyLifetime

IKE SA Z4AFERHIR, X2 VPN IEZENENIRE , 2 Windows RS 25 IPsec VPN HE#EEHY 2R
NRE,

QuickModeSecMethods
IPsec SA WINZMBHRIEEE, XL HEENEIGRE , B Windows ARE88 IPsec
VPN EZHNERINRE,

QuickModePFS

BIMNBWEELERERAEZATLEERE (PFS). IPsec

F18 3 : fig® Windows Server

EIRE VPN BRE 28 , B4 Windows Server F ZEH B BRABAIZERIFEIEBRS. XFAIFIZEE
FHFiEIIﬂﬁE’JIWé%J:E’\Jﬁﬁo

ﬁ“

ERREBANMZTREDRE RS

1. B FZIEH Windows Server,
2. HIFHBREE K ARAEERRSSHEESS.
3. TEREABFERHEAERS :

a. MNEEXES  EERMBEMINEE.
b. EFAERER , BWINEHRS|[HEERFMH , REEET—F,
c. ERETAGIETURNEER A6 RBERT—F,

d. 1%3#%F Select a server from the server pool ( MARE B HIEFE — MRS ES ) | & Windows
Server , RE%EE Next ( T—F ) o

S 3 : BL& Windows Server 88
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e.

EHRAPIEREM RN E RS . EE TR EREFEERINZIEE AT At B B FF F /I Zh
AEo

EE—-%I&F , gOREFZERETR., T—F,

EEFEDERE L , EET %,

EMEREMFRRS REP , BT -5,

EZRBFRREL , ®#BT—%, £ F—R L, i&#DirectAccess #M VPN (RAS), £ZRH
WAEEFIERRMINBEA BN ACRSAAIZENIIGE. ER—5I&RP , EFKE , AREET
_io

 Web lRS2RARIS) RE L , BT -5, REMIANEE , RRGEET—F,
ERER, RETAE , EHEXH,

BLEF S AR AZRE R RS,

1. ENRRL  ZREH HRER). ENZER-—TESREAMEREE. EEITHFEE
SHEE,

2. EFNEBE VPN,
3. 7 Routing and Remote Access (BB Az A [M]) X FER , EFRRFI|/|EN , %EF Action (B

1F)

[8])o

S -

Nil

kM

B4:iR8

$R/F1%# Configure and Enable Routing and Remote Access (BLi& 3 /3 A R FIZE S

ERANTETRRSHRZEASHNE—IREHL  BRT—-F,

£ Configuration (Bt &) WM L , 4% Custom Configuration (BEXBE)., Next (T—2%).
fKRIESE LAN BBH, T—FSHzTH.

HHIEBANZRL X FERTE , EREIRS

VPN Bgi&

TEITAT I E B E S F Y netsh BIZA | & EA Windows Server AF 5E , AT LABLE VPN B&

HW 4 iRE VPN BRE 89
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/A Important
BINEBEUEELSFPEAETFATEOERE (PFS). IPsec MR FIEIZRIZIT netsh B |, ©
288 —"NBTREA PFS () gnpfs=dhgroup2 KI5, ETFEEMER Windows AF R EE A
PFS , MRH4AEA G TITRER,

pri L
« &I 1 : 3317 netsh I
« JEIN 2 : £ A Windows Server A RH

%&IN 1 : 1217 netsh B
EHIETHEENXHHE Netsh BIA& | HEHRTE, LT HROIBIA,

netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name : B A B EEN BB REBINE M (vgw-1a2b3c4sd Tunnel 1),
LocalTunnelEndpoint : % ASEM & LB Windows FREZE5HIFAAE IP Hbiit,

Endpoint1 : Windows Server FTEM4&#) CIDR 3 | #5170 172.31.0.0/16, AMBIE (") FIHEE
XK,

Endpoint2 : &8 VPC = VPC iy FM#Y CIDR 3R , Hl#0 , 10.0.0.0/16. AXXEIE (") FUERE
R,

£ Windows Server LW TIRRITE ARETEEHOMAR, (AIiLESIFMEGSTHNTEX
) ERBL VPN IEZMNE XK VPN FRE , BFEAREXHPHE - Netsh HIAEE ZIFE,

SRR , B3 BE Windows P X i,

BX netsh SHMEZEER |, 1§55 Microsoft EF# Netsh AdvFirewall Consec a5 5, TechNet
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IEIA 2 ; A Windows Server A 5 H

1&3& 7] LAfE B Windows Server AP R HE LI E VPN B3iE,

/A Important

& TTEER Windows Server I REE A EZHATEAERE (PFS). B4 NEHEEHA
M REMREAGRTITEA PFS,

x5

- 7 VPN BEREZSMN
- WIABERE

- BAEBATLOERE
- BiiE Windows Bh Atk

A VPN B2 BEEZEHN
EiXEpDH |, FF1E Windows Server LEEZ 2 H N LA B12 VPN B&iE,
A VPN BBEE—/NZ£HN

1. RS [EESR , %FE Tools ( TH ) , AFEEWindows Defender Firewall with Advanced
Security ( @& &% Windows Defender B R ) o

2. EFEZZEAN. BEMFEAN,

3. EHBEEZ2ANBSHOMNERTEL , EFEBE , AREET—F,

4. 1£ Tunnel Type (B#&H) TTEH A What type of tunnel would you like to create (& & B 8|2
AKRBABEIE) T , ¥ Custom Configuration (BEXEE). 7 ‘BB ELT IPsecZRIFIERZEMN
ZPEEPHERER T , RERINENIEPRS (B, BEBERESZEEZEANTEARE
MERE ) , REEE “T—F

5. HEERTEAF , ERERNAMEEHTEARIE, FTERNHMEEZEEIRE K RAEEET—F,

6. EREWSAEL , EiRa 1 FHITTENT |, EF5FM. WMALHNMNEN CIDR BE (£
Windows Server ZFMXxig& 25 , a0 172.31.0.0/16 ) , RAFEFE OK (HBE ) . ZBE
ALGEENEFMXIRER IP i,

7. EfAREA#RBEAER/A(RBELERS 1 FTEN) T |, EREE. EIPv4 it FERP , BA
B Windows FRSS2RFAE IP it | REERBEE.,

S 4 %E VPN F3E 91
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8.

EAARZEBEAL[A(RIBEKRLE R 2 PWITEN) T , EREE. EIPv4 thitFEH |, WA
LS PPRE 1 BT AMXH IP ik ( S M Remote Tunnel Endpoint) , AFERH
Eo

/A Important
MREBEENRE 2 EEHTR , FRREEREE 2 KR

FERGES 2 PITENT | B3NN, EU IP it K FREERS | @ AL VPC B9 CIDR 3k |
AREEEBEE,

/A Important

BATELFEPRITRY , EELRIRK 2 FITEN N L, EERIEESRZEIHE
NEET—F , BMNERTEEZEARS .

i New Connection Security Rule Wizard [
Tunnel Endpoints
Speciy the endpoirts for the IPsec unnel defined by this e
Steps: Which compulers are in Endpoint 17 -
@ Rule Type 172310016 Add

Turrwe! Tvos
# Requirementz
& Tunnel Endpoints
& Authenticaton Methad

uihertizaton 1l Whal i the local lunnel endpoint (doses! lo compulers in Endpoirt 1)7
@ Profile .

IPv4 address: |1?2.3' 1136 [ Edit.. ]

@ Name )

|P+vE addneas: [

[] Apply IPsec tunnel authorzation as speciiied on the IPsec Settings
tab of Windows Firewall with Advanced Security Properties.

What is the remolte lunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: (54 240 204 89 ' Edt..

[PvE addness |

‘Which compulers are in Endpoint 27
10.0.0.0416 [ Ad. |

HW 4 iRE VPN BRE 92
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10. WIABEENMBERESHER , REIERE Next (T—F).

1M1, EHERRIEFENEL , EBER , RAEEREE L,

12. EE-FORIEFZET , EHFHM.

13. 1%&$F Preshared key (MAZH4) , MABREXHFHPHMLZRLAE , RFEEFE OK (BE).

/A Important
MRENBE 2 EEURIR , FHAREFRE 2 HAHAEERHA.

14. BRREFE-SFHRIETE , ARERBE.
15. iij:%-lt_io

16. 1E Profile (BB X #) WAL , EHFAE=NEEHE : Domain (1), Private (FAF) H Public (2
ﬁ)o iijrgF-F_Z/Fo

17. EEHRTET , NENEEANBAEZR ; B2 VPN to Tunnel 1, R/Fik#E Finish (
B ) o

ESLEEE , NEEXHFHIEERE 2 BYHE.
SRR | 18 VPN EEEEE T AREEE,
HiARRER B

HiARRER B

1. fITRSHEER , ERTE  EESH L2 Windows B AIE , AFEFEERZEMN,
2. WIFMFFEBEALLTRE :

- Enabled (28 H) 7 Yes

- KEQ 1 BENMER CIDR #

- BRERQ 2 ZIEH VPC Y CIDR R

« Authentication mode (B A% iIF#E ) & Require inbound and clear outbound
« Authentication method (& 331E /55%) 8 Custom

- WA 1WwAR Any

« WA 2&WwmARA Any

* Protocol (1#1) 7 Any

HW 4 iRE VPN BRE 93
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3. ERFE—AHN , REEEREM,

4. 7 Authentication (&2 1iIE) &+ E# Method (553%) T , i%£3F Customize (BEENX). i First
authentication methods (85— &Rl A %) S eRBEREXHTHERMAZRS , AFEE
OK (H3E).

5. EESUATFH , WifE, AEMNLNEHESHILE.

6. ¥£ “IPsec BRE&EH” T , kFE ‘BEN", BT IPsec B3BRE , ARB LR “HBE M “H
E” AR ERE,

- Bk “EA IPsec B3iE",

« ABREIR S ( ZFIEEIRS 1) 25 Windows Server Y IP #iiit, MRFFMKIRE R EC2 3%
B, XRMRZEFINFE IP ik,

« Remote tunnel endpoint (closest to Endpoint 2) (A& #:pgE i R (RIFEH R 2) P EBEMERERN
EIlEAMXH IP #hit,

7. AHENE-ZBENEME. NIBEEEFX 4 FINET7 5,

BREZATLEBRE

ZBAUERAGSITEAETEATSOARE, WIHETEBIAFREER.
BREZHATLEBRE

1. &K Windows Server R AFH W TRAFED,

2. BWALTHS , H rule_name BN ERE—MEEANIREHBEI

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. NEZXMBEEERTIR 2, XIRERABAEZ/NEENNREAZFHELR rule_name,

fit & Windows Bh A 1%
ERSBLEREZSHANG , FEE—LEAKIPsec REUFEARELLEAMX,
Fi & Windows Bh X 3%

1. $TFF Server Manager ( RS EBREEST ) , HOKIERE Tools ( TE ) . Windows Defender Firewall
with Advanced Security ( B4 &% Windows Defender By A% ) 1 Properties ( B ) o

SR 4 RE VPN BRE 94
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RAriEmE

2.

© ® N o

10. &#F “WE"RE ‘BENIPsec RE” NFE , AEBXERE BE URERE,

£ “IPsec iR B” LI FH “IPsecE®” T , B\ “B4% ICMP” 2&IPsecH “B” (BN ) . ¥

ifIPsec BRERNEZE RN “XI’s
EIPsec IAMET , ERBE L,
EFRAXRBREER) T, E#BESR , ABEBRBEN.

£ Customize Advanced Key Exchange Settings (B EX SR ZFARMIZE) FHY Security

methods (£275 ) T , RUEE-IMREREER T U TRINME.

- STEM : SHA-

- INZEAR : AES-CBC 128

- BEARIE L : Diffie-Hellman Group 2

. TE“Key lifetimes”i £ BT , ®iE“Minutes” 7480 , 7 B“Sessions” 0,

UTFRESEE X4+ RIS E X M.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

EZAZIIEI T |, 12T Diffie-Hellman A T8N L LY , RAEERBE.,
EHRERP(TERERN)T , EBESR , RAEEBRBE L
ERERFEFAXEEENEZEZEINFERINE,

£ Data integrity and encryption (BIETEBMEMMBE L) EI T , RERIAE -

- L : ESP

- TTEM . SHA1

« INEARK : AES-CBC 128
- SEFAHARR : 60 244

XEEEE BRI TRE X M,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

S 4 %E VPN F3E
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SR 5 BARMMREN

ETX, BE TCP , SMMBRTEEANMK, A HESUEMRBUASTRULIRIE | HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters., EERBIENZI D 28 , TEHITILS
R, ERFEEMER2RE , BUMEFH B RSER.

=3P SR ES SHl

1. 1 Windows RE 2L , BB TR RFHN PowerShell i , AREH A regedit AB3EMRERE
2o

2. RJF HKEY_LOCAL_MACHINE , BFf SYSTEM , EBF , BRI “BRS5” CurrentControlSet , BFF
Tepip , RERIT S8

MREFET | EEFHE , AF1EE DWORD (32-11)E.
# A& EnableDeadGWDetect,

1% EnableDeadGWDetect }# %1% “RiE". “MBk’,
EEBES , A1, AFERAE,

KAEMREER , AEFEIRSH

N o 0o b~ ©

BEXEZEER |, i35 Microsoft TechNet &R EEnableDeadGWDetect #Y,

S 6 : M VPN E#E

EZNE VPN EERBEETE , BF VPC wE5 — 1N Rf6] , HBRIZEHEE Internet iEHE, B3
SIS, MIEE Windows Server X iZEHIMFAE IP # iR 1T ping 1. NEFFMXRZERAE
B, VPN BR8N HEI., Eitt |, ping s S tiF B30 VPN E#,

AXMR VPN EEZNLZE , B3 EN AWS Site-to-Site VPN &,

MR ping BHXRM , BREUTER -

- BWREBE T Z2EAMN AW ICMP REEN VPC FHSEFl, WRER Windows fRS5E82 EC2
K6, FHAREZSENHUERAN LY IPsec RE. BXEZER , 25 EEER Windows 5K
Blo

- BREMEKE ping T HHES LHNRERZEHEERNMAE ICMP, BINBNUEERAEF—RILE
# Linux AMls,

- MREERIT ping BERZHIZE Windows 3£ |, iEEEEFZEHIHE Windows Bh A& ICMPv4 £
BB AR ThEE,

HB] 5 BAKEMREN 96
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- WRAEH VPC KFMEBRAEE THHARK, BXESZEE  BZA S : BIE VPN EEHAEE
W VPC,

. ﬂﬂ%f&“ﬂ’]%? Mxig &= EC2 =4l , FHRHRESEZERZEHIH source/destination BE, BXES
ER , SR BEEM Windows E41,

1£ Amazon VPC ##] &K VPN Connections TWE L , i%&#% VPC i, £—XKBELT UP RS, £
“RRBENFEEE , BRRIEFE —FKBEHIKE  SNE-KBENEEFER, BIRL24 , J«XEXZ
INZBRIE,

5 AWS Site-to-Site VPN & W xig & 3 1T EHERR

HEEFMXRZWEN , BSS4XAEMEEZ. ATHEANEZBRETEARER , 23 AT
FEECERARENDSEHANIRE (B/A BGP ) MEENHSEHNRE (REA BGP ) BHIKE
T, XEET 2 FEEF Cisco. Juniper M Yamaha 2 M xR &M EIRZHEHRIER.

BRTATRHNIETA , BB AWS Site-to-Site VPN BEX FTHZEMAER VPN EZBthIEEEH, 5
x—RENR e | BiESENE AWS Site-to-Site VPN iE#2,

FA

o AR MR LT HEBR AWS Site-to-Site VPN HEEHE

- EREDRRXPIUHER T HEER AWS Site-to-Site VPN ik E

- HEBRS Cisco ASA B MX18 &K AWS Site-to-Site VPN iE i EE

- HEBRS Cisco 10S & MK &% H AWS Site-to-Site VPN JEEHE

s BEBREFERBRAMXIPIE Cisco I0S B/ MXiZREH AWS Site-to-Site VPN E &
o FARBEME JunoS B M8 & 1T AWS Site-to-Site VPN E EHEHERR

- EAEEML ScreenOS B MXIREH 1T AWS Site-to-Site VPN JEZHFEHERR

« X Yamaha & F MXi8 &K AWS Site-to-Site VPN EZ3# 1T EEHERR

H 3R

* Amazon VPC i1z

BFEEFMXRZHE 97
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55 8 R W i BT HERR AWS Site-to-Site VPN E &

RAriEmE

LT RERNMKREHRTAXFEERLAMXIBIY (BGP) IEF/ MR IRZFHNRBN —MES. A,
BULEARENFRESE. #RESAEHNMRREHNE,

/A BGP Wig#& 98
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RAriEmE

. Start |

" Does an IKE

- . Review your IKE
IKE Security Association Mo : )
axist? - canfiguration
)
Yes
' .
Does an IPsec. Review your |[Psec
m __ Security Association Mo - confi yuratiun
exist? g
[
Yes
¥
d Are the correct ) N Review your firewall
m “._firewall rules set up? - configuration
7
Yes
A
Is there |B . Review tunnel _
. L interface configuration
_connectivity via the Mo
. to ensure the proper IP
tunnel? .
address is configured
Y
Yes
Y
m Is the BGP No Review your BGP
- peering active? ' configuration
I
Yes
v
‘ % the vituab. o Use the ;ﬁ;"li‘u’E |
2/ BGP M18% - private gateway e 99
Mo = to attach the virtual
attached to the .
VEC? private gateway to the

VPC
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RAriEmE

IKE

IPsec

BGP

HE IKE REXBKEREFE,
RMATRULZE XN EHATE IKE IPsec B2 xEk,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MRFE IKE Z2xBk , BT “IPsec’s
HWERBEE IPsec ZEKEX (SA).

S IPsec A Fi—RBREA T, BHEBNEF,MXKIZREEE S IPsec A BB FiEFNIA
Do BREREEXHFMIINAREENE., EHRIE, ES2RRZNERNS
B,

MR TIETE IPsec SA , HERELEH IPsec BLE.
MR S IPsec A 171 , HHIFE “B&E",

BWIAFTRAIB AN REERE (WEMNIIR , FS A AWS Site-to-Site VPN &
PRXIRZAE RSN ) o MREFE , FRAEBRE,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

MR ping AR, FRELVBERZOEELBREE T EBR P #hit,
R ping KZh , BHEHEEBGP,

HE BGP NEXEREBE

NTEREE , FMITUTERE

s BEENEFMRIZER L , BE BGP RS2 AN Active = Established . BGP
SERTBEEE 30 2 EhAY A A F BERE NIE K,
s BWREFMRIRE EEREFAE MBS ERIARKA (0.0.0.0/0),

ERETRL TS |, BREEY BGP BE,

£/ BGP #yig&
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WRBGP WEFEEY , A BB EERRMNBESTR , ZHBENEEBEE. BFHER
P &BRIESLL TR,

TR B B F MR AYIEIR T HEER AWS Site-to-Site VPN ZE#Z I E

LT RERMRREMR T EXRERTEALRMXBDI (BGP) MEFMXREN —MRES. A, BIL
ZBERARZFNAARE. FHEESREHRNXRZHE,
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

TEF BGP HE#

102



AWS Site-to-Site VPN AFiEmE

IKE

IPsec

HE IKE REXBKEREFE,
RMATRULZE XN EHATE IKE IPsec B2 xEk,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MRFE IKE Z2xBk , BT “IPsec’s
HWERBEE IPsec ZEKEX (SA).

S IPsec A Fi—RBREA T, BHEBNEF,MXKIZREEE S IPsec A BB FiEFNIA
Do BREREEXHFMIINAREENE., EHRIE, ES2RRZNERNS
B,

MR TIETE IPsec SA , HERELEH IPsec BLE.
MR S IPsec A 171 , HHIFE “B&E",

BWIAFTRAIB AN REERE (WEMNIIR , FS A AWS Site-to-Site VPN &
PRXIRZAE RSN ) o MREFE , FRAEBRE,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

R ping TR, FREEHNRBEZAGEENAREE 7 IEWAY IP #hit,
R ping A, BHEE B FBHSHEE.
NTERERE , FITATRE

- RIFEERBEEFENT —ER , [@ VPC CIDR AT —&REAIKH,

- WIFARABEHE Amazon VPC BH| &I T —FEBAKE , UEHEULE M
TR B R B Y B 4%

MRBEFLTERS , FRELNRZEE.

BRAZREEGL TIZIRE , REEMTKT

T BGP KiR%E
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HEBR & Cisco ASA EF MXiZ&Z K AWS Site-to-Site VPN EZEHE

X Cisco &7 MR IR & HIE B THEHEBREY | FZ R IKE IPsec, MBEH, &0 REMRFHIXL
FEBTHESER , FIEVIEM IKE T (LT MEHERBIERS ) FaRE EBERR.

/A Important

F L Cisco ASAs X Active/Standby #&3, EAIXL Cisco B ASAs , —IRReeF —1NVE
HREE, REXE—ITRBREFTATANELT , HttZARES A, FARETRELHNBEE
XHHRERUTEIR , BRI LLZEEZ4E1% - Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside,

IKE

ERUT®S, WANERTEBEREERN IKEWEFPRXIRE,

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BRIZALEREZERETFEEEZEEMAMN src BN —1THZ1T, state BN
MM_ACTIVE , status MR ACTIVE, EMIMERZ HEMITL FHEMRSERT IKE REBEE.

MEFER-SHRHE , T TENGSUERATRESHESN BETER.

router# term mon
router# debug crypto isakmp

EXRAS , BEATHNS T,
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router# no debug crypto isakmp

IPsec

EFHLX—F‘%%O ulﬁ]}ﬁi/j_‘ |PS€CEE|§IE@E’9§FM9€“&§°

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

NFEMBERED , BNZATELEE inbound esp sas #l outbound esp sas., XBRIEEIH—
N SA ( Hlinspi: 0x48B456A6) , HABE IPsec IEH,

f£ Cisco ASA # , IPsec REEXRZEMEXRE ( NMFEWRE ) 2ZEFT I, 7 THARE IPsec
SEIRDS , BATEWEE SLA MBS, SLA BESMERABNBIWRE , FRERE IPseciEaR

N

7080

YRGBT LAERA LT ping tr BEEHIR IPsec JF AT i H LTS,

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms

MFHR—SHBRHE , FEEATENGSERRAE,

router# debug crypto ipsec

EZAREE  FEATENS® S,

router# no debug crypto ipsec
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B R

EBHEMN B — i & H ping. WRIXITEE , BBALR IPsec NZBBE TR, MEXTRER , FRE
BHIFASIER , HSZE E— IPsec 17,

MREFTEZRRRE , FREUATEE.
1. RIERBEFERINREEN ATFERBEEXKNRE.

BT LA A T E A S B TR BURE.

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTRETHRIIR.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. WIEHRFIREEER, LUTREFRIIRAWAERE VPC M 10.0.0.0/16 WA RE.

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. M Cisco ASA & &1=1T traceroute , BB EC 2B EE T Amazon BEHES ( 4l
w , AWS_ENDPOINT_1/) . AWS_ENDPOINT_2

WMREETLE] Amazon BRHIER , MK EHE Amazon VPC A RN ESEKE , BNRERE
KN LZEA,

5. MFEHE-—SHEMZ , FHREERE.
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REEpgEREO

MRBEEREFERERESE£H , NRE (ZANEFSH ) BREZEDEE O LU RIEEE R B
5% Cisco ASA EHIBEEREND |, BHHITUTIRE

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

HE  BUUER—THT

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end

2. REEOR, RE VPN EERBCEWEYL , URRERREEEEZH,

HEBR & Cisco 10S BEF M X1R&Z K AWS Site-to-Site VPN EIEH[E

Xt Cisco F /7 MK IRF MEES THIEHERREY | HERTMA4SE : IKE IPsec, BREM BGP, &RILURE
AR IX L S EHITHERERR , FEBWEMN IKE FFis (L TREHERES ) HaEoRm EBERR,

IKE

EANTHS. WANETRHEBEERN IKENEFMXIRE,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE

BRNIZALERSERBETMEEZEMAXMN stc BN —1TEH% 1T, state M QM_IDLE , status
B3 ACTIVE. {EfATAYERZ SAEMLiAL T HMIRSETERT IKE RIEWEE.,

MER-SHRHE , FETTENGSUERATRESHESNETER.
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router# term mon
router# debug crypto isakmp

EXREE  FEATEHNS® S,
router# no debug crypto isakmp

IPsec

ERUT®S, WANETR IPsecBBEBNEFMXIRE,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE
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inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: 0xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

Cisco I0S
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replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: @OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0

sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

FNFEANBEERED |, BRIZATLLEE inbound esp sas # outbound esp sas. fRi& SA EFIH
(spi: OxF95D2F3C4I# ) ACTIVE , StatusH HELE IPsec IEH,

MER-SHRSEE  EEATEHNGSERER.
router# debug crypto ipsec
EATENSSZARE,
router# no debug crypto ipsec
p3E

BE  REBEVLENBHAEANREEHER . BXEZER |, HSH AWS Site-to-Site VPN EF W
RIZZ BB A EEFN,

MRENBAEANREES , NEER TEHN G SHREIREE,

router# show interfaces tunl
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Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

¥R 1ine protocol BiE1T. RERRER IP #bit, REOME K2 B CH FF M8 & IR P
thak, FEOMEFABRARAL IP thutFIBREREE. ¥R Tunnel protection via IPSec B7F
. ERMRREEOLETHT. EMAEAEE  FEEREEHRESEFMXRZFNYEEE,

EHAEFERATENGS , I 169.254.255.1 BN EHNEILIE AN AL 1P #bit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

ERIZ A LB R ENRNS,

MEH-SHERD , FREERE.
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BGP
ERANUTHS.

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

ANMNBRSGEHEIH, WTFE8INRE , BNEE State/PFxRcd ER 1.
MR BGP WEHEEZT , BRIEEBNEFMXIREF IEER VPC BEEERIAR A (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

S5, FRAREEEMNEL T AMKEKN N T & VPC BB &,

Cisco I0S
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router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

WMFEH-SHERD , FREERE.

BEBRERE R I REM XA Cisco I0S &FF M<ik & B AWS Site-to-Site
VPN E#EHFE

Xt Cisco /7 MR IR F K E LS THIEHERREY |, BER =4 : IKE IPsec, FBRE, & LUREMIR
FEXtix L A E# T HEEERR , FEBWEM IKE FFig (L TREHRNIES ) HOxm L8R,

IKE
ERUT®T, WAERTEBEEN IKE WEFRXIRE,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
174.78.144 .73 205.251.233.121 QM_IDLE 2001 ® ACTIVE
174.78.144 .73 205.251.233.122 QM_IDLE 2002 ® ACTIVE

BRIZTUAER B EREFFIEEZEMAN stc BN —1THZ1T, state MF QM_IDLE , status
B3 ACTIVE. HAIAYERZ ML T HMRBIEERTR IKE RIEBEE,

MFH—SHRHE , BET TENGTUEATREZHESN BEHEE

router# term mon
router# debug crypto isakmp

EXRAS  BEATHNS T,

router# no debug crypto isakmp

IPsec

{EFHJ’X-Fﬁ%o "I‘"]EMEJ'L/U_‘ IPSGCEEIEIE@E@%:FM*iﬁﬁo
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router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

NFEIREERED , BENEBEIEA esp sas Mtz esp sas. X SA B3I ( Hltlspi:

Ox48B456A6 ) , RASHNACTIVE , # BB E IPsec IEH,

MFH—SHRHE , EEATENGSERRER,

router# debug crypto ipsec
EXRAPER  EEATEHNGS.

router# no debug crypto ipsec

B2E

B, REVENBHXERANREEHRETL. BXREZER , 5 H AWS Site-to-Site VPN &/~ K

RIRZ BB KA

MREHIBE NIEANREIER , NEERA T EA S THREDRBE,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set

Tunnel source 174.78.144.73, destination 205.251.233.121

Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes

T BGP # Cisco 10S
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Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4@07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

#1R line protocol 5217, KWERENR IP ik, IREEOM B Kb B CEE = MXIR & INED IP ik,
BEOMELFAEMXHL IP it FIPEEEE. ¥R Tunnel protection through IPSec EF
£, ERIRBEZOLETHT. ERREMAEE , FEEFREARESEF RNXERNYEELE,

BHAIUEATENGS , 5 169.254.249.18 HFi N EHWELI T AN NIE IP #bit,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

ERZTABEENMRENS,
B R
EEELNBHSKER , FEATHNS .

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

ERZ A AR EELMBEER VPC CIDR #SHHETFE. MREFFE , HRNBHSEE , 2T

No
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router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

KE SLA i518%

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: 0K
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes BY{EIER SLA MU REEKINIRE,
MEH—-FSHERT , ERREERE.

FEAEENLS JunoS BF MKIFZEFZHHIT AWS Site-to-Site VPN E T FEHE
3
ST R 2 P W 54 18 R 1 T IR E HERR AT | I Z R IUEE © IKE IPsec. BREF BGP, T 5L

BRAEMRXFEX X LD B THEDRR , FEEUEM IKE Fis (LT MRS ) FaoRm L8k
BRo
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IKE

ERUT®T, WAERTEBEEN IKE WEFRXIRE,

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 up c4cd953602568b74 ©0d6d194993328b02 Main
3 72.21.209.193 upP b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

FBRZAU AR S ERBEFFIEEEEMXNZREUH —1TRZ 1T, State R UP, FATIAYER K
MWL T HMIRZS (I DOWN ) &R IKE RIEBEE.

MEH—-SHITREHE , BFEA IKE RERER , RPHIBEESESRAEE. AT TENGS ,
FEMEREEITNIRE L,

user@router> monitor start kmd

MABEN L | BRI SMER THEN G TRREN B EX .

scp username@router.hostname:/var/log/kmd

IPsec

{EFHJ’X—F‘&TI%O u[ﬁ]}ﬁizj—‘ |PS€CEE|EIE@E’9§FM9€‘&§0

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal ddl16c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0

BHRE , 80 MXEUHEEDNIZBEIFRT (NMZREMX ) . BITHANBEARTS (<>) RREE
BWRERE. HRMEHNETR , AVRRE (<, NEBRAMXILEFSMXIRENRE ) MHR
B () 73 AR T.
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mE#—SHEEA , HEA KE REER (MEESFELESHEEX IKE BE2).
f&iE

B, BERERELBNHIECHER L, AXRANIIEK , HSHAWS Site-to-Site VPN &~ KX
R A FH ASEHL

RIEHIBE XIEANNREIET , WIEER T EAY ST HEPRREFE.

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

4R Security: Zone IE¥ , 3} H Local it Prfii & M <18 & FEE R A 2Pt .

T—4% , EEATEMNSS , ¥ 169.254.255.1 AN EMERNEHAMEH AL IP ik, BEIIH
S RE FENZILA PR

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

user@router> show bgp summary
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Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 ] ] 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 ] ] 56 0/1/1/0
0/0/0/0

MEH#H—SHERE , FEATHEMNGS , ¥ 169.254.255.1 B ANEHELTAMNXHRE IP it
ko

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000

RIB State: BGP restart is complete

Send state: in sync
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Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[0]: ©

-

AL |, BRI EE Received prefixes M Advertised prefixes EA4M5IH, EIRABRRIZTE
Table inet.0 #4 .,

MR State F& Established , I8 %E Last State M Last Error , TR IERIBAENIEA

1% /N0

R BGP WHEHAEIET , BRIEENEFFMXIRZFIERM VPC BHRIAEH (0.0.0.0/0),

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

S5, FRREEEMMNELIE BB N T8 VPC BB &,

user@router> show route receive-protocol bgp 169.254.255.1

inet.@: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

FEARIEML ScreenOS B F MxiZZ# 1T AWS Site-to-Site VPN E T [E
BEBR
MNETHEEMLSE ScreenOS M EF MR IZZIEREHITHIEDRET , BZENHAE : IKE IPsec, FZE

M BGP, SRR FNXESZHRTHRESRR , THEWEM IKE FF18 (L TREHERNE
& ) FRRE EBERR.
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IKE 1 IPsec

ERUT®T, WAERTEBEERN IKEWEFRMXIRE,

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lcas4 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001<  72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -10
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

BRIZAUEE T EREPFIEEEEMANIZEMU N — TS 1T, Sta BERHN A/-, T SPI KA
00000000 LK +RHFI R, & THMARSHIERT IKE RIEBEE,

WM — BT RESE |, EEA IKE RERET ( A RBIRE SRS )
f2iE

Bt , FRERESENHAHEMER L. AXRANFIEK , FSHAWS Site-to-Site VPN F /= F <
BB AN

WMRIEHIBE NIEANREIET , NEER T EA ST REDRBE,

ssg5-serial-> get interface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN
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pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured

NHRP disabled

bandwidth: physical @kbps, configured egress [gbw @kbps mbw Qkbps]

configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

WREALLEER link:ready , F H IP bk FLELE - B <R & BRIERY A 5Bt 4k .

T—% K EEATEMNGS , & 169.254.255.1 B ANEHENERAMP AL IP thit, BEIHN
£ RE FENZIMLA TR,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

MFEH-SHERD , FREERE.

BGP

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1  169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5  169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

P BGP X F AR N ESTABLISH , IR REELFBEMKXH BGP EEREI,

MEH—FSHELRE , FEATEMNSS , I 169.254.255.1 N ENERNEAMIHRAE IP i
ik,
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ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable

type: EBGP, multihop: @(disable), MED: node default(0)

connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)

configured adv-interval: default(30s)

designated local IP: n/a

local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179

router ID of peer: 169.254.255.1, remote AS: 7224

negotiated hold time: 30s, negotiated keepalive interval: 10s

route map in name: , route map out name:

weight: 100 (default)

self as next hop: disable

send default route to peer: disable

ignore default route from peer: disable

send community path attribute: no

reflector client: no

Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received

force reconnect is disable

total messages to peer: 106, from peer: 106

update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

MR BGP NEHKEET , BRIEENEFMRIZZIEER VPC BEBIAKE (0.0.0.0/0), ZWnHE

AT Screen0S 6.2.0 f1&E F iR,

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path
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>i 0.0.0.0/0 0.0.0.0 32768 100 @ 1IGP
Total IPv4 routes advertised: 1

S5, BREEEMNEDLEMIERX R TEN VPC NETR. ZinH&H T Screen0S 6.2.0 ME
B

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

¥ Yamaha B M<i&%& 8 AWS Site-to-Site VPN & #2317 [EHERR

MNHESWREFRXIREZAEERTHESERE |, HZEEH4E ;| IKE., IPsec, FREFM BGP, &AL
B R FXIX L E B TR , I BUEM IKE FFiA (LT REHERESD ) FaoR @ EHE
BRo

® Note

IKE B95E 2 BYERP{EAK proxy IDiIRETE Yamaha BEHE EEBRIAL FTERARS. X JRE
25 MEHEE Site-to-Site VPN BRI BB, MREHEHEIRF LAREE , BEF AWSREEDN
Yamaha RIEE XA TIERIRE. proxy ID

EITWTwT. MEERHEEBEEN IKE NEFMXRE.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

BRZANENSERETHREEZEREMEM remote-id EMNIT,. B UBELEKERES KXY HAFE
?i;&ﬁ* (SAS)O
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yu%i&_igkﬁlﬁl%ﬂ y -\LEEEEIT-FEEI‘JH y Fﬁﬁ—.l-j:ﬁEﬁj\: &ﬁ{n,._,\E’J DEBUG r&HIU\/EJu\O

# syslog debug on
# ipsec ike log message-info payload-info key-info

EHUHIERT , HIET TENG S,

# no ipsec ike log
# no syslog debug on

ZETOTHS. MAEER IPsecEl B EEME S MRXIZRE,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: %k %% %% %% %% (confldentlal) %k %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Yamaha
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Key: kk kk kk kk k% (confidential) kk kk kk kk k%

SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

NFENBEED , BNIZULLE R receive sas # send sas.

MFH—SHRME , FEEATENGSERAR,

# syslog debug on
# ipsec ike log message-info payload-info key-info

E1T TENSTAEARE,

# no ipsec ike log
# no syslog debug on

f2&E

B, REVENHBXEANREEHRER . BXRANIIR , BHSHREAWS Site-to-Site VPN F M
KRB BB AIBAN

MREHIBE NIEANREIER , NEER T EA S THREDRBEE,

# show status tunnel 1

TUNNEL[1]:

Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]

(IPv6) @ packet [0 octet]

Transmitted: (IPv4) 3933 packets [241407 octets]
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(IPv6) @ packet [0 octet]

BfRcurrent status{BfE4 , thInterface typefEii IPseco WREFMMNRREREQ LIZTM
To MEELBREMEE , FREERE.

BGP

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

MNBREHEINH. W TENRE , LAEFEE BGP state AN Active,

MR BGP WHEHAEIET , BRIEENEFFMXIRFIERM VPC BHRIAEH (0.0.0.0/0),

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route
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Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

S, BREEEMEDFAE R REZRX N TERN VPC EIR,

# show ip route

Destination Gateway Interface Kind Additional Info.
default AL IR AL IR LA LAN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124

AWS Site-to-Site VPN F1 eero £

AWS Site-to-Site VPN & eero &4 , L ARARFRE/LFENATEMERBEZZL S AWS 2 HE
A REERE,

Z R R RA FAeerof WiFi A S FMMEZ MR KIBHAMIEE, FH eero IMXIZEZ M Site-to-Site
VPN , ZEF RERE/LTEIATEZEY VPN EE , TR EEERE AWS RN ARE |, flinHEE
RREGEWIZAMx, XEEFATLUELE, EREGERIESNEET BIHEN NER , HELEEEAN
ZRAUARHRFEARARAKRZEEE, WBERAREATHESZE 500 MNERDLE, BIMNDPLE
5%E 100 MNAFRN S mR L,

ETHREXRMERNEZEERS , SHEFMANIREREE , BEE cero XY,

(® Note
ER R ERI—8F 5 , AWS Site-to-Site VPN HIZhEER B AL,

AEEW

o {GCERTIEREZE Transit Gateway =/ EHMAY VPN EE, TXEELT A4,
« F%# 5 Gbps FBiE,

- Site-to-Site T3 #F VPN &£+ 25,

- Site-to-Site VPN FL &1 < b8 bk 8 5 2 2R
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http://eero.com
https://support.eero.com/hc/en-us/articles/42827838351899-AWS-Account-and-VPN-Configuration
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html
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5. .. —f# & T#EAWS Site-to-Site VPN

B LAE A Amazon Site-to-Site VPC ###| &= £H VPN & IJRAWS CLI,
£

- BIEFMEEAWS Site-to-Site VPNE H 85

« BIZEAWS Site-to-Site VPNIE#E

« MWi& AWS Site-to-Site VPN FE##

« HBR AWS Site-to-Site VPN SEIZH M X<

. &tk AWS Site-to-Site VPN JE3Z/Y B 5 M x

+ Modify AWS Site-to-Site VPN & #2111

+ &2k AWS Site-to-Site VPN B&iEIEIN

« Yw% AWS Site-to-Site VPN EIZH A H

« B AWS Site-to-Site VPN EZENEF MX

« i AWS Site-to-Site VPN EENZHREL

« R AWS Site-to-Site VPN B&iE ik JiE$H

+ #.F IP AWS Site-to-Site VPN5Direct Connect

Bl ZE M EEAWS Site-to-Site VPNEH 28

Site-to-SiteVPN £ A FERENEERBZBIE /NS VPN EE  NTNIRHEREE,

Bl Site-to-Site VPN /285 , LALLM Amazon VPC ###|&# Site-to-Site VPN EHFEEEREEF
MEBTi], EHERIERAEERE AWS SENZR [ ZBEZEEZENENN VPN 485,
FA

« B AWS Site-to-Site VPN &85

+ EEAWS Site-to-Site VPNEF EFIFE

« MIBk AWS Site-to-Site VPN &85
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B2 AWS Site-to-Site VPN £ 128

{# /8 Amazon VPC 24l A 0IZ25EF85, APIs AWS CLIEBIZZEHRES B , XMECBREEHIEX
BREOEEMNX, BXBEPEMINESZELR , S Amazon VPC Transit Gateway 5 R B2
AWS IR,

55 A #5241 & 0 2 Site-to-Site VPN &£/ 88
EFH AWS BRI 44 02 Site-to-Site VPN £ | FHITUTSE -

R4l & fl2 Site-to-Site VPN 485

TF L F https://console.aws.amazon.com/vpc/ B Amazon VPC #41&,
ESMEET |, E#F Site-to-Site VPN £ 25,

%R0 Site-to-Site VPN &£H 88,

( Tk ) EBEHRZH | ALK Site-to-Site VPN £ A R,
WFARMX , HFEFRIAEH LMK,

( T3t ) AINFRZE LLES BhiR B B IRHY Site-to-Site VPN £ H85,

I

a. EBFMFIRZ,
b. XF Key, WIARZZL (HI40 , Name ) o
c. EYE &, WARZE (HW, Production-VPN-Concentrator )
d EEAENIR K BEFSEMNEHMIRE,
7. #%$FBIE Site-to-Site VPN EHES,

25 , Site-to-SiteVPN £ EFER BEMTpendingt FIRS., HEBMER , RSFER
Favailable , BRI LAFFAGIZEFE R VPN £+ 2387 Site-to-Site VPN E %,

£/ CL Site-to-Site | £ VPN &£+ &5

£ CLI B2 Site-to-Site VPN 25281 , BIAREZLUTERHE

- K AWS ik R EF Transit Gateway
- B% Site-to-Site VPN EEHEFHIE Y 1AM X PR
o BWEEZEDEM Transit Gateway B ID

LT RBIAIEERERMKEIE Site-to-Site VPN FEHEF :
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https://docs.aws.amazon.com/vpc/latest/tgw/create-tgw.html
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RAriEmE

aws ec2 create-vpn-concentrator --transit-gateway-id tgw-123456789

F{Zh e R0 T PR

"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef@",
"State": "pending",
"TransitGatewayId": "tgw-123456789",
"CreationTime": "2025-09-29T17:26:31.000Z",
"Tags": []

£ API B2 Site-to-Site VPN S£H127

&TI LAE R CreateVpnConcentrators API £ Site-to-Site VPN £/125,
APl XL T XBSH]

TransitGatewayId

EiE## Site-to-Site VPN &£/ 88#Y Transit Gateway #9 1D,

TagSpecification

2B 4s Site-to-Site VPN EHBRMHFE | BT RFHALAMIT R,

BUR R R ana] 81 23 2 ) Transit Gateway B Site-to-Site VPN S£H8S :

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...

Action=CreateVpnConcentrator

&Version=2016-11-15
&TransitGatewayId=tgw-0123456789abcdef0
&TagSpecification.l.ResourceType=vpn-concentrator
&TagSpecification.1.Tag.1l.Key=Name
&TagSpecification.l.Tag.1l.Value=MyVpnConcentrator

BIZ VPN S92
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BIhelE)E , APl 2IREAX#HER Site-to-Site VPN EEFBJ[HNHFAE S :

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>pending</state>
<transitGatewayId>tgw-0123456789abcdef@</transitGatewayId>
<creationTime>2024-01-15T10:30:00.000Z</creationTime>
<tagSet>
<item>
<key>Name</key>
<value>MyVpnConcentrator</value>
</item>
</tagSet>
</vpnConcentrator>
</CreateVpnConcentratorResponse>

EIEAWS Site-to-Site VPNEFEHRZ

HERREX , AIHHEHRANMERE Site-to-Site VPN EEH 5. B MERARZRAR, R, RKAEF

BRI BN ERAEE L EAEMIRERT Site-to-Site VPN S 883 179 2K,

ARG AEBERE

B LAMEFAAWSE B 25| & 7 Site-to-Site VPN EEF BRI MIBR VPN EHEEHHRE,
[6 Site-to-Site VPN S H 25 R MNARE

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
ESMBERKT , %R Site-to-Site VPN EH 25,

EIREFRICHY Site-to-Site VPN 125,

EFRRZIET R,

EREBRE,

1%£$F Add new tag ( ARINFTIRE ) 6

T Key , WAL (HIW0 , Environment )

EE H, MARZE (@0, Production),

ERRIFER.

© © N o g b~ 0N~
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M Site-to-Site VPN £ A 88 1 il BRI Z

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBEKT , % Site-to-Site VPN &£ 25,

3. EREMFMIBRIREM Site-to-Site VPN £ 125,

4. EFRHZETF,

5. EREERZ,

6. NTFEBRNEMIZL , BEE BB

7. ERREENR.

£/ CLI BBHFZ
B LAER AR, B BERIRZAWS CLI,
N INERZE

LLUTF R Site-to-Site VPN £ 88 7R IR :

aws ec2 create-tags --resources vcn-0123456789abcdef@® --tags
Key=Environment,Value=Production Key=Team,Value=NetworkOps

FhfE |, s S AR E A o
EERE

LAUR RGBSR T Site-to-Site VPN EHEEHIFRE -
aws ec2 describe-tags --filters '"Name=resource-id,Values=vcn-0123456789abcdef@"

WRATY , R E LT E R,

{
"Tags": [

{
"Key": "Environment",
"ResourceId": "vcn-0123456789abcdef@",
"ResourceType": "vpn-concentrator",
"Value": "Production"

},
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{
"Key": "Team",
"ResourcelId": "vcn-0123456789%abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "NetworkOps"

}

]
}
Tl BR AR

LATF RBIM Site-to-Site VPN £ 25 h I BRFRE

aws ec2 delete-tags --resources vcn-0123456789abcdef@ --tags Key=Environment Key=Team

RINE , ki SFREF{ M55 H,
R AP| EEIRZ
O] LAEF Amazon EC2 APl RELVERE S X E IR Site-to-Site VPN £ EFIRE,

CreateTags

EACreateTagsRERFPMBENITE -

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateTags
&Resourceld.1=vcn-0123456789abcdef®
&Tag.1l.Key=Environment
&Tag.1l.Value=Production
&Tag.2.Key=Team
&Tag.2.Value=NetworkOps
&Version=2016-11-15

WRATY , SRR E BT E R,

<?xml version="1.0" encoding="UTF-8"7?>
<CreateTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
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<return>true</return>
</CreateTagsResponse>

DescribeTags

fFfADescribeTagsiRERK RIFE :

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DescribeTags
&Filter.1.Name=resource-id
&Filter.1.Value.1l=vcn-0123456789abcdef0
&Version=2016-11-15

RAT , SRR E LT E R,

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<tagSet>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Environment</key>
<value>Production</value>
</item>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Team</key>
<value>NetworkOps</value>
</item>
</tagSet>
</DescribeTagsResponse>

DeleteTags

fEfADeleteTagsRERBIRRIFE :

POST / HTTP/1.1
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Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteTags
&Resourceld.l=vcn-0123456789abcdef0
&Tag.1l.Key=Environment
&Tag.2.Key=Team

&Version=2016-11-15

RALT , SRR E BT E R,

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</DeleteTagsResponse>

R ER AWS Site-to-Site VPN £ 5128

HIXTBEE Site-to-Site VPN SEFESHT |, ATLUSEMBIBRUE L4, MR Site-to-Site VPN £+
BAXKAMBRIZEFRSEREMBEMEXEE.

TR
FEMIER Site-to-Site VPN £ 2B , HWARBEUT &M

« 5 VPN £/ 88X TE Site-to-Site VPN % 122 &P 45 1l BR o
- I EMER Site-to-Site VPN EEH RS ENPR (ec2:DeleteVpnConcentrator).

FER & A MIBR Site-to-Site VPN 7125
MIBR Site-to-Site VPN SEH 25

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMERT , EREL[IERERR,

3. IEEEMBREY Site-to-Site VPN SEH 25,

4. EFBRE, AEER BB Site-to-Site VPN SEHZR",

5. EWEIASHEES , B A delete LAHIAMIBR,
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6. IEEEMIBR.

£ CL Site-to-Site | fllkx VPN &£ 28

ffHdelete-vpn-concentrator@m Bk Site-to-Site VPN £/ 85, BEEMF AT s EM
BR. vpn-concentrator-id

LA RBIMIBR Site-to-Site VPN £ 125 -

aws ec2 delete-vpn-concentrator --vpn-concentrator-id vcn-0123456789abcdef

MR, FHRE AT EAL,

"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef0",
"State": "deleting",
"Message": "The Site-to-Site VPN Concentrator vcn-0123456789abcdef® is being
deleted and will be removed from your account."

}

58 API fiEx Site-to-Site VPN &85

£ M iZDeleteVpnConcentratori@fEMIER Site-to-Site VPN e, BEEMEATETEM
BR. VpnConcentratorId

LA RBIMIBR Site-to-Site VPN £ 125 -

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteVpnConcentrator

&VpnConcentratorId=vcn-0123456789abcdef®
&Version=2016-11-15

MR, FHRE TR,

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
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<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>deleting</state>
<message>The Site-to-Site VPN Concentrator vcn-0123456789abcdef@ is being
deleted and will be removed from your account.</message>
</vpnConcentrator>
</DeleteVpnConcentratorResponse>

BIZEAWS Site-to-Site VPNIE 1%

BT LA B B2 IE R & MM X Cloud WAN £EKFI KA Site-to-Site VPN iE$#E, HANMEZRR L F
IPv4 1 IPv6 11X , F B A LLUERE Site-to-Site VPN EFZEL5F 5 M HIEESMERE &,

ERES A VPN &

ERAES A IE VPN EEZ

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. HESMERKF , EF Site-to-Site VPN EHE,

3. IEFAIE VPN EE,

4. (k) NTFEHHE , BAEENER, XEHTIEESR Name BURBEENENFE,
5. NTEHRMXER  FEFEUTHEIZ—

- EEITAMX-ES AR ERENETAMXREIZIMAEMNETAMX VPN EE#,

o FRMX-BEERINENLARMROUEMNVEZHMMR VPN EE, BXCIBPEMXNESE
B, 2% Amazon VPC F#Mx YRR %,

- Site-to-Site VPN S 25-F I B M Site-to-Site VPN EEFERH LI VPN £ EFAIEHH
Site-to-Site VPN &85, EFTHETZ — :
- NE-FRNEESRCIEFN VP Site-to-Site N 185 VPN iEE,
- ¥TE-# A Site-to-Site VPN EFBMNIEEH , RAERBRES 2 REWEHMX,

o ARXREBR-BIEINH VPN IERE | WETLUEE MEEIERFIE4| A APl 5 Cloud WAN X<Bk, B
X VPN M= NN EZSELS | HSES SNAPEETRNAWSES EHMF R Site-to-
site AWS VPN Ffi 4,

6. MWFEFMX , BITUTREZ—:

- EEANANESNX , FARIA , REEEEFEFMX ID.
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html

AWS Site-to-Site VPN AriEE
- EREFNEFMX  BERFE  RARRITUTERE:
« XIF IP ik, EHiEABRSIPvASIPY6itiL,
o (ANE ) XTI ARN , BEFRABFIERHN ARN (MREAETIERBN BRI ) .

« XF BGP ASN , HAZHNEFFMXMNLRMXIDPI (BGP ) HERSRS (ASN) . BXRE
ZER  FEHA B NKIET,

7. WTHHEER , HiEFEHE (FEBGP ) HED.

® Note
=M VPN EENEAE PR VPN B BGP H., XEERRBTIER
AEH.

8. NWFMHAEZRPEM , HEBIREDR Secrets Manager. ERINERNIRHE, BREHAWS Secrets
ManagertV EZEE |, BSREZ LM,

9. XTF IP A Tunnel fR7A |, iHIEFRIPv4SIPV6,

10. (A% ) N TFEAME , EPEEEATSAMNE, BXESER , S8 EMN VPN E#,

MREFRAME , BIFIBRANINESE AL SN VPN EZFER, FWEEARA,
11. (Wit ) BIFLEEN IP IRAPHEEE , MITUTREZ—
o IPv4 — X F A4 IPv4 F4& CIDR |, IBHEEAET VPN BEHTEEHNEF MK ( At ) i
# IPv4 CIDR SBE., X TiziE IPv4 M4 CIDR , FEF A FEN VPN RRE#H T EFAWSH —
gy CIDRSEE. MNFERIMIAMEN 0.0.0.0/0,
« IPv6 — X4 T4t IPv6 M 4% CIDR |, IBHEEAWET VPN BEHTEBHNEF MK ( At ) i
#9 IPv6 CIDR SBE ., X Tz IPv6 M4 CIDR , &R AT EST VPN RRE# 1TIBEAWSH —
gy CIDR SEE. WANFERIMIAMER ::/0
12. NTHER 1P stub3e B | A MBLUTFIABI R #EATIE SR

.« Nt IPv4- ( BRIA ) BERSNERBRE IPv4 B b HE IPs,
- A\ H IPV4-ERTAE IPv4 it EREMEFFEA,
« IPve-EFAA/AERRZIE IPv6 Byttt IPs, LLIETIEREBHNEF MXIZEE IPveF ik,

@ Note
INSRERRIPVEINER IP #auk3RE | M ABEM IPv6 it 6l &~ FX
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13. (A& ) WTR&E 1585 , BALLARNEBIMRBEEENTESR :

- NEBBEIE IPv4 #h1E169.254.0.0/1658E IPv4 HH) CIDR HRK/NH /30,

WMRIETE IP RAAIPVERN Tunnel 7 , MAEREE UL FdOO: : /SSEEH2HF /126 IPV6
CIDR #R, IPv6

IKE A ZZEHA (PSK) o ZELATHRA : IKEVIER IKEV2,

ERBERENSIOET , FEERERELRN. BXEZER , FZM VPN BBEIET,

( Ak ) WREEES B REFRBA |, LR IPsec &3 DPD M CERH BEER.

(AL ) W TRBERREREY , EREAUEHR[/ERITY. BXBERREGEHNES
EE , FEHBERSEREH,

14, (A& ) IEFRREE 24T , ARERIENSRIRES —RBIE.

15. &HBIE VPN &,

£/ CLI 2 API 82 AWS Site-to-Site VPN 23 WIS iE
£/ CLI €12 % Transit Gateway #J VPN %

{# A create-vpn-connection@ ¥ H A% - -transit-gateway-idi& B EEBM < ID,

LT REERIMAEA IPve /AZPR%E IPs # IPv6 NEZPR%E 12 VPN E1Z IPs :

aws ec2 create-vpn-connection \

--type ipsec.l \

--transit-gateway-id tgw-12312312312312312 \

--customer-gateway-id cgw-001122334455aabbc \

--options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

B R

"VpnConnection": {
"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Type": "ipsec.1",
"TransitGatewayId": "tgw-12312312312312312",
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"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false,
"OutsideIPAddressType": "Ipv6",
"TunnelInsideIpVersion": "ipv6"

/A API 8122 Transit Gateway B VPN &

B L ERIL S EC2 API 812 VPN £, ATREFEA API SIZBE MK VPN & #2195 K F 09 5
H B RA,

FREM
R API 632 VPN EEZH , THRAREEEZUTRML

o RNRMKEBIEH AT
- ERAZNARZFFAEERBENETSMX

AR R BB an{al £ F CreateVpnConnection APl #R4ESIE VPN &E#E :

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&TransitGatewayId=tgw-12345678901234567
&CustomerGatewayId=cgw-12345678901234567
&Options.StaticRoutesOnly=false
&Version=2016-11-15

L RBIEEERNERMNXMES MK 2B €Az ASEE (BGP) 82— VPN E#,

FLIhEY API W R 23R E VPN EREFE

<?xml version="1.0" encoding="UTF-8"7?>
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<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-1la2b3c4d5e6f78901</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.1l</type>
<transitGatewayId>tgw-12345678901234567</transitGatewayId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

UG R 2HE VPN ES: ID. HARSANEREFMAEE. 3 AWS EE VPN BRER |, EEFIFLT it
B R

/A CLI = API #]3 AWS Site-to-Site VPN =/ 15 W& =

BRI R BT S REA I AWS =S5 Mz B 82 Site-to-Site VPN £, BAXEZELR |, H3H
CAWS =SSR AFIERE) £/ Clou AWS d WAN F £ Site-to-site VPN K&

£/ CLI f1B 5= B MAY VPN E3E

f# F create-vpn-connection@s S A2 VPN E#Z |, ZEEHEHEEE Cloud WAN £IRM %, XfF6l
B—/MAH VPN ERE | ZEEEET BN MEEEEEES A5 APl 5 Cloud WAN XX,

FRE M
£ 8% Cloud WAN VPN EE2 8§ , FRREERUTZERH -

« customer-gateway-id-fAREF A VPN REFNIEEFMREIR (Cgw-XXXXXXXXX)o
s I BMERME-ETHMEIRMELMEI R HEEE LM,

« BGP BLE-=/ M VPN EZEE BGP M ; TXEHAKH. S options
¥StaticRoutesOnly=falsediZ&E

LSRR ERIEEBRMANERL AR VPN i, ZEENLTRERERS , BETUBYMEER
%ﬁ?’“%ﬂ"‘j?, AP| 5128 Cloud WAN £EKM & KBL, ZStaticRoutesOnly=falseiXX/s FH BGP %
B , iX;2 Cloud WAN VPN M+ Fr 4R , RN A E.
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BT RBIA = WAN €2 7IHT R VPN EE

aws ec2 create-vpn-connection \
--type ipsec.l \
--customer-gateway-id cgw-0123456789abcdef@ \
--options StaticRoutesOnly=false

WANREILATAHE :

"VpnConnection": {

"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",

"CustomerGatewayId": "cgw-0123456789abcdef0",
"Type": "ipsec.1l",

"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false
}

}

}

I VPN E#E , BuLEARNEKEEREFH A create-site-to-site-vpn-attachment
AP| i A EiE#ZE] Cloud WAN £ Ik 4%,

f£A API 12 VPN =/ 8 W iE =

A LAMEA EC2 APl A= HMER 02 VPN iE#, X‘IIEFA CreateVpnConnection API k4l
BIMIYAH VPN ERE | REZEEFUESEA Cloud WAN £ IRM &M KEK.

AP ERIETIEE B AR MR TR VPN 4 | R4 FM IR | BN TLUER Cloud WAN,
TSR BGP MM , KRR EM VPN EEAAEN,

LTRRAIERT QIERS M VPN EER HTTP F3R

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...
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Action=CreateVpnConnection

&Type=ipsec.1
&CustomerGatewayId=cgw-0123456789abcdef
&Options.StaticRoutesOnly=false
&Version=2016-11-15

APl REE2E VPN EEFMEENKIIME, EEE VPN BRER AWS | EZEFYRL
FpendingkRA , AR FE K Navailable,

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/
doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnection>
<vpnConnectionId>vpn-Qabcdefl1234567890</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-0123456789abcdef@</customerGatewayId>
<type>ipsec.1l</type>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
<vgwTelemetry/>
<routes/>
</vpnConnection>
</CreateVpnConnectionResponse>

m & #E

APl IR IR AT REER -

« vpnConnectionld-#&# VPN E R M —#RIRAF ( Hl@ivpn-0abcdef1234567890 ) , AT RHE
#£% Cloud WAN

« RAB-AWS FRE VPN BRERN RAA ‘8", AT EREENKZIRN “ATR"

« EF-ER VPN, REXZBEATE/ HMERNIMIIH VPN E#E

- staticRoutesOnly-i% &7 “false” LA/ F BGP ¥ H , X2 Cloud WAN VPN M7 243

VPN EERE ‘TR RBE , BUUFEHAMBEES CreateSiteToSiteVpnAttachment API
AWS 2§ B HIEZ T &M Cloud WAN £ B4,
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£ CLI =% API |2 AWS Site-to-Site VPN £ #1881 #2

£ A CL Site-to-Site | #]3 VPN 88 #E

B2 Site-to-Site VPN £H 285 , BFZEEEZIYMNZEL S E| VPN EFREAN Site to-Site VPN &
¥, SMNZRESHEEHCHSI A VPN £488 ID B Site-to-Site VPN iE#, XA Z MR At
ZMEEHY Site-to-Site VPN £ EMEN | RN AN SER 2N 2 2PRE

EfEH VPN £/ 852 1] Site-to-Site VPN iE# | i5E 812 Site-to-Site VPN E#ZRIEE VPN £/ 25T
TEEHMK, LLTREIER VPN £+ 8501722 Site-to-Site VPN £ :

aws ec2 create-vpn-connection \

--type ipsec.l \

--customer-gateway-id cgw-123456789 \
--vpn-concentrator-id vcn-0123456789abcdef0

B RAFHRE AT AR

"VpnConnection": {
"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-123456789",
"Type": "ipsec.1",
"VpnConcentratorId": "vcn-0123456789abcdef@",
"Category": "VPN",
"Routes": [],
"Options": {
"StaticRoutesOnly": false
}

£ API 82 Site-to-Site VPN s 881 32

#RAT LA A Amazon EC2 API |22 A Site-to-Site VPN S22 VPN &2, AP MH4EE VPN
£ 2SR VPN ERME SRR E B RHl, Site-to-Site

A APl 5 VPN £/ 8822 Site-to-SitedL VPN EE2 Bl , BHRRECERZLUTRYE :
+ Site-to-SiteVPN £z 2012 H o A
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- REEWNZERESEENEF MK
WL ELE A F SRS AWS 2 E# IPsec FiE

LAUR R BR In{aE A8 CreateVpnConnection APl &4EH) VP Site-to-Site N #2582 VPN

T

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&VpnConcentratorId=vcn-0123456789abcdef®
&CustomerGatewayId=cgw-12345678901234567
&0ptions.StaticRoutesOnly=false
&Version=2016-11-15

L RBIFEIEERN VPN EHIBFME - MX ZE €2 Site-to-Site VPN #E#£,  Site-to-Site VPN £ H 875 2

AWS Mlig 82 , RSP B ABEEF R ELIFHITIERE,
MINE APl IR &IREIF A VPN 71835 B 1 Site-to-Site VPN EEFMAE L -

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>8b73d60f-458f-5gc5-a442-7f9fEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-9z8y7x6w5v4u32109</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayId>
<type>ipsec.l</type>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

WA E VPN iE$# ID , 3| A Site-to-Site VPN £ 51838 ID TARERMMK 1D, HiERE ISR
v REE#E TR — Site-to-Site VPN RS H ML UBE , MMEI hub-and-spoke M & #1

PPy
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& EAWS Site-to-Site VPNiIE 1

EREFHEEEF VPN ERE

B LAER AWS EEEFIAEEEMN VPN EEREFAFEE. IRMET NI REREZREZR
. BEETRENEEFAEE.

EREHAEE VPN iEE

1. $TFLTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#1&,

2. TESMBE®EH , i£1F Site-to-Site VPN Connections,

3. GEEREH VPN EEUEEFAEE , 81

. EERAFRS
- BB EMEERS
- BBESR
- BRESH
BEAERENRAELS , AT ERSEREERE. TERHRMNNESIEME B THREDER,
£/ CLI &2& VPN E#

£/ AWS CLI MR AFXEHNMREFXREN VPN EENFAGE. WAFEXEAFL. FEMAE
UREERETBENER,

EEREYE AWS K MXEANATE VPN EE | BT A H S8 describe-vpn-
connections®t, ER , MRELEEFHXKEE VPN EENFMAELE , NEELE VPN iE#E
IDo

ERRFE VPN EENFAER , BHEE IDEENSH. UATRAERTESRE VPN EEFH
EEMER,

aws ec2 describe-vpn-connections --vpn-connection-ids vpn-1234567890abcdef®

N EEEX VPN EENEEES  @FBEET. RAFAERNIIRE.

« State-VPN EZH Y EDRA
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https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN A 457
« TunnelOptions-FNRRER B EFIRS
« OQutsideIpAddress-VPN BREMNE IP ibik
* Routes-E#EMNEHEE

BRAEEEFAE LN NHFERA

{
"VpnConnections": [
{
"VpnConnectionId": "vpn-123456789@abcdef@",
"State": "available",
"CustomerGatewayId": "cgw-1234567890abcdef@",
"Type": "ipsec.1l",
"Options": {
"StaticRoutesOnly": false,
"TunnelOptions": [
{
"QutsideIpAddress": "203.0.113.12",
"TunnelInsideCidr": "169.254.10.0/30",
"PreSharedKey": "example_key_123456789@abcdef0",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
},
{
"QutsideIpAddress": "203.0.113.34",
"TunnelInsideCidr": "169.254.11.0/30",
"PreSharedKey": "example_key_0987654321fedcbhad",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
}
]
}
}
]
}

£ APl &F& VPN &

IE#H A Amazon EC2 BRSSH) APl UG 3R VPN E#EER . XA ENBENNAEFNREEKRE
HTRANREM,
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RAriEmE

DescribeVpnConnectionsAPI #EEHHBRE B X —MHZA VPN EENFHAER. SOURE

# ID, RAEAME N A TRILRRE NEREE,
LTREMEA VPN EEFAEENERTH,
POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20230101/us-east-1/ec2/

aws4_request, SignedHeaders=host;x-amz-date, Signature=example_signature

Action=DescribeVpnConnections
&VpnConnectionId.1l=vpn-1234567890abcdef®
&Version=2016-11-15

I R R B % 1% VPN EEMFAE R

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeVpnConnectionsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnectionSet>
<item>
<vpnConnectionId>vpn-1234567890abcdef@</vpnConnectionId>
<state>available</state>
<customerGatewayId>cgw-1234567890abcdef@</customerGatewayld>
<type>ipsec.1l</type>

<options>
<staticRoutesOnly>false</staticRoutesOnly>
<tunnelOptionSet>
<item>
<outsideIpAddress>203.0.113.12</outsideIpAddress>
<tunnelInsideCidr>169.254.10.0/30</tunnelInsideCidr>
<preSharedKey>example_key_1234567890abcdef@</preSharedKey>
</item>
<item>
<outsideIpAddress>203.0.113.34</outsideIpAddress>
<tunnelInsideCidr>169.254.11.0/30</tunnellnsideCidr>
<preSharedKey>example_key_0987654321fedcba@</preSharedKey>
</item>
</tunnelOptionSet>

=& VPN £
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</options>
</item>
</vpnConnectionSet>
</DescribeVpnConnectionsResponse>

ix AWS Site-to-Site VPN &3

B2 AWS Site-to-Site VPN A BERFMXE , BB —MSSHIFHEN ping B3R FIRMN =%
%,

HIBFTIRZE , BIRTEREA TRAE

- EATLANER Ping ERH AMI, FATRUEER Amazon Linux AMI Z—,

- EEM VPC HEBYEXFIRENTERZSEHIME ACL , AAF AR E L ICMP &, XEE
flee B W ping B3R,

- WMREFEAIZIT Windows Server B9l , EZE#EZISKHIHE Windows By A& /5 A AL ICMPv4
BA ping =41,

- (BAEH)BREFMXEZEEIER VPC WESKR , ¥ BEW VPN EZEERSKR , X
BEREBALUEREISHEFMAIRE,

(HAEH ) AREFTFMNXIREZ LEY T BGP RS, B BGP MWHEXWEANFE 30 ¥WatHE, ¥
REGHEY BCGP EWBEHEREFMIRHRTP , AEREEBREIENEFS MR, FRRFED
pRE#HEE 7 BGP BH.

- BRESEFMEBBERKRTHN VPN EREE T KA,

/

PURERESE

1. B LLTMuLFTFF Amazon EC2 ###& : https://console.aws.amazon.com/ec2/.

2. HEEFIERLE , EFEBHEH

3. (HNE ) XTFHRM, NEREAIH A —MERME S,

4. WTHRAERFNRERGRE (Amazon HlEEME& )  BRERESZ , RAENEHRFIERRER
%o

5. WTFEHAXNEN , BREINREANIHE —MEHX,

6. NTRKRE , EFEFENERLA K ARERERENZLA,
7. 7TE Summary ( fE ) EHRH , % Launch instance ( B3IEH ) .
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8.

10.

HRPIFRIZEITIE , FREVEFLE IP 3k (6170 10.0.0.4). Amazon EC2 2§ & & /RAY i 31k 2 LA
HHAEEN -,

XNTEEIMEF, LTEFMXREBFENITEN , ETUER ping S5 T OUNSEHIRIFAE IP it
2|8

ping 10.0.0.4
FLIh Y IE R 5 BT AL,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

ANHABERNERE , EUIRNERAEFMNXRELNBEZ— , RAREERTR. BT EEH

VPN E#EH AWS iR RZE.

EMHEM AWS B3ty W E Ry ERE | BRI LAER SSH 3 RDP MR M EERERILH, Rig |, &
ALERAMEH S — BT ERFE IP 3BT ping 8% , RIEEEN M iKREE A LS 30 H
BERER,

BRIAEES Linux EHNESER , H56 (Amazon EC2 AF1ER) FRIZEREEES Linux 5E
B, BRAAEES Windows KAINEZER , S (Amazon EC2 AAF1ER) HHEES

Windows SE4,

i B&k AWS Site-to-Site VPN ZE 2 H M >

MRETFBEER — AWS Site-to-Site VPN E32 |, NI A EMIBR, & MIBR Site-to-Site VPN E

Bt

, BINT2MBR5Z Site-to-Site VPN EEXRBHZF S MAXEMMLAEM K, MRETBFEMERH

BEFMXMEMFAEMK , A BURFERIBR.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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RAriEmE

5

/A Warning

R IR BR Site-to-Site VPN E$E | RFRIE—/NF#Y Site-to-Site VPN E$E | WA FEHFH

BEXHHEFRREESMXIREZ,

 fIER AWS Site-to-Site VPN E 32
« fHBR AWS Site-to-Site VPN & W3
« £ AWS Site-to-Site VPN 4 & il BR KE A FA %5 W <

i B& AWS Site-to-Site VPN & 1%

ER Site-to-Site VPN 3E#&/5 , REEFEERE AL deleted REREFAN , 2FR

Z%HEo

e A H AR VPN HE

1.

2
3.
4

B https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC 2% &
ESMBERS | & Site-to-Site VPN iEH,

W VPN E |, REFRRERBREMMER VPN EE,

RRHITEIAGR |, WA delete , A/F1%#R Delete ( MIBR ) -

FERAGSITR API IR VPN &3

 DeleteVpnConnection ( Amazon EC2 &if] API )

+ delete-vpn-connection (AWS CLI)

* Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

I B& AWS Site-to-Site VPN & F <

Sl BB MIBR

NMRETFTBEERE-FPMK , ATLUNEMBR. BT EMBRIEAE Site-to-Site VPN EEZEFFEHMNEF M

Ko

I ER VPN £
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
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15 FR 2 51 & W BR 2= 7= 5]

1. ESMERD , EEEFFMX,
2. EEEFMX , RERRERRENBBREF X,
3. ERHBITHEINE , WA delete , RFEIEE Delete ( MR ) -

ER M TITE API BIERE 7 WX

+ DeleteCustomerGateway ( Amazon EC2 &if] API )

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

£ AWS Site-to-Site VPN A 2 & F il BR B2 L FAE M <

MRETBHRE VPC ME-—ELRAMX , AJLFESE VPC HiFT,
{5 R #2155 Wi T 2 LA B W X

1. ESMBERT , EBREMREMX,
2. ERMENHEBFAEMX , RE1EE Actions, Detach from VPC,
3. EESEBEELLENX,

MRTBFER-WTHEMREMX , ARERER, SFRERRDE VPC XENELLEMRK. E
WRAEMXBER2E , ELERENRARREFTNR , REN deleted , RE1ZFE FHAIMER,
158 F 22 11l &5 T BR R L FAR R 5%

1. ESMBERD , ERELFAEMX,
2. EEELDFBERX , RBEAERREFMBRE DB X,
3. BRBTEIAR | #A delete , ARF%#ER Delete ( MIBR ) -

EAG ST API i BB M X

« DetachVpnGateway ( Amazon EC2 &if] API )
+ detach-vpn-gateway (AWS CLI)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/detach-vpn-gateway.html

AWS Site-to-Site VPN AFiEmE

* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

ERW T API BIBREBFLE MK

+ DeleteVpnGateway ( Amazon EC2 &ifj APl )
» delete-vpn-gateway (AWS CLI)
+ Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

&2 AWS Site-to-Site VPN EEH B M X
AT BUEH AWS Site-to-Site VPN M B EM%, UTIBRATE -

- UBEEHLEMKEPEMX

c HE-TEATRANXBAEELTHAMX
- PARERRMXE S —PPEMX

- PARERRMXIEURLEMX

BRERMXE , ERIMNEERN LT LHE , B/ Site-to-Site VPN EZRFEE N RINE AT
Ao

LU 2SS A # B e BOE B BIFT M xT =

(F

- BT BIEHRBIRMX
SR 2 MBRERNBE (B&RM)
HIR 3 EBEFHMx
HW 4 FFH VPC BRHAX
SRS EFRMBIRMKRERA (AR )
HPR6 : FEHMES MK ASN (BHRM)

SR 1 RIEFH BIRMR

ERTAFBEFEMXNEB 28 , BXRALEEFTHIMKX, BXRFIMELEAMKNEER , ESHthe
section called “BIEELTHAMK", BXRAMMPFERMKXWEZEE | 155 H Amazon VPC MK A
BBl EF R K,

&2 VPN EE Y B R < 157


https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
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MR BEIRMRRERMX |, 51 VPCs EEIERMNX, AX VPC EHWER , F5H Amazon
VPC FEER > Ry VPC By AR MR E R

EFERMNELRFAE SN MK |, B UER G HEM X ASN RE N SEFEMK ASN
HEWE. MREEFEERAEM ASN , IATHFEFMXIRE LW ASN RENPEMK ASN, BxX
EZEER , 155 the section called “SH 6 : EFEMX ASN (BEH) %

HIR 2 : PIBREMNESHEE (B&M)

HENEEBRSHEHENENR AN IBEPEMIN , KTRELFEN,

BB ERBRESEER , ARBIBIFBMR,

® Tip
RE—HEBAKA , ARTEMR. £ VPN EEZEIBTERGE , FEEXERBEFNNE
RERM X,

MB% B 2% M BRB& R

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEED | % Route tables ( BBHAX ) , REEREHRK,
MBI+ L | ERRERH,

N ELFAEMXHEHSER |, EEMER.

ERREER,

o b~ w0 b

HUR 3 ERBIFRR
EH AR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##4I&
2. ESMERT , L1 Site-to-Site VPN E#,

3. 1&#F VPN E#E  ARKERRENEH VPN EE,

4. NTFERER | EEMKRER,

a. WMRFBIRMRNEMFAEMRK , WEE VPN R,
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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b. MRFEFRMRNAEMK , MiEFEHER K,

5. EERRFER.

FEATSITE API {£24 Site-to-Site VPN E 3

« ModifyVpnConnection ( L S# EC2 &if] API )
+ modify-vpn-connection (AWS CLI)

SB 4 BEFH VPC BHEK

EREFFHNKE , EAREEEBREH VPC BBHER. RXEZES , 5 H (Amazon VPC BF i

) PHYEEEH R,

TRUATHXIEH VPN Mx BFiRGEHITH VPC BHAREHN.

REMX

ER LB BN EL T AMX
£ P15 B Y EE L % A <
e B BV ELL T AR X

ERBSHEBENEL T AMX

ERBSHEBENEL T AMX

ER BB ENEL T AMX

Transit Gateway

Transit Gateway

EHZES

Transit Gateway
ERAERERBENETAMX
EABSEEBNENTAMX

Transit Gateway

ERBSHEBENEL T AMX

152 P f& #B 3% R BV RE 8L % A o]

£ RS ENEL T AMX

158 FA & B 5% FR BV RE 8L % A o]

VPC BHEREX
AINEEHRFERMK ID BEKH,
TERE,

AI—ANE&E , HP SN
ERFAEM KB 1D,

REESELEMX ID A H
BN EBEHREMRKRE ID.

REESELFREMX ID #IEEH
BN ES N ELRLEMK
9 1D,

MR B EELFEMK ID Y38
Ho

FEEHEMX ID KR HERH
NBEEULEMKH ID,

MERZEFEMX ID KR

SW|4 . B VPC BER
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html

AWS Site-to-Site VPN AFiEmE

AWK P VPC BHREXR

Transit Gateway Transit Gateway FIEPHEMXK ID NEBEH
NEBEFHPEMXH ID,
IS5 EFBEFRMRER ( BEH)

LMK RERMKE |, ERERMXEBRIAYF VPC # VP Site-to-Site N Z AIN R E. BXES
f§8 , 55 H Amazon VPC Transit Gateway H #9 # #5 [F >< B FH 3% o

WMREMPERT VPN BASE , N ATURFXEFHSHE BRI PEMXIEBART.

SERUMRERATRE , FEMIERN— VPN EF LWFEREREMENZ EHOMIR (MED ) E.
MRENELFEMX BRI FEMK | HETE MED E#TRERER | BB WEE U h LB &%
ER#E, flm, BAEPENX LA M EEGANEH. BEXESZEER , B5H BHKM AWS Site-
to-Site VPN BEH{LER

TE6: EIEFTMXx ASN ( B%H)

LMK EEFSIBMXTREM ASN BY , BATEFHEFMXIRE L ASN LAE@# ASN. 28 AT
AWS Site-to-Site VPN EZENEFMXED THREZEE,

Modify AWS Site-to-Site VPN & 1% T
&R LUME K Site-to-Site VPN E#AVEROE T, B W SUS A TIAT
-« £ VPN EZN A& ( ZEFMX ) iwFZRE (AWS ) ik L& VPN BEE@# T&15/ IPv4 CIDR 5B

Bl XXTEXAAEE , RIAMEN 0.0.0.0/0,

« 1£ VPN EEMNAH (FFAMX ) ImHMIZRE (AWS ) % L@ VPN BEE# T&E/ IPv6 CIDR &
B. MFTXHAEE , BRIAMEN :: /0,

« VPN EENRBEHRR, standardBRBEEXIGSIA 1.25 Gbps , MBFRBERZlargeXFHF 5
Gbps. AW RAUER FEEFERMMXRE/ HMH VPN £, EXELZER , B5H ABEFR
BRE,

&k VPN iEEETRT , AWS IEM VPN s e IP it FAaEk |, BBkt 2T X, £ VPN E
BEEHLEYS , £/ VPN EEFEESNERER T A,
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
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fE A2 HI B8N VPN EEHETN

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. HESMERKRF , &E#F Site-to-Site VPN iE#H,

3. IEFEH VPN E#E , RARMRERRENIEHR VPN EEED,
4., BREFERMAFH CIDREE,

5. ERREER.

FERAGTITH API £ VPN E#i%£IR

» modify-vpn-connection-options (AWS CLI)
« ModifyVpnConnectionOptions ( YL &i# EC2 &if) API )

12 R BEE T 7L

WA LAME R AE VPN EENRRE® T , fEstandard ( B%BBERS 1.25 Gbps ) fMlarge ( BXFE
EBEH% 5Gbps ) 2B , MEFTEFHCIE VPN EE, XAFERTRBEDR , UREELZNERD
ERE T RBBETNR,

T RRAIR A T 15 MPSEH T A AL AWS X1, -
. 3N (FFE)

- WAMK (B )

- WAMK (BEAE)
- WAMK (Hek )
« WAK (BRET )
- TA#K (EX)

- WABK (HHm2L )
- WAMK (KR )

- TAHK (ER )

- TABK (ER)

- MAHK (AdL)

- TABK (FEH)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
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- TA#K (F3)
- BMX (EZRE)
RO X (23 )
» Europe (Paris)
« BN ( BHEST )
KKt X ( ErfESFRE )
- SEFT (PH)
- MEM (ERF )
« XEKRE (HFRLMILER)
- XEFRE (BXEN )
- XEEE (JLMFEEL )
* AWS GovCloud (US-West)

ERAXFEABEFRAMX , BEELBER VPN EE | AECIEFHN VPN EEFFRETIRE
AR

& AWS Site-to-Site VPN B2 1% IR

& O] LAE B Site-to-Site VPN iE#ZH VPN BRERPRE LT, A —RIEH—1 VPN FZE,

/A Important

£ VPN B2ERT , ZP2E LN EZELE P KIA L2 #. BERENTENEVIATE M T it
%o

fEREH A8 VPN BREILET

1. BN https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #Z#| &,

ESMERKP , %$F Site-to-Site VPN iE#,

1%$% Site-to-Site VPN ZE# , RFMRIEFRRENMER VPN BRIEET,

XtF VPN BRESEB IP itk | 1%3F VPN BRERIPRERw R IP,
BREFENBELTEESRATE, BXBELETNESEE , H2H VPN BBEETL,

o M @b
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® Note
REREXENESNRINE, 2EAUMBREMRINE. AT, REOFMBEEED M BRiZ
BIAES

6. ERFEEFER.

FERG ST API £ VPN B&iE L1

« ( AWS CLI ) f£H describe-vpn-connections AJ & & HBIHIBZE LD , £ modify-vpn-tunnel-
options A& SRR E LT

« ( Amazon EC2 &ifj API ) £ DescribeVpnConnections AI&E & H IR BRI , A
ModifyVpnTunnelOptions TJ &t B&i& £

i AWS Site-to-Site VPN EZN#ASKE

XN TFEERNBSBHNEUREMX LM Site-to-Site VPN 3E$#E |, AL VPN B & F 78 N il R
DEH.

{5 A #2215 & AN DN S BR &2 7S B R

1. @XM https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #2#| &,

2. ESMERTP , £ Site-to-Site VPN EE,

3. #%$#F VPN E#E,

4. ERRBEFHSHEH.

5 RBIEFENMIMBEREH.

6. ERREENR.

7. WMREBEHANBHREABBEE  WXAFHEMENBBRPORENUE VPN EEFRRE
MBS IPEIR. BXEZEER , H5H (ENRENX ) ERERTEAKHERE,

8. X FHEMXEM VPN EH SO UEREMXBHREKRPFRM, BRIMERBESER, BXES

f£8 , B3 H Amazon VPC Transit GatewayH #9 # # [F < B FH 3% o

FRAGSITH APl R NEESEH
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Z A

BEYE A 53 AWS Identity and Access Management (IAM) Rf&HBEMR :

- BEAF  MBETEFADE  BAEERLERR (E25EEEEE AWS Site-to-Site VPN
SHMIGRAR )

- REEER  BEAFPHENRHRINRIER (1ESHIRIESE AWS Site-to-Site VPN A5 IAM
B)

- IAM EER : mEATEEHRNRKRE ( i5ZHIdentity-based B KB R~ AWS Site-to-Site
VPN )

£ & 21T B IR AIE

SHRIERE AWS FRAFHEIEZBRN AN, BLTL IAM AF FH#THHREIUE AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& T L ME ISk B 54 RIVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B R&EFKE
BHIET® Google/Facebook iEF , LB E H M E R, BEXBERNEZER , 56 (AWS Bx AF
B FHIIEFEN AWS IKF.

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXEZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS Ik RAF

BIER AWS K7 , BRLE—1NEN AWS K/ root AFNERSH , ZEHAIUZTLHFEMERIR
AWS RS MBER. BRIBNBWAECRABRAFHITEERES. EXTERAFZIENES , B5H
(AM FiF{sRE) RVEZERA S FIENES.

RE &40

FERBEXER , ERAXAFERESHRHABNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

BREBMRIERBENEIL B R, Web SRR A Directory Service , 3& AWS RS FA%
BEARNERHTHFRNAF. ReHRATRHSERZIENAE,

BEAEHFRIMNE , BWWEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
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IAM A P EF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A
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SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

|dentity-based B

Identity-based KEEZEM MBI G2 ( A/, HAAE ) B JSON R RRE XY, XLEREEH S0
PHATH LABRE, NBLEFFRRTUREFLAZHETHIT. ETHNANEETSHNEKR , ESH
(AM BFREER) FREREFEERRTRE L BE Y IAM R,

|dentity-based REE AT AR AR REE ( EEBRAZENG GO ) AEERE (MBS NEHHIMIR
B) . ETHRIMAERERENAKKR BIHTER , FSH (AM AFERE) FRNEREERS
REK SR BE 2 R HE1T IR,
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Resource-based B

Resource-based K BE 2 &M NEIEJRAY JSON KBRS #, R~EIBIE IAM BEEEEEEF Amazon S3
FHERE, EXFETERNRBNERSHS  RSEEAWUSEACIIREFSERRENIFR, &
PHRTER T RROREEPIEE K,

Resource-based KRN T IZRESHTHNEKEE, BT EETRENREHER IAM £/ AWS 1
EXREE,

HREgRE
AWS XHHEHAMFREER  XEFHEBRATUREFENNRBERBERFHRANR

- NRLR - REETHHNEKBAURT IAM THENEANR. BXEZEER , 28 (IAM AP
Er) HEY IAM SEAREIALBRID 5o

- RSIEHIZRRE ( SCP ) — #8E AWS OrganizationsFAMARA LR L THRANE, BXEZEE | iF
2% (AWS Organizations FF18R) YRS 12 HIZK B,

« BIREFIERK (RCP ) - RENKFHERNFATANR, BEXEZFER , $5H (AWS
Organizations FIF1EFE) FH A RIZEHIEE (RCP)

- 2ERK - ERACERSAFMBIBRSEN , EASBEENEREKK, BEXEZER  BES
7 <IAM AFiEm) PRSIEERRE,

S REERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHRERE N
WA AWS BERBAWER , HSH IAM AP EEHR N ERITEEE,

B 1EH £ AWS Site-to-Site VPN A1 5 1AM B

EFERH IAM EEXT Site-to-Site VPN BYiG R 2 81 , 5 7 A WL IAM IhEER A F Site-to-Site
VPN,

A LA BE AR IAM ThEE AWS Site-to-Site VPN
IAM Zh &g Site-to-Site VPN % #
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IAM Zh &g Site-to-Site VPN X #F
Resource-based B3R a
RER{E =
R FR =
EHELE (BETRS ) =
ACL B
ABAC ( KBS EIEE ) B
EBRR =
BEAE =2
Service-linked &€ =

E2H T # Site-to-Site VPN ME M AWS [REZFMMEXRZE IAM HEEE &R |, B55 IAM B8
EHRHE IAM B FEANAWS RS,

Identity-based Site-to-Site VPN KB
XEETHHNER :: 2

|dentity-based RIS AT LAKINEI &40 ( Hlin IAM B, AFASHAE® ) B JSON R FHE THY,
XLERBEIEH AP NS UEMRA TN BLRFRNTHERE, ZETHRNANEET SHNRE ,
BEZHE (IAM AFiER) PFREAEFEEREFTRENBEN IAM R,

BEEA IAM ETESORNEE , EUUEEATIELWRENTRUR A IELEFENTS, E
THETI1E JSON RESHERMFIELE , F5H (IAM BFHER) S8 JAM JSON KB TE5I A,

|dentity-based Site-to-Site VPN &Y 5 #& 7R~ 4

EEFET Site-to-Site VPN S HI KBS RBI , 152, |dentity-based H) FK B =] AWS Site-to-Site
VPN
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Resource-based Site-to-Site VPN R ZBRY 5 B&

XBETHRRORKE : &

Resource-based K E& &M INEI G IRAY JSON KEE X, ETHRRNFRN RO2IE IAM BEET
SREEF] Amazon S3 TFEMREE, EXRETEARNERNERESH , RSEER JUERCIIRZEHX
BERBRVIGR. N TFEHPHMREA TR , REEEIEE EHEAT AN ZRRINITHLREUREAM
AZRBETINGT. EXTEETRRNRBPIEEENH, ZERATUSERK,, AR, A6, KEAFPY
AWS fR%

ESABK/ER , SRCHEANKS SHEMBKS R IAM XA EENETRRNRBERNERE. B
XEZEE , BSH (AM AFER) PHY IAM VB TIK & F R T

Site-to-Site VPN WK T3h
TRERIZE 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2Y , BN EETUNF LR FERITER
1, UREMFARHETRIT,

JSON 5KHER) Action TEMERATATFERE P A FSIEL B RINIEE, EXRBPEISBREUZ TR
TRECIRIERBUR,

E&EF Site-to-Site VPN BEFIFK |, ESH (RFRXSE) HH AWS Site-to-Site VPN TE Y HY IR
1E

Site-to-Site VPN R REGIREEIREIERAU TR -

ec2
ExgNMEAPEESIRE  BEAEZSHENRT.

"Action": [
"ec2:actionl",
"ec2:action2"

]

EEFET Site-to-Site VPN S HI KBS =B , S, Identity-based B FE B =l AWS Site-to-Site
VPN
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Site-to-Site VPN B KB &R

THEHEBRR 2
EE R ALAER AWS JSON REERIEEH AN G L. HEREW , BN EAT L L& RINITIR
£, LR EAAZBETHIT.

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZERE , HERAHE Amazon
HREAF (ARN) BBERR. WTAXFRBFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

E&EF Site-to-Site VPN BREE K H ARN B35k |, B5H (REFBENSZE) F1 AWS Site-to-Site
VPN ENBER, BT HETLIERPLIREREESTHRFEN ARN |, EZH VPN EXH AWS
Site-to-Site & 1E.

EEFET Site-to-Site VPN S KBS RBI , S, Identity-based HI F B 75l AWS Site-to-Site
VPN
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Site-to-Site VPN IR A&
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FURESACNNRE T4 Site-to-Site VPN ZhaE, 1 Site-to-Site VPN 12 IEXIES
NFREBRSAR,

Service-linked Site-to-Site VPN I & &
YERSXEKARE 2

RSHERABR—TERSHEXEKN AWS RERS AR, RS TUREERITRE, Service-
linked ABHIMEZR , AWS IKF FEBERSHHE. IAMERRAATUESETREBRES K EKAR
YA PR o

BEXRUESEERSHEXACHNFAEGE , BSREES IAM BEFEHAWAWS RS, BXRFE
# Service-linked A %5|Yesh B EN RS, RBEREZEUBFEZRSZIHVBRSHEXACRH,

Identity-based KY K B& =l AWS Site-to-Site VPN

BINBERT , ARFNASLTREESENK Site-to-Site VPN HiR. ERFAFX AR TRIITERIENN
PR, IAM B & AT LI 1AM 5K RE,

BT RUNMAERXL RG] JSON REEXHEGIEZET IAM HONEE |, 56 (IAM AFERE) P/t
2 IAM KB (258 ) .

A< Site-to-Site VPN EXWIREMERELE (I RS ERFEEEMN ARN X ) WiFHAER , BSH
(REENSE) P AWS Site-to-Site VPN 81E., FEREMEHRR4A,

£l

- RMEXE

- {5/ Site-to-Site VPN ##l&

- R4S EMR Site-to-Site VPN iE

« BIEFMERFIEREIR AWS Site-to-Site VPN E 3%

R R fESR R

|dentity-based REERER BB ATUELEWIK S PR, 7HEHMIER Site-to-Site VPN BIR, XLE#
ETRELME AWS IKF AR A, SIESEERE T HHHNREEN |, FERATERMEIN
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« NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AIUNBERRRNTHRE , RN RERRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) Fi JAM R EYKEE R

o {8 1AM KBE B S — S BREITH RIAR ;48 AT LA [ 5K B 7 00 5% 4 SR BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIRZRENHXE
FARY , JUlth AT BAfE R SR SRR 3 AR S5 #RAE R 17 (R AX R AWS BRSS , #5130 CloudFormation, HXE
ZER ,1B2H IAM AAF1EmE) FH IAM JSON EBTE | &4,

- £ IAM Access Analyzer BiEZH IAM KB , SUAKRNEN LS MHMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIRENEI , SHBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MR IAM Access Analyzer BiF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URESR
=, ZELAR AP BENEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

£ 3 Site-to-Site VPN 124&l| &

Ei5ia] AWS Site-to-Site VPN 24| & |, EBATRE —HARIENR, XERBESLRAFBIENEES
XRIEH Site-to-Site VPN HRMIFMEE AWS Ik, MR BB MVENRENREN=ENET S5
FREE  TFHMTZRBEHRE (AFPRAR ) , BHASLTERFTBEEZT.

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , IRFHREH
ZIAMITHY API RVEME TE RV RAE,

NERAFPMARMNMATLUER Site-to-Site VPN #2#l& , X EfF Site-to-Site VPN
AmazonVPCFullAccess EAmazonVPCReadOnlyAccess AWS L E KM INEIEE, BXREZE
B, #ZH (AM AFERE) PR AP IR,
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IR ER Site-to-Site VPN iE#

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
]I
"Resource": ["*"]
}
]
}

Bl 22 R IR P EH R IJR AWS Site-to-Site VPN E#

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomexrGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"

1,

"Resource": [

myn

},

"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/s2svpn.amazonaws.com/
AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {
"StringLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"

}

ja) BHEE AWS Site-to-Site VPN B 143115 B X R
FERUTEERBEBEZHTFIEEEFEA Site-to-Site VPN F 1AM B AT AEB ZIHY & WL 8] &2,
=3

« BRI Site-to-Site VPN FHITE{AIR/E

o BRIEAINIT iam : PassRole
« RBATFRUNHAZEA AWS K 151 FKAY Site-to-Site VPN H IR

R FIMNIE Site-to-Site VPN A ITE{iE4E
MREBRBERIRIER , BERETEIITEMRE | WA E TR AR FRITZIRE,

% mateojackson IAM AR ZHERAEGHAEETEEXEM my-example-widget BRNIFHER ,
BRAEEM ec2:GetWidget NRET , 2K ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFKIRME , ARV ER ec2:GetWidget BAEHRE my -
example-widget &R,

MREFEHDY , BHRREN AWS EER, ENEEARRHEREIEN A,
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KL AT iam : PassRole

MREBRFEERBEE | BRETLINITiam: PassRolel®tE , MIAMEFH BN KLU AT RN AELIEL
%45 Site-to-Site VPN,

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

LLZ W IAM A FPmarymajor=id A2 H & 7E Site-to-Site VPN I ITIR/ERT , 2T T RHAI4E
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FE 15 BA

R _id AT iRBIPEER B EKERAY VPN EIZHIME—
IDo

event_timestamp KALaEEINH A S 2 EE.

timestamp BAAE AR MY B [E A8 = 0122 B SR et B &,
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US)o
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UP | DOWN) (RouteStatus: AVERTISED {8
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message REEXBEEHIRSNESFAEFER, F
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IKEV1 5% B
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NEH TR - EMNEHLLE

AWS HH TR ERHALN , BERUHFER

R
RAEE 52 TEAYRRE AWS

RIFBITERE. £MA“No proposal
chosen” ( RIEFE(TIRE ) HITEA

AWS 8 SPI K5 2 BrEx SA rB&iE 2 W EI i

B - XXXX

AWS BEEWEI T KB CGW By IKE_SA #Y
DELETE

IKEv2 51 B

Message

AWS B&i& DPD 7£ {retry_count} EF{£ /58
Bt

AWS BB E| TR H CGW HY IKE_SA By
DELETE

AWS 8 SPI #1958 2 BrER SA RYBRIE E W EI

BR - XXXX

AWS B2iE# M E| (CHILD_REKEY) 3K
CHILD_DELETE

58

W& 5 KGR DPD SHE |, 5&4#1T DPD #Eet
]

FREERN IKEXNEFHZ LEREMHENTAZER
o

AWS VPN i 5= ( 5140 3DES ) FZ#5E 1 M ER
( %R, WBFF DH A ) WIRWUEM.

ENEFRZRARBERERREEREE , &4
Proposals/Policies #41E IKE S EHE ERNE 2
M ERELE ERAELE

CGW B& K% T % 2 BB/ Delete_SA JHE..

CGW BLKIAT % 1 BrERH Delete_SA JHE.

58

WEHF RN DPD EE |
B2 1E,

58 &l¥ 1T DPD At

NEHELRETR
HE.

2 /IKE_SA BY Delete_SA

NEHRBLKET CHILD_SA K Delete_SA H

/CN O

CGW EA7EsN SA KIX7T Delete_SAHE , B
B EEERER,
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AWS BTN E 2R , [E1EHIBRPEE
(CHILD_SA) JT& SA

AWS BEE S 2 BrERERIFE 1 MRS TTRE M

AWS : SREI%EEER : TS_UNACCEPTABLE : #
e B W 1 7

AWS B8 IE# &% & M IRIE_ KM AE S IE B2

AWS BEER N B 5 cgw AT
IXXXX

LA

AWS BRERERT : 68 cgw MIBRKREBIE 1 B
E& IKE_SA: xxxx

RIREITEMRE. £HA“No proposal
chosen” ( RIEBREMBR ) FHITEH

REBEZEEAIRER AWS

IKEV2 %355 &

Message

AWS CREATE_CHILD SA HIB&E4L B iER
(id=xxx)

AWS BRiEIE £ X 1% CREATE_CHILD_SA §9m
B (id=xxx)

58

HTHPR, MBEKITTR SAs , Peer T SUF1E
%88 RFC TEFENBER XA TR SA.

HTHhEER (SR IER )
E13 CHILD_SA,

, NEHBTTE

Peer 21K 7 & Selectors/Encryption i#3F
EH#, Peer TRNEENT2MHEBIER
CIDRs,

NEHTEBIRIE IKE_AUTH SEERNRAR
XX F T HAT H D WIE

FEEFRN IKEXNEH LREMENTRAZER
Ho

LAY &7 & 4 MIBR ¥ 3T FTHY IKE_SA 1 RIT 24 1h
5]

EXE 2 B R #“No proposal chosen” ( &Kik
BEARRE ) SiREE , LEHYSAE IKEXNE
FLEEERNIER

AWS VPN Endpoint %15 1 RS 56
2B (INER, WBFEFM DH A ) WEBIWE
4 3DESHILN,

%, BA

AWS B EIkH CGW Hy CREATE_CHILD_SA
FXRo

AWS [EfE[E CGW K% CREATE_CHILD_SA
e 2
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Message 54 BA

AWS P%i& IE 7£ &% CREATE_CHILD_SA KJi& AWS [EfE[@ CGW K& CREATE_CHILD_SA

3R (id=xxx) B3R
AWS CREATE_CHILD_SA HIB&:&4b 3 Mg f7 AWS B ZEI5k B CGW Y CREATE_CHILD_SA
(id=xxx) EE,

BGP ’Ij{/l_,\/ﬁ/u\

BGP RAFEREBEE BGP 2 RA KR, sIBRHES. REEM. BGP 2iFEH. BGP OPEN JH
BUKLETE BGP 21EH BGP FEHNBEMEHHEXNER.

Message BGP RS 54 BA
AWS %3 % BGP £ IRAE [T AWS iy BGP EZRSEE
M “ZBR” k73 Connect with ¥4 Connecto

neighbor {ip: xxx}

AWS X% BGP £1FRAE [T AWS i%f BGP EZIRSE

M Connect E2il OpenSent 1. OpenSent

BE4BE {ip: xxx}

AWS X% BGP £1FRAE [T AWS %K) BGP EERASEE
MZE OpenSent 3 OpenConfi 1. OpenConfirm

rm <BFE {ip: xxx}

AWS i5X1% BGP £1FRAE [E AWS iwf BGP EZIRSE
MZE OpenConfirm h ES54BE ¥R BEI,

B {ip: xxx}

AWS X% BGP £iFRAE @ET AWS % BGP EZRSE
M BB BEXH “BHRFER A =R,

B {ip: xxx}

AWS ixXt % BGP £iFRAE  @T AWS ixH) BGP EERASM
M Connect E N 5 ERS Connect @ ER| “V&z)", MR
{ip: xxx} BGP £i%{&/% % Connect 1K

Site-to-Site VPN BERA 200



AWS Site-to-Site VPN

RAriEmE

Message

AWS imXNEHFIRE T RAH

FRRHES-WEIKBEE {ip:
xxx} B9 {prefixes (count): xxx}
BIZR , BR&EIR {limit (HF)

XXX}

AWS ImE TN 281 &

KETZRBRHI- YRR BB FE {ip:
xxx} B {prefixes (count): xxx}
BB, PRI {limit (%F)

XXX}

AWS HRETTELBE {ip: xxx} &
EBEH 6/1 (BLAATIHRA
BIEREK )

AWS iRREITTUEI T REBE
{ip: xxx} B9 6/1 ( B LEAREIR
RABIEEK ) BAH

AWS i[RI {TE<BIE {ip: xxx}
EETEH6/2 (FIL/EEX
Zily)

AWS im[ETIRE T R B 4B IE
{ip: xxx} B9 6/2 ( FLL/EEX
i) @A

AWS ix[E4TEBE {ip: xxx}
RILBH 6/3 (1= LL/3ERE
E)

BGP K&

Bk

mF

mF

N

B

BT

%88
A, BRE CGW LB TCP i
A 179 AT A%,

HM CGW WEIN I B EE
T AVFRIRSBIET , AWS IR E
%Eﬁi_ﬁ H/:!:M;\/léso

HM CGW WEIN R B EE
o AVFRIRSBIET , AWS Ima4k
ﬁi—?RH?\:mfﬁEo

AWS ix[a CGW BGP Xt &4k
RETEBH , &RA BGP 21EHR
BIRRFIEAM ML L

AWS R EIRE CGW NEH
BB , &R BGP 2ERER
B ZRPR BT L8 1k

AWS i E CGW BGP XY %44
KETEA , &K BGP 2iELC
&1k,

AWS IR EI T KB CCGW Xt
FREA , &RF BGP £EEL
1k,

AWS i@ CGW &R KX T
B, RAZNEAREES
2 MELE A 1 BRo
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Message

AWS imXtE R WE TR BB E
{ip: xxx} B9 6/3 ( Cease/Peer
KRECE ) BH

AWS ix[EI{T @B E {ip: xxx}
RETEHOGA (FLEEE
B )

AWS ImETHEI T KRB B E
{ip: xxx} 9 6/4 ( ZIL/EEE
B ) B4

AWS % [E4T1E 6/5 M4 JE {ip:
xxx} KiE THEA ( FIE/EEH
B4 )

AWS iREITTHEI T REBE
{ip: xxx} B9 6/5 BN ( {FLLAE
B )

AWS B3 Z 5 TE 6/6 (& LE/E
B EE K ) [m4RE {ip: xxx}
KL T B

AWS iRETIREI T KRB K E
{ip: xxx} B9 6/6 ( = 1L/HEAEL
EEK ) B

AWS 7% [E4T7E 6/7 [|4RE {ip:
xxx} ZETEHA (FLLSERES
REFRTTER )

AWS ixE{TIREI T KB E
{ip: xxx} B9 6/7 BHI ( =1L/
BHRBRER)

BGP K&

mTF

\TF

[T

mF

B

BT

BT

58

AWS iUl E TR B CGW &
FIEA , RRENEFHERE
B3 2 MEEE P IER.

AWS i CGW BGP W& 44
RET—%BEA , #ER BGP £
FEEEE,

AWS Ui E TR B CGW X &F
FHBAH , RRBGP 2EEE
o

AWS i CGW BGP X &k
KETEA , &~ BGP *iEC
WIE4.

AWS iwUZEI TR B CGW X%
FHEH , X8 BGP £iEE#
B,

AWS i E CGW BGP X} %44
KIET—%EH , #57F BGP &
BERERETER,

AWS IR EI T KB CGW Xt
HRER , ZBEHAKHA BGP &
FERERETER,

HHAMNNEERZ i E R I E
Rt , AWS im[a CGW X F4E
KIETEBH , LABRERE PR

A&,

AWS imIE| 7R B CGW X
EEVEH , RRHEANIEE
iR ER B EER | EEA
REBEIFER,
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Message

AWS ik [EI1TE4RE {ip: xxx} X
ETRBiITSREIEEA

AWS X EH KN EIK B K E
{ip: xxx} KY4EIREY OPEN JEE
—Ix#E AS =2 {asn: xxx} , Ml
1t {asn: xxx}

AWS ImETH R T K B <F
& {ip: xxx} KJ OPEN & &-
WA 4, AS {asn: xxx}. hold
time {holdtime ( # ) : xxx},
router-id {id : xxx}}

AWS iw[E 1T A B E {ip: xxx}-
IR 4, AS {asn: xxx}, hold
time {holdtime ( # ) : xxx},
router-id {id : xxx}, router-id
{id : xxx}

AWS It E R EERF 5
BIE {ip: xxx} Wik (B
Connect )

AWS ix[E4T LR E {ip: xxx} &
J2 7 — End-of-RIB%&JHE

AWS imxf &5 W R 7 5k B <R
B {ip: xxx} B HEEH-AS &
££ : {aspath ( & ) : xxx xxx
XXX}

BGP K&

mTF

mF

mF

Bk

B+

58

BGP REZITAIIRETH , AWS
FHEEM[ CGW Kk TEA,

AWS I U EIM CGW X &
FWET —SREEIRAY OPEN B
B, XRPAEETTE.

AWS sl | T — 5% BGP 17T
HE , BRE CGW W& E
31 BGP £if,

CGW M E M KA T —% BGP
IFEE , SB35 AWS iR
BGP X F#HK BGP &i&,

AWS i IE £ =i E# CGW
BGP %B/E.

B BGP £/ , AWS IHE
SSEX [ CGW £ Hi&H.

AWS IR E T KB BEH
BGP R ERE M E#.
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B ERAER

5 BGP RFEETE , BERSHEEESBXREATERNRA BGP BIHERHYE , fIM0 AS BBE, At
BT, ZHOFIRA (MED), T—Bk IP it MINE, REHEES, EHMBHEAERL HIE R
i, BRERES HES 28 RAGR TR, HPNAFUOT

Message 1% B8

ELEWRER : as-path BERIECH AS AWS 1E4 7K B CGW HIETBIZH BGP B
HE  EAZEBHREE AWS BENEHBECH
AS,

Wi | FER 0 T BhRER BT REZNT —BRIRIUERM , AWS B4 T
KB CGW WHEIZRKY BGP (kMBS . HWRE
CGW —{l AT LAZIiR B EH o

f2i& BGP BEH B EBK R

{
"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762580429641,
"timestamp": "2025-11-08 05:40:29.641Z",
"type": "BGPStatus",
"status": "UP",
"message": {
"details": "AWS-side peer BGP session state has changed from OpenConfirm to
Established with neighbor 169.254.50.85"
}
}
{

"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762579573243,
"timestamp": "2025-11-08 05:26:13.243Z",
"type": "RouteStatus",
"status": "UPDATED",
"message": {

"prefix": "172.31.0.0/16",

"asPath": "64512",
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"localPref": 100,

"med": 100,

"nextHopIp": "169.254.50.85",

"weight": 32768,

"details": "DENIED due to: as-path contains our own AS"

&K #E| CloudWatch BER IAM ER

NTEARERWEEEEZT , MNEATEEZINEEHN IAM E48 IAM policy SAEDBEU TR
R, EZiFE A LAE (Amazon L og CloudWatch s AP $ER) Y “B AR L AWS lREH BEER”
o P E,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries"

]I

"Resource": [
wxn

1,

"Effect": "Allow",

"Sid": "S2SVPNLogging"

}I
{

"Sid": "S2SVPNLoggingCWL",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelLogGroups"

1,
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"Resource": [

Mg

1,
"Effect": "Allow"
}
]
}

&= & AWS Site-to-Site VPN BERE

5% Site-to-Site VPN E#EHES B &, EXE , i’.ﬁ—IJ«XEEﬁ%ﬁE HiFAES @lJilﬂle]?‘fﬁ‘}fi\i%

BEFARRE VPN B, RAUNERRERS, XEBTEHFBRE VPN i ?%T i B AR

Lﬁji/ﬂlﬂ%'%o

EELHFBEEERICRRE

1.

2
3
4,
5

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
EESMBE KRS , &E#F Site-to-Site VPN EE,

M VPN connections ( VPN iE# ) SR EFREEERN VPN E#E,

1%£3% Tunnel details ( BREFHEE ) BT+,

FBFF Tunnel 1 options ( B&i& 1 3£ ) # Tunnel 2 options ( B&& 2 &M ) 5 , LEBEFMERRE
BEFAER

B LAERSE VPN BEMW ARA T EERRE VPN BEINEEH LRSI K BEE VPN BER
CloudWatch HEA T HBIELE CloudWatchfI BH&A ( RE ) |, LA LAFERSE VPN BER
HEX TEFATRMEER,

A LATERSIE BGP AEM M B TEERRE BGP A EINEEMN HaPIRS UK BEE VPN
CloudWatch B&ERCloudWatch BEA T HBIEEN AKA (WRE ) , UUKRFZE BGP AEMK
MR THEERREHER,

£ AWS 51Tk APl &F Site-to-Site VPN £ F M aip3E B £ FKikE

- DescribeVpnConnections ( lZ & i# EC2 &if] API)

 describe-vpn-connections (AWS CLI)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-connections.html
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B AWS Site-to-Site VPN B &

/B F Site-to-Site VPN BEMIEF VPN &3 |, Sl ERSMEMFMAEE, B LANIERESHA
BIRKIhEE , LA LME I EEUTF R ERIELFKES . MBREBHFEXE i&?’f}ﬂ BXiE% , B HER
Site-to-Site VPN H &,

® Note

LB HIMA Site-to-Site VPN E#FZE R A VPN BEET |, iZB5E EREZATREA Pl Lo &,
BR , 81 VPN EEHRMARXBEUISTAM , Bt , Bl —KXN—%pEEREHAB
Fidg , ANREFETLBREN EZETHIENR. BXEZER , HSH AWS Site-to-Site VPN
PEiE I S B iR,

ESIZEFH VPN EZHE 3 A Site-to-Site VPN BHEIERk

RIS 5 . Bl VPN EZEIRRME, £LH ] 9 Tunnel Options ( FREIETN ) Hi\ , B LUIEEEH
FixHEBENFRAEIRI , 2% VPN logging ( VPN BEIEH ) &, AXXLEETNFMAER | iF
SFESENBEEIRI AWS Site-to-Site VPN E 2,

£/ AWS 51Tk API £3T Site-to-Site VPN £ F S ABE B HIZE

« CreateVpnConnection ( ML &% EC2 &if) API )

« create-vpn-connection (AWS CLI)

EI A Site-to-Site VPN iE#E L 5 AREE3ICF

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. ESMERKF , EF Site-to-Site VPN iEE,

3. M VPN connections ( VPN iE## ) FIRPIEREE LA VPN EE,

4. KX %$F Actions ( #4E ) . Modify VPN tunnel options ( &2k VPN B&EEIM )
5

B3I M VPN tunnel outside IP address ( VPN B&E/ER IP Hutit ) FIRAPIERFELH IP st |, &%
BEEHNRZE,

£ Tunnel activity log ( BRESEZI BE& ) T , %4 Enable (BA ) -
7. 1 Amazon CloudWatch HEAT , R EF HERXEF WL S# CloudWatch AE&E4H
( /3% ) £ Output format ( #HER ) T , EFAEHEAFTERE : json = text ( XA )

o

©

/2 F Site-to-Site VPN A& 207


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
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9.

10.

#%$# Save changes ( RFEX ) »
(AL ) MRFE , WHERBEEESTW4 T 9

I A Site-to-Site VPN i£# L /5 AB&E BGP HEXIEH

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ###| &,

2. ESMBERKF , EF Site-to-Site VPN iEE,

3. M VPN connections ( VPN E## ) 5 R PIEREERE VPN EE,

4. KRX%$F Actions ( #4E ) . Modify VPN tunnel options ( &2k VPN B&EEM ) .

5. @XM VPN tunnel outside IP address ( VPN BRESAER IP tzhit ) SR APERFLHH IP bk |, %
REBUHIRRE.

6. 7EPZE BGP AET , &EFEH.

7. 1 Amazon CloudWatch BEAT , EEER AEREENIL S# CloudWatch AE4H,

8. ( A[IE ) 7 Output format ( HHBEIN ) T , ERASHHMOMMEERR © json T text ( XA ) ,

9. i&# Save changes (RFEX )

10. (AL ) MRFE , NHCBEESLSR 4T 9

£/ AWS 5178k API F£I1F Site-to-Site VPN E#Z £ /5 A AEiER

« ModifyVpnTunnelOptions ( YL Si# EC2 &if] API )

» modify-vpn-tunnel-options (AWS CLI)

A AWS Site-to-Site VPN B &

MRETBERLREEMERZ ENEMDES , BXZEEER VPN BEiEF, WREREZEABFID

=3

TR MZEENEAHMES . EXNEREAREHSABETILSE , B2 WS A Site-to-Site

VPN H /CNo

M Site-to-Site VPN £33 F HIBEEE3Nic &

1.
2.
3.

FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #E#l &,
ESHBEHKS |, %R Site-to-Site VPN Connections,
M VPN connections ( VPN E#Z ) JIRPEFRZE NN VPN E#,
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https://console.aws.amazon.com/vpc/
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4. fRRIESE Actions ((324E ) . Modify VPN tunnel options ( #£2X VPN B&&Ei£I ) .

5. @M VPN tunnel outside IP address ( VPN BEEHAED IP #tik ) FIFRAPIEFE L IP itk | &%
BREBUNRZE,

6. 7 Tunnel activity log ( B2&SENB& ) T , EFR Enable (B ) -
7. i&# Save changes (RTFEX )
(k) MREE , NHECBEEESH 43 7,

©

M VP Site-to-Site N i£3Z L HB2E BGP HEIEH

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. HESMBERKP , %F Site-to-Site VPN Connections,

3. M VPN connections ( VPN E#2 ) JIF&RPIEFZERA VPN EZ,

4. {KX%E$F Actions ( 4 ) . Modify VPN tunnel options ( &2k VPN B&EEM )

5. B M VPN tunnel outside IP address ( VPN BREFAED IP it ) FIRAERE LM IP otk | %
BREBUHRRE,

6. E‘BBEBGP BHE T, BR“BA

7. i%&#% Save changes (REEX )
(k) REFEE , NHEBEEELTR 42 7,

®

5/ AWS 51T APl 2/ Site-to-Site VPN £ B3 E B X2 &

« ModifyVpnTunnelOptions ( L &# EC2 &ifj API )
» modify-vpn-tunnel-options (AWS CLI)

£ Amazon Y2 AWS Site-to-Site VPN B%3& CloudWatch

& LAE A 592 VPN B2 CloudWatch , BINER B VPN RSB R 1A B H I B AL T8 v v A IR F 35
BTV IERR. IXERITHIBEARTF 15 4MNA , NTIELEEBIFRIFELER |, HEEBEFib T BEN Web
MARFIBRESHMITER. VPN IBHRBIETA CloudWatch BRF& B3I & X E,

BEXEZEELR |, 1% Amazon CloudWatch FIF1ER,

nE
« VPN EfRf4E
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- & & Amazon CloudWatch Logs HYE#x AWS Site-to-Site VPN
« B2 Amazon CloudWatch R A ¥5#%E AWS Site-to-Site VPN B&i&

VPN $ERMI4E E

BAF CloudWatch 18%5 7] Bl T8# Site-to-Site VPN E#Z,

SR R
TunnelState BREHVIRS. WTFE#AS VPNs , 0 XRRET , 1

FRMEL, W FBGPVPNs , 1 RREEM, 0
RIFMEEHMRS, W FXFmFPEE VPNs ,
NFOM1 2ENERRELE —RBEKRF
B

B AT O ZREB/NRE

TunnelDataIn t FEE AWS @S VPN BR8N F R U
F, BMNENBERARKREN —BELGER
NETH, A Sum KitHEE RELEREK
W B F TG

ZIEPRIS B R R Y BUIE AT T B
By . P

TunnelDataOut t MEE AWS &S VPN BEiE KX ZIE R x
WET, EMNENMBESRREN —HBEREX
EHZFEHH. A Sum Kt HES RELEE
RENEEH

ZIE PR DN 2R B0 B B AR 1T T B
B R

ConcentratorBandwidthUsage Site-to-SiteVPN &P EZEN T FERABE R
BtigtRERA T A VPN £ 836 Site-to-Site
VPN E#, EAFEESITBEL RZNERN
W HERERER.
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1R DU
B . SULER

T BIERRE R , XEER B AIUBRENEERAER. FRRANRGELENRERERS , UKREE
ARP 1 BGP &K,

B IAERBEE  BEAUTEE,

HE i8R
Vpnld 1 Site-to-Site VPN 3E1Z ID fRIEIEFREIE,
TunnelIpAddress REE FAMKBEER IP it 75k ISR B

& & Amazon CloudWatch Logs KI5+~ AWS Site-to-Site VPN

L IEBIE Site-to-Site VPN iE#RT , VPN [RF2ER AR EHE CloudWatch&ZIEB < EH VPN E#H
?E*To /u\—.I-J’/LEZZDTE_tEE VPN EEE’J?E*TO

£/ CloudWatch 24| & EF BT
BN DB ERBERSTEZEE , ARKES I B ZAANESHR4EAE

1. FTFF CloudWatch ##|& , Pt https://console.aws.amazon.com/cloudwatch/o
2. HESMERP | ‘BN

3. T Allmetrics T , i%&# VPN $g#ran & ZiH,

4. EFREREEUEERRER (HW, VPN BREER ) o

® Note

EHREEEEN AWS X H )2 Site-to-Site VPN & , VPN B =R F S EHNME
CloudWatch | &,

EEFIEN , BFER AWS CLI

& & VPN CloudWatch 18¥5 11


https://console.aws.amazon.com/cloudwatch/
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EoTRAMICHATENSG S

aws cloudwatch list-metrics --namespace "AWS/VPN"

#1722 Amazon CloudWatch 23 L1532 AWS Site-to-Site VPN B&i&

RAT L LB — CloudWatch B3R , YEBIRRAKRETLE | ZEBIRESKE Amazon SNSEHE., iR
28R —EBrE ([EEREZEE ) KIE—NER , HEEENESAERENENXRERE T 6tE
ERM Amazon SNS F=F &% —NMEA,

Flan | AT AR EIRRIEZESE A VPN BRERIRES , HERBERSE 15 28AN 3 MIESR
DOWN B &IEB4H,

BE RN RBERSHER

1. 3TFF CloudWatch #&l4& , Bt Hhttps://console.aws.amazon.com/cloudwatch/o

2. ESMERT K RFER , ARERMEER.

3. ERVEER , AREFRERET.

4. 1EFE VPN, REiEF VPN BBEER.

5. EFFTEFEER IP st , STunnelStatelBFr L F A — 1T, EBEZBIER,

6. EANTFLLMETt TunnelState 2... , EF Lower, RAFE than... THBEAZERFHEA “17,
7. EHHEET K NTEAHEBERNEER  SHRAREN=ZI="

8. &‘EET—F,

9. HEMELIT SNS TERFEEHAT , EF—NMABENEMNFRILIE—NHVEHNGIxK,

10. EET—%,

11. Eﬁjk%?ﬁﬂg%ﬁo ii*%jt_ﬁo
12. REBEHRNIRE , AREFRLERER.

BO] AR U512 Site-to-Site VPN RS EIR, Al |, Bl ABIE—NEIR , UE—FBFEMEE
FPRSE— 5 o8 EetERA 3 DOWN B & 3E &8 &,
7 Site-to-Site VPN ERRA QIR EIR

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMBERT K BHER , AREEMEER.
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3. ERVEBER , ARERERER.

4, 1EFE VPN, REIEF VPN EEZER.

5. &FRIEM Site-to-Site VPN E#EMTunnelStatetg#r, EFIERFER,

6. NTFLRITEE , EEKK.

HE , MREENTF Site-to-Site VPN EZEE BN ARPBZREHL THBRE , WA LLESITHRIEEE
RN, MEBEEED —FRBEXRANLIEZBA,

7. XNFEY , EBDNF/IET (<=) H@A O ( RYELE—IPRBREL FRAMSH , WA 05), iE
1::2': Next (-F_i)o

8. ME%kESNS T , EBRUEBEHINRIERFEIR , QIBE—IHIR, EBT—%,

9. NEMNEBRMABHMER, EET—%,

10. REERMWIRE , AR EFRCIEER,

R T AR B R IEEH ASEIT VPN BERRE. flm , TEHNEREZMNENMEE A VPN
BREMNRE , HFTHE 15 2 HNEEHE{E 5000000 B REE A,

BIEE AN REER

1. FTFF CloudWatch #4#l& , Mt A https://console.aws.amazon.com/cloudwatch/o
ESMERD , BITER , A EEMEER.

RO EER , AEEFERER.

& VPN, REEE VPN BRE SR,

% VPN B2ER IP ittt M TunnelDatalnig ¥R, EFEZRIEIR,

NFLitEE  BELEMN.

MNFETE , &R 15 54,

31 F Whenever ( % ) , &8 Greater/Equal ( KF/&TF , >=) , RE%H A 5000000, EZF
Next (F—%).

9. HEFESNS BT , ARUNBABEHIRFJEREMEIIR , QIE-—IFIKR BET T,
10. NENBERBABHNELR, ZET -,
1. REBRNRE , RAEERIRER,

© N o g A 0w DN

THNBREZEET VPN BE#AESHNMENRE , HFTHE 15 28K 4T 1000000 R IEBE
o
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BIEE EMEREBER

-_—

$TFF CloudWatch ##l4& , Pk 7 https://console.aws.amazon.com/cloudwatch/o
ESMERYS , BITER , R EERMEER.
IERCEER , AREFIERER.
% VPN , AEEE VPN BRiEfE R,
1% VPN B2iERY IP st M TunnelDataOutig#r. EIFEZRIEIR.
N ot EiE  EEEM.
NFEER |, E#F 15 2%,
XNFEE , BEDNT/ET (<=), RARRWA 1000000, EF Next (T —%).
FEIEFE SNS TET , RN FEBEHIRFERFTEIIR , IE—IFHIIR, EET—F,
. NERBERBMABHMNELR, EET -5,
. REBHRNIRE , AEERCIRER.

© ©®© N o o M~ w b

[ N
= O

EXOBERNEZRA , HS L T# CloudWatch AFEE S 61T % CloudWatch 3R,

AWS Health 1 AWS Site-to-Site VPN B4

AWS Site-to-Site VPN Bz [E. &% &HHealth Dashboard, HAYRIRTEIRE , THIZ T FHKIEN
AWS AP ER, S LUET Health Dashboardfi & % /M & /e Sk I R 55 48 A,

Health Dashboard J &/ VPN EZRE LA TR MEL :

- BERLEREA
- BR8E VPN EA

B R Al

LB VPN EZFH — S VPN BB iR 2 B Health Dashboard B |, &R FIFRE R S E
B, M AWS HITRRE EHaTDH Y LB VPN EZN |, S BRBERS, BXEZER |, H3H
AWS Site-to-Site VPN P& i = ik,

BB S FR TG , @I Health Dashboard B4 AWS ki%EBSE i = @A,
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B R2E VPN B4

Site-to-SiteVPN E#ZHFA XA T A RWBELAR . BMEZIBUERERMNRBREUNZISTHAME, W
RIEM VPN EEZEF—IRBEFE , B3 —MRESXXABEE -t , £8&Ei3 Health Dashboard
E4WEE A B VPN single tunnel notification ( VPN BREEH ) . WEHFNEXREF , RMBIMNT
A% VPN SN R —FE , BAREEH,. SMNAHXUNE—IIFEH , ZSHHERMETER
M —FRER VPN EZ,
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