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User-generated content and
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together with no integration necessary.

Normalize data
% Automatically normalizes data into
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Data destinations
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.
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BHENFMEEMNE D, OneloginiRtZ£MWE—&A (SS0), ZEEZERRE (MFA), BEME SR
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£ E M AppFabric #$7&# B 5 E#Onelogin by One IdentityZ| X BN E N , BHLEFETIE
X

Onelogin 69



AWS AppFabric EEER
- BB BONeLogintE B EEIRS,
- B EBBEEREER/EREESHRNERAE.,

BREREEER

OneLogin by One Identity ¥f OneLogin API 58 IIERR I, 0% Onelogin API R RFIMFFMHE
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PagerDuty 2 —BEMIREEET S , IZBKEAARERARE , HHEKREEEE SN
B, BENUERIFRREEL EEREMIEME, B CloudWatch, CloudTrail, GuardDuty# &
Personal Health Dashboard,

RTELER , BRI LR AWS AppFabric #t #ZWEH B 7R £ A & &Rl PagerDuty, #SE&ERIR
2 ARBRRZEEBRIRERE (OCSF) B |, WA EREHZE Amazon Simple Storage Service
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 # AppFabric jE1ZZF|PagerDuty&EI 1R 5

#Y AppFabric & PagerDuty

AppFabric &t EW R & EAMER B 5FPagerDuty.
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ZEfE M AppFabric #5#&#% B &% E#iPagerDutyZI X BN B Wit , BUARFETIER :
- FEFEREKRBF , BXABEEPagerDuty B E S B EEFTEL

- IBFERXR PagerDuty tRFN2HEEEHIRFHE L.

BREREER

PagerDuty ¥ PagerDuty API S8R ZEPR#F, N5 PagerDuty API RZERFIMNEFMENR , FS2RE
PagerDutyBiZ A B & LM REST API IZE[R &, @R AppFabric MIEAE PagerDuty APl FEAER
A4S HIB BBRE , AppFabric # HH¥ PagerDutyffE€#% HiE AT BE R B,

BAREEIRKEMRZEER 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
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EY AP ZELEZ R
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BIEENH AP £88,

WARR |, RREREE API 2R
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BRI FETF AP €8, BERESE AppFabric PEENIEE, MREERKE API SR FERE
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BN EERE T TR,
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I APl ZERE88,

Ping Identity & AppFabric %7E
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FE
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AppFabric X &t U EF & EFAMER B FEPing Identity,

FoSRARAE

EE M AppFabric ###® B 7% EE#EPing IdentityBI BB M , BLEFETIER :

- IZWABHEAE Essential, Plus 5 Premium Ping Identity?R 5, T 37 = F+4k =8 APing IdentityFt
BIFRWEFAE R , 5520 Ping Identity #834 EMIPing |dentity T ZhEER EE.

« Ping Identity ZWIRFHABEEE S EREEAC, BALIEBALZHERAERIARTAG , KAG
MBELNIRE, WEAGHFMEN , 2R Ping ldentity XERM LN HE,

BREREEE

Ping Identity T &R MERRH|, BAHAEN T ERFISBEIEEHIPing IdentityE F R ThEB, R
AppFabric f13IRE Ping Identity API FEAREXHESEIB HR% , AppFabric & H 3R Ping Identity#y &
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BAREEIRKEHLEERS 30 7EXNEENL, ERRNARARARMUNERSHIEE , UK
RTBLEREBERAMRNNEMERE. T8 , EWNAEIIRFERBT. MEHE , Flig <&,
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B OAuth EARER

AppFabric Ping Identityff£ /i OAuth 8 &, EEXE P& OAuth EATREXPing Identity , FFEAT
SIZER

1. F51EfE Ping Identity #i5 FKIPingOneM B A BERHPWEVEAESNER —HPHNIET.
2. BEuERENz® K BEIIRTEIE,

a. BEARAENK A6 FEREERSIER K ARR-THEET 6 ERAEEPETRE,
b. ERFTEET , BEURER. i PKCE MIHTHRERER,
c. ENENMRERM 6 ARREZBCHNENZERFERE,

3. HEME[ URL/EN URL REAERTIIHRANERER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # | <region> RIEEXE AppFabric EAREREH AWS EiF 2 HWENIE. 4
m, EERE (HFEEILE) BEENAIEA us-east-1, HRXESE , EFEM@ URL B
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
EREARR
#HFID
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2. EEREERAREN,
3. ERESBRSIGER A ARSKAFRWHEE.

BER R
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ServiceNow #i5 ERY{E A REST APl =X [R |, 1R AppFabric #13RE ServiceNow API FEAZHY
HAEHEBIRE , AppFabric A HHIRMFER A RE R TR,

BHREEIRKEMRIEER 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
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4. #% OAuth AAF iRk A Fif ID & A AppFabric FH A F iR ID ¥z,
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AppFabric #FFERAFmWE,. A TISRE FESKREN A FinMZServiceNow,

1. BEEZE ServiceNow A,

2. BEEXRE OAuth , AR EREEAREXBZHRSIEEK,

3. EEZNERREN,
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REEEBIMIREERE (OCSF) %X , WEEREH HEZE Amazon Simple Storage Service (Amazon S3)
#1788 = Amazon Data Firehose &3,
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B3 B APl Z£F Singularity Cloud

TR THERF , LB EREERERRBBN APl 28, API FRITEERZIBENTEEERAEDS
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BERE K AREEEUNBRBERAE
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6. HENFHEERERT  ENHE.

- EREFERERNIRSE,
- EREEMESEZBFENIIRS,
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BEL API 78, RERENFEYR , YERFHFEH , AHESEHERELRR R ITURRFH
HYRA S

8. (EH) BEERAPI ERYSEERERENVE.
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ERERR, EEE PET OAuth BRARERXSlack , EFEA T LB,
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1. TEBIEBEEHEEZ Slack App Management Ul,
2. BEEIHERREN.

3. REAEXNEARTEPEE,

4. BIEFELERRE AppFabric B ITEE,

5

ETHFNEARRAENEFEEA RS |, B2 JSON , ¥UTHABTERIRAER JSON, LUl
EH AWS B (Bt , ) BiX <region>us-east-1,

{

"display_information": {
"name": "AppFabric"

.

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

.

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}
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7. ¥R auditlLogs:read#iE , BXERMAEARINAE DM, MEFMEF , 528 Slack
wauh EM B AE D .

Slack 87


https://api.slack.com/apps
https://api.slack.com/start/distributing/public#enabling

AWS AppFabric EEER

From scratch

1. ERNEAERNEE LRERERRK,

2. ATEWERRBEAGELREIERE,
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AppFabric Slack ##2H OAuth EARXBERAFRNE, EESKAFRNE K BEATISE

1. EBIER{FEEE Slack App Management Ul,
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EECAFBKBELZEEBIEHRERE (OCSF) &R , Wi%E B# HZE Amazon Simple Storage Service
(Amazon S3) 7T 8=, Amazon Data Firehose &,

-]
« By AppFabric 3#& Terraform Cloud
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R AppFabric 1338 Terraform Cloud API FEAR X WHESHEIB HERF , AppFabric # iR Terraform
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RTBLERBERMRENEMERE. T8, EWNAEIIRFERBAT. MEHE , Flg <&,
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BRBEEZRI BRI TNER,

FEREREE
#HEID

AppFabric #35K#F ID, Terraform Cloud &R FHEF ID &R FH B IR URL, BB
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MEAEAER, HE2REANEENEENEAER N WebexBEIEXE , ERE—EARXNAERE

#, MEHE—FTH 6 BB webex.coms
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1% AppFabric E#ZE|Webex B 1R 5
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* spark-compliance:events_read
* audit:events_read

* spark-admin:people_read
EREARRE
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BARERE Y WV EMHEEL

A Fi% 1D
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BEELLANERAB.
BIZERM Webex ERATE,

2

3

4. BIFLZAR AppFabric 8 OAuth? FERTRER,
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Client secret (A Fin % 15)
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Fo MERMNHAMEZendesk RERFWFMENR , 52 E Zendesk Pih LW EFEIEE
Zendesk,

« Zendesk BHIRFHALEFEFEHEEACNFERE, WEACHFHEN , F2[E Zendesk #ik
W T Zendesk X EFREAE,
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BREREEER

Zendesk ¥ Zendesk API 58 NE R4, NE Zendesk AP ERR&GIMEEMAER , 5528 Zendesk
Bk E B ZendeskBAE A BB P IVERIRS], IR AppFabric 13 A Zendesk API EARERANMES
HEBBR%| , AppFabric A HHIRMFER A S RE R B,

BRREEIRKEHRZELE 30 7EXNEENL, ERRARRAERARMNERSEHIEE , UK
RTRLERBERAMRBMNFERERE. T18 , EANEIRFERBT. MFiHE , Fhig <&

#& AppFabric 4R ZZendesk &R 1R B

£ AppFabric R EZIEARXEH 2B , BXBMER Z# AppFabricZendesk, & E&#HZendesk
£ AppFabric REFTENEN , BEA TSR,

B OAuth EARER
AppFabric Zendeskf OAuth 82 &, £ FZendesk , S AFEA T FIFRERI OAuth FEFARER :

1. B fEZendesk X EMUE LA OAuth B o BB EEARBERAXEMN D Zendesk SEMEREN —
EIFRMIE R, OAuth

2. FAEETIHIRXNEHRERD URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL #1 |, <region>RIEERE AppFabric BRARENEH AWS EiF 2 WERXE. I
m, EZBRZ (S EEILE) EBENRES us-east-1, HRZESE , EFEM@ URL A
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
FEREXRE
#FID

AppFabric #EREWHF ID, AppFabric FHYFEAF ID 2/ Zendesk F#8iE. MFE S Zendesk
FHBBAFAET |, 5528 Zendesk TEH YL E AT AT LAEWE K BRI Zendesk 4315,

HEEH

B A A] 55 Btk iE — Zendesk#B iKY B ¥, AppFabric FRMEFEERBRELEAEIEZE  LUIRRERAR
NIRRT HEEL
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https://aws.amazon.com/contact-us/
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R F 1D

AppFabric &5k fi Fi% ID. AppFabric i i ID 248# Zendesk API B —EBIRF, EESHAE
#y Zendesk ME— X BIRF , FEA TSR !

1. BEZFEH&ZendeskiR FHHEEEF L

BEEARINES,

## APIs, ZendeskAPIs,

#1E OAuth AAFIH KRS ER.

EIFEHL A AppFabric i # OAuth ERARER.

£ AppFabric B9 Fiw ID ML+ E A OAuth A F keI ME— B R,

2

Client secret (F Fim % 15)

AppFabric #45ER A Fir# %, AppFabric FH A Fim#E LN Zendesk R, ERE—IXEIL
OAuth EFE\EF , Zendesk R BZendeskBREMNREZEEN — X, BEEABEFVNRRBZEREE
ERNMEER , FEATIISER

BEZF & ZendeskiRFPHEEE F Do
BEEARINES,

iE1E APIs, ZendeskAPls,

E#E OAuth AFImE 5| FH,

EIEA A AppFabric 21 H OAuth BARER.
EEMRTHRAUSHNENEL R,

# AppFabric B Fim i Z MR P i AT WE 7/,

N o g M D=

BERIE

£ AppFabric PEVEARNIRER , E2WIIRE WIREREZendesk , AR ERE, BEXE
AppFabric 2 , FHEE A

CY)

Zoom A AppFabric 5% %€

Zoom 2 —{Ball-in-oneWEREGEFE , TREENEAEER, EFEHIEAFHEMHELR,
Zoom£E M AFIREHL , EREERNER , RERAHF , XBBEKPR, EF, 8. 28
EERBIEP O, EREEKET. ARFERAREDAERF.
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B L St 2 £ MR AWS AppFabric 2RFEXR B W HEERMEAEER Zoom, KBERMEELARMK
R Z e EBIERER (OCSF) &= , W i%E Kl HZE Amazon Simple Storage Service (Amazon S3)
%72 Er 8= Amazon Data Firehose &ifi.

3]
« B9 AppFabric & Zoom
« # AppFabric JE# EZoom &Ik F

#) AppFabric X # Zoom

AppFabric ZER KA EEAMER B FHZoom,

TR R

HEME M AppFabric % AR BlZoomBIXEN B , BUAERFETIER :

o BB EZoomEE, BE, HEILEE,

. BMZoomEBIEE A NEEBEFE server-to-server OAuth ERARRERMEF . WEBEB Aserver-
to-server OAuth FERRERNEA , :FZE Zoom #Mus LM ZoomBiZE A Ei5FF HServer-to-
ServerOAuth EEM A [BER,

« BHZoomBEE RGN EEARREBEZHHFEMNEAN/ZHERTHNGFT., NEMARERER
EHHFNHAES | F2BE ZoomZ BRI FNFEAAEEENFEASESEE A,

REREIZE

Zoom ¥f Zoom API & INEERHl, ST Zoom API ER[RAINEEMMET , 528 Zoom AR AELR
B HHIEZERS, MR AppFabric MEAEZoomERAEXNWESEBRS , AppFabric 1 HIEHEX
B RS TR,

BUREEIRAEAXNVIEBNERFENA 24 MMF, ERFAASEBAEXNRENBREMHIE
B, AR BT B ERIE R MR A E .

#% AppFabric E#R EZoom&EH Rk =

1£ AppFabric R+ EZIEARXEHR , BHNEMER R AppFabricZoom, ZEEFHKZoomEH
AppFabric REFMENENR , BEA TSR,
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https://developers.zoom.us/docs/internal-apps/s2s-oauth/#enable-permissions
https://support.zoom.us/hc/en-us/articles/115001078646
https://support.zoom.us/hc/en-us/articles/360032748331-Using-Admin-Activity-Logs
https://developers.zoom.us/docs/api/rest/rate-limits/
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I server-to-server OAuth FEARE

AppFabric f# fserver-to-server OAuth EEL AR B AERRE BE5Zoom, HBEE PE Userver-
to-server OAuth FEF X Zoom , FFEME  Zoom FEE AEEM) PHE I Server-to-Server OAuth f&
AREXHIIER, AppFabric T3 Zoom Webhook , 7] LABEIB [E B3R %718 Webhook 5] B,

W EEE

Zoom REMEREEANEE : FHEE (BARNMELNERER ) NERSE (BRMNTIEMLD
ERAEX) .

BB T 5 5 40 £ B #7118 2 Zoomserver-to-server OAuth FERTER, :

 report:read:user_activities:admin
* report:read:operation_logs:admin
 user:read:email:admin

 user:read:user:admin

MREEALNELNEAER , AFERETIIERAEER

* report:read:admin

e user:read:admin

FEREXRE
#HF ID

AppFabric #EREMHF ID., AppFabric FEYFEF ID &ZoomikF ID, BHEZHKZoomE IR F
ID, FEATIILER :

1. BEZE Zoom i,

2. EBEEHE

3. BIZELEFM AppFabric server-to-server OAuth FEFRE,

4. 1% App Credentials EE SRS ID 8 A AppFabric FHIFEF ID #1L.
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HEEE

B A\ RJ B L ME — Zoom BV B . AppFabric EAEF B BRECEARARE  UREEAER
RAEE I M EAHEE

R F# ID
AppFabric #FEREVAFix ID. EESHRENZoomAFi ID , FEATIZER .

1. BEZE Zoom W&,

2. EEFEHE,

3. EELEHAM AppFabric server-to-server OAuth FEATE
4

4,

# App Credentials EHE# A Fi% ID 8 A AppFabric F 8 A Fi% 1D #4L,

Client secret (Fi Fin % 15)
AppFabric #ERENAFHRE, EESHKENZoomAFmWE , BEA TSR

1. BEZE Zoom m&,

2. EEEHE,

3. EEEAM AppFabric server-to-server OAuth FEFTEN,

4. %% App Credentials EE#S A Fim & A AppFabric Y F i s Z 810,

B BEFERAT
Zoom EiBF 24 /NIFEHL AP RIZIEHFE HES. £ AppFabric 37 AR , BFEINEHR
ZoomiE A BT — RKEVSES,

HNALReEE , AppFabric FHEARZ £ I EMRTHE

AWS AppFabric for security X IREE T 52 TEFMBRBENES, BERENEE , UEREBUMEEE
AppFabric AR £EREREHNFMAEA,

FE
» Barracuda XDR
« Dynatrace
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* Logz.io

* Netskope
* NetWitness

« Amazon Quick

+ Rapid7
» Amazon Security Lake

 Singularity Cloud
+ Splunk

Barracuda XDR

Barracuda Networks R EWB AR BRI RNV AEESEBHNBEEMHER K FRHAMBRAR
RRBEFEM, WK, ERNEAREN , MRELERENKRINEE, Barracuda XDR &—
BB ERENNEERRIR , 2 TERNENEZSEEFL (SOC) PN ZE SN E
BX, Barracuda XDR ZFEABRXSMRE 40 ZEBSERNRENE +RERBEH , ARG E
MITRE ATT&CK® BN EZ R BE AR A , 7T LAE HRith 50 B & I e 52 O FERF

AWS AppFabric ##% HiFHIEZE E2FE1H

THEEFRAER BEEAAY AppFabric & H&EEHEIR, &&=\ B #A¥#tBarracuda XDR.

BB A EX

Barracuda XDR 18 T %! AppFabric @ B IR FE

» OCSF - JSON : AppFabric £ R AR T £EBHEALE (OCSF) EE{LEHR , WL JSON KX
WHE R,

B E

Barracuda XDR X #E# Amazon Security Lake W% B, ZEESERR AppFabric EEE
Barracuda XDR , SFEE T 5T :

1. B EREIXZE Amazon Security Lake : 5%E AppFabric & Amazon Data Firehose A& RHEIXE
Amazon Security Lake, WFEFMEF , 552 B Amazon Security Lake,

2. & REXZE Barracuda XDR : %E # Amazon Security Lake Barracuda XDR¥ZW#&# B 5. 0
EFMER , BB EMSFEA Amazon Security Lake.
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https://campus.barracuda.com/product/xdr/doc/104366130/setting-up-and-using-amazon-web-services-security-lake/
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Dynatrace

Dynatrace® Platform #&& 7T EZ R AN ATSAMNSENBTHEAE N ZS2% | URER
AlOps , ARHERNBZRNELZR T, ETERAFTERRILNBEBLERRE. ERERZESHR
NEE , YHEARTENEER,

AWS AppFabric ¥ BB HE B E I
THEEFRAEE BEFEAMN AppFabric & & B R, &R M H B fiDynatrace Platform,
EBERER

Dynatrace Platform X8 T~ %l AppFabric & H & B HR MK -

« OCSF - JSON : AppFabric ff A B #EEE Z £ 5B R 248 (OCSF) 2 ER |, 3L JSON R
B E R

BB

Dynatrace Platform X% % AppFabric & H {7 B Z W B 5.

* Amazon Simple Storage Service (Amazon S3)

« & EDynatrace Platformi%E @& #& A5 M Amazon S3 REEFEFEERER , FERE £
Dynatrace Y S3 Log Forwarder E 2 F i35 RGitHub,

Logz.io

Logz.io #BI E i R4 3€5EIB Logz.io Open 360 F A R MABHIRE - S THAMNLZEHRESK
X, BEENERENASEE. ERAUENHEDEE , IETSEFHEBKR,

Logz.io £l SIEM € ZBREEN, SHEEIANRETEITINRZEAR , EEFREENBEHRT2
REBEREZESFENIENZERE , LUHBHERNHEREAZTHRRE  EREHEAMN , LR
R REE.

Logz.io AR A REARKERRES MNAEMITE , AR EERENRET. EFAZMNTE2IN
i, REBEARERBN A XEN DeRHXE  EEHREEHMBIOMAER  LHEZRAIRER
ERREGFEERRERLIEFNET.
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https://github.com/dynatrace-oss/dynatrace-aws-s3-log-forwarder
http://logz.io/
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AWS AppFabric #&# A5 fEEE EE1H

THHERAER EHEERAK AppFabric @i hiEEH#ER, & k&= Mt B fitkLogz.ioo
fERER M

Logz.io X T~ %l AppFabric & H &R FER

« JR#A - JSON
* AppFabric 2L JSON X ERREARAMERANRpERERh@HHER,
+ OCSF - JSON
» AppFabric £ i B #EER T 28R RE (OCSF) FE{LER , L JSON At HEH

WM E

Logz.io X T~ %l AppFabric &H L E :

 Amazon Data Firehose

« ZERE Firehose T B RLUEAEREIEZE Logz.io , 55EE (Amazon Data Firehose B3 A
Bi8™M) B MLogz.ioBEH B M 1#hiEIE FRIER.

* Amazon Simple Storage Service (Amazon S3)

« BHE|ogz.iofE RBTETER AFHMN Amazon S3 FEFEFBIZWER , FFEE Logz.io Mtk EMEETE
Amazon S3 @ FITBR PR,

Netskope

Netskope= £ HKBPHRZLEEE  FTEENERER. ERANERTS , UHBERERZEERA
RIREEF, Netskope FAREBZAER , IREAE. RENENREKEILNEFRMNEEME
Z2M, Netskopel#BhE FRERR. MEXEE , WEESEMER. Web MAEEARREZHNE
MBETRM, ETNEF , 8188 25 @ Fortune 100, {S{ENetskope& Hi& KK NewEdge #3
B, MERETEHRRNEE. fNER, BNER, A8NEREE  URFNERER, 7TH 0[
Netskopetf Bh & F %{f1F 1% SASE IREFHEMAZR , 551EFH netskope.coms

AWS AppFabric ## B HINE £2FE18

THEERRAEE BB AY AppFabric & HAGEHR, &=\ ¥ H B A Netskope.

Netskope 105


https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-logz
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://www.netskope.com/
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BB

Netskope & T % AppFabric & HH B ERFES -

- R - JSON
« AppFabric 24 JSON B ERFREARKXEANRBEEERPRELEER,
« OCSF - JSON
« AppFabric & FARKBKRZSEBFIRERE (OCSF) ZE{ER , AL JSON BRE@HBER,

B E
Netskope X T 5| AppFabric #iH & :

* Amazon Simple Storage Service (Amazon S3)

- ZENetskopeik E B EEZ BN Amazon S3 FFErEEZWER |, 5E1E Netskope B LY
Amazon Web Services S3 ERMFERNIE T,

NetWitness

NetWitness = iE AR E FE (XDR) BB EERBEAS, HfSEERZENEFNSKERGEE
NetWitness "XDR, R EEMHABHBNWE F, BEHERRTE, ESERAMNEAREE, BEM
Bl FEE{VINE | NetWitnessXDR 2R B A M SOC Wk —EH##,

ARESEEBCZEEE , NetWitnessXDR AIEE iR, AIHEB, TENERHKIEESIME 2EHNE
A EBEREE. NetWitness Platform XDR Rt EEN T RY , HEEANBERRNERAETAD
W, UERE., EEERBELIER. AENBEBLEE, FEELHAZE S MEARHEF. ERHN
R URBRLBREEREERNEEZT.

AWS AppFabric #&# B #HlE RS

T 514 EER A EE A E E A K AppFabric BB HIR, 8 HER A H B A tNetWitness.
HEERAER

NetWitness X #& T % AppFabric & HiE B H AR KL -

 JR#f - JSON
» AppFabric &L JSON 4% 72 25 8 F 72 =X P 68 A Y BR 46 465 48 1k A 8 He B8

NetWitness 106


https://docs.netskope.com/en/data-protection-for-amazon-web-services-s3.html
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« OCSF - JSON
» AppFabric £ BB R & B IR (OCSF) BE/LER | AL JSON KX HER.

WHAE
NetWitness X #& T %l AppFabric & E :

* Amazon Simple Storage Service (Amazon S3)

« ZENetWitnessi%E B ERR B M Amazon S3 FEFEFEIZWER |, FHEME NetWitness #314
FHINetWitnessEEESE®E LR S3 Universal Connector E43R A 5540 EE IS F PRV IE o

Amazon Quick

Amazon Quick LB XREBHHE—HEEE Bl) AERESHRABRMHIE, FiB Quick,, TEERSE
HTLUEBBRREBHNERIR, 2EHRE. ARINAEAEEEN , MEREHEEERENTRES
WER, &7 LLEZE Amazon Simple Storage Service (Amazon S3) f#1ZEr 88 3K 2 #T Quick FHI AWS
AppFabric & BFER , HPi&Z£ B5K AppFabric f#F&RIR.

AppFabric ##% BN ZEEE1H

T 5% EiFRBA =8 Quick ¥ HELEA K AppFabric B &R, W H &ML B i,
IR AR

Quick 2 T 5| AppFabric & H & BERAER

- JR#A - JSON
- AppFabric 824 JSON X EREFEABRXFIEANRBEEBERTHEER,
* OCSF - JSON
« AppFabric 2 B KRR T £ & BIER%EHE (OCSF) EE({ER , LA JSON & HE R,

W E
Quick X # T %l AppFabric #i & :

« Amazon S3

o BATLUMEA Amazon S3 IERET E R E | #& Amazon S3 WEREEBEEE Quicke. BEEMRRSR
HEEERETBBRERERRFRELE , BF20 (REFAEER) FHNERRRE .
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https://community.netwitness.com/t5/netwitness-platform-integrations/s3-universal-connector-event-source-log-configuration-guide/ta-p/595235
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-s3.html
https://docs.aws.amazon.com/quicksight/latest/user/data-source-limits.html
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o MREBHWEREHEIB Amazon S3 ERIZRKIRIPURELRE , B LAEA Amazon Athena fl ERIRTE
Amazon S3 FH#EENE KB, Amazon Athena AWS Glue EIRIEZ R ER A Athena EELFEIE
Ao W% Athena EEWFMEN , F2[E Athena EEEH,

£ EF M Athena :
1. BfE (Athena EAEIER) PHFEH AWS Glue EEZE Amazon S3 FHER FREFMIE R,
2. B REFRAEEEINER Athena ERETERERHNIETR.

Rapid7

Rapid7 , Inc. ROREBIELZLMNEUHER K FRBLLEGEAESZNFN. Rapid7 BRLEHH

A BEgE#EBbest-in-classH i, RIFHRINBZHREBELABREEENRNKNEH, Rapid7Tiers
NEZLHRFRAEHEIEIB 10, 000 BEHKEFESERAREENREER , UBLKER , AR
B S ERE S,

AWS AppFabric #&# A5 fEEE EE1H
T 3R ERAELR BEERN AppFabric 8 HHREBHER, BHEXNE L B KBRapid7,
EEERAER

Rapid7 X8 %| AppFabric i H & B R MEN -

- JR15 - JSON
« AppFabric 24 JSON B ERFREARKXIIEANRBEEERPRHLEER,
* OCSF - JSON
« AppFabric B B AMAERK T & EIER%EE (OCSF) BE({LER , LA JSON & HE R

W E

Rapid7 X T~ % AppFabric #iH{E :

* Amazon Simple Storage Service (Amazon S3)

« ZERE Rapid7 REERER B Amazon S3 fEFTEEZEWESR |, HBERapid73pEEMEM L
B a0l A InsightIDR E5#2 Amazon S3 JE BN ERE MK X EZE M Ro
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https://aws.amazon.com/athena/pricing/
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-athena.html
https://www.rapid7.com/blog/post/2019/08/07/how-to-monitor-your-aws-s3-activity-with-insightidr/

AWS AppFabric EEER

Amazon Security Lake

Amazon Security Lake & BB AWS IRIE, HEBEIRI (SaaS) #HtE. AMHBMERRENZ
LEREDRITFHRESR PHERERE AWS tRF. fEH Security Lake , A A E T & #h 7 R E
HEBHNZE£ER, Security Lake EFRABKRBRBEREEHEBEIEIR Open Cybersecurity Schema
Framework (OCSF), &8 OCSF X1 , WIRBEFRENLME/RE AWS MZEELELZLER KRN
Z2EHR,

AppFabric &% B 55 EE 2518

BT LA BT R E Security Lake , AWS 1RF L% SaaS #&# B 58X Y Amazon
Security Lake, T % & EifRBA B Security Lake =B E A AppFabric @i BB EIR, WHEX
B § i,

ERERANERX
Security Lake 12 T % AppFabric # tHiE B R FMEN -

« OCSF - JSON
» AppFabric £ F R B R £EBIEIRLEHE (OCSF) RE/NLER , AL JSON BRI HER.

WM E

Security Lake & AppFabric & BT RJE , £/ Amazon Data Firehose X {3 &7 A AppFabric
REE G VB, BEERRE AWS Glue BREF Firehose RfF B , LLURTE Security Lake FEXEBE]
KRR, BEEATIER.

EII AWS Glue E¥l&

1. EEZE Amazon Simple Storage Service (Amazon S3) , YW {FAEEEN R BE N FEITE,
EEZE AWS Glue 85/,

HRERRG , FREERRER , ARBEFHERK,

WAZRLERRKEZEEZENETR,

BEUSES R 1 REMH Amazon S3 #7FETE.

S ERER | B JSON , RBBET -,

FRESEREBERAEE L | BEKEBERFEA JSON,

AT HREER , ¥R AWS Glue ERREIREF.

©® N o o kM 0D
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[
{
"Name": "message",
"Type": "string"
.
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
1,
{
"Name": "status",
"Type": "string"
1,
{
"Name": "time",
"Type": "bigint"
1,
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
.
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
1,
{
"Name": "severity",
"Type": "string"
1,
{
"Name": "duration",
"Type": "int"
1,
{
"Name": "type_name",
"Type": "string"
1,
{
"Name": "activity_id",
"Type": "int"
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EEEmE

}I
{

"Name": "type_uid",

IITypell: Ilintll

"Name": "observables",

"Type": "array<struct<name:string, type
"Name": "category_name",

"Type": "string"

"Name": "class_uid",
IITypell: Ilintll

"Name": "category_uid",
IITypell: Ilintll

"Name": "class_name",

"Type": "string"

"Name": "timezone_offset",
IlTypell: Ilintll
"Name": "end_time",

"Type": "bigint"

"Name": "activity_name",
"Type": "string"

"Name": "cloud",
IlTypell :

:string, type_id:int,value:string>>"

"struct<account:struct<name:string,type:string,uid:string, type_id:int>,project_uid:string,

iy
{

"Name": "query_info",

Security Lake
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"Type": "struct<name:string,uid:string,query_string:string>"
I
{
"Name": "query_result",
"Type": "string"
I
{
"Name": "query_result_id",
"Type": "int"
I
{
"Name": "severity_id",
"Type": "int"
I
{
"Name": "status_code",
"Type": "string"
I
{
"Name": "status_detail",
"Type": "string"
I
{
"Name": "status_id",
"Type": "int"
I
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string,type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
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"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
1,
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
},
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
3,
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{
"Name": "authorizations",
"Type": "array<string>"
I
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
I
{
"Name": "auth_type_id",
"Type": "int"
I
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
I
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "auth_type",
"Type": "string"
},
{
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"Name": "firewall_rule",
"Type": "struct<version:string,uid:string>"
},
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
I
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
I
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
},
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
I
{
"Name": "raw_data",
"Type": "string"
I
{
"Name": "email_uid",
"Type": "string"
I
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays
},
{
"Name": "start_time_dt",
"Type": "string"
},
{
"Name": "direction",
"Type": "string"
},
{
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"Name": "smtp_hello",
"Type": "string"

},
{
"Name": "unmapped",
"Type": "string"
},
{
"Name": "direction_id",
"Type": "int"
},
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmarc
1,
{
"Name": "email",
"Type":
"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc
},
{
"Name": "impact_id",
"Type": "int"
},
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string, type_id:int,full_name:string
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
},
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
},
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{
"Name": "count",
"Type": "int"
I
{
"Name": "confidence_id",
"Type": "int"
I
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
"Name": "rcode_id",
"Type": "int"
},
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
I
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::
},
{
"Name": "response_time",
"Type": "bigint"
},
{
"Name": "delay",
"Type": "int"
},
{
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"Name": "start_time",
"Type": "bigint"

},

{
"Name": "proxy_http_request",
"Type":

"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

I

{
"Name": "version",
"Type": "string"

I

{
"Name": "stratum",
"Type": "string"

I

{
"Name": "stratum_id",
"Type": "int"

I

{
"Name": "dispersion",
"Type": "int"

I

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

},

{
"Name": "precision",
"Type": "int"

},

{
"Name": '"size",
"Type": "int"

},

{
"Name": "actual_permissions",
"Type": "int"

},

{
"Name": "base_address",

"Type": "string"
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},
{
"Name": "requested_permissions",
"Type": "int"
},
{
"Name": "end_time_dt",
"Type": "string"
},
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
I
{
"Name": "remediation",
"Type": "struct<desc:string>"
I
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
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},

{
"Name": "state",
"Type": "string"

},

{
"Name": "state_id",
"Type": "int"

},

{
"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri
},
{

Security Lake 120



AWS AppFabric EEER

"Name": "codes",
"Type": "array<int>"
},
{
"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string, path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
I
{
"Name": "type_id",
"Type": "int"
I
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{
"Name": "databucket",
"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
I
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v
},
{
"Name": "is_mfa",
"Type": "boolean"
},
{
"Name": "logon_type_id",
"Type": "int"
},
{
"Name": "auth_protocol_id",
"Type": "int"
},
{
"Name": "logon_type",
"Type": "string"
},
{
"Name": "is_remote",
"Type": "boolean"
},
{
"Name": "is_cleartext",
"Type": "boolean"
},
{
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EEEmE

"Name": "auth_protocol",
"Type": "string"

"Name": "is_renewal",
"Type": "boolean"

"Name": "lease_dur",
IITypell: Ilintll
"Name": "relay",
IlTypell :

"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"

iy
{

"Name": "transaction_uid",
"Type": "string"

"Name": "file_result",
IlTypell :

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

}I
{

"Name": "file_diff",
"Type": "string"

"Name": "create_mask",
"Type": "string"

"Name": "web_resources_result",
IlTypell :

"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi

iy
{

IlNamell: Ilappll’
IlTypell :

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I
{
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"Name": "src_url",
"Type": "string"
},
{
"Name": "priority_id",
"Type": "int"
},
{
"Name": "verdict",
"Type": "string"
},
{
"Name": "desc",
"Type": "string"
},
{
"Name": "verdict_id",
"Type": "int"
},
{
"Name": "priority",
"Type": "string"
},
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
I
{
"Name": "expiration_time_dt",
"Type": "string"
I
{
"Name": "expiration_time",
"Type": "bigint"
I
{
"Name": "comment",
"Type": "string"
I
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
I
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{
"Name": "entity_result",
"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
1,
{
"Name": "prev_security_states",
"Type": "array<string>"
1,
{
"Name": "security_states",
"Type": "array<string>"
1,
{
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EEEmE

"Name" :
IlTypell :

"folder",

"struct<name:string,type:string,path:string,desc

iy
{

"Name" :
IlTypell :

"UIl" ,

:string, type_id:int,mime_type:string, parer

"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tunnel_type_id",
Ilintll

"tunnel_type",
"string"

"protocol_name",
"string"

Iljobll’

"struct<name:string,file:struct<name:string, type

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"num_trusted_items",
Ilintll

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",

:string,path:string,signature:struct<certi
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"Type": "string"

I
{
"Name": "num_resolutions",
"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
{
"Name": "total",
"Type": "int"
I
{
"Name": "num_folders",
"Type": "int"
I
{
"Name": "dce_xpc",
"Type":
"struct<command:string,flags:array<string>, command_response:string,opnum:int,rpc_interface
},
{
"Name": "share",
"Type": "string"
},
{
"Name": "client_dialects",
"Type": "array<string>"
},
{
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"Name": "open_type",
"Type": "string"
1,
{
"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}
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productivity £/ ISV FF AT M FEEZFIERSBERIR.

52 i Z= 451

FERAEXFEZEASTUER AppFabric REXEEN , LEHMBEHEERAEXANEE D, AppFabric
for productivity REMEZER TIERARGIAPIs , UGB RKERAERSEED :

- BEE—RWELIEF

- IERETEBNER API AIRERAEREREXTRBESRR S FEFEHM4. TEE. AL
EHEF , UHRESAEEMMAN K. A, EREAUHTERARADE , SlumictfimTa
EREXZIETFHN. HIESRNEYEEERBE, fl , EFEERRANEITMEERIRRY
RENHEE  HERIREFEFRERISRNEREF. BFSREEALERN (HINER
ARNERE  AETBHFHE/MWMA ) | BAENTEHEZIRERLTEANRR,

- BEERTHNERMTER
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- ERERAPI THESZENNHREAENEREAEZ KM  SINEFH4. ARSE , HEIEA
ERSBMETREER. ERERETURREERSSE K METSRETERARN 2BURVKE
RERRE.

f7HY AppFabric ARE4EE S

AppFabric £t E N BRIAEREXME , LEXERE (#SEEILE ) REAWS BE. WF HF
MEF AWS B, FESH () ) AWS AppFabric i MEEAWS —RBE,

ESEEEF , &7 LUEBR T HEM B R FE AppFabric UREEED

- SARARAFERASR

- BHAMEA AppFabric BEERAREARZAEBRSEED (BE)
- SABRKERE

- BRIAEA AppFabric RESKERAENEED (EHE)

FIR{ER AppFabric BEERREAFZABRSEED (FAE)

£ E DK The AWS AppFabric HEERRFAEMRE , IRe BB E,

AEHEI AR ABM AWS AppFabric WEE D ( FHERR ) BEAFEAERXH, AWS
AppFabric NEEH A RFERABEZEARARPREFEHY. TEBEEH. £, ARSEL A
XENRRNEME , AERAEREVFEEENERAERR. WEXENERENEE , 28K AWS
AppFabric X EHWEAER.

AppFabric for productivity I ZEAEXFERASEZLAZIENREDETEENER, EEE—
BAtEEF AppFabric RE4EE DK |, BB AppClient SWEFME —REFERE. 5 EEEHBE
TEMARERESM AppFabric 2B B 2 BRBEMNBARE, FRE—FHEETIEZE , &7
D EARRNIERE AppFabric 1TERF , ARBEEREEEZEHMFERE (F2B B 5. X
AppFabric B2 B ERATE). AppFabric $ERMABEZHEAZ I RBEARNENR , UHBREEH
EBARBAR, BRERAEREER , LEEEINFNEREAERA,

B
. FORBH
. BB 1. #3T AppFabric SUEE%EE 5 AppClient
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- SR2. BENARELNEAER

« B 3, #% AppFabric FF& A O URL FHi8E RN EREN
- S 4. A AppFabric 2R EERER R MENE

« S8 5. 55R AppFabric BEEHNERARER

- B AppFabric ARE4EE S AppClients

« ¥ AppFabric £ AppClients 1T E H 5t #HEfE AppFabric

FORIRAF

REAZE , BFEEY AWS tkRF. MEFMER , F2REMAWS IRF, BFHUEEEVYED
— B FH % "appfabric:CreateAppClient" IAM BUERHIERAE , LLAFERE [ AppFabric
MM ERRER, WERF AppFabric £EE D IREFUIMFMEN BB EAREEIN
AppFabric IAM B K &4,

RELEENK AppFabric EBRANAEHENRBERE (MHFEEZILE ) . RRUATSER A , FhE
E R B,

SER 1. B AppFabric LARE 4 E B AppClient

IRFZEEE I AppFabric AppClient , F8EF R EEARENHF R AppFabric LB EE 1

2, AppClient 4 2 AppFabric £ E HMEHE , AIAZR LM OAuth ERARBXAFIRK , EEWE
FATENH AppFabric 2 BETREERA. EEEI AppClient B |, B2 UKE| AppClient ID , iER2HER
AppFabric Il T [EEEEMNERABERNFNEHN il FAREEN —ERBI%F AWS IRE,

AppFabric for productivity I ZEARAHEZXAEELZLAZRNREDPETEENER, EERE—
BAMAMEA AppFabric EEEE N |, BAILLE AppClient SWEEME —JIEFERAE, LA EEEHBE
THERAMAGERARZERM AppFabric 2B B 7 RB|ABEFRE. CAE-—FTAEETAEZE , &9
D EARRNIERE AppFabric 1TERFE , ARBREFREREEZEHMFERE (F2R FEL5. R
AppFabric BB ERATER). AppFabric ERMABEZHEAZ I RBREARNENR , UHBREEH
EXHBAR, RREAEREER  UEAEENFRNEREAERA.

EE# T AppClient , ¥ H AWS AppFabric CreateAppClient APl #E, MREBEEHE 2R F
¥ AppClient , A LAfEF UpdateAppClient API BRIEREL E redirectUrls, MR EEEH FE
AppClient 1HRFBERIEA E 22 | 5120 appName iR , EBAEMBR AppClient S E I FH WS E,
MEFHMHER , 52 B CreateAppClient,

B AR ZERERREEES , 215 Python, Node.js. Java, C#. Go # Rust , &£
CreateAppClient API [ AWS [REFMEAREN. NEFHAEH A F28 <<IAM EAEER) P
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HYEE
#:,

REZEG, CFEEARFEES 4 IREAERRITI AP BE, WFHESE 4 RHFHEE
A2 (AM EREER) FHEE AWS API B3R,
R

« appName - AppFabric FAZEAOPEHNEEEE LEAEAERETNERAERXER., REEESE

5}2
&

REEAEEERAREXTET AppFabric RN, MFEREREMNFHEEN , F28H T8 2.
EEARAETER,

« description- ERERXNERH,

- redirectUrls - REZKEREAZEENEQE B URl, BHZTTLIFIE 5 1@ redirectUrls, 40
https://localhost:8080.

« starterUserEmails - AFEEMNFERES FEHtit , IBVER , ERBREEAEXNAL,

i

RFF—EEFEBBH b, HlE0 anyusereexample.com

 customerManagedKeyIdentifier (#ERA ) - ARNBERZEFZELH® (HKMS EL)

fY
|

@

=1 FE

ARN, INRKIEE , B AWS AppFabric ZE £, MMEAWS HEHN SR NIEFZES
WEEAE , 5528 ( AWS Key Management Service FiZ ABIEE) PN EF B AWS £

o

Rz

« appClientArn - @& AppClient ID # Amazon Resource Name (ARN), ]l , AppClient ID A&
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus - AppClient BRFEAREE,
« pending_verification - AppFabric 523 AppClient 3E#1TH . AppFabric 55

AppClient 281 , RE—BFEAE (& HiEEstarterUserEmails) ATLAEA AppClient, f#H
ES7L AppFabric FAEAOMEPEREX , £ PNBELE 3. #F AppFabric EHE A O#HL5
URL B ZEWEAER , EHEARIRRE.

- verified - AppFabric EHIh TR EERES , AppClient REEZ£EBH.

rejected - AppFabric 2384 AppClient HIERFEREF. AppFabric ZEFHB MK EHBFTRE
2w, HtEAEEEMERA AppClient,

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \

S

. B AppFabric BARE%EE 1 AppClient 138


https://docs.aws.amazon.com/IAM/latest/UserGuide/signature-v4-examples.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

AWS AppFabric EEER

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MEREERTD , BIIRFEER HTTP 200 EFE,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

SR 2 BENRELNEREN

B OAuth 2.0 BIERE , EENERRER LT 2B S AppFabric A%, B , REEETEESE
URBENEARX 82, NEFHENR K BF2ERE. AR CHINUBRERBATENEY , BT
FE XL E AR P REUAI AR AppFabric A RIEFTRI, MEFHMER , FSEEL

NMERTREERAEXFITNFRER , F2R0 A FEURERARES,

1. BEBRVIZENR 5B AWS AppFabric oauth2/authorize API ##4E,
A SRR
« app_client_id (#E) - ELR 1 AWS IRF B~ # AppClient ID, E1iL

AQQChaﬂo1Wﬁﬂa1b2c3d4—5678-9®ab-cdef-EXAMPLElllllo

« redirect_uri (ZE) -Z&EFB1PEANRER  BEREAEENSEQOE W URIL, B
3. AppClient, #l#0 https://localhost:8080,

- state (&E) - FIRMEF REL Tz BREWHE—E, Hlm
a8904edc-890c-1005-1996-29a757272a44,
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GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BoRECE  RRSKEEFNEQEREN URl, THRERELAEHS ., Flu,
Hr code=mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc.

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekql-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. £ AppFabric oauth2/token API g3tk 32 RERE LA EUS ZEUVERL

WFEFRAR API B3R , &¥% B3, starterUserEmailsiEZ] AppClient BFE AL, B
AppClient % , WFHFAAREAERE., CEEFRARFEESE 4 REAERRHITI API 12
B, MEHRESE 4 IRNFFAER , F28 (AM EHEER) BH%EE AWS API &R,

A KRR

« code (HZE) - CERE—ASBRRERWINZER. il
mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqgJ-oampc.

« app_client_id (HE) -&EHR 1P AWSRF B2 W AppClient ID, E3L
AQQCHaﬂo1Wﬂﬂalb2c3d4-5678-90ab-cdef-EXAMPLElllllo

- grant_type (&E ) -{EX4AA authorization_code,

« redirect_uri (ZE) -Z&EFB1 PEANRERSFERAEENEDE B URL
B3I AppClient, EXERAREIREBNWHBEENHEMD URl, HIW https://
localhost:8080,

5] PEAR 1

- expires_in- FFBHEIZ A, ERBHKEA 12 D,
« refresh_token - ¥t / HFERKBINEFHFEEEN,
- token - ¥4 /token FERUBIM FFFo

- token_type - fEA Bearer,
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EEEmE

« appfabric_user_id - AppFabric % ID, ER ¥ FEM authorization_codei®F

BHEWFEREE,

curl --location \

"https://appfabric.<region>.amazonaws.com/oauth2/token" \

--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{

\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-

gDAL1EAXX7BYK1DO9kxrG332Vtpr0jVXZOFSUX9whdekqgl-oampc",

\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",

\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
}Il

WRENMERTD , RIBRISE R HTTP 200 =,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

FBR 3, #% AppFabric (FA#& A O URL ¥iEERK

MERAERN

RREREEZERE AppFabric ftARELX B RNEARERXFEINER, AppFabric EBARKERE
BUVERAFEAEAOMRAYE (REEE ) UREHEARS  REREARXBHRASHELERDN
BN, BEFEREERBFRA AppFabric MEEAEEHE | IS ESFERAEA DML | EZE M
RAEZENEEAREERENEERESHENERER, BAR , FRAETLUEEARNERE
AppFabric MRS 4EED , AR REENWERAERNURRERNEE, ZESEMAERE AppFabric 2
BLIRELEES , BEERISER AppFabric URL B ZEEAER., LT BHREFAEEZREN

FERRENZE AppFabric FHE AWML EREE,
1. BEFEARANRE  YRIFEEHFED URLs EER

S B2 3, #§ AppFabric fEFH & A O URL $T8EHEHNERARER
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2. REBEBENEEE , B8 T 5 AppFabric URL A E#HE @ URL HEBELNEAER -

https://userportal.appfabric.<region>.amazonaws.com/eup_login

8 URL & , BN ERARENISREASFEHEZEERD AppFabric fEAEA O, EIEE , FAETL
EANBBHRAMELE AppFabric WERARER , LEBEE AR,

S BR 4. (£ AppFabric EREERERE R NEE

FREEREERERZ  SULAACEHAENEER , BEHRBEIERAEXNNRBBRESE
EH. AppFabric A8RBEAEZEEEFRNAS , AERAEEELRR. AppFabric 8EAEE
B FE AppFabric AWS 1RF AR ., 1 AppFabric M1{A# AN E RN HEED , BF2H
AppFabric FHVE R EREE,

BRI BMERA T Al XER APIsTEENERREX T EE MBERER & BRA R RMEE

« ListActionableInsights — MEFEFHMEF , FSREUT IHREITHHIER —&,
« ListMeetingInsights — MEFHMEF , FSR L EEREEN SR EH .

il_lll

A1THE R (ListActionableInsights)

ListActionableInsights API AT GBIEAERIZFHEARANED , BFEFHH. 1T7EE.
AL, #8E  UREAFXEEHAEANTTEIR. EENEARECERERAREERRNERHA
BRERE  WEHEAEREREAREESRENER., A AP JRESRBAREEEZNEE , I
AFFERAERECHNERARXARTERAEXEE, ERMS , APl €8 Asana. Microsoft 365,
Google Workspacefl ¥ A& & Smartsheet , EFEFAEREAFEEFEY, BUTEESHNEYL
T, REFESHEDR (LLMs) e S EEBNEE (PINEFB4RNETEETE ) FRLEAF
HEF  ERAEUUEHITZAETELEHE , EMBELARARSEE N, EEEREAERERE
AR EEER Ll , AppFabric EAMEEMNERAADMAY , BEAERE. FENNTEEAEXD
£, BRHITENE , AppFabric FE ISVs B FEREEHE @ E AppFabric FRAEA OB |, e
DENEEBEFMEALHITEM, AppFabric EENESESEREM —H URL, It URL WTAR
ListActionableInsights API EIFER [EIFE,

UTRXENERARABENETERAEXNREE

- BEEXETEH (Google Workspace, Microsoft 365)
- BIY{TEBEH (Google Workspace, Microsoft 365)
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- B {EF (Asana, Smartsheet)

AR

« nextToken (EA ) - WM T—HERNDEFH.

« includeActionExecutionStatus - EZEMEFTIRESTENE 2R, BIESRIBEANMEE
EEITENHE, RAERY{E : NOT_EXECUTED | EXECUTED

ERIEE
- FEEEEEEH Bearer Token E—E£EA,

(=] FEAR v

« insightId - E£REMEE— ID,
« insightContent - EEMARMARELENHEELAREETENE M. XX . ERETERH

B (<a> B8 ) W HTML RE,

« insightTitle - B WEREE,
- createdAt - E£R B EME,
- actions - #HHEXWREREBNEIEFTE., BEWH !

« actionld- FREXLE{ERIHE— ID,

- actionIconUrl - EREEDPHTEHEZEAREIHET URL,

- actionTitle - FTE4£BEMVIZERE,

« actionUrl - &REMEMAEE AppFabric fEA & A O PR FMETEENM — URL, XX &
EHTEE, ISVERARXEEAL URL BEREEREDZE AppFabric fEAEA OB (&
Em).

 actionExecutionStatus - {E HEMEARRER SIS, AJRERY{EA : EXECUTED | NOT_EXECUTED

« nextToken (EA ) -#EWMT—HBENSEFR. S2— @AM , MREE null , RREE

FEZEEFANBER,

MEFMER , FZ B Actionablelnsights.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
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"/actionableInsights" \
--header "Authorization: Bearer <token>"

WMREMERD , BIRRER HTTP 200 EFE,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"
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}
1,

"nextToken": null

2iE%0® (ListMeetingInsights)

ListMeetingInsights APl IR EEREMNMEBREBENERAESNm , flEFHBH. AL
%  WEBEAERISBTHNERMNTREEHR. CAERETREEFEESE K METEREEEH
BAZBEBRNERRSEAR.

5 R
« nextToken (EA ) - ENMT—HERNDEFH.

EREE
- FPEEEEZEH Bearer TokenE—E£E A,

(=] FEA 1

« insightId - E£REMHE— ID,
« insightContent - AF S RN ERFAMEANWBRER, WE , AAELEBRREE,
« insightTitle - B4 WEREE,
-« createdAt - EEXARMNKRE,
- calendarEvent - FREEEINEEZTEBEEHRER. TSBESHYH
« startTime - EHHRAKKRE,
« endTime - EHNBRER,
« eventUrl - ISV EAREX LITEBEHH URL,
- resources - I H HBAHMERNEEGELRR., ERYH .
- appName - ERFTBNERAERNER,
- resourceTitle - ERZEHE,
- resourceType - ERMWEA, A[gEM{E S : EMAIL | EVENT | MESSAGE | TASK
« resourcelrl - EAERXHHEIR URL,
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 applconUrl - ERFTEBZEARERNZEE URL,

« nextToken (EHA ) -HEWMT—HBEN2EFR.,. S2— @AM , MREE null , RREHE
EZSEEHANBER,

MEFHMEF , 52 BMeetinglnsights,

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

MRBHEMKTD , RIRIEER HTTP 201 EFE,

200 OK

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeINnUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

1,

"eventUrl": "http://someapp.com/events/1234",
}
"resources": [

{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
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"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.
"eventUrl": "http://someapp.com/events/1234",
.
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]

]I

"nextToken": null

REHE R NBFRESRER

{8 AppFabric PutFeedback APl 4 , AE4A A RMNEEREZROE, B ERAEN b
ALbIhaE | URMEIR R4 E Insightld 2R Actionld EREI&E5FS (1 2 5, SFoElE ) WA,

B R
c id-ERXEREBEZYHNBBIF. ERELZ Insightld 2 Actionld,
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« feedbackFor - ERXEREEMNERER, AI8EM{E | ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

- feedbackRating - ¢ 1% WEREEEFT 55, FTo ST,

(=] FEAR 1
- RAEER,

WMEFMEERR |, 382 PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3
}l

MREBERD , AIRBESERERZ HTTP AXHK HTTP 201 EFE,
HBE 5. 555K AppFabric RGN ERER

LehE , BMEEMEREN Ul LU A AppFabric BIERARINERNEE , YKIE-EAENER. E
EERERERE , XEE AppFabric EENRBERIIHMEAER , EULUEEARERRERE
AppFabric E1TERZMERFE., AppFabric S ERMABRZHEAZREEAENEN , UHBREERRE
NEARAR, RREAEREER , LEEENAFRNEBERFERAERA

B R ERE

B% E ¥ B4 ZE appfabric-appverification@amazon.com YW EREBFEWEARER , URKBEBRERE
Fo

EENEFBHPISTIFMEENR !
- &K AWS RS ID

- BEREIENERAEXSE
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- &8 AppClient ID
- BHIHIEER

SN, RATA , FRENATER , Ui EMAFEELIEFMEZE

- EEAETEIENAGENEHE
EEECUTEE:

® Note

MBLAE AWS IEF B AWS AEBERREE | FELNEFBATEREMN. G2
LBHE AE B R IER B,

B 3B R4
BEBRBFEF 8, BLAFETIHRY -
- WABFERHERN AWS tRFE |, UER AppFabric RS E D

A BEDHFETIEP —E GG -

. BHEBE EBAWS AEBM | 4 AWS Partner Network £ "TAWS 3EH, B, WEFHMAE
7, BB AWS SEBERESR.

- BNEBERE=FAEXCSE AppFabric R LEEZS 10, 000 E7T,

- ZHEAERXEYTE £ AWS Marketplace, MEFMER , FFS B AWS Marketplace,

EERIREERN

BEENERRERZ K B EBEFEHCIIE |, B8 AppClient IREEAHK BF A
pending_verification verified,. MRZNWERARNXEZIER A LEEEETRERERER.

‘B2 AppFabric AR &£ E 1 AppClients

HE D The AWS AppFabric SHEEATEERR , AIRESBFIEE,
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BT LR AppFabric SUREAEE 7 AppClients , AR B 2 BB IREREFH EHRIEMMBEE,

HY 18 AppClient BYFE4HE A

£ /8 AppFabric GetAppClient API R¥EXR#IR AppClient FEFHAEF , 2FEMRZE AppClient AREE,
MEFMEA , F2BGetAppClient,

= EHS AppClient BWEFHIERA , BEADAEREER "appfabric:GetAppClient" IAM BUREFH, M
BRMER S WAZFIUANMIE AppClients B FEAEH.

A SRR

appClientId - AppClient ID,

(o] FE A58 2

appName - AppFabric FAE A ORENEEER L¥AFERAERERNEREXERE,

customerManagedKeyIdentifier (ZEMA ) - ARNBERZEFZES® (HKMS EX)

B ARN, WRKIEE , BIEFEA AWS AppFabric ZE 18,

description - ERAREXMHER,

redirectUrls - REZBRKRERAEENERZE 1 URl, BERZALIFIE 5 @ redirectUrls, 40

https://localhost:8080,

starterUserEmails - AFFRNERAEES FE 4t , SUERCEAR , EXRTBEAERA L,

BEAF—EEFEHbut, B0 anyuser@example. com,

verificationStatus - AppClient B & ARAE,

« pending_verification - AppClient B9k {/7E AppFabric #1T. B & AppClient 281 , RE
—EfERE (1 PiEEstarterUserEmails) ATLAERA AppClient,

« verified - AppFabric ERIIERBBRERF , RESTERFE AppClient,

« rejected - AppFabric 234 AppClient WERFEEF. AppFabric TEERFEF EFENE LK 5T
2, HibfE A& EEEA AppClient,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

WMREMERTI , BIRFSER HTTP 200 EFE,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

5|4 AppClients

£ AppFabric ListAppClients API #/EXR#13 AppClients HY/5E8 , AppFabric B8 £ 5 — &
AppClient AWS IRF ., SR EARREBE, MFEFMEN , 52 RListAppClients,

EE3H AppClients , BE D X EBEAR "appfabric:ListAppClients" IAM BURFFT, MNEEEAM
B , m2 R AT TSI E AppClients.

AR

- RBELERN,

(=] FEAR v

« appClientARN - @& AppClient ID #9 Amazon Resource Name (ARN), 5l , AppClient ID &
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,
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« verificationStatus - AppClient BB & AREE,
« pending_verification - AppClient B9k {/7E AppFabric #1T. B & AppClient 281 , RE
—EfERE (1 PiEEstarterUserEmails) ATLAERA AppClient,
« verified - AppFabric EFIIERBRRESF , RESTERFE AppClient,

- rejected - AppFabric 23E48 AppClient HERFEREF. AppFabric ERBREFEFHE LK INT
28l , iR EEEER AppClient,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

WMEREERT , BIRFSER HTTP 200 EFE,

200 OK

"appClientList": [

{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}

E# AppClient

£ A AppFabric UpdateAppClient APl R{EREFMRE = AppClient B redirectUrls, MMREEESE
FEE A H MBS E | H70 AppName, starterUserEmails SREM S & | E4EMIBR AppClient M2 37 5 #Y
B8, WHEFMENR , F2FAUpdateAppClient,

EEEH AppClient , IBE D WABHER "appfabric:UpdateAppClient” IAM BUREFA], MZEFE
B, B2EAEH AppClients By ZEURE,

AR
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appClientId ( &E ) - BEEF redirectUrls B9 AppClient ID,
redirectUrls ( %E ) -redirectUrls WEFTEE., SRS ALUFTE 5 {8 redirectUrls,

(S 458

appName - AppFabric EAEZEAORENEEER L¥AFERAEERNEREXERE,

customerManagedKeyIdentifier (EMA ) - ARNMBERCZEFZE SR (HKMS EX)
) ARN, WRAKIEE , BIEEA AWS AppFabric 2E£i8,

description - EAREXNHHEIR,
redirectUrls - REREHEREAZEEHEQE M URI, a0 https://localhost: 8080,

starterUserEmails - AFFFENFERES FE it , SUIBBCER , EZIRBEAERXAL,
EAF—BEFEHibat, HII0 anyuser@example. com,

verificationStatus - AppClient B iRAE,

« pending_verification - AppClient K587 {17£ AppFabric ¥1T. & AppClient 281 , RE
—EfEAE (£ FiEEstarterUserEmails) AT EAEA AppClient,

 verified - AppFabric EXIIEHRERERRS , BT 2 TERF AppClient,

- rejected - AppFabric 23E# AppClient FIERFEEF. AppFabric ERBEFEFEB LK IIT
B2 Al , R & EEEA AppClient.

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

WREMERTD , RIBRISE R HTTP 200 =&,

200 0K

{
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"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

fiB& AppClient

£ F AppFabric DeleteAppClient APl IR{EMIBRETBEENET AppClients, MFFHFMER , 7B
2 @DeleteAppClients

= EMBR AppClient , IEE D4 EHEH IAM "appfabric:DeleteAppClient" BRFFAl, MFEFEM
B, BB A EEUAMER AppClients.

7R SR A

« appClientId - AppClient ID,

(=] FEA 1
- RAEER,

curl --request DELETE \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MREERD , AIRBEEEERZ HTTP £/ HTTP 204 @,
ENMBRESRERENFR

AppClient HEREEAENESNERTUEIGEREE, SUUER EHL API #E grant_type R
mﬁkﬁthﬂfrefresh token, E grant_type B B , i$EErefresh_tokenEFEAK MAFH API
B fERY —F 7 authorization_code, FEFBHIREA 12 /N, EENWEHEIE AP, B4R E
£ IAM "appfabrlc.Token" BURFFR, MEFHEEN , BSEERR AFFERH AppClients BY1FEL
i B

7R SR A

« refresh_token (&4E) - ¥/ tokenzdRKREI N EFEEFH,
« app_client_id (&E) - & BI# AppClient &R ID AWS tkF,
« grant_type (XE) - EXHER refresh_token,

(o] 458

« expires_in- ZBHRIZ A, FHERBHEEA 12 D,
- refresh_token - f¢#1% / BB FERRBIN EMEEER,
* token - ¥ / EHEERWSINER.

« token_type - fEA Bearer,

« appfabric_user_id - AppFabric £/ # ID, EXRE&HMEA authorization_codeRFHEA
VEEREE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{

\"refresh_token\": \"<refresh_token>",
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\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"

WMREMERTI , BIRFSER HTTP 200 EFE,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

&3 AppFabric 1Y AppClients #1T4 E 1 SR & HEfR AppFabric
H£E DK The AWS AppFabric THEEERFABEMEE , ATREEEFTEE,

ZREiFREA AppFabric WE REER MR EHERE , UIRSEE D,
AEBRFWERAER
£/ AppFabric REEXENNERERRARAS  ERNRAEAEREBEINEZH , BER

BRMEREF. MEEARIHHARARRE RECREEFZARISEFACRHRE. EX
RstarterUserEmailsi&fE 3 AppClient BEFERKN &AL,
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Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient #&Hi%
ServiceQuotaExceededException

MREEE AppClient FFUIEI T SIFIAARD , "RTREEBBEE ATEILM AppClients & AWS 1R
Fo. BR#lA 1, HTTP AREERS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient $5553
ResourceNotFoundException

R BRIEENTE AppClient BYFEME AR EI T ZIBISARR | FEREE & B8 A IEFERY AppClient 58 B £F o
L ERER R R T EIEER AppClient,

s

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

DeleteAppClient #H&2
ConflictException

MRIEFEMIBR AppClient BRI T HIBISMRR , KRS —ERBRBRETETH. FHFIETK , AR
B#El—IR. HTTP #RAEEH : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

%:’n'lﬂ

wmn RIETEMIBR AppClient B EI T ZIGI AAAR R |
KT EI$EER AppClient,

EEELCH A RN AppClient BB, LEEERT

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient $E53
ResourceNotFoundException

R IBIEEH AppClient B EI T HIBIAAMR |, BREELE S A EHR AppClient EBIRF. LLEEERRT
KT EI#EER AppClients

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize $535
ValidationException

WMREM API 2EBFE AP RIEFERNREGRGE |, EAIBEFREITHIHISMRR
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ValidationException
HTTP Status Code: 400

JRE 1 : RIEE AppClient ID B

ARS8 rhapp_client_id#t4 . MREKEIL AppClient , 5523 AppClient , SiFERZREW
AppClientapp_client_id , REBEHE—IK. BEZ K AppClient ID , FEEA ListAppClient API ##
(=

RHA 2 : E AppFabric B2 ZHIEEF S ELBE

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRIEZENEFZESR TR ARRIREEMEBE., REEENERESTFE ,
AR AppFabric BEEEWEZEEEFT,

FRH 3 : EHENEFHERE URL EX

Message: Redirect url invalid

RRFERPWEREE URL ER. CAAFABERIRNELR AppClient BIE R Hh —EAEHEH
URLs, ZEEMBAFHNERNEM URLs BE , BB GetAppClient API 4k,

Token #5552
TokenException

BT Re e R AL R E U E T BB T

TokenException
HTTP Status Code: 400

RE 1 EEERNEF M4

Message: Invalid Email used

BREFERANE B4 BEE T AppClient A starterUserEmails BH 5 HANE 74tk
M. MREFEHATHEEY , FEFAERNEFB4tu  ARBH R, EERRFEANETH
## , F5fERA GetAppClient API &1k,
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FRE 2 : RIEEFREF , Grant_type B refresh_token,

Message: refresh_token must be non-null for Refresh Token Grant-type

BRPEENENEEZHFR nul REH, EFF AP U EIEHIEFErefresh_tokenEH#EH
o

ThrottlingException

RO AP| RYEREIR A FFVECE | BATRRE IR T 5B SRR

ThrottlingException
HTTP Status Code: 429

ListActionableInsights. ListMeetingInsights#l PutFeedbacki&i&2
ValidationException

WMRE] AP 2BARFE APl B EERRRBIGRME , BT e WREI T FIBISAMR R

ValidationException
HTTP Status Code: 400

ThrottlingException

RO AP| RYRREIR R FTVECEE | AR R R T HIBI SRR

(e

ThrottlingException
HTTP Status Code: 429

B#A{EMA AppFabric REREERAENEESD (RE)

£ E D The AWS AppFabric SHEERRTEEREE | AIEESBFIEE,

AEEARAEE enable AWS AppFabric RE4EN (BE ) UREHEBEENMIERERR

) SaaS EABRARKRERAE, BHKREBTIZRREEENERAREN , WIRHE AppFabric 2R EFE
AREXER  YHBERFEFNVEARATREE (FUNEXEFrB4REESR ) . BULERE
FERARER , Hla0 Asana, Atlassian Jira Suite, Google Workspace, Microsoft 365, Miro, Slack,
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Smartsheet®, TEZ&RE AppFabric FERAR 2% , AppFabric EEEERIFNWERAREPIRMHEERE
RARXERNEE  HEBEEARERLITHE , LREFER N IERES,

AppFabric B4 ZE D EAERA Amazon Bedrock H T 4K Al. AppFabric R &1 W EIBAHEEF A &
EERARNEE, SRESEAENEAZEXRETSRFFEANARE. AppFabric TEFEREZHNERR
IiFERAEAREERNENERARZEESEE, MEFHMEN , 5528 Amazon Bedrock FAQs.

F&E

- FTRIGH

- B8 1. B A AppFabric

- SR2 AEEAREXETER

- PR3, ERENERAERXUELRRNBE

- SR A4 BRESNEREXFES R UHTERARXEE

- EIEY AppFabric WEE , UEE ITNRLEEENEED (BB ) WA
- $t¥ AppFabric PSR FEAERBRETREDE L URSEED

TORIRME
Pt AT, BRELETHIES

« & A AppFabric WEAER . ZEMKMEMA AppFabric REXEEN , BREETIEF —REHERHN
BEBEABRAER (HEHAEBBAZHEE ) : Asana. Microsoft 365, Google Workspaces,, Slacko
& A AppFabric A # B ER P& &8 B BRUE AppFabric AREEE NS EEARINERE, &
A%, BN EEEARIURKRELRR,

- EREARINBZAER  FEARXNIRNBEASRBERENERAENEL. HREEREN
BEEAEN , LEFEZFARE (EAEEBITEH ) . XENEAREX3HE Asana, Atlassian
Jira Suite, Google Workspace, Microsoft 365, Slack, Miro®] Smartsheet,

B 1. & A AppFabric
K EARENERE AppFabric , AEEERBIEREHALRFHVEARZER D,

1. SEEAERIXHBLUTENSRER AppFabric RIEELEHD , BLBEFEENERAERE
B, At , BEEARXBETENEAL , IT2IELT AppFabric RSEENIEE. BEEERR
ERFNHEBASR , LABA AppFabric , ¥ ERTEZ A, BEE FRA AppFabric ¥ S 1EERA
EAHEFIELEDR,
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3.

[7]
14

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FEAEP—EHERINZ AEREA  Asana, Microsoft 365, Google Workspaced, Slack.
ATESRERR K BRELAMA AppFabric WEEEREXFERAMERNHEREA, flin, &0
R App1 HiIEFE Google Workspace B AE R , HMIEZEEGoogle WorkspacelE App2 HiE
B L URBREFEENEA—R. NREFATEANMHEREA  IEEENREEREARER
R,

@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

MRERET , FRWALHNEARE , LRI R HERFE A AppFabric,

S BB 1. & A AppFabric 162
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
P &Terms Conl @ © w

Sign in to AWS AppFabric with Slack

=

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

SR2 AEEARRETRR

B A% , AppFabric BB REIEZEH , HRBERE AFF AppFabric ERUA AppFabric AIRSEE LK
FRAEAREREEBARIUIRMNEE, i, BREE RFF AppFabric ERK AR Google Workspace®E
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FTEHENTEBREH , YEHEHBERTE PAsana. BREEESERAE AppFabric WEBARER T ILLE
/usi&% /Ao

Learn more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name].

By clicking "Allow", you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

SR 3, EERLNEAEANNELRRENEEF

TREEREEEZ , RRGKEERG Connect BARAER , B NERPER, PEERIEIMER
REARELEERARNARNBENERNERAER. EXZEBRT , EEEALRHESR , &8
REER L EEREEENERERAER.

EREEEAER K FREELEANEMEARZEXSEMN Connect .

HER 3, BEENWERBERUELFRMEE 164
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Connect applications

Leamn more

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate indghts and actions that superchange your productivity,

Application

<]

»
e

Smartsheet

Slack

Google Workspate

Asana

Atlassian lira suite

Mirg

Microsoft 365

= Status

{2 ot connected

© Not connected

© Hot connected

S Not connected

) Not connected

{2 Mot connected

© Not connected

When you click “Conmect”, you are instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Onge AWS AppFabeic ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign
i, AWS AppFaberic will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabrie handles

your data,

LEZRUEEARANEARRE , X5 AppFabric FEUEHERISIELTE B MR EE.

&

(4]

your data

Please connect any applications that you use. Connected |

Application

Smartsheet

Slack

Goagle Werkspace

ASANG

Atlassian Jira suite

Miro

Microsoft 365

When you click “Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ingests that in!
in. AWS AppFabric will continue 1o protess your information a

Signed I
L ] @ AWS AppFabric is requesting permission to access the fabric-...
i mm w im | n
5= slack o Acme Widgets
Connect applications Learmmare

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you r
Centent and info about channels & conversations 3
Content and info about your workspace 3

.

nd actions that supercharge your productivity.

a Action

AOAANA_

+ professional information, and other information) from that
iurfaced to you within the application that you've used to sign
WS AppFabric. Learn mare abaut how AWS AppFabic handles

RUEEEARERNR  ZEARANMRESRE TRER, BEL "'BER, . BB CEERBARE
ERRNBENSEERAEXNTRILRES R,

BEEARAR  BARXTEXKEEREE, CREEECHEMEREARN. BAEKUERR TRERMN
TRBER B4R RAYEF .

HER 3, BERENERARXNUELRRMEE
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ARENEARRXRES

- BIE#R - AppFabric EERE  HEEFEARBLERAEANENELTR
« RIE#R - AppFabric TEEMALLERAEXTNERELRR, ELUER UFEHBREERR,

- RELY, BEMER., - B ERAEXNTERERELAY, MREBEINESR  FERFEH
Connect IR EFHEEEARER,

Connect applications

Pease conmect any applications that you use. Connected apps previde the source of infarmation AppFabric uSes to generate insights and actians that supercharge your productivity.

Application v Status - Action
Smartsheet & Connected ( Disconnect
% Slack @ Connected Disconnec +

> Google Werkipace {2 Connected { Disconnect

ss Asana (® Authorization failed. Please reconnect.

m mio 2 Not connected

€ Atlassian Jira suite @ Not connected m

BY microsaft 365 ) not connected

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.

AWS AppFabric will continue 1o process your Information and create insights in this manner, until you disconnect the application and AWS AppFabic. Learn mane about how WS AppFabric handles your

data,

RECTH , BANREEHNEARER, JRFEZLEENSIERBELCNEARXFEIRR.

BUNREEREEONER , AEBEERNEREN, MRGRETENEEEAEN , AppFabric %
IHEAZERARANER , SIREFRERNUELEFNER, MRGCEEEZHEIEMEREAERX
Algk 7 RNEBDMRPENEREAEXANER.

TR4 ARELNERARXPEFTRRAHITERAENEE
HFEREEMRE AppFabric # , BISEEAERESNER  YEEZEREREINVERAEZIHTEE
AEXEME, 5 SEERRAEXTARBLIE  YAXTLECRAEAEFRASZERAMHL
AppFabric B4 ZE 1 ThEE,

BEARENER

AppFabric for productivity 2t REREHER -

SR A RRECHERABRATER AR YN TERAREXEE 166
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« A{THIEAR : AppFabric E0HTICERERAEXPETEN, TEEEH. ERNAEPNER , XL
ELEENRBER K UESHEBLIEF. I\, AppFabric AIREEELEEZBNEE ( HIMEE
ETEMN, HESBRVNELEHR )  LUNERBERINEAEXPRFEENNITELEFE, H
wm, BURERIRR  EHEEREREFER  YEBRT —EBERIEETEFHNEE.

- SREMRE . WIHERT BRSBTS RMIFRIEREM. AppFabric 0 HTEKRTHNE
&, WELARSRENNEREE. 1, E%Eﬁm ERERAEANMEERm (HINEFEBHF,

ABMNER )  ERMREERULERSE A MEFTERARAZBIBRUASEAR,
BERAEXEHE

HRELRR , AppFabric i TR S EL BN EE , fINEEXEFHH. RESBRIELER. E
4 BERF , AppFabric TREERIBPEREARANABTNATRALEANEERL, 20 , AppFabric
TRERBAIRELEZBNETFBAORIEREHE, ELE-TEBRNBFER K RRE8EEM
AppFabric BENERENE , BTN EEHRERLEANAST , BIITEMF, AppFabric FEER
BEAERANEBANBERTHATEE , RAERN Al NERARESEE (LLM) ATERESTRHE
$I18,

® Note

BB EEHmE NS AppFabric LLM &, AppFabric AREH LLM SN E#EMSHMmE.,
yu$n¥%ﬂiﬁnﬂ nﬁ E2 BﬁAWS E%ﬂ:‘ﬂ’] Al JBI%

B E T B4 (Google Workspace, Microsoft 365)

AppFabric I RZERIFVEAEXPHFENELETEN, RAXEERETHEHHEMN , SFFH
., WHEA, BIXNZRGRIAR, EFHHEETETNEFBHANAE., AppFabric AIREETEE LML
EEXRDR , UHBEEETHERNEE., TRRESTFH4E  SEEEENEXEFEMH,

BEETBHRBEET MM
- ELFREEF-ERHFAETFEH (KFA. BIXNBHEDR ) , EAARBRNEF B4,
ES
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line
Follow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any

BEETEHMHR K LFEIE %EB#FE{SJL_E’JEEMO A, EEREENERAEXFEIREAE T
HEER, SAUERALERFRESEZRARN K YRIBEFB4EEE

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC

ruth@acme.com

Subject line

Follow wp on the pricing program

Message
Please follow up on the pricing program offline and Let me know if you have any questions.

B ITEEZEMH (Google Workspace, Microsoft 365)

AppFabric ATRERRHEFNEREARNRENZLTEESHN . RAXEENTEESHRNL , 2FE
HEE, VB, Ra/EREBNBEY, XBEFENSEHFMEER. AppFabric ATRESEELM
EERR , LB EMETKERNEE, RETEESHTAR  FREBMLURIENF,

BATEERSHEET MM
- BE. BRR. HRAEDRMA.
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FRIREEN B HTEREREREEN B H,
BEMMLRERN , BMREH , AFEERNEFEFibit.

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

BETEERSEHER , CEBIEHCEMAVHES, 1A,

R &

PN =

EiEENEBARXPEIRAEHNE

fd. BUERALERRESEZRAREN , YHRASHEEUL.

AWS AppFabric Action
& Create Calendar Event

[ &) Event created ]

Title
Review Pricing Program revisions with Alex

When
November 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Invite

Com, Com
Deseription
Huy friends, Lat's review the pricing program with Alex. Thanks,Ruth Sent from my iPhane

Google Calendar 5

el

BT (Asana)

AppFabric AIZE & AsanaERIFVERAERY , £ PRENELEE. RMXBEERETERLY , FlwE
BE\. EXEEE. JPANERE R, AppFabric TEEEHELEHMUTELEARR , UHBEHEER
MEBRNEE. TREETKR  FEERIUBIEE. TEREEANAsanaLEESERIER

REEST | 0 LLM FREESS,
By AsanaFEEE T 5

SR A RRECHERABRATER AR YN TERAREXEE
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« BENHRB

- MREBH , FERELSARBRNEFEFibit.

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

BYEKE A LS2EINEHCHE PEYMNEF Asana, A BEEIE P R\EEHNEZAsana.
BUNERALEFREEEZEAEN , UREEBEECRY , IREBEEENAsanaTEERE

RHEHK

AWS AppFabric Action
s Create Task

[@ aaaaaaaa ed ]

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

B EFH (Smartsheet)

AppFabric Al ZE#&SmartsheetERFHERRENF , £ PRENEILTK, RMUZEENEBEEA ,
BT LR, TKEESE. Y BRI R, AppFabric ATREEEELERMUTELERNS , UHBIE
MEBRIEBNEE, TRRETKEER K FBREEINUEINTHE., ¥ SmartsheettE# , AppFabric #%
BYHHFAESmartsheet TR |, WIEAFAEILNERE, ERA T IHBILUERILE A AppFabric

EENBEEREE—NE,
B SmartsheetEEEE T FIHIL

- REMBERBA

SR A RRECHERABRATER AR YN TERAREXEE
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EEEmE

- MREHR  WERESCARBRNEFEFibit.

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BAUAEKE K LEFINEEEE REIWHESISmartsheet, It |

LERIE PRETBNER

Smartsheet, RO LAFERALEFREEEZTEARER , LERI M Smartsheet THEXRF BT, FI
BARRHISmartsheet T A KEA B TEXR P, MR THERCMER , AppFabric AR I FHH TIEX,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing

Assignees

alex@acme.com

Due Date

2023-11-27

Diescription

W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,

rartshest [4

Close
R

EE¥ AppFabric WEFEH , LS IT NMEZLEEBENEED (TAE ) EE

£ E DK The AWS AppFabric HEERRFAERE , IRe BB E,

AppFabric for productivity & A Q&5 Al 2 8 AppFabric BEUEBHEE D (FEE ) IhEEM
SaaS ERARXEFEAELHER. NMREZREEEBEEMANELEERN Al THEENFEEN IT 2

g, FEBUTER:

EEFHUE
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- REFSRERME (1dP) BA : BALIEBS S REFHHT AT, LG EREHER Al 8
ORI

- FRBEERARRAMN OAuth : £/ OAuth REET RS, LBERFHIEERERRE OAuth &5
RENEARNERELANITERE,

$r¥ AppFabric FHIRRFEAERRETHEDZE , UIBREEED
4 E I The AWS AppFabric 1B ERTEEMEE | WEEREMEE,

AEAFREA AppFabric BVE REGERMEE MR , IRSEE N,
AEpENEAEN

£/ AppFabric RS+ EINEARXERNSKERAERBEIEZH , KERERIBRERF. RE
FEEHEA AppFabric BHEE] "RERF . EiE , EXRTEAEXEAREIB AppFabric BBERERF , U
wEAEXHBAEN S NEARXEMEFANERY, FMEEAEXHBEBARRE K REERFE
EFTAREITEEEAERE.

ERAARERIENEAREF M. NRETHERAEARBAS , EUTUAFIEARNEI CRE
RRER B

Application unverified by AWS AppFabric
[App Name]

A Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who

BAERR, FEA R, AAEHEE S (InternalServerException)

E AppFabric A& A OMRERARAMER, FIARRREIMMBEES EEARENNPENEZERE
A, BARERIILLALE. FHEBHA,

SREHERR 172
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EEEmE

Connect applications

[ & Soemething went wrong. Please try It agaln or check with your Admin, ]

Please cannedt any applications that you use. Connected apps provide the source of Information AppFabic uses to generate Insights and actions that supercharge your productivity.

Application -] Status a
D smartshee © connected

42 Slack @ Connected

& Google Workspace @) Connected

o's Asana 2 Mot connected

& Atlassian Jira suite
W Mo

BT Microsoft 365

© Not connected

2 Not connected

©) Mot connected

2
THH L f
clcliclcE

‘When you click “Connect”, you ane Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabeic Ingests that informathon, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

dam.

HRFERAS , FHEREREE,

E AppFabric EAE& A QMR RBEmNE LS HEAEARNFEERRAENE

AR, FREBHE.

[ (& The request was denied due to request throttling. Please try it 3gain in some time. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action

[ smartsheet @ Connected

Slack (& Connected
5 Google Workspace {2 Connected
sa Asana ) Mot connected
& Atlassian Jira suite S Not connected

W mio 2 Mot connected

B microson 365 © Mot connected

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar Invites, colleagues, prafessional Information, and other Informatian) fram that
application and Ingest it. Onoe AWS AppFabric Ingests that information, it will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign n.
AW AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

21

ERBER (ThrottlingException)

/R

(LD

|

N
B

1]
B

=
=

L]

SRR
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EEEmE

IR REME AppFabric, FHEIXE A AppFabric (AccessDeniedException)

& AppFabric £/AE A OMRERAFEEENFARMEES HEARENNPENEZERARERE

B REEWBILAE . BIXEA AppFabrico

[ & You are not authorized 10 use APpFabic. Please check with your IT Admin. ]

Connect applications

Please connéct any agplications that you use. Connéctéd apps provide the source of infermation AppFabric uses 1o génerate Indights and actions that supercharge your productivity.

Application - Status - Action

Smartsheet @ Connected
b slack @ Connected
G Google Workspace (@ Connected
& Asana () Not connected m
& atlassian Jira suite () Not connected m
m miro ©) Not connected m
BT Microsoft 365 ) Not connected m

When you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use It te create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how MWS AppFabeic handies your

data,

4 7 71 APIs#Y AppFabric ( FEE )
£ ENH The AWS AppFabric THEERERTEEAEE , TEEEEFIEE,

REFRAL API B4E, BEREBEMERER  BAR the AWS AppFabric &£ & 1 Zh8E,

® Note
WFEFTA H At AppFabric APIsiE2 B AWS AppFabric APl 2%,

FE

- RE4EE M AppFabric API BIE (TEE )

- 254 E DI AppFabric API ERHER (FEE )
- REEE DN AppFabric 5 API $538 (FEE)

Y E I APIsHY AppFabric
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https://docs.aws.amazon.com/appfabric/latest/api/

AWS AppFabric EEER

RS EE DK AppFabric APl EiE ( TEE )

4+ ENH The AWS AppFabric HEERERRTEEAEE , TEEEEFEE,

AppFabric WAEE D EEXZE T 5B,

WMFFRE Atk AppFabric API BifE , 55288 AWS AppFabric API EjfF,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback

- B

» UpdateAppClient

e

4 E N The AWS AppFabric HREERRTEEAEE |, WEESEFIEE,

1 AppClients

hY

x

i

b=
Tt
Vaid

KX

AKX
AAREZHRA JSON BN TIEHR.
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EEEmE

28

app_client_id

redirect_uri

state

CreateAppClient

Description

EZ R AppClient ID,
RERERIERERAEENEQE B URI,
P AR RE R B [0 I 2 AR RERY I — 1B

4 E N The AWS AppFabric HEEERRTEEAEE |, WEESEFIEE,

37 AppClient,

i

F

=]111}

[o]
at
dl
it

FARAX

il 3
F
et

A REZERA JSON AR THER,

clientToken

Description
FERAEXNEE,

WA FH

RERS  RETRB 1, REERA 255,
MR 2

EESRENE—, B2 X NBHEBRN , MBAFRNES
., EAREREHERBR  MAGRINBRIATHEENR
F. BHERNESERHEN REFWY  tERZEAMEHMES
BEEMEENE, RMEREER UUID BENE,

B

176


https://wikipedia.org/wiki/Universally_unique_identifier
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28 Description
MREAREHRLE , Bl E/EAWS EEREHE,

MREFEAHEBN EREECLientToken |, BEFEATENS
2 BAEFRSAMYE RIdempotentParameterMismatch
8RR,

B|A . R

B : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

customerManagedKeyldentifie H BFZE£#® ELEM ARN AWS Key Management Service,
r SWARMEES,

MRREESR , AIEAWS XRESR £/ . EERGERZE
BRIEROVBREH RS,

WMEAWS HEEN IR IEFZETRNFHEEN , 728 (
AWS Key Management Service BIZ A B1EF) R EF S H
AWS £i8.

B/ PR
RERH : RETREA 1. RELRA 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

BVE B
description FEREZXNRA,

A . FEH

MR Z
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EEEmE

B8

iconUrl

redirectUrls

starterUserEmails

tags

Description
AppClient B/RSRFFH URL.
HE . FH

RE &

RERERRERAEENEQE B URIl, B&RZFLFE 5 (@

redirectUrls, f5l#0 https://localhost:8080
BH . FRE5

SRS : HEMTRA 1, HEHLERAS,
RERS : RETRA 1. RELERA 2048,

B (http|https):\/\/[-a-zA-Z0-9_: .\/1+
U

AFFRABEBCARNEAENAFSE FE 4t |, 5
AppClient B A 1k,

¥H  FHED
ESIKE : BIEEREBEA 1.
RERS : RETRA 0, REERS 320,

B [a-zA-Z0-9. 1#$%&’ *+/=?~_"{|}~-]1+e[a-
zZA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

MR =

BEiERGER < ERIERNRBEH MRS,
HE . BRY4ES

SRS : HE BT RA 0. HEBLRA 50,
HE

7|

B
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B fETE
WMEREERT , BIIRFER HTTP 201 EFE,
[RiEEEE T 5 JSON X E R,

2% Description
appClientSummary ‘@8 AppClient HEE,

A - AppClientSummary ¥4

DeleteAppClient

4 E D The AWS AppFabric IR ERTEEMRE |, MRESEMMEE,

MR ERRERXAFiR,
ES

B
‘%‘7
>
S

[o]
t
di
it

AKX
AAREZHRA JSON BN TIIER.

B Description
appClientldentifier ERAMFERZ AppClient B9 Amazon Resource Name (ARN) %

Universal Unique ldentifier (UUID),

RERS : RETRB 1, REERA 1011,

B : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ME 2

B
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O fETTE
MEBEERD , AIRBEXEESZE HTTP =B/ HTTP 204 EIFE,

GetAppClient

4 N The AWS AppFabric HREERRTEEARKE |, 7]

mp
(aYay
g

B2 E,

&[5 AppClient K1HEEE

il
§_{I_III

x

AAREZ A JSON BN TIER.

28 Description

appClientldentifier EAMEER2Z AppClient 8 Amazon Resource Name (ARN) 2%

Universal Unique Identifier (UUID),

RERH : RETRB 1. REERA 1011,

#3 : arn: . +$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

VE .2

o fETE
WMREMERTI , BIRFSER HTTP 200 EFE,

RIS EER T 5] JSON XN ERL

B
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28 Description
appClient ‘@& AppClient HHEE N

R : AppClient #14

ListActionablelnsights

£ E N The AWS AppFabric HEERNRFEEBMEE , AleeREFTRE,
JIHREEMTTETHHAR., EEMEMER,
FE

SRR

E)ER
HESRWK
ERESEHEA JSON BB THER,

25 Description

nextToken WMEEE nextToken |, BIEEZFERAA, {EnextToken

=BEEHNHE -2 EFR. FRERNEZRFBEGETEY | 2L
HMET—8, EMEHMSIBRETE, BEIEFEHFEE 24 D
BFRIBH, FRBHNS BEXASER HTTP 400 InvalidToken
g88a,
EfETE
MREERT , RIFRIER HTTP 201 EFE,

RIS EER T 5| JSON KXW ERL
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31 Description
ActionablelnsightsList FIEAITHIRR , BiFEE. B, BMENEVNRREER. W

EFMER , 8B Actionablelnsights.

nextToken MREE nextToken , AIEEZERTH. W{EnextToken
EERAEENE—2EFR., FRAERNFRABRETEL , 2L
HET—EH, EBREEMSIBRETE, SEIEFZHEE 24 /D
RFRIBH, EABHNS EFRHEEE HTTP 400 InvalidToken
#5558,

B/ . A

ListAppClients

4 7E N The AWS AppFabric HREERRTEEAEE |, WEESEFIEE,

EE A AppClients HIEEE,

i

F

3
%
>
S

[o]
ot
a
bl

FARAX
ERESZEHRA JSON XM THIER,

2Y Description

maxResults BXRXFUERWERHSE LR, BLEA nextToken HSE
—SHEREM,
ERRLR, BRI EENERERSETEIRIBEENRZRK
o

BHEE : H/MES 1. &AESR 100,
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28 Description
nextToken WMEREE nextToken |, BIEEZFERAA, W{EnextToken

EEEEENHE—2BEFR., FREQNFZAERETEY | B
BT —H, BAEEMSIHRETE, SE2EZ/FSE 24 /)
BEFRIBH, ERBHNS BEXZA/SER HTTP 400 InvalidToken
$535,

E)PES
WMREMERDY , BIBRIEER HTTP 200 EFE,
R EER T 5| JSON KXW ERL

2% Description
appClientList ‘ZE AppClient #ERHEE,

A - AppClientSummary ¥4 #BE 51

nextToken WREE nextToken |, BIEEZHEREATAH, B{EnextToken
=RBEEENE—2EF/N.,. CAEENFRERETHEY , X
BN T—H, BAEHMSIHRETE., SEIEFHEE 24 /)
KRB, EHBMND EFRFEER HTTP 400 InvalidToken
iR,

HR . 25

ListMeetinglnsights

mp
(\ay
)

A E DK The AWS AppFabric THEERERTEEAE , e EFEE,

IHBREENATITERSEN
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- BERE

FARAX

A REZERA JSON A THER.

231 Description
nextToken WREE nextToken |, AIBEEZHERTAH, B{EnextToken

eEEEENHE—2BEZFN., FREQNFZAERETEY | B
HMIT—B, ErEEMEIBRETE, SE>EZ/EE 24 /0
RFRIBHl, FERBHENS EFZRSER HTTP 400 InvalidToken
$835,
CfETE
MERSERIY , RIFRIEER HTTP 201 EIFE,

RIS EER T 5] JSON KXW ERL

28 Description
MeetinglnsightList FIHAITHEREAR. WEFMEER , 2B Meetinglnsights,
nextToken WMREE nextToken , AIEEZHERATA. B{EnextToken

eEEEENHE—2EFR. FREENFRABRETEL | B
M T—B, ErEEMEIBRETE, BEA»EF/HIE 24 /0
BFRIBH, ERBHNS BEFASER HTTP 400 InvalidToken
g5ea,

B/ PR

PutFeedback

4 N The AWS AppFabric HREERRTEEARKE |, ]

amp
(\ay
g

B2E,
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AHFEAERIBEIRABFENEREE,

ES]

=3
B

X
P

X

ol

Io]

FE

il
v

FARAX

BRESZEHA JSON XM TIHIER,

28 Description
id FERXERESENYIH ID. iERELZ Insightld 2 Actionld.
feedbackFor FERXERESGNERZER,

ATAERY{E : ACTIONABLE_INSIGHT | MEETING_INSIGHT
| ACTION

feedbackRating 18 WEREGFN 25, FolsHT,

EETE
MRBERY , AIRBSEREAZ HTTP AXK HTTP 201 EfE,

R
4 E DM The AWS AppFabric IR EERTEEMRE | MRESEMEE,
BEMNEATZE AppClients RIRFEFFRIZHEE,

£

% S

%
F
¢

= 1111}

[o]
t
dli
it
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FARAX

ERESZEHA JSON XM THIER,

28 Description
code R Ein BB BN RER,
B/H . F&

RERH : RETRA 1, REERA 2048,

VE B
grant_type FRHNRFTERE, ¥HAA authorization_code |

refresh_token o

WA . FH

BE 2
app_client_id AppClient #9 1D,

BA . FHR

B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

MR =2
redirect_uri BEERERHENEFED URI,
A . FH
PVE:H
refresh_token AN E R AR IR B A ER AR
B|A . FH
RERE : RETRA 1. RELERA 4096,

B 186
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B8

Bl TE

Description

RE &

WMREMERDY , BIARIEER HTTP 200 EFE,

RIS EER T 5] JSON KXW ERL

28

appfabric_user_id

expires_in

refresh_token

token

token_type

Description

FRNFERE 1D, ERSEHEFEMR authorization_code

TRENFERED,

BH . FH

EEEREFEEGT:EE 8

A : Long

ARZEEFRNEMBEFTR,

B F&H

RERH : RETRA 1, REERA 2048,
FEHFR,

BHE . F&H

RERH : RETRA 1, REERA 2048,
FRRE,

BHH . FH

i“’i

B
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UpdateAppClient

4+ N The AWS AppFabric HREERRTEEARKE |, 7]

mp
(aYay
)

B2 E,

E# AppClient,

£

EHE S

%
>
<t

= 1111}

[o]

T

ol

FARAX

AREZ A JSON BN TIER.

28 Description

appClientldentifier EAMEERZ AppClient B Amazon Resource Name (ARN) 2%
Universal Unique Identifier (UUID),

RERH : RETRB 1. REERA 1011,

#3 : arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ME 2
redirectUrls BPREAEEERERAEEFENDE M URI, BRZTLHIE 5 @

redirectUrls, 30 https://localhost:8080
A . FHMED

fESIRE : HE®TRA 1. HEHLERAS.
RERE : RETRA 1. RELERA 2048,

B3 : (http|https):\/\/[-a-zA-Z0-9_: .\/]+
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ElfETE

WMREMERTI , BIRFSER HTTP 200 EFE,

RIS EER T 5] JSON KXW ERL

25 Description
appClient ‘@& AppClient ¥I1BEEE -

B ; AppClient ¥4
REEE DM AppFabric APl EREH (FAE )
A E K The AWS AppFabric ZHRERRTABME , TS EMEE.
AppFabric APl B8 EBEFEANSEERER, ABFMARPERRLEEDINEEN AppFabric &

J|E,

I FRA H iz AppFabric APl EHHHER | 5528 AWS AppFabric API & EIEE,

/A Important
TREERNFEERPEETENIEF. BAEX TR ERNE -RBEIEF.

&

 Actionablelnsights

+ AppClient
AppClientSummary

* Meetinglnsights

» VerificationDetails
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https://docs.aws.amazon.com/appfabric/latest/api/API_Types.html
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Actionablelnsights

4 E D The AWS AppFabric ZIREEERTEEMRE |, TRESEMEE,

FERBEAERARRNERESTNETEN, TEEEHF. AENEE  AERERHEENEE
BFENREE, ERETUERAEXEEZHIR , UHBEMAUSRER XL —-RNEE, ELFR
RUER , RPEAER/MEZE VR RRBEUREERRNENERARXAXmNSE | HlNAERE
o

28 Description
insightld FrEA TR R E— ID,
insightContent EgSERNRREFNRHEEEAREERIRENA M.

ERTERRER (<a> ZF ) B HTML AZ,

insightTitle EENREREE,

createdAt ELERRAEE,

B RELENEREBNEIEEE.
BEUHIETISEH

- actionId — FTEXBENME— ID,

« actionIconUrl —EBREHPHTEHECEAEINNET
URL,

« actionTitle — FRELEENIERE,

« actionUrl — B#&EAEE AppFabric fEAE A D@L
RABNITEERME — URL,

ATHITEME , ISVERAEXEFEAN URL BEAEENED
Z AppFabric FREAOMY (BEHEM) .

« actionExecutionStatus — IEHEMEAREENFILE,

AIBERY{EA : EXECUTED | NOT_EXECUTED
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EEEmE

AppClient

4 N The AWS AppFabric HREERRTEEARKE |, ]

‘@& AppClient K EREE Ao

arn

description

iconUrl

redirectUrls

amp
(\ay
)

B2 E,

Description

FERAEXEHE,

BAE . Fa&

U

AppClient 9 Amazon Resource Name (ARN),
A . Fa&

RERS : RETRA 1. RELRA 1011,

BX : arn: .+
MR =
FERREXRA,
A . FH
U

AppClient Bl REFHH URL,

HH . FH
PNE . &

AppClient 2FFHVEFHE G URLs,
A FRET
SRS  HEETRA 1. HEHLRAS,

EREE
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25 Description
RERS : RETRA 1. RELRA 2048,

B3 (http|https):\/\/[-a-zA-Z0-9_:.\/]+
VE .2

starterUserEmails AFFEIRUAZBERNERENAME FE4tut | B
AppClient B3 & 1k,
B . FEMET

BESIKRE : BEEBEEA 1.
RERS : RETRA 0, REERA 320,

B : [a-zA-Z0-9. 1 #$%& " *+/=22_"{|}~-]+e[a-
zA-20-9-1+(?:\.[a-zA-Z0-9-]+)*

PE =2
verificationDetails ‘@& AppClient BB MREFREH,

A : VerificationDetails ¥4

ME .2

customerManagedKeyArn AWS Key Management Service & AppClient E£H BEFSZE &
# Amazon Resource Name (ARN),

H|A . FEH
RER4 - RETREA 1, RELRA 1011,
B arn: .+

PRE &K
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EEEmE

B8

appClientld

AppClientSummary

Description
AppClient By ID, REAREARZIXAF®N o-auth RiE.
B/H . F&

B/ : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

4 E D The AWS AppFabric IR EERTEEMRE |, ARESEMMEE,

‘@& AppClient K EREE -

verificationStatus

appClientld

Description

AppClient 9 Amazon Resource Name (ARN),
H|A . FEH

RERS : RETRA 1. RELRA 1011,
BRX arn: .+

PVE B

AppClient B8 & R 58,

¥R . FH

B {E:pending_verification | verified |
rejected

ME 2

AppClient 8 ID, &*TAREAERNAF®MN o-auth fifE.

EnEn
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EEEmE

B8

Meetinglnsights

Description
HE . FH

B/ : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

4 E D The AWS AppFabric ZIREEERTEEMRE |, TEESEMEE,

SEE 3 EEBNRE , UREFEWN., ABNERAENKm , URER. EFEH.

BEHRER.

2%
insightld

insightContent

insightTitle
createdAt

calendarEvent

resources

nn
i
S
pr o |
=\
m

Description
FRE4ATE REYME— 1D,

ARNHEAENFRERX R AR RFMAER. MR, [TEL
MRREE,

EERE REE,
ELTRRAEE,
ERERAINERTEEEHIER.
TEBEEHIH

« startTime — EHHBAER,
e endTime — B RER,
« eventUrl — ISV ERAEX LITEBEHM URL,

a2k HBREMERNBESELFR.
R

EnEn
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28 Description
 appName — ERFIBHNEAEZXERE,
- resourceTitle — EREE,
« resourceType — ERHNEH,

AIRERY{EA : EMAIL | EVENT | MESSAGE | TASK
- resourcelrl — EARIXFHEIR URL,
« appIconUrl — ERFIBEABRIHNEE URL,

nextToken M T—#HEIENSEFR, ER—EZEAMSN , NEEE
null, RREEESFTEHRANER,

VerificationDetails

4+ ENH The AWS AppFabric THEEERTEEAE , TEREFEE,

‘@& AppClient BRBEHMREFEEH,

28 Description
verificationStatus AppClient B8 & R 58,
B/H . F&5H

BH¥ME:pending_verification | verified |
rejected

U
statusReason AppClient ERFERER K,
A FH
RERS : RETRA 1, REERA 1024,

PNE B
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BS4EENM AppFabric R APl §558 ( FEE )

£ E DK The AWS AppFabric HEERRFAERE , AIRe BB E,

AEHH APl BHEH R the AWS AppFabric £E hIhEEM & R85,

MEMABHM AppFabric E R API 8852 , 5528 (AppFabric API %) F#y & ¥ AppFabric
# AppClients 174 E 5B BE## AppFabricFl AppFabric APl & B$858, AWS AppFabric AWS
AppFabric

BISAR B B Description
TokenException FRFE RER,

HTTP AREEHS : 400

AppFabric FHVE R EIE
4= I The AWS AppFabric 1B ERTEEMRE | WEEEEMEE,

AppFabric #EEER |, #5 & ARNBERIFERIER AppFabric E¥EH Amazon S3 FEFETEYF |, M@
BEW ; EERRARMEEFAERENER. RACHSENREBERRABLZNASR , HbT
REORBENENERTNE. RMECKRARREAERHIE 30 RNBEBMBREFRE. AppFabric
TEFERACHEELIBEEIMNERNRREERR. fln , EFAEPEERENRE (FEARER)

i , AppFabric B L #XEARIKEER , METERTPEERNEAREATAEERNBRE
43A 8. AppFabric W RAEREARE 30 KAMBRLLEER,

AppFabric T8FEREAERBRRIIGHRASZSARELE RN RNERAKBESER, WE AppFabric £
3 Al SHEERYEFARERA |, 3528 Amazon Bedrock FAQs,

E=nS L 3
o e 27

AWS AppFabric ZEBFEMNE , ER—ERREFWmIMNEZIIEE , Hd AppFabric EEFE A& RS 2R
BB INFEFERAEEBENMEER Y ELERNERBEHRRELER,
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https://docs.aws.amazon.com/appfabric/latest/api/CommonErrors.html
https://aws.amazon.com/bedrock/faqs/
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B inE

AppFabric £/ TLS 1.2 REERPHMBERS , WA AWS Signature 58 4 [RZEEFE AWS IRIEHY

API 553K,
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AppFabric FEYfiTzE M 8=
AEEFRB in AWS AppFabric FIBRMEE MBS , UiFBEmRBER,
EREXEHS

AppFabric EREXNEHSREFE AppFabric ERAERXRENER (FZ2RTIENESR ) . &1
LLAWS 1RF A8E By —EEAEIES AWS EiF,

AppClient (ttREABXAFRMEAEXAFRK )

BRI AEARERK OAuth AppClient, BEERHZKEERAEXNBEETM AppClient FEEFFEL
AppFabric E¥l, REASFERAEETE AWS IRFF8EaEf AppClient, 18 AWS R F R aEEE M — (&
AppClient, AppFabric €& AppClient {2 FEUER ., AppClient A3 Ei%EiBIt AppClient FEX
AppFabric Eflz EREWE R AREXWHEEER.

FEREXRE

EREXEEERT AppFabric BENERERXNERNEBNTT. ©AFREHNERREXNEERER
B , £ OAuth ( IR - AERE , ARBRTEARXER ) RMEAFEFER (PAT) BAE
flo BUNUABRAEAERERNEAREZERAENRE (&% 50l ) . EFZE AppFabric EiBEHE
EREANESEEAFMENEARARERISR A R EAEARXEAFEINEXER. HANE
AEREFER AWS #HERN £ K E AWS Key Management Service (AWS KMS) WEF S E &8
iz, XFEFE AppFabric #H,

HEEY

AppFabric HINEFEAEAEARE  BBERAERANLE APIs REABRXRIEZAS. A&, ©
ERRZEAFINE-—NZE (KZSEME ) B,

RAF# ID

ECEBVEREAREUEMER OAuth MENEAREERE , AppFabric AJREE B RIERMHEA F iR
ID MAFRRR, EUNEERARANErRERAREINTKRIAF iR ID MAFRME, IFEEE
ErRERARATMESKAFR IDNRA , F2RAXENEAER. XANAFRK ID MAHF K
MEEEA AWS HEN SR B FZE AWS KMS &% , 7RI AppFabric H,

Client secret (F F iR ZH5)

ECEVEREAREUEMER OAuth MENEAREERE , AppFabric AJREE B RIERHEA F iR
ID MAFRRR, SUNEERARANErRERAREINTRIAF iR ID MAFRKE, IFEEE
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BrRERABATSRAFPRUBRZUENET A F2AXENERAEN, HANAFRKIDMAF
ImMEEER AWS AN TR NEFZE AWS KMS £|R%E | W7 HFE AppFabric #H,

HREY B AV

HERE N EREFHRENERNEZAFNNE. SEENBUTUEEZARZIIE—SZHE
Bttt (&ZHME ) , Bl Amazon Simple Storage Service (Amazon S3) f# 1287885, Amazon Data
Firehose AWS tRF ., $IREBEENH , FUUEREAFERERFAEREELARKARELLE
HBiR %S (OCSF) BB R, EE OCSF EBERE , LA LIES BFEMNER (JSON = Apache
Parquet)e R BTEIEE Amazon S3 A B Withks , F8EfEA Apache Parquet 3,

BRI AERRER
H& AU AppFabric LAfE AppFabric BRBE LA RWERER.
OAuth

OAuth R—ERHRNEABE , I Web, TENKEAEARXNBERESEPATLER
¥, AppFabric £ OAuth RE I — L EAENRE,

Open Cybersecurity Schema Framework (OCSF)

Open Cybersecurity fZ#8#1A %4 (OCSF) R—ARMERRIFER , REANBEREBERNVTER
2B UREBREEENROZEEEBER, HEBRNEAERNEEETURALYER LB ERENGE
BiER, BEEREMETMRE, EARXSIBMALSRIRANBEREE  BREXRENREEEN
EF. AppFabric EIERIEBER , LU LR (SaaS) AR UM EBEHERE | AppFabric X#
WFTE SaaS EAREXNEK AR SZENL, MEFHMAER , F2REAHEERZEEBIERERE for
AWS AppFabric,

BAFEFARF (PAT)

BAFIRFR (PAT) R—#HFx , TARTFHERRSE K MAR—RER. ECBRYEARENREL
BfE A PAT REEMNEARENERK , AppFabric JEEE ERZIRA PAT, Ba I EEARER NS 2
BEEARIPRE PAT, NIEERESsRIFEARIFAESK PAT WRE , FSREZENE
AREX. HANBRBIRFFHEER AWS HEN SR NEFZE AWS KMS £®|N%E , Y FERE
AppFabric #,

BRIk = 71

ERE Y AppFabric BREAREBUEEARNNERE  FERARATERLRBIRF UETER
BEXE DB, AppFabric AIREEERRBIEF FRERERAEXREEFN —H0, NFEEES D
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RERAEXTSHEBIRFFFNRY , FE2RAXENEAESN. HRANKRBIKREZFEER AWS
BENTR AEXFZE AWS KMS &% |, W7 HFE AppFabric H,

#HAF ID

EERY AR SR | AppFabric AR ERZEMAEARINARAS D MEAFEE. BAS
D RERRAEASHE-—BIY. SEEARKENERF TREETRNNE i W IEE
ID Slacksk #4835 IDAsana. MBEREEARAFBRMAMAS D LENRSY , HSWZENEAE
e

HEEE

ELEVERENARER , AppFabric TREEERGRHEEARANEAF ID NBAFERE, AR
AHRCRMAREAF DNKE—2H , TAREAEAENS. HERARNELEARARENE[EE
HYEEEN
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Z 4 in AWS AppFabric

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMHR AWS BECBNARRE, AFSEEEAREERRERNEZEYE  NERPHLZEM

- EWRMNEELM -AWS BEREE AWS ¥ PHITHERERE AWS Ef, AWS 1t ARIEMHAR
2HEANRE, FAWS SHFHEIERY , F=FEZASSEHAHTNRERMZLNEN S, &
ETH#ERMN AWS AppFabric W& #HRETE| , FZBAWS SR80 REEHE,

- BT et - ENEEEUAREER AWS R 1 . SHXAHRAMEREE  SFEERNER
. BRFNERNERERNER,

R B E T B AAIE A AppFabric RERHABIEMEER, T EEFRAUMMERE AppFabric
URERNEZLRERER. ShE T MIAEMEM AWS IR¥ R i B S B2 NRE AppFabric &
Ro

&

« in AWS AppFabric & $HRE

« for AWS AppFabric # & 2 # 17 BN & 1B

« for AWS AppFabric B & 1R Ea %

« AWS AppFabric W& £ RITER

« in AWS AppFabric B 1x 18 AE

- EREEZR S in AWS AppFabric

* in AWS AppFabric 7 #9822 47

in AWS AppFabric EXHRE

AWS HESEEEZEAR in AWS AppFabric WERHRE, MEERFMR , AWS EEFREHITA
B NEEERNE AWS Eif, CEEHECHERRRLATARNEGE, SERBESEMER
AWS BE#% MR SHEEMERTK, NFEERBIAENFAEN K F2RENELEERBEE, W
EEONERHMRENERENR , F20 T —RERRELESE (GDPR) Fdv

RRRE o


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/

AWS AppFabric EEER

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imEh. MEHER FIPS Ml FIPS iwHMNEZHEEN , B2RB B EFIRIEZE (FIPS) 140-3

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
h o, FlunE B, ETEEEMEA AppFabric iEAEEE. API AWS CLITE AWS SDKsHY H At
AWS R B, ZEEBREHEAXNFERUTRANTAERTTEEARTERZE B, WREIR
HAIBREREFM URL , RFAZIEBRF VN ERB LEHZARBEZFZRG URL P2 EBEBEA.

@® Note
MEFAR AppFabric 2 ERHRENFHAE , 552 MAppFabric FHEREE,

TRE N

AWS AppFabric X EFEMNE , ER—ERRF[HMNZINEE , ELLIEEFAppFabric EEERAEXE
HREINEKE , WERLFAMZELEARIEGAHBNEER , Y EAFNEREREELE
#l, RIRFEEL , AppFabric A AWS BB 288 from AWS Key Management Service () B9 2Rz
B ERAWS KMS, Bt LBEFEABCHEFZESBRMBEER AWS KMS,

EEMBREAEAENHK , HirERRERSS K AMER.

B inE

REEAERIENK , ZULLUEE AWS AN SR AEFZESR, WEMZEE(LEM B FHEEW
BRI |, AppFabric 245 E R 1 MIE P # Amazon Simple Storage Service (Amazon S3) fE17ETEE
o WFERALSREEETNE, KPERFITRSE 30 REACARFIREWEHBERER.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS AppFabric EEER

AppFabric £/ TLS 1.2 REERPHAMEESR , WA AWS Signature V4 2E B AWS R API

TREE

AppFabric XEMERA AWS AN SR X FZESRNEZER. RMNERECERATFZESR KA
CARET2RHMBENER, ERERTFIESME , AppFabric B ERBREREEFZES
W URTHEREFZESRER.

EFHEZR

FEEVEFZESR A FHER CAWSKMS RBAEER) PHNEVEBEME KMS SRS R,

ERBREFHHEFZESRNEFN. SARFZESRBLARAF —ESREE , HPasREHT
UERSREEEAARANRAR. ZEVEFIESRE  TUEESRBK, IFFHEYERK
RIWEH , F2H (AWSKMS BEAEERM) PHEYERBER.

= EER AppFabric FREFZE S8 , B3 AppFabric IR AWS Identity and Access
Management (IAM) FAESACKXEEEFHAEFZESRNGT Y. BRMBREEEHE AppFabric
BERFEANE® , X% AppFabric FAEHEBASRNERE. LEZgRHHEENNTIEE,
BHNEREMBENFITAOT

* kms:DescribeKey

* kms:CreateGrant

* kms:GenerateDataKey

* kms:Decrypt

AWS KMS X2 AE5|BLZVEFEESRERN TR, NFTERERNFMES , &
KMS FEABIEE) P PR E|MBE AWS KMS,

3
¥

28 ( AWS

LU R AR WEHIERBUR -

- SN TE AWS IRFRERE BFIE,
- REFERAEFER AppFabric #£E AppFabric FRENEFSE SR,
- £ PREERAEXEHN S/ EERus-east-1,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users

AWS AppFabric EEER

AppFabric t{a1E REAEF AWS KMS

AppFabric EERFTEFEALNEFRFZESR, NEFHEEHN , F28 (AWSKMS A AERE
) FME P%F AWS KMS,

ELEVYERERNEMNR , AppFabric @& BEXCreateGrantiERE RRREEIFEF AWS
KMS, HHIERTF AWS KMS ARE T AppFabric ZERE FIRF R K AWS KMS £#8, AppFabric ER
BT UFERAEFZESRET THAIBRE

« FiXGenerateDatakeyF®ERE AWSKMS , LEAHEFZESHBMZNER L8],

« #DecryptFAREEE AWS KMS UBEZMEZNER IR  UECHTHRNBRENER , XEESE
Bh@EREAEXENF,

« BEXEEncryptiERE AWSKMS , Uiz Em N EAENEZRER,

LT RETHEH,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€a000fbofba@SAMPLE",
"GrantId": "@ab0ac@d0b00f00eaddccPaeddfcOdbcedddcO00f0000000cObc@a®@@@aaatSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
}
}
},

EEMBRERREINELR , AppFabric BEAHEFZESRBENET.
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

AWS AppFabric EEER

Etim AppFabric W iNZ &8

BI85 E AppFabric 5 AWS KMS B S E SR , LA LUEA AWS CloudTrail H&63KiE #
AppFabric EIXHFER AWS KMS,

AR 2 AppFabric CreateGrant AR EF ZE SR IFATECHM CloudTrail S48,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",

"requestParameters": {
"granteePrincipal": "appfabric.us-east-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
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EEEmE

1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",

"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

}I

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

iy
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObcPadd@daaatSAMPLE"
iy

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"

BLi% AppFabric I in# <48
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for AWS AppFabric B9 & 2 MEZIE

AWS Identity and Access Management (IAM) 2 AWS BR¥ , AIiHBIEE & 24 iR H1¥ AWS &R
MR, IAM BEESTRHHTUETEIRE (BA) NEE (EBFY) , AER AppFabric &
Bo IAM RETTUREER AWS BRI 19 -

FE

- BEER

- FRASIBE

- FRABREEFIE

« How AWS AppFabric TJE2 IAM &8 f5E F
« for AWS AppFabric # & % E B & 5l

« {#F AppFabric IR ELRE A

« AWS for AWS AppFabric # Z&H%

« WEEDE AWS AppFabric & % F1FH

BEHR
£EA B AWS Identity and Access Management (IAM) RIBEN B EMEPMTE :
- RBERE — FREIFNELYRE  FOEEEFF

S5 NEFR)

- REEEE — EEREFEAEFIELRIMEEBTTHER (528 How AWS AppFabric AT EE IAM
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= EMR AppFabric 0 B BERIVEHI |, 5526 for AWS AppFabric B9 & 2 B B SR €45l
AppFabric PV ERE BE
SEEREBEK B

BEREBREH B EIRA JSON RN, EREBRNRE REHIR IAM ASEEEEMN
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« AFFEI AppClients By 1ZEUE
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BoRARREHESIRFANEBASEETUEY, FIEMER AppFabric &R, ELEETRESR
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- ERSREERT - RE IAM BERNFTE , FERTHTEBAMENTT. ARRLAN , &7
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BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2B (AM EAEERM) PHEA IAM Access Analyzer B 7 BUE.

- EEZEEERT (MFA) - MREHEFIEE IAM EFHER EFE’J*E{EFH% AWS RS , FEBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#, BF2E (AM £HEER) PHEE MFA E’J;zé API ZHL,

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8H,

£/ AppFabric £ A&

# AWSAppFabricReadOnlyAccess AWS S EBFREEEZZMN IAM B9 |, LUSHEES

A% F AppFabric fR7 , 2IE HH AppFabric T8 & AWS BB XA, HE , B L
AWSAppFabricFullAccess AWS ZSEHFREREZ IAM 5% , LU F 419 AppFabric RIEH TRE
HEFA, WMEFMER , BESBAWS for AWS AppFabric B "é"ftil%

BERARZE IAM BUREHIH AppFabric
T 5B SR 5058 A AppFabric & £ &L,

RHEFREREAENS
THBEREHER T AppFabric BRI+ AR EHVFEUHE.

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:StartUsexrAccessTasks",
"appfabric:BatchGetUserAccessTasks"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
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EEEmE

}

REYEARENEHNEFER
T 5 B R €545 PR %1% AppFabric BRI EERAEXNEHNEFEL

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
]
}
BER 75l b BR =545 LE 4R ER

T3 BR €5 & R B M EREF L AppFabric AR % BV HEEL

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": ["appfabric:*"],
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"Effect": "Allow",
"Resource": "*"

"Effect": "Deny",

"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
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£ ENH The AWS AppFabric THEERERTEEAEE , TEEEEFEE,

T %I Bk 45058 FH A AppFabric BY4E E S IhEE,
R FEME B EVEE D ThEE
T HIBER €5 514% T ¥ AppFabric FIMEEZEVE | LLBBE A E HIhEE,

/A Important

 IAM £#2 A8 JSON BURimERR FHTEILBURE | B RE A BNV EFER, ERRE

AERAREEDEER AppFabric B BIERAEMRE, EEZZ MR EEE T BUR.

R TEFIEE LR
T BB K & 5142 F AppFabric &£ & H IR TR IZEUE,

/A Important

£ IAM E#2 517 JSON BURIRERR AT B ILBERE | SR RE 5 I EMBIMFER. ERHE

RERAREENNRER AppFabric B BIER A EMRE, ERZZMIER L EEE I BUR.
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THHREREHSEFEML AppClients ZEVE, MEFMER , H2BE L AppFabric LEBBEE D
AppClient,

/A Important

£ IAM E#2 A8 JSON BURmIERR FHE I BUERE | S RE R NN BFER, ERRE
RERARNEEDWRERN AppFabric B Bl ERTAERE, EREXBHHRILEERE I BUR.

AFEFEEELEE AppClients BIEFAHE A

THBRES SR FEIE , LUES AppClients FFHEF. MEFMER

ESBES AppClient
WEHRE~A.

/A Important

£ IAM £#2 A8 JSON BURIRERR FHTEILBURE | B E R EMNEFER, ERRE
RHERAREED RN AppFabric B Bl ERFAERE, EREXPHHERILEEE T BUR.

AFFEESH AppClients

THIBER & B F 5| H AppClients B FEUE. MFEFHER

%
3

SESBEUS AppClient BEEMAE A

/A Important

£ IAM £ A8 JSON BURmERR FHTEILBURE | SRS A BNV EFER, ERRE
AERAREEDEER AppFabric B BIERAEMRE, ERZZ MR EEE T BUR.

REFEH AppClients By FZEUE

T B R EHIR T EH AppClients FIFZEUE, MMEFMEF , FSEEF AppClient,

/A Important

£ IAM £ 58 JSON BURimERR FRTEILBURE , SRS A BNV EFER, ERRE
REAREENRERN AppFabric B BIER A EMRE, EEZZMIERILEEE I BUR.
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AFFFEUARIBR AppClients

T 5B R &I FMBER AppClients FIFZEUE, MNEFEFMERF , FSBES AppClient,

/A Important

£ IAM E#2 A8 JSON BURmIER T E I BERE | B RE R EMNEFER, ERE
RAERARNEED RN AppFabric B BIERTAERE, EEXPRERILEEE T BUR.

AHFFHUARERARER

THBRREHRFEAER API REEAEANFIE, NFFEES  F2REENRELHNER
B,

/A Important

£ IAM £ A8 JSON BURimERR FHTEILBURE | SRS A BNV EFER, ERRE
AERAREEDEER AppFabric BRIERAERE, SEZZ MR EEE T BUR.

Hith 1AM BUEREE B
AFFEAERRMAF S HFT

WEHSREBMMBILIBER , AFF IAM ERERGM MEMBAERES 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl UREREREH AR B ENSFT

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

5o B BRI 220



AWS AppFabric EEER

}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

$H AppFabric WIRISEFEAE

AWS AppFabric A AWS Identity and Access Management (IAM) [Ri$E&E AE, RS EEAER
BiEE#EZE AppFabric FIE— IAM B &8, REEZLAGH AppFabric BAER , Y B SZRE
AWS IR KREWEWUE A FrENFIERT T,

fRI%ERE A BT BEERRMEE AppFabric, RABT A FEFIELEMFTA, AppFabric ERHR
KEEACGNET  BRIESEEE , BAIRE AppFabric TLREHAR, EENHFUSREEEEEER
MEFABUER |, Y BZFFUBE T e E I H A IAM B8,

BB ALEMBRBRBEEACHEEER , FEEMER, ERRZFLMN AppFabric EIR , BRETE
FNOBBREFIERNET,

NERRXERKEFACHEM RBENER , FSEAWS EH IAM BRTE , WERKERESCH
FEREARNEK. BEEEFERNE , IRAXBRBENRBESSEX .

AppFabric BRI ERE A BT

AppFabric fEf & 5 KRG ER A AWSServiceRoleForAppFabric — /25 AppFabric #$#& ¥l
AREEE B &R |, Bl Amazon S3 f#1FETEE 5 Amazon Data Firehose X1 8B, TEAFT
AppFabric # CloudWatch 1§ & R FEAWS /AppFabricin B Z= R,

EABBERAE 7T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS AppFabric EEER

AWSServiceRoleForAppFabric R ERZABETTIRBKEUAETAE

« appfabric.amazonaws.com

25 NABHBEAWSAppFabricServiceRolePolicy ft§F AppFabric His EHE R T 58
(=

- BF : £ AWS/AppFabric & ZEcloudwatch:PutMetricData® ., LttEIYEIZF AppFabric #%
EZE B A Amazon CloudWatch AWS/AppFabricin & Z=EMEF . 1% CloudWatch A F
AppFabric I8 FHFMER , FSE B Amazon CloudWatch B Monitoring AWS AppFabric.

« B)E : /£ Amazon S3 #FET#s3: PutObject®, LbE){EIRF AppFabric ASHEEVE R A BRI E
Z Amazon S3 REZETEEMEFT,

- E1{E : /£ Amazon Data Firehose 33 & #ifirehose: PutRecordBatch®, LLEIER T
AppFabric #&#EEVE B A BT E 2 Amazon Data Firehose X138 REIFF o

WMEHMER |, 5528 AWS AppFabric B ZEBUR,

BYERENT , UAHENERE, HESACEY. REIMREBELESE, MEFMER
28 IAM EREERPHREEEA BT,

e

# AppFabric B R EZAE

BAEEFHEIRBELEAR , BEBE AWS EEEEA. AWS CLIE AWS API 3L AppFabric
ERERNEMLR , AppFabric EALEIRBERZ AR,

fmég AppFabric WIREEFE A G

AppFabric & A FF & #mEEAWSServiceRoleForAppFabric RS ERE AR, RETREESEERESS
ZRBEZAC  AUSERLIEEVAGCREBEHER., Am , ZUEH IAM RIFEACHER, W
EHMES  F2BE (AM FAEER) PRREREEERAE,

R AppFabric BRI EZ A E

EETBEATERKEFRACHIIERRYE  RMAEZBEMRZAC, M- , BRRBERES
EndigEnN R kEAER. T8 , SXALMBRFTE AppFabric BRERXEN , o dﬂﬂl‘i%ﬁb’zi%ﬁﬁ%ﬁ
&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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ERBRBEEAE

EEER IAM BRI ERZ AR , BLELARBRZACHEANTNER, AREFERE
1 AppFabric FEVHWERERNEH. NFEFHEN K F2REARLEERH Delete AWS

AppFabrico

® Note

ZIEI% AppFabric REEZERMBRERRERASE , AMRTESRK, FEHBERRLE  FF
FHOERIBIRERARE.

FHMER REEFAR

FH IAM £3# 4 AWS CLI, = AWS API KMiBRAWSServiceRoleForAppFabric RIEE AR,
MEFHFMEA , F2H (AM FREER) PORKREEEZSE,

AppFabric [REERFEABZEN R

AppFabric X BEEFIERMHERKE AWS EiF 1) PEARKEEAE. NEFFHEA , F2HE O $0
AppFabric i 2 FELBEAWS —fiF8E,

AWS for AWS AppFabric B ZEBX

BEMEHUGEAE. HENAE  £8 AWS ZERRLAITREBRERERS. BY IAMEF
EFRFERBNERAE K MXEBRRTACHEBRRAEMENGTT, EEREFHBER , &7
ERARMN AWS ZEBR. EEBRBEERNEARS , W& AWS tREFRER, NFE
AWS ZEBRNFMEN , 728 (AM EAEER) 1 AWS ZEBEE,

AWS R RN ER AWS ZEBR, SEEEE AWS ZEBRXRPHFT. RBEHESE AWS 2

EBCRPHIEEMEF AU EHN . KEENENEXECERIRNMESDBE (EAE, &l
MAG), ENHERBIIFRETHE , RERTESEN AWS REBX., BRETER AWS ZEHK
RPBRET , AUBREFTESRRERENFTT,

AL, AWS XEEZE RBEZEBHBWZEBRR. Hla1 , ReadOnlyAccess AWS X & BURR AT
B AWS % M BEROVERFIE, ERBREBIMNER , SRFBEFENER AWS HIEHERET A,
MFEEHBEBRRNBENRA , F2H IAM R EEREPEEEERENAWS ZEBE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWS AppFabric EEER

AWS ZEBUER : AWSAppFabricReadOnlyAccess

& H 4% AWSAppFabricReadOnlyAccess BURERE| IAM B2, WBORESHET TR T
AppFabric IR

® Note
ltAWSAppFabricReadOnlyAccessERT &R F AppFabric WHERFEE , LERLEED
IhEe,
TR FEAERR
LR BEUTHT :

 appfabric - #FFMEBEARIAEN. JIHEAEXNEN. SERAEXEE,. JHERAEXR
. BYSHEE. P HBEE., EUSHEB R, FIHEIEB N , AR HERER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion”,
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations"”,
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

]I

"Resource": "*"
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AWS ZEBUER : AWSAppFabricFullAccess

&4 AWSAppFabricFullAccess BUREEE IAM B9, LBEEKERIFR T AppFabric AR
%o

/A Important
AWSAppFabricFullAccess BURF & F AppFabric WEENTIEEFRE , RATCHE A
BRTEEMAE, MESHEENIEEE AppFabric BIITFEEMNGHEER , 20 BEAREE
JH) AppFabric IAM BUR &4,

SIS g
BRI EUTHA :

 appfabric - #&F AppFabric TEHNEEF T,

« kms — HEFFSIHBIE,

« 53— HFFFIHFTAE Amazon S3 REETEE , YEHIESREFITEME,

« firehose — ##&F%IH Amazon Data Firehose S &7 , WHIR RS ETRo

« iam- A AppFabric B AWSServiceRoleForAppFabric R EEAE, WMEFHMEN ,
2B A AppFabric RIS ERE A,

3

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

}I

{

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"
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},
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets"
]I
"Resource": "*"
}I
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

},
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateSexrvicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

}I

"Resource": "arn:aws:iam::*:role/aws-service-role/

appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"
}

AWS ZEBUER : AWSAppFabricServiceRolePolicy

ﬁ"i,iﬁ/fﬂ% AWSAppFabricServiceRolePolicy BURMIMNZE IAM B, LB REEZIBREEEA
, SLFF AppFabric RREHTEE, WEFMENR , FSE LA AppFabric W EREAE,

AT A EFAE A

HBREE LT -
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« cloudwatch - #&F AppFabric #3812 & ¥ A Amazon CloudWatch AWS/AppFabricis & Z=
B, #ZE CloudWatch H A] F§ AppFabric 52 EFME , 552 B Amazon CloudWatch Y
Monitoring AWS AppFabric,

 s3 — 5T AppFabric A& HEEH E R A B IEER Amazon S3 f#FET 8.
« firehose - #&F AppFabric A4 HEENH &R M A EIEER Amazon Data Firehose R {1 &R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace'": "AWS/AppFabric"}
}
}I
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecoxd",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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EEEmE

}

AWS ZE BRI AppFabric BT

iR B RIS RIBHIE LB T LK | AppFabric AWS S EBUREFWEMET . MELEEEER

BHEIREE | FEFT R AppFabric XHES &k EE LA RSS HE,

2% HR Date
AWSAppFabricReadOn AppFabric #7118 T FTHBUR | 2023 £ 6 A 27 H
lyAccess — #TBIR HMEBEFT AR T AppFabric AR
%o
AWSAppFabricFullAccess — AppFabric #7318 7 #THYBUR | 2023 %6 A 27 B
HTBUR BEEFF A& T AppFabric AR
%o
AWSAppFabricServic AppFabric #Ti#8AWSServic 2023 £ 6 A 27 H
eRolePolicy — #TBUE eRoleForAppFabric THR
KEFEABHIFBER.,
AppFabric ERtHIBHtEE AppFabric FIREBHE AWS 2 2023 56 A 27 B
EBENEE,

HEEZ BT AWS AppFabric & 2 F17EY
FERAUTEARIGEEZ B AIE EME R AppFabric 1 1AM B[ 883 & M & R RRE,
FE

« REREE AppFabric PEITENE

o BRAREBHIT iam:PassRole HViFE
« REEAH UAHWAE AWS 1RE FEREM AppFabric &R

RERETE AppFabric P {TENE
MREBWRERS  FHERERESTEHE , EHOBERSLEER , RFEHTHE,

bad 3713
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRNFFMERNR , BAVEER appfabric:GetWidget SR BEE4A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , i
my-example-widget B,

ZE A appfabric:GetWidget B)YE1FZER

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MREUWBIEEER | HFHAEE|BEHIT iam: PassRoleEE , BHBERXEEH , UAFEKACGEER
AppFabric,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ER®A K IAMmarymajor EF & EHEEMA EEEE AppFabric REITEIMFE , LT 5IEHIE
R BR , BEFRBEEBBRBALETFHNFT. Mary REKABERGRBIFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
REEARFT UABHAE AWS IRF FEEH AppFabric ER

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BETH AppFabric EEXEELINEE , 5528 How AWS AppFabric A 82 IAM #E £ A,

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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- BETRINIEERNEFIMERMEHBE=H AWSIRE | 528 (AM EAEIER) NS FEER
HIEE=H AWS IRF A,

- METHNMEBBKS S0 RUFIE , F28 (AM £RERER) PHKEFERREAGENTE
THEIRENERE BMSE D).

- MFTHREASENEREBRRETERFFRNCEANZR , F28 (AM £REER) H8 IAM
R ES IR S EREFRL

for AWS AppFabric & 8B %

BETHE RS AWS B AR ESHRTERER , F2RAWS R SR SHEARRBZELRA
BHESRE. WFE-MREF  FSEAWS SR E.

BOLAMER THE=ZARKZEBE AWS Artifact, INEFMEF , FSBE P THEES AWS Artifact,

IER BNSREME AWS R BURRERNHEEN, BLANEGHRER , ARERAEEINER.
WELR BERETHNFMER AWS IR , F2E AWS T2 X,

AWS AppFabric W& £ REE

AWS AppFabric R#tBEZ &R , HEERBNEFECHREBRRBERE, ATHEEHA—K
R, WFRRTEENREHRAT R, EEREEBITRTEARELRELNREFIR , ALFEE
BABREBRE K MAEEAFERET.

EREEESFRENERA TEZREAREN

BB HEFE AWS Identity and Access Management (IAM) &5 7] , {Efa] A &B A LAA& AppFabric 8 Amazon
Quick MEMZ S EANEHEE (SIEM) TEES |, fl0 Splunk, ATERERAEAZSM K EHE
R A{+ZE Amazon Simple Storage Service (Amazon S3) #1FETE = Amazon Data Firehose R 13 & i,

B3 AppFabric B4
& T LAE A Amazon CloudWatch $§#2E542 AppFabric, CloudWatch &4 #1%¢ AppFabric IWEEH |

YHRHEBERER, SUNUREET , EEENCEENRERBREN. WEFRENR K F2RER
Amazon CloudWatch # Monitoring AWS AppFabric,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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in AWS AppFabric FY k18 8¢

AWS £IRERRIERU AWS B M TRERSAEREZE, AWS B RHSEER S RARBEHN
THES , EETHESEREE, SHEENSHEMNEERE, SBRAER , &R EEEN
FRAEXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
BEEN  BE-SHZEERFONERERREES,

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

HBEsRHZ £ in AWS AppFabric

EASERE , AWS AppFabric %] Amazon Web Services : Z4£ 2 FH# 8 A K EF TR AWS £
KR LT RFNRE,

SRR LAME A AWS B4 0 API IO | BB #BE% 17N AppFabrice A ERmAEXE TLS 1.0 REFTMA,
BEMEA TLS 1.2 S EHRAE, AFmtAEXBREMTEBEIE (PFS) WEREML |, fla0meE
Diffie-Hellman (DHE) =% 4% & gh #% F& B Diffie-Hellman (ECDHE), BRA R (M Java 7 MEHARAE) K Z
X EELEN,

WA, BRLACRAFEREHR ID FE IAM TREEBNLAEFEHNSR/REE, T, EEELEHRRER
B AERREFEFEBR , BALIER AWS Security Token Service(AWS STS) o

in AWS AppFabric # Y4 REFEIE 2 47

EREMN IT ZEFIREF AWS B CENHEEE. MEFMREFA ,

2
W

By AWS HEWEEEE,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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Monitoring AWS AppFabric

B R #EE AWS AppFabric & Efth AWS SRS RSN, TRAMNRENERS 2. AWS #HEHT
HIEER T BREEER AppFabric, HEBARRKOER , WERKRKINABEE

« Amazon CloudWatch AWS £ EIRFESR B H AWS ERMEE LHTHEARER. S URERNE
Mg, BYBIERER , URBREET , TREEEEIZEENRER BN S EIREE, Fl
m, BALARE CloudWatch &t CPU £ 23 H 1l Amazon EC2 #{TEIRER Y EFERAE
BEFHBITER. WERFHER , 528 Amazon CloudWatch A &EIEFE.

« Amazon CloudWatch Logs Tl & # Amazon EC2 #11T{E 88 F H b JJREZ3E AWS CloudTrail,
MAFEER BEEE R, CloudWatch Logs ATESR AFERPWERNR , Y EETHFEREREA
&, BUAEBFERFEESMAMNRETEE. WEFMHEF , 52/ Amazon CloudWatch
Logs EAEIER.

« AWS CloudTrail E#IEXH B HARF LA AP FFIUUNEBEES , AWSIRF Y HFERINE
IZIEER Amazon S3 fEFRTEE. BRI SRR ERENMIRSE AWS, ETHARY IR IP it
R EE, MEFMESR , 528 _"AWS CloudTrail fEAERERM. -

&Hi Amazon CloudWatch Y Monitoring AWS AppFabric

IEALAE A CloudWatch B3 AWS AppFabric , ESWERKERL S HRE A & BT FENEH
EE, BERIAERNERE 15EA , UELFIELENR , XFEFLE Web EABRIHRBENEITH
i, BFEURERERERENET , ERCELMEREEABARENMEE, WEFHMBENR , F2
B Amazon CloudWatch & 1EF,

AppFabric IRIEE1E AWS/AppFabric SR ZEREH|E T HEE,

EE Description

AppFabric FE AR REAMRE ERAEREXNRENRE 1 RREER ; 0XTE
fATEAL ) .

AppFabric BRI 3SR AppFabric #¢ SaaS AR WERKBFLE

HRFZEERE B ## (Amazon S3 5 Amazon
Data Firehose) PR B EE ( UMW BEN )

f£F CloudWatch 1T B4 232


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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EE Description

FEER B B i AR RE FEER B Wb ARG (LEARMERS ; 0BARE
fATEAM ) .

ERERLE EHBLEN SaaS EABRRNEHERZ AR

{42 AppFabric FTE%E B B it (Amazon S3 =
Amazon Data Firehose) 2 B IFREZER ( ¥

REN ),

FEENE KLY iR (2 &£ Amazon Simple Storage Service
(Amazon S3) 5 Amazon Data Firehose 9% ¥}
KD,

AppFabric IEEXE T HI#E.

HWE Description

FEEE K9t Arn FHEL B B #b By Amazon Resource Name
(ARN),

£/ 528% AWS AppFabric API FEAY AWS CloudTrail

AWS AppFabric 282 Z& AWS CloudTrail , tLiRIEIRMHBERAE. A AppFabric AWS fR#
FrERENEERI R %o CloudTrail 2#& AppFabric BYFTE API REIUBEERAEH, REEH IS IERE
AppFabric E# AL | SIR¥ AppFabric APl RENENIFFEI, MREEIRE , BT #
CloudTrail B4 FERFE Amazon S3 #7FETE |, 21F AppFabric WE#H, BIFEERETEIER , KR
AJLAUEIR CloudTrail EEAPNEHRE L HEREENEH. £A CloudTrail WENER , &7 LAY
BT¥T AppFabric IR HHIFER. RHEFERM IP b, REFBRHOAS, REBROERE , URHMFEHE
E#flo

wFEARA CloudTrail WHEEAEH , 552K AWS CloudTrail £/H & EF.

CloudTrail &Y AppFabric &&A

BYIRE AWS IRF B |, 889 E &R A CloudTrail, £ AppFabric FE4 B  EHSHEHF
SEREEFRR E M AWS BRI =4k — B4R 1E CloudTrail B4, BAIURKR, EEMTHR AWS IRF
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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WRFTEH, MEFAEFR , 5528 AWS CloudTrail EAEEEHRY £A CloudTrail S+ FE £ 50 &%
S

EEFERSE TNEH AWS IRF | 215 AppFabric B4 |, SBEIER, #R3KEEE CloudTrail A58
HERRMTZE Amazon S3 HEEFETFE., KTERR , EREIEAPENERE K ZERESEREFMEN

AWS EBiF, RREH AWS P EEFFAEERENEHN , XA AFERISTELREEN Amazon S3
REETE. WA, BULEREEM AWS BRI R , SUE— S 2 MEE CloudTrail B ATUERN
EHER., MEFMET , 528 AWS CloudTrail fEAEIREHHUTERE :

- BIUERHBIE

» CloudTrail X EHRBEMNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- EWZEEEMN CloudTrail AFERREWZERFERN CloudTrail BFFER

CloudTrail &528%FiE AppFabric EifE , 52 EXIE AWS AppFabric API 2Z /1, §ilan | ¥
CreateAppBundle, UpdateAppBundle JAK GetAppBundle Eh#E3% H I TE CloudTrail B
WIERPELIEE,

B—E£S4ABFERNETEELBRENEN. SoEATHBEHE THEIE

- REMEABEH AWS Identity and Access Management (IAM) & ZE AERHEHE R,
- REZBRE , REEATHEACEBMES I EAENERLZERE,

- ZBERREHS —E AWS RERBERE.

WEFMER , FSBAWS CloudTrail  EFA&ER) F /Y CloudTrail userldentity T,

T f AppFabric B ERIEE

EHR —EERE , ERBHUARERNEAISREIEEN Amazon S3 f#FRTE, CloudTrail B
1’?&5’@% FZEHRER, —BASHATMARRERENE—FBR , XSSHEREE. FREO BHME

. mRBBEEH. CloudTrail BFEEILIFELA AP IR HEREREF , Rt NS UEMEEIR
F&IEO

LT EHIERNRER CreateAppBundle E4ER CloudTrail BEEHEE .

{
"eventVersion": "1.08",
"userIdentity": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92da®-5eeb-4ff4-aabf-4db7fd022adl",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

1,
"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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