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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-key-policies.html

Amazon Chime SDK EEER

"Sid": "Allow key access to Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/UserNameWithPath"
},
"Action": [

"kms :CreateGrant",

"kms :Decrypt",

"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chime.us-east-1.amazonaws.com"

MEEBEBKRFTEEHFITNENR , 28 Key Management Service Fig% A EIEFEFITE IAM BUER
BAR T FIEE KMS AWS £48,

MEEBRH S|/ EFIETHEDHNENR , 52/ Key AWS Management Service & A BIEEFH
HEMTFEOEITHEDE.

FEANZAR

NERRR—HEZANER/EY  HTa2ARERNEMERETEHR. AWS KMS EAMZERTRE
BOBRERMNE,

ERAEMBFRPEEMBARE , AWSKMS 8NEZRRBREENENER. BERTER £
HAEFRPESHENNBEAR,

BEOMEHEMB AWS KMS ZiGmZERETEAMEENNBERS , Eh &R
% , aws:chime:voice-profile-domain:arni{EAEIR Amazon Resource Name (ARN),

THEHIRERARNMBEAR,

"encryptionContext": {

ERAMERR 10


https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html

Amazon Chime SDK EEER

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

BN ERKEHNESETEANZEASR , UBIEFZESBNERASN. MEZFAFLEHRE
CloudTrail 2 CloudWatch Logs B4 BEEH,

158 FR 022 P 28 R4 1) 3 < SR Y 17 Y

B ESRBERN IAM BERS , FANERARRZHAHBEFZESRNEN, SOUTNER
F R EMAINZERB R

BEIMERTHEANZERABTRS  UEHHSIRFIAESTIEFZESRNEFR. RTFHERHAFER
RTFAFNREEAEENNEZERE.

TIHEHERBRRAAERTFRENZEARNEFEFZESREFIE, BERRAXFH REERRT
BEREENEANERN INZ RS REEET.

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
b,
"Action": "kms:DescribeKey",
"Resource": "*"
1,
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}

FERAMZERAS 11



Amazon Chime SDK EEER
EREmnzZeis

Amazon Chime SDK Voice Connectors B4 REEZE AWS KMS , &1 LLFE CloudTrail =
CloudWatch HEsH B MHELFER

CreateGrant

ENFEAEFSESHEBUEZNREERIBERE , BB A Voice Connector R EXFZEUR
AWS R F 1 KMS €88 CreateGranti K. Voice Connector RN BFEBNEEFZES
i@ EEAEERY E IR, Voice Connector L E1EEMIBRE R , F/H RetireGrantBEBKREZE T,

T 5|26 &E24% CreateGrantig e,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",

ERmReR 12
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EEEmE

"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
},
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",

"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0add@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Ry ko
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GenerateDataKey

ELRURERERBIYREFZESRISTGEHE SR , HEIBIA Voice Connector B 37 Iff —
MERSBRMZESEES ENFEMZFA. Voice Connector EffGenerateDataKeyEREEE
AWS KMS , HEEE RN £,

T 5|85 H| &5 8% GenerateDataKey 4,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
b
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0ec00-cad00fbO0fbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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EEEmE

"eventCategory": "Management",
"recipientAccountId": "111122223333",
"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

£
2

4 1

BIEARE MU DecryptiRiF , MERAREFHNMBZERSRREFIMBNER.

T oI &8k DecryptiRiE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"

},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

ERETREEHETNR TR EER AN AT HAREMBEARELEZZINE , HEBAE
B

Ry ko
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1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",
"eventCategory": "Management"

DescribeKey

MEEF,

TH&E I DescribeKeyR{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

ERmnEER 16
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"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

b E R EEREA

BEREABEREREHTHFFAITNERTUBESENERRATEHER K BENEARLE
B, ENRESAFEEITEIRTHIRERMMRERTREFEFINER. WEFMHENR , F2
BIAWS Identity and Access Management ( EF&I5/) PHEERIEARBE,

R AWS , BERBERTRSEIEERNEBEARS, E—ERE (WU FFol S — @R (Fa
RBRTS) By , S REBREESE. TERTEVUEAFURE , BBEAGMAEE BN ITRER
Ht R P E IR,

AWS BIRETHEMHYE BEFHERNSEEIE UGB EARESENES., RPRELAESREE
FfEAaws :SourceAccount £ FRHE AR LR, ELELSBSIRH Amazon Chime SDK A ERIRH
HuRIEHIEF ],

THEHIFERERASRE S3 REFEEFE Paws : SourceAccount & EHIEH AR RSIEN
CallDetailRecords S3 EITEBUR , LUHBIFS ILRENRE ARBE,

A BERBEREREA 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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EEEmE

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {

"Service": "chime.amazonaws.com"
}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {

"Sexvice": "chime.amazonaws.com"
},
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::your-cdr-bucket/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime SDK &iRE E

Amazon Chime SDK XE A& FREE N EREBER,

LA Amazon Chime SDK ER S E R 1Z#

Amazon Chime SDK X #EiE & REHMWIEZELR.

Amazon Chime SDK &iRE K%


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies

Amazon Chime SDK EEER

Amazon Chime SDK IAM & &
IAM B ERE AWS tRF P EEIEFTNER.
& Amazon Chime SDK & i g i )R 3%

B LREERSEATREE. B IAM A6 , R REIBIIRFA®, B LUEBMWY
AssumeRolesf, & AWS STS API REREESREZ 22 AE R GetFederationToken,

Amazon Chime SDK XEFABRFREAER,

BBEEAE

BFEEA AR AWS REFMHEM BRBEFRRETKBENER. REEEACSHRAEEN
IAM tRFH , MREHEEELAE, IAM EESR UK  EFERERKEEAGNTT,

Amazon Chime SDK X EBRKEL AR, IEERVYRNEE SEAGNMEN , F28 £H Amazon
Chime SDK R ERZ A€,

BZEAE

LEIhEE T R BRREREREAC., hACTRREFHEMBREFNER , ARKRE ?DEJZEMEO iS4
KAEHBAEELEN IAMIRES , BEEXIRFF#E. EXT IAM EEEUEBERACGHTT. ©
B, BT A= BRI b IR AE B9 ThEE

Amazon Chime SDK A% ERK AR,

Amazon Chime SDK & % B Bk & 45

BB, IAM EAENAGKRERILFHEBH Amazon Chime SDK BiRNFT, it EEEH
AWS EEF#EE AWS CLITE AWS API #1TEK. IAM EEEXAREY IAM B , RTFERAENA
BEEEERLHTIE APIEXNMENT. EEEEEV A ELERREEEEEELHFTHN
IAM {5 Fi & B 4H

EETHRMMERELEHS JSON BEXHET IAM 52 REE , F28 (AM EREER) FME
JSON 8 BT BEER,

3]
- BERBEEK
« AWS & Amazon Chime SDK B %

Amazon Chime SDK IAM & & 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon Chime SDK EEER

- AWS ZEHZE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy
« AWS Z2E K : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
- AWS ZEBEK Amazon Chime B

HERREER

ERETHBERMEEBRA, fSHECIRFFHEBASRE RN, FEEMER Amazon
Chime SDK &R, ELBFAREEREN AWS IRFELEA. ELEMNIRES 7 EBKE |, FE
BTIEARESRSEE

- BHRAGER AWS ZEBUR - ZEZEREMBFER Amazon Chime BIEEMS | 5F56EH AWS SEBXRA
EBHETIRMEFIENGT, EEBRCELNIIRSPIZME | StHh AWSHENEH., MEFHMAENR ,
B2 (IAM FEHAEIER) FWNERFTELR AWS ZEBE,

- RYREHER : BRI BTBERE , SRARTHITEBAMEENT. U&/N—EFIRE A&
MEERTHEANFT. EL—FRHBREAARRNT , HRBERASEMNRBEAZS, WEFM
&, F2H (AM EAEER) PHRTHIEER,

- ABBIRERA MFA: BTENEZ:  FEXR IAM FRECEASEEZERZRHE (MFA) FEBRER
% APl R1F, MFEFHMES , F2H (AM EREER) PHE AWSHEAZEERERF (MFA).

- FRRIGREUENZS - EYETTHEES  FERE 2 BRFRNAFFIRERNGS. 5
m, WA BEGRY , BERRMSARE—EN AT IP Hut&EE, SRR , REBEN
HHSEEESEERAHFFER , REERFEH SSL 5 MFA, MEFHMEN , 28 (AM E£HERE
&) T IAM JSON BUETTE : 4.

AWS % Amazon Chime SDK BE

BT LAE R AWS Z& AmazonChimeVoiceConnectorServicelinkedRolePolicy RiZBFEH
F¥ Amazon Chime SDK EEWZ BN, WFEFHFMER , 528 (Amazon Chime SDK BiE A 815
M) PES IAM A6 , UKk (RERESZE) BH Amazon Chime WENE, ERFEGFESI8E,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/chime/latest/dg/iam-roles.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html

Amazon Chime SDK EEER

"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS ZE B : AmazonChimeVoiceConnectorServicelLinkedRolePolicy

AmazonChimeVoiceConnectorServicelinkedRolePolicy A& Amazon Chime SDK
Voice Connectors #1588 &7 2 Amazon Kinesis Video Streams, RSB FEH , AR EH
Amazon Polly & EE. WEEKRREF Amazon Chime SDK Voice Connector BRFGEF AT , LAEER
& F# Amazon Kinesis Video Streams, #§@XE4{&iXE Amazon Simple Notification Service

AWS ZEHE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 21
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(SNS) 1 Amazon Simple Queue Service (SQS) , A Amazon Chime SDK Voice FEATE
K SpeakFSpeakAndGetDigitsEIERFER Amazon Polly &R EEH o

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnectoxr*"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention”,
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

}I
{

"Effect": "Allow",

"Action": ["kinesisvideo:ListStreams"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": ["SNS:Publish"],

"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnectoxr-Streaming*"]

}I
{

"Effect": "Allow",

"Action": ["sqgs:SendMessage"],

"Resource": ["arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"]

},
{

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]

AWS ZEHE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 22



Amazon Chime SDK EEER

},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

MFBHMER , F2BFEH Amazon Chime SDK Voice Connector RI§EL A B BEK,

AWS ZEBUX
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

B EHE AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy EiZEZE IAM B,

L BUR S FF Kinesis Video Streams A$ & # 8 7RZE Amazon Chime SDK €& , WiIEERMHE
CloudWatch, Bi& /t#F Amazon Chime SDK 1§ & B X REFH Amazon Chime SDK &%, MFEH
B  FSEAEEFH EE Amazon Chime SDK EEEEFEA AT,

AT A EFAEE A
H RS TH,

« cloudwatch - EFFHE CloudWatch 1E1E,

* kinesisvideo - EFFEUEERIRE, HERE. ENEMMREER. HAEHSER, BUERS
TR E R BT

 chime - HEFFIEEEHE. BULFEENMEBREESE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsFoxrChimeSDKNamespace",

AWS ZEBX : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 23
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EEEmE

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,
"Resource": [
mgn
]
"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

AWS ZEBE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy

24
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EEEmE

}

AWS ZEBEB Amazon Chime B

TR HIEREAE Amazon Chime SDK IAM B PR8I E 3,

gE

AmazonChimeSDKMedi
aPipelinesServicelLinkedRole

Policy : REBRNE#

AmazonChimeSDKMedi
aPipelinesServicelLinkedRole

Policy : REBURMNEH

AmazonChimeVoiceCo

nnectorServicelLinkedRolePol

icy - EHRERE

DU

AmazonChimeSDKMedi
aPipelinesServicel
inkedRolePolicy #7if
75 Amazon Chime SDK &
BGEZERMZE CloudWatc
h ATE IR &R £ A ET
A, MEFEFHMER , FSEE
Bt Amazon Chime SDK £ &
EEFA/E,

AmazonChimeSDKMedi
aPipelinesServicel
g
F Kinesis Video Streams #§
B, ERNEELAERS
ZE Amazon Chime SDK &
EWETA, MEFMENR , F
ZB¥4H Amazon Chime SDK
REEEFERAAE,
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EEEmE
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HMENEMNRBEESAR

Amazon Chime SDK & % B
REH - EMEBREBUR,
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aPipelinesServicelLinkedRole
Policy- #TH) ZEBUR,

AWS ZEBE : AmazonChi
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edRolePolicy - EfZHREH
8
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BEEE APIs REYM, FEEUHM
PRIZEBEE,
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s FEE LT, TRESIER
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SDK BUREM IAM ERESA EEZREBNTEE.
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TS EE , ARSI
NECRHFEENSRER , U
N RABAE L EREE,

Amazon Chime AR EM4RB  Amazon Chime SDK BB 2021 F£9 B 23 H
EHtEE HAWS ZEBRNEE,

¥t Amazon Chime SDK & 7 M {FZEUE 1T FE S B

£ T EFAREGBYEZ B S EEA Amazon Chime SDK 1 IAM Al gEIB RV E REE.
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BERFFEMENR , BAMEER chime: GetWidget SR BEE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson EAENEE , RFFEMA chime: GetWidget EEFE my -
example-widget B,

MREEERE) , BHEEZHN AWS EEE, FNEBEESRHENEERE.

EAREBHI1T iam:PassRole K Z#E

ERINZIES | E BRI REBHIT iam: PassRole EMENTHE | BXEBEENEE B LIEEH
By, BN EBERALRUFEHERBINEBNAE, BEXAEBEHENBER , UAHTLKAGEESR
Amazon Chime SDK.,

BEAWS BHTREKEFARBERZERYE K MARBIUFNNEEACIRBELAE, WFENT
ER |, BLARERARBEREEXRBNFTT,

EAA B IAMmarymajor EAEERFER BRI Amazon Chime SDK H#{TENMERF , 4T3
HHIFER, TR, HEFZTERFEEREALCRTFNHIT. Mary ZRESACGEEEXRBHNFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary EFREEEFHMHBER , AFFMEIIT iam: PassRole Bk,

£ Amazon Chime SDK IR EE B E

Amazon Chime SDK £/ AWS Identity and Access Management (IAM) fRF5E#E A, REEEH
BREEERZE Amazon Chime SDK Vi — IAM AEEE, RIEERAE2ZH Amazon Chime SDK
BAER , WIEXBRBERREEWE A AWS BREFTENFIERT

RIS ERE A E T ZE Amazon Chime SDK VR EEE MR  RAZRTEEFEHBLENG
A], Amazon Chime SDK EEHREEZ /NG T , BRIESEEE , BRI RE Amazon Chime SDK
AUREEAR, CEEENFUSEEEHEMBFTHEEK, 350 FREEMMNEE AT IAM 8,

B ALEMBRRSEZARNEREIR , T EMBR, ENREEL Amazon Chime SDK iR ,
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PR Yes () WARTS. ﬁ%ﬂﬁﬁﬁﬂ’] , R Z RN R EEA B XS,
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- FHEGHBEENAR
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£ Amazon Chime SDK Voice Connector RIS E# B BEBEE

T3 Z ey EFARRBA 104
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Connector B E R E Kinesiso
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+ Amazon Chime SDK Voice Connectors KR ER A EFFA
+ %A Amazon Chime SDK Voice Connectors BRI EHZ AR
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AmazonChimeVoiceConnectorServiceLinkedRolePolicy Al Amazon Chime SDK EEEMNE IR L5
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« Bj4E : all AWS resources EH chime:GetVoiceConnector*

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeVoiceConnector-* £® kinesisvideo:*

- BjfE: all AWS resources EH polly:SynthesizeSpeech
« BfE : all AWS resources LM chime:CreateMediaInsightsPipeline
« B)fE: all AWS resources EBJ chime:GetMediaInsightsPipelineConfiguration

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£#Y kinesisvideo:CreateStream

o B{E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £ kinesisvideo:PutMedia

o B{E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£MJ kinesisvideo:UpdateDataRetention

« B4 : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E# kinesisvideo:DescribeStream

« B4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/

ChimeMediaPipelines-* EM kinesisvideo:GetDataEndpoint

« B4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/* L&Y
kinesisvideo:ListStreams

BYMERENT , IAM ER (NERAE. HENAG) TTRY, REIMBREKERZAE, MFFM
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7, IE AWS CLI, = AWS API R HEF AWS BEEF A Amazon Chime SDK SIP iHE&ER
23X , Amazon Chime AR EIRBELZAE,

B AT LAER IAM 4 |, FEiB Chime Voice Connector A RFIZE M RIGEFEAE, £ AWS CLI
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fB& Amazon Chime SDK Voice Connectors B RIS EiE A&
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EYHENRERER. AW K BLERENBHEERZHE , 2B RUFBHASEMEBR.
BRBRBEEAE
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MRS EHMEREIRE , Amazon Chime SDK RIS EEMFER A€ , BIMERAIsE2 LB, &t
BEREE  BESH )ERYBRERRE,

Bk AWSServiceRoleForAmazonChimeVoiceConnector £ # Amazon Chime SDK EJR ( F#&

&)
{21k Amazon Chime SDK & F # 8 Amazon Chime SDK Voice Connectors FY 15 B8 &7 .
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7a.
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e. TEEEE Kinesis Video Streams T , #E= 1k,

f. EER7T.
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aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

i Bx AWSServiceRoleForAmazonChimeVoiceConnector (API) FrfE FA#9 Amazon Chime SDK &R
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FHMBRBEHEEAR
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AEER) PHRREEEEAE,
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Amazon Chime SDK X EBEREREMWATE AWS BEFFEAREELZ AR, NEFAET , F2HE
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¥

25 (IAM f&

&

« Nova Act WIRBERFE A BT

% Nova Act B RIS ERAE
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* transcription.chime.amazonaws.com

A BE A EF Amazon Chime SDK B EMERTHR T 5B 1E :

« B1E : all AWS resources LEH transcribe:StartStreamTranscription
« B)fE: all AWS resources £ transcribe:StartMedicalStreamTranscription

BABRRERT , IAM B (NEAE, BESAR) T RN, FESMRREEEAE, WEFA
B, #2808 (AM EAEER) PWREEEAEFH T,

£ Nova Act B RS EZAE

EAILAER IAM £3 B2 248 Chime Transcription £ RN REEE A G,
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BARE AV EEFFTSREERELSR, NIRRE , FHERREESR,
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1. HI{E https://console.aws.amazon.com/iam/ FARX IAM 12 &
2. EIAM EEZANEBEERTD , BEAEG , RAREERVYAG,
3. 1#IE AWS Service SR | REREIF Chime Transcription,

|IAM BURFEENRE R
4, BERBEZENBIEHR , AREET -5 | K,
EE-F_i . ﬁﬁo

6. REEREHL 6 RABRRERVUAEG,

B AT LA AWS CLI 2 AWS API JRE I & A transcription.chime.amazonaws.com R ERE &
1=

ECLI  , #1TH®$ : aws iam create-service-linked-role --aws-service-name
transcription.chime.amazonaws.com,

MEFHMET , F2E AV ERAEEETHNELRBEGAE, IREMRUBRBESHE , LT
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#m¥E Nova Act RIS ERZ A E
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A IAM RiREEAENER. NRFAER  F28 (AM EAEER) PHHEERBEEAE,

fBR Nova Act RIS EFE AR

EETBEARERKESRACHIIEDRE  RAZBRERGRZAC. -, ERREREDE
EREENARERAER.

ER IAM FEIRBRERHEEAE

EH IAM £3# & AWS CLI, =% AWS API ftlBr AWSServiceRoleForAmazonChimeTranscription AR
KEZAG, WEFHEEF , F28 (AM EAEER) PORBREEEEAE,

Amazon Chime Service B AR X IENET

Amazon Chime SDK X EERMURBHWMEERH P FEARKEZAC®, WEFMENR ,
Amazon Chime Im 2 FELZH , AR A Amazon Chime SDK REE[E 1T,

£ Amazon Chime SDK IREEEEFEHAAE
TR EFRBMMESI FMEE Amazon Chime SDK Media Pipelines H RIS EE A€,

s
W%
g

E3

- Amazon Chime SDK B EENREEL A EH

- % Amazon Chime SDK IR EEE VRS ELAE

- fW& Amazon Chime SDK B EENREELAE

- Bk Amazon Chime SDK EEEEN R ELE AR

« Amazon Chime SDK EREEREEZEACNIEERSE

Amazon Chime SDK R E BN R EL AT

Amazon Chime SDK A& A& HWIRKEZAE
AWSServiceRoleForAmazonChimeSDKMediaPipelines — ft&F Amazon Chime SDK EREE K
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* mediapipelines.chime.amazonaws.com

LA ¥ Amazon Chime SDK ¥ig8 &R T T FIEIE

« BfF : all AWS resources EH cloudwatch:PutMetricData
- BifF : all AWS resources EH) chime:CreateAttendee

« BE: all AWS resources £HY chime:DeleteAttendee

- BifF : all AWS resources EH chime:GetMeeting

o B)fE: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:CreateStream

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:PutMedia

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:UpdateDataRetention

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:DescribeStream

o BE: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:GetDataEndpoint

« B{E: arn:aws:kinesisvideo:*:111122223333:stream/* LK
kinesisvideo:ListStreams

BYMERERNT , IAM ER (WEAE, HENAG) T IRY, REIMREKERAE, MFRE
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RprAEEIR

- ZEBW AT API B8ER Kinesis Firehose,

aws firehose delete-delivery-stream --delivery-stream-name delivery_ stream_name

MR BESHE

« M IAM E£#4. AWS CLI 5 AWS API Ml AmazonChimeSDKEvents RIS EfEAE, MEH
B , B2 (AM EHAEIER) FIERHREERSACTMERREEEAE,

£ Amazon Chime SDK H 2 #& 1 B =

Bty 24 Amazon Chime R EHMEM AWS SRS RAHEM., ATAMMRENEELT S, AWS
RMETH T EREE Amazon Chime BB EH, HREME , WiBRFXINE B EE -

« Amazon CloudWatch EIEFEEIR A AWS ERMATHEARE AWS, &0 A ERNIEHEE
B, BUBEREKR , URREET , AR CEEEICEENRERBHNEREENEE, flwm , &
A[LAFE CloudWatch JB#t CPU A2 H M Amazon EC2 #TERIEE , Y EE BB BEEHH
MEITEEE, MEFMER , 52 Amazon CloudWatch &5,

« Amazon EventBridge RLIEFEIRN RHEHRR , 1R AWS ERHNEE, EventBridge X&EH
BCEHREHREE, ETELREEFRESHNAA , Y EREELEHEHER AWS HiRKE
P EBEE, WEFMEER , 528 "Amazon EventBridge FRAEERM . -

« Amazon CloudWatch Logs Al ZERESR, ERMEEIRE Amazon EC2 #11T{EE. CloudTrail RH
2R EY BEEE R, CloudWatch Logs ATEE#E HFRERPHNEN , U EEZBFERERBENE, &
ALK AFERFEESMAENRTEE. NEFMHEENR , 528 Amazon CloudWatch Logs
FEAEER.

« AWS CloudTrail € EEHENIRE R EHAL R AWS BWIRE R L API FEILFIFERESE 4, HigE
2 ARFERITREBIEEN Amazon S3 REFETE ., B LERBIHIUNFEREMIKES AWS, 1T
FEAUAY SRR IP etk |, AR FEAUAYBSRE, INEFFMMERA | 582 "AWS CloudTrail EFH&EIERM,

E3

« fF Amazon CloudWatch E£3E Amazon Chime SDK
- f£/ EventBridge B &)1t Amazon Chime & E#

« £ AWS CloudTrail 588 API FERY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/example_iam_DeleteServiceLinkedRole_section.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

Amazon Chime SDK EEER

£ Amazon CloudWatch E53# Amazon Chime SDK

BT LAE R CloudWatch 2R B3 Amazon Chime SDK, CloudWatch ATERBRE R | &S ERE
BRATENBLLERNIEE. EERTATERNERE 15EA , BERUUEHELENR , XEFE Web
FERARASRBENNE. SHUUREEERERENET , EREELRERFEEB AR EEREE,
WMEHMER |, 5528 Amazon CloudWatch £ &8,

Amazon Chime SDK B9 CloudWatch 3§#&

Amazon Chime SDK €#& T FIi5{& &% E CloudWatch, Amazon Chime SDK € @EE RS o EE
ERE—R, WEXLES HONFrEEE,

AWS/ChimeVoiceConnector & ZEBE T ARG E AWS tRFE 1 Amazon Chime SDK Voice
Connectors I EZESRIEIEE,

(® Note
HERZEAeEFUSBESr EEEHEBERE-—R. BRAXESEFURBRE. flwm, o
RHEE 1101 BEEX , REXESEEEBRENRGDEY, EEFRRE , £EWE
E-HagXER.

EE Description
SmaActiveCallCount YER 1T Sip Media Application FEAYHYEE

E{y : Count
VoiceConnectorActiveCallCount ERPLTETEERTUNRE,

B8 {7 : Count
InboundCallAttempts EFXNBAFLRE,

B {7 : Count
InboundCallFailures 5 A AL EY 2R BUXE

BE{y : Count

f£F CloudWatch 1T B4 39


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Chime SDK

EEEmE

BE

InboundCallsAnswered

InboundCallsActive

OutboundCallAttempts

OutboundCallFailures

OutboundCallsAnswered

OutboundCallsActive

Throttles

SiplxxCodes

Sip2xxCodes

Sip3xxCodes

Description

EERNE AL,

E {7 : Count

B Bl {E A PRV EA R IL S,

E{¥ : Count

ERNELHTILE,

E {7 : Count

15 P AL Y Kk BUX B

E {7 : Count

B E PR,

E{¥ : Count

B BI4E R A Y8 I,

E{¥ : Count

EFETHRIE | BiIRF 2 I ERAXHE.
E{¥ : Count

RERIES 1xx B SIP AEE.
EE{¥ : Count

REERTE A 2xx BIRAY SIP FAEE.
E1{I : Count

AREERIEA 3xx B SIP

11/}
S
i
o

BE{¥ : Count

f£F CloudWatch 1T B4
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EE Description
Sip4xxCodes REEREE A 4xx BARRY SIP FAEB.

E{y : Count

Sip5xxCodes MRERIE A Sxx BiRH SIP AR
B {y : Count

Sip6xxCodes MRERIE A 6xx BRH SIP AR,
B {7 : Count

CustomerToVcRtpPackets £ & F &£ %] Amazon Chime SDK Voice
Connector E##EZHER RTP HIHE,

BE{¥ : Count

CustomerToVcRtpBytes ®EFEXZE RTP H#E8% Amazon Chime SDK
Voice Connector Ei# 5% 1 i i TTAE B

BE{y : Count

CustomerToVcRtcpPackets &% F &i%2Z] Amazon Chime SDK Voice
Connector £z #EH RTCP HaHE,

BE{¥ : Count

CustomerToVcRtcpBytes RTCP Haf#E FEixE Amazon Chime
SDK Voice Connector E 5% 1 iy T &

EBE{¥ : Count

CustomerToVcPacketsLost #* & FE Z| Amazon Chime SDK Voice Connector
HERSNENEnhELHOHE, EBe8oERE
E—R, BEIFUERALL, BFFEREEN,

B {¥ : Count

f£F CloudWatch 1T B4 41
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EEEmE

BE

CustomerToVclitter

VcToCustomerRtpPackets

VcToCustomerRtpBytes

VcToCustomerRtcpPackets

VcToCustomerRtcpBytes

VcToCustomerPacketsLost

VcToCustomerJitter

Description

#* = FEiX %) Amazon Chime SDK Voice
Connector B2 a2 FEHR ),

B R

#£ Amazon Chime SDK Voice Connector &
REEXEEFN RTP HE8E,

B (¥ : Count

#£ Amazon Chime SDK Voice Connector &
REEEGEFHNMN TS , L RTP HEHE
To

BE{y : Count

#£ Amazon Chime SDK Voice Connector E i
REEIXEEFN RTCP HagE,

BE{¥ : Count

RTCP f‘@# % Amazon Chime SDK Voice
Connector B BRI A E PN THEE,

BE{y : Count

# Amazon Chime SDK Voice Connector &
REERIEFNETGELASE, BB EES
E—X, BEIFNERAELL, BFFBEREEEN,

BE{¥ : Count

# Amazon Chime SDK Voice Connector £
REEEREF2HENTEHREE,

BV : ¥

f£F CloudWatch 1T B4
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EEEmE

BE

RTTBetweenVcAndCustomer

MOSBetweenVcAndCustomer

RemoteToVcRtpPackets

RemoteToVcRtpBytes

RemoteToVcRtcpPackets

RemoteToVcRtcpBytes

RemoteToVcPacketsLost

Description

Z F B Amazon Chime SDK Voice Connector
EHE e 2 B3 RERE,

B R

B & F B Amazon Chime SDK Voice Connector
HRERXEecBNESERMEHNALRFEYER
28 (MOS),

B : MTR1.044 cEBN D 8. 2BHES , &
TFRANFAmELL,

125832 E Amazon Chime SDK Voice
Connector E# 5N RTP a8 &,

BE{¥ : Count

RIBIHREEXEE RTP 85 Amazon Chime SDK
Voice Connector E %R TTAE R,

BE{¥ : Count

=R EIEZE Amazon Chime SDK Voice
Connector EfE:%XHEH RTCP H3IHE,

BE{y : Count

RBIHEIEZE RTCP H#HE% Amazon Chime
SDK Voice Connector E %KY o 4H B,

B {¥y : Count

2 %5 2 Amazon Chime SDK Voice
Connector EE SRR ELANTIHE, EE2F
PEMEE X BERFUERAIL, BFEER
b {: 0

B {y : Count

f£F CloudWatch 1T B4
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EEEmE

BE

RemoteToVclitter

VcToRemoteRtpPackets

VcToRemoteRtpBytes

VcToRemoteRtcpPackets

VcToRemoteRtcpBytes

VcToRemotePacketsLost

VcToRemoteJitter

Description

ZPA N Ll

12 EIX E Amazon Chime SDK Voice
Connector B2 a2 FEHR ),

B R

#£ Amazon Chime SDK Voice Connector &
REEEERFRN RTP HE®E,

B (¥ : Count

#£ Amazon Chime SDK Voice Connector &
REEEERRMNATES , L RTP Ha28
To

BE{y : Count

#£ Amazon Chime SDK Voice Connector E i
BEEXEEEREN RTCP a8 E,

BE{¥ : Count

#& Amazon Chime SDK Voice Connector E i
SREEEERENMITHES , L RTCP H38
Ro

BE{y : Count

# Amazon Chime SDK Voice Connector &
REIERRERTEANESIHE, EEED
EEEA-X, BERFUERAL, BEFfEEREE
08

BE{¥ : Count

# Amazon Chime SDK Voice Connector E i
REEEAERREHENFEERE,

By %

f£F CloudWatch 1T B4
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EE Description
RTTBetweenVcAndRemote ZiwE Amazon Chime SDK Voice Connector

E R 2 B PR,
B R

MOSBetweenVcAndRemote Ziw 8 Amazon Chime SDK Voice Connector
EREeBHEESRREAEBHNEGRFEEER
pa) 5& (MOS)O

B : By : J #1044ZFEJE’J T8, PR
= RE

Amazon Chime SDK B CloudWatch #tfE

AT LLEE Amazon Chime SDK #EEL#EAK CloudWatch #E IR 7Ro

HE Description

VoiceConnectorId ERERIEREM Amazon Chime SDK Voice
Connector & 517 .

Region EEEM BRI AWS EE,

Amazon Chime SDK B CloudWatch B&&

& A LAERE Amazon Chime SDK Voice Connectors #$#81Z 31X E CloudWatch Logs. E&IE M
R, B RELETEESNERMEEERR.

Amazon Chime SDK &4 ##&i%x — X E¥#H1E8., Amazon Chime SDK &t ¥ AR EMN B S ERESRE
THWERIEEEM , YK eMEEZERMALZEILN CloudWatch Logs H &R .

BB HEBBERAE : /aws/ChimeVoiceConnectorLogs/${VoiceConnectorID},

MNEREB S EEFLUEABENFMERNR | 3528 #“E Amazon Chime SDK Voice Connector 5%
Eo

f£F CloudWatch 1T B4 45
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BRI

M

® Note

HEBXEREEWIHBRE, flm, mMRBIE 11: 01 REEX , DEREFEEEE

ENMGBHER, ERFERE

LEWIE-—HEEXER,

Amazon Chime SDK £ BEHEE JSON # B TSI

Az

voice_connector_id

event_timestamp

call_id
from_sip_user
from_country
to_sip_user
to_country

endpoint_id

aws_region

cust2vc_rtp_packets

cust2vc_rtp_bytes

Description

A LAY Amazon Chime SDK Voice
Connector ID,

B HIEEMREERE , B4 B UNIX Epoch (1970
F£1 81 B5%R) ARHNEHE (UTC).

HEEXS ID,
FFIlRyER e ER &
PP LR 2 46 B 3R/ 4tk [
IRy IR E R & .

P L B 2 UK B 3R/ [

BRI B im R A ERBBIRF, BE

CloudWatch Logs Insights /. IMEFE A
, 5528 (Amazon CloudWatch Logs & fi & 15
)y HEEH CloudWatch Logs Insights 247 B

R’ AWS B @8,

®*%&Z F&ix %) Amazon Chime SDK Voice
Connector EfEFZHEHN RTP HEHE,

REFEIXZE RTP #2 Amazon Chime SDK
Voice Connector E 25X TTAREL,

f£F CloudWatch 1T B4
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Amazon Chime SDK

BRI

M

Rz

cust2vc_rtcp_packets

cust2vc_rtcp_bytes

cust2vc_packets_lost

cust2vc_jitter

vc2cust_rtp_packets

vc2cust_rtp_bytes

vc2cust_rtcp_packets

vc2cust_rtcp_bytes

vc2cust_packets_lost

vc2cust_jitter

rtt._btwn_vc_and_cust

Description

®*= F &% %) Amazon Chime SDK Voice
Connector Ef#ZZiEH RTCP HE# &,

RTCP Ha@®#& F{&iXZE Amazon Chime
SDK Voice Connector E s TTAE .

%= F 2 Amazon Chime SDK Voice Connector
HRXENEahELAHa8E, EeEEE
E-R, BEERUERALE, BFBREEN,

#*= FEix %) Amazon Chime SDK Voice
Connector B2 a3 FEHE ),

#& Amazon Chime SDK Voice Connector E i
REEEAEFN RTP HE&E,

#& Amazon Chime SDK Voice Connector E i
REEEEEFNMTHEE , UL RTP HE&E
Ro

# Amazon Chime SDK Voice Connector E i
BREEEEEFHN RTCP HEHE,

RTCP H4Aa®d#* Amazon Chime SDK Voice
Connector B X EIEEE P THEE,

#& Amazon Chime SDK Voice Connector £
REERIFEFNETGELABE, B8P EE
E—R, BEIFUERALE, BFFEREEN,

#& Amazon Chime SDK Voice Connector &1
REEEREF2HENEHRE,

Z F Bl Amazon Chime SDK Voice Connector
EHErE e B3 RER,

f£F CloudWatch 1T B4
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BRI

M

Rz

mos_btwn_vc_and_cust

rem2vc_rtp_packets

rem2vc_rtp_bytes

rem2vc_rtcp_packets

rem2vc_rtcp_bytes

rem2vc_packets_lost

rem2vc_jitter

vc2rem_rtp_packets

vc2rem_rtp_bytes

vc2rem_rtcp_packets

vc2rem_rtcp_bytes

Description

Ed% F B Amazon Chime SDK Voice Connector
EREcBNES R REEBNEGRFEIE9ER
28 (MOS),

ZPA S Ll

=R EIEE Amazon Chime SDK Voice
Connector X RTP H3TEE,

RIRREIXZE RTP $#4A9 Amazon Chime SDK
Voice Connector E /5% HEHY T AE B,

ZPA Y Ll

=R EIEZE Amazon Chime SDK Voice
Connector %A RTCP HIHE,

RBIHEIEZE RTCP H#HE% Amazon Chime
SDK Voice Connector E %KY o 4H B,

R %58 2 Amazon Chime SDK Voice
Connector EERERFELANTIHE, BEE2F
PEMEE R, BEEFUERAIL, BFFEER
B,

=R EIEZE Amazon Chime SDK Voice
Connector B35t 2 H 3 F1G98 &,

#& Amazon Chime SDK Voice Connector E i
RIEEEERKN RTP HE8EB.

# Amazon Chime SDK Voice Connector &
REEEERBMNMTHES , UL RTP Ha8#E
o

#& Amazon Chime SDK Voice Connector &
REEEERKN RTCP HEHE,

# Amazon Chime SDK Voice Connector &
REEEERBWAITHES , LA RTCP a8
o

f£F CloudWatch 1T B4
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- fba Description
vc2rem_packets_lost #& Amazon Chime SDK Voice Connector Ei#

REIRRERPERNECHE, EEFD
BEX-R, BEFFUERAL, BFfHRRER
B,

vc2rem_jitter #& Amazon Chime SDK Voice Connector E#

R EEE RN 2 H SN FERE,

rtt._btwn_vc_and_rem =i Ed Amazon Chime SDK Voice Connector

B < BH P EIREFE.

mos_btwn_vc_and_rem =i Ee Amazon Chime SDK Voice Connector
EREeBEESEREAEBHNEGLFEEER
28 (MOS),
SIP AR B

& 0] LUZ 2 Amazon Chime SDK Voice Connector B SIP SAE Bit. EERHTILIRE

B , Amazon Chime SDK E€HIEMEANELH SIP AL , WEHEXFTALEEIH CloudWatch
Logs HEEH#H, AFEHENB®EAE /aws/ChimeVoiceConnectorSipMessages/
${VoiceConnectorID}, AHEISLATHM , HEXA JSON,

- fbva Description

voice_connector_id Amazon Chime SDK Voice Connector ID,

aws_region B4 ERIBERY AWS B,

event_timestamp REGAEMERE |, B A8 UNIX Epoch (1970
F1 A1 BFR) UARHERDH (UTC),

call_id Amazon Chime SDK Voice Connector F¢RY
ID,

sip_message FEH TE SIP FAE.

f£F CloudWatch 1T B4
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Amazon Chime SDK EEER

A EventBridge B &)1t Amazon Chime FI&E#

Amazon EventBridge AIZZBE{L AWS R , Y EBEERREH , fINEARX TAMEESE
REE, NESRSHNFMENR , F2H (Amazon Chime SDK H# AEERE) PHEESH.

E Amazon Chime SDK E4E#48 , 8 HE &)X ZE EventBridge AZB AR+ , iIEFR R Amazon Chime
SDK S EHSFTESEHEAZ EventBridge , BEBLEIBER T A RE RS REH. MEFMENA ,
52 [ (Amazon EventBridge fEA&IERE) FHRE AWS BRIEHE4,

® Note

MRIGEEMRER , BHAEMER Amazon S3-Managed £, BT EFERERIE AWS
Key Management Service F & F £ £ 1T A R[WHMNE

£/ EventBridge HE){t. Amazon Chime SDK 5B & E #2585

Amazon Chime SDK Voice Connectors A B B &% W E{ESIE T HIEE

- YA AWS Lambda &

« BX& Amazon Elastic Container Service E#§
- BEHEIXZE Amazon Kinesis Video Streams
« FERXA AWS Step Functions AR AE#ES

- JBX Amazon SNS E &z Amazon SQS 175l

#£B Amazon Chime SDK Voice Connectors £ f EventBridge #) — &1 4|27 :

« BA Lambda BHBUAEBREERE THBEFNZTA
« ERE) Amazon ECS 1% , LATEFP AL EhEh#& B BN RS i 4% .

WMEFHMER , 5528 "Amazon EventBridge A &EE™ . -

Amazon Chime SDK Voice Connector &S 4

BRI RE 43 4ER | Amazon Chime SDK Voice Connectors X A5 E44-E)% F EventBridge.

£ EventBridge B &1t 50


https://docs.aws.amazon.com/chime/latest/dg/using-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/

Amazon Chime SDK EEER

Amazon Chime SDK Voice Connector &7

BB LR ZE Kinesis Video Streams B8 , Amazon Chime SDK Voice Connectors &% It
.,

Example B4 & ¥
LT RUEEHNEFER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klimno3pqr4M.voiceconnector.chime.aws:5060>"
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",

{f# A EventBridge HEIt
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"toNumber": "+13605550199",

"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",

"version": "Q"

Amazon Chime SDK Voice Connector & ifi# R

B LR ZE Kinesis Video Streams # R B , Amazon Chime SDK Voice Connectors &% It
#,

ExampleS#& %
T REEANEHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
1,

{f# A EventBridge HEIt 52



Amazon Chime SDK EEER

"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime SDK Voice Connector &5t & #7

FHEREEBRE Kinesis Video Streams B , Amazon Chime SDK Voice Connectors & &4t E 4,
ExampleSE#& %

LT R EHHEHESR,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>; ;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
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"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionlId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK Voice Connector &3 % 8K

5 88 =57 F Kinesis Video Streams %< B{AF , Amazon Chime SDK Voice Connectors €8xt E
#%,

ExampleZE4& ¥}

LT R USRS B E H

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",

"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",

"resources": [],

"detail": {
"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callIld":"1112-2222-4333",
"direction":"Inbound",
"failTime" :"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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£ AWS CloudTrail 5C$%& API FEOY

Amazon Chime SDK B8 & AWS CloudTrail , LARIEIRHERE. A AWS HARKEIE Amazon
Chime SDK T EXENERY 52 8%, CloudTrail €#% Amazon Chime SDK WIFFE API REIUBEER A
% , ‘@FER B Amazon Chime SDK &AWL | LA ¥ Amazon Chime SDK APIsT2= B FEAL,

MREBENHEE , Bl CloudTrail B4R E Amazon S3 REFETE , @ Amazon Chime
SDK ME#4, MREREZTER , BIARTLUE CloudTrail ERANSHRYCEEE L BIRFTH
EH, ZEFSESEFER. BHEERW IP it | UAREBHERWAE,

EEREY AWS IRF R , SEEMIRE LA CloudTraile & Amazon Chime B 2 & 1T API
MYEE , CloudTrail B ESHPREHZETH. EEEFEMH , BB CloudTrall TR AL FEHELRE
#% . WAILAE AWS IRF iR, BENTHRIENSEH., NFEFHMER , FSBEA CloudTrall =
HREEHEBREEH.

ZEEHE L5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIER.

= RVB R

THEERB\UAEMA CloudTrail TIREEMER. RIBEAR , ELETRETRIURRKRE , KRS
ek AWS S EIEF A BENEHS |, 1A% AR REETEIEERN Amazon S3 RFATE,

KB H B FEEE L EE,

1. BAIEHEBTER

2. CloudTrail X BN RENES

3. B CloudTrail B Amazon SNS &4l

4. EWZEEEA CloudTrail B FERE&EWZEIRFH CloudTrail BHFFEESR

B HHEERY B R

CloudTrail €&2&kFTH Amazon Chime SDK B, MEBEMNMEEEER , 5828 Amazon Chime SDK
APl 2Z, a0 | ¥ B CreateAttendee , BIYEE1E CloudTrail BRI ELIER ., B EEHE
TEELEBRENHBEH. EoEFAUHBEHE T5EE :

H

i

BEARE IAM ERERERH,
R, REEATRHEACEMS I IERAENTRLZLER,

fim

Hil

ill I
s
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{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:ro0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
.
"eventTime":"2017-07-24T17:58:212",
"eventSource":'"chime.amazonaws.com",
"eventName":"AddDomain",

"awsRegion":"us-east-1",

f# /A AWS CloudTrail 524% API FEAY 56


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
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"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"l1laaaaaal-1all-1111-1all-aaadd0a0aa0o"

"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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INVITE sip:91l@abcdeflghij2kimno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91leabcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef6102917341f98a467b973819e90ed>;inserted-by=vpc@ng91l.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring
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Content-Length: 271
Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geopriv1@:civicAddr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
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</tuple>
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--unique-boundarystring--
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B RIZ 12 Amazon Chime SDK Voice Connector FEFEFMETER |, TS EETIEM
Amazon S3 f#1ZErE ., THEHIEE R Amazon Chime SDK Voice Connector FEILF¥iAE AL BB
— =R,

Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THEHERNBERFAERCEBBIARTHNER,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

T % &8~ Amazon Chime SDK Voice Connector FENLE£4H & A2 80 — A& X,

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",

"Streaming": true
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B IREZEE I Amazon Chime SDK Voice Connector BEEEFMMETCHE |, WHFIEE B R ZE Kinesis
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Amazon-Chime-Voice-Connector-SDRs/
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Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID
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"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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