aws
ZEEHN

AWS #Hl B 2%

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 2% B #% R2EH

AWS 2% B #%: ZE &

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS 2% B #% R2EH

Table of Contents

N3 R 0T a1 i o 021 71 oo [P RR 1
oy 3 RO 1
BT AWV S R oo e e e 2
e Y[ (o I OF-1 7= o Yo HN 2

< =PRI 3
= RO 3

= 21 RO 4
LR 1 PP 4
it =5 OO 4
S = T OO 4
B ERIFEUE IR ..ottt ettt 5
S T 5
ez = - TP 5
B = RO 6
Control Catalog Z0fATER IAM FEELIEF ..ottt 8
B BIBERBIB ..ottt 13
g 37 3ROSR 16
Dy K T RO 17
B B 0 .o e 18
B e o < 18
LI CE: b = RO 18

L 19

(01 (o TU T I =T I = R 19
CloudTrail FEY Control Catalog BEEA .......ocveeveieeeee et 19
T & Control Catalog AESRERIEE ..ottt eee e 20

F N AT S T o 1 7Z= 1 (= 0 o PRSP 22
= =5 OO 22
B AT T T TR B ettt bttt 22
F VA1 & RO 22

B s OO 24

........................................................................................................................................................... XXV




AWS 2% B #% R2EH

ftFE= Control Catalog ?

Bl A Control Catalog Z£ %8, Control Catalog £ #—&84% AWS Control Tower , 5l tH &
Bl AWS BRI IEHIE, EREFIEN AWS &§0fB #%. BT FERE AWS Control Tower BN A £
Control Catalog.

£/ Control Catalog , W ARIEE RAVEARGIMRIEGETE , IFLEM, RA, WAENRAE,

EAX e | BIEH Control Catalog 12 APIs B | BRI ECEEMNENLZEHMNERE
o

Control Catalog & #8328 Control Ontology , iE 22 #H|HNEE S B R K.

EREEHE

AWS ERBEESERSE , UiHEoE. ESMETEE18 2 BRYRE, 1t Z<88 o F 2K i& 2 i 18 ik 54
ZHRENFRERELE | G3F 24 EZRE , UK PCl. HIPAA 1 REE, RPtYEIIEXEE  ji
W NIST # 1SO , LAK Amazon $EHIZRHE , 2IE Well-Architected 2248,

RS I E #% 0 B T

- EFIEE, BEEENEREHENESNSE. BHEASHEERGIEEMSY 5 ER=EER
L1 : #EIEsE,
- L2 EFIBRE,
- L3: BREH,

ELEREARENIEEBRER. LHRER  SERIFESERSEE , ESERH B RBSARE
—REME. BEZFHEEFEZEEREGE K ESEEREHNERAE-RXER.

- MPAEZERRE, AIBNEEBARERFE (L4) Ve AREZRIXAREPHNRERER R, BLE
BREZGIHEHEEFRERELBETRNE RIZHIA,

g0 , PCI-DSS v3.2.1, ID 4.1 FTEEBRAM. LNBMEEF NIST 800.53.r5 ID SC-16 Hia=Z £ EEREFA
EEMLHE , CARIERRENLZLBABERRBHRBFFAER , WE 0 BRI E5H Py s
Ef EREFE, SC-16

- BHEBENEFZE. AREEEFEE (Lo) WBLS , IR RIS ERFIEE , fl0 AWS AWS
Control Tower #2418, AWS Security Hub CSPM #Z, AWS Config #8155 | SRAZREYIER AT
BEAWS , flaniEFiE5l. #HIER (L7) WENMSRRERKR , A4 AWS Audit Manager

EESaE 1



AWS 2% B #% R2EH

E=ATERESASRENER, FEBBIRTLE AWS CloudTrail B4, API FEW B 555
AWS Config R BISFAEAE R AWS 308, RE | TRTRABIOR , SINES T4,

+ Core {247 (L5) il 2, MAORHER —EUEE | THFEREERE L6). HRENBEIR
(L7). ARBRIEAEIRHITE (L4) A% RIREIE (L3) A0 A E —BEyH, BORMELREESS TR
RME Y, TERHRES HEE , ERELHE X MENFEER. SEKCRHABTUESE
B (L6) S AR BIOR (L),

BmS<, AWS ZF BRI tEEE. —EREELIEE (#24RE. 2§ BE. EREH
H)., m—F (BERFE) RAZANERFEER, REE (KOS ) RAEEEREEN
BEHER, ME (EHIEE, 2HRR ) RARENZEREEMRRER,

AR RHFZREEZAE AWS BBFIERGT , REEMARBEAEFSFEETERERNER. 24
M, EHER. BREGIENEERGIE (L1-L4) WBSEERER, eMFERERNESEEXN
NIST &=, RERN=8 (L5-L7) RRIBEAN AWS B2, SINEREENZ ERHIE,

S AWS IEF

EERBERAWS , BFE AWS 1RF, MFEY WHEBERA AWS 1RF |, 5280 (AWSIRFERE
BZEEE) B AP AWS IRF,

fZHY Control Catalog

Control Catalog AJi%Ei® £ & M Control Catalog FEAREREXERFTRE (API) NS, It API 24tE
FETAR , UBEBINEGEESA AWS EEFTANEREFIEMNERPEESR . nEFAEN  F2E8
Control Catalog APl 2%,

S AWS IRE 2


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html

AWS 2% B #% R2EH

Control Catalog I Z &4

MEREZE AWS BERESELIEF. 5AAWS BF , BuUZHRERFOMMBIRRE  ELRER
ATHERZ2HBEBNERMEE.

ZEMRE AWS BECENWREERLE, AESEEAREBERARTRNEZSLYE  NERPHZTEM

- ERMNTEM - AWS B EREE AWS IRIE RERTHERRE AWS Elv, AWS B RRIRMHAR
2 HEANRE, EBAWS ERFTEN - , FZHERAESEHIRTNRERMAZENER
., BEETHFEMAR Control Catalog W& #R5TEl , FZEAWS &R EIEERH R,

- ERNEEN - BHNEFTECRREER AWS BRI 1 . KELARHECREZSE  SFRERNEE
., BRRANERNBREENER.

AR B T R AN 4E £/ Control Catalog ; REAABEEEER, T EERPNARE
Control Catalog ; AFABHNRZLHEESHBEE, LS THNMERHM AWS R i B RE =M
{RZE Control Catalog ; &Ro

£ |

« Control Catalog #1#9 & Bl{R &

« Control Catalog #9 & % F1FEE &

« Control Catalog V& }2Eh 58

« Control Catalog F#Y &M

- Control Catalog P ER R £

Control Catalog # Y& RHR &

AWS HESFEZER N AWS Control Catalog FHIERMRE, MLERMMR | AWS ESREHT
FiE 0 £IKRERERE AWS Eif, FESHECHERRE LFAEATHNEHE, SHRGEEME
A AWS fRi§ ML ERBNEREE. IFENBAENFRET A FSRERBLEERBEE,
MEBMNERMREBNENR , F2H T —REBMREZER (GDPR) F/0 o

ERAERREEYN , RAEBERE AWS IRFE 2 AER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERAE, wt—R , SECHEHASESRHETH
HEKPAENRT,. RftERERATIANREER

ERRE 3


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/

AWS $2518 % REAN
- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- {EF 22T API M{ER & FEEE 8% AWS CloudTrail, IEEREFEA CloudTrail JBHEFEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BBEN R IGHE=EHR |, 558 FIPS
UnEh, WEAER FIPS M FIPS In W EZHEEER |, B2 EB T EAREZE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERBBEN , HEEERS BHEERN X FRA
BB B, ERFEEEMEM AWS Control Catalog SifEAEIEA. API AWS CLISKEH AL AWS
BRFE AWS SDKs B, ZHEEBRREHEAXERUIRANTMERSURARTERZH B,
REREABEREN URL , RFEZIRBHE I ERBLEZAREIFRN URL F3ERBEH

Rz
AWS Control Catalog TR FEMAEFER.,
FRRENZR

AWS Control Catalog 7 & NBZEF &%, HM AWS Control Catalog A" EREHREEZFER , Fitt
RERBENFEMEZLER,

&Es &

AWS Control Catalog T&MZEFEFE R . HM AWS Control Catalog T ERIRHRZEMBRER |
H 2 B EEm P nE S e,

SREE
nZS\EE T BN AWS Control Catalogs.

WP B T B R

BEERERIETERAR AWS Control Catalog.

ARE 4


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS 2% B #% ZEEA

Control Catalog ¥V & 7 Ml ZEUEE

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE B R e T H¥H AWS
BERNER. IAM EEETRFEATNETESRE (BFA) NRE (EGFFT) , UEA AWS
Control Catalog &R, IAM 2 AWS R BRI IR EBFERMN .

&

- BEYR

- ERESRE

- FABRKERFIE

+ Control Catalog #0{AE2 IAM & B &£

» Control Catalog #J & 7 B B 58 &3 45

¥} Control Catalog & % MEFEGETHRIERZ B

BHEHR
WA E 8 AWS Identity and Access Management (IAM) € REHW AR MAFRTE :

s REFERE — BEEFINELIIEE  BREEERBEAENT (2R ¥ Control Catalog &% 17
BV 1T BB B2 H)

- REEEE — EEREFAEFRELREIMEEBFT IR (2 E Control Catalog 2011 EE IAM #FE
££H)

- IAM BEEE — BEHRUEEFEIES (528 Control Catalog Ky & 5 B BUR €6

R e DB
SHRBRMEAWS £S5 BREA HHK, BLANAWS RSRERE. IAM 5 ERRIE
IAM B &5 53R RE,

B LAER B2 RN EAER , Hl20 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NIEEBREANFHERN A F2H
(AWS & A ERHEER) PHUFEAEN AWS IRF,

HRENRFTFE , AWS 124t SDK M CLI URIBHmZFA NEBFB R, WEFMAER , F268 (AM
EREERE) T API FERIIAWS 5 4 IRBERF

S RENEE 5


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS $2# B #% RAEH
AWS RF RERE

EREY B AWSIRFE |, B8R/ —E& S AWS IRF theroot ERENBEAGDHE , RFDATER
WA AWS BRIE MER. MIEZBFEEAREHAERATHEEER. FRFTEREAERENE
%, 20 (AM EREER) PNEEREHEBRENES.

&85
REEBRERABEREEABRS IS RMEE , JLAWS RE EAKKERFE .

BSe s REEERK, Web SO RHENERE , R AWS BB £/H 5 2 RIRAY B Directory
Service FHHERE, BMEGIEREAE K MAALERHUERER.

=

EEEPCEBREFEER , BEMFH AWS IAM Identity Center, HIEFFME , FESE AWS IAM
Identity Center £ &SI = |IAM Identity Center ?

IAM £ F & B+ 4

IAM £ Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 5 EfHE A
FERARANEEFTE. ERURREEIREGERABEN IAM FHE. NEFHREF A6 F2H8
(AM EREERE) PRERAECERECABS SO RMER AWS FAKBRBETH .

IAM BHEEEE IAM EREES  FEEAREEAENFIEEMNER, MFFAER , F2H
C(IAM fEFREER) FH 1AM /A &R EA =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B2 BG4 EHFTE  H
AR MRS, SALUEBRERAEYIRT IAM A6 (24 ) SHFW AWS CLI 5 AWS AP
RERRBIAR, MEFMEENR , F2E (AM E£AEER) FHREAGHN S E,

IAM BEERARBS e, EAEER. R IAM EAEHT. BIRFEFIEEBREEN , URE
Amazon EC2 #I1THERARER ., MEFHMEN , H28H (AM EHAEERE) B9 IAM R HYRIEF &R
FH.

EA R EEFEUE

BRI LUEIB R M BUR Y G HE D & 5 NER AWS RIZ2EH AWS R ER. BERERRES 2R EIRE
BABIRYET A, ERFEARHBRE AWS |, SfMEELEK. KZSBBERE L JSON X4 AWS BT
AEFERE P, MFE—F T H# JSON BEX M , F2H (AM E£REER) 8 JSON BUREi#,

EEREESEMEANK  ERERWLEERTEWLERG THREERNTEE , UEETFINHEER,

EABRERFEE 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS $2 8 8% REAFH
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #ERERE
B, IAM BERERBMENFTT , ERERAMERXHNIT.

S BEBR

BoRBRRENMESD (EAE, FRAEFEANAR) K JSON FFATBERN A, EEEEEH S DA
HMLEERANITHLEDE , UAREANGKRSE. NFTHRUOMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHE] IAM T,

BEOBBRADB/RNRBEEK (ERABRRE-—52) ESERX (ANMNESE S 5HBMLBER), 0%
THRNAEZREBRRRARBRR 2BMEE  FE2HE (AM EFHEER) PREZEERENRBE
ZFEﬁig;go

BEREBR

ERBPBER MR ERA JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATREEE
R, EXEEREBRNEET , REEESAUERACAREZHHREERNFIER. BLEAEE
FREBRPEEEE.

BEREERRURZBBEPHANRBE, SEEZEUNEFRAERNBEEPERARE IAM B AWS ZE
2§ 8

HBUEREE
AWS TRHMBRER  IREESERBREER TR :
« FFARR — RESDHEBKRARE IAM BRNSZAF . NEFHEF , F28 (IAM EREE

) P IAM BRI AR,

- PRIEIEH B (SCP) — & AWS Organizations PR B SAE BBV IS ER AT, MEFMENR |
528 (AWS Organizations £ &IEE) HHREIZHIBER,

- EREHBE (RCP) — RELRFHERTATITN LR, MEFHMEEHR , FS2E (AWS
Organizations £A &) PHERZEHIBE (RCP),

- THERBBX — EUEXRHARAACEBEI»ERAEELEGER TERERR  UBEEXEE
MER R, MEFMAESR , F2 (AM FABER) P IIERREGE.

SEBREAR

EZEEENBRERANGBERE , EENUISERMMELER, B2 THNMTAWS RERBEW
RZEBRERREAFBER , F2HR (AM E£REER) PHBERFLEE.

EABRERFEE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS 2% B #%

ZEEA

Control Catalog Z0{AE& IAM #& & {§ F

B 1AM BEE¥ AWS Control Catalog B ZEUZ BT |

Catalog ¥ EL o

& T LAFAEL Control Catalog R 1AM Zhag

IAM Zhgg
& BBE
ERABE
BREE
BURER

BURIRIE SR 5|8

ACL

ABAC(BURH HER)

TR

BHAE
REBEEHE

EE£H T AWS Control Catalog ME i AWS BRI N[ 88 K Z 81 IAM TheEEEERA |
FAEKEE) DHE IAM AWS EEFRN RS,

AWS Control Catalog #) & 7 BUBUR

TESGSBEBEK: B

AWS Control Catalog &

WD KD HD I

7|

fm

7|

7|

7|

B R T BRRLE |AM ZhAEREE AWS Control

#E2H (IAM

Control Catalog ZN{AJE2 IAM & {5 A


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS 2% B #% R2EH

SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RAEH GO EMERG TREBLEERATHLERDE, NFTHROMELSDEBEK , F2H (IAM
EAEER) PHNEBEFEEBRERHE] IAM A,

FHIAM BDEBER | B EEARSIEENBENER , UREMAERGET AFRIESEE, W
ETHREE JSON BERPFEANERER |, 528 (AM ERAEERE) BH IAM JSON BIR TEZ
%,

AWS Control Catalog # & % B By 5K & 5l

= ZR AWS Control Catalog & 7 BRIV E ] , 552 Control Catalog Y 5 2 B BUER €4

AWS Control Catalog F Y& R B
SEEREBEK . &

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fFITEBR. EXREREBRXNBHS  RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERSET
BITHEE, BLRAEEREBRIEETE., ZXATUIEIRE, £AE. A, WSS ERE
2 AWS BR7.

MERRABIRFFIE , UM EREMIRFRNIEEMBIRFSN IAM BEREAEREBRNER. WFE
HEEF , F2E (AM E£REER) B8 IAM R RIS ERF .

AWS Control Catalog KB K 84k
TEEEHE: 2

ERE A LMER AWS JSON BURRIEEHAIUENAR, tWH2HR , BHMEERE M BT ot
BEERAITHLEBF,

JSON BUEH Action TREREFTUARAFRIERBRPFRNEE, BRSEADERETH
TR BN ERYRT AT,

EEEFE AWS Control Catalog BMERNEBE |, 528 (RE&RESE) F1 AWS Control Catalog &
=N BE,

AWS Control Catalog FH R EMEEEEZBIFEAUTFE .

controlcatalog

Control Catalog ZN{AJE2 IAM & {5 A 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions

AWS 2% B #% R2EH

NMFEEE-RRXPEES@EBE , FRERDI R,

"Action": [
"controlcatalog:ListCommonControls",
"controlcatalog:ListDomains"

]

s
@
M
N

BT LERERER (*) RIEEZEEE, Hlin , MELEMER List XFHNFAEEE ,
TEE -

"Action": "controlcatalog:List*"

=ER1 AWS Control Catalog & 7 BRI E I , 552 Control Catalog Y & 2 B BUR €65

AWS Control Catalog BB K & IR
XEBRER =2

EESWLER AWS JSON BURRIEEH T AFHAR, twpiEaR , BHMEEREERE T oA
FEER#AT IR B

Resource JSON MR tEZ WIS EEEAENYH. REEBKRFEHAE Amazon Resource Name
(ARN) RIEEER. BREFTZXEEREBRFT , EFABAF R () X ZREXNBEAREER.

"Resource": "*"

EHEEE AWS Control Catalog EREE &K H ARNSHEE , F2ERERESEHH AWS Control
Catalog EENER. BETHEUERAMBLHEEESEERN ARN , 5528 AWS Control
Catalog EZ Y B 1E,

AWS Control Catalog #813i#9 Amazon Resource Name (ARN) #&=#0TF :

arn:${Partition}:controlcatalog:::domain/${domainId}

AWS Control Catalog BZEEE T %) ARN & :

arn:${Partition}:controlcatalog:::objective/${objectiveId}

Control Catalog ZN{AJE2 IAM & {5 A 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions

AWS 2% B #% R2EH

AWS Control Catalog BA#ZEHIEER T35 ARN B :

arn:${Partition}:controlcatalog:::commonControl/${commonControlId}

mFE ARN BN EFEMER , 52 B Amazon Resource Name (ARN),

flan , BEEERRRNFHIEEI-1234567890abcdefofE , FEFE A T3 ARN,
"Resource": "arn:aws:controlcatalog:::domain/i-1234567890abcdef@"
NEEEBABERFNAMESTER  FEAERAFT (M.
"Resource": "arn:aws:controlcatalog:::domain/*"

AL AWS Control Catalog BMEEZEREER LHT , SIARBIERNEE, EELERT ,
BYAFRERZFT (%)

"Resource": "*"

HL AWS Control Catalog AP BifEX B Z &R, a1 , EListCommonControlsfFEUE A1 H
1H, BENRE K FIHEZEFALEEEFRELERNGT T, EEAE—BFRAEAXNPIEEZEER , FE
RE5% 7 R ARN,
"Resource": [
"commonControl",

"objective",
"domain"

= ZH1 AWS Control Catalog & 7 2RIV & , 552 Control Catalog Y 5 2 B BUR 6 4
AWS Control Catalog B R R4 5|8
TEREBERRGG LB 2

EIEE A LMER AWS JSON BUERRIEEH AIUERMAR, WHER , BHMEEBRE T BERA T oSt
EEREITHL B F,

Condition TEERBERNIKRY , EERBXNBITRHE, EUBLERFRTEETFNRTER
X (BINSFRINR) , REBBRPORGNBRPNE, EEEFHME AWS £ER4REI8 , F2
B KIAM EREIER) PHAWS SEFEFABTZREIHE,

Control Catalog ZN{AJE2 IAM & {5 A 11


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS 2% B #% R2EH

&EEF AWS Control Catalog &4 R5I#BINEFE , F20 (RERESZE) FH AWS Control
Catalog R FR5I#, FETHREVUEARGSBOEBEMEIR , 5528 AWS Control Catalog &
= BE,

= EMR AWS Control Catalog & 7 B BUREVEI| , 552 Control Catalog Y 5 % B BUR 41,

AWS Control Catalog ##J ACLs
YEACL: &

FHUEFIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EHR
ERAEBR , BEMAEA JSON BERXAHEN,

ABAC #&it AWS Control Catalog
%1 ABAC (BERHHER) : &

B R FEUES] (ABAC) R—EREXRE , KBEARRNBMHRERT T, LU UERERERE IAM
B AWS MEIR , AR ABAC B , MEEZREANEBASER LNRBE LR,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RG %58 , THENFRETESF , RUEBEA.

MRBHEXESEEREEN LB =ERG SR  RBEZBBEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIES Partial.

% ABAC WEFMEF , 526 (AM EREEE) PHEM ABAC REESHRT, IEEEESH/R
TE ABAC ZERNHZRE , F2H (AM £RAEER) PREMABEEFEUES (ABAC).

B AWS Control Catalog £ F iz Bs & A &R
XEGRREE 2

FEERAERREM AWS ERNEHEEE K ELEABESIRACRKREETHET., AWS BER
HEELCEREAEN K MAREARMENRESS. NEFHMAENRA  F28 (AMFEREER) 1
IAM FH R L 2 BRETE IAM EEEENAWS R,

AWS Control Catalog Y% IR £ BE 55 7]
TEESEFEIMIERE (FAS) &

ERFI IR (FAS) AR WEFEAFF T AWS RS , && AWS IR BRM@ T ERBR LR
Ro MFERH FAS FREBNBERFMET , F2RERFNTFEER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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AWS Control Catalog HWRIE A &

xEREAR &

REAGRREETHN AM €  ATREHTEHE, IAM EES LR IAM RE, 15 FN M BRIRE
Af, MEFHMEENR 6 F2lH (AMEREERE) PHETAGLUEZIREF T AWS RIS,

/A Warning

B ERE A CMNEFA AJAES B AWS Control Catalog Zh8, KA AWS Control Catalog 12
HIE5IR , THEREREAE,

AWS Control Catalog HIRIEEHE AR
TERKEZAR B

BREFACGREGE N —EREAE AWS . BBITUREARENTHENAR. RIHER
AESHRELEN P AWS IRF |, YHREH#HE. IAM EEEAURE  EFERERTEEAEHN
AT,

NMERVREERHFEEACHFMER , FSEATEL IAMEENAWS . EERKRPSRR
%, EHESRBEEACHTH Yes, BERER , SIREKRBHRIERS B XM
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BRIBTER , FAENAGKEEIHIEH AWS Control Catalog ERHNFFT. EERFERAEHEFT
EERHTEENGT , IAM BEE TR IAM BUR,

WMETHMMAERELES JSON BERXHET IAM 5o REEK , F28 (AM EREER) FME
3 IAM BUR (£ A).

IZE AWS Control Catalog EEHEMEMERERMNFMENR K SREESEEFRELN ARNs X | 55
S BRI FESEHH AWS Control Catalog HEI¥E, E RIS 8,

FE

- BRGEE®

- AFEAEREMMBECSHET

- REFERET AWS Control Catalog B #R & R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BoBEBRSHEERFHINEBASRBALUEY, FHIHMER AWS Control Catalog Eiil, iEL
BETRERLN AWS IRFELAERA. EXRYSRES 2 BBRE , FER T ENRERSEE !

- FRIBER AWS SEBRRYERREERITT - eERBRFATRTENCEAENTEESE  FEA
B ARTHZSERERARMN AWS ZEBX, EMAUEEN F£H8 AWS IkF, BMIEBREER
BEREARS AWS WEFXEBR , WE—DRIHA. WEEZEH , F2H (AM E£REE
) PH AWS ZEBRSEBHEENAWS ZEBXK.

- ERAREHERFT - RE IAM BERNFAIR  FERTHTEXRMENTT. KERLEN , B9
LERERERG T I UHBEEREIMNEEFE  ELBAKEERTT. MFEEH IAM ERFH
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMEF A,

« ER 1AM BUR AP RVIR A — S RBIFEVE — B U R EEEER | URFIBENE R FEG
Bl B RB BRI | BELAMEA SSL EEFAEFR, MREBREE Hla £HRBKEHE
AWS R |, &t 7] LUGE A R 44 3R 42 T H 77 HU#E CloudFormation, MEFFMER , F2H (IAM &£A
EIE™) P/ IAM JSON BIETE &,

« £/ IAM Access Analyzer B IAM BUE |, FRRET 1 24 B 7 IE%EE1E - IAM Access Analyzer B
BHBCRABABER , MAELBEER IAM BURES (JSON) # IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE. WEFEE
#A, B2 (AM EAEERM) PRIEA IAM Access Analyzer 5278 BUE,

- EEZEERRE (MFA) - NREBHNRFIFZFE IAMFRES PVRFERE AWS IRF |, FBBE MFA
DSR4 M, MEEFY AP BERER MFA | 4% MFA fEHEBEENBER. NEHAE
#A, w2 (AM E£AEER) RER MFA Z £ API FEL

WFE IAM FREBBHNARER , F2H (AM EREER) 1 IAM Z25EEH,
TERAERBMFIBE ST

LEHI S REMAEIIBER , A5 IAM EAEREMMEBFAERES TNARRZEBR, WBER
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TR LB FFTA,

i

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

FErE A &% AWS Control Catalog #i#R &R
THBERZRFEHFT , LLFIH AWS Control Catalog HEVA1E,, EENE BIR4HIE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "ManageControlCatalogAccess",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

o5
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"Resource": "*"

¥t Control Catalog & % MFEUETHIER B
FERLUTEARBGEIIEZ B FIEIEFEHE AWS Control Catalog 1 IAM B2 82 E RREE,
FE

« REMREE Control Catalog P#ITENE

- RAREBHIT iam:PassRole HRE
- REEZE SN AE AWS tRF FEEH Control Catalog &R

RERETE Control Catalog P& {TENE
MRBRFER , SHEREREHITEE , ENBRLEEN , AFERTHHE

THgEHlER® Emateojackson IAM FHEERFEAEZRARE —BEE ny-example-widget
BERWFMENR , BAIEEMRE controlcatalog: GetWidget FFAJBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

FEURBERT , BAFEH mateojackson EAFENBR , AFFEM controlcatalog: GetWidget &
YEZE my-example-widget BiRo

MREEEWHE |, BHEEN AWS EEE, ZNEBEERMHEENESEE,
K AEEBHIT iam:PassRole HIIZ#E

MREWEIEE | RGBT iam:PassRoleBfe , BHBRLAEH , UAHLHBABBES
AWS Control Catalog,

BE AWS B TRESREACEEGEBRE A MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .
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EEA B IAMmarymajor FAEEREAEE ST AWS Control Catalog PETENER , 84T
HIEHIEEER, BER , BERRBREERBEACERTHTT. Mary REKABERGIRENET,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , AFFM#IT iam: PassRole Bk,
MREEEHE , BEBEEN AWS EEE, ZNEEERMUENEZRE.
BREE UM AR AWS 1RF FEUEKREY Control Catalog EifR

BRLEY— @A  BEHMAIRFHNEREIEERBABHNASTFIRENER, BUIEEE R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A ALK
RRBEFAETFIENE RN,

NMEFEE-STH , F2RUATAS

- HE T AWS Control Catalog R B X EELIEE , 552 E Control Catalog #{aEd IAM A

- BETHIAELEES AWS IRF 1 R BIRMEFEE , B28 (AM FREER) FHELHE
B AWSIRE ME—1@ F5 IAM FHEREFEHE,

- BETHNMEERNFERERRIGE=77 AWS IRF , 2R (AM EREER) PN FEUER
HIeE =5 AWS IRF #H,

- MFTHRNAEBBE S HRMUFIE  F20H (AM EAEER) PN FEEREGENTE
TEIREBNERE MEE5).

- METHREAAGNEREBRETERFFRCENZR , F2R (AM EREER) 78 IAM
Y Bk F BRI EL.
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BETHE RS AWS B £#RESHRTENEER , F2RAWS R SR EHHENRRBIFER
EBHESHRTE, MFE-MRERA , F2RAWS S5 E

O LAER TEE=ZFEZIME AWS Artifact, NEFHMEF , F2E THEES in AWS Artifact

IRER BNSREME AWS IR BURRERNHEEME, BLANERER , UARERAERENER.
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https://aws.amazon.com/compliance/programs/
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AWS £IRERRIERUL AWS B M TRERSAEREZE, AWS B RHESEERRHNBEHN
THES , EETHESEREE, SHEENSHEMNEERE, SBRAER , &R EEEN
FRAEXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
BEEN  BE-SHZEERFONERERREES,

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

Control Catalog PRV ER L £

ERZERRTE , Control Catalog & %] Amazon Web Services : Z£EFHE A K E TR AWS £
KR ZeEFNRE,

A LAE R AWS 248 API DY | BB #BEE 7 EX Control Catalog. Fi Fim#4ZE X #& Transport Layer
Security (TLS) 1.0 REFHIRA, BFEFEA TLS 1.2 AEHMA. AF RS BT EEHEREEALR
(PFS) MNEZIBFEMH , HlEERF Diffie-Hellman (DHE) = #5 Bl #i #R & B Diffie-Hellman (ECDHE), TR
(M Java 7 MEMBRAR)AZEXZEELER,

o, BRLACAFEREHR ID FE IAM TREEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHEB R,
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RN IT 242 AWS BEARMBFEFNECBNARERE, MFFMENR , F2H AWS HENE
EEE,

REEE S 18


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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ESyR 2 H#EE AWS Control Catalog M HE it AWS SRS RN AFEM, THAMNRENEER S, AWS
R THIEEE T EREEFE AWS Control Catalog, EEASHERREER , UREREEE BB E .

« AWS CloudTrail #EEUE AWS IRF A REZWIRFZ B AP FILFMEESYH , YA EFERI
FZEBIEER Amazon S3 EFETE., BRI EREFIIRE AWS, ETFEWA R IP i
o, AR AYBRRE . INESFMMERR , 5528 "AWS CloudTrail fEH&EER, -

£/ 52%% Control Catalog APl FEA4 AWS CloudTrail

8% AWS Control Tower Control Catalog B&# —#8% AWS CloudTrail , ttiREREHERE,
ARSI EERNTE# AWS . CloudTrail & Control Catalog BIFfE APl REIUEEELASE

., FEERHYFPIY/EFEE R AWS Control Tower A TR | SlINERARERREIE | Uk

¥t Control Catalog APl ##EMEX B, MRERVUFER , BIFLUE CloudTrail EHHER I E
Amazon S3 f#fZET#8 , ©IEEE Control Catalog H =G| HAEBN S, EIEERREER |, KA T LUE
& CloudTrail EEAHPNSHELEHEREEH SN, BRI LER CloudTrail FIENER , HIEE
Control Catalog 12 HHIFER ( EiB AWS Control Tower), EHERE IP bk, RHBERWAS, B
HEERNERE , Uk EMEFAENA,

EEH— 7 # CloudTrail , 28 "AWS CloudTrail fEA &M -

CloudTrail Y Control Catalog & &

EEEMNIRE AWS IRF B | 88 E€RA CloudTrail, 7 Control Catalog FE 4 FER |, ZEHS
EEHRPOHEPNEM AWS IRIEEH — 2 CHRE CloudTraill B4, EBAILE FRiE, EEMT
BRIEWEH AWS IRE., MEFMENR , 5280 £/ CloudTrail EHELEHBIAEH.

EEETE THES AWS tRFE |, 8%E Control Catalog WE# |, SFEMEBHE, HF3KAEEZE CloudTrail
# BFERRTE Amazon S3 RAETHE. KFERR , ELEERAPELERK  ZEREERER
B AWS BiF, MEDLHE AWS FEIEFEESNESH , Wi AFERIFTEEIBEEN Amazon
S3 REFETH. WA, BALEREHEM AWS R RE - DM MEE CloudTrail BFPRENEHE
B, MEFHMEEN , F2ETIRE

o BIBHMELER
e CloudTrail X ENREFNES
« X% CloudTrail B Amazon SNS & 41
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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- EWZEEFR CloudTrail HFEERMBWZERFER CloudTrail BFEER

CloudTrail €527 Control Catalog BifE , 528k TE Control Catalog APl ZZ &, flin | ¥
ListCommonControls, ListObjectives BAK ListDomains EjfEE AP ILEE CloudTrail B
WIERPELIEE,

B-SEMHUAREXRNSLSELFRENET. B3O EATHEEHE T5IHEE !

- 2EEMEAEH AWS Identity and Access Management (IAM) & ZE AERHEHFE R,
- REBRBRE , REFATHEACEBMS I EAENERRLER.
- EREAHHEM AWS KR,

WMESHMER , 5528 CloudTrail userldentity JTT#,

T % Control Catalog HFFERIEH

B2 —FERE  EEEMHUARFERNEIARFREIEERN Amazon S3 #FEr#, CloudTrail B&E
*E?’?@‘%“—IR%M HFEER, EAE4HAEMARRELNE—FER , YIEFREE. FROBBME

3. FRRSEEEA, CIoudTra|I BB IEMRLNE API FEIY A B EMIEEF | Rt A ELUERSEIE
r&IEIO

LT EBIETRNERTR ListDomains EIYERY CloudTrail B551EH

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext: {
sessionIssuer:{
.
webIdFederationData: {
.
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}

},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"
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{55 F 5 THD um BE Y 72 HU32 6 B 8% (AWS PrivatelLink)

& LAE A £ VPC # Control Catalog 2 & AWS PrivateLink B FABE#R, B LUKTE VPC H—
¥77EL AWS Control Catalog , BEMEAEEREREFE, NAT #£E&E. VPN E# Direct Connect i#
#Ro VPC HFHHTREBTEELHE IP tbut Bl A 77EY Control Catalog,

EAI LA S AWS PrivateLinki2 t T BN HIRHREL ML EER. BAISELATHRHBAN
BREFRPELIGHARNEH, ELRFREEENHERNE , ITA BN A Control Catalog 27
ENEANE,

WMEFMER , F2B ( AWS PrivateLink #Er) HPHRIAWS fR# iEif FEHLAWS PrivateLink o

AWS Control Catalog #y& £%18

FEIBELE Control Catalog WA HEmE 281 , 558 ( AWS PrivateLink 1§8) RPHEESE,

Control Catalog 3 #&i%18 /1 [ im B [ I E PTG API E11E,

#13] Control Catalog B4 TH i 24

& LAME A Amazon VPC E£# A AWS Command Line Interface () 237 Control Catalog K94\ [ i
BEAWS CLI, MEFHMEN , 5528 (AWS PrivateLink $§88) FH "EV N ERS -

FEAT 5 RIEBZFEEIL Control Catalog N T B :

com.amazonaws.region.controlcatalog

MREANEIHHRAFTAE DNS |, B AFEAHETFERM[EE DNS £ @ Control Catalog #2H API &

R, f5l#0 service-name.us-east-1.amazonaws.com.

A 3889 9 TH Vi 3B 32 3 Ui 4 BUR

HBMEERA IAMER , B EEZRENERE. BRmMBER SR HiRRTEFH Control
Catalog, &HZEIZH|LFFHE VPC 2518 SMFEUE , BRI mMBRERENHRM.

ImMBEREIEENATER
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS 258 8 %4
- AEATHVENE
« AHBTBENER.

MFBFHMER , F26 (AWS PrivateLink 18/) Y " 6EH in R0 BURZ G RFBHFEL -

#if5l : Control Catalog E)fEfY VPC imBiER

DT REFREBERNES, ECKEBREREZENERER  CERTHEERLAEERMAIIEN
AWS Control Catalog B)/E#I ZHUE,

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"

}
]
}
(@ Note

GetControl A ListControls API BREZEFRRFMEET , BITERMNZES T, MEEH
ESRTERIRHBUR,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com//vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy
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